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Powering Net 
Business Solutions
Novell® eDirectory™ is a stand-alone, cross-platform directory service that provides a

foundation for secure identity management solutions. Novell eDirectory helps organi-

zations simplify the management of user identities, determining the business resources

users can access, based on their roles and relationships with a company. Secure identity

management, based on eDirectory, helps businesses simplify complex, heterogeneous

networks; securely extend business resources to internal and external users; and provide

a secure, manageable foundation for the deployment of Web services.

Q U I C K  P R O F I L E  

Product

Novell eDirectory 8.7

Availability

November 2002

New Key Features

• Web-accessible utilities

• Role-based, delegated administration

• Support for IBM* AIX*

• Improved backup and restore capabilities

• Inclusion of Novell Modular Authentication

Service (NMAS™) Standard Edition to support

advanced authentication methods

• Event publishing via LDAP

• SNMP management support

• Enhanced performance and replication

Licensing and Pricing

• $2.00 per user on IBM AIX, Microsoft* Windows 

NT* 4.0/2000, Linux* and Sun* Solaris* 

• Included with the purchase of most Novell

product licenses.

• Volume licensing discounts available.

• 250,000 user license available for ISVs/OEMs

who wish to bundle Novell eDirectory 

with their products for no charge to 

end-users. Free unlimited internal use for

development purposes.

Availability

• Novell Authorized ResellersSM

• Through Novell direct sales

• Novell Web site—http://shop.novell.com

For Additional Information

http://www.novell.com/products/edirectory

U S I N G  N O V E L L  e D I R E C TO RY

Due to its flexibility, Novell eDirectory can be

applied to many different solutions. A complete

description of designing an eDirectory implemen-

tation is beyond the scope of this guide and more
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detailed information can be found in the Novell

eDirectory Design 2000 document located at:

http://www.novell.com/products/edirectory/

design-2000.html

O V E RV I E W  

Novell eDirectory 8.7 is the latest version of 

the world’s most widely deployed and versatile

directory service. Novell eDirectory helps

companies manage and secure business resources

and simplify complex networks by acting as a

repository for user identity information and 

access rights. It serves as a foundational piece 

in solutions for secure identity management,

provisioning, e-commerce and access management.

The directory also plays an important role in the

emergence of Web services, adding management

and access control to Web services deployments.

Novell eDirectory 8.7 provides substantial

improvements over previous versions through

several key functions:

• Web-accessible utilities. Novell eDirectory

8.7 includes iManager, which supports secure

directory management and administration

through a Web browser and many wireless

devices.

• Role-based, delegated administration.

Administrative rights to eDirectory can now

be assigned in a more specific and granular

fashion according to a user’s role within 

the company.

• Delegated administration. Detailed directory-

related management rights and roles can be

delegated to particular users based on specific

tasks within each role.

• IBM AIX support. Novell eDirectory now runs

natively on IBM AIX, in addition to NetWare,

Windows, Linux and Solaris.

• Improved backup and restore. New features

have been added to Novell eDirectory that

will allow for a live continuous backup of the

directory. This feature will allow organizations

to backup large directories in the flow

without having to disable the directory 

during the backup.

• Advanced authentication. Novell Modular

Authentication Service (NMAS) Standard

Edition is included with eDirectory 8.7. 

NMAS Standard Edition supports several basic

authentication mechanisms, including password

and certificate methods.

• Event publishing via LDAP. Many eDirectory

functions, or “events,” are now open to

developers, who can use these events to

create advanced auditing and monitoring 

tools for the directory.

• Enhanced performance and replication.

Novell eDirectory 8.7 includes enhanced LDAP

performance and partition replication functions

to improve directory scalability and speed.

N O V E L L  e D I R E C TO RY  M A R K E T  FA C T S  

• More than 568 million Novell eDirectory

licenses have been distributed worldwide.

• Novell eDirectory is the only directory service

to demonstrate scalability beyond 1 billion

objects; and it has been proven on proven 

on Intel* and UNIX* platforms.

• Novell eDirectory supports more operating

systems than any other directory service,

Novell eDirectory8.7 3



including NetWare, Windows, Linux, 

Solaris and AIX.

• Novell eDirectory supports many existing 

and emerging standards such as LDAP

(Lightweight Directory Access Protocol), 

SSL (Secure Socket Layer), DNS (Domain 

Name System), LDIF (Light-weight Data

Interchange Format), HTTP (HyperText

Transfer Protocol) and many others.

W H O  U S E S  N O V E L L  e D I R E C TO RY ?  

Novell eDirectory was created as a full-

service directory for use by large enterprises, 

government agencies, software developers and

service providers who need an industry-leading

directory service as a strong foundation for

building their network-enabled business solutions.

The current release has been carefully built 

for interoperability with other directories and

databases on the market today. As a result, 

it has use across many different applications—

both on an intranet and across the Internet basis.

It is especially applicable in mixed environments

for managing heterogeneous network identities

and resources. Here are a few examples of how

organizations are implementing Novell eDirectory

to solve identity management problems and

create leading edge applications. 

Novell eDirectory 8.74

ORGANIZATION TYPE WHAT THEY DO NOVELL eDIRECTORY IMPLEMENTATION

Software Developer Software maintenance service Delivers upgrades and patches over the Internet

to subscribers—Novell eDirectory manages

subscribers of the company’s services.

Equipment Manufacturer Sell equipment through network Novell eDirectory provides distributors and

of distributors and dealerships resellers with a personalized view of account

information based upon their profile stored in

the directory.

Large Enterprise or Business-to-business or business-to- Novell eDirectory helps large organizations

Government Agency consumer/citizen products and services manage complex, heterogeneous networks. 

It also stores and manages identity information

and access rights, providing a foundation for

secure identity management.

Medium-sized Business Business-to-business or business-to- Novell eDirectory helps medium-sized

consumer products and services businesses manage complex, heterogeneous 

networks. It also stores and manages identity

information and access rights, providing a

foundation for secure identity management.

Application Service Provider Provides small business and HR Novell eDirectory controls access to applications

applications through the Internet based on the user’s unique identity. 

Internet Service Provider Provides Internet access, e-mail, Novell eDirectory manages identities for

Web-hosting, etc. authentication, access and accounting purposes.

E-commerce site Sells retail goods through the Internet. Novell eDirectory provides a secure identity

and profile for customers. This allows the site

to track customer interests and buying habits

and give context specific discounts to customers

based upon their identity.

Information Publisher Provides specialized, quality information Novell eDirectory is used as a secure & scalable

to specific customers identity management tool for millions of

identities. The identities in eDirectory are

shared with other services to provide rich

and personalized content to visitors.

continued on next page
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ORGANIZATION TYPE WHAT THEY DO NOVELL eDIRECTORY IMPLEMENTATION

Trade Exchange Aggregates news, messages, auctions, Novell eDirectory provides the foundation piece 
e-commerce sites, etc. for exchange for managing the complex relationships between
members organizations, traders and the exchange. The 

end result allows for intelligent access to
resources and services within the exchange.

Global Financial Services Provides services in both the traditional Novell eDirectory creates the base for a complex
Company consumer banking realm as well as stock Web application used by the organization to

trading, money market management, allow their customers to access the various
401K, etc. services offered. The organization uses the

extensible schema and powerful relationship
components inherent in Novell eDirectory to
represent the business requirements for service
access based upon the user’s identity.

W H AT  C A N  I  D O  W I T H  N O V E L L  e D I R E C TO RY ?  

Potential directory-based solutions for Novell eDirectory fall into several broad categories. Some of the

more common uses include the following: 

ACTIVITY EXAMPLE

Secure Identity Management Novell eDirectory acts as a foundation piece for secure identity management solutions. In this
type of solution, the directory acts as a repository for identity information and access rights.
Secure identity management solutions can take advantage of the proven scalability and
security inherent in Novell eDirectory to ensure a reliable line of business service.

Network Management Novell eDirectory enables efficient management of corporate resources (e.g., proxy, firewall,
Systems e-mail, file, print, shares, Windows NT and 2000 domains and users, applications, desktops,

DHCP, Solaris user accounts, network bandwidth, help desk, etc.)

Personalized Content With the prevalence of Web service portals, personalization of content is becoming the
Presentation norm. Using the powerful relationship components found in Novell eDirectory, personalized

content distribution sites can be formed by linking content to the directory managed
identity. Furthermore, the directory also handles all the authentication and security
management of the users to ensure identity.

Using the self-service capabilities of eDirectory, content distribution sites can allow
users to easily opt-in or opt-out of services with just a click of their mouse.

Supply-Chain Management Novell eDirectory is a logical choice for managing supply chains. The directory’s ability to
store and manage virtually limitless numbers of identities is a powerful addition to any
such solution. Besides being able to store identities for employees, suppliers and customers,
the directory can also manage the relationships that dictate the interaction of these
entities with other services such as billing and inventory control. By integrating a supply-
chain solution with the directory, organizations can add additional features such as Quality
of Service (QoS) into their existing environment to ensure that the appropriate entity is
given the service they deserve.

E-commerce E-commerce is more than just taking money over the Web; it’s also about managing
identities, access and authorization. Using Novell eDirectory built-in security and
relationship capabilities, e-commerce sites can provide a foundation for determining
access and interaction with services such Web servers, transaction servers, databases,
firewalls and routers. With Novell eDirectory all of these services begin to work as one Net.

Remote Access Used in conjunction with network infrastructure equipment, Novell eDirectory can be used
as a central directory for remote access including both dial-up remote authentication
using RADIUS and as the authorization point for VPN.

White & Yellow Pages One of the easiest solutions that organizations can derive from Novell eDirectory is a
corporate white page solution. Using the open protocols that eDirectory supports such as
LDAP, ODBC, JDBC*, ADSI and HTTP, customers can create their own white page solutions
to replace the printed versions that exist.

Customers can also leverage the storage capabilities of the directory to create yellow
page solutions for business-to-business (B2B) relationships by leveraging the intuitive
access controls and relationship modeling found in Novell eDirectory.
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FEATURE DESCRIPTION

New Web and Wireless-accessible Novell eDirectory 8.7 includes iManager, a Web-enabled and wireless

Administration Utility device-enabled administration utility. Novell iManager allows full

administration of all directory functions via a Web browser.

Advanced features such as role-based, delegated administration 

are easily accessed via iManager’s browser interface.

Role-based, Delegated Administration Novell eDirectory 8.7 and iManager support role-based, delegated

administration, which presents users with a custom administration

interface containing only those administration elements they are

authorized to use. Instead of requiring an inherent understanding

of directories, and the management tasks available in the directory,

users are instead presented with a set of tasks that matches their

role. Users with no specific role can use the same interface, 

and can be presented with the default tasks associated with all

users such as changing their own password.

Support for IBM AIX Novell eDirectory 8.7 now fully supports implementation on the

IBM AIX hardware platform.

Improved Backup and Restore New features have been added to eDirectory that will allow for a

live continuous backup of the directory. This feature will allow

organizations to backup large directories in the flow without

having to disable the directory during the backup. These features

also allow for quicker backups and restores.

New Support for MD5 and SHA-1 Password Novell Modular Authentication Services, typically referred to as

via NMAS NMAS, has been included with Novell eDirectory to support

authentication using SHA-1 and MD5 passwords. This feature will

allow those applications designed for MD5 and SHA-1 to easily

integrate with eDirectory.

Event Publishing via LDAP Novell eDirectory 8.7 defines several directory-related events such

as change operations on individual entries and their attributes, 

and partition and replica operations. This event engine is capable

of responding to LDAP queries, and the rights of the requesting

user object control access to each event. 

This functionality can support external eDirectory monitoring,

auditing and automating of infrastructure changes as well as

automating business logic.

continued on next page
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FEATURE DESCRIPTION

Enhanced Performance and Replication Novell eDirectory 8.7 includes enhanced LDAP performance and

partition replication functions to improve directory scalability 

and speed.

SNMP Management Support Novell eDirectory now supports SNMP management features to

integrate directory functional monitoring into common industry

standard management and monitoring tools such as HP Openview.

New Persistent Search Capabilities Support for persistent search capabilities in Novell eDirectory 8.7

allows LDAP clients/applications to receive notifications of changes

that are made on the eDirectory server. This feature will allow

developers to create applications that will make a single query 

to the directory, receive the results and receive the updates on

that query.

New Dynamic Group Management While the primary mechanism for management in Novell eDirectory

is the hierarchy, most organizations also need to use groups to help

manage their environments. Novell eDirectory 8.7 supports a new

feature known as dynamic groups. Dynamic groups allow

administrators to dynamically manage group membership through

the use of policies. For example, an administrator who wants to

create a group that grants executives access to a particular

resources. With the new dynamic groups, the administrator would

simply create the group and grant it access, then set the policy to

grant any user who has manager, director or vice-president as 

their title.

N O V E L L  e D I R E C TO RY  8 . 7  F E AT U R E S

Novell eDirectory 8.7 includes the following features:

FEATURE DESCRIPTION

Cross-Platform Support To realize the Novell one Net vision, Novell has ported eDirectory to many platforms to

allow organizations to choose the platform that is right for them. Currently Novell

eDirectory runs natively on the following platforms:

• IBM AIX 

• Linux Red Hat 7.2 and 7.3

• Microsoft Windows NT 4.0

• Microsoft Windows 2000 Server and Advanced Server

• Novell NetWare 5.x

• Novell NetWare 6

• Sun Solaris

Modular Access Protocols Novell eDirectory is built on a modular architecture that allows native support for all

current discovery/access protocols as well as for the new protocols that will evolve in the

future, which will protect your investment today and tomorrow.

Currently, eDirectory supports the following access methods:

• Lightweight Directory Access Protocol (LDAP) v3

• Active Directory Service Interface (ADSI)

• Open Database Connectivity (ODBC)

• Java Database Connectivity (JDBC)

• Novell Directory Access Protocol (NDAP)

• Hypertext Transfer Protocol (HTTP)

• Java Naming and Directory Interface (JNDI)

• eXtensible Markup Language (XML)

Novell eDirectory has earned the distinguished LDAP 2000 compliance certification that

ensures it fully complies with all LDAP v3 RFC features, allowing you to easily integrate

any LDAP 2000 certified application with eDirectory.

continued on next page
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continued on next page

FEATURE DESCRIPTION

Modular Authentication Novell eDirectory has always used PKI technology as its primary authentication method.

Services Today’s eDirectory can not only use the existing RSA engine, but can also mint X.509

certificates for use in your Web applications. NMAS also supports authentication using

SHA-1 and MD5 passwords. This feature will allow those applications designed for MD5 

and SHA-1 to easily integrate with eDirectory.

Novell eDirectory can also be integrated with other third-party certificate authorities

(CA) as needed for your business.

Novell eDirectory conforms to RFC 2459, 1777, 1778, 1779, 2222, 2248, 2251, 2252, 

2253, 2254, 2255, 2256, 2279, 2459, 2559, 2589, 2596, 2696, 2798, 2820, 2829, 2830, 

2849, 2891, 3377 and PKIC #10 and #7.

Certificate Management Using Novell International Cryptography Infrastructure (NICI), Novell eDirectory allows for

SSL encryption of data between the client and the directory service. NICI also acts as 

the foundation security component for all cryptography in the directory. As such new

cryptography algorithms can be added to eDirectory with relative ease.

Additionally, Novell also provides an encrypted vault know as Novell SecretStore® for

storage of sensitive data that only the user should have access to. Using patented

technology, eDirectory can encrypt user data so that only the user can get access

providing non-repudiation capabilities to Novell eDirectory.

Data Protection and Novell eDirectory allows access controls to be granted to a single object in the directory

Encryption or to entire branches of the tree. These access control entries (ACE) are a single entry

that ensures database sizes stay low and that rights are granted and revoked instantly

versus hours or days.

Access control entries can also be given both at the object level in the directory, 

and at the attribute level allowing organizations to be very flexible in the administration

of their access.

Granular, Dynamic Access Many of the complex relationships that are managed in the directory are based upon

Controls references to other objects, such as group membership. In order to ensure the consistency

of the data, Novell eDirectory implements a globally unique ID (GUID) for all objects 

within the directory. This ensures that regardless of location or name, a reference is not 

broken and when a service asks for an object, it gets the correct object every time.

Unbreakable Reference Novell eDirectory makes use of a transparent, event-driven replication engine. This engine

and Resolve provides for a true multi-master distribution of the directory’s data using delta replication

technology. Delta replication allows only actual data changes to be replicated to the 

servers that hold the same information, even if those servers are running different

operating systems.

With the release of Novell eDirectory 8.7, this proven replication engine has been

improved to allow for scalable distribution of data between servers holding hundreds of

millions of objects.

A more advanced feature know as Filtered Replication, allows the creation of a replica

that spans partition boundaries to hold specified objects of a particular class and only

those attributes that are needed. 

Flexible, High Performance Whether you are making use of the base classes and attributes included with eDirectory or 

Data Distribution Services wish to hold objects ranging from cell phones to cars, the extensible schema inherent in

Novell eDirectory allows you to easily modify the directory’s schema. Coupled with the

proven scalable storage capabilities of eDirectory, you can store virtually anything within

the directory. Using the replication engine, the schema is transparently synchronized

between servers with zero downtime required by the servers.

Extensible Schema Novell eDirectory ships with support for both X.500 schemas, but also includes LDAP

Definitions schema extensions, support for auxiliary classes, POSIX schemas, as well as support for

other schemas.

As the leader in directory services for more than eight years, Novell has always 

provided scalable and easy-to-use backup services. These backup services are cross 

platform now and ensure administrators can create off-line storage of the directory 

information regardless of platform.
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FEATURE DESCRIPTION

Directory Backup and Novell eDirectory backup and restoration services provide features that allow 

Restoration Services administrators to backup and restore data at tree level, partition level or even object

level. These services are also supported by industry leading enterprise backup services

that organizations use every day.

Novell eDirectory ships with powerful cross-platform repair tools that allow 

administrators to maintain their directory. These repair tools give organizations the ability 

to repair the directory at any level; from the entire tree, to an individual object. With 

typical eDirectory efficiency, all these tasks can be accomplished without taking down the 

directory service, which ensures 24 x 7 availability of the directory.

Cross Platform Also included are detailed monitoring tools that allow troubleshooting of any issues 

Administration Console that may arise. Administrators can use the traditional DSREPAIR tools that are included, 

but can also use the new iMonitor utility that provides monitoring and maintenance of

directory servers from any Web browser.

Scalable Storage Services Today’s directories need to support large numbers of objects, ranging from a few hundred

thousand to several hundred million. Novell eDirectory has been proven to support billions

of objects on a single server or distributed across several servers.

Novell eDirectory supports the Lightweight Directory Interchange Format or LDIF 

standard. This allows administrators to easily import and export data to and from 

Novell eDirectory.

Using the standard LDIF utilities such as LDAPMODIFY, administrators have a

completely interoperable data import and export service. Using the Import/Convert/Export

tool named ICE, administrators can create basic XML-based scripts to represent the

organization’s logic when they import information, greatly simplifying the need to 

rework data.

Data Import and Export Novell eDirectory provides the richest set of development tools available for any directory

Services service.

With eDirectory 8.7 everyone from Web developers using HTML, to application

programmers using C++, can utilize the features of eDirectory. Currently eDirectory

supports the following development environments:

• C/C++ • ODBC

• Visual Basic* • JDBC

• ActiveX* • XML

• Java • XSL/XSLT

• JavaBeans* • HTML

• Enterprise JavaBeans • Perl

• Active Directory* Services Interface • JavaScript*

• OpenLDAP SDK

For more information regarding Novell eDirectory development visit the Novell

Developer Net Web site at: http://developer.novell.com

A P P E N D I X

Some general directory design guidelines from this

document include: 

• Novell recommends a single tree for most

organizations. The benefits of one tree

include single user identity, simple

administration and security, and a single point

of management. However, using new Nsure™

solutions from Novell, organizations can easily

deploy multi-tree designs to allow for

flexibility in deploying Novell eDirectory.

• Disk and memory need depends on the 

size of your tree and the information 

stored within the directory. To calculate 

disk requirements, a typical Novell 

eDirectory object is 3 to 5 KB in size. 
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Novell Product Training
and Support Services

For more information about

Novell’s worldwide product

training, certification programs,

consulting and technical support

services, please visit:

www.novell.com/services

For More Information

Contact your local 

Novell Solutions Provider,

or visit the Novell Web site at:

www.novell.com/products/
edirectory/

You can purchase Novell

Solutions online at:

www.novell.com/shopnovell

You may also call Novell at:

1 888 321 4272 US/Canada

1 801 861 4272 Worldwide

1 801 861 8473 Facsimile

Novell, Inc.
1800 South Novell Place

Provo, Utah 84606 USA 

www.novell.com

Other approximations are 75 MB of disk space

for every 50,000 users.

• If your organization is geographically

distributed, let Organization Units (OU)

represent different geographical areas. This

decreases replication traffic across WAN links. 

• Note the following recommendations: 

• Design the top of the tree based on the WAN

infrastructure

• Design the bottom of the tree based on the

organization of network resources

• Partition the top of the tree based on the

WAN infrastructure

• Do not create a partition that spans your 

WAN infrastructure 

• Partition around the local servers in each

geographic area

• Keep master replicas in central locations

For detailed system requirements on various

operating systems, please visit: www.novell.com/

products/edirectory/sysreqs.html

Novell iManager 1.5, the Web-enabled

management interface for Novell eDirectory,

requires a Java* Servlet platform (i.e., Apache

Tomcat 4.0, which ships with NetWare® 6, 

or another servlet platform compliant with 

the Java Virtual Machine ver.1.4).

Installation of Novell eDirectory

Please refer to the Novell eDirectory installation

guide at: http://www.novell.com/documentation/

lg/edir87/edir87/data/a2uci7d.html

A B O U T  N O V E L L  

Novell, Inc. (Nasdaq: NOVL) is the leading 

provider of Net business solutions designed 

to secure and power the networked world. Novell

and its eServices company, Cambridge Technology

Partners, help organizations solve complex

business challenges, simplify their systems and

processes, leverage emerging Web services and

capture new opportunities with one Net solutions.

Novell provides worldwide channel, developer,

consulting and education programs to support 

its offerings. For more information on Novell

solutions and services, contact Novell’s Customer

Response Center at (888) 321-4CRC (4272) or visit

http://www.novell.com. Press can find Novell

announcements and company information at

http://www.novell.com/pressroom.

Press Contacts:

Shawn Dickerson

Novell, Inc.

801-861-2932

sdickerson@novell.com

Partition size Unlimited size. In order to plan

for maintenance tasks such as

backup, repair and partitioning,

typically restrict partition sizes

between 500,000 and 1,000,000

objects.

Total number of Unlimited

partitions in tree

Number of child 150

partitions per parent

Number of replicas 50

per partition

Number of replicas 250

per server




