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EJBCA Certificate Driver for
Novell Identity Manager

Automatic creation of certificat es for
users, ww@wkstatunnﬁ,servemg [ Hﬁﬁ%$§f
phones and other device
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Increase the security of your IT infrastructure by automatically Sgs;g ‘m

issueing and exporting certificates for your users and devices. & z - /

Get the most out of your Identity and Access Management solution. B

The EJIBCA driver for Novell's Identity Manager creates and exports

certificates for any object in your central directory.

Features:
Novell Identity Manager Certificates created by the
Prerequisites: & & griver can by used. for many
ifferent purposes:

Add,Modify, Delete Create PFX File

Sy’
== .l e strong user authentication

Licensing Site e SSL communication with
servers and clients

v Novell IdentityManager @ @
v3.0 (or later)
v Novell Identity Manager g‘; @

SOAP Driver v3.0

e smart card based logins

v' EJBCA v3.4.3

e 802.1X authentication

2319(2a ‘ANpon’PPY
Add,Modify, Delete

e sign and encrypt email
e VPN connections

e sign documents

EIBCA - e single SignOn

Certificate Authority

and much more

Based on the open source Certificate Authority EJBCA
(ejbca.sourceforge.net) the EIBCA driver creates certificates for
any user, workstation or other objects in your central directory.
Based on J2EE technology EJBCA constitutes a robust, high
performance and component based CA. EJBCA is an enterprise
class PKI, meaning that you can use EJBCA to build a complete PKI
infrastructure for your organisation.

The driver uses state of the art SOAP protocol to communicate with
the EJBCA infrastructure. Objects from your central directory,
depending on object class and context, will be created as entity in
the EJBCA PKI infrastructure. You can define which EJBCA CA
profile and entity profile the driver will use to create an appropriate
certificate for the object.

The certificates are synchronized with your central directory. s I(y P -2 g

Certificates can automatically be exported in password protected
files (pfx, cer, der etc.). Password and file location are ROCK SOLID SOLUTIONS
configurable. A predefinable certificate renewal process garanties
the in time recreation of new certificates.
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