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Abstract

Based on the open source Certificate Authority EJBCA (ejbca.sourceforce.net) the EJBCA dri-
ver creates certificates for user, workstation or other any object in your central directory. Ba-
sed on J2EE technology EIJBCA constitutes a robust, high performance and component based

CA. EJBCA is an enterprise class PKI, meaning you can use EJBCA to build a complete PKI
infrastructure for your organization.

The EJBCA driver for Novell Identity Manager actually consists of two drivers.
1. a SOAP driver, that communicates with the EJBCA infrastructure

2. a loopback driver, which exports and renews certificates
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Image 1: EJBCA Overview

The SOAP driver synchronizes objects from eDirectory with the EJBCA PKI infrastructure. It
creates, modifies and deletes ,,end entities" in the EJBCA PKI infrastructure. EJBCA itself ge-
nerates the specified certificates for the entities. The certificates, including public and private
key material, are stored into eDirectory by the SOAP driver. Since all eDirectory object clas-
ses can by synchronized with EJBCA, you can create certificate for any eDirectory object.

The loopback driver exports the certificate into a PFX, CER or DER file for further distribution.
In case of a PFX file you can define a standard password, which is exported in a separate
password file.
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1.1 SOAP Driver (Issuing Certificates)

This driver communicates with via SOAP (simple object access protocol) protocol with the
EJBCA server. Object classes and context of objects, which have to be synchronized, are free-
ly definable in the driver’s configuration. Each object is created as an end entity in the EJBCA
infrastructure.

Connected System or Driver Name:

LLE EIBCA Soap (1)
Path to Devices - Container: | utopiayworkstations [« B O
EIBCA CA Name:

MyCompany (i‘]

EJBCA Certificate Profile Name:
WSEngineering @

EJBCA End Entity Profile Name:
Engineering (i)

End Entity Password Prefix:
EjbCA. (1)

Certificate Key Length:
1024 (€3]

Certificate key algorithm:
RSA (i)

Image 2: SOAP driver global configuration values

You can define key length and key algorithm as well as CA profile and end entity profile. The
CA profile defines the desired type of certificate, whereas the end entity profile works as a
template for the end entity.

1.1.1 CA profile

The CA profile defines the usage und functionality of the certificate, that is created for the en-
tity in EJBCA. For example the CA profile defines:

e validity of the certificate (in days)

e key usage (digital signature, key or data encipherment, key agreement, CRL sign etc.)
extended key usage (server or client authentication, email protection, IPSec etc.)
available key lengths (up to 4096 bits)

signing CA

and much more
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Validity (Days)

&

Use ETSI QC Compliance Allow validity override [
Use ETSI Secure Signature Creation Device Use Basic Constraints
Basic Constraints Critical
Use ETSI transaction value limit

Use Path Length Constraint

Value Limit Currency Path Length Constraint
Value Limit Amount Use Key Usage
Value Limit Exponent KpiiUsans Core
Use Custom QC-statement String Use Subject Key ID
Custom QC-statement OID Hsapusonn) ey ld
Custom QC-statement Text Use Subject Alternative Name
Subject Alternate Name Critical []
Digtal Signature » Use Subject Directory Attributes [

Non-epudiation
K g’;’,{a enciphement Use CRL Distribution Point |
ey usage =

Key agresment CRL Distribution Point Critical

Key certificate sign Use CA defined CRL Dist. Point

g‘:”'s‘g" CRL Distribution Point URI

cipher only

Decipher orly ~ CRL issuer
Allow Key Usage Override Use OCSP Senvice Locator [

Use CA defined OCSP locator

Use Extended Key |Isage OCSP Senice Locator URI

Extended Key Usage Critical []

Any Bxtended Key Usage Use Certificate Policies [

g:fm:z"m Certificate Policies Critical
Code Sigring
Email Protection Certificate Palicy Id
Extended Key Usage PSec End System
1PSec Tunnel CPS
IPSec User
Time Stamping User Notice Text
MS Smart Card Logon
OCSP Signer i Use Qualified Certificate Statement []
Use MS Template Value [] Qualified Certificate Statement Critical
Microsoft Template Value Use PKIX QCSyntax-v2
{Only the value not the actual template)
Semantics Id
Use CN Postfix  []
RA Name
CN Postfix
Text appended after first CN field Use ETSI QC Compliance

Use a Subset of Subject DN []

Image 3: EJBCA CA: examples of available profile parameters

1.1.2 End Entity Profile

The end entity profile defines many parameters and attributes for the end entity. These are
for example:

e attribute for object naming

alternative naming fields

required fields

by which CA profile the entity can be created
supported tokens (P12, JKS, PEM)

and much more

Since EJBCA allows defining different CA profiles and end entity profiles, the driver is extre-
mely flexible. You can use different driver instances for different object classes or contexts
which use different CA profiles or end entity profiles.

The certificate information including private and public keys are stored in your central direc-
tory . A separate attribute holds the public key of the certificate for LDAP validation purposes.
Additionally the driver also stores the creation and the expiration date of certificate.
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If the naming attribute of the object changes in your central directory, the driver deletes the
entity in EJBCA and creates a new entity with a new certificate. After deletion of the object in
the central directory, the entity is also removed in EJBCA.

Default CA AdminCAT [
Username
Required Modifyable ﬁ‘:mlﬂcm -
Password Available CAs
Autogenerated [] Required
Batch generation (clear text -
pwd storage) EE? E‘ = .
efaul equire
q Default Token 5o pos

Subject DN Fields . .
EMail, EmailAddress in DN [+ == B

P12file
CN, Common Name Available Tokens | JKSfle

Required Madifyable PEM file

Subject Alternative Name

Types:
Fields | Other Name v -n:. VP
Administrator Use [J
Default Required

Reverse Subject DN and O Send Notification Use [
Subject Alt Name Checks Default Required
Email Domain MNotification Sender

(Use only the domain part of

(Email Address)
address, withaut '@  char) Use Required [ Maodifyable

Notification Subject
Subject Directory Attribute

Fields | Date of bith fryyymmdd) v

Default Certificate Profile ENDUSER - Notification Message
Andy &
ENDUSER
i i LLB CA Certfiicate Profile
Available Certificate Profiles OCSPSIGNER

Printing of user data Use [J
5 Default Required

Image 4: EJBCA: end entity pro-
file parameters

The SOAP communication is secured by a client certificate, that needs to issued by the EJBCA
CA. No unauthorized client can access the SOAP services. All transferred data is SSL encryp-
ted.

SKYPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. 041 741 47 70, Fax 041 741 50 71, www.skypro.ch



Product:
Sy PR g Technical Description EJBCA Driver
Advanced networking

Date: 24.10.2007 Classification: public Page 7von?9

1.2 Loopback driver (exporting certificates)

The loopback driver exports the certificate in a file based directory. On storing the certificate
information in the eDirectory, the driver exports the certificate into a PFX, CER, DER or PEM
file. The file format as well as the destination directory is configurable. Using the pfx file for-
mat allows you to protect the file with a password.

Path to Devices - Container: | LLE_Group\devices v B G

Path to Certificates - Folder:

feertsf @
certificate file format: |PFX |+ | (1)

Certificate default password:
cert4MGT2007 @

Days before Certificate expirate - for renew : | 21 @

Image 5: Loopback driver global configuration
values

The loopback driver also polls the central directory for certificates which are running out. The
driver allows defining an automatic “in time” renewal process for such certificates. You can in-

struct the driver how many days before reaching the expiration date a new certificate will be
created and exported.
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2 Example

Both drivers are up and running.

Identity
Vault

EJBCA_Certificate

. I—? Hovell ConsoleOne ==&
e.g. we create workstation ob- Fle Edt View Wizards Toos Felp
jects in eDirectory in a specific - P
P yinasp FAPPORU IR EUH O
container
D My wiorld BB o
= & nDs B2 zygn02
= 5 UTOPIASIM 8 cvilnn3
&3 kkg
B svonn4
# €@ Logging Services
! N svo00s
= B Security
N svo006
¥ & systen N syon07
= &2 utopia
5 o8 groups 33 svdoos
# 8 resources
+ 8 users
8 waorkstations
= f Group\ise-System Bitems £
4 shaping registered. szer: admin.zystem |Tree: UTORIASIM
View End Entity
i 1 O sa0t b 5001 Generateg a1 End Enlity
All workstation objects are crea- Ve Cotfctes
- - View End Entit
te as end entity in the EJBCA PKI A Coees EBLER Doy
infrastructure. The appropriate o et e
certificates are generated. e e oot G o
View End Entity
O swdood  Ib svd004 Generated  COLEnd Enlity
View History
View End Entity
O =005 Ib svd005 Generated  COLERD SNy
View History
oo o
O sw0s b svd006 Generated Vo Cerificates
View History
View End Entity
[ svioor i Svd007 Generateg SOt End Entity
View Certificates
View History
View End Entity
O =008 Iib svd008 Generated  OLEnd Entity
View History
View End Entity
O] tomeat  AdminCA1 www.ejbcatest local EIBCASample  Generateg  COLLIdEMY
View History
- FT
In ConsoleOne you see the attri- He Edt Yew Wesds Toos pep
bute userPKCS1. This attribute reEBOCE 2984080
holds the certificateincluding pri- D e P
f : = %P NDS B3 sva002
vate and pUbIIC key materlal . = §pF UTOPIASIM 83 5v003|  General v | Operator | Restrictions | NDS Rights ~ | Other
* %""9 83 svanos Evit
+ Logding Serices
+ B Secuity B3 svinos
® &, system gsvdﬂﬂﬁ Leftover aftributes that are not handied by custom pages:
= &2 utopia svdio7 Atributes:
= °8 groups 8 svanns =< DirXML-Assaciations
® ©8 resources 74 Object Class
8 users T—@ libCertificateTimestamp
: =& userPKCS12
5 Gmum;ffﬁy'f;fn"°"s < 3080020103308006092A864
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All certificates are exported as 3 cers v| & - a @ & s

PFX file including the password foots :

. . Mame Ext Size | Changed

file by the loopback driver. 07.09.2007 15:25:21
svdDDl.pf‘x 3406 28.09.2007 02:15:51
svdDDl.pw 3 28.09.200702:15:51
svdDDZ.pf‘x 3406 28.09.2007 02:15:51
svdDDZ.pw 3 28.09.200702:15:51
svdDDS.pfx 3406 28.09.2007 02:15:52
svdDDS.pw 3 28.09.2007 02:15:52
svd004.pfx 3406 28.09.2007 02:15:52
svd004.pw 3 28.09.2007 02:15:52
svdDDS.pfx 3406 28.09.2007 02:15:52
svdDDS.pw 3 28.09.2007 02:15:52
svdDDG.pfx 3406 28.09.2007 02:15:52
svdDDG.pw 3 28.09.2007 02:15:52
@svdoo?.pﬁ( 3406 28.09.2007 02:15:52
@svdoo?.pw 3 28.09,2007 02:15:52
@svdoos.pﬁ( 3408 28.09.2007 02:15:53
@svdoos.pw 3 28.09.2007 02:15:53
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