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ATT Online Training: Almost As Good As Being There

<<Home       Next Article>>
ovell online training is designed to help with a 
changing and challenging market. Our training is 

among the best in the field, and of our training options, 
the in-class experience is unrivaled. But given current 
economic conditions, traveling to one of the many training 
sites may not be feasible. Now with Novell Advanced 
Technical Training (ATT) Online, we bring our teachers, 
labs, equipment and even fellow students to you, all 
through a virtual environment that mirrors the classroom.

N

Through this training option, Novell brings classes to 
organizations and students that might have limited 
training and travel budgets. If your Internet connection 
allows, you can have the full training of one of the Novell 
on-site courses, even in the comfort and convenience of 
your own home. ATT Online Training is as good as being 
there!

At-A-Glance
Check out the downloads and links of additional 
resources that relate to this article.

• Click here to see the current listing of available 
ATT Online classes.

• Click here to get the latest information about the 
free multi-city Advanced Technical Training tours.

• Click here to install and launch the 
ElluminateLive tool.Click here to request a 
certain ATT Online class to be taught that is not 
on our current calendar.

• Click here to download the Novell Online 
Training Quickstart Guide. 

• Click here to download the Elluminate Access 
Guide. 

• Click here to download the ElluminateLive 
Student Guide. 

> The Online Classroom
Novell has made tremendous strides over the past couple 
of years to mirror the classroom in a virtual world. We 
started with the goals of eliminating the need for costly 
travel, increasing our flexibility and extending the reach of 
our online training. Now you can have at home or work 
the same experience you would have if you attend a 
Novell training class in any city, or even on the Novell 
campus in Provo, Utah.

Much of the success of the online experience comes 
from using the ElluminateLive product to deliver our 
online courses. This program creates a virtual classroom 
that allows you to follow along as the instructors guide 
you through lectures, slide presentations and demos just 
as they would in a real-time classroom.

When the Elluminate window opens, you see not only 
the slides and a white board, but also a list of other 
participants. The instructor can write on slides and you 
can “raise your hand” with questions, allowing the teacher 
to give and receive student feedback.

You can also chat with fellow students. Besides the 
general class session, if you want to talk to the instructor 
or other students privately, you can move to a private 
room to discuss issues for a specific vertical or area of 
interest. For example, suppose you're struggling with a 
problem in your own corporate environment that relates to 
the class topic. Because of possible competitive 
intellectual property concerns, you can't discuss it in a 
public forum like a classroom. So you move to a private 
chat room to bounce ideas off your instructor and get 
possible direction to solve your problem without others in 
the class having access to the conversation. With a 
microphone and VoIP, you can actually talk to your 
instructor as well as fellow students in real-time!

Classes are roughly half lecture and half hands-on labs. 
After a section of the class is completed, students are 
divided into virtual rooms where, using Elluminate, they 
have access to the same machines hosted in the Novell 
training rooms. Novell Training Services has invested 
heavily into hardware and technology used to host the lab 
environment. The lab machines in the classroom run at 
optimum levels and host multiple virtual machines on a 
single server, which makes a very robust lab environment. 
Because Novell has the very best hardware in the host lab 
in Provo, in many cases you have access to better 
equipment than you would if you had enrolled in an onsite 
training session at one of our classes held elsewhere. All 
this adds up to a virtual classroom that allows you to 
access and use the very best hardware remotely, learning 
and practicing on top-of-the-line equipment via your 
Internet connection.

> Costs that Can't be Beat
Our online training makes particular sense in today’s 
challenging economic climate. As everyone is seeking to 
reduce expenses, you might find that traveling to Provo or 
to another onsite training seminar includes “added costs” 
such as airfare, lodging, food costs and car rental that 
might make this valuable experience cost-prohibitive for 
now. But you can have this training without the planning 
and external costs of traveling. 

What began as shortened, half-day online training 
sessions has expanded to our offering full length ATT classes 
over the Internet. By clicking on the online tab at 
http://register.novell.com/listings/?id=60, you can review the 
classes currently on the calendar. For less than $600 
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Get Your Training Tips from the Experts

<<Home       Next Article>>
f you've been keeping up on Novell news, you know that 
GroupWise 8 is now available, and it's worth the 

upgrade! eWeek.com recently highlighted the new 
release as one of its 2009 Products to Watch, noting its 
multi-platform support, user-customizable dashboards, 
and integration of e-mail, calendaring, contacts and task 
management with Web 2.0 collaboration tools to enhance 
user productivity. While the new installation program 
makes it easy to upgrade existing systems, you might 
want to bookmark the following tips from the Novell team 
that recently finished migrating its own 4,100 worldwide 
users.  

I

Tip #1: Always update your primary domain first. This may 
seem obvious, but as the main administrative unit for the 
GroupWise system, the primary domain logically 
organizes all system post offices for addressing and 
routing purposes. And its database handles eDirectory 
user synchronization for the entire system. All updates 
must begin here. 

Begin your update process by backing up the primary 
domain database. Next, run the GroupWise installation 
program and follow the prompts through the agent 
update. If installing on NetWare or Linux, the agents can 
remain running while the update is installed, but when updating a 
Windows system, the agents need to be shutdown first.  

When the install has completed, restart the message 
transfer agent (MTA), which will use the newly installed 
data dictionary files to restructure the primary domain 
database. When the primary domain recovers, you can 
proceed with updating post offices under the primary 
domain or begin updating secondary domains. Note: You 
must update a post office's own domain before the post 
office itself.

When a post office is updated and its post office 
agent (POA) is restarted, the agent will use the new post 
office dictionary files to update the post office database. 
Like the domain, a post office update is not complete until 
you update the database and have completed the 
recovery process. Remember that users cannot access the post 
office while the POA is shut down.

When updating GroupWise on a Windows platform, 
take the POA down during a new code installation. The 
agent need not remain down, however, on any platform 
while the post office database recovers. Existing 
GroupWise clients can still access their accounts during 
this process, but you must complete the recovery before 
any GroupWise 8 clients can connect.

Tip #2: Don’t sweat the Internet Agent update. Your 
existing GroupWise Internet Agent (GWIA) from 
GroupWise versions 5.x, 6.x and 7 will run successfully 

against a GroupWise 8 domain and post office. This 
means that you can continue to use it until all domains 
and post offices have been updated to version 8.

You can also update your GWIA to GroupWise 8 
before the rest of the system as long as you don’t use 
POP/IMAP to access mailboxes through the GWIA. If you 
do use POP/IMAP through the GWIA, you’ll need to 
update all post offices first, as the agent in version 8 
cannot talk to post offices in earlier releases. 

Tip #3: Synchronize your domain, post office and 
WebAccess updates. Like the GWIA, the GroupWise 8 
WebAccess Agent can’t access earlier domains and post 
offices, and existing agents older than version 5.5 SP3 
won’t be able to access GroupWise 8 domains and post 
offices. In order to preserve WebAccess service while you 
update your system, keep the current version of 
WebAccess running until all post offices have been 
updated. If your domain and WebAccess services are on 
the same server, which is the recommended 
configuration, update the domain first. When the 
database recovery is complete, update the WebAccess 
Agent and Application.

You must update the WebAccess Application and 
Agent at the same time when starting with GroupWise 8. 
With previous GroupWise releases you could successfully 
run different versions of the WebAccess Agent and 
Application together, such as running a new version of the 
WebAccess Application on your Web server with the 
previous version of the WebAccess Agent for the domain. 

In GroupWise 8, the recommended procedure is to 
first update all WebAccess Agents in your system, then 
immediately update all WebAccess Applications. Long-
term use of the mixed-version configuration is not 
supported and can result in time zone problems. Update 
both the WebAccess Agent and the WebAccess 
Application to the same version to ensure proper 
functioning of GroupWise 8 WebAccess.

Tip #4: The update sequence for MTAs and post offices 
is platform-dependent. If you have MTAs and post offices 
running on the same server, the update sequence 
depends on your operating environment. In Linux, you 
can update the MTA without taking down the post office. 
You can do the same in NetWare if you’re running in 
protected memory. If not—or if you run GroupWise in a 
Windows environment—take down both agents. Bring up 
the GroupWise 8 MTA first and let it recover fully before 
starting the new POA. In all cases be sure to back up 
both databases before you begin. 

If you have a large database that will take a long time 
to recover, use this workaround to expedite the process: 
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After updating, start both the MTA and POA. When the 
MTA has finished bumping to GroupWise 8, manually 
start the post office recovery by going into Options > 
Admin Status > Perform DB Recovery Now >Yes. This 
allows users to access their GroupWise accounts while 
the domain recovers.

Tip #5: Don’t update clients until the post offices are  
done. GroupWise 8 clients can’t access a post office that 
still uses an earlier version of GroupWise. Users who 
update to the GroupWise 8 client before their post office 
has been updated will not be able to access their post 
office. 

Tip #6: The ConsoleOne update process now varies by 
platform. To administer GroupWise 8, you’ll need the new 
snap-ins for ConsoleOne. For a GroupWise system on 
NetWare or Windows, you can install ConsoleOne and 
run it either on a network server or on a local workstation. 
If you plan to use ConsoleOne on a local workstation, 
perform the GroupWise installation from that workstation. 

For your convenience, ConsoleOne is included on the 
GroupWise 8 DVD and the downloaded GroupWise 8 

image. The GroupWise Installation program lets you 
install ConsoleOne if needed. You can also use the 
GroupWise Installation program at a later time to install 
ConsoleOne and the GroupWise Administrator snap-ins 
on additional locations.

It’s important to note that for a GroupWise system on 
NetWare, you cannot run ConsoleOne to administer 
GroupWise at the NetWare server console. The 
GroupWise Administrator snap-ins to ConsoleOne do not 
run in that environment.

For a GroupWise system on Linux, ConsoleOne must 
already be installed before you set up your GroupWise 
system, and a separate installation process is required to 
update the ConsoleOne snap-ins on that machine. 

> See the Complete Documentation Online
For detailed directions on upgrading your GroupWise 
system to version 8, see the online documentation at: 
http://www.novell.com/documentation/gw8/gw8_install/in
dex.html?
page=/documentation/gw8/gw8_install/data/a8sdpxb.ht
ml. 

Good luck, and welcome to GroupWise 8!
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Striking the Right Balance So that All Your Endpoints Are Secure
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SB storage devices have become as commonplace 
as car keys. In fact, many of you reading this article 

likely have a thumb drive hanging on your key ring. Of 
course, it doesn’t stop there. MP3 players, PDAs, 
DVD/CD burners, mobile phones and digital cameras all 
provide digital storage that makes life easier and more 
enjoyable for the masses, while at the same time creating 
a security nightmare for organizations. 

U

By tying security policies to 
identity, ZENworks Endpoint 
Security Management gives you 
the flexibility to make sure that 
users have the access they need 
with the proper controls in place, 
no matter what endpoint they are 
logged into. 

Businesses 
lose billions of 
dollars a year as a 
result of data theft, 
data loss and the 
accompanying 
costs associated 
with clean up and 
recovery. A major 
contributor to this 
liability is 
inadequate 
endpoint 
protection, 
especially as it 
relates to mobile 
devices and 
intentional and 
unintentional 
misuse of mobile 
storage 
technologies. As 
an administrator, 
you face a difficult 
dilemma: how do 
you implement the 
appropriate levels 
of security and 
control without 

impacting the productivity and agility your users need in 
regard to mobility and removable storage? Too often, 
endpoint security solutions sacrifice productivity for 
security, or vice versa. 

To help you strike the optimum balance in protecting 
your organization's digital assets, while enabling the 
agility and mobility of your users, Novell ZENworks 
Endpoint Security Management differentiates itself in two 
key areas: how it implements and manages protection, 
and the multiple levels of protection it provides.

> Endpoint Protection Implementation and 
Management 

A key differentiator for ZENworks Endpoint Security 
Management is that it lets you implement and manage 
your endpoint security policies based on user identities. 
The device-based management implementations other 
solutions rely on lack the flexibility you need to strike the 
balance between data security and user agility. For 
example, you might want to allow certain executives or 
managers to copy data to thumb drives, while prohibiting 
rank and file users from doing so—regardless of what 
device they’re on. 

Extending this idea further, since you know your 
Figure 1: With the solution’s location aware capabilities, a mobile endpoint’s security policies can dynamically 
change depending on its current network environment, such as the office, home, airport, or a WiFi zone.
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executives deal with sensitive information, you might want 
to make sure that all data they copy to USB devices is 
always encrypted. By tying security policies to identity, 
ZENworks Endpoint Security Management gives you the 
flexibility to make sure that users have the access they 
need with the proper controls in place, no matter what 
endpoint they are logged into. 

Also, instead of putting endpoint security decisions in 
the hands of end users—like some solutions do through 
pop-ups or local settings—ZENworks Endpoint Security 
Management gives you and your IT security specialists 
complete, centralized security management for all the 
endpoints in your enterprise. You govern security 
enforcement through the creation of identity-based 
security policies that get pushed out to every endpoint in 
your enterprise. Also, by using the solution’s location 
awareness capabilities, you can have security policies 
dynamically change depending on what network 
environment an endpoint currently finds itself connected 

to, such as the office, home, airport, a WiFi zone or some 
unknown location. (See Figure 1.) 

Even though the solution is centrally managed, all 
policies are enforced locally, regardless of whether or not 
the endpoint is connected to the network. The agent has 
built-in self-defense that prevents users from turning off or 
circumventing security settings even if they have 
administrator privileges for their workstations. It also 
protects itself from being intentionally or unintentionally 
uninstalled, shut down, disabled or tampered with in any 
way that would expose sensitive data to unauthorized 
users. 

The inherent flexibility in the solution’s design enables 
you to implement it in the way that makes the most sense 
for your organization. If you have the immediate need to 
comply with strict regulatory requirements, you can roll 
out the level of enforcement you need on day one. You 
can also take a more phased approached, perhaps 

www.novell.com/connectionmagazine Page 2 of 4

Figure 2: ZENworks Endpoint Security Management has built in encryption key management to give you greater flexibility and 
control over mobile and removable storage security.

http://www.novell.com/connectionmagazine


Balancing Act  TECH TALK 3 by David Ferre  continued

ZENworks Endpoint Security 
Management utilizes a storage 
device security driver that can, 
based on policy, enable, disable 
or configure as read-only any 
device that dynamically 
enumerates onto the system. 

starting out with more lenient policies to ensure they don’t 
impact your operations, and then leverage the solution’s 
auditing and reporting capabilities to decide how, where 
and when you need to modify and tailor policy to meet 
your organization’s endpoint security strategy.

The following represent the main components that 
you install when deploying a ZENworks Endpoint Security 
Management solution:

• Policy Distribution Service - Distributes security 
policies to the Endpoint Security Client (agent) 
and retrieves reporting data from the agent.

• Management Service - Manages user policy 
assignment and component authentication, 
reporting data retrieval, creation and 
dissemination of reports, and security policy 
creation and storage.

• Management Console - The graphic interface 
you use to both configure the Management 
Service and to create and manage user and 
group security policies. 

• Client Location Assurance Service – Provides a 
real-time cryptographic guarantee of the current 
location of your endpoints by leveraging network 
environment parameters that you define.

• Endpoint Security Client (Agent) – Enforces the 
security on each endpoint where it is installed. A 
client agent for Windows XP and Windows 2000 
enterprise computers is available, as well as one 
for computers running 32-bit versions of 
Microsoft Windows Vista with Support Pack 1 
and Windows Server 2008. 

> Multi-Level Protection
As a comprehensive endpoint security solution, 
ZENworks Endpoint Security Management provides a 
wide array of protections and controls. Specific to USB 
security, the solution focuses on four main areas of 
protection:

• Storage device enumeration
• USB bus enumeration
• White list device ID and serial number control
• Device encryption

Storage device enumeration determines if a storage 
device is even allowed to register with the endpoint’s file 
system. To do this, ZENworks Endpoint Security 
Management utilizes a storage device security driver that 
can, based on policy, enable, disable or configure as 
read-only any device that dynamically enumerates onto 
the system. The storage device security driver sits in the 
kernel-level storage stack of all your endpoint devices, so 
it can control access to CD/DVD writers, thumb drives, 
floppy drives, flash memory cards, ZIP drives, PCMCIA 
cards and other types of removable media. The driver not 
only works to protect against data theft, but can stop 
harmful files—such as viruses, spyware and malware—
from infecting your endpoints.

ZENworks Endpoint Security Management also gives 
you control at an access layer even closer to the USB 
bus. When a USB device tries to enumerate, it lets you 
configure policies that utilize device classes or device-
friendly names to determine whether it will be enabled, 
disabled or configured as read-only.

The white list device ID and serial number controls in 
the solution give you even more granular control over 
which devices are allowed, blocked or set to read only. By 
leveraging the device IDs and unique serial numbers of 
your approved USB devices, this control allows you to 
ensure that only the USB devices you know about can be 
used—and only in the manner you dictate.

But perhaps the most powerful and flexible control 
provided by ZENworks Endpoint Security Management is 
its encryption control. The solution utilizes AES 256-bit 
encryption to not only make sure that unauthorized 
copying of data to USB devices is unreadable, but to 
ensure that data on lost or stolen thumb drives can’t be 
read by those outside your organization. (See Figure 2.)

In addition to protecting your valuable data, a primary 
goal of the solution’s encryption capabilities is to facilitate 
the interaction of the users within your organization. If you 
hand one of your co-workers a thumb drive containing 
information they need to do their job, you want them to be 
able to read it. However, if they happen to lose that thumb 
drive on an airplane or a cab, you don’t want whoever 
finds it to be able to read that data. The way ZENworks 
Endpoint Security Management implements data 
encryption on removable drives delivers this capability.

In addition to protecting your 
valuable data, a primary goal of 
the solution’s encryption 
capabilities is to facilitate the 
interaction of the users within 
your organization.

www.novell.com/connectionmagazine Page 3 of 4
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To give you greater flexibility and control, encryption key 
management is built into the solution. If you choose to 
encrypt all data copied to removable drives, when the 
solution pushes that policy out to your endpoints, it will 
place your organization’s encryption key into the agents 
residing on your endpoints. This means that you and your 
coworkers can read the contents of that thumb drive from 
any of your organization’s managed endpoints, 
regardless of whether they’re connected to the network. It 
also means if the thumb drive gets lost, its data will be 
unreadable to anyone outside your organization.
If for some reason you need to share a file on a thumb 
drive with someone outside your organization or policy 
group, the solution allows you to activate a sharing folder. 
Users beyond the scope of the policy would be able to 
access the sharing folder using a password, but they 
would not be able to read any encrypted files not residing 
within the sharing folder.

The encryption solution also allows you to give users 
one-time, temporary emergency override capabilities to 
read encrypted data on a removable drive that is inserted 
into a non-managed endpoint. This is extremely helpful in 
situations where your sales people or executives are on 
the road and need to use a thumb drive on a machine 
that doesn’t have the agent. Perhaps, they’re at a 
customer site giving a presentation on a customer 
computer. In these cases, you can generate a user-
specific, time-sensitive, one-time hash based on your 
encryption key that enables them to temporarily read that 
encrypted data. (See Figure 3.)

> Comprehensive Endpoint Security
In addition to USB and removable storage security, 
ZENworks Endpoint Security Management is a 
comprehensive endpoint security solution that gives you 
centralized management and control over your endpoints’ 
personal firewalls, wireless security, data encryption, VPN 
enforcement, antivirus management and remediation, 
application control, hardware communication control and 
integration with network access controls. (See Flipside of 
Mobile Security.) All of these capabilities combine to help 
you strike the ideal balance between complete endpoint 
security and user agility.

Flip Side of Mobile Security
While ZENworks Endpoint Security Management helps 
you safeguard the security, health and productivity of your 
organization’s endpoints, ZENworks Network Access 
Control delivers on the flipside of the mobile security 
equation: protecting your organization from mobile 
devices you do not own or manage that enter your 
environment. To learn more about ZENworks Network 
Access Control, visit www.novell.com/products/zenworks/
networkaccesscontrol/.
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Figure 3: To provide a user a temporary emergency override to 
read encrypted data, you can generate a user-specific, time 
sensitive, one-time hash based on your encryption key.

http://www.novell.com/connectionmagazine
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