Packaging Microsoft Patches using Novell Application Launcher
Created by: Pete Demers
Fairchild Semiconductor

Objective:

e Target and deliver MS patches using the Novell Application Launcher without
elevating user rights.

e Target patches to only to workstations that require the patch.

e Disable the patch after delivery on target workstation.

Requirements:

e Network location to store the Microsoft patches.

e Workstation Objects should have Read and File Scan file rights or the directory
should have PUBLIC as a trustee.

e Basic understanding of Novell Application objects.
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Microsoft releases security patches the second Tuesday of every month. Information on
these patches can be found on the Microsoft Technet Website in the form of security
bulletins. Each bulletin contains information about the product affected, download
locations, verification methods and details any patches that the new release is replacing.

Evaluate and Download Patches

Clearly visible at the start of each bulletin is information that you can use to evaluate the
importance of the patch and whether or not the patch applies to your environment. If the
patch is applicable to the environment, download the patch to V:\Patches\MSxx-xxx
where xx-xxx represents the security bulletin number and V:\ represents a Novell
network location. With some patches there may only be one or two downloads, however
some patches have many more (MS06-014, for example, actually contained 5 separate
downloads for one patch that translated into 7 separate NAL objects).

Microsoft Security Bulletin MS06-007

Vulnerability in TCP/IP Could Allow Denial of Service (913446)
Published: February 14, 2006 | Updated: March 17, 2006

Version: 1.2

Summary
Who should read this document: Customers who use Microsoft Windows

Impact of Vulnerability: Denial of Service
Maximum Severity Rating: Important
Recommendation: Customers should apply the update at the earliest opportunity.
Security Update Replacement: This bulletin replaces a prior security update. See the frequently
asked questions (FAQ) section of this bulletin for the complete list.
Caveats: None
Tested Software and Security Update Download Locations:
Affected Software:
Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service Pack 2 — Download the
update
Microsoft Windows XP Professional x64 Edition — Download the update

Microsoft Windows Server 2003 and Microsoft Windows Server 2003 Service Pack 1 — Download
the update

Microsoft Windows Server 2003 for Itanium-based Systems and Microsoft Windows Server 2003
with SP1 for Itanium-based Systems — Download the update

Microsoft Windows Server 2003 x64 Edition — Download the update

Note The security updates for Microsoft Windows Server 2003, Microsoft Windows Server 2003
Service Pack 1, and Microsoft Windows Server 2003 x64 Edition also apply to Microsoft Windows
Server 2003 R2.

Non-Affected Software:
Microsoft Windows 2000 Service Pack 4

Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), and Microsoft Windows
Millennium Edition (ME)
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http://www.microsoft.com/technet/Security
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http://www.microsoft.com/downloads/details.aspx?FamilyId=78D7DF14-6049-4318-89CA-9C8681CED8AB
http://www.microsoft.com/downloads/details.aspx?FamilyId=9AE276CF-AB46-4198-BCB3-3EFFDF15550E
http://www.microsoft.com/downloads/details.aspx?FamilyId=12AAE69E-C5C3-4E4A-9970-F5DB84DD9744
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Creating the MS Patch NAL

After downloading the patch, create a new simple application object
New Application Object x|

Create an Application ohject for;

& simple application (o A0THAXTEMSI file

 an application that has an AOTLAXT file
i application that has an M file
= An application by using an existing Application object

8 YWk application

[ Terminal Server application

To continue, click Mex.

= Back | Mext = Cahcel | Firizty | Help |

Name the application object according to the MS Security Bulletin
New Application Object x|

Define the following information for the Application object.

Ohject Mame:
M=06-007

To continue, click Mext.

= Back | Mext = Cancel | Fririsky | Help |
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Some Security Bulletins will require several NAL objects to accommodate all the
affected software. Take for example MS06-014, this patch has 7 NAL objects in order to
cover the range of affected software and OS platforms. (ZEN 6.5 and ZEN 7 have the
ability to create Boolean requirements. Only 5 NAL objects would have been required)

MS06-014 - MDAC25SP3 - 2KSP4
MS06-014 - MDAC27SP1 - 2KSP4
MS06-014 - MDAC27SP1 - XPSP1
MS06-014 - MDAC28 - 2KSP4

MS06-014 - MDAC28 - XPSP1

MS06-014 - MDAC28SP1 - 2KSP4
MS06-014 - MDAC28SP1 - XPSP2

When you encounter a patch like this, name the NAL object using an appropriate
descriptive name by incorporating the software affected and OS platform. (See examples
above)

Use the UNC to the patch when defining the Path to the executable file. Secured System
User or Unsecured System user run is separate memory space and user context, as a result
they can not access the users network mapped drives.

x

Cefine the following infarmation for the Application ohject.

Path ta file:
Whoc_app_serverappiPatches WS06-007 Window s XP-KE31 3446-x86-EMNU exe l@

To continue, click Bext.

= Back | Mest = Cancel | =] | Help |

Add the requirements for the patch. In this case the patch is applicable to Windows XP
only. As such we will define requirements of an OS Version that is greater than or equal
to 5.1 and less than 5.2. We will also add a registry requirement. This registry
requirement will check for the existence of the patch registry key. If the key does not
exist, then the patch will be installed, otherwise it will not be installed. This prevents the
patch form attempting to install over and over again. The registry key can be found in the
MS Security Bulletin in the Security Update Information section.
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New Application Object x|

Add reguirements to control availability of this application.

Show | Type | Sukject I Operstar | Valle |
Falze (ﬂsﬁl QS version  Windows MNTR2.. greater thanor .. 5.1
Falze cE.} CF wersion  Windows NTR2... less than 5.2
True ﬂ' Registry data HKEY_LOCAL ... not exist

To continue, clhick Mext.

ity | Delete |

= Back | MExt = Cancel | Firisk | Help |

Note: Please see the Useful Information section at the end of this document for
additional registry keys and file version numbers that can be used to refine the
requirements of the MS Patch object.

Do not associate the patch with anything at this point.
New Application Object x|

Add user and warkstation associations:

|09 | =/ & | e |

Caolumn Mame: Force Cache

To continue, clhick Mext.

Ao | Delete |

Cancel | Firisk | Help |
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Click the “Display details after creation” and finish creating the application object
New Application Object x|

Reviews the following settings for the Application object. Ifyou need to make
changes, click Back

wpplication Object Name: o
Ms06-007

Path to file:
“hhogo_app server)app)Fatches\M306-007\TindowsXF-FEI13440-xE

wpplication Syvstem Fequirements:

05 wersion Windows NT/Z000/XF greater than or ecqual to 5.1
03 wersion Windows NT/2Z000/%F less than 5.2

Fegistry data HFEYT LOCAL MACHINE®30FTWARE\Microsoft)\Update:

4 | of

IV Display details after crestior:

= Create another Application ohigct after this one

To create the object, click Finish.

= Back | et = | Cancel | Finish | Help |
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Modifying NAL object
Identification -2 lcon tab:

e Uncheck the “Disconnectable” checkbox — This will prevent laptops from trying
to run the patch when not connected to the network

e Check the “Wait on Force Run” checkbox — This will force the patches to install
one at a time. The patches use the MSI installer and only one instance of the
MSIEXEC can be run at a time with the patches.

e Set the force run order to the MS Security Bulletin Number — This will determine
the order in which the patches are run.

Properties of MS06-007 x|

Identification « | Distribution Cptions vI Fun Options vI Associstions I Aeveailability vI Cammon = | Fauft Tnleranu; EE
lcon

Application ican title: IMSDE-DD?

Application lcon

hoclity |

o Disconnectable
I Wizt on force run
Iv Determming farce run order

Order: I?l ﬂ

= Show progress

Page Options... | Ok Cancel Apply Help
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Identification - Description tab:

Paste the information from the top of the security bulletin into the description field. This
will allow us to quickly identify the patch and version information. If a newer version of
the patch executable is released from MS at a later date, the description information
should also be updated to reflect the new version number and patch information.

Properties of MS06-007 =]

Identification - 'Distributinn Optians vI Run Options v| Aszocistions | Aoailability v| Carmmar vI Fault Tnlerant{ EE
De=cription

Description: ulnerahility in the Microsoft Data Access Components (MDAC) Function Could =

Allow Code Execution (911562)
Fublished: April 11, 2006 | Updated: May 11, 2006

ersion: 1.2

Summary
ho should read this document: Customers who use Microsoft Windows

Impact ofYulnerahility: Remote Code Execution

haximum Severity Rating: Critical

Fecommendation: Custarmers should apply the update at the earliest opportun

ity. Ll

Page Options. . | Ok Cahcel Apply Help
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Distribution Options - Options tab:

The patch should be set to never reboot. This will eliminate the need to reboot after
deploying every patch.

Properties of MS06-007 =]

Identification vl Distribution Options ~ | Run Options -—| Associations | Avsilakbilty -—| Comimon vI Fault Talerar] EE
l Options

Yersion Murnbet:

] -

GLID: 36877841 -9052-H B -B21 3-47 3494 25574

options:
[ Distribute Always

™ Prompt betfore distribution

~Reboot:
I Meede

- Alnays

{% nlever

~Prompt for Reboot:

& Prompt

- Dan't Pramt

Page Options.. | Ok | Catcel I Apply Help

In our environment, the user is responsible for rebooting their computer.
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Run Options - Application tab:

Add the appropriate command line parameters to install the patch with out a user display
and to also prevent a reboot.

Properties of MS06-007 =]

Identification vI Distribition Options vl Run Options - 'Assucia’fions | Aesilakility vl Catimah vI Fault Toleranci EE
Application

. Install anly (no executable needed)

% Path to file:

Iuhqu:_app_ServerLapp'lPatu:hESMSDE-DD?WndDWS}(P-KBQ'I 23446-x56-EML EI

Parameters:
Irquiet horestart

Working Directory:

" Run application once

i Farce run az user if application is workstation associsted

Page Options.. | O | Cancel I Apply | Help |

More MS patches command line options can be obtained by running the patch executable
with the /? command line.
x

O AVAILABLE SWITCHES:
\!J) [help] [fquiet] [fpassive] [fnorestart] [fforcerestart] [fwarnrestart] [foromptrestart] [foverwriteoem] [fnobackup] [fforceappsdose]
[fintegrate: <fullpath =] [log: <fullpath>]

fhelp Displays this message
SETUP MODES
fquiet Quiet mode {no user interaction or display)
[passive Unattended mode (progress bar only)
RESTART OPTIONS
fnorestart Do not restart when installation is complete
fforcerestart Restart after installation
fwarnrestart[: <seconds>]  Warn and restart automatically if required (default timeout 30 seconds)
fpromptrestart Prompt if restart is required

SPECIAL OPTIOMS

foverwriteoem Overwrite OEM files without prompting

fnobackup Do not backup files needed for uninstall

fforceappsdose Force other programs to dose when the computer shuts down
fintegrate: <fullpath > Integrate this software update into <fullpath>

fog: <fullpath = Create log file at <fullpath>
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Run Options - Environment tab:

Set the application object to “Run as unsecured system user”

Properties of MS06-007 x|
Identification vI Distribution Cptions v| Run Options + | Aszociations I Availzbility vI Common w | Fauft TDIerancq EE
Erwiranment
Fur Windowys NT200000P
Fun 16 bit applications in windows on windows session that is:
% Martnal
C Shared
 Minimized
- " Separate
» Maximized
" Hidden

Executable security level:

" Run Mortnal

" Run as secure aystem user

{* Fun as unsecure system user

v Clean up hetwork resources

Monitor module name:

e

Page Options... | Ok | Cancel I Apply | Help |

We use the unsecured system user so that if there is an error with the application object
on a user’s machine, an error message will be displayed to the user. If the application
object is set to run as a secure system user, and an error occurs, the user will not be

notified. The patch will also remain resident in memory and attempt to run the next time
a user logs in.

By setting the patch object to run as a secured system user or unsecured system user the
WORKSTATION OBJECT must have read and file scan rights to the patches directory.
The patch is installing as the workstation and not the user in this instance.
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Retiring Patches

Microsoft frequently replaces older patches with new releases. This information can be
found in the “Security Update Replacement” line item at the top of the bulletin or in the
“Frequently asked questions (FAQ) related to this security update” under the “What
updates does this release replace?”

What updates does this release replace?
This security update replaces a prior security update. The security bulletin ID and affected operating
systems are listed in the following table.

Bulletin Windows Windows Windows XP Windows XP Windows

1D 98 2000 with Microsoft Service Pack Server
Data Access 1 with 2003
Components all Microsoft
versions Data Access
(except for Components
version 2.8) 2.8 installed
installed

MS04-003 | Replaced Replaced Not Replaced Replaced Not Replaced

Make note of each patch that is being replaced and the platform being replaced. In this
case, the patch MS06-007 replaces MS04-003. Delete any applicable patch executables
from the V:\ drive and any NAL objects.

In this case, most platforms are replaced. There are occasions when only specific OS or
particular application version patches are replaced. This is usually the case with IE
patches.

Testing the patches

The patches should be tested to ensure proper installation prior to force running the patch
against the general user population. The test should include PC’s that both do and do not
meet the requirements of the patch. While not every configuration can be tested prior to
roll out, a reasonable effort should be made to ensure proper functionality of the patch
install.

Deploying the patches:

Once the patches have been created and tested, it is time to force run the patches in the
user environment. Patches are associated to the root context for each geographic location
and can be associated with the users or workstation objects, however the patches will run
as the workstation.
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Useful Information
Listed below are some useful registry keys and file version numbers that can be used to
further refine the requirements of the MS Patch Object.

Determine the OS:

Release Version

Windows 95 retail, OEM
Windows 95 retail SP1

OEM Service Release 2

OEM Service Release 2.1
OEM Service Release 2.5
Windows 98 retail, OEM
Windows 98, Security CD
Windows 98 Second Edition
Windows 98 SE Security CD
Windows Me

Windows Me Security CD
Windows NT 3.1 Workstation
Windows NT 3.5 Workstation
Windows NT 3.51 Workstation
Windows NT 4.0 Workstation
Windows 2000 Professional
Windows XP

Windows Server 2003
Windows XP (x64)

Windows Vista

.00.950A
.00.1111* (4.00.950B)
.03.1212-1214* (4.00.950B)
.03.1214* (4.00.950C)
.10.1998

.10.1998A

.10.2222A

.10.2222B

.3000

-90.3000A

OO rWWWARMPMDIMDIMIAIADMDDD
©
o

Determine service pack level of the OS:

Hive: HKEY _LOCAL_MACHINE

Key: System\CurrentControlSet\Control\Windows
Name: CSDVersion

Type: REG_DWORD

Value: 0x100 SP1

Value: 0x200 SP2

Value: 0x300 SP3

Value: 0x400 SP4

Value: 0x500 SP5

Value: 0x600 SP6

Determine MDAC Version:
(http://support.microsoft.com/kb/301202)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\DataAccess
Name: Version

Type: REG_SZ

Determine Version of Internet Explorer
(http://support.microsoft.com/kb/164539)
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File Location: C:\Program Files\Internet Explorer\iexplore.exe
-OR -

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Internet Explorer
Name: Version

Type: REG_SZ

Version Product
-40.308 Internet Explorer 1.0 (Plus! for Windows 95)
.40.520 Internet Explorer 2.0
.70.1155 Internet Explorer 3.0
.70.1158 Internet Explorer 3.0 (Windows 95 OSR2)
.70.1215 Internet Explorer 3.01
.70.1300 Internet Explorer 3.02 and 3.02a

.71.544 Internet Explorer 4.0 Platform Preview 1.0 (PP1)

71.1008.3 Internet Explorer 4.0 Platform Preview 2.0 (PP2)
71.1712.6 Internet Explorer 4.0
72.2106.8 Internet Explorer 4.01

.8

- Internet Explorer
.72.3612.1713 Internet Explorer
-00.0518.10 Internet Explorer
-00.0910.1309 Internet Explorer
-00.2014.0216 Internet Explorer
-00.2314.1003 Internet Explorer
-00.2614.3500 Internet Explorer
-00.2516.1900 Internet Explorer
-00.2919.800 Internet Explorer
-00.2919.3800 Internet Explorer
.00.2919.6307 Internet Explorer
-0000 Internet Explorer
.00.3103.1000 Internet Explorer
-00.3105.0106 Internet Explorer
.00.3314.2101 Internet Explorer
-00.3315.1000 Internet Explorer
.00.3502.1000 Internet Explorer
-00.3700.1000 Internet Explorer

.01 Service Pack 1 (Windows 98)
.01 Service Pack 2

Developer Preview (Beta 1)
Beta (Beta 2)

(Office 2000)

(Windows 98 Second Edition)

.01 (Windows 2000 Beta 3, build 5.00.2031)
.01 (Windows 2000 RC1, build 5.00.2072)
.01 (Windows 2000 RC2, build 5.00.2128)
.01 (Office 2000 SR-1)

.01 (Windows 2000, build 5.00.2195)

.01 SP1 (Windows 2000 SP1)

.01 SP1 (Windows 95/98 and Windows NT 4.0)
.01 SP2 (Windows 95/98 and Windows NT 4.0)
.01 SP2 (Windows 2000 SP2)

.01 SP3 (Windows 2000 SP3 only)

.01 SP4 (Windows 2000 SP4 only)

.50.3825.1300 Internet Explorer 5.5 Developer Preview (Beta)
-50.4030.2400 Internet Explorer 5.5 & Internet Tools Beta
.50.4134.0100 Internet Explorer 5.5 for Windows Me (4.90.3000)
-50.4134.0600 Internet Explorer 5.5

-50.4308.2900 Internet Explorer 5.5 Advanced Security Privacy Beta
-50.4522.1800 Internet Explorer 5.5 Service Pack 1

[¢)]

Service Pack 2

Public Preview (Beta)

Public Preview (Beta) Refresh
(Windows XP)

Service Pack 1 (Windows XP SP1)

for Windows XP SP2

for Microsoft Windows Server 2003 RC1
for Windows Server 2003 RC2

for Windows Server 2003 (released)

-50.4807.2300 Internet Explorer
-00.2462.0000 Internet Explorer
-00.2479.0006 Internet Explorer
-00.2600.0000 Internet Explorer
-00.2800.1106 Internet Explorer
-00.2900.2180 Internet Explorer
-00.3663.0000 Internet Explorer
-00.3718.0000 Internet Explorer
-00.3790.0000 Internet Explorer

[eNe)Ne)lelelele)le ¢ N6 N6 N6 N6 NG N6 IS N6 IS N6 IS IE) IS 16 IE) IE) N6 N6 N6 IE) 6 ) 6 BN S S A A S S U

o

o

N

©

N

o
OO0 DIMDMNOWWWNE

Determine Version of Windows Media Player
(http://support.microsoft.com/kb/190990)
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File Location: C:\Program Files\Windows Media Player\wmplayer.exe

Version number Version of Windows Media Player (WMP)

5.1.51.421 WMP 5.2 Beta

5.1.52.701 WMP 5.2

6.02.902 WMP 6.0

6.1.5.130 WMP 6.0 Internet Explorer 5 RCO Beta
6.1.7.217 WMP 6.0

6.2.5.410 WMP 6.2 Beta

6.4.5.809 WMP 6.4

6.4.6.* WMP 6.4 for Windows 2000 Betas

6.4.7.1028 WMP 6.4 with multi-bit rate (MBR) updates for

Internet Explorer
21112 WMP 6.4 with MBR updates (minor error messaging
updates from 6.4.7.1028)

(o)}
IS
~

6.4.9.* WMP 6.4 for Windows 2000 only

7.0.0.1954 WMP 7

7.0.0.1958 WMP 7 Update

7.0.0.1956 WMP 7 with Setup updates

7.0.0.1440 WMP 7 for Windows Millennium Edition (Me)
7.01.00.3055 WMP 7.1

8.00.00.4477 WMP 8 for Windows XP

9.00.00.2980 WMP 9 Series for Windows XP, Windows 98 Second

Edition, Windows Me, and Windows 2000
9.00.00.2991 WMP 9 Series for Windows Server 2003
10.00.00.3646 WMP 10

Check for Microsoft .NET Framework Install

Microsoft .NET v1.1 Registry Key
Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\.NETFramework\Policy\v1.1
Microsoft .NET v2.0 Registry Key
Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\.NETFramework\Policy\v2.0
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