Post Office Scanning

Introduction

GWAVA has the ability to scan mail at the MTA level as well as directly at the Post Office level.
The Post Office scanning features in GWAVA are very similar to the features used by GWAVA
at the MTA. The way that GWAVA facilitates the Post Office scanning is through a Trusted
Application, which requires GroupWise 6.5 or later.

The architecture of the GroupWise Post Office currently prevents GWAVA from scanning mail
in a real-time fashion at the Post Office as it does at the Domain.

A few examples of how Post Office scanning with GWAVA can be beneficial include:

e ldentify any message in the Post Office that may be infected with a virus, or
that may contain a blocked attachment, or word list.

e Search all users sent items for company confidential information, to identify
with whom the information may have been shared.

e Archive or export specific mail items from the Post Office message store.
This could be used to help comply with various legal requirements.

Post Office Scanning Architecture

The GWAVA Post Office scanning has a different architecture than the MTA Scanning functions
of GWAVA. Instead of scanning mail as it passes through the POA, the Post Office scanning
functions of GWAVA scan the message store at administrator-defined intervals.

For example, say Userl sends mail to User2 and there is an attached virus. The GWAVA Post
Office scanner will not immediately pick up the virus; instead, when the Post Office scanner
runs its scheduled Virus scan (as defined by the Administrator) it would then see the virus in
the mailbox of User2 and take the appropriate action.

How GWAVA Accesses the Post Office Message Store

In order for an application or program to access the Post Office message store, it uses the
IMAP port of the GroupWise POA (Post Office Agent). Because of this you MUST have the
IMAP port defined in Console One, and IMAP enabled for a Post Office that you wish to enable
GWAVA to scan. The combination of the GroupWise POA listening on its IMAP port AND the
fact that a Trusted Application has been defined in the GroupWise system, is how GWAVA is
able to access the Post Office message store.

GWAVA Components Involved in Post Office Scanning

The main NLM that performs the GWAVA Post Office scanning functions is the
GWAVAPOA.NLM file.

When GWAVAPOA loads, you will see a new GWAVAPOA Agent Server console screen.
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Setting Up Post Office Scanning with GWAVA

There are two processes to enabling GWAVA to scan the Post Office. One is a GroupWise
configuration, and the second is the GWAVA configuration.

Enabling IMAP on a GroupWise Post Office in ConsoleOne

The first thing that must be enabled for GWAVA to scan a Post Office is the POA IMAP port,
and that IMAP is enabled. You can verify the IMAP port of a Post Office by going to the
properties of the POA object and selecting NetWork Address.

Make sure that if GWIA is running on the same server as the POA that you use an alternate
IMAP port for the POA, as GWIA will be listening on the default IMAP port of 143.

Next, go to the Agent Settings tab and check the Enable IMAP check box. This causes the
GroupWise POA to listen on the defined IMAP port.

Enabling GWAVA Post Office Scanning

To enable GWAVA to scan the Post Office, use the Configuration Manager and select the Post
Office Scan section. Figure 1 displays the Post Office Scan interface:

£ GWAYA Configuration 9 [ o3

[~ Enable scheduled post office scanning
‘}‘ Trusted Application Key:
Past Office Scan
Defined post offices
Post Office [ HostName [Poi [ Configuration Path Add
Logging
. Edit
Locat Fil
ocafion o| iles a | ml Reriove |
Server Fiofle Scheduling Scan for new PO jobs every |5 minutes
@ Switch Configuration
Surveillancs
MNote: Post Office Scanning requires Groupwise 6.5 Post Offices. The POA should have IMaP
@ =l enabled in CansoleOne

oK Cancel | pply Current MT4 Startup File: — [WWSERVERT\sys\SYSTEM\DO1.MTA E;l:lgrure hew
Current Product Path:

["\SERVER T sushgwisehdoT YEwila

Figure 1 — Post Office Scan Configuration Interface
When you first check the option to Enable scheduled Post Office scanning, you will
receive a prompt stating that this feature is ONLY available when you are using GroupWise
6.5. Clicking OK will begin the process of setup and configuration of this feature. You are
taken through the necessary steps to configure Post Office scanning with GWAVA.
The first step is to create the Trusted Application Key. Figure 2 displays this prompt:
owava x|

Mo Trusted Application Key has been generated. This is required For post office scans. Generate a key now?

Cancel |

Copyright © 2005 Beginfinite Inc. All rights reserved.



3 GWAVA Post Office Scanning
Figure — Generate Trusted Application Key Prompt

In order to generate a Trusted Application in your GroupWise system, you must have a
mapped drive to the Primary domain in your GroupWise system. It must be the Primary
domain; you cannot create a Trusted Application through a secondary domain.

Figure 3 displays the prompt to select the Primary domain:

¥ Generate Trusted Application Key x|

Grouptsfize 6.5 features a new "'Trugted Application' option. Trusted Applications may
access any uzer mailbos in your system, uzing only the key generated by Group'size.

Thiz key iz used by Ewidiid for scheduled post office scans. Below, vou need to
provide the path to your PRIMARY DOMAIM directony. This path must be a mapped
drive connection [UMC paths do not funchion comectly)

G: WG izehD ol wwpdomain. db Browsze I

Generate Key

Figure 3 — Defining the Path to the Primary Domain

With the path to the primary domain defined, click on the Generate Key button. It will report
back the key that has just been generated. Click OK to close the dialog box displaying the key.
The Key Generation Wizard is now complete and you are returned back to the GWAVA
Configuration console.

The next step is to assign this key to a particular GroupWise Post Office server. From the
GWAVA Configuration console, under the Post Office Scan section, click the option to Enable
scheduled Post Office scanning.

You will be prompted to assign and then use the previously generated key for the particular
server on which the GWAVA Configuration program is connected.

Figure 4 displays the prompt to assign the key to the server to which you are connected:

Gwava i

Mo Trusted Application Kew has been assigned to this server,
Howewver, a key has been previously generated,

Use 42227E510AE /0000BFAE0Z2005E00:2 9004222 7ES204E 7 0000EFABI200560029007

Figure 4 — Enabling the Trusted Application Key

With a Trusted Application Key generated and assigned to a server, you may now begin
defining the Post Office scanning configuration.
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By default the GWAVA POA Scanner will look for new jobs every 5 minuets. This setting is
configurable from the Post Office Scanning interface as shown in the Scan for new PO jobs
every X minuets section shown in Figure 1.

Adding Post Office to Scan

The first step is to add a Post Office that can be scanned by GWAVA. Clicking Add presents
the Add Post Office settings, as shown in figure 5:

Add a Post Office

M arme ||

Hostname |1 27.0.0.1

IMAP part |-| 43

— Canfiguration

R etriexve configuration from:

|'x'xSE RWER1hayshgwizehdol \EwadiAhconfighGMTACFG.IMI

i+ Usze the MTA confiquration fil
i Usze IP'EI'I j

S ave configuration ba:

|H'~.SE RYERT\spshgwizehdol SEWEAMA confighGMTACFG NI

[T Create new configuration file bazed on above selection

] 3 Cancel

Figure 5 — Adding a Post Office

Name — Use a descriptive name such as the Post Office Name.

Hostname — This will be the IP Address or DNS name at which the Post Office is located.
IMAP Port — This will be the IMAP port that is defined for this particular Post Office in
ConsoleOne. The default port is 143 but may need to be changed if any other IMAP service,
such as GWIA, is running on the server.

Configuration

The Configuration section is where you can define or edit what configuration file the GWAVA
Post Office scanner will use for this particular Post Office.

The Receive configuration from window is dynamically updated depending on which option

you select below it. This window identifies the source path or location from which the Post
Office configuration will be obtained.
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Use the MTA Configuration file — When this option is selected, the GWAVA POA agent will read all of its
configuration information and settings from the GMTACFG.INI file that is also used by the GWAVA MTA
agent.

Use — This field allows you to select a predefined Post Office from which to read the configuration file. If
you had two Post Office agents on the same server you could use the same *.POC file for both Post Offices.

The Save configuration to window identifies exactly what the Post Office configuration file
will be. This window is dynamically updated based on what has been selected under the
Receive configuration from section.

Create new configuration file based on above selection — This check box allows you to

create a new configuration file unique to the Post Office that you are adding. The filename is
automatically defined based on the Name you chose to identify this Post Office.

Scheduling

The Scheduling button is used to define when the GWAVA Post Office scanner will connect to
the POA and scan it. Figure 6 displays the Scheduling interface:

Scheduled Jobs

Job Mame | Job Status | Contral | Schedule I Seed Time I Date Range
4 HOUR PO SCAN Inactive Marral Every 4 Hourlz]  15-JAN-2005 0019 Al Dates
| | 2l
Create | Edit | Delete | Refresh Status | Subrmit | Ahot |

o

Figure 6 — Post Office Scan Scheduled Jobs Interface

You must create at least one job in order for the GWAVA POA agent to perform any GWAVA
functions against the Post Office.

You can always run a job immediately by clicking on the Submit button on the right. If a job
is currently running you can abort it through the Abort button on the right.

The Refresh Status button queries the POQ for any jobs.

Clicking Create presents you with the Create a New Job interface. Figure 7 displays this
interface:
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Create a new job

Job Name |J0b011520050?2243

Schedule | Post Offices | Maibox Scope I Date Range

Jobnnsat  [12/30/200 | [1zzzd3am
every |1 Ionce j

¥ Scan Groupwise Lsers
[~ Scan Groupiwise Resources

[~ Scan trash folder for items

Ok | Cancel |

Figure 7 — Creating a Post Office Scan Job

Job Name - Used to uniquely identify the job name.

Schedule Tab

The Schedule Tab is where you define when this job should run. You may also define whether

you will scan users, resources or trash items.

Post Offices Tab

The Post Offices tab allows you to select against which Post Offices the job can run. You must
have the Post Office defined on the main Post Office Scan page for it to show up here. More
than one Post Office may be selected for a configured job, as long as the GWAVAPOA program

has network access configured for each POA.

Mailbox Scope Tab

The Mailbox Scope tab allows you to select exactly to which users the job should apply. Figure

8 displays the Mailbox Scope options:
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Create a new joh

Job Mame I.Jobm 152005072835

Schedule | Post Offices I Date Flangel

i+ Al maiboxes sers | Add

" Only these mailboxes Edit |

(™ Exclude these mailbozes Hemove |
Ok Cancel

Figure 8 — Defining the Mailbox Scope of a Post Office Scan Job

Date Range Tab

The Date Range tab allows you to define the date or range of dates of email that will be
scanned by the job. Figure 9 displays the Date Range tab:

Create a new job

Job Mame IJ ob01152005030656

Schedulel Post Offices | Maibox Scope  Date Range

{* Scan all messages, regardless of date

" Scan messages within the last I‘I days prior to job's starting date

" Scan messages between [12/30/2004 =] and [1/1/2008 7]

Ok Cancel

Figure 9 — Configuring the Date Range of a Post Office Scan Job
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Scan all messages, regardless of date — Causes ALL mail regardless of date to be
scanned.

Scan messages within the last - X - days prior to job’s starting date — This setting
allows you to scan mail that exists in the Post Office for X days prior to the current date.

Scan messages between — Identify a date range of mail to scan.

When you click on OK to complete the job configuration you are prompted whether you want
to submit the job now. If you click Yes then the job is submitted to the GWAVA Post Office
scanner for processing. If you click No the job is retained but not posted to run.

Switch Configuration

The Switch Configuration button allows you to manage different configuration files for each
Post Office that has been defined. You are presented with a list of each configuration file that
you may access in order to manage the configuration settings that each particular
configuration file contains:

Switch Configuration

Mode | Configuration

M TA Configuration “SSERVERT \apzguisedolWGwiihidhconhigh GMTACFG.IMNI
FO1 WWSERVERT hayshgwizehdo\EwvAhconfighP 01, FOC
POz WSERVERT vapsgwizehdolWEwitiahconfighPOZ POC

4| |+

k. | Cancel

Figure 10 — Switch Configuration Dialog Box

In the above example there are three different configuration files that may be selected. The
MTA configuration file (always named GMTACFG.INI) allows you to manage the MTA
configuration. Remember that you can point a Post Office configuration to use the MTA
configuration file. PO1 and PO2 each have their own configuration files here. If you select
either one, you will be prompted to reload the Configuration Manager.

When connected to a Post Office configuration file (*.POC) the GWAVA Configuration screen is

a bit different. Figure 10-11 displays the GWAVA Configuration program while connected to a
Post Office configuration file:
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2 GWaYA Configuration [PD1:}\SERYER 1% sy¥s' gwise' dol GWAYA' configiPO1.POC]

|»

Yirug Sranning GWwala - a Beginfinite sofbware product for Groupisfise

Powered by Amarna Software technology

m Yerzion 3.10.0000
Owersized Meszages

Fequest Support

Figure 11 — Configuring a Post Office
Note the path to the *.POC file at the top, and the color change to pink on the heading.

Remember that, when connected to a Post Office POC file, all settings are unique to this
configuration. For example, if you have a setting on the MTA Configuration that archives all of
a particular user’s mail, when switching to a POC file this will NOT be in effect.

You may switch to a different configuration file while managing a Post Office configuration file
through the Post Office Scan page.

GWAVA POA Agent Console Screen

The GWAVA POA Agent console is similar to the GWAVA MTA Agent Console. Remember that
it will be automatically loaded when the Enable Post Office Scan option is selected through the
MTA Configuration file. Otherwise, you run SAPO.NCF to load the GWAVA POA Agent.

Figure 12 shows the GWAVA POA Agent:

Source block set for address USER18@GWAVALAB.COM
Override archive directory: SERUER1:sys:sguisesdolsGHAUANA
Reading job list

Loading job 4 HOUR PO SCAN.JOB

Loading job JOBA11528A5891352.J0B

Loading job JOBA1152885228159.J0B

Decompression system located, functions imported
Compression system located, functions imported
Uerifying configuration

Configuration verified

Attempting IP address conmection

Connected to host 127.68.8.1

Attempting IP address conmection

Connected to host 127.8.8.1

This system is registered

GHUAUA POA scanner enterprise edition readyt
External SMTP relay agent already loaded

——-===# Jystem Initialization Complete =x====——-

Figure 12 — GWAVA POA Scanner Console Screen
The following Hot keys allow you to navigate around the GWAVA POA Scanner agent screen:
? Displays basic help commands.

F1-F5 Changes to appropriate screen of the console.
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F9

Ctrl-A

Ctrl-B

Ctrl-C

Ctrl-E

Ctrl-G

Ctrl-J

Ctrl-L

Ctrl-R

Ctrl-S

Ctrl-Vv

Ctrl-Z

10 GWAVA Post Office Scanning
Browse log file in memory (does not require EDIT.NLM).
Abort active POA scans.
Toggle GWAVA bypass mode.

Clear real-time log window. NOTE: this does not clear the log file. Hence
you can still press F9 to view the log file.

View current log file in NetWare Edit. NOTE: EDIT.NLM must NOT be loaded
when selecting this.

Scan job queue for new jobs. This allows you to force the POA Scanner to
look for new jobs immediately.

Release next scheduled job now.
Roll over log.

Initiate remote log connection.
Reload system configuration.

Display internal system configuration. This will dump the POA Scanners
configuration into the log.

Zero the stats out.

The GWAVA Post Office scanner allows GWAVA access directly into the GroupWise Post Office

message store.

The GWAVA Post Office scanner does not scan mail in a real-time fashion. Instead it scans
mail at Administrator-defined intervals. These are referenced as Jobs.

The GWAVA Post Office scanner can use the same configuration file as the MTA
(GMTACEFG.INI), or can use its own .POC configuration file.

You may manually load the POA scanner by running the SAPO.NCF file.

When using separate configuration files you can Switch Configuration to any of these from
within the GWAVA Configuration program. When configuring a Post Office the header color
turns pink, and the path to the configuration file is displayed across the title bar.
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