Accessing NetStorage through iChain

The ICSLogin.class file is used to enable NetStorage Single Sign-on with iChain.  The following document details the configuration for iChain and NetStorage.

STEP 1 - iChain Configuration:

1) Launch the web-based administration utility for Novell iChain. Typical URL:

http://<your-proxy-IP-address>:1959/appliance/config.html
2) Click on the Configure panel.

3) Next, click the Authentication tab and highlight the LDAP Authentication Profile that is actively used by the Accelerator which will be fronting the NetStorage servlet’s web server.

4) Modify the profile and click on the LDAP Options button. Ensure that the Login name format is set to use the Distinguished Name. Also, enter as many contexts as is appropriate for contextless login in your environment. Click OK to save and return all the back to the main screen.

5) Navigate over to the Web Server Accelerator tab. Modify the Accelerator configuration for the NetStorage servlet web server. 

6) Click on the Authentication Options button and ensure that the "Forward authentication information to web server" box is checked.  Also, verify that the “Service profile” used is the same LDAP Profile configured to send the full Distinguished Name as described earlier.

7) Click OK to save any changes and return to the main screen. Click Apply to enforce all of the above configuration.

NOTE: If you are running iChain in an L4-switched environment, be sure to perform the identical configuration on each of your other proxies.

STEP 2 - NetStorage Configuration

NOTE: Skip to next sub-section if running on the NetWare 6.5 platform.

NetWare 6.0 (JVM 1.3.x or JVM 1.4.x)

1) Verify NetStorage is working on its own without iChain being in the mix. Typical URL is http://<your-server-name-or-IP>/NetStorage. Only supply NetStorage with your common name (CN) minus the context information, as that is what the ICSLogin servlet will be sending NetStorage after it parses the full LDAP DN that iChain is sending to it. NetStorage should then successfully perform its own contextless search on that common name value and password and present your custom network drives.

2) Access the NetStorage Admin (NSAdmin) URL, typically: http://<your-server-name-or-IP>/oneNet/NSAdmin. Decide whether you want to use Persistent or Non-Persistent Cookies. Read through the online help to decide which option makes sense in your environment. Either value should work, though if strict security is a concern it is recommended to set it to ‘0’ to turn OFF persistence, so that on shared workstations no one can co-opt another’s previous session; The NetStorage cookie expires after the current user closes their browser.

3) Copy the ICSLogin.class file into the "SYS:/tomcat/33/webapps/ROOT/WEB-INF/classes" directory (again, NetWare 6.0 ONLY) on the NetStorage server.


** If the NetWare 6.0 is using JVM 1.3 make sure you use the appropriate servlet in \JVM 
1.3\NW6.0


** If the NetWare 6.0 is using JVM 1.4 make sure you use the appropriate servlet in \JVM 
1.4\NW6.0

4) Add the following setting to the end of the SYS:/webapps/NetStorage/WEB-INF/classes/Settings.properties file:

ICSBypassAddr=IP-address-of-web-server-running-NetStorage

And verify that the file already contains these settings and values (modify if any are 
missing or incorrect):


ServerProtocol = http://


ServerPort = 80 (or whatever port NetStorage is accessed on) 

ServerName = IP-address-of-web-server-running-NetStorage

5) Restart the Tomcat 3.3 servlet engine and Apache web server on the NetStorage server:


nvxadmdn


java –exit


** Pause here…  Let everything unload!


tomcat33


nvxadmup

The NetStorage SSO servlet can now be accessed using the following URL: "http://<your-public-iChain-accelerator-name>/servlet/ICSLogin".

NetWare 6.5 (JVM 1.4.x ONLY)

1) Verify NetStorage is working on its own without iChain being in the mix. Typical URL is http://<your-server-name-or-IP>/NetStorage. Only supply NetStorage with your common name (CN) minus the context information, as that is what the ICSLogin servlet will be sending NetStorage after it parses the full LDAP DN that iChain is sending to it. NetStorage should then successfully perform its own contextless search on that common name value and password and present your custom network drives.

2) Access the NetStorage Admin (NSAdmin) URL, typically: http://<your-server-name-or-IP>/oneNet/NSAdmin. Decide whether you want to use Persistent or Non-Persistent Cookies. Read through the online help to decide which option makes sense in your environment. Either value should work, though if strict security is a concern it is recommended to set it to ‘0’ to turn OFF persistence, so that on shared workstations no one can co-opt another’s previous session; The NetStorage cookie expires after the current user closes their browser.

3) In SYS:/tomcat/4/webapps/ROOT/WEB-INF/web.xml, add the following lines toward the bottom but before the closing </web-app> tag:


<servlet-mapping>


<servlet-name>invoker</servlet-name>


<url-pattern>/servlet/*</url-pattern>


</servlet-mapping>


This keeps the potential "invoker" security concern from affecting any other deployed 
applications, like eGuide, NetStorage itself, in-house deployed servlets, etc. Plus, you 
can dump any number of servlets in the ROOT/WEB-INF/classes folder without editing its 
web.xml repeatedly.

4) Then, you'll need to create this file: SYS:/tomcat/4/conf/iChain-apache.conf with the following single line:


JkMount /servlet/* ajp13

5) Next, edit the SYS:/apache2/conf/httpd.conf, adding the following line towards the end of the file near the rest of the include statements:


Include sys:/tomcat/4/conf/iChain-apache.conf

6) Copy the ICSLogin.class servlet to SYS:/tomcat/4/webapps/ROOT/WEB-INF/classes (will have to create the "classes" sub-folder).


** Make sure you use the appropriate servlet in \JVM 1.4\NW6.5

6) Add the following setting to the end of the SYS:/tomcat/4/webapps/NetStorage/WEB-INF/classes/Settings.properties file:

ICSBypassAddr=IP-address-of-web-server-running-NetStorage

And verify that the file already contains these settings and values (modify if any are 
missing or incorrect):


ServerProtocol = http://


ServerPort = 80 (or whatever port NetStorage is accessed on)


MailHost = your-smtp-host.your-company.com (obviously, edit to be appropriate)

ServerName = IP-address-of-web-server-running-NetStorage

7) Restart Apache and Tomcat on the NetStorage server (affects the stand-alone instances only; see console commands below), or simply reboot the server.


Watch the Logger screen results in NoRM (NetWare’s Remote Manager) for Tomcat's 
initialization to ensure there are 
no exceptions thrown.


At the NetWare 6.5 server console, type:


ap2webrs (restarts/refreshes Apache) 


tc4stop (stop Tomcat 4.1 – wait 10 seconds)


tomcat4 (starts Tomcat 4.1... examine the Logger screen to see completion)

The NetStorage SSO servlet can now be accessed using the following URL: "http://<your-public-iChain-accelerator-name>/servlet/ICSLogin".

OPTIONAL FINAL STEP - NPS Shortcut Gadget Configuration (preserved from original docs):

1) Login to your portal as a Portal Administrator.   (http://<DNSname-or-IPaddress>/nps)

2) Select 'Administer the Portal'

3) Select 'Pages'.

4) Select the 'Create' button and create a new Page with the name of "NetStorage", then select the 'Create' button to properly create the page.

5) Select the 'Edit' button, then select the 'Add' button to add a new gadget to your NetStorage page.

6) From the 'Select Gadget' option, choose the Shortcuts gadget and click the 'Add' button.

7) Under the 'Display Name' field, enter the name you want this particular gadget to be known as (i.e. NetStorage).

8) Select the 'Edit' button to start the Shortcut Gadget Wizard.

9) Select 'Add Web Link' and enter the URL to the ICSLogin class file, for example:  http://mynetstorageserver/NetStorage/servlet/ICSLogin.

10) Choose 'next' until the Website Options and Window Features display.

11) Select 'Save Changes' and then 'Finish' to save the configuration made in the gadget configuration wizard.

12) Select 'Continue' to save the gadget settings and 'Save' to save the page settings.

13) Assign the Shortcuts page to a user, group, portal group, dynamic group (if using eDir 8.61 or later) or container, then close the assignment page.

