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About This Guide

The GroupWise Mobility Service Administration Guide helps you to manage your GroupWise
Mobility system after you have set it up.

+ Chapter 1, “GroupWise Mobility Administration Console,” on page 9

+ Chapter 2, “GroupWise Mobility System Management,” on page 13

+ Chapter 3, “GroupWise Sync Agent Configuration,” on page 37

+ Chapter 4, “Device Sync Agent Configuration,” on page 45

+ Chapter 5, “GroupWise Mobility System Monitoring,” on page 51

+ Chapter 6, “GroupWise Mobility User Management,” on page 61

+ Chapter 7, “GroupWise Mobility Device Management,” on page 67

+ Chapter 8, “GroupWise Mobility for Microsoft Outlook,” on page 75

+ Chapter 9, “GroupWise Mobility System Security,” on page 87

+ Appendix A, “GroupWise Mobility System Troubleshooting,” on page 101

Audience

This guide is intended for network administrators who administer a Mobility system that provides
data synchronization between GroupWise and mobile devices.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation.

Additional Documentation

Additional GroupWise Mobility Service documentation is found on the GroupWise Documentation
website and comprises:

+ GroupWise Mobility Service Release Notes

+ GroupWise Mobility Service Installation Guide

+ GroupWise Mobility Quick Start for Mobile Device Users

In addition to the GroupWise Mobility Service product documentation, the following resources
provide information about the Mobility Service:

+ Open Text Support and Knowledge Base

+ GroupWise Community

+ GroupWise Support Forums

+ GroupWise Product Website

About This Guide
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GroupWise Mobility Administration
Console

Configuration of your GroupWise Mobility system is done through the Mobility Administration
console. When you log in as the Mobility administrator, you can configure your Mobility system.
When users log in using their user names and passwords they can control various aspects of data
synchronization.

+ “Accessing the Mobility Administration Console” on page 9

+ “Accessing the Console as a Mobile Device User” on page 10

+ “Configuring the Mobility Administration Console” on page 10

+ “Unlocking the Mobility Administration Console” on page 11

For a list of supported web browsers, see “Web Browser Requirements for the Mobility Admin
Console” in the GroupWise Mobility Service Installation Guide.

Accessing the Mobility Administration Console

1 In your web browser, access the Mobility Administration console at the following URL:
https://nobility_server_address: 8120
Replace nobi | i ty_server_addr ess with the IP address or DNS hostname of the server
where the Mobility Service is installed.

2 Specify the user name of the Mobility administrator, either the r oot user or any other
GroupWise user that has been added as a Mobility administrator (see Adding GroupWise Users
as Mobility Administrators).

3 Specify the password for the user, then click Login.

Mobility system configuration and administration is performed using the Mobility
Administration Console. For instructions, see the following sections:

+ Chapter 2, “GroupWise Mobility System Management,” on page 13

+ Chapter 3, “GroupWise Sync Agent Configuration,” on page 37

+ Chapter 4, “Device Sync Agent Configuration,” on page 45

+ Chapter 5, “GroupWise Mobility System Monitoring,” on page 51

+ Chapter 6, “GroupWise Mobility User Management,” on page 61

+ Chapter 7, “GroupWise Mobility Device Management,” on page 67
4 Click Logout to exit the Mobility Administration Console.

GroupWise Mobility Administration Console
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Accessing the Console as a Mobile Device User

Mobile device users can use the Mobility Administration Console URL to access the Mobility Settings
page by logging in with their personal user names and passwords. Users log in with their GroupWise
(mailbox) user names and passwords.

1 In your web browser, access the Mobility Administration Console at the following URL:
https://nobility server_ address: 8120

Replace nobi i ty_server_address with the IP address or DNS hostname of the server
where the Mobility Service is installed.
2 Specify your GroupWise user name and password, then click Login.

3 View or print the GroupWise Mobility Quick Start for Mobile Device Users to learn how to use
the Mobility Administration Console Mobility Settings page.

Configuring the Mobility Administration Console

You can change the configuration of the Mobility Administration Console to meet your
administrative needs.
+ “Adjusting the Mobility Administration Console Polling Rate for Groups of Users” on page 10
+ “Using the Mobility Administration Console with a Single Sign-On Solution” on page 11
+ “Adding GroupWise Users as Mobility Administrators” on page 11

Adjusting the Mobility Administration Console Polling Rate for
Groups of Users

The Mobility Administration Console locates GroupWise groups based on their
group_nane. post _of fi ce. donai n location in your GroupWise system

When you add a group of users to your Mobility system, the group’s existing members are added to
the group as displayed in the Mobility Administration Console. Subsequently, the Mobility
Administration Console polls for updates to group membership. This ensures that the group
membership that is displayed in the Mobility Administration Console always matches the
membership in the GroupWise system.

By default, the Mobility Administration Console polls the user source for changes in group
membership every 1800 seconds (30 minutes).
1 In the Mobility Administration Console, click Config > User Source.

2 Adjust the poll rate as needed to synchronize the group membership in the Mobility
Administration Console with current group membership in the GroupWise system.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:

gns restart

GroupWise Mobility Administration Console



Using the Mobility Administration Console with a Single Sign-On
Solution

If you are using a single sign-on solution such as NetlQ Access Manager or KeySheild SSO, the
Mobility Administration Console does not require authentication when you are already logged in to
the single sign-on solution.

+ For Access Manager, no extra configuration is required.

+ For KeyShield SSO, you must provide Keyshield SSO settings on the Single Sign-On page in the
Mobility Administration Console. For more information, see KeyShieldSSO (http://
www.keyshieldsso.com).

Adding GroupWise Users as Mobility Administrators

By default, when you use GroupWise as your Mobility system’s user source, you must log in to the
Mobility Administration Console using the r oot user name and password.

You can configure the Mobility Service to allow specific users to log in using their GroupWise user
name and password. Then the r oot user name and password can continue to be used as well.

1 In aterminal window on the Mobility server, become r oot by entering su - and the root
password.

2 Change to the following directory:
/ et ¢/ dat async/ confi gengi ne

3 Openthe confi gengi ne. xm file in a text editor.

4 Add the following section:

<gw>
<adm ns>
<user nane>G oupW se_User nane</ user nang>
<user nane>G oupW se_User nane</ user nange>
</ adm ns>
<enabl ed>t r ue</ enabl ed>
</ gw>

Replace GroupWise _Username with the appropriate GroupWise user name. You can add as
many GroupWise users as needed.
5 Save the confi gengi ne. xm file, then exit the text editor.

6 Restart the Mobility Service to put the new settings into effect:

gns restart

Unlocking the Mobility Administration Console

As a security precaution, the Mobility Administration Console locks you out if you give the wrong
user name or password more than three times. Use the following command on the command line of
the Mobility server to restart the Mobility Administration Service and release the lock on the
console:

GroupWise Mobility Administration Console 11
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systentt| restart datasync-webadm n.service
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GroupWise Mobility System Management

When you install the GroupWise Mobility Service, your initial Mobility system is configured with
default settings that are generally appropriate. After installation, you can customize your Mobility
system configuration.

*

*

*

*

“Starting, Stopping, and Checking GroupWise Mobility” on page 13

“Using MCheck to Simplify User, Certificate, and Database Management” on page 14
“Using Autodiscovery to Simplify Mobile Device Setup” on page 24

“Controlling Synchronization Size Limits” on page 29

“Maintaining the Mobility Database” on page 30

“Backing Up Your Mobility System” on page 30

“Changing the IP Address or Host Name of the Mobility Server” on page 33
“Providing Anonymous Feedback about Your Mobility System” on page 34

Starting, Stopping, and Checking GroupWise Mobility

The commands for starting and stopping the Mobility Service and to check its status are provided
below.

1

In a terminal window on the Mobility server, become r oot by entering su - and the root
password.

Use the commands indicated to perform the tasks listed:

Task Command
Restore automatic starting of Mobility if it has gnms enabl e
been disabled through the gns di sabl e

command.

Prevent Mobility from starting automatically when gns di sabl e
the system starts up.

Display Status gns status
Manually Start the service gns start
Manually Stop the service gns stop
Manually Restart the service gns restart

GroupWise Mobility System Management
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Using MCheck to Simplify User, Certificate, and Database
Management

NOTE: Beginning with GroupWise Mobility Service 18.4, MCheck is expanded and enhanced to
include functionality previously available only in a support tool named dsapp.

The dsapp tool let Open Text Support personnel manage multiple users and groups, perform
certificate-management tasks without requiring terminal prompt commands, and directly affect the
health and content of the GMS databases.

MCheck now makes those popular features available to GroupWise Mobility Service Administrators.

To run MCheck:
1 In aterminal window on the Mobility server, become r oot by entering su - and the root
password.

2 Change to the following directory:

[ opt/novel | / dat async/ t ool s/ ntheck
3 Run the following command:

pyt hon3 ntheck. pyc

The top-level MCheck menu displays:

1 System

2 Users

3 Dat abase

4 Checks & Queries
0 Exit

Sel ect Opti on:

4 Access the various MCheck tasks by typing numbers to navigate the menu structure shown in
the left column of Table 2-1 below.

The right column outlines what MCheck does when the task number from one of the options
below is entered:

1. System

2. Users

3. Database

4. Checks & Queries

Table 2-1 Navigating and Using the MCheck utility

Task Navigation Path Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

1. System Typing 1 exposes the system integrity checks and SSL/TLS
certificate-related maintenance tasks explained below.

GroupWise Mobility System Management



Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

1. Get Mobility Configuration

This option

1. Retrieves and checks GMS Configuration settings.

2. Records the settings in the following log file:

Log file name: nobConf i gur ati on_yyyy- mm
ddThh: mm ss. | og

2. GroupWise System
Address Book Check

This option

1. Analyzes the accuracy and integrity of the GroupWise
System Address book.

2. Reports any problems found in the following log file:.

Log file name: sab_yyyy- mm ddThh: nm ss. | og

3. Recommends corrective action if needed.

3. SSL Check

This option

1. Assesses whether the GMS server and its associated POAs
are ready for SSL/TLS certificate verification, by checking
the following

*

*

*

The Mobility Default POA is a host name.
The associated Mobility POAs are host names.
The Mobility default POA uses SSL.

The GMS server has a valid Mobility Certificate Store
(/var/lib/datasync/ mobility/
nob_ca. pem

The Mobility Default POA certificate can be verified.

The associated Mobility POAs’ certificates can be
verified.

2. Logs the results and recommends corrective action if
needed:

Log file name: ss| Check_yyyy- nm
ddThh: mm ss. | og

GroupWise Mobility System Management
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Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

3. Fix Mobility Encryption
(Conditional - appears only
when the hostname changed
and GMS requires fixing)

IMPORTANT: If you change the GMS server’s host name after
installing and configuring GMS, for example as part of an
upgrade process, encryption breaks and GMS stops working.

When that happens, only a restricted System is available with
two options:
¢ 1. Certificates

* 2. Fix Mobility Encryption.

To repair GMS, do the following:
1. Type 2.
2. Enter the old host name or the server.
a. MCheck stops GMS and Mobility.
b. Then it updates and fixes various configuration files.

c. And finally it prompts whether you want to start
Mobility services.

3. Entery, the service restarts, and you are prompted to
press Enter again.

Mobility encryption is now fixed, and the next time you
start MCheck, the standard options appear.

4. Type 0 twice to exit MCheck.

Log file name: f i xHost nane_yyyy- nm
ddThh: mm ss. | og

4. GroupWise Maintenance
Verification

This option

1. Verifies that the GroupWise license is current and other
associated data is correct.

2. Logs the results and recommends corrective action if
needed.

Log file name: G/ALi censeCheck_yyyy- mm
ddThh: mm ss. | og

5. Certificates

1. Certificates (This becomes
the first option if Mobility
Encryption requires fixing.)

Provides guided certificate generation and maintenance tasks
as documented below.

GroupWise Mobility System Management



Task Navigation Path Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

1. Generate CSR & Guides you through the process of generating a private key and
Private Key creating a Certificate Signing Request (CSR) to submit to a
trusted third-party Certificate Authority.

This option
1. Lets you generate a private key as follows:

a. Asks that you specify where to store the key. If the
path doesn’t exist, you can have MCheck create it.

b. Prompts you to enter and confirm a password for
the key file.

¢. When the password is confirmed, generates an RSA
private key.

2. Prompts you for the information needed to generate a
Certificate Signing Request (CSR):

a. MCheck prompts for all the fields in a standard
request, but only the following four are mandatory:

¢ Country: This is your country’s two-digit
country code. For example. US for the United
States, | Nfor India, JP for Japan.

¢ State or Locality: This is the full name of the
state or locality. For example, Cal i f orni a or
Bar cel ona.

¢ Organization Name: This is the full legal
company or personal name as registered in
your locality.

¢ Common Name: This must be the fully
qualified domain name (FQDN) of the system
this certificate will secure. For example
gns_01. servers. exanpl e. com

3. When you have entered the information, MCheck
displays the paths and file names of the Private Key just
generated and the CSR file.

4. Then it prompts whether you want to generate a self-
signed-certificate from the CSR just created.

We strongly recommend that you
a. Answer n to all of the prompts that follow.

b. Obtain a third-party-certified public certificate by
submitting the CSR just created to one of the reliable
Certificate Authorities on the web.

¢. When you receive the third-party certificate,
continue with 3. Apply certificates (Generate PEM).

WARNING: If you answer Y to the prompt, MCheck
generates and installs a self-signed certificate. This poses
a security risk and is not recommended.

If you must use a self-signed certificate temporarily,
replace it as soon as possible.

GroupWise Mobility System Management
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Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

2. Generate self-signed
certificate

Although not recommended as a best practice, this option lets
you generate a self-signed certificate from a previously created
CSR. For example, the CSR that you created in 1. Generate CSR
& Private Key.

1. You must specify

¢ The path to where the CSR and private key are
located and what they are named. (You can list the
files in the specified directory if needed.)

+ How many days you want the self-signed certificate
to be valid for.

+ A passphrase for the key.

MCheck signs the certificate and then prompts whether
you want to apply the certificates (generate a PEM file).

2. If you type y, MCheck prompts for the key’s passphrase
(just entered above).

3. MCheck verifies the passphrase and then asks whether to
apply the self-signed certificates (generate a PEM file).

4. If you type y, MCheck again prompts for the key’s
passphrase.

5. MCheck verifies that the certificate and key pair match
and asks whether there are previously generated
intermediate certificate files or bundles.

6. After following the prompts, the self-signed certificate is
applied.

GroupWise Mobility System Management



Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

3. Apply certificates
(Generate PEM)

After you receive the signed public certificate from a certified
CA, use this option to apply the certificates by following the
prompts as briefly explained below.

1. Specify the location of the working directory where you
have copied your Private key file, the Public certificate
that you received from the CA, and any intermediate
certificate files or bundles that you want to include in the
certificate store.

For example, /root/Downloads/pub.

2. List the files in your working directory so you have their
exact names.

3. Specify the name of the Private key that you created in
Generate CSR & Private key. (page 17).

4. Specify the name of the Public certificate that you
received from the third-pary CA.

5. Enter the pass phrase for your Private key, two times, as
prompted.

MCheck verifies that the Public certificate and Private key
match.

6. If you need to include any intermediate certificate files or
bundles in the certificate store, answer y to the prompt
and enter the name of an intermediate certificate (. crt
file) or bundle (. pemfile).

7. Repeat the previous step until all of your intermediate
files and bundles are entered.

Then answer n to the prompt.

8. Enter the pass phrase for the Private key file for the third
time.

MCheck then creates the gns_nobi | i ty. pemfile in
your working directory and displays its location.

IMPORTANT: When MCheck Generates the PEM, it
removes the key passphrase as required for seamless
access by mobile devices.

9. Entery to install the PEM certificate store.

4. Verify certificate / key
pair

Use this option if you simply need to verify that a certificate
and key pair match.

5. Update GMS Services
certificates

GMS services rely on an internal certificate store named
gns_server. pem You must never manually change or
modify this certificate store.

On the other hand, the certificates eventually expire.

When that happens, use this option to update the certificates
and renew the gms_server.pem certificate store.

0. Back to System Menu

GroupWise Mobility System Management
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Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

0. Main Menu

2. Users

Typing 2 in the main menu, exposes the user and group tasks
explained below.

1. Check User

Use this option to view the GMS statistics for a given user,
discover any problems with the account, and see what actions
will correct the problems.

1. MCheck prompts you to enter the GroupWise User ID:

It then displays the user that you specifed and reports
statistics, problems found, and any actions required

2. Press Enter to continue.
Log file name: GNiser _i d_yyyy- mm ddThh: nm ss. | og

NOTE: You can also run Check User directly from the command
line without accessing the menu by running the command:

pyt hon3 ntheck. pyc --user userlD

2. Remove Old Event
Configurations

Use this option to remove all event configurations that contain
the MAC address that you enter.

1. MCheck displays a brief summary of the action to be
taken, followed by the Mobility server’s MAC address as a
Hexidecimal number.

Type the server’s displayed MAC address and press Enter.
2. MCheck then
Checks each user.

Removes event configurations that contain the Mobility
server MAC address and logs the actions taken in

Log file name:

renmoveEvent Confi gurati ons_yyyy- nm
ddThh: mm ss. | og

3. Press Enter to return to the Users menu.

3. Remove and reinitialize
users options

GroupWise Mobility System Management



Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

1. Force remove user(s)/
group(s) db references

GMS uses databases to track which GroupWise users are
registered for Mobility services and the data and messages,
etc. that are associated with them.

If you are unable to remove users or groups using the Web
Console, you can use this option to force the removal of users
and/or groups from the databases.

Users, groups, and data on the GroupWise system are not
affected.

1. MCheck prompts for a comma-delimited list of user and/
or group IDs.

NOTE: The process doesn’t provide lists to pick from; you
must manually enter each ID.

2. MCheck displays the issues discovered on the screen
along with the action recommended to resolve the issue.

For example, you might need to restart GMS to complete
user and group removal.

Log file name: user Acti ons_yyyy- nm
ddThh: nm ss. | og

2. Reinitialize user(s)/
group(s)

If one or more of you Mobility user accounts has problems, for
example they are missing calendar or other data, MCheck can
clear their data and messages and then restore everything
from the backend GroupWise system.

1. MCheck prompts for a comma-delimited list of user and/
or group IDs.

NOTE: The process doesn’t provide lists to pick from; you
must manually enter each ID.

2. MCheck clears all data associated with the IDs you have
entered and then reinitializes the accounts.

Log file name: user Acti ons_yyyy- nm
ddThh: mm ss. | og

3. Reinitialize all failed
users

If multiple Mobility users show a Failed state in the admin
console, you can use this option to reinitialize all of them
rather than using the admin console to reinitialize one of them
at a time.This removes associated data from the database and
synchronizes with GW again.

Log file name: user Act i ons_yyyy- nm
ddThh: nm ss. | og
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Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

4. Reinitialize all users

IMPORTANT: If you choose to continue after the initial prompt,
this will take some time to complete.

Also, a device configured with a user being reinitialized will be
unable to connect to the server until that user is reinitialized.

1. MCheck prompts whether you want to continue.
2. Entery to continue or n to return to the Remove and

Reinitialize Users Options menu.

Log file name: user Acti ons_yyyy- mm
ddThh: mm ss. | og

0. Back to System Menu

0. Main Menu

3. Database

To enter the Database sub-menus, you must stop Mobility.

MCheck prompts you as follows:
1. Stop Mobility Now [y/n]
If you type n, MCheck returns to Main Menu.

1. Vacuum Database

Consider using this option when your mobility databases seem
larger than expected.

Vacuuming a database tightens up data records, making
previously used space fragments once again available for
database use.

Although PostgreSQL includes a process that performs
incremental vacuum operations, these are not as thorough as a
full vacuum.

This option performs a full vacuum of the mobility databases.
You should follow this up with next Database option to re-
index the database.

Log file name: dbAct i ons_yyyy- mm ddThh: mm ss. | og

2. Re-index Database

If users are experiencing performance delays, reindexing the
database might help.

This options rebuilds all of the indexes.

Keep in mind that reindexing can take a while if the Mobility
databases are large.

Log file name: dbAct i ons_yyyy- mm ddThh: nm ss. | og

3. CUSO (Clean-up Start Over
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Task Navigation Path

Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

1. Cleanup and Start
Over (Except Users)

This removes everything from the mobility databases except
the User and Group records, which are reinitialized when the
cleanup process concludes.

Log file name: dbAct i ons_yyyy- nm ddThh: mm ss. | og

2. Cleanup and Start
Over (Everything)

This removes everything from the mobility databases,
essentially restoring the mobility server to where it was when
the initial install completed.

Log file name: dbAct i ons_yyyy- mm ddThh: mm ss. | og

4. Change PostgreSQL
datasync_user password

This option enables you to change the password for the
datasync_user account in the event of a lost password.

The datasync_user account is used to access the PostgreSQL
databases for the GroupWise Mobility Service.

0. Back

Because MCheck’s database operations required stopping the
service, you are prompted as follows:

1. Do you want to restart Mobility now? [y/n]If you typey,
Mobility restarts and MCheck returns you to the Main
Menu.

If you type n, MCheck returns to Main Menu without
restarting Mobility. As a result, Mobility services are not
available to users and some MCheck operations fail until
Mobility is restarted.

4. Checks & Queries

Typing 4 in the main menu, exposes the checks and queries
explained below.

If you detect any unresolvable issues from running any of these
checks, contact Customer Support.

1. General Health Check

The General Health Check runs and displays a series of tests
that populate a status in the terminal. After all the checks are
run, you can view more detailed information about each check
in the mcheck logs at:

[ opt/ novel | / dat async/ t ool s/ ntheck/ | ogs
To find issues in an open log, search for / Fai | ed.

NOTE: You can also run the General Health Check directly from
the command line without accessing the menu by running the
command:

pyt hon3 ntheck. pyc --heal t hCheck

TIP: The first time this option is run, the gh. conf file is
created in the / opt / novel | / dat async/ t ool s/ ncheck/
conf directory. This file is used for the NTP server time check.
If you are getting an NTP failure when running the General
Health Check, you can modify the file to point to a different
NTP server.
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Task Navigation Path Steps and/or Results - log file pathis / opt / novel | /
dat async/ t ool s/ ntheck/ | ogs

2. GW Pending Events by User This option displays data about events that users execute on
(consumerevents) their devices that are pending processing in the mobility
service.

3. Mobility Pending events by This option displays data about user events driven by the
User (syncevents) mobility service that have not yet synced with user devices.

4. Generate csv list of inactive This option enables you to generate a CSV file that lists inactive
users users. Output includes the last time the user accessed
GroupWise or “Never”.

The file is generated in the Mcheck, Logs directory:

[ opt/ novel | / dat async/ t ool s/ ncheck/ | ogs

0. Back

0. Exit Return to the terminal prompt.

Using Autodiscovery to Simplify Mobile Device Setup

By default, mobile users must know the IP address or DNS host name of their GMS server to add
their email account in their device’s email app.

GMS supports ActiveSync’s Autodiscovery service. This lets you configure DNS so that users only
need to enter their email address and password to add their account.

Use the information in the following sections to understand Autodiscovery for GMS and how to
implement it on your network.

+ “How Autodiscovery Works with GMS” on page 24
+ “Setting Up SSL for the Autodiscover Service” on page 26

+ “Setting Up the Autodiscover Service” on page 26

How Autodiscovery Works with GMS

When mobile users add their GroupWise email accounts in a device’s mail application, the
application tries to configure the accounts automatically by default.

Figure 2-1 illustrates the process, which is further explained in Table 2-2 on page 25.
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Figure 2-1 GMS Autodiscovery Visual Overview

( 1
(- ) h ) )
IMPORTANT: The autodiscover and other entries shown below are only illustrative.
user@example.com They do not reflect actual DNS configuration file syntax.
dns.example.com
e |>autodiscover.example.com CNAME gmsl.example.com
_autodiscover. tcp.example.com. SRV gmsl.example.com
Lr_ngms._tcp.example.com. SRV gmsl.example.com
0 _b_ngms ._tcp.example.com. SRV gms?2.example.com
e NJMS . tCp.example.com. SRV gms3.example.com
. J
gms1.example.com gms2.example.com gms3.example.com
L y

Table 2-2 Connecting to GMS Through Autodiscovery

Letter Description

o A user in the example.com organization begins adding their GroupWise account to their mail app
on their mobile device.

iPhone example,

1. The user taps Settings > Mail > Accounts > Add Account > Microsoft Exchange.
2. After entering their Email address, they tap Next.

3. The device prompts for the Email Password.
e The device checks DNS for a canonical name (CNAME) associated with the alias, aut odi scover .
In this case, the CNAME is gns 1. exanpl e. com

e The device then checks DNS for an _autodiscover service (SRV) entry that specifies an associated
email service.

The associated service is running on gmsl.example.com.

0 The device then contacts the specified email service on gmsl.example.com for the user-specified
email account (user@example.com).

If the account is located, GMS skips to letter @, below. If not the process continues with letter

e
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Letter Description

G If the user account is not found on gmsl.example.com, the GMS service queries DNS for entries
that specify where additional _ngms (GMS) services (SRV) are located.

In this case, gmsl.example.com, gms2.example.com, and gms3.example.com are each specified as
potential candidates where the user account might be located.

IMPORTANT: If additional GMS services are not configured in DNS, the attempt at autodiscovery
and configuration fails, and the user is prompted to configure the account manually.

G The first GMS server then queries each specified server in turn until the user account is located.

IMPORTANT: If the user account is not located, the attempt at autodiscovery and configuration
fails, and the user is prompted to configure the account manually.

@ When the user account is located, GMS sends the required configuration settings back to the
device, which then adds the account and signs in to the GMS service that has the user account.

Setting Up SSL for the Autodiscover Service

IMPORTANT: Autodiscovery requires SSL.

Your GMS deployment must meet each of the conditions below.

+ SSL Certificate: Each GMS server must have a current, valid, and trusted SSL certificate installed.

+ Accessible Certificate Chain: Mobile devices must be able to follow the certificate chain from
the certificate on the GMS server to the root CA certificate.

+ One Wildcard Cert That Covers All GMS Servers: This must be an SSL certificate with Subject
Alternative Names (SANs) so that you can specify a list of host names that are protected by it.

For information about configuring GMS with a certificate, see Securing Communication
between the Device Sync Agent and Mobile Devices.

When these conditions are met, continue with Setting Up the Autodiscover Service.

Setting Up the Autodiscover Service

To set up the Autodiscover Service, you must configure DNS as follows:

IMPORTANT: We recommend that you use the DNS configuration tools provided with your DNS
service to complete the following steps.

Only required fields are included in the instructions. Of course, you can adjust additional parameters
to meet your network’s DNS requirements. Additional information about DNS CNAME and SRV
records is available on the Web.

1 Asillustrated and described in “How Autodiscovery Works with GMS” above, ActiveSync’s
Autodiscover mechanism begins by finding the GMS server (the CNAME) associated with the
alias name aut odi scover.

Using your DNS management interface, create an Alias (CNAME) Resource Record in your DNS
service by using the information in the following table.
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Variable Value Example Description
alias aut odi scover .your.domai autodiscover.example.com Set the alias to
n aut odi scover.
canonical name your_gms_server.your.email. gms.example.com One of your GMS server’s
domain host name.

Or alternatively
Or alternatively

nat.example.com

your_external_nat/
port_forward.your.email.do
main

Alternatively, if your GMS
servers are fronted by a
NAT or port forward,
specify the host name of
the NAT or port forward.

2 At aterminal prompt, check that the autodiscover alias is configured correctly by entering the

following command:

di g aut odi scover. your. enai | . domai n CNAME +short

Your GMS server canonical name is returned:
your_gms_server.your.email.domain

Continue with Step 3

3 Next, you must create an _autodiscover service (SRV) record for the email domain.

Using your DNS management interface, create an SRV Resource Record by using the information

in the following table.

Variable Value Example Description

service _aut odi scover n/a Set the service to _aut odi scover.
protocol  _tcp n/a Set the protocol to _t cp.

port 443 n/a Set the port to 443.

target your_gms_server.your.e gms.example.com The GMS server that you specified as

mail.domain )
Or alternatively

Or alternatively
nat.example.com

your_external_nat/
port_forward.your.email
.domain

the CNAME for autodiscover in Step 1
on page 26.

Alternatively, if your GMS servers are
fronted by a NAT or port forward,
specify the host name of the NAT or
port forward.

the following command:

At a terminal prompt, check that the _autodiscover service is configured correctly by entering

di g _autodi scover. _tcp.your.email.donain SRV +short

A string similar to the following is returned that includes the port number you specified and

your GMS server’s DNS name:

10 0 443 your_gms_server.your.email.domain
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NOTE: If you have only one GMS server, you have successfully configured DNS for
Autodiscovery. GroupWise users can now automatically configure mail accounts on their mobile
devices.

(Conditional) If you have more than one GMS server, you must create an _ngms service (SRV)
record for each GMS server.

As illustrated and described in “How Autodiscovery Works with GMS” above, when the first
attempt to find a user account fails, the first GMS server then queries other GMS servers in
turn, utilizing the _ngms SRV records in DNS, until the user account is found.

Using your DNS management interface, create an SRV Resource Record for each GMS server
(including the server you specified in previous steps), by using the information in the following
table.

Variable Value Example Description

service _nhgns n/a Set the service to
_ngns.

protocol _tcp n/a Set the protocol to
_tcp.

port 443 n/a Set the port to 443.

target your_gms_server.your.e gms.example.com Set the target to your

mail.domain GMS server.

IMPORTANT: Make sure to create an SRV record for each one of your GMS servers. Only then
can Autodiscover find them.

At a terminal prompt, check that every _ngms service (SRV) is configured correctly by entering
the following command:

dig ngns. _tcp.your.enail.domain SRV +short

Strings similar to the following are returned, one for each GMS server, and each including the
port number you specified and a GMS server’s DNS name ending with a period.

0 0 443 first_gns_server.your. enail.donmain.
0 0 443 second_gns_server.your. enai | . donai n.
0 0 443 third_gns_server.your. enail.donmain.
etc.

NOTE: If the test succeeds, you have successfully configured DNS for Autodiscovery on multiple
GMS servers.

GroupWise users can now automatically configure mail accounts on their mobile devices.
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Controlling Synchronization Size Limits

Synchronizing large quantities of data between GroupWise and mobile devices can put a substantial
load on the sync agents. The GroupWise Sync Agent controls the maximum size of the individual
attachments that can synchronize with an item to mobile devices. The Device Sync Agent controls
the maximum size of an item (along with all attachments) that can synchronize to GroupWise.

+ “Controlling Maximum Attachment Size from GroupWise to Mobile Devices” on page 29

+ “Controlling Maximum Send Mail Size from Mobile Devices to GroupWise” on page 29

Controlling Maximum Attachment Size from GroupWise to
Mobile Devices

By default, attachments are synchronized from GroupWise to the mobile devices if they are smaller
than 500 KB. Attachments larger than 500 KB are dropped by the GroupWise Sync Agent and do not
synchronize to mobile devices.

When a user receives an item on the mobile device for which attachments have not been
synchronized from GroupWise, the item includes a list of the attachments that are on the original
item but not on the synchronized item. This lets the user know that attachments are available in the
GroupWise mailbox.

1 In the Mobility Admin console, click Config.

2 In the Maximum Attachment Size field, adjust the maximum attachment size as needed.

This setting causes large attachments that exceed the size limit to be stripped from a message
as it synchronizes from GroupWise to mobile devices. Small attachments that are within the size
limit are still synchronized.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:

gns restart

Controlling Maximum Send Mail Size from Mobile Devices to
GroupWise

By default, if an item is larger than 500 KB when it is sent from a device, all attachments are stripped
from the item before it is sent to GroupWise. In place of each stripped attachment, the user receives
a text attachment indicating that the original attachment was stripped because of the size limit and
what the size limit is.

1 In the Mobility Admin console, click Config.

2 In the Maximum Send Mail Size field, adjust the maximum message size as needed.

This setting causes all attachments to be stripped from an item as it synchronizes from a mobile
device to GroupWise if the size of the item plus all attachments exceeds the size limit.

3 Click Save to save the new setting(s).
4 Restart the Mobility Service:

gns restart
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Maintaining the Mobility Database

The Mobility Service database is a PostgreSQL database. As with any database, the Mobility Service
database requires regular maintenance in order to perform reliably. If you are new to managing a
PostgreSQL database, see “Routine Database Maintenance Tasks” (http://www.postgresql.org/docs/
8.3/interactive/maintenance.html) on the PostgreSQL Documentation website for assistance.

Backing Up Your Mobility System

All of the user data that exists at any time in your Mobility system also exists in GroupWise.
Therefore, if there is a problem with your Mobility system, you can always resynchronize in order to
restore your user data to a current working state.

However, you can back up your entire Mobility system in order to preserve the Mobility Service
software, configuration files, certificate files, and database.

+ “Understanding What to Back Up” on page 30

+ “Backing Up a Mobility System after Stopping It” on page 31

+ “Backing Up a Mobility System While It Is Running” on page 31
+ “Restoring Your Mobility System” on page 32

Understanding What to Back Up

+ Use your backup software of choice to back up the following directories on your Mobility

server:

Directory Description

/ opt/ novel | / dat async Mobility Service software
/ et c/ dat async Configuration files
/var/lib/datasync Certificate files

+ Use a PostgreSQL-supported backup solution to back up the Mobility Service database in the
following directory:

/var/libl/pgsql

+ Decide how you want to back up the data:
+ Backing Up a Mobility System after Stopping It
+ Backing Up a Mobility System While It Is Running
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Backing Up a Mobility System after Stopping It

Stopping your Mobility system before backing it up is the safest way to ensure a completely
consistent backup.

1 In aterminal window on the Mobility server, become r oot by entering su - and the root
password.

2 Create a directory for storing your backup files, for example:
nkdi r /var/gnsbackup

3 Create a script similar to the following:

#!'/ bi n/ bash

# back up stopped Mbility system
gns stop

systentt|l stop postgresqgl.service
#

tar -czvpf /var/gmsbackup/ pgsql.tgz /var/lib/pgsq

tar -czvpf /var/gmsbackup/vardatasync.tgz /var/lib/datasync
tar -czvpf /var/gnmsbackup/optdatasync.tgz /opt/novell/datasync
tar -czvpf /var/gnsbackup/etcdatasync.tgz /etc/datasync

#

systenttl start postgresql.service

gns start

For example, you could create a script named gnsbackup. shinthe/ opt/ novel | / dat async

directory.

4 Add execute permissions to the backup script:
chrmod +x script_nane. sh

5 Execute the backup script.

6 Change to the directory where you backed up the Mobility files to verify that the . t gz files
were successfully created.

Backing Up a Mobility System While It Is Running

For convenience, you might want to back up your Mobility system while it is still running.

1 In aterminal window on the Mobility server, become r oot by entering su - and the root
password.

2 Create a script to back up the Mobility Service database:
2a Create a file named . pgpass in the r oot user’s home directory (/ r oot ).

2b Put the following contents in the . pgpass file.
*.*:*: datasync_user: dat abase_password

The Mobility Service database user is dat async_user . The Mobility Service database
password was established during installation.
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2c Create a database backup script similar to the following, using the pg_dunp (http://
www.postgresgl.org/docs/8.4/static/app-pgdump.html) command to back up just the
Mobility Service databases:

#! / bi n/ bash

# back up Mobility Service database

pg_dump -U datasync_user mobility > /tnp/ mobility. out
pg_dump -U datasync_user datasync > /tnp/datasync. out
{usr/bin/bzip2 /tnmp/ mobility. out

{usr/bin/bzip2 /tnmp/ datasync. out

For example, you could create a database backup script named gnsdbbackup. sh in the /
opt/ novel | / dat async directory.

2d Add execute permissions to the backup script:
chmod +x script _nane. sh

2e Execute the backup script.
3 Create a script to back up the Mobility Service directories:

3a Create a directory for storing your backup files, for example:
nkdi r /var/gnsbackup
3b Use the following script to back up the rest of your Mobility system while it is sill running:

#! / bi n/ bash

# back up running Mbility system

tar -czvpf /var/gnmsbackup/vardatasync.tgz /var/lib/datasync
tar -czvpf /var/gnsbackup/optdatasync.tgz /opt/novell/datasync
tar -czvpf /var/gnsbackup/etcdatasync.tgz /etc/datasync

For example, you could create a script named gnsdi r backup. sh inthe/ opt/ novel | /
dat async directory.

3c Add execute permissions to the backup script:
chmod +x script _nane. sh

3d Execute the backup script.

3e Change to the directory where you backed up the Mobility files to verify that the . t gz files
were successfully created.

Restoring Your Mobility System
1 Change to the directory where you backed up the Mobility files.
2 Use the following t ar command to restore the backed-up Mobility directories:
tar -xzvf file_name.tgz

3 (Conditional) If you used the pg_dunp (http://www.postgresql.org/docs/8.3/static/app-
pgdump.html) command to back up the Mobility Service databases separately, use the psq|l
(http://www.postgresql.org/docs/8.3/static/app-psql.html) command to restore it.
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Changing the IP Address or Host Name of the Mobility
Server

For a Mobility system with just a small number of users on a single server, the simplest approach is
to reinstall the Mobility Service software, and then have users reinitialize their mobile devices.

For a Mobility system with a large number of users, where having users reinitialize their mobile
devices after reinstalling the Mobility Service software could be problematic, you can reconfigure
your Mobility system with a new IP address, and then have users change the IP address that their
mobile devices use to access the Mobility system.

+ “Changing the IP Address for a Small Mobility System” on page 33

+ “Changing the IP Address for a Large Mobility System” on page 33

+ “Changing the Host Name of a Mobility Server” on page 34

Changing the IP Address for a Small Mobility System

1 Uninstall the Mobility Service software.

For instructions, see “Uninstalling the Mobility Service” in the GroupWise Mobility Service
Installation Guide.

2 Change the IP address of the server.
3 Reinstall the Mobility Service software.

For instructions, see “Running the Mobility Service Installation Program” in the GroupWise
Mobility Service Installation Guide.

4 Instruct your mobile device users to delete their accounts from their mobile devices, set them
up using the new IP address, then reinitialize their mobile devices.

Changing the IP Address for a Large Mobility System

1 Stop the Mobility Service:
gns stop

2 Change the IP address of the server.
3 Use MCheck to clear event configurations:

3a In a terminal window on the Mobility server, become r oot by entering su - and the root
password.

3b Change to the following directory:
/ opt/ novel | / dat async/t ool s/ ncheck
3¢ Run the following command:

pyt hon3 ntheck. pyc
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The main MCheck menu displays.

1 System
2 Users

3 Dat abase
0 Exit

Sel ect Opti on:

3d Select 2 Users.
3e Select 2 Remove Old Event Configuration.
3f Enter the MAC address for the Mobility server whose IP address you changed.

MCheck reads all users on the Mobility server and retrieves their event configurations. If
the MAC address you entered matches the MAC address in an event configuration, it
removes the event configuration.

When MCheck is finished, the console displays 1) a list of all event configurations that were
removed and 2) a total of all event configurations that were removed.

4 Start the Mobility Service:
gns start

5 Instruct your mobile device users to reconfigure their accounts with the new IP address.

Changing the Host Name of a Mobility Server

If you need to change the host name of your mobility server, use the administrative tools and
methods associated with your OS platform. Here are a few GMS-specific general guidelines to follow:

Stop GMS.

Change the host name using your platform’s tools.

Adjust the network DNS entries, etc. associated with GMS.

Install new certificates, and so on as needed. See MCheck > Certificates.
Using MCheck, Fix your Mobility Encryption.

Restart GMS.

N o v s wN e

Instruct your mobile device users to reinitialize their accounts.

Providing Anonymous Feedback about Your Mobility
System

Open Text strives to focus engineering efforts on the real-world needs of our GroupWise Mobility
Service users. When you are willing to submit anonymous feedback from your Mobility system to
Open Text, you assist in these efforts to improve Mobility Service performance.

When you enable anonymous feedback, a script runs daily to gather statistics about the usage of
your Mobility system. The statistics are sent daily to Open Text.
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You can enable and disable the sending of feedback at any time. You can review the usage data that
has been collected before it is sent to Open Text.

+ “Enabling/Disabling Anonymous Feedback” on page 35
+ “Viewing the Collected Feedback” on page 35

Enabling/Disabling Anonymous Feedback

1 In the Mobility Admin console, click Config, then scroll down to the Send Anonymous Feedback
field.

2 Select or deselect Send Anonymous Feedback.
3 Click Save to save the new setting(s).

4 Restart the Mobility Service:

gns restart

Viewing the Collected Feedback

You can feel comfortable about letting Open Text gather usage data from your Mobility system. The
data is collected by the following script:

[ opt/ novel | / dat async/ t ool s/ getstats. sh
The script is run by the following cron job:
/etc/cron.daily/gw nobility-feedback

The cron job runs once a day at midnight. The results are stored in *. gz files in the following
directory:

[ var/| og/ dat async/ conf i gengi ne
The files are saved for 90 days and then deleted.
Use the following command to extract the data from a *.gz file:

tar xvfz gwmobility stats string_date tinme.gz
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By viewing the gathered usage data, you can assure yourself that no personal data of any kind is
being collected by Open Text. The following is an example of the type of data that is collected:

GWWbbi | it yVer si on, SLESVer si on, CPUCount , CPUType, SYSKBMenory, SYSType,
G oupW seEvent User Count , Fol der | t enAdd, | t emVar kRead, | t emvar kUnr ead,

GWNCAt t achnment Si ze, MCAt t achnent Si ze, Tot al Att achnent s, Att achnent 1VB, At t achne
nt 2B,

At t achnent 3MB, At t achment 4MB, At t achnment 5MBPI us, Bl ockedAt t achnent s, Mai | FronD
evi ce,

ReadFr onfr onDevi ce, Del et eFr onfFr onDevi ce, MoveFr onfFr onDevi ce, User Count , DevCo
unt,
DevPer User 2, DevPer User 3, DevPer User 0, DevPer User 1, DevPer User 4, DevPer User 5,

DevPer User 6Pl us, i Pad, Andr oi dTabl et , & her Devi ces, i Phone, W ndowsPhone, i Pod,
Andr oi dPhone, W ndowsTabl et , Bl ackBerry, WndowsQ her, i OSCt her, Andr oi d2,
Bl ackBerryQ her, Bl ackBerry10, i OS5, W ndows8, i OS7, i OS6, Andr oi d5, Andr oi d4,
Andr oi d3, Andr oi dO her, O her S

2.0.0.349,SLES11SP3, 1, Intel (R) Core(TMi 7-
2600CPU@. 40GHz, 1017680, VMhar el nc. , 1, 8, 4,

1, 500, 500, 1, 1,0,0,0,0,0,0,0,0,0, 3,0,0,0,3,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0,
0,
0,0,0,0,0,0,0,0,0,0

Thank you in advance for enabling Anonymous Feedback and submitting your Mobility system usage
data to help improve the GroupWise Mobility Service.
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3 GroupWise Sync Agent Configuration

After you have installed the GroupWise Mobility Service, you can refine the configuration of the
GroupWise Sync Agent to meet your Mobility system’s needs.

*

*

“Monitoring and Configuring the GroupWise Sync Agent” on page 37

“Selecting GroupWise Items to Synchronize” on page 38

“Synchronizing Sticky Notes” on page 38

“Synchronizing Proxy Calendars” on page 39

“Synchronizing Shares” on page 39

“Increasing GroupWise Sync Agent Reliability or Performance” on page 40

“lgnoring Old GroupWise Items” on page 41

“Clearing Accumulated GroupWise Events” on page 41

“Changing the GroupWise Sync Agent Listening Port” on page 42

“Enabling and Disabling SSL for POA SOAP Connections” on page 42

“Matching GroupWise Configuration Changes” on page 42

“Configuring the GroupWise Sync Agent with an External IP Address and Port” on page 43
“Modifying or Preventing Synchronization of Specified Items by Using an XSLT Filter” on page 44

Monitoring and Configuring the GroupWise Sync Agent

You use the Mobility Administration Console to monitor and configure the GroupWise Sync Agent.

1 In your web browser, access the Mobility Administration Console at the following URL:

https://nobility server_ address: 8120

Replace nobi i ty_server_address with the IP address or DNS hostname of the server
where the Mobility Service is installed.

Log in as the Mobility administrator.

The sync agents should display a status of Running.

If the GroupWise Sync Agent is not running and does not start normally, refer to GroupWise
Sync Agent Troubleshooting for assistance.

In the Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page.

For more information about the Mobility Administration Console, see GroupWise Mobility
Administration Console.
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Selecting GroupWise Items to Synchronize

By default, all GroupWise items are synchronized to mobile devices.
1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page.

2 In the GroupWise Items to Sync section, select and deselect items as needed to configure the
GroupWise Sync Agent to synchronize more items or fewer items.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:
gns restart
The following sections contain information about settings that can also affect item synchronization:

+ Ignoring Old GroupWise ltems

+ Controlling Maximum Item Synchronization

Synchronizing Sticky Notes

The Sticky Notes option allows notes to be synchronized between mobile devices and GroupWise:

+ Mobile device: Synchronizes notes created using the device’s Notes app. The Notes app varies
depending on the device operating system. On iOS devices, the native Notes app is supported.
On Blackberry devices, the native Remember app is supported. On Android devices, the Tasks
and Notes for MS Exchange app is supported.

+ GroupWise client: Synchronizes Discussion Note and Personal Message items created in or
moved to the Mobile Notes folder. GroupWise automatically creates the Mobile Notes folder
when the Sticky Notes option is enabled. In some cases, the folder might be named Notes
rather than Mobile Notes.

Sticky Notes synchronization is bidirectional. Notes that are created, modified, or deleted on the
device are synchronized to the Mobile Notes folder. Discussion Note/Personal Message items that
are created, modified, or deleted in the Mobile Notes folder are synchronized to the mobile device.

1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .

2 In the Sticky Notes field, select Enable to synchronize Sticky Notes or deselect it to disable
synchronization.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:
gns restart

The following sections contain information about settings that can also affect Sticky Note
synchronization:

+ Ignoring Old GroupWise Items

¢ Controlling Maximum Item Synchronization
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Synchronizing Proxy Calendars

Added in 18.1.The Proxy option allows Proxy Calendars to be synchronized between mobile devices
and GroupWise. This option is disabled by default. To enable Proxy Calendars:

1 In the Mobility Administration Console, go to Config > GroupWise.

2 Select Proxy Calendars to enable synchronization.

3 Click Save.

4 Restart the Mobility Service:

gns restart

When enabling Proxy Calendars, be aware of the following:

Requirements

+ GroupWise 18 or later POAs are required for Proxy Calendars for Proxy users.

General Information

+ We recommend that you do not enable Proxy Calendars during the initial Mobility
synchronization, but that you enable it during off peak hours as the data needs to be cached on
the Mobility server and can increase the time to synchronize significantly.

+ The Proxy Calendar(s) shows up on your mobile device as a separate, selectable calendar.

+ GroupWise Proxy rights are enforced. Rights are enforced at the Mobility server and not on the
device. For example, if a user doesn’t have delete rights, a device delete appears to work.
However, on the next device sync the deleted item is restored.

+ Appointments, Reminder Notes, Alarms, and Private appointments sync to mobile devices
depending on your proxy rights.
Known Limitations

+ Some Android devices aggregate all calendars into one calendar and you cannot select the
calendars that are displayed.

+ Private appointments are synced to mobile devices even if you do not have proxy rights to
private appointments. The private appointments do not show any information including
subject, users, and body if you do not have proxy rights.

Synchronizing Shares

IMPORTANT: The Microsoft Outlook Client doesn't support all of the synchronization features
described in this section. For example, the version of ActiveSync that the client uses does not
support shared folders, calendars, or address books.

For more information, see Known Outlook Client Limitations.

The Shares option allows shared folders, calendars, and contacts to be synchronized between mobile
devices and GroupWise. This option is disabled by default. To enable shares:

1 In the Mobility Administration Console, go to Config > GroupWise.

2 Select Shares to enable synchronization.
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3 Click Save.
4 Restart the Mobility Service:

gns restart

When enabling shares, be aware of the following:

Requirements
+ GroupWise 2014 R2 SP1 or later POAs are required for share owners and recipients to enable
shares for users.
General Information

+ We recommend that you do not enable shares during the initial Mobility synchronization, but
that you enable it during off peak hours as shared data needs to be cached on the Mobility
server and can increase the time to synchronize significantly.

+ The Mobility server startup time might be slower with shares enabled. The amount the startup
is slowed depends on the number of shared folders in your system.

+ Dashboard alerts let you know if there is a problem with individual shares. Check the log files
for more information.

+ GroupWise share rights are enforced. Rights are enforced at the Mobility server and not on the
device. For example, if a user doesn’t have delete rights, a device delete appears to work.
However, on the next device sync the deleted item is restored.

+ Share owners do not need to be Mobility users.

Known Limitations

+ Share notifications can only be accepted in the GroupWise client.

Increasing GroupWise Sync Agent Reliability or
Performance

If the GroupWise POA encounters an error and stops notifying the GroupWise Sync Agent about
GroupWise events, GroupWise events stop synchronizing to mobile devices. By default, the
GroupWise Sync Agent polls the POA for new events every 3600 seconds (1 hour).

You can configure how often the GroupWise Sync Agent polls the POA for events that have not yet
been synchronized. Decreasing the poll cycle causes the GroupWise Sync Agent to poll more
frequently, so that synchronization is more reliable. However, if you have a large number of users,
you might want to increase the poll cycle in order to improve GroupWise Sync Agent performance.

1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .

2 In the Poll POA for Events field, increase or decrease the poll cycle as needed.
Set the poll cycle to 0 (zero) to disable the sweep cycle.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:

gns restart
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Ignoring Old GroupWise Items

Removed in 18.1.By default, the GroupWise POA does not transfer items to the GroupWise Sync
Agent if they are older than 30 days. Typically, mobile device users have an even shorter time
window during which they want items retained on their mobile devices. Allowing the GroupWise
Sync Agent to accept items into your Mobility system that will ultimately be discarded by the Device
Sync Agent is not an efficient use of system resources.

You can decrease this setting in order to decrease sync agent traffic for old items and to align more
closely with the needs of mobile device users. If necessary, you can increase this setting to a
maximum of 60 days.

1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .

2 Inthe Ignore Events After field, increase or decrease the item age as needed.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:

gns restart

Clearing Accumulated GroupWise Events

When the GroupWise Sync Agent stops synchronizing for some reason, GroupWise events
accumulate in users’ GroupWise mailbox databases until the GroupWise Sync Agent resumes
synchronization.

By default, when the GroupWise Sync Agent restarts, it processes all accumulated events. This
default behavior prevents the loss of events and is the desired behavior for normal GroupWise Sync
Agent functioning. However, when you are troubleshooting a problem with the GroupWise Sync
Agent, you might find it helpful to skip processing accumulated events so that the GroupWise Sync
Agent starts processing current events more quickly.

To clear old events (not recommended unless you are troubleshooting):
1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .
2 In the Clear Old Events field, select Enable.

This causes the GroupWise Sync Agent to discard accumulated events and start processing new
events immediately. The discarded events are never processed.

3 Click Save to save the new setting(s).

4 Restart the Mobility Service:

gns restart

IMPORTANT: As soon as you are finished troubleshooting, return to the GroupWise Sync Agent
Configuration page and deselect Clear Old Events, so that GroupWise events are not accidentally lost
during normal GroupWise Sync Agent functioning.
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Changing the GroupWise Sync Agent Listening Port

By default, the GroupWise Sync Agent communicates with the GroupWise POA using port 4500. If
necessary, you can configure the GroupWise Sync Agent to use a different port.

1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .
2 In the Port field, change the port number as needed.

3 (Conditional) If there is a firewall between the Mobility server and the POA server, make sure
that the specified port is open.

4 Click Save to save the new setting(s).

5 Restart the Mobility Service:

gns restart

Enabling and Disabling SSL for POA SOAP Connections

During installation, you chose whether to use SSL for connections between the GroupWise Sync
Agent and the GroupWise POA. The default is to use SSL. You can change the setting after
installation as needed. All of your POAs need to have SSL enabled or disabled

1 Onthe POA, enable or disable SSL as needed for the SOAP connection.

2 In the Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .

3 In the Secure field, select Enabled to enable SSL.
4 Click Save to save the new setting(s).

5 Restart the Mobility Service:

gns restart

Matching GroupWise Configuration Changes

Changes in your GroupWise system can require changes to the configuration of the GroupWise Sync
Agent.

1 Inthe Mobility Admin console, click Config, then click GroupWise to display the GroupWise Sync
Agent Configuration page .

2 Change GroupWise Sync Agent settings to match changes in your GroupWise system
configuration as needed.

If the POA is reconfigured to change whether it uses SSL, the Enabled must be changed in the
Secure field.

If you create a new trusted application, you must update both the trusted application name and
key at the same time. When you copy in a new trusted application key, the new key is
obfuscated when it is saved.

3 Click Save to save the new setting(s).
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4 Restart the Mobility Service:

gns restart

Configuring the GroupWise Sync Agent with an External IP
Address and Port

On the GroupWise Sync Agent Configuration page in the Mobility Administration Console, you
specify the GroupWise Sync Agent server IP address and port for internal communication within
your local network. However, you need to configure the GroupWise Sync Agent to use an external IP
address and port for the following configurations:

+ There is a firewall between the GroupWise Sync Agent and the POA that it communicates with.

+ The GroupWise Sync Agent and the POA are located on two different logical networks with NAT
(network address translation) between them.

+ The GroupWise Sync Agent is running in a virtual machine.
To configure the GroupWise Sync Agent to use an external IP address and port:
1 In aterminal window on the Mobility server, become r oot by entering su - and the root
password.

2 Change to the following directory:

/ et c/ dat async/ confi gengi ne/ engi nes/ def aul t/ pi pel i nes
/ pi pel i nel/ connect ors/
groupwi se
3 Openthe connect or. xm file in a text editor.

4 Add the following lines between the <custom> and </custom> tags:

<ext er nal Addr ess>ext er nal _i p_addr ess</ ext er nal Addr ess>
<ext er nal Port >ext ernal _port _nunber </ ext er nal Port >

5 Replace external_ip_address and external_port_number with the IP address and port number
for the GroupWise Sync Agent to communicate with the POA across whatever network
configuration lies between them.

6 Save the connector. xnl file, then exit the text editor.
7 Restart the Mobility Service:

gns restart

GroupWise Sync Agent Configuration 43



44

Modifying or Preventing Synchronization of Specified
Items by Using an XSLT Filter

If you are familiar with XSLT, you can configure the GroupWise Sync Agent to modify or drop
specified items. The sample filter below drops items that contain a specified subtype or that have a
subject equal to a specified string. With a little XSLT knowledge, you can modify this sample filter to
meet your needs.

1 Create the following directory:

/var/lib/datasync/groupwi se/filter
Copy the following sample filter into a text editor:

<?xm version='1.0" encoding="utf-8" ?>

<xsl :styl esheet version="1.0" xm ns:xsl="http://ww. w3. org/ 1999/ XSL/
Transf or
n >

<xsl :vari abl e nane="subtype" select="//*[1ocal -nane()="subType']"/>
<xsl :variabl e nane="subject" select="//*[|ocal -nane()="subject']"/>
<xsl:tenpl ate natch="node()| @" >
<xsl:if test="not(contains($subtype, 'SearchText') or
cont ai ns($subt ype, ' SearchText') or
($subject = 'put_the_subject_here'))">
<xsl : copy>
<xsl : apply-tenpl ates sel ect="node()| @"/>
</ xsl : copy>
</xsl:if>
</ xsl:tenpl at e>

</ xsl : styl esheet >
This sample file is available in the following location:

/ opt/ novel | / dat async/ syncengi ne/ connect or s/ gr