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About This Guide

This guide describes how to install and administer Novell Analyzer for Identity Manager, and
contains the following sections:

¢ Chapter 1, “Overview and Installation,” on page 9

¢ Chapter 2, “Configuring Analyzer,” on page 35

¢ Chapter 3, “Using Analyzer,” on page 47

¢ Chapter 4, “Data Security with Analyzer,” on page 83

Audience

This guide is intended for Identity Manager administrators and consultants.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Documentation Updates

For the most recent version of the Analyzer for Identity Manager Administration Guide, see the Identity
Manager Documentation Web site (http://www.novell.com/documentation/idm401/index.html).

Additional Documentation

For documentation on related Novell products, see the following:

¢ Analyzer for Identity Manager Forum (http://forums.novell.com/novell-product-support-
forums/identity-manager/im-analyzer/)
¢ Identity Manager support forums (http://support.novell.com/forums/2im.html)

¢ Identity Manager drivers documentation site (http://www.novell.com/documentation/
idm401drivers/index.html)

About This Guide
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1.1

Overview and Installation

Novell Analyzer for Identity Manager is an Eclipse-based identity management toolset that helps
you ensure that internal data quality policies are adhered to by providing data analysis, data
cleansing, data reconciliation, and data monitoring/reporting. Analyzer lets you analyze, enhance,
and control all data stores throughout the enterprise.

Before implementing an Identity Management solution, designers spend a significant amount of time
analyzing and cleaning identity data, and modeling business rules to create identity data replication
and synchronization policies that guarantee the data remains in a reliable state. Additionally, when
an Identity solution is put into place, customers must verify and reconcile that these processes are
performing as intended to maintain consistent and reliable data. The goal of Analyzer is to create a
set of tools to resolve data quality issues and improve the Identity Manager deployment process.

Industry analysts note that Identity Management projects spend three to eight times more on design
and implementation than they do on the software. Analyzer directly attacks these project-related
costs by providing a powerful environment for cleaning and preparing identity data in order to
streamline identity infrastructure implementations.

This section includes the following topics:

¢ Section 1.1, “What’s New in Analyzer 4.0.2,” on page 9

*

Section 1.2, “System Requirements,” on page 10

*

Section 1.3, “Installing Analyzer,” on page 12

*

Section 1.4, “Understanding Analyzer’s User Interface,” on page 16

*

Section 1.5, “Additional Resources,” on page 33

What's New in Analyzer 4.0.2

Analyzer 4.0.2 includes the following new feature:

¢ Performance Improvement: Analyzer 4.0.2 offers improved performance by using the batching
feature with MySQL database server. With this feature, Analyzer can now import million
records at one time into the Analyzer database. Earlier Analyzer could only scale up to about
70K taking hours of time with MySQL database server. For more information, see Section 2.1.3,
“Database Settings,” on page 36.

Overview and Installation
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1.2

121

1.2.2

System Requirements

Review the following system requirements before installing Analyzer.

¢ Section 1.2.1, “Hardware Requirements,” on page 10

¢ Section 1.2.2, “Platform Requirements,” on page 10

¢ Section 1.2.3, “Additional Software Requirements,” on page 11

Hardware Requirements

¢ Minimum video resolution: 1024x768 (1280x1024 recommended)

¢ Memory: 512 MB minimum (1 GB recommended)

¢ Processor: 1 GHz or higher

Platform Requirements

The following tables provide a list of the certified and supported platforms and virtualization
systems on which you can install Analyzer.

IMPORTANT: Certified platform means that the platform has been fully tested. Supported platform
means that the platform has not been tested, but is expected to be functional.

Table 1-1  Certified and Supported Platforms

Certified Platform Versions

Supported Platforms

Notes

Windows Server 2003 SP2 (32-bit)

Windows Server 2008 SP2 (32-bit
and 64-bit)

Windows Server 2008 R2 SP1 (64-
bit)

Windows XP Professional SP3 (32-
bit)

Windows 7 SP1 (32-bit and 64-bit)

openSUSE 10.3 (32-bit and 64-bit)

openSUSE 11.2 (32-bit and 64-bit)

SUSE Linux Enterprise Desktop 10
SP4 (32-bit and 64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Windows Vista Business (32-bit and
64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

SUSE Linux Enterprise Desktop 11
SP1 (32-bit and 64-bit)

Only the 32-bit version is certified.

Both the 32-bit and 64-bit versions
are certified.

Only the 64-bit version of the
platform is available.

Both the 32-bit and 64-bit versions
are supported but not certified.

Only the 32-bit version is certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are supported but not certified.
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1.2.3

Certified Platform Versions

Supported Platforms

Notes

SUSE Linux Enterprise Desktop 11
SP2 (32-bit and 64-bit)

SUSE Linux Enterprise Server 10
SP4 (32-bit and 64-bit)

SUSE Linux Enterprise Server 11
SP1, SP2 (32-bit and 64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Table 1-2 Certified and Supported Virtualization Systems

Certified System Versions

Supported

Notes

Xen

Windows Server 2008 R2
Virtualization with Hyper-V

VMware ESX, ESXi 4.0, ESXi 5.0

VMware Workstation 6.5

All platforms listed in Table 1-1 and
supported by Xen.

All platforms listed in Table 1-1 and
supported by Hyper-V.

Supported on SLES 11 SP2 (64-bit)
as the guest operating system for
VMware and all the certified
platforms supported by VMWare
ESXin Table 1-1.

Supported on SLES 11 SP1 as the
base operating system. The base
operating system can be any
system supported by VMware
workstation 6.5 and later. All the

certified platforms listed in Table 1-1

are supported by VMWare
workstation as the guest operating
system.

Xen is supported when the Xen
Virtual Machine is running SLES
10, SLES 11, or Windows 2008 R2
as the guest operating system in
paravirtualized mode and SLES 10
SP2. as the host operating system.

Additional Software Requirements

Analyzer also requires the following additional software components:

¢ compat-2008.5.6-6.1.i586.rpm (32-bit system) or compat-32bit-2008.5.6-6.1.x86_64.rpm (64-bit

system)

¢ Gettext Utilities (Linux installation only)

Overview and Installation
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1.3 Installing Analyzer

You can install Analyzer by using the Identity Manager integrated installer. For installing Analyzer,
see “Installation” in the Identity Manager 4.0.2 Integrated Installation Guide.

For installing Analyzer by using the Identity Manager integrated installer, follow these instructions:

1 Access the Identity Manager 4.0.2 installation files either by mounting the . iso file or accessing
the DVD you created from the . iso file. For more information, see “Installation” in the Identity
Manager 4.0.2 Integrated Installation Guide.

2 Go to the mount directory and start the installation by using the correct program for your
platform.

Linux: ./install.bin
To execute the binary file, enter ./install.bin.
Windows: install.exe

3 Use the following information to complete the installation:

Introduction: Select the language for your installation, then review the components you can
install.

License Agreement: Read and accept the license agreement.
Select Components: Select Analyzer.

Pre-Installation Summary: Review the Pre-Installation summary page, which contains
information about the selected components. To change any of these settings, click Previous.

Installation Complete Summary: Review the post-installation summary to verify the
installation status and the location of the log file for Analyzer.

Adding XULrunner to Analyzer.ini on Linux Platforms

To start the Analyzer, perform the following steps to change the XULRunner mapping;:

1 Navigate to the Analyzer installation directory, then open the Analyzer . ini file in the gedit
editor.

2 Add the following line at the end of the list of the parameters given in the Analyzer . ini file:

-Dorg.eclipse.swt.browser . XULRunnerPath=/usr/lib/xulrunner-1.9/

The Analyzer . ini file should read as follows:

-vmargs

-Xms256m

-Xmx1024m

-XX:MaxPermSize=128m

-XX:+UseParallelGC

-XX:ParallelGCThreads=20

-XX:+UseParallelO1dGC
-Dorg.eclipse.swt.browser.XULRunnerPath=/usr/lib/xulrunner-1.9/

3 Save the Analyzer . ini file and launch Analyzer.

NOTE: The recommended version of XULrunner on SLED 11 is 1.9.0.19. On openSUSE 11.4, it is
1.9.0.2. These versions are shipped with the operating systems.
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After you have installed Analyzer, continue with the following post-installation tasks:

¢ Section 1.3.1, “Activating Analyzer,” on page 13
¢ Section 1.3.2, “Using the Silent Install,” on page 15
¢ Section 1.3.3, “Installing an Audit Client,” on page 15

1.3.1  Activating Analyzer

Before using Analyzer to analyze and clean your data, you must install a valid license. When you
attempt to launch the Analyzer perspective without a license, Analyzer opens the activation page,
from which you can manage Analyzer licenses.

NOTE: If you close the Activation dialog box, Analyzer remains locked until you provide a license to
activate it. Click Activate Analyzer in the Project View to open the Activation dialog box when you are
ready to add a license.

Figure 1-1 Analyzer Activation Dialog Box

@ Analyzer Activation

License Information
Mo licerses Instaled

Add & new icense
Meed & license - Novell Cuskomer Care

From this page, you can do the following:

¢ “Acquiring an Analyzer License” on page 14
¢ “Adding an Analyzer License” on page 14
¢ “Using the Product Evaluation Key” on page 14
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Acquiring an Analyzer License

Analyzer licenses are available from the Novell Customer Care Portal (https://secure-
www.novell.com/center/regadmin/jsps/home_app.jsp).
1 Launch Analyzer, which automatically launches the Analyzer Activation dialog box.
2 In the Analyzer Activation dialog box, click Need a license - Novell Customer Care.
3 Browse to and select an Analyzer license.
4 Copy the activation code, then close the Customer Care Portal.

5 Continue with Adding an Analyzer License to install the Analyzer license.

Adding an Analyzer License
When you have a valid license, you can activate Analyzer.

1 In the Analyzer Activation dialog box, click Add a new license.

License Information

Licesre: |

Type: Urdimited

Wersion: 100

License IC: 1

Subgyeten: Anslyzer
Subsystem: IDSConfighiugins

50 - L r iCare

2 In the License dialog box, insert the activation code you downloaded from the Novell Customer
Care Portal, then click OK.

Analyzer installs the license and returns to the Analyzer Activation dialog box, where you can
see the details of the license you just installed.

3 Click OK to close the Activation dialog box and begin using Analyzer.

Using the Product Evaluation Key

You can try using Analyzer before purchasing the product. For trying the product, enter C064 0010
0000 E203 2CCA evaluation key in the License dialog box in Step 2 on page 14, then click OK to begin
using Analyzer. The product evaluation key is valid up to 14 days after you start using the product.
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1.3.2

1.3.3

Using the Silent Install

You can use scripts to install Analyzer without user interaction. This feature is known as a silent
install.
¢+ Windows: install.exe -i silent

¢ Linux: ./install -i silent
The -1 silent option uses all of the default values in the installation. To change the default values:

1 Issue the command install -r.
The -r option creates instal ler.properties file.
2 Edit the installer.properties file to add the desired values.

3 Issue the command install -i silent -f installer.properties.

To use the silent install, run the install program with -1 silent option. The option is the same
whether you install on Windows or Linux. For example:
¢+ Windows: install.exe -i silent

¢ Linux: .Zinstall -i silent
The -i silent option uses all of the default values in the installation. To change the default values:

1 Issue the command install -r.
The -r option creates instal ler.properties file.
2 Edit the installer.properties file to add the desired values.

3 Issue the command install -i silent -f installer.properties.

Installing an Audit Client

Analyzer includes an XDAS library that automatically generates audit events from the Data Browser
editor when you send data updates back to the application. For more information about using the
Data Browser editor to update data in the source application, see Section 3.7.3, “Modifying Data,” on
page 63.

To view these audit events, you must install an XDAS client that can receive the audit events from
Analyzer. More information about XDAS is available at the OpenXDAS Project (http://
openxdas.sourceforge.net).

Analyzer includes both a Linux and a Windows XDAS client as part of its download package, but the
client is not installed during the Analyzer installation routine.
1 Following the Analyzer installation, browse to the analyzer_instal I\openxdas folder.

2 Open the folder for the operating system you are running (either 1inux or win32), then launch
the XDAS client installer.

Linux: Use the rpm command to install the XDAS client appropriate for your hardware platform.
The 32-bit client is openxdas-0.6.294-1_i586. rpm. The 64-bit client is openxdas-0.6.294-
1.x86_64.rpm. Follow the prompts to install the XDAS client.

Windows: Launch openxdas-0.6.294-1. 1586 .msi and follow the prompts to install the
Windows XDAS client. The Windows client is 32-bit only.

Overview and Installation 15
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When it is installed, launch the XDAS client to automatically receive and display audit events from

Analyzer.

1.4 Understanding Analyzer's User Interface

Analyzer delivers its functionality through a new perspective for Novell Designer for Identity
Manager. Much of the user interface remains the same, but individual UI elements provide different
features in the Analyzer perspective than in the standard Designer perspective. The primary

Analyzer Ul elements include the following;:

¢ Section 1.4.1, “Welcome View,” on page 16

¢ Section 1.4.2, “Project View,” on page 17

¢ Section 1.4.3, “Schema Map Editor,” on page 19

¢ Section 1.4.4, “Data Browser,” on page 20

¢ Section 1.4.5, “Analysis Profile Editor,” on page 25

¢ Section 1.4.6, “Analysis Results View,” on page 26

¢ Section 1.4.7, “Data Set Instances View,” on page 27

¢ Section 1.4.8, “Analysis Result Sets View,” on page 27
¢ Section 1.4.9, “Matching Profile Editor,” on page 28

¢ Section 1.4.10, “Uniqueness Results View,” on page 30
¢ Section 1.4.11, “Matching Results View,” on page 31
¢ Section 1.4.12, “IDS Trace View,” on page 32

1.4.1 Welcome View

The Welcome view is essentially Analyzer’s title page. It provides version information and links to

the Analyzer Readme and documentation.

Figure 1-2 Analyzer Welcome Page

T welcome &3

Analyzer for Novell ldentity Manager
Analyze, Clean, and Enhance Data

QO @ ©

Overview Script Metrics Creating a Project
System Requirements Data Cleaning Creating a Connection
Known Issues Matching Improvements ik

Third-Party License Matching Preference Page Crea.tin.g DFEAR FRIE
Information SSL Connection to MySQL Madifying a Schema Map
Legal Motice Database Creating a Data Set

Definition

Viewing Application Data
Inspecting Data
Analyzing Data
Cleaning Data

Auditing and Reporting
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1.4.2 Project View

The Project view displays the details of your current Analyzer projects. Analyzer actions create and
manipulate the project components displayed in the Project view. The Project view includes a toolbar
that you can use to work with your Analyzer project.

Figure 1-3 Analyzer Project View

[=F Project ¥ B v T O

=l I=F AnalyzeThis
=-#| Flat Files
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Table 1-3  Icons in the Project View

Icon Description

o The Expand All icon expands the object hierarchy in the Project view.

= The Collapse All icon collapses the object hierarchy in the Project view.
W The Refresh View icon refreshes the Project view and reinitializes Analyzer’s

internal database.

Additionally, you can right-click any object in the Project View for a menu of actions you can perform
on the selected object.

The Project View uses several icons to represent the various objects you can create in an Analyzer
project:
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Table 1-4 Project View Icons

Icon

Description

=

O B [w [3

Unmodified Data Set

. Modified Data Set

Al
&

» Driver Stopped

.Driver Running

o

(&

Fie

Represents a specific project container. The project folder contains all
objects related to a particular Analyzer project.

Represents the flat file connection container, where you can create and
manage flat file profiles.

Represents a specific flat file connection.

Represents a specific schema map for the associated application or flat file
connection.

Represents a specific data set definition.

Represents a specific data set generated from the associated data set
definition.

If you make changes to data set instance values after importing the data set,
Analyzer indicates this by displaying the Modified Data Set icon.

NOTE: Because managing modifications requires re-querying the database,
the Modified Data Set icon persists even if you reset all values to their
original state. To reset the Modified Data Set flag in this case, click Update
Changes to the Application in the Data Browser toolbar.

Represents the connection profile container, where you can create and
manage connection profiles to different applications.

Represents a specific application connection profile and identifies the
associated driver as running or stopped.
Represents the analysis profile container where you can create and manage

analysis profiles.

Represents a specific analysis profile.

Represents specific analysis results, generated by applying the analysis
profile to a specific data set instance.

Represents the matching profile container, where you can create and
manage matching profiles for data comparison.

Represents a specific matching profile.

Represents the results of a specific matching or uniqueness analysis, run
against the data sets specified in the matching profile.

Represents a specific data source configuration used in a matching profile.
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1.4.3

Schema Map Editor

Analyzer’s schema map associates an application’s schema attributes to the corresponding schema
attributes in Analyzer’s base schema. This lets you ensure that your data analysis and cleaning
operations properly associate similar values between the disparate systems.

To accomplish this, Analyzer leverages the schema mapping features in Designer. For detailed
information about mapping schema in Identity Manager, see “Managing the Schema” in the Designer
4.0.2 for Identity Manager 4.0.2 Administration Guide.

Figure 1-4 Schema Map Editor
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The Schema Map editor includes a toolbar that you can use to work with schema:
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Table 1-5 Icons in the Schema Map Editor

Icon

@v

C.

Additionally, you can right-click in the Schema Map editor for a menu of actions you can perform.

Description

The Add Class Mapping icon lets you define a mapping between an Identity Vault
class and an application class.

The Add Attribute Mapping icon lets you define a mapping between an Identity Vault
attribute and an application attribute.

The Delete icon deletes the selected schema mapping entry in the Schema Map
editor.

The Manage Identity Vault Schema icon opens the Manage Schema dialog box,
from which you can add, delete, and modify the object classes and attributes in the
Identity Vault schema.

The Manage Application Schema icon opens the Manage Schema dialog box, from
which you can add, delete, and modify the object classes and attributes in the
application schema.

The Refresh Application Schema icon lets you query the application for an updated
schema definition.

The Expand All icon expands the schema hierarchy in the Schema Map editor.

The Collapse All icon collapses the schema hierarchy in the Schema Map Editor.

The Export Schema Mapping Policy to XML File icon lets you save the current
schema mapping to an XML file.

Data Browser

The Data Browser displays the details of the selected data set instance. From this view you can

examine and modify the data in the data set instance. Click in the Data Browser to select a cell. After

selecting a cell, you can navigate the Data Browser with your keyboard arrow keys.
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Figure 1-5 Data Browser Editor
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When using the Data Browser, you should be familiar with the following topics:

¢ “Data Browser Toolbar and Controls” on page 21
¢ “Data Browser Right-Click Menu” on page 23