


Figure 8. Novell Sentinel built-in Reporting Engine provides valuable insight to executive management and internal
and external auditors on policy adherence, violations and remedial actions, as well as how user
activity affects critical assets.
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Additional Components reports and generate queries against the

i Repository using Crystal Reports (included)
Reporting as the back-end reporting engine. (Please
Novell Sentinel ships with Sentinel Reports, refer to the report on the previous page.)

a complete solution for visualizing the enter- '
prise security environment, documenting reg- ~ JasperReports, an open source reporting
ulatory compliance, and efficiently managing ~ ©€ngdine, replaces Crystal Reports in Novell

operational risk. Sentinel Reports includes Sentinel Rapid Deployment. This integral part
a number of predefined report templates. of Sentinel is a streamlined reporting system
Administrators can also produce their own and allows users to easily run predefined or

custom reports.
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Figure 9. Novell Sentinel turns paper-based policies into automatically monitored IT controls.



Novell is delivering

on its promise to offer
the only product that
provides an integrated
view of asset- and
user-oriented activity.

Novell Sentinel and Identity
and Security Management

Novell Sentinel delivers a single view of
security and compliance activities across the
entire enterprise—enabling IT management to
know what is happening across the networked
infrastructure at any time, and to prove it.
Customers can now rely on the combined
benefits of Identity and Security solutions from
Novell and Sentinel real-time event monitor-
ing, response and reporting capabilities.

Novell is delivering on its promise to offer

the only product that provides an integrated
view of asset- and user-oriented activity,
delivering a more holistic and comprehensive
understanding of what’s happening in

your environment.

The Novell Sentinel message-bus-based
architecture enables easy integration with a
full array of Novell solutions, including:

Novell Sentinel Log Manager

Sentinel Log Manager is a best-in-class
solution for log management, and is easy

to deploy, use and maintain. Built on the
powerful Sentinel platform, Log Manager
delivers a quick return on investment to
customers who need to archive the data that
Sentinel analyzes.

It also delivers unmatched ease-of-use

with features such as one-click reporting,
out-of-the-box support for almost any event
source, and a streamlined Web 2.0 user
interface. Customers can quickly get a
handle on vast amounts of data and extract
value almost immediately by utilizing built-in
storage management, 10-to-1 compression,
powerful indexing and searching engines
and intelligent filtering.

Why Novell

Novell Sentinel was originally released in
1999 and is now a mature, robust log man-
agement tool. We have given IT managers a
real-time, enterprise-wide solution that can
intelligently and automatically respond to
any event, whether it’s a major virus attack
or a simple application-provisioning request.
Novell has long been an innovator in the
security space; we were the first to deliver

a single view of security and compliance
activities across the entire enterprise. While
the rest of the market was still focusing on
platform- or device-centric network oversight,
Novell offered a holistic security and regula-
tory compliance solution.

And we’re continuing that innovation today.
Novell Sentinel is now in its sixth generation
and we are more committed to our products
and to the security and compliance market
than ever. We prove that commitment through
the release of new, mature features such as
Novell Sentinel Rapid Deployment and Novell
Sentinel Log Manager. And we continue a
tradition of innovation through robust, flexible
technologies. Our tools give administrators
quick ROl and we build architectures that
are scalable enough to meet the needs of
any organization.

But aside from delivering industry-leading
Sentinel security event management soft-
ware, Novell offers a wealth of expertise in
secure, reliable enterprise infrastructure.
Beginning with the release of NetWare. more
than two decades ago to the recent launch
of SUSEs Linux Enterprise 11, Novell has
consistently built stable, scalable and secure
operating systems and network applications—
S0 secure that thousands of government
agencies and security-conscious corpora-
tions around the world have deployed them
for mission-critical operations.
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In addition, Novell offers an exceptional global
services organization that can assist you
with everything from strategic road-mapping
to technology deployment. And Novell has

a global partner ecosystem that includes

a broad range of independent hardware
vendors, independent software vendors,
consultants and systems integrators.

Conclusion

Novell Sentinel represents a turning point
for enterprises. Costly, time-consuming,
error-prone manual processes can now

be replaced with an automated, rigorous
and predictable security- and compliance
monitoring program. By bringing automation

and comprehensive oversight to security
management and compliance monitoring,
Sentinel enables organizations of all types
to be fully prepared for internal and external
threats and for auditors. Organizations can
finally gain a complete, real-time picture of
security-related events, and can respond to
known threats while they identify and resolve
emerging ones. What’s more, organizations
can now produce regulation-specific
security and compliance reporting for

the entire enterprise.

For more information, contact a sales
representative or visit: www.novell.com/
roducts/sentinel

www.novell.com

By bringing automation
and comprehensive
oversight to security
management and
compliance monitoring,
Sentinel enables
organizations of all types
to be fully prepared for
internal and external
threats and for auditors.



“Compliance is changing the way companies think about security

and identity management. The focus now is on automating and

reporting results, as well as responding to events and
non-compliant activities as they happen.”

Ron Hovsepian
Chief Executive Officer
Novell, Inc. www.novell.com
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Solutions Provider, or call
Novell at:
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