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Facing a tight deadline for Government Connect 
Secure Extranet compliance, Lambeth Council 
worked with Novell® Partner Securiam to deploy 
Novell Sentinel™ Log Manager. The solution has 
greatly simplified IT security management and 
auditing, and provided a foundation for future 
compliance exercises.
Overview
Lambeth is one of London’s most densely 
populated boroughs, with 275,000 people 
living in an area of just over ten square miles.  
Lambeth Council provides a wide range of 
online services to its citizens, and prides 
itself on being a leader in public sector IT 
adoption while also maximising value for 
money. As a result of its highly successful  
IT strategy, the Society of Information 
Technology Management has recognised 
Lambeth as having the lowest IT costs  
of any London council.

Challenge
Lambeth Council needed to be able to 
respond to a new policy from the UK 
Department of Work and Pensions (DWP): 
from 30th September 2009, the exchange 
of all restricted or sensitive personal data 
between the DWP and local government 
organisations would take place via a new 
secure IT channel, the Government Connect 
Secure Extranet (GCSX). 

To use GCSX, all local authorities would 
have to achieve compliance with a Code of 
Connection (CoCo) specifying 127 different 
security controls—including everything from 
site security and employee training through 
to IT monitoring and audit requirements.

“If we missed the deadline and were unable  
to connect to the DWP for any length of time,  
the impact on our public services would be  

very serious indeed,” said Mary Cotterell, 
Technology Programme Manager at Lambeth  
Council. “To meet the infrastructure security  
requirements for our estate of several hun­
dred mixed operating system servers, we 
needed a flexible, scalable log management  
solution that could be implemented as quickly  
and as cost effectively as possible.”

Solution
The Lambeth team began researching 
possible solutions, and performed a full 
market survey in accordance with its 
standard procurement processes.

“GCSX CoCo compliance is only relevant 
for UK local authorities, so there weren’t 
many solutions on the market that were 
specifically designed to meet its needs,” 
said Cotterell. “We decided on a different 
approach: choosing a more generic solution 
that was flexible enough to adapt to our 
immediate needs. This would also have 
the advantage of giving us a platform for 
meeting other requirements in future: for 
example, the Council offers a number of 
payment card-related services, so we may 
need to consider PCI-DSS compliance in 
the near future.”

Adapting the solution quickly would require 
excellent vendor support, so this was another  
key requirement. Finally, it was important to  
get the best possible value for public money.
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–	� Achieved logging requirement  

of Government Connect Secure  
Extranet (GCSX) Code of Compliance 
within 30 days

–	� Enabled rapid diagnosis and 
identification of sources of virus 
infections and hacking attempts

–	� Built a flexible platform capable  
of adapting to future compliance 
requirements

“Sentinel will enable us to quickly 
and easily provide reports on 
Windows events at the click of a  
button. Alerts can be set up if group  
membership or audited areas 
change. Previously unobtainable 
details can now be queried and 
output to a spreadsheet or PDF 
within minutes.”

Salim Gani
Senior Server Support Officer 
Lambeth Council



“We had a shortlist of five or six solutions, 
and Novell Sentinel Log Manager was the 
clear winner,” said Ben Fountain, Information  
Security Officer. “We were impressed with 
the expertise and commitment from Novell 
and its partner Securiam, and their proposal 
also offered the best value for money of all 
the options we considered.”

Within 30 days, the Novell, Securiam and 
Lambeth team had designed the solution, 
installed the software, and rolled it out across  
the server estate. As a result, Lambeth 
achieved GCSX CoCo compliance ahead of  
the deadline, and is now able to communi­
cate seamlessly and securely with key central  
government systems. The software is now 
being rolled out to the rest of the infrastruc­
ture, and will soon provide a comprehensive 
log management solution.

“The Novell and Securiam teams did an 
excellent job during the implementation—
dealing with issues rapidly and profession­
ally, helping us to get the solution online well 
within the deadline,” said Cotterell. “Their 
support will continue to be important as we 
extend and adapt the solution, and we are 
fully confident in the future of the partnership.” 
 

Results
From an operational perspective, Novell 
Sentinel Log Manager will transform the  
way Lambeth Council handles IT security 
issues such as virus infections and tracking 
file access.

“Novell Sentinel Log Manager gives us a 
single point of control where all logs are 
collected and analysed, providing a much 
more efficient way to handle security-related  
incidents,” said Fountain. “Currently, the  
potential time-savings are only to be guessed  
at—but I would be surprised if our next 
significant malware/hacking event isn’t 
identified, traced and triaged within hours.”

“Novell and Securiam worked very suc­
cessfully with the Lambeth project and 
operational teams to deploy the Novell 
Sentinel Log Manager under extremely 
challenging circumstances and a tight 
timeframe,” said Cotterell. “Their expertise 
and support were invaluable in contributing 
to the overall success of our project and 
ultimately compliance.”

“Novell Sentinel Log Manager has made an essential contribution  
to our successful GCSX compliance exercise, and will continue  

as a key tool for meeting future compliance requirements 
such as PCI-DSS.” 

Mary Cotterell
Technology Programme Manager 
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For More Information:
To read more customer
success stories, visit:
www.novell.com/success

Contact your local Novell 
Solutions Provider, or call  
Novell at:

Novell UK Limited
Novell House 
1 Arlington Square 
Downshire Way 
Bracknell 
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RG12 1WA 
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Fax: +44 (0) 1344 724001 
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www.novell.com

Partner Locator 
www.novell.com/partnerlocator/ 
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Minimum Size Requirements 
The Novell Logo should NOT be 
printed smaller than 3 picas 
(0.5 inches or 12.5 mm) in width.  

Clear-space Requirements 
2   Allow a clean visual separation 

of the Logo from all other elements. 
The height of the "N" is the 
measurement for the minimum 
clear-space requirements around 
the Logo. This space is flat and 
unpatterned, free of other design 
elements and clear from the edge 
of the page.     
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