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Manage All External Cloud 
Connections with Novell® 
Cloud Security Service
With Novell® Cloud Security Service, you can  
leverage your existing identity infrastructure to  
access all your cloud applications and get 
consistent compliance tracking.
What Is Novell Cloud  
Security Service?
Novell Cloud Security Service is a Web-
based identity and access management 
service that makes SaaS, PaaS and IaaS 
applications more secure for the enterprise. 
This service acts as a trusted identity broker 
between you and cloud providers, and is 
based on open standards. This means it 
supports translations between all the major 
standards in the market today. Some of  
the many benefits you receive include  
the following: 

Ability to Extend Your Internal  
Policies to the Cloud
You have already invested time and resources  
into your identity and access infrastructure. 
With Novell Cloud Security Service, you 
can leverage your existing infrastructure 
to securely access cloud applications and 
enforce your internal policies and roles in 
the cloud. 

Single Sign-On
Novell Cloud Security Service allows your 
employees and partners to remember just 
one user name and password to access  
all authorized Web-based services. Our 
solution leverages industry standards to 

enable single sign-on using the enterprise 
identity infrastructure.

Just-in-Time User Provisioning 
Having multiple SaaS applications increases 
IT maintenance time and costs. Now, when 
a user is created or deleted in the enterprise,  
that access information is automatically 
reflected in all the applications.

Comprehensive Audit Logs
Audit logging is critical to your organization 
and is a specific requirement of many regu-
latory and standards bodies. Our solution 
eliminates these concerns by tracking and 
reporting compliance events from the cloud 
back to the enterprise.

Control of Sensitive Information  
in the Cloud
Many solutions in the market provide identity 
management in the cloud; however, they 
deliver this service by opening firewall ports, 
something that IT administrators don’t like to 
do. Novell Cloud Security Service is the only 
solution in the market today that is firewall 
friendly and controls sensitive information in 
the cloud using an implementation approach 
called “annexation.” 
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“Novell Cloud Security alleviates 
security and compliance concerns, 
so organizations can focus on 
driving core business value.”

Jeff Kaplan
Managing Director
THINKstrategies
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What makes the Novell solution different? Our solution offers  
true enterprise-ready identity, access and compliance solutions  

for your cloud environment. 

The Ability to “Connect Once,  
Deploy Everywhere”
Different cloud providers have  
different methods of accepting  
and verifying identity and access 
information. This requires you to have 
multiple approaches for enabling single 
sign-on and communicating access rights. 
Our solution takes care of the integration 
hassle because it supports numerous 
industry standards. This makes it easy for 
you to connect to every cloud application.

How Does Novell Cloud  
Security Service Work?
Novell Cloud Security Service is hosted in 
the cloud, either where the provider hosts its 
application or via a Novell hosting partner.

A user can log on via the enterprise identity 
system or directly to Novell Cloud Security 
Service (as illustrated above). The service first

        �        verifies the identity, and if success-
ful, it generates an identity token 
in the format needed by the SaaS 
provider. The user is now authenti-
cated to the SaaS architecture.

What Makes the Novell  
Solution Different?
Novell Cloud Security Service goes beyond 
federating and single sign-on to provide the 
only truly secure solution for your needs.  
In addition, our unique solution offers: 

	 Consolidated compliance monitoring and 
management dashboards across vendors

	 Sharing of roles, policies and workflows  
in the cloud

	 Support for multiple standards, which offers  
true interoperability

For more information visit: www.novell.com/
cloud-security
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