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Enterprise Risks Holistically

How Novell Partners with SAP to Deliver a Unique, Integrated
Solution for Continuously Monitoring IT Controls and Business Risks
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Sonny Dasgupta, Director of GRC Marketing, SAP

rguably, the last two economic crises stemmed
from poor visibility into overall enterprise
risk: At the turn of the millennium, the Inter-
net bubble resulted from investors not having
visibility into the risks contained within future
cash flows, which led to unrealistic valuations. And over the
last few years, businesses’ lack of awareness of major risks to
their balance sheets has moved “enterprise risk management”
firmly onto the executive agendas of CIOs, CFOs, and CEOs.
While neither SAP nor Novell can promise to prevent the
next economic bubble, the companies have formed a unique
partnership with the goal of delivering a comprehensive,
holistic solution that drives continuous compliance and helps
companies connect risk management to business strategy and
performance management.

What Are SAP Customers Looking for When It
Comes to Managing Risk?

What both Novell and SAP are seeing in the market today
is that customers are in the early stages of understanding
IT and enterprise risks and how a comprehensive risk man-
agement program can help them meet their business goals.
Increased government oversight in the areas of consumer
privacy and financial controls creates a tangled web of du-
plicative IT controls that are hard to manage. The concepts
of enterprise risk mitigation and controls, identity and fraud
management, and governance, risk, and compliance (GRC)
are top-of-mind for executives, who are now looking for
solutions to combat these business and IT risks.
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Increasingly, companies need software that manages users
access to applications securely and efficiently, while meeting
audit and compliance requirements. They are also realizing
that they must protect information and prevent fraud with
automated software that detects and analyzes potential risks
and gives IT and management teams the information they
need to make decisions that ensure compliance. However,
customers do not want to be tied to just one vendor. And
they want to ensure that ecosystem solutions are integrated
out of the box — to reduce implementation time and share
ownership and responsibility.

A Unique Partnership Offers an Integrated Solution
The Novell Compliance Management Platform, which
includes industry-leading security information and event
monitoring (SIEM) and enterprise-wide identity manage-
ment capabilities, easily integrates with SAP Business-
Objects GRC solutions — SAP BusinessObjects Access Con-
trol, currently, and SAP BusinessObjects Process Control and
SAP BusinessObjects Risk Management by the end of 2010
— allowing SAP customers to map risk to corresponding
KPIs in a business context.

The joint Novell and SAP solution, the Novell Compli-
ance Management Platform extension for SAP environ-
ments, ensures that enterprises are secured and can moni-
tor processes to assess risks, set up controls to contain them,
and take actions to remediate them in real time before the
business experiences any negative impact.

This unique partnership between Novell and SAP features
three critical elements that create value for customers: Align-
ment of enterprise risk management in the context of busi-
ness strategy; integration of risk and performance monitor-
ing and metrics; and the ability to leverage an existing IT
infrastructure to drive higher ROL

How Customers Are Overcoming Their Risk
Management Challenges

Given our strained economic environment, companies are
being asked to do more with their existing infrastructure.
Customers need to prove that any investments they make
today are adaptable and modular and will position them
properly for future investments. When customers invest in
the integrated solution from Novell and SAP, they are driv-
ing business value by:
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« Moving away from immature risk management
programs that operate in disconnected silos and
require costly, labor-intensive administrative work

The Collaborative Solution in Action

The integrated solution resulting from Novell and
- Integrating fragmented point solutions to get a con-

. > . SAP’s unique partnership has been applied across a
sistent, broad view of the enterprise

variety of industries. Here are two examples of SAP

« Expanding their underlying compliance point solu- customers that are benefiting from this solution:

tions to manage not just compliance reporting, but

overall business and IT risk as well * A chemical manufacturer was operating a legacy
identity management system and was looking to

» Leveraging security and identity management
to support compliance and risk management —
especially in increasingly complex industries that re-
quire companies to grant access not only to employ-

ees, but also to external partners and suppliers

automate provisioning across disparate systems.The
company was in the early stages of developing its GRC
program, so the expandability of Novell and SAP’s inte-
grated solution played a role in the selection process.

Because this chemical manufacturer also had several

Organizations should have controls in place to deal
with business risks. SAP BusinessObjects Access Control
proactively detects and mitigates segregation of duties
(SoD) violations, such as when a user both creates and
pays a vendor. Another serious SoD violation occurs if

mission-critical SAP systems, this solution’s out-of-the-

box integration was a key differentiator.

* A utility company that had already implemented

a user has both database administration and system ad-
ministration access. Novell’s Compliance Management
Platform can automatically prevent and monitor such IT

some SAP BusinessObjects GRC solutions was look-
ing for an identity management and security system

to help leverage that investment while also providing

GRC violations and reduce risk. With this joint solution,
the entire enterprise can be SoD riskfree — not only for
the core applications, but also for IT infrastructure secu-
rity. The solution identifies business and IT risks from one
central place based on key corporate objectives — enforc-
ing controls and continuously monitoring them with the
same approach to enterprise risk and compliance. “f;:'mﬁlm'ﬂ'ﬂ'
The integrated solution from Novell and SAP enables
SAP customers to overcome their risk management chal-

the roadmap to future integrations with other SAP
BusinessObjects GRC solutions. Novell and SAP’s

integrated solution was the answer for them.

.. . . Deive continuous Full Business
lenges and holistically manage both IT and business risks. campliance Risk Veaibslity
Using the solution, customers can continuously monitor
IT controls and business risk as part of an overall enter- Continuous

Compliance

prise risk management strategy. B

Reactive

Leo Castro brings over 10 years of cross-industry
experience in functional areas including IT operations
and strategic planning. Leo currently oversees solution
marketing for Novell's compliance management
solutions, including integration with SAP solutions

for governance, risk, and compliance.

Sonny Dasgupta has over 10 years of experience in
risk management, business process control, security
and identity management, and access control as a
strategic consultant and thought leader. He speaks
regularly at ASUG and other events on fopics such as
security and controls.

4. The collaborative solution from Novell and SAP helps
SAP customers move away from a reactive approach to
risk, instead turning risk into a strategic asset
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