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About This Guide

This Novell® Group Wise® Mobile Server Administration Guide helps you administer a GroupWise
Mobile Server system. The guide is divided into the following sections:

* Chapter 1, “Introducing GroupWise Mobile Server,” on page 11

» Chapter 2, “Using the Intellisync Mobile Suite Control,” on page 15

* Chapter 3, “Using Management Tools,” on page 29

* Chapter 4, “Profile Settings,” on page 45

* Chapter 5, “Security,” on page 71

» Chapter 6, “Authenticating Users,” on page 77

* Chapter 7, “Granting Access to the Mail Server,” on page 83

* Chapter 8, “Maintaining GroupWise Mobile Server,” on page 87

Audience

This guide is intended for network administrators who install and administer GroupWise Mobile
Server.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Group Wise Mobile Server Administration Guide, visit the Novell
GroupWise 7 Documentation Web site (http://www.novell.com/documentation/gw?7).

Additional Documentation

For additional GroupWise Mobile Server documentation, see the following guides at the Novell
GroupWise 7 Documentation Web site (http://www.novell.com/documentation/gw7):

* GroupWise Mobile Server Installation Guide

s Client Guides
In addition to the electronic versions of the manuals, the following online help systems are available
via the Help menu:

» Email Accelerator Help

* Management Help

* Profile Settings Help


http://www.novell.com/documentation/gw7
http://www.novell.com/documentation/gw7
http://www.novell.com/documentation/gw7
http://www.novell.com/documentation/gw7

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux*, should use forward slashes as required by your software.

When a startup switch can be written with a forward slash for some platforms or a double hyphen for
other platforms, the startup switch is presented with a forward slash. Users of platforms that require
a double hyphen, such as Linux, should use double hyphens as required by your software.
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Introducing GroupWise Mobile
Server

This chapter introduces you to GroupWise Mobile Server and provides information for using
GroupWise Mobile Server effectively.

» Section 1.1, “Overview,” on page 11

» Section 1.2, “GroupWise Mobile Server Components,” on page 12

» Section 1.3, “Intellisync Mobile Suite Products,” on page 14

» Section 1.4, “Other Components,” on page 14

1.1 Overview

Using GroupWise Mobile Server, you can synchronize Personal Information Manager (PIM) and e-
mail data from Novell® GroupWise to Windows* CE, Windows Mobile*-based Smartphones,
Symbian* OS, Palm OS* handheld devices, and SyncML* devices.

The GroupWise Mobile Server includes the following modules from Intellisync:

* E-mail Accelerator (excluding POP3, IMAP, Exchange Connector, Lotus Notes* Connector,
Workgroup, and PC Monitor)
* GroupWise Connector

* Mobile device synchronization

NOTE: GroupWise Mobile Server requires a database such as Sybase* ASA or SQL Server to
operate. If no database is present, Sybase ASA is available on the installation download, and you
can use it for installations with close to 1000 users. For a production environment, you should use
SQL Server 2000 (Service Pack 3). This full-version database environment offers expanded support
for a large number of simultaneously connected clients. If you choose to use SQL Server, it should
be installed prior to installing GroupWise Mobile Server.

1.1.1 GroupWise Mobile Server

Using GroupWise Mobile Server, you can synchronize PIM and e-mail data from GroupWise to
Windows CE, Windows Mobile-based Smartphones, Symbian OS, and Palm OS handheld devices
and SyncML devices. You can also access corporate e-mail, calendar entries, address book, and to-
do lists from any Web browser or Internet-ready mobile phone.

For supported devices, you can set up the Push feature so your device receives new mail as it comes
in, without any intervention from you.

GroupWise Mobile Server can be configured to connect to only one GroupWise POA. If you have
users on multiple POAs, GroupWise Mobile Server uses GroupWise redirecting to find the users on
other POAs during the initial search for the users. GroupWise Mobile Server always connects to the
POA that the users are on.

Introducing GroupWise Mobile Server
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1.2 GroupWise Mobile Server Components

GroupWise Mobile Server is built around a set of core technologies that provide a common structure
and user interface for all components. This framework extends your enterprise systems to include a
wide variety of devices and networks.

GroupWise Mobile Server offers an intuitive user interface, an administrative console, a secure
gateway for mobile communications, and a collection of shared services, such as user management,
profiles, logging, and reporting.

1.2.1 Intellisync Mobile Suite Client

The Intellisync Mobile Suite Client provides users with easy access to information available through
your system.

The Intellisync Mobile Suite Client runs on client mobile devices, and is the only application the end
user needs to stay connected to while away from the office.

The client has an easy-to-use user interface and serves as the user’s launch pad for delivery of all
mobile information.

After a communications session, the user sees a summary of the new information. The user can also
view summary information for previous sessions.

For additional information about the Intellisync Mobile Suite Client, see the Novell GroupWise 7

Documentation Web site (http://www.novell.com/documentation/gw?7).

1.2.2 Intellisync Mobile Gateway

The Intellisync Mobile Gateway handles communications, connections, security, encryption, and
user authentication. The gateway serves as the connection between the Intellisync Mobile Suite
server and the outside world. gateway installs as part of the server installation, and the client
software contains the components required to connect to the server through the gateway.

For additional information about the Intellisync Mobile Gateway, see “Using the Secure Gateway”
in the GroupWise Mobile Server 7 Installation Guide.

12 GroupWise Mobile Server 7 Administration Guide
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1.2.3 Intellisync Mobile Suite Control

The Intellisync Mobile Suite control, which is part of the Microsoft* Management Console (MMC),
helps you manage all GroupWise Mobile Server products and functions. The Intellisync Mobile
Suite control is sometimes referred to as the Admin Console.

Figure 1-1 Intellisync Mobile Suite Control

Tﬂl Intellisync - [Console Root' Intellisync Mobile Suite] ;|g|5|
E‘%] File  fAckion Wiew Favorites  'Window  Help =18 %]
& = | | NE

(1 Console Fook Marne |

El-"‘- Inkelisnc Mabile Suite Management
=g Management “FEmail Accelerator
- € Users E34 Profile Settings

-2 Devices
] servers

-- 1 Logs
=-|#] Reports

[+ Email &cceleratar
+-E3¥ Profile Settings

|F'|:|wered by Inkellisync | |

From the Intellisync Mobile Suite control, you can complete many administrative tasks, including
the following:

* Managing users and groups

* Managing settings and other variables specific to each Intellisync Mobile Suite product

* Managing profile settings

» Configuring connectivity settings
Because the Intellisync Mobile Suite control is a snap-in for MMC, you can integrate it with other
MMC-compatible products. You can set up a custom console to include all your MMC-compatible
products, giving you one central place to manage users for all products. Microsoft SQL Server is an

example of MMC-compatible products that you can add and manage from the Intellisync Mobile
Suite control.

The Intellisync Mobile Suite control installs as part of the server installation.

Introducing GroupWise Mobile Server
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1.3 Intellisync Mobile Suite Products

The Intellisync Mobile Suite infrastructure contains the basic elements in your mobile solution, as
well as Intellisync Wireless Email. In addition to this framework, three separate products are
available for you to purchase to support your mobile workforce:

* Intellisync Data Sync

+ Intellisync File Sync

* Intellisync Systems Management

These products snap into the GroupWise Mobile Server framework. You can use the products
together or separately.

1.3.1 Intellisync Wireless Email

Intellisync Wireless Email offers centralized e-mail and personal information manager (PIM)
synchronization capabilities for your users. With Intellisync Wireless Email, users can synchronize
e-mail, contacts, memos, calendars, and to-do items among all their mobile devices, eliminating the
need for duplicate data entry.

This same data is also accessible from any Internet-capable mobile phone and the Web browser on
any computer connected to the Internet. Intellisync Wireless Email is included as part of the
GroupWise Mobile Server product.

1.4 Other Components

GroupWise Mobile Server relies on other software components to function properly. Some of these
key components include:

* Microsoft Management Console

* A server database

NOTE: For a complete list of installation requirements, see the Group Wise Mobile Server 7
Installation Guide.

1.4.1 Microsoft Management Console

The Microsoft Management Console (MMC) provides a structured user interface and environment
for running management applications. The Intellisync Mobile Suite control is an MMC snap-in, and
therefore requires MMC to run. MMC installs automatically as part of Windows 2000 and 2003
server.

1.4.2 Server Database

Intellisync Mobile Suite requires a database to operate. The database stores your users, groups,
publications, logs, and other important data. Intellisync Mobile Suite works with the database to
store and retrieve information as needed.

The server installation program includes and establishes a database for a production environment.

14 GroupWise Mobile Server 7 Administration Guide



Using the Intellisync Mobile
Suite Control

This section covers information for setting up and using the Intellisync Mobile Suite control.

» Section 2.1, “Overview,” on page 15

» Section 2.2, “Getting Started,” on page 15

» Section 2.3, “Actions and Properties,” on page 16
* Section 2.4, “Management,” on page 27
 Section 2.5, “Email Accelerator,” on page 28

» Section 2.6, “Profile Settings,” on page 28

2.1 Overview

With the Intellisync Mobile Suite control, you can complete many administrative tasks, including:

* Managing users and groups
* Managing settings and other variables
* Managing profile settings
+ Configuring connectivity settings
Before using the Intellisync Mobile Suite control, you must configure database and authentication

settings for GroupWise® Mobile Server. See the GroupWise Mobile Server 7 Installation Guide, or
use the online help for instructions to set up the Intellisync Mobile Suite control.

2.2 Getting Started

The Intellisync Mobile Suite control is available on the server computer. Use the following
instructions to start the Intellisync Mobile Suite control:

1 Click Start > Programs > Intellisync Mobile Suite > Admin Console. The Intellisync Mobile
Suite control appears.

':m Intellisync - [Console Root'Intellisync Mobile Suite] - |E||1|
“& File  Action Wew Favorites  Window  Help | _|5|1|

eo Om B8

[_1 Console Roat:
= Mobile Suite
5 Management

ﬂ Users

GEroups

s Devices
Servers

=1 Logs

Reports

Email Accelerator
- £5il Profile Settings

Name

% Managernent

<CFEmail Accelerator
B3 Profile Settings

|P0wered by Intellisync
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2 From the console tree, select Intellisync Mobile Suite to expand it. The Management and
Profile Settings controls appear, in addition to Email Accelerator.

3 Select a control to view additional information.
If you are using other MMC-compatible products to manage GroupWise Mobile Server, you can add

those products to the console. Microsoft SQL Server, for example, is MMC-compatible. If you use

these products, you can add them to the console, giving you one central place to manage functions
related to GroupWise Mobile Server operations.

2.3 Actions and Properties

The Intellisync Mobile Suite control Action menu offers specific actions and settings that are
important for configuring and maintaining your system.

1 From the console tree, select Intellisync Mobile Suite.
2 Click Action.

':m Intellisync - [Console Root'Intellisync Mobile Suite] - |E||1|
Bﬁ] File | Action Wiew Favorites Window Help | - |ﬁ'|1|
a = About Intelisync Mobile Suite. ..
(] Cons  Mew Windaw From Here e |
B
: g Mew Taskpad View. .. anagement
g Ermail Accelerator
Export List... Profile Settings
HE
. [ Properties

Help

- Reports
-7 Email Acceleratar
-3 Profile Settings

|P0wered by Intellisync | ‘

Because the Intellisync Mobile Suite control is an MMC snap-in, it uses many of the same operating
conventions and terminology that you may be familiar with from using other MMC products. For

example, the area on the left is called the console tree pane, and the area on the right is the details
pane.

In addition to the Action menu items, which are available from most areas in MMC, there are two
menu items specific to the Intellisync Mobile Suite control:

 Section 2.3.1, “About Intellisync Mobile Suite,” on page 16
» Section 2.3.2, “Intellisync Mobile Suite Properties,” on page 17

2.3.1 About Intellisync Mobile Suite

To view the About window:

1 From the console tree, select Intellisync Mobile Suite.
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2 Click Action > About Intellisync Mobile Suite.

About Intellisync Mobile Suite

Intellisync Mobile Suike

Server Yersion 6.7.0,91 License, ., |

Client Pack Yersion 6.7.0.91

Copyright () 1995-2005 Intelisync Corporation, Al rights Help |

reserved, The software is protecked by U5, Patent Mo,
6,671,703, Other patents pending. Al other trademarks or
reqgistered trademarks are the property of their respective

OWNErs,
File: | ‘ersion | -
AdminService, exe £.7.0.91
AdmingerviceEM, dl 6,7.0,91 =
AdminServicela. dl 6.7.0.91
AssetsER.dll £.7.0.91
Assets1A.dl 6,7.0.91
CeCabUtl.dl 6.7.0.91
ClientMsgCS.dll 6.7.0.91
ClientMsgDE.dl 6.7.0.91
ClientMsgER.dll 6.7.0.91
ClientMsgES. dl 6.7.0.91
clientrisgFR. di £,7.0,91 Y e
ClientMsgIT.dll 6.7.0.91 ;I

The About window shows copyright information and version numbers for the Intellisync
software and your Intellisync Mobile Suite components.

Viewing Your License Information

1 From the console tree, select Intellisync Mobile Suite.

2 Click Action > About Intellisync Mobile Suite, then click License.

Operation of Intellisync Mobile Suite requires a valid license. Licenses limit the oK |
number of users and which products are enabled. Evaluation licenses alsa limit i

how long the product: will remain operational, Cancel |

Contact vour vendor o upgrade from an evaluation license ar to add additional
users or products ko a license, Help |

License Details

Install Date:  4/20/2006 4:52:55 PM
Status:  Yalid
Users:  Unlimited users
Expiration: Ewvaluation license will expire in 146 days.
Customer ID: 4663

Products:

License Key: | 034E4AS97DEAESE4ESEFEE4A4E4E0BED Edit |

‘Your license key controls which Features of Intelisync Maobile Suite are available and
identifies ywour installation to Intelisyne, This wil transmit to Intelisync your license
key, a unique installation identifier, user counts, and installation infarmation such as
the version of Intelisync Mobile Suite that you're running.

[+ Enable communication of license and support information

You license is based on the products and number of licenses you purchase. Evaluation licenses
expire, but production licenses do not.

2.3.2 Intellisync Mobile Suite Properties

To view the Intellisync Mobile Suite properties:

1 From the console tree, select Intellisync Mobile Suite.

Using the Intellisync Mobile Suite Control 17



2 Click Action > Properties.

Intellisync Mohile Suite Properties 2

General |Diractmies| ServerName' Aulhant\caliun' SecureAdmimistraliDn' Server KE_'," Secure Gatewayl

i~ Database Connection

QDBC Data Source:

ite:
Login: dba Password: | FHEERRRER

Ta change the server's database connection, make changes above or configure
the DSk, Mote that you must make these changes on all machines in a cluster,

—Proxy Infarmation

Proxy Server: I Port: I

Proxy User: I Password:

~ SMTP Server For Alerts and Push

SMTP Server: I Port: I 25

Erom address of SMTP Messages: I “Alert” <alert@intelisync.com:

—Website Security Settings
I Force website access to use HTTPS
™ Force WaP (Internet phane) site access ko use HTTPS

r~ Mightly Maintenance
Mightly Maintenance Time: 1:00 AM :‘

On Completion of Mightly Maintenance: IRestart Process ot
r—Client Languages

Default Client Language: IEng\ish 'I

¥ | &l Inttial Deployment browser bo determine client [anguage

0K I Cancel | Apply Help

General Tab

The General tab allows you to set your database connection, proxy and SMTP information, Web site
security, nightly maintenance schedule, and your default client language.

1 From the console tree, select Intellisync Mobile Suite.

18 GroupWise Mobile Server 7 Administration Guide



2 Click Action > Properties.

Intellisync Mohile Suite Properties 2

General |Diractmies| ServerName' Aulhant\caliun' SecureAdmimistraliDn' Server KE_'," Secure Gatewayl

i~ Database Connection

QDBC Data Source: kel 2
3

Password; | *Heesesss

Ta change the server's database connection, make changes above or configure
the DSk, Mote that you must make these changes on all machines in a cluster,

Login: db

—Proxy Infarmation

Proxy Server: I Port: I

Proxy User: I Password:

~ SMTP Server For Alerts and Push

SMTP Server: I Port: I 25

Erom address of SMTP Messages: I “Alert” <alert@intelisync.com:

—Website Security Settings
I Force website access to use HTTPS
™ Force WaP (Internet phane) site access ko use HTTPS

r~ Mightly Maintenance
Mightly Maintenance Time: 1:00 AM :‘

On Completion of Mightly Maintenance: IRestart Process ot
r—Client Languages

Default Client Language: IEng\ish 'I

¥ | &l Inttial Deployment browser bo determine client [anguage

0K I Cancel | Apply Help

Database Connection

The Intellisync Mobile Suite control stores information about users, groups, publications, and so
forth, in a database. When you install the GroupWise Mobile Server software, the installation
program creates an ODBC data source to connect to the database. The default data source name is
Intellisync Mobile Suite.

¢ ODBC Data Source: Displays the name of the current ODBC data source. Do not change this
value unless you created a new database.
* Login: Type the login name for the current ODBC data source.

* Password: Type a password for the current ODBC data source, or you can leave the password
field empty.

NOTE: If you use the Windows Control Panel to modify the ODBC data source, or if you change
the login name and password in the database, you must also modify the Database Connection
properties in the Intellisync Mobile Suite control.

Proxy Information

Use the Proxy Information fields for Intellisync Mobile Suite servers that must use a proxy server
for access to the Internet.

¢ Proxy server: Type the name of the computer acting as the proxy.

¢ Port: Type the port number for the proxy server.

¢ Proxy User: Type the user ID for the proxy server. (Complete this field only if you are using an
authenticated proxy.)

Using the Intellisync Mobile Suite Control 19



* Proxy Password: Type the password for the proxy server user ID. (Complete this field only if
you are using an authenticated proxy.)

SMTP Server for Alerts and Push
If you plan to use Alerts or Push, you must specify the SMTP server information.

* SMTP Server: Type the name of the SMTP server.
* Port: Type the port number of the SMTP server.

* From address of SMTP messages: Type the text you want to appear in the From address field
of your SMTP messages. This entry is only for messages that do not have a From address, such
as alerts generated by GroupWise Mobile Server.

Website Security Settings

For additional security, you can force Web access, WAP access, or both to use HTTPS, which is an
extension to the HTTP protocol that supports sending data securely over the World Wide Web. This
redirects users to a secure URL when necessary.

* Force website access to use HTTPS: Forces all Web site access to use HTTPS as the
communications protocol.

¢ Force WAP Access to use HTTPS: Forces all WAP access to use HTTPS as the
communications protocol.

Nightly Maintenance
Use this section to change settings for nightly maintenance.

* Nightly Maintenance Time: You can configure the Intellisync Mobile Suite server to run
nightly maintenance services at a preset time. The maintenance service completes by restarting
the server. The default time for running the services is 3:00 a.m.

* On Completion of Nightly Maintenance: Use this setting to control whether the server
restarts at the end of the maintenance process. Novell strongly recommends that you select the
default setting, Restart Process.

Client Languages
Use this section to set the default client language.

¢ Default Client Language: Select the default client language: English, German, French,
Italian, Czech, Portuguese, or Spanish.

¢ Allow Initial Deployment browser to determine client language: Use this setting to allow
the browser to determine the client language.

Directories Tab
Use the Directories tab to specify the disk location to store data used by GroupWise Mobile Server.

1 From the console tree, select Intellisync Mobile Suite.
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2 Click Action > Properties, then click the Directories tab.

Intellisync Mohile Suite Properties 2

General Directories |SewerName| Aulhant\caliun' SecureAdmimistraliDn' Serverkey | Secure Gatewayl

i~ Shared File System
Disk location to store data used by Intellisync Mobile Suite
" single location (subsystems have their own sub direckories)
[l

& Different lncations For each subsystem

Systems Mgmt/File Syne Staging In Area
I CiProgram FilesiIntelisync Mabile Suitetin

Systems Mamt/File Sync Staging QUt Ares
I CiProgram FilesiIntellisync Mobile Suitetout

Mobile Gateway Message Store
I Z:\Program FilesiInkellisync Mobile Suitelcommsywrifilestore

Emall Accelerator Data
I i:"\Program FilesiIntellisync Mobile Suite\PIMySharedFileSystem

Client Deployment Packages

g S

I Z:\Program FilesiIntelisync Mobile SuitetClientInstalls

(1] I Cancel Lpply Help

Single Location

Select this location to have all data stored in a single directory with each subsystem having its own
subdirectory.

Type the parent directory location in the Single Location field or browse to and select the location.

Different Location
Select this location if you need to have a different location to store data for each subsystem.
* Systems Mgmt/File Sync Staging In Area: This option is dimmed greyed out because system
management and file sync are not part of GroupWise Mobile Server.

* Systems Mgmt/File Sync Staging Out Area: This option is dimmed greyed out because
system management and file sync are not part of GroupWise Mobile Server.

* Mobile Gateway Message Store: Specify the location to store the Mobile Gateway message
store data.

* Email Accelerator Data: Specify the location to store the Email Accelerator data.

¢ Client Deployment Packages: Specify the location to store the client deployment packages.

Server Name Tab

Use the Server Name tab to specify the server names that are part of your GroupWise Mobile Server
system. Use fully qualified server names. Usually, all server names are the same, but in some
advanced configurations, the server names might be different from each other. The Web site and
sync server names might point to a reverse proxy, for example, at least for communications coming
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from outside the firewall. The internal server name is used only inside the firewall and should never
go through a reverse proxy because it is used for non-HTTP traffic.

1 From the console tree, select Intellisync Mobile Suite.

2 Click Action > Properties, then click the Server Name tab.

Intellisync Mobile Suite Properties 2lx

General I Directorie:

Aulhsnl\caliunl SecureAdminislraliDnl ServerKey | Secure Galewayl

Enter the nameds) used to refer ko the Intellisync Mobile Sute server, The server
names should be Fully qualified {e.q., "sync.acme.com®). Generally, all Four server
names below are the same, but in some advanced configurations they can be different.

website Server Mame: I prv-doctest3. prova.novel. com

Users enter this sepver name into thelr web browser,

Sync Server Mame: I prv-dockestd, provo,novell com

Sync clients use this server name For syncing. It can contain an optional port
(eq., sync, acme.com:1234) or protocol (g.g., https:)fsync.acme. com),

Metwork Push Server: Iprv—doctestS.Drovo.nuvall‘cum Port: | 3102

Metwork push clients monitor For changes using this server | port, If you change
these settings, they wil be updated on the client at next sync,

Internal Server Name: I prv-doctestd. prova.novel. com

The admin consale, Domina push, and other remote Intelisync Mobile Suite
server-side components use this server name to communicate with the Intelisync
Mobile Suite server,

0K I Cancel | Apply | Help

Use the following information to set options related to server names.

* Website Server Name: The server name that users type into their browser to access the Web
site.

* Sync Server Name: The server name used for synchronization. This name is stored on client
devices.

* Network Push Server: The name of the server that handles network or IP push.
¢ Port: The port number for the network push server.

 Internal Server Name: The server name that the Intellisync Mobile Suite control (local or
remote), Domino* push, and other internal components use to communicate with the
Intellisync server.

Authentication Tab

By default, GroupWise Mobile Server authenticates users by their GroupWise user ID and
password.

To view and edit the current authentication settings:

1 From the console tree, select Intellisync Mobile Suite.
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2 Click Action > Properties, then click the Authentication tab.

Intellisync Mohile Suite Properties 2
Genala\l Diractmiesl Server Mame  Authentication ISecureAdmimistraliDn' Serverkey | Secure Gatewayl

Default user authentication is set based on how the user enters the system. (You can
change a user's authentication method in user properties. )
Examples:
Users discovered at the first connection authenticate against the source from which
they were discovered.
Users imported from MT authenticate against MT Domain,
Users imported From Active Directary or ather Directary Services authenticate
against the directary service.
Default Password {Intelisync Authentication only):
Type in a default password for users. This password becomes the default password For
users who were imported from file and do not have a password specified in the file,

User and Device Discovery
[V allow users ko be discovered and created at connect time

v allow devices to be discovered and created at connect time
[~ Limit the number of devices ko be discovered per user |5 3:
™ Limit the number of devices to be discovered per user per device type | 1 32

LDAP{Active Directory, Domino or Grouphiise sources can be set up for users to
Authenticat 4

User lockout threshold
[ Enable user lockout threshald
Users will be locked out after =" invalid login sttempts | 5 j:

Mote: Lockout of a user is done by setting the user ta “inackive”

0K | Cancel | Apply | Help |

Use the following information to set options related to authentication.

¢ Default Password (Intellisync Authentication only): Use this field to supply a password for
imported users who do not have a password specified in the import file. (This field applies for
Intellisync authentication only.)

« Allow users to be discovered and created at connect time: User discovery is a feature
whereby users are recognized and have user accounts created for them when they connect to
the server for the first time. Select this option to enable this feature.

¢ Allow devices to be discovered and created at connect time: Select this option to allow the
system to discover, authenticate, and add devices that are not in the system. By not selecting
this option, you can authenticate only devices that already exist in the system.

¢ Authentication Sources: Click Authentication Sources if you want to set up additional
authentication sources. GroupWise and Intellisync authentication are available as soon as
GroupWise Mobile Server software installation finishes.

For additional information and guidelines for setting up authentication, see Chapter 6,
“Authenticating Users,” on page 77.

Secure Administration Tab

Use the Secure Administration tab to set permissions and restrict access to the Intellisync Mobile
Suite control.

1 From the console tree, select Intellisync Mobile Suite.
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2 Click Action > Properties, then click the Secure Administration tab.

Intellisync Mohile Suite Properties 2

Genala\l Diractmiesl ServerName' Authertication  Secure Administration ISEWE[ key | Secure Gatewayl

Use the secure administration to restrict access ko the admin console, Create and
assign privileges to different administrators of the system,

Select an administrator and click Access Rights ta edit administratar's privileges.

Current Administrataors:
Add Administrator... |
Delete Administrator |
Access Rights,.. |

0K I Cancel | Apply | Help |

Use the following information to set access options for the Intellisync Mobile Suite control.

¢ Secure the Administration Console: Select this option to restrict access to the Intellisync
Mobile Suite control. Only users you specify as administrators can access the Intellisync
Mobile Suite control when you enable this option.

¢ Add Administrator: Click Add Administrator to create control administrators and grant
permission to additional users.
Server Key Tab

Use the Server Key tab to enable Server Key Exchange, a security feature that exchanges a unique
key between the server and the clients.

1 From the console tree, select Intellisync Mobile Suite.
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2 Click Action > Properties, then click the Server Key tab.

Intellisync Mobile Suite Properties

2%

Genala\l Diractmiesl ServerName' Aulhant\caliun' Secure Administration  Server Key I Secure Gatewayl

Server Key Exchange is 5 Feature that exchanges a unique key between the server and dient. This key is an

additional security measure that assures that only those clients you allow may access the server.
kg
¥ 512 Key Length (Better Performance) 1024 Key Length (More Secure)

Key exchange options:
¥ allow older versions of the client (5.1 and eatlisr) bo exchangs keys

Clder dlients do nat suppart the sutamatic server key exchange. So, any older client will nat

gain access to the server unless this option is set., To simplify server upgrades, set this option.
Ta increase security regarding client key exchange, do not set this option. IF this option is off,

older clients must "Update Software” from the "Configure Account” web page.

¥ allow defaulk keys
Default keys are used if the client does not have the last server key issued. This can
accur if the device has not synchronized recently or if the device received software
other than from the "Add Mew Sync Device" option of the web site,
Ta increase security, do nok set this option, To simplify client access, set this option.

™ Require server "Code Word” on key exchange

‘When keys are exchanged via the "Issue Mew Key" button, the "tode word" can be required ko complete
the exchange, This "code word” can be any combination of text or numbers For your users to enter,
If vou set this option, you must enter a server "code word" on this page. Alsa, inform your users

that the "code word" is required. To simplify client access, do not set this option,

Server, "Code Word'y

Current Server Key Issued: Unknown Issue Mew Key |

Press "Issue Mew key" whenever you wish to replace the server key on the clients. This will
trigger the Key Exchange and any options that you have set on this screen will be in effect.

Eie sure ta inform your users about the "code word" if you are using that option,

(1] I Cancel | Lpply |

Help |

Use the following information to enable Server Key Exchange, a security feature that exchanges a

unique key between the server and the clients.

¢ Enable Server Key exchange: Select this feature to ensure that only clients you specify can
access the server. Select the key length you want to use.

* 512-key length (Better Performance)
* 1024-key length (More Secure)

Client devices cannot connect if you disable key exchange and issue a new key.

Use the following information to set the key exchange options.

* Allow older versions of the client to exchange keys: Select this option to allow older
versions of the client to exchange keys with the server. If you diable this option, only clients
running current software can participate in key exchange. That is, devices running older

versions of client software cannot connect.

* Allow default keys: Although this setting slightly decreases security, it simplifies access for
clients. With this option set, Intellisync Mobile Suite uses default keys if the client does not
have the most recent server key. This can happen if a device does not synchronize often or if the
device received client software in a manner other than the Add New Sync Device page of the

Web site. To increase security, do not set this option.

* Require server “Code Word” on key exchange: You can add a special code that users must

enter to complete the key exchange.

* Server Code Word: The code word can be any combination of text or numbers. If you
add a code word, inform your users of the code to ensure successful synchronizations.
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* Issue New Key: Click Issue New Key to replace the server key for the clients. This action
triggers the Key Exchange process the next time the client connects, and implements any
options you set on this panel.

Secure Gateway Tab

Use the Secure Gateway tab to add, remove, and change the port of any Secure Gateway servers.
The server intercepts the HTTP requests from mobile devices and then routes the requests through
TCP/IP to a specific port that you define. The process encrypts all traffic end-to-end.

1 From the console tree, select Intellisync Mobile Suite.

2 Click Action > Properties, then click the Secure Gateway tab.

Intellisync Mobile Suite Properties 2 x|

Genala\l Diractmiesl EerverNamel Aulhant\calinnl SecureAdministralinnl ServerKey Secure Gateway |

Secure Gateway Jervers

add...

REMavE. |

Secure Gateway Port | 5365 _lj

Ok I Cancel | Apply | Help |

Use the following information to set Secure Gateway servers for the Intellisync Mobile Suite
control.

¢ Add Administrator: Click Add Administrator to create control administrators and grant
permission to additional users.

* Secure Gateway Port: Specify the port number to use for GroupWise Mobile Server to
communicate with the Secure Gateway server.
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2.4 Management

The Management control is a standard part of the Intellisync Mobile Suite control, and is always
present regardless of the individual Intellisync Mobile Suite products installed on your server.

Figure 2-1 Intellisync Mobile Suite Control: Management

"Hi Intellisync - [Console Root' Intellisync Mobile Suite’Ma I ] 5
‘T Ele  Action View Favorites Window  Help |;|i|5|
& | B2

D Console Roak Mame I

-7 Inkelisync Mobile Suite € Users

MENEREE ﬁEGroups
€ Users 1B Devices
ﬁ Groups B servers
Dievices @Logs
3 servers [®) reparts

E Reparts
<7 Email Acceleratar
B3 Profile Settings

|P0wered by Intellisync | |

Use the Management control to complete the following tasks:

» Manage users and groups
* View a list of devices

* View logs

» Configure server clusters

+ Use reporting functions

Set up alerts (for Systems Management or File Sync only)

Most dialog boxes have Help buttons, or you can access context-sensitive online help by pressing
F1. For more information on the Management control, see Chapter 3, “Using Management Tools,”

on page 29.
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2.5 Email Accelerator

Email Accelerator has its own control in the Intellisync Mobile Suite control. The license key you
entered at installation allows the use of the Email Accelerator.

Figure 2-2 Intellisync Mobile Suite Control: Email Accelerator

:m Intellisync - [Console Root' Intellisync Mobile Suite' Email 8
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|P0wered by Intellisync | |

Email Accelerator provides you with statistics about your server and about user activity.

2.6 Profile Settings

GroupWise Mobile Server provides Profile Settings as a standard part of the Intellisync Mobile
Suite control. You can use Profile Settings to create, modify, and manage user profiles.

Figure 2-3 [ntellisync Mobile Suite Control: Profile Settings

Ta Intellisync - [Console Root! Intellisyne Mobile Suite' Profile Settings]
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What are profiles?
A profile is a collection of predetermined setdngs that can be appliad to
users’ devicas, Profiles ara designed to help you service groups of users
with similar charactonstics, such 32 lovels of exportise, communication
5 ¥

t duvices have the cormect settings 5o that users do
worry about these details.

%) B Eeusd Accelen shix Ui
o G hovel Groupwse Az the administrator, you can determine the type and number of profilas
= G Push you nead in arder to effectively servica your mobile community,
G Marts

= G Irba b Outbe:
=i [ Sert: Toems
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oF L]

Default profiles
A default profile 15 doefeed for you. Start by using the default profie a5
critena for creating your awn profiles.

Creating new profiles
» Craate Profile - You can dafine £ethings for 8ach supported
appcation (such as e-mail, PIM, WebEe Delivery, Systoms
Management, and 5o forth).

» Assign to uSers or groups - You can assign profile setbngs to
individual users or groups, thus creating profiles.

= Change the profile seting’s properties.

« St profila prianities for usars - Soma usars may ba members of
s, and thirofors havie mone than oni profilie, I

For more information on Profile Settings, see Chapter 4, “Profile Settings,” on page 45. In addition

to this resource, most dialog boxes have Help buttons, or you can access context-sensitive help by
pressing F1.
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Using Management Tools

The Management control gives you easy access to functions that apply to the entire Intellisync
Mobile Suite application, such as managing users and groups, monitors, logs, and reports. This
section covers the Management control and its functions.

» Section 3.1, “Overview,” on page 29

 Section 3.2, “Working With Users,” on page 29

» Section 3.3, “Working with Groups,” on page 35

» Section 3.4, “Devices,” on page 38

» Section 3.5, “Servers,” on page 39

» Section 3.6, “Logs,” on page 39

» Section 3.7, “Reports,” on page 42

3.1 Overview

The Management control gives you easy access to functions that apply to the entire suite, such as
managing users and groups, using the Real-Time Monitor, and using logs and reports. When you
expand the Intellisync Mobile Suite control, the Management control is available at the top of the
list.

3.2 Working With Users

All Intellisync Mobile Suite products share a common list of users and groups. Select the Users
control to view a list of all users in the details pane.

Figure 3-1 Intellisync Mobile Suite control: Users
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Each person who sends and receives information must have a unique user account. When a user
connects, the server needs the user ID to identify the user and determine which information the user
can access or update.

This section contains the following information:

» Section 3.2.1, “Adding a New User,” on page 30
» Section 3.2.2, “Importing Users,” on page 31
» Section 3.2.3, “Changing a User’s Group Memberships,” on page 34
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» Section 3.2.4, “Assigning or Editing User Profiles,” on page 34
» Section 3.2.5, “Deleting a User,” on page 35
» Section 3.2.6, “Using the Properties Dialog Box to Manage User Information,” on page 35

This guide provides a general overview of each task. You can click Help for step-by-step
instructions for completing the tasks.

3.2.1 Adding a New User

Depending on how your system is set up, you can add new users to your system through the
Intellisync Mobile Suite control.

The method you are using to authenticate users determines the way in which you add new users. For
example, if you are using GroupWise® authentication, new users are added automatically when
connecting for the first time (after the server is set up and configured properly). If you are using
Intellisync authentication, then add or import new users using the Intellisync Mobile Suite control.

Adding Users Through Auto Discovery

If you are using GroupWise authentication, there is no need to manually add users through the
Intellisync Mobile Suite control. The feature that enables the server to recognize a new user and
create a record upon the first connection is called auto discovery. Accounts created through auto
discovery appear in the list of users along with all other user accounts.

Auto discovery is enabled by default. To change this setting:

1 From the console tree, select Intellisync Mobile Suite.
2 Click Action > Properties, then click the Authentication tab.

3 Deselect Allow users to be discovered and created at connect time.
For more information about GroupWise Authentication, see Chapter 6, “Authenticating Users,” on
page 77.
Adding Users Through the Intellisync Mobile Suite Control
To add users manually using the Intellisync Mobile Suite control, complete the following steps.

1 From the console tree, click Management > Users.
2 Click Action > Create User.

3 Add a unique user ID, password, and optional information as needed.
For more information on completing this task, click Help.

The Intellisync Mobile Suite control creates an account for the new user and places an entry in the
details pane. You must create the user account before the user connects for the first time unless you
are using auto discovery.

Users you add manually through the Intellisync Mobile Suite control are set up for Intellisync
Authentication by default. You can view and change the authentication method for a user on the
General tab of the user’s properties.
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NOTE: If you are using the auto discovery option through GroupWise authentication, Intellisync
Mobile Suite adds new users when they connect for the first time. If you are using GroupWise
authentication, do not manually add users through the Intellisync Mobile Suite control.

3.2.2 Importing Users

To save time, you can import and synchronize users rather than creating an account for each user
manually or through auto discovery. You can import users from a text file.

Importing Users From a Text File

To create user IDs for a large number of users, you can prepare a text file containing the user IDs and
import the users from the file.

1 Prepare a text file containing user information.

The text file should have one user ID per line.
2 In the console tree, click Management > Users.
3 Click Action > Import Users from File.
4 Locate the text file and click Open.

5 Use the Properties dialog box to enter additional information and a password for each new user.
For more information on completing this task, click Help.

GroupWise Mobile Server imports user information and creates the user IDs. The imported users are
not assigned to a device type. When a user connects with a specific device, that device type is
registered for the user.

Adding users this way allows you to use Intellisync Authentication by default. You can view and
change the authentication method for a user on the General tab of the user’s properties.

NOTE: If you specify a default password in the Authentication tab of the Intellisync Mobile Suite
control properties, this is the password for the new users unless you define a different one in the text
file.

Using Tokens with Text Files

If you want to import additional user information, you can use tokens separated by tabs to include
various properties for each user. The following tokens are available to use in your text files:

* $password=<password for this user>

* S$description=<descriptive text about this user>

* S$firstname=<user’s first name>

* $lastname=<user’s last name>

+ $addtogroup=<group name to which the user should be a member>

 S$active=<f0 or 1, where 0 indicates inactive and 1 indicates active>

+ S$alertdevice=<phone, pager, or e-mail>

* S$alertphonenumber=<phone number of the alert device>
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 S$alertemailaddr=<e-mail address to receive alerts>
* Salertcarrier=<Verizon, Sprint, AT&T Wireless, Alltel, T-Mobile, or Cingular>
» $emailAddress=<user’s e-mail address>

* $language=<two-character country code. Valid entries are EN (English), FR (French), ES
(Spanish), DE (German), JA (Japanese)>

* $timezone=<time zone specification>
For a list of possible time zones, see “Time Zone Reference” on page 32.
* Sauthtype=<GroupWise identification source ID>

If you select to use $authtype, you must use the GroupWise identification source ID. You must
get the GroupWise identification source ID from the GroupWise Mobile Server database. For
instructions on how to do this, contact Intellisync support.

+ $sync=<1. This triggers a sync after configuration>

* $serverdevice=<GroupWise,<ID> where the ID is the XML translator identifier; for example,
100.>

If $serverdevice is specified, then any parameters following $serverdevice will be passed to the
server connection until the end of line or another $serverdevice is specified.

+ If $serverdevice= GroupWise:
* $GWServer=<GroupWise server>
* $GWPort=<GroupWise port number>
* $GWUuid=<GroupWise user unique ID>
* $GWDisplayName=<GroupWise user full name>
* $GWUser=<GroupWise user name>

* $GWPassword=<GroupWise user password. This parameter is not required for trusted
application access>

e If $serverdevice = XML, <ID>:
« $XMLUser=<followed by the XML user ID>
* $XMLPassword=<XML password for the user>

+ $XMLCompany=<company name on the server>

To ensure a successful import, review the tokens for accuracy and separate each with a tab.

Time Zone Reference

“Abu Dhabi, Muscat”

“Adelaide”

“Alaska”

“Almaty, Novosibirsk”
“Amsterdam, Berlin, Rome, Vienna”
“Arizona”

“Astana, Dhaka”

“Athens, Istanbul, Minsk”

“Atlantic Time (Canada)”
“Auckland, Wellington”
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“Azores”

“Baghdad”

“Baku, Thbilisi, Yerevan”

“Bangkok, Hanoi, Jakarta”

“Beijing, Chongqing, Hong Kong, Urumqi”
“Belgrade, Bratislava, Budapest, Prague”
“Bogota, Lima, Quito”

“Brisbane”

“Brussels, Copenhagen, Madrid, Paris”
“Bucharest”

“Buenos Aires, Georgetown”

“Cairo”

“Calcutta, Chennai, Mumbai, New Dehli”
“Canberra, Melbourne, Sydney”
“Cape Verde Is.”

“Caracas, La Paz”

“Casablanca, Monrovia”

“Central America”

“Central Time (US & Canada)”
“Chihuahua, La Paz, Mazatlan”
“Darwin”

“Dublin, Edinburgh, Lisbon, London”
“Eastern Time (US & Canada)”
“Ekaterinburg”

“Fiji, Marshall Is.”

“Greenland”

“Guam, Port Moresby”

“Harare, Pretoria”

“Hawaii”

“Helsinki, Tallinn”

“Hobart”

“Indiana (East)”

“International Date Line West”
“Irkutsk, Ulaan Bataar”

“Islamabad, Karachi, Tashkent”
“Jerusalem”

“Kabul”

“Kathmandu”

“Krasnoyarsk”

“Kuala Lumpur, Singapore”

“Kuwait, Riyadh”

“Mexico City”

“Mid-Atlantic”

“Midway Island, Samoa”
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“Moscow, St. Petersburg, Volgograd”
“Mountain Time (US & Canada)”
“Nairobi”

“Newfoundland”

“Noronha”

“Nuku'alofa”

“Osaka, Sapporo, Tokyo”

“Pacific Time (US & Canada); Tijuana”
“Perth”

“Rangoon”

“Santiago”

“Sao Paulo”

“Sarajevo, Sofija, Warsaw, Zagreb”
“Saskatchewan”

“Seoul”

“Solomon Is.”

“Sri Jayawardenepura”

“Taipei”

“Tehran”

“Vladivostok”

“West Central Africa”

“Yakutsk”

3.2.3 Changing a User’s Group Memberships

After you create user and group accounts, you can add or remove a user as needed. All new users are
automatically assigned to the New Users and All Users groups.

To add or modify group memberships for a user:

1 From the console tree, click Management > Users.

2 In the details pane, select the user ID whose group memberships you want to change.
3 Click Action > Add User to Group.

4 Click Add or Remove to change the groups to which the user belongs.

5 Click OK.

3.2.4 Assigning or Editing User Profiles

Generally, profiles are assigned to groups; however, you can assign profiles to individual users.
These user profiles take precedence over the profile for the group to which the user belongs.

In the console tree, the Edit Profiles option is available if the user already has a profile. If the user
does not have an assigned profile, the Assign Profiles option appears. Users with no assigned profile,
either individually or through groups, automatically receive a default profile.

1 From the console tree, click Management > Users.

2 In the details pane, select the user ID to which you want to assign or edit profiles.
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3 Click Action > Assign Profiles or Edit Profiles.
4 Use the tabs and lists to select profiles for each of the user’s devices.
5 Click OK.

3.2.5 Deleting a User

You can delete user accounts that you no longer need. When you delete a user, GroupWise Mobile
Server deletes the Mobile Suite information for the user and forwards the delete request onto all of
your installed Mobile Suite products. The products ensure that data files and database entries
specific to that user are removed from the system.

1 From the console tree, click Management > Users.

2 In the details pane, select the user ID you want to delete.

3 Click Action > Delete.

4 Click Yes.

3.2.6 Using the Properties Dialog Box to Manage User
Information

After you create a user account, you can use the Properties dialog box to add or change user
information. This gives you easy access to the same user information you can access using menu
options. To make several changes for one user, you might find that using the Properties dialog box is
faster than using the menus.

From the Properties dialog box, you can:

* Modify or add information about a user
* Assign or remove a user from a group

* Add or remove publications subscriptions
To use the Properties dialog box:

1 From the console tree, click Management > Users.
2 In the details pane, select the user ID.
3 Click Action > Properties.

3.3 Working with Groups

After you create users, you can create groups and assign users to the groups. You can create groups
of users who share similar characteristics. For example, you can create groups based on department,
job function, geographical area, or user’s computer type. Assigning publications to groups is often
more efficient than assigning publications to individual users.
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Select the Groups control to view a list of all groups in the details pane.

Figure 3-2 Intellisync Mobile Suite control: Groups
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This section contains the following information for working with groups:

 Section 3.3.1, “Creating a Group,” on page 36

» Section 3.3.2, “Importing and Synchronizing Groups,” on page 36

* Section 3.3.3, “Adding or Removing Users From a Group,” on page 37

* Section 3.3.4, “Assigning or Editing Group Profiles,” on page 37

» Section 3.3.5, “Deleting a group,” on page 37

» Section 3.3.6, “Using the Properties Dialog Box to Manage Group Information,” on page 38

3.3.1 Creating a Group

1 From the console tree, click Management, > Groups.
2 Click Action > Create Group.

3 Type a group name and a description.

4 Click OK.

The Intellisync Mobile Suite control creates the group and places an entry in the details pane. For
more information about creating groups, click Help.

NOTE: You cannot remove a user from the All Users group.

3.3.2 Importing and Synchronizing Groups

To save time and effort, you can import and synchronize groups rather than creating groups and
adding each user individually. You can import and synchronize groups from the following sources:

* Windows NT or Windows 2000 groups
* Active Directory/LDAP groups
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Windows NT or Windows 2000 Groups

If the groups you want to add are already registered Windows NT* or Windows 2000 groups, you
can import and synchronize these groups into the Intellisync Mobile Suite control. This eliminates
the need to create and manage groups in two areas.

1 From the console tree, click Management > Groups.

2 Click Action > Import/Synchronize Groups > NT Domain Groups.

3 Follow the prompts in the Import/Synchronize Groups Wizard.

Active Directory LDAP Groups

To import and synchronize groups from an Active Directory LDAP server into the Intellisync
Mobile Suite control:

1 From the console tree, click Management > Groups.

2 Click Action > Import/Synchronize Groups > Active Directory/LDAP Groups.

3 Follow the prompts in the Import/Synchronize Groups Wizard.

3.3.3 Adding or Removing Users From a Group

1 From the console tree, click Management > Groups.
2 In the details pane, select the name of the group.
3 Click Action > Add User to Group.

4 Click Add or Remove to add or remove user membership in this group.

NOTE: You cannot remove a user from the All Users group.

3.3.4 Assigning or Editing Group Profiles

You can assign profiles to groups, which is often more efficient than assigning profiles to individual
users one at a time.

In the console tree, the Edit Profiles option is available if the group already has a profile. If the
group does not have a profile, the Assign Profiles option appears. Groups with no assigned profile
automatically receive a default profile.

To assign or edit profiles for a group:

1 From the console tree, click Management > Groups.
2 In the details pane, select the name of the group to which you want to assign or edit a profile.
3 Click Action > Assign Profiles or Edit Profiles.

4 Use the tabs and lists to select profiles for the group for each member’s device.

3.3.5 Deleting a group

To delete groups you no longer need:

1 From the console tree, click Management > Groups.
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2 In the details pane, select the name of the group you want to delete.
3 Click Action > Delete.

When you delete a group, the individual users who are members of the group remain active in the
system.

NOTE: You cannot delete the New Users group or the All Users group.

3.3.6 Using the Properties Dialog Box to Manage Group
Information

After creating a group, you can use the Properties dialog box to add or change information about the
group. This gives you easy access to the same group information you can access using menu
options. To make several changes for one group, you might find that using the Properties dialog box
is faster than using the menus.

From the Properties dialog box, you can:

* Modify information about a group
 Assign or remove users from a group

* Add or remove publication subscriptions for a group
To change properties for a group, complete the following steps.

1 From the console tree, click Management > Groups.
2 In the details pane, select the name of the group.
3 Click Action > Properties.

4 Change the values as necessary.

For more information about using the Properties dialog box, click Help.

3.4 Devices

Use the Devices control to view the status of devices in service. Devices are separated by the
following device types might appear in more than one list:

» Sync Devices

+ Alert Devices
To view the status of a device, complete the following steps.

1 From the console tree, click Management > Devices.
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2 Seclect a device type. The status appears in the details pane.
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3.5 Servers

The Servers control is for viewing the configuration and status of GroupWise Mobile Server
components on a specific server, and for configuring servers in a cluster.

Figure 3-3 Intellisync Mobile Suite Control: Server
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Intellisync Mobile Suite

WARNING: You must contact an Intellisync support engineer for assistance before making changes

to the status or the configuration of Intellisync Mobile Suite components on a server. Failure to do so
might cause irreparable damage to your system.

For more information on configuring clusters, click Help.

3.6 Logs

Logs allow you to view historical information about your system. For user and server activity logs,
you can select the date and time ranges you want to view.

1 From the console tree, click Management > Logs.
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2 Seclect the type of log you want to view. The log information appears in the details pane.
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3.6.1 Log Levels

You can select the level of log entries you want to view. Select from the following levels.

* Minimum. Shows only warnings and error messages.

 Standard. Shows general information messages and minor warnings, in addition to serious
warnings and error messages.

* Verbose. Shows all log messages.

NOTE: For the User Activity summary, you can view only the message detail level you elected to
capture from the client users (or a less selective level). For example, if client logging is set to
Standard, Verbose messages are not captured.

3.6.2 Changing Log Defaults and Settings

The User Activity and Server Activity logs include a Settings button to change the default view or to
set how long you want to keep log entries in the system.
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The following figure shows the Log settings panel on the User Activity Settings dialog box.

Figure 3-4 Sample Log Settings
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The following figure shows the Device Filters panel on the User Activity Settings dialog box.

Figure 3-5 Sample Device Filter Settings
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Apply

The values you can set are different depending on which log you are viewing. For more information

on log settings, refer to the online help.
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3.6.3 Available logs

The following logs are available:

¢ User Activity: Displays connection information on a user-by-user basis. You can select the
user, start date, end date, and time.

¢ Server Activity: Displays server activity for the start date, end date, and time you specify.
Unlike the Event Logs, which display log entries for the computer you choose, the Server
Summary displays log entries for the entire system.

¢ Event Logs: Mirrors the contents of the Windows NT Event Log for the Intellisync Mobile

Suite server you select. You can see start and stop times for services, as well as critical error
information.

For more information on logs, refer to the online help.

3.6.4 Log Files

Log files are stored in the Intellisync\Log directory (or the Synchrologic\Log
directory), depending your system setup. These logs contain the same information you can view
from the Intellisync Mobile Suite control. If you are having problems with your system, an
Intellisync support engineer might ask you to send these files for analysis.

3.7 Reports

You can use reports to see information about your system. After you provide the appropriate input
data at the top of the page, click Run Report to generate an on-screen report.

Figure 3-6 Sample Report (Mobile Gateway History)
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For more information on using reports, refer to the online help.

3.7.1 Available reports

You can run the following reports:

* “Mobile Gateway History” on page 43
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* “Device Connection” on page 43

* “License” on page 43

Mobile Gateway History

The Mobile Gateway History report provides an indication of the load on the Mobile Gateway. The
report shows the number of bytes transferred for the date range you specify. Daily and hourly views
are available.

Device Connection

The Device Connection report provides an overview of which devices are connecting and when.
Daily and hourly views are available.

License

The License report shows the number of licenses you purchased for each product and the number of
licenses in use.
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Profile Settings

This section contains the information you need to effectively use Profile Settings in the Intellisync
Mobile Suite control.

» Section 4.1, “Overview,” on page 45
» Section 4.2, “General Settings,” on page 47

» Section 4.3, “Email Accelerator Settings,” on page 55

» Section 4.4, “Working with Profile Settings,” on page 68

4.1 Overview

Profiles are collections of general and application settings that define how GroupWise Mobile
Server is set up for a specific user or group. With Profiles, you can define settings for options such as
ReadySync, security/encryption, Web/WAP security, e-mail, calendars, contacts, file delivery, and
so forth. You can then assign these settings to appropriate groups or users.

For example, if a group of users synchronizes highly confidential information on a regular basis, you
can assign a profile to this group with options and settings that reflect these characteristics. You can
set intervals for synchronization through ReadySync and you can add security/encryption settings.
Then you can assign the ReadySync and the security/encryption settings to the group, forming a
profile.

From the Intellisync Mobile Suite control, you can create profile settings, access profile properties
to review or change, assign profiles to users and groups, prioritize profile assignments, and delete
profile settings.

Figure 4-1 Process overview: Working with Profile Settings
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Mabile Suite contral, tnadify the default profile settings to each
click to expand the | Settings or createyour graup for user) as

contral for settings you owrt setings paoges as NECESSAryY.
wra it to view or edit, Necessany.

NOTE: You do not need to make changes to profile settings for users to connect and synchronize
with GroupWise Mobile Server. The default profile settings automatically apply to each user and
group. You might want to see how your system operates with the default settings before making any
changes.

4.1.1 Understanding Profile Settings

Profile Settings help you manage groups of users with similar characteristics, such as levels of
expertise, communication methods, frequently used applications, and so forth. Using profiles, you
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can make sure that users’ devices have the correct settings. You can manage profile settings from the
Intellisync Mobile Suite control.

Figure 4-2 Intellisync Mobile Suite Control: Profile Settings
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When you select Profile Settings, an overview of how profile settings work appears in the details
pane. When you expand Profile Settings, you see a General control and a control for each Intellisync
Mobile Suite product installed on your server. In addition, you might see controls for Email
Accelerator.

When you expand the General control, controls for Client Install/Deployment, ReadySync, Security/
Encryption, and Web/WAP Security appear. Expand these options to see the associated profile
settings.

Figure 4-3 Profile Settings Hierarchy
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Several profile settings are set up for you in advance, and the default settings explained in this
ssection might be sufficient for you. However, if you want to create new profile settings, you can use
the default settings as a starting point. For more information, see Section 4.4.1, “Creating Profile
Settings,” on page 69.
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4.2 General Settings

The General control includes settings that are not application specific, but apply to the entire suite.
Profile settings for Client Install/Deployment, ReadySync, Security/Encryption, and Web/WAP

security are in the G

eneral control.

Figure 4-4 Intellisync Mobile Suite Control: General Settings
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4.2.1 Client Install/Deployment Settings

Use Client Install/Deployment to create a set of Intellisync Mobile Suite applications for various

installation and deployment profiles. The applications you specify become part of every device
installation for users assigned to a particular profile.

1 From the console tree, click Intellisync Mobile Suite.

2 Expand Profile Settings > General, then click Client Install/Deployment.

3 In the details pane, select the profile you want to view.

4 Click Action > Properties.
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5 On the Settings page, specify the applications you want to install for each user in this profile.
Complete the proxy information if necessary.

Default Properties ll ll

Settings |

Client Install/Deployment Settings

— Devices & Feature

Licensed devices and features are listed below. Check “Install” for & device to allow
the user ta install it. Check "Install' for a specific feature listed under a device to
alwayz install that feature az part of the device installation.

Irztall | Devices/Features | -
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Witeless Email =
Systems M anagement

File Sync

Smartphone

Wireless Email

Systems M anagement j

— Prosy Information

If the client should uze a proxy, enter the appropriate gettings.

Prosy Server:

[ Eypass prowy for local addresses

r— Standalone nstall

Prezs the button below to generate standalone install packages that can be used as
an alternative to the standard web based install.

Generate Standalone [nstalls.... |

k. I Cancel | Aol | Help |

6 Click Generate Standalone Install when you are ready to complete an installation package to
distribute to your users. With a standalone installation, users are not required to use the Web
site to install software.

For more information on creating and assigning these profiles, refer to the online Help.

48 GroupWise Mobile Server 7 Administration Guide



4.2.2 Push/ReadySync Settings

Use this panel to create and edit profile settings for Push (both network push and SMS push) and
ReadySync.

ReadySync is a feature that allows you to synchronize data automatically at intervals you define.
Push is a feature that allows users to receive e-mail messages on their devices soon after the e-mail
arrives on the server. The available settings are similar to those shown in the following figure:

Figure 4-5 Push/ReadySync Settings
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You can create different profile settings by varying the values for the options. The list of available
Push/ReadySync settings includes the following:

* Enable ReadySynec: Select or deselect the check box to enable or disable the feature.

¢ Enable Push: Select or deselect the check box to enable or disable the feature.

NOTE: You can use ReadySync and Push together; they are not mutually exclusive.

ReadySync and Push Settings

* Allow on: Select whether to allow ReadySync sessions and Push to take place every day or
weekdays only.

From: starttime To: stoptime: Use these fields to set the hour range for Push and ReadySync
sessions.
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* Initiate network connection: If you enable this feature, the device dials for a connection when
a ReadySync session begins. Select or deselect the check box to enable or disable the feature.

 Initiate even if device is powered off: This option is only available if you select Initiate
network connection. This feature allows the device to dial for a connection even if the
device is turned off. Select or deselect the check box to enable or disable the feature.

* Display notification when data is received: Select this option to have the device notify the
user when it receives data.

* Disable when battery power is less than x %: Select this option to disable the ReadySync
feature if battery power falls below a specific percentage.

* Retry on failed connections: Select this option to specify the intervals between initial retry
and subsequent interval retries. Intervals are measured in minutes.

ReadySync Settings
 Interval: Select the frequency with which you want ReadySync to connect. Options range
from every 10 minutes to every 24 hours.

* High-speed connection default: Select Sync or SyncXpress. With this option, you can define
whether Sync or SyncXpress items synchronize when the device has a high-speed connection
for a ReadySync session. Sync sessions usually contain items that require more transfer time or
faster connections, and therefore are set up for high-speed connections.

* Low-speed connection default: Select Sync or SyncXpress from the list. SyncXpress sessions
are usually optimized for low-speed connections and therefore contain limited information.

* Initiate when network connect is first established: If you enable this option, a ReadySync
session begins as soon as the user places the device in the cradle.

Push Settings

* Use network push: Select this option to enable network (IP) push for devices you support.

¢ Allow SMS-based push notifications: Select this option to have SMS-based push send any
new e-mail messages to devices upon receipt.

4.2.3 Security/Encryption Settings

With Security/Encryption profile settings, you can define the encryption method you want to use for
access to the server and data synchronization. You can also select storage options for the client
authentication credentials.
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The available settings are similar to those shown in the following example:

Figure 4-6 Security/Encryption Settings
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Encryption Method

This is the encryption method used to access the server and synchronize information. The methods
have varying levels of security, which allows you to select the method best suited for a particular
user or group. The key exchange is Diffie-Hellman.

* Certicom Based Triple DES: FIPS 140-2 validated encryption. This highly secure method has
112-bit encryption strength using three 56-bit keys. Novell® does not recommend this option
for slow connections or devices with limited processing power.

* Certicom Based AES: FIPS 140-2 validated encryption. This advanced encryption method
uses 128-bit keys. It provides a highly secure connection and is optimized for wireless
connectivity.

* SSL: Secure Sockets Layer (SSL) encrypts data as it is transferred. Clients and servers
authenticate each other and establish a secure link, or “pipe,” across the Internet or intranet to
protect the information you are transmitting.

No Encryption: Select this option if a device does not connect through the Internet or if the
device connects through other secure methods.

Require Symbian client to use SSL: Select this option to require Symbian devices to use
SSL. If you enable this option, your Web site must have an SSL certificate.
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Session Key Exchange

This settings specifies the duration of the key exchange between server and devices. A key exchange
based on Diffie-Hellman increases the security of the encryption method, but also increases the
synchronization time.

* Exchange keys every session: Select this option to exchange keys every session. However,
exchanging keys every session slows down the synchronization process.

* Exchange keys every x: Select this option to exchange keys at the specified interval.

Credentials Management

Intellisync Mobile Suite does not store users’ passwords on the device. However, you can use the
Password page to have authentication credentials cached on the device. These authentication
credentials are created when the user connects by entering a password.

Figure 4-7 Security/Encryption Settings: Credentials

Default Properties ﬂll

Encryption  Credentials | FPower-on Passwordl

Security /Encryption Settings

Passwords are never stored on a user's device, However, you can have the authentication
credentials cached on the device. These credentials, which are different from the user's
password, are created when the user connects by entering their password,

[V aliow authentication credentials ko be stored on the device.:

' Client authentication credentials on device never expire.

™ Clienk authentication credentisls expire after I 1 Idays vl

™ Require the client to use SecurID login,

QK I Cancel | Lpply | Help |

¢ Allow authentication credentials to be stored on the device: Select or deselect the check
box to enable or disable this feature.

¢ Client authentication credentials on the device never expire: This option is only
available if you select Allow authentications credentials to be sotred on the device. Select
this option to indefinitely store authentication credentials on the user’s device.

¢ Client authentication credentials expire after x: This option is only available if you
select Allow authentication credentials to be stored on the device. Select this option to set
how long authentication credentials remain valid on the user’s device.
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NOTE: The Client authentication credentials expire after x option is only for Pocket PC and
Palm devices.

Power-On Password Management
Use this option to make sure users keep their power-on password enabled on their devices.

Figure 4-8 Security/Encryption Settings: Power-On Password

Default Properties ﬂll

Enc:ryptionl Credentisls Power-on Password |

Security /Encryption Settings

Use this option to make sure users keep their "power-on" password enabled on their device.
The settings marked with the * are only supported for Pocket PC, Palm ©5 and RIM-Blackberry,

% Simple 4 numeric character password

€ # Simple 4 alphanumeric character password

£ # Strong 5-40 alphanumetic characker password
€ Strong 840 multi-character, passward

Prompt i device unused fiar |1 hiour 'l

0K I Cancel | Apply | Help |

¢ Enforce “power-on” password: If you select this option, you require users to enter a
password when the device is powered on. If the user enters an incorrect password, the dialog
box does not close and the user cannot exit the screen until the correct password is entered.
Select the type of password you want to require.

* Simple 4-digit password
 Simple 4-digit alphanumeric password
* Strong password (more than 4 digits, alpha or numeric, no change in case)

* Strong alphanumeric password

* Prompt if device unused for x: Set the amount of inactive time that must pass before the user

must enter the password again.
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4.2.4 Web/WAP Security Settings

You can create and edit profile settings for Web/WAP security. The available settings are similar to
the ones shown in the following figure:

Figure 4-9 Web/WAP Security Settings

Default Properties ﬂll

Settings |

Web /WAP Security Settings

Password Management
Passwords are never stored on a user's device. However, you can have the authentication
credentials cached on the device, These credentials, which are different from the user's
password, are created when the user connects by entering their password,

Web Access
[V llow authentication credentials to be stored on the device.!

~ Client authentication credentials on device never expire.

% Client authentication credentials expire after I 1 Idays 'l

WAP Access
[V allow authentication credentials ko be stored on the device.
% Client authentication credentials on device never expire.

" Clignt authentication credentials expire after I 7 |davs vl
QK I Cancel | Lpply | Help |

Intellisync Mobile Suite does not store users’ passwords on the device. However, you can use the
Web/WAP Security Settings to cache authentication credentials on the device. These authentication
credentials are created when the user connects by entering a password.

¢ Allow authentication credentials to be stored on the device: Select or deselect the check
box to enable or disable this feature.

* Client authentication credentials on the device never expire: This option is only
available if you select Allow authenication credentials to be stored on the device. Select
this option to store authentication credentials on user devices indefinitely.

* Client authentication credentials expire after x: This option is only available if you
select Allow authentication credentials to be stored on the device. Select this option to set
how long authentication credentials should remain on the user’s device.

You can set these values separately for Web and WAP access.
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4.3 Email Accelerator Settings

Email Accelerator controls are included in the Intellisync Mobile Suite control if you have Email
Accelerator installed on your server.

Figure 4-10 Intellisync Mobile Suite Control: Email Accelerator Settings
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You can set profile settings for the following categories.

Section 4.3.1, “Email Accelerator User Settings,” on page 55
Section 4.3.2, “Novell GroupWise Settings,” on page 58
Section 4.3.3, “Push Settings,” on page 62

Section 4.3.4, “Alerts Settings,” on page 63

Section 4.3.5, “Inbox and Outbox Settings,” on page 64
Section 4.3.6, “Sent Items Settings,” on page 65

Section 4.3.7, “Drafts Settings,” on page 66

Section 4.3.8, “PIM Settings,” on page 67

4.3.1 Email Accelerator User Settings

With Email Accelerator User Settings, you can set user options and permissions, and define how
long you want to keep items in the Inbox, Sent Items, and Calendar folders. Email Accelerator User
Settings are separated into three tabbed pages:

» Settings

* Performance

e Size Limits
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Email Accelerator User Settings: Settings Tab

Use the Email Accelerator User Settings page to set user options and permissions for your users.

Figure 4-11 Email Accelerator User Settings: Settings

Default Properties 2=l

Settings I Performancel Size Limitsl

Email Accelerator User Settings

v Show "VeriFy Your Accaunt Settings” web page ko new users;

™ Allows users to reset their Email Accelerator account

v allow users ko sync with SynchL devices

¥ Enahle weh PIM Functionality; uncheck ko only shows configuration UT on weh site
I | Allov users ba add & remaove FORS N IGE server conmections

I™ Sync PORE | IMAR mailts backend aroupware maibo: = Allow user overtide

Sync immediately when backend groupware data changes even if user has no
push or alert devices

akK. I Cancel | Spply | Help |

Available options and capabilities include the following.

Show “Verify Your Account Settings” web page to new users: This page appears after the
user logs in, and includes fields for the user’s Exchange mailbox, the user’s address, and
identifying information. If you enable user discovery, these fields automatically populate. The
user can edit the information. Select this option to allow the user to view the page.

Allow users to reset their Wireless Email account: Select this option to enable users to
resynchronize their e-mail accounts and devices.

Allow users to sync with SyncML devices: Select this option to allow users to synchronize
data to a SyncML device.

Enable web PIM functionality; uncheck to only show configuration UI on web site:
Controls whether end users can see and use full Web client functionality. If you deselect this
option, users can only use the Web site to set up devices.

Allow users to add and remove POP3/IMAP server connection: Grants users permission to
add connections for POP3/IMAP map without an administrator’s assistance. This setting is
disabled by default, and not part of GroupWise Mobile Server.

Sync POP3/IMAP mail to backend groupware mailbox: Allows users to synchronize mail
from other sources with their corporate GroupWise account. This setting is disabled by default,
and not part of GroupWise Mobile Server.
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Sync immediately when backend groupware data changes even if user has no push or
alert devices: Allows for almost immediate synchronization between the mail server and the
Intellisync Mobile Suite server for users who do not have push or alert devices. Setting this
option allows for immediate import of e-mailed itineraries. For optimum system performance
Novell recommends that you do not use this option.

Email Accelerator User Settings: Performance Tab

With Email Accelerator User Settings, you can control how long items should remain in a user’s
Inbox, Sent Items, and Calendar folders. In addition, you can control whether users can override
these settings.

Figure 4-12 Email Accelerator User Settings: Performance

Default Properties 2=l

Settings  Performance | Size Limitsl

Email Accelerator User Settings

Inbo: IMaintain I _,::' davs in the past
Sent Mainkain I 7 _I; days in the past

Calendar:  Maintain I? _,::' days in the past

¥ Allows user override of hiskary settings

These numbers control how long old email messages and appointments are stored in
Email Acceleratar and thus accessible through the Web and WaP sites and
synchronized to devices. Smaller numbers will mean Faster syncs and browsing.

Maximurn size of single email {attachments or body): I 20000 _Ij KB

akK. I Cancel | Spply | Help |

You can set the length of time that appointment information and e-mail messages remain on the
device. The list of history settings includes the following:

Inbox: Maintain x days in the past: Specify the number of days items should remain in the
user’s Inbox.

Sent Items: Maintain x days in the past: Specify the number of days items should remain in
the user’s Sent Items folder.

Calendar: Maintain x days in the past: Specify the number of days a user’s appointments
and other calendar items should remain on the device.

Allow user override of history settings: Select this option to allow the user to change any
history settings you define.

Maximum size of single email: Specify the maximum size on a single email message
including attachments can be, represented in kilo bytes.
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Email Accelerator User Settings: Size Limits Tab
Use the Size Limits tab to control what happens when a user’s data exceeds the server storage limits.

Figure 4-13 Wireless Email User Settings: Size Limits

Default Properties 2=l

Settingsl Performance  Size Limits I

Email Accelerator User Settings

Enforcing size limits controls what happens when the user data exceeds vour server
storage requirements. When the user exceeds the “Warning' level, a warning is
issued ko the user, Exceeding the Maximum’ will skop the user from synchronizing
that item. Enforcing size limits is recommended if vou are not using a backend
groupweare mail server,

Warning (K1 Maxirum (k)

Inbosx | 2000 S000
Sent Ikems | 3000 5000
Drafts | 3000 S000
Outbox | 1000 3000
Conkacks | 1500 2500
Calendar | 1500 2500

Maotes | 1500 2500

NNAREERR
RRARRRRE

Tasks | 1500 2500

When maximum is reached for Inbox of Sent Ttems, attempt ko reduce size by
temporarily decreasing performance setting ko no less than bwo days in the past.

akK. Cancel Spply Help

:

Available settings include:
¢ Enforce size limits: Select this option to enable the size limits feature. If you deselect this
option, other settings on this page become unavailable.

¢ Warning: Set a warning limit for each category. When the user’s data exceeds this value, the
user receives a warning message.

¢ Maximum: Set a maximum limit for each category. When the user’s data exceeds this value,
the user cannot synchronize the current item.

¢ When maximum size is reached for Inbox or Sent Items: Select this option to temporarily
decrease performance settings (that is, the number of days in the past for which items are
stored) when the user reaches the Maximum value for Inbox or Sent folder items.

4.3.2 Novell GroupWise Settings

Novell GroupWise profile settings allow you to set values for the server, access methods, user
options, and system address book sync sessions. The options are located on the Access tab and the
User Settings tab.

For more information on selecting access methods, see Chapter 6, “Authenticating Users,” on
page 77.
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Novell GroupWise Settings: Access Tab

The

settings on the Access tab allow you to enter a GroupWise server and select an access method

for the user. The available settings are similar to those shown in the following figure:

Figure 4-14 Novell GroupWise Settings: Access

Default Properties 21xl

Access | User Settingsl

Novell GroupWise Settings
—GroupWise Server

ey o b5k be . synichrologic. com Pork: | 7192 ﬁ Use 551 v

GroupWise SOAP Interface: https:ffracks te.svnchralogic.comi 7192 s0ap

—Access GroupWise using:

5 Same account used ko access Email Accelerator; must be using Group'Wise
authentication

[V Store user credentials on server (required For some monitoring kypes below)

' A separate GroupWise account that the user specifies

" Trusted Application: I Register.. . |

Key: I

The trusted application accesses Group'wise with special privileges. The trusted
application must be registered on the Groupiiise server,

GroupWise Change Monitaring

{*' Monitar using the user's own account

€ Monitor using trusted application access

ak I Cancel Spply Help

GroupWise Server

Use this section to manage the GroupWise server, which has the following components:

Server: Specify the name of the GroupWise server.

Port/SSL: Define the name, port number and SSL state of the GroupWise server, which runs
the SOAP listener.

Access GroupWise

Use this section to determine how users should connect to the GroupWise server.

Same account used to access Wireless Email; must be using GroupWise authentication:
Select this option if you want users to connect to the GroupWise server using the same
GroupWise user account they use for accessing Email Accelerator.

A separate GroupWise account that the user specifies: Select this option if you want users
to connect to the GroupWise server using a different GroupWise user account.

Trusted Application: If a trusted application is used, it should be registered on the Novell
GroupWise server. You can use GWTrustedApp . exe and GWTApp . d11, located in the
PIM directory, to register the Intellisync Mobile Suite trusted application.

Key: If a trusted application is used, specify the application key for the registered trusted
application.
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For more information, see “Creating a Trusted Application With GroupWise” on page 60.

GroupWise Change Monitoring
Use this section to monitor for Push and Alerts. The choices include the following:
* Monitor using the user’s own account: Select this option to use the same GroupWise user

account used to access GroupWise.

* Monitor using trusted application access: Select this option to use the trusted application
used to access GroupWise.

Creating a Trusted Application With GroupWise

When you create a trusted application with GroupWise, you must register GroupWise Mobile Server
with GroupWise as a trusted application. When GroupWise Mobile Server has been registered a key
is assigned to GroupWise Mobile Server for accessing GroupWise.

If a trusted application is used, it should be registered on the Novell GroupWise server. You can use
GWTrustedApp.exe and GWTApp.d11, located in the PTM directory, to register the Intellisync
Mobile Suite trusted application.

Before creating the trusted application with GroupWise, you must first have a drive mapped to the
location of the primary domain.

1 From the GroupWise Mobile Server machine, open a command window.

2 Changeto C:\Program Files\Intellisync Mobile Suite\PIM.

3 From C:\Program Files\Intellisync Mobile Suite\PIM, enter the following
command to register with GroupWise as a trusted application and get the key:

GWTrustedApp.exe “pathtoprimarydomain”

A message is displayed, stating that trusted application was successfully registered. It displays
your trusted application key.

Copy the key.

From the Intellisync Mobile Suite control console tree, click Intellisync Mobile Suite.
Expand Intellisync Mobile Suite > Profile Settings > Email Accelerator > Novell GroupWise.
Select Default, then click Action > Properties.

Select Trusted Application, then paste the key into the Key field.

Click OK, then specify a valid user ID and password of a user on the POA.

Click OK.

o O 00 N O g »

1

To apply the settings, reboot the GroupWise Mobile Server machine.
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Novell GroupWise Settings: User Settings Tab

The User Settings tab has settings for user options and system address book synchronization. The
available settings are similar to those shown in the following figure:

Figure 4-15 Novell GroupWise Settings. User Settings
Access  User Settings |

Novell GroupWise Settings
—Wser Options and Capabilities

[V Show GroupWise UI on the registration web page 2 discover user's mailbox iF possible

[ allow users ko chonse on registration web page o nok connect bo Groupiyise

[~ Allow users ko manually add | remove Group'Wise server connections

—System Address Book Sync Settings
& Don't sync system address book
" Sync the members of these distribution lists:

Available Lisks Sync'd Lists

fdd == |
Remove |

Shavw Ayailatle Books .. |

" Sync entire system address book.

[~ Allow user override of system address book sync settings

] 4 I Cancel Al Help

User Options and Capabilities

In this section, you can control whether users can view Novell GroupWise information when
registering, set information about Novell GroupWise devices, and synchronize external e-mail. The
available options include the following:

e Show GroupWise Ul on the registration web page & discover user’s mailbox if possible:
Select this option if you want the user to view the Novell GroupWise user interface when
registering. If you select this option and user discovery is enabled, the user’s mailbox
information populates the appropriate fields.

* Allow users to choose on registration page to not to connect to GroupWise: Select this
option to give users the choice of having a handheld device that uses Novell GroupWise as the
messaging platform.

* Allow users to manually add / remove GroupWise server connections: Controls whether
users can add or remove handheld devices that are using Novell GroupWise as their messaging
platform.
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System Address Book Sync Settings

In this section, you can specify databases and database directories for a user’s address book. The
available options include the following:

* Don’t sync system address book: Select this option so the system address book does not
synchronize.

* Sync the members of these distribution lists: Select specific groups you want to
synchronize, if any.

* Sync entire system address book: Select this option to synchronize the entire system address
book.

* Allow user override of system address book sync settings: Select this option to allow the
user to override the system address book synchronization you define here.

4.3.3 Push Settings

Use the settings on this panel to configure Push values.

Figure 4-16 Push Settings

Default Properties ﬂl‘

Settings |

Push Settings

Information to monitar:
v & ¥ Contacts ¥ Motes v
v E:alen.dar [V Tasks

‘When do you want the information pushed:

[Every day =] R tmtpushto: [600am =]k [to0oPm 2

Push Settings - Email Messages

Allave User
Overtide

& Push all email v
" Push email based on the Following limits:
¥ nly if email is marked unread I
¥ and, only if wour name is in the 'To' list v
And only if;
™ sender name contains: I
!Examples: John Doe , acme , @acme.com , john.doe@acme. com)
™ Or, if emailis marked High Priority or Urgent v
I~ o, if emailis a Meeting Request Ird

Ok I Canicel Lpply | Help |

Available options include:

¢ Information to monitor: Select each information type you want to monitor for Push.
* Email
» Contacts
* Notes
+ Calendar
* Tasks

* When do you want the information pushed: Select whether you want to push information
every day or only on weekdays.
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e Limit push to starttime to stoptime: Use the list to select the time range for which you want
users associated with the profile to receive pushes.

Push Settings - Email Messages
* Push all email: Select this option to have all e-mail messages pushed, regardless of other
factors.

* Push email based on the following limits: By selecting from the following criteria, you can
set limits on the types of e-mail messages you want to receive.

* Only if email is marked unread

* And, only if your name is in the “To” list

» Sender name contains

» [f email is marked High Priority or Urgent
» [femail is a Meeting Request

4.3.4 Alerts Settings

Use the settings on this page to configure Alert values.

Figure 4-17 Alert Settings

20x
Settings |
Alerts Settings
[¥ @ilow users bo create and configure alert devices: Aggv:rhlszr
¥ send Email Alerts I
Alert Settings - Email
Send: v Body of emnail v Subject of emai v
= Send alerts on all email v
£ Send alerts hased on the Following limits:
v Gnly if email is marked unread I~
W and, only if your name is in the 'Ta' list v
And orly if:
™ sender name contains: [
!Examples: John Doe , acme , @acme.com |, john,doe@acme., com;)
I~ or, if emailis marked High Priority or Urgent I
™ o, if emailis a Meeting Request I~
Alert Settings - Daily Calendar
™ send new Daily Calendar if any of today's events are modified I

Ok I Cancel Lpply | Help |

Available options include:
* Allow users to create and configure alert devices: Select this option to give users permission
to create and set up alert devices.

* Send Email Alerts: Select this option to alert users when they receive an
e-mail message.

¢ Alert Settings — Email Alerts: Sclect whether users should receive the body of an e-mail or
only the subject in the alert.
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* Send alerts on all email. Select this option to send alerts upon arrival of all e-mail messages,
regardless of other factors.

* Send alerts based on the following limits: By selecting from the following criteria, you can
set limits on the types of e-mail to generate alerts.

* Only if email is marked unread

* And, only if your name is in the “To” list

» Sender name contains

 [f email is marked High Priority or Urgent
» [Ifemail is a Meeting Request

* Send new Daily Calendar if any of today’s events are modified: This option allows users
assigned to this profile to receive a new calendar if any of the day’s events are modified.

4.3.5 Inbox and Outbox Settings

You can create profile settings for the user’s Inbox and Outbox by setting combinations of values for
such options as message truncation, attachment limitations, old mail deletion, and preview. There
are two tabs for settings for the Inbox and Outbox: the Sync tab and the SyncXpress tab. The options
on both tabs are identical, and the values for both Sync and SyncXpress can be set the same way.
However, Sync settings are usually for a more comprehensive synchronization session. Sync
sessions usually include items that require more transfer time or a faster connection. SyncXpress
settings are usually for scaled-down, wireless data exchange sessions.

The available settings for both Sync and SyncXpress sessions are similar to those shown in the
following figure:

Figure 4-18 [nbox and Outbox Settings

Default Properties g |

Spnc | SyncEpress I

Inbox & Outbox Settings Allow User
Crverride

¥ 5 ¥
W Truncate after |2UUU _Ij characters 7
[ Get attachments v

W Maximum attachment size I 100 _,::‘ KB v

W absalute mazximum allowed attachment sizel S000 _lj KE

W sync only certain bypes of files v

I Jdoe, s, F {g.g, “.doc, s, brp")

W Device Cleanup - remove email older than I 7 _I; days From this device only W

{applies ta bath Sync & Synckpress)
[~ Preview Mail - show headers of new mail during sync session v
I~ Sync Oukbosx

Copy bo Synckpress |

QK I Cancel Apply Help

Available settings include:

e Sync Inbox: Select whether to synchronize Inbox information.
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* Truncate after x characters: You can specify the number of characters, counting left to right,
to allow before truncating an Inbox message.

* Get attachments: Select this option to allow the device to receive file attachments in e-mail.

¢ Maximum attachment size (in KB): To conserve space and minimize download times,
specify a size limit (in kilobytes) for the attachments.

¢ Absolute maximum attachment size (in KB): Specify a size limit (in kilobytes) for the
largest attachment you can send to the device. Even if the user requests the attachment (in
Preview Mail), the file does not download if it exceeds the value you set here.

¢ Sync only certain types of files: You have the option to synchronize only attachments of
a certain file type (such as . doc, .x1s, and so forth).

* Device Cleanup — remove e-mail older than x days from this device only (applies to both
Sync & SyncXpress): Specify the number of days to keep e-mail on the user’s device.

¢ Preview Mail — show headers of new mail during sync session: Use this option to enable or
disable the Preview Mail feature, which allows users to decide whether they want to download
each e-mail message based on the message header.

¢ Sync Outbox: Select this option to synchronize Outbox information.

¢ Copy to SyncXpress/Copy to Sync: If you set values on the Sync tab and want to apply the
same settings to the SyncXpress tab, click Copy to SyncXpress. If you set values on the
SyncXpress tab and want to apply the same settings to the Sync tab, click Copy to Sync.

¢ Allow User Override: For each option on this page, you can control whether users can
override the values you set.

4.3.6 Sent Items Settings

Profile settings for a user’s Sent items include truncation, attachment options, and e-mail deletion.
There are two tabs for settings for Sent items, the Sync tab and the SyncXpress tab. The options on
both tabs are identical, and the values for both Sync and SyncXpress can be set the same way.
However, Sync settings are usually for a more comprehensive synchronization session. Sync
sessions usually include items that require more transfer time or a faster connection. SyncXpress
settings are usually for scaled-down, wireless data exchange sessions.
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Settings for both Sync and SyncXpress sessions are similar to those shown in the following figure.

Figure 4-19 Sent Items Settings

Default Properties 2=l

Sunc | S_l,lncXpressI

Sent Items Settings Allows User
Override
: v
V¥ Truncate after IU _Ij characters v
[ Get attachments v
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¥ Device Cleanup - remove email older than I Z _,::‘ days From this device onky [+
{applies to both Sync & Synckpress)

Copy ba Synckpress |

ak. I Cancel I Appl Help

The following settings are available:

* Sync Sent Items: Select this option to synchronize Sent items.

* Truncate after x characters: You can specify the number of characters, counting left to right,
to allow before truncating a sent message.

* Get attachments: Select this option to allow the device to receive file attachments in e-mail.

¢ Maximum attachment size (in KB): To conserve space and minimize download times
specify a size limit (in kilobytes) for the attachments.

¢ Absolute maximum attachment size (in KB): Specify a size limit (in kilobytes) for the
largest attachment you can send to the device. Even if the user requests the attachment (in
Preview Mail), the attachment is not sent if it exceeds the value you set here.

¢ Sync only certain types of files: You have the option to synchronize only attachments of
a certain file type (such as . doc, .x1s, and so forth).

* Device Cleanup — remove e-mail older than x days from this device only (applies to both
Sync & SyncXpress): Specify the number of days to keep sent e-mail on the user’s device.

¢ Copy to SyncXpress/Copy to Sync: If you set values on the Sync tab and want to apply the
same settings to the SyncXpress tab, click Copy to SyncXpress. If you set values on the
SyncXpress tab and want to apply the same settings to the Sync tab, click Copy to Sync.

4.3.7 Drafts Settings

Profile settings for draft messages are similar to the Inbox and Sent Items settings, and include
truncation and attachment options. There are two tabs for setting the Drafts Settings: Sync and
SyncXpress. The options on both tabs are identical, and the values for both Sync and SyncXpress can
be set the same way. However, Sync settings are usually for a more comprehensive synchronization
session. Sync sessions usually include items that require more transfer time or a faster connection.
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SyncXpress settings are usually for scaled-down, wireless data exchange sessions. The available
settings for both Sync and SyncXpress sessions are similar to those shown in the following figure:

Figure 4-20 Drafts Settings

Default Properties 2=l

Sunc | S_l,lncXpressI

Drafts Settings Allow User
Override
Vg Z v
[ Truncate after |5UUU _Ij characters v
[ Get attachments v
W Maximum atkachment size I 100 _I; KE I~
v absolute maximum allowed attachment sizel 5000 _Ij KB
¥ sync only certain types of files v

I .dae, . xls, rtf {e.g. ".doc, .xls, .bmp"}

Copy ba Synckpress |

ak. I Cancel I Appl Help

The following settings are available:

* Sync Drafts: Select this option to synchronize Drafts information.

* Truncate after x characters: You can specify the number of characters, counting left to right,
to allow before truncating a draft message.

* Get attachments: Select this option if you want the device to receive e-mail attachments.

¢ Maximum attachment size (in KB): To conserve space and minimize download times
specify a size limit (in kilobytes) for the attachments.

¢ Absolute maximum attachment size (in KB): Specify a size limit (in kilobytes) for the
largest attachment you can send to the device. Even if the user requests the attachment (in
Preview Mail), it is not sent if it exceeds the value you set here.

¢ Sync only certain types of files: You have the option to synchronize only attachments of
a certain file type (such as . doc, .x1s, and so forth).

¢ Copy to SyncXpress/Copy to Sync: If you set values on the Sync tab and want to apply the
same settings to the SyncXpress tab, click Copy to SyncXpress. If you set values on the
SyncXpress tab and want to apply the same settings to the Sync tab, click Copy to Sync.

4.3.8 PIM Settings

Profile settings for PIM include Calendar, Contacts, Tasks, Notes, and Personalized Information
options. There are two tabs for setting PIM settings, Sync and SyncXpress. The options on both tabs
are identical, and the values for both Sync and SyncXpress can be set the same way. However, Sync
settings are usually for a more comprehensive synchronization session. Sync sessions usually
include items that require more transfer time or a faster connection. SyncXpress settings are usually
for scaled down, wireless data exchange sessions.
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The available settings for both Sync and SyncXpress sessions are similar to those shown in the
following figure:

Figure 4-21 PIM Settings

Default Properties 2=l
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The following settings are available:

* Sync Calendar: Select this option to synchronize users’ Calendar information.

* Device Cleanup — remove calendar entries older than “x” days (applies to both Sync &
SyncXpress): Specify the number of days to store calendar entries on users’ devices.

¢ Sync Contacts: Select this option to synchronize users’ Contacts.

¢ Sync Tasks: Select this option to synchronize users’ Tasks.

* Sync Notes: Select this option to synchronize users’ Notes.

* Sync Personalized Info: Select this option to synchronize users’ personalized information.

* Enable corporate contact lookup feature: The corporate contact lookup feature might be
appropriate for very large companies with too many employees to synchronize to the device.
When you enable this feature, users can browse to access a contact lookup page to view the
information they need.

* Copy to SyncXpress/Copy to Sync: If you set values on the Sync tab and want to apply the
same settings to the SyncXpress tab, click Copy to SyncXpress. If you set values on the
SyncXpress tab and want to apply the same settings to the Sync tab, click Copy to Sync.

4.4 Working with Profile Settings

A profile setting is a collection of values for settings of an application. A profile can consist of one
or more profile settings. Assigning profile settings to users and groups creates profiles for the users
and groups.

From the Intellisync Mobile Suite control, you can:

» Section 4.4.1, “Creating Profile Settings,” on page 69
+ Section 4.4.2, “Using Properties to Change Profile Settings,” on page 69
» Section 4.4.3, “Applying Profiles to Users and Groups,” on page 69
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» Section 4.4.4, “Prioritizing Profile Assignments,” on page 70

» Section 4.4.5, “Deleting Profile Settings,” on page 70

4.4.1 Creating Profile Settings

GroupWise Mobile Server provides default profile settings for each option. These default settings
might be sufficient for your company for certain features. You can also create custom profile
settings. When you define a profile setting, you can allow users to override certain values within the
profile setting. You can also enable or disable features.

1 From the console tree, expand Profile Settings.

2 Navigate to the option beneath the location where you want to create a profile setting, and then
select the option.

3 Click Action > Create New Setting.
4 1In the New Setting Name field, type a name for the setting.

(Optional) From the list, select an existing profile setting where values are similar to the setting
you want to create. This decreases the setup time for the new setting.

Click OK.
Select the values for the profile setting.

To allow the user to override a value if necessary, select the option to the right of the value.
Click OK.

© 0 N O

4.4.2 Using Properties to Change Profile Settings

After you create a profile setting, you can use the Properties dialog box to add or change
information.

1 From the console tree, expand Profile Settings.

2 Navigate to the profile setting you want to change.

3 Select the profile.

4 Click Action > Properties.

5 Complete the changes for the setting.

6 Click OK.

4.4.3 Applying Profiles to Users and Groups

You can assign profile settings to individual users and groups. Profile settings you assign to an
individual user take precedence over settings you assign to the user as a member of a group. For
more information on assigning profile settings to users and groups, see Section 3.2.4, “Assigning or
Editing User Profiles,” on page 34 and Section 3.3.4, “Assigning or Editing Group Profiles,” on
page 37.
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4.4.4 Prioritizing Profile Assignments

Users who are members of more than one group have multiple profiles. You can determine which
profile has priority for these users. Profiles you assign directly to a user take priority and override all
other profiles assigned through groups.

To prioritize multiple profiles for users who are in multiple groups:

1 From the console tree, select Profile Settings.
2 Click Action > Prioritize Profile Assignments.

3 In the Profile Priority list, select the group name to which you want to assign the highest
priority.

4 Click Move Up to move the group name to the top of the list.

5 Continue this process using Move Up and Move Down until the group list is in profile priority
order from highest to lowest.

6 Click OK.

4.4.5 Deleting Profile Settings

You can delete profile settings you no longer need.

1 From the console tree, expand Profile Settings.

2 Navigate to the profile setting you want to delete.
3 Select the profile.

4 Click Action > Delete.

5 Click OK to confirm the deletion.

NOTE: You cannot delete a profile settings page if it is assigned to a user or group. Assign a new
profile settings page to the affected users and groups. You can delete the profiles setting page after it
is no longer in use.
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Security

This section contains an overview of GroupWise® Mobile Server’s security capabilities and how
you can use these strategies with your corporate security plan.

Section 5.1, “Overview,” on page 71

Section 5.2, “Authentication,” on page 73

Section 5.3, “Information Access,” on page 74

Section 5.4, “Encrypting Communications,” on page 75
Section 5.5, “On-Device Security,” on page 75

Section 5.6, “Network Configuration,” on page 76

5.1 Overview

Access to corporate information assets using mobile computing devices creates a variety of security
challenges. GroupWise Mobile Server provides a solution that securely manages the flow of
information among corporate servers and mobile and remote devices including laptops, handheld
devices, and smart phones.

GroupWise Mobile Server’s security strategy addresses the following areas:

Authentication: Guaranteeing users are authorized to connect.

Information Access: Managing access and authorization to control the information delivered
to users.

Encrypted Communications: Securing information in transit to and from the mobile user.
On-Device Security: Protecting information on the device from unauthorized users.

Network Configuration: Locating the Intellisync Mobile Suite server relative to existing
firewalls and allowing it to communicate with other servers.

Security
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Figure 5-1 Key Elements of GroupWise Mobile Server'’s Security Strategy
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Highlights of GroupWise Mobile Server security include the following:
* Section 5.1.1, “New Session Keys,” on page 72
» Section 5.1.2, “Encrypting All Data,” on page 72
» Section 5.1.3, “Encrypting User Credentials,” on page 72
» Section 5.1.4, “Storing User Credentials on the Device,” on page 73
5.1.1 New Session Keys
For key exchange, GroupWise Mobile Server uses Diffie-Hellman with elliptical curve strengths of

up to 1024-bit RSA. Each new sync session negotiates encryption and randomly generates new
session-based keys for added security.

5.1.2 Encrypting All Data

GroupWise Mobile Server encrypts all packets of information, from the first to the last. No “clear
text” user data is ever sent between client and server, unless you disable the encryption capabilities.

5.1.3 Encrypting User Credentials

GroupWise Mobile Server always encrypts user credentials as they are passed from client to server
for authentication, unless you disable the encryption capabilities.
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5.1.4 Storing User Credentials on the Device

GroupWise Mobile Server does not store user passwords on the device. The password is only an
element of an encrypted credentials token, and the key is never transmitted or stored on the device.
Therefore, you cannot encrypt or decrypt the password on the device. Depending on your
configuration, the device can store user credentials and send this information to the server for each
sync session.

Maintaining or Expiring User Credentials on the Device

You can keep user credentials on the device indefinitely or have credentials expire after a certain

period of time. If user credentials expire, the user must enter the password to continue. Using this
option provides better security in case the device is lost or stolen. If credentials never expire, the

user must enter the password only when connecting for the first time.

5.2 Authentication

Before a user can reach your corporate computer system, the user’s identification must go through
an authentication process. The process guarantees that only authorized users are able to gain access
to corporate information.

The following authentication approaches are available:

* GroupWise Authentication. Authenticate users through the GroupWise server.
* LDAP Authentication. Authenticate users through an LDAP source, such as eDirectory™.
¢ Intellisync Authentication. Authenticate users by using a list of users created and maintained

through the Intellisync Mobile Suite control.

Your security strategy can incorporate more than one of these approaches. Different users and
groups can be authenticated using different authentication methods.

NOTE: This section offers an introduction to authentication as it relates to GroupWise Mobile
Server’s security strategies. For more information on selecting and implementing authentication
strategies, refer to Chapter 6, “Authenticating Users,” on page 77.

5.2.1 GroupWise or LDAP Authentication

You might be able to leverage the authentication methods you currently use to avoid duplicate effort
in entering and maintaining user lists. For example, if you use Groupwise authentication, users can
log on using their existing GroupWise user names and passwords. This approach to authentication
can simplify the user experience and maintenance for you.

Changes to the corporate user directory automatically appear in the Intellisync administrative area.
This feature eliminates any need for duplicate user administration activity. For example, it
eliminates the need to remove an ex-employee from multiple directories.

5.2.2 Intellisync Authentication

Intellisync also offers an internally managed authentication option, referred to as Intellisync
Authentication. With this authentication approach, user names and passwords are managed through
the Intellisync Mobile Suite control. Some companies prefer this option for administrative reasons.
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Even if you select GroupWise authentication, you can use Intellisync Authentication for particular
subsets of users. For example, you can use Intellisync Authentication for a temporary workforce, for
giving business partners access to limited information, or for testing and evaluation purposes.

5.2.3 Multiple Approaches to Authentication

As mentioned in the previous section, you can authenticate users using different approaches. A
combined approach can be useful for testing or for migrating from one authentication approach to
another. Intellisync Mobile Suite authenticates each user with only one method, but you can use any
method for a given user.

5.2.4 Authentication and User Access

For GroupWise Mobile Server, there are two requirements for allowing a user to connect and access
e-mail and PIM data:

* Authentication with GroupWise Mobile Server

* Access to the mail server

Chapter 6, “Authenticating Users,” on page 77 contains more information about authenticating users
for all products. Chapter 7, “Granting Access to the Mail Server,” on page 83 includes mail server
information and applies only to Email Accelerator.

5.3 Information Access

After the user passes authentication, GroupWise Mobile Server determines the information each
user can access. For example, access to e-mail and PIM information is set up using profile settings.
However, you can control delivery of software and files using a publish-and-subscribe model. For
more information, see Section 5.5.3, “Enabling or Preventing User Credential Storage on the
Device,” on page 76

5.3.1 E-Mail and PIM Access

After a user connects and passes authentication, the system determines whether the user can access
e-mail and PIM information. Email Accelerator uses profile settings to control how users access the
mail server. Depending on the mail server you are using, there are several options for granting
access.

Granting users access to the corporate mail server is integral to a successful e-mail and PIM
implementation. For more information, see Chapter 7, “Granting Access to the Mail Server,” on
page 83.

5.3.2 Automated Discovery For New Users and New Devices

When you enable user discovery, any new user with the Intellisync Mobile Suite client and proper
network credentials can access the system. GroupWise Mobile Server automatically assigns the new
user to the New User group. As the system administrator, you can routinely review new users and
change the assignment to other groups or create individual settings as appropriate.

When you enable device discovery, you can authenticate and add devices not already in the system.
If you do not select this option, you can only authenticate devices already in the system.
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You can set user and device discovery with the Intellisync Mobile Suite control.

1 From the console tree, select Intellisync Mobile Suite.
2 Click Action > Properties.
3 Click the Authentication tab.

5.4 Encrypting Communications

GroupWise Mobile Server includes a client component that communicates with the servers through
a communications layer.

The following encryption options are available:

¢ Certicom Based Triple DES: This highly secure option has 112-bit encryption strength using
three 56-bit keys. Novell does not recommend this option for slow connections or devices with
limited processing power.

¢ Certicom Based AES: This advanced encryption option uses 128-bit keys, which provides a
highly secure connection and is optimized for wireless connectivity.

* SSL: Secure Sockets Layer (SSL) encrypts data as it is transferred. Clients and servers
authenticate each other and establish a secure link, or pipe, across the Internet or intranet to
protect the information you are transmitting.

* No Encryption: Select this option if a device does not connect through the Internet or if the
device connects through other secure methods.

You can set encryption for the server from the Intellisync Mobile Suite control.

1 From the console tree, expand Profile Settings.

2 Expand General Settings, then select Security/Encryption Settings.

5.5 On-Device Security

After information is on the device, you can secure it in a variety of ways. If you require high levels
of security, keep in mind that GroupWise Mobile Server is compatible with a variety of third-party
products.

On-disk data encryption protects data stored in memory on a server or device. This type of
encryption prevents a user from viewing the actual data on the server or device. For handheld
devices, GroupWise Mobile Server works with third-party tools such as Certicom’s movianCrypt*.

Novell also recommends effective device password management.

5.5.1 Requiring a Password For Power On

1 From the console tree, expand Profile Settings.

2 Expand General Settings, then select Security/Encryption Settings.

3 Click Action > Properties, then click the Power-on Password tab.

4 Select Enforce power-on password, then select the password requirements.
5 Click OK.
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5.5.2 Requiring a Password to Sync

If you cannot store user credentials on the device, you can require the user to enter a password to
synchronize.

5.5.3 Enabling or Preventing User Credential Storage on the
Device

You can store user credentials on the device or require the user to enter credentials for each
synchronization session.

Encrypting User Credentials on the Device

Storing encrypted user credentials on the device is convenient for the user because the device
connects automatically several times per day for an “always connected” experience.

Preventing User Credential Storage on the Device

Users must enter a password during each synchronization session if you do not store user credentials
on the device. You can set this option using the Intellisync Mobile Suite control.

5.6 Network Configuration

Network configuration is another key element in your corporate security strategy. There are several
options for placing GroupWise Mobile Server in your company’s network. For detailed information
on installing and configuring the Secure Gateway, refer to “Using the Secure Gateway” in the
GroupWise Mobile Server 7 Installation Guide.
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Authenticating Users

This section provides an overview of setting up authentication so user can connect to GroupWise®
Mobile Server.

* Section 6.1, “Overview,” on page 77

» Section 6.2, “User Authentication Options,” on page 77

» Section 6.3, “Setting Default Authentication For New Users,” on page 78

» Section 6.4, “Selecting Authentication Types,” on page 79

6.1 Overview

All users who connect remotely to GroupWise Mobile Server must be able to authenticate with the
server to establish a connection. GroupWise Mobile Server is flexible and you can configure it to
work within a wide variety of network environments. As you plan your system implementation,
consider how you want to authenticate your users.

By default, GroupWise Mobile Server authenticates a user by how the user enters the system. For
example, Novell® GroupWise users who enter the system through auto-discovery are set up for
GroupWise authentication.

6.2 User Authentication Options

There are three approaches to authenticating users with the Intellisync Mobile Suite server:

» Section 6.2.1, “GroupWise Users: GroupWise Authentication,” on page 77
» Section 6.2.2, “Intellisync Authentication,” on page 77
» Section 6.2.3, “LDAP Authentication,” on page 78

6.2.1 GroupWise Users: GroupWise Authentication

For GroupWise users entering the system through automatic discovery, GroupWise Mobile Server
uses GroupWise authentication by default. When a user connects for the first time, GroupWise
Mobile Server authenticates the user against the GroupWise Post Office Agent (POA) to
automatically create a new user account. With other approaches to authentication, you must
configure additional options to grant access to the GroupWise server. If your system includes e-mail
and PIM synchronization (covered in Chapter 7, “Granting Access to the Mail Server,” on page 83),
using GroupWise authentication simplifies the process of granting mail access.

6.2.2 Intellisync Authentication

With Intellisync Authentication, you are authenticating users against the GroupWise Mobile Server
database. To use this approach, you must have a GroupWise Mobile Server account set up for each
user before the user attempts to connect for the first time. Otherwise, the user is unable to connect.
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You can create user accounts in one of several ways:

* Create the account directly in the Intellisync Mobile Suite control (using the Create User dialog
box), see Section 3.2.1, “Adding a New User,” on page 30.

» Import users from a text file, see Section 3.2.2, “Importing Users,” on page 31.

» Import users from a list of LDAP users, see Section 6.4.1, “Creating an AD/LDAP Information
Source,” on page 80.

If users need access to a GroupWise POA, you must enter additional information to facilitate that
connection. For more information on creating new user accounts and adding connection
information, see Section 3.2, “Working With Users,” on page 29.

Intellisync Authentication is a simple, straightforward, and self-contained solution because
authentication relies entirely on the GroupWise Mobile Server database, eliminating the need to
access other servers during the authentication process.

6.2.3 LDAP Authentication

With LDAP authentication, you are authenticating users against a specific LDAP source.

If your system includes e-mail and PIM synchronization, you must select Other Option. In addition,
you must map your LDAP fields before connecting.

6.3 Setting Default Authentication For New
Users

The authentication approach for a new user is based on the way the user enters the system. The
following table show the default authentication approach for users entering the system in various
ways.

Table 6-1 Default Authentication Approaches

User Entry Source Default Authentication
Auto-discovery: GroupWise GroupWise

Imported: LDAP LDAP

Imported: other Directory Service Specific Directory Service
Manually created: Intellisync Authentication

Intellisync Mobile Suite control

NOTE: Although Intellisync Authentication is the
default, you can select GroupWise authentication
when you create the user.

To view or change the authentication approach for a user:

1 From the console tree, click Management > Users.

2 Select the user you want to change.
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3 Click Action > Properties.

mpalu Properties

General | GIDUDSI Loggingl

User Name: I v Active

Profile: User profile settings are coming from the group All Users,

Client Language: IEninsh j

Use Website as User, ., |
Assign Profiles. .. |

Authentication IGroupWise(13?.65.15.11) d Eassword:l
Confirm: I

il

First: Mame: Il\""kl\3 Last Mame: |P6|LI

Description: I

3

Deyvice: Descripkion [ Tpe | Cateqar | Device ID
| | i
Ok I Cancel | Appl | Help

4 1In the Authentication field, select the authentication type.

5 Click OK.

6.4 Selecting Authentication Types

Intellisync Authentication is available as soon as you install GroupWise Mobile Server software. If
you want to use GroupWise or LDAP authentication, you must provide more information before you

can use these sources.

To add GroupWise or LDAP authentication to your system:

1 From the console tree, select Intellisync Mobile Suite.

2 Click Action > Properties.
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3 Click the Authentication tab.

Intellisync Mobile Suite Properties

Genala\l Diractmiesl Server Mame  Authentication ISecureAdmimistraliDn' Serverkey | Secure Gatewayl

Default user authentication is set based on how the user enters the system. (You can
change a user's authentication method in user properties. )
Examples:
Users discovered at the first connection authenticate against the source from which
they were discovered.
Users imported from MT authenticate against MT Domain,
Users imported From Active Directary or ather Directary Services authenticate
against the directary service.

Default Password {Intelisync Authentication only):
Type in a default password for users. This password becomes the default password For
users who were imported from file and do not have a password specified in the file,

User and Device Discovery
[V allow users to be discovered and created at connect time

v allow devices to be discovered and created at connect time
[~ Limit the number of devices ko be discovered per user |5 3:
™ Limit the nurmber of devices to be discovered per user per device type | 1 32

LDAP{Active Directory, Domino or Grouphiise sources can be set up for users to
Authenticat 4

User lockout threshold
[ Enable user lockout threshald
Users will be locked out after =" invalid login sttempts | 5 j:

Mote: Lockout of a user is done by setting the user ta “inackive”

2%

(1] Cancel Lpply

Help

4 Click Authentication Sources.

5 Click Create AD/LDAP or Create GroupWise.

Depending on your selection, continue to Section 6.4.1, “Creating an AD/LDAP Information
Source,” on page 80 or Section 6.4.2, “Creating a GroupWise Authentication Source,” on

page 82.

6.4.1 Creating an AD/LDAP Information Source

If you choose to create a AD/LDAP information source, you should have a through understanding of

LDAP and how it works before proceeding.

1 Ifyou clicked Create AD/LDAP, the following dialog box appears.

Create Active Directory/LDAP Informak

x|
|

Cancel |

Type of directary server

= iPlanet 5.0 Directory Server
" DOther

%' Microsoft Active Directony ﬂl

2 Select Other, then click OK.
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3 Specify the IP address or full DNS hostname, port number, and search base.

Active Directory/LDAP Configuration

Server: Port:

| 339 :l' oK |

Search base (e.q. "dc=company,dc=com"): Cancel

I Help |

User name Format:
I Default ("user relative distinguished name") j

o Conneck Anonymously

" Connect As Specific User

sermare ar Ord: I

Bassword: I
r lse Secure Authentication:

[™ Delete users if they are no longer part of the synchronized groups

[~ synchronize groups From this source during unattended userfgroup synchronizakion

Active Directory{LDAP Propert | Walue

User Class

User Filker

User RDMN

User First Name
User Last Mame
User Description
Group Class
Group Filker
Group RDM
Group Member
Group Descripkion

Edit ConFiguration... |

4 Select Connect As Specific User, then specify the username or DN and password.

5 Click Edit Configuration.

The examples provided for most fields work well with eDirectory™.

Advanced Active Directory/LDAP Configuration

These fislds are required For LDAP usetfaroup impork b Function propetly: Ol

User Relative DN Attribute: |m Example: "cn”
Group ObjectClass: | aroup Example: "group”
all Groups Filker: | (objectCategory=group} Example: "objectclass=group”
Group Relative DN Attribte: | n Example: “cn”
Group Membership Attribute: I mermber Exzample: "member”

These fields ars not required (and leaving them empty may speed up the import pracess);

User First Mame Attribute; | aivername Excariples: "givernams”

User Last Mame Attrbute; [ s Example: "sn’”

User Description Attribute: | description Excariple: "description”
Group Description Attribute: | description Example: "description”

Im

User OhjectClass: | user Example: "person’” Cancel

All Users Filter: I (&{objectClass=user)(objectCategory=per  Example: "(objectclass=person)” Help

6 Make the necessary changes, then click OK.

7 Click OK to display the Authentication Sources dialog box.

8 Click Close to display the Authentication page.
9 Click OK.
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6.4.2 Creating a GroupWise Authentication Source
1 Click Create GroupWise.

GroupWise Authentication Settings
Authentication Source Mame: oK

Enter the GroupWise server access infarmation used for user authentication. The user
name is verified against the users of the specified Groupiise server, Help |

dil

Cancel

Group'Wise Server: I

Park: |?191 _|:;i
Usessl: [~

GroupWise SOAP Interface

htkp: ff: 7191 fs0ap

2 Specify the authentication source name, GroupWise POA IP address or DNS hostname, SOAP
port, and if you want to use SSL.

The default SOAP port is 7191.
3 Click OK, then click Close.
4 Click OK.
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Granting Access to the Mail
Server

This section provides steps to grant user access to the mail server.

» Section 7.1, “Overview,” on page 83
» Section 7.2, “Novell GroupWise: Granting Access to the Mail Server,” on page 83

» Section 7.3, “Authentication and Access Strategies,” on page 85

7.1 Overview

As covered in Chapter 6, “Authenticating Users,” on page 77, all users who connect remotely to the
GroupWise® Mobile Server machine must be set up to authenticate with the server. However, if
synchronization for e-mail and PIM is part of your system, you must grant user access to the mail
server.

Although authentication is on a user-by-user basis, you can set up access to the mail server through
Profile Settings in the Intellisync Mobile Suite control. You can create and apply general
specifications for groups of users that share similar characteristics.

Default profile settings are always in place until you make changes. Therefore, you do not need to
create or modify profile settings to start using GroupWise Mobile Server.

NOTE: You must be familiar with Chapter 4, “Profile Settings,” on page 45 before implementing
the procedures in this section.

7.2 Novell GroupWise: Granting Access to the
Mail Server

Email Accelerator accesses Novell® GroupWise mailboxes using a GroupWise user account or a
trusted application account. To set up access, create, or modify the GroupWise profile settings, and
then assign the profile to appropriate groups (or users).
1 From the console tree, expand the following:
* Intellisync Mobile Suite
* Profile Settings
* Email Accelerator Settings
* Novell GroupWise Settings
2 Select the profile you want to modify.
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3 Click Action > Properties.

Default Properties ﬂﬂ

Acocess | User Settings I

Novell GroupWise Settings

—GroupWWise Server
e Tl b =k 3. te synichrologic. com Part: |?192 _IZ;' UsessL: v

GroupWise SOAP Interface: https:ffrack3.te . synchrologic.com: 7192 s0ap

—Access Grouphtise using:

(& Same account used to access Email Accelerator; must be using Groupiwise
authentication

[V stare user credentials on server (required for some monitaring types below)

" & separate GroupiWise account that the user specifies

" Trusted Application: I Register. .. |

Key: I

The trusted application accesses GroupWise with special privileges, The trusted
application must be registered on the GroupWise server,

—@roupWWise Change Monitoring

' Monitor using the user's own account

€ Monibar using trusted application access

QK I Cancel | Lpply | Help |

4 Make selctions or edit the information, then click OK.

For more information, see Chapter 4, “Profile Settings,” on page 45 or online Help.

7.2.1 Accessing GroupWise Using a GroupWise User Account

Authenticating against a user’s GroupWise user account is the most secure approach for
authenticating with the GroupWise Mobile Server machine and then accessing the PIM and e-mail
server. With this option, the GroupWise Mobile Server machine authenticates users based on the
user’s GroupWise account credentials. To connect, the user must provide the GroupWise user name
and password.

When a user connects for the first time, the GroupWise Mobile Server machine automatically
creates a new user account based on the user’s GroupWise account credentials. Therefore, manually
creating a user account using the Intellisync Mobile Suite control is not necessary. This feature,
called auto discovery, automatically discovers the user’s mailbox name and GroupWise server and
adds the user name to the list in the Intellisync Mobile Suite control. There is no need to manually
add information to the properties for the user. Auto discovery is not available with Intellisync
Authentication. GroupWise authentication is recommended for most situations.

7.2.2 Accessing GroupWise Using a Trusted Application

If you are using GroupWise Authentication to authenticate users with the GroupWise Mobile Server
machine, you can also access the GroupWise server using a trusted application. A trusted application
has full access rights to the Novell GroupWise server and every user’s mailbox. The trusted
application must be registered on the Novell GroupWise domain with which it is synchronized.
When a user requests e-mail, this account has the authority to retrieve the user’s messages. The same

84 GroupWise Mobile Server 7 Administration Guide



applies when a user requests any other operation on e-mail messages, including deletions. Using
Intellisync Mobile Suite as an intermediary is transparent to the user. Using a trusted application to
access the mail server access is simple and easy to manage.

For information on how to create a GroupWise Trusted Application with GroupWise and
GroupWise Mobile Server, see “Creating a Trusted Application With GroupWise” on page 60.

7.3 Authentication and Access Strategies

When deciding on an authentication and access strategy, it is important to consider your
environmental variables. For most situations, Novell recommends that you consider using
GroupWise authentication between the user’s handheld device and the GroupWise Mobile Server
machine. Then, use the user’s GroupWise user account to gain access to the GroupWise server.

Granting Access to the Mail Server 85



86 GroupWise Mobile Server 7 Administration Guide



Maintaining GroupWise Mobile
Server

As a system administrator, you are aware of the importance of backing up your directory structure,
files, and data on a regular basis. However, with GroupWise® Mobile Server, it is not necessary
because the information is already stored in the GroupWise database. If you do back up GroupWise
Mobile Server it becomes very easy for items to become out of synchronization.

If you have purchased the Intellisync File Sync, Data Sync, or System Management components
from Nokia*, then you should see their administration guides for information on how to back up
these components.

If you need to restore GroupWise Mobile Server, simply reinstall the software and re-prime your
database.
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Push Rules

This section covers the rules that cause a push to happen in the GroupWise Mobile Server system.
Pushes can come from either the server to device or from the device to the server. There are three

categories that can cause pushes:

¢ Insert: Insert a new item.
¢ Update: A change to an item.

¢ Delete: When an item is deleted.

A.1 Client-Side Pushes

Table A-1 Inbox and Outbox Client-Side Pushes

Inbox Outbox
Client-Side Push Insert Update Delete Insert Update Delete
Palm > Server yes yes yes yes yes yes
PPC > Server yes yes yes yes yes yes
Smartphone > Server  yes yes yes yes yes yes
Symbian > Server no no no yes yes yes
Table A-2 Calendar and Contacts Client-Side Pushes

Calendar Contacts
Client-Side Push Insert Update Delete Insert Update Delete
Palm > Server no no no no no no
PPC > Server yes yes yes yes yes yes
Smartphone > Server yes yes yes yes yes yes
Symbian > Server no no no yes yes yes
Table A-3 Sent Items and Drafts Client-Side Pushes

Sent Items Drafts
Client-Side Push Insert Update Delete Insert Update Delete
Palm > Server yes yes yes yes yes yes
PPC > Server yes yes yes yes yes yes
Smartphone > Server  yes yes yes yes yes yes
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Sent Iltems Drafts
Symbian > Server no no no yes yes yes
Table A-4 Tasks Client-Side Pushes

Tasks

Client-Side Push Insert Update Delete
Palm > Server no no no
PPC > Server yes yes yes
Smartphone > Server yes yes yes
Symbian > Server no no no
A.2 Server-Side Pushes
Table A-5 Inbox and Outbox Server-Side Pushes

Inbox Outbox
Server-Side Push Insert Update Delete Insert Update Delete
Palm > Server yes no no no no no
PPC > Server yes no no no no no
Smartphone > Server yes no no no no no
Symbian > Server yes no no no no no
Table A-6 Calendar and Contacts Server-Side Pushes

Calendar Contacts
Server-Side Push Insert Update Delete Insert Update Delete
Palm > Server yes yes yes yes yes yes
PPC > Server yes yes yes yes yes yes
Smartphone > Server yes yes yes ye yes yes
Symbian > Server yes yes yes yes yes yes
Table A-7 Sent Items and Drafts Server-Side Pushes

Sent Iltems Drafts
Server-Side Push Insert Update Delete Insert Update Delete
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Sent Iltems Drafts
Palm > Server no no no no no no
PPC > Server no no no no no no
Smartphone > Server no no no no no no
Symbian > Server no no no no no no
Table A-8 Tasks Server-Side Pushes

Tasks

Server-Side Push Insert Update Delete
Palm > Server no no no
PPC > Server no no no
Smartphone > Server no no no
Symbian > Server no no no
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