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About This Guide

This Novell® Group Wise® Gateway for Lotus Notes Installation and Administration Guide
explains how to install, configure, and run the GroupWise Gateway for Lotus Notes. The guide is
divided into the following sections:

Chapter 1, “What Is the GroupWise Gateway for Lotus Notes?,” on page 11

Chapter 2, “Notes Gateway System Requirements,” on page 13

Chapter 3, “Installing the Notes Gateway,” on page 15

Chapter 4, “Configuring the Notes Side of the Notes Gateway,” on page 25

Chapter 5, “Configuring the GroupWise Side of the Notes Gateway,” on page 35

Chapter 6, “Running the Notes Gateway,” on page 39

Chapter 7, “Configuring the Notes Gateway,” on page 45

Chapter 8, “Monitoring the Notes Gateway,” on page 65

Chapter 9, “Optimizing the Notes Gateway,” on page 79

Chapter 10, “Using Notes Gateway Startup Switches,” on page 83

Appendix A, “Notes Gateway Error Messages,” on page 91

Appendix B, “Notes Gateway Directory Structure,” on page 99

Appendix C, “Documentation Updates,” on page 109

Additional Documentation

For additional GroupWise documentation, see the following guides at the Novell GroupWise 6.5
documentation Web site (http://www.novell.com/documentation/lg/gw65):

¢ [Installation

* Administration

* Multi-System Administration

* [Interoperability

¢ Troubleshooting

* GroupWise Windows Client User Guide

* GroupWise WebAccess Client User Guide

Documentation Updates

For the most recent version of the Group Wise 6.x Gateway for Lotus Notes Installation and
Administration Guide, visit the Novell GroupWise 6.5 documentation Web site (http://
www.novell.com/documentation/lIg/gw65).
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Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

User Comments

We want to hear your comments and suggestions about this manual and the other documentation
included with GroupWise. To contact us, send e-mail to proddoc@novell.com.
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What Is the GroupWise Gateway for Lotus
Notes?

The GroupWise® Gateway 3.0 for Lotus Notes connects a GroupWise system and a Notes system
by creating a link between a GroupWise domain and a Notes domain, as shown in the following
diagram.
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Version 3.0 of the Notes Gateway provides the following capabilities:

+ Message exchange between users of GroupWise 5.x and 6.x and users of Lotus Notes 4.x, 5.x,
and 6.x

+ Directory exchange, so that GroupWise users can be imported into the Notes Address Book
and Notes users can be imported into the GroupWise Address Book. This enables users to
select recipients from either system in their respective, familiar Address Books.

¢ Directory synchronization, so that when users are added or removed, or user information is
modified, the changes are automatically replicated between the GroupWise and Notes
systems. This keeps the GroupWise and Notes Address Books up to date for all users.

What Is the GroupWise Gateway for Lotus Notes? 11
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Notes Gateway System Requirements

The Windows* machine on which you run the GroupWise® Gateway for Lotus Notes must meet
the following system requirements.

Hardware/Software Minimum Recommended
Requirements Requirements

Computer Pentium* Pentium or better

Windows NT* Updated with Updated with

(for use with

Lotus Notes 4.x and
5.x)

Windows 2000

(for use with
Lotus Notes 6.0.x)

Novell® Client™
Available Disk Space
Available Memory

Lotus Notes/Domino*
Server

Lotus Notes Client

Service Pack 6

Updated with
Service Pack 2

Any version

20 MB
16 MB

4.0

4.0

Service Pack 6 or later

Updated with
Service Pack 3 or later

Latest version

40 MB
32 MB or more

4.5 or later

4.5 or later

IMPORTANT: For best results, use
the same version for both client and
server.

The Windows machine where you install the Notes Gateway must meet the following additional

requirements:

+ The Lotus Notes client must be installed on the Notes Gateway machine.

* The Notes Gateway machine must have network access to the machine where the GroupWise
domain directory is located.

+ The Notes Gateway machine must have network access to the Lotus Notes/Domino server.

Ideally, you should not install the Notes Gateway on the Notes/Domino server. Although the Notes
Gateway can work on the same server with some versions of Notes, directory synchronization and
exchange do not work on the same server with other versions of Notes. However, the Notes
Gateway would still be able to exchange messages between the two systems. If you do not want
to enable directory synchronization and exchange, you can safely run the Notes Gateway on the
Notes/Domino server.

Notes Gateway System Requirements 13
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Installing the Notes Gateway

Before you install the GroupWise® Gateway for Lotus Notes, both the GroupWise system and the
Notes system should be running smoothly. Then complete the following tasks to connect the two
systems through the Notes Gateway:

+ “Planning the Notes Gateway Installation” on page 15

¢ “Meeting Installation Prerequisites” on page 20

+ “Installing the Notes Gateway Software” on page 20

+ “Installing the Notes Gateway Administrator Snap-In to ConsoleOne” on page 21

* “Notes Gateway Installation Worksheet” on page 23

Planning the Notes Gateway Installation

Before installing the Notes Gateway, you should complete the planning tasks listed below. The
planning tasks provide concepts and information you will need as you install and set up the Notes
Gateway. You can use the “Notes Gateway Installation Worksheet” on page 23 to record your
installation and setup information.

¢ “Deciding Where to Install the Notes Gateway” on page 15

¢ “Determining Where to Install the Notes Gateway Administrator Snap-In to ConsoleOne” on
page 16

+ “Gathering GroupWise System Information” on page 16

* “Choosing a Gateway Name” on page 16

+ “Deciding between Windows Application and Windows Service” on page 17
+ “Deciding How to Monitor the Notes Gateway” on page 17

+ “Determining Gateway Links between Systems” on page 19

Deciding Where to Install the Notes Gateway

In order for directory exchange and synchronization to work, you should install the Notes Gateway
on a machine other than the Notes/Domino server. Although the Notes Gateway can work on the
same server with some versions of Notes, it does not work on the same server with other versions
of Notes. To ensure full functionality of the Notes Gateway with whatever version of Notes you

have installed, plan to install the Notes Gateway on a machine other than the Notes/Domino server.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 1: Notes Gateway Location, mark whether you will install the Notes Gateway on the Notes/
Domino server or another server.

Installing the Notes Gateway 15



IMPORTANT: The instructions in this guide focus on the configuration where the Notes Gateway is installed
on a machine other than the Notes/Domino server.

Determining Where to Install the Notes Gateway Administrator Snap-in to

ConsoleOne

Notes Gateway administration is performed through ConsoleOne®, version 1.3.4 or later. When
you install the Notes Gateway, the Gateway Administrator snap-in files are copied to a
ConsoleOne location that you specify. The Gateway Administrator snap-in files extend the
functionality of ConsoleOne to let you administer the Notes Gateway.

You should install the Gateway Administrator snap-in files wherever the GroupWise
Administrator snap-in files are already installed. Different Gateway Administrator files are
installed depending on whether you are using the GroupWise 6.0.x or 6.5.x version of the
GroupWise Administrator snap-ins. You can check the GroupWise Administrator snap-in version
in ConsoleOne. Click Help > About Snap-Ins > GroupWise Administration.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 9: ConsoleOne Path, specify the path for the ConsoleOne location you want to use to
administer the Notes Gateway and specify the version of the GroupWise Administrator snap-ins that
are already in use.

You can install the Gateway Administrator snap-in files to additional locations after you have
installed the gateway, as described in “Installing the Notes Gateway Administrator Snap-In to
ConsoleOne” on page 21.

Gathering GroupWise System Information

The Notes Gateway will need to access the Group Wise domain where you want to link the gateway
into your GroupWise system. You might want to create a new domain specifically for the Notes
Gateway. This keeps Notes Gateway activity separate from domains where post offices are
located.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 3: eDirectory Information, list the Novell® eDirectory™ tree and context where the Domain
object is located.

Under Item 4: Domain Information, list the domain name and domain directory. If you want to use a
separate domain for the Notes Gateway, create the new domain now.

Choosing a Gateway Name

When you install the Notes Gateway, a Gateway object is created in the domain where you install
the gateway. The default gateway name is Notes.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 5: Gateway Name, specify the name you want to use for the Notes Gateway object.
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When you install the Notes Gateway, a subdirectory for the gateway software and queues is
created under the domain directory. By default, the directory name is the same as the object name.
If you use the default object name of Notes, the gateway subdirectory will be
domain\wpgate\notes.

Deciding between Windows Application and Windows Service
You can install the Notes Gateway as a Windows application or a Windows service.

When you install the Notes Gateway as an application, it can be manually started by a user or it
can be added to a user’s Startup folder so that it starts automatically when the user logs in to the
Windows machine. When running as an application, the Notes Gateway displays a console on the
Windows machine where you can monitor and control the gateway.

When you install the Notes Gateway as a service, it can be configured to start automatically when
the server starts and must run under a specific Windows user account that has rights to run services.
When running as a service, the Notes Gateway does not display a user interface on the Windows
machine.

NOTES GATEWAY INSTALLATION WORKSHEET

Under ltem 7: Gateway Installation Method, mark whether you want to install and run the Notes
Gateway as an application or service. If you want to install it as a service, provide a username and
password of the Windows account that will own the service.

If the user account does not yet exist, create the user account now and give the account rights to run
services.

If you want to run the Notes Gateway as a service and if the domain it belongs to is on a NetWare®
server, you must create an eDirectory account with a username and password that match the
Windows user account. The eDirectory user must have Read, Write, Compare, Edit, Modify, and
File Scan rights to the domain\wpgate\notes directory.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 2: Domain Server Type, mark whether the domain is located on a NetWare server or a
Windows server.

If it is located on a NetWare server, create the eDirectory account now, using the same username and
password as the Windows account, and give the eDirectory account Read, Write, Compare, Edit,
Modify, and File Scan rights to the domain\wpgate\notes directory.

Deciding How to Monitor the Notes Gateway

If you install the Notes Gateway as an application, the Notes Gateway console is displayed on the
Windows machine where the Notes Gateway is running, which allows you to monitor the Notes
Gateway from that location. If you install the Notes Gateway as a service, the Notes Gateway
console is not displayed, so you must plan for another way to monitor it.

+ “Using the Notes Gateway Web Console” on page 18
+ “Using an SNMP Monitoring Program” on page 18

Installing the Notes Gateway 17



Using the Notes Gateway Web Console

You can also monitor the Notes Gateway from its Web console. The Notes Gateway Web console
enables you to monitor and control the Notes Gateway from any location where you have access
to a Web browser and the Internet. This provides substantially more flexible access than the Notes
Gateway console or an SNMP monitoring program.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 6: Web Console Information, provide a unique username and password to protect access
to the Notes Gateway Web console. Also provide an HTTP port number for communication between
the Notes Gateway and your browser. You might want to use a port number close to those used by the
MTA and POA, for example, 7175.

Using an SNMP Monitoring Program

If desired, you can monitor the Notes Gateway from the Management and Monitoring component
of Novell ZENworks® for Servers, ManageWise®, or any other SNMP management and
monitoring program. When properly configured, the Notes Gateway sends SNMP traps to network
management consoles for display along with other SNMP monitored programs.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 8: Enable SNMP?, mark whether you want to configure the Notes Gateway for SNMP.

You must enable SNMP during gateway installation. You cannot add this functionality after
installation. In order for the option to be offered during installation, the Windows machine where
you install the gateway must have the SNMP service installed.

The SNMP service is usually not included during the initial Windows operating system
installation. To add or configure the SNMP service on the machine where you will install and run
the Notes Gateway, you must be logged in as a member of the Administrator group.

To add the SNMP service to a Windows NT machine:
1 From the Control Panel, double-click Network.
2 Click Services, click Add, then select SNMP Service.
3 Follow the on-screen prompts. You will need your original Windows NT media.

You are given the opportunity to configure the SNMP service. The only required information
for the Notes Gateway is the Trap Destination and Community Name.

4 After the installation is complete, reboot the machine.

For more information about configuring the SNMP service, see your Windows NT
documentation.

To add the SNMP service to a Windows 2000 machine:
1 From the Control Panel, double-click Add/Remove Programs.
2 Click Add/Remove Windows Components.
3 Select Management and Monitoring Tools.

4 Click Details, then select Simple Network Management Protocol.

18 GroupWise Gateway 3.0 for Lotus Notes Installation and Administration Guide



Determining Gateway Links between Systems

In order for the Notes Gateway to perform directory synchronization and exchange in addition to
message exchange, you must set up a representation of the Notes system in your GroupWise
system and a representation of your GroupWise system in your Notes system.

In GroupWise, non-GroupWise systems are represented by non-GroupWise domains.

NOTES GATEWAY INSTALLATION WORKSHEET

Under ltem 12: Non-GroupWise Domain for Notes System in GroupWise, specify the name you want
to use in GroupWise to represent the Notes system. This non-GroupWise domain will be created
automatically the first time you start the Notes Gateway.

In Notes, non-Notes systems are represented by foreign domains.

NOTES GATEWAY INSTALLATION WORKSHEET

Under Item 10: Foreign Domain for GroupWise System in Notes, specify the name you want to use in
Notes to represent the GroupWise system.

Under Item 11: Notes/Domino Server Access Information, specify the information that the Notes
Gateway will need in order to access the Notes system:

*

Notes/Domino Server: Specify the fully qualified name of the Notes/Domino server (hostname/
notes_domain) that will route messages through the Notes gateway.

Notes Administrator: Specify the name of a Notes user that has Manager rights to the Notes public
Address Book and other Notes databases.

Administrator Password: Specify (or know) the password for the Notes/Domino Administrator
program.

Certifier Server: Specify the fully qualified name of the Notes/Domino server (hostname/
notes_domain where new Notes users are registered.

Certifier Password: Specify (or know) the password required to create new Notes users.

User for the Notes Gateway: Specify a user that the Notes Gateway can use to log into the Notes/
Domino server and access the Notes public Address Book. Notes users need a first name, middle
initial, and last name. If you do not want to user the account of a regular Notes user, you could
create a user named "Gateway 4 Notes" or "Gateway 2 GroupWise."

If the user you want the Notes Gateway to log in as does not yet exist, create that user in your Notes
system before you install the Notes Gateway.

User Password: Choose a password for the Notes Gateway user account.

Notes Gateway Mail File: Specify the name of the mail file used for communication between the
Notes system and the GroupWise system, for example, notesgateway. The file will be created when
you start the Notes Gateway and will have a .nsf extension appended to it (for example,
notesgateway.nsf).

Installing the Notes Gateway 19



Meeting Installation Prerequisites

After you have gathered the information that the Notes Gateway Installation program will request
and have planned the information you will need to configure the Notes Gateway after installation,
make sure that the Windows machine where you will install the Notes Gateway (worksheet item
1) meets the system requirements listed in Chapter 2, “Notes Gateway System Requirements,” on
page 13.

1 Make sure that the Novell Client™ is installed.

The Installation program creates a Gateway object in eDirectory. The Novell Client is
required to access eDirectory. If necessary, you can download the Novell Client from the
Novell Product Downloads site (http://download.novell.com/filedist/pages/
PublicSearch.jsp).

2 Make sure that the Notes client is installed.

The Notes Gateway uses certain Notes client capabilities to communicate with the Notes/
Domino server.

3 Log in to the server where the domain directory resides and map a drive to the domain
directory (worksheet item 4).

The Installation program creates domain subdirectories and copies Notes Gateway files to the
subdirectories. This requires full file system rights to the domain directory.

4 Log in to eDirectory with Admin-equivalent rights to the eDirectory tree where the Domain
object resides (worksheet item 3).

The Installation program creates a Gateway object under the Domain object.

5 Continue with “Installing the Notes Gateway Software” on page 20.

Installing the Notes Gateway Software

20

1 Download the GroupWise Gateway for Lotus Notes from the Novell Product Downloads site
(http://download.novell.com/filedist/pages/PublicSearch.jsp) into an empty directory.

2 Run setuplngw.exe to extract the Notes Gateway files and start the Notes Gateway Installation

program.
GroupWise Gateway for Lotus Notes Installation
GroupWise Gateway Install
Novell.

Group'wise Gateway for Lotus Notes Install does the
following:

1. Installs the G ateway.

2. Installs Groupwise Gateway Administrator files for
ConsoleOne.

< Bhsl I Hewt> I Canoel
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3 Click Next to view the license agreement, then click Accept to accept the license agreement.
GroupWise Gateway for Lotus Motes Installation

Gateway/Snap-in

Novell.

Select one of the following:

' Grouphise Gateway for Lolus Notes

= Gateway Administrator snaprins for ConsoleOne

< Back Mext > Cancel |

4 Sclect GroupWise Gateway for Lotus Notes, then click Next.

5 Follow the prompts, using the information from items 2 through 9 on the “Notes Gateway
Installation Worksheet”” on page 23 to install the Notes Gateway

IMPORTANT: Do not start the Notes Gateway after installation.

6 Continue with “Configuring the Notes Side of the Notes Gateway” on page 25.

Installing the Notes Gateway Administrator Snap-Iln to ConsoleOne

After you have installed the Notes Gateway, you can install the Notes Gateway Administrator
snap-in to Console One to additional locations as needed.

1 Make sure that no one is running ConsoleOne from the location where you want to install the
Notes Gateway Administrator snap-in.

2 At the workstation where you want to install the Notes Gateway Administrator snap-in to
ConsoleOne, run setuplngw.exe to start the Notes Gateway Installation program.

Groupwise Gateway for Lotus Notes Installation

GroupWise Gateway Install

Novell.

Group'wize Gateway for Lotus Motes Install does the
following:

1. Installs the Gateway.

2. Installs GroupWise Gateway Administrator files for
Consolelne

< Back Cancel |

3 Click Next to view the license agreement, then click Accept to accept the license agreement.
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GroupWise Gateway for Lotus Notes Installation

Gateway/Snap-in

Novell.

Select ane of the follawing:

' GroupiWise Gateway for Lotus Motes

* Gateway Administrabor snap-ins for Console0ne

< Back I Next > I Cancel |

4 Sclect Gateway Administrator Snap-Ins for ConsoleOne, then click Next.
GroupWise Gateway for Lotus Motes Installation

Gateway Snap-ins Install

Novell.

Select the path to install the Gateway Administrator
shiap-in to Console0ne.

i~ Conzole0n;

ConzoleOne 1.2d or above and Grouptiise
adminiztratar shap-ins must be installed . before
installing Gateway Administrator shap-ins.

Path to the ConsaleOne Directary.

—

 Groupwise Shapin
Wersion of the Group'Wise Administration Snapin
LT
+ B5x

< Back I Mext > I Cancel |

5 Specify the path to a ConsoleOne installation where you want to install the Notes Gateway
Administrator snap-in.

6 Sclect the version of the GroupWise Administrator snap-ins that are already in use for your
GroupWise system.

7 Click Next to continue with the installation.
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Notes Gateway Installation Worksheet

Item

Explanation

1) Notes Gateway Location:
+ Notes/Domino server

+ Other server (recommended)

2) Domain Server Type:
+ NetWare

+ Windows

3) eDirectory Information:
+ Tree

+ Domain Object Context

4) GroupWise Domain Information:
+ Domain Name

¢ Domain Directory

5) Gateway Information:
+ Gateway Object Name

+ Gateway Directory

6) Web Console Information:
¢ Username
+ Password
¢ HTTP Port

7) Gateway Installation Method:
+ Application
+ Service

User:
Password:

8) Enable SNMP?
* Yes

* No

9) Install Gateway Administrator Snap-In to
ConsoleOne?

* Yes
ConsoleOne Path:

GroupWise Administrator Snap-In
Version: 6.0.x or 6.5.x

+ No

Mark where you will install the Notes Gateway. You should plan to install the
Notes Gateway on a machine other than the Notes/Domino server if you will
enable directory exchange and synchronization. See “Deciding Where to Install
the Notes Gateway” on page 15.

Mark the platform of the machine where the gateway’s domain is located. See
“Gathering GroupWise System Information” on page 16.

Specify the eDirectory tree and context where the Domain object is located. The
Notes Gateway object will be created in the Domain object. See “Gathering
GroupWise System Information” on page 16

Specify the domain name and directory. The Notes Gateway will be installed in a
subdirectory under the domain. See “Gathering GroupWise System Information”
on page 16

Specify the name of the Notes Gateway object and the subdirectory in the domain
where the Notes Gateway software will be installed. The default is Notes. See
“Choosing a Gateway Name” on page 16

Specify the information required to enable the Notes Gateway Web console. See
“Deciding How to Monitor the Notes Gateway” on page 17.

Mark whether you want to install the Notes Gateway as a Windows application or
an Windows service. See “Deciding between Windows Application and Windows
Service” on page 17. If you want to install it as a service, provide a username and
password of the Windows account that will own the service.

Mark whether you want to enable SNMP. See “Deciding How to Monitor the Notes
Gateway” on page 17.

Mark whether you want to install the Notes Gateway Administrator snap-in to
ConsoleOne at the same time when you install the Notes Gateway. If you do,
record the path where ConsoleOne and the GroupWise Administrator snap-ins to
ConsoleOne are currently installed, along with the version of the GroupWise
Administrator snap-ins. See “Determining Where to Install the Notes Gateway
Administrator Snap-In to ConsoleOne” on page 16.
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Item

Explanation

10) Foreign Domain Representing
GroupWise System in Notes:

11) Notes/Domino Server Access
Information:

*

*

*

*

*

Notes/Domino Server

Notes Administrator
Administrator Password
Notes Certifier Server
Certifier Password

Username for Notes Gateway
Gateway User Password

Notes Gateway Mail File

12) Non-GroupWise Domain Representing
Notes System in GroupWise:

Specify the name you want to use in the Notes system to represent the
GroupWise system. See “Determining Gateway Links between Systems” on
page 19

Specify the information you will need in order to configure the Notes system to
allow the Notes Gateway to access it. See “Determining Gateway Links between
Systems” on page 19.

Specify the name you want to use in the GroupWise system to represent the
Notes system. See “Determining Gateway Links between Systems” on page 19

24
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Configuring the Notes Side of the Notes
Gateway

After you install the Notes Gateway software but before you start the Notes Gateway for the first
time, you must prepare your Notes system to link to your GroupWise® system:

+ “Adding the Notes Software Directory to the Path Variable” on page 25

+ “Adding the GroupWise Address Book to Notes” on page 25

+ “Defining the GroupWise System As a Notes Foreign Domain” on page 26

* “Registering the Notes Gateway As a Notes User” on page 28

+ “Setting Up Server and Database Access for the Notes Gateway User” on page 30
+ “Starting the Notes Client on the Notes Gateway Machine” on page 34

Adding the Notes Software Directory to the Path Variable
The Notes Gateway needs to be able to locate the Notes software directory. Therefore, you must
add the Notes software directory to the path variable on the machine where the Gateway runs.
1 Right-click My Computer, then click Properties.
2 Click Environment.

3 In the User Variables for Administrator list, add the Notes software directory (typically
c:\lotus\notes) to the end of the path variable value.

4 Click Set, then click OK.

Adding the GroupWise Address Book to Notes

The first time you start the Notes Gateway, it creates a secondary Address Book file (wpnames.nsf)
on the Notes/Domino server. This file contains all GroupWise users listed in the GroupWise
Address Book and enables Notes to resolve addresses and correctly route messages addressed to
GroupWise users through the gateway.

In order for Notes to read from the wpnames.nsf file, you must list the wpnames.nsf file in the
Names section of the notes.ini file in the \lotus\notes\data directory for Lotus Notes 4.x or the
\lotus\domino\data directory for Lotus Notes 5.x and 6.x.

1 From the Notes/Domino server, use a text editor to open the notes.ini file.
2 Scarch for the Names= line.

If the notes.ini file already has a Names= line, each filename that follows Names= represents
an Address Book that Notes will search when it is verifying recipient names in mail messages.
The first Address Book in the list is the public Address Book (typically names.nsf). Additional
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Address Books are searched in the order in which they appear in this line. If there is no
Names= line, then Notes searches only the Notes public Address Book (names.nsf).

3 I[f there is no Names= line in your notes.ini file, create one.

The location of the Names= line is not important; you can place the line anywhere within the
notes.ini file. Use the following format:

Names:names,wpnames

4 [f the notes.ini file already has a Names= line, add wpnames at the end of the list of Address
Books.

Each filename must be separated by a comma (,). Use the following format:
Names=names,addrbookl ,addrbook?,...,addrbookn,wpnames
B Save the notes.ini file and exit the text editor.

You do not need to restart the Notes/Domino server in order for this change to be put into
effect.

6 Continue with “Defining the GroupWise System As a Notes Foreign Domain” on page 26.

Defining the GroupWise System As a Notes Foreign Domain
In order for messages to be routed between the Notes and GroupWise systems, you must define
the GroupWise system as a foreign domain in the Notes public Address Book.

1 Start the Notes/Domino Administrator as a user with write access to the Notes public Address
Book (worksheet item 11).

2 Open the Notes public Address Book:
2a Click File > Database > Open.

Open Database E
Server. Open I
wpent/Provo -
I J Bookmark... |
D atabase:
. Cancel |
:
& Catalog [R5 Help |
& Doming Server Plarner Sample DB
@ homepage
o Java AgentRiunner
o vpert Stats/Provo LI
About.... |
Filename:
Iadmin4.nsf Browse... |

2b In the Server field, select the Notes domain where you want to open the public Address
Book.

2c In the Database field, select the Address Book for that domain.
2d Click Open.

3 Click Create > Server > Domain.
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Fg‘ Mew Domain - Domino Administrator

File Edit “iew Create Action: Text Help

Adminiztration _ZL ‘welcome ko Dioming Administratar RS u Mew Domain X
[__3] F!Q:! Save and Cloze
M| DOMAIN

Basicsl Hestrictionsl Mail Information | Calendar Information | Administration

Domain type: " Foreign Domain ;=
Foreign domain name: T g
Domain description: T g

4 Lcave Foreign as the default domain type, then fill in the following fields:

Foreign Domain Name: Specify a name for the GroupWise system (worksheet item 10). This
name must be unique in the Notes system.

Domain Description: Optionally, provide descriptive details about the GroupWise domain.
5 Click Mail Information.

Fg‘ Mew Domain - Domino Administrator

File Edit “iew Create Action: Text Help
Adminiztration _ZL ‘welcome ko Dioming Administratar RS u Mew Domain X

[__3] F!Q:! Save and Cloze

[D DOMAIN e

il

Basics l Restrictions l Mail Infarmation l Calendar Information l Administration l [

Gateway server name: ",
Gateway mail file name: T g

6 Fill in the following fields:

Gateway Server Name: Specify the fully qualified name of the Notes/Domino server that
will route messages to the Notes Gateway (worksheet item 11).

Gateway Mail File Name: Specify the name of the mail file (worksheet item 11) through
which communication between the Notes and GroupWise systems will occur. Do not specify
an extension; the .nsf extension is automatically appended.

7 Click Restrictions.

Fg‘ Mew Domain - Domino Administrator
File Edit “iew Create Action: Text Help

Adminiztration _ZL ‘welcome ko Dioming Administratar RS u Mew Domain X
[__3] F!Q:! Save and Cloze
M| DOMAIN

Basicsl Hestrictionsl Maillnformationl Calendar Information | Administration

Allow mail only from domains: rlJ
Deny mail from domaing: T g

8 Asneeded for your system, fill in the following fields:
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Allow Mail Only from Domains: This is a Lotus Notes feature that does not affect the
operation of the Notes Gateway. For more information, see your Lotus Notes administration
documentation.

Deny Mail from Domains: This is a Lotus Notes feature that does not affect the operation of
the Notes Gateway. For more information, see your Lotus Notes administration
documentation.

Click Save and Close.

Unless you are planning to run the Notes Gateway on the Notes/Domino server (not
recommended), continue with “Registering the Notes Gateway As a Notes User” on page 28.

or

If you must install the Notes Gateway on the Notes/Domino server, skip to Chapter 5,
“Configuring the GroupWise Side of the Notes Gateway,” on page 35.

Registering the Notes Gateway As a Notes User

28

1

3

4
5

Because you will run the Notes Gateway on a machine other than the Notes/Domino server, you
must register the gateway as a Notes user so that it can log in to the Notes/Domino server.

Start the Notes/Domino Administrator as a user with write access to the Notes public Address
Book.

On the Servers menu in the Notes/Domino Administrator, select the Notes/Domino server
where you will register the Notes Gateway as a Notes user.

- x
¥ PROYO Domain H
2 vpent/Provo

Local (Ja/Prova)
» 0 AlServers

[ Clusters
» [A3 Networks
» [d0 Hierarchy
» [0 Release
b ]j Operating System

On the Tools menu of the People and Groups page, click People.

- Tools

N @ People

Fegister...
Edit

Move...

Rename...

Delete

Fecertify...

Set Internet Address...
alidate [nternet Address...
Upgrade...

> % Groups

Click Register.
Specify the Notes certifier password, then click OK.
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6 In the upper right corner of the Register Person dialog box, click Registration Server, select
the Notes certifier server (worksheet item 11), then click OK to return to the Register Person

dialog box.
Register Person -- Mew Entry [ 7] %]
Reqistration Server... I |boogaard-vpent/Prova
First name Ml Last name Shart name
Baios I | I
m Password
Groups
Mail server iboogaard-vpent/Prova
Mail file namme
Setup profile [Mone]
Redgistration status
Provide name and password infarmation for the new person. To view or edit
additional registration settings, check the ‘Advanced checkbox above.

Add perean I Import Text file. .. | Migrate people. |

Redgistration queue:

a User Mame A‘ |F\Eglstrallon Status A|Date
K1 i
Fieaister &l I FEgister I WElEtE: | Dptions. | Dane

7 Fill in the First Name, Middle Initial, Last Name, and Password fields (worksheet item 11).

8 Click Add Person to add the user to the registration queue at the bottom of the Register Person
dialog box.

9 Seclect Advanced, then click Mail.

Register Person - Gateway 4 Notes EHE
¥ Advanced Mail Senver jboogaard-vpent/Prova
Mail file template Mal system:
ILotus Mates 'I
Microsoft Office Library (RS.0]
MMTP Crogs-Post

Mail file hame

MMTP Digcugsion (RE.0)

Motes Log Analysis _| Imal\\gnules

Personal Address Book

Personal Joumnal (RE.0) Jhd Mail fila cwner access
About,.. malS0.ntt IManager 'I
10 Ik
+ Creats file now
[ﬁﬁ ™ Set database quota I MB = Create file in background
Groups X .
™ Set waming threshald I— ME [T Create full test index
Other Add person I Impart Test file | Migrate people.
Registration queue:
A‘USEIName .‘ |F\Egistralinn Status A|Date
K| i
Feaister &l I HEgister I DElEtE: | Dptions. | Dane

10 Click Mail Server, select the Notes/Domino server that the Notes Gateway will communicate
with (worksheet item 11), then click OK.

The Notes Gateway user's Mail Server must be the same Notes/Domino server that you
specified in the Gateway Server field when defining the GroupWise system as a Notes foreign
domain in “Defining the GroupWise System As a Notes Foreign Domain” on page 26.
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11 Click Register to save the information.

12 Continue with “Setting Up Server and Database Access for the Notes Gateway User” on
page 30

Setting Up Server and Database Access for the Notes Gateway
User
Because you will run the Notes Gateway on a machine other than the Notes/Domino server, the

user you just created in “Registering the Notes Gateway As a Notes User” on page 28 needs
appropriate access to the Notes/Domino server and Notes databases.

+ “Providing Access to the Notes/Domino Server” on page 30

* “Providing Access to Notes Databases” on page 32

Providing Access to the Notes/Domino Server

When you start the Notes Gateway for the first time, it creates a Notes secondary Address Book
(wpnames.nsf) on the Notes/Domino server that contains the addressing information from the
GroupWise Address Book. It also creates a gateway mail file (notesgateway.nsf) that is used for
communication between the two systems. You need to provide the Notes Gateway user with the
type of access it needs to perform these tasks.

1 Run the Notes/Domino Administrator as a user with Manager access to Notes databases
(worksheet item 11).

2 Open the Notes public Address Book:
2a Click File > Database > Open.

Open Database E
Server. Open

vacnt.-"F'rovo j Fe—
Bookmark...

Cancel

Help

& Doming Server Plarner Sample DB

@ homepage

o Java AgentRiunner

o vpert Stats/Provo LI

About....
Filename:

Iadmin4.nsf Browse...

i

2b In the Server field, select the Notes domain where you want to open the public Address
Book.

2c In the Database field, select the Address Book for that domain.
2d Click Open.

3 On the Servers menu, select the Notes/Domino server that will communicate with the Notes
Gateway.
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(%] ~ PROVO Domain

& vpent/Provo

Local [Jo/Prova]
» [0 anservers
[ Clsters
» [A8 Netwarks
» [A0 Hierarchy
» [ Release
» [ Operating System

o x

4 On the Server Tools menu, select Server, then select Current Server Document.

ﬁﬁﬁ Server. vpent/Provo

4 Jj Server
oot Damer]
E=l Al Server Documents
E=] Configurations
El Connections
E=l Programs
El Extemal Domain Metwork Inf
i Messaging
» Eﬁ Replication
» Em Directary
i web
» @ Statistics & Events
» @, Cluster

» 1 Mizcellaneous

5 Click Edit Server.

d Edit Server 5) Wieb...

SERVER ¥pcat/Provo

Easu:gl Security} F'nrts} Server Tasks I Intemnet Protocoks I MTASI Miscellaneous | Transactional Logging

Server name: wpent/Prova Server build number: Release 5
Server lithe: Adrniistr ators: Jan
Damain narne: Prava Routing tasks: Hail Fiauti
Fully qualified Internet host — vpent provo. novell.com SMTP listener task: Dizabled
NAarne:

Cluster name: Server's phone numbe(s)

Directory Assistance CPU count: 1
database name:

Directory Catalog database Operating system: Windows/

name an this server:

(Optimize HTTP performance Advanced [Custom Settings)

based on the following
primary activity:

Iz this a Sametime server?.  No

Server Location Information

6 In the Administrator field, click the drop-down list.

I Provo's Address Book

[~

(22 Administration Requests
4 Jo

23 vpent Stats/Provo

A wpentProvo

o LocalDomainServers

Add>

Open.

4 Motes |, Gatewap 4

New.

o OtherlDomainServers

i1

Copy to Local Address Boak,

i
|

Added

& Jo/Provo

Bemove I Remave All |

(u]:4 I Cancel | Help |

7 Select the Notes Gateway user (worksheet item 11), click Add, then click OK.

8 Click Security.
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Tl Save and Cloze &) web
SERVER: ¥pcntiProvo

Easwcs] Sacunl_l,l] Porls] ServerTasks} Intemet Plotocols} MTas I Miseallaneous [0

Enn’_vpare Notes puhl\_c keps O Yes @ Mo ‘Weh server authenticatiors Mare name
against thoze stored in wvariations with
Directony: lower security =]

Allow anonymous Motes Cl Yes @ No
connections:

Check passwords on Mates () Enabled ® Disabled
IDs:

Only allow server accessta Ty, o Access this server ¥ =
users listed in this Directorny Azl A=l
Access server T = Raoute through T =l
Hot access server: T =l Cause calling: T =l
Create new databases " =l Destinations allowed: ]

Cieate replica databases: 7=l
Allowed to use monitars: Rl
Mat allowed to use maonitors: © =]

Admirister the server froma © =]
browser:

9 In the Create New Databases field, click the drop-down list.
10 Seclect the Notes Gateway user (worksheet item 11), click Add, then click OK.

The Notes Gateway creates the wpnames.nsf file and the gateway mail file one time only. This
means that you can change the access rights of the Notes Gateway user after these databases
have been created.

11 Click Save and Close.

12 Continue with “Providing Access to Notes Databases”™ on page 32

Providing Access to Notes Databases

During operation, the Notes Gateway requires access to various Notes databases that already exist
in your Notes system. Ensure that the gateway has the required access to the following Notes

databases:
Database Access Description
names.nsf Editor or Manager The Notes public Address Book. For instructions to set
rights, see “Providing Access Rights to the Public Address
Book” on page 32
wpnames.nsf Manager or Editor The GroupWise secondary Address Book containing all

GroupWise users; you will not be able to grant this access
until after the database has been created or you have
copied it from the domain\wpgate\notes directory.

notesgateway.nsf ~ Manager or Editor  The gateway mail file you specified in the Gateway Mail File
Name field (worksheet item 11) when defining the
GroupWise system as a Notes foreign domain. See
“Defining the GroupWise System As a Notes Foreign
Domain” on page 26.

Providing Access Rights to the Public Address Book
1 In the Notes/Domino Administrator, open the Notes public Address Book:
1a Click File > Database > Open.
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2 Click File > Database > Access Control to display the Access Control List.

0 N O O

1b In the Server field, select the Notes domain where you want to open the public Address

Book.

1c In the Database field, select the Address Book for that domain.

1d Click Open.

Access Control List [ %]
H People, Servers, Groups: IShnwAII - | User type: ILInspacif\ed 'I
e I
Anonymous I Create documents
B wpent/Prova I™ Delete documerits
b Jo/Frove I™ Create personal agents

LocalDomainS ervers

OtheDomainServers ™ Create personal foldersfviews

= Create shared folders/views
™ Create LotusSeripté) ava agent
¥ Bead putilic desuments:

E@ ™ wite public documents
- ¥ | Rerlicate oneopy documents
Log Roles:
[GroupCreatar] -
iy Agen| ez | mEEre| [Groupodifier]
[MetCreator] ;I
Advanced
Full name: ‘
Last change: vpent on 08/08/2003 I
According to: Provo ok Eancel | (el |
Click Add.
Add User | x|
Person, server, or group:

il Cancel

Click the Person icon, select the Notes Gateway user (worksheet item 11), click Add, then

click OK.

From the User Type drop-down list in the Access Control List, select Person.

From the Access drop-down list, select Manager or Editor.

Click OK.

Continue with “Starting the Notes Client on the Notes Gateway Machine” on page 34
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Starting the Notes Client on the Notes Gateway Machine

34

On the Notes Gateway machine, start the Notes client as the Notes Gateway user.

™ Welcome - Lotus Notes |_ O] %] I
Eile Edit View Create Actions Text Help e ;,a W} o \.)\ G
) welcome notes
g 1 > Wwielcome page: [
b
- ail
@ ] Mew Memo
@(j Mew to Motes?
E?) Take the tour
Calendar
T L Expenenced?
@] _f g HewEnty { See what's new in B5
@ = MNeed ateam space orinstant meetings?
" X ﬂ\ Address Book Try Lotus Quickplace or Sametime
g :ﬂ Mew Contact
@ 2 ‘Wantto change this page?
{v Show mail, calendars or Lycos news
To Do List
-‘?ﬂ MNew To Do Search INutEs Database Catalog j far | | Seaich |

This updates the local notes.ini file on the Notes Gateway machine from that version of the
notes.ini file on the Notes/Domain server that you updated in “Adding the GroupWise Address
Book to Notes on page 25.

Depending on the configuration of your Notes system, you might need to export the Notes user ID
file for the Notes Gateway user that was set up in “Registering the Notes Gateway As a Notes
User” on page 28 from the Notes/Domino Administrator and copy it to the Windows machine
where the Notes Gateway will run before you can start the Notes client. You might need assistance
from the Notes system administrator the first time you start the Notes client for the Notes Gateway
user.

Continue with Chapter 5, “Configuring the GroupWise Side of the Notes Gateway,” on page 35.
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Configuring the GroupWise Side of the Notes
Gateway

After you have configured the Notes side of the gateway, you must configure the GroupWise® side
of the gateway by configuring the Notes Gateway object in ConsoleOne®.

+ “Providing Gateway Information” on page 35

+ “Setting Required Parameters” on page 36

Providing Gateway Information

1 In ConsoleOne, browse to and select the domain where you installed the Notes Gateway
(worksheet item 4).

2 Right-click the Notes Gateway object, then click Properties.

Properties of Hotes E
Required Parameters | GroupWise - | NDS Rights - | Cither | Right= to Files and Folders |
Iddentification
Domain. Gateway: FProvo2. Motes
Description:
Subdirectory: |N0tes LI
Tirme Zane: |(oMT-07:00) Mountain Time (US & Canada) =]
Database Yersion: |4.>< LI
Platform: |Wind0ws LI
Gateway Type:

Gateway Alias Type: |

Fareign 1D: |

SNMP Community "Get' String: |

Page Options... | QK I Cancel | Apply Help

3 Fill in the following fields on the Identification page:

Description: This field is optional. If desired, provide any descriptive information about the
gateway.

Subdirectory: Displays the name of the Notes Gateway root directory specified during
installation. The default is Notes.
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Time Zone: Displays the time zone of the domain where the gateway is installed.

Database Version: Select 5.0 if you have installed the Notes Gateway in a GroupWise 5.x
system. Select 6 if you have installed the gateway in a GroupWise 6.x system.

Platform: Displays Windows as the default platform.
Gateway Type: Defaults to Notes.
Gateway Alias Type: Specify Notes.

Foreign ID: Specify the name of the foreign domain you created in the Notes public Address
Book to represent the GroupWise system (worksheet item 10), as described in “Defining the
GroupWise System As a Notes Foreign Domain” on page 26.

4 Click Apply to save the gateway information.

5 Continue with “Setting Required Parameters” on page 36.

Setting Required Parameters

1 Click Required Parameters to display the Required Parameters page.

Properties of Notes E

Required Parameters | Grouplise « I MNDS Rights I Cther | Rights to Files and Folders |

Groupwise Foreign Domain |

Motes D Passward: |

Cuthound Coversion: |‘*Nune"* LI

Page Options... Ok Cancel Apply Help

2 Fill in the following fields:

GroupWise Foreign Domain: Specify the name of the non-GroupWise domain (worksheet
item 12) that you want to create in your Group Wise system to represent the Notes system (for
example, NotesSystem).

When you first start the Notes Gateway, the non-GroupWise (NotesSystem) domain will be
created automatically. Under the non-GroupWise (NotesSystem) domain, an external post
office will be created for each Notes domain and given the same name as the corresponding
Notes domain. If you enable directory exchange and synchronization, as described in
“Enabling Directory Synchronization and Exchange” on page 45, Notes users will be added
to these external post offices as external GroupWise users.

After the non-GroupWise (NotesSystem) domain is created, you can use the GroupWise View
by expanding the GroupWise System object in ConsoleOne to view the external domain, post
offices, and users that represent the Notes system in your GroupWise system
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Notes ID Password: Specify the password for the Notes user registered for the gateway
(worksheet item 11), as set up in “Registering the Notes Gateway As a Notes User” on
page 28.

3 Click OK to save the information about the Notes system in the GroupWise system.
You have now provided sufficient configuration information to start the Notes Gateway.

4 Continue with “Running the Notes Gateway” on page 39.
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Running the Notes Gateway

After you have installed the Notes Gateway software and configured both sides of the gateway,
you are ready to start the gateway.

+ “Starting the Notes Gateway” on page 39

* “Acquainting E-Mail Users with the Notes Gateway” on page 41
+ “Stopping the Notes Gateway” on page 42

¢ “Uninstalling the Notes Gateway” on page 42

After the Notes Gateway has started successful, continue with Chapter 7, “Configuring the Notes
Gateway,” on page 45

Starting the Notes Gateway

Before you start the Notes Gateway, make sure that it has network access to the following
locations:

+ The GroupWise® domain directory and subdirectories where you installed the gateway files.
The gateway requires Read, Write, Create, Erase, Modify, and File Scan rights.

+ The Notes/Domino server. If you installed the Notes Gateway on a server other than the
Notes/Domino server (the recommended configuration), you should have already provided
access when you configured the Notes side of the gateway, as described in “Setting Up Server
and Database Access for the Notes Gateway User” on page 30

Make sure that the Notes client is running on the Notes Gateway machine, then follow the
instructions for the installation method you chose for the Notes Gateway (worksheet item 7):

+ “Starting the Notes Gateway As a Windows Application” on page 40
+ “Starting the Notes Gateway As a Windows Service” on page 40

IMPORTANT: After you start the gateway, stop and then start the MTAs in the GroupWise system. This
establishes the links to the non-GroupWise domain that represents the Notes system.
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Starting the Notes Gateway As a Windows Application

1
2

At the Windows machine where you installed the Notes Gateway, click Start > Programs.

Click GroupWise Notes Gateway > Notes > GroupWise Notes Gateway.

&) GroupWise Gateway for Lotus Notes M= 3
File  Configuration Log  Actions  Help

Provo3.Motes Uptime: 4 Dapz 16 Hrs 43 Minutes

[~ Stahu Statistic:

fo]
=

10 Minutes In 10 Minutes

Processing: - Narmal 0 0
GroupWwise: Open Status
Other Lirk: Clozed Passthru
Program: Link. O Comm Erors
Log Lewel: MNormal Conw Enors

Total Bytes oan 1]

oo ooo

0
0
0
0

oo oo

000000 0 == Switched from old Ion file; & new daw has started =

When running as an application, the Notes Gateway console appears on the machine while it
is running. For instructions on interpreting the information displayed on the Notes Gateway
console, and for information about other monitoring alternatives, see Chapter 8, “Monitoring
the Notes Gateway,” on page 65.

Stop and then start the MTAs in the GroupWise system.
This establishes the links to the non-GroupWise domain that represents the Notes system.

After the Notes Gateway has started successfully and the links between systems have been
established., continue with Chapter 7, “Configuring the Notes Gateway,” on page 45.

Starting the Notes Gateway As a Windows Service

1

2

At the Windows machine where you installed the Notes Gateway, click Start > Settings >
Control Panel.

Double-click Services.

In the alphabetical list of services, the name of the Notes Gateway service starts with the name
of the domain where the gateway is installed, followed by the name of the gateway itself,
followed by Service. For example, if the domain is named Connector and the gateway is
named Notes, then the name of the service would be ConnectorNotesService.

Select the gateway service, then click Start.

When running as a service, the Notes Gateway does not have a console on the machine where
it is running. However, you can monitor it in other ways, as described in Chapter §,
“Monitoring the Notes Gateway,” on page 65.

Stop and then start the MTAs in the GroupWise system.
This establishes the links to the non-GroupWise domain that represents the Notes system.

After the Notes Gateway has started successfully and the links between systems have been
established, continue with Chapter 7, “Configuring the Notes Gateway,” on page 45.
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Acquainting E-Mail Users with the Notes Gateway

After you have started the Notes Gateway, GroupWise users and Notes users need only the
following information in order to start using the gateway immediately:

+ “Addressing Messages” on page 41

¢ “Understanding What GroupWise Send Options Are Available through the Gateway” on
page 41

Addressing Messages

If you have set up directory synchronization and exchange, as described in “Enabling Directory
Synchronization and Exchange” on page 45, GroupWise users can select Notes users from the
GroupWise Address Book and Notes users can select GroupWise users from a Notes version of
the GroupWise Address Book.

If you have not set up directory synchronization and exchange, you should explain to GroupWise
users how to add Notes users to their personal address books, as described in “Adding Individual
Notes Users to Personal Address Books™ on page 50. You should also explain to both GroupWise
users and Notes users how to manually type addresses in the To field of messages.

GroupWise to Notes Syntax:
gateway_name:notes_domain.recipient's_short_name
gateway_name:"recipient's_short_name@notes_domain"

Examples:
Notes:Provo.SJones
Notes:"SJones@Provo"

Notes to GroupWise Syntax:
domain.post_office.userlD@foreign_domain
userlD@foreign_domain

Examples:
Corporate.Marketing.LTanaka@GroupWise
LTanaka@GroupWise

For more information, see “Using Explicit Addressing” on page 50.

Understanding What GroupWise Send Options Are Available through the Gateway

GroupWise users can use some, but not all, GroupWise send options through the Notes Gateway.
The following GroupWise send options are supported:

¢ Priority (high, normal, low)

+ Classification (normal, proprietary, confidential, secret, top secret, for your eyes only)

*

Reply Requested (when convenient or within x days)

*

Delay Delivery (deliver item after x days)

*

Notify Recipients (if enabled as described in “Enabling Message Status for Sent Items” on
page 62)

The following GroupWise send options are not supported:
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+ Expiration Date (after x days)

+ Auto-Delete (when the last recipient has deleted the message)
+ Conceal Subject

+ Require Password to Complete Routed Item

+ Sign Digitally

* Encrypt for Recipients

Stopping the Notes Gateway

Occasionally, it might be necessary to stop the gateway to perform maintenance on the Windows
machine or for some other purpose. When you stop the gateway, any messages being sent from
GroupWise users are queued in one of the domain\wpgate\notes\wpcsout\ngaxxxx\0-7 directories.
Messages sent from Notes users are moved to gateway’s mail file configured in the Notes/Domino
Administrator, as described in “Defining the GroupWise System As a Notes Foreign Domain™ on
page 26. The messages waiting in each system are processed as soon as the gateway is started
again.

Follow the instructions for the installation option you chose for the Notes Gateway:
+ “Stopping the Notes Gateway If It Is Running As an Application” on page 42
* “Stopping the Notes Gateway If It Is Running As a Service” on page 42

Stopping the Notes Gateway If It Is Running As an Application

1 At the Notes Gateway console, click File > Exit.
or
Press F7.

2 Click Yes to stop the gateway.

Stopping the Notes Gateway If It Is Running As a Service

1 At the Notes Gateway console, click Start > Settings > Control Panel.
2 Double-click Services.
3 Seclect the Notes Gateway service, then click Stop.

Recall that the Notes Gateway Service is named after the domain and gateway.

Uninstalling the Notes Gateway

42

If you need to remove the Notes Gateway from the machine where you installed it, follow the
instructions for the installation option you chose when installing the Notes Gateway:

+ “Uninstalling the Notes Gateway As an Application” on page 43

¢ “Uninstalling the Notes Gateway As a Service” on page 43
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Uninstalling the Notes Gateway As an Application

1 At the Windows machine where you installed the Notes Gateway, click Start > Programs >
GroupWise Notes Gateway > Notes > Uninstall.

or

Follow the steps provided in “Uninstalling the Notes Gateway As a Service” on page 43.

Uninstalling the Notes Gateway As a Service

1 At the Windows machine where you installed the Notes Gateway, click Start > Settings >
Control Panel.

2 Double-click Add/Remove Programs, select domain.gateway (Notes Gateway), then click
OK.

3 Ifamessage informs you that some files could not be deleted, delete the domain\wpgate\notes
directory.

4 In ConsoleOne, verify that the Notes Gateway object has been deleted from the domain.
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Configuring the Notes Gateway

After the Notes Gateway is up and running between the GroupWise® system and the Notes system,
there are a variety of ways to refine its configuration to meet the specific needs of your e-mail

users.
¢ “Enabling Directory Synchronization and Exchange” on page 45
+ “Configuring Addressing” on page 47
+ “Controlling Gateway Access” on page 51
+ “Setting Up Accounting” on page 58
+ “Establishing Gateway Administrators” on page 61
+ “Enabling Message Status for Sent Items” on page 62
¢ “Configuring Internet Connectivity” on page 63

Enabling Directory Synchronization and Exchange

Directory synchronization and exchange enable the Notes Gateway to automatically exchange
Address Book information between the GroupWise system and the Notes system.

*

*

Directory Exchange: Causes the gateway to perform a nightly exchange of the Notes public
Address Book and GroupWise Address Book.

Directory Synchronization: Causes the gateway to update each Address Book as changes in
Address Book information occur. If directory synchronization is not enabled, the Address
Books are not updated until the nightly directory exchange occurs.

IMPORTANT: To ensure proper replication of names and addresses in both systems, use both directory
synchronization and exchange.

1

2

Make sure the Notes system is set up to support directory synchronization and exchange, as
described in Chapter 4, “Configuring the Notes Side of the Notes Gateway,” on page 25.

If you have domains in your GroupWise system that contain users that you do not want to
appear in the Notes version of the GroupWise Address Book, use the /blockdoms switch in
the startup files (notes.cfg) to list the GroupWise domains that should not be included in the
directory synchronization and exchange process.

In ConsoleOne®, browse to and select the domain where you installed the Notes Gateway,
right-click the Notes Gateway object, then click Properties to display the gateway
Identification page.

Click GroupWise > Optional Gateway Settings to display the Optional Gateway Settings
page.
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Properties of Hotes E

Required Parameters MDS Rights - | Cither | Right= to Files and Folders |

Directary Sync/Exchange: |N0ne LI
Accounting: |Yes LI
Convert Status to Messages: |N0 LI
Qutbound Status Level: |Open LI
Enahle Recovery: |Yes LI
Retry Count; =
Retry Interval: I—Gﬂﬁl seconds
Failed Recovery YWait: Wﬂ seconds
MNetwork Reattach Command: |
Caorrelation Enabled: |Yes LI
Correlation Age: I—Mﬁl days

HTTF Setting

HTTP User Mame: |

HTTP Password: Set Password |
Page Options... | (s I Cancel Al Help

5 In the Directory Sync/Exchange field, select Both.
6 Click Apply to save the setting.
7 Click Required Parameters to display the Required Parameters page.

Properties of Notes E

Required Parameters | Grouplise « I MNDS Rights I Cther | Rights to Files and Folders |

Groupwise Foreign Domain |

Notes D Passward: |

Cuthound Coversion: I“'*Nune"* ;I

Page Options ok | cancal | appy | pem |

8 Make sure that the GroupWise Foreign Domain and Notes ID Password fields are filled in, as
described in “Setting Required Parameters” on page 36.

When you provided this information during the initial configuration before installation of the
Notes Gateway software, the foreign (non-GroupWise) domain was created automatically
when you first started the Notes Gateway. Under the non-GroupWise domain, an external post
office was created for each Notes domain and given the same name as the corresponding
Notes domain. However, no user information was transferred at that time.
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Now that you have enabled directory exchange and synchronization, Notes users will be
added to these external post offices as external GroupWise users.

9 Make sure that Outbound Conversion is set to None.

10 Click OK.

ConsoleOne passes the directory synchronization and exchange information to the Notes
Gateway so that it can start transferring user information. The larger the Address Books are,
the longer the process will take.

11 If you edited the notes.cfg file in Step 2, stop and then start the Notes Gateway so that it reads
the updated startup file.

You can see the results of directory synchronization and exchange in the following locations:

+ Notes users appear in ConsoleOne because External Users objects are created in the External
Post Office objects that represent Notes domains.

+ Notes users appear in the GroupWise Address Book because they have External User objects
in the GroupWise system.

+ GroupWise users appear in a new Notes version of the GroupWise Address Book because the
Notes Gateway creates the wpnames.nsf file in the \lotus\domino\data or \lotus\notes\data
directory on the Notes/Domino server.

Notes Gateway Web Console

You can see whether directory synchronization and exchange are enabled on the Configuration
page. You can turn directory synchronization and exchange on and off for the current gateway
session on the Optional Gateway Settings page.

Configuring Addressing

When you take advantage of directory synchronization and exchange, as described in “Enabling
Directory Synchronization and Exchange” on page 45, GroupWise users and Notes users can
select each other out of their familiar Address Books. Addressing is not an issue under these
circumstances.

If you do not want to enable directory synchronization and exchange, you must use other
addressing alternatives:

* “Adding Individual Notes Users to the GroupWise Address Book” on page 47
+ “Adding Individual Notes Users to Personal Address Books” on page 50
+ “Using Explicit Addressing” on page 50

Adding Individual Notes Users to the GroupWise Address Book

If there are some specific Notes users who you want to appear in the GroupWise Address Book,
you can add those individual users without enabling directory synchronization and exchange. You
add Notes users to the GroupWise Address Book by defining them as external users and then
specifying the explicit addresses required to route messages to them in the Notes system.

1 In ConsoleOne, select GroupWise System, select the non-GroupWise domain that represents
the Notes system, then select the external post office that represents the Notes domain where
the Notes user is located.
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=8 Groupwise Systerm
-8 NotesSystern
L

2 Right-click the GroupWise Post Office object that represents the Notes domain, then click
New > External User.

Create GroupWise External User

User Name:
[

Cancel

Help

[~ Create another external user

3 Type a username, then click OK.
4 Right-click the new External User object, then click Properties.

Properties of Sophie Jones E

| GroupWise ~ 1
ldentifioation,..,..

Network 1D |

Description

Given Mame:

Last Name:

Title:

Depatrnent:

FPhane:

Fa

Chanue Grunpise Fassyward

Page Options e | Cancel | Lot | Help |

5 Fill in fields as needed to provide information about the user that you want to appear in the
GroupWise Address Book.

6 Click Apply to save the user information.
7 Click GroupWise > Gateway Aliases to display the Gateway Aliases page.
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Properties of Sophie Jones [ ]

| Gateway Aliases |

Gateway Aliases

add ||| o |

Page Options... o | cancer | s | mew |

You use the Gateway Aliases page to define the explicit address required to route messages
to the user in the Notes system.

8 Click Add to display the Create Alias dialog box.

Create Alias

Create alias for NotesSystern PROVO.Sophie Jones

Gateway Alias Type: | Ql

Gateway Alias Address: |

W Cancel | Help |

9 Fill in the following fields:
Gateway Alias Type: From the list, select the Notes Gateway.

The gateway alias type was defined during configuration of the gateway. If there is no
gateway alias type listed for the gateway, you can define one now. See “Providing Gateway
Information” on page 35.

Gateway Alias: Specify the user's address as defined in Notes.

For example, if SJones@Provo is the user's address in Notes, then specify that address.
10 Click OK to save the gateway alias and return to the Gateway Alias page.

The gateway alias is now listed in the Gateway Alias list.
11 Click OK to save the list.

ConsoleOne passes the alias information to the Notes Gateway so that the Notes user is added
to the GroupWise Address Book.

12 Repeat Step 2 through Step 11 for each Notes user you want to add to the GroupWise Address
Book.
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Adding Individual Notes Users to Personal Address Books

GroupWise users can also add Notes users to their personal address books if the Notes users are
not already defined in the GroupWise Address Book.

1 In the GroupWise Windows client, click Tools > Address Book to open the Address Book.
2 Seclect a personal address book.

3 Click New > Contact > OK.

& New Contact: {Frequent Contacts) ia 3 5'
Summary  Contact Ifoice | Persomal' Commentsl Advamced' Cerlif\catal
~Mami
First; I Prefiz: I j
Middie: | Sufie [ =]
Last: I Dizplay: I j
[~ Email Addr i~ Phore
| e & offies [
Femove £ Home
= Comobie [
 Fax l—
" Pager l—
~Instant Messaging
= Add
Remove
Edit
Categories = Cancel

4 Fill in the following fields:
First: Specify the user's first name.
Last: Specify the user's last name.

E-mail Address: Specify the explicit address required to route a message to the Notes user.
For syntax and examples, see “Explicit Addressing from GroupWise to Notes™ on page 50.

8 Click OK to save the new contact in the personal address book.

Using Explicit Addressing

If you do not enable directory synchronization and exchange, and if Notes users are not
represented in the GroupWise Address Book, then users on both sides of the gateway must use
explicit addressing.

+ “Explicit Addressing from GroupWise to Notes” on page 50

+ “Explicit Addressing from Notes to GroupWise” on page 51

Explicit Addressing from GroupWise to Notes

To send a message to a Notes user using explicit addressing, GroupWise users must use the
following syntax in the To line:

Syntax:
gateway name:notes_domain.recipient's_short_name
gateway name:"recipient's_short_name@notes_domain"
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where gateway name is the name of the Notes Gateway established during installation as
described in “Choosing a Gateway Name” on page 16.

Examples:
Notes:Provo.SJones
Notes:"SJones@Provo"

Explicit Addressing from Notes to GroupWise

To send a message to a GroupWise user using explicit addressing, Notes users must use the
following syntax in the To line:

Syntax:
domain.post_office.userID@foreign_domain

where foreign_domain is the name of the Notes foreign domain, as set up following the
instructions in “Defining the GroupWise System As a Notes Foreign Domain” on page 26.

Example:
Corporate.Marketing.LTanaka@GroupWise

If the user ID is unique in the GroupWise system, then shorter syntax can be used:

Syntax:
userlD@foreign_domain

Example:
LTanaka@GroupWise

Controlling Gateway Access

The Notes Gateway lets you control access through the gateway. For example, you can:
* Specify which GroupWise users can send messages and to which Notes users
+ Specify which GroupWise users can receive messages and from which Notes users
¢ Specify the maximum size for messages sent through the gateway

¢ Specify whether or not rule-generated GroupWise messages are sent through the gateway

The standard way to control access for all GroupWise and Notes users on the GroupWise side of
the gateway is with the access.cfg file in the domain\wpgate\notes directory. In addition, you can
control individual user access using the Gateway Access field of individual User objects in
ConsoleOne.

* “Using the Access.cfg File in the Gateway Directory” on page 52
¢ “Using the Gateway Access Field on Individual User Objects” on page 56

On the Notes side of the gateway, access control is provided on the Restrictions page of the Notes
foreign domain that represents the GroupWise system, as described in “Defining the GroupWise
System As a Notes Foreign Domain™ on page 26.
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Using the Access.cfg File in the Gateway Directory

Section Headers

The access.cfg file is an ASCII text file that can be edited with a standard text editor. It is located
in the gateway root directory (for example, domain\wpgate\notes). The access.cfg file enables you
to implement the following specific types of access control:

+ Provide specific access control based on GroupWise domains and post offices
* Provide specific access control based on access groups that you define

+ Limit the size of incoming and outgoing messages to and from your GroupWise system for
specific domains, post offices, or access groups

+ Prevent messages from specific addresses from entering your GroupWise system for specific
domains, post offices, or access groups

+ Allow messages from specified addresses to enter your GroupWise system, while preventing
all others for specific domains, post offices, or access groups

+ Prevent rule-generated messages from going out of your GroupWise system for specific
domains, post offices, or access groups

The initial access.cfg file includes descriptions and examples of the section headers and keywords
that you can use in the file. However, all lines are initially commented out and access control is off
by default. Print the initial access.cfg file in the domain\wpgate\notes directory. Reviewing the file
will help you understand how it works.

Add the following line at the top of the file to turn on access control:
Access Control=On

After access control has been turned on, you can create sections in the access.cfg file for various
groups of users. Within each section, you define the access control settings for the group to which
the section applies. The following section headers and keywords are available:

Section Headers Keywords
[Default:In|Out] AllAccess
[groupwise _domain:In|Out] NoAccess
[groupwise _domain.post office:In|Out] Block
[AccessGroup:group_name] Allow
MaxSize

AllowRuleGenerated

Section headers, keywords, and settings are not case sensitive. The In and Out directions are from
the point of view of the GroupWise system.

Notes Gateway Web Console
You can turn access control on and off for the current gateway session on the Access Control page.
You can also adjust the maximum message size.

Section headers establish groups of users to which access control settings are applied.

¢ “[Default:In|Out]” on page 53

¢ “[groupwise domain:In|Out]” on page 53

[
[
¢ “[groupwise domain.post_office:In|Out]” on page 53
¢ “[AccessGroup:group name]” on page 54
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[Default:In|Out]

This section lists the access control settings for users who are not covered by access control
settings for a particular GroupWise domain, post office, or access group.

Syntax:
[Default:In]
[Default:Out

Examples:

[Default:In]
MaxSize=100000
[Default:Out]
AllowRuleGenerated=No

This example limits incoming messages to 100 KB but does not limit the size of outgoing
messages. It prevents rule-generated GroupWise messages from transferring through the gateway
to the Notes system. These access control settings would apply to any users who did not fall under
a more specific section header.

[groupwise_domain:In|Out]
This section lists the access control settings for users in a particular GroupWise domain.

Syntax:
[groupwise_domain:In]
[groupwise_domain:Out]

Examples:

[Corporate:In]
MaxSize=100000000
[Corporate:Out]
AllowRuleGenerated=Yes

This example limits incoming messages to 1 MB but does not limit outgoing messages. It allows
GroupWise users to send rule-generated messages.

[groupwise_domain.post_office:In|Out]
This section lists the access control settings for users in a particular GroupWise post office.

Syntax:
[groupwise_domain.post_office:In]
[groupwise_domain.post_office:Out]

Examples:

[Corporate. Temps:In]
Allow NetTech
MaxSize=10000
[Corporate. Temps:Out]
Allow NetTech
MaxSize=10000
AllowRuleGenerated=No

This example allows users in the Temps post office to exchange messages with users in the Notes
NetTech domain only. It restricts incoming and outgoing messages to 10 KB. It prevents rule-
generated messages.
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[AccessGroup:group_name]

This section lists the access control settings for individual GroupWise users who are assigned to
the access group in ConsoleOne, as described in “Using the Gateway Access Field on Individual
User Objects” on page 56. Access groups do not have direction parameters. If you want to control
access in both directions, you must create separate access groups.

Syntax:
[AccessGroup:group _name]

Examples:
[AccessGroup:SysAdminsIn]
MaxSize=5000000
[AccessGroup:SysAdminsOut]
MaxSize=5000000
AllowRuleGenerated=Yes

This example allows users in the SysAdminsIn and SysAdminsOut access groups to receive
messages up to 5 MB in size and to send rule-generated messages.

Keywords

Keywords define the access control settings for the users included under each section header.
* “AllAccess” on page 54
+ “NoAccess” on page 54
+ “Block” on page 55
+ “Allow” on page 55
+ “MaxSize” on page 56
+ “AllowRuleGenerated” on page 56

AllAccess

This keyword provides unrestricted access to the Notes Gateway for those GroupWise users
specified by the section header. Users can send messages to or receive messages from Notes users,
depending on the direction specified by the header.

Examples:
[Corporate.Executives:In]
AllAccess
[Corporate.Executives:Out]
AllAccess

This example allows all GroupWise users in the Executives post office to exchange messages with
all Notes users with no access control restrictions.

NoAccess

This keyword restricts access to the Notes Gateway for those GroupWise users specified by the
section header. Users cannot send or receive messages through the gateway, depending on the
direction specified in the header.

Examples:
[Corporate. Temps:In]
NoAccess
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[Corporate. Temps:Out]
NoAccess

This example prevents all GroupWise users in the Temps post office from exchanging messages
with Notes users.

Block

This keyword restricts access to the Notes Gateway from the perspective of Notes users. This
keyword differs from NoAccess because a specific Notes address must be specified. If GroupWise
users try to send mail to a Notes address that has been blocked, they will receive a message from
the gateway stating that the message is undeliverable.

Syntax:

Block notes_domain

Block username@notes_domain

Block CN=full name/O=organization@notes_domain

Examples:

[Corporate. Temps:In]
Block XYZCorp
[Corporate. Temps:Out]
Block XYZCorp

[Corporate.Executives:In]
Block SJones@XYZCorp
Block CN=Sophie Jones/O=Sales@XYZCorp

The first example prevents GroupWise users in the Temps post office from exchanging messages
with users in the Notes XYZCorp domain. The second example prevents GroupWise users in the
Executives post office from receiving messages from a specific Notes user. Providing the
username in both formats is required to totally block a user.

Allow

This keyword allows messages to pass through the Notes Gateway only if the message's recipient
matches the Notes address specified on the Allow line. Any messages addressed to other Notes
addresses will be blocked.

Syntax:

Allow notes_domain

Allow username@notes_domain

Allow CN=full _name/O=organization@notes_domain

Examples:

[Corporate. Temps:In]
Allow NetTech
[Corporate. Temps:Out]
Allow NetTech

[Default:In]
Allow SJones@XYZCorp
Allow CN=Sophie Jones/O=Sales@XYZCorp

The first example allows GroupWise users in the Temps post office to exchange messages with
the NetTech Notes domain but no others. The second example allows all users to receive messages
from a specified user.
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MaxSize

This keyword determines the maximum size of messages that the Notes Gateway will transfer
between systems. Maxsize is specified in bytes (1000 = 1000 bytes or 1 KB), with a range from 0
to 2147483647.

Unless you have a reason to limit the message size (for example, you are charged for the amount
of data transferred by the gateway), you might not want to limit the message size. When
attachments are encoded as they pass through the gateway, they generally become larger.

Syntax:
Maxsize=number of bytes

Example:

[Corporate. Temps:In]
MaxSize=1000000
[Corporate. Temps:Out]
MaxSize=5000000

This example prevents GroupWise users in the Temps post office from receiving messages larger
than 1 MB and from sending messages larger than 5 MB.

AllowRuleGenerated

This keyword determines whether or not rule-generated messages are allowed through the Notes
Gateway. It applies only to outbound messages from GroupWise to Notes.

You could use this keyword to control rule-generated messages such as "On Vacation" from
entering the Notes system. Unlike NoAccess and Block, the gateway does not generate a status
message stating that the mail message was undeliverable. Instead, the message remains pending in
the sender's mailbox.

Syntax:
AllowRuleGenerated=Yes | No

Example:
[Default:Out]
AllowRuleGenerated=No

This example prevents all rule-generated messages from transferring from the GroupWise system
to the Notes system.

Using the Gateway Access Field on Individual User Objects

56

You can use the Gateway Access field on the GroupWise Account page of each User object in
ConsoleOne to control individual user access. This can be useful if you only have a few users
whose access you want to control. If you have many users whose access you want to control, you
should use the access.cfg file, as described in “Using the Access.cfg File in the Gateway
Directory” on page 52.

1 If desired, create an access control group in the access.cfg file.

2 In ConsoleOne, browse to and right-click the user whose access you want to control, then
click Properties.

3 Click GroupWise > Account to display the Account page.
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Properties of sjones E

General » | Role Bazed Services | Restrictions | hemberships | Security Equal Ta Me | Logi{ EE

Fost Office: |Pr0v01.DeveI0pment

Mailbox 1D: |Sj0nes

visibility: |5ystem =l
External Sync Override: |Synchr0nize according to visibility LI
Account ID: |

File ID: ayh

Expiration Date: [ Enahle I

Gateway Access: |

[ Disahle Logins

LDAF Authentication: |
Restare Area: (Mot Sefy

Change GroupWise Password | Delete Groupiise Account |

Page Options... | (s I Cancel | Al | Help

4 Fill in the Gateway Access field.

If you created an access control group in the access.cfg file in Step 1, specify the name of the
access control group that you want this user to be associated with.

If you have not created an access control group, you can put access control information unique
to this user in the Gateway Access field.

Syntax:
gateway.direction:keyword, keyword,...,keyword;gateway.direction:keyword,...,keyword

The following keywords are valid in the Gateway Access field:
¢ AllAccess

¢+ NoAccess

¢ MaxSize

¢ AllowRuleGenerated

IMPORTANT: The Block and Allow keywords cannot be used in the Gateway Access field. They can
only be used in the access.cfg file.

Example:
Notes.Out:MaxSize=500000,AllowRuleGenerated=No;Notes.In:Maxsize=500000

In this example, the gateway name is Notes, the maximum message size is 500 KB, and rule-
generated messages are prevented from leaving the GroupWise system. The gateway
direction designations and their keywords are separated by a semicolon (;).

5 Click OK to save the access control information for the selected user.

ConsoleOne passes the access control information to the Notes Gateway so that the access
control settings are in force immediately.
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Setting Up Accounting

Every day at midnight, the Notes Gateway creates an accounting file (acct) in the
domain\wpgate\notes\000.prc directory. The acct file is an ASCII-delimited text file that records
the source, priority, message type, destination, and size of each item passing through the gateway.

+ “Enabling Accounting” on page 58
¢ “Defining an Accountant” on page 59

¢ “Understanding the Accounting File” on page 60

Enabling Accounting
1 In ConsoleOne, browse to and right-click the Notes Gateway object, then click Properties.
2 Click GroupWise > Optional Gateway Settings to display the Optional Gateway Settings

page.

Required Parameters E'Group\l\ﬁse | nos Rightz | Cither | Right= to Files and Folders |

Directary Sync/Exchange: |N0ne LI
Accounting: |Yes LI
Convert Status to Messages: |N0 LI
Qutbound Status Level: |Open LI
Enahle Recovery: |Yes LI
Retry Count; =
Retry Interval: I—Gﬂﬁl seconds
Failed Recovery YWait: Wﬂ seconds
MNetwork Reattach Command: |
Caorrelation Enabled: |Yes LI
Correlation Age: I—Mﬁl days

HTTF Setting

HTTP User Mame: |

HTTP Password: Set Password |
Page Options... | (s I Cancel Al Help

3 Make sure Accounting is set to Yes.
4 Click Apply to save your changes.

5 Continue with “Defining an Accountant” on page 59.

Notes Gateway Web Console
You can turn accounting on and off for the current gateway session on the Optional Gateway
Settings page.
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Defining an Accountant

1 On the Notes Gateway object, click GroupWise > Gateway Administrators to display the
Gateway Administrators page.

Properties of Notes

MDS Rights - | Cither | Right= ta Files and Folders

ZE |

Administratar Role
[ Gperator

O Ascountant

[ Fostmaster

I Fareign Gperatar

Page Options... | 04 I Cancell Apply | Help |

The Gateway Administrators page lets you select a GroupWise user to be the Accountant for
the Notes Gateway. Each night at midnight, the gateway mails the accounting file (acct) to the
Accountant.

2 Click Add to open the Select GroupWise Object dialog box, then select a user to function as
the Accountant for the Notes Gateway.

You can also select multiple users and/or distribution lists in the Select GroupWise Object
dialog box.

3 Click OK to return to the Gateway Administrators page.

4 In the Administrators list, select the user or distribution list that you want to function as the
Accountant.

In the Administrators list, you can also select multiple users and distribution lists as needed.
5 In the Administrator Role box, select Accountant.
6 Click OK to save the changes.

ConsoleOne passes the accounting information to the Notes Gateway so that the Accountant
will begin receiving daily accounting files.

7 Continue with “Understanding the Accounting File” on page 60.
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Understanding the Accounting File

The accounting file (acct) is an ASCII-delimited text file that records the source, priority, message
type, destination, and other information about each message sent through the gateway. The file,
which is updated daily at midnight is located in the domain\wpgate\notes\000.prc directory. If no
Accountant is defined to receive the file, the file is deleted each day.

A sample line from an accounting file is shown below:

0,05/18/03, 20:42:55,,
Mail,3,Corporate, Temps,LTanaka,,Reminder,Connector,Notes,,
Mail,SJones@Provo,1,0,2593

Each item sent through the gateway is recorded on a separate line, with the fields separated by
commas. Two or more commas in a row indicate that a field has no data. The following table
describes the fields in the order in which they are found in the accounting file.

Field Description Example
In/Out Status Indicates if the message is outbound (O) or inbound (I) O
Message Date The date when the message was sent 5/18/03
Message Time The time when the message was sent 20:42:55

GroupWIse Message ID A set of numbers that uniquely identifies the message 3F429BA6.961 :

in the GroupWise system 12 : 31746
GroupWise Message Type of item sent or received Mail
Type
GroupWise Message 0 = High 2
Priority 2 = Normal
4 =Low
GroupWise User Domain The GroupWise domain where the sender’s or Corporate
receiver’s post office is located
GroupWise User Post The GroupWise post office that the sender or recipient Temps
Office belongs to
GroupWise User ID The user ID of the sender or recipient LTanaka

GroupWise Account ID The recipient’s or sender's account ID as specified on
the user's GroupWise Account page in ConsoleOne

Message Subject The subject line of the message Reminder
Gateway Domain The GroupWise domain where the gateway is installed Connector
Gateway Name The name of the gateway as defined in GroupWise Notes

Foreign Message ID The message ID supplied by Notes

Foreign Message Type The type of message sent from Notes Mail

Foreign Address The user's Notes address or GroupWise address (ifthe  SJones@Provo

user was added to a non-GroupWise domain)

Number of Recipients The number of users 1
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Field

Description Example

Number of Attachments  The number of files attached to the message 0

Accounting Units

The byte size of the message 2593

The acct file can be imported into a word processor, spreadsheet, or database program for further

analysis.

Establishing Gateway Administrators

A gateway administrator is any GroupWise user you assign to receive information and error

messages from the Notes Gateway. The gateway does not require an administrator, but if you want
to define one, the administrator must either be a user who is associated with GroupWise or with a
GroupWise distribution list. There are several types of administrators that you can define for the

Notes Gateway:

Administrator Type

Description

Operator

Foreign Operator

Postmaster

Accountant

The Operator receives a message if the Notes Gateway cannot communicate
with the GroupWise system.

The Foreign Operator receives a message if the Notes Gateway cannot
communicate with the Notes system.

The Postmaster receives bad message files if the /badmsg switch is in use.
See “Notifying the Notes Gateway Administrator about Bad Messages” on
page 78.

The gateway keeps accounting records for every message it sends, unless you
turn the Accounting feature off. Accounting data for the previous day's activity
is sent daily to the Accountant. For setup information, see “Setting Up
Accounting” on page 58.

1 In ConsoleOne, browse to and select the Notes Gateway object, then click Properties.

2 Click GroupWise > Gateway Administrators to display the Gateway Administrators page.
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Properties of Notes x|

TS| Mos Rights v | Other | Rights to Files and Folders

| Gateway Administrators |

Add |
Administrator Role
B
B
B
B
Page Options... | cancel | | mew |

3 Click Add to display the Select Object dialog box, then select the user you want to define as
an administrator.

You can also select multiple users and/or distribution lists in the Select GroupWise Object
dialog box.

4 Click OK to return to the Gateway Administrators page and add the user to the Gateway
Administrators list.

5 In the Administrator Role box, select the type of administrator you want the user to be.
¢ Operator
¢ Accountant
¢ Postmaster
¢ Foreign Operator
6 Click OK to save the Notes Gateway administrator list.

ConsoleOne passes the administrator information to the Notes Gateway so that the
administrators start receiving the appropriate types of messages.

Enabling Message Status for Sent Iltems

62

Both GroupWise and Notes can return status information to message senders. This lets senders
know if their messages have been delivered, opened, and so on. In order for message status
information to be returned to senders, you need to make sure that message status has been enabled.
Message status information is collected in the status correlation database (gwcorr.db), located by
default in the domain\wpgate\notes directory.

1 If you want to change the location of the status correlation database, use the /corr startup
switch in the Notes Gateway startup file (notes.cfg) to specify a different directory.

2 In ConsoleOne, browse to and right-click the Notes Gateway object, then click Properties.

3 Click GroupWise > Optional Gateway Settings to display the Optional Gateway Settings
page.
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Required Parameters | Gruupwise v MDE Rights + | Cther I Rights to Files and Folders I
Optional Gatewsay Seftings
Directary Syne/Exchange: |None =l
Accounting: |‘(es ;l
Convert Status to Messages o =1
OQutbound Status Level: |Open LI
Enable Recovery: fres =1
Retry Count [ 102w
Retry Interval I—BDéI seconds
Failed Recaovery Wait: Wé‘ seconds
Metwork Reattach Cammand: |
Corralation Enabled: fres =l
Caorrelation Age: I—Mﬁ days
HTTF Setting
HTTP User Name: |
HTTP Password: et Password |
Page Options... K I Cancel AHply Help

4 Fill in the following fields:

Outbound Status Level: Outbound status refers to the status information returned to
GroupWise users for messages they send to Lotus Notes users. Select Undelivered, Delivered,
Open, or Full (which is equivalent to choosing Undelivered, Delivered, and Open).

Correlation Enabled: Select Yes. Message correlation is used to map Notes delivery, non-
delivery, and receipt reports to GroupWise status messages, and GroupWise status messages
to Notes delivery, non-delivery, and receipt reports. For tracking purposes, each message
receives its own record in the correlation database (domain\wpgate\notes\gwcorr.db).

Correlation Age: Specify the number of days you want a message's record to remain in the
correlation database. After a message's record has been deleted, any status information
returned on the message is sent to the user as a new message rather than as status information
on the old message.

8 Click OK to save the changes.

ConsoleOne passes the status message information to the Notes Gateway so that status
messages and correlation start immediately.

6 If you edited the notes.cfg file in Step 1, stop and then start the Notes Gateway so that it reads
the updated startup file.

Notes Gateway Web Console
You can adjust these settings for the current gateway session on the Optional Gateway Settings

page.

Configuring Internet Connectivity

By default, the Notes Gateway uses the Notes Internet connector for sending messages from Notes
users to Internet users. As an alternative, you can configure the gateway to use an Internet Agent
in your GroupWise system for Internet connectivity. Use the /ic switch in the Notes Gateway
startup file (notes.cfg) to specify the Internet Agent (domain_name.agent name).
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Monitoring the Notes Gateway

By monitoring the Notes Gateway, you can determine whether or not its current configuration is
meeting the needs of the users it services. You have a variety of tools to help you monitor the
operation of the Notes Gateway:

+ “Using the Notes Gateway Console” on page 65

+ “Using the Notes Gateway Web Console” on page 68

+ “Using Notes Gateway Log Files” on page 74

+ “Using SNMP Monitoring Programs” on page 75

* “Notifying the Notes Gateway Administrator about Bad Messages™ on page 78

¢ “Understanding Notes Gateway Error Messages” on page 78

Using the Notes Gateway Console

The Notes Gateway console displays the gateway's activity when it is running as an application. If
you run the Notes Gateway as a Windows service, the console does not appear and you must use
other monitoring alternatives, as described in “Using the Notes Gateway Web Console” on page 68
and “Using SNMP Monitoring Programs” on page 75.

To properly administer the gateway as an application, you should understand the console and how
it works. The screen is divided into various areas.

[ GroupWise Gateway for Lotus Notes [_ =] %]
File  Configuration Log Actions Help
Prova3 Motex Uptirne: 4 Daps 16 Hrs 43 Minutes
— Gtatu Shatistic:
Out 10 Mirutes In 10 Minutes
Processing, - Mormal 0 0 0 0
Group'wise: Open Status 0 0 0 0
(Other Link: Closed Pazsthiu 0 0 0 i
Program: Link. 0 Comm Errors 0 0 0 0
Log Lewel: MNormal Corw Errars 0 0 1 1}
Total Bytes oa 0.0

EO0.00.00 0 == Swatched from old log fle; a new dav hag started

+ “Information Box” on page 66
+ “Status Box” on page 66

+ “Statistics Box” on page 66
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* “Log Message Box” on page 67

+ “Menu Summary” on page 67

Information Box

Status Box

Statistics Box

The top portion of the console provides the following information about the gateway.
Domain.Gateway: The domain where the gateway is installed and the name of the gateway.
UpTime: The length of time the gateway has been running.

Description: The description you added when you configured the gateway, as described in
“Providing Gateway Information” on page 35.

The Status box provides the following information:

Processing: If the gateway is running, this field displays a spinning bar. If there is no bar or if the
bar is stationary for an extended period, the gateway is not running.

GroupWise: Whether the gateway's network connection to the GroupWise® domain is Open or
Closed. It is normal for this field to briefly display Closed while the gateway is initializing. If the
link shows Closed for an extended period, a network failure, insufficient access rights, or an error
in setup fields could be the problem. Check for error messages in the Log Message box. For
assistance resolving error messages, see Appendix A, “Notes Gateway Error Messages,” on
page 91.

Other Link: The status of the gateway's network connection to the Notes system. Messages can
be sent or received if Other Link is Open. If it is Closed, the network connection has been
terminated. Check the status of the Notes system.

Program: Where the gateway is in its current processing cycle (sending, receiving, or idle). You
can use the Gateway Time Settings page in ConsoleOne® to adjust the processing cycle. For more
information, see “Adjusting the Gateway’s Send/Receive Cycle” on page 79.

Log Level: The logging level the gateway is currently using. The level determines how much
information is displayed in the Logging box and written to the log file. You can set the default
logging level in ConsoleOne, as described in “Using Notes Gateway Log Files” on page 74. You
can also change the log level for the current Notes Gateway session, as described in “Menu
Summary” on page 67.

The Statistics box displays the amount of incoming and outgoing gateway traffic. The four
columns display the cumulative totals and the snap shot totals. The four columns from left to right
are: outgoing message totals, snap shot of outgoing messages (the default snap shot interval is 10
minutes), incoming message totals, and snap shot of incoming messages.

The snap shot interval statistic can help you get a more accurate picture of the amount of recent
gateway traffic. For information about changing the snap shot interval, see “Adjusting the
Gateway’s Send/Receive Cycle” on page 79

The following types of status information are provided:

Normal: The number of normal incoming and outgoing messages the gateway has processed.
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Status: The number of status messages the gateway has sent and received. The amount of status
message traffic depends in part on the outbound status level of the gateway. An outbound status

level set to Full causes more status messages than an outbound status level set to Undelivered. For
more information about setting the outbound status level, see “Enabling Message Status for Sent

[tems” on page 62.

Passthru: The number of incoming and outgoing passthrough messages the gateway has

processed. Using the Notes Gateway as a passthrough gateway between two GroupWise systems
is not a recommended way to connect GroupWise systems. There are better alternatives currently
available. See the GroupWise 6.5 Multi-System Administration Guide for preferred alternatives.

Conv Errors: The number of conversion errors for incoming and outgoing messages.

Comm Errors: The number of communications errors for incoming and outgoing messages.

Total Bytes: The total number of bytes for the incoming and outgoing messages.

Log Message Box

The Log Message box displays the Notes Gateway’s activity. The amount and detail in this display
depends on the logging level you select. For more information, see “Using Notes Gateway Log

Files” on page 74.

For assistance with error messages that appear in the Log Message box, see Appendix A, “Notes

Gateway Error Messages,” on page 91.

Menu Summary

At the top of the Notes Gateway console is a menu bar that provides the following functionality:

Menu Item Function Key Function

File Exit F7 Stop the Notes Gateway.

Configuration Gateway F5 Display the gateway configuration settings from the

Settings Notes Gateway object in Novell® eDirectory™. For

more information, see Chapter 5, “Configuring the
GroupWise Side of the Notes Gateway,” on page 35
and various sections in Chapter 6, “Running the Notes
Gateway,” on page 39.

Log View Log Files F9 Select a log file and view it in Notepad. See “Using

Log Settings F2

Actions Zero Status F8

Synchronize N/A
Directories

Notes Gateway Log Files” on page 74.

Override the default log settings for the current Notes
Gateway session. See “Using Notes Gateway Log
Files” on page 74.

Reset all statistics to zero.
Synchronize the GroupWise and Notes Address Books

immediately. See “Enabling Directory Synchronization
and Exchange” on page 45.
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Using the Notes Gateway Web Console

The Notes Gateway Web console enables you to monitor and control the Notes Gateway from any
location where you have access to a Web browser and the Internet. This provides substantially
more flexible access than the Notes Gateway console, which can be accessed only from the
Windows machine where the Notes Gateway is running.

+ “Setting Up the Notes Gateway Web Console” on page 68
* “Accessing the Notes Gateway Web Console” on page 70
* “Monitoring the Notes Gateway from the Web Console” on page 70

Setting Up the Notes Gateway Web Console

During installation, the Installation program offered you the opportunity to set up the Notes
Gateway Web console.

GroupWise Gateway for Microsoft Exchange Installation

Web Console Information

Gateway can dizplay statistical and diagnostic
N ove I I' information through & web browser
T Enable web consals
Itig recommended that you specify an arbitray uzer
name and password ta limit access to the web

console. Do nat use anNDS user name or
password.

Specify uger name:

Specify password: WVerify pagsward:

HTTP Part:

< Back I Hext > I Cancel I

The information that you provided during installation was recorded in the Notes Gateway startup
file (notes.cfg). If you want to change the information provided during installation, you must edit
the startup file. As an alternative, you can remove the Web console information from the startup
file and configure the Web console in ConsoleOne as described below.

If you did not enable the Web console during installation, you can do it now in ConsoleOne.
1 In ConsoleOne, browse to and right-click the Notes Gateway object, then click Properties.
2 Click GroupWise > Network Address to display the Network Address page.
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Properties of Notes [ ]

Resuired Parameters | GroupWise + | NDS Rights = | Other | Rights ta Files nd Folders |
Metwark Address

TCRIP Address [17218.518 “
IPYISP¥ Address: I 2]

Fort
are [ o4

Page Options... ok | cancel | appy | pew |

3 Inthe HTTP Port field, provide a unique port number for communication between the Notes
Gateway and your Web browser.

You might want to use a port number close to those used by the MTA and POA, for example,
7175.

4 Make a note of the HTTP port number. You will need this information to access the Notes
Gateway Web console.

5 Click Apply to save your changes on the Network Address page.

If you want to limit access to the Notes Gateway Web console, you can provide a username
and password.

6 Click GroupWise > Optional Gateway Settings.

Required Parameters | GroupWise i| MDs Rights ~ | Cther I Rights to Files and Folders I
Ditectary Syne/Exchange: [nane =1
Accounting: |‘r’es LI
Convert Status to Messages [ =]
Outhound Status Level: Jopen =l
Enahle Recovery: |‘(es ;l
Refry Count [ 10z
Retry Interval I—GDEI seconds
Failed Recovery Wait: Wﬁ seconds
Metwatk Reattach Comrmand: |
Correlation Enabled: |‘(es LI
Carrelation Age: I—Mél days
HTTP Setting:

HTTR User Name: |

HTTP Passwaord: Set Password |
Page Options e I Cancel Lot Help

7 In the HTTP Settings box:

7a In the HTTP User Name field, specify a unique username.
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7b Click Set Password.
7c Type the password twice for verification.

7d Click Set Password.

Do not use an eDirectory username and password because the information passes over the
insecure connection between your Web browser and the Notes Gateway.

For convenience, use the same username and password for all agents and gateways that you
plan to monitor from GroupWise Monitor. This saves you from having to provide the
username and password information as Monitor accesses each agent and gateway.

8 Click OK to save the Notes Gateway Web console settings.

ConsoleOne then notifies the Notes Gateway to restart so the new settings can be put into
effect.

Corresponding Startup Switches:

You could also use the /httpport, /httpuser, and /httppassword startup switches in the Notes
Gateway startup file (notes.cfg) to enable and secure the Notes Gateway Web console. In addition,
you can use the /httprefresh switch to control how often the Notes Gateway refreshes the
information provided to your Web browser.

Accessing the Notes Gateway Web Console

To monitor the Notes Gateway from your Web browser, view the URL where the Notes Gateway
is located by supplying the network address of the Windows machine where the Gateway runs and
port number as provided on the Network Address page in ConsoleOne.

Syntax:
http://IP_address_or_hostname:HTTP _port

Examples:
http://172.16.5.18:7175

http://notesserver1:7176

Grou otus Mote 3y

Status | Configuration | Environment | Log Files | Time Settings | Optional Gateway Settings | Access Contral

Messages Processed

Total  Last 10 Minutes
Gateway Input Qlusue
Gateway Output Cueue
Gateway Problem Queue
Gateway Conversion Queue
Send Threads in Use
Send Threads available
Receive Threads in Use
Receive Threads Available

—o-—ooooo
cCooooooo

Monitoring the Notes Gateway from the Web Console

The Notes Gateway Web console provides several pages of information to help you monitor the
performance of the Notes Gateway. The bar at the top of the Notes Gateway Web console displays
the name of the Notes Gateway and its post office. Below this bar appears the Notes Gateway Web
console menu that lists the pages of information available in the Notes Gateway Web console.
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Monitoring Gateway Status

When you first access the Gateway Web console, the Status page is displayed.

Up Tirne: 5 0 Hi
Messages Processed

Gateway Input Queue
Gateway Output Queue
Gateway Problem Queue
Gateway Conversion Queue
Send Threads in Use

Send Threads available
Receive Threads in Use
Receive Threads Available

Tatal Last 10 Minutes

1]
1]
1]
1]
0
1
1]
1

cCooooooo

The information is the same as is displayed on the Gateway console on the Windows machine
where the gateway runs. For more information, see “Status Box™ on page 66.

Checking Gateway Configuration

On the Notes Gateway Web console menu, click Configuration to display the configuration
information stored on various property pages on the Notes Gateway object in ConsoleOne.

ptional Gateway Settings | Access Control

Puort far Incarming

L 7100
Connections:
Port for HTTP Connections: 7175
HTTP Refresh Rate: B0 seconds
Connection Timeout:
Data Tirneout: 20
Event L og Seftings
Log Level Marrmal
Disk Lagging Yes

Log Directary:
Maxirum Log File Age

WnthdFgwesystermiprovoZwpgatetMotes\000. pro
7

Maximum Log Disk Space: 1024
Configuration Information

Platforrn: NT

Dormain and Gateway Provoz Motes
Foregn Marne GroupiWise
Description:

Alias Type M

Root Directory:
Work Directory:

WnthdFgees y stemiprovo2iwpgateihlotes
WintwdBigwsy stemiprovoipgate\Note s\000. protgwork

Log File: WnthdFigwes y stemipravo2wpgate\Natesy000 . prey0302log. 001
Directary 1D notdfl0
Directary Synchronization:  YES
Directary Exchnage: YES
Accouning YES
Access Control YES
Convert GroupWise Status to

NO
Messages:
Outbound Status Level OPEN
Enable Recovery: Yes

To change the log settings for the current gateway session, click Event Log Settings. All other
settings listed on the Configuration page must be changed in ConsoleOne.

Checking the Operating System Environment

On the Notes Gateway Web console menu, click Environment to display information about the
operating system where the Notes Gateway is running.
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Status | Configuration | Enwir | Log Files | Time Settings | Optional Gateway Settings | Access Control
Monday, August 11, 2003 17:38:44
05 Data

Wyindows MT (Th) Version 4.0 (Build 1381) Service Pack B
Build Dates
Gateway Build Timestamp Monday, August 11, 2003 17:38:44

Viewing Gateway Log Files

On the Notes Gateway Web console menu, click Log Files to display gateway log files.

Status | Configuration | Emviranment | Log Files | Time Settings | Optional Gateway Settings | Access Cantrol

“iew Event Log Settings

Event logs:

0828log.007 08-29-03 00:00:42 836 bytes
082910007 08-30-03 00:00:40 258 bytes
0830log.007 08-31-03 00:00:50 259 bytes
083110g.007 09-01-03 00:00:46 258 bytes
09010007 09-02-03 00:00:54 259 bytes
0802l0g.001 09-02-03 15:24:26 431 bytes

Wiew Events

Click Event Log Settings to change the log settings for the current Notes Gateway session.

ptional Gateway Settings | Access Control

Log Level
" Diagnostic
O Off
& Mormal
" “erbose

Log Maintenance Settings
Max Log File Age |7 Days
hax Log File Space |1024 KBytes

Submit

For information about Notes Gateway log files, see “Using Notes Gateway Log Files” on page 74.

Checking and Changing Gateway Time Settings

On the Notes Gateway Web console menu, click Time Settings to display the settings listed on the
Time Settings page in ConsoleOne.

- ot
Status | Configuration | Environment | Log Files | Time Settings | Optional Gateway Settings | Access Control
Gateway Time Settings

Send/Receive Cycle 120

Seconds
Minimum Run: 0 Seconds
ldle Sleep Duration 30 Seconds
Snap Shot Interval: 00 Seconds

Submit
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Modify the settings as needed, then click Submit to change them for the current Notes Gateway
session. For information about the time settings, see “Adjusting the Gateway’s Send/Receive
Cycle” on page 79.

Checking and Changing Optional Gateway Settings

On the Notes Gateway Web console menu, click Optional Gateway Settings to display the settings
listed on the Optional Gateway Settings page in ConsoleOne.

Files | Tirme Settings | Optional Gateway Settings | Access Control

Optional Gateway Settings
Directory Sync/Exchange: IEIUlh 'I
Accounting
& Yes
© Nao

Convert Status to Messages:
© Yeg
# Na

Outbound Status Level: IOPEN hd

Correlation Enabled:
© Yeg
© No

Caorrelation Age: IW Days

Startup Switches
Number of Threads to be used duting Outbound:

IT
Mumber of Threads to be used during Inbound: IT

Group expansion;

@ On

of

Single option: (Run one send and one receive cycle then automatically terminate)
© 0On

© Off

Handling of bad messages IMDve -
Submit |

Modify the settings as needed, then click Submit to change them for the current Notes Gateway
session. For information about the optional gateway settings, see the following topics:

¢ “Enabling Directory Synchronization and Exchange” on page 45
+ “Setting Up Accounting” on page 58
+ “Enabling Message Status for Sent Items” on page 62

+ “Using Notes Gateway Startup Switches” on page 83

Changing Gateway Access Control

On the Notes Gateway Web console menu, click Access Control to turn access control on and off
and to adjust the maximum message size for the current Notes Gateway session.

€ ot y
Status | Configuration | Enviranment | Log Files | Time Settings | Optional Gateway Settings | Access Control
Access contral

@ On

© Off

Max size Bytes
Submit

For information about access control, see “Controlling Gateway Access” on page 51.
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Using Notes Gateway Log Files

Log files record all message routing data that appears in the Log Message box of the Notes
Gateway console. You can determine the level of information you want to log, as well as the
maximum age for log files and the maximum amount of disk space to be used for log files.
Examining log files is useful if you experience any problems with the Notes Gateway, because the
log files record the exact route all messages take. If you have any problems that require assistance
from Novell Support, it is likely that the technician who helps you will request a copy of this file.

Log files are stored in the gateway's 000.prc directory (domain\wpgate\notes\000.prc) and can be
viewed from the gateway console and the Web console. Log files are named mmddlog.nnn, where
mmdd is the month and day and nnn is an incrementing number, starting with 001.

1 In ConsoleOne, browse to and right-click the Notes Gateway object, then click Properties.
2 Click GroupWise > Log Settings to display the Log Settings page.

Propetties of Notes x|
{GroupWize DS Rights + | Cther | Rights ta Files and Falders
Loy Settin
Log File Path: | _
Logaing Level: |N0rma| LI

Max Log File Age: I T ﬁ’ days
Max Log Disk Space: I 1] ﬁ’ KBytes

Page Options... | I Cancel Help

3 Fill in the following fields:

Log File Path: Select the path where the log file should be created. By default, log files are
stored in the domain\wpgate\notes\000.prc directory.

Logging Level: Select the logging level you want. Gateway logging levels are hierarchical,
with Off as the lowest and Diagnostic as the highest.

¢ Off: Disables logging.

¢ Normal: Displays basic message routing information, providing a summary of gateway
activity. This is the default setting.

+ Verbose: Displays extra message routing details and message processing information.

+ Diagnostic: Displays all message routing and processing information. You should use
this logging level only when troubleshooting a problem with the gateway.
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A new log file is created each day, and the files accumulate according to the following
settings:

Max Log File Age: Specify the maximum number of days you want to save the log file before
the gateway deletes it. The default value is 7 days.

Max Log Disk Space: Specify the amount of disk space you want the limit to be for log files.
When the limit is reached, the gateway deletes the oldest file until the space occupied is under
the maximum allowable limit. The default value is 1024 KB.

If you set the limit to zero (0), there will be no disk space limit for log files.
4 Click OK to save the log settings.

ConsoleOne passes the updated log settings to the Notes Gateway so that the new log settings
are in force immediately.

Corresponding Startup Switches
You could also use the /log, /loglevel, /logdays, and /logmax startup switches in the Notes Gateway
startup file (notes.cfg) to control logging.

Notes Gateway Web Console

You can view the Notes Gateway log files and change the log settings for the current Notes
Gateway session by clicking the Log Settings link on the Log Files page. You can also view and
modify log settings at the Notes Gateway console on the machine where the gateway is running,
as listed in “Menu Summary” on page 67.

Using SNMP Monitoring Programs

You can monitor the Notes Gateway from the Management and Monitoring component of Novell
ZENworks® for Servers, ManageWise®, or any other SNMP management and monitoring
program. When properly configured, the Notes Gateway sends SNMP traps to network
management consoles for display along with other SNMP monitored programs.

During installation, you had the opportunity to configure the Notes Gateway for SNMP.

GroupWwise Gateway for Lotus Notes Installation

Software Platform

‘f'ou can install the gateway as an application or MT
N ove "' Service.

- Installation Method
& Bpglicderi
 Service

r— Optior
I Install and configure SNMP

Before you can install and configure SHMP, you must
first install W/indows NT SNMP Service on this
compLter.

™ Install Gateway Admiristiator snap-in to ConsoleOne

< Back I Hexst > I Cancel |

If you did not select SNMP support during installation, there is currently no way to add the
functionality short of uninstalling the Notes Gateway and reinstalling it. See “Uninstalling the
Notes Gateway” on page 42

Monitoring the Notes Gateway 75



To set up SNMP services for the Windows machine, complete the following tasks:
+ “Copying and Compiling the Notes Gateway MIB File” on page 76
¢ “Configuring the Notes Gateway for SNMP Monitoring” on page 76

Copying and Compiling the Notes Gateway MIB File

An SNMP-enabled Notes Gateway returns information contained in a Management Information
Base (MIB). The MIB is an ASCII data structure that defines the information gathered. It also
defines the properties that can be monitored and managed on the SNMP-enabled Notes Gateway.
You can view the contents of the Notes Gateway MIB for a description of the SNMP variables
available for it. The Notes Gateway MIB is located in the domain\wpgate\notes directory.

Before you can monitor an SNMP-enabled Notes Gateway, you must compile the ngwln.mib file
using your SNMP management program.

1 Copy the ngwin.mib file from the domain\wpgate\notes directory to the location required by
your SNMP management program.

For example, ManageWise users would copy the ngwin.mib file to the
\mw\nms\snmpmibs\current directory. The Notes Gateway MIB file includes annotations that
enhance the Alert functions of ManageWise. For example, the Summary provides more
detailed information than the Description does in other SNMP management programs. The
ManageWise annotations are embedded in comments; therefore, they have no affect on other
SNMP management programs.

ZENworks for Servers users could copy the ngwln.mib file to the \agents\snmp directory in
the GroupWise software distribution directory.

2 Compile or import the ngwln.mib file as required by your SNMP management program.
For example, to compile the ngwln.mib file for ZENworks for Servers:
2a In ConsoleOne, right-click the Site Server object, then click Properties > MIB Pool.
2b Click Modify Pool > Add.
2c¢ Browse to and select the ngwln.mib file, then click OK.
2d Click Compile.

2e To make sure that the Windows machine where the Notes Gateway is running is
configured to send SNMP traps to the ZENworks for Servers Site Server, add the IP
address or host name of the Site Server to the list of trap destinations.

+  From the Windows NT Control Panel, double-click Network, then click Services >
SNMP Service > Properties > Traps.

¢ From the Windows 2000 Control Panel, double-click Administrative Tools, then
click Services > SNMP Service > Properties > Traps.

Refer to your SNMP management program documentation for specific instructions.

3 Continue with “Configuring the Notes Gateway for SNMP Monitoring” on page 76.

Configuring the Notes Gateway for SNMP Monitoring

In order for SNMP monitoring programs to monitor the Notes Gateway, the Notes Gateway must
be configured with a network address and SNMP community string.

1 Browse to and right-click the Notes Gateway object, then click Properties.
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2 Click GroupWise > Network Address to display the Network Address page.

Properties of Notes il

~ | NDS Rights ~ | Cther | Rights to Files and Falders |

i Network Address |

TGPIIP Address |

I I

IPXIGPY Address: |

Part
Clai

Page Options... | Cance\l | Help |

3 Click the pencil icon to provide the TCP/IP address or hostname of the machine where the
Notes Gateway runs, then click Apply.

4 Click GroupWise > Identification.

Properties of Notes E
Required Parameters | GroupWise - | NDS Rights - | Other | Rights to Files and Folders |
Identification
Domain. Gateway, Provo2 Motes
Desctiption ‘
Subdirectory: [nates =1
Time Zane [(3MT-07:00) Mountain Time (U% & Canada) =l
Database Version: Jax =l
Flatform: fwindows =l
Gateway Type:

Gateway Alias Type: |

Faoreign ID: |

SNMP Cormmunity "Get' String: |

Page Options ok | cancal | appy | pew |

5 Provide your system SNMP community GET string, then click OK.

ConsoleOne then notifies the Notes Gateway to restart so the new settings can be put into
effect.

The Notes Gateway should now be visible to your SNMP monitoring program.
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Notifying the Notes Gateway Administrator about Bad Messages

Occasionally, the Notes Gateway encounters a message that it cannot process, either because the
message file has been damaged or because the recipient is not a user that is recognized by the
gateway. You can use the /badmsg switch in the Notes Gateway startup file to indicate how you
want the Notes Gateway to handle messages that are damaged or undeliverable.

By default, bad messages are moved to the domain\wpgate\notes\gwprob directory. If you do not
want to do anything with bad messages, you can have the gateway delete them immediately, or
you can have the gateway periodically clean up the gwprob directory, as described in “Setting Up
Daily Maintenance Tasks” on page 82.

If you want to take a look at bad message files, you can have the gateway send the bad message
files to the postmaster. If you do not yet have a postmaster, see “Establishing Gateway
Administrators” on page 61 for setup instructions.

Understanding Notes Gateway Error Messages

78

As you monitor the Notes Gateway, you might occasionally see error messages. Notes Gateway
error messages are documented with the source of the error, possible causes of the error, and
actions to take to resolve the error. See Appendix A, “Notes Gateway Error Messages,” on
page 91.
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Optimizing the Notes Gateway

You can adjust how the Notes Gateway functions in order to optimize its performance. Before
attempting optimization, you should run the Notes Gateway long enough to observe its efficiency
and its impact on other network applications running on the same machine. See Chapter 8§,
“Monitoring the Notes Gateway,” on page 65.

Also, remember that optimizing your network hardware and operating system can make a
difference in Notes Gateway performance.

The following topics help you optimize the Notes Gateway:
* “Adjusting the Gateway’s Send/Receive Cycle” on page 79
* “Adjusting the Number of Sender and Receiver Threads” on page 80
+ “Automating Network Reattachment” on page 81
* “Reducing Network Traffic” on page 82
+ “Setting Up Daily Maintenance Tasks” on page 82

Adjusting the Gateway’s Send/Receive Cycle

The Notes Gateway's send/receive cycle determines how much time the gateway spends sending
messages as opposed to receiving them. The send process refers to messages sent from
GroupWise® to Notes; the receive process refers to messages sent from Notes to GroupWise.

The default send/receive cycle is 120 seconds, which causes the gateway to send messages for a
maximum of 60 seconds and then receive messages for 60 seconds. You can adjust the send/
receive cycle to better suit your environment and needs. You can also adjust some additional time-
related settings for the gateway.

1 In ConsoleOne®, browse to and right-click the Notes Gateway object, then click Properties.

2 Click GroupWise > Gateway Time Settings to display the Gateway Time Settings page.
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Properties of Notes x|
: "] Nos Rights = | Gther | Rights ta Files nd Folders |
| Gateway Time Settings |
SendiReceive Cycle: 120 j’ seconds
Minimurm Run 0 j’ seconds
Idle Sleep Duration 30 j’ seconds
Snap Shot Interval: 600 j’ seconds
Page Options... I Cancel Help

3 Fill in the following fields:

Send/Receive Cycle: Specify the maximum amount of time you want the gateway to spend
sending and receiving messages during one cycle. The default (120 seconds) causes the
gateway to send messages for a maximum of 60 seconds and to receive messages for 60
seconds. The cycle is then repeated.

If the time limit is reached and a message is being processed, the gateway will finish
processing the message.

Minimum Run: This field does not apply to the Notes Gateway.

Idle Sleep Duration: Specify the number of seconds the gateway is to remain idle if it has no
commands or messages to process. The default value is 30 seconds.

The gateway constantly polls its directory for messages to process. The purpose of idle time
is to save CPU cycles and to keep network traffic manageable.

Snap Shot Interval: The Notes Gateway console shows the gateway statistics for the last x
minutes (an interval you specify). The default interval is 10 seconds. Gateway activity is
updated every minute.

4 Click OK to save the updated time settings.

ConsoleOne then notifies the Notes Gateway to restart so the new settings can be put into
effect.

Notes Gateway Web Console
You can adjust these settings for the current gateway session on the Time Settings page.

Adjusting the Number of Sender and Receiver Threads

The Notes Gateway can be configured to start from varying numbers of sender and receiver
threads, depending on the amount of traffic passing through the gateway. The heavier the traffic,
the more threads you should configure the gateway to start. By default, 4 sender threads and 4
receiver threads are started.

Use the /st switch in the Notes Gateway startup file (notes.cfg) to set the number of sender threads.
Use the /rt switch to set the number of receiver threads.
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Notes Gateway Web Console
You can check the number of sender and receiver threads that are currently available and in use on
the Status page.

Automating Network Reattachment
When the Notes Gateway loses its link to the server where the GroupWise domain directory
resides or its link to the Notes/Domino server, it can attempt to reestablish the link.
1 In ConsoleOne, browse to and right-click the Notes Gateway object, then click Properties.
2 Click GroupWise > Optional Gateway Settings to display the Optional Gateway Settings

page.

Required Parameters | MDS Rights - | Cither | Right= to Files and Folders |

Directary Sync/Exchange: |N0ne LI
Accounting: |Yes LI
Convert Status to Messages: |N0 LI
Qutbound Status Level: |Open LI
Enahle Recovery: |Yes LI
Retry Count; =
Retry Interval: I—Gﬂﬁl seconds
Failed Recovery YWait: Wﬂ seconds
MNetwork Reattach Command: |
Caorrelation Enabled: |Yes LI
Correlation Age: I—Mﬁl days

HTTF Setting

HTTP User Mame: |

HTTP Password: Set Password |
Page Options... | (s I Cancel Al Help

3 Make sure that Enable Recovery is set to Yes.
4 Fill in the following fields:

Retry Count: Specify the number of times you want the gateway to attempt to recover the
network link. The default is 10 times.

Retry Interval: Specify the amount of time you want the gateway to wait between retry
attempts. The default value is 60 seconds.

Failed Recovery Wait: If the gateway cannot reconnect to the network after the number of
times specified in Retry Count, it will stop attempting to reconnect. Specify the amount of
time you want the gateway to wait until it starts the reconnect process again. The default value
is 3600 seconds (1 hour).

Network Reattach Command: You can create a batch file that the gateway can use to
reconnect to the network server where the GroupWise domain directory resides and to the
Notes/Domino server. Specify the name of the batch file in this field.

5 Click OK to save the reattachment information.

ConsoleOne then notifies the Notes Gateway to restart so the new settings can be put into
effect.
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Reducing Network Traffic

By default, the Notes Gateway's queue directories are located in the domain\wpgate\notes
directory on the server where the domain is located. To reduce network traffic, you can redirect
the gateway's queue directories to the Windows machine where the gateway is running.

If you choose to place the queue directories on the gateway machine's local drive, make sure the
gateway machine has sufficient disk space, memory, and processing power to handle the load.

Start the gateway using the following startup switch:
ngate /work-queue_directory

where queue_directory is the path to the directory where you want the gateway queues created.
For example, you could use a c:\Ingate directory on the local drive. Make sure the directory is not
used by any other program. The gateway must have exclusive access to the directory; any
unrecognized files in the directory are immediately moved to the gwprob subdirectory.

The first time you start the gateway using the /work switch, the gateway creates the necessary file
structure in the specified directory. It creates a wpgate directory, with wpcsin and wpcsout queue
directories. This local structure is used as long as you continue to start the gateway with the /work
switch. You might want to add the /work switch to the startup file (notes.cfg) so the gateway
always uses the same queue directory. See Chapter 10, “Using Notes Gateway Startup Switches,”
on page 83.

Setting Up Daily Maintenance Tasks

82

The Notes Gateway has the capability of running any maintenance commands you invoke. To take
advantage of this capability, you must create a batch file called gwmaint.bat and include your
Windows maintenance commands in it. Each day at midnight, the gateway will execute the
commands in the gwmaint.bat file.

1 Use a text editor to open the gwmaint.bat file in the domain\wpgate\notes directory.

2 Specify the maintenance commands you want. You can include as many commands as
necessary.

For example, the file could include the following line to delete any message files that are
undeliverable or damaged.

del j:\connector\wpgate\notes\gwprob\*.bad (queue in the domain directory)
or
del c:\Ingate\wpgate\notes\gwprob\*.bad (queue on the local machine)

3 Save the file in the domain\wpgate\notes directory.

GroupWise Gateway 3.0 for Lotus Notes Installation and Administration Guide



Using Notes Gateway Startup Switches

Startup switches let you set various operational parameters for the gateway. Some startup switches
override configuration information, such as logging level, that you can set in ConsoleOne®. Other
switches provide configuration options not available anywhere else.

To use a startup switch, you can include it on the command line immediately following the ngate
executable command.

Example:

ngate /badmsg-send

You can also edit the Notes Gateway startup file (notes.cfg) to include the switches you want to
use when starting the gateway. The notes.cfg file is located in the domain\wpgate\notes directory.
Use the following syntax to include the startup file:

Example:

ngate @notes.cfg

The table below summarizes Notes Gateway startup switches and how they correspond to

configuration settings in ConsoleOne.

Startup Switch ConsoleOne Setting
/badmsg N/A

/blockdoms N/A

[corr N/A

/group N/A

/help N/A

/home N/A

/httppassword HTTP Password
/httpport HTTP Port
/httprefresh N/A

/nttpuser HTTP Username
lic N/A

/Insmb N/A

/log Log File Path
/logdays Maximum Log File Age

Using Notes Gateway Startup Switches
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/badmsg

/Iblockdoms

Startup Switch ConsoleOne Setting

lloglevel Log Level

/logmax Maximum Log File Size
/noalias N/A

Irt N/A

/single N/A

/st N/A

/work N/A

Indicates what the gateway should do with bad message files (undeliverable or damaged). See
“Notifying the Notes Gateway Administrator about Bad Messages” on page 78. The following
options can be used:

+ Move: Instructs the gateway to move the bad message files to the
domain\wpgate\notes\gwprob directory. This is the default action.

+ Send: Instructs the gateway to send the bad message files to the user assigned as the gateway's
Postmaster. See “Establishing Gateway Administrators” on page 61.

+ Both: Instructs the gateway to both move and send the bad message files.

+ Neither: Instructs the gateway to delete the files

Syntax:
/badmsg-option

Example:
/badmsg-both

Prevents users in the specified GroupWise domains from appearing in the Notes version of the
GroupWise Address Book when directory synchronization and exchange are enabled. See
“Enabling Directory Synchronization and Exchange” on page 45.

Syntax:
/blockdoms-domain
/blockdoms-"list_of domains"

Examples:
/blockdoms-domainl
/blockdoms-"domain1, domain2, domain3"
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[corr

/group

/help

/home

Specifies the path where the correlation database (gwcorr.db) is to be redirected. By default, the
correlation database is located in the domain\wpgate\notes directory. For information about the
correlation database, see “Enabling Message Status for Sent Items” on page 62.

Syntax:
/corr-[drive:\directory
/corr-\\server\sharename\directory

Example:

/corr-\Ingate\statcorr
/corr-m:\Ingate\statcorr
/corr-\\server2\c$\Ingate\statcorr

Turns on group expansion. If enabled, an incoming message addressed to a public group
(distribution list) will be sent to members of that group. Group expansion is on by default.

Syntax:
/group

Displays information about the Notes Gateway switches.

Syntax:
/help

Specifies the path to the gateway root directory (domain\wpgate\notes).

IMPORTANT: You cannot move the Notes Gateway software to a different location.

Syntax:
/home-[drive:\directory
/home-\\server\sharename\directory

Example:

/home-\Ingate\work
/work-m:\Ingate\work
/work-\\server2\c$\Ingate\work

/httppassword

Specifies the password for the Notes Gateway to prompt for before allowing gateway status
information to be displayed in your Web browser. Do not use an existing Novell® eDirectory™
password because the information passes over the insecure connection between your Web browser
and the Notes Gateway. See “Using the Notes Gateway Web Console” on page 68.
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/httpport

/httprefresh

/httpuser

lic

Syntax:
/httppassword-password

Example:
/httppassword-GWiseNotes

See also /httpuser, /httpport, and /httprefresh.

Sets the HTTP port number used for the Notes Gateway to communicate with your Web browser.
The setting must be unique on the machine where the Notes Gateway runs. See “Using the Notes
Gateway Web Console” on page 68.

Syntax:
/httpport-port_number

Example:
httpport-7175

See also /httpuser, /httppassword, and /httprefresh.

Specifies the rate at which the Notes Gateway refreshes the status information in your Web
browser. The default is 60 seconds. See “Using the Notes Gateway Web Console” on page 68.

Syntax:
/httprefresh-seconds

Example:
/httprefresh-30

See also /httpuser, /httppassword, and /httpport.

Specifies the username for the Notes Gateway to prompt for before allowing gateway status
information to be displayed in a Web browser. Providing a username is optional. Do not use an
existing eDirectory username because the information passes over the insecure connection
between your Web browser and the Notes Gateway. See “Using the Notes Gateway Web Console
on page 68.

2

Syntax:
/httpuser-username

Example:
/httpuser-Gate Watcher

Specifies the Internet Agent to use for Internet connectivity. If no Internet Agent is provided, the
Notes Gateway uses the Notes Internet connector for sending messages from Notes users to
Internet users. See “Configuring Internet Connectivity”” on page 63.
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/[Insmb

llog

llogdays

lloglevel

Syntax:
/ic-domain_name.agent _name

Example:
/ic-Connector. GWIA

Specifies the name of the Notes mailbox used to transfer messages between systems. The default
is mail.box. The variable » can range from 1 to 10.

Syntax:
/Insmb-mailn.box

Example:
/Insmb-mail2.box

Redirects the log files to the specified directory. By default, the log files are created in the
domain\wpgate\notes\000.prc directory. See “Using Notes Gateway Log Files” on page 74.

Syntax:
Nlog-[drive:\directory
/log-\\server\sharename\directory

Example:

/log-\Ingate\logs
/log-m:\Ingate\logs
/log-\\server2\c$\Ingate\logs

See also /loglevel, /logdays, and /logmax.

Overrides the maximum log file age specified in ConsoleOne. Any log files older than the number
of days you specify are deleted. The range is from 1 to 360 days. See “Using Notes Gateway Log
Files” on page 74.

Syntax:
logdays-days

Example:
/logdays-30

See also /log, /loglevel, and /logmax.

Overrides the log level specified in ConsoleOne. Possible options are Off, Normal, Verbose, and
Diagnostic. See “Using Notes Gateway Log Files” on page 74.

Syntax:
/loglevel-level
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/logmax

Inoalias

Irt

Isingle

Example:
/loglevel-verbose

See also /log, /logdays, and /logmax.

Overrides the maximum log file disk space specified in ConsoleOne. If the maximum disk space
limit is reached, the oldest log file is deleted to make room for a new one. Specify the number of
kilobytes you want to use. The default is 1024 KB or 1 MB. The range is from 256 KB to unlimited
size. Use 0 for unlimited disk space. See “Using Notes Gateway Log Files” on page 74.

Syntax:
/logmax-kilobytes

Example:
/logmax-2048

See also /log, /loglevel, and /logdays.

Specifies whether the Notes Gateway should use the Notes user’s full name (first name and last
name) or the user’s short name (typically first initial plus last name or "alias"). By default, the
gateway uses the short name. Use of the switch causes the gateway to use the full name.

Syntax:
/noalias

Specifies the number of receiver threads that the Notes Gateway should start. The default it 4.
There is no limit to the number of threads you can start, but nothing is gained by starting threads
that are always idle. See “Adjusting the Number of Sender and Receiver Threads” on page 80.

Syntax:
/rt-threads

Example:
/rt-3

See also /st.

Instructs the gateway to run for one send/receive cycle, then shut down. For information about the
send/receive cycle, see “Adjusting the Gateway’s Send/Receive Cycle” on page 79.

Syntax:
/single
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/st

Specifies the number of sender threads that the Notes Gateway should start. The default it 4. Valid
values range from 1 to 4. See “Adjusting the Number of Sender and Receiver Threads” on page 80.

Syntax:
/st-threads

Example:
/st-3

See also /rt.

Iwork

Indicates the path where temporary files are stored while messages are transferred. You can use a
path to a location on the Windows machine where the gateway is running or on the server where
the domain directory is located. For more information, see “Reducing Network Traffic”” on

page 82.

Syntax:
/work-[drive:\\directory
/work-\\server\sharename\directory

Example:

/work-\Ingate\work
/work-m:\Ingate\work
/work-\\server2\c$\Ingate\work
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Notes Gateway Error Messages

This section helps you resolve error messages that appear in Notes Gateway log files and other
places where gateway status information is displayed:

“Alphabetical Error List” on page 91

Additional sources of troubleshooting assistance include:
+ Novell Support Knowledgebase (http://support.novell.com/search/kb_index.jsp)
+ GroupWise 6.x Support Forums (http://support.novell.com/forums/gw6.html)

+ GroupWise Cool Solutions (http://www.novell.com/coolsolutions/gwmag/index.html)

Alphabetical Error List

Error accessing VIM link

Error creating Address Book "WPNAMES.NSF’. You are not authorized to perform that operation
Error opening character set translation file

Error processing attachment: attachment name. You are not authorized to perform that operation

Error processing Notes Address Book information; You are not authorized to use the remote
console on the server

Error reading character set translation file

Error synchronizing modified Notes user to GroupWise; Unsupported datatype in Name and
Address Book document

File object is truncated; file may have been damaged

Foreign Domain missing or not configured in Name and Address Book
Invalid name for foreign domain

Invalid password

Invalid password for Lotus Notes

Memory access error

Memory allocation error

No route to the gateway

NOTES.INI file cannot be found on the search path pathname
No active recipients

Path not found error

Purging expired GroupWise directory information from Notes. Error purging GroupWise users
from Notes. Entry not found in index

Retry count exceeded
Unable to locate GWWORK directory

Unable to replicate Lotus Notes Address Book information to GroupWise. Unsupported datatype
in Name and Address Book document
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Undeliverable file moved to: path\filename

Unknown return value

VIM init error. Directory exchange and migrate utilities inactive
You are not authorized to use the remote console on this server

Error accessing VIM link

Source:
Possible Cause:
Action:

Action:

GroupWise® Notes Gateway; directory exchange and synchronization.
Invalid VIM configuration; the Notes Gateway cannot access the link to the Notes system.
Make sure that the Notes client is installed on the Windows machine running the gateway.

Make sure that the Notes/Domino server is running.

Error creating Address Book "WPNAMES.NSF’. You are not authorized to perform that operation

Source:

Possible Cause:

Action:

GroupWise Notes Gateway; initial startup.

The Notes Gateway user is not provided with access rights to create databases on the Notes/
Domino server that the gateway communicates with. Therefore, the gateway cannot start and
cannot create the Notes Address Book where GroupWise user information will be stored.

The Notes Gateway user should be provided with access rights to create databases on the Notes/
Domino server that the gateway communicates with. See “Providing Access to Notes Databases”
on page 32.

After giving access rights, restart the Notes/Domino server before starting the gateway.

Error opening character set translation file

Source:

Possible Cause:

Action:

GroupWise Notes Gateway; startup.

The gateway is not able to find the path to the notes and notes\data directories where the character
set translation file is located.

Make sure that the notes and notes\data directories are included in the system path on the machine
running the Notes client for the gateway. See “Adding the Notes Software Directory to the Path
Variable” on page 25.

Error processing attachment: attachment_name. You are not authorized to perform that operation

Source:

Possible Cause:

Action:

GroupWise Notes Gateway; outbound messaging.

The gateway is not able to process the attachment in a message addressed to a Notes user from
GroupWise.

None. The Gateway drops an attachment if it cannot process it and continues with processing of
remaining part of the message.

Error processing Notes Address Book information; You are not authorized to use the remote console

on the server
Source:
Possible Cause:

Action:

GroupWise Notes Gateway; directory exchange
The Notes Gateway user is not provided with the required access rights.

Make sure that the Notes Gateway user is listed as an Administrator on the Notes/Domino server
that the gateway communicates with. See “Providing Access to the Notes/Domino Server” on
page 30.
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Error reading character set translation file

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; startup.
The gateway is not able to find the path to the notes and notes\data directories.

Make sure that the notes and notes\data directories are included in the system path on the machine
running the Notes client for the gateway. See “Adding the Notes Software Directory to the Path
Variable” on page 25.

Error synchronizing modified Notes user to GroupWise; Unsupported datatype in Name and Address

Book document
Source:
Possible Cause:

Action:

GroupWise Notes Gateway; directory exchange and synchronization.
The Notes Gateway user is not provided with the required access rights.

Give access rights as described in “Setting Up Server and Database Access for the Notes Gateway
User” on page 30.

File object is truncated; file may have been damaged

Source:

Possible Cause:

Action:

Action:

GroupWise Notes Gateway; general processing.

The wpnames.nsf file on Notes/Domino server connected to GroupWise is damaged and the
gateway is not able to find the People view in the Notes version of the GroupWise Address Book
(wpnames.nsf).

Replace the damaged wpnames.nsf database on the Notes/Domino server with the backup copy
that is populated with GroupWise addresses.

If you don't have a backup copy of wpnames.nsf, follow the steps:

1 Delete the damaged wpnames.nsf database on the Notes/Domino server connected to the
gateway.

If your Notes system is configured to replicate the wpnames.nsf file to multiple servers, delete
it from all the Notes/Domino servers.

2 Delete the 000.prc directory from the gateway home directory, after making copies of the log
files if necessary.

3 From the gateway root directory, copy the wpnames.nsf database to the domino\data directory
on the Notes/Domino server that the Notes Gateway communicates with.

4 Do a fresh directory exchange.

If the Notes Gateway is running as an application, use Actions > Synchronize Directories at
the Notes Gateway console.

If the Notes Gateway is running as a service, the directory exchange will occur during the
regular nightly exchange, as described in “Enabling Directory Synchronization and
Exchange” on page 45.

8 If required by your Notes system configuration, replicate wpnames.nsf to other Notes/
Domino servers.
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Foreign Domain missing or not configured in Name and Address Book
Source:  GroupWise Notes Gateway; initialization.

Possible Cause:  The gateway cannot find the foreign domain that represents the GroupWise system in the Notes
system.

Action:  Create a foreign domain for the GroupWise system on the Notes/Domino server. See “Defining the
GroupWise System As a Notes Foreign Domain” on page 26

Action:  Make sure the Foreign ID field on the Identification page of the Notes Gateway object in
ConsoleOne matches the Foreign Domain name for the GroupWise system in the Notes system.
See “Providing Gateway Information” on page 35 and “Defining the GroupWise System As a
Notes Foreign Domain” on page 26.

Invalid name for foreign domain
Source:  GroupWise Notes Gateway; directory exchange.

Possible Cause:  Directory exchange has been enabled, but no foreign (non-GroupWise) domain has been specified
in the Required Parameters page in ConsoleOne®.

Action:  See “Enabling Directory Synchronization and Exchange” on page 45

Invalid password
Source:  GroupWise Notes Gateway; startup.

Possible Cause: ~ The Notes ID password entered on the Required Parameters page of the Notes Gateway object in
ConsoleOne is not correct.

Action:  See “Setting Required Parameters” on page 36.

Invalid password for Lotus Notes
Source:  GroupWise Notes Gateway; initialization.

Possible Cause:  The password specified on the Required Parameters page of the Notes Gateway object in
ConsoleOne is not the same as the password for the Notes Gateway user.

Action:  Make sure that the Notes ID Password field on the Required Parameters page of the Notes
Gateway object in ConsoleOne is same as the Notes Gateway user password. See “Setting
Required Parameters” on page 36 and “Registering the Notes Gateway As a Notes User” on
page 28.

Memory access error
Source:  GroupWise Notes Gateway; general processing.
Possible Cause:  The gateway requires more memory than is currently available.

Action:  Free up memory on the Windows machine.

Memory allocation error
Source:  GroupWise Notes Gateway; general processing.
Possible Cause: ~ The gateway requires more memory than is currently available.

Action:  Free up memory on the Windows machine.
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No route to the gateway

Source:

Explanation:

Possible Cause:

Action:

Notes client; sending a message to a GroupWise user through the Notes Gateway.

When a Notes user tries to initiate a mail message to a GroupWise user, or if the Notes user replies
to a GroupWise message, this message is displayed in the Notes client, and the message does not
get delivered.

The Notes/Domino Gateway Server Name field for the foreign domain document on the Notes/
Domino server is not hierarchical.

In the Foreign Domain Document in the Notes/Domino Administrator, edit the Gateway Server
Name field so that it contains the full hierarchical name of the Notes/Domino server that routes the
messages to the Notes Gateway. See “Defining the GroupWise System As a Notes Foreign
Domain” on page 26.

NOTES.INI file cannot be found on the search path pathname

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; initialization.
The gateway cannot find the notes.ini file in the system path on the machine running the gateway.

Include the directory containing notes.ini in the system path. See “Adding the Notes Software
Directory to the Path Variable” on page 25.

No active recipients

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; outbound messaging.
The message did not include the address of any active recipients.

Select users from the GroupWise Address Book, rather than trying to type names in the To field.

Path not found error

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; startup.
Invalid file path.

Make sure the gateway has network access and rights to the GroupWise domain directory, Notes/
Domino server, and any directories to which you have redirected files. See “Meeting Installation
Prerequisites” on page 20 and Chapter 10, “Using Notes Gateway Startup Switches,” on page 83.

Purging expired GroupWise directory information from Notes. Error purging GroupWise users from
Notes. Entry not found in index

Source:

Possible Cause:

Action:

Action:

GroupWise Notes Gateway; directory exchange.

The Notes version of the GroupWise Address Book (wpnames.nsf) on the Notes/Domino server
that the Notes Gateway communicates with is damaged and gateway is not able to find the People
view in the wpnames.nsf file.

Replace the damaged wpnames.nsf database on the Notes/Domino server with a backup copy of
wpnames.nsf that is populated with GroupWise addresses.

If you don't have a backup copy of wpnames.nsf, follow the steps:

1 Delete the damaged wpnames.nsf database on the Notes/Domino server connected to the
gateway.
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If your Notes system is configured to replicate the wpnames.nsf file to multiple servers, delete
it from all the Notes/Domino servers.

2 Delete the 000.prc directory from the gateway home directory, after making copies of the log
files if necessary.

3 From the gateway root directory, copy the wpnames.nsf database to the domino\data directory
on the Notes/Domino server that the Notes Gateway communicates with.

4 Do a fresh directory exchange.

If the Notes Gateway is running as an application, use Actions > Synchronize Directories at
the Notes Gateway console.

If the Notes Gateway is running as a service, the directory exchange will occur during the
regular nightly exchange, as described in “Enabling Directory Synchronization and
Exchange” on page 45.

5 If required by your Notes system configuration, replicate wpnames.nsf to other Notes/
Domino servers.

Retry count exceeded

Source:

Possible Cause:

Action:

GroupWise Notes Gateway; server connection.

The gateway's attempt to reconnect to the GroupWise domain directory or Notes/Domino server
has failed the number of times specified on the Optional Gateway Settings page in ConsoleOne.

See “Automating Network Reattachment” on page 81 for more information about network
reattachment.

Unable to locate GWWORK directory

Source:
Possible Cause:

Action:

Action:

GroupWise Notes Gateway; general processing.
The gateway cannot find the gwwork directory.

Make sure that connections between the Notes Gateway, the GroupWise system, and the Notes
system are up and functioning.

Verify the path specified for the /work startup switch in the notes.cfg file.

Unable to replicate Lotus Notes Address Book information to GroupWise. Unsupported datatype in
Name and Address Book document

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; directory exchange.
The Notes Gateway user is not provided with the required access rights.

Make sure that the Notes Gateway user has the required access rights. See “Setting Up Server and
Database Access for the Notes Gateway User” on page 30.

Undeliverable file moved to: path\filename

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; outbound messaging.
The gateway repeatedly failed on an outbound message.
The file was moved to the domain\wpgate\notes\gwprob directory. No action is required.

If you want to be notified when messages are moved to the gwprob directory, use the /badmsg
startup switch and establish a postmaster, as described in “Establishing Gateway Administrators”
on page 61.
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Unknown return value

Source:
Possible Cause:

Action:

GroupWise Notes Gateway; general processing.
An uncommon error occurred.

Record the conditions under which you encountered the error. For the latest error message
solutions, look up the error message in the Novell Support Knowledgebase (http://
support.novell.com/search/kb_index.jsp).

VIM init error. Directory exchange and migrate utilities inactive

Source:
Possible Cause:

Action:

Action:

Action:

GroupWise Notes Gateway; initialization.
The gateway is running on the same machine as the Notes/Domino server.

For the gateway to perform directory synchronization and exchange with some versions of Notes,
the gateway must run on a machine other than the Notes/Domino server. See Chapter 2, “Notes
Gateway System Requirements,” on page 13.

Make sure that the Notes ID Password field in ConsoleOne is same as the Notes Gateway user
password. See “Setting Required Parameters” on page 36 and “Registering the Notes Gateway As
a Notes User” on page 28

If the problem still persists, restart both the Notes/Domino server and the gateway.

You are not authorized to use the remote console on this server

Source:

Possible Cause:

Action:

GroupWise Notes Gateway; initial startup.

The Notes Gateway user is not listed as an administrator for the Notes/Domino server that the
Notes Gateway communicates with

Make the Notes Gateway user an administrator of the Notes/Domino server. See “Providing
Access to the Notes/Domino Server” on page 30.
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Notes Gateway Directory Structure

The following directory structure diagrams help you understand the Notes Gateway:
+ “Domino Server Directory Structure for Lotus Notes 5.x and 6.x” on page 99
+ “Notes Server Directory Structure for Lotus Notes 4.x” on page 100
+ “Notes Gateway Machine Directory Structure” on page 101

+ “Notes Gateway Directory Structure under the Domain” on page 102

Domino Server Directory Structure for Lotus Notes 5.x and 6.x

When you run the Notes Gateway, it accesses some standard Lotus Notes 5.x or 6.x files. It also
creates and updates some files in the Notes system.

lotus Lotus Notes root directory

domino Directory for Domino server files
I notes.ini file Domino server initialization file
data Data directory for the Domino server
J names.nsf Notes public Address Book
_ wpnames.nsf Notes version of the GroupWise® Address Book

A notesgateway.nsf Notes mail file (mailbox) for the Notes Gateway foreign domain

If you are using Lotus Notes 4.x, see “Notes Server Directory Structure for Lotus Notes 4.x” on
page 100.

lotus directory

The lotus directory on the Domino server is the root directory for a Lotus Notes 5.x or 6.x system.

domino directory

The domino directory contains subdirectories and files pertaining to the Domino server. Lotus
Notes 5.x and 6.x include the Domino server. Lotus Notes 4.x does not.
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notes.ini file

The notes.ini file is the Domino server initialization file used by Lotus Notes 5.x and 6.x. You must
manually update the notes.ini file to add the Notes version of the GroupWise Address Book to the
Notes system, as described in “Adding the GroupWise Address Book to Notes” on page 25.

data directory

The data subdirectory contains files used by the Domino server.

names.nsf file

The names.nsf file is the Notes public Address Book.

wpnames.nsf file

The wpnames.nsf file is the Notes version of the GroupWise Address Book that is accessed by
Notes users when sending messages to GroupWise users.

notesgateway.nsf file

The notesgateway nsf mail file is the Notes mailbox that belongs to the Notes Gateway foreign
domain. It is used for communication between the Notes system and the GroupWise system. See
“Defining the GroupWise System As a Notes Foreign Domain” on page 26.

Notes Server Directory Structure for Lotus Notes 4.x

When you run the Notes Gateway, it accesses some standard Lotus Notes 4.x files. It also creates
and updates some files in the Notes system.

lotus Lotus Notes root directory

notes Directory for Notes server files
i notes.ini file Notes server initialization file
data Data directory for the Notes server
_ names.nsf Notes public Address Book
i wpnames.nsf Notes version of the GroupWise Address Book

i notesgateway.nsf Notes mail file (mailbox) for the Notes Gateway foreign domain

lotus directory

The lotus directory on the Notes server is the root directory for a Lotus Notes 4.x system.

notes directory

The notes directory contains subdirectories and files pertaining to the Lotus Notes 4.x server.
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notes.ini file

data directory

The notes.ini file is the Notes server initialization file used by Lotus Notes 4.x. You must manually
update the notes.ini file to add the Notes version of the GroupWise Address Book. See “Adding
the GroupWise Address Book to Notes™” on page 25.

The data directory contains files used by the Notes server.

names.nsf file

The names.nsf file is the Notes public Address Book.

wpnames.nsf file

The wpnames.nsf file is the Notes version of the GroupWise Address Book that is accessed by
Notes users when sending messages to GroupWise users.

notesgateway.nsf file

The notesgateway nsf mail file is the Notes mailbox that belongs to the Notes Gateway foreign
domain. It is used for communication between the Notes system and the GroupWise system. See
“Defining the GroupWise System As a Notes Foreign Domain” on page 26.

Notes Gateway Machine Directory Structure

lotus directory

notes directory

notes.ini file

When you run the Notes Gateway, it accesses the Notes system as the Notes Gateway user you set
up in “Registering the Notes Gateway As a Notes User” on page 28. Therefore, the Notes Gateway
accesses some Notes client files on the Notes Gateway machine.

lotus Lotus Notes client directory

notes Directory for Notes client files

J notes.ini file Notes client initialization file

The lotus directory on the Notes Gateway machine is the root directory for the Lotus Notes client.

The notes directory on the Notes Gateway machine contains subdirectories and files pertaining to
the Notes client.

The notes.ini file on the Notes Gateway machine is the Notes client initialization file. It receives
GroupWise information from the updated notes.ini file on the Notes/Domino server so that the
Notes client can access the Notes version of the GroupWise Address Book. See “Adding the
GroupWise Address Book to Notes” on page 25.
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Notes Gateway Directory Structure under the Domain

The Notes Gateway is installed in a subdirectory of the domain it belongs to.

domain\wpgate\notes Notes Gateway root directory

000.prc

i mmddlog.nnn

Directory for message processing

Notes Gateway log files

!emd Not used in version 3.0 of the Notes Gateway

| gwwork Working directory for processing messages
gwhold Directory for retaining delayed delivery messages

| gfiles Not used in version 3.0 of the Notes Gateway
gwprob Directory for undeliverable messages
migrate Not used in version 3.0 of the Notes Gateway

uninstnotes

wpcsin

o7

2l wpcesout

1 notxxxx

0-7

| problem

Directory for the Notes Gateway uninstallation program

MTA input queue directory

Priority queue subdirectories

MTA output queue directory
Notes Gateway input queue
Priority queue subdirectories

Undeliverable messages

1 readme.txt Readme file

J ngate.exe Notes Gateway program

J notes.cfg Notes Gateway startup file

_ access.cfg Access control configuration file

1 gwcorr.* Status message correlation database
_ acct Accounting file

1 stat Statistics file

J wpnames.nsf
_ gwmaint.bat

J ngwin.mib

Notes version of the GroupWise Address Book

Gateway maintenance batch file

Notes Gateway MIB file
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J gwngate.chm Windows help file for the Notes Gateway console

J novell_In.hs JavaHelp helpset file for Gateway Administrator snap-in help
J map.jhm Map file for Gateway Administrator snap-in help

_ *.htm Help topics for Gateway Administrator snap-in help

_ gwsetup.exe Notes Gateway Installation program

J setup.inf Installation information file

_ gwstrs.fil Notes Gateway resource file

_ wp_ga_us.trs Installation program resource file

_ *.dll Supporting Windows DLL programs

domain\wpgate\notes directory

000.prc directory

gwhold directory

gwprob directory

The Notes Gateway root directory is the default location for all Notes Gateway files. During
installation, you choose the domain where you want to install the Notes Gateway and you choose
the name of the root directory. The default directory name is notes.

To improve performance, you can move the queue directories onto the Windows machine where
the gateway is running, as described in “Reducing Network Traffic” on page 82.

The 000.prc directory is where the Notes Gateway processes messages that are passing through the
gateway between the GroupWise and Notes systems.

mmddlog.nnn files

The mmddlog.nnn files are the Notes Gateway log files where message routing information is
recorded. See “Using Notes Gateway Log Files” on page 74.

gwwork directory

The gwwork directory holds temporary files used in message processing.

The gwhold directory is where delayed delivery messages are held until their delivery times arrive.

The gwprob directory is where the Notes Gateway places incoming message files that it cannot
process. Using the /badmsg switch, you can configure the gateway to retain bad messages, delete
bad messages, or send bad messages to the gateway postmaster. See “Notifying the Notes Gateway
Administrator about Bad Messages” on page 78.
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migrate directory

In version 3.0 of the Notes Gateway, the migrate directory is not used because migration tools are
not yet available. When the migration tools become available, you will be able to convert Notes
mailboxes and archives into GroupWise mailboxes and archives.

uninstnotes directory

wpcsin directory

wpcsout directory

The uninstnotes directory contains the Notes Gateway uninstallation program and supporting files.

The wpcsin directory is the MTA input queue where the Notes Gateway places messages from
Notes users for transfer into the GroupWise system. When a new message arrives, the MTA for
the domain where the gateway is installed routes it to the appropriate destination. The wpcsin
directory in the Notes Gateway directory is parallel to the wpcsin directory in the domain. See
“Domain Directory” in the GroupWise 6.5 Troubleshooting 3: Message Flow and Directory
Structure for more information.

The MTA input queue contains eight priority subdirectories.

0-7 priority directories

The 0-7 priority subdirectories in the MTA input queue handle different types of messages
transferring from the Notes system into the GroupWise system.

+ 0: Busy searches from Notes users on GroupWise users
+ 1: Not used by the Notes Gateway
+ 2: High priority messages from Notes users to GroupWise users

+ 3: Status messages notifying Notes users about the status of high priority messages sent to
GroupWise users

* 4: Normal priority messages from Notes users to GroupWise users

+ 5: Status messages notifying Notes users about the status of normal priority messages sent to
GroupWise users

¢ 6: Low priority messages from Notes users to GroupWise users

+ 7: Status messages notifying Notes users about the status of low priority messages sent to
GroupWise users

Status message correlation must be enabled in order for Notes users to receive status information
about messages sent to GroupWise users. See “Enabling Message Status for Sent Items” on
page 62.

The wpcsout directory is the MTA output queue where the MTA for the domain where the gateway
is installed places messages for transfer over to the Notes system.

notxxxx directory

The notxxxx directory contains eight priority subdirectories.
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readme.txt file

ngate.exe file

notes.cfqg file

access.cfqg file

acct file

0-7 priority directories
The 0-7 priority subdirectories in the MTA output queue handle different types of messages
transferring from the GroupWise system into the Notes system.

+ 0: Busy searches from GroupWise users on Notes users
+ 1: Not used by the Notes Gateway
¢ 2: High priority messages from GroupWise users to Notes users

+ 3: Status messages notifying GroupWise users about the status of high priority messages sent
to Notes users

¢ 4: Normal priority messages from GroupWise users to Notes users

+ 5: Status messages notifying GroupWise users about the status of normal priority messages
sent to Notes users

* 6: Low priority messages from GroupWise users to Notes users

+ 7: Status messages notifying GroupWise users about the status of low priority messages sent
to Notes users

Status message correlation must be enabled in order for GroupWise users to receive status
information about messages sent to Notes users. See “Enabling Message Status for Sent Items” on
page 62.

problem directory

The problem directory is where the MTA places message files that it cannot deliver into one of the
eight priority subdirectories, perhaps because the message files have been damaged.

The readme.txt file describes issues and limitations of the Notes Gateway.

The ngate.exe file is the Notes Gateway executable file. You run this program to start the Notes
Gateway. See “Starting the Notes Gateway” on page 39.

The notes.cfg file is the Notes Gateway startup file where you can use startup switches to configure
the Notes Gateway. See Chapter 10, “Using Notes Gateway Startup Switches,” on page §3.

The access.cfg file is the Notes Gateway access control file where you can control access through
the gateway. See “Controlling Gateway Access” on page 51.

The acct file is the accounting file where information about messages passing through the gateway
is recorded. See “Setting Up Accounting” on page 58.

Notes Gateway Directory Structure 105



stat file

gwcorr.* files

wpnames.nsf file

gwmaint.bat file

ngwlin.mib file

gwngate.chm file

novell_In.hs file

map.jhm file

*.htm files

gwsetup.exe file

The stat file is the gateway statistics file that contains the statistics information displayed on the
Notes Gateway console. See “Using the Notes Gateway Console” on page 65.

The gwecorr.db file is the message status correlation database that enables message status
information to be exchanged between GroupWise users and Notes users. See “Enabling Message
Status for Sent Items” on page 62.

The gwecorr.dc file is the data dictionary file from which the gwcorr.db file is created.

The wpnames.nsf file is the Notes version of the GroupWise Address Book. It is initially created
in the domain\wpgate\notes directory during installation and is then copied to the
\lotus\domino\data directory (for Lotus Notes 5.x and 6.x) or the \lotus\notes\data directory (for
Lotus Notes 4.x) when directory synchronization and exchange are enabled. See “Enabling
Directory Synchronization and Exchange” on page 45.

The gwmaint.bat file is run by the Notes Gateway each night to perform whatever server
maintenance tasks you place in it. See “Setting Up Daily Maintenance Tasks” on page 82.

The ngwin.mib file is used if you configure the Notes Gateway for SNMP. See “Using SNMP
Monitoring Programs” on page 75.

The gwngate.chm file is the Windows help file that is available from the Notes Gateway console.

The novell In.hs file is the JavaHelp helpset file for the Notes Gateway help available in
ConsoleOne®.

The map.jhm file is the JavaHelp map file that maps contexts to Notes Gateway help topics in
ConsoleOne.

The *.htm files are the Notes Gateway help topics that are available in ConsoleOne.

The gwsetup.exe file is the Notes Gateway Installation program that is automatically called by
setuplngw.exe, the self-extracting executable file that you download from the Novel Product
Downloads Web site (http://download.novell.com/filedist/pages/PublicSearch.jsp).
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setup.inf file

The setup.inf file contains information used by the Installation program.

gwstrs.fil file

The gwtrs.fil file is the strings resource file used by the Notes Gateway console on the Windows
machine where the gateway runs.

wp_ga_us.trs file

The wp_ga us.trs file is the strings resource file used by the Notes Gateway Installation program.

*.dll files

The *.dll files are supporting programs that provide specialized functionality to the Notes
Gateway.
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Documentation Updates

This section lists updates to the Notes Gateway Installation and Administration Guide that have
been made since the initial release of the Notes Gateway 3.0. The information helps you to keep
current on documentation updates and, in some cases, software updates (such as a Support Pack
release).

The information is grouped according to the date when the Notes Gateway Installation and
Administration Guide was republished. Within each dated section, the updates are listed by the
names of the main table of contents sections.

The Notes Gateway Installation and Administration Guide has been updated on the following
dates:

* “July 16,2004 on page 109

July 16, 2004

Location Change

Chapter 2, “Notes Gateway Changed the supported version of Notes from 6.x to 6.0.x. Version 6.5

System Requirements,” on s not supported for use with the GroupWise® Notes Gateway.
page 13
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