DTD Reference
ldentity Manager 4.0.2

May 2014

Novell



Legal Notices

Novell, Inc. makes no representations or warranties with respect to the contents or use of this documentation, and specifically
disclaims any express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc.
reserves the right to revise this publication and to make changes to its content, at any time, without obligation to notify any
person or entity of such revisions or changes.

Further, Novell, Inc. makes no representations or warranties with respect to any software, and specifically disclaims any
express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc. reserves the right
to make changes to any and all parts of Novell software, at any time, without any obligation to notify any person or entity of
such changes.

Any products or technical information provided under this Agreement may be subject to U.S. export controls and the trade
laws of other countries. You agree to comply with all export control regulations and to obtain any required licenses or
classification to export, re-export or import deliverables. You agree not to export or re-export to entities on the current U.S.
export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. export laws. You agree to not use
deliverables for prohibited nuclear, missile, or chemical biological weaponry end uses. See the Novell International Trade
Services Web page (http://www.novell.com/info/exports/) for more information on exporting Novell software. Novell assumes
no responsibility for your failure to obtain any necessary export approvals.

Copyright © 2013 Novell, Inc. All rights reserved. No part of this publication may be reproduced, photocopied, stored on a
retrieval system, or transmitted without the express written consent of the publisher.

Novell, Inc.

1800 South Novell Place
Provo, UT 84606

U.S.A.

www.novell.com

Online Documentation: To access the latest online documentation for this and other Novell products, see the Novell
Documentation Web page (http://www.novell.com/documentation).

Novell Trademarks

For Novell trademarks, see the Novell Trademark and Service Mark list (http://www.novell.com/company/legal/trademarks/
tmlist.html).

Third-Party Materials

All third-party trademarks are the property of their respective owners.


http://www.novell.com/info/exports/
http://www.novell.com/info/exports/
http://www.novell.com/documentation
http://www.novell.com/documentation
http://www.novell.com/company/legal/trademarks/tmlist.html

Contents

About This Guide 11
1 DTD Overview 13
2 Filter DTD 15

2.1 Filter Elements . . . ... e 15

L1 (Y 16
filter-attr . . . 18
fIHEr-Class . . . . . 21
3 NDS DTD 23
3.1 NDS DTD ElemMeNtS . . . .. e e e e e 23
= Lo o 26
add-assoCiation . ... ... 29
add-attr. . .. 31
add-value . . . ... e 32
alloW-attr. . .. e 33
AlloOW-Class . . . ... e 34
AP NAMIE . . o ottt e e 35
ASSOCIAtION . . . .. e 36
= L 38
attr-def . . . e 39
AHr-NAME . . e 41
AHr-NAME-MaAD . . . .. e e e 42
authentication-info . . . ... ... 44
check-object-password . ... ... ... e 45
CheCk-PassSWOrd . . . ..o 47
Class-Aef. . ... e 48
ClasSsS-NaAME. . . .. e 49
COMIPONENE . . Lo e e 50
CONfig-0bECt. . . . .o 51
COMACT . . . o e 52
delete . .. . 53
AriVer-CoNfig . . .. oo 55
driver-filller . ... 57
ArVEr-0PlONS . . .. e e 58
Ariver-State . . . .. e 59
get-Named-passWord . . . ... o e 60
M DarAMIS .« . o 61
DU . . 65
NS ANCE . . .. 67
MOAIfY .« o 69
MOdify-asS0CIatioNn . . . . ... ... 72
MOAIfY-attr . . .. 73
MOdify-PassSWOrd . . . . .. e 75
{1010 )= 78
NAS . oo 81
NAS-NAMIE . . . ottt e 83
NEW-NAIME . . ittt ettt et e e e e et e e e e e 84
Old-PaSSWOId . . ..o e e 85

Contents 3



4

OUBPUL . . L o 88
==Y 0 89
PASSWOI . . .ttt 91
PrOAUCE . . Lo e 92
PUbBIIShEr-0ptioNs . . . ..o 93
publisher-state . . .. ... ... 94
o U= 95
QUEBTY-EX .« o et e et e e e e e e e e e e e e e e e e e e 98
QUENY-SCREMA . . . .ttt e e 102
QUETY-OKEN . . oo e 103
read-attr . . . 104
FEA-PaArENt. . . . oo 105
remove-all-values. . . .. ... 106
rEMOVE-aSSOCIatioN . . . . ... e 107
FEMOVE-VAIUE . . . . . oot e 108
TENAIME . . . o ittt et e e e e e e e e e e e e e e 109
SChema-def . ... . 111
SeaArCh-attr . . . .. . 114
SEAICh-ClasS . . . . . o 115
£ - 116
SOUICE . o v ettt et et e e e e e e e e e e e e 117
SHAtUS . . oo 118
SUDSCIibEr-Options . . . ... 120
sUbsCriber-state . . ... ... e 121
SYNIC . e e e e e e 122
USE & ittt et e e e e 124
ValUe. . . 125
3.2 Deprecated NDS DTD Elements . .. ... .. i e e e e 128
COPY-atr . o 129
COPY-NAME . . o et ittt e e e et e e e e e e e e e e 131
COPY-Palh . . 132
copy-path-suUffiX . . ... 133
Create-TUle . . . 134
Creale-TUIES . .. 136
MatCh-atr. . . 138
MaAlCh-ClaSS . . . o 139
MatCh-path . . . 140
matChing-rule . . . ... e 142
MatChiNg-TUIES . . . . . o 144
Placement. . . .. 146
placement-rule . . . ... ... .. 147
placement-rules . . ... ... ... . 149
required-attr . . ... 152
emplate . . 154
Map DTD 155
4.1 Map DTD Elements . ... ... e e 155
o7 ) 156
COl-AEf .o 157
mapping-table . .. ... 158
TOW o o e e et e e e e e e e e e e e e e 159
DirXML Script DTD 161
5.1 DirXML Script DTD Elements. . . ... ..o 161
ACHONS . ..o 167
AN . . 170

Identity Manager 4.0.2 DTD Reference



Arg-aCtiONS . . .. 172

arg-assOoCiatioN. . . . .. .. 175
arg-COMPONENt . . . L e 179
arg-CoNAitioNS. . . . ... 182
ArG-AN . . 183
arg-match-attr. . ... 187
arg-node-Set. . . .. 188
Arg-0b et . . . o 191
Arg-PasSWOID . . . . ot 192
arg-StriNg . . 197
Arg-ValUE . . e 201
COMIMIEN L L oo e e 205
COMPONENT . . . ottt et e e e e e e e e e e 206
CONAItiONS . . . ..o 207
AeSCriPtiON . . . e 209
do-add-assoCiation. . . . ... . 210
do-add-dest-attr-value . . ... ... ... .. 212
do-add-dest-ObjecCt . . . . ... 214
do-add-role. . . ... 216
dO-add-TESOUICE. . . . . . oottt e e e e e 219
do-add-src-attr-value . . ... ... 222
do-add-SrC-0bjeCt . . . . . .. 224
do-append-xml-element . . . . ... . e 226
do-append-XmI-text . . ... 228
Ao-break . . ..o 230
do-clear-dest-attr-value . .. ... ... .. .. 231
dO-Clear-Op-ProPerty. . . . . o 233
do-clear-src-attr-value . . ... ... .. .. e 234
do-clear-sso-credential. . . . .. ... 236
dO-CloNE-0p-attr . . ... o 238
do-clone-Xpath . . . ... 239
do-delete-dest-oObject . . ... ... . 241
do-delete-src-object . . . ... 243
do-find-matching-object . . . .. ... ... e 244
do-for-EaCh. . . . o 246
do-generate-eVeNnt . . . ... ... 248
JOHif Lo 251
do-implement-entitlement. . . .. ... . 253
do-move-dest-object . ... .. 255
do-move-srC-0bjeCt . . . . .. 257
do-reformat-op-attr. . . ... .. . 259
do-remove-assoCiation. . . .. ... . 261
do-remove-dest-atir-value . . . ... .. 263
dO-reMOVE-TOlE. . . . 265
AO-TEMOVE-TESOUICE . . . o o it et et e e e e e e e e e e e e e e e e e e e 268
do-remove-src-atir-value . .. ... ... . 271
do-rename-dest-0bjecCt. . . . . ... e 273
do-rename-op-attr . .. ... . 275
do-rename-src-0bjecCt. . . . . ... 276
do-send-email . ... ... 278
do-send-email-from-template. . . ... ... 281
do-set-default-attr-value. . . . .. .. .. . 284
do-set-dest-attr-value . . . . . ... . 286
do-set-dest-passWord. . . .. ... e e 288
do-set-local-variable. . . . . ... 290
do-set-0p-assoCiation. . . . . ... . 292
dO-Set-0pP-Class-Name . ... ... . 293
do-set-op-dest-ANn. . . ... . e 294
AO-Set-0P-PrOPEIY . . . oot e 295
AO-Set-0P-SIC-UN. . . .. e e 296

Contents 5



6

do-set-op-template-dn . . .. ... 297

do-set-sre-attr-value . . . ... ... 298
dO-SEt-SIC-PaASSWOId. . . . .. e 300
do-set-sso-credential . . ... ... 302
dO-Set-SS0-PaSSPhrase. . . . ... e 304
do-set-Xml-attr . .. .. 306
do-start-workflow . . .. ... 308
do-Status . ... . 311
AO-StHip-0p-attr . . ... e e 313
do-Strip-Xpath . . ... e 314
AOraCe-MESSAQE . . . ..ottt e 315
AO-VBIO . . . o 317
do-veto-if-op-attr-not-available . . . ... ... . 318
do-While . . .o 319
f-@SS0CIatioN . . .. o 321
Feattr . L 323
f-ClasSS-NAME . . . . e 325
f-dest-attr. . .. .. 327
f-dest-An . ... 329
ifrentitlement. . . ... 331
if-global-variable. . . .. ... 334
if-local-variable . . . .. ... . 336
if-NamMed-PassSWOrd. . . . ... . 338
I OP-atr . 340
1] o o] o 1= o 343
17T 01=T =1 (o 345
o PASSWOId. . ..o 347
oSrC-attr . . . . 349
oS C-AN . L e 351
FoXml-attr . .. 353
XPath . o 355
INCIUAE . . .. 357
o 358
POl CY . oo 360
TUIE . o 365
token-added-entitlement . ... ... 366
token-association . . . . . ... 368
token-attr . . .. 370
token-baseb4-decode . ... ... .. 372
token-baseb4-encode . ... ... ... 375
token-Char . ... .. e 379
token-class-name. . ... ... .. 381
token-convert-time . . . . ... . 383
token-dest-attr . .. ... ... . 387
token-dest-An . . .. ... 389
token-dest-name . . ... ... ... 391
token-docUumeENt . . . ... 393
token-entitlement . . .. ... 395
token-escape-for-dest-dn. . ... ... . 397
token-escape-for-sre-dn. . . . ... 401
token-generate-password . . .. ... e 405
token-global-variable . . . ... ... . 407
TOKEN-JOIN .« .. e 409
token-local-variable . . ....... ... 413
tOKEN-IOWEI-CASE . . . . . 415
TOKEN-MAD . . 419
token-named-passwWord . . . ... ... 423
TOKEN-0p-attr. . . . e e 425
TOKEN-0P-PrO eIy . . . o e 427
tOKEN-0pEratioN . . ... e 429

Identity Manager 4.0.2 DTD Reference



toKeN-parse-aN . . . ... e 431

TOKEN-PaSSWOI . . . ..o 436
TOKEN-QUETY . . . 438
token-removed-attr. . . ... ... 441
token-removed-entitlement . ... ... .. e 443
token-replace-all. . . ... .. 445
token-replace-first . ... ... . 449
tOKEN-TESOIVE . . . . 453
tOKeN-SPlit. . . . e e e 455
token-src-attr . . . ... 459
TOKEN-SIC-AN . . . . 461
tOKEN-SIC-NAME . . . . . 463
token-sUbSIiNg. . . . .o 465
toKeN-teXt . . . e 469
toKeNn-time . ... 471
tOKEN-UNIQUE-NaME . . .. .. e 473
token-unmatched-src-dn . . ... ... e 477
TOKEN-UPPEI-CaSE . . . . oot 479
TOKEN-XMI-PArSe . . . . 483
token-xml-serialize . . . . ... ... 487
toKen-Xpath . . ... e 491
6 DirXML Entitlements DTD 493
6.1 DirXML Entitlements DTD Elements . .. ... ... e 494
AeSCriPtiON . . . e e 496
AiSplay-Name . ... e e 497
AN 498
eNt-ValUE . . 499
entitlement . . .. 500
entitlement-impl . ... ... e 502
o 504
10T 0 505
temM-desSCriplioN . . . .o 506
item-display-name . . ... ... 507
em-valUe. . . . 508
OIS, L L 509
00150 510
2= =10 2 1S 511
Lo U L=T =T o o 2 512
QUETY-XIM . L e 513
=Y 514
FESUIL . . 515
FESUI-SEE . . . 516
S vt 517
Stale . .. e 518
StAtUS . . . 519
M S aMD. . . 520
token-association . . ... ... . 521
token-attr . . .. 522
OKEN-SIC-AN . . . e 523
ValUB. . . e 524
ValUBS. . . oo 525
7 Jobs DTD 527
71 JODS XML . oo 527
AUt . . e 529
oo o 530

Contents 7



8

CONtaINMIENt . . . . L 532
AeSCriPtiON . . . e e 533

Bl . . 534
JAVA-ClaSS . . . . e e 535
Job-aggregation . . ... 536
Job-definition. . ... 537
FEPlY-0 . o 538
FESUI-PrOCESSING . . . o ottt e 539

(0 540

X 541

7.2 Example Job XML . . ..o 541
8 Global Configuration Values 543
8.1 Common XML CONSIIUCES . . ... ot e 544
8.2 ValUe Ty PeS . . .ttt 545
8.2.1 SHNG . oo 545

8.2.2 booleaN . .. 545

8.2.3 11 =T = 545

8.24 == | 546

82,8 AN 547

8.2.6 BNUM Lottt e e e e e 547

827 ISt L 548

8.2.8 StruCtUred. . . o 548

8.2.9 PASSWOIA-Tef . . o 549
8.2.10  dn-ref . .o 550

8. 2.1 geV-Tef L. 550

8.3 GOV DD . . .ttt 550
8.4 GOV DTD ElemeNnts. . . ..o 551
definitioN. . ... 552
AeSCriPlON . . . e e e 555
OOVTE e 556

GIOUD .« ettt ettt 557
SUDOIAINGtES. . . . . o 559
header . . 560

ValUe. . .o 561
ENUM-CROICE. . . . oo e e e e e e 562

1050 0 563
BArget-Class. . . o o 564

GCV Methods. . . ..o e e 565

8.5 Configuration Value Type Usage . . . . ... ...t e 567
8.6  Type USage . .. ..ot 568
8.7 Use of Global Configuration Values . ........... .. . . . e 568
8.7.1 Text Replacement . . . ... 569

8.7.2 DIrXML-SCript ACCESS . . . o oot 570

9 DS-Object DTD 571
9.1  DS-Object DTD Elements .. ... ... e e e e 571
ds-0bjeCt. . . o 573
ds-attributes . . . ... 575
ds-attributes (JOD) . . . . ... e 576
ds-aux-class-attributes . . . . ... .. 577
ds-rights-other-objects . . . . ... .. 578
ds-rights-0bject. . . ... o 579
ds-rights-attribute . . . ... ... 580
ds-attribute . . ... . 581

Identity Manager 4.0.2 DTD Reference



ds-member-query-url-info. . . ... 582

AS-ValUE . . .o 583
10 EntitlementConfiguration DTD 585
10.1 DirXML EntitlementConfiguration DTD Elements. . .. ......... ... ... . . ... 586
ACCOUNL. L L 588
ACCOUN-IA. . . Lo e 589
acCoUNt-StatUS . . . .. 590
COMNECHION .« . ottt e e e e e 591
CONMNECHIONS . . .ottt e e e e e e e e e 592
diSplay-Name . . ... 593
entitlement . . .. 594
entitlement-configuration . ... ... ... 596
entitlements . . ... 599
BT 600
OIS, L o 601
member-assignment-extensioNS . . . . ... .. 602
member-assignment-QUETY . . . .. ... e 603
PaArAME O . . . .o e 604
PaArAME OIS . . . o o e 605
QUEIY-ar . 606
QUETY-EXEENSIONS . . . o o e e 607
QUETY-INSTANCE . . . . o 608
QUENY-XIM . L e 609
SUD-IY P . L e 610
B P oo 611
VAU, L 613

Contents

9



10 Identity Manager 4.0.2 DTD Reference



About This Guide

This guides is a reference to the document type definitions (DTD) that Identity Manager uses. The
guide contains definitions for each of the elements used in Identity Manager. There are separate
DTDs for different components of Identity Manager.

¢ Chapter 1, “DTD Overview,” on page 13

¢ Chapter 2, “Filter DTD,” on page 15

¢ Chapter 3, “NDS DTD,” on page 23

¢ Chapter 4, “Map DTD,” on page 155

¢ Chapter 5, “DirXML Script DTD,” on page 161

¢ Chapter 6, “DirXML Entitlements DTD,” on page 493

¢ Chapter 7, “Jobs DTD,” on page 527

¢ Chapter 8, “Global Configuration Values,” on page 543

¢ Chapter 9, “DS-Object DTD,” on page 571

¢ Chapter 10, “EntitlementConfiguration DTD,” on page 585

Audience

This guide is intended as a reference for Identity Manager consultants.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation and enter your comments there.

Documentation Updates

For the most recent version of the Identity Manager DTD Reference, and the latest Identity Manager
documentation, visit the Identity Manager Documentation Web site.

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

About This Guide
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DTD Overview

This guides is a reference for the Identity Manager document type definitions (DTD). There are
separate DTDs for different components of Identity Manager:

¢ “Filter DTD” on page 15

¢+ “NDS DTD” on page 23

¢ “Map DTD” on page 155

¢ “DirXML Script DTD” on page 161

¢ “DirXML Entitlements DTD” on page 493
¢ “Jobs DTD” on page 527

¢ “Global Configuration Values” on page 543
¢ “DS-Object DTD” on page 571

What's New in Identity Manager 4.0.2

+ Added do-add-resource, do-remove-resource, and do-start-workflow.

¢ Added Global Configuration Values section that provides information about GCVs that can be
used by the driver to control functionality.

¢ Added DS-Object DTD section that provides information about the XML structure used to create
objects in the Identity Manager drivers.

What's New in Identity Manager 4.0.1

Version 4.0.1 of DTD has no new features.

What's New in Identity Manager 3.6.1

Version 3.6.1 of DTD has no new features.

What's New in Identity Manager 3.6

¢ Added Jobs DTD section that provides introductory information about the XML structure used
to create scheduled Jobs in Identity Manager.

+ Added do-add-role and do-remove-role.
¢ Changed do-send-email-from-template to allow sending html content from policy.
¢ Made attribute policy-dn optional for token-generate-password.

¢ Changed do-find-matching-object to set a local variable if they encounter an error and provide
additional information in the server log.

¢+ Added offset and of fset-unit attribute to token-convert-time.

DTD Overview 13



¢ Added optional default-value attribute to token-map.

¢ Added optional old-password attribute to do-set-src-password and do-set-dest-password.

14 Identity Manager 4.0.2 DTD Reference



2.1

Filter DTD

An Identity Manager filter is primarily for controlling which object classes are synchronized and
which attributes are synchronized for those object classes. Additionally, other behaviors of those

classes and attributes within Identity Manager are controlled through the filter.

An Identity Manager filter consists of a top level <filter> element that contains a set of <filter-class>
elements, each of which contains a set of <filter-attr> elements. The filter for a particular driver is

stored in the DirXML-DriverFilter attribute on the DirXML-Driver object.

See “Filter Elements” on page 15 for a list of all the elements in the Filter DTD.

Filter Elements

Element

Description

filter

filter-attr

filter-class

Filter for an Identity Manager driver.

Behavior of an attribute for a particular
object class.

Behavior of an object class.

Filter DTD
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filter

Consists of a set of <filter-class> elements that describe the object classes used by a particular instance
of an Identity Manager driver.

Example

<filter>
<filter-class class-name="User"
subscriber="sync"
publisher="sync">

<filter-attr attr-name="CN"
subscriber="sync"
publisher="ignore"
merge-authority="none"/>

<filter-attr attr-name="Surname"
subscriber="sync"/>

<filter-attr attr-name="Given name"
subscriber="sync"/>

<filter-attr attr-name="Internet EMail Address"
publisher="sync"
publisher-optimize-modify="false"/>

<filter-attr attr-name="Login Disabled"
subscriber="notify"/>
</filter-class>
<filter-class class-name="Group"
subscriber="sync"
publisher="sync">
publisher-create-homedir="false">

<filter-attr attr-name="CN"
subscriber="sync"
merge-authority="none"/>

<filter-attr attr-name="Member"
subscriber="sync"
publisher="sync"
merge-authority="publisher"
publisher-optimize-modify="false"/>
</filter-class>
</filters>

Allowed Content

Element Description

filter-class Behavior of an object class.
Attributes

None

Content Rule

(filter-class®)

Identity Manager 4.0.2 DTD Reference



Parent Elements

None
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filter-attr

Describes an attribute of the enclosing <filter-class> that is used by a particular instance of an Identity
Manager driver. The attr-name attribute specifies the name of an attribute in eDirectory.The publisher
and subscriber attributes control whether this attribute is synchronized on the respective channels
according to the following table. If the channel setting for the object class as a whole is ignored, then
the setting for individual attributes is ignored.

Remarks

The publisher and subscriber attributes control whether this attribute is synchronized on the
respective channels according to the following table. If the channel setting for the object class as a
whole is ignored, then the setting for individual attributes is ignored.

Value Description

ignore Changes to this attribute are not reported or
automatically synchronized.

notify Changes to this attribute are reported but not
automatically synchronized.

sync Changes to this attribute are reported and
automatically synchronized.

reset Changes to this attribute are reported and triggers the
attribute to be automatically reset to the values from
the other channel. It is illegal for both Publisher and
Subscriber to reset for the same attribute.

The merge-authority attribute controls the behavior of the attribute during a merge operation
according to the following table:

Identity Manager 4.0.2 DTD Reference



Value Behavior Valid

default 1. If an attribute is not being synchronized in either Always
channel, then no merging occurs.

2. If an attribute is being synchronized in one channel
and not the other, then all existing values on the
destination for that channel are removed and replaced
with the values from the source for that channel. If the
source has multiple values and the destination can
only accommodate a single value, then only one of the
values is used on the destination side, although it is
undefined which of those values are used.

3. If an attribute is being synchronized in both
channels and both sides can accommodate multiple
values, then each side ends up with the union of
values present on either side.

4. If an attribute is being synchronized in both
channels and both sides can accommodate only a
single value, the application ends up with the value
from eDirectory unless there is no value in eDirectory.
In this case eDirectory ends up with the value from the
application (if any).

5. If an attribute is synchronized in both channels and
only one side can accommodate multiple values then
the single-valued side's value is added to the value
from the multiple-value side if it is already there. If
there is no value on the single-valued side one of the
values (undefined) is added to the single-valued side.

edir Has the same behavior as the default if the attributes  When synchronizing or notifying on
are synchronized on the Subscriber channel and not  the Subscriber channel
on the Publisher channel.

app Has the same behavior as the default if the attributes ~ When synchronizing or notifying on
are synchronized on the Publisher channel and not on the Publisher channel
the Subscriber channel.

none No merging occurs regardless of synchronization. Always

The publisher-optimize-modify attribute controls whether or not changes to this attribute are
examined on the Publisher channel to determine the minimal change needed in the Identity Vault.

Example

See <filter>.

Allowed Content

EMPTY
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Attributes

Attribute Possible Values Default Value
attr-name CDATA #REQUIRED
Name of the attribute.
merge-authority default | edir | app | none default
Flag that controls how this attribute
is merged.
publisher ignore | notify | sync | reset ignore
Flag that controls Publisher channel
synchronization.
publisher-optimize-modify true | false true
Flag that controls optimization of
modifications on the Subscriber
channel.
subscriber ignore | notify | sync | reset ignore

Flag that controls Subscriber
channel synchronization.

Content Declaration

Empty

Parent Elements

Element

Description

filter-class

Behavior of an object class.
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filter-class

Describes an object class that is used by a particular instance of an Identity Manager driver. The class-
name attribute specifies the name of an effective (that is, structural or base) class in eDirectory and
only applies to objects that have that particular base class.

Remarks

The Publisher and Subscriber attributes control whether this class is synchronized on the respective
channels.

Value Description

ignore Changes to the objects of this class are not reported or automatically
synchronized.

sync Changes to the objects of this class are reported and automatically
synchronized.

The publisher-track-template-member attribute controls whether or not the Publisher channel
maintains the Member of Template attribute when it creates objects from a template. The publisher-
create-homedir attribute controls whether or not a NetWare home directory is automatically created
when a User is created with the Home Directory attribute populated.

Example

See <filter>.

Allowed Content

Element Description

filter-attr Behavior of an attribute for a particular object class.
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Attributes

Attribute Possible Values Default Value

class-name CDATA #REQUIRED
Name of the object class.
publisher ignore | sync ignore

Flag that controls Publisher channel
synchronization.

publisher-create-homedir true | false true

Flag that controls automatic
creation of home directories.

publisher-track-template-member  true | false false

Flag that controls the tracking of
objects.

subscriber ignore | sync ignore

Flag that controls Publisher channel
synchronization.

Content Rule

filter-attr

Parent Elements

Element Description

filter Filter for an Identity Manager driver.
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3.1

NDS DTD

The NDS document type definition file (nds . dtd) defines the schema of the XML documents that the

Identity Manager engine can process. XML documents that do not conform to this schema generate

errors.

The nds . dtd file defines the following;:

¢ Input and output commands and events (such as add, delete, modify, and rename) that can be

performed on entries and the data that must be included with each.

¢ Driver initialization operations (such as authentication information, driver filter, configuration
options, and state) for the driver shim, publisher shim, and subscriber shim and the data that

these operations require.

¢ Schema operations for defining class and attribute definitions.

¢ Rules for schema mapping, matching, creation, and placement.

Remember the following when reading a DTD file:

Marker Meaning
? 0 or 1 of these can be included.
+ 1 or more of these must be included.

*

0 or more of these can be included.

CDATA Character data.

PCDATA Parsed character data.

<! Beginning of an element, entity, or attribute definition.
> End of an element, entity, or attribute definition.

See “NDS DTD Elements” on page 23 for a list of all of the elements in the NDS DTD.

NDS DTD Elements

Element

Description

add
add-association
add-attr

add-value

Adds an object when an add event occurs.
Adds an association.
Adds an attribute.

Adds values.
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Element Description

allow-attr Allows an attribute in the filter.
allow-class Allows a class in the filter.

app-name Names in the application namespace.
association Unique key of the application object.
attr Current state of an attribute.

attr-def Schema attribute definition.

attr-name Maps an attribute name.

attr-name-map Top-level element for Schema Mapping policies.
authentication-info  Information for connecting and authenticating to the application.

check-object- Checks the password against an eDirectory object.
password

check-password  Checks the password against an eDirectory driver object.

class-def Schema class definition.

class-name Maps a class name.

component Component of a structured attribute.

config-object eDirectory object to use for additional configuration data.
contact Point of contact for the originating product.

delete Deletes an object when a delete event occurs.
driver-config Driver-specific Driver Shim configuration options.
driver-filter Publication and Subscription class and attribute event filter.
driver-options Driver-specific Driver Shim configuration options.
driver-state Driver-specific state information.

get-named- Retrieves a named password for a driver.

password

init-params Initialization parameters for the DriverShim, SubscriptionShim, or

PublicationShim.

input Input events or commands.

instance Current state of an instance of an object.
modify Modifies an object when a modify event occurs.
modify- Modifies an association command.

association

modify-attr Modifies an attribute.

modify-password  Modifies an object password when a modify event for a password
occurs.

move Moves an object when a move event occurs.
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Element

Description

nds

nds-name
new-name
old-password
operation-data
output

parent

password
product
publisher-options
publisher-state
query

query-ex
query-schema
query-token
rread-attr
read-parent
remove-all-values

remove-
association

remove-value
rename
schema-def
search-attr
search-class
server

source

status
subscriber-options
subscriber-state
sync

user

value

Top-level element for all Identity Manager and Driver
communication.

Name in the eDirectory namespace.

The new name of a renamed object.

The old authentication password.

The operation adds additional custom data.
Results of events or commands.

The parent container of an object.

The authentication password.

The product from which the document originated.
Driver-specific PublicationShim configuration options.
Driver PublicationShim state information.

Query command.

Query command with result count limit.

Query schema command.

Opaque handle for query-ex commands.

Returns specified object attribute values.

Returns the object parent container.

Removes all attribute values.

Removes an association.

Removes specified attribute values.

Renames an object when a rename event occurs.
Schema definition.

Query search attribute value filter.

Query search class filter.

The authentication server.

The source or creator of the document.

Status of the processing of a command or event.
Driver-specific SubscriptionShim configuration options.
Driver SubscriptionShim state information.
Resynchronization or migrate event.

The authentication user name

The attribute value.
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add

Used as an event notification from the PublicationShim to Identity Manager when an object is added
in the application. When it is used as a notification, an <association> is required. It is also used as a
command from Identity Manager to the SubsciptionShim to add an object in the application.

Remarks

<add> contains an <add-attr> for each attribute of the object added.
<add> might contain a <password> for the object added.

A response to <add> should be a <status> indicating whether or not the <add> was processed
successfully. When used as a command, <add> should also return an <add-association> that contains
the unique key for the newly added object. The dest-dn and dest-entry-id attributes of the <add-
association> should be set to the src-dn and src-entry-id of the <add>.

Example

<add class-name="User" src-dn="\Sam">
<association>1012</associations>
<add-attr attr-name="cn">
<values>Sam</value>
</add-attr>
<add-attr attr-name="Surname'>
<valuesJones</value>
</add-attr>
<add-attr attr-name="Given Name">
<values>Sam</value>
</add-attr>
<add-attr attr-name="Telephone Number">
<value>555-1212</value>
</add-attr>
</add>

Allowed Content

Element Description

association Unique key of the application object.
add-attr Add attribute.

password The authentication password.
operation-data The operation adds additional custom data.
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Attributes

Attribute

Possible Values Default Value

class-name

dest-dn

dest-entry-id

event-id

qualified-src-dn

src-dn

CDATA #REQUIRED

The name of the base class of the
object. The class name is mapped
between the application and
eDirectory namespaces by the
Schema Mapping policy so that
Identity Manager sees the name in
the eDirectory namespace and a
driver sees the name in the
application namespace.

CDATA #IMPLIED

The distinguished name of the
target object in the namespace of
the receiver.

Should be left empty for event
notifications. Filled in by the
Placement policy on commands.

CDATA #IMPLIED

The entry ID of the target object in
the namespace of the receiver.

Reserved. Should be ignored by the
driver.

CDATA #IMPLIED

An identifier used to tag the results
of an event or command.

Should be copied to the event-id
attribute of the resulting <status>
and <add-association> elements.

CDATA #IMPLIED

The qualified version of src-dn.
Only used for describing objects
from eDirectory.

CDATA #IMPLIED

The distinguished name of source
object that generated the event in
the namespace of the sender.

Should be copied to the dest-dn
attribute of the resulting <add-
association> for commands.
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Attribute

Possible Values Default Value

src-entry-id

template-dn

timestamp

CDATA #IMPLIED

The entry ID of source object that
generated the event in the
namespace of the sender.

Should be copied to the dest-entry-
id attribute of the resulting <add-
association> for commands.

CDATA #IMPLIED

The distinguished name of a
template in the receiver's
namespace to use as a basis for
creating the object.

Filled in by the Create policy for
commands. Drivers only need to
implement this if it makes sense for
the application.

CDATA #IMPLIED

Reserved. Should be ignored by the
driver.

Content Rule

(association ? , add-attr *, password ? , operation-data ? )

Parent Elements

Element

Description

input

Input events or commands.
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add-association

Used to return the unique key of an object added as the result of an <add> command.

Example

<add-association dest-dn="\Users\Samuel" dest-entry-id="33974">
{BC3E7155—CDF9-d311—9846-0008C76B16C2}

</add-associations>

Allowed Content

#PCDATA

Element

Description

operation-data

Operation adds additional custom data.

Attributes

Attribute

Possible Values Default Value

dest-dn

dest-entry-id

event-id

CDATA #REQUIRED

The distinguished name of the
target object in the namespace of
the receiver.

Should be set to the src-dn of the
<add>.

CDATA #IMPLIED

The entry id of the target object in
the namespace of the receiver.

Should be set to the src-entry-id of
the <add>.

CDATA #IMPLIED

An identifier used to tag the results
of an event or command.

Should be set to the event-id of the
<add>.

Content Rule

( #PCDATA | operation-data ) *
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Parent Elements

Element Description
input Input events or commands.
output Results of events or commands.
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add-attr

Used to specify the attribute values for an <add> operation or event. Each <add-attr> should contain

at least one <value>

Example

See <add>.

Allowed Content

Element Description

value The attribute value.
Attributes

Attribute Possible Values Default Value
attr-name CDATA #REQUIRED

enforce-password-policy

The name of the attribute.

The name is mapped between the
application and eDirectory
namespaces by the Schema
Mapping policy so that Identity
Manager sees the name in the
eDirectory namespace and a driver
sees the name in the application
namespace. The mapping rule uses
the class name attribute of the
enclosing command or event to
determine which class to use for
mapping the attribute name.

true | false #IMPLIED

Reserved. Should be ignored by the
driver.

Content Rule

(value +)

Parent Elements

Element

Description

add

Adds an object when an add event occurs.
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add-value

Used to specify values added to the attribute specified in the enclosing <modify-attr>. A driver
should gracefully ignore an <add-value> for a value that already exists and continue to process the
remainder of the enclosing <modify>.

Example

See <modify>.

Allowed Content

Element Description

value The attribute value.
Attributes

None

Parent Elements

Element Description

modify-attr Modifies an attribute.
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allow-attr

Used to specify attributes that are allowed in the event filter for the class specified in the enclosing

<allow-class>.

Example

See <init-params>.

Allowed Content

EMPTY

Attributes

Attribute

Possible Values

Default Value

attr-name

is-sensitive

CDATA
The name of the attribute.

The name is mapped between the
application and
eDirectorynamespaces by the
Schema Mapping policy so that
Identity Manager sees the name in
the eDirectory namespace and a
driver sees the name in the
application namespace. The
mapping rule uses the class name
attribute of the enclosing command
or event to determine which class to

use for mapping the attribute name.

true | false

If true, specifies that the attribute
values referenced by the <allow-
attr> element contain sensitive data
that should be suppressed in trace
information.

#REQUIRED

false

Content Declaration

Empty

Parent Elements

Element

Description

allow-class

Allow a class in the filter.
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allow-class

Used to specify classes that are allowed in the event filter specified by the enclosing <driver-filter>.

Example

See <init-params>.

Allowed Content

Element Description

allow-attr Allow an attribute in the filter.
Attributes

Attribute Possible Values Default Value
class-name CDATA #REQUIRED

The name of the base class of the
object.

The class name is mapped
between the application and
eDirectory namespaces by the
Schema Mapping policy so that
Identity Manager sees the name in
the eDirectory namespace and a
driver sees the name in the
application namespace.

Content Rule

(allow-attr ) *

Parent Elements

Element

Description

driver-filter

Publication and Subscription class and attribute event

filter.
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app-name

Used to specify a class or attribute name in the application namespace.

Example

See <attr-name-map>.

Allowed Content

#PCDATA

Attributes

None

Content Rule

( #PCDATA )

Parent Elements

Element Description
attr-name Maps an attribute name.
class-name Maps a class name.

NDS DTD
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association

Used to specify the unique key of an application object that is the source of an event notification from
the PublicationShim to Identity Manager, the target of a command sent form Identity Manager to the
SubscriptionShim, or the base object of a <query> sent to the SubscriptionShim.

Example

<association state="associated">
{B43E7155-CDF9-d311-9846-0008C76B16C2}

</association>

Allowed Content

#PCDATA
Attributes
Attribute Possible Values Default Value
state not-associated | associated | #IMPLIED
disabled | migrate | pending |
manual

Reserved: Should be ignored by the
driver

Content Rule

#PCDATA

Parent Elements

Element

Description

add
check-object-password
delete

instance

modify
modify-association

modify-password

move
parent

query

Adds an object when an add event occurs.

Checks the password against an eDirectory object.
Deletes an object when a delete event occurs.
Current state of an instance of an object.

Modifies an object when a modify event occurs.
Modifies an association command.

Modifies an object password when a modify event for a
password occurs.

Moves an object when a move event occurs.
The parent container of an object.

Query command.
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Element Description

query-ex Query command with a result count limit.
rename Renames an object when a rename event occurs.
sync Resynchronization or migrate event.
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attr

Used to specify the attribute values for the object specified by the enclosing <instance>. Each <attr>
should contain at least one <value>.

Example

See <instance>.

Allowed Content

Element Description

value The attribute value.
Attributes

Attribute Possible Values Default Value
attr-name CDATA #REQUIRED

The name of the attribute.

The name is mapped between the
application and eDirectory
namespaces by the Schema
Mapping policy so that Identity
Manager sees the name in the
eDirectory namespace and a driver
sees the name in the application
namespace. The mapping rule uses
the class name attribute of the
enclosing command or event to
determine which class to use for
mapping the attribute name.

Content Rule

(value *)

Parent Elements

Element

Description

instance

Current state of an instance of an object.
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attr-def

Used to specify a schema attribute for the class specified by the enclosing <class-def>.

Example

See <schema-def>.

Allowed Content

EMPTY

Attributes

Attribute Possible Values Default Value

asn1id CDATA #IMPLIED

The ASN.1 Object ID of the
attribute.

attr-name CDATA #REQUIRED
The name of the attribute.
case-sensitive true | false false

Whether or not the attribute is case
sensitive.

multi-valued true | false true

Whether or not the attribute can
hold more than one value

naming true | false false

Whether or not the attribute can be
used as part of the RDN of an
object of the enclosing class.

read-only true | false false

Whether or not the attribute is read-
only.

required true | false false

Whether or not the attribute is
required by an object of the
enclosing class.

type string | teleNumber | int | state | string
counter | dn | interval | octet | time |
structured

The data type of the attribute.
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Content Declaration

Empty

Parent Elements

Element Description

class-def Schema class definition.
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attr-name

Used to specify a mapping between an attribute name in the eDirectory namespace and the

application namespace.

Example

See <attr-name-map>.

Allowed Content

Element Description

nds-name Name in the eDirectory namespace. The names
specified must be unique for the given class.

app-name Name in the application namespace. The names
specified must be unique for the given class.

Attributes

Attribute Possible Values Default Value

class-name CDATA #IMPLIED

The name of the class that this
attribute name mapping is for in the
eDirectory namespace. If missing or
blank then mapping is considered
generic and applies to all classes
that don't have a class-specific

mapping.

Content Rule

(nds-name, app-name )

Parent Elements

Element

Description

attr-name-map

Top-level element for Schema Mapping policies.
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attr-name-map

The top-level (document) element for Schema Mapping policies. Schema Mapping policies are stored
in the DirXML-XmlData attribute of a DirXML-Rule object that is pointed to by the DirXML-
MappingRule attribute of a DirXML-Driver object.

Remarks

<attr-name-map> contains <attr-name> and <class-name> elements that specify a one-to-one mapping
between class and attribute names in eDirectory and the application namespace. Schema Mapping
policies are applied to map from the eDirectory namespace to the application namespace whenever
XML is sent or returned from Identity Manager to the driver and before the Output transform is
applied.

Schema Mapping policies are applied to map from the application namespace to the eDirectory
namespace whenever XML is sent or returned from driver to Identity Manager after the Input
Transform policy is applied.

Schema Mapping policies try to map the <class-name> and <attr-name> attributes of all elements in
the document. The <class-name> to map an attribute name is found by looking the nearest ancestor
element with a <class-name> attribute.

Example

<attr-name-map>
<!-- map eDirectory class User application class inetOrgPerson
-=>
<class-name>
<nds-name>User</nds-name>
<app-name>inetOrgPerson</app-names>
</class-name>
<!-- map NDS attribute Given Name to application attribute givenName for
class User -->
<attr-name class-name="User">
<nds-name>Given Name</nds-name>
<app-name>givenName</app-name>
</attr-name>
<!-- map NDS attribute Surname to application attribute sn for all classes

<!-- that don't have a class-specific mapping -->
<attr-name>
<nds-name>Surname</nds-name>
<app-names>sn</app-name>
</attr-name>
</attr-name-map>

Allowed Content

Element Description

attr-name Maps an attribute name.
class-name Maps a class name.
Attributes

None
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Content Rule

( attr-name | class-name ) *

Parent Elements

None
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authentication-info

Used to specify the parameters needed for the driver to connect to and authenticate to an application
server.

Example

See <init-params>.

Allowed Content

Element Description

server The authentication server.
user The authentication username.
password The authentication password.
Attributes

None

Content Rule

(server ?, user ?, password ? )

Parent Elements

Element Description

init-params Initialization parameters for the DriverShim,
SubscriptionShim, or PublicationShim.
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check-object-password

Used to validate a password against an eDirectory object. A <status> result is returned indicating
success or failure.

Remarks

An <association> element, a dest-dn attribute, or a dest-entry-id attribute is used to specify the
eDirectory object against which the password is to be checked.

If the eDirectory object's Login Disabled attribute is set to true, then the <status> indicates an error

even if the password is correct.

Example

<check-object-password dest-dn="container\object">
abdcl234
</check-object-password>

Allowed Content

Element Description

association Unique key of the application object.
password The authentication password.
operation-data Operation additional custom data.
Attributes

Attribute Possible Values Default Value
dest-dn CDATA #IMPLIED

The distinguished name of the
target object in the namespace of
the receiver.

dest-entry-id CDATA #IMPLIED

The entry ID of the target object in
the namespace of the receiver.

event-id CDATA CDATA #IMPLIED

An identifier used to tag the results  An identifier used to tag the results
of an event or command. of an event or command.

Content Rule

(association ? , password , operation-data ? )
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Parent Elements

Element Description

input Input events or commands.
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check-password

Used to validate a password against the eDirectory driver object. A <status> result is returned

indicating success or failure.

Example

<check-password>abdcl234</check-passwords>

Allowed Content

#PCDATA

Element

Description

operation-data

The operation adds additional custom data.

Attributes

None

Content Rule

( #PCDATA | operation-data ) *

Parent Elements

Element

Description

input

Input events or commands.
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class-def

Used to specify a schema class the enclosing <schema-def>.

Example

See <schema-def>.

Allowed Content

Element Description

attr-def Schema attribute definition.
Attributes

Attribute Possible Values Default Value
asnlid CDATA #IMPLIED

The ASN.1 Object ID of the class.

class-name CDATA #REQUIRED
The name of the schema class.

container true | false false

Whether or not an object of this
class can be a container for other

objects.
Content Rule
(attr-def ) *
Parent Elements
Element Description
schema-def Schema definition.
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class-name

Used to specify a mapping between a class name in the eDirectory namespace and the application

namespace.

Example

See <attr-name-map>.

Allowed Content

Element

Description

nds-name

app-name

Name in the eDirectory namespace. The names
specified must be unique to this <class-name>.

Name in the eDirectory namespace. The names
specified must be unique to this <class-name>.

Attributes

None

Content Rule

(nds-name, app-name )

Parent Elements

Element

Description

attr-name-map

Top-level element for Schema Mapping policies.
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component

Used to specify an individual field of the enclosing <value> if the data type of the value is structured.

Example

See <value>.

Allowed Content

#PCDATA

Attributes

Attribute Possible Values Default Value

association-ref CDATA #IMPLIED

The association value (application
object unique key) of the object
being referenced by this
component. This is required on all
components that refer to other
objects when the component is part
of a notification event from the
driver. This exists on all
components that refer to other
objects when the component is part
of a command from Identity
Manager if the referenced object
has an established association in
eDirectory.

name CDATA #REQUIRED

The name of the component. This is
specific to individual attribute
syntaxes. See <value>.

Content Rule

( #PCDATA )

Parent Elements

Element Description

value The attribute value.
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config-object

Used to specify objects and attributes where additional configuration information is obtained.

Remarks

During driver startup, the contained <query> is processed and the resulting <instance> element
replaces the <config-object> in the <init-params> passed to the DriverShim.init(),
SubscriptionShim.init(), and PublicationShim.init() methods.

Example

See <init-params>.

Allowed Content

Element Description

query Query command.
Attributes

Attribute Possible Values Default Value
display-name CDATA #IMPLIED

The name to display in the interface
generated by ConsoleOne.

Content Rule

(query)

Parent Elements

None
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contact

Used to specify the point of contact for the creator of the enclosing document.

Example

See <nds>.

Allowed Content

#PCDATA

Attributes

None

Content Rule

#PCDATA

Parent Elements

Element

Description

source

The source or creator of the document.
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delete

Used as an event notification from the PublicationShim to Identity Manager when an object is deleted
in the application. When used as a notification, an <association> is required. Also used as a command
from Identity Manager to the SubsciptionShim to delete an object in the application. When used as a
command, an <association> is required and is the unique key of the object to delete.

Remarks

A 