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About This Guide

The Identity Manager Driver for Lotus Notes is designed to synchronize data in the Identity Vault
with data stored in a Domino Directory or another Notes database. This configurable solution allows
you to increase productivity and streamline business processes by integrating Lotus Notes with your
other IT systems.

The guide contains the following sections:

+ Chapter 1, “Understanding the Lotus Notes Driver,” on page 11
+ Chapter 2, “Installing the Driver Files,” on page 15

+ Chapter 3, “Creating a New Driver,” on page 21

+ Chapter 4, “Upgrading an Existing Driver,” on page 31

+ Chapter 5, “Customizing the Driver,” on page 33

+ Chapter 6, “Managing the Driver,” on page 93

+ Chapter 7, “Troubleshooting the Driver,” on page 95

+ Appendix A, “Driver Properties,” on page 99

+ Appendix B, “Trace Levels,” on page 113

+ Appendix C, “Ndsrep,” on page 115

+ Appendix D, “Sample XDS Documents for Custom Parameters,” on page 119

Audience

This guide is intended for consultants, administrators, and 1S personnel who need to install,
configure, and maintain the Identity Manager Driver for Lotus Notes.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to http://www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of this document, see the Identity Manager 4.0 Drivers documentation
Web site (http://www.novell.com/documentation/idm40drivers/index.html).

Additional Documentation

For documentation on using Identity Manager and the other drivers, see the Identity Manager 4.0
Documentation Web site (http://www.novell.com/documentation/idm40drivers/index.html).

About This Guide


http://www.novell.com/documentation/idm40drivers/index.html
http://www.novell.com/documentation/idm40drivers/index.html
http://www.novell.com/documentation/idm40drivers/index.html
http://www.novell.com/documentation/idm40drivers/index.html
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Understanding the Lotus Notes
Driver

The Identity Manager Driver for Lotus Notes lets you synchronize data in the Identity Vault with
data stored in a Domino Directory or another Notes database.

The Lotus Notes driver is essentially an application programming interface (API) translator that
maps object data represented in an XML document between the Identity Vault and the appropriate
Lotus Domino Toolkit for Java object methods.

+ Section 1.1, “Supported Lotus Notes Versions,” on page 11
+ Section 1.2, “Lotus Notes Driver Concepts,” on page 11
* Section 1.3, “Support for Standard Driver Features,” on page 13

1.1 Supported Lotus Notes Versions

You can use the Lotus Notes driver with Lotus Notes v6.x, v7.x, v8.0, v8.5, and v8.5.2.

NOTE: For Lotus Domino server v8.5.2, you must add your driver authentication user account to
the Sign or run unrestricted methods and operations parameter in the security page of the Domino
server configuration document.

1.2 Lotus Notes Driver Concepts

The following sections explain concepts you should understand before implementing the Notes
driver:

+ Section 1.2.1, “Default Data Flow,” on page 11

+ Section 1.2.2, “Policies,” on page 12

+ Section 1.2.3, “Driver Components,” on page 13

1.2.1 Default Data Flow

A channel is a combination of rules, policies, and filters that is used to synchronize data between
two systems. The Subscriber and Publisher channels describe the direction in which the data flows.
The Subscriber and Publisher channels act independently; actions in one channel are not affected by
what happens in the other.

+ “Subscriber Channel” on page 11

+ “Publisher Channel” on page 12

Subscriber Channel

The Subscriber channel is the channel of communication from the Identity Vault to Lotus Notes. The
channel takes events generated in the Identity Vault and sends them to the Lotus Notes system. The
following illustration shows this data flow:

Understanding the Lotus Notes Driver
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Figure 1-1 Data Flow Through the Subscriber Channel

Domino
Server

Identity

<>

Notes
Driver

The driver can be configured to work with Notes databases other than the Public Address Book,
names.nst.

Publisher Channel

The Publisher channel represents the channel of communication from Lotus Notes to the Identity
Vault. The channel takes event generated in Lotus Notes and sends them to the Identity Vault. The
following illustration shows how this data is published:

Figure 1-2 Data Flow Through the Publisher Channel
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Publisher filter to the changes,
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Notes output database

Driver

Data is stored here ]

1.2.2 Policies

Policies are used to control the synchronization of data between the Identity Vault and Lotus Notes.
Policies transform an event on a channel input into a set of commands on the channel output. The
Lotus Notes driver includes the following set of preconfigured policies:

+ Schema Mapping: Mappings have been defined for the Notes address book.
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*

Creation: The default Creation policy logic for the Publisher channel and the Subscriber
channel is the same. Creating a User object requires a Given name and a Surname. Creating a
Group object requires Description, Membership, and Owner attributes. You can modify these
elements to meet your business policies.

Matching: The default Matching policy logic for the Publisher channel and the Subscriber
channel is the same. An Identity Vault User object is considered to be the same object in Notes
when Given name and Surname match in both directories. An ldentity Vault Group object is
considered to be the same object in Notes when the CN is the same in both directories. You
should modify these policies to meet your business policies. Matching policies are typically
more specific than this generic Given name/Surname match.

Placement: The default Placement policy on the Subscriber channel places all User objects
from a specified Identity Vault container in a specified Notes Organizational Unit, and all
Group objects from a specified Identity Vault container in a specified Organizational Unit in
Notes. The same relationship is typically maintained on the Publisher channel. The container
names and OU names for this default Placement policy are collected from the user when
importing the default driver configuration. You should modify or add additional Placement
policies and policy rules to meet your business needs.

1.2.3 Driver Components

The driver contains the following components:

*

Default Driver Configuration File: A file you can import to set up default rules, style sheets,
and driver parameters. The driver configuration file included with this driver is Notes-
IDM3_6-V4 . xml, with its accompanying .xI¥ file (for any language other than English).

Driver Files: CommonDriverShim. jar and NotesDriverShim. jar are the Java files that
direct synchronization between Lotus Notes and the Identity Vault.

notesdrvjni: A shared library that provides Java Native Interface (JNI) access from
NotesDriverShim. jar to Lotus Notes native libraries (Notes C APIs).

ndsrep: A Lotus Domino server add-in process to enable data synchronization. It keeps track

of the time of the last successful synchronization with a Notes database, and checks the Lotus

Domino Server for changes based on that time stamp. It then reads the changes from the Notes
database, determines the event types they represent, and filters the updates based on objects and
attributes specified in the Publisher filter in the driver configuration in the Identity Vault.

dsrepcfg.ntf: A Notes database template required for the initial startup of the Notes driver
shim. The Notes driver shim uses this Notes database template to create a configuration
database named dsrepcfg.ns¥f, which is used by ndsrep to determine the Publisher filter and
other driver publication settings.

1.3 Support for Standard Driver Features

The following sections provide information about how the Lotus Notes driver supports standard
driver features:

*

*

*

Section 1.3.1, “Local Platforms,” on page 14
Section 1.3.2, “Remote Platforms,” on page 14
Section 1.3.3, “Entitlements,” on page 14

Understanding the Lotus Notes Driver
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1.3.1 Local Platforms

A local installation is an installation of the driver on the Metadirectory server. The Lotus Notes
driver can be installed on the operating systems supported for the Metadirectory server.

For information about the operating systems supported for the Metadirectory server, see “System
Requirements” in the Identity Manager 4.0 Integrated Installation Guide.

1.3.2 Remote Platforms

The Lotus Notes driver can use the Remote Loader service to run on a server other than the
Metadirectory server. For example, you might not want to install the Metadirectory server
(Metadirectory engine and Identity Vault) on the same server as Lotus Notes. In this case, you install
the Remote Loader and driver on the Lotus Notes server and the Remote Loader enables the driver
to communicate with the Metadirectory server.

For information about the operating systems supported for the Remote Loader, see “System
Requirements” in the Identity Manager 4.0 Integrated Installation Guide.

1.3.3 Entitlements

The Lotus Notes driver can be configured to use entitlements to manage user accounts and group
membership in the Lotus Notes Address Book. When using entitlements, this driver works in
conjunction with external services, such as the User Application with workflow or role-based
provisioning or the Entitlements Service driver, to manage entitlement functionality.

The Notes driver also supports customized entitlements, if there are policies created for the driver to
consume. For information about entitlements, see the Identity Manager 4.0 Entitlements Guide.
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Installing the Driver Files

There are several installation scenarios you can use to best meet the needs of your environment. The
following sections explain the scenarios and provide instructions for installing the files based upon
the scenario you prefer:.

+ Section 2.1, “Where to Install the Lotus Notes Driver,” on page 15
* Section 2.2, “Installing the Driver Files,” on page 16
+ Section 2.3, “Copying Ndsrep and Notes.jar to the Required Locations,” on page 17

2.1 Where to Install the Lotus Notes Driver

You must decide whether to install the Lotus Notes driver locally or remotely.

+ Section 2.1.1, “Local Installation,” on page 15
+ Section 2.1.2, “Local Installation on a Notes Client Workstation,” on page 15
+ Section 2.1.3, “Remote Installation,” on page 16

2.1.1 Local Installation

In a local installation, the Lotus Notes driver is on the same server as the Metadirectory engine,
Identity Vault, and Lotus Domino server.

Figure 2-1 Local Installation

Remote Loader
Identity Vault

> Metadirectory Engine
T Identity Manager Driver
@« y for Lotus Notes

Lotus Domino

It is recommended that you use the Remote Loader with the Lotus Notes driver, even in a local
installation like this one. Using the Remote Loader has the following advantages:

+ An exception in the driver caused by the Lotus Notes APIs doesn’t cause the Identity Vault
(eDirectory) to shut down.

+ The driver has its own Java memory space, which helps avoid heap issues.
2.1.2 Local Installation on a Notes Client Workstation
In a local installation on a Lotus Notes client workstation, the Lotus Notes driver is on the same
workstation as the Metadirectory engine, Identity Vault, and Lotus Notes client. The Lotus Domino

server is a separate server. The Lotus Notes driver communicates with the Domino server through
the Lotus Notes client. This option is the recommended installation practice.

Installing the Driver Files
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Figure 2-2 Local Installation on a Notes Client Workstation
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2.1.3 Remote Installation

In a remote installation, the Lotus Notes driver is on the Domino server and the Metadirectory
engine and ldentity Vault are on a separate Metadirectory server. The driver uses the Remote Loader,
also installed on the Domino server, to communicate with the Metadirectory engine.

Figure 2-3 Remote Installation

Synchronization

Remote Loader

> Identity Vault > Identity Manager Driver
T y Metadirectory Engine T for Lotus Notes
/4 L Lotus Domino

2.2 Installing the Driver Files

The following sections correspond to the scenarios in Section 2.1, “Where to Install the Lotus Notes
Driver,” on page 15. Complete the steps for the scenario you prefer:

+ Section 2.2.1, “Local Installation,” on page 16

+ Section 2.2.2, “Local Installation on a Notes Client Workstation,” on page 17

+ Section 2.2.3, “Remote Installation on a Lotus Domino Server,” on page 17

2.2.1 Local Installation

Complete the following steps for a local installation. In this scenario, the Metadirectory engine,
Identity Vault, Lotus Notes driver, and Lotus Domino are all on the same server.

1 Install the Metadirectory server (Metadirectory engine and drivers) on the Lotus Domino
server.

For instructions, see “Installing Identity Manager” in the Identity Manager 4.0 Integrated
Installation Guide.

2 If you want to use the Remote Loader with the driver, install the Remote Loader on the Lotus
Domino server.

For instructions, see “Installing Identity Manager” in the Identity Manager 4.0 Integrated
Installation Guide.

3 Continue with Section 2.3, “Copying Ndsrep and Notes.jar to the Required Locations,” on
page 17 to complete installation of the files.
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2.2.2 Local Installation on a Notes Client Workstation

Complete the following steps for a local installation on a Notes client workstation. In this scenario,
the Metadirectory engine, Identity Vault, Lotus Notes driver, and Notes client are all on the same
workstation, but the Lotus Domino server is a separate server.

1 Install the Metadirectory server (Metadirectory engine and drivers) on the Notes client
workstation.

For instructions, see “Installing Identity Manager” in the Identity Manager 4.0 Integrated
Installation Guide.

2 If you want to use the Remote Loader with the driver, install the Remote Loader on the Lotus
Domino server.

For instructions, see “Installing Identity Manager” in the Identity Manager 4.0 Integrated
Installation Guide.

3 Continue with Section 2.3, “Copying Ndsrep and Notes.jar to the Required Locations,” on
page 17 to complete installation of the files.

2.2.3 Remote Installation on a Lotus Domino Server

Complete the following steps for a remote installation on a Lotus Domino server. In this scenario,
the Metadirectory engine and Identity Vault are on one server and the Remote Loader and Lotus
Notes driver are on a separate Notes Domino server.

1 If you have not already done so, install a Metadirectory server. For instructions, see “Installing
Identity Manager” in the Identity Manager 4.0 Integrated Installation Guide.

2 Install the Remote Loader on the Lotus Domino server. For instructions, see “Installing Identity
Manager” in the Identity Manager 4.0 Integrated Installation Guide.

You install the Lotus Notes driver as part of the Remote Loader installation.

3 Continue with Section 2.3, “Copying Ndsrep and Notes.jar to the Required Locations,” on
page 17 to complete installation of the files.

2.3 Copying Ndsrep and Notes.jar to the
Required Locations

After the Lotus Notes driver files are installed, you need to copy ndsrep (and its support files) to the
Lotus Notes directory and copy the Lotus Notes JAR file to the driver directory.

For information about ndsrep, see “Publisher Channel” on page 12.

¢ Section 2.3.1, “Windows Domino Server,” on page 17
+ Section 2.3.2, “Notes Client Workstation,” on page 18
+ Section 2.3.3, “Linux or Solaris,” on page 19

2.3.1 Windows Domino Server

1 Manually copy the following files:

Installing the Driver Files
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Filename

Copy from

Copy to

ndsrep.exe

dsrepcfg.ntf

Notes. jar

The installed location:
\novel INNDS

or

\Novel I\RemotelLoader
The installed location:
\novel INNDS

or

\Novel I\RemotelLoader

The Domino Server executable folder:

\Lotus\Domino

The Domino Server executable folder:

\Lotus\Domino

The Domino Server data folder:

\Lotus\Domino\Data

The Remote Loader:
\Novel I\RemoteLoader\lib
or

The Metadirectory server (without a
Remote Loader):

\Nove l INNDS\lib

2 Make sure that the Domino shared libraries directory (for example, c:\lotus\domino) is in
the Windows system path, and reboot the computer to make sure this step becomes effective.

If this directory is not in the Windows system path, the JVM might have difficulty locating the
Domino shared libraries required by Notes. jar, such as nlsxbe.dll.

3 If the Domino server requires databases to be signed, use a Notes client or Domino
Administrator to sign dsrepcfg.ntf with your Domino server’s server ID.

2.3.2 Notes Client Workstation

1 Manually copy the following files:

Filename

Copy from

Copy to

ndsrep.exe

dsrepcfg.ntf

The installed location:
\novel INNDS

or

\Novel I\RemotelLoader
The installed location:
\novel IN\NDS

or

\Novel I\RemotelLoader

The Domino Server executable folder:

\Lotus\Domino

The Domino Server data folder:

\Lotus\Domino\Data
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Filename Copy from Copy to

Notes. jar The Notes Client workstation: The Remote Loader:
\Lotus\Notes \Novel I\RemoteLoader\lib
or or
\Lotus\Notes\jvm\lib\ext The Metadirectory server (without a

Remote Loader):

\Nove l INNDS\lib

2 Make sure that the Notes client library .d11 directory (for example, c:\lotus\notes) is in the
Windows system path, and reboot the computer to make sure this step becomes effective.

If this directory is not in the Windows system path, the JVM might have difficulty locating the
Notes client libraries required by Notes. jar, such as nlsxbe.dl 1.

3 Make sure the necessary user.id and cert. id files are available to the Notes Client and
NotesDriverShim. jar so that the Notes driver can properly authenticate to the Domino
server and register new Notes users.

2.3.3 Linux or Solaris

1 Make sure that the Notes. jar file is linked to the correct directory for your environment.
If your Domino server is V7 or later, enter the following:
Is -1 /opt/novell/eDirectory/lib/dirxml/classes/Notes. jar
The link should be something like the following:

/opt/novell/eDirectory/lib/dirxml/classes/Notes. jar linked to
/opt/ibm/lotus/notes/latest/linux/jvm/lib/ext/Notes. jar

If your Domino server is prior to V7, the link should be something like the following:

/opt/novell/eDirectory/lib/dirxml/classes/Notes. jar linked to
/opt/lotus/notes/latest/linux/Notes. jar

2 Use a Notes client or Domino Administrator to sign dsrepcfg.ntf with your Domino server’s
server ID.

3 Copy the following files from where they are installed (/opt/novell/eDirectory/lib/
dirxml/rules) to the location where you intend to launch your driver on the Domino server,
such as /local/notesdata. You might want this location to be in your execution search path.
You might also need appropriate rights when copying these files to other directories.
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Filename

Description

rdxml .startnotes

rdxml .stopnotes

findDomino

rdxml .confignotes (or
wherever your configuration is
stored)

This script calls the findDomino script, which sets up
appropriate Domino operating system environment variables
for the Notes driver. Then the rdxml . startnotes script
launches the Remote Loader with the Notes driver parameters
specified in the rdxml .confignotes file.

If the location where the scripts are placed is not in a current
search path, you might need to do one of the following:

+ Modify rdxml .startnotes to include a specific path to
the findDomino script.

+ Create a symbolic link for findDomino in Zusr/bin.

This script stops the Remote Loader that is running the Notes
driver.

This script is called from the rdxml . startnotes script. When
you launch rdxml . startnotes, this script sets up operating
system environment variables that indicate the location of a
UNIX type of installation of Domino.

This configuration is referenced by rdxml . startnotes and
rdxml . stopnotes scripts.

You might need to modify the rdxml . startnotes script to fit
your environment. For example, if you change the name of the
configuration file to a name other than rdxml .confignotes,
you must revise the last line in the script.

You might need to change the configuration ports that are
referenced in this file.

These three sample scripts and the sample configuration file are provided to demonstrate how
to launch the driver. You can start the Remote Loader for the driver using rdxml . startnotes,

and stop the Remote Loader for the driver using rdxml . stopnotes.

The sample scripts work in a variety of situations. If they do not work in your environment, you
might need to edit them appropriately. The sample scripts produce a Remote Loader trace log

for the driver that can be used for troubleshooting.

4 Modify the scripts and configuration file to fit to your environment, as described in the table in

Step 3.

5 Make sure that the three scripts noted in Step 3 have file access for execution (for example,

FWXF-Xr-X).

For troubleshooting tips, see “Troubleshooting Installation Problems” on page 96.
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Creating a New Driver

After the Lotus Notes driver files are installed on the server where you want to run the driver (see
Chapter 2, “Installing the Driver Files,” on page 15), you can create the driver in the Identity Vault.
You do so by installing the driver packages and then modifying the driver configuration to suit your
environment. The following sections provide instructions:

+ Section 3.1, “Creating Lotus Notes Accounts and Groups,” on page 21

*

Section 3.2, “Creating the Driver in Designer,” on page 21

*

Section 3.3, “Creating the Driver in iManager,” on page 29

*

Section 3.4, “Activating the Driver,” on page 29

3.1 Creating Lotus Notes Accounts and Groups

The driver requires an account to access the Lotus Notes system. It also requires a Deny Access
group to exist in the Lotus Notes system.

1 Create a Lotus Notes user account to be used exclusively by the driver. Do the following when
you create the account;

+ Assign manager-level ACL access to the target Notes database (usually names.nsf), the
output database (ndsrep.ns¥) created by ndsrep, and certlog.nsf.

+ If you are synchronizing information from the Identity Vault to the Notes database
(names.nsf), give the user all ACL roles (GroupCreator, GroupModifier, NetCreator,
NetModifier, PolicyCreator, PolicyModifier, PolicyReader, ServerCreator,
ServerModifier, UserCreator, UserModifier).

+ Assign access rights to the user account’s certifier ID file.

+ Assign access rights to the certifier ID files for the Notes certifiers that you want the driver
to create users for.

+ (Optional) If you want the driver to be able to create new user certifier 1D files, assign file
access rights to the location where you want the driver to create the files.

2 If a Deny Access group doesn’t already exist, create this group by using the Lotus Domino
Administrator tool.

This group is used to hold disabled user accounts.

3 The installation procedure should take care of Universal ID issues. If you are having problems
with Universal IDs, see Section 7.2.1, “Creating Lotus Notes Accounts and Groups,” on
page 95.

3.2 Creating the Driver in Designer

You create the Lotus Notes driver by installing the driver packages and then modifying the
configuration to suit your environment. After you create and configure the driver, you need to
deploy it to the Identity Vault and start it.

+ Section 3.2.1, “Importing the Current Driver Packages,” on page 22
+ Section 3.2.2, “Installing the Driver Packages,” on page 23
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*

Section 3.2.3, “Configuring the Driver,” on page 26

*

Section 3.2.4, “Deploying the Driver,” on page 26

*

Section 3.2.5, “Starting the Driver,” on page 27

*

Section 3.2.6, “Starting Ndsrep,” on page 28

3.2.1 Importing the Current Driver Packages

The driver packages contain the items required to create a driver, such as policies, entitlements,
filters, and Schema Mapping policies. These packages are only available in Designer and can be
updated after they are initially installed. You must have the most current version of the packages in
the Package Catalog before you can create a new driver object.

To verify you have the most recent version of the driver packages in the Package Catalog:

1 Open Designer.
2 In the toolbar, click Help > Check for Package Updates.
3 Click OK to update the packages
or
Click OK if the packages are up-to-date.
4 In the Outline view, right-click the Package Catalog.
5 Click Import Package.

1= Project | o= Qutline &2 B W mE &0

=-[8] Identity Vault
Bl server
& Driver Set.
liZ Default Motificaton Collection

6 Select any Notes driver packages
or
Click Select All to import all of the packages displayed.

By default, only the base packages are displayed. Deselect Show Base Packages Only to
display all packages.

7 Click OK to import the selected packages, then click OK in the successfully imported packages
message.

8 After the current packages are imported, continue with Section 3.2.2, “Installing the Driver
Packages,” on page 23.
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3.2.2 Installing the Driver Packages

After you have imported the current driver packages into the Package Catalog, you can install the
driver packages to create a new driver.

1 In Designer, open your project.

2 Inthe Modeler, right-click the driver set where you want to create the driver, then click New >
Driver.

3 Select Notes Base, then click Next.

4 Select the optional features to install for the Notes driver. All options are selected by default.
The options are:

Default Configuration: This package contains the default configuration information for the
Notes driver. Always leave this option selected.

Entitlements: These packages contain the policies and entitlements required to enable the
driver for account creation and management with entitlements. For more information, see the
Identity Manager 4.0 Entitlements Guide.

Password Synchronization: This packages contains the policies that enable the Notes driver
to synchronize passwords. If you want to synchronize passwords, verify that this option is
selected. For more information, see the Identity Manager 4.0 Password Management Guide.

Data Collection: These packages contain the policies that enable the driver to collect data for
reports. If you are using the Identity Reporting Module, verify that this option is selected. For
more information, see the Identity Reporting Module Guide.

Account Tracking: This group of packages contain the policies that enables account tracking
information for reports. If you are using the Identity Reporting Module, verify that this option
is selected. For more information, see the Identity Reporting Module Guide.

5 Click Next.

6 (Conditional) If there are package dependencies for the packages you selected to install, you
must install them to install the selected package. Click OK to install the package dependency
listed.

° Package Dependencies @

@ The following operations must also be performed to complete the requested operation
for package Motes Managed System Information'.

Select Ok to accept the required operations.

Operation Marme Wersion Package Type
Instal 28 Advanced Java Class 1.0.0 Diriver Set
o5 l ’ Cancel
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7 (Conditional) If more than one type of package dependency must be installed, you are
presented with these packages separately. Continue to click OK to install any additional
package dependencies.

8 (Conditional) The Common Settings page is only displayed if the Common Settings package is
installed as a dependency. On the Install Common Settings page, fill in the following fields:

User Container: Select the Identity Vault container where the Notes accounts will be added if
they don’t already exist in the vault. This value becomes the default for all drivers in the driver
set.

If you want a unique location for this driver, set the value for all drivers on this page. After the
driver is created, change the value on the driver’s Global Configuration Values page.

Group Container: Select the Identity Vault container where the Notes accounts will be added
if they don’t already exist in the vault. This value becomes the default for all drivers in the
driver set.

If you want a unique location for this driver, set the value for all drivers on this page. After the
driver is created, change the value on the driver’s Global Configuration Values page.

9 Click Next.
10 On the Driver Information page, specify a name for the driver, then click Next.
11 On the Notes Base page, fill in the following fields:

Notes User ID: Specify the Notes User ID the driver uses for authentication into the Notes
system. The format of the name is the fully qualified canonical form. For example: CN=Notes
Driver/O=0rganization.

Notes User Password: Specify the password for the Notes User ID.

Domino Server: Specify the name of the Domino server the driver authenticates to. The
format of the name is the fully qualified canonical form. For example: CN=NotesServer/
O=0Organization.

Notes Domain Name: Specify the Domino server domain name.

Notes Driver User ID File: Specify the Notes user ID file used by the Notes Driver to
authenticate to Lotus Notes.

Domino Mail Server Name: Specify the name of the default mail server where mail files are
created for users. The format of the name is the fully qualified canonical form. For example:
CN=Domino1/O=0rganization.

Mail File Template: Specify the name of the mailbox template database that is used to create
new mail files users. This file name is different from each Domino version, and the file must be
located in the Domino mail server’s data directory. For example, if you are using Domino 8, the
file name is mai 18.ntf.

User Mail File Storage Location: Specify the user mail file storage location.
12 Click Next.
13 Fill in the following fields for Remote Loader information:

Connect To Remote Loader: Select Yes or No to determine if the driver will use the Remote
Loader. For more information, see the Identity Manager 4.0 Remote Loader Guide.

If you select No, skip to Step 14. If you select Yes, use the following information to complete
the configuration of the Remote Loader.

Host Name: Specify the IP address or DNS name of the server where the Remote Loader is
installed and running.
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14
15

16
17

18
19

Port: Specify the port number for this driver. Each driver connects to the Remote Loader on a
separate port. The default value is 8090.

Remote Loader Password: Specify a password to control access to the Remote Loader. It
must be the same password that is specified as the Remote Loader password on the Remote
Loader.

Driver Password: Specify a password for the driver to authenticate to the Metadirectory
server. It must be the same password that is specified as the Driver Object Password on the
Remote Loader.

Click Next.

(Conditional) The page is displayed only if you selected to install the Data Collection packages
and the Account Tracking packages. On the Install Notes Managed System Information page,
fill in the following fields to define your Notes system:

Name: Specify a descriptive name for this Notes system. The name is displayed in reports.

Description: Specify a brief description for this Notes system. The description is displayed in
reports.

Location: Specify the physical location of this Notes system. The location is displayed in
reports.

Vendor: Leave Microsoft as the vendor of Notes. This information is displayed in reports.
Version: Specify the version of this Notes system. The version is displayed in the reports.
Click Next.

(Conditional) The page is displayed only if you selected to install the Data Collection packages
and the Account Tracking packages. On the Install Notes Managed System Information page,
fill in the following fields to define the ownership of the Notes system:

Business Owner: Select a user object in the Identity Vault that is the business owner of the
Notes system. This can only be a user object, not a role, group, or container.

Application Owner: Select a user object in the Identity Vault that is the application owner of
the Notes system. This can only be a user object, not a role, group, or container.

Click Next.

(Conditional) The page is displayed only if you selected to install the Data Collection packages
and the Account Tracking packages. On the Install Notes Managed System Information page,
fill in the following fields to define the classification of the Active Directory system:

Classification: Select the classification of the Notes system. This information is displayed in
the reports. Your options are:

+ Mission-CriticalS

+ Vital

+ Not-Critical

+ Other
If you select Other, you must specify a custom classification for the Notes system.
Environment: Select the type of environment the Notes system provides. The options are:

+ Development

+ Test

+ Staging
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+ Production
+ Other
If you select Other, you must specify a custom classification for the Notes system.
20 Click Next.
21 On the Account Status page, fill in the following fields:

Use Deny Access Group for Account Status: Select whether to place disabled user accounts
into a Notes Deny Access Group.

Deny Access Group Name: Specify the Notes Deny Access Group where the driver places
users when the user account is disabled.

22 Click Next.
23 Review the summary of tasks that will be completed to create the driver, then click Finish.

24 After you have installed the driver, you must change the configuration for your environment.
Proceed to Section 3.2.3, “Configuring the Driver,” on page 26.

3.2.3 Configuring the Driver

After importing the driver configuration file, you need to configure the driver before it can run. You
should complete the following tasks to configure the driver:

+ Ensure that the driver can authenticate to Lotus Notes: Make sure that you have
established a Lotus Notes user account for the driver (see Section 3.1, “Creating Lotus Notes
Accounts and Groups,” on page 21) and the correct authentication information is defined for
the driver parameters (see Section A.1.3, “Authentication,” on page 100).

+ Configure the driver parameters: There are many settings that can help you customize and
optimize the driver. The settings are divided into categories such as Driver Configuration,
Engine Control Values, and Global Configuration Values (GCVs). Although it is important for
you to understand all of the settings, your first priority should be to configure the driver
parameters located on the Driver Configuration page. The driver parameters control general
settings such as the certifier file and Lotus Notes database accessed by the driver, Subscriber
channel settings, and Publisher channel settings. For information about the driver parameters,
see Section A.1.5, “Driver Parameters,” on page 101. For additional information, see
Section 5.4, “Using Driver Parameters,” on page 36.

+ Configure the driver filter: Modify the driver filter to include the object classes and attributes
you want synchronized between the Identity Vault and Lotus Notes.

+ Configure policies: Modify the policies as needed. For information about the default
configuration policies, see “Policies” on page 12.

+ Configure password synchronization: The basic driver configuration is set up to support
password synchronization through Universal Password. If you don’t want this setup, see
“Configuring Password Flow” in the Identity Manager 4.0 Password Management Guide.

After completing the configuration tasks, continue with the next section, Deploying the Driver.

3.2.4 Deploying the Driver

After a driver is created in Designer, it must be deployed into the Identity Vault.

1 In Designer, open your project.
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2 Inthe Modeler, right-click the driver icon lia] or the driver line, then select Live > Deploy.

3 If you are authenticated to the Identity Vault, skip to Step 5; otherwise, specify the following

N o o b~

information:

Host: Specify the IP address or DNS name of the server hosting the Identity Vault.
Username: Specify the DN of the user object used to authenticate to the Identity Vault.
Password: Specify the user’s password.

Click OK.

Read the deployment summary, then click Deploy.

Read the message, then click OK.

Click Define Security Equivalence to assign rights to the driver.

The driver requires rights to objects within the Identity Vault. The Admin user object is most
often used to supply these rights. However, you might want to create a DriversUser (for
example) and assign security equivalence to that user. Whatever rights that the driver needs to
have on the server, the DriversUser object must have the same security rights.

7a Click Add, then browse to and select the object with the correct rights.
7b Click OK twice.
Click Exclude Administrative Roles to exclude users that should not be synchronized.

You should exclude any administrative User objects (for example, Admin and DriversUser)
from synchronization.

8a Click Add, then browse to and select the user object you want to exclude.
8b Click OK.

8c Repeat Step 8a and Step 8b for each object you want to exclude.

8d Click OK.

9 Click OK.

3.2.5 Starting the Driver

When a driver is created, it is stopped by default. To make the driver work, you must start the driver
and cause events to occur. Identity Manager is an event-driven system, so after the driver is started,
it won’t do anything until an event occurs.

To start the driver:

1 If you are using the Remote Loader with the driver, make sure the Remote Loader driver

instance is running:

+ Windows: Open the Remote Loader console on the driver’s server, select the driver in the
list, then click Start.

+ Linux or Solaris: At the server command line, add the driver object password and
Remote Loader password to the Notes driver startup script. For example:

cd driver_script_directory
_/rdxml _startnotes -sp driver_password remote_loader_password
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These passwords must be the same as the “Driver Object Password (iManager Only)” on
page 100 and “Remote Loader Password:” on page 101 you specified when configuring
the driver. The driver_script_directory should be the directory where you placed the
files (see Section 2.3.3, “Linux or Solaris,” on page 19).

Use rdxml .startnotes to start the Remote Loader for the driver.
For example,

cd driver_script_directory
./rdxml _startnotes

2 In Designer, open your project.
3 In the Modeler, right-click the driver icon ] or the driver line, then select Live > Start Driver.
When the driver starts for the first time, it does the following:
+ Searches for the Domino Server (specified in the driver parameters).

+ Opens dsrepcfg.nsft. If that file does not exist, the driver automatically creates
dsrepcfg.nsf, using the dsrepcfg.ntf database template that is provided with the
driver.

+ Writes the Publisher parameters and data to dsrepcfg.nsf, specifying an appropriate
update database file (usually named ndsrep.ns¥), so that ndsrep can read them.

If multiple notes.ini files exist on the machine running the driver, ensure that the
NotesDriverShim uses the correct . ini by placing its directory in the OS search path. If the
driver shim initializes with the wrong notes. ini file, the driver shim cannot open
dsrepcfg.ntf.

If dsrepcfg.ntf is not found, or the initial dsrepcfg.nsf creation process fails, then the
Publisher channel shuts down.

Ensure that the driver shim initializes properly by modifying the Windows system path to find
the appropriate notes.ini file.

4 Continue with the next section, Starting Ndsrep.

3.2.6 Starting Ndsrep

The ndsrep program is used to publish information from the Notes database to the Identity Vault
(Publisher channel). It is not required if you are only sending information from the Identity Vault to
the Notes database (Subscriber channel).

Ndsrep is a Lotus Domino server add-in process to enable data synchronization. It keeps track of the
time of the last successful synchronization with a Notes database, and checks the Lotus Domino
Server for changes based on that time stamp. It then reads the changes from the Notes database,
determines the event types they represent, and filters the updates based on objects and attributes
specified in the Publisher filter in the driver configuration in the Identity Vault.

You should have already copied ndsrep to the Lotus Domino server (see Section 2.3, “Copying
Ndsrep and Notes.jar to the Required Locations,” on page 17).
1 At the Domino Console, start the ndsrep task:
load ndsrep instance

The instance must be the driver name, or a unique instance name set up for this driver. If the
name of your driver includes spaces, you must put quotes around the name. After ndsrep is
loaded, all TELL commands are issued to this instance of ndsrep using the instance name.
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A task named NDSREP-instance is now displayed in the Notes Task Viewer.

2 After the initial configuration and startup have been validated, update the Domino server's
notes. ini file so that ndsrep is loaded automatically.

For example:

ServerTasks=Update,Replica,Router,AMgr,AdminP,ndsrep notesdrvl,
CalConn,Sched,HTTP, IMAP,POP3

If the name of your driver includes spaces, you must put quotes around the name.

After the first successful startup, the Notes driver and ndsrep can be launched in any order that
is convenient for your particular configuration.

For additional information about using ndsrep, see Appendix C, “Ndsrep,” on page 115.

3.3 Creating the Driver in iManager

Drivers are created with packages, and iManager does not support packages. In order to create or
modify drivers, you must use Designer. See Section 3.2, “Creating the Driver in Designer,” on
page 21.

3.4 Activating the Driver

If you created the driver in a driver set where you already activated the Metadirectory engine and
service drivers, the driver inherits the activation. If you created the driver in a driver set that has not
been activated, you must activate the driver within 90 days. Otherwise, the driver stops working.

For information on activation, refer to “Activating Novell Identity Manager Products” in the Identity
Manager 4.0 Integrated Installation Guide.
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Upgrading an Existing Driver

The following sections provide information to help you upgrade an existing driver:

+ Section 4.1, “Supported Upgrade Paths,” on page 31
+ Section 4.2, “What’s New in Version 4.0,” on page 31
+ Section 4.3, “Upgrade Procedure,” on page 31

4.1 Supported Upgrade Paths

You can upgrade from any 3.x version of the Lotus Notes driver. Upgrading a pre-3.x version of the
driver directly to version 4.0 is not supported.

4.2 What's New in Version 4.0

Driver content is delivered in packages instead of through a driver configuration file.

4.3 Upgrade Procedure

The process for upgrading the Lotus Notes driver is the same as for other Identity Manager drivers.
For detailed instructions, see “Upgrading Drivers to Packages” in the ldentity Manager 4.0
Framework Installation Guide.
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Customizing the Driver

This section explains how to customize your driver for your specific business rules.

*

Section 5.1, “Determining eDirectory Object Placement When a Notes Object is Moved,” on
page 33

Section 5.2, “Automatically Determining Which Certifier to Use,” on page 35
Section 5.3, “Using Named Passwords,” on page 36

Section 5.4, “Using Driver Parameters,” on page 36

Section 5.5, “Custom Driver Parameters,” on page 50

Section 5.6, “Example Files,” on page 83

Section 5.7, “Synchronizing a Database Other Than names.nsf,” on page 84
Section 5.8, “Schema Mapping Type and Form,” on page 84

Section 5.9, “Move/Rename,” on page 84

Section 5.10, “TELL AdminP Commands,” on page 87

Section 5.11, “User.id Password Set,” on page 88

Section 5.12, “ID Vault Support,” on page 90

NOTE: When you customize data synchronization, you must work within the supported standards
and conventions for the operating systems and accounts being synchronized. Data containing
characters that are valid in one environment, but invalid in another, causes errors.

5.1 Determining eDirectory Object Placement
When a Notes Object is Moved

A Move is done by Identity Manager relative to either a parent’s association key or dest-dn.
Containment in Notes is purely logical, and as such, an OU in Notes never has an association to the
Identity Vault, so it isn’t possible to provide a parent association. Also, the driver shim has no
reference of the eDirectory namespace or containment, so it can’t provide a parent dest-dn
(destination DN). Therefore, an appropriate parent dest-dn must be provided by a policy.

Notes - Move Sample is a sample Publisher channel policy that contains logic to determine
eDirectory object placement when an associated Notes object is moved.

This policy is designed to provide the same functionality contained in the sample style sheet named
placemove.xsl, provided with earlier versions of the driver. A sample configuration is also
available with in NotesConfig21.xml, which demonstrates the driver object’s move and rename
capabilities.

On a move, the dest-dn is set for a particular source dn. After importing the Notes - Move Sample
policy, you have a policy defining a single mapping between source and destination containers. You
can define additional mappings by editing the resulting policy.

Customizing the Driver

33



NOTE: Because of the way Notes manages CN and DN in FullName, it is not possible to
distinguish between a Move and a Rename event in ndsrep. Therefore, when ndsrep determines that
the FullName item has changed, it generates both a Move and a Rename event.

To add the Notes - Move Sample policy to your driver configuration:

1 IniManager, click Identity Manager Utilities > Import Drivers.
2 Select the driver set where your existing driver resides.

3 Inthe list of driver configurations that appears, scroll down to the Additional Policies heading,
then select only the item labeled Notes - Move Sample. Click Next.

A list of import prompts appears.
4 Select the name of your existing Notes driver.
5 Specify one container in Notes and the corresponding container in the Identity Vault:

The import process uses this information to create one pair of “mappings” between Notes
containers and eDirectory containers.

5a Specify the source container from Notes where the move originates.
For example, \MyOrganization\Engineering\Testing.
5b Browse for and select the destination container where the object should be moved to.
For example, Testing.MyOrganization.
6 Click Next.

A page appears with the message A driver named your_driver_name already exists
in the driver set. Select one of the options below.

7 Select the following:
+ Update Only Selected Policies in That Driver
+ Move Sample (Subscriber - DirXML Script)
8 Click Next, then click Finish to complete the wizard.

At this point, the new policy has been created as a policy object under the driver object, but is
not yet part of the driver configuration. To link it in, you must manually insert it into a policy
set.

9 Insert the new policy into a policy set on the Publisher channel:

Place it where it would be appropriate in your driver configuration. For example, in the Input
Transformation or Event Transformation policy set.

9a Click Identity Manager > Identity Manager Overview. Select the driver set for the driver
you are updating.

9b Click the driver you just updated. A page opens, showing a graphical representation of the
driver configuration.
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9c Click the icon for the policy set on the Publisher Channel.

9d Click the Plus button to add the new policy. In the Create Policy page, click Make a copy
of an existing policy, then browse for and select the new policy object. Click OK.

9e If you have more than one policy in the policy set, use the arrow buttons to move the
new policy to the correct location in the list.

10 Complete the “mappings” for all the containers in Notes and eDirectory by editing the XML for
the policy.

Follow the example of the first pair that is created for you with the container names you
provided in Step 5.

5.2 Automatically Determining Which Certifier to
Use

Because most Notes environments use more than one certifier, you can use a policy to configure the
NotesDriverShim to use different certifiers. The sample Cert.xsl style sheet, located in the
windows\setup\drivers\lotusNotes\rules directory on the Identity Manager DVD or the
Identity Manager Windows CD, is an Output Transformation style sheet that contains logic to
determine which Lotus Notes Certifier to use based on the src-dn attribute on the <add> XML
attribute. Another example provided is the NotesCertifierSelectionSampleSS.xsl sample
style sheet and in the file NotesConfig21.xml. (These are installed on Linux and UNIX.)

You can edit the choose/when statements to model your Notes system Certifier structure. If using
only the root certifier is acceptable, then using Cert.xsl is not necessary, because the driver
parameters screen can contain the information for the root certifier.

To use Cert.xsl in your environment, first, change the existing xsl:when statements to match your
configuration.

<xsl:when test="string($dn) = \dirxml-ds\provo\notes\eng’'>
<xsl:attribute name="cert-id">c:\lotus\domino\data\eng. id</xsl:attribute>
<xsl:attribute name="cert-pwd">certify2eng</xsl:attribute>
<xsl:attribute name="user-pwd">new2notes</xsl:attribute

</xsl:when>

Add as many xsl:when statements as you need to model your organization’s certification structure.

Then change the cert-id and cert-pwd in xsl:otherwise to match your root certifier
information.

<xsl:otherwise>
<xsl:attribute name="cert-id">d:\lotus\domino\data\cert. id</xsl:attribute>
<xsl:attribute name="cert-pwd">certify2notes</xsl:attribute>
</xsl:otherwise>
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Cert.xsl communicates the certifier information by adding attributes to the add tag in the XML
document. If NotesDriverShim doesn’t find these attributes, it uses the root certifier information
from the driver Parameters passed during initialization.

NOTE: Cert.xsl also shows how to override several other parameters for the driver. See
Section 5.5, “Custom Driver Parameters,” on page 50 for more information about these parameters.

5.3 Using Named Passwords

The Metadirectory engine provided with Identity Manager 2 or later added a new way of securing
the passwords you need to use in your driver policies. The sample driver configuration shows an
example.

One use for this feature would be to store a password for each of your Notes Certifiers. For example,
if you had certifiers for Human Resources, Engineering, and Marketing, you could use Named
Passwords to securely store the password for each respective Certifier ID file in your driver
parameters. In the driver configuration, you would click the Edit XML button and specify driver
parameters something like this:

<cert-id-password display-name="Certifier Password" is-sensitive=""true"
type=""password-ref''>HR</cert-id-password>

<cert-id-password display-name="Certifier Password" is-sensitive="true"
type=""password-ref''>Engineering</cert-id-password>

<cert-id-password display-name="Certifier Password" is-sensitive="true"
type=""password-ref''>Marketing</cert-id-password>

When you return to the graphical interface for the driver parameters, each of these passwords has
prompts to enter the password and confirm the password. These passwords are encrypted and stored
with the driver configuration. You can reference these passwords by name in your driver policies.

See the sample configuration for using Named Passwords in Section 5.6, “Example Files,” on
page 83. You can also find more information in the NotesCertifierSelectionSampleSS.xsl
sample style sheet and in the NotesConfig21.xml file in the same section.

5.4 Using Driver Parameters

To change driver parameters, edit the Driver Parameters page as follows:

In iManager, click Identity Manager > ldentity Manager Overview.

Select the driver set containing the driver.

Click the driver icon to display the Driver Overview page.

Click the driver icon in the driver Overview page to display the Modify Object page.
Click Driver Configuration.

o O~ W DN B

Use the information in the sections that follow to upgrade driver parameters.

+ Section 5.4.1, “Driver Options,” on page 37
+ Section 5.4.2, “Subscriber Options,” on page 39
+ Section 5.4.3, “Publisher Options,” on page 46
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5.4.1 Driver Options

The first column of the following table contains the parameter name followed by its common
description. The parameters are alphabetized according to the XML parameter name.

The third column of the following table contains XML text that you can paste into the Driver
Parameters XML editor. The XML text represents exactly what is necessary to display the
parameters. You can also place the information that you see under the Description heading within
the <description> </description> tags.

Table 5-1 Driver Parameters

Parameter Name and
Common Description

Description

XML to Define Driver Parameters

allow-document-
locking

Allow Document
Locking

cert-id-file

Default Certifier ID file

cert-id-password

Default Certifier ID
password

Enables Notes database documents to be

locked by the Notes Driver shim if they are
being modified. This parameter is only valid
in Lotus Notes 6.5 or later, and if the Notes
database has the Allow document locking

check box selected.

The default Notes Certifier ID file that is
used to register user objects in the Notes
Address Book. The full path of the file
should be represented with respect to the
operating system hosting Domino.

The default Notes Certifier ID file password
that is used to register user objects in the
Notes Address Book.

When it is using the type="password-ref”
attribute of this parameter, the password is
encrypted and securely stored with the
Driver Configuration. When it is securely
stored in this way, the password can then
be referenced by the Metadirectory engine
or a driver by using the key name specified.
(In this example, defaultCertPwd.)

<definition display-
name=""Allow Document
Locking?" name="allow-
document-locking"
type="boolean">
<description> </
description>

<value>true</value> </
definition>

<definition display-
name="Default Certifier
ID File" name="cert-id-
file" type="string'>
<description> </
description>

<value>c:\lotus654\domin
o\data\ids\people\ndrive
r.id</value> </
definition>

<definition display-
name="Default Certifier
Password" is-
sensitive=""true"
name=""cert-id-password"
type=""password-ref'>
<description> </
description>

<value>defaultCertPwd</
value> </definition>
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Parameter Name and

o Description XML to Define Driver Parameters
Common Description
directory-fTile The filename of the database to be <definition display-
) ) synchronized with the Identity Vault. name="Directory File"
Directory File or Input  gpecify this item without full path name="directory-file"
Database information. type="'string">
<description> </
description>
<value>names.nsf</value>
</definition>

is-directory Specify True if the input database (directory <definition display-

file) is a Notes Address book; otherwise, name=""Notes Address

Notes Address Book specify False. Book?" name=""is-

directory”

type="boolean">
<description> </

description>
<value>true</value> </
definition>
jJanitor-cleanup-  Janitor cleanup checks for and releases <definition display-
interval resources that might have been orphaned name="Janitor Cleanup
) by unfinished query-ex sequences. This Interval (in minutes)”
Janitor Cleanup Interval interval determines how often to perform  name="'janitor-cleanup-
this service. interval”

type=""integer">
<description> </

description>
<value>30</value> </
definition>
notes-domain The name of the Notes domain the driveris <definition display-
) running against. It might be different from  name="Notes Domain Name"
Notes Domain Name  he Notes Organization name, and name=""notes-domain"
therefore can't be derived from the server  type="'string'>
name. <description> </
description>
<value>PROVOl1</value> </
definition>
server-id-file The Notes Server ID file associated with <definition display-
] the Notes Server this driver authenticates  name=""Domino Server ID
Server ID File to (This is optional). The full path of the file File™ name="server-id-
(deprecated) should be represented with respect to the ~ File" type="string">

operating system hosting Domino. This ID <description> </
file does not need to be the server ID file. It description>
can actually be an ID file that has no

password (and it does not need to have <value>c:\lotus654\domin
any access anywhere). o\data\server.id</value>
</definition>
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Parameter Name and
Common Description

Description

XML to Define Driver Parameters

update-fTile

Update File or ndsrep
polling cache

user-id-file

Notes User ID file

The filename of the database used to
cache database changes that need to be
published to the Identity Vault. The default
is ndsrep .nsT. Specify this item without

full path information.

The Driver's Domino add-in ndsrep process

creates this database. Within this

database, filtered updates are cached
before being consumed by the Notes

Driver's publisher.

The Notes User ID file associated with the
Notes User this driver represents (this is
required). The full path of the file should be
represented with respect to the operating
system hosting Domino. The password
associated with this user ID file is input in
Driver Configuration > Authentication >

Specify the application password.

<definition display-
name="Update File"
name=""update-file"
type="'string'>
<description> </
description>

<value>ndsrep.nsf</
value> </definition>

<definition display-
name=""Notes Driver User
ID File" name="user-id-
file" type="string'>
<description> </
description>

<value>c:\lotus654\domin
o\data\ids\people\ndrive
r.id</value> </
definition>

5.4.2 Subscriber Options

The first column of the following table contains the parameter name followed by its common
description. The parameters are alphabetized according to the XML parameter name.

The third column of the following table contains XML text that you can paste into the Driver
Parameters XML Editor. The XML text represents exactly what is necessary to display the
parameters. You can also place the information that you see under the Description heading within
the <description> </description> parameters.

NOTE: Some parameters have values that are listed in second (Description) column. These
parameters contain values such as Success, Warning, Error, Retry, or Fatal. The correct XML text
for such parameters can be found in the drvparamdefs.xml file (../samples/drvparamdefs.xml).
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Table 5-2 Subscriber Channel Parameters

Parameter Name and
Common Description

Description

XML to Define Driver Parameters

allow-adminp-
support

Allow Domino AdminP
Support

allow-http-
password-set

Allow Notes Web
(HTTP) Password Set

allow-userid-
password-set

Allow user.id Passwor