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About This Guide

This guide provides the information you need to configure and manage the
Novell Internet Access Server 4.1 AppleTalk routing software. In addition to
planning information, this guide provides troubleshooting tips, techniques,
and tools, as well as the symptoms of and solutions to commonly occurring
problemsfor the AppleTalk componentsof Novell Internet Access Server 4.1.
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Understanding

This section presents the basic concepts you need to understand AppleTalk
and AppleTak routing. It also describesthe AppleTalk for NetWare® network
management capabilities available through SNMP (Simple Network
Management Protocol). This SNM P support provides access to configuration
and statusinformation, including zoneslists, routing tabl es, and name services
for network nodes.

Definition of Terms

Before you begin configuring the Novell® Internet Access Server 4.1 routing
software, you should know the following terms:

*

AppleTalk isthe Apple Computer suite of protocols that enables the
hardware and software on an AppleTalk internetwork to interact and to
exchange data.

An AppleTalk network isacollection of connected, individually
controlled computers, printers, and other devices, together with the
hardware and AppleTalk software used to link them. All devices on the
same network have addresses within the range assigned for the network.

An AppleTalk internetwork isagroup of AppleTalk networks connected
by one or more AppleTak routers. Aninternetwork allowsall its network
users to share information and network devices.

An AppleTalk node is an addressable entity on a network. Thisterm
sometimes refers to a device itself. Some examples of nodes are
Macintosh* computers, printers, and file servers.

An AppleTalk packet isagroup of bits transmitted as a unit of
information. These bits include data and control elements. The control
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10 AppleTalk

elementsinclude the addresses of the packet's source and destination and,
in some cases, error-detection information.

The AppleTalk stack isthe suite of AppleTalk protocols used to support
AppleTak applications such as file and print servers.

An AppleTalk router connects AppleTalk networks into an internetwork
so that all the nodes on each network can access services and nodes on
any connected network. It receives and forwards AppleTak packets on
the networks to which it is directly connected.

An AppleTalk zone isalogical grouping of services, such as print queues,
file servers, and calendar systems. By associating a zone with certain
devices, you enable M acintosh usersto locate the services they need more
easily. For example, a Macintosh user who needs to locate a printer used
for administrative purposes might look in the Administration zone.

AppleTalk Phase 2 isthelatest version of the AppleTalk protocols. Apple
introduced AppleTalk Phase 2 in 1989 to provide support for AppleTalk
networks with thousands of nodes, multiple AppleTalk zones on a
network, and token ring networks. Its efficient routing techniques
improve performance and use less bandwidth.

An extended AppleTalk network isan AppleTalk network that supports
Phase 2 extensions such as zones lists and network ranges. (An extended
AppleTak network is also referred to as simply an extended network.)

A nonexistent AppleTalk network is an AppleTak network that does not
support Phase 2 extensions such as zones lists and network ranges. (A
nonextended AppleTak network is also referred to assimply a
nonextended network.)

A network visible entity (NVE) isany entity that is accessible on an
AppleTak network system through the Datagram Delivery Protocol
(DDP).

A seed router isarouter on the network that has the network number
range built into its port descriptor. Each network must have at least one
seed router. There can be multiple seed routers on a network; however,
they all must use the same network number range. All of the non-seed
routers on a network learn the correct network number range from the
seed routers.



Figure 1
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The AppleTak for NetWare protocols provide connectivity and routing to
NetWare networks. These protocols work together with NetWare for
Meacintosh to provide AppleTalk print and file service features on a NetWare
server, as well as the communication between network nodes.

Figure 1 represents the standard AppleTalk protocols and their ISO layers, as
described in Inside AppleTalk, Second Edition .
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Table 1 lists the AppleTalk protocols used by the Novell Internet Access
Server 4.1 routing software. The table al so describes what each protocol does.
For more detailed information about these protocols, refer to I nside AppleTalk,
Second Edition .
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Table 1 AppleTalk Protocols

Protocol

Description

AARP

ADSP

AEP

AFP

ASP

ATP

AURP

DDP

LAP

AppleTalk Address Resolution Protocol. AARP maps AppleTalk addresses (network
and node numbers) into LAN hardware addresses (for example, Ethernet or token ring
addresses), and manages the process of each AppleTalk node acquiring its unique
AppleTalk address on these media.

AppleTalk Data Stream Protocol. ADSP enables two programs to communicate through
a full-duplex data stream connection in which either program can read or write data
bytes with reliable delivery.

AppleTalk Echo Protocol. AEP is a support protocol that provides a way for a node to
bounce a packet off another node. Novell Internet Access Server 4.1 supports the
AppleTalk Echo Protocol.

AppleTalk Filing Protocol. AFP is an Application-level support protocol that enables
Macintosh users to share files. NetWare for Macintosh includes an AFP NetWare
Loadable Module (NLM™) file that provides AFP support on a NetWare server.

AppleTalk Session Protocol. By enabling two processes to exchange a sequence of
transactions reliably, ASP works with and adds session functionality to ATP (described
below).

AppleTalk Transaction Protocol. ATP provides reliable request and response
transaction services. By detecting errors and timeouts, ATP provides reliable packet
exchange.

AppleTalk Update-based Routing Protocol. AURP provides two unique features: the
exchange of routing information only when a change occurs on the internetwork
(instead of exchanging the information on a set schedule), after the initial exchange of
routing information, and IP tunneling. AURP uses the UDP transport protocol in the
TCP/IP protocol suite. See “AppleTalk Update-Based Routing Protocol” on page 22 for
more information.

Datagram Delivery Protocol. DDP defines sockets on AppleTalk nodes and defines
datagram (packet) delivery between sockets. It provides a mechanism to address any
node on an AppleTalk internetwork uniquely.

Link Access Protocol. LAP includes Data-Link level protocols for Ethernet (ELAP),
LocalTalk* (LLAP), and token ring (TLAP). LAP hides media-specific information from
the other layers of AppleTalk and sends packets onto a specific hardware link.
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Protocol

Description

NBP

PAP

RTMP

ZIP

Name Binding Protocol. NBP provides lists of service names to a user and finds the
network addresses of these names. When users request an AppleTalk service in the
Macintosh Chooser application, NBP is responsible for broadcasting the request in the
selected zone and displaying the names of responding services in the Chooser. See
“Name Binding Protocol” on page 15 for more information about NBP.

Printer Access Protocol. PAP enables users to access printers or print queues on the
AppleTalk network.

Routing Table Maintenance Protocol. Routers use RTMP to exchange information they
need to build and maintain their routing tables. This enables routers to discover each
other and move packets from one point on an internetwork to another. AppleTalk
routers on the internetwork that use RTMP continuously maintain their routing tables
by exchanging RTMP packets. See “Routing Table Maintenance Protocol” on page 22
for more information.

Zone Information Protocol. ZIP associates zone names with network numbers and
uses queries to maintain this mapping when new zones are added to an internetwork.
AppleTalk uses zones to subdivide the internetwork logically so that services are easier
for users to find. Routers use ZIP to request and provide zone information when a
router comes up with a new network configuration. ZIP also enables nodes to look up
and deal with the zones on an internetwork. See “How Zone Information Is Maintained
on an Internetwork” on page 17 for more information.

The following protocols are especially important in AppleTalk routing:
+ NBP, discussed in “Name Binding Protocol” on page 15
¢+ RTMP, discussed in “Routing Table Maintenance Protocol” on page 22

+ AURRP, discussed in “ AppleTalk Update-Based Routing Protocol” on
page 22

Addressing

Addresses identify the exact locations of services. AppleTalk addresses
consist of anetwork number and a node number (in the format of network
number.node ID ). An AppleTalk network number is a 2-byte (16-bit) value
and an AppleTak node number is a 1-byte (8-bit) value.

Each node acquires aunique node number dynamically when it connectsto the
network. It tries to use the same network and node numbers the next time it
attempts to connect to the network; however, if its previous node number is
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already in use, it keepstrying until it finds aunique node number that isnot in
use.

The network portion of an AppleTak address is chosen from the network
number, or range of network numbers, assigned to the AppleTak network.
Nonextended networks are assigned a single network number. Extended
networks are assigned a range of network numbers, thus significantly
increasing the number of devices that could exist on a network.

NOTE: The current version of AppleTalk (called Phase 2) supports both
nonextended and extended addressing schemes.

For information about addressing, refer to:
¢ Addressing for Extended Networks
¢ Addressing for Nonextended Networks

+ Name Binding Protocol

Addressing for Extended Networks

14 AppleTalk

On an extended network, such as EtherTalk 2.0, you can assign any
contiguous range of unique 16-bit network numbers between 1 and 65,279 to
anetwork segment. Each network number within the assigned range can
support up to 253 nodes (node numbers 0, 254, and 255 are reserved). Each
node on an extended network uses the combination of network and node
number as its unique identifier. This scheme increases the theoretical limit of
the number of nodes per network to greater than 16 million.

On extended networks, the first time anode is started up it requests a node
address from the underlying data link. The node ID part of this addressis
chosen at random, and the network number part is chosen from the reserved
startup range (65,280 through 65,534).

If the node address selected isin use, the node chooses different node numbers
until it finds an unused one. Using this startup address, the node can
communicate with the router and can acquire avalid network number from the
configured range for the network.

If the node has been previously started on the extended network, it uses the
same address when it attempts to reconnect to the network. If another node is
using that address, the node again chooses different node numbers until it
finds an unused one.



NOTE: A nonextended network can communicate with an extended network
through an AppleTalk router. Refer to “Addressing for Nonextended Networks” on
page 15 for more information.

Extended networks require a network range and a zones list .

A network range is a contiguous range of valid network numbers. The size of
the network range you assign determines the maximum number of AppleTak
devices on that network; for example, an extended network with the range
1,001 to 1,010 could support up to 10 x 253, or 2,530, nodes. The only hard-
coded limit to the size of a network range is 65,279; however, for optimal
performance, you should specify the smallest range that suits your needs. A
wider range unnecessarily consumes network numbers.

All AppleTalk routers connected to anetwork must use the same range for that
network, and no other network within that internetwork can use that range or
any number contained within it.

A zoneslist can contain up to 255 zone names. One zoneis configured asthe
default zone . All AppleTalk routers on a network must agree about the zones
list.

Addressing for Nonextended Networks

Some AppleTalk networks do not support, and cannot use, extended network
addressing. These networks include Local Talk, ARCnet, and EtherTalk 1.0.

On nonextended networks, you can assign each network exactly one unique
16-bit network number (an integer between 1 and 65,279) and exactly one
zone name. Each AppleTalk node isidentified by an 8-bit node number. This
limits the total number of nodes per network to 254 (the node numbers 0 and
255 are reserved by AppleTak).

A node on a nonextended network can communicate with anode on an
extended network, if the two networks are connected by arouter.

Name Binding Protocol

Nodes and applications use NBP to discover the addresses of nodes and
services such as file servers and printers. NBP maps network entity namesto
AppleTalk addresses. Because people usually find it easier to remember
names than numerical addresses, NBP enables users to specify descriptive or
symbolic names for entities that applications label with numerical addresses.
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One example of how AppleTalk uses NBP is the Chooser application. Users
or applications form an NBP lookup by picking a zone and the type of device
or servicethey areinterested in. Thesetwo pieces of informationforman NBP
lookup equivalent to the following:

| want all devices of the chosen type (for example, afile server, amail server,
or a printer) in the chosen zone (service location) to respond to me (user
location) with their network addresses.

The lookup isthen sent to the appropriate zone. All devices or services of the
chosen type in the chosen zone respond with an NBP reply. An NBP reply,
depending on the content of the lookup, contains the name, type, and network
address (AppleTa k address) of the service provided by anode. Then,
applications base their communications with the device on its address. In
comparison, the service is related through its name. The NBP reply contains
information equivalent to the following:

The names and types of services available at this network address and zone
(service location) are sent back to the requesting station (the user location).

If filters have been configured for the receiving router, the router then usesthe
filtersto determine whether each NBP reply should be dropped or forwarded.

An AppleTak zoneisalogical grouping of devicesthat enablesuserstolocate
and access network servicesin the Chooser or other application. A zone name
isalogica name associated with some or all of the services on a network or
set of networks.

When you configure AppleTalk zone names in the router, the zone names are
atop-level organizer in the Chooser. A user selects the zone name that
indicates where aservice islocated; for example, azone named Building 1 or
Accounting could indicate where a server resides. When you click a service
icon (for example, aprinter icon) and sel ect azone name, the following events
occur:

1. The Macintosh sends out NBP Broadcast Request packets.

2. Therouter sends the NBP requests to the networks associated with the
sel ected zone name and forwards them to other routers when appropriate.

3. Theroutersdirectly connected to the networks associated with the
selected zone broadcast the NBP request to all nodes in the zone.



4. AppleTalk servicesin the selected zone send NBP reply packets back to
the Macintosh that originated the request, which displays the services
names in the Chooser.

For more information about zones, refer to:
+ Multiple Zones on a Network
* How Zone Information Is Maintained on an Internetwork

¢ Zones List Change on an Internetwork

Multiple Zones on a Network

Only one zone name is assigned to a nonextended network; therefore, all
nodes on that network belong to the same zone. On extended networks, each
network range can be associated with up to 255 zones. When a network is
associated with multiple zones, you configure the network with a zones list
that contains the name of each zone. A node on an extended network can
belong to only one zonein that list.

Each zoneslist has adefault zone. When anodefirst starts up, it residesin the
default zone. Each type of router can use its own method of defining which
zone is the default zone. However, the routers on an internetwork must agree
on which zone name is the default zone, and on the names in the zones list
associated with that physical wire. Novell Internet Access Server 4.1 routing
software uses the first zone in the list as the default zone. You can use
NIASCFG to change the defaullt.

Macintosh workstations belong to the default zone until the Macintosh user
chooses another zone in the Network Control Panel. The zonein which a
Macintosh workstation is registered is the zone in which its services, if any,
are advertised. The Macintosh user can use the Chooser to view and access
network servicesin any AppleTalk zone.

How Zone Information Is Maintained on an Internetwork

When you bring up an AppleTalk router on the network, it isinitialized with
its own zones and network numbers. It then begins to exchange routing
information packets with every adjacent router on the internetwork.

When other routers receive routing information packets informing them of a
new network on the internetwork, those routers send a query to the router that
represents the new network. The query asks for the zone name or zones list
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associated with it. The new router responds to this query with its zone
information. Eventually, al routers on the internetwork have an updated
global list of al zonesand networks on the entireinternetwork. Thisglobal list
enables al users on the internetwork to see servicesin al AppleTak zones.

Zones List Change on an Internetwork

The zones list associated with a network is changed by reconfiguring the
routers connected to the network. To accomplish this, bring down all the
routers connected to the network, except the seed routers. While you are
waiting for the routers to go down, change the zones list in each of the seed
routers, then bring down the seed routers. Bringing down al the routerson the
network times out the zones list.

After all the routers have been brought down, wait at least 10 minutes for the
old zones list to be removed from all the Zone Information tables on the
internetwork. Bring up the seed routers first, then bring up all the non-seed
routers on the network. They will learn the new zones list from the seed
routers.

If the user has configured static routes to the network in question, the user
must manually change the zoneslist for the static route. Bring the router down,
wait 10 minutes for the network to age out, then bring the router up again to
activate the change.

Internal Network

18 AppleTalk

The internal network enables you to advertise services in different zones on
the server. Without the internal network, you must advertise all of aserver's
print queuesand other servicesin asingle zone. With theinternal network, you
can advertise services on any internal network zone.

The internal network also enables you to access any of its services from any
working network that AppleTak is bound to. You can bind and unbind
interfaces—assign AppleTalk to specific interfaces—as often asnecessary. As
long as an interface is bound, the internal network and its services are
accessible.

Theinternal network always supportstwo nodes, the AppleTalk stack (node 1
on the internal network) and the AppleTalk router (node 2 on the internal
network). Nodes on the internal network are connection points between the
AppleTalk software and the internal network. They do not represent physical



devices. The interna network is avirtual network with no physical
components. It is entirely contained within the AppleTalk module. The
internal network appears to the router asif it were just one of a number of
networksto which the router isconnected. You configuretheinternal network
following the same configuration rules as when you configure an external,
physica network.

Theinternal networkisan extended network. Therulesfor extended networks
apply when you configure an internal network, with these conditions:

+ A range of oneisrequired. (User input is limited to asingle number,
which isthen automatically translated into arange. For example, if you
enter 12, it is trandlated automatically into arange of 12 to 12.)

+ Novell Internet Access Server 4.1 routing software enables a device to
advertise in any zone on the internal network. This capability letsyou
advertise print queues in different zones.

+ You cannot specify multiple zonesfor theinternal network of aserver that
uses transition routing. (See “ Transition Mode Routing” on page 26 for
an explanation of transition routing.) The sameistrue of any extended
network when transaction routing is configured.

+ AFPfile services are aways advertised in the default zone you enter
when you configure the internal network zones. If you do not specify a
default zone, thefirst zone is used as the default zone. You can use
NIASCFG to change this default zone.

When therouter receives AppleTak packets with a destination addressfor the
server itself, the router forwards the packets internally to the AppleTalk
protocol stack. For example, when a Macintosh user attemptsto log in to the
server, the router forwards the appropriate packets to the stack.

Packet Frame Types

The information governed by protocols is grouped into a series of bits that
includes data and control elements. That group is called apacket. The packet
information is transmitted as a group within a packet frame. A LAN driver
renders the different types of packet frames used by each network typeinto a
form that AppleTak can process. For more information about packet frame
types, refer to Inside AppleTalk, Second Edition .

The following AppleTalk LAN packet frame types are supported by the
Novell Internet Access Server 4.1 routing software:
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*

ARCnet (actual frametypeisNOVELL_RX_NET)
Ethernet_ SNAP

Ethernet_I1 (for AppleTalk Phase 1 and EtherTalk 1.0 only)
FDDI_SNAP

Local Talk

+ Token-Ring_SNAP

*

*

*

*

The routing software supports the following AppleTak WAN packet frame
types:
¢ ATM
¢ Framerelay
+ ISDN
* PPP
SNA LINKS
X.25

*

*

AppleTalk Routing Concepts

20 AppleTalk

By connecting AppleTalk networks to other AppleTalk networks, the
AppleTalk router creates an internetwork. You can use an AppleTalk router to
do the following:

+ Connect different types of AppleTalk networks, such as Loca Talk,
EtherTalk, TokenTak, and ARCnet

+ |solate traffic on different parts of the internetwork

+ Expand an internetwork

When the AppleTalk router is connected to two or more network segments, it
receives packets from a node on one network segment and forwards them to
the destination node on another network segment.

Each network on an internetwork is assigned a unique identifier, specifically
an address made up of anumber or range of numbers. Every AppleTak packet
sent out on the internetwork includes the network number of its destination.
The router isaforwarding device. It receives packets on one of its networks,
consults the destination network number, and forwards the packet to the
proper network.



Figure 2

TokenTalk EtherTalk

An AppleTak router forwards AppleTalk packets between the Macintosh
computers and servers on the two networks, as shown in Figure 2.

Routing on an AppleTalk Network

AFP File Server

AppleTalk
Router

Routing Protocols

Novell Internet Access Server 4.1 routing software supportsthe Routing Table
Maintenance Protocol (RTMP) and the AppleTalk Update-Based Routing
Protocol (AURP).

Routers use routing protocols to create and dynamically maintain a database
of routing information called the Routing Information Table . This table
contains information about all the networks on the AppleTalk internetwork.
Therouter uses thisinformation to forward packetsto their destinations by the
best possible route.

AppleTalk routing tables contain an entry for every network in the
internetwork. AppleTalk learnsthe network rangesand/or network numbers of
itsdirectly connected interfaces through configuration of the seed router. If the
router is configured as a non-seed router, the router listens to seed routers on
the network and learns addressing information about its directly connected
interfaces. An AppleTalk router learns about networks not directly connected
to it through the exchange of routing information with each of its neighbors.

A router's neighbor is arouter that has at least one interface on the same
network. By learning its neighbor's routing information, the router learns
about the entire internetwork.

For more information about routing protocols, refer to:
+ Routing Table Maintenance Protocol
+ AppleTalk Update-Based Routing Protocol
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Routing Table Maintenance Protocol

AppleTak generally uses RTMP to transmit routing information to
neighboring routers. It broadcasts its routing information every 10 seconds to
all directly connected networks.

To save network bandwidth, RTMP provides distance vector, split-horizon
routing . In split-horizon routing, arouter does not advertise routes it learns
from an interface through the same interface, because neighboring routers
reachable through that interface know the information aready.

RTMP has amaximum hop count of 15. (Hop count is the number of routers,
or hops, that must be traversed to reach the destination network.) If nodes on
an AppleTalk internetwork are separated by morethan 15 routers, they cannot
communicate.

AppleTalk Update-Based Routing Protocol

AURP isatunneling and arouting protocol. It is an enhancement of RTMP.
AURP provides the feature of AppleTalk tunneling in TCP/IP. This feature
enablestwoisolated AppleTalk networksto be connected by way of a TCP/IP
network. AURP provides update-based routing and reliable delivery of
routing information. To reduce the amount of bandwidth, update-based
routing sends updates to peer routers only when network routing information
changes, rather than sending periodic broadcasts of the routing table.

Like RTMP, AURP also provides distance vector, split-horizon routing. It has
amaximum hop count of 15. A tunnel counts as one hop.

NOTE: The Novell Internet Access Server 4.1 routing software supports the
minimal set of AURP features defined in RFC 1504.

Benefits of AURP

AURP isuseful in the following scenarios:

+ You want to connect isolated AppleTalk networks by way of an existing
TCP/IP internetwork. Thisisreferred to as tunneling .

+ You prefer to use only | P through your backbone network, but you have
isolated AppleTak networks that you want to connect.

+ You have AppleTak networks connected over aslow WAN link. To
minimize bandwidth, AURP sends routing information to peer routers
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only when there is a change in routing information; yet AURP keeps the
routing tables up-to-date.

On a stable network, AppleTalk routers using RTMP broadcast the same
information to each other continuously. Because most networks are stable
after initial setup, these frequent broadcasts unnecessarily consume bandwidth
that could be used to transport more user data. Thisis particularly noticeable
on slow WAN links. Unlike RTMP, AppleTalk routers using the AURP
protocol exchange routing information only when a change occursin the
internetwork.

Routing information exchanged with AURP must be communicated reliably.
Because only changes are communicated among AURP routers and because
thisinformation is not sent periodically (that is, on a set schedule) to peer
routers, the possibility of lost information isincreased. Therefore, AURPisa
transport protocol that provides reliable delivery. It requires the receiving
router to acknowledge the receipt of the updates.

NOTE: The AURP transport ensures reliable delivery of routing packets only.
AppleTalk protocols, such as ATP, ASP, PAP, and ADSP, ensure reliable delivery of
AppleTalk data packets.

For more information about using AURP for tunneling AppleTalk through IP,
including configuration information, refer to “ Setting Up” in the routing
documentation for AppleTalk.

AppleTalk for WAN Connections

AppleTalk supports the following WAN connections:
¢ Permanent and on-demand unnumbered point-to-point links

+ Permanent numbered point-to-point links, extended and nonextended
network

+ Permanent multiaccess links, extended and nonextended network

Unnumbered point-to-point links are supported for both on-demand and
permanent WAN links to a remote peer. We recommend sel ecting thistype of
WAN connection. On-demand unnumbered point-to-point links are supported
over ATM, PPP, PPP/ISDN, and X.25 links.

Numbered point-to-point links are supported for permanent WAN links
running over NetWare Link/PPP™ software and PPP/ISDN software. PPP/
ISDN software allows a numbered point-to-point link to support only one
connection to aremote peer.
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Multiaccesslinks are supported for permanent WAN linksrunning over ATM,
frame relay, and NetWare Link/X.25™ software. Multiaccess links support
multiple connections to remote peers and are modeled asa LAN.

Numbered point-to-point and multiaccess links are offered only to allow
interoperability with vendors that do not offer unnumbered point-to-point
mode.

WAN Network Support

AppleTak permits WAN connections over the following protocols:
¢ ATM
¢ Frame relay
* PPP
+ PPP/ISDN
+ X.25

Connecting to Other WAN Vendors

AppleTalk enablesyou to configureall the previously listed WAN mediatypes
to connect with other vendors, such as the following:

¢ 3Com* Corporation
¢ Cisco Systems*
+ Wellfleet

In addition, the software allows a WAN connection with avendor not
compatible with any of the network typeslisted previously. You can specify to
the mediathe protocol identifier of a WAN vendor along with a network type
that it supports.

Seeding State
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Seeding refersto an AppleTalk router's ability to teach other routerson a
connected network about the network configuration. A non-seed router (often
called alearning router ) learns its configuration information from a seed
router (often called a configured router ). The Network Range and Zone
option (found in the AppleTak Bindings configuration screen in NIASCFG)
enables you to configure either a seed or a non-seed interface.



At least one router on a network must be a seed router. If the network isan
extended network, a seed router is configured with a network number range
and a zones list for the network. If the network is a nonextended network, a
seed router is configured with asingle network number and a single zone
name for the network. Non-seed routers on the network learn this network
number range and zone information dynamically from the seed router.

The seeding state option appliesindividually to each router interface. One
interface can be specified as learning , whereas another can be specified as
configured . If you configure an AppleTalk router interface as alearning
interface and there is no seed router on that cable, the AppleTalk router
remains inactive on that interface until it receives configuration information
from a seed router on the network.

Benefits of the Seeding State Option

The seeding state option provides these benefits:

+ When you specify the non-seed option for an interface, the router obtains
anetwork configuration consistent with other routers connected to that
network.

+ |f you use one seed router and have learning interfacesin all other
AppleTak routers connected to the network, you can later change the
network or zone configuration much more easily. Instead of reconfiguring
all routers on a network, you can bring down all routers and reconfigure
only the seed router. After the old network and zones lists are aged out
from the internetwork, restart the reconfigure routers. The seed router
updates the other routers with the new information.

How the Seeding Feature Works

AppleTak routers use RTMP to distribute network configuration information.
Every 10 seconds, each AppleTalk router broadcasts RTMP packets
containing information about networks, including the directly connected ones.
Other AppleTalk routersreceive the RTM P packets and use theinformation to
build and maintain a complete view of the AppleTalk internetwork.

When you configure the AppleTalk router with one or more learning
interfaces, it uses information received in the RTM P packets to acquire the
network number on alearning interface. Then it sends arequest for that
network's zone information.
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If you configure the network and zone information in the Novell Internet
Access Server 4.1 routing software, the AppleTalk router triesto validate the
configured information against advertised information from any other routers
on the network. If thereisaconflict, the router does not bind tothe LAN card
and an error message appears, indicating whether the conflict isin the network
number, the default zone, or the zones list. This error message also displays
the address of the router from which it received conflicting information. If
such a conflict occurs, determine what the correct network and zone
information should be, then use NIASCFG to reconfigure the router.

Transition Mode Routing

Transition mode is away of configuring Phase 2 routers so that they can
operate with Phase 1 routers on an internetwork. This section describes how
to configure AppleTalk for NetWare on an internetwork that includes one or
more AppleTalk Phase 1 routers.

For more information about transition mode routing, refer to:
+ What the Router Does in Transition Mode
+ How Transition Mode Affects Extended Networks

¢ Rulesfor Setting Up a Transition Mode Configuration

What the Router Does in Transition Mode
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When you configure arouter in transition mode, that router is prepared to send
out Phase 1-compatible RTMP and NBP packets.

RTMP packets contain information about networks known to the router. By
passing this information among themselves every 10 seconds, AppleTalk
routers update and maintain their view of the internetwork. NBP packets are
used to look up devices on the internetwork.

When the Phase 2 router isnot in transition mode, it always sends out Phase 2
RTMP and NBP packets. Phase 2 RTMP packets can contain information
about extended networks. A Phase 1 router cannot read the Phase 2 packets
and cannot incorporate the Phase 2 information into its routing tables.

Under Phase 2, to find an entity on the internetwork, a node sends an NBP
Broadcast Request packet to the closest router. If the requested entity resides
on the network directly connected to that router, the NBP Broadcast Request
packet is converted into a Lookup packet.



If the requested entity resides on a remote network, the router converts the
NBP Broadcast Request packet into a Forward Request packet for each
network containing nodesin the zone specified in the NBP Broadcast Request
packet. Then the NBP Forward Request packet is transmitted to arouter
directly connected to the network on which the entity resides. When thisrouter
receives the NBP Forward Request packet, it convertsit to a L ookup packet
and broadcastsit to al nodes in the proper zone on the local network.

When the Phase 2 router isin transition mode, it sends out Phase 1-compatible
RTMP packets. A Phase 2 router in transition mode also does not convert
Broadcast Request packets into Forward Request packets. Rather, it sends
Broadcast Request packetsto arouter directly connected to the network on
which the requested entity resides, whether that network islocal or remote.

In transition mode, to avoid extended ranges and zoneslistsincomprehensible
to a Phase 1 router, all Phase 2 routers must observe these addressing
constraints:

+ On extended networks, the first number in the network range must be
equal to the last number in the range, asin 10 to 10.

+ On extended networks, the zones list must have only one zone.

How Transition Mode Affects Extended Networks

The addressing constraints in transition mode limit extended networksto 253
devices. If you must support more devices, you cannot use transition mode.
Your aternativeisto upgrade the Phase 1 routersto AppleTalk Phase 2 so that
you do not need to use the transition mode.

Rules for Setting Up a Transition Mode Configuration

When you configure Novel Internet Access Server 4.1 routing software in
transition mode for extended networks, the following conditions must bein
effect:

+ Phase 1 routerstypically predate the introduction of AppleTak Phase 2
and have not been upgraded to support Phase 2. You can connect Phase 1
routers only to nonextended networks (EtherTalk 1.0, ARCnet, and
Loca Talk) because Phase 1 does not support extended networks
(EtherTak 2.0, TokenTalk, and FDDITalk). However, having
nonextended networks on an internetwork does not necessarily mean that
aPhase 1 router is present.
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+ |f theinternetwork has Phase 1 routers and you want to keep them
installed and configured as Phase 1 routers (rather than upgrade them to
Phase 2), you configure all Phase 2 routers on the internetwork in
transition mode. When you do that, the Phase 2 router modifiesits
behavior to operate with a Phase 1 router.

+ The Type of Packet Forwarding option must be set to Transition (Phase
1 and 2) from the AppleTalk Configuration screen.

+ On extended networks, the first number in the network range must be
equal to the last number in the range, asin 10 to 10.

+ On extended networks, the zones list must have only one zone.
Nonextended networks should be configured as usual.

As usual, the network number or range you assign to an interface must be
unique on the internetwork and consistent for all routers on that network
segment. The zone name you assign to an interface must also be consistent for
all routers on that network segment.

Simple Network Management Protocol
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A Simple Network Management Protocol (SNMP) Agent is softwarethat acts
as an intermediary to receive SNM P requests and distribute them to the
protocal stack. An SNMP Agent also relays replies from the protocol stack to
aconsole utility. To provide information about the AppleTak network,
Novell'sSNMP Agent, SNMP.NLM, communicates with the AppleTalk stack
and router, contained in APPLETLK.NLM.

For remote access to network management information, SNMP.NLM uses
either the Datagram Delivery Protocol (DDP), the Internetwork Packet
Exchange™ (IPX™) protocol, or the TCP/IP protocol stack as atransport
protocol. DDPis native to AppleTalk and is supported by APPLETLK.NLM.
IPX isthe primary protocol used by the NetWare IPX Router™ software and
is supported by NetWare. TCP/IP support is provided with TCPIPNLM and
isincluded with NetWare.

You need an SNM P management console application to retrieve AppleTalk
data. Most third-party applications use TCP/IP to retrieve network
management data from routers and servers on the network. However,
APPLETLK.NLM enables an SNMP console to use DDP as the basic
transport for communication with SNMP.NLM. Novell Internet Access Server



4.1 routing software can aso support SNMP over TCP/IP, but this scenario
requires that TCPIPNLM also be loaded on the NetWare server.

Enabling SNMP Support on the AppleTalk Network

You do not need to enable SNMP. It is loaded and enabled along with the
AppleTalk software. To access SNMP information about the local Novell
router, load ATCON.

For moreinformation about SNM P support and ATCON, refer to“ Setting Up”
in the routing documentation for AppleTalk.

SNMP Operations on the AppleTalk Network

SNMP support in Novell Internet Access Server 4.1 is compliant with the
AppleTalk MIB specification (described in RFC 1243). A Management
Information Base (MIB) isa collection of objects an application can access
through SNMP. The AppleTalk MIB specification describes the following
groups of objects:

*

Loca Talk Link Access Protocol (LLAP)—This group provides
information about all Loca Talk interfaces on the server. Only the objects
[laplnPkts and |lapOutPkts are supported.

AppleTalk Address Resolution Protocol (AARP)—This group maps
AppleTak node addresses and the addresses of the underlying Data-Link
layer for datalinks other than Local Talk. This group provides aview of
the AARP Address Mapping table.

AppleTak Port (ATPort)—An AppleTak port isalogica connection to
anetwork over which AppleTalk packets can be transmitted. This group
of objects provides information about the configuration of each
AppleTak port.

Datagram Delivery Protocol (DDP)—This group provides statistical
counters on the operation of DDP.

Routing Table Maintenance Protocol (RTMP)—This group shows the
table that the AppleTalk router usesto forward datagrams on the
AppleTak internetwork.

Kinetics Internet Protocol (KIP)—Thisversion of APPLETLK.NLM
does not support this group. In other implementations of AppleTalk, this
group provides status and routing information in atunneling
environment.
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¢ Zone Information Protocol (ZIP)—This group shows the mapping of
networks and zone names of which the AppleTak router is aware.

+ Name Binding Pratocol (NBP)—This group provides information about
the NBP table containing services registered with NBP and statistics
about NBP operationsin the server.

+ AppleTalk Echo Protocol (AEP)—AEP isa Transport-level protocol that
can verify the status of nodes on the internetwork. This group provides
statistics about the operation of AEP.

APPLETLK.NLM supports the Get and GetNext SNMP operations. It does
not support the Set SNMP operation or SNMP Traps.
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Planning

This section describes the decisions that you must make before you configure
AppleTalk for the Novell® Internet Access Server 4.1 routing software.

For information about general AppleTalk concepts, refer to “ Understanding.”

Configuration Decisions

This section provides you with the information you need to decide whether a
featureisuseful inyour environment and how to configure afeatureto fit your
needs. How you configure AppleTak beyond the most basic configuration
depends on the following decisions:

¢ Whether to usethe computer asarouter or asan end node

The Packet Forwarding parameter controls AppleTalk routing. Enable
this parameter if you want your computer to operate as an AppleTalk
router. Disableit if you want your computer to operate as an end node.

Select an end node configuration only if you are using AppleTalk for
NetWare to support applications and you already have another AppleTalk
router that provides connectivity to other networks.

For moreinformation, refer to “ Enabling Expert Configuration Options.”
+ Whether your network supports Phase 1 or Phase 2 routing

The Type of Packet Forwarding option you select depends on the type of
AppleTak routing your network supports. The default is Phase 2 . Select
Transition (Phase 1 and Phase 2) if you need to connect to Phase 1
routers.

Thetypeof AppleTalk routing your network supports depends on thetype
of mediaused. An extended network, such asEtherTalk 2.0, supports both
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Phase 1 and Phase 2 routing. Nonextended networks, such as Local Talk,
ARChnet, and EtherTalk 1.0, support only Phase 1 routing.

For more information, refer to “Configuring Basic AppleTalk
Parameters.”

Whether to use an internal networ k

The Internal Network , Network Number , and Network Zone(s) List
parameters let you configure an internal network to enable application
support on the internal network.

For more information, refer to “Configuring an Internal Network” on
page 38 and “Internal Network.”

If you are configuring a WAN connection, whether touse a
permanent or an on-demand link .

Determine whether the interface to which you are binding AppleTalk
should bring up apermanent or an on-demand link to the remote peer. For
permanent connections, specify WAN call destinations for the interface
during binding configuration. For on-demand calls, specify an on-
demand WAN call destination for the interface during binding
configuration, then specify the static route configuration for that call
destination.

Advantages of using on-demand connections include the following:

+ On-demand WAN connections usually cost less than permanent
WAN connections.

+ After an on-demand connection terminates, you can use the same
interface to establish another on-demand connection to a different
location. Unlike permanent WAN connections, no service provider
involvement is necessary to connect to a different destination.

Disadvantages of using on-demand connections include the following:

+ On-demand connections are configuration-intensive; therefore, they
are more prone to operator errors. You must list all the networks
(through static routes) that users might need to get to the other end of
the connection.

+ To prevent periodic routing traffic from keeping the on-demand
connection active continuoudly, static route configuration is
required. Because static routes do not get updated dynamically,
packets are sent to a destination even if the actual network is
disconnected or down temporarily.



+ |f, while using the Macintosh Chooser, auser accidentally browsesa
zone located at the other end of an on-demand connection, the
connection will be brought up to retrieve the service information. As
aresult, unexpected cost isincurred.

+ |f auser connectsto afile server over an on-demand connection but
sends no data, the connection will not time out and disconnect. The
file server constantly sends tickle packets, keeping the connection
active.

To configure AppleTak to run over an on-demand connection, you must
enable the Static Routes for On Demand Calls inthe AppleTak protocol
configuration, and enter static routes for your on-demand call in Static
Routes Configuration when configuring the WAN call destination during
the binding configuration.

For more information, refer to “Configuring AppleTalk for LAN
Connections.”

If you areconfiguring a permanent WAN connection, whether to use
an unnumbered point-to-point link, a numbered point-to-point link,
or amultiaccess link

Unnumbered point-to-point links do not require a network number or a
zone name. Numbered point-to-point links and multiaccess links require
anetwork number (or network range), zone(s) list, and peer address
configuration. AppleTalk for NetWare supports on-demand linksonly in
the unnumbered point-to-point mode.

Use unnumbered point-to-point when connecting two Novell Internet
Access Server 4.1 peerstogether. Select numbered point-to-point to
connect to third-party routers that do not support unnumbered schemes.
Select multiaccess to connect with a third-party router that requires
multiaccess configuration using ATM, frame relay, or X.25 links.

Numbered and multiaccess link configurations are created only to alow
interoperability with other AppleTalk router vendors that do not
implement unnumbered point-to-point links.

For more information, refer to “Configuring Basic AppleTalk
Parameters.”

Whether your router will be a seed router

A seed router propagates network and zone configuration information to
other routers in the network. A non-seed router learnsits configuration
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information from the seed router. The seeding state is configured
individually for each interface.

At least onerouter on an AppleTalk network must be aseed router. If you
have more than one seed router on a network, the network number/range
and zone(s) list configuration must be the same for all seed routers.

Non-seed routers learn the network number and zone name from a seed
router on the network. Therefore, if you need to reconfigure the network
addressing, you need to change the configuration only on the seed router
and restart all the directly connected non-seed routers, rather than
reconfiguring all the routers.

However, before restarting the routers with new configuration
information, you must wait 10 minutesto make sure the changed network
and zone names are aged out from the internetwork.



Configuring

Setting Up

TheAppleTak for NetWare® protocol offersaset of configurable parameters
you can use to modify the default characteristics of the protocol, to configure
it to run over aWAN connection, or to configure it to run over an IP tunndl.

To configure AppleTalk for the Novell® Internet Access Server 4.1 routing
software, you must enabl e the protocol, set its various options, and bind the
protocol to a network interface. To configure or change any AppleTalk
options, run the Novell Internet Access Server Configuration utility
(NIASCFG).

This section helps you configure basic and advanced options for AppleTak
for Novell Internet Access Server 4.1. During basic configuration, default
protocol parameters were set and the network protocols were bound to
network interface boards.

For information about general AppleTak concepts, refer to “ Understanding.”

Basic AppleTalk Parameters

AppleTak can be routed over aLAN or WAN by use of Novell Internet
Access Server 4.1. You can configure AppleTalk to run over permanent or on-
demand WAN connections, and provide application support through the
internal network or on abound LAN interface. The basic AppleTalk
configuration parameters modify the default behavior of the protocol and how
itisused for LAN or WAN connections.

Thistopic contains the following sections:
¢ Enabling AppleTalk
¢ Enabling Packet Error Detection
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¢ Configuring an Internal Network
¢ Enabling Static Routes for On-Demand Calls
+ Enabling Expert Configuration Options

Enabling AppleTalk
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AppleTak addressing consists of anetwork number and a node number. Each
node dynamically acquires aunique 8-bit node number when it connectsto the
network. The node tries to use the same address when it connects to the
network again. If that addressis not available, it tries other numbers until it
finds a unique address.

The network portion of the address, aswell asthe zone assignments, can be of
two forms, depending on whether the network is an extended or a
nonextended network.

When anonextended network isused, you assign asingle network number and
asingle zone nameto each network. Thislimitsthe total number of nodes per
network to 254 (nodes 0 and 255 are reserved).

When an extended network is used, you assign a network number range and a
zone(s) list to each network. You can assign any contiguous range of network
numbers between 1 and 65279 to a network segment. Each network number
within the assigned range can support up to 253 nodes, which increases the
theoretical limit of the number of nodes per network to greater than 16 million
(nodes 0, 254, and 255 are reserved).

An AppleTak zone isalogical grouping of devices that enables usersto
locate and access network services, such as printing. A zone nameisalogical
name associated with some or al of the services on a network or set of
networks.

To enable AppleTal k and configure the basic AppleTak parameters, complete
the following steps:

1 Load NIASCFG, then select the following parameter path:

Select Configure NIAS > Protocols and Routing > Protocols >
AppleTak

2 Select AppleTalk Status .
Select Enabled .



If you disable the AppleTalk Status parameter, the configuration of the
protocol is saved, but AppleTalk is not active.

3 Select Packet Forwarding .
Select Enabled (Router) .

When the Packet Forwarding parameter is disabled, the system behaves
like an end node and does not forward AppleTak packets from one
network to another.

NOTE: Changing Packet Forwarding from Enabled to Disabled , or Disabled to
Enabled , will cause all AppleTalk bindings to be deleted. As a precaution, you
should write down the binding parameters for all AppleTalk bindings so that you
can reconfigure them if necessary.

4 Select Type of Packet Forwarding .

AppleTak for NetWareisaPhase 2 router. Select Transition modeif you
must support Phase 1 AppleTalk routers. Otherwise, leave the default,
Phase 2 , selected.

Onceyou select Transition , each extended network number must have a
range of one and can have only one associated zone name.

If you want to configure other parameters, do so now. When you are
finished, complete Step 5 and Step 6.

5 If youwant to savethesechanges, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
Internetworking Configuration menu.

6 If you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.

Enabling Packet Error Detection

Usethis procedure to detect packet errors. We recommend that you leave DDP
Checksum disabled under most circumstances.

To enable DDP Checksum , complete the following steps:
1 Follow the stepsin “Enabling AppleTak.”
2 Select DDP checksum .
Select Enabled .
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If you want to configure other parameters, do so now. When you are
finished, complete Step 3 and Step 4.

3 If youwant to savethese changes, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
Internetworking Configuration menu.

4 |f you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.

Configuring an Internal Network

Aninternal network isavirtual network contained within the AppleTalk
module. It has no physical componentsand it appearsto therouter asif it were
one of a number of networks to which the router is connected. The interna
network supports two nodes, the AppleTak stack (node 1 on the internal
network) and the AppleTak router (node 2 on the interna network).

Packets must be routed from an externa network interface to the interna
network. Because the internal network requires an address, it takes up a
network number. If you configure AppleTa k without configuring an internal
network, to allow application support you must configure one of the bound
LAN interfaces.

Thisprocedure enablesyou to create an internal network; however, AppleTalk
can operate without an internal network.

To configure an internal network, complete the following steps:
1 Follow the stepsin “Enabling AppleTak.”
2 Select Internal Network .
Select Enabled .
3 Select Network Number .

Assign a unigue network number between 1 and 65279 to your interna
network.

4 Select Network Zones List .

Toadd azoneto thelist, pressIns and enter the name of desired network
zones. You can enter up to 255 zone names. If your router uses
transitional routing, it is allowed to use only one zone name. Each zone
name can be up to 32 characters.
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If you want to configure other parameters, do so now. When you are
finished, complete Step 5 and Step 6.

5 If youwant to savethesechanges, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
Internetworking Configuration menu.

6 If you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.

Enabling Static Routes for On-Demand Calls

This procedure lets you set up static route configurations that AppleTak
recognizes.

To enable static routes for on-demand calls, complete the fol lowing steps:
1 Follow the stepsin “Enabling AppleTak.”
2 Select Static Routes for On Demand Calls.
Select Enabled .

If you want to configure other parameters, do so now. When you are
finished, complete Step 3 and Step 4.

3 If youwant to savethese changes, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
Internetworking Configuration menu.

4 |f you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.

Enabling Expert Configuration Options

The Expert Configuration optionsallow you to configure advanced AppleTak
features, such asidentifying the Protocol ID (PID) for third-party WAN router
vendors. Use this option if your configuration involves a WAN connection
connecting AppleTalk for NetWare with another vendor's implementation of
AppleTalk, such as the following:

+ AppleTalk over frame relay
+ AppleTalk over X.25
+ AppleTak over ATM

SettingUp 39



To enable the Expert Configuration options, complete the following steps:
1 Follow the stepsin “Enabling AppleTak.”
2 Select the Expert Configuration Options menu.
Select Vendor Providing AppleTalk over X.25 on the Other Peer when

you want to make an X .25 connection with another vendor. Depending on

the vendor to whom you will connect, select Cisco, Novell , or Other .
When you select Other , you are prompted to enter the vendor's Protocol

ID. Usethe default (Novell ) unless the vendor does not use the standard

Protocol ID.

Select Vendor Providing AppleTalk over X.25 on the Other Peer when
you want to make this type of connection. Depending on the vendor to
whom you will connect, select 3Com/Cisco , Novell , or Other . When

you select Other , you are prompted to enter the vendor's Protocol ID. Use

the default (Novell ) unlessthe vendor does not use the standard Protocol
ID.

Select Configure other WAN Media Type PID when you want to make a
connection other than X. 25 or frame relay. The Other WAN mediaPIDs

screen is displayed. Press Ins, then select a WAN mediatype.

NOTE: It is not possible to configure more than one Protocol ID for each WAN
media type. That is, the same Novell Internet Access Server 4.1 router cannot
connect to routers using different Protocol IDs for X.25 at the same time.

If you want to configure other parameters, do so now. When you are
finished, complete Step 3 and Step 4.

3 If youwant to savethese changes, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
Internetworking Configuration menu.

4 If you want these changes to take effect immediately, select Reinitialize

System from the Internetworking Configuration menu. Select Yes when

prompted.

Configuring Your PC Router as an AppleTalk End Node
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TheNovell Internet Access Server 4.1 routing software allowsyou to turn off,

or disable, AppleTalk routing on adedicated router or NetWare file server. A
NetWare system with AppleTalk routing disabled operates as an AppleTalk

end node. If you areusing AppleTalk for NetWare only to support applications

onalLAN, and you already have another AppleTalk router that provides



connectivity to other networks, an end node configuration has the following
characteristics:

+ An end node does not periodically broadcast routing table maintenance
protocol packets. More network bandwidth can be used for data rather
than for routing traffic.

+ Anend node does not require any network number or zone configuration.
It assumes the network number and zone from the network to which the
AppleTak interface is connected.

For AppleTak to support file and print services, NetWare for Macintosh
should be installed before Novell Internet Access Server 4.1.

Features such asfiltering, WAN support, AURP, and internal network support
are available only if AppleTak for NetWare is configured as a router.

How to Configure Your PC Router as an AppleTalk End Node
To turn off AppleTalk routing and configure AppleTalk as an end node,
complete the following steps:
1 Load NIASCFG, then select the following parameter path:
Select Configure NIAS > Protocols and Routing
2 Configurethe LAN board.

For information about configuring boards, refer to Setting Up in the
Boards documentation.

3 Select the following parameter path:
Select Protocols > AppleTalk > Packet Forwarding > Disabled

When packet forwarding is disabled, the system does not route AppleTalk
packets from one network to another.

NOTE: Because all previous AppleTalk bindings will be deleted after changing
Packet Forwarding to Disabled , make sure AppleTalk is bound to a network
interface. When you configure AppleTalk as an end node, you can bind AppleTalk
to only one LAN interface. If you want the application services to be registered in
a zone other than the default zone, in the binding menu enter the name of the zone
in which you want the services to be registered.
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To configure AppleTalk for aLAN connection and bind it toaLAN interface,
complete the following steps:

1

Load NIASCFG, then select the following parameter path:
Select Configure NIAS > Protocols and Routing
Configure the LAN board.

For information about configuring boards, refer to Setting Up in the
Boards documentation.

Configure the basic AppleTalk options, including Type of Packet
Forwarding , Filtering Support , and Internal Network , if necessary.

For information about these AppleTalk options, refer to “ Configuring
Basic AppleTak Parameters.”

Select the following parameter path:
Select Bindings > press Ins > anetwork interface

NOTE: You must enable and configure AppleTalk before you can bind AppleTalk
to an interface.

Configure the following options:

5a Select Network Range and Zone configuration to establish whether
thisis a seed or non-seed router.

NOTE: At least one router on the network must be a seed router. The seeding
state is configured individually for each interface.

The network and zone configuration is propagated through seed
routers. A seed router can teach other routers on anetwork about the
network number or range and zone configuration. A non-seed router
(or learning router ) learns its configuration information from the
seed router.

For a nonextended network, the seed router is configured with the
network number and zone name for the network. For an extended
network, the seed router is configured with anetwork range and a
zone(s) list for the network.

For more information about seeding, refer to “ Understanding.”
5b Select the type of AppleTak network.



An extended network supports a network range and multiple zones.
A nonextended network supports one network number and one zone.

On an extended network, such as EtherTalk 2.0, each network
number within the assigned range can support up to 253 nodes.
(Node numbers 0, 254, and 255 are reserved.)

On anonextended network, such as Local Talk, ARCnet, and
EtherTalk 1.0, the total number of nodesis limited to 254. (Node
numbers 0 and 255 are reserved.)

NOTE: AppleTalk supports nonextended networks only for ARCnet networks.
The user must ensure that AppleTalk is bound to an ARCnet interface using
only the nonextended network type.

5¢ Select Provide Applicationson thisInterface and ApplicationsZone
Name if you want application support through the interfacewhen the
internal network is disabled.

You can provide application support through the internal network or
the LAN interface. You can configure application support through
the interface only when the internal network is disabled. You can
select only one LAN interface to provide AppleTalk application
support.

For more information about internal networks, refer to
“Understanding.”

If you want to configure other parameters, do so now. When you are
finished, complete Step 6 and Step 7.

6 If youwant to savethesechanges, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
I nternetworking Configuration menu.

7 If you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.

Configuring AppleTalk for WAN Connections

AppleTalk supports the following WAN connections:
¢ Permanent and on-demand unnumbered point-to-point links
+ Permanent numbered point-to-point links

* Permanent multiaccess links
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We recommend sel ecting unnumbered point-to-point WAN connections.
Multiaccess and numbered point-to-point links are offered mainly to allow
interoperability with other router vendors that do not offer unnumbered point-
to-point mode.

To configure AppleTalk to run over aWAN connection, you must complete
the following tasks:

1

Configure the WAN interface you are using for your connection.

For information about setting up PPP, PPP/ISDN, or other WAN
interfaces, refer to "Setting Up" in the documentation for the appropriate
WAN protocol.

Configure the WAN call destination for your WAN connection.

For information about setting up permanent or on-demand WAN call
destinations, refer to Setting Up inthe NetWare Link/PPP documentation.

Configure the basic AppleTak options, such as Type of Packet
Forwarding , Filtering Support , and Internal Network , if necessary.

For information about these AppleTalk options, refer to “ Configuring
Basic AppleTak Parameters.”

Configure the following AppleTalk options, if necessary:

a. Static Routesfor On-Demand Calls, if you are setting up AppleTalk
over an on-demand WAN connection.

b. Expert Configuration Options, if your configuration involves a
WAN connection (framerelay, X.25, ATM, or other WAN media)
over which AppleTalk for NetWare interoperates with another
vendor's AppleTalk implementation.

Bind AppleTak to aWAN interface, including the following options:

a. WAN Network Mode, to establish whether thisis anumbered point-
to-point, unnumbered point-to-point, or multiaccess interface.
Numbered point-to-point and multiaccess modes are offered mainly
to allow interoperability with other vendors that do not offer
unnumbered poi nt-to-point mode.

b. AppleTak Network Type, which is reguired for numbered point-to-
point and multiaccessinterfaces. Select NonExtended or Extended ,
depending on the other vendor's implementation of AppleTak over
that WAN media



¢. Network Range/Number , to specify the network range for extended
networks or a single network number for nonextended networks.
This parameter is used for numbered point-to-point and multiaccess
configuration.

d. Local AppleTalk Address and Zone List, to identify this WAN
interface. Each numbered point-to-point or multiaccess link must
have a unique address. This parameter is active only if you sdlected
numbered point-to-point or multiaccessasthe WAN Network Mode.

e. WAN Call Destinations, which can be any one of three types:
permanent automatic, permanent manual, or on-demand. If the link
is permanent automatic, the list includes WAN call destinations that
should make the call automatically when the router comes up and/or
the remote node address of the WAN call destination peer. For on-
demand calls, the list includes WAN call destinations and static
routes for the WAN call destinations for unnumbered point-to-point
interfaces.

f. Negotiation , to negotiate the RTMP updates interval for this
interface. If set to Yes, thisinterface will negotiate all incoming cals
using the Routing Update Timer value specified in the next field.
Any manual callsthat are not configured in this interface's peer list,
but are executed through the Call Manager utility (CALLMGR), will
use the setting of the Negotiation and Routing Update Timer fields
as defined here.

If thisisalink to aremote Novell Internet Access Server 4.1 peer, set
the Negotiation valueto Yes. In most cases, third-party vendors
might not understand our negotiation packet; therefore, setting the
Negotiation valueto No and specifying avalue for the Routing
Update Timer will force thisinterface to transmit RTMP packets
within the specified time without going through the negotiation
process.

0. Routing Update Timer , to specify the number of seconds between
updates of the routing table. The called and calling routers should be
configured to use the same value. If they have different values, the
shorter timeis used. Note that using along time value resultsin a
prolonged route convergence time.

Thistopic contains the following sections:
¢ Configuring AppleTalk for a Permanent Connection

+ Configuring AppleTalk for an On-Demand Connection
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¢ Configuring the WAN Network Mode
+ Binding AppleTalk to aWAN Interface

+ Using Interface Groups

Configuring AppleTalk for a Permanent Connection

46 AppleTalk

A permanent call isaways active between the local router and the remote
peer router associated with a WAN call destination. The call remains active
until AppleTalk is unbound from the board, or until the call is disconnected
using CALLMGR from the calling router. If the disconnect isinitiated from
the called router, the calling router will try to reestablish the call if the call's
Retry Mode parameter is set to Retry All Failures. For adetailed discussion
of the options for the Retry M ode parameter in the WAN Call Destination
configuration menu, refer tothe previous WAN Call Destination section. If the
connection fails at the initial call attempt, the calling router immediately tries
to establish the call again.

To configure AppleTalk for a permanent WAN connection, complete the
following steps:

1 Load NIASCFG, then select the following parameter path:
Select Configure NIAS > Protocols and Routing
2 Configurethe basic AppleTalk options.

For information about the basic AppleTak configuration options, refer to
“Configuring Basic AppleTalk Parameters.”

3 Bind AppleTalk to aWAN interface or agroup interface.

For information about binding AppleTalk for a permanent WAN
connection, refer to “Binding AppleTalk to a WAN Interface.”

If you want to configure other parameters, do so now. When you are
finished, complete Step 4 and Step 5.

4 |f youwant to savethese changes, pressEsc toexit AppleTalk, select Yes
to save your changes, then press Esc again to return to the
Internetworking Configuration menu.

5 If you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.



Configuring AppleTalk for an On-Demand Connection

An on-demand call isaWAN connection between two routers that becomes
active only when one router must send datato the other. On-demand calls are
well-suited for occasional use, to save money on connections that use
expensive telecommunications carriers and for slow links over whichiitis
undesirable to exchange routing traffic.

If you want to use an on-demand call instead of a permanent call, you must
complete the following tasks:

+ Enable Static Routes for On-Demand Calls in the AppleTalk Protocol
Configuration menu.

+ Select aWAN call destination of call type on-demand.
+ Configure at least one static route for the on-demand WAN connection.

AppleTak does not send routing traffic across an on-demand call.
Instead, you must configure static routes to run an on-demand WAN
connection. Static routesinform AppleTalk which networks are reachable
and how to forward packets to those destinations.

When AppleTak receives a packet for a destination specified as a static
route, it initiates the on-demand call and forwards the packet. For on-
demand calls to work successfully, both ends of the link for a configured
call must configure acall to each other. Each call must be configured with
enough static route information to send and receive AppleTalk packets
between the routers at both ends.

On-demand connectionsare supported only on the unnumbered point-to-point
WAN network mode. To select and configure the WAN network mode, refer
to “Configuring the WAN Network Mode.”

NOTE: You cannot configure on-demand connections for frame relay.

To configure AppleTalk for an on-demand WAN connection, complete the
following steps:

1 Load NIASCFG, then select the following parameter path:
Select Configure NIAS > Protocols and Routing
2 Configurethe basic AppleTalk options.

For information about the basic AppleTak configuration options, refer to
“Configuring Basic AppleTalk Parameters.”

3 Enable Static Routes for On Demand Calls.
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This selection activates static routes for AppleTalk. It lets you configure
static routes for each WAN call destination in the binding menu.

PressEsc to exit the AppleTalk Protocol menu. Save your changeswhen
prompted.

5 Select WAN Call Directory .
6 Pressins. Enter a Call Destination Name.
7 Inthe Cal Type fieldin the WAN Call Destination configuration menu,

10

select On-Demand .

NOTE: When configuring an on-demand call or a permanent call that can be
initiated by either end of the connection, enable inbound authentication on the
network interface as described in the section that explains how to configure the
WAN protocol you are using. This allows AppleTalk to identify the remote system
making the inbound call and to associate that call with the outbound WAN call
destination.

Depending on the type of WAN connection, consult one of the following
sections for more information about WAN call destination configuration:

¢  For moreinformation about PPP or PPP/I SDN, refer to Setting Up in
the NetWare Link/PPP documentation.

¢ For moreinformation about ATM, refer to Setting Up inthe NetWare
Link/ATM documentation.

¢ For moreinformation about X.25, refer to Setting Up in the NetWare
Link/X.25 documentation.

Bind AppleTak to aWAN interface or an Interface Group.

For information about binding AppleTalk for an on-demand WAN
connection and configuring static routes, refer to “Binding AppleTak to
aWAN Interface.”

If you want to configure other parameters, do so now. When you are
finished, complete Step 9 and Step 10 .

If you want to save these changes, press Esc to exit the WAN Call
Directory menu, select Yes to save your changes, then press Esc againto
return to the Internetworking Configuration menu.

If you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.



Configuring the WAN Network Mode

The WAN network mode governs how AppleTak operates over a WAN
connection. Depending on which WAN medium you use—ATM, framerelay,
X.25, PPPR, or PPP/ISDN—and how you want to use the connection, you can
use any of the following network modes:

+ Unnumbered point-to-point

We recommend this mode, unless you are connecting to a third-party
router that does not support it. This mode does not require an AppleTak
network addressfor theinterface. You can use unnumbered point-to-point
mode with any WAN medium that supports single or multiple
connections to remote peer routers.

Numbered point-to-point

Numbered point-to-point is used with PPP and PPP/ISDN when you are
connecting to other vendors that do not support unnumbered point-to-
point. Numbered point-to-point supports a single permanent connection
to aremote system, such as alink between alocal branch office and the
main office.

Multiaccess

Multiaccess is used with ATM, framerelay, and X.25 when you are
connecting to other vendors that do not support unnumbered point-to-
point. M ultiaccess supports multiple simultaneous connections to remote
peer routers.

Table 2 indicatesthe supported modefor each network medium. Usethistable
as aguide when you are choosing a network mode for your WAN connections.

Table 2 WAN Media, Call Types, and Compatible WAN Network Modes
WAN Network Mode
WAN Medium WAN Call Type Unnumbered Numbered Multiaccess
Point-to-Point Point-to-Point
ATM Permanent X X
On-Demand X
PPP Permanent X X
On-Demand X
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WAN Network Mode

WAN Medium WAN Call Type Unnumbered Numbered Multiaccess
Point-to-Point Point-to-Point
PPP/ISDN Permanent X X
On-Demand X
X.25 Permanent X X
On-Demand X
Frame relay Permanent X X
Table 3 liststhe vendors and WAN media with which AppleTak WAN
connections can interoperate.
Table 3 AppleTalk WAN Vendor Interoperability

50 AppleTalk

WAN Medium WAN Network Mode

AppleTalk Network Vendor

Type

Interoperability

PPP

X.25

Unnumbered point-to-
point

Numbered point-to-
point

Unnumbered point-to-
point

Nonextended #

Nonextended

Extended

Nonextended #

3Com, NetWare
MultiProtocol
Router 3.1,
NetWare
MultiProtocol
Router 3.0

Bay Networks,
NetWare
MultiProtocol
Router 3.1,
NetWare
MultiProtocol
Router 3.0

Cisco, 3Com

3Com, NetWare
MultiProtocol
Router 3.1,
NetWare
MultiProtocol
Router 3.0




WAN Medium  WAN Network Mode AppleTalk Network Vendor
Type Interoperability

Multiaccess Nonextended Cisco, NetWare
MultiProtocol
Router 3.1,
NetWare
MultiProtocol
Router 3.0

Extended Cisco, 3Com

Frame relay Unnumbered point-to- Nonextended # 3Com, NetWare

point MultiProtocol
Router 3.1,
NetWare
MultiProtocol
Router 3.0
Multiaccess Nonextended Cisco
Extended Cisco, 3Com
# If
Unnumbered
Point-to-
Point WAN
Network
mode is
selected, the
nonextended
AppleTalk
network type
is
automatically
configured.

NOTE: The latest releases of router software from third-party router vendors might
have better interoperability than is indicated in Table 3 .
Binding AppleTalk to a WAN Interface

To configure the WAN network mode and bind AppleTalk toaWAN interface,
complete the following steps:

1 Load NIASCFG, then select the following parameter path:
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Select Configure NIAS > Protocols and Routing
Configure the basic AppleTalk options.

For information about the basic AppleTak configuration options, refer to
“Configuring Basic AppleTalk Parameters.”

Select Bindings from the Internetworking Configuration menu, then
pressins.

The Protocol-to-Interface/Group Bindings menu displays alist of the
configured bindings that includes the following information:

¢ Protocol —Name of the protocol.

+ Interface/Group —Name of the interface or the interface group to
which the protocol is bound.

¢ Status—Current status of the binding. The status can be toggled
between Enabled and Disabled by pressing Tab .

+ Identifier —Network address, type of network, type of interface, or
type of connection associated with theinterface to which the protocol
is bound.

If you are changing an existing binding, select that entry, press Enter ,
then continue with Step 7 .

If you are creating a new binding to a WAN interface, pressins. A new
screen displays alist of the configured protocols, which should include
AppleTak. Continue with Step 4 .

Select AppleTalk from thelist, then press Enter .

A screen is displayed that asks if you want to bind AppleTalk to a
particular network interface or to each interfacein agroup.

Select A Network Interface , then press Enter .
A new screen displays alist of the configured WAN interfaces.
Select aWAN interface from the list, then press Enter .

A new menu displays parameters for binding AppleTalk to the selected
WAN interface.

Select WAN Network Mode. Then select the mode for this connection.

Select Unnumbered Point to Point, unless you must allow
interoperability with a system that does not support this mode. You can
select Multiaccess only if you are using ATM, framerelay, or X.25.



Refer to Table 2 on page 49 and Table 3 on page50 for moreinformation
about when each WAN network mode can be used.

If you select Numbered Point to Point or Multiaccess, configure the
AppleTak Network Type , Network Range/Number, Local AppleTak
Address, and Zone Name parameters for the interface as follows:

7a Select AppleTak Network Type and press Enter . Select
NonExtended or Extended , depending on the other vendor's
implementation of AppleTalk over the WAN media used, then press
Enter .

7b Select Network Range/Number and press Enter . Enter your network
number, then press Enter .

The network range/number must be the same for al peers, and the
node number must be unique among peers. Select Yes to save your
changes.

7c¢c Select Local AppleTalk Address and press Enter . Enter the
AppleTak address and node number for this WAN interface, then
press Enter .

7d Select ZoneList and pressEnter . Pressins, enter azone name, then
press Enter .

Repeat this step to enter additional zone names as required.

Skip WAN Call Destinations for now, select Negotiation, and press Enter
. Select No and press Enter again.

Setting this value to No , and specifying a value for the Routing Update
Timer parameter that follows, forces this interface to transmit RTM P
packets within the specified time without going through the negotiation
process. Any manual calls that are not configured in this interface's peer
list, but executed through CALLMGR will use the setting of the
Negotiation and Routing Update Timer fields as defined here.

Select Routing Update Timer , enter avalue, and press Enter .

This value specifies the number of seconds between updates of the
routing table. The called and calling routers should be configured to use
the same value. If they have different values, the shorter time is used.
Notethat using along timevalueresultsin aprol onged route convergence
time. Therange of valuesis 10 through 1,800 seconds. The default value
is 10 seconds.
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10 Select WAN Call Destinations, then press Enter to specify the WAN call

destination that you want this interface to establish.

NOTE: You do not need to configure WAN call destinations for routers that receive
only permanent calls. For on-demand call configuration, each router must have a
call configured to the other router with static routes for the packets to go out and
return.

For permanent calls using numbered point-to-point, unnumbered
point-to-point, or multiaccessinterfaces, press Ins, then configurethe
following parameters for the WAN destination peer with which you want
to establish a connection:

¢+ WAN Cal Type—select Automatic or Manual . Automatic callsare
placed automatically when the router is started. Manual calls are
placed through CALLMGR.

NOTE: The Network Number and Node Number are required only for
numbered point-to-point interfaces.

¢+ Network Number —enter the network number of the remote peer for
this WAN interface.

For an extended network, enter anetwork number within the Start of
Network Range and the End of Network Range as specified in the
Binding AppleTalk to aWAN Interface menu Step 7b on page 53.

For a nonextended network, enter the same network number as
specified in the Binding AppleTak to a WAN Interface menu.

¢+ Node Number —enter the node number of the peer.

+ Configure the Negotiation and Routing Update Timer parameters
for the WAN call destination, if necessary. We recommend that you
leave these values at their default settings.

Set Negotiation to No when the peer on the other side of the
connection is not an AppleTak for NetWare router.

+ Routing Update Timer —specify the number of seconds between
updates of the routing table. The called and calling routers should be
configured to use the same value. If they have different values, the
shorter timeis used. Note that using along time value resultsin a
prolonged route convergence time.

For on-demand calls using an unnumbered point-to-point inter face,
configurethefollowing parametersfor the WAN call destination that
you want thisinterfaceto establish:



You must first pick an on-demand call destination from the list of
configured WAN call destinations. On-demand calls are supported only
on unnumbered point-to-point WAN links to aremote peer. For on-
demand connections, you must enabl e static route configuration and
configure the appropriate static routes.

¢ Pressins inthe Unnumbered Point-to-Point WAN Call Destination
screento select aWAN call destination of call type on-demand, then
press Enter .

The WAN Call Type isautomatically set to on-demand when you
select an on-demand WAN call destination.

¢ Select Static Routes, then press Enter .

Press Ins to enter a static route. The Static Routes for On-Demand
Calls screen is displayed. Configure the following static route
parameters:

AppleTalk Network Type —Press Enter , select Extended or
NonExtended depending on the network type of the destination
network that you are configuring, then press Enter again.

Network Range/Number —Press Enter , specify the network range
for extended networks or a single network number for nonextended
networks, then press Enter again.

Hopsto Network —PressEnter , specify the number of hops between
this router and the destination network, then press Enter again.

Each router the packet goes through is one hop.

Network Zone(s) List—Press Enter , then pressins, add azone, then
press Enter again. Repeat this procedure until you have entered all
the zones on the destination network.

To add more static routes, press Ins in the Static Routes for On-
Demand Calls screen and repeat the above procedure. When you are
finished, complete Step 11 and Step 12..

11 |f you want to save these changes, press Esc, select Yes to save your
changes, then press Enter .

You must do this four times to return to the Internetworking
Configuration menu.

12 |f you want these changes to take effect immediately, select Reinitialize
System from the Internetworking Configuration menu. Select Yes when
prompted.
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Aninterfacegroupisagrouping of several PPP, PPP/ISDN, or X.25 interfaces
with similar characteristics. Interfaces that belong to a group can be used
interchangeably by a WAN call. Interface groups are defined during
configuration of PPP or X.25 interfaces that belong to the group. To configure
WAN interfaces, load NIASCFG and select Configure NIAS > Protocols and
Routing > Network Interfaces.

Defining an interface group lets you make a permanent or an on-demand call
on any of several network interfaces without creating an individual WAN call
destination for each interface. When an interface group name is specified in
place of theinterface namein the WAN call destination, an available interface
is selected automatically from the group when a call is made.

Interface groups are used for permanent or on-demand connections for X.25,
PPP, and PPP/ISDN. You can bind AppleTalk to interfaces that belong to an
interface group only for the unnumbered point-to-point network mode.

Backup calls can be configured with interface groups. However, al backup
callsthat are part of an interface group must be configured as permanent calls
using PPP. The primary call associated with each backup call must also be
permanent but can use any WAN medium supported by Novell Internet
Access Server 4.1. For information about configuring backup calls, refer to
Setting Up in the NetWare Link/PPP documentation.

IMPORTANT: All AppleTalk bindings to interfaces in the same group must have

the same configuration. When you bind AppleTalk to an interface in a group, you

must make sure that the settings for that binding are the same as the settings for
every other binding to interfaces that belong to that group. The WAN network mode
must be set to Unnumbered Point-to-Point .



Managing

This section describes how to monitor AppleTalk LAN and WAN connections
using the available router management consoles and utilities.

Using the ATCON Utility

ATCON isaconsole utility used for diagnosing AppleTak network conditions
and verifying connectivity. ATCON provides information about the router's
AppleTalk stack and any attached AppleTak networks.

To launch ATCON, enter LOAD ATCON at the system console prompt or load
NIASCFG and follow this path:

Select View Status for NIAS > Protocols and Routing > AppleTak Protocol
Stack

You can select Routing Table to display information about connected
AppleTak networks. You can also use the L ookup Network Entities option to
verify the connectivity of AppleTalk devices.

Viewing AppleTalk Configuration Information

To see how AppleTak is configured, load ATCON and select the following
options:
+ Interfaces viewstheinterfacesin the router to which AppleTalk is bound.

+ Protocol Configuration viewsthe current configuration for AppleTalk.
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Determining Whether a Remote AppleTalk Router Is

Reachable
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To determine whether a remote router is reachable, you can run an Echo test.
To run an Echo test, load ATCON and perform the following steps:

1 From the Available Actions window, select Lookup Network Entities.

2 Inthe Namefield, type the name of the router you want to reach.
Tofind all services, leave the default value (=).

3 Inthe Typefield, select NetWare Router.

Press Enter to get alist of Name Binding Protocol (NBP) types from
which you can select. If NetWare Router isnot in thelist, press Insert to
add it to the list.

4 |nthe Zonefield, select the name of the zone in which the remote router
resides.

Press Enter to get alist of zones from which you can select.
5 Select Perform Lookup and press Enter .
The Network Entities Found window appears.

Wait at least 30 seconds for the link to be established and routes to be
exchanged, then perform the lookup again. Do not wait for routers to be
exchanged for destinations connected by an on-demand link. Also, be
aware that performing the lookup for destinations connected by an on-
demand link will generate packetsto the destination and will bring up the
link.

6 Select the router you want to reach.

The Edit Echo Parameters and Execute Test window appears.
7 Edit the Echo parameters.

You can edit the following parameters:

¢+ Mode—Choose Send Specified Number of Packetsto send only the
number of packets specified in the Number of Packetsto Send field.
Choose Send Continuously to send packets until you press Esc to
stop the Echo test.

+  Number of Packets to Send—Determines the number of echo
requests to be sent to the remote router.



¢+  Timeout—Determines the amount of time to wait for an echo reply
from the remote router. If the reply isreturned before the timeout is
over, the next echo request is sent. If the reply does not come back,
an echo request is sent after the timeout is over.

+ Number of Data Bytes—Specifies the size of the echo request
packet.

Select Perform Echo and press Enter .

The Sending Echo Packets window appears. The window shows the
progress of the Echo test.

Determining Which AppleTalk Services Are Reachable

If you want to know whether a specific AppleTalk serviceis available, you
need to find out which AppleTalk services are reachable. To determine the
services available to arouter, load ATCON and perform alookup for network
entities.

To perform alookup, follow these steps:

1
2

From the Available Actions window, select Lookup Network Entities.
Inthe Namefield, type the name of the service for which you arelooking.

Tofind all services, leave the default value (=). To use awildcard
character, enter the following sequence of keys at the numeric keypad
while pressing Alt: 2,4 ,and 7.

In the Type field, select the NBP type of the service you want to reach.

Press Enter to get alist of NBP types from which you can select. If the
NBP type of the service you want to reach isnot in the list, press Insert
to insert anew NBP type.

In the Zone field, select the name of the zone in which the remote router
resides.

Press Enter to get alist of zones from which you can select.
Select Perform Lookup and press Enter .
The Network Entities Found window appears.

Wait at least 30 seconds for the link to be established and routes to be
exchanged, then perform the lookup again. Do not wait for routers to be
exchanged for destinations connected by an on-demand link. Also, be
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aware that performing the lookup for destinations connected by an on-
demand link will generate packetsto the destination and will bring up the
link.

Monitoring Error Counters

Error counters are monitored to make sure they are not increasing rapidly,
because a rapid increase indicates a problem. For information about
troubleshooting these problems, refer to “ Troubleshooting.” You can monitor
error countersin one of the following ways:

+ By using MONITOR to view counters such as Checksum Errors, Send
and Recelive Packet Errors, and interface-specific errors. To view these
counters, load MONITOR and follow this path:

Select LAN/WAN Information > interface you want to view
+ By using ATCON to view the following AppleTalk counters:
+ Bad DDP Length
+ Bad DDP Checksum
+ No Route Found
¢ Too Many Hops
To view these counters, load ATCON and select Packet Statistics.
¢ By using PPPCON to view the following PPP counters:
+ Bad Address Fields
+ Bad Control Fields
¢ Bad FCS Values
¢ Packets Too Long
To view these counters, load PPPCON and follow this path:

Select PPP Interfaces > interface you want to view > PPP Error Statistics

Monitoring AppleTalk Information

Monitoring AppleTak information can give you aclear view of the status of
your AppleTak network and whether the router is configured properly to run
efficiently in the network. Thisinformation can also be helpful in
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troubl eshooting and optimizing the network. Thistopic containsthe following
sections:

¢ Checking the AppleTalk Routing Table
+ Monitoring AURP

Checking the AppleTalk Routing Table

To check the AppleTalk routing table to obtain information associated with
each route, load ATCON and follow this path:

Select Routing Table > Network or Zone Name (to sort the list of routes)

The Routing Table window displays all known AppleTak networks. The list
shows the following information about each item:

+ Network number or range

¢ Zone or zones associated with the network
¢ Status of the route

+ Number of hops to the network

+ DDP address of the next hop or I P address of the next hop when AURP
isused

+ Port number of the interface used to reach the next hop

Monitoring AURP

If you have AURP configured, you can monitor the status of AURP
connections by loading ATCON and selecting AURP Information.

The list shows the following information about each AURP connection:
+ | P address of the peer to which the router is connected
¢ |P address of the AURP tunnel
+ State of the receiver peer
+ State of the sender peer

+ Time between Tickle (keep-alive) packets sent between two peers
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Troubleshooting

This section contains AppleTalk troubleshooting information that is divided
into four categories:

+ Troubleshooting tools
+ Configuration tips
+ Troubleshooting checkpoints

¢ Common problems

If aproblem that is general in nature occurs, the procedure described in
“Troubleshooting Checkpoints’ on page 65 will help you isolate and resolve
the problem. If a prablem with a specific symptom occurs, refer to “ Common
Problems.”

Troubleshooting Tools

ATCON isan NLM console utility used for diagnosing AppleTalk network
conditionsand verifying connectivity. ATCON providesinformation about the
router's AppleTalk stack and any attached AppleTalk networks. Enter LOAD
ATCON at the system console prompt. You can select Routing Tableto display
information about connected AppleTalk networks. You can also use the

L ookup Network Entities option to verify the connectivity of AppleTalk
devices.

Configuration Tips

We recommend the following guidelines for configuring AppleTalk:

+ To configure AppleTak to work on aWAN, you must configure only one
side of the WAN connection to initiate outgoing calls, with the exception
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of X.25 permanent virtual circuits. Therefore, a WAN call destination is
required. The other side of the WAN connection should be configured to
receive incoming calls. If you have both ends initiate calls to each other
on the same port and the WAN data link used is PPP, you might see the

following message:

Retrying call for target nanme call_name . Call attenpt
fail ed because the selected port is currently in use.

Check whether a connection to the remote server already exists, and
reconfigure the connection as needed.

If you are running AppleTalk on X.25 at 19.2 Kbps or faster, change the
Default Inbound Packet Size option and the Default Outbound Packet
Size option in NIASCFG from the default of 128 bytesto 1,024 bytes
(parameter path: Select Configure NIAS > Protocols and Routing >
Network Interfaces > a specific interface > Profile). Press F3 to edit the
profile and select Packet Level Parameters. This change increases
performance.

AppleTak functions over PPP at 1,200 baud or faster. AppleTak can
function only over X.25 at 2,400 baud or faster.

If you are running an AppleTak numbered WAN link (PPP numbered,
PPP-ISDN numbered, ATM multiaccess, frame relay multiaccess, or
X.25 multiaccess) between two routers, both ends of the link must be
configured with the same network number (or range of numbers) and
zone name. Otherwise, the routers do not exchange routing information.
This results in error messages indicating network number conflicts and
increases in the Bad DDP Length or resultsin No Route Found statistics
in ATCON indicating dropped packets (parameter path: Select Packet
Statistics). Similar results appear when you configure a numbered or
multiaccess WAN link to connect to an unnumbered link on another
router.

Increase the Routing Update Timer period for outgoing callsin
NIASCFG from the default of 10 seconds to anywhere between 60 and
300 seconds when you are using links below 19.2 Kbps (parameter path:
Select Configure NIAS > Protocols and Routing > Bindings > a specific
binding > WAN Call Destinations). This increase maximizes data
throughput by minimizing the number of routing information packets sent
through the link.

WARNING: By increasing the Router Update Timer period, you adversely affect
the amount of time it takes a network to converge after a change of topology.



+ |f an internal network is configured on a NetWare for AppleTalk router,
the router's Name Binding Protocol (NBP) name resides on the default
zone of theinternal network. If theinternal network isnot configured, the
NetWare for AppleTak router name resides on the default zone of the
LAN interface configured to provide application support. If the
AppleTak applications are configured to home on a nondefault zone of
an external LAN interface, the router's NetWare AppleTalk stack and
applications such as AFP Server will home to the specified nondefault
zone. However, the NetWare router and SNMP Agent will always reside
in the default zone.

+ When configuring the AppleTalk seed state in NIASCFG (parameter
path: Select Configure NIAS > Protocols and Routing > Bindings > a
specific binding > Network Range and Zone configuration), you must
verify that at least one seed router ison each AppleTa k network. If other
seed routers are directly connected to the same network, all the network
numbers and zone names must be configured the same.

Troubleshooting Checkpoints

To isolate and resolve AppleTalk problems, complete the following steps:

1 Usean Echo test to determine whether the router can communicate with
aparticular node on one of its networks.

When you execute an Echo test, the router sends a specified number of
packets across the network to a specified node; the node then returns the
same number of packets.

If the Number of Packets Received field doesnot increment, the specified
node might be switched off or a cable connection might have become
loose.

If an Echo test executes successfully, the number of packets received is
equal or nearly equal to the number of packets sent. If the communication
is successful, AppleTalk is working on that interface and the specified
nodeis up and running.

To execute an Echo test:

1a Select Lookup Network Entitiesfrom the Available A ctions window
of ATCON.

1b Enter azone namein the Namefield.

1c Select Perform Lookup for the Proceed option.
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1d Select an entity from the displayed list.

1e Edit thefollowing test parameters as required: Mode, Number of
Packets to Send, Timeout, and Number of Data Bytes.

Use an Echo test to determine whether the router can communicate with
anode on aremote AppleTalk network.

Use the same procedure described in Step 1 .

If thetest is successful, the router can reach another AppleTalk network,
and all intermediate AppleTak routers are routing correctly.

If the test is not successful, execute an Echo test to the closest router on
the path to the remote node. Continue Echo testing each router along the
path until you find the closest point at which the test fails, then perform
corrective action on therouter that failed. Check theinterfacesin ATCON
and enter CONFI G at the system console prompt to determine whether
the interface has a hardware problem. Verify that AppleTalk is bound to
the network interface with the correct address.

Check the routing table in ATCON.

The Routing Table option contains entries for all networks and zones to
which the router can send packets. If entries are missing, verify that each
router on theinternetwork is active and advertising routes. Check for any
filters that would interfere with the propagation of routes.

Check the zones list in ATCON.

The Zones List option displays aglobal list of all AppleTalk zonesinthe
internetwork. Thislist should be identical to the zoneslist that appearsin
the Macintosh Chooser. If entries are missing, verify that each router on
the internetwork is active. Check for any filters that would interfere with
the propagation of zones.

5 Verify that AppleTalk is bound to the interface.
6 Use ATCON to check the system log file for error messages.

The No Route Found statistic indicates that entries are missing from the
routing table. The Too Many Hops statistic indicates that the path
between some nodes in your internetwork is too long.

Verify that the AppleTak configuration optionsin NIASCFG are set to
the proper values.

Check the AppleTak Packet Statistics optionin ATCON.



If you find Bad DDP Length errors, you probably have amalfunctioning
interface board or an incorrect version of the board driver software.

If you find Bad DDP Checksum errors, usethe LANalyzer® software to
find the device that is sending packets with bad checksums.

If you find No Route Found errors, there is probably a malfunctioning
router or amalfunctioning cable between your router and the destination.
To find the portion of the network with the problem, follow the route and
send NBP lookups or echo packets to each router along the way until you
find arouter that knows the route to the final destination. The problemis
located between the router that knowsthe route and the previous router in
the path.

If you find Too Many Hops errors, verify that no clients are more than 15
hops away from the servers they access.

Common Problems

This section discusses various symptoms of common problems and their
potential solutions. The symptoms are listed in the following categories:

MACIPXGW.NLM

*

*

*

*

MACIPXGW.NLM
Zones and Zone Names
Console M essages
Connection Problems
Binding Problems
Routing Update Problems

Printing and Service Problems

MACIPXGW failsto load and the following error message appears.
Failed to find zone for gateway.

¢ Try to load MACIPXGW manually from the console. If it loads,
MACIPXGW was loaded before the AppleTalk stack could resolve
the default zone. Delay loading MACIPXGW in your
AUTOEXEC.NCFfileaslong as possible. You should load and bind
AppleTak first, followed by other protocols, and finally
MACIPXGW.
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+ |f MACIPXGW still failsto load when you load it manually, the
AppleTak stack might be homing on an external non-seed interface
and there is no router on the network to which the interfaceis
attached. Reconfigure AppleTal k to be aseed router on that interface,
or enable the AppleTak internal network.

+ MACIPXGW failsto load because of anincorrect AppleTalk Application

Program Interface (API) version.

You have incompatible APPLETLK.NLM and MACIPXGW.LAN files
on your system. Update both to the latest version.

The following message appears:
Gateway nane truncated to 32 characters.

The gateway name that you configured is more than 32 bytes long. This
isnot afatal error, but to avoid the warning message in the future, you
should change the gateway name to less than 32 bytes.

There are too many |PX broadcast packets encapsulated in unicast
AppleTak packets on the wire and you want to reduce the traffic.

Change the Unicast Threshold parameter for MACIPXGW to a smaller
number. This forces the broadcast IPX packets to be encapsulated in
AppleTak broadcast packets.

Zones and Zone Names
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+ Reconfigured zones are still visible in the client's Chooser or in the

router's zone tables.

This problem results from the way in which AppleTalk maintains routing
tables and zone information on the internetwork. Routers are not
informed automatically about changes in zone configuration.

+ |f this problem is occurring at your site and the reconfigured router
is the only router directly connected to the network supporting new
zones, bring down the router and keep it off the network for at least
10 minutes (or until the changed routes are aged out from the
internetwork). When you bring up the router again, the new zones
will bein effect.

+ |f more than one router is connected to the network supporting new
zones, al routers must be reconfigured to support the same zones.
Bring down all the routers, reconfigure the zones, and leave the



routersdown for at least 10 minutes (or until the changed routes are
aged out from the internetwork).

+ |f the zones are supporting more than one network and you want to
change the zones for all or some of those networks, you must bring
down the routers connected to each of the networks on which you
want to change the zones. Reconfigure the zones and leave the
routers down for at least 10 minutes (or until the changed routes are
aged out from the internetwork).

+ Zone names do not match configured zone names.

+ Although zone names are not case-sensitive, it isalways better to use
the same case when the same zone name is entered in different
configuration files. Maintaining the same lowercase and uppercase
conventions for zone names helps to avoid confusion on the
internetwork, because zone names can be easily identified when
viewed in the Chooser or ATCON on arouter attached to an
AppleTak network.

+ |t isrecommended that you do not use blanks at the end of zone
names.

+ A network number or network range has adifferent zoneslist on different
routers after the zoneslist of the network was changed on the seed router.

The seed router was brought up before the network was aged out from all
therouters. Bring down the seed router and the directly connected routers,
and wait for the network to age out all the routers. At least 10 minutesis
recommended.

Console Messages

+ Thefollowing message is displayed when the L ookup Network Entities
option is executed for the first time over on-demand zones:

No entities were found.

Theon-demand link is not connected yet. Wait at least 30 seconds before
retrying so that the on-demand link can complete the connection.

+ The console displays messages about mismatched network numbers or
mismatched zones.

General Solutions

+ Verify that the network number or range is unique on the
internetwork.
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+ Verify that al routers on the cable agree about the network number
or range.

+ Verify that the network's zones list has the same names and that all
routers agree about that name.

Solutionsfor Extended Networks

+ Verify that the extended network range of the router in Transition
M ode has a network range of one (such as 21-21).

+ Verify that the extended network range is unique on the internetwork.
+ Verify that all routers on the cable agree about the network range.

+ Verify that al routers on the cable agree about the zone names.

Connection Problems
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+ An AppleTak numbered WAN link (PPP numbered, frame relay

multiaccess, and X.25 multiaccess) does not connect to a third-party
router. Make sure the correct name of the manufacturer of the third-party
router is configured in NIASCFG (parameter path: Select Configure
NIAS > Protocols and Routing > Protocols > AppleTak > Expert
Configuration).

AppleTak for NetWare supports both extended and nonextended
networks over numbered WAN links. Verify that the third-party router is
configured for the appropriate AppleTalk extended or nonextended
network. Make sure the network number (or range of numbers) and zone
name are the same on the routing software and the third-party router.

An AppleTak framerelay or X.25 link does not connect to a third-party
router.

Verify that the correct name of the manufacturer of the third-party router
is configured in NIASCFG (parameter path: Select Configure NIAS >
Protocols and Routing > Protocols > AppleTalk > Expert Configuration).

+ Anon-demand link never times out.

+ Do not use an on-demand TCP connection for an AppleTak Update-
based Routing Protocol (AURP) connection. Because AURP sends
Tickle (keep-alive) packets routinely, the on-demand link never
times out. If you want the link to time out, filter AURP packets for
that interface.



+ |f the AppleTak on-demand link isup all the time, make sure that no
Macintosh on the network is leaving the Chooser on with the
AppleShare* or printer icons selected for an on-demand zone. Make
sure that no Macintosh is accessing an application (such as AFP
Server) on an on-demand zone and is sitting idle.

+ The console displays the following message:

*

M sconfiguration - routing update is received fromthe
renote system for an on-demand |ink.

The link will stay up until deleted explicitly.

+ For X.25 connections, either a static route on-demand call is not
configured on the called router or there is a misconfiguration of the
Remote System ID (parameter path: Select Configure NIAS >
Protocols and Routing > WAN Call Directory > a specific WAN call
destination).

+ For PPP connections, either a static route on-demand call is not
configured on the called router or there is a misconfiguration of the
Remote System ID or the Local System ID (parameter path: Select
Configure NIAS > Protocols and Routing > WAN Call Directory > a
specific WAN call destination) or the Remote System ID (parameter
path: Select Configure NIAS > Protocols and Routing > Network
Interfaces > a specific PPP interface > Authentication Options >
Inbound Authentication).

A second call to the same router using the same WAN protocol does not
connect or does not pass data.

AppleTak does not use a second call between the same two routers and
often cannot establish the second connection.

A permanent or on-demand call does not connect to the same destination.

If apermanent call is established, an on-demand call cannot be connected
to the same destination. Likewise, if an on-demand call is established, a
permanent call cannot be connected to the same destination.

Datais not reaching an on-demand static route even though ATCON
displays the connection as GOOD.

Static routes for on-demand links are always displayed as GOOD in
ATCON, even when the on-demand link is not connected. Use
CALLMGR to verify the status of the on-demand connection.

There is more than one AppleTak WAN connection between two
NetWare routers.
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Binding Problems

* There are two X.25 connections.

Thetwo routers are configured to call each other. The duplicate calls
might be caused by theincorrect configuration of the Remote System
ID (parameter path: Select Configure NIAS > Protocols and Routing
> WAN Call Directory > a specific WAN call destination).

There are two PPP connections.

This can happen only if both routers have two PPP interfacesthat are
configured to call each other and there is a misconfiguration of the
Remote System ID or the Local System ID (parameter path: Select
Configure NIAS > Protocols and Routing > WAN Call Directory > a
specific WAN call destination) or the Remote System ID (parameter
path: Select Configure NIAS > Protocols and Routing > Network
Interfaces > a specific PPP interface > Authentication Options >
Inbound Authentication).

Thereisone X.25 call and one PPP call.

There is a misconfiguration of the Remote System ID or the Loca
System ID (parameter path: Select Configure NIAS > Protocols and
Routing > WAN Call Directory > a specific WAN call destination),
the PPP Remote System ID (parameter path: Select Configure NIAS
> Protocols and Routing > Network Interfaces > a specific PPP
interface > Inbound Authentication), or the X.25 Remote System ID
(parameter path: Select Configure NIAS > Protocols and Routing >
Network Interfaces > a specific X.25 interface > Authentication
Options > Inbound Authentication).

¢ AppleTalk does not successfully bind to a seed interface.

72 AppleTalk

Because the routing software does soft seeding, AppleTak verifies the
configured seeding information with the current network configuration
from the other routers on that network. If the seeding information is
inconsistent with the current configuration of the network, thereis a
misconfiguration and AppleTalk does not allow theinterface to come up.
Check the interface's configuration to verify that the network number (or
range) and zone names are configured in exactly the same way asall other
seed routers connected to the same network.

AppleTak fails to bind to an interface and the following message is
displayed:



Error binding APPLETALK to board board_nane .

This occurs because the driver was not initialized fully when AppleTalk
was bound to it the first time. This can happen when the LOAD driver
command immediately precedes the command for binding AppleTak to
the driver in abatch file such as AUTOEXEC.NCF. To correct this
problem, use NIASCFG to configure the board and AppleTalk, or
manually move the LOAD driver lineto abovethe LOAD APPLETLK
lineto allow more time for the board to complete initialization.

Routing Update Problems

+ Routing update packets are exchanged on X.25 on-demand links.

A static route on-demand call is not configured on the called router, or
thereis a misconfiguration of the Remote System ID (parameter path:
Select Configure NIAS > Protocols and Routing > WAN Call Directory
> a specific WAN call destination).

+ Routing update is exchanged on PPP on-demand links.

A static route on-demand call is not configured on the called router or
thereisamisconfiguration of the Remote System ID or the Local System
ID (parameter path: Select Configure NIAS > Protocols and Routing >
WAN Call Directory > a specific WAN call destination) or the Remote
System ID (parameter path: Select Configure NIAS > Protocols and
Routing > Network Interfaces > aspecific PPP interface > Authentication
Options > Inbound Authentication).

Printing and Service Problems

+ AppleTalk clients cannot access the services provided on the NetWare
server from the Chooser, and the server does not respond to AURP
requests.

The LAN driver does not support multicast correctly. Use adifferent
LAN driver.

+ AppleTalk clients cannot see the services provided on the NetWare server
from the Chooser.

Load ATCON from the NetWare server console, then select Protocol
Configuration. If the status of the stack is Disabled and the AppleTak
router has no internal network configured, you might have forgotten to
select aLAN interface to provide application support when you bound
AppleTak to the LAN interface.
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+ Macintosh print jobs over on-demand links are suspended.

If a Macintosh was linked to the printer over an on-demand link some
time ago and did not print anything, the on-demand link might time out
and disconnect. If the Macintosh startsto print, its print job is suspended
and the Macintosh system displays a message to check the Print Monitor.
At the same time, the on-demand link starts to make the connection. As
you select Try Again and close the Print Monitor, the on-demand link
finishes establi shing the connection. The print job would then be printed.
Subsequent print jobs are printed without any interruption from the Print
Monitor, as long as the on-demand link is connected.

There are differences in the routing tables between routers.

Routing tables between AppleTalk routers can vary from each other.
Check that routing filters among the routers are not preventing the
propagation of required routes. If AURP isbeing used, verify that al
AURP routers have been configured with the correct peer list. Verify that
therequired static routesfor the on-demand calls have been configured in
NIASCFG (parameter path: Select Configure NIAS > Protocols and
Routing > Bindings > a specific binding > WAN Call Destination > Static
Routes).
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