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About This Guide

Novell® Sentinel™ 6.1 Rapid Deployment is a security information and event management solution
that receives information from many sources throughout an enterprise, standardizes it, prioritizes it,
and presents it to you to make threat, risk, and policy-related decisions. This guide is divided into
the following sections:

¢ Chapter 1, “Managing Sentinel 6.1 Rapid Deployment Through the Web Interface,” on page 19

¢ Chapter 2, “Sentinel Control Center,” on page 41

¢ Chapter 3, “Active Views Tab,” on page 53

¢ Chapter 4, “Correlation Tab,” on page 83

¢ Chapter 5, “Incidents Tab,” on page 109

¢ Chapter 6, “iTRAC Workflows,” on page 123

¢ Chapter 7, “Work Items,” on page 161

¢ Chapter 8, “Analysis Tab,” on page 167

¢ Chapter 9, “Event Source Management,” on page 171

¢ Chapter 10, “Administration,” on page 219

¢ Chapter 11, “Sentinel Data Manager,” on page 267

¢ Chapter 12, “Utilities,” on page 285

¢ Chapter 13, “Quick Start,” on page 293

¢ Chapter 14, “Solution Packs,” on page 311

¢ Chapter 15, “Action Manager and Integrator,” on page 341

¢ Chapter 17, “Advisor Usage and Maintenance,” on page 379

+ Appendix A, “Sentinel 6.1 Rapid Deployment Architecture,” on page 385

¢ Appendix B, “System Events for Sentinel,” on page 413

Audience

This documentation is intended for information security professionals.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation or go to Novell Documentation Feedback (http://www.novell.com/
documentation/feedback.html) and enter your comments there.

Additional Documentation
Sentinel technical documentation includes several different volumes:

¢ Novell Sentinel 6.1 Rapid Deployment Installation Guide (http://www.novell.com/
documentation/sentinel61rd/s61rd_install/data/index.html)
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http://www.novell.com/documentation/sentinel61rd/s61rd_install/data/index.html

Novell Sentinel 6.1 Rapid Deployment User Guide (http://www.novell.com/documentation/
sentinel61rd/s61rd_user/data/index.html)

Novell Sentinel 6.1 Rapid Deployment Reference Guide (http://www.novell.com/
documentation/sentinel61rd/s61rd_reference/data/index.html)

Sentinel 6.1 Install Guide (http://www.novell.com/documentation/sentinel6 1/pdfdoc/
sentinel 61 installation_guide.pdf)

Sentinel 6.1 User Guide (http://www.novell.com/documentation/sentinel61/pdfdoc/
sentinel 61 user guide.pdf)

Sentinel 6.1 Reference Guide (http://www.novell.com/documentation/sentinel61/pdfdoc/
sentinel 61 reference guide.pdf)

Sentinel SDK (http://developer.novell.com/wiki/index.php?title=Develop to Sentinel)

The Sentinel SDK site provides the details about developing Collectors (proprietary or
JavaScript*) and JavaScript correlation actions.

Documentation Conventions

In this documentation, a greater-than symbol (>) is used to separate actions within a step and items
within a cross-reference path.

A trademark symbol (®, ™, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party

trademark.

When a single path name can be written with a backslash for some platforms or a forward slash for

other platforms, the path name is presented with forward slashes to reflect the Linux* convention.

Users of platforms that require a backslash, such as NetWare®, should use backlashes as required by

your software.

Contacting Novell

*

*

*

Novell Web site (http://www.novell.com)
Novell Support (http://support.novell.com/phone.html?sourceidint=suplnav4 phonesup)

Novell Self Support (http://support.novell.com/
support_options.html?sourceidint=suplnav_supportprog)

Patch Download Site (http://download.novell.com/index.jsp)
Novell 24x7 Support (http://www.novell.com/company/contact.html)
Sentinel TIDS (http://support.novell.com/products/sentinel)
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Managing Sentinel 6.1 Rapid
Deployment Through the Web
Interface

This section discusses how to manage the services for Novell® Sentinel™ by using the Sentinel Web
interface.

¢ Section 1.1, “Accessing the Novell Sentinel Web Interface,” on page 19

¢ Section 1.2, “Applications and Installers,” on page 19

¢ Section 1.3, “Reporting,” on page 21

¢ Section 1.4, “Searching Events,” on page 31

1.1 Accessing the Novell Sentinel Web Interface

Use the Novell Sentinel Web interface to manage, run, schedule, and search reports, launch the
Sentinel Control Center (SCC), the Sentinel Data Manager (SDM), and the Solution Designer, and
download the Collector Manager installer and the Client installer. You can also perform full-text
search on events by using the Web interface.

1 Open a Web browser to the following URL:
https://svrname.example.com: port/sentinel

Replace svrname.example.com with the actual DNS name or IP address (such as
192.168.1.1) of the server where Sentinel is running.

IMPORTANT: The URL is case sensitive.

2 Ifyou are prompted to verify the certificates, review the certificate information, then click Yes
if it is valid.
3 Specify the username and password for the Sentinel account you want to access.

4 Use the Languages drop-down list to specify which language you want to use.

This is typically the same language as the language code of the Sentinel server and your local
computer. Make sure to configure your browser's Languages setting to support the desired
language.

5 Click Sign in.

1.2 Applications and Installers

Click Applications in the left panel of the Novell Sentinel 6.1 Rapid Deployment Web interface to
download the Sentinel components.

Managing Sentinel 6.1 Rapid Deployment Through the Web Interface
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Figure 1-1 WebStart
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Table 1-1 Downloading Options

Options Description Action

The Sentinel Control  The Sentinel Control Center 1. Click Launch Control Center.
Center (SCC) allows you monitor, configure, 2. Open SCC with the Java* Web Start

and control most features of Launcher.

the Sentinel system.

3. Specify the user credentials and click Login.

The SCC interface helps you

manage and monitor the

security information received

from different network

resources. It creates and

deploys rules to detect

suspicious or malicious

patterns of events, provides

real-time indication of attacks

and related risks, and

manages and monitors

connections between

Sentinel and its event

sources.
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Options Description Action

—_

The Sentinel Data The Sentinel Data Manager Click Launch Data Manager.

Manager (SDM) allows you manage the 2. Open SDM with the Java Web Start
Sentinel database.

Launcher.
You can monitor database 3. Specify the server, database, host, and port
space utilization, view and number.
mangge database paﬂltlons, 4. Specify the user credentials and click
configure auto-archives, and
) - Connect.
configure auto-addition of
partitions.
The Solution Designer
Collector Manager The Collector Manager Click download Collector Manager installer and
Installer Installer allows you install the follow the on-screen instructions.
Sentinel Collector Manager
on any machine where you
want to forward the events
from.
Client Installer The Client Installer allows Click download Client installer and follow the on-
you install the Sentinel screen instructions.

Control Center, Sentinel
Collector Builder, Sentinel
Solution Designer, and
Sentinel Data Manager on
any client machine.

1.3 Reporting

You can upload, run, view, and delete reports or report definitions by using the Sentinel 6.1 Rapid
Deployment Web interface. You can run a report by using the desired parameters (such as start and
end date) as given in the report definition. The report results are saved with a name of your choice.
After the report runs, you can retrieve the results and view them as a PDF file.

Reports are organized by category.

¢ Section 1.3.1, “Running Reports,” on page 21

¢ Section 1.3.2, “Viewing Reports,” on page 24

¢ Section 1.3.3, “Scheduling a Report,” on page 26
¢ Section 1.3.4, “Managing Reports,” on page 27

1.3.1 Running Reports

Sentinel 6.1 Rapid Deployment is installed with a set of reports organized into several product
categories. Reports run asynchronously, so you can continue to do other things in the application
while the report is running. You can view the PDF report results after the report finishes running.

Many report definitions include parameters. You are prompted to set them before running the
reports. Depending on how the report developer designed the report, the report parameters can be
text, numbers, Boolean values, or dates. A parameter might have a default value or a list based on
values in the Sentinel RD database.

Managing Sentinel 6.1 Rapid Deployment Through the Web Interface
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IMPORTANT: If a report in progress is canceled by using the Cancel link, the query on the
database is canceled.

Manually Running a Report
1 Click Reports to display the available reports.

Reports

NOVELL ACCESS MANAGER Hide

» Novell Access Manager Event Count Trend 6.1r1

» Novell Access Manager Top 10 Dashboard 6.1r1

NOVELL EDIRECTORY Hide

» Novell eDirectory Account Trust Assignments 6.1r1

» Novell eDirectory Authentication by Server 6.1r1

» Novell eDirectory Authentication by User 6.1r1

» Novell eDirectory Event Count Trend 6.1r1

2 Tf desired, click a report definition to expand it. If you see a Sample Report link, you can click
View to find out how the completed report looks with a set of sample data.

3 Select the report you want to run and click Run.

Run Novell Access Manager Event Count Trend

6.1r1
Run Opti0n| Mo V|
MName: Report 1
Language:| English hd
Date Range:| Daily V|

From Date:|Oct 27, 2008 5:09:22 PM

To Date:|Dct 27, 2008 5:09:22 P

Minimum Severity:|0
Maximum Sewarity:|5
Ernail Report To:

4 Specify the following:

The report parameters are specific to the report definition. Therefore, the report parameters
might vary based on the report definition you select.
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Report Parameters Description

Run Option Set the schedule for running the report. If you want the report to
run later, you must also enter a start time.

+ Now: This is the default. It runs the report immediately.
+ Once: Runs the report once at the specified date and time.
+ Daily: Runs the report once a day at the specified time.

+* Weekly: Runs the report once a week on the same day at
the specified time.

+ Monthly: Runs the report on the same day of the month
every month, starting at the specified date and time. For
example, if the start date and time is October 28 at 2:00 p.m,
the report will run on the 28th day of the month at 2:00 p.m
every month.

All time settings are based on the browser’s local time.
Name Specify a name to identify the report results.

Because the username and time are also used to identify the
report results, the report name does not need to be unique.

Language Choose the language in which the report labels and descriptions
should be displayed (English, French, German, Italian, Japanese,
Traditional Chinese, Simplified Chinese, Spanish, or Portuguese).

The data in the report is displayed in whatever language was
originally used by the event source.

Date Range If the report includes time period parameters, choose the date
range. You can also set start and end dates for all the time
periods. All time periods are based on the local time for the
browser.

¢ Current Day: Shows events from midnight of the current
day until 11:59 p.m of the current day. If the current time is 8
a.m, the report shows 8 hours of data.

+ Previous Day: Shows events from midnight yesterday until
11:59 p.m yesterday.

+ Week To Date: Shows events from midnight Sunday of the
current week until the end of the current day.

+ Previous Week: Shows seven days of events, from
midnight Sunday of the previous week until 11:59 p.m
Saturday of the previous week

+ Month to Date: Shows events from midnight the first day of
the current month until the end of the current day.

¢ Previous Month: Shows a month of events, from midnight
of the first day of the previous month until 11:59 p.m of the
last day of the previous month

+ Custom Date Range: For this setting only, you also need to
set a start date and end date below.

From Date and To Date Set the start date (From Date) and the end date (To Date) for the
report.
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Report Parameters Description

MinSev Specify the minimum severity of events to be included in the
report. The range is 0-5.

MaxSev Specify the maximum severity of events to be included in the
report. The range is 0-5.

Email Report To If the report should be mailed to a user or users, specify their e-
mail addresses, separated by commas.

To enable mailing reports, the administrator must configure the
mail relay under Rules > Configuration.

5 Click Run.

A report results entry is created and mailed to the designated recipients.

1.3.2 Viewing Reports

You can view the reports for different applications in the Sentinel Rapid Deployment Web interface
for reports. The report GUI by default shows up to 10 report results for any given report definition.
The 10 report results displayed are the 10 most recent report results for that report definition.

If there are more than 10 report results for any given report definition (that is, the report has been run
more than 10 times), a Show all x reports link is displayed after the 10th report, where x is the total
number of results available for that given report definition.

1 To view the list of report results, click View.

All previously run reports are shown with the user-defined report name, the user who ran them,
and the time the report was run.

IMPORTANT: The default number of report results to be displayed for each report definition
is managed by the reporting.reportResultsDisplayed property specified in the
das_core.xnl file.

<obj-component id="JasperReportingComponent">

<class>esecurity.ccs.comp.reporting.jasper.JasperReportingComponent</
class>

<property name="reporting.reportResultsDisplayed">10</property>
</obj-component>

You can change the reporting.reportResultsDisplayed property value. After changing
this value, ensure that you restart the das_core to apply the changes.
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RepOrtS Latest Reports =~ All Reports

IDENTITY MANAGER

v Report Definition 1 | Run |

© runs daily at 10:11 PM edit
@ runs weekly on Sunday at 2:00 AM edit

| Report 1A View
'll ran at 4/2/2008 10:11 PM by jgassner
" show paramelers

show all 500 reports. Multi-delete
» Report Definition 1 | Run |
» Report Definition 1 | Run |
ACCESS MANAGER hide

» Report Definition 1

@ runs daily at 10:11 PM edit

» Report Definition 1

2 Click show parameters to see the exact values used to run the report.

NOVELL ACCESS MANAGER Hide

¥ Novell Access Manager Top 10 Dashboard 6.1r2

¥ Report2
' rur at 54008 B:15 am by admin

Language: en

Date Range: DR

To Date: May 4, 2009 11:18:41 A
Email Report To:  xn@esec.com

Fram Date: Wlay 4, 2009 11:18:41 A

Maximum Severity: 5

Minimum Sewverity: 2

¢ For Date Range, D=Current Day, PD=Previous Day, W=Week To Date, PW=Previous
Week, M=Month To Date, PM=Previous Month, and DR=Custom Date Range.

¢ For Language, en=English, fr=French, de=German, it=Italian, ja=Japanese, pt=Brazilian
Portuguese, es=Spanish, zh=Simplified Chinese, and zh TW=Traditional Chinese.

3 Click View for the report results you want to see. The report results are displayed in a new
window in .pdf format.
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MNovell Identity Audit Report as run on Oct 26, 2008 at 08:32:22 PM MD Page 1 of 1

Event Count Trend: Daily

Novell eDirectory
October 26, 2008 12:00:00 AM to October 26, 2008 11:59:59 PM MDT

Severity: All Severities

This report shows event count trends for events captured by Movell eDirectory. The graph below
shows event trends fior each selected severity within the selected date range.

Grouped by Severity Level

75 Severity

50

Event Count

25

BOOO@DO

Hourly Trend

This cross chart summary indicates the number of events in each Severity category per hour

Event Date/Time

10/26/08 7:00 PM

10/26/08 8:00 PM

TIP: Report results are organized from newest to oldest.

1.3.3 Scheduling a Report

When you run a report, you can run the report immediately or schedule it to be run later, either once
or on a recurring basis. For scheduled reports, you must choose a frequency and enter a time at
which the report should run.

¢ Now: This is the default. It runs the report immediately.

¢ Once: Runs the report once at the specified date and time.

+ Daily: Runs the report once a day at the specified time.

¢ Weekly: Runs the report once a week on the same day at the specified time.

¢ Monthly: Runs the report on the same day of the month every month, starting at the specified
date and time. For example, if the start date and time is October 28 at 2:00 p.m, the report runs
on the 28th day of the month at 2:00 p.m.every month.

NOTE: All time settings are based on the browser’s local time.
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Figure 1-2 Scheduled Reports

NOVELL EDIRECTORY Hide

¥ MNovell eDirectory Account Trust Assignments 6.1r2

YWeekly Report runs every Monday at 11:47 Ak Delete  Edit
Manthly Report runs 4th day of every maonth at 1151 Al Delete  Edit

"l Monthly Report
—28 run at 54009 6:47 am by admin
show pararneters

'll Monthly Report
— 28 run at 54009 6:45 am by admin
show parameters

"l Report1
—28 run at 554009 615 am by admin
show pararneters

Sampie Report

Report schedules can be removed or modified by using the Delete and Edit links.

1.3.4 Managing Reports

Sentinel Rapid Deployment users can add, delete, update, and schedule reports.
+ “Adding Reports” on page 27
¢ “Creating New Reports” on page 29
¢ “Renaming Report Results” on page 29
+ “Deleting Reports and Report Definitions” on page 29
¢ “Updating Report Definitions” on page 31
Adding Reports
Any user can add or update reports in Sentinel 6.1 Rapid Deployment.
+ “Downloading New or Updated Reports™ on page 27
+ “Adding New Reports” on page 27
Downloading New or Updated Reports

New or updated reports by Novell can be downloaded from the Novell Content Web site (http://
support.novell.com/products/sentinel/secure/identityaudit.html).

Adding New Reports

Sentinel Rapid Deployment comes preloaded with reports, but new report plug-ins (special .zip
files that include the report definition plus metadata) can be uploaded into Sentinel 6.1 Rapid
Deployment. If there are no reports in the system, the following screen displays:
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Figure 1-3 No Reports Loaded

The system currently has no report definitions. Please begin by uploading one or more report zip files.

To add a report:

1 Click the Reports button on the left side of the screen.

2 Click the Upload Report button.

3 Browse and select the report plug-in .zip file on your local machine.
4 Click Open.

5 Click Save.

6 If the same report already exists in the report repository (based on the report’s unique ID),
decide whether to replace the existing report.

Sentinel Rapid Deployment displays the details of both the report in the system and the one
being imported. In the example below, the imported report is the same version as the existing
report.

Replace Report Definition

There is an existing report definition has the same D with the
oneyau are uploading, do you want to replace ity

Mavell- Mawell-

Marne eDirectory_FPassword- eDirectory_Password-
Resets 5.1r1 Resets B.1r1

Type JASPER_REFPORT JASPER_REFORT

ersion 6.1 B.1r1

Felease  Tue Oct 21 07:09:28 MOT  Tue Oct 21 07:09:29 MDT

Diate 2008 2008
This report shows all This report shows all
passward changes on password changes on
users by administrators users by administrators
captured by Movell captured by Novell
eDirectory within the eDirectory within the

Descriptionselected date range, selected date range,
grouped by the domain grouped by the domain
within which the target within which the target
account exists and then  account exists and then
grouped by the account grouped by the account
name. narme.

.
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The new report definition is added to the list in alphabetical order and can be run immediately, if
desired.

Creating New Reports

Users can modify or write reports by using JasperForge iReport. a graphical report designer for
JasperReports. iReport is an open source report development tool that is available for download
from JasperForge.org (http://jasperforge.org/plugins/project/project_home.php?group id=83) (as of
the time of this publication).

New or modified reports can include additional database fields that are not presented in the Sentinel
Rapid Deployment Web interface. They must adhere to the file and format requirements of the
report plug-ins. For more information about database fields and file and format requirements for
report plug-ins, see the Sentinel SDK Web site (http://developer.novell.com/wiki/
index.php?title=Develop_to_Sentinel).

Renaming Report Results

Report results (but not report definitions) can be renamed in the interface.

1 Click the Reports button on the left side of the screen.

2 Click a report name to expand it.

3 Click the name of the report results you want to rename.
4 Specify the new name.

5 Click Rename.

Deleting Reports and Report Definitions

¢ “Deleting Report Definitions” on page 29
+ “Deleting Report Results” on page 30

Deleting Report Definitions

You can delete either a set of report results or a report definition by using the button at the right
side of the report definition. If a report definition is deleted, all associated report results are also
deleted.

IMPORTANT: Only the users with Manage Reports permissions can delete the report definitions.

For more information on permissions, see “Reporting” in the Sentinel 6.1 Rapid Deployment
Reference Guide.
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Deleting Report Results
There are two ways to delete report results.

¢ Delete a single report by using the button at the right side of the report result.

IMPORTANT: Users with the Run/View Reports or Manage Reports permission can delete
the report results. For more information on permissions, see “Reporting” in the Sentinel 6.1
Rapid Deployment Reference Guide.

¢ Delete multiple report results by using the Multi-delete option at the bottom right side of the
report results for each report definition.

NOTE: If the number of report results you have created for a report definition is less than or
equal to the default value, you need to use the  button to delete each report result.

However, you can change the default value by editing the following property of the
JasperReportingComponent in the config/das core.xml file:

<property name="reporting.reportResultsDisplayed">10</property>

After you modify this property value, restart the Sentinel services to apply the changes.

Using the Multi-delete Option
The Wutti-delete  option is displayed only if:

* You have either Run/View Reports or Manage Reports permissions.
¢ The number of report results created for a report definition is higher than the default value
specified in the Jasper Reporting component.
1 Click the Multi-delete option to:
+ Expand the Multi-delete panel to list Select all and delete reports options.
¢ Display a check box next to each report result.
2 Select the report results for deletion.
You can also use the select all or unselect all options from the Multi-delete options panel.

3 Click delete # reports to delete the selected report results, where # is the number of report result
selected for deletion.

For example, if you select 3 reports for deletion, a delete 3 reports option displays under Multi-
delete panel. Click delete 3 reports to delete all the selected reports. Click Select all and select
delete reports to remove all the reports for a selected report definition.

Click cancel to remove the Multi-delete panel and the check boxes for all the report results.
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Figure 1-4 Multi-delete

IDENTITY MANAGER

v Report Definition 1
runs daily at 10:11 PM edit
runs weskly on Sunday at 2:00 AM edit

W Report 1A [ view |
'll ran at 4/2/2008 10:11 PM by jgassner
"~ show parameters

show all 500 reports... Multi-delete

select all  delete 3 reports cancel
» Report Definition 1 | Run |
» Report Definition 1 En

ACCESS MANAGER hide

» Report Definition 1 | Run |
runs daily at 10:11 PM edit
| Run_|

» Report Definition 1

Updating Report Definitions

Users can upload updated reports to replace an existing report. For more information, see “Adding
Reports” on page 27.

1.4 Searching Events

Novell Sentinel Rapid Deployment provides the ability to perform a search events. The search
includes all online data currently in the database, but internal events generated by the Sentinel
system are excluded unless you select Include System Events. By default, events are sorted based on
the search engine’s relevancy algorithm.

Basic event information includes event name, source, time, severity, information about the initiator
(represented by an arrow icon), and information about the target (represented by a bull’s-eye icon).

1.4.1 Running an Event Search

You can run simple and advanced searches.

¢ “Basic Search” on page 32

¢ “Advanced Search” on page 33
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Basic Search

A basic search runs against all of the event fields in Table 1-2 on page 37. Some sample basic
searches include the following:

*

*

*

*

root
127.0.0.1
Lock*

driverset0

NOTE: If time is not synchronized between the end user machine and the Sentinel Rapid
Deployment server (for example, one machine is 25 minutes behind), you might get unexpected
results from your search. Searches such as Last I hour or Last 24 hours are based on the end user’s
machine time.

32 Sentinel 6.1

Click the Search link on the left.

Sentinel Rapid Deployment is configured to run a default search for non-system events with
severity 3 to 5 the first time you the Search link. Otherwise, it defaults to the last search term
you entered.

sev[3 TO 5] Search Tips

Last30 days v
[dinclude System Events [ Sort By Time

Mo events found for "sew:[3 TO 5]"

For a different search, type a search term in the search field (for example, admin). The search is
not case sensitive.

Select a time period for which the search should be performed. Most of the time settings are
self-explanatory, and the default is Last 30 Days.

* Custom allows you to select a start date and time and an end date and time for the query.
The start date must be before the end date, and the time is based on the browser’s local
time.

+ All time searches all the data in the database.

Select Include System Events to include events that are generated by Sentinel Rapid
Deployment system operations.

Select Sort By Time to arrange data with the most recent events at the beginning.
Sorting by time takes longer than sorting by relevance, which is the default.
Click Search.

All fields in the index are searched for the specified text. A spinning icon indicates that the
search is taking place.
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The event summaries are displayed.

Set Password (NMAS)
SYSTEM OBJECT == MODIFY

10/30/08 .
e Ch=adrnin.dc=user.dc=system

Advanced Search

details+

An advanced search can search for a value in a specific event field or fields. The advanced search
criteria are based on the short names for each event field and the search logic for the index. To view
the field names and descriptions, the short names that are used in advanced searches, and whether
the fields are visible in the basic and detailed event views, see Table 1-2 on page 37.

To search for a value in a specific field, use the short name of the field, a colon, and the value. For
example, to search for an authentication attempt to Sentinel RD by user2, use the following text in

the search field:
¢ evt:authentication AND sun:user?2
Other advanced searches might include:

¢ pn:NMAS AND sev:5

¢ sip:123.45.67.89 AND evt:“Set Password”

Figure 1-5 Advanced Search Example

admin and sev: 1|

Last? days ¥
Include Systemn Events [ Sort By Time

1 - 25 of 154423 1 2 3 4 5 6 7 .. 4000 Mext=

Authentication (Interal}

51709

5:57.20 FM admin

164.99.18.162

Message: User admin has passed Authentication to SentinelWizard, reqid{8C32E3A0-{8C8-{02C-4 D55-000C20205582)
Event i0: QDM00EFG-18C8-102C-2164-000C29208882

UserLoggedin (Intemal}

5109
55720 PM Systern
164.88.18.162

Message: User admin with OF name nuil at null logged in; currently { active Lsers, reqid(8C32E3A0-18C8-{02C-4 D55-000C292D5582)

Eventif): SOH00EFI-{ BCE-102C-8160-000029208882

Search Tips

Per page |25 v

all details--

details-

details-

Multiple advanced search criteria can be combined by using the following Boolean operators:

¢ AND (must be capitalized)
OR (must be capitalized)

*

*

* +

NOT (must be capitalized and cannot be used as the only search criterion)
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Special characters must be escaped by using a \ symbol:
S 2 I O R O N N R T R

The advanced search criteria are modeled on the search criteria for the Apache* Lucene* open
source package. More detail about the search criteria is available on the Web: Lucene Query Parser
Syntax (http://lucene.apache.org/java/2 3 2/queryparsersyntax.html).

1.4.2 Viewing Search Results

Searches return a set of events. Users can view basic or detailed event information and configure the
number of results per page. Search results are returned in batches. The default batch size is 25
results, but this is easily configured.

When results are sorted by relevance, only the top 100,000 events can be viewed. When they are
sorted by time, this limitation does not exist.

+ “Basic Event View” on page 34

+ “Event View with Details” on page 35

¢ “Refining Search Results” on page 35

Basic Event View

The information in each event is grouped into initiator information and target information. If data
isn’t available for a particular event field, the fields are labeled Unknown.

Figure 1-6 Basic Event View

Set Password (NMAS) details+
SYSTEM OBJECT == MODIFY
10130108

99555 B CN=adrmin. de=user.de=system

Occasionally, the search engine might index events faster than they are inserted into the database. If
you run a search that returns events that have not been inserted into the database, you get a message
that some events match the search query but could not be found in the database. If you run the search
again later, the events are usually in the database and the search is successful.
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Figure 1-7 Events Indexed but Not Yet in Database

sev:[0[TO 5) Search Search Tips

{)

Last 30 days +
Linclude System Events Sort By Time

1 - 25 of 65689 1 2 3 4 5 68 7 .. 2628  Mext>= Perpage |25 v

all details++

25 more matching events were found in the event index but details of the event cowld not be found in
the database. Tny the search again a little later to see the detalls of these events. If you still cannot
see them, check the server logs for errors.

1 - 25 of 65689 1 2 3 4 5 68 7 .. 2628  Mext>= Perpage |25 v

Event View with Details

You can view additional details about any event or events by clicking the details link on the right
side of the page.The details for all events on a page can be expanded or collapsed by using the all
details ++ or details-- link. This preference is retained as you scan through multiple pages of results
or execute new searches.

Figure 1-8 Event View

Authentication {nternal details-

5109

5:57:20 PM ey

164 89918162

Message: User adimin has passed Authentication to SentineWizard, reqfd(SC32E 34 0-§ SCE T 0 2C-A055-000C 29 208582)
Event [0 041 O00FFO-F 8CE102C-BT6A-000C 25 208882

The event in Figure 1-8 shows the same event as in Figure 1-6 on page 34, but with an expanded
view that shows additional data fields that might have been populated.

Refining Search Results

After viewing the results of a search, it might be necessary to refine the search results and add
additional search criteria. For example, you might see one initiator user’s name appear several times
in the search results and want to see more events from that initiator.

To filter the search results using a specific value appearing in the search results:

1 Identify the desired filter criteria in the search results.

2 Click the value (for example, target hostname test 1900) by which you want to filter the results.
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36

admin
Last 30 days |+
Cinclude System Events [ Sart By Time

1-25 of 136 1 2 3

Adid Value (EDIRECTORY)
SYSTEM LUSER MODIFY

102608 .
admin

2:38:26 PM

Search Tip:

4 5 B Maxt =

Per page | 2!

all detai

det

testi i%ﬂﬂ

TIP: This adds the value to your filter with an AND operator. To add the value to your filter
with an NOT operator, press the Alt key as you click the value.

3 Click Search.

admin AND dun:"test19000"

L Include System Events [ Sort By Time

1-23 of 36 1

Add Value (EDIRECTORY)
SYETEM USER MODIFY

102608 .
admin

2:30:26 PM

Search Tip:

2 MNext= Fer page | 2!

all detai

det

test18000

Some fields cannot be selected to refine a search this way:

¢ EventTime

+ Message

+ Any field related to the Reporter
¢ Any field related to the Observer
¢ Any field related to TargetTrust

¢ Any field with a value Unknown

Sentinel 6.1 Rapid Deployment User Guide



1.4.3 Event Fields

Each event has fields that might or might not be populated, depending on the specific event. The
values for these event fields can be viewed by using a search or running a report. Each field has a
short name that is used in advanced searches. The values for most of these fields are visible in the

detailed event view; other values are also visible in the basic event view.

Table 1-2 Event Fields

T Visible in
Field ﬁhm Description Visiblein —py 4 ied
ame Basic View "
View
Severity sev  Normalized severity of the eventon ascale X X
of 0 (informational) to 5 (critical).
EventTime dt Time stamp of the event. Can be the X X
Sentinel Rapid Deployment server time
stamp or the time stamp from the original
event source (if trust event time is
enabled).
EventName evt  Short name of the event. X
Message msg Detailed event message. Invisible
ProductName pn Product that generated the event; the X
event source.
Displayed after the event name.
InitUserName sun  Username of the user who initiated the X X
event.
InitUserID iuid  User ID of the user who initiated the event, Invisible X
based on the raw data reported by the
device.
InitUserDomain rv35 Domain of the user who initiated the event. Invisible Invisible
Searchable but not displayed in either
event view.
InitHostName shn  Hostname of the machine from which the X X
event initiated.
InitHostDomain rv42 Domain of the machine from which the X X
event initiated.
InitIP sip IP address of the machine from which the Invisible X
event initiated.
InitServicePort spint  Port number from which the event initiated Invisible X
(for example, HTTP)
InitServicePortName sp Type of port from which the event initiated Invisible X
(for example, HTTP).
TargetUserName dun  Username of the user who was the target X X

of the event.
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Visible in

. Short A Visible in .
Field Name Description Basic View D_etalled
View
TargetUserID tuid  User ID of the user who was the target of  Invisible X
the event, based on the raw data reported
by the device.
TargetUserDomain rv4d5 Domain of the user who was the target of  Invisible X
the event.
Searchable but not displayed in either
event view.
TargetHostName dhn  Hostname of the machine that was the X X
target of the event.
TargetHostDomain rvd1 Domain of the machine that was the target X X
of the event.
TargetlP dip IP address of the machine that was the Invisible X
target of the event.
TargetServicePort dpint Port number that was the target of the Invisible X

event (for example, 80).

TargetServicePortName dp Type of port that was the target of the event Invisible X
(for example, HTTP).

TargetTrustName ttn Role of the user that was a target of the Invisible Invisible
event (for example, FinanceAdmin).

Searchable but not displayed in either
event view.

TargetTrustID ttid Numerical ID representing the role of the  Invisible Invisible
user that was a target of the event.

Searchable but not displayed in either
event view.

TargetTrustDomain ttd Domain (namespace) within which the Invisible Invisible
target trust exists.

Searchable but not displayed in either
event view.

EffectiveUserName euna Name of the user that the InitUser is Invisible X
me impersonating (root using su, for
example); follows Initiator Username
(Initiator User ID) as in the detailed event
view.

EffectiveUserlD euid Numerical ID of the user that the InitUser is Invisible X
impersonating (root using su, for
example), based on the raw data reported
by the device.
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Field

Short
Name

Description

Visible in
Basic View

Visible in
Detailed
View

ObserverHostName

ObserverHostDomain

ObserverlP

ReporterHostName

ReporterHostDomain

ReporterlP

SensorType

DataName/Filename

SN

obsd
om

obsip

m

repd

om

repip

st

fn

Hostname of the machine that forwarded
the event to the security information event
management system (for example, the
hostname of a syslog server).

Searchable but not displayed in either
event view.

Domain of the machine that forwarded the
event to the security information event
management system (for example, the
domain of a syslog server).

Searchable but not displayed in either
event view.

IP address of the machine that forwarded
the event to the security information event
management system (for example, the IP
address of a syslog server).

Searchable but not displayed in either
event view.

Hostname of the machine that reported the
event to an observer.

Searchable but not displayed in either
event view.

Domain of the machine that reported the
event to an observer.

Searchable but not displayed in either
event view.

IP address of the machine that reported the
event to an observer.

Searchable but not displayed in either
event view.

The single character designator for the
sensor type (N=network, H=host,
O=operating system, A and I=Sentinel
Rapid Deployment auditing events,
P=Sentinel RDSentinel Rapid Deployment
performance events).

Searchable but not displayed in either
event view.

Data object name reported in the event (for
example, the file name or database table
name).

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

Invisible

X
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_ . Visible in
Field Short Description V|S|ple in Detailed
Name Basic View View

DataContext rv36 Container for the FileName data object (for X
example, a directory for a file or a database
instance for a database table)

x
x

TaxonomyLevel1 rv60 Target classification for event. Displayed
under the event name in the format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomylLevel3>> TaxonomyLevel4

TaxonomyLevel2 rv61  Subtarget classification for the event. X X
Displayed under the event name in the
format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomyLevel3>> TaxonomylLevel4

X
X

TaxonomyLevel3 rv52  Action information for the event. Displayed
under the event name in the format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomyLevel3>> TaxonomylLevel4

TaxonomylLevel4 rv63 Detail information for the event. Displayed X X
under the event name in the format:

TaxonomyLevel1>> TaxonomyLevel2>>
TaxonomyLevel3>> TaxonomylLevel4

Some fields are tokenized. Tokenizing the fields makes it possible to search for an individual word
in the field without a wildcard. The fields are tokenized based on spaces and other special
characters. For these fields, articles such as “a” or “the” are removed from the search index.

+ EventName

+ Message

¢ ProductName

+ FileName

¢ DataContext

¢ TaxonomyLevell

¢ TaxonomyLevel2

¢ TaxonomyLevel3

¢ TaxonomyLevel4
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Sentinel Control Center

Novell® Sentinel™ gathers and correlates security and non-security information from across an
organization's networked infrastructure, as well as third-party systems, devices, and applications.
Sentinel presents the collected data in an richly functional interface, identifies security or
compliance issues, and tracks remediation activities, streamlining previously error-prone processes
and building a more rigorous and secure management program. The Sentinel Control Center (SCC)
is the main user interface for viewing and interacting with this data.

¢ Section 2.1, “Log In to the Sentinel Control Center,” on page 41

¢ Section 2.2, “About Sentinel Control Center,” on page 42

¢ Section 2.3, “Introduction to the User Interface,” on page 45

2.1 Log In to the Sentinel Control Center

¢ Section 2.1.1, “Linux,” on page 41

¢ Section 2.1.2, “Windows,” on page 41

2.1.1 Linux

1 As the Sentinel Administrator (admin), change directory to:
<Install directory>/bin

2 Run the following command:
./control center.sh

3 Specify your username and password, then click OK.
A Certificate window displays.

4 Sclect Accept, if you want this message to display every time you start Sentinel on your system.
To avoid this, you can select Accept Permanently.

2.1.2 Windows

1 Perform either of the following:

¢ Go to Start > Programs > Sentinel and select Sentinel Control Center. The Sentinel Login
window displays.

* Click Applications in the left panel of the Novell Sentinel 6.1 Rapid Deployment Web
interface, then click Launch Control Center:

Sentinel Control Center
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42

EE&

N Sentinel Login

€1) Sentinel”from Novell
v 6.1
Username: | |
Pigmmymr . | |
& 1963-2008 Nuve_ll_ Inc. Al righE FEEarad N Ove I I

2 Specify your username and password.
3 Click Login.

On the first login, the following warning message displays. You must accept the certificate in
order to securely log in to the Sentinel Control Center

N Warning - Security = IEI

An untrusted certificate has been detected. Do you a
want to run the application?

Certificate Type: x.504

Issued To: desk.domain.com
Issued By: desk.domain.com
Fingerprint: TEDA2:49:41: 7563, 3C:.C8: 7601 2:49:41.78.63:3C
[ Accept ] [ Accest Permanertly ] [ Cancel ]

4 Sclect Accept, if you want this message to display every time you start Sentinel on your system.
To avoid this, you can select Accept Permanently.

2.2 About Sentinel Control Center

The Sentinel Control Center includes the following functional tabs and interfaces:

¢ Section 2.2.1, “Active Views,” on page 43
¢ Section 2.2.2, “Incidents,” on page 43
¢ Section 2.2.3, “iTRAC,” on page 43
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¢ Section 2.2.4, “Analysis,” on page 44

¢ Section 2.2.5, “Admin,” on page 44

¢ Section 2.2.6, “Correlation,” on page 44

¢ Section 2.2.7, “Event Source Management,” on page 44
¢ Section 2.2.8, “Solution Packs,” on page 45

¢ Section 2.2.9, “Identity Integration,” on page 45

2.2.1 Active Views

The Active Views tab presents events in near-real time.
In the Active Views tab, you can:

¢ View events occurring in near-real time

¢ Investigate events

¢ QGraph events

¢ Perform historical queries to collect data for a specified period
+ Invoke right-click functions

+ Initiate manual incidents and remediation workflows

2.2.2 Incidents

An incident is a set of events that require attention (for example, a possible attack). Incidents
centralize the data and are typically made up of a correlated event, the associated events that
triggered a correlation rule, asset details of the affected systems, vulnerability state of the affected
systems, and any remediation information, if known. Incidents can be associated with a remediation
workflow in iTRAC™, if specified. An incident associated to an iTRAC workflow allows users to
track the remediation state of the incident.

In the Incidents tab, you can:

¢ Manage incident views
+ View and manage incidents and their associated data

+ Switch between existing incident views

2.2.3 iTRAC

The iTRAC stateful incident remediation workflow capability allows you to incorporate your
organization’s incident response processes into Sentinel.

In the iTRAC tab, you can:

¢ Create custom workflow templates
+ Edit workflow templates
+ Create custom activities

+ Edit activities

Sentinel Control Center
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+ Associate activities with workflow steps

+ Initiate and execute processes

2.2.4 Analysis

The Analysis tab is used to run and save an offline query for later quick retrieval of search results.

2.2.5 Admin

The Admin tab provides you access to perform the administrative actions and configuration settings
in Sentinel. In the Admin tab, you can:

¢ Create and modify filters

+ Use filters to format data

¢ Use filters to determine event routing

+ View system statistics about the Data Access Service

¢ Start and stop system components

¢ Configure Sentinel event fields

¢ Configure the mapping service

¢ Create new options for right-click event menus

+ Aggregate data for reporting

¢ Create users and assign them to roles for workflows

¢ Manage user sessions

2.2.6 Correlation

The Correlation tab provides an interface to create and deploy rules to detect suspicious or
malicious patterns of events.

In the Correlation tab, you can:

* Create and edit rules
¢ Deploy/undeploy rules
+ Add an action and associate it to a rule

¢ Configure dynamic lists

2.2.7 Event Source Management

The Event Source Management (ESM) interface is available through the Sentinel Control Center
menu. It allows you to manage and monitor connections between Sentinel and its event sources by
using Sentinel Connectors and Sentinel Collectors.

In the ESM, you can:

+ Import/export Connectors and Collectors from and to the centralized repository available in
ESM
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¢ Add/edit connections to event sources through the configuration wizards
+ View the real-time status of the connections to event sources

¢ Monitor data flowing through the Collectors and Connectors

Sentinel Collectors

The Collectors parse the data and deliver a richer event stream by injecting taxonomy, exploit
detection, and business relevance into the data stream before events are correlated and analyzed and
sent to the database.

Sentinel Connectors

The Connectors use industry standard methods to connect to the data source to get raw data.

2.2.8 Solution Packs

You can use the Solution Packs interface through the 7ools menu in the Sentinel Control Center.
Solution Packs provide a framework within which sets of content can be packaged into controls,
each of which is designed to enforce a specific business or technical policy.

2.2.9 Identity Integration

The Sentinel integration framework for identity management systems provides functionality on
several levels. When identity integration is implemented, you can:
+ Look up the following information about a user from the Identity Browser:
+ Contact information
¢ Accounts associated with that user
+ Most recent authentication events
+ Most recent access events
+ Most recent permissions changes

¢ Look up user information by right-clicking an event

2.3 Introduction to the User Interface

In the Sentinel Control Center user interface, you can perform the activities through the following
components:

+ Section 2.3.1, “Menu Bar,” on page 46

¢ Section 2.3.2, “Toolbar,” on page 46

¢ Section 2.3.3, “Tabs,” on page 48

¢ Section 2.3.4, “Frames,” on page 48

Sentinel Control Center provides you the “dockable” framework, which allows you to move the
toolbars, tabs or frames from their default location to user-specific locations for ease of use.

Sentinel Control Center
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Figure 2-1 Sentinel Control Center

N Novell Sentinel Control Center - logged in as admin

Fle Opfions Tools ‘indons  Event Source Management  Active Views Help

Mavigatar a B B active views |\ Correstion | ) Incidents | & iTRac™ | g tnalysis
(=400 Active Views ., NN
T 5 ro e _ PUBLIC:High_Severity, Severity [- [B]x]
: RN - LELiC e 2
; Filter PUBLIC:High_Severity, Attribute Severity Event Count per Second
i E 0
& PUBLIC Hgh_sserty, 5|1 ' 15 Minute;30 Second Intervals = 2:42:30 PM - 2:43:00 PM
12 snap Shot & 4 4 |Eh
Historical Queries S o:
Inwestigate (]
123 snalysis o8 Os
4403 dctions - O
L = 3 3 .5
5 I I
2
&
T
2
5
2
o
=
H
I
1 1
o 0 N
2:28:. 2:30:30 PM  2:33:00 PM  2:35:30 PM 2:38:00 PM  2:40:30 PM Shiftrdrag mouse to resize
Cirl+drag segment to explode
Time
] | Ed Interval Valuss: | Top Values|
Wark List 3 8

Work em Summary PUBLIC:Internal_Events, Resource

There are 0 s [ Group : Sewertty | EvertTime EventMName Message KDAS TaxonomyHame KDAS Cutcomels
:g;:::;(';;:”d 0 e 41 MoDataslert o tata received for EvertSource Fils Event Source (1D EADF70ED- EFD-102
i 36 MoDataslert 0 data received for EvertSource File Event Source (1D EADF7DEQ- EFD-102
35 Heaphemory Statistics Heep RAM usecl: 193,32 MB of 24313 MB (73%) by service DAS_Core-EB5436
34 NoDetadlert o dta received for EvertSource File Event Source (1D EADF70EO-| EFD-102
View work tems 33 NoDstadlert o dsta received for Evert Source File Event Source (1D EADF70E0-| EFD-102
2 Heaphemory Statistics Heap RAM used: 170,38 M of 243 18 MB (70%) by service DAS_Core-EB6436
admin 311 NoDatatlert o data received for Evert Sourcs File Event Source (1D EADF7OED-1 EFD-102
295 MNoDatatlert o dila received far EverlSource File Event Source (D EADFOEQ EFDA0Z
284 MoDataslert (0 dlata received for EverfSource File Event Source (1D EADF70EQ-1 EFD-10Z

< | >

909 Upetate: 5/11/03 2:42:30 PM Recelved: D (of 0) Displaying: 0

2.3.1 Menu Bar

The menu bar has the menus required to navigate, perform activities, and change the appearance of
the Sentinel Control Center.

Figure 2-2 Menu Bar

Hovel Sentinel Control Center - losged in as esecadm

The File, Options, Event Source Management, Windows, and Help menus are always available. The
availability of other menus depends on your location in the console and the permissions you have.

2.3.2 Toolbar

The toolbar allows you to perform tab-specific functions. There are four system-wide toolbar
buttons that are always displayed: View Sentinel Help, Cascade All Display Windows, Tile All
Display Windows, and Save User Preferences. The availability of other toolbar buttons depends on
your location in the console and the permissions you have.

+ “System-Wide Toolbar” on page 47

¢ “Tab-Specific Toolbar Buttons” on page 47
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System-Wide Toolbar
The system-wide toolbar buttons are:

Figure 2-3 Toolbar Buttons

Cascade
All Display Save Action
Reset Lavout Windows Preferences Debugging

I —
A ]ieHDE @ %)

Undo Dragging  Redo
Frames

Online  Tile All Display Solution Packs  Identity

Help  Window Browser

Tab-Specific Toolbar Buttons

Tab-specific toolbar buttons allows you to perform the functions related to each tab.

Table 2-1 Tab-Specific Toolbar Buttons

Toolbar View

Create Active View Snapshot

HL S

Manage Columns

Active Views

Event Query

Correlation Iﬂ w ‘:’
Incidents @ E:a
iTRAC :
QR B, =
{8t e’
Analysis 0 Oueries
Admin Filter Configuration
Report Data  Servers
Menu Configuration Configuration  \iew

| | |
[ERNT S ORF

Colour Filter Glabal Filter User
Caonfiguration Configuration Configuration
Event Menu Map Data
Configuration Caonfiguration

For more information on tab-specific toolbar buttons, see the sections on each of the tabs listed in

Section 2.3.3, “Tabs,” on page 48.
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2.3.3 Tabs

Depending on your access permissions, Sentinel Control Center displays the following tabs.

¢ Active Views tab. For more information, see Chapter 3, “Active Views Tab,” on page 53
¢ Correlation tab. For more information, see Chapter 4, “Correlation Tab,” on page 83

¢ [Incidents tab. For more information, see Chapter 5, “Incidents Tab,” on page 109

¢ iTRAC tab. For more information, see Chapter 6, “iITRAC Workflows,” on page 123

¢ Analysis tab. For more information, see Chapter 8, “Analysis Tab,” on page 167

¢ Admin tab. For more information, see Chapter 10, “Administration,” on page 219

2.3.4 Frames

Sentinel provides a dockable framework that allows you to drag frames on the screen to place them
in your preferred locations. The following buttons allow you to drag and/ hide frames.

+ Toggle Floating
+ Toggle Auto-hide

Figure 2-4 Navigator Frame
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To drag a frame to any location:

1 Click the Toggle Floating icon on the frame or hold the frame and drag it to the desired
location.

To hide a frame:

1 Click the Toggle Auto-hide icon.

NOTE: You can undo dragging or reset the framework to the default position by using the toolbar
buttons.

2.3.5 Using the Sentinel Control Center to Navigate

To navigate by using the toolbar:

1 Click the tab you need to use.

2 Click toolbar buttons to perform the actions.
To navigate by using the menu bar:

1 Click the tab menu in the menu bar.

2 Select an action you need to perform.
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NOTE: This procedure is generic for all the tabs in the Sentinel Control Center. Navigation
procedures for tabs are discussed in the relevant sections.

2.3.6 Changing the Appearance of the Sentinel Control Center

You can change the Sentinel Control Center’s look by:

*

*

“Setting the Tab Position” on page 49

“Cascading Windows” on page 49

“Tiling Windows” on page 49

“Minimizing Windows” on page 49

“Restoring Windows to Original Size” on page 49

“Closing all Open Windows” on page 49

Setting the Tab Position

1
2

Click Options > Tab Placement.

Select either Top or Bottom.

Cascading Windows

1

Click Windows > Cascade All. All open windows in the right panel cascade.

Tiling Windows

1
2

Click Windows > Tile All.

Select from the following options:
¢ Tile Best Fit
+ Tile Vertical

¢ Tile Horizontal

Minimizing Windows

1

Click Windows > Minimize All. All open windows in the right panel minimize.

Restoring Windows to Original Size

1

Click Windows > Restore All. All open windows in the right panel are restored to their original
size.

NOTE: Use the Minimize and Restore options provided on the top right corner of the tab to
minimize individual tabs.

Closing all Open Windows

1

Click Windows > Close All.
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2.3.7 Saving User Preferences

If the user has permissions to save the workspace, they can save the following preferences:

¢ Permanent windows that are not dependent on data that was available at the time of their
original creation.

*

Active Views™

*

Summary displays

*

Window positions

+ Window sizes, including the application window

*

Tab positions

*

Navigator docked or floating and showing or hidden

The following preferences are not saved when the user logs out:

*

Snapshots

*

Historical event queries

*

Secondary windows opened from one of the primary windows in the Admin Navigator

*

Column widths in Active Views
To save your preferences:

1 Click File > Save Preferences or click

2.3.8 Changing Password

1 Click Options > Change Password.

2 Provide the old password.

3 Provide the new password and confirm it.
4 Click OK.

For more information on password security, see the Sentinel 6.1 Rapid Deployment Reference
Guide.

2.3.9 Configuring the Attachment Viewer

1 On the Tools menu, click Attachment Viewer Configuration or alternatively click the Configure
Attachment Viewers button. The Attachment Viewer Configuration window displays.
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{2 Attachment Yiewers

X
Attachment Yiewers
Extension | Type | Subtype | Appl

e DEFALLT DEFALLT C\Program Files! Wi

.heml ESEC ADYWISOR C:YProgram Files! Inl =

doe DEFALLT DEFALLT CiProgram Filesii Edif |
Uelete |

Rl | i

Ok |

2 Click Add. The Attachment Identification window displays.

(3 Attachment ¥iewer Configuration

~Attachment Identification

Extension: ||

Type: {pEFALLT

Subtype:  [DEFALLT

~Attachment Yiewer

Application: I

Browse |

Pararneters: I%FILE%

Ok, | Cancel |

Specify the extension type (such as .doc, .x1s, .txt, .html and so on) and click Browse or

type in the application program to launch the file type (such as notepad.exe for Notepad).
3 Click OK.
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Active Views Tab

The Active Views tab presents events in near-real time.

Section 3.1, “Understanding Active Views,” on page 53

Section 3.2, “Introduction to the User Interface,” on page 54

Section 3.3, “Reconfiguring Total Display Time,” on page 57

Section 3.4, “Viewing Real-Time Events,” on page 57

Section 3.5, “Showing and Hiding Event Details,” on page 61

Section 3.6, “Sending Mail Messages about Events and Incidents,” on page 62
Section 3.7, “Creating Incidents,” on page 63

Section 3.8, “Viewing Events That Trigger Correlated Events,” on page 64
Section 3.9, “Investigating an Event or Events,” on page 65

Section 3.10, “Viewing Advisor Data,” on page 70

Section 3.11, “Viewing Asset Data,” on page 71

Section 3.12, “Viewing Vulnerabilities,” on page 72

Section 3.13, “Ticketing System Integration,” on page 77

Section 3.14, “Viewing User Information,” on page 77

Section 3.15, “Using Custom Menu Options with Events,” on page 77

Section 3.16, “Managing Columns in a Snapshot or Navigator Window,” on page 78
Section 3.17, “Taking a Snapshot of a Navigator Window,” on page 79
Section 3.18, “Sorting Columns in a Snapshot,” on page 79

Section 3.19, “Closing a Snapshot or Navigator,” on page 79

Section 3.20, “Adding Events to an Incident,” on page 79

3.1 Understanding Active Views

In the Active Views tab, you can:

*

*

*

*

*

*

View events occurring in near-real time
Investigate events

Graph events

Perform historical statistical analysis
Invoke right-click functions

Initiate manual incidents and remediation workflows

An event represents a normalized log record reported to Sentinel™ from a third-party security,
network, or application device or from an internal Sentinel source. There are several types of events:

*

External events (event received from a security device), such as:

+ An attack detected by an intrusion detection system
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+ A successful login reported by an operating system

+ A customer-defined situation such as a user accessing a file
+ Internal events (an event generated by Sentinel), including:

+ A correlation rule being disabled

¢ The database filling up
¢ Correlated events

You can monitor the events in a tabular form or you can use several different types of charts to
perform queries for recent events. Access to these features can be enabled or disabled for each user.

3.2 Introduction to the User Interface

In an Active Views™, you can see Create Active View, Event Real Time, and Event Query. You can
navigate to these functions from:

Table 3-1 Active Views User Interface

User Interface Description
Active Wisws The Active Views menu in the menu bar
Properties

Create Active Wiew

Afive e | When you create a filter, the Active Views menu
has these additional options.

v [T N
ﬁ Crae Sete o extents | 37 TR | Ui e

\4\% Event JLey _""'\\

The Navigation tree in the Navigation pane

0y
+

Mavigator

= _I Active Views

""" 1 Resl Time

e ] Shap Shat
—_I Hiztorical Queries
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User Interface Description

Create Active View Snapshol The toolbar buttons

s

Event Query Manage Columns

i

Active Views provides two types of views that display the events in tables and graphs.

¢ The Table format displays the variables of the events as columns in a table. You can sort the
information in the grid by clicking the column name.

Figure 3-1 Active View Tabular Format
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¢ The Graphical format displays events as graphs. You can change the chart types to display
other chart types.

Figure 3-2 Active View Graphical Format
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There are two types of Active Views:

+ Near Real Time Event Table:

+ Holds up to 750 events per 30-second period. If there are more than 750 events, the events
are displayed in the following priority order: correlated events, events that are sent to the
GUI by using a global filter, and all remaining events.

¢ By default, the client maintains a 24-hour period of cached events. This is configurable
through Active View Properties.

¢ By default, the smallest possible display interval of an active view is 30 seconds. This is
represented by a gray line in the event table.
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Figure 3-3 Gray Line Smallest Possible Display Interval

) [2005.06.21 ] 06:34:38 EDT ; Threshold_ef
EE} 2005 06,21 § 06:34:38 EDT | 10.0.0.1 10.0.0.12 Password_ex
@  |2005.06.21 | 06:34:28 EDT 10.0.0.22 10.0.0.9 Program_exe

If there are more than 750 events per 30-second time period, a red separation line displays
indicating that there are more events than are displayed. The other events can be viewed
by using Historical Queries.

Figure 3-4 Red Line More Events Displayed

*

3)  [2005.06.21 { 07:07:00 EDT | 10.0.0.11 10.0.0.21 | unsuccessful
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1) |2005.06.21 ] 07:06:58 EDT 10.0.0.54 10.0.0.25 successful-a|

+ On saving user preferences, the system continues to collect data for four days. For
instance, if you save your preferences, log out, and log back in the following day, your
Active View displays data as if you never logged off.

+ Ifan Active View is created and not saved, it continues to collect data for an hour. If an
identical Active View is created within that hour, the Active View displays data for the last
hour.

Snapshot: Time-stamped views of a Real Time Event View table.

Active View provides you the following unique features:

*

*

*

Filter assigned to an Active View
The z-axis attribute

The security filter assigned to a user

The Active Views tab allows you to:

*
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Reconfigure total display time

Add events to an incident

Close a Snapshot or Navigator window
Create an incident

Custom menu options with events
Investigate an event query

Investigate a graph map

View Advisor data

Manage columnsSend messages about events by e-mail
Show or hide event details

Take a Snapshot of a Navigator window
View events that triggered a correlated event
View vulnerability visualization

View asset data

Integrate with the ticketing system
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You can change labels (column names) to user-friendly names and the new names are populated
throughout the system. For more information, see Section 3.15, “Using Custom Menu Options with
Events,” on page 77.

3.3 Reconfiguring Total Display Time

Active View Properties allows you to configure the cached time in each client. The default cache
time value in an Active View is 24 hours.

To configure Maximum Total Display Time:

1 Click the Active Views tab.
2 Click Active Views > Properties.

3 Make your changes, then click OK.

Active Views Properties E|

[
Thiz walue will not take effect until you restart Sertinel Cortrol Center.

"Maximum Total Display Time

The new values do not take effect until you restart the Sentinel Control Center.

3.4 Viewing Real-Time Events

1 Click the Active Views tab.
2 Click Active Views > Create Active View or click the Create Active View icon .

3 In the Event Visualization Wizard window, click the down-arrows to select your Event
Attribute (Z Axis), Filter, and to Display Events (Yes or No).

In the Filter Selection window, you can build your own filter or select one of the already built
filters. Selecting the All filter allows all events to display in your window. When you are
creating an Active View, if the filter assigned to the Active View is changed or deleted after
creation of the Active View, the Active View is unaffected.
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Active Yiews™ Wizard s x|

Step 1. Event Collection Parameter Setup -
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ISeverHy LI
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| =
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After making your selection, you can click Next or Finish. If you select Finish, the following
default values are selected:

*

Display Interval and Refresh rate of 30 seconds

*

Total Display Time of 15 minutes
+ Y-axis as Event Count
¢ Chart type of Stacked Bar 2D
4 If you click Next, click the down-arrows and fill in the fields:
+ Display Interval and Refresh rate:
+ Display Interval is the time interval to display events.
¢ Refresh Rate is the rate at which Active Views should refresh.
+ Total Display Time: Amount of time to display the chart.
¢ Y-axis: Either the total Event Count or Event Count per Second.
5 Click Next.
6 Select your chart type from the drop-down list and click Finish.

Your graph looks similar to:
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The five buttons to the left of the chart perform the following functions:

Table 3-2 Functions of the Buttons

Buttons Description

Lock/Unlock the Chart Used when performing a drill-down, zoom in, zoom out, and
zoom to selection, and saving a chart as an HTML file.

Increase Display Interval Increases the display time interval for the incoming events.
Decrease Display Interval Decreases the display time interval for the incoming events.
Increase Display Time Increases the time interval along the x-axis.

Decrease Display Time Decreases the time interval along the x-axis.

When you click the Lock button, additional available buttons are the following:

Table 3-3 Additional Buttons

Buttons Description

Lock/Unlock the Chart Used when performing a drill-down, zoom in, zoom out, and zoom to
selection, and saving a chart as an HTML file.

Zoom In Zooms in without changing any of the time settings of the chart.

Zoom Out Zooms out without changing any of the time settings of the chart.

Zoom to Selection Zooms in on a selection of time intervals of events.

Snapshot Active View Save as an HTML file with chart as images and events in a tabular
format.
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3.4.1 Resetting the Parameters and Chart Type of an Active
View
When viewing an Active View, you can reset your chart parameters and change your chart type.

1 Within an Active View displaying a chart, right-click and select Properties.

& g q g
] 5ar 20 crart Active Views™ Properties
Hé; itacl::e: :ar 2D Chart Parametersl Chart Types
ine: Chaf
49| Ribbon Chart - Time Intervals
[+ Properties :
Display Interval 30 Second w
-leard
Refresh Rate 30 Second A
Total Display Time 19 Minute b
&z Valle
Y Axis Ewert Count per Second w

2 Under the Parameters tab, set the following options:
Display Interval: Time between each interval.

Refresh Rate: Number of seconds for the event rate to be updated.

*

*

Total Display Time: Amount of time to display the chart.

*

Y-axis: Either total Event Count or Event Count per Second.

*
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3 Under the Chart Types tab, set your chart to Stacked Bar2D, Bar 3D, Line, or Ribbon.

Active Views™ Properties

Parameters | Chart Types |

—Chart Property

Type:

Stacked Bar 2D i
Stacked Bsr 2D

3.4.2 Rotating a 3D Bar or Ribbon Chart

1 Click anywhere on the chart and hold the mouse button.

2 Reposition the chart as desired by moving the mouse and holding the button.

3.5 Showing and Hiding Event Details

To show event details:

1 In a Real Time Event Table of the Navigator or in a Snapshot, double-click or right-click an
event and click Show Details. The event details displaying the left panel of the Real Time
Event Table.
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EveriName S ngePersistenth O |EvertTaxanamy Dirn 1K in 5 entries (
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Resource T oriotentMapSer DR lislreD ¥ bersistenthapStatus | ResourceDim 15KE in 46 ertries total
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CollectorSc... Performance D777 ersistentivap Status_LserDim 1kBinSentries __
C1855550-3607- v 7R Email hedPealTimeSummeri... Total 3 Active Views and combined car
EventID 1026-B864-0015 L e Creste Incidert [hroughput Capacy | Event throughgput capaciy is at D% for
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To hide event details:

1 In a Real Time Event Table of the Navigator or in a Snapshot, with event details displayed in
the left panel, right-click an event and click Show Details. The Event Details window closes.

3.6 Sending Mail Messages about Events and

Incidents

IMPORTANT: Before you send a mail by using the Sentinel Control Center, ensure that you have
an SMTP Integrator configured with connection information and with the
SentinelDefaultEMailServer property SentinelDefaultEMailServer set to true.

To send an event message by e-mail:

1 In a Real Time Event Table, select an event or a group of events, then right-click and select

Email.

-Selected Events: 10

I | Resource |

Message |

37FF1006-2EF3-1026-,., |FRWL_Res

GFFEEY3A-ZEFE-1026-,.. |FRWL_Fes

udp drop detected FR...

57083324-2EF8-1026-, .. |FRWL_Res

udp drop detected FR.., :l

tcp drop detected FR...

G7DSADDE-ZEFS-1026, ., |FRWL_Res

udp drop detected FR...

G7AETEZ4-2EFS-1026-,.. |FRWL_Res

tcp drop detected FR...

RTOFEARRA-PFFR-1N7A FRWI Rec

nidn dvnn Astarkad FR LI

Email Compasition

Email Address: |

Email Subject: I

Email Message:

Ok

Cancel

2 Provide the following information:
¢ Email Address
+ Email Subject
+ Email Message

3 Click OK.
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To e-mail an incident:

1 After you save your incident, click the Incidents tab, Incidents > Incidents View.

2 Click the All Incidents option in the Switch View drop-down list located at the bottom right
corner.

3 Double-click an incident.

4 Click Email Incidend 2] icon.

5 Provide the following information:
+ Email Address
+ Email Subject
+ Email Message

6 Click OK.

The e-mail messages have HTML attachments that address incident details, events, assets,
vulnerabilities, advisor information, attachment information, incident notes, and incident
history.

3.7 Creating Incidents

To perform this function you must have user permission to create incidents.

This is useful in grouping a set of events together as a whole representing something of interest
(group of similar events or set of different events that indicate a pattern of interest such an attack).

If events are not initially displayed in a newly created incident, it is probably because of a lag in the
time between display in the Real Time Events window and insertion into the database. If this occurs,
it takes a few minutes for the original events to be inserted into the database and display in the
incident.

To create an incident:

1 In a Real Time Event Table of the Navigator or a Snapshot Real Time Event Table, select an
event or a group of events, then right-click and select Create Incident.

S PUBLIC:ALL @ XAA07 123006 P Snapshot

e ——

0 seria)
1) juartha sppiabe et a7 12 [2] srow etass e
] SAR7 11 Wi in Active Browser Soppad
L ariha appistis rel Amnri
E :e:-.-: Shecriid AEOT 12 Ivestigaia r Eistireylatn :
¥ i ] 3”07 12 Aralyz 4 E
Y esectiessd LT 12
U emerTessd amoTi2 a0 |
v epectiessd 3mo7 12 Emad gExistrgain |
Ll o ] aori2 i " din |
M esectestd a7 12 0
¥ lemectiesEd 380713 Ot |
é ezec Tesid 3m07 12 ping E-::

ST 11
L] ot Senid 0T 11 sy -
® | a7 11 traceroute

. :_ Ie!et'Sle:E-l .J.ElCl:' 11 ity 7

2 In the New Incident window, fill in the necessary information in the following tabs:
+ Events: Shows which events make up the incident

+ Assets: Show affected assets
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¢ Vulnerability: Show related asset vulnerabilities

+ Advisor: Asset attack and alert information

¢ iTRAC: Under this tab, you can assign a WorkFlow (iTRAC™)
¢ History: Incident history

¢ Attachments: You can attach any document or text file with pertinent information to this
incident

+ Notes: You can specify any general notes regarding this incident.
3 In the Create Incident dialog box, specify:

+ Title

+ State

+ Severity

¢ Priority

+ Category

¢ Responsible

¢ Description

+ Resolution

4 Click Create. The incident is added under the Incidents tab of the Sentinel Control Center.

3.8 Viewing Events That Trigger Correlated
Events
You must right-click a correlated event in order to view the events that triggered the correlated

event. In the event table from which you are selecting the event, look in the summary display panel
on the right for an event that has a property of SensorType with a Value of C (C: correlated event).

To view events that triggered a correlated event:

1 In aReal Time Event Table of the Navigator or Snapshot, or in an event query table, right-click
a correlated event and select View Trigger Events.

A window opens, showing the events that triggered the rule and the name of the correlation

rule.
N Correlated Events For 9FB1FE2C-4630-1026-BE0F-080020AD! =101 x|
Everd Id Correlation rubs Batch size O
[wa-.rs:-: -4530-1026-6E0F -050020406488 I _quick_ome Fout |1C'1J L] > x ’
A DeteTime | severty | Evertname | Sowcer | Destration
2004 02 26 § 03053 EST | .i) Pazsword_svpired AnnnA | nnnag
J| | 2
,Q,Seuch complete Court: 1
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3.9 Investigating an Event or Events

The right-click option /nvestigate allows you to:

¢ Perform an event query for the last hour on a single event for:
¢ Other events with the same target IP address
¢ Other events with the same source (initiator) IP address

¢ Other targets with the same event name

NOTE: You cannot perform a query on a null (empty) field.

¢ Graphically display the mappings between any two fields in the selected events. This is
particularly useful to view the relationship between the initiators (IP, port, event, sensor type,
Collector) and the targets (IP, port, event, sensor type, Collector name) of the selected events,

but any fields can be used

Figure 3-5 is an illustration of initiator IP addresses mapped to target IP addresses.

Figure 3-5 Graph Mapper

N Graph Mapper = [=] B3
Apply Layout |[elgeensd IALL 'l & | = | $ |
E
10.0.0. T8
| 10.0.0.254 10.0.0.80 ,45
- L’ ! 1 T 10.00.48
10.00 135 3 / A
1 D n ,IQ 1 10jo2
10.0.0.82 1 A
10.0.0.242 =4
10.0.0.248 ’4, 10.0.0.164
10.0.0.122 /1'000133 10.0.0.156
10 ol \
1 A
s A %
= 10.0.0.208
10.0.0.238 X
-3
10.0.0.68

*

Section 3.9.1, “Investigate: Event Query,” on page 66

*

Section 3.9.2, “Investigate: Graph Mapper,” on page 66

*

Section 3.9.3, “Historical Event Query,” on page 67

*

Section 3.9.4, “Active Browser,” on page 68
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3.9.1 Investigate: Event Query

This function allows you to perform an event query within the last hour for events similar to the
selected event.

1 In a Navigator or Snapshot window, right-click an event, click Investigate, and select one of

three options given below:

Option

Function

Show More Events to this target

Show More Events from this source

What are the target objects of this event?

Events with the same destination IP address
Events with the same initiator IP address

Events with the same event name as the
selected event

An event table opens, showing the chosen event information.

3.9.2 Investigate: Graph Mapper

To create a graph map:

1 In a Real Time Event Table, right-click an event or events and select Investigate >Show Graph.

Severity EvertTine SourcelP - Destination P EventMame

) ST T287 35 AW OO TOOOTS6 TEST EVErT
[] SS2207 12:47:04 Al 10.0.0.2 10.0.0.70 Test Event

2

2

2

y

g Show Details

Wigw in Active Browser

2

3 Investigate 4 | Show Graph...

= Analyze L Show More Events to this target

[0] 5122007 12:42:50 AN Wiew Trigger Everts .

‘ ST 12:41 20 b . Show Maore Everts from this source

[ ] BI22107 12:40:35 A Ernail ikt are the terget objects of this evert?
- e

The following is a graphic depiction of Sensor Name to Event Name of severity 5 in an organic
format. You can view a graphic mapping in the following formats:

+ Circular

+ Hierarchical

¢ Organic

¢ Orthogonal
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2 You must specify the From and To fields and click Finish. The Graph Mapper window
displays.

N Graph Mapper(1]) - M I‘?S’I
Apply Layout |Hierarchial [v] | ALL[V] ’ & ] [ EY ] [ ] [ i ]
[A

UpdateDataObject FRiChatCreated

< | 0

3.9.3 Historical Event Query

You can query the database for the past events through a historical event query. The events can be
queried according to the filter and severity criteria in required batch size. You can export the results

in HTML or CSV file format.
To query events in the Historical Event Query window:

1 In the Active Views tab, select Active Views > Event Query. You can also open the Historical
Event Query window by clicking the Historical Query icon on the toolbar. The Historical Event

Query window displays.
N Historical Event Query
T e[ @
Fier. Severfty: O From B To Batch size
v E TR2MB10:2206 AM W 72208103705 AM % 100 v A | @ | T HTML
Severity  EwentTime EvertMame Message

| %

<!
%, Enter search criteria.

2 Click Filter. In Filter Selection window, select a filter from the list of available filters.
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3 Click Severity icon. The Select Severity Values window displays.

N Select Severity values

Zelect Al Clear &l

[#a
[w]1
[ 2
[w] 3
[+] &
[¥a

Select one or more values for Severity and click OK.
5 Select a From and To date and time.The time you select corresponds your system time.
6 Select a batch size. The events queried display in the batch size you specify.

If you select a batch size of 100, the first 100 events are displayed in the window. After the
query is processed, the Begin Searching icon changes to the More results icon. You can see next
100 events along with the previous events by clicking the More results icon.

7 Click the Begin Searching icon. The query is processed. You can cancel the search by clicking
the Cancel search icon.

N Historical Event Query

*. Query | o Active Browser
FiRer Sewerity: O From: O To: Batch size:
PUBLICIALL v " 722006102206 A | |70208 103705 M ¢ 100 v A | @ | B HTML -
Property alue Sewerty | EventTime Message
= A L A i Ok) B~
Severty 1 o) [7£22008 10:26:43 AM I Total 6 persistet maps with 0
EvertTing 7122108 o) (772208 10:26:32 AM CombinsdPersistenthéaps st (Total 5 persistent maps with 1
10:36:41 AM 0 7122008 10:26:32 AM SinglePersistenthéap Status | EventName Dim 10KE in 50 e
Everthame UpdateData Obj ) 7/22/38 10:26:32 AM |SinglePersistertMap Status | CustomerDim 048 in 2 entries
ect o [7/220810:2632 AM alePersi EventTaxonomyDim 1KE in 5+
[pdating Cerfig 1) [IR20810:2632 AM SingleParsistertMapStafus | AgentDim 20KB in 34 eriries ¢
— - oy o (12208102632 AM ‘SnglePersistentMapStatus _|EventXDAS TaxonomyDim OKI
sar- soecadn v (72208102632 AM SinglePersistertiap Status  |UiserDim 1 KE N6 eriries (ot
reuld(Lhknown‘J [} 7722008 10:26:32 AM SinglePersistertiapStatus R Dim 15KE in 46 enfri
Rasorca |Cora (] 12206 1002632 AM |CombinzdPersisteriMapsSt... | Total 8 persistent maps with 5
SubReso... Preferences o [7220810:2632 AM |SngleParsi n Dim 0K3 in 2 erfries
SensorTy... A U [7r223810:2632 AM SingleParsisterthapStatus | UserDim 1 KB i entries
CollectorS. .. Audit 0 7122038 10:2553 AM |CombiredRealTimeSummari... |Total 3 Active Miews and comt
CE707010-3607 o) (712208 10:2552 AM |EventThroughputCapacity  |Event throughput capacty is ¢
EwenliD =102 B=431 3-001 ) 722000 1 0:25-01 AM Ewert Throughput Capacity Cvert throughpid copaciy is ¢
SFESSBADE D /22038 10:26:28 AM Engine Performance Summary | Engine esecslestid ~
CETOTDI0-3607 o ([ ¢ 5
% Search complte, Court: 18

TIP: Select HTML or CSV from the drop-down list to export query results.

3.9.4 Active Browser

The Active Browser provides the ability to browse through a selected set of data to look for patterns
and perform investigation. You can view the selected events in the Active Views in the Active
Browser. When you open the Active Browser using Analysis > Offline Query and click Browse
against a specific offline query, the events table is displayed only when the number of events is less
than or equal to1000.
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The events are grouped according to the meta tags. In these meta tags, various sub categories are
defined. The numbers in the parentheses against these sub categories displays the total number of
event counts corresponding to the value of the meta tag.

To view events in Active Browser:

1 In the Active Views tab, select the event or events you want to view in Active Browser.

2 Right-click the event or events and select View in the Active Browser. The selected event/s
displays in the Active Browser window.

or

In the Active Views tab, select Active Views > Event Query. Historical Event Query window

displays.

3 In the Historical EventQuery window, run a query and click the Active Browser tab. The
selected query displays in the Active Browser window.

NOTE: The Active Browser tab is enabled only if the query results in at least one event display.

To view events in Active Browser in the Analysis tab:

1 In the Analysis tab, select the query you want to view in the Active Browser.

2 Click Browse. The selected query result displays in the Active Browser window.

N Active Browser

Total: 146

= Collector Scripl =
Aucit (148)

= Eventidame

LostConnection (98]
HewrConnection  (49)
ProcessStop (1)

Select Mutiple Vakes...

= InitIP
<emgty= (146)

= Resource

Auck Connector  (145)
Sentinel (1)

= SensorType o
A 145
= Severity u
4 (148)

To search in the Active Browser:

¥

Active Browser
16- PUBLIC: High_Severity 18
E
3
Q 10 10
=
]
E
fir}
L &
o 0
§ $ 3 3 5
= v o w 5
Time
: Severy  EveniTime Evertiame Messane
712108 6:16.56 PM ProcessStap Sentinel Service A |
L 7i21108 538101 PM LostConnection A Moved applical — |
[ 7021108 6:38:01 PM WewConnection Anew Novel ap
{72108 5:37 48 PM Lost Connection & Naved applical
) [7r2108 53523 PM Lost Connection A Navel apglical
L 72108 5:35:23 PM NewConnection Anew Novell ap
) 712108 63513 PM Last Connection A Novel applical
& 7210863451 PM LostConnection A Noved applical
@ Feens coac nha e Py |

1 Specify the value or text you want to search for in the Search field.

2 Press Enter or click the Search icon next to the Search field to search.

NOTE: You can move between the various searches by using the Forward and Backward buttons

above the Search field.
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To add attributes in Active Browser:

1 Click the Add an attribute for categorization icon as shown below:

N Historical Event Query

A aquery [ 0

Fiter execty: B From B Te: Betch size

PUBLIC Frenal_Everts g AN L R L G E. ML -
Property Walue : SEJ Click for details l‘ne Ewerthlams Message

< | == ¥

., Enter search criteria

2 Select an attribute in the Add an Attribute for categorization window that displays.

Add an attribute for categorization E|

li'gﬂ Chooze the attribute name

18]} 3

EedginTime

Collector
Callectorld
Collector ManagerId
Conrectar i
ControlMonitor
CortralPack
Criticality

ct1 -

3 Click OK.

3.10 Viewing Advisor Data

The Advisor provides a cross-reference between real-time intrusion detection systems attack
signatures and the Advisor's knowledge base of vulnerabilities. The Advisor feed has an alert and
attack feed. The alert feed contains information about vulnerabilities and viruses. The attack feed
lists the exploits associated with vulnerabilities. The Advisor data is updated on a regular basis if
you have opted for the optional Advisor data subscription service.

To View Advisor Data:

1 In a Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of
selected events, then click Analyze > Advisor Data.
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If the DeviceAttackName field is properly populated, a report similar to the one below displays.
This example is for a WEB-MISC amazon 1-click cookie theft.

|

Advisor Summary

Attack Attack ID Alert IDs
WEB-#ISC arnazon 1-click cookie theft 2991272, 1087, 1194, 8835, 9010
WEB-8ISC arnazon 1-click cookie theft 2992801 1194, 8835, %010

Advisor Report
Microsoft Excel XLM Arbitrary Macro Execution (id 9991272) top

3 4 t4icrosoft Excel contains a flaw that may allow a malicious user to rui
warning the user. 1he issue is triggered when a malicious usar creat
Excel macro commands, and embed commands in a spreadsheet that
launch the macro without asking the user for permission. If may be [
user to persuade the user to launch the file containing embedded ma
loss of integrity and/or availability of data.

Urgency Severity

Scenario:

Impact:
Lozz of Intagrity

Safeguards: ;J

3.11 Viewing Asset Data

This function allows you to view and save your view as an HTML file of your Asset report. You
must run your asset management Collector to view this data. The available data for viewing are:
¢ Hardware
+ MAC Address
¢+ Name
+ Type
+ Vendor
+ Product
+ Version
+ Value
¢ Criticality
+ Sensitivity
¢ Environment
+ Location
¢ Network
¢ [P Address
¢ Hostname
¢ Software
¢ Name

* Type
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+ Vendor

¢ Product

+ Version
¢ Contacts

¢ Order

¢+ Name

+ Role

+ Email

*

Phone Number
¢ Location

+ Room

+ Rack

+ Address

To view Asset Data:

1 In a Real Time Event Table of the Navigator or a Snapshot window, right-click an event or
click events >Analyze >Asset Data.

A window similar to the one below displays.

Asset
Report
Hardware MAC Address  04:73:4%:44:h5:87
Hame Value LINEMWH
Type HESKTOR Criticality LINENCW N
Yender UMRHOWN aensiTiny [ ]
Froduct Environment  LINKMOWH
Nersion Lecation LINENOW N
A R R
142, 65010
devboxi)
Software Hame Type  Vendar PFraduct |Version.
Contacts drder  Hame Rale Email Phone Mumber
DwrsirrFirs EName W O L as N ame 10 ARSET_OWNER DrwrierE mail i) Dharaer PhsaaniasMcsmbior 8
Seinkinatioblame 12 ASSET_MAINTAINERMaIntaina Enisil10 MaicitsinerPhanetlumbertd
MaintainarLasthamed)
BusinessUiniL 10 BUSINESS UNIT
e Q D i verss 102 LIME_QF_DUZINESS
Division 10 DraaonN
Departrment10 CEPARTMENT
Lecation Reom o8
Rack ]
Addres: HQ
1921 Galloars, R
Sulto 700
Yienno V& 22132 USa
Hardware MAC Address  D9:73:43:44: 0070
Hama Vakus AzzatValus
Type DESKTOR Criticality Criticality

Wendsr Vandar Senzitivity So

Froduct okt Nami Enviranment  Eryirommuntidentity

Yersion Lecatien Metworkldentity
Hetwork [

192 R

3.12 Viewing Vulnerabilities

Vulnerability Visualization provides a textual or graphical representation of the vulnerabilities of
selected destination systems. Vulnerabilities for the selected destination IPs can be seen for the
current time or for the time of the selected events.
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Vulnerability Visualization requires that a vulnerability Collector is running and adding

vulnerability scan information to the Sentinel database. The Novell Sentinel Content (http://
support.novell.com/products/sentinel/secure/sentinel61.html) provides Collectors for several
industry-standard vulnerability scanners, and additional vulnerability Collectors can be written by
using the Sentinel SDK (http://developer.novell.com/wiki/index.php?title=Develop to Sentinel).

NOTE: Vulnerability Collectors are distinct from Event Collectors and use different commands.

There are several Vulnerability Visualization views:

¢+ HTML

¢ Graphical
¢ Circular
¢ Organic

+ Hierarchical

*

Orthogonal

The HTML view is a report view that lists relevant fields, depending on which vulnerability scanner

you have:

¢ IP

+ Host

¢ Vulnerability
¢ Port/protocol

Figure 3-6 Viewing Vulnerability

Vulnerabllily Summary
L - Host Yulnerobilifies Port/Probocol
17216013 18 O[)rTCR, 21 (L) TCR, 21 (Ftp)¢ TCR, 21(Ftp)/ TCR, Z3(ssh|TCR, Z2(ssh) TOR, 22|ssh)rTCR, 23(telnet|/Top, 3a[telnet) TCP,

28(smtp|ITCR, 26{srip| FTCR, 26{smip| ITCF, S&T = TR, 557 TCF, 1241 [nessus]FTCR,

1241 |nessus| JTCR, 3306 (gl T OF

17216071 49 G[IFTER, GO TCR, 24 (Fp)ATCR, 21 (Fpl/TCP, 23 (ssh) (TCP, Z3(tlna/TCR, 23 |talet)(TCP, 23{talnet)/ TCA, 25 [smipl/TCP,
Z6(smtp| ITER, 2{sralp| ITCR, 26{sttp| (TOF, BE|Sntp)/TCP, 36|smip) TeR, 35|smip)/ TCR, 26{smip) (TCR, 26 (smtp)/TCR,
25(srtp| TP, 25{sratp| FTCR, %0fdnsls)A TCP, 9finste| ITCP, 20(dnsl) TP, 90(dnsi) FTCP, S0fdnsta)/ TCP, S0jdnst) FTCP,

sn[dnsix]ncu A0 dnsiy)FTCR, 111 (sunmc) FTCP, 117 |sunme) FTCP, 1ﬁ1|snmp]{UDP 5|2(nxen|.‘TCF 513(logIn)/ TGP, 514 |shel| STCR,
CH, § TCP,

ITCE, 5 ITCR, 587 TCP, 687 TCP, 587
iTen, is sion| (TR, iesion)/ T, & s -rrn G000t 1)/ TCR, FA{font-sarvics) TCR,
a et 8/ TER, 2 r2] TCR, 27T trmes-+pr21]) TOR, 12778 (sometimes e L TeR
IEABQAT 18 GIIFTCR, 21 (P TEP, 21 (P TEP, 21 (Al TEP, T{ssh|I TSR, zz[ssh]rrcp 22[seh)r TCe, ZS[IBLna'.IfTCF 23|tainet)F TOF,
2E(smtp| I TLP, 25{smip|/TCH, 26(smip| i TCH, TR, 6 TCR, 1241 [nessus) FTEP,
1241 |nessus| I TCR, 2308 (mysql/ T CP
IZARDTL a3 O[JFTER, GWTCF, 21(Fp)#TCR, 21 (Fip)sTOP, 22(sth) (TCF, 23(telna 4 TCR, 23[talnet) (TGP, 23(telnat]/TCR, 25[smipléTCP,

Z5[srtp|ITEF, 25(3mitp| ITCR, 25(stntp| FTCR, 25|3ntp)d TR, 25 |Smip)/ TGP, 25 |smip)# TCP, 25(smip] FTCR, 25 (sritp]f TP,
Z6(smip| FTEP, 26{smip| /TCH, ¥(dnsix)/ TCP, Bfinsiz/TCR, $0dnsix)/TCP, I0(insiu) (TP, S(dnsix)/ TCR, 0 jdnsie] (TCR,
So{dnstxl/ TCR, 90 |dnzie) TER, 111 jsunrpc) ¢ TCP, 111 |sunrpc)¢ TCP, 161 snmg) (DR, 5|z(m:|ncn 513{login)/ TEP, 514\shan|ncn

57 ITEF, 5&7 ITCP, 587 TCH, 587 TCR, 567
5& ITCF, 587 ITCP, 5&T TC, 5&T TCP su:o[m]f'rtp F100{font- serulce]m:n
= Tt 8] TEF, 21)F TG, T77: Hrmes-rp21)/ TOF, 312778 (somatimes-rpe21 /TGP

The graphical display is a rendering of vulnerabilities that link them to an event through common

ports. Below are the examples of the four available views:
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Figure 3-7 Organic View
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Figure 3-8 Hierarchical View
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Figure 3-9 Circular View
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The graphical display has four panels:

¢ Graph panel
¢ Tree panel
¢ Control panel

¢ Details/events panel

The graph panel display associates vulnerabilities to a port/protocol combination of a resource (IP
address). For example, if a resource has five unique port/protocol combinations that are vulnerable,
there are five nodes attached to that resource. The resources are grouped together under the scanner
that scanned the resources and reported the vulnerabilities. If two different scanners are used (ISS
and Nessus*), there are two independent scanner nodes that have vulnerabilities associated with

them.
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NOTE: Event mapping takes place only between the selected events and the vulnerability data
returned.

The tree panel organizes data in same hierarchy as the graph. The tree panel also allows users to
hide/show nodes at any level in the hierarchy.

The control panel exposes all the functionality available in the display. This includes:

¢ Four different algorithms to display
¢ The ability to show all or selected nodes which have events mapped to them
¢ Zooming in and out of selected areas of the graph
There are two tabs in the Details/Events panel. When you are in the Details tab, clicking a node

displays node details. When you are in the Events tab, clicking an event associated with a node
displays the node in tabular form as in a Real Time or Event Query window.

To run a Vulnerability Visualization:
1 In a Real Time Event Table of the Navigator or Snapshot, right-click an event or a series of

selected events and click Analysis.

¢ Current Vulnerability: Queries the database for vulnerabilities that are active (effective)
at the current date and time.

¢ Event Time Vulnerability: Queries the database for vulnerabilities that were active
(effective) at the date and time of the selected event.

N PUBLIC: Correlation @ 23/23/07 7:16:17 B Snapshot

DateTime Destination|P
3023007 6:06:30 P

07 5:16:47 P

SourcelP

Sewerity

Show Details

Yiew in Active Browser

Investigate r

Analyze »

Wiew Trigier Ewerts Asset Data

Ernail Current Vulherakitty

Create Incidert Evert Time Wulnerakilty
Add To Incidert

nzlookup
ping
traceroute

Whaiz?

2 At the bottom the vulnerability results window, click one of the following:
¢ FEvent to Vulnerability Graph
¢ Vulnerability Report

3 (For Event to Vulnerability Graph) Adjust the display as desired:

+ Move nodes and their labels
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*

Use one of four different layout algorithms to display the graph

*

Show all nodes or only those nodes that have events mapped to them

*

Use in-line tree filtering if a large number of resources are returned as vulnerable

*

Zoom in and out of selected areas

3.13 Ticketing System Integration

Novell provides optional integration modules for BMC Remedy* that allow you to send events from
any display screen to one of these external ticketing systems. You can also send incidents and their
associated information (asset data, vulnerability data, or attached files) to Remedy.

For more information on Remedy integration, see the Remedy Integration Guide, available at the
Novell Sentinel Content Web site (http://support.novell.com/products/sentinel/sentinel61.html) for
users with a Remedy integration license.

NOTE: The permission to create Remedy incidents is controlled by the administrator on a user-by-
user basis.

3.14 Viewing User Information

Novell provides optional integration with identity management systems, specifically Novell Identity
Manager. With this integration, user identity information is added to incoming events when the
account name matches one from Novell Identity Manager. When the InitUserldentity or
TargetUserldentity column is populated in an event, a right-click option menu option is enabled to
open the user’s page in the Identity Browser.

4 Severity | EwventTime Eu.u.\!.uama-—b Message
-.‘ @ 71608 11:11:53 AM RiChatlt ¥ Show Details Active View with filter _SYSTEM:ALL and atiribute sey = |

@ [TEDS 11:11:06 AM DemoE e
@ 7608 111106 AM [DemoEy SHOW Identity Details ¥ Initiator
@  |7/16/08 11:11:08 AM |DemoEy View in Active Browser | Target
| L TNEDS 11:11:06 AM DemoEy i ¥ Both

L 711608 11:11:06 AM |DemoEv o) » TCunETIoT

7416708 11.11.06 A SlupCully ANAVIE #2B77370-039A-1028-8009-0018FEEIGADE, reylufd
@ [H6/08 11:10:63 AM ImpartIy dentity_Injection_Demo_collector (D SE37B4F6-5970
§ 7AG/0B 11:10:53 AM UpdateD: oo on_Demo_Collector (D 9B37B4F6-597C-7729-9850
s |718/08 11:06:14 AM |RtChath 3 Active View with filter _SYSTEM:High_Severity and &
@  [716108 11:06:14 AM |RtChat)| &reate Incident b Active View with filter_SYSTEM:Intemal_Events and| |
@  |716/08 11:06:09 AM |UserLog( Add To Incident with OS name esecadm at 10.0.0.101 Inte Jogged in; o
[ ] 7416/08 11:06:09 AM A uthertic has passed Authentication to Sentineliwizard, reqld{f
1) |716i08 11:05:34 AM Combing B'"8 Brt maps with 1KB in 20 entries; total of 0 fetched and

When you select Show Identity Details, you can choose to view the identity of the Initiator user, the
Target user, or both. The Identity Browser opens and shows identifying information about the user
(or users) from the identity management system, all the accounts to which the user is provisioned,
and the recent activity by that user. For more information on the Identity Browser, see Chapter 16,
“Identity Integration,” on page 369.

3.15 Using Custom Menu Options with Events

1 In an existing Real Time Event Table of the Visual Navigator or Snapshot, right-click an event
and select a menu option. The default custom menu options are as follows:

¢ ping

+ nslookup
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¢ tracert
+ Whois?

You can further assign user permissions to view vulnerability and to perform HP actions. You
can add options by using the Event Menu Configuration option on the Admin tab.

5 PUBLIC:Internal_Events, Resource

EvertTime

Severity Eventhame Message XDAS TaxonomyName

M
[ (5720109 9:44.39 AN Show Detels
@  |520109 9:44:25 AW |UserLoggedin

@ kpone 94425 am [suthertication

ith fiter _SYSTEM.Internal_Ewerts and attrioute res...
BLR-PRADHIKAprachika at 163 264 21 235 logged |

hentication to SertinelWizard, reqid (40S3AEE0-274

Wiew in Active Browser
Investigate »
snalyze »

Email

Creats Incidert
Addd To Incident
ping

nslookup
tracert

itz ?

Updlate: 5720009 9:45:00 AM Received: 2 (of 2) Displaying: 2

3.16 Managing Columns in a Snapshot or
Navigator Window

To select and arrange columns in a Snapshot or Navigator:
1 With a Snapshot or Navigator window open, click Active View > Event Real Time > Manage
Columns or click the Manage Columns icon of a Real Time Event Table.

2 Use the Add and Remove buttons to move column titles between the Available Columns list and
the Show these columns in this order list. The Insert button can be used to insert an available
column item into a specific location.

For example, in the illustration below, clicking Insert places Attackld above DateTime.

M Manage Columns

Auailable columns: Show these columns in this arder:

- severtty Al

Colector EvertTime

Collectoril Cweithame

Colector Marager i Message

Colector Script FDASTaxonomy MName

Connactor kd HDASOutcomeMams

Contralfdanitor Init Userrame E]

CortrolPack Init Uz2r Domait

Correlated Event Lids Init Lzer Fullame

Criticaliy - Remave Init Uzer Department B

ctl EffectiveUserMame

ct2 Init Hosthame

13 InitIF

Customer Hierarchy |d InitAzset Function

Cusztomer Hierarchy Lewvell Init Service Port Name

Customer Hierarchy Level2 b TaraetUserbame |
Cancel

%]
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Use the up-arrow and down-arrow buttons to arrange the order of the columns as you want
them to display in the Real Time Event Table. The top-to-bottom order of column titles in the
Manage Column dialog box determines the left-to-right order of the columns in the Real Time
Event Table.

3 In the Manage Column dialog box, click OK.

4 Tf you want your columns to display the next time you open the Sentinel Control Center, click
File > Save Preferences or click the Save User Preference [€2] icon.

3.17 Taking a Snapshot of a Navigator Window

It is useful to study events this way because the Navigator refreshes automatically and the alert or
alerts of interest scroll off the screen. Also, within a Snapshot, you can sort by column.

To perform this function, you must have the Snapshot user permission.

1 With a Navigator window open, click Active Views > Event Real Time > Snapshot or click the
Snapshot Event Real Time Table icon.

A Snapshot window opens and is added to the Snap Shots folder list under Active Views in the
Navigator. The graphical display is not part of the Snapshot.

3.18 Sorting Columns in a Snapshot

1 Click any column header once to sort by ascending value and twice to sort by descending
value.

3.19 Closing a Snapshot or Navigator

1 When a Snapshot or Navigator is open, close it by using the Close button in the upper right
corner.

NOTE: The view or Snapshot does not redisplay when you close and reopen the Sentinel Control
Center.

3.20 Adding Events to an Incident

To perform this function you must have user permissions to Modify Incident(s) and Add to existing
Incident(s).

1 In a Real Time Event Table or a Snapshot, select an event or a group of events and right-click.
Click Add To Incident.

2 In the Add Events To Incident dialog box, click Browse to list the available incidents.
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(& Add Events (1) = [=] B3
Al Bvents To Incident

: Severity | DateTime I SourcelP
3] [2006.04.17 ] 13:51:25EDT [10.0.20.5

Kill i
Selected Incident: Browse |

ok Cancel |

The Select Incident window displays.
3 Click Search to view a list of incidents with the selected criteria.

You can define your criteria to search for a particular incident or incidents in Select Incident

window.
©5elect Incident B3
Select Data
Severity I CateCreated I Priarity | Criticality Ra...I Severity Rat...l
Medium [0417}2006 ... [Nane 0.0 0.0 |
Medium [04/17/2006 ... [Nore oo oo |
I — i

Search Add | Cancel |

~Show tems that match these criteria:

Add criteria from below to this list>

Remove |

~Define more criter a:

Relations

INone LI

Field Condition Value
INone LI INDne j I

Add ko List |

4 Select an incident and click Add.
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5 Click OK. The event or events selected are added to the incident in the Incidents Navigator.

If events are not initially displayed in a newly created incident, it is probably because of a lag in
the time between displaying in the Real Time Events window and insertion into the database. If
this occurs, it takes a few minutes for the original events to be inserted into the database and
display in the incident.
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Correlation Tab

Sometimes, an event viewed in the system might not necessarily draw your attention. However,
when you correlate a set of similar or comparable events in a given period, it might lead you to a
significant event. Sentinel™ helps you correlate such events with the rules you create and deploy in
the Correlation engine so you can take appropriate action to mitigate any alarming situation.

¢ Section 4.1, “Understanding Correlation,” on page 83

¢ Section 4.2, “Introduction to the User Interface,” on page 85

*

Section 4.3, “Correlation Rules,” on page 85

*

Section 4.4, “Dynamic Lists,” on page 98

*

Section 4.5, “Correlation Engine,” on page 102

*

Section 4.6, “Correlation Actions,” on page 102

4.1 Understanding Correlation

Correlation adds intelligence to security event management by automating analysis of the incoming
event stream to find patterns of interest. Correlation allows you to define rules that identify critical
threats and complex attack patterns so that you can prioritize events and initiate effective incident
management and response. Starting with Sentinel 6.0, the Correlation engine is built with a
pluggable framework, which allows the addition of new Correlation engines in the future.

Correlation rules define a pattern of events that should trigger, or fire, a rule. Using either the
Correlation Rule Wizard or the simple RuleLG language, you can create rules that range from
simple to extremely complex, for example:

¢ High severity event from a finance server

+ High severity event from any server brought online in the past 10 days

*

Five failed logins in 2 minutes

*

Five failed logins in 2 minutes to the same server from the same username

*

Intrusion detection event targeting a server, followed by an attempted login to root originating
from that same server within 60 seconds

Two or more of these rules can be combined into one composite rule. The rule definition determines
the conditions under which the composite rule fires:

¢ All subrules must fire

+ A specified number of subrules must fire

¢ The subrules must fire in a particular sequence
After the rule is defined, it should be deployed to an active Correlation engine, and one or more

actions can be associated with it. After the rule is deployed, the Correlation engine processes events
from the real-time event stream to determine whether they should trigger any of the active rules.

NOTE: Events that are sent directly to the database or dropped by a global filter are not processed
by the Correlation engine.
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When a rule fires, a correlated event is sent to the Sentinel Control Center, where it can be viewed in
the Active Views window.

Figure 4-1 Active Views Window
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The correlated event can also trigger actions, such as sending an e-mail with the correlated event’s
details or creating an incident associated with an iTRAC™ workflow.

4.1.1 Technical Implementation

All correlation is done in-memory on the machine (or machines) that host the Correlation engine.
This model allows fast, distributed processing that does not contend with database operations such
as inserting events into the database.

For environments with large numbers of Correlation rules or extremely high event rates, it might be
advantageous to install more than one Correlation engine and redeploy some rules to the new
Correlation engine. The ability to deploy multiple Correlation engines provides the ability to scale
as the Sentinel system incorporates additional data sources or as event rates increase.

Sentinel correlation is nearly real-time and depends on the time stamp for the individual events. To
synchronize time, you can use an NTP (Network Time Protocol) server to synchronize the time on
all devices on your network, or you can rely on the time on the Collector Manager servers and
synchronize only those few machines.

Correlation relies on the data that is collected, parsed, and normalized by the Collectors, so a
working understanding of the data is necessary to write rules. Many Novell® Correlation rules rely
on an event taxonomy that ensures that a “failed login” and an “unsuccessful logon” from two
devices are classified the same.
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In the Correlation tab, you can:

¢ Create/modify Correlation rules and rule folders
¢ Deploy Correlation rules on the Correlation engine
¢ Create and associate an action to a rule

¢ Configure dynamic lists

NOTE: Access to the correlation functions can be enabled by the administrator on a user-by-user
basis.

4.2 Introduction to the User Interface

In Correlation, you can see the Correlation Rule Manager, Correlation Engine Manager, Correlation
Action Manager, and dynamic lists.

You can navigate to these functions from:

Table 4-1 Correlation User Interface

User Interface Description
Correlation The Correlation menu in the Menu bar

g Correlation Engine Manager

W Correlation Rule Manager

j Drynamic Lists

— = The Navigation tree in the Navigation pane

@ Correlation Engine Manager
- # Correlation Rule Manager
o M Dynamic Lists

) The Toolbar buttons
Correlation Rule Ilanager

Correlation Engine Ianager

4.3 Correlation Rules

Correlation rules are created, modified, renamed, deployed, and undeployed in the Correlation Rule
Manager. Correlation rules are organized into rule folders, which can also be managed in the
Correlation Rule Manager.

NOTE: There is no limit to the number of users that can access Correlation rules. When more than
one user is editing the same rule, the last person to save overwrites all previous saves.

¢ Section 4.3.1, “Opening the Correlation Rule Manager,” on page 86
¢ Section 4.3.2, “Creating a Rule Folder,” on page 86
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¢ Section 4.3.3, “Renaming a Rule Folder,” on page 86

¢ Section 4.3.4, “Deleting a Rule Folder,” on page 86

¢ Section 4.3.5, “Creating a Correlation Rule,” on page 86

¢ Section 4.3.6, “Creating Correlation Rules,” on page 87

¢ Section 4.3.7, “Deploying and Undeploying Correlation Rules,” on page 95
¢ Section 4.3.8, “Enabling and Disabling Rules,” on page 96

¢ Section 4.3.9, “Renaming and Deleting a Correlation Rule,” on page 96

¢ Section 4.3.10, “Sorting Correlation Rules,” on page 96

¢ Section 4.3.11, “Moving a Correlation Rule,” on page 97

¢ Section 4.3.12, “Importing a Correlation Rule,” on page 97

¢ Section 4.3.13, “Exporting a Correlation Rule,” on page 98

4.3.1 Opening the Correlation Rule Manager

1 Click the Correlation tab.

2 In the navigator, click Correlation Rules Manager. Alternatively, click the Correlation Rules
Manager button in the tool bar. The Correlation Rule Manager window displays.

N Correlation Rule Manager

EERY VI ER VR Correlation Rules List correlation rules in sub-folders Manage Folders  Impart/Export

W 1P ruie
@ et

Ready L?,:‘ Refresh Refreshed AL 52009 4.57.31 P

4.3.2 Creating a Rule Folder

1 Open the Correlation Rule Manager window and click Manage Folder.
2 Right-click a folder and select Add Folder.
3 Specify the Rule Folder name.

4.3.3 Renaming a Rule Folder

1 Open the Correlation Rule Manager window and click Manage Folder.

2 Select a folder and click Rename. Change the name of the folder.

4.3.4 Deleting a Rule Folder

1 Open the Correlation Rule Manager window and click Manage Folder.

2 Select a folder and click Delete. Click Yes when the system asks for confirmation.

4.3.5 Creating a Correlation Rule

1 Open the Correlation Rule Manager window and select a folder from the Folder drop-down list
to which this rule is added.

2 Click the Add button located on the top left corner of the screen.
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3 The Rule Wizard displays. Select one of the following rule types and follow the steps for that
particular rule type:

+ Simple
+ Composite
* Aggregate

+ Sequence

*

Custom/Freeform
4 Define the update criteria for the rule.

If you select Continue to perform actions every time this rule fires, the rule fires every time the
criteria is met. If you select Do not perform actions every time this rule fires for the next (t)
time, the event fires only once as per user-defined time period.

All the other events that match the Correlation rule within the specified time are grouped
together with this correlated event. This user-defined time period can be a certain number of
seconds, minutes, or hours.

Click Next.

Provide the rule name. The syntax of the rule is checked at the time it is created.
Under Namespace, select a Correlation rule folder in which to store the rule.
Type the description of the rule.

Click Next. The rule is created and displays in the Correlation Rules Manager window.

o ©W 0 N O O,

Select Yes if you want to create another rule or select No if you do not want to create another
rule. Click Next.

The rule types and the steps to create them are described in Section 4.3.6, “Creating Correlation

Rules,” on page 87.

4.3.6 Creating Correlation Rules

Correlation rules can be defined in the Correlation Rule Wizard by walking through the wizard or by
choosing the Custom/Freeform option to write the rule in the proprietary RuleLG language. All rule
definitions are stored in the database in RuleLG.

Correlation rules can be defined based on any populated event field.

NOTE: When creating a rule, you can refer to a dynamic list for it. For more information, see
Section 4.4.5, “Using a Dynamic List in a Correlation Rule,” on page 100.

+ “Simple Rule” on page 88

+ “Aggregate Rule” on page 90
+ “Composite Rule” on page 92
* “Sequence” on page 93

¢ “Custom or Freeform Correlation Rules” on page 94
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Simple Rule

A simple rule is defined by specifying the events that can trigger the rule to fire (For example,
firewall events, firewall events of severity 3 or higher). The filter criteria can be intersected (using
the “all”option in the GUI or the “AND” operator in RuleLG) or the filter criteria can be unioned
(using the “any” option in the GUI or the “OR” operator in RuleLG).

For example, a rule might be defined so that it fires anytime an event takes place on a server that is
on the critical list. Another rule might be defined to fire anytime an event of severity 4 or greater
takes place on a server that is on the critical list.

A simple rule requires only one event in order to fire.

For users familiar with the Correlation rule language (RuleLG), the defining operator for a simple
rule is the “filter” operator. For more information about RuleLG, see “Sentinel 6.1 Rapid
Deployment Correlation Engine RuleLG Language” in the Sentinel 6.1 Rapid Deployment
Reference Guide.

In Sentinel 6, filter criteria must be defined in the Correlation Rule Wizard. You cannot use existing
public filters.

To create a simple rule:

1 Open the Correlation Rule Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Simple Rule.

Correlation Rule
Simple Rule

Tire if of the following conditions are met:

attackid ™
Attackicd

EBoginTIiime

Collrezlir
CaollectorScrip:
CantralkAonito”
CantralPack

Curre e dEven U luids
Ciritir ality [ |

3]

adi || nelete |

NulelLg Mreview:

[ < Back ] [zt [ Canccl ]

3 In the Simple Rule window, define a condition for this rule. Select the Property and Operator
values from the drop-down lists and specify data in the value field.
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Correlation Rule

Simple Rule

Fire 1t ot the tollowing conoitions are met:

SRR Ml = M| - M

add || Delewe

Rulelg Preview.
fer e Severlty =31

cvack || mea | | carcel

4 Click Add to add additional definitions for this rule.
5 Preview the rule in the RuleLG preview window. For example, filter (e.sev=3).

6 Click Next.The Update Criteria window displays.

-

Correlation Rule E

Update Criteria

Atter rule fires:

) Corinue fo perfarm actions every time this rule fires

:thE nexti - {ﬁ

= Back " Mexd l’ Cancel ‘

7 Enable the update criteria for the rule to fire and click Next. The General Description window
displays.

P -

Correlation Rule

General Description

Mame
Sewratity
Namespace

|Dnrrelation Rules M

Description

| |

= Back ” [t ] [ Cancel l
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8 Provide a name for this rule. You have an option to modify the rule folder.
9 Provide rule description and click Next.

10 You have an option to create another rule from this wizard. Select your option and click Next.

Aggregate Rule

An aggregate rule is defined by specifying a subrule and the number of times the subrule must fire
within a specific time window in order to trigger the aggregate rule. For example, an aggregate rule
might require that a subrule fire 10 times within 5 minutes for the aggregate rule to fire.

Aggregate rules have an optional group by field, which can be any populated field from the events.
For example, an aggregate rule might require that a subrule fire 10 times within 5 minutes where
each of the 10 events has the same destination server.

NOTE: For users familiar with the Correlation rule language (RuleLG), the defining operator for an
aggregate rule is the “trigger” operator. The trigger clause might also use the “discriminator”
operator to define the group by field. For more information about RuleLG, see “Sentinel 6.1 Rapid
Deployment Correlation Engine RuleLG Language” in the Sentinel 6.1 Rapid Deployment
Reference Guide.

To create an aggregate rule:

1 Open the Correlation Rule Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Aggregate Rule.

Correlation Rule EJ
Aggregate Rule

Sub Rules:

-

fiter: Sewverity=2

AddBue [ WiewsEdi: ” Retame ” Delzte ]

For Aggregate Rule to fire:

The pattern should matea tirmes within | 1 :| |Min.1te{s}| v|

Group by these event tags in the following order:

RuleLpy Preview:
filter(e. Sewerity = "2") flow thigoerdl ,60)

[ = Back ][ Mt H Cancel
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3 In Aggregate Rule window, click the Add Rule button to select a sub rule to create an aggregate
rule. The Add Rule window displays.

1

Add Rulc ]

Add Saved Rule

Carrelation Rules
g IP

: w Sevw=1

----- a Sewerity

L] Severty

Rule Prewvlew:

Cancel

You can select only one sub rule when creating an aggregate rule.
4 Seclect a rule and click OK.
5 Set parameters for the rule to fire.

6 To group event tags according to the attributes, Click Add/Edit. The Attribute List window
displays.

< Attribute List

Select & Clear All

I SourceRackkMMumber 2
[] sourceroom

|:| SourceSensitivity
|:| Sourcestate

|:| SourceThresat Lewel
|:| Sourcelser Context
|:| Sourcellzerbame
|:| SourcedipCode

[] subresource

[ vendorEvert Code
|:| Virus Status
Wulnershility

<

7 Select the attribute you want, then preview the rule in the RuleLG preview window.
8 Click Next.The Update Criteria window displays.

9 Update the criteria for the rule to fire and click Next. The General Description window
displays.

10 Provide a name for this rule. You have an option to modify the rule folder.
11 Provide a rule description and click Next.

12 You have an option to create another rule from this wizard. Select your option and click Next.
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Composite Rule

A composite rule is comprised of two or more subrules. A composite rule can be defined so that all
or a specified number of the subrules must fire within the defined time frame. Composite rules have
an optional group by field, which can be any populated field from the events.

NOTE: When a subrule is used to create a composite rule, a copy of the subrule is added to the
composite rule’s definition. Because a copy is added, changes to the original subrule do not affect
the composite rule.

To create a composite rule:

1 Open the Correlation Rule Manager window and select a folder from the drop-down list to
which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Composite Rule.

Composite Rule
5ub Rules:

W fiter IF

" fitter Begn-=nd Tire

addRule ~ | viewEdt || Renare | Delete |

For Compasite Rule to fire:

) allsub-rules should tire withir | || | 0° each other

= Aany sub-rales skould fire within| 1 :||h.'1imte:s) v| of zach ocher

Group by these ewent tags in the following order:

Severty Wulneraaility [ AddiEdit

RulelLg Preview:

Jatefiker(e BaginTime = 11 76E98624 and & Severiy =="1"1fikere BeginTime =1- 73796322 and
2 EndTime = 11768827 41) any 60,discriminator{e. Severity, e Alnerabiliy’)

Ecit Ruiely = Jazk Wext Carcel
l ]| [ |

3 In the Composite Rule window, click Add Rule to select sub rules to create a composite rule.
The Add Rule window displays.

Select a rule or a set of rules nd click OK.

Set parameters for the rule to fire.

To group event tags according to the attributes, click Add/Edit. The Attribute window displays.
Select the attribute you want, then preview the rule in RuleLg preview box.

Click Next.The Update Criteria window displays.

Update criteria for the rule to fire and click Next.

o O 00 N o g »

Provide a name for this rule. You have an option to modify the rule folder.
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11 Provide a rule description and click Next.

12 You have an option to create another rule from this wizard. Select your option and click Next.

Sequence

A sequence rule is comprised of two or more subrules that must be triggered in a specific order
within the defined time frame. Sequence rules have an optional group by field, which can be any
populated field from the events.

NOTE: When a subrule is used to create a sequence rule, a copy of the subrule is added to the
sequence rule’s definition. Because a copy is added, changes to the original subrule do not affect the
sequence rule.

To create a sequence rule:
1 Open the Correlation Rule Manager window and select a folder from the Folder drop-down list
to which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Sequence Rule.

Sequence Rule

Sub Rules:

audiue | viewEdit || Rerame || Detzte |

All sl b-rulzs shatld tire wetiin Minuteisy % cfeaztohe:

Group by these svent tags in the following order:

Coiticality, Seve iy, wulrerab Hy

I

RuleLyg Preview:;

seqLenceditene Bacinlima = 1 /kkY3k 44 and e Seventy == 1 L lte e 5evarty =
10.62.d scrimiratora Crfica iy, e Severity e wulnershil t

[ < Baz« [ Mz ] Zencel ]

3 Inthe Sequence Rule window, click the Add Rule button to select a sub rule to create a
sequence rule. The Add Rule window displays.

4 Select a rule and click OK.

5 Set parameters for the rule to fire. To group event tags according to the attributes, click Add/
Edit. The Attribute List window displays.

6 Select the attribute you want, then You can preview the rule in RuleLg preview box.
7 Click Next.The Update Criteria window displays.
8 Update criteria for the rule to fire and click Next.

9 Provide a name for this rule. You have an option to modify the rule folder.
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1"

Provide rule description and click Next.

You have an option to create another rule from this wizard. Select your option and click Next.

Custom or Freeform Correlation Rules

The custom or freeform rule option is the most powerful option for creating a correlation rule. This
allows the user to create any of the previous types of rules by typing the RuleLG correlation rule
language directly into the Correlation Rule Wizard.

Freeform rules are the only way to include certain functionality in a correlation rule. Freeform rules
give you the ability to do the following:

+ Nest operations by using parentheses to specify order of operations

*

*

*

Use the inlist operator to refer to a dynamic list
Use the isnull operator to refer to unpopulated fields

Use the w. prefix for a field name in the window operation to compare an incoming event’s
value to a set of previous events

TIP: You can select the functions, operators, and meta tags from the drop-down list selection. Type
e. or w. in the Correlation Rule section to view the drop-down lists.

To create a custom or freeform rule:

1

0 N O 0 b
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Open the Correlation Rule Manager window and select a folder from the Folder drop-down list
to which this rule is added.

Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

E x

Custom/Freeform Rule
Correlalion Rule

filter{e BegirTime = 1176688624 ard e.Severity =="1") f ow trigger{1,60)

@ Rule Syntax is valid [ < Back ] [ Mext ] [ Zancel ]

In the Custom/Freeform Rule window, write the condition for the rule and click Validate to test
the validity of the rule.

After validation of the rule, click Next. The Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

Provide a name for this rule. You have an option to modify the rule folder.
Provide rule description and click Next.

You have an option to create another rule from this wizard. Select your option and click Next.
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4.3.7 Deploying and Undeploying Correlation Rules

Correlation rules can be deployed or undeployed from the Correlation Engine Manager or the
Correlation Rule Manager. You can undeploy all rules or a single rule.

The rules can be associated with one or more actions. If no action is selected, a default correlated
event is generated with the following values:

Table 4-2 Default Correlated Event Details

Field Name Default Values

Severity 4

Event Name Same as the event name for the trigger event
Message Same as the message for the trigger event
Resource Correlation

SubResource <Rule Name>

Other types of actions can be configured in the Action Manager:

+ Configure a Correlated Event replaces the default correlated event settings

¢ Add to Dynamic List adds an element to a dynamic list

¢ Remove from Dynamic List removes an element from a dynamic list

+ Execute a Command executes a shell or batch script

+ Execute a Script executes a script; only available for actions created in Sentinel 6.0
¢ Send an Email by using default Sentinel mail settings

+ Create an Incident creates a Sentinel incident

¢ Configure any Action from the Action Manager that was created from an Action plug-in that
takes a correlated event as input. For more information on the Action Manager, see Chapter 15,
“Action Manager and Integrator,” on page 341.

To deploy correlation rules in the Correlation Engine Manager:

1 Open the Correlation Engine Manager window.

2 Right-click the engine you want to deploy the rule on and select Deploy Rule.

3 In the Rules tab, select the rule or rules you want to deploy.

4 1In the Actions tab, select the action or actions you want to associate with the rule.

5 Click Deploy. Rules are deployed in an enabled state.
To deploy correlation rules in the Correlation Rule Manager:

1 Open the Correlation Rule Manager window.
2 Select a rule and click the Deploy rules link. The Deploy Rule window displays.
3 In the Deploy Rule window, select the engine to deploy the rule from the drop-down list.

4 (Optional) Select an action or add a new action.
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If nothing is selected, a Correlated event with default values is created.
5 Click Deploy.

To undeploy a single rule:

1 In the Correlation Engine Manager, right-click the rule and select Undeploy Rule.
or

In the Correlation Rule Manager, select the rule and click the Undeploy rule link.
To undeploy all correlation rules:

1 Open the Correlation Engine Manager window.

2 Right-click the Correlation engine and select Undeploy All Rules.

4.3.8 Enabling and Disabling Rules

1 Open the Correlation Engine Manager window.

2 Right-click the rule or set of rules and select Enable Rule or Disable Rule.

|- Enable Enable Rule

| Dizakled

B Ermbled

B> Enabled Undeploy Rule
Action

4.3.9 Renaming and Deleting a Correlation Rule

To rename a correlation rule:

NOTE: You must undeploy a rule before you rename or delete the rule.

1 Open the Correlation Rule Manager window and select the rule you want to rename.
2 If the rule is deployed, click the Undeploy Rule link to undeploy the rule.

3 Click the View/Edit link. In the General Description tab, change the name of the Correlation
rule.

4 Click OK.
To delete a correlation rule:

1 Open the Correlation Rule Manager window and select the rule you want to delete.
2 If the rule is deployed, click the Undeploy Rule link to undeploy the rule.
3 Click the Delete link. Click Yes when the system prompts for confirmation.

4.3.10 Sorting Correlation Rules

To sort the list of correlation rules, click the [E Sort button at the top left of the Correlation Rule
Manager window.
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4.3.11 Moving a Correlation Rule

1 Open the Correlation Rule Manager window and click Manage Folder.

2 Drag a correlation rule from one folder to another.

4.3.12 Importing a Correlation Rule
1 Open the Correlation Rule Manager window and click the Import/Export Correlation Rul
icon.
The Import Export Rule window displays.

Impart Fxpart Rule B?l

Impurl Expurl Ruley
Irport Export Rules

Action D scription
Esxport et
linpaorl
FlG MG
" Browsc l
Diescription
I Pt I l Zancel I

2 Select the Import option from the Action pane. The description in the Description pane changes
to Import.

3 Click Browse to select the Correlation rule you want to import. Select the file and click Import,
then click Next. The Import Rule window displays.

Import Export Rule §|

Import Hule
Irnpport Fule

Irnparting Structure gresview

L1
el

_4 carr Rule

o
| B * dl

[ < Back ” Finizh ” Cancel ]|

4 Sclect the folder you want to import the Correlation rule into, then click Finish.

When importing a correlation rule in a folder, if a correlation rule with the same name exists,
the system displays a message and does not import the file.
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IMPORTANT: If you import a correlation rule using the inlist operator, the dynamic list
aligned to that rule must exist or you must create the dynamic list with the same name on the
system to which it is imported.

4.3.13 Exporting a Correlation Rule

1 Open the Correlation Rule Manager window and click the Import/Export Correlation Rule
icon. The Import Export Rule window displays.

2 Select the Export option from the Action pane. The description in the Description pane changes
to Export.d

3 Click Browse to export the rule. Specify a filename and click Export, then click Next. The
Export Rule window displays.

Import Export Rule ﬁl

Export Rule
Export Rule

|:| J Correlation Rules
+ |:| _| Corr Rule
@ al

| <eack || Finsh || concel |

4 Select the Correlation rule you want to export. Click Finish.

4.4 Dynamic Lists

Dynamic lists are distributed list structures that can be used to store string elements, such as IP
addresses, server names, or usernames. The lists are then used within a Correlation rule for a quick
lookup to see whether an incoming event includes an element from the dynamic list. Some examples
of dynamic list include:

+ Terminated user lists

+ Suspicious user watchlist

*

Privileged user watchlist

¢ Authorized ports and services list

¢ Authorized server list
A dynamic list can be built by using the text values for any event meta tag. Elements can be added to
the list manually (by an administrator) or automatically whenever a Correlation rule fires. Elements

can be removed from a list manually (by an administrator), automatically whenever a correlation
rule fires, when their time limit expires, or when the maximum list size is reached.

IMPORTANT: The Time To Live (TTL) must be between 60 seconds and 90 days and the
maximum list size is 100,000.
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Regardless of how the values were added, they can be persistent (active until manually removed or
until the maximum list size is reached) or transient (active only for a specified time frame after being
added to the list, also known as the Time to Live). The Time to Live can range from 60 seconds to 90

days.

NOTE: If the Time to Live period is updated on an active dynamic list, the change is not retroactive
to elements already on the list. Elements that are already added to the dynamic list retain their

original Time to Live.

4.4.1 Adding a Dynamic List

1 Click Correlation on the menu bar and select Dynamic Lists. Alternatively, you can click the

Dynamic Lists button on the toolbar.

2 Click the Add button located on the top left corner of the screen. The Dynamic List Properties

window displays.

3 Provide the name of the list.

Dynamic List Properties

List Name |

Lizt Elemerits

Guick Fitter: |

| @outormy

Persistent

Walle

Expires

Transient elemerts life span:
Macimum number of elements: |:|

— [

The name cannot contain special characters, such as quotations or hyphens.
4 Click Add. The Add Element window displays:

Add Element

|:| Make persisternt

Cancel

5 Provide the name of the Element. To make the Element persistent, select the Make Persistent
check box and click OK.
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To make an existing element persistent, select the check box next to the element name in the
Dynamic Properties window.

6 Select Transient elements life span, then specify the time the persistent values are active in the
list

7 Specify the maximum number of elements. The number defined here limits the number of
elements in the list.

8 Click OK.

Select a filter type from Quick Filter drop-down list and specify the name of the element, to
filter the available elements.

4.4.2 Modifying a Dynamic List

1 Click Correlation on the menu bar and select Dynamic Lists. Alternatively, you can click the
Dynamic Lists button on the toolbar.
2 Select a dynamic list and click the View/Edit link.

3 The Dynamic List Properties window displays. Edit the options as required and click OK.

4.4.3 Deleting a Dynamic List

WARNING: Do not delete a dynamic list that is part of a correlation rule or rules.

1 Click Correlation on the menu bar and select Dynamic Lists. Alternatively, you can click the
Dynamic Lists button on the toolbar.

2 Select a dynamic list and click the Delete link next to it. A confirmation message alert
displays.

3 Click Yes to delete the list.

4.4.4 Removing Dynamic List Elements

There are several ways an element can be removed from a dynamic list:

¢ A user can remove it manually
¢ The element can be removed by a Correlation rule action
¢ The transient element life span can expire

¢ [f the maximum number of elements for a dynamic list is reached, elements are removed from
the list to keep the list at or below the maximum list size. The transient elements are removed
(from oldest to newest) before any persistent elements are removed.

4.4.5 Using a Dynamic List in a Correlation Rule

Dynamic lists can be referenced in a Correlation rule by using the Custom/Freeform option of the
Correlation Rule Wizard. For example:

filter (e.<tagname> inlist <Dynamic List Name>)
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Where, e.<tagname> represents a meta tag in the incoming event, such as e. shn (Source Host
Name) or e.dip (Destination IP address)
<Dynamic List Name> is the name of an existing Dynamic List, such as CriticalServerList

The following instructions assume that a dynamic list already exists.
To add a dynamic list to correlation rule:
1 Open the Correlation Rule Manager window and select a folder from the drop-down list to

which this rule is added.

2 Click the Add button located on the top left corner of the screen. The Correlation Rule window
displays. Select Custom/Freeform Rule.

3 In the Custom/Freeform Rule window, write the condition for the rule, including the name of
the dynamic list. For example, filter (e.sev inlist Severity) where Severity is the
dynamic list name.

Click Validate to test the validity of the rule.

After validation of the rule, click Next. The Update Criteria window displays.
Update the criteria for the rule to fire and click Next.

Provide a name for this rule. You have an option to modify the rule folder.

Provide a rule description and click Next.

© 0 N O O b

You have an option to create another rule from this wizard. Select your option and click Next.

NOTE: Users must have the permission to Start/Stop the Correlation engine to perform these
actions.

The two states of Correlation engine are:

Table 4-3 States of the Correlation Engine

States Icons
Enable |[3;,|
Disable

When the Correlation engine is enabled, it processes active Correlation rules. When it is in a
disabled state, all in-memory data is preserved and no new Correlation events are generated.
Disabling the Correlation engine does not affect other parts of the Sentinel system.

Correlation rules are stored in the Sentinel database. When you activate the Correlation engine in the
Sentinel Control Center, it requests the deployment information and rules from the database.
Changes to a rule are not reflected in the Correlation engine until one of the following things
happens:

¢ The rule is undeployed, edited, and redeployed.

¢ The rule is freshly deployed
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4.5 Correlation Engine

¢ Section 4.5.1, “Starting or Stopping a Correlation Engine,” on page 102

¢ Section 4.5.2, “Renaming a Correlation Engine,” on page 102

4.5.1 Starting or Stopping a Correlation Engine

1 Open the Correlation Engine Manager window.

2 Right-click a correlation engine and select Start Engine or Stop Engine.

Stop Engine
Deploy Rule
Undeploy Al Rules

Renames Engineg

4.5.2 Renaming a Correlation Engine

A Sentinel system can have one or more correlation engines. You can rename the engines if desired.

1 Open the Correlation Engine Manager window.
2 Right-click the correlation engine and select Rename Engine.

3 Modify the name of the engine and click OK.

4.6 Correlation Actions

The Action Manager allows you to configure repeatable actions. There are several different types of
actions that can be configured and then associated with a correlation rule deployment:

¢ Section 4.6.1, “Configuring a Correlated Event,” on page 103

¢ Section 4.6.2, “Adding to a Dynamic List,” on page 104

¢ Section 4.6.3, “Removing a Value from a Dynamic List,” on page 105

¢ Section 4.6.4, “Executing a Command,” on page 106

¢ Section 4.6.5, “Creating an Incident,” on page 107

¢ Section 4.6.6, “Sending an E-mail,” on page 108

¢ Section 4.6.7, “Imported JavaScript Action Plugins,” on page 108

NOTE: Although all of these actions can be used in Correlation rule deployments, only the
JavaScript actions can be used in other areas of the Sentinel Control Center. For more information,
see Chapter 15, “Action Manager and Integrator,” on page 341.

Actions associated with a Correlation rule are executed when the deployed Correlation rule fires
(with the frequency of the execution determined by settings on the Update Criteria window of the
Correlation Rule Wizard).

If no action is specifically selected when deploying a correlation rule, a correlated event with the
following default settings is created:
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Table 4-4 Default Settings

Field Name Default Values
Severity 4

Event Name Final Event Name
Message <message>
Resource Correlation
SubResource <Rule Name>

4.6.1 Configuring a Correlated Event

Figure 4-2 Configure Correlated Event

X

N Configure Action
LAction Mame

Lction
WL Corfigure Correlated Event v

Marne Walle
=
__E\u'ent Options Copy fields from trigger event
=

i}

EvertMame
heszage
Resource
SubResource

A Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

To override the default values for the correlated event created when a rule fires, an action can be
created to populate the following fields in the correlated event:

+ Severity

+ Event Name

+ Message

+ Resource

*

SubResource
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4.6.2 Adding to a Dynamic List

Figure 4-3 Adding to a Dynamic List

N Configure Action @

1iotion Mame
Wotion
Wb Add to Dynamic List w
Mame Walue
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Elernert Type Persistent

Diyetamic: Lizt Mare
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Addd Action Plugin H Save H Cancel ]

NOTE: This type of action can only be used in Correlation deployments.

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) to an existing dynamic list. Any values that are repeated across multiple
events are only added to the dynamic list once. The various parameters available are:

Table 4-5 Parameters

Option Function

Element Values (Optional) Specify a constant value to add to the dynamic list. If this is
blank, Attribute Name must be populated.

Element Type Persistent or Transient.
Dynamic List Name Select an existing dynamic list from the drop-down menu.
Attribute Names (Optional) For every event that is part of a correlated event, the value

or values of the selected event attribute are added to the dynamic list.
If this is blank, element values must be populated.

If there are entries for both Element Values and Attribute Names, both are added to the dynamic list
when the rule fires. If the Element Value is filled in and the Element Type is Transient, the time
stamp for the element in the dynamic list is updated each time the rule fires.
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4.6.3 Removing a Value from a Dynamic List
Figure 4-4 Removing a Value from a Dynamic List
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NOTE: This type of action can only be used in Correlation deployments

This action type can be used to add a constant value or the value of an event attribute (such as Target
IP or Initiator User Name) from an existing dynamic list. The various parameters available are:

Table 4-6 Parameters

Option Function

Element Values Specify a constant value to remove from the list.

Dynamic List Name Select an existing dynamic list from the drop-down menu.

Attribute Names For every event that is part of a correlated event, the value or values of

the selected event attribute are deleted from the dynamic list.
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4.6.4 Executing a Command

Figure 4-5 Executing a Command
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NOTE: This type of action can only be used in Correlation deployments

This action type can be used to execute a command when a correlated event triggers. You can set the
following parameters:

Command: Arguments: This can include constants or references to an event attribute in the last
event, the one that caused the rule to fire.

References to event attributes must use the values in the meta tag column enclosed in % or $
symbols. For example, %InitIP% represents the initiator IP address value from the Correlated event,
except in the Configure Correlated Event action. Because the Correlated event was not created
before the action is executed, the InitIP value comes from the trigger event. $InitIP$ always
represents the value from the current event. Both %all% and $all$ are the same, and they pass
information (a limited set of attributes from both the trigger event and the Correlated event along
with some Correlation rule data) to a Correlation action. They are provided primarily for backward
compatibility with existing Correlation actions. They cannot be used in JavaScript actions or in the
Configure Correlated Event action. For more information on meta tags, see “Sentinel 6.1 Rapid
Deployment Event Fields” in the Sentinel 6.1 Rapid Deployment Reference Guide.

Command actions can be created to perform a non-interactive action, such as modifying a firewall
policy, entering a record in a database, or deactivating a user account. For an action that generates
output, such as a command to run a vulnerability scan, the command should refer to a script that runs
the command and then writes the output to a file.

NOTE: By default, the action output is stored to the working directory, <Install directory>/
data. The action output can be written to a different directory by specifying a different storage
location for the output file in the script
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4.6.5 Creating an Incident

Figure 4-6 Configure Action:Create Incident
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NOTE: This type of action can only be used in Correlation deployments.

This action type create an incident whenever a correlated event fires. You can also initiate an
iTRAC™ workflow process for remediation of that incident. For more information about the values
of the following parameters, see Chapter 5, “Incidents Tab,” on page 109.

¢ Responsible

+ Title

+ Category

+ Severity

¢ Priority

+ State

*

(Optional) iTRAC Process list for configured iTRAC processes

*

(Optional) Action Plugin to Execute list for configured JavaScript actions

IMPORTANT: Do not enable the Create Incident action until the correlation rule has been tuned. If
the rule fires frequently, the system can create more incidents or initiate more iTRAC workflow
processes than desired.
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4.6.6 Sending an E-mail

Figure 4-7 Configure Action: Send Email
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NOTE: This type of action can only be used in Correlation deployments

This action type can be used to send an e-mail when a correlated event triggers. The various
parameters available are:

Table 4-7 Parameters

Option Function

To Specify the recipient e-mail address

Subject Specify the subject of the message

Formatter Name The format of the e-mail contains the correlated event formatted as “xml” or

“Name Value Pair”, depending on what you select

4.6.7 Imported JavaScript Action Plugins

For information on JavaScript actions and how to debug them, see Section 15.1, “Action Manager,”
on page 341. The JavaScript actions can be used in many places throughout the Sentinel interface.
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Incidents Tab

In Sentinel™, a set of related events (for example, a possible attack) can be grouped together to form
an incident. An incident in the Open state alerts you to investigate, resolve, and close the incident.
For example, the resolution to an attack might be to close a port, block a source IP, or rebuild a
machine.

¢ Section 5.1, “Understanding an Incident,” on page 109

¢ Section 5.2, “Introduction to User Interface,” on page 109

*

Section 5.3, “Manage Incident Views,” on page 111

*

Section 5.4, “Manage Incidents,” on page 115

*

Section 5.5, “Switch between Existing Incident Views,” on page 121

5.1 Understanding an Incident

Incidents can be created:

¢ Manually, by a security analyst monitoring incoming data or querying past data.
+ Automatically, as a result of a correlation rule being triggered. For more information, see
Chapter 4, “Correlation Tab,” on page §3.

In the Incidents tab, you can:

¢ Manage incident views
+ Manage incidents

+ Switch between existing incident views

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has
controls to enable/disable access to the features of incidents for a user.

5.2 Introduction to User Interface

In the Incidents tab, you see the Display Incident View, Create Incident, and Attachment Viewer
Configuration.

You can navigate to these functions from different places:

Table 5-1 Table 4-1: Incident Tab User Interface

User Interface Description
Incldenis The Incident menu in the menu bar

:j Cizplay Incident View Manages

B Create hcident
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User Interface Description

The Navigation Tree in the Navigation pane

0y
B

Ianvigator
# Incidonts Vicw
__| Incidernt Cretails
_ | Invesngste
I Analysis

| Actions

BB

Display Iucid?n View Manager The toolbar buttons

aFEs

Create Incident

5.2.1 Incident View

In the Incident View Manager, you can view the list of incidents and the parameters you specified
when adding an incident.

To open the Incident View Manager:

1 Click Incidents on the menu bar and select Display Incident Views or click the Display Incident
View button in the toolbar

(e i o d0e (|
1 State Severity Pricrity Id Responsikle
=[5 Incidert -
e [2) yu OPEN Mone (3] Mone i) 330
2] timecutz OPEM Nane (1) Mane (0) 410
i D abc OPEN Mone (07 Mone (01 200
b [E) Testnet OFEN Low 2) Mone () 423
2] ar OPEN More (0 Mone (0) 360
2] se OPEN Morie (3] Nore 1) 702
b2 ser OFEN Mone (0 Mone 10 700
SR GPEN Mo (0 Marne (D) 428
H hled NEhL hl, fanh hl, finl == Nul b
A0 of 50 EE‘ Refresh @ Manage View - @ Switch View -

5.2.2 Incident

When you add or edit an incident, you see the tabs listed where you can perform the incident-related
activities. As you investigate and remediate an incident, additional information can be added to
these tabs. Except for Events and History, entering information on the tabs is optional.
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Figure 5-1 Add/Edit Incident
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1851 23 @ 520109 5:2264 PM authentication failure | aLthentication failure; lo
@ 6/20i03 5:22:64 PM authertication failure  |authentication failure; lo
State:
QPEN v
Sewerity:
Low (2) v
Priority:
Maone () -
Category:
~I[]
Originator:
admin
Responsible:
v
Description:
Resolution:
< ¥

+ Events: Lists events attached to this incident. You can attach events to incidents in an Active
View™,

+ Assets: Lists assets affected by the events of this incident.

¢ Vulnerability: Lists asset vulnerabilities.

¢ Advisor: Displays asset attack and alert information.

¢ iTRAC: Allows you to add a workflow to an incident from the iTRAC™ tab.

¢ History: Lists activities performed on the current incident.

¢ Attachments: Allows you to add an attachment to the incident created in the system.

+ Notes: Allows you to add notes to the incident.

5.3 Manage Incident Views

Manage View allows you to:

*

Add views

*

Edit views

*

Delete views

* Mark a view as the default

5.3.1 Adding a View

1 Click Incidents > Display Incident View Manager. Alternatively, click the Display Incident
View button on the toolbar.
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2 Open the view options by doing one of the following:

¢ Click the down-arrow on the Manage Views button located in bottom right corner of the
window and select Add View.

+ Click the down-arrow on the Manage Views button located in the bottom right corner of
the window, select Manage Views and then click the Add View button.

Oiptinn karme |

|

Oiptions

Group By...

Fillezr ...

I

Loof Atribtc. .

Mane

[algl=

(][}

Category, Created By, Criticalty Rati...

Scloct Attributc for dizplay

SAuR ] [ Cln=e ]

3 Provide a name in the Option Name field. Click the buttons listed below to specify the options.

+ Fields: The variables of the events attached to incidents are displayed as fields. By
default, all the fields are arranged as columns in the Incident View. In the Field Options
window, you can add or remove columns that display and arrange the order of the columns
by using the up-arrow and down-arrow.

N Fields

Availzhle Colurmas

|

Inzert

Shawvy Colurnns hibis O

Calecory i
Crest=dd By

Crilicality Patrc

Dale Created

[ale vodifec
Diescripdian

H

B

Modified By |
Priority

Resoldion

Severity .

l Qk: l Cose l

+ Group By: Set rules to group incidents in the display view.
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+ Sort By: Set rules to sort the incidents in the display view.
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+ Filter: Set incident filters. Only the incidents that match your filter display in the view.

3

SrL

zhow tems that match thesa crterna:

Mo
CIeTIne more Criterls:
Fleld 1Zonditior Walue
Mone % |None |
&cld to List
[ ok || <oncet || cleor 2 |

+ Leaf Attribute: Select an attribute from the list that is displayed as the first column in the
incident view.

HMtributes

Cateqory
Crested By
Criticality Fating
Date Created
Date hodified
Description

Id

hodified By
Priority
Rezolution
Severity
Sewerity Rafting
State I

|

4 Click Save.

5.3.2 Modifying a View

1 Click Incidents > Display Incident View or click the Display Incident View Manager button on
the toolbar.

2 Open a view by doing one of the following:

¢ Click the down-arrow next to the Switch View button in the bottom right corner, then
select the view you want to edit. Click the down-arrow next to the Manage View button
located in bottom right corner of the screen and select Edit Current View from the list.

¢ Click the down-arrow next to the Manage Views button located in the bottom right corner
of the window, then select Manage Views. Select a view to edit and click View/Edit.

3 Edit the options as required and click Save.
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5.3.3 Deleting a View

1 Click Incidents > Incident View Manager or click the Display Incident View button on the
toolbar.

2 Click the down-arrow next to the Manage Views button located in bottom right corner of the
screen and select Manage View from the list. The Manage View window displays. Select a view
and click Delete. A confirmation message alert displays.

3 Click Yes to delete.

5.3.4 Default View

To mark a view as the default:
1 Click Incidents > Display Incident View Manager, or click the Display Incident View Manager
icon on the toolbar.

2 Click the down-arrow next to the Manage Views button located in bottom right corner of the
screen and select Manage Views from the list. The Incident View window displays.

3 Select the incident view you want as the default, and click Mark as Default.

5.4 Manage Incidents

You can perform the following activities related to incidents:

¢ Create an incident

+ Attach workflows to incidents
+ Add notes to incidents

¢ Add attachments to incidents
+ Execute an incident action

¢ E-mail an incident

+ Edit an incident

* Delete an incident

5.4.1 Creating Incidents

1 Click Incidents > Create Incident, or click the Create Incident button on the toolbar. The New
Incident window displays.
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N New Incident (1) E@

|

Title:

State:

File Actions  Options

Incident ID: MEWS .« Euents | Assets | Vulherabilty | Advisor | iTRAC | History | AMtachments | Notes 4 F B

Sewverity:|None (0) v

Priority: Mone (0} v

Category: w E

Originator: esecadm
Responsible v

Description:

Rasnlutinn-

D o3 a &

Associated Events:

: Severty DateTime  SourcelP Destination P EvertMarme

OFEM »

2 Specify the following information:

*

*

*

*

*

Title: Specify the title of the incident.

State: To set state of the incident, select from the drop-down list.

Severity: To indicate the severity of the incident, select from the drop-down list.
Priority: To indicate the priority of the incident, select from the drop-down list.
Category: Specify the category of the incident.

Responsible: To assign the responsibility to investigate and close the incident, select
from the drop-down list.

Description: Specify the description of the incident in the text area.

Resolution: Specify the resolution description in the text area.

3 Click Create.The incident ID automatically generates after you click Create.

For more information on creating an incident and grouping events, see Section 3.7, “Creating

Incidents,

” on page 63.

5.4.2 Viewing an Incident

1 Click Incidents > Display Incident View Manager or click the Display Incident View Manager
button on the toolbar.

2 Open an incident by doing one of the following:

*

*

Selecting a view from the Switch Views button in the bottom right corner.

Double-click an incident in the Incident View Manager window.

5.4.3 Attaching Workflows to Incidents

1 Open an incident.
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2 In the Incident window, click the iTRAC tab.
3 Select an iTRAC process from the drop-down list.
4 Click Save.

NOTE: You can attach only one process to an incident.

5.4.4 Adding Notes to Incidents

1 In the Incident window, click the Notes tab.

2 Click Add. The Add Notes to Incident window displays.
3 Provide your notes and click OK.

4 Click Save.

NOTE: To edit or delete the note, right-click a note in the Notes tab of the Incident window and
select Edit or Delete.

5.4.5 Adding Attachments to Incidents

1 In the Incident window, click the Attachments tab.
2 Click Add.The Add Attachment to Incident window displays.

Add Attachment To Incident E|

Attachment File Selection:

| | Browse

Attachment ldentification

ane | |
Type: | DEFAULT |
Subtype: | DEFAULT |

‘ Ok | | Cancel |

3 Click Browse, navigate to the attachment, and select it.
4 Provide the following information, or accept the default entries:
+ Name
¢ Description
* Type
+ Subtype
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5 Click OK, then click Save.

Right-click the attachment to view or save.

5.4.6 Executing Incident Actions

Any configured JavasScript action or iTRAC activity can be executed on an incident.
1 Open an incident.

2 Click Actions > Execute Incident Action or click Execute Incident Action Iﬁl icon.
The Execute Incident Action window displays.

x4
Incident Actions:
Name [ Description
7 CollectionActivity

\J CortainmentActivity [

5z| Dizable Account Sentingl Action
F EradicationActivity |

33| Mail to 2nd Tier Analysts Sentingl Action
5 Send Email |Sentinel Action

|

s Start User Deprovisioning Workdlow | Sentinel Action
| Start User Re-provisioning Workdlow |Sentinel Action

|

Ao Action,., Execute Cancel

3 Select an action or click Add Action to create a new one.
4 Click Execute. If the action is a JavaScript action, a window opens to show the progress of the
action.

M il to 2nd Tier Analysts =] |

Waiting for action output stream to connect..
Action output stream connected. Waating for action autput...

Constructing ermail...

End of action output.

Kl | H

Attach To Incident | Cloze |
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5 To add the command output to the incident, click Attach to Incident.

Add Attachment To Incident100 x|

~Attachment File Selection:

I Browvse |

-Attachment ldentification

Marme: IMaiI_tl:l_ErIEi_Tjer_Analysts.b:t
Description: IFle-sults of Mail to 2nd Tier Analysts
Type: |DEFAULT
Subtype: |DEFAULT
Ok Cancel

The action output is saved and can be viewed from the Attachments tab of the incident.

5.4.7 E-Mailing an Incident

To mail an incident by using the preinstalled Email Incident action, you must have an SMTP
Integrator configured with valid connection information and with the SentinelDefaultEMailServer
property set to “true”. For more information, see the SMTP Integrator documentation available at
the Novell Sentinel Content Web site (http://www.novell.com/documentation/sentinel61).

1 Open an incident.
2 Click the Email Incident | 2] button to display the Email Incident window.
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Email Incident &

Email Composition

Email Address: w
Email Subject:

Email Message:

Include Associated Data:

() Events () Assets (& Yulnerahilities
) Advisor Attacks &) Hislary (3 Attachments
& Motes
l Ok ] l Cancel

3 Provide the following:

*

*

*

Email Address
Email Subject

Email Message

4 Select which HTML attachments should be included in the mail message, such as the events
included in the incident, assets, vulnerabilities, Advisor attacks, incident history, attachments,
and notes.

5 Click OK.

5.4.8 Modifying Incidents

1 Click the Incident tab, then click Incidents > Display Incident View. Alternatively, click the
Display Incident View button on the toolbar. The Incident View window displays with the list of
incidents.

2 Right-click the incident you want to edit and select Modify.

3 The Incident window displays. Edit the following information:

*

*

*

*

*

Title

State
Severity
Priority
Category
Responsible
Description

Resolution

4 Click Save.

Save button is active only if you modify any information in the Incidents window.
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5.4.9 Deleting Incidents

1 Click the Incident tab, then.click Incidents > Display Incident View Manager, or click the
Display Incident View button on the toolbar. The Incident View window displays.
2 Right-click the incident you want to delete and select Delete.

3 A confirmation Message displays. Select Yes.

5.5 Switch between Existing Incident Views

1 Click the down-arrow on the Switch View button on the bottom right corner of the screen to
display a list of existing views.

2 Select a view.
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iTRAC Workflows

The iTRAC™ workflows are designed to provide a simple, flexible solution for automating and
tracking an enterprise’s incident response processes. iTRAC leverages the Sentinel™ internal
incident system to track security or system problems from identification (through correlation rules
or manual identification) through resolution.

¢ Section 6.1, “Understanding iTRAC Workflows,” on page 123

¢ Section 6.2, “Introduction to the User Interface,” on page 124

¢ Section 6.3, “Template Manager,” on page 125

¢ Section 6.4, “Template Builder Interface,” on page 126

¢ Section 6.5, “Steps,” on page 129

+ Section 6.6, “Transitions,” on page 141

¢ Section 6.7, “Activities,” on page 149

¢ Section 6.8, “Process Management,” on page 155

6.1 Understanding iTRAC Workflows

Workflows can be built using manual and automated steps. Advanced features such as branching,
time-based escalation, and local variables are supported. Integration with external scripts and plug-
ins allows for flexible interaction with third-party systems. Comprehensive reporting allows
administrators to understand and fine-tune the incident response processes.

NOTE: Access to manage iTRAC templates, activities, and processes can be enabled on a user-by-
user basis by any user with the ability to change user permissions.

The iTRAC system uses three Sentinel objects that can be defined outside the iTRAC framework:

Table 6-1 Sentinel Objects Used by iTRAC

Incident Incidents within Sentinel are groups of events that represent an actionable
security incident, plus associated state and meta-information.

Incidents are created manually or through Correlation rules, and can be
associated with a workflow process. They can be viewed on the Incidents tab.

Activity An Activity is a predefined automatic unit of work, with defined inputs, command-
driven activity, and outputs (for example, automatically attaching asset data to the
incident or sending an e-mail).

Activities can be included in a workflow template and executed during workflow
processes, or they can be executed within an incident.

Role Sentinel users can be assigned to one or more roles. Manual steps in the
workflow processes can be assigned to a role.

iTRAC Workflows have four major components that are unique to iTRAC:

iTRAC Workflows
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Table 6-2 Major Components of iTRAC

Step A step is an individual unit of work within a workflow; there are manual
steps, decision steps, command steps, mail steps, and activity-based
steps. Each step displays as an icon within a given workflow template.

Transition A transition defines how the workflow moves from one state (activity) to
another. This can be determined by an analyst action, by the value of a
variable, or by the amount of time elapsed.

Templates A template is a design for a workflow that controls the flow of execution of a
process in iTRAC.

The template consists of a network of manual and automated steps.
Activities and criteria for transition between them.

Workflow templates define how an incident is responded to after a process
based on that template is instantiated (see below).

A template can be associated with many incidents.

Processes A process is a specific instance of a workflow template that is actively
being tracked by the workflow system. It includes all the relevant
information relating to the instance, including the current step in the
workflow, the associated incident, the results of steps, attachments, and
notes.

Each workflow process is associated to one and only one incident.

6.2 Introduction to the User Interface

Within the Sentinel Control Center, you can access the iTRAC administrative functions by selecting
the iTRAC tab from the main screen. This tab gives you access to the Activity Manager (where you
define activities), the Template Manager (where you define templates), and the Process View
Manager (where you manage instantiated workflow processes).

You can navigate to these functions from:

Table 6-3 iTRAC User Interface

User Interface Description

TRAC | L The iTRAC menu in the menu bar

£ Dizplay Process Manage
3 Activity Manager

?_, Templste Marager
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User Interface Description

0
+

Mavigator

=l iT3AC Administration
. Activity Manager
# Template Mansger
o EL ] Templates
—J Frocess Managemert
“e b Process Wiew Manager

R 3

The toolbar buttons

The Navigation Tree in the Navigation pane

6.3 Template Manager

The Template Manager can be used to create, view, modify, copy, or delete a template. Within the
Template Manager you can add, delete, copy, view, and edit templates. Templates can be sorted into

folders for easy management
In the Template Manager, you can:

¢ Create new workflow templates
+ Edit or copy existing templates
¢ Define workflow steps
¢ Manual or Automated
¢ Description of step or instructions for iTRAC users
¢ Define transitions between steps
¢ Transition type
¢ Escalation procedures

+ Timeout and alert attributes
Figure 6-1 iTRAC Workflow

ac

—

Start autDCDIIM o investinate
err

o tr

manualCallect

6.3.1 Default Templates

End

iTRAC is shipped with the following templates to use as examples. The process and activity
attributes for these templates are set to predefined values. Users can modify these to suit their

requirements. The default templates are:

¢ AlertTimeoutExample

+ TwoStepSimpleExample
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¢ ConditionalTransitionExample

¢ CommandExample

6.4 Template Builder Interface
Figure 6-2 Template Builder Interface
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The following panes display in the Template Builder window:

¢ Process Tree: This pane displays the steps, transitions and variables added to the template.
Users can add steps or variables, and edit or remove steps, variables and transitions.

To perform an action on a step, variable or transition:
+ Expand the relevant group in the Tree.
+ Select and right-click an existing attribute.
+ Select action you want to perform.

¢ Process: This is the main GUI for viewing and creating a workflow template. For more
information on creating a workflow template, see “Section 6.4.1, “Creating Templates,” on
page 1277

+ Quick Edit: Select a step or transition to see its properties. This pane allows you to edit
process attributes.

To edit the details of steps using Quick Edit:
¢ Click the Process Attribute value in the Quick Edit pane.
+ The attribute values are selected, indicating Edit Mode.
+ Modify the value and click anywhere outside the Quick Edit frame to save the new value.

+ Messages: This pane displays messages if steps or transitions are incomplete. You must resolve
any issues listed here before saving the template.

¢ Overview: This pane displays an overview of the entire template.
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+ Step Palette: There are four types of steps in the Step Palette. You can drag and drop the steps
into the Process pane.

+ Decision Step
+ Mail Step
¢ Manual Step

¢ Command Step

¢ Activities: The activities added in the Activity Manager are shown in this pane and can be
added to a workflow template. The user can also add, edit and remove activities. For more
information, see Section 6.7.6, “Managing Activities,” on page 154.

WARNING: Use caution when editing or deleting an activity that is already in use.

The following icons are used in the Template Builder to represent the steps:

Table 6-4 Template Builder Icons

Icon

Description

O

J

Start Step: All workflow templates have a Start step.

Decision Step: This step provides different execution paths, depending on the value
of a variable defined in a previous step.

Mail Step: This step sends a prewritten e-mail.

Manual Step: This step indicates that manual work must be performed, often outside
the Sentinel system (For example, telephoning the owner of the affected system or
analyzing the results of a scan).

Activity Step: This step is a predefined set of activities.

Command Step: This step executes a command or script on the iTRAC workflow
server, usually installed in the same place as the Data Access Service (DAS). The
output of the command can be stored in a string variable and used as input to a
decision step.

End Step: This step signifies the completion of a workflow process.

6.4.1 Creating Templates

1 Click the iTRAC tab.
2 In the navigation pane, click iTRAC Administration > Template Manager.
3 Click Add. The iTRAC Template Builder window displays.

iTRAC Workflows
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4 In the Process Details window, provide a name and description (optional) of the template and
click OK.

5 Do one of the following:

¢ Drag and drop a step from the Step Palette or an activity from the Activities pane into the
Process window.

¢ Click the New Step drop-down button in the upper left corner and select one of the
following step types. Right-click Start step, select Insert New and select one of the
following step types.

¢ Decision Step
¢ Mail Step
¢ Manual Step

*

Command Step
6 Add as many steps and activities as needed to create the template.

7 Create transitions between each step. To create transitions, right-click the step after which you
need to add transition and click Add Transition.

Any step (except for the End step) might have one or more exit transition lines. A decision step
must have at least two exit lines.

8 Right-click each final step in the template and click Add End Transition.

On the bottom of the iTRAC Template Builder is a message pane that lists any warnings or
errors about incomplete steps during the construction.

9 To save your process, go to File>Save or click Save button.

6.4.2 Managing Templates

After creating a template, you can modify, copy, or delete it.

+ “Viewing/Editing Templates” on page 129
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¢ “Copying Templates” on page 129
¢ “Deleting Templates™ on page 129

Viewing/Editing Templates

1 In the Navigator, click iTRAC Administration > Template Manager.
2 Select a template and click View/Edit. The Template Builder displays.
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Copying Templates
One way to create a new workflow template is to copy one of the default templates and modify it.

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Select a template and click Copy. A Template Builder with the copied template displays.

4 Provide a new name, then save and edit the template as needed.

Deleting Templates

Even if you delete a template, any instantiated workflow processes that are based on that template
still completes normally.

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.
3 Select a template and click Delete.

6.5 Steps

Steps are the basic components of a template. Every template must have a Start step and an End step.
The Start step exists by default. You can also add the following types of steps to a template:

¢ Section 6.5.1, “Start Step,” on page 130
¢ Section 6.5.2, “Manual Step,” on page 130

iTRAC Workflows

129



¢ Section 6.5.3, “Decision Step,” on page 134

¢ Section 6.5.4, “Mail Step,” on page 134

¢ “Command Step” on page 134

¢ Section 6.5.6, “Activity Step,” on page 135

¢ Section 6.5.7, “End Step,” on page 136

¢ Section 6.5.8, “Adding Steps to a Workflow,” on page 136
¢ Section 6.5.9, “Managing Steps,” on page 136

6.5.1 Start Step

Every workflow template must have one and only one Start step. The transition from a Start step is
always Unconditional.

6.5.2 Manual Step

-

&

This type of step indicates that manual work must be performed. Every manual step in a template
must be assigned to a role. The users in that role are notified through a worklist item when an
instantiated workflow process reaches the manual step. When a user accepts the worklist item, it is
removed from the queue of the other users in that role. For more information about worklists and
stepping through a workflow process, see Section 7.1, “Work Item Summary,” on page 161. section.

The description of the step should indicate what work needs to be performed. The user is expected to
perform that work and then acknowledge completion.

A manual step includes the following attributes:

¢ Name of step
+ Role
¢ Variables
¢ Delete
+ Add

¢ Description

From a manual step, you can set Conditional, Unconditional, Timeout, or Alert transitions.

Variables

The user can also be asked to set one or more variables to appropriate values. Four variable types
can be assigned to manual steps: Integer, Boolean, String, and Float. This variable can be set to an
explicit default value during the step definition, or the user can set the value at run-time as part of
the workflow process. The value can be optional or required.

The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a Conditional transition from a decision step to
determine the workflow path.
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NOTE: If the value is going to be used later as part of a decision step, it should be marked
“Required.”

For example, an integer variable can be set by the user to hold the event rate. Output transitions from
the manual step can be defined so that if the event rate is greater than 500, one path is followed;
otherwise, another path is followed.

To create a variable:

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Click the Add button in upper left corner to open a new template or select an existing template,
then click View/Edit.

4 Right-click Variables in the Process Tree and select the type of variable to add, or right-click
the variable type and select Add Variable.

Process

Process
B2 Steps

1 okt arning
a Record
a Tirne Sensitivercrl
\3 Wiark Ezcalated

..... @ Step_u
i riahles,
i) it Adt BOOLEAN Variable
~b)boold  add FLOAT Variable
B strin | Add NTEGER variable
-] Transitio Adel STRING Wariable

5 Give the variable a name and specify the default value, if desired.

Boolean Variable:
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Process Yariables |

Mame |variabled

Yariable Type IBOOLEAN LI b

Defaultvalue ITrue LI

Description

6] 4 | Cancel |

Integer Variable:

Process Yariables

Mame [variablez

Wariahle Type

Defaultvalue 100

Cescription

Ok | Cancel |

String Variable:
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Process Yariables

Name |variabled
Wariahle Type ISTRING
Defaultvalue |Cr'rtica||
Description
Ok | Cancel |
Float Variable:

Process Yariables [ x|

Name  |variabizd

YWariahle Type |FLOAT j >

Default Value |55.3|

Description

1| ¥ DefaultWalue must be Float Ok | Cancel |

6 Click OK.
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6.5.3 Decision Step

@

This type of step selects between exit transitions depending on the values of variables defined in
prior steps. See Section 6.5.2, “Manual Step,” on page 130 for the available variable types. The
decision step itself is very simple; you can edit only the step name and description. The workflow
path is determined by the transitions.

From a decision step, you can set Conditional and Else transitions. Every decision step must have an
Else transition and at least one Conditional transition. The Else transition leads to a workflow path
that is followed if none of the criteria for the Conditional transitions is met.

6.5.4 Mail Step

>

'_,.'n-.’

This step sends a prewritten e-mail. A mail step includes the following attributes:

+ Name of step

¢ To addressee

¢ From addressee
¢ Subject of email
+ Body of email

From a mail step, you can set a Conditional, Unconditional, Timeout, Alert, or Error transition. An
Error transition should always be included so error conditions can be handled properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

6.5.5 Command Step
1

L

A command step is a step in which an operating-system level command or script (shell, batch, Perl
and so on) is executed. The name of the command can be provided explicitly or set as a string
variable, and parameters can be passed in the same manner. Output from the command can also be
placed back into a string variable.

A command step includes the following attributes:

+ Name of step
¢ Description

¢ Command (Can be explicit or variable-driven)
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¢ Arguments (Can be explicit or variable-driven)

¢ Output Variable

NOTE: The command must be stored in the <Install directory>/config/exec directory on
the iTRAC workflow server. Symbolic links are not supported

Variables

The command output can also be used to set a variable to the appropriate values. Command steps
must use String variable types.

The value of the variable can be used as part of a Conditional transition to determine the path the
workflow follows. It can also be used later as part of a decision step to determine the workflow path.

For example, a Command step can return a value of 0 for failure and 1 for success. This output can
be assigned to a variable, and then a Conditional transition or a decision step can use this value to
determine which workflow path to take.

The command and its arguments can each be specified explicitly by the person designing the
workflow or can be set as a string variable. If either one is set as a string variable, there must be a
previous step in the template where the variable is set to a string value.

From a command step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled

properly.

NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

6.5.6 Activity Step
\

An activity step is a type of automated step that can be used in a workflow template. The activity
steps are created in the Activity Manager and can consist of internal Sentinel operations or external
scripted operations. After activity steps are created, the user can select from the library of these
activities and include them into in a workflow. For more information on creating each type of
predefined activity, see Section 6.7.5, “Creating iTRAC Activities,” on page 151.

An activity step includes the following attributes:

¢ Name
¢ Description
+ Activity Assignment

From an activity step, you can set Conditional, Unconditional, Timeout, or Alert, or Error
transitions. An Error transition should always be included so error conditions can be handled

properly.
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NOTE: If the first step of a workflow fails without an error transition, the iTRAC process cannot
proceed.

6.5.7 End Step

Every workflow template must have an End step to complete every branch of the workflow path.

6.5.8 Adding Steps to a Workflow

Steps can be added to a workflow by using the Step Palette or by using a right-click in the Process
Builder. When you are adding steps to a workflow, a yellow entry field indicates an invalid entry.

To add a step from the Step Palette:

1 Drag and drop a step from the Step Palette.
2 Right-click the step and select Edit Step.
3 Edit the details of the step and click Save.

To add a step using a right-Click:

1 Right-click an existing step in the Process Builder and select Insert New.
2 Edit the details of the step and click Save.

3 Select Manual, Decision, Mail, Command, or End Step.

4 Edit the details of the step and click Save.

To add an Activity step:
1 Click and drag an activity from the Activity pane to the Process Builder.
To add an End step:

1 Right-click a step with no transition and select Add End Transition.

f
&

INsert Mew r
hian -

wie 44 Edit Step

v Copy Step

g+ Delete Step

LA Add Transtion

F}r |E:',3 Add End Tranziticn
WorkEscalated

6.5.9 Managing Steps

Steps can be copied, edited, or deleted.

+ “Copying Steps” on page 137
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* “Modifying Steps” on page 137
+ “Deleting Steps” on page 140

Copying Steps

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Template Manager.

Select an existing template, then click View/Edit. The iTRAC Process Builder window displays.
Select an existing step, right-click, and select Copy Step.

The Step window opens in edit mode with all the attributes of the selected step.

Specify a name for the new step.

Edit step attributes as required. Click OK.

N OO g A WODN -

Modifying Steps
To edit a step:
1 Click the iTRAC tab.

2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Seclect an existing step, right-click, and select Edit Step.
5 Edit the step attributes. Click OK.

To edit a manual step:

1 Right-click a manual step and select Edit Step.
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Manual Step
Manual Step

iz assighed to a rale. Yariahles may be associsted with &
manual step to get input from users

]

Mame ||

< General | Description

Role |

Azzociate Wariahlzs

=& Associate @

MName
Type
Default

# Mame is Invalid.

;:':_),, Presview

Cancel

2 Provide a name for the step.

3 Attach arole to this step by selecting a role from the drop-down list. For more information on
roles, see Chapter 10, “Administration,” on page 219.

4 Click Associate to associate a variable; select the variable from the list or create new variables

to be associated. Set a default value as desired.

Click Preview to preview the step you created.
Click OK.

0 N O O

To edit a decision step:

1 Right-click a decision step and select Edit Step.

Decision Step

Decision Step

iz used (o creste decision points for conditionasl transtions

Select the Read-Only check box if this variable is to be forced to the default value.
Click the Description tab to provide description for this step.

3

Mlame ||

s
|

< General | Description

X MName is Invalid.

cancel
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2 Provide a name.
3 Click the Description tab to provide a description for this step.
4 Click OK.

To edit a mail step:

1 Right-click a mail step and select Edit Step.

Mail Step

Wail Step %
E il will ke sent to corfigured sddrasses b E]

Marme ||

< General | Body

To |

Frarm |

Suhject

¥ Subject shouldn't be ern... [¥] lo]’3

2 Provide a name for the step.

3 Provide To and From mail addresses and a Subject in the General tab.

4 Click the body tab and type the message.
5 Click OK.

To edit a command step:

1 Right-click a command step and select Edit Step.
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Command Step P§|

Command Step
Command step executes the configured command. The output E E]
of the command may be mapped to process variable

Mame ||

A General | Description

|:| Use Variahles

o id | |

|:| Uze Variables

Argumetts | |

CutputWariable | v|

M Outputvariahle not set [¥)

2 Provide a name for this step.

3 Specify the path and name of the command or script to execute (relative to the
<Install directory>/config/exec)

4 If you want to run a command or script referenced in a variable that is populated during the
workflow process, select the Use Variables check box.

5 Specify any command-line arguments to pass to the command or script. If you want to use the
contents of a variable that is populated during the workflow process, select the Use Variable
check box.

6 Specify a variable to hold output from the command or script. Any standard output is placed
into these variables.

7 Click Description tab to provide a description for this step.
8 Click OK.

Deleting Steps

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Right-click an existing step, then click Delete Step.
5 In the Alert Message window, select Yes to delete.
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6.6 Transitions

Transitions are used to connect steps. There are several types of transitions:

+ Unconditional

*

Conditional
¢ Timeout

* Alert

+ Else

* Error

A transition can have the following attributes:

¢ Name

¢ Description
¢ Destination
+ Expression

+ Timeout Values

Different steps have different properties and therefore they are associated with different transition

types.

Table 6-5 Steps and Valid Transition

Step Type Valid Transitions

+ Decision + Conditional
* Else

+ Manual + Unconditional
+ Timeout
+ Alert

¢ Command + Unconditional

+ Mail + Timeout

* Activity * Alert
¢ Error

6.6.1 Unconditional Transitions

An unconditional transition must always be used from a start step. manual, command, activity, and
mail steps can also have unconditional transitions. The only parameter for an unconditional

transition is the next step.

This path is taken when the current step is completed (unless a timeout transition is configured and

the timeout period elapses).
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To add an unconditional transition:

1 Open the Process Builder.
2 Right-click an existing step and select Add Transition.
3 Specify a name for the transition.

4 Select Unconditional from the Transition Type list.

karme Istert

Type Unconditional E>
Source  jskatt T Cestination |NameIT ':!

Desciption

5 Click the down-arrow for the Destination field and select a step.

Diestination INEmeIT v|
SEartNOTEPAD
—————erraillH

6 Provide a description for this transition and click OK.

6.6.2 Conditional Transitions

Select an exit path based on an expression using iTRAC variables set in a manual or command step.

NOTE: You can add Conditional transitions only from a decision step to any other step.

When creating a Conditional transition, the conditional expressions can be based on comparing a
variable that is populated during the workflow process to a specific value or to another variable
populated during the workflow process. Multiple conditional expressions can be combined or nested
using the AND and OR operator.

To add a Conditional transition:

1 Open the Process Builder.
2 Right-click an existing decision step and select Add Transition.
3 Provide a name for the transition.

4 Select the Conditional transition type from the list.
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Transitions

Mame Idfafweafewafewa

Type IConditiDnal LI _(:
Source Isdfasdfa... "I

Destination |AEERSS

Expression
et |
Clear |
Descripton

0] 34 | Cancel |

5 Specify the destination step.

6 Click Set to add an expression. The empty Expression window displays.

£ Fxpression

o AND 2E OR

Carplats Exprassion

% e0im @ DEL

Sl | Cancel |

7 Click EXP to add the first expression. The evaluation expression is an expression that evaluates
to TRUE or FALSE during the workflow process. Select the appropriate drop-down list under
Relations to compare a variable to a constant value (Variables and Values) or to another

variable (Variables and Variables).
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Relations:

Aftribute Condltion Walue

= =l

Ok | Cancel |

8 Select a variable from the Attribute drop-down list or add a new one if desired.

9 Select a condition from the Condition drop-down list. The condition list varies depending on
the type of Attribute variable chosen.

String Variable Conditions:

< Expression

B sno bon SEufer=
| Relations
I‘Jariables and Yalues - |
Atribute Condlition Walue
ISampIeString\u‘arisble LI IS‘tar’(S'u'u"rth LI I
| starts itk
=ncsirith Ok | Cancel |
equals
Euals lgnore Case
matches
i= ermpty
1 i= not emply
Corplste Exprassol
QK | Cancel |

Integer and Float Variable Conditions:
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< Expression

#EXP <@ AND g OR % enm @ DEL
| Relations
I\fariables and Values Ll
] Atribute Condition Walue
ISampIeImegerVarable LI Iis exactly LI I

Corplsts Exprassok

Ok | Cancel |

Boolean Variable Conditions:

; Expression
! EEXP cgAND OB OR % e @ DEL
| Relations
I\.fariahIF!R and Vales - |
Aitribute Condition Walue
ISampIeBooIean\fariable LI quuals LI ITrue ll
hot equss Ok | Cancel |
Corplste Exprassol
Ok | Cancel |

10 Set the value.
11 Click OK.

12 If a second expression is desired, select the root folder.
."_'.‘.; m

13 Repeat steps 7-12 as needed.

14 By default, all expressions at the root level are separated by AND operators. To nest
expressions or to use the OR operator, click the appropriate operator button and drag and drop
expressions onto that operator.
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M < Expression

$ e ReanD A oOR # Epm @ DEL

s {3

= ;J; SampleStringWariable matches virus

,r?.’ Samplelrtegervariable is < 100

=5 OR.
; ,{ SampleFlostvarisble iz exactly SampleFlostvarisble2
.-t Sample Booleanvariable equals False

Commlste Exprassion

{ZamplesStringVariable matches (Mvirus") AND Samplelrtegeryariable is < 100 ANE { SampleFlostVarishle is
sxacily SampleFloatVariable2 OR SampleBooleanariable squsls Falseld

Ckl | Cancel |

15 When the expression is complete, click OK.

You can edit/delete an existing expression using the Edit and Delete buttons in the Expression
window.

16 Click OK. The expressions you provided displays in the Transition window under the
Expression section.

17 Provide a description for your transition and click OK.

6.6.3 Else Transitions

An Else transition leads to a path that is taken from a decision step when the criteria for the
Conditional transitions are not met. This transition only applies to decision steps, and every decision
step must have an Else transition. The workflow path with the Else transition is only followed if
none of the criteria for the Conditional transitions are met.

NOTE: You can add Else transitions only from a decision step to any other step.

To add an Else transition:

1 Open the Process Builder.

2 Right-click an existing decision step and select Add Transition.
3 Select the Transition type Else from the list.

4 Specify the destination step.

5 Provide a description for this step and click OK.

6.6.4 Timeout Transitions
A Timeout transition leads to a path that is taken when a user-specified amount of time (minutes,

hours or days) elapses after a Base Time, which is either step_activated time or step accepted time.
Step_activated time is the time that iTRAC activates this step within the workflow process.
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Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step. If the timeout time period passes without the step being completed, control moves to the next
step.

Timeout transitions can be set for a manual step or a command step. Step_accepted_time is only
relevant for manual steps and should not be selected for a command step.

This transition is represented by a red line.
To add a Timeout transition:

Open the Process Builder.
Right-click an existing decision step and select Add Transition.
Select the transition type timeout from the list.

Specify the destination step.

1
2
3
4
5 Click Set to specify the Timeout details. The timeout details window displays.
6 Specify the timeout value in minutes, hours, or days. Click OK.

7 Select Base Time.

8

Provide a description for your transition and click OK.

6.6.5 Alert Transitions

An Alert transition leads to a path that is taken when a user-specified amount of time (minutes, hours
or days) elapses after step_activated time or step_accepted _time. At this point, the workflow
process is usually escalated to a user who can intervene and take action.

Step_activated_time is the time that iTRAC activates this step within the workflow process.
Step_accepted_time is the time when a user accepts (or takes ownership) of the worklist item for this
step.

If the alert time period passes without the step being completed, the workflow process branches into
two active paths. The original step remains active for user intervention. The alert path is also
initiated. For example, the alert path might escalate the workflow process to the attention of a
supervisor, although the main path is still open and the original owner still has the option to
complete the worklist item. Another example is that if a command is taking too long to run, you
might want to alert an analyst to investigate the delay or possibly run the command manually.

Alert transitions can be set for a manual step or a command step. Step_accepted_time is only
relevant for manual steps and should not be selected for a command step.

This transition is represented by a yellow line.
To add an Alert transition:

1 Open the Process Builder.

2 Right-click an existing decision step and select Add Transition.

3 Select the Alert transition type from the list.

4 Specify the destination step.

5 Click Set to provide the Alert details. The Alert details window displays.
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6 Specify the Alert Time value, in minutes, hours, or days. Click OK.

7 Provide a description for your transition and click OK.

6.6.6 Error Transition

An Error transition leads to a path that is taken if an automated step cannot successfully complete.
Error transitions can be used for command, mail, and activity steps (for example, if a command step
fails to execute).

Error transitions should typically lead to some kind of notification. For example, an Error transition

might lead to a manual step in which the user is instructed to manually run a process that previously
failed.

NOTE: The Error transition is only taken if the iTRAC call to the command, mail, or activity step
fails. If there is an internal error with the command script or the mail server fails, this does not
satisfy the conditions for an Error transition.

Only the destination step can be specified, along with a description.
To add an Error transition:

1 Open the Process Builder.

2 Right-click an existing decision step and select Add Transition.
3 Select the Error transition type from the list.

4 Specify the destination step.

5 Provide a description for this step and click OK.

6.6.7 Managing Transitions

After creating a transition, you can edit or delete the transition.

¢ “Modifying Transitions” on page 148

¢ “Deleting Transitions” on page 149

Modifying Transitions

1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Double-click an existing transition line. The Transitions window displays.
5 Edit the transition as needed.

6 If you are editing an expression from a decision step, click the button and double-click the
expression.
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kame I2E| tmin Tirneout

Type ITimeDut ;I @

Source  [File name | Destination [Time out =]

Timeout Details

Timeout will fire in 20 minutes after I

ACTHITY ACCEPTED TIME Clear I

Timeout Details E3

Diescripti

Time [ Unt  Mintes =]
=

Ease Time IStep Accepted Time

il | Cancel |

7 Edit as needed.
8 Click OK until you exit the Transitions window.
9 Click Save.

Deleting Transitions

1 Click iTRAC tab.
2 In the Navigator, click iTRAC Administration > Template Manager.

3 Select an existing template, then click View/Edit. The iTRAC Process Builder window
displays.

4 Right-click an existing step and select Remove Transition.

5 Inthe Alert Message window, click Yes.

6.7 Activities

An activity is very similar to a command step, except that activities are reusable and cannot use
input or output variables. The Activities pane shows a library of user-defined, reusable activities that
can reduce the amount of configuration necessary when building templates.

Activities are exported or imported as XML files. These files can be exported or imported from one
system to another.

¢ Section 6.7.1, “Incident Command Activity,” on page 150

¢ Section 6.7.2, “Incident Internal Activity,” on page 151

¢ Section 6.7.3, “Eradication Activity,” on page 151

+ Section 6.7.4, “Incident Composite Activity,” on page 151
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¢ Section 6.7.5, “Creating iTRAC Activities,” on page 151

¢ Section 6.7.6, “Managing Activities,” on page 154

Figure 6-3 Activity Pane

Activites

|Ac:ti\r'rties w9 O M

F collectionactivity
B cortainmentActity
7 Eradicationfctivity
3 Internal Activity

iTRAC activities can be used in iTRAC templates to define a workflow step, or they can be
manually executed from within an incident. Sentinel provides three types of actions that can be used
to build Activities:

*

*

*

*

*

*

Section 6.7.1, “Incident Command Activity,” on page 150
Section 6.7.2, “Incident Internal Activity,” on page 151
Section 6.7.3, “Eradication Activity,” on page 151
Section 6.7.4, “Incident Composite Activity,” on page 151
Section 6.7.5, “Creating iTRAC Activities,” on page 151
Section 6.7.6, “Managing Activities,” on page 154

6.7.1 Incident Command Activity

An incident command activity enables you to launch a specific command with or without
arguments. The following fields from the incident associated with the workflow process can be used
as input to the command:

*

*

*

*

*

*

DIP (Target IP)

DIP : Port

RT1 (DeviceAttackName)
SIP (Initiator IP)

SIP : Port

Text (incident information in name value pair format)

NOTE: The command must be stored in the <Install directory>\config\exec directory on
the iTRAC workflow server, usually the same machine where the Data Access Server (DAS) is
installed.
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6.7.2 Incident Internal Activity

An incident internal activity enables you to mail or attach information from the Sentinel database to
the incident associated with the workflow process. Each of these options has a prerequisite.

¢ Vulnerability for the Initiator IP address (SIP) or the Target IP address (DIP): This
requires that you run a vulnerability scanner and bring the results of the scan into Sentinel by
using a Vulnerability (or “information’) Collector.

¢ Advisor attack-related data: This requires the purchase and installation of the optional
Advisor data subscription service.

¢ Asset data This requires that you run an asset management tool such as NMAP and bring the
results into Sentinel by using an Asset Collector.

To send mail messages from within the Sentinel Control Center, you must have an SMTP Integrator
that is configured with connection information and with the SentinelDefaultEMailServer property
set to true.

6.7.3 Eradication Activity

The eradication activity is used to run the arp command. The arp command displays and modifies
the IP-to-Physical address translation tables used by the Address Resolution Protocol (ARP).

The arp -a command displays the current ARP entries by interrogating the current protocol data. If
inet addr option is specified, the IP and physical addresses for only the specified computer are
displayed. If more than one network interface uses ARP, entries for each ARP table are displayed.

6.7.4 Incident Composite Activity

An incident composite activity enables combine one or more existing command and internal
activities.

6.7.5 Creating iTRAC Activities

1 Click the iTRAC tab.

2 Inthe Navigator, click iTRAC Administration > Activity Manager or click the Add button in the
Activity pane.

3 Select an existing activity and click the Add button. The Activity Wizard window displays.
4 Select an activity type: Command, Internal, or Composite.

5 Provide a name and description for this activity. Click Next.
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Activity Wizard E
Activity Wizard
Select Activity Type,Enter Mame and Description.

Twpe Usage
Incidert Commmand Activity

Incident Cormmanc & W
Incident Composite Activity
Inciclent Internal Activity

Marme

ISampIeName
Description

Sample description|

Back et Cancel

6 (Conditional) If you selected an incident command activity, configure the settings:
6a In the Command Arguments Wizard, specify the command.

6b Provide the arguments for this command. You can select None, Incident Output (Values
from the Drop-down list), or specify Custom values.

! fi fizard

Command Arguments Wizard

Provide command name and select required cormmand arourmernt type.

Command:
Argumerts:
@ Mone
O Incident Output
O Custom b

v
Description

Back ” et ] [ Cancel

6¢c Click Next.
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6d (Optional) Configure an incident command activity to e-mail the output to a specific
address or attach the output to the incident associated with the workflow process in this
window.

6e Select Mail and specify the To and From e-mail address and subject.

Activity Wizard X

Command Activity Mail and Attachment Wizard

Select required attachment options and provide the necessary mail details.

[ i

To: | |

Fram : | esec_activity |

Subject : [ |

[ sttact to Incident

Description

[ Back ” et ] [ Cancel

6f Select Attach to Incident, if required.

6g Click Next.

6h View and confirm the details you chose in the Summary page and click Finish.
7 Conditional) If you selected an incident internal activity, configure the settings:

7a In the Command Arguments Wizard, specify the command.

7b Provide the arguments for this command. You can select None, Incident Output (Values
from the Drop-down list), or specify Custom values.

hctivity Wizard 53
Internal Activity Mail and Attachment Wizard

Select required mails and attachments.

hdail and Atach
hdail  Atach
|:| |:| “ulnerakbility
|:| |:| Acvizor Data
Description

Back ” et ] [ Cancel
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7c Click Next.
7d Select your options (Mail and attach).

7e If you select Mail, you are prompted to provide To and From e-mail address and subject.
Provide this information and click Next.

View and confirm the details you chose in the Summary page and click Finish.
8 Conditional) If you selected an incident composite activity, configure the settings:

8a Select the activities from the list of available activities and click Next.

Activity Wizard X

Composite Activity Wizard
Select required user defined Activities.

Activities

|:| Cortainment Sctivity
[] Eradicati ity
Ci fity

[ Back ” et ][ Cancel ]

8b View and confirm the details you chose in the Summary page and click Finish.

6.7.6 Managing Activities

After creating an activity, you can modify, import or export it.
+ “Modifying Activities” on page 154
¢ “Exporting Activities” on page 154
+ “Importing Activities” on page 155
Modifying Activities
1 Click the iTRAC tab.
2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Select activity that needs modification and click View/Edit. Edit Activity window displays.

4 Edit information in the General, Attachment, and Mail tabs.
5 Click OK.

Exporting Activities
1 Click the iTRAC tab.
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2 In the Navigator, click iTRAC Administration > Activity Manager.
3 Click the Import/Export Activity icon. The Import/Export Wizard window displays.

Import/Export Wizard §|

Activity Import/Export

Select Import or Exaort action and the file for activities to be imported from or exported into.

Action Description
Expart Sctivity Export &ctivity]
Irnpart Activity

File Mame

File Path

4 Sclect Export Activity and click Explore.

5 Navigate to where you want save your exported file.
6 Click Next.

7 Select one or more activities to be exported.

8 Click Next, then click Finish.

Importing Activities

Click the iTRAC tab.

In the Navigator, click iTRAC Administration > Activity Manager.

Click the Import/Export Activitn icon. The Import/Export Wizard window displays.
Select Import Activity and click Explore.

Navigate to your import file. Click Import.

Click Next.You see a list of activities that are imported.

Click Next, then click Finish.

N O a b~ ON -

6.8 Process Management

Process management allows you to view the incident’s progress in the workflow or terminate a
workflow process. Process management allows you to:

¢ Display the status of your process
¢ Start your process

¢ Terminate your process
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Process execution is the time period during which the process is operational, with process instances
being created and managed.

When an iTRAC process is executed or instantiated in the iTRAC server, a process instance is
created, managed, and eventually terminated by the iTRAC server in accordance with the process
definition. As the process progresses towards completion or termination, it executes various
activities defined in the workflow template based on the criteria for the transitions between them.
The iTRAC workflow server processes manual and Automatic steps differently.

An iTRAC process must be created with a single associated incident; there is therefore a one-to-one
match between iTRAC processes and incidents. Not all incidents are necessarily attached to
processes.

NOTE: Only one incident can be associated to an iTRAC process instance.

¢ Section 6.8.1, “Instantiating a Process,” on page 156

+ Section 6.8.2, “Automatic Step Execution,” on page 156

¢ Section 6.8.3, “Manual Step Execution,” on page 157

¢ Section 6.8.4, “Displaying Status,” on page 157

¢ Section 6.8.5, “Displaying the Status of a Process,” on page 157

¢ Section 6.8.6, “Changing Views in the Process Manager,” on page 158

¢ Section 6.8.7, “Starting or Terminating a Process,” on page 159

6.8.1 Instantiating a Process

An iTRAC process can be instantiated in the iTRAC server by associating an incident to an iTRAC
process by the following three methods

¢ Associating an iTRAC process to the incident at the time of incident creation
¢ Associating an iTRAC process to incident after an incident has been created
¢ Associating an iTRAC process to an incident through correlation
For more information on associating a process to an incident, see Chapter 5, “Incidents Tab,” on

page 109.

6.8.2 Automatic Step Execution

When the process instance executes an automatic activity step, command step, or mail step, it
executes the associated activity or command defined in the template, and stores the result in process
variables. It then transitions to the next step in the iTRAC template.

For example, an activity might be defined to ping a server; when this activity is executed in a
workflow process the activity runs and attaches the results to the associated incident.
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6.8.3 Manual Step Execution

On encountering a manual step, the iTRAC server sends out notifications in the form of work items
to the assigned resource. If the step was assigned to a role, a work item is sent to all users within the
role. The iTRAC server then waits for the user to complete the work item before proceeding to the
next activity.

For more information, see Section 7.1, “Work Item Summary,” on page 161.

NOTE: All manual steps must be assigned to a role or to a group of users.

6.8.4 Displaying Status

The Display Status function is used to monitor the progress of a process. As the process instance
progresses, you can track the progress visually by clicking the Refresh button. The process monitor
also provides an audit trail of all the actions performed by the iTRAC server when executing the
process.

[ ALL PROCESSES BE=]
State Process Defintion ... Incidert Cwyner Incicert |d Last Update Time
=k @ WFERUrimeProcess
terminated Cormmand Step 242 1201172006 12:09:24
terminated Cormmand Step 243 1201172006 12:09:23
LnninGg Expression_Eoolean 501 12M5/2006 12:22:02
LnninGg Expression_Eoolean 401 1215/2006 11:19:40
completed Expression_Eoolean 360 12M5/2006 10:51 44
completed Expression_Eoolean 333 12142006 12:42:28
completed Expression_Eoolean 332 1201 4/2006 12:40:32
i uZ EC 11 completed Expression_Eoolean 33 12142006 12:38:55
- Expression_Check
< >

Activities that are running, completed, and terminated are represented by the following icons:

Table 6-6 Status of an Activity

Icon Description
G Running

& Completed
s Terminated

6.8.5 Displaying the Status of a Process

1 Click the iTRAC tab.
2 Click the Display Process Manager| * licon.
3 Click the down-arrow next to the Switch Views button to select a view or create a new view.

4 In the Process Manager window, right-click a process and select Actions > Display Status.
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M Processes Yiew o =]

| State IF‘rocess Crefinition Na...l Inciclert Cumter |
= & Wi FERurtime ..
=l AeA TimeoutE ..

Display Status

Start Process

Termirate Process

Kl | 2

| Ready ”::? Refresh| Izl Manage Views - EI Switch View -

The current step is highlighted in red.

N SampleIncident - Alert Timeout Example
Q Zoorn St -d. Zoom Selected Reset xj' Process Details - History
State: running Ouwner Mame:
Process Definition Mame: Instance Id: E;l:_ct:ls_s
Alert Timeout Example 1_AlertTimeout Example_2Alert Timeout Example "‘! fon
Wersion: 1
ikl
\ =
@ _"‘®
_ s -
(= - = ’ - /rRecnrd Enl
o [ escalate (4 w2
start S ENEINERNG WorkEscalated
alert
-y
a—D
Workdarning End
| Ready ”Rﬁfresh” Crested || State: running

5 Close the window.

6.8.6 Changing Views in the Process Manager

1 Click the iTRAC tab.
2 Click the Display Process Manager icon.
3 Click the drop-down list in Manage View and select Edit Current View option.
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4 In the View Option window, set the following options as necessary:
+ Fields
+ Group by
+ Sort
+ Filter
¢ Tree Display
5 Click Apply and Save.

The following is view with Tree Display set to Status (running and not started).

N Process View Manager |Z||E|[X|

Description 1 Incident ld Incident Cwner Instance Id

= ¢ WFERurtime... ~
Fhm 11714454 100 1_Test!_Testl o=

L i 11720466, 350 231_Template_to_cte... 0

. armnple-workflaw.... m

g 11720482, 405 307_Activity_chic_aeti... O

L i 11720466, 408 309_Cmd_check_Cn... O

B 11720482... 410 311_Timeout! _Temgl... O
- 4 11720801, 412 3 _Activity_chk_teti... I
z R F— = e

Ready r%‘ Refresh @ Manage Yiew - @ Switch View -

6.8.7 Starting or Terminating a Process

Click the iTRAC tab.
2 Click the Display Process Manager | . licon.
Alternatively, you can select iTRAC > Display Process Manager.

3 Click the drop-down arrow next to the Switch Views button to select a view or create a new
view.

4 In the Process View Manager window, right-click a process and select Actions > Start Process,
or click Terminate Process.
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Work Items

A work item is a workflow task assigned to a particular user or role in the iTRAC™ application. The
individual activities to be performed to complete an iTRAC process are listed as work items in the
Work Item Summary in the Sentinel™ Control Center. For more information on iTRAC processes,
see Chapter 6, “ITRAC Workflows,” on page 123. You can access the work items from any tab in
the Sentinel Control Center.

NOTE: To have access to a work item, you must assign it to you or acquire the work item
management permissions. If you have Work Item management permission, you can manage work
items of other users.

¢ Section 7.1, “Work Item Summary,” on page 161
¢ Section 7.2, “Processing a Work Item,” on page 164

¢ Section 7.3, “Managing Work Items of Other Users,” on page 165

7.1 Work Item Summary

The Work Item Summary lists the work items allocated to a user as an individual and as a member of
a group; it can be thought of as an incident workflow to-do list for a user who is a part of the incident
response process. In the Work Item Summary, you can access the work items, view them, and
process them to complete the task.

In the Work Item Summary, work items are grouped by current user and by other users with similar
roles. The following example is for a user who is a member of the Admin, Analyst, Jr Analyst, and
Admin Asst groups.

Figure 7-1 Work Item Summary

Work Rem Summary

There are 2 tems
owwhed by me and 1 DGroup
assigned to my groups. El Me

Wiewy weark items

—————— Click here to wiew Work [tems

Admin L

Analyst |
JrAnateit '| J4————— These are User created roles, wsing Role
Admin fsst | | Tlamager in Sdrean Tab.

The following is an example of a user who is a member of the Analyst group who has a process
assigned to his role (group).
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Figure 7-2 Work Item Summary Example

Work Bem Summary

There are O tems
[e]
ovvred by e and 1 D roug
asgignec to my groups. . e
“iena wark items )

Anakyst |

To view a work item:

1 In the Work Item Summary, click the yellow or green bar.

A work item list for the group or the current user displays and shows the name and ID of the
incident, the workflow process name, and the step name and description

x
User: ]ssscacm ﬂ Group: I.ﬂmlysi _ﬂ Owner: | Group *l Process: Icﬁb "’I

*% SR_104_2008-07-31 (203) Process: General Incident Process
Evaluste the associated incident within 12 hours 1o determine & pal Step: TimeSenstivelifork

Complete  Acquire  “iew Details

2 Double-click any work item and click View Details.

The Work Item Details window displays and shows the process details, including any detailed
instructions included by the iTRAC workflow developer and any variables that need to be set in

the step.

x
Process Mame : General Incidert Process Status : Funning
Owner : Performer : 2nalyst

Process Detaisl Process O\remiew| Incident|

Process Description

Everts assigned to this process must be evalusted by the SOC within 12 hours. The SOC analyst must decﬂ
ide in this time whether to keep the incident and resolve it or escalate it to the Tier 2 analysts.
SO anahests shauld fallaw the miidesines in CamnamiName Sarritvinnident Manual nof tn determing whe 1

’rStep Description

escalation |True ;' =

|False |

.1

© Please review varisbles before completing Complete | Acouire l Cancel |

3 Click Process Overview to view an overview of the entire iTRAC process.
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N Work Item Details x|

Process MName : Gzneral Incident Process Status : FLIRRnG
Owner ; Performer : Analyst

Process Details  Process Ouerview| Incident|

@. Zoam Sut -Cl Zoom Selected @ Reszet L’f’ Frocess Detals -

State: running Onner Name:
Process Process
Definition Mame: Instance Id: Definition
General Incident 4 _MertTimeowt Example _&ert Timeout Example \ersion: 3
Process

Escalat Incident -y wah?

-
-
i ’ - 2] WikrhEscalated 1 Tier 2 fnalysts & - e
u Mahe Dacizion u

ot DR i Fembater m  TL L o
@

whi

&

Wbk bz Compleed by S0C

Complete | Acuire | Cancel |

4 Click Incident to view the details of the associated incident.

N ¥ork Item Details x|

Process Name : General Incidert Process Status * LRI
Owner : Performer : Analyst

Process Details | Process Overview  Incident |

ILEIEIE] r
Incident ID: Events | Azsets | wulner ability | Anvizor | History | Atachments | Notes | kil
203 Associated Events:
Title: : Severty EventTire Ewert Mame
ISF{_'I 04_2008-07-31 3 7E0G 64428 PM  |Test Evert  |Test data generated at 2008~07~01
) ' PG00 Gedd:2C Ph |Test Cvent | Test data generated st 2000-07-00
State: -é; FIGNG 64427 Ph [Test Evert  |Test data genersted st 2005~07~01
IOF'EN v I ® [F50864427 PM [Test Evert  |Test data generated at 2008~07~01
Sewerity: li FIGNG 6:44:27 PM  [Test Evert  |Test dats genersted st 2008~07~01
li FIGNG 64427 PM  [Test Everd  |Test data genersted st 2008~07~01
ILDW 2 :,' @)  |7i6M08 6:44:27 PM |Test Evert  |Test data generated st 2003~07~01
Priority: @ FIBI0E 64427 P |Test Event | Test data generated at 2008~07~01
lm [ 7IGI0G 6:44:27 P |Test Evert  |Test data generated at 2008~07~01
lb 7505 6:44:27 P |Test Evert  |Test data generated &t 2005~07~01
Catenory: . 2 FIGI0E 6:44.27 PM | Test Evert  |Test data generated st 2008~07~01
| — e P T T o Y ey
5 T

Complete | Acouire | Cancel |

5 To take responsibility for this work item, click Acquire.Otherwise, click Cancel.

NOTE: Any changes to the incident from this screen must be saved. There is a Save button on the

toolbar and another Save button at bottom of the screen.
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The information on the Process Details and Process Overview tabs is defined by the iTRAC
workflow designer. For more information on creating workflow templates, see Chapter 6, “iTRAC
Workflows,” on page 123.

7.2 Processing a Work Iltem

A work item can be accessed from any part of the main tabbed Sentinel Control Center interface.

* You can process a work item in a group even if you have logged in as a different user. However,
you cannot acquire a step if you have logged in as a different user.

¢ The work item remains with the user of a group who has acquired it.

+ Consecutive steps are dependent. If two steps in a row are assigned to the same role, the user
who acquires the first step is also assigned the second step.

+ Non-consecutive steps are independent. For example, if a workflow proceeds from steps that
are assigned to the Tier 1 Analyst group, then to the Tier 2 Analyst group, then back to the Tier
1 Analyst group, the third step is available to the entire Tier 1 Analyst group; it is not assigned
to the individual user who handled the first step.

The two stages of processing a work item are:

¢ Section 7.2.1, “Accepting and Completing a Work Item,” on page 164

7.2.1 Accepting and Completing a Work Item

1 In the Work Item Summary, click the yellow or green bar. A work item list for the group or the
current user displays.

N Work Items rzl

User:  esecadm A4 Group: | Admin A Cwmer: | Groug ~ Process: | <Al A

5 TN STERI ST e

52 work_tem TrwaStepSinpleExample o

2 To assign an iTRAC process to you, select the process and click Acquire.

N Work Items El

User: |esecadm ™ Group: | Admin v, Quemer: | Group hd Process: <Al “

oAy THSTERSITPEC TR

&l == (100) Two Step SimpleExample

' work_item (132) Frocess: TwoStepSimpleExample
Step: Sepl
Compiste  Acouire  View Details

S work_tem TiwaStep Simple Example

50 work_fem (115) TwaStepSimpleExample o

The Work Item Summary changes from yellow to green.
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Work item assigned to a group (role) Work tem Summary

There ate 0 terms
&
owvned by me and 1 D s

aszighed to my groups. D e
Yig wWork BEms —

Work item assigned to the user under the Work em Summary

Analyst role. There are O iterns D Group

awvned by me and 1
assignec 1o my groups. D he
Wiene weork tems

When you acquire (accept) a work item, it is removed from the queue of all other users in the
same role. The work item can be returned to the group by clicking Release.

3 Click View Details.

The current step within a work item is highlighted in red.

4 To take action on the step, click the Process Details tab.

For a manual step and depending on the type of variable (Integer, String, Boolean and Float)
assigned to that step, click the down-arrow and select a decision. If necessary, you can add
comments or add an attachment.

In all other cases, the steps are automatic.
5 Click Complete to complete the process.
Completing the work item signals the completion of the task to the iTRAC server. The updateable
variables from the work item are processed by the server to move to the next step, which depends on

how the workflow is defined. The work item is removed from the user’s worklist and appears in the
worklist of the individual or role associated with the next step in the process.

7.3 Managing Work Items of Other Users

The Administration function allows an administrative user to release a work item from a specific
user back to everyone in a role. This is beneficial if a work item is in already in process but the
assigned user cannot complete the work.

1 Log in to a Sentinel machine as a user with iTRAC — Manage Work Items Of Other Users user
rights.

2 In the Summary pane, click View Work Items.
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Work fem Summary

There are 0 tems
e
owvred by me and 1 D PR

azsigned to my groups. I Me
Wiewy Wwiork TEmS —

3 In the Work Items window, set the following:

N work Items

User Ijr1 LI GroLp: IAnaIys{ j et I<AII> 'l Process: I<AII> VI
Process : blame chart

Step : HackedCRnot

Compete Release  View Details

¢ User: Name of the user that has acquired the process

+ Group: Name of the group that the user belongs to. In the above example, the user
belongs to the Analyst group.

+ Owner Select either <4/[> (all processes acquired or not), me (acquired processes) or
Group (un-acquired processes).

+ Process: Name of the process.

In the above example, all processes acquired by jr1, who belongs to the Analyst group, with all
processes listed.

4 To release the work item, select the work item and click Release. Release changes to Acquire
(not available).

In this example, only a member of the Analyst group can acquire this work item.
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Analysis Tab

The Analysis tab allows you run offline queries. An offline query helps you in ad hoc reporting. In
an offline query, you can save and generate the queries offline. This helps in optimizing network
usage because it relieves the network from heavy processing when similar queries are triggered. You
must have proper permissions to use Analysis tab. If this permission is not assigned, the Analysis tab
is not displayed.

¢ Section 8.1, “Introduction to the User Interface,” on page 167

¢ Section 8.2, “Offline Query,” on page 169

8.1 Introduction to the User Interface

In the Analysis tab, you can see Offline Queries options.

You can navigate to these functions from:

Table 8-1 Analysis Tab User Interface

User Interface Description
Anelysis The Analysis menu in the menu bar
A Cifling Queries
The Navigation Tree in the Navigation pane
Mavigator o o 9 9 P
=k__| Offline Queries
H Ll Offine Query

—_| Hstorical Everts
Lo _'-]lHiS'tDriCﬂ| Ewent QLEHES'

The toolbar buttons

8.1.1 Top Ten Dashboard

The following Top 10 dashboards are available in Sentinel 6.1 and can be downloaded from the
Sentinel Content page (http://support.novell.com/products/sentinel/secure/sentinel61.html):

¢ Top 10 Target IP Addresses
¢ Top 10 Initiating IP Addresses

*

Top 10 Target Host Names

*

Top 10 Initiating Host Names

*

Top 10 Target User Names

Analysis Tab
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¢ Top 10 Initiating User Names

¢ Top 10 Target Port Names

¢ Top 10 Event Names
The Top 10 dashboards are enabled by default, and the following summaries are turned on to enable
the Top 10 dashboards:

¢ EventDestSummary

¢ EventSevSummary

¢ EventSrcSummary

If Top 10 dashboards are not needed, you can disable these summaries, or you can enable additional
summaries in order to use them for reporting. If the summary service is not in use, you can disable it.

To enable or disable summaries:

1 In the Sentinel Control Center, go to Admin > Report Data Configuration.
2 Select the Summary to enable or disable and click the status (4Active/Inactive) of that summary.

3 Select Yes to confirm that you want to change the status of the summary.
To enable or disable EventFileRedirectSerice:

1 At your Sentinel machine, using text editor, open:
<Install directory>/config/das binary.xml

2 For EventFileRedirectService, change the status to on or off, as appropriate. For example:
<property name="status">off</property>

3 Log in to the Sentinel Control Center as the Sentinel Administrator.

4 Go to Admin > Servers View.
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W Servers View

Starts | Auto Restarts | Start Time State Up Ti... | “ersion
=1 ProcessHeatth
= 24 sleg0vmE4 esecurity

Q Collector_Manager 1 1] 6409 8:03:16 PM Running  26d8:24 6.1.00
Q Correlation_Engine 1 1] 6409 8:02:57 PM Running  26d8:26 6.1.0.0
o DAS_Binary 1 0 Gi4i09 §:02:56 PM Running  26d §:26 6.1.0.0
o DAS_Core 2 1 611009 4:47.34 PM Rurning 19d11:... 6.1.0.0
o UNIX Comrunicati... 1 0 G409 §:02:26 PM Running  26d §:26 6.1.0.0
Q fek Server 1 1] 6409 8:02:27 PM Running  26d8:26 6.1.0.0

Feady i Refresh [7) Manage Views = | [7) Swich Vien ~

5 Right-click DAS Binary and select Restart.

8.2 Offline Query

An offline query is most often used to run queries against large amounts of data. An offline query
continues to run even after the user logs out of the Sentinel Control Center, if necessary.

NOTE: You can view the result of your query only after it is completely processed.

After the query has completely finished processing, the results are available to the user who initiated
the offline query and other Sentinel users with the same security filter. When you attempt to browse
or save the result as HTML or CSV, the data is transferred from the server to the local machine
running the Sentinel Control Center.

For performance reasons, the result set for offline query is limited to 100,000 records. For better
results, you must specify a better filter or a smaller time range when creating an offline query.

¢ Section 8.2.1, “Creating an Offline Query,” on page 169
¢ Section 8.2.2, “Viewing, Exporting, or Deleting an Offline Query,” on page 170

8.2.1 Creating an Offline Query

1 Click Analysis on the menu bar. The Offline Query window displays. Alternatively, you can
click the Offline Query button on the toolbar.

2 In the Offline Query window, click Add button located on the top left corner of the page. The
Add Offline Query window displays.
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M Add Offline Quary

o7 aluery:| Description
Query
Fltter -
At
Slarl Tiune
SI20F 30642 P w
Cincl Tirne :
207 30642 P -
Ok Cancel

3 Provide a query name, then select an existing filter to be used for generation of offline query.

For more information on the selection and creation of filters see Chapter 3, “Active Views
Tab,” on page 53.

4 Select the start date and end date for which you want to generate an offline query.
5 Specify the description in the Description tab.
6 Click OK. The offline query is listed in the Offline Query window.

8.2.2 Viewing, Exporting, or Deleting an Offline Query
1 Click Analysis on the menu bar. The Offline Query window displays. Alternatively, you can
click the Offline Query button on the toolbar.
2 In the Offline Query window, select an offline query. The following options are available:

+ Browse: Click Browse to view the output of the offline query in the Active Browser
window.

¢ CSV: Click CSV to generate a comma separated value file with the queried information.
¢ HTML: Click HTML to generate an HTML file with the queried information.

¢ Delete: Click Delete to delete the offline query. A confirmation message alert displays.
Click Yes to delete.

¢ Details: Click Details to view the details of the offline query as specified when the query
was added.

170 Sentinel 6.1 Rapid Deployment User Guide



Event Source Management

The Event Source Management (ESM) panel provides a set of tools to manage and monitor
connections between Sentinel™ and the event sources that are providing data to Sentinel. The
graphical interface shows at a glance the current event sources and the software components that are
processing data from that event source. Each component can be easily deployed to quickly integrate
the devices in the enterprise, and then can be monitored in real time within the ESM interface.

*

*

*

*

Section 9.1, “Understanding Event Source Management,” on page 171
Section 9.2, “Introduction to the User Interface,” on page 172

Section 9.3, “Live View,” on page 180

Section 9.4, “Components of Event Source Hierarchy,” on page 184
Section 9.5, “Debugging,” on page 202

Section 9.6, “Exporting a Configuration,” on page 210

Section 9.7, “Importing a Configuration,” on page 212

Section 9.8, “Event Source Management Scratchpad,” on page 216

Section 9.9, “Comparing Sentinel 5.x and Sentinel 6.0,” on page 216

9.1 Understanding Event Source Management

You need to have appropriate permissions to access this tab. Only a Sentinel Administrator has
controls to enable/disable access to the ESM panel for other users.

*

*

*

Section 9.1.1, “Using Event Source Management,” on page 171
Section 9.1.2, “Plug-In Repository,” on page 172
Section 9.1.3, “Auxiliary Files,” on page 172

9.1.1 Using Event Source Management

Through ESM, you can:

*

Add/edit connections to event sources by using Configuration Wizards.

View the real-time status of the connections to event sources.

Import/export configuration of event sources to or from Live View/Scratchpad.
View and configure Connectors and Collectors that are installed with Sentinel
Import/export Connectors and Collectors from or to a centralized repository
Monitor data flowing through the Collectors and Connectors

Debug Collectors

Design, configure, and create the components of the Event Source Hierarchy, and execute
required actions using these components. For more information, see Section 9.3, “Live View,”
on page 180.
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9.1.2 Plug-In Repository

A plug-in is a package of code that provides additional functionality to Sentinel; ESM leverages two
types of plug-ins called Collectors (scripts) and Connectors. Implementing these features as plug-ins
allows Novell® to deliver enhancements to our event collection system without the need to deliver a
new version of the Sentinel platform.

*

Collector: The Collector plug-in adds the ability to parse raw data from an event source. This
is similar to the Collector in Sentinel 5; however, from Sentinel 6.x onward, the plug-in also
provides additional metadata to enable the ESM panel to prompt the user for parameter values
as well as enable ESM to automatically select supported connection methods that work well
with the Collector. This metadata is added to the Collector plug-in by the plug-in developer.
Collectors are written by using JavaScript or our legacy scripting language and as such are
sometimes called scripts.

Connector: In Sentinel 6.1 Rapid Deployment, all Connectors are pluggable. A Connector
plug-in contains both the implementation of the connection mechanism used to gather data
from an event source as well as the GUI screens needed to configure the Connector. This
allows for a user to easily add additional Connectors to Sentinel.

Hot Fixes and New Functionality: In the future, some Sentinel enhancements and defect
fixes might be available as plug-ins.

After you import a plug-in into Sentinel, it is centrally stored in the Plug-In Repository. The
appropriate Sentinel component on other machines automatically starts by using the plug-in.

9.1.3 Auxiliary Files

Some plug-ins, such as database Connectors, require one or more auxiliary files in order to function.
Auxiliary files are typically files that can not be shipped by Novell within the standard plug-in, such
as user-specific configuration files or third-party libraries that require specific licenses. In all cases

the documentation for the plug-in includes detailed instructions about which auxiliary files are
necessary and where they can be obtained.

9.2 Introduction to the User Interface

The ESM Live View and Scratchpad are independent windows. This allows you to work on other
tabs in Sentinel as you work on ESM.

The Event Source Management windows include:

*

*

*

*

A menu bar with the ESM menus
A toolbar that helps you execute the functions of ESM
Several different types of frames to display ESM data

A Display Health Monitor frame with graph and table views where you can perform your
activities
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Figure 9-1 Event Source Management Live View
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9.2.1 Menu Bar

The menu bar has File, View, Tools, and Help options.

Figure 9-2 Event Source Management Menu Bar

N Event Source Management |z E”E|

File  Wiew Toolz Help

The following are the options available in the each of the menu bar options that are described in the

document:

+ File
* Export Configuration
* Import Configuration
¢ Save Preferences
* Close

* JView
¢ Reset Layout
¢ Redo Layout
¢ Undo Layout

* Tools
+ Connect to Event Source
¢ Import Plugin

+ Attachment Viewer Configuration

Event Source Management 173



+ Help
+ About
+ Help

9.2.2 Toolbar

Table 9-1 Event Source Management User Interface

User Interface

Description

=‘;" Connect To Event Source l

Export Sonfiguration

Tmport Configration
Reload ESI Data

# | Hierarcaic Left to Right v |

Reget to defanlt layoa

UndoLaryout
Redo Lagyout

Launch the wizard for connecting to a new
event source

Import/Export, Reload Event Source
Management configurations, and plug-ins.

The toolbar contains several tools for
displaying objects in ESM. You can zoom
the entire graphical view in and out, or
zoom directly to a selected region.

The magnifying glass allows you to enlarge
the text and icons for a small portion of the
graphical view without affecting the overall
zoom level.

The Fit to Screen option adjusts the ESM
view to fit the screen.

You can select from several different
layouts to display the objects in ESM.

You can also enable/disable animations
during transition from one layout to the
other in the graphical view of the Health
Monitor display.

You can also reset to the default settings.

9.2.3 Zoom

In ESM, you can use magnifying glass to zoom into a region.

TIP: To enable or/ disable the magnifying glass in ESM, use the magnifying glass button on the

toolbar.
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You can increase or decrease the magnification factor with the following key combinations:

¢ To increase the size of the size of the magnification glass cursor: Ctrl key + backward
scrolling of the mouse wheel

+ To decrease the size of the size of the magnification glass cursor: Ctrl key + forward
scrolling of the mouse wheel

+ To Zoom in: Forward movement of the mouse wheel

+ To Zoom out: Backward movement of the mouse wheel

NOTE: The magnifying glass is available only in the graphical view of the ESM window.

9.2.4 Frames

You can see the following frames in the Live View or Scratchpad window:

* “Attribute Filter” on page 175

¢ “Hierarchy Filter” on page 176

¢ “Connectors” on page 176

* “Scripts” on page 177

+ “Event Source Palette” on page 178
¢ “Children” on page 178

¢ “Status Details” on page 179

¢ “Overview” on page 179

Attribute Filter

The Attribute filter allows you to display the components of ESM. You can specify the components
to be displayed based on the component name and status.

Figure 9-3 Attribute Filter Frame
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¢ Text Filter: Allows you to filter the nodes that are displayed in the graphical and tabular view
based on the text they type in.

+ State Filter: Allows you to filter the nodes that are displayed in the graphical and tabular view
based on the current state of the node.
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Hierarchy Filter

The Hierarchy filter sets the display based on the hierarchy you select in this frame. It allows the
user to filter the nodes that are displayed in the graphical and tabular view based on the node
hierarchy. All children and parents of selected nodes are shown.

Figure 9-4 Hierarchy Filter Frame
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To set Hierarchy filter for displaying components:
1 In Sentinel Control Center, click Event Source Management in the menu bar and select Live
View or Scratch Pad.
2 Click the Hierarchy Filter frame.
3 Select the hierarchy level to display the components.

Connectors

Connectors are plug-ins in Sentinel. Importing a Connector implements the Connector mechanism
in the system. The Connectors frame allows you to add, remove, and refresh Connectors and add
auxiliary files in the system.

Figure 9-5 Connector Frame
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Table 9-2 Connector Frame Icons

Icon Name

Description

EI Add
Delete

Refresh
3 Add Auxiliary Files

Adds Connectors to the system.

Deletes Connectors.

Refreshes the list.

Adds auxiliary files. For more information, see Add

Auxiliary Files.

To add Connector plug-ins:

1 In Sentinel Control Center, click Event Source Management in the menu bar and select Live

View or Scratch Pad.

2 Click the Script or Connectors frame. You can plug-in Connectors from here. For more

information, see “Adding Connectors/Collector Plug-Ins” on page 186.

Scripts

Collectors are plug-ins in Sentinel. Collector plug-ins add the ability to parse raw data from a
particular event source. The Scripts frame is used to manage the importing and updating of
Collectors (also called scripts) into Sentinel.

Figure 9-6 Scripts Frame
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Table 9-3 Scripts name Icons

Icon Name

Description

@ Add
Delete

Refresh

Adds scripts (Collectors) to the system.

Deletes Collectors.

Refreshes the list.
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Icon Name Description

&l Add Aukxiliary Files Adds auxiliary files. For more information, see
Section 9.1.3, “Auxiliary Files,” on page 172.

To add Collector plug-ins:

1 In Sentinel Control Center, click Event Source Management in the menu bar and select Live
View or Scratch Pad.

2 Click the Script or Connectors frame. You can import Collectors from here. For more
information, see “Adding Connectors/Collector Plug-Ins” on page 186.

Event Source Palette

This frame displays the list of devices or event sources supported by the existing Collectors in the
Central Repository. Each Collector ships with meta-information that describes the list of event
source types supported by that Collector: This information is compiled to provide the data in this
palette. The supported devices for a particular Collector might not necessarily be the same as the
name of the Collector.

Figure 9-7 Event Source Palette
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Children

This frame displays names of immediate children nodes of a parent (main) node when you click the
parent node. This frame is useful for managing children of nodes that have been collapsed in the
graphical view. To perform any action in ESM, right-click a component and select from options
listed. For more information, see Section 9.3.3, “Right-Click Menu,” on page 182.

Figure 9-8 Children Frame
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Status Details
This frame displays the status details of a selected component in the Health Monitor Display frame.

Available status information includes the current state, the number bytes processed, the number of
records sent, the number of Sentinel events sent, and various other status and statistical information.

NOTE: The status information varies based on the type of component that is selected.

Figure 9-9 Status Details Frame
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Overview

The Overview frame allows you to quickly move across the graphical view. This is particularly
useful when there are many objects in the screen.
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Figure 9-10 Overview Frame
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9.3 Live View

The ESM panel provides the main user interface to Event Source Management. You can view
configuration data in a graphical or tabular view.

9.3.1 Graphical ESM View

The graphical view of ESM is the default view in Event Source Management. In the graphical view,
you can view the status of a Collector and access the configuration settings of Collectors and
Collector related objects as a graph of connected nodes.

Figure 9-11 Graphical View
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By default, the Health Monitor Display frame displays in the graphical view. The data can be
displayed in seven different layouts. The default layout in graph is the “Hierarchic Left to Right”
layout. You can change between these layouts by selecting the layout format from the drop-down list

in the toolbar.

Figure 9-12  Layout Selection
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TIP: Click in the graphical ESM view and use “+” or “-” to zoom in or zoom out. Alternatively, use
the mouse wheel to zoom in and zoom out.

In the graphical view, the lines connecting the components are color-coded to indicate data flow.

¢ Green Line: Indicates that data is flowing between the components.

¢ Grey Line: Indicates that the connection is not live and there is no data flow.

¢ Blue dashed Line: Indicates the logical relation of event source servers to their associated
Collector Managers and event sources.

The following terminology is used for nodes:

¢ Parent Node: A node from which child nodes originate

¢ Immediate Children: The sub-nodes that are logically and functionally linked to a parent
node.

¢ Collapsed/Expanded nodes: To improve the manageability and performance of the graphical
display, Sentinel automatically contracts any node with 20 or more immediate children. This is
especially useful for Connectors such as Syslog or Novell Audit that have the ability to
automatically configure a large number of event sources.

TIP: Collapsed nodes are identified by a “-” sign on the node and expanded nodes are
identified by a “+” sign.

Double-click a node to expand or collapse it.

In a collapsed state, a node displays the number of immediate children next to the node; for example,
WMI Connector (3) [Collector name (Number of immediate children)]. The Children panel of a
contracted node shows the immediate children of that node, each of which can be managed in the
same way as nodes in the tabular ESM view.

[T3RL)

NOTE: An event source server node does not have a “+” or after its name even if it contains

children.

Double-clicking a parent node changes the state from collapsed to expanded and vice versa. Double-
clicking a node with no children displays the status details for that node. If an additional node is
added to an expanded parent with over 20 children, the node is automatically collapsed. If an
additional node is added to a manually expanded parent with over 20 children the node not
automatically collapsed.

The parent node can take several minutes to expand if the parent node has a large enough number of
child nodes to potentially cause the UI to become unresponsive; an alert message displays on the
user interface to warn you about the delay in response. Click Yes to continue.

Figure 9-13 Expand Selected Node Prompt
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If you choose not to show this message again, the preferences are saved on that machine and any
user logging into Sentinel from that machine does not get an alert again.

9.3.2 Tabular ESM View

The components visible in the graphical view of ESM can also be viewed in tabular format. In the
tabular view, you can view the status of a Collector in a table and access the configuration settings of
Collectors and Collector-related objects.

Figure 9-14 Tabular View
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The columns in the ESM tabular view are:

¢ Configured Status: The On state the object is configured to be in. This is the state that is
stored in the database and it does not necessarily match the actual On state of the object. For
example, the two states do not match if a parent object is turned off or if there is an error.

*

Actual Status: The On state of the object as being reported by the actual running Collector
Manager.

*

Connection Info (populated for event Sources only): A textual description of the event
source connection.

¢ Error: A textual description of an error that occurred in the running object.

TIP: Use the Table/Graph tabs to change to tabular or graphical views respectively.

9.3.3 Right-Click Menu

The Health Monitor Display view provides a set of right-click menus that help you execute a set of
actions, as described below:

NOTE: The right-click actions available depend on the kind of object you clicked.

¢ Status Details: Displays all information known about the status of the selected object.

¢ Start: Sets the object to be running.

NOTE: The selected object starts only after the parent nodes start and are running.

¢ Stop: Stops the running object.

+ Edit: Modifies the editable information (Filter information, Object name and so on) with this
option.

¢ Debug: Debugs the Collector. You must stop the running Collector before you debug it.
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+ Move: Moves the selected object from its current parent object to another parent object. You
can move objects between the views; that is, move from the Live View to the Scratchpad and
vice versa.

¢ Clone: Creates a new object that has its configuration information prepopulated with the
settings of the currently selected object. This allows you to quickly create a large number of
similar event sources without retyping the same information over and over again. You can
clone objects between the views; that is, move from the Live View to the Scratchpad and vice
versa. Cloning an object copies all the settings except the Run status. New objects created by
using the Clone command are always in the Stopped state after creation.

¢+ Remove: Deletes a selected object from the system.

¢ Contract: Collapses the child nodes into this node. This option is only available on parent
nodes that are currently in an expanded state.

¢ Expand: Expands the child nodes of this node. This option is only available on parent nodes
that are currently in a collapsed state.

¢ Add Collector: Opens an Add Collector Wizard that guides you through the process of adding
a Collector to the selected Collector Manager.

¢ Add Connector: Opens an Add Connector Wizard that guides you through the process of
adding a Connector to the selected Collector.

¢ Add Event Source: Opens an Add Event Source Wizard that guides you through the process
of adding an event source to the selected Connector.

¢ Open Raw Data Tap: Displays the live stream of raw data from an event source or flowing
through the selected object.

¢ Open Active View: Opens an Active View™ window that only displays events that have been
generated by data from or flowing through the selected object.

¢ Zoom: Zooms in the graphical view display on the selected object.

¢ Show in Tabular/Graphical View: Switches over to the other view (to tabular view if you
are in the graphical view, or to graphical view if you are in the tabular view) and automatically
selects the object that is selected in the current view. When switching to graphical view, it also
zooms in on the selected object.

+ Raw Data Filter: Allows you to filter the raw data flowing through the selected node. The raw
data filter is available on Collectors, Connectors, and event sources. If a filter is specified to
drop data, the data to be dropped is not passed to the parent node and, therefore, is not
converted into events.

¢ Import Configuration: Imports the configuration of ESM objects.
+ Export Configuration: Exports the configuration of ESM objects

¢ Add Event Source Server: Allows you to add event source server to the selected Collector
Manager

¢ Add Collector Manager: In Scratchpad mode, you can add a Collector Manager to the
Scratchpad by using this option. In the Live view, Collector Manager objects are created
automatically as each Collector Manager connects to the Sentinel system.

When you select multiple objects in the ESM panel and right-cliches following options are
available:

¢ Start: Starts all the objects
¢ Stop: Stops all the objects
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+ Remove selected objects: Removes the selected object along with its children

TIP: Press Shift and click the object to select multiple objects.

9.4 Components of Event Source Hierarchy

ESM displays the information on the Collectors and other components in a hierarchy specific to
ESM.

Figure 9-15 ESM Hierarchy

NOTE: ESM allows you to add Collectors, event sources, and Connectors.

Table 9-4 Components of the ESM Hierarchy

Icon Name Description

Sentinel The single Sentinel icon represents the main Sentinel server that
manages all events collected by the Sentinel system.

[
-

The Sentinel object is installed automatically through the Sentinel
installer.

Collector Manager Each Collector Manager icon represents another instance of a
W Collector Manager process. Multiple Collector Manager processes
can be installed throughout the enterprise. As each Collector
Manager process connects to Sentinel, the objects are created in
ESM automatically.

Qi Collector Collectors instantiate the parsing logic for data from a particular

uull event source. Each Collector icon in ESM refers to a deployed
Collector script as well as the runtime configuration of a set of
parameters for that Collector.

=g Connector Connectors are used to provide the protocol-level communication
u with an event source, using industry standards like Syslog, JDBC*,
and so forth. Each instance of a Connector icon in ESM represents
the Connector code as well as the runtime configuration of that
code.

- Event Source An event source server (ESS) is considered part of a Connector,

Ch and is used when the data connection with an event source is
inbound rather than outbound. The ESS represents the daemon or
server that listens for these inbound connections. The ESS caches
the received data, and one or more Connectors connects to the
ESS to retrieve a set of data for processing. The Connector
requests only the data from its configured event source (defined in
the metadata for the event source) and that matches additional
filters.
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Icon Name Description
x Event Source The event source represents the actual source of data for Sentinel.
. Server

Unlike other components this is not a plug-in, but is a container for
metadata, including runtime configuration, about the event source.
In some cases a single event source could represent many real
sources of event data, for example if multiple devices are writing to
a single file.

9.4.1 Component Status Indicators

Indicators are used to represent various states as follows:

Table 9-5 Component Status Indicators

Icon Name Description
m Stopped Indicates that the component is stopped.
B Running Indicates that the component is running.
P, Warning Indicates that a warning is associated with the component. At this
time, this warning indicator is primarily used to show when the
configured state and actual state of a component differ, that is, a
component is configured to be running, but the actual state of the
component is stopped.
a Error Indicates that an error is associated with the component. See the
individual component’s status display for details about the error.
0 Reporter Time is Indicates when the time of a component differs from the main
Skewed server’s time. The difference is greater than a predefined time
threshold.
2 Debug Indicates that the component is in Debug mode. Only a Collector can
' be in Debug mode.
7] Unknown This indicator is displayed when the status of the object in the ESM

panel is not yet known.

To set an attribute filter for displaying components:

1 In the Sentinel Control Center, click Source Management in the menu bar and select Live View

or Scratch Pad.

2 Click the Attribute Filter frame.

3 Specify the Search and Limit to criteria.

4 Select the Running or Stopped check box to specify the status of the components.

To hide components based on type:

1 In the Sentinel Control Center, click Event Source Management in the menu bar and select Live

View or Scratch Pad.

2 Click the Attribute Filter frame.
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3 Specify the Search and Limit to criteria.
4 Sclect the component type by which to limit the view.

9.4.2 Adding Components to the Event Source Hierarchy

Although some Sentinel components are preinstalled with the Sentinel system, Novell recommends
that you check the Sentinel Content Web site (http://support.novell.com/products/sentinel/
sentinel61.html) for updated versions.

Collectors, Connectors and event sources can be added to the system through the right-click menus
on the main ESM display.

9.4.3 Collectors

To run the Collectors and generate the events as per your requirements, you need to:

¢ Download Collectors

¢ Import and Deploy Collectors

¢ Generate Events
Right-click the Collector and select Start to generate events.

¢ Debug Collectors
For any errors in the output of a Collector, right-click the Collector and select Debug.
For more information, see Section 9.5, “Debugging,” on page 202.

+ Edit Collectors

To troubleshoot any problems with a Collector, you can edit the Collector. The method for
editing the Collector depends on the type of Collector. For proprietary (or legacy) Collectors,
copy the Collector script to a Windows machine that has Collector Builder installed. For
JavaScript Collectors, any standard development environment for JavaScript can be used.

For more information on editing Collectors, see the Sentinel Collector SDK (http://
developer.novell.com/wiki/index.php?title=Develop_to_ Sentinel).

¢ Re-Import and deploy Collectors

Adding Connectors/Collector Plug-Ins

NOTE: When you use the Sentinel Control Center to browse to locate a file on the Desktop of the
Collector Manager, clicking Desktop takes you to the desktop of the user running the Collector
Manager, usually SYSTEM. Extra steps might be necessary to navigate to the correct user’s
desktop.

To add a Connector:

1 Click Tools on the menu bar and select Import Plugin. The Import Plugin Wizard window
displays.
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Import Plugin Wizard @

Plugin Import Type
Specify whether to import plugin from a plugin package or a directcry.

@ Impart Collector Script or Connector plugin package file ( Zipy

{:) Irnport Collector Script fom directory

’ Back ” It ] [ Cancel ]

2 Select Import Collector Script or Connector plugin package file (.zip). Click Next.
3 Browse to the location of the Connector plugin package file and click OK, then click Next.

If the file imported is not in the format specified for the Collector scripts or for the Connector
plug-in package, the system displays an error message.

Plug-in details window displays.
4 Select the Deploy Plugin option to deploy the plug-in from this window.

For more information, see “To connect to the event sources:”” on page 193.

I Edit Connector
Configure Connector |

i Liezcription
Give thiz Connector & name and select the options you wish to run with
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éName: ;Data Genergtor Connectar

[ [ & Run|
| Ied ;2 C228C40-297 D1 022-93DB-0015321 633204 |

éPIugin: Data Generator Details !

I Blert if-no data received in specified time period

Beriot] (zecor

| [ Sendrencatedinicre o
| T Limit Data Rate

il

Set Fiter... i

IV Save Raw Datato afile iC:'demp\iestrawcata.tx‘t Browse ..

Ok i Cancel 1

5 Click Finish.

When you add a plug-in into Sentinel, it is placed in the Plugin Repository, that enables
Sentinel components on other machines to start using the plug-in without adding the plug-in
separately.
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To add a Collector plug-in:

1

Click Tools on the menu bar and select Import plugin. The Import Plugin Wizard window
displays.

Import Plugin Wizard

Plugin Import Type
Specify whether ta import plugin frem a plugin package or a directory.

@ jmport Collector Script or Connector plugin package flle (zipk

(:} Irmpart Collector Script from directory

[ Back " Mgt l[ Cancel ]

You can select from the two options available in this window.

2 Click Next.

Do one of the following:

+ Ifyou chose the first option, browse to a location of the Collector script file and click OK.,
then click Next.

+ Ifyou chose second option, you are directed to the Collector workspace. Select a Collector
script directory and click Next.

The Collector Script Detail window displays.

Click the button next to the /D field to generate UUID.

The name and author details are displayed.

Edit the details as per your requirements. Specify a Version number.
Browse to and attach the help file.

If the help file is not in the plug-in directory, the system prompts you to copy the help file to the
plug-in directory before the import. Click Yes.

Provide a description and click Next. The Supported Devices window displays.
You must specify at least one device.

Click Add. The Supported Devices window displays.

9 Provide a vendor, name, version, description, click OK, then click Next.

10

1
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Use the Edit button to edit the details of a device or use the Delete button to delete a device
from the list. The Plugin details window displays.

Select the Deploy Plugin option to deploy the plug-in from this window.

For more information on the deployment procedure, see “To connect to the event sources:” on
page 193.

Click Finish.
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Updating Connector/Collector Plug-ins

If a new version of a Connector or Collector is released, you can update the Sentinel system and any
deployed instances of the Connector or Collector.

NOTE: When you use the Sentinel Control Center to browse to locate a file on the desktop of the
Collector Manager, clicking Desktop takes you to the desktop of the user running the Collector
Manager, usually SYSTEM. Extra steps might be necessary to navigate to the correct user’s
desktop.

To update a Connector or Collector plug-in:

1 Click Tools and select Import plugin. The Import Plugin Wizard window displays.

Import Plugin Wizard El

Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

@ jmport Collectar Script or Connectar plugin package file [ zipe

O Impport Collector Script from directory

[ Back ” Iext ][ Cancel ]

2 Select from the two options available in this window. Click Next.

3 Browse to a location of the Connector or Collector Plugin package file, select the file, click
OK, then click Next.

If the file imported is not in the format specified for the Collector scripts or for the Connector
plug-in package, system displays an error message.

4 (Conditional) If you are updating an already-imported Connector or Collector, you are
provided with the option of updating the existing plug-in, going back and selecting a different
plug-in, or canceling the import. If you want to continue, click Next.
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Import Plugin Wizard x|

Replace Existing Plugin?

A differept version of the same plugin already exists inthe Plugin Repository. Choose what
to do willghe existing plugin,

- Details of Plugin in Repository

Mame File 1=
Type CONMECTOR.
Wersian Br2

Releasze Date  S/307 2:52 Ph
Description Reads data from a file.

|

- Details of Plugin Being Imported

Iarmne File )

Type CONMECTOR.

Wersian Br2

Releasze Date  S/307 2:52 Ph _

f Description Peads data from & file. LI
Click Mext to replace the existing plugin with the one being imported, or click Back to select a
different plugin package.
Back Mexxt Cancel

The Plugin details window displays.

5 Select the Update Deployed Plugins option to update any currently deployed plug-ins that use
this Connector or Collector.

Import Plugin Wizard Pz|

Plugin Details
Detailz of the plugin to be imported are shown below. Click Finish to import the plugin,

Description

Mame Syslog

Type COMNECTOR.

Author Mowell Engineering

Wersion Br2

Releaze Date Q21007 11:45 AN

Supported OF Platforms

Ied 900 C3770-8090-1029-B4A6-001321 BSCOES
Description Connector to Syslog Devices.,

|:| Update Deployed Pluging Wiew Deployed Plugins (4)

Check the box to immedistely updste deployed pluging sfter the import is complete. Even if the
box iz not checked, pluging will update automatically the next time they restart.

[ Back ][ Firizh ][ Cancel ]

6 Click View Deployed Plugins to view the plug-ins deployed in the ESM Live View.

The number in parentheses represents the number of instances of this plug-in that are currently
deployed and configured. The Deployed Plugins window displays the Affected Connectors/
Event Sources/Event Source Servers or Affected Collectors. These are the components whose
configuration is affected because of adding already existing Connectors/Collectors in ESM.
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Description User Interface

Affected
Collectors

Deployed Plugins

Affected Collectars(1)

Collector Collector Manager

Affected Event

Deployed Plugins le
Sources/
Connectors/ Affected Event Sources(2)
Event Source Evert Source Connector Caollector Collector Ma...
SerVerS: Sourcefire... m Collector .. Jiad
Syslog Ev... 'ﬁ Syslog Co... EE; Sourcefire... .1 Collsctor .. |

Affected Event Source Servers(l)

Ewent Source Server Collector Manager ‘

Affected Connectars(1)

Connectar Collector Collector Manager

g Connectar Sourcefire Snort 2. Collector Manage...

7 Click Finish.

NOTE: When you add a plug-in into Sentinel, it is placed in the Plugin Repository, which enables
Sentinel components on other machines to start using the plug-in without adding the plug-in

separately.

Deploying a Collector

1 In the main ESM display, locate the Collector Manager to which the new Collector is to be

associated.

2 Right-click the Collector Manager and select the Add Collector menu item.

3 Follow the prompts i
4 Click Finish.

n the Add Collector Wizard.

NOTE: The Collector script enables the ESM panel to prompt you for parameter values as well as
enabling ESM to automatically select supported connection methods that work well with the

Collector script.

Deploying a Connector

1 In the main ESM display, locate the Collector to which the new Connector will be associated.

2 Right-click the Colle

ctor and select the Add Connector menu item.

Event Source Management 191



3 Follow the prompts in the Add Connector Wizard.
4 Click Finish.

Deploying an Event Source
1 In the main ESM display, locate the Connector to which the new event source will be
associated.
2 Right-click the Connector and select the Add Event Source menu item.
3 Follow the prompts in the Add Event Source Wizard.
4 Click Finish.

Deploying Event Source Servers

Certain event source Connectors (such as the Syslog Connector) require a process to collect data
from the actual data source. These processes are called event source servers. They collect data from
the data source and then serve it to the event source Connector. Event source servers must be added
and associated to any event source Connectors that require a server.

1 In the Live View, right-click the Collector Manager and select Add Event Source Server. The
Select Connector window displays.

Add Event Source Server EJ

Select Connector

Select the connector this Event Source Server should run.

Installed Connectors: [ Instsl Mare Connectors... ]

Mame Wersich
_

Description:
Connectar for Movel Audit Platform Agents.

[ Ml ] [ Cancel ]

To start the Add Event Source Server Wizard, locate the Collector Manager on which the event
source server process runs.

2 Select a Connector to support your device and click Next. If you do not have any Connectors in
the list to support your device, click Install More Connectors.
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For more information on installing a Connector, see “Adding Connectors/Collector Plug-Ins”
on page 186.

3 Configure the various parameters for the server with reference to the Connector selected (For
example, Syslog Connector, NAudit Connector, and so on.). The configurable parameters are
different for the different Connector types.

4 Click Next.

5 Provide a name for the event source server. If you want this server to be running, select the Run
check box.

6 Click Finish.

In the Health Monitor Display frame, the event source server added here displays with a dashed
blue line showing the Collector Manager to which it is associated.

NOTE: This Add Event Source Server Wizard can also be initiated from within the Add Connector
Wizard if a compatible event source server has not yet been added.

Connecting to an Event Source

There are several methods to configure an event source. Event sources can be deployed by right-
clicking on an existing Collector Manager, Collector, or Connectors.

To deploy an event source, you need the following components:

¢ Collector Script: Collector scripts can be downloaded from the Sentinel Content Web site
(http://support.novell.com/products/sentinel/sentinel6. 1html) copied from a previous Sentinel
implementation (4.x or 5.x), or built by using the Collector Builder.

¢ Connector: A Connector can also be downloaded from the Sentinel Content Web site (http://
support.novell.com/products/sentinel/sentinel61.html). There are also some Connectors
included in the installed Sentinel system, but there might be more recent versions on the Web
site.

¢ Configuration information for the event source
To connect to the event sources:

1 Click Tools on the menu bar and select Connect to Event Source. Alternatively, click the
Connect to Event Source button on the toolbar. The Connect to Event Source window displays.
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Connect To Event Source f'5_<|

Select Event Source )
Which evert source do you want to connect to? Eb;-
i

Select the Event Source that you want to connect and collect data from. if the Evert Source is not
lizted below, select "Import” to import & collector script that supports the desired Event Source.

Suppored Event Sources:

Wencar Mame ersion

[ e ][ Cancel ]

Event source types for which you currently have compatible Collector parsing scripts are listed
here.

2 Select an event source from the list to which you want to connect to and collect data from. You
can click Add More to import an event source.

3 Click Next. Select Collector Script window displays.

You can open the Select Collector Script window by double-clicking or dragging a selected
event source from the Event Source Palette window.

Connect To Event Source rz|
Select Collector Script .
Wihich collector script do you want use? &I‘

Select the parsing scrig: that will be used to conwvert the raw data from the Event Source into
Sentingl everts.

@ View Compatible Psrsers Only O View &l Parsers
Installed Scripts: nstall Maore Scripts..
Aythor Mame ersian

Description:
Populates the baze message with the value in =_RxBuffer String.

[ Back ][ e ] [ Cancel

4 Select a Collector script from the list.

You can also install additional Collector scripts (click Install More Scripts) that support your
event source, if it is not listed here. For more information on installing a Collector script, see
“Adding Connectors/Collector Plug-Ins” on page 186.
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5 Click Next. The Select Connection Method window displays.

Connect To Event Source le

Select Connection Method )
Which connectar do you want use? i“:l
]

@ Wiew &l Connection Methods

Installed Connectors: Instal More Connectors...

Mame Wersicn

senerator E

Description:
Generates test data at 4 specified rate. This connector does not require a data source.

[ Back ][ e ] [ Cancel

6 Select a connection method from the list.

You can also install additional Connectors by clicking on the Install More Connectors button.
For more information, see “Adding Connectors/Collector Plug-Ins” on page 186 to install
Connectors.

7 Click Next.The Event Source Management window displays.

Connect To Event Source f'5_<|

Event Source Management
Howw will your Evert Source Connection be managed? @H
|
—

@ Create a new Collector and Connector
Select this Option 1o create & new CollECtor and & new CONNECTOr 10 Manage the Evert Source
conhnection.

O Use an existing Colector
Select this option to use an existing Collector and to creste a new Connector to manage the Event
Source connection.

O Use an existing Connector
Select this option to use an existing Collector and an existing Connector to nanage the Event
Source connection.

[ Back ][ e ] [ Cancel

You can create a new Collector and Connector or you can use an existing Collector or
Connector.

8 Select an option and click Next.
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Based on the existing Collectors and Connectors in your system that is compatible with your
new event source, one or more of these options might be unavailable.

+ “Creating a new Collector and Connector” on page 198
¢ “Using an existing Collector:” on page 200
¢ “Using an Existing Connector” on page 201
9 Complete the configuration and click Next.
The Records Per Second window displays.
10 Set the number of records to be transferred per second and click Next.

The General window displays.

Connect To Event Source E|
General
Specify general prcperties of this Event Source. $ )
General
Mame: | Data Generstor Event Source = Fun
Plugin Details

Flugin: Data Genersnar

Alert if no data received in specified time period
Time Period (secchds): 60
Send repeated alerts every time period
Limit Diata Rate

Maximum Records Per Second: 0

Trust Evert Source Time Set Fitter...

L1

=

Options Description
Name Specify the name of the event source.
Run Select the Run check box if you want to run your event source

automatically.

Plugin Details Click the Details button to see plug-in details.

Alert if no data is received  Set alerts (with repeated option) indicating what to do if no data is
in specified time period received in a specified time interval.

Limit Data Rate Limit the data rate as the maximum number of records per second.
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Options Description

Trust Event Source Time  Select Trust Event Source Time to display the Device Time (time when
the event occurred) instead of the Event Source Time (time when the

event was reported to the console).

Set Filter Set the filter by using the Set Filter button. In the Filter window, add/
edit the filters and click OK.

11 Click Next. The Summary window displays.
11a Click Test Connection to test the event source.

The Test Event Source window displays with Data and Error tabs. The Error tab displays
the error message if there is any error in the configuration of event source.

After a few seconds, a sampling of raw data should be received from the event source and
displayed in the tab.

M Test Event Source: Data Generator Event Source |

Maximum Roves:
< Data | Errar

Rz Data
=_RxEuffer String =_3IP
| ST OETA QENSrated 8t LU ~U8~] /~U5 20050~ P~ 1D | WD SEVErTy U, L2 r
Test data generated at 2007~04+1 7032637~ PW~15T with severity 5. 1000218
Test data generated at 2007~04~1 7~03:26:37~PM~15T with severity 3. 100073
Test data generated at 2007~04+1 7032637~ PW~15T with sewerity 1. 10.0.0208
Test data generated at 2007~04~1 7~03:26:37~PM~15T with severity 5. 10.0.0.25
Test data generated at 2007~04~17~03:26:37~PM~15T with sewverity 4. 10.0.069 bt
£ >
Faw Crata Detalls
Mame Walue

[ I

11b Click the Start and Stop buttons to start or stop the test.
Use the Maximum Rows component to control the maximum number of raw data records

to obtain at once.

12 Click Finish.

NOTE: The Collector parsing script is executed on the same system as the Collector Manager that
you select here.
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Creating a new Collector and Connector

1 In the Select Collector Manager window, select the Collector Manager you want to use and
click Next. The Configure Collector Property window displays.

Connect To Event Source &l

Configure Collector Property
Select the aptions yaou wish this Collector to ran with ?u
_rs'

Configure Parameters

Hert Unknown Events Ves P
Default Reporter Marne L2GF_RM

Default Sensor Mame LOGF_SN

Default Severity &) Medium (3]

Ewett Source Data System Type Windows

Event Source Missing Year yes

Evert Source Time Zone +0000

Evetrt Source Time uses 24 Hour ClL.. yes

Execution Mode release

IF To Country Mapping off

MESF Customer (D
Taxonomy Filename

Translate [P and hosthame [yl

Llaknnmn Puents Seweritye (. Hirth rdy b
(Mame)
(Description)

oo J ]

2 Configure the parameters available and click Next. The Configure Collector window displays.

3 Provide the name of the Collector and configure the options as desired:
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Connect To Event Source gl

Configure Collector

Specify & name for this Collector and select the options you wish this Collector to run {‘3
wiith. &
Mame: | General
[T Pun

Id 4F3ESBB0-2936-1 024-B562-005056 CO000S

Plugin: General

Rert if no data received in specified time period

Time Period (zeconds); 60
Send repested alerts every time period
Limit Dsta Rate

Maximum Records Per Second: g

Trust Event Source Time Set Fiter...

4¥

sereJ[_rer

Options Descriptions
Name Specify the name of the event source.
Run Select the Run check box if you want to run your Collector

automatically.

Details Click the Details button to see plug-in details.

Alert if no data is received in Set alerts (with repeated option) indicating what to do if no data is
specified time period received in a specific period.

Limit Data Rate Limit the data rate as maximum number of records per second.
Set Filter Set a filter by using the Set Filter button.

Trust Event Source Time Select Trust Event Source Time to display the Device Time (time

when the event occurred) instead of the Event Source Time (time
when the event was reported to the console).

If the Trust Event Source Time option is selected, then all data flowing through the Collector
has its Event Source Time trusted even if the event sources do not have this option selected.

4 Click Next. The Configure Connector window displays.
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M Edit Connector @

Description

[ Limit Cats Rate

|:| Save Raw Data to afile

Give thiz Conaector a name and select the options ywou wish to run with

General
Mame: | File Cannectar
[ pun
Idd 92723960-2EC2-1028 80F0-00 CO9FL68F 23
Flugin: File

|:| Alert if no data received in specified time petiod

5 Provide the name of the Connector and configure the options as desired:

Options Descriptions

Name Specify the name of the event source.

Run Select the Run check box if you want to run your Collector
automatically.

Details Click the Details button to see plug-in details.

Alert if no data is received in
specified time period

Limit Data Rate
Set Filter

Trust Event Source Time

Set alerts (with repeated option) indicating what to do if no data is
received in a specific period.

Limit the data rate as maximum number of records per second.
Set a filter by using the Set Filter button.

Select Trust Event Source Time to display the Device Time (time
when the event occurred) instead of the Event Source Time (time
when the event was reported to the console).

6 Click Next. The Event Source Configuration window displays.

7 Continue with Step 9 on page 196.

Using an existing Collector:

1 Select this option to use an existing Collector and to create a new Connector to manage the

event source connection.
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After you select this option and click Next, the Select Collector window displays.

2 Select the Collector you want to use and click Next. The Configure Connector window
displays.

3 Provide the name of the Connector and configure the options as desired:

Options Descriptions

Run Select the Run check box if you want to run your Collector
automatically.

Details Click the Details button to see plug-in details.

Alert if no data is received in Set alerts (with repeated option) indicating what to do if no data is
specified time period received in a specific period.

Limit Data Rate Limit the data rate as maximum number of records per second.
Set Filter Set a filter by using the Set Filter button.

Trust Event Source Time Select Trust Event Source Time to display the Device Time (time

when the event occurred) instead of the Event Source Time (time
when the event was reported to the console).

4 Click Next.The Event Source Configuration window displays.
5 Continue with Step 9 on page 196.
Using an Existing Connector

1 Select this option to use an existing Collector and an existing Connector to manage the event
source connection.

After you select this option and click Next, the Select Connector window displays.
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Connect To Event Source El

Select Connector )
Wihich Connector do you want to use? i’f
]
Connector Caollector Collectcr Manager
e Data Generator Connector |5y General Colleztor Manager (DAS)
‘e-;; Data Generator Connector é‘! General Collector H Colleztor Manager (DAS)
‘e\-f-_ Data Generator Connectar é,"! General ﬂ Collector Manager (DAS)
[ Back ” e ] [ Cancel

2 Select the Connector you want to use and click Next.

3 Continue with Step 9 on page 196.

9.5 Debugging

Sentinel's Collectors are designed to be easily customizable and to be created by customers and
partners. There are two types of Sentinel Collectors: proprietary (or legacy) Collectors that are
written in a language developed for Sentinel, and JavaScript Collectors. The debugging interface is
slightly different for each type, and is intended to analyze the Collector code running in place on the
Collector Manager For more information on customizing or creating new Collectors, obtain the
Novell Developer Kit for Sentinel (http://developer.novell.com/wiki/
index.php?title=Develop_to_Sentinel).

¢ Section 9.5.1, “Collector Workspace and Collector Directory,” on page 203

¢ Section 9.5.2, “Debugging Proprietary Collectors,” on page 203

¢ Section 9.5.3, “Debugging JavaScript Collectors,” on page 205

¢ Section 9.5.4, “Using the Raw Data Tap to Generate a Flat File,” on page 209
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9.5.1 Collector Workspace and Collector Directory

Collectors are simple textual scripts that are run by a Collector Manager. The handling of these
scripts is a bit complex:

¢ The code for all Collectors is stored in a Plugin Repository on the central Sentinel server when
they are imported.

Location: <Install Directory>\data\plugin repository on the Sentinel server.

¢ The runtime configuration for the Collector (when it is configured to run on a particular
Collector Manager) is stored separately in the Sentinel database.

¢ When a Collector is actually started on the Collector Manager, the Collector plug-in is
deployed to the Collector Manager in real time, the runtime configuration is applied, and the
code is started. Any preexisting instance of the Collector code on that Collector Manager is
overwritten.

Location: <Install Directory>\data\collector mgr.cache\collector instances
on each Collector Manager.

¢ In order to edit a Collector, you need to use the ESM Debuggger Download button, which
copies the Collector to the local Collector Workspace on the client machine (the machine where
you are running SCC). Edits are made against that local copy and then uploaded back into the
central Plugin Repository.

Location: <Install Directory>\data\collector workspace on the client application
machine.

9.5.2 Debugging Proprietary Collectors

The Debugging Collector window allows you to debug Collectors written in the Novell proprietary
language. The left column on the debugger displays the commands for the current script state. The
highlighted command is being executed.

The right column on the debugger displays the script’s variables and their current value. The
variable list expands as all the script’s variables are used. The variables are color-coded to show new
variables in blue, changed variables in red, and variables whose value has not changed since the last
step as black.
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Figure 9-16 Debug Collector Window

Debug Collector: Microsoft_Windaows_ 2000 W kI_520 X

":TE\rer‘tSrUploadIannlnad 4 B

Currerit Script State: | 1 Current Script: | loof s

4
. Cormmancds W Warizhle M. o Value
A s _ R Buffer String ™
M ETATE 1 Setup *f i_RxBufferLencth 0

7 TEMPLATE IMFORMATI...

Template_Mane: L.

Template_Wersion: 520

Template _Dat=: Fe...

i
P Agent Setup Information *F
BREAKPCINTO

} COPY CTemplate " LOGF™
COPY(E_AledUnknownEwve ..
TOLOWER(E_AlertUnknow...
STONUMM" i_Unkrnown_...
COPY(E_Generic_RM"LO...
COPY(s_Gereric_SH"LO..
COPY(z_Default_Sewerity ...
STOMUM(z_Default_Severi...
TPy s TranslataHost P "

Dehug Start Time: Tue May 15 16:10:19 |5T 2007

Last Update: Tue May 15161023 |ST 2007

L] 0 [ @]

b

The Events tab displays the events generated using this Collector, and the Upload/Download tab
allows you to upload/download another Collector script file to make modifications.

The debugger has the following four controls:

Table 9-6 Debugger Icons

Icon Action Description
b Run Runs the script until the next breakpoint is encountered.
i' Step Into Proceeds one instruction at a time.
ii Pause Pauses the running script.
Stop Stops the script.

The Command list and the Variable list are not displayed in the debugger when the script is running.
To see the Command list and the Variable list, the debugger must be Stepping, Paused, or Stopped.
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You can view events as well as upload and download the Collector’s script from the Events tab and
the Upload/Download tab.

Multiple Sentinel Control Center users might connect to the same debugging session. For this
reason, a Collector remains in Debug mode until one of the users specifically clicks the debugger’s
Stop button.

To debug a Collector:

1 In the main ESM display, locate the Collector that you want to debug.
2 Right-click the Collector and select Debug.

3 In the Debug Collector window, select a variable from the list of variables in the right pane,
then click the Run Debug button.

4 After debugging all the variables, close the Debug window.
5 Start the Collector to generate the events.

9.5.3 Debugging JavaScript Collectors

The debugger for JavaScript Collectors can be used to debug any JavaScript Collector.
* “Accessing the Debugger” on page 205
+ “Hot Keys” on page 206
+ “Debugging a Collector” on page 206

Accessing the Debugger

The JavaScript debugger is launched the same way the debugger for proprietary Collectors is
launched.

or: Microsoft Winco 0 JS 600

Upload/Dovwnlosc

Cortesd: | - : Expression alug
Mane | Walug |
[ This I Localsl [ Watch I E\u'aluatel
P | 2] 2| n| m|

¢ Debug: Launches the JavaScript file in this window.
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+ Upload/Download: Upload/Download a JavaScript file here. You can download an existing
JavaScript file, edit it, and upload it again into the system to continue debugging.

+ Context: Displays the variable that the debugger is pointing to and its value.

+ Expression: Displays the values of a selected parameter.

You can use the following when debugging a Collector.

Icon Action Description

ILI Run Starts debugging.

\ll Pause Pauses debugging.

\LI Step Into Steps to the next line in the script.
il Step Over Steps over a function.

\‘_‘TI Step Out Steps out of a function.

&I Stop Stops debugging.

Hot Keys

When the source code window is on focus in the debugger, you can use the following hot keys:

¢ Use Ctrl+F to find a string in the source code.
¢ Use Ctrl+G to go to a line number.

¢ Use Ctrl+M to find the parenthesis or brace that matches the highlighted one.

You can also open a script file, set a break point, step through the script code, and watch variable and
method values at each step.

You can debug Collectors in Standalone or Connected modes.

Debugging a Collector

1 Log into Sentinel Control Center. On the menu bar, click Event Source Management > Live
View.

2 Right-click the Collector and stop the Collector if it is running.
3 Right-click the Collector and select Debug.
The Debug Mode Selection window displays.
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You can choose to debug in Standalone or Live mode.

N Select Debugging Mode @

(%) Live Mode {Requires a running Colector hanagzn]

(H_, Stand-alons Mode (Requires local inpu file).

Ingout Fike

Output File

¢ “Standalone Mode” on page 207
+ “Live Mode” on page 208

Standalone Mode

Standalone debug mode allows you to debug a Collector even if the associated Collector Manager is
not running.

For standalone mode, input to the script comes from an input file rather than a live event source.
Specify the path to a raw data file that will be used as input. For Collectors that use a DB Connector,
the input file should be a text file with log data in NVP format. For Collectors that use a File
Connector, the input should be a text file with log data in CSV format.

For standalone mode, output from the script is to an output file rather than live events. You must
specify the path to the output file that the script uses for output. If you specify an output file that
does not exist, the system creates the file for you

1 Select Standalone mode, then stop the Collector.

The Collector Manager does not need to be up and running, and the events do not display in the
Active Views.

2 Specify the path for the input and output files.
If you specify an output file that does not exist, the system creates the file for you.

3 Click OK. The Debug Collector window displays.
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Debug Collector: Microzoft Windows 2000 J5 6

Debug| Uplu:uad.chuwnluadl 1 = B
% main_script

1 Mt L Beginhing of file Logon_Type.ls L L Al
I SFLOGIN T¥PE Function defintions

3 war loginTypells functioni){

L /% CachedInteractive - 4 uger logged on to thls computer

5 that were stored locally on the computer., Thz domain cont

& to verify the credentials. */

7 return "CachedInteractiwve';

= ¥

a

10 var loginTypelO= functioni(){

11 /% BemoteInteractive - & uger logged on to thls computer

12 Terminal 3erwvices or a Femote Desktop connection., */ =
12 j'!'!v“ rrnmn“-n"’““-nvnrﬁﬂv'n"l _'I—I

-

fcortext: |'..12382main script', ine 3 7 | || [ Expression Value
Mame Walue
s gy function Array 0 { ... LI
Doalasn function Boolcani... =
- Call function Call) { [n...
~-cohhector Data |undefined
~Corfinuation  ffunction Cortinuat.,.| = |

ﬂl Lu:uc:alsl _'watchlEualuatel
p | 2| | | ®E|

4 In the Debug Collector window, click Run _®_|.

In the Source text area, the source code of the Collector appears and stops at the first line of the
text script.

5 Click the bar on the left and toggle a breakpoint in the script code, then click [ | to go to the
next breakpoint.

Click Pause | ¥_]|to pause debugging whenever required.

After debugging is complete, click Stop to stop debugging.
Click the Upload/Download tab in the debugger window.

Click Download and specify a location to download the script file.

© 0 N O

Open the file with any JavaScript editor or a text editor.
Make your edits in the code and save the file, then click Upload.

Debug the uploaded script to have a Collector script ready to use.

Live Mode

¢ Live debug mode requires that the Collector Manager associated with the Collector is running.

¢ In Live debug mode, Input to the script comes from actual event sources connected to the
Collector. To get data from a specific event source, you must right-click and start the desired
event source via the ESM display. Starting/stopping event sources can be done any time during
the debug session.
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NOTE: If no event source is started during the debug session, then no data is available in the
buffer for the Collector and you see the Collector script’s readData method blocking.

¢ In Live debug mode, Output from the script is via live Sentinel events. The events can be
viewed on the Active Views displays.

NOTE: When in Live debug mode, the script engine is executed on the local box rather than
the actual box that the associated Collector Manager is running on. The Connectors/event
sources still run on the same box as the Collector Manager. When running debug mode, data is
automatically routed from the event sources to the script engine running in debug mode on the
local box.

9.5.4 Using the Raw Data Tap to Generate a Flat File

When debugging, it might occasionally be helpful to view Connector output data. In addition to
viewing raw data from the Connector by using the Raw Data Tap right-click option for nodes in the
Sentinel Control Center, Sentinel also includes an option to save the raw data from a Connector to a
file for further analysis.

To save raw data from a deployed Connector to a file:

1 Right-click the Connector node and select Edit. The Edit Connector dialog box displays.

M Edit Connector @

Dezcription

Give thiz Conmector a hame and select the options you wish to run with

General
Mame: | File Cannectar

Ied 927 13960-2EC2-102A-80F0-00 COSFE8F 23

Flugin: File

[ Pun

|:| Alert if no data received in specified time period

[ Limit Dats Rate

|:| Save Raw Datato afile

2 Select Save Raw Data to a file.

3 Specify a path on the Collector Manager machine where the raw data is saved.

4 Click OK.
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IMPORTANT: The account running the Sentinel service on the Collector Manager machine must
have permissions to write to the file location.

9.6 Exporting a Configuration

You can export the configuration of ESM objects along with their Collector scripts and the
Connector plug-ins.

NOTE: You can export any object in the ESM panel. Depending on the object selected, all its
children and parents are displayed in the Select Data window of the Export Configuration Wizard.

To export your configurations:
1 In the menu bar, click File > Export Configuration or right-click an object in the ESM panel
and select Export Configuration.

The Export Configuration window displays.

Export Configuration El
Select Data

Select the nodes to export.

Select Al | | Deselect Al

=- {i-‘& Sertinel
= Ny k zarithar G4 .99.193 253
[ |
= EE. T1_I55%_SITE_02x5_JDBC_BEws20
El -q Process Connector
Ili Process Event Source
"
L[] Rt
mm
= ::. Snort
: m
= -‘E File Connector
Iﬁt File Ewert Source

[ Tt ][ Cancel ]

2 Select the data to export and click Next. The Select Collector Scripts window displays.

210 Sentinel 6.1 Rapid Deployment User Guide



Export Configuration

Select Collector Script

Select collector scripts to export,

select &l | | Desetect Al

Collector Scrigt

Yersion

Dezcription

Dependents

Populstes the base message with the value in
=_RBuffer String.

ﬂ‘! General Collectar
General Collector

Back ” Tedt l[ Cancel ]

3 Select the Collector scripts from the list to export, then click Next. You can select or deselect

all.

The Select Connectors Plugin window displays.

Export Configuration

Select Connector Plugins

Select connector pluging to export.

3

Select Al | | Deselect 41

Caonnector
|Data Generator

Wersiaon
A

Back ” Mext l [ Cancel
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4 Sclect the Connector plug-ins from the list to export, then click Next. You can select or deselect
all.

The Specify Export File window displays.

Export Configuration E|
Specify Export File
Specify the file to zave export data to,

il Mame: | | [ Drowse...

If you want to view the description and dependents of a particular plug-in in the above window,
select that plug-in from the table.

5 Specify a location to save the configuration and click Next.

You can save the configurations only to a ZIP file.

A Summary page with the details of the configurations and plug-ins selected to export displays.
6 Click Finish to export. The file is exported in ZIP format.

9.7 Importing a Configuration

Importing a configuration helps you to import the configuration of ESM objects exported to a ZIP
file along with the plug-ins.

*

Section 9.7.1, “Enabling or Disabling the Import Configuration,” on page 213

*

Section 9.7.2, “Resetting the Layout,” on page 215

*

Section 9.7.3, “Undoing the Layout,” on page 215

*

Section 9.7.4, “Redo Layout,” on page 215
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9.7.1 Enabling or Disabling the Import Configuration

The Import Configuration option is enabled under the following circumstances:

¢ In Live View when you select the Collector manager, Collector, or Connector

¢ In the Scratchpad when you select any node other then the event source

Import Configuration in Live View and the Scratchpad is disabled if you do the following:

*

Select Sentinel or event source nodes (only in Live View)

*

Do not select any node in Live View

¢ Select an event source node in a child view of the graphical view

*

Select multiple nodes
To import your configurations:

1 Click File on the menu bar and select Import Configuration. You can also click the Import
Configuration button on the toolbar. The Import Configuration window displays.

You can also import a configuration by right-clicking the object in the ESM panel. Depending
on the object you have selected in the ESM panel, the node along with its child nodes is
displayed in the Select Data window of the Import Configuration Wizard.

2 Browse and select the configurations file and click Next. The Select Data window displays.

Select Modes

Select the rodes woimmport.

Salect Al | | Deselect 4

W
=5 ::. T1_I55x_SITE_02¢A_IDEC_EWG20
: [ ] ]
=8 '€ Froczes Conrector
H Process Evert Scurce

[ Back H Tesd | [ Cance

Configurations must be saved to a ZIP file to import.

3 Select the data to import and click Next. The Select Collector Script window displays.
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X

Import Configuration

Select Collector Script

Select collector scripts toimport,

Select &l | | Deselect al

Collector Serigt Wersion

Ce=cription Dependerts

Populstes the base message with the value in
=_FXxEBuffer String.

Thiz script is the same version of & script that has already been imported ivta the repostory.

[ Back ” Pl ] [ Cancel

4 Seclect the Collector script from the list to import.

A color indicator is displayed in the Select Collector Script and Select Connector Plugins
window to indicate whether the plug-in is already present in the repository or not. If the plug-in
is not present in the repository, the color is displayed as red and if the same version of plug-in
exists, the color is green or orange.

5 Click Next. The Select Connector Plugins window displays.
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X

Import Configuration

Select Connector Plugins

Select the connector plugins for impaorting Connectors.

Select &l | | Deselect al

Connectcr Script Werszion

[ 7 Data Generstor

Ce=cription Dependerts

Generates test data & & specified rate. Thiz ‘wr Data Generator Connector
connector does not require a data source. \.5.; Data Generator Connector

Thiz script is the same version of & script that has already been imported inta the repostory.

[ Back ” Pl ] [ Cancel

6 Select the Connector plug-ins from the list to import.

NOTE: To view the description and dependents of a particular plug-in in the above window,
select that plug-in from the table. If there are any Collectors or Connectors in the ESM panel
that are affected on importing the plug-in, the Affected Collectors or Affected Connectors
window is displayed.

7 Click Next. A Summary page with the details of the configurations and plug-ins selected to
import displays.

8 Click Finish.

9.7.2 Resetting the Layout

To reset to default settings:

1 Click View on the menu bar and select Reset Layout. Alternatively, click the Reset button on the
toolbar.

9.7.3 Undoing the Layout

1 Click View on the menu bar and select Undo Layout. Alternatively, click the Undo Layout
button on the toolbar.

9.7.4 Redo Layout

1 Click View on the menu bar and select Redo Layout. Alternatively, click the Redo Layout
button on the toolbar.
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9.8 Event Source Management Scratchpad

Scratchpad is the Design Mode of the Health Monitor. Through Scratchpad, you can design and
configure various items:

¢ Collector Managers

*

Collectors
+ Event Sources

+ Connectors

+ Event Source Servers

You can right-click the Sentinel icon and add the components. For more information, see
Section 9.4.2, “Adding Components to the Event Source Hierarchy,” on page 186.

NOTE: You cannot view the status of any object in the design mode because they are not connected
to an instance of a real Collector Manager.

9.9 Comparing Sentinel 5.x and Sentinel 6.0

The following Sentinel 5 components have been rolled up into ESM. Along with the Sentinel 5
component name, there is information about where to find the related functionality in ESM.

Table 9-7 Comparison Table

Component

Sentinel 5.x

Sentinel 6.0

Build / Edit Collector

Import Collector

Deploy Collector

Debug Collector

Storage location for
files for Collectors in
development

Storage location for
files for running
Collectors

Building, modifying or editing a
Collector was possible in Collector
Builder in 5.x.

Importing a Collector is not applicable
in 5.x.

Deploying a Collector was possible in
Collector Builder in 5.x.

A debugging interface that enabled a
user to step through the parsing logic
in a Collector. This interface was
available in Collector Builder in
Sentinel 5.x.

<Install directory>\wizard\E
lements

On the Collector Builder machine

<Install directory>\wizard\E
lements

On the Collector Manager machine.

Building, modifying or editing a
Collector is possible in Collector
Builder in 6.0.

You can import a Collector from
Sentinel Control Center in 6.0.

Deploying a Collector is possible in the
Sentinel Control Center in 6.0.

In ESM, this is now done through the
ESM panel in the Sentinel Control
Center. To debug a Collector in ESM,
right-click the Collector node you want
to debug and select the Debug option.

<Install directory>\data\col
lector workspace

On the Collector Builder machine.

<Install directory>\data\col
lector mgr.cache\collector i
nstances

On the Collector Manager Machine.

216 Sentinel 6.1 Rapid Deployment User Guide



Component

Sentinel 5.x

Sentinel 6.0

Collectors Scripts

Port Configurations

Collector Health Status
View

WORKBENCH_HOME
directory

Collector scripts were managed from
the Collector Builder in Sentinel 5.x.

The configuration of the connection to
the event source as well as the
Collector to parse the data from the
event source. Port Configurations were
managed from the Collector Builder in
Sentinel 5.x.

A real-time view of the status (For
example, on, off, events per second,
and so on) of Port Configurations
configured across all Collector
Managers. This view was available in
the Sentinel Control Center in Sentinel
5.

The WORKBENCH HOME directory that
was available in Sentinel 5.x and prior
versions no longer exist.

In Sentinel Control Center, Collector
scripts are plug-ns in 6.0. A Collector
script plug-in must be added to the
plug-in repository before it can be
deployed as a Collector. Collector
parameters are now set when
deploying a Collector in ESM.

In ESM, this configuration is now
managed in the ESM panel in the
Sentinel Control Center. The
connection mechanisms are now plug-
ins, which must be added to plug-in
repository before being deployed as
event sources.

In ESM, status information is now
viewable in both graphical and tabular
format in the ESM panel in the Sentinel
Control Center.
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Administration

You use the Admin tab to configure filters and reports. You use the User Manager option in the
Admin tab to create users and you can assign rights to the users.

¢ Section 10.1, “Understanding the Admin Tab,” on page 219

¢ Section 10.2, “Introduction to the User Interface,” on page 220

¢ Section 10.3, “Servers View,” on page 221

¢ Section 10.4, “Filters,” on page 223

¢ Section 10.5, “Configure Menu Options,” on page 232

¢ Section 10.6, “DAS Statistics,” on page 238

¢ Section 10.7, “Mapping,” on page 239

¢ Section 10.8, “Event Configuration,” on page 249

¢ Section 10.9, “Report Data Configuration,” on page 254

¢ Section 10.10, “User Configurations,” on page 259

10.1 Understanding the Admin Tab

The Admin tab allows you to access the following:

¢ Servers View: View the health of server components.

¢ Filters: Create and edit filters.

* DAS Statistics: View health statistics for DAS components.

¢ Color Filter Configuration: Format events based on filter criteria.
¢ Mapping: Configure the mapping service.

+ Event Configuration: Rename event fields and configure fields to be populated by the mapping
service.

+ Report Data Configuration: Enable or disable the aggregation service.

¢ User Configurations: Create users and roles and manage active user sessions.

NOTE: You need to have appropriate permissions to access this tab. Only an Administrator has the
control to enable or disable access to the features of Admin tab for a user.
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Figure 10-1 Sentinel Control Center
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10.2 Introduction to the User Interface

In the Admin tab, you can see server views, filter configuration, and user configuration in the Admin

Navigator.

You can navigate to these functions from:

Table 10-1 Admin Tab User Interface

User Interface

Description

Acdrnir

Color Fiker Configuration

@ Ewent Configuration

Ewert Menu Corfiguration
-I.L?

Fitter Configuration

Glohal Fiter Configuration
hap Data Configuration
Report Data Configuration
SErvers Wigw

U=ser Configuration

LRG0 %

The Admin menu in the menu bar
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User Interface Description

Navigator g & The Navigation Tree in the

Color Filter Corfiguration Navigation pane
Das Statistics

Ewert Configurstian
Ewert Menu Configuration
Global Fitter Corfigurstion
Map Data Configuration
Report Data Configuration
- Servers View

+-{2) Fitter Configuration

*-0) User Corfiguration

sssesnes

Event Menu Configuration o . The tool bar buttons
Report Data Configuration  Servers View
Color Filter Configmration I Filter Configuration T

DA r& s udj
v ¥

Blerm Confizuratin Global Filier Map Data User

Configuration Configuration Corfizuration

10.3 Servers View

Through the Servers view you can start, stop, or restart processes that are installed on the product
installation. Servers view also allows you to monitor the status of all Sentinel server processes

across the system. The following are the Sentinel server processes:

¢ Collector Manager
¢ Correlation_Engine
¢+ DAS Binary

¢+ DAS Core

+ Web Server

* Unix Communication Server
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Figure 10-2 Servers View Window
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+ Start, Stop, or Restart processes: Take these actions on a process by right-clicking the
process entry.

You cannot either stop or restart the following processes by using the right-click options Action
> Stop/Restart in the Servers view.

¢+ DAS Core

¢ Web Server

¢ Unix Communication Server

¢ Starts: The number of times the process was started, for whatever reason. This includes starts
initiated by the user through the GUI or done automatically.

+ AutoRestarts: The number of times the process was automatically restarted. Because this only
applies to automatic restart scenarios, it does not apply to restarts initiated by a user. This field
is helpful for determining if the process exited (For example, because of an error) and was
automatically restarted by the Sentinel Watchdog.

10.3.1 Monitoring a Process

1 Click the Admin tab.

Click Servers View. Alternatively, click Servers View > Servers View in the Navigator, or click
the Servers View icon| 2

2 Expand the server view. All the processes are listed.

10.3.2 Creating a Servers View

1 Click the Admin tab.

Click Servers View. Alternatively, click Servers View > Servers View in the Navigator, or click
the Servers View icon| 2 .

2 To create a new view, click the Manage View drop-down arrow on the bottom right corner, then
click Add View.

+ Specify your option name.
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¢ To arrange which fields you want to be shown, click Fields.

+ To group different attributes, click GroupBy.

*

To sort by different attributes, click Sort.
To filter, click Filter.

To change the display values of the processes shown in the servers view, click Leaf
Attribute.

3 Click Save.

*

*

10.3.3 Starting, Stopping, and Restarting Processes

1 Click the Admin tab.

2 Click Servers View. Alternatively, click Servers View > Servers View in the Navigator, or click
the Servers View icon.

3 Expand the servers view. All the processes are listed.

4 Right-click a process, then click Actions and select Start, Restart, or Stop.

=1} ProcessHeatth

=N 4 sles10vmB4 esecurity

@ Das_Binary 1
@ Das_core 9
@ UNIX Communicati... 1
Q ek Server 1

10.4 Filters

Filters allow you to process data based on specific criteria for events in real time and for users of the
system. Filters enable you to manage data seen in the Sentinel Control Center. The Filter engine
drives the Real Time Event windows by maintaining the data structure for each security filter. Filters
prevent users from viewing unauthorized events and they drop events that users don’t want to see.
Filters are created in the Admin tab of the Sentinel Control Center.

NOTE: The following are invalid filter name characters: $ # . * & : <>,

There are three types of filters:

¢ Section 10.4.1, “Public Filters,” on page 223

¢ Section 10.4.2, “Private Filters,” on page 224

+ Section 10.4.3, “Global Filters,” on page 224

¢ Section 10.4.4, “Configuring Public and Private Filters,” on page 227
¢ Section 10.4.5, “Color Filter Configuration,” on page 229

10.4.1 Public Filters

Public filters are system-owned. Public filters can be used as security filters or display filters.
Security filters are based on user permissions. Display filters determine which events are depicted in
the real time event tables, charts, and graphs.
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Figure 10-3 Filter Manager Window
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10.4.2 Private Filters

Private filters are user-owned. Private filters are display filters and are shareable if you have the
View Private Filters permission.

10.4.3 Global Filters

Global filters are classified as Public filters. Global filters are sequentially processed at the Collector
Manager for each event. Once the global filter criteria are met, the evaluation stops for that event
and the associated global filter action is taken for the event.

The order of evaluation of global filters is top to bottom, as shown in the console. They can be
enabled or disabled as required. Global Filters enable routing actions and JavaScript actions on
events. Routing actions include dropping events or routing events to database, database and GUI
(SCCQ), or only to GUI (SCC).

Through the Global Configuration window, you can:

+ Create a Global Filter
¢ Rearrange a Global Filter
+ Delete a Global Filter
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Figure 10-4 Global Filter Configuration
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NOTE: The Action column and the Action Manager button are available only on systems that have
Sentinel 6.1 RD Hotfix 2 or later installed.

Creating a Global Filter

1 Click the Admin tab.

2 Click Admin > Global Filter Configuration or select Global Filter Configuration in the
navigation tree.

3 Inthe Global Configuration window, click Add.
4 In the new blank row, click the Filter Name column.

5 In the Filter Selection window, highlight a relevant filter and click Select, or click Add if you
need to create a filter.

6 In the Active column, select the checkbox to associate the filter with the options specified in the
Route and Action columns.

NOTE: If the Active checkbox is not selected, the options sepecified in the Default Route and
Default Action will be associated to the filter. If the Default Action is set to None, then no
action will be associated to the filter.

7 In the Route column, select the routing action that the global filter will have on events that pass
this global filter.

If an event does not meet any of the active global filters, the default action determines how the
event is handled.
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The following are the options available in the Route drop-down list:

+ drop: Events are dropped and are not sent to Sentinel Control Center or the Sentinel

Server database.

+ database: Events are sent directly to the Sentinel Server database and not sent to the

Sentinel Control Center.

¢ database and gui: Events are sent to the Sentinel Control Center and the Sentinel Server

database.

+ gui only: Events are sent to the Sentinel Control Center.

8 Continue adding filters until you have completed adding all the required filters.

9 In the Action column, select the action that needs to be performed once the filter criteria are

met.

NOTE: To create new actions for the filter, click Action Manager or from the menu bar click
Tools > Action Manager. For more information on creating actions, see Section 15.3,

“Actions,” on page 354.

You can associate single or multiple actions to a filter. By default, the Action and Default
Action are set to None. Global Filters execute only JavaScript actions. Actions that are

associated with global filters cannot be deleted from the Action Manager.
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10 Continue adding filters until you have completed adding all the required filters.

11 Click Save.
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Rearranging Global Filters

1 In the Global Configuration window, select a filter and click Up or Down to move it to a
different location on the list.

2 Click Save.

Deleting a Global Filter

NOTE: When you delete a global filter, the confirmation message is not displayed.

1 In the Global Configuration window, select a filter from the list and click Delete.

2 Click Save.

10.4.4 Configuring Public and Private Filters

Configuring public and private filters allow you to:

¢ “Adding a Filter” on page 227

¢ “Cloning a Public or Private Filter” on page 229

+ “Modifying a Public or Private Filter” on page 229

* “Viewing the Details of a Public or Private Filter” on page 229

¢ “Deleting a Public or Private Filter” on page 229

Figure 10-5 Filter Manager Window
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Adding a Filter

To add a public or private filter:

1 Click Admin > Filter Manager or select File Manager under the Filter Configuration folder in

the Navigator; then click Add.

2 Select an Owner ID. You can select PUBLIC or PRIVATE (user owned).
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Specify a filter name.
The table editor is the default selection for editing the contents.

Optionally, you can click Use free form editor to display a free form editor. The free form
editor allows you to create complex expressions not possible with the table editor. However,
after the expression is modified with the free form editor, the table editor cannot be used with
the expression.

Select the criteria for the following columns:

* Property

¢ Operator

¢ Value columns.
Your choices displays in the Expression string box.
In the Match if box, click one of the following:

+ All conditions are met (and)

¢ One or more conditions are met (or)

To create another filter expression, click Create a New Filter Expression (+) to add another row
to the filter expression table.

To remove a filter expression, select a filter expression from the table and click Remove the
Selected Expression (-).

Click Save.
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Cloning a Public or Private Filter

Cloning is a convenient way to duplicate a filter to assure consistency of criteria among a group of
filters or users.

1 Open the Filter Manager window.
2 Click Clone.

3 Provide a new filter name.

4 Change any original filter’s criteria.
5 Click Save.

Modifying a Public or Private Filter

1 Open the Filter Manager window.

2 Select a filter and click Details.

3 Change any of the criteria as desired. You cannot change the Owner ID and the Filter Name.
4 Click Save.

Viewing the Details of a Public or Private Filter

1 Open the Filter Manager window.
2 Select a filter and click Details.

Deleting a Public or Private Filter

1 Open the Filter Manager window.
2 Select a filter and click Delete.
A confirmation window displays.

3 Click Yes in delete confirmation dialog box.

10.4.5 Color Filter Configuration

The Color Filter Configuration feature allows you to assign background and text colors to events in
the Sentinel Control Center based on filter criteria. The background and text colors assigned to a
filter apply to all Sentinel tables, including Active Views, event tables associated with incidents,
offline queries and historical event queries.

On applying a color filter, all the event tables are updated.
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Figure 10-6 Color Filter Configuration
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The Color Filter Configuration GUI displays a list of all the color filters that are defined in the order
in which they should be applied. If an event meets the criteria for more than one of the color filters,
the first color filter configuration is applied. For example, the following filter configurations are
created and attached to color filter configuration:

¢ Color filter configuration 1: sev=2 (with background color red and text color yellow)

¢ Color filter configuration 2: sev>1 (with background color white and text color black)
Any event with severity=2 will meet the criteria for both color filters, but because the sev=2 color
filter configuration is at the top, all the events with sev=2 are coded according to color filter
configuration 1. All the other events with sev>1 (For example, sev=3, 4, 5 and so on) follow color
filter configuration 2.

¢ “Adding a Color Filter” on page 230

¢ “Deleting a Color Filter” on page 232

¢ “Setting Color Filter Priorities” on page 232

Adding a Color Filter

1 Click Color Filter Configuration in the navigation pane or click the Color Filter Configuration
button.

2 Click Add. A new Color Filter Configuration row is created as shown below.

Fitter Mamne Text Color Background Color Example
IExa'ane |

3 Click the Filter Name drop-down list. The Filter Selection window displays.
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4 From the list, select a filter to which you want to apply the color filter configuration and click
Select, or click Add to create a new filter.

For more information on configuring filters, see Section 10.4.4, “Configuring Public and
Private Filters,” on page 227.
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PUEBLIC Collector_9201 C793.. fitter( e Reservedar22 = "9201 C793-4402 C-1029-9707-0018FES... | »

Manage Fiter Corfiguration

[ add | [ cione || Deete || petais || select |

5 In the Color Filter Configuration window, click Text Color. The Pick a Color window displays.

Pick a Color

Swatches |

se | Ras|

Recerit:

Prewiew

n - . Sample Text Sample Text

. . . Sample Text Sample Text

[ ok || cancel || Reset |

6 Select a color from the Swatches tab. Alternatively, click the HSB or RGB tab and specify the
HSB or RGB color value in the respective tab.

7 Click OK.
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8 In the Color Filter Configuration window, click Background Color. The Pick a Color window
displays.

9 Select a color from the Swatches tab. Alternatively, click the HSB or RGB tab and specify the
HSB or RGB color value in the respective tab.

10 Click OK.
11 Click Save.

NOTE: The order of the color filter configuration row in the Color Filter Configuration window
matters. If more than one color filter definition applies to an event, the formatting for the first color
filter takes precedence.

Deleting a Color Filter

1 Click Color Filter Configuration in the navigation pane.

2 Select a Color Filter Configuration row and click Delete.

Setting Color Filter Priorities
1 Click Color Filter Configuration in the navigation pane or click the Color Filter Configuration
button.
2 Select a Color Filter Configuration row.

3 Click the Up or Down button to set the priority.

NOTE: The Up and Down buttons are active only when there is more than one color filter
configuration row available in the Color Filter Configuration window.

10.5 Configure Menu Options

NOTE: To use this feature, you must have the Event Menu Configuration user permission.

Use the Event Menu Configuration window to create the menu items that appear on the Event menu,
which is available by right-click when an event (or set of events, if the action is written in
JavaScript) is selected in any event table (for example, an Active View™ window, Snapshot window,
Incidents Events window, or Offline Query window). Sentinel has the following default Event Menu
Configuration items that you can clone, activate, or deactivate:
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Figure 10-7 Event Menu Configuration

N Menu Configuration ™ =1 E3
Active Menu Label Description
W@ ping Ping the Destination IP of the selected evert.
4 higlookug Perfortn an nelookup on the Source P of the selected event.
¢ tracert Perfartn & tracert from the Source [P of the selected event.
4 Whois? Perfortn an ARIN YWhois? lookup on the Source [P of the selected event.

4

| H

~Manage Menu Configuration

Add | Di=tails | Clone | [elete | (2] | Crasvr | Browser ... |

¢ Ping: Ping the destination (or target) IP of the selected event

¢ nslookup: Perform an nslookup on the Source (or initiator) IP of the selected event

+ tracert: Perform a traceret from the Source (or initiator) IP of the selected event to the Sentinel
Server

¢ Whois?: Perform an ARIN Whois? lookup on the Source (or initiator) IP of the selected event

To view the configuration details for any of these options, select the item and click Details. The
following is the nslookup configuration.

Figure 10-8 Menu Item

~hlenu ltem

Mame:

Descripkion:

Ackion:

File type

Parameters:

Use broveser

Inslnnkup|

IPerfu:urm an nslookup on the Source IP of the selected event.

IExec:uie Command

-

Cammand [ URL; Inslookup

I%SuurcelP%

In addition, new options can be customized to execute a command, open a Web browser, or execute
a JavaScript Action configured through the Action Manager.

NOTE: The Execute Command scripts, commands, or applications must be available in

<Install directory>/config/exec.

Event Menu Configuration allows you to perform the following activities:

¢ Section 10.5.1, “Adding an Option to the Event Menu,” on page 234

¢ Section 10.5.2, “Cloning an Event Menu Option,” on page 235

¢ Section 10.5.3, “Modifying an Event Menu Option,” on page 236
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*

Section 10.5.4, “Viewing Event Menu Option Parameters,” on page 236

*

Section 10.5.5, “Activating or Deactivating an Event Menu Option,” on page 236

*

Section 10.5.6, “Rearranging Event Menu Options,” on page 236

*

Section 10.5.7, “Deleting an Event Menu Option,” on page 236

*

Section 10.5.8, “Editing Your Event Menu Browser Settings,” on page 237

10.5.1 Adding an Option to the Event Menu

Users with the appropriate permissions can add new actions to the event menu that appears when
users right-click an event or events in any event table. There are three types of actions that can be
configured for the event menu:

+ Execute Command: Executes a script or an application, and opens the output in a specified
application. This action can take the value of a field or fields as input, and can only be executed
on a single event.

¢ Launch a Web Browser: Launches a Web browser with a specified URL. This action can take
the value of a field or fields as input, and can only be executed on a single event.

¢ JavaScript Actions configured through the Action Manager. JavaScript actions can be executed
on a single event or multiple events.

NOTE: Some JavaScript action plug-ins require a correlated event or incident as input. Actions
configured from these plug-ins are excluded from the Event Menu Configuration list. This Action
Plugin property is defined by the developer.

To add a command to the right-click menu:

1 Click the Admin tab.
2 In the Admin Navigator, click Admin > Event Menu Configuration.
3 Click Add. The Event Menu Configuration window opens.

N Event Menu Configuration E]

Marme: ping command
Dezcrighon: | To execute " PFing" command

Action: 4 Execute Command -

Options

Us=browssr: ]
File typea:

Cammard f URL: | ping

Parameters: 1000111

[ Hew | [ aodaction. | [ ok | [ cancel |

4 Specify a name and description.

To place the command in a folder, provide folder name/command name in the Name field.
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5 Select an action from the drop-down menu or click Add Action to configure a new JavaScript
action. The available settings vary based on which action is chosen:

Option

Description

Use browser

File Type

Command/URL

Parameters

Displays the output of your command by using the defaults configured
for the Web browser, based on the file type. This is only available with
the Execute Command action.

If you selected the Execute Command Action, if your browser settings
are set up to use the default browser, and if you selected the Use the
following commands option to launch a browser, you have the option
of setting the file type for the output of this command (such as .pdf).
This is only available with the Execute Command action if Use
browser is selected.

The script or URL that the browser should open or the script or
application name to invoke. This is only available with the Execute
Command and Launch Web Browser actions.

Parameters to represent information from the selected event must be
enclosed by percent signs (for example, %InitIP%). For a list of
available tags you can use when specifying parameters, click Help in
the Event Menu Configuration dialog box or see “Sentinel 6.1 Rapid
Deployment Event Fields” in the Sentinel 6.1 Rapid Deployment
Reference Guide.

This option is only available if your menu configuration browser settings are set to Use Default
Browser. For more information, see Section 10.5.8, “Editing Your Event Menu Browser

Settings,” on page 237.

NOTE: The script or application for Execute Command must be located in
<Install directory>/config/exec.

6 Click OK. The new option is added to the list of menu items when users right-click an event or

events.

10.5.2 Cloning an Event Menu Option

1 Open the Event Menu Configuration window.

2 Select a menu item from the table and click Clone.

3 In the Event Menu Configuration dialog box, edit the following as necessary:

+ Name

¢ Description

+ Action

¢ To use a browser or not. For information, see Section 10.5.8, “Editing Your Event Menu
Browser Settings,” on page 237.

¢ Command/URL
+ Parameters

+ Select an action:

+ Execute Command
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¢ Launch Web Browser.
¢ Any JavaScript action configured in the Action Manager

For a list of available tags you can use when specifying parameters, click Help on the Event
Menu Configuration dialog box or see “Sentinel 6.1 Rapid Deployment Event Fields” in the
Sentinel 6.1 Rapid Deployment Reference Guide.

4 Click OK. The new option is added to the list of menu items in the Event Menu Configuration
window.

10.5.3 Modifying an Event Menu Option

1 Open the Event Menu Configuration window.
2 Double-click a menu option.

3 Type your desired changes and click OK.

10.5.4 Viewing Event Menu Option Parameters

1 Open the Event Menu Configuration window.

2 Select a menu item and click Details.

10.5.5 Activating or Deactivating an Event Menu Option

1 Open the Event Menu Configuration window.

Right-click a menu option and select either Activate or Deactivate.

[traceroute
[Whois? Add
[Lauch Ezecy| Details
Clone
Delete
Up
Down

Deactivate

10.5.6 Rearranging Event Menu Options
1 Open the Event Menu Configuration window.
2 Select a menu option and click Up or Down.

10.5.7 Deleting an Event Menu Option

1 Open the Event Menu Configuration window.
2 Select a menu option and click Delete.
¢ Click Yes to delete the menu option

¢ Click No to retain the menu option
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10.5.8 Editing Your Event Menu Browser Settings

This option allows you to send your Event Menu output to an external browser. The external
browser can be any application. It is not restricted to Internet browsers. By changing the file
extension, you can launch whatever application is associated with that extension. For example, txt is
often associated with Notepad. You can also select to launch a specific program (for example, you
can set txt files to be opened by Wordpad or another editor).

1 Open the Event Menu Configuration window.
2 Click Browser.

N Event Menu Configuration @

() Use the folowing commands to launch & browser:
(HURL% indicates where the URL argument is inserted)

| Brovesa. . ]l Tast... |

Default extension | bemi

[ Ok ] [ Cancel ] [ Help ]

3 Select one of the following two options:
¢ Use default browser: Uses the default browser set for that particular machine.

¢ Use the following commands to launch a browser: Allows you to specify a specific
application to launch. When you are using a browser other than the default browser, your
command line must be followed by a %URL%. For example:

C:\Program Files\Internet Explorer\IEXPLORE.EXE %URL%

¢ Default extension: This file extension is assumed if the file type in a configured action is
blank.

The following is an example where the output of the Menu Option launches into Internet
Explorer*.
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N Event Menu Configuration @

() Use defaul beoviser

(%) Use the fobowing commands to launch a browser:

(% URL% indicates where the URL argument is inserted)
CAProgram Filesinternet ExplorerVEXPLORE.EXE %URLY

| Browesa. . ]l Tast. . |

Default extension | himl

[ Ok ] [ Cancel ] [ Help i

4 After you set your configuration, click OK.

10.6 DAS Statistics

This feature is for internal monitoring of your system. It is not intended for the average user. DAS
Statistics monitors the following:

+ DAS Binary
¢+ DAS Core

Unix Communication Server

*

*

Collector Manager

*

Correlation _Engine
+ Web Server

Statistics includes the following:

+ Service: Name of the service, such as DAS Core
¢ Time: Time since the last update
¢ num: Number of requests processed for this entry

+ WaitTime: Average wait time in seconds for a request before its processing starts

*

Runtime: Average time to process a request (in seconds)
+ #wait: Average size of the wait queue

¢ #run: Average size of the run queue
The information is divided into three sections:

+ Requests
+ Services
¢ ThreadPools
Requests keeps all the requests by channel (such as services.CorrelationService). Services does the

same by service. Sometimes the information provides a breakdown by appending a category under
the name, such as Services.CorrelationService or Services.RemoteObjectService. EMap.getMapPK.
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For Services, the remote method calls from user-defined services (your XML services) are all under
services.RemoteObjectService. Under that it puts the name of the service (such as EMap in the
above example) and if asked, the name of the method (getMapPK in the above example).

When a request such as a DAS query is received by a server, a task is created and scheduled. The
task is then assigned to a thread pool for execution. There can be more than one thread pool and a
thread pool can service multiple services. For that reason, a request needs to wait for an available
thread even if the service is not heavily used. If the statistics indicate that the wait time for a request
is long and the number of requests for that service is low, check the information about the thread
pools.

The numbers next to an entry are the sum for all its children. For example, requests 15 means that
there are 15 requests for all requests method calls. Under that, requests.configurations 1 means that 1
of the 15 are to configurations, requests.esecurity.correlation.config 2 means that 2 of the 15 are to
esecurity.correlation.config, and so on.

Figure 10-9 DAS Statistics Window

N Das Statistics 1 [=]

e 15 min

Service Time Mame MNum Wait (sec) Fun (sec) HMaiting #Running |
DAS_RT-0049E95C-DD...19.00:00 A -
ThreadPools 831 0.000 0211 oo 0.1
ThreadPoals Def... |7 0.005 0.095 0.0 .o
ThreadPools Def.. |7 0.00s 0.096 oo 0o p—
ThreadPoals REE... |5 0.009 37495 0.0 0.1
ThreadPools RIE... |5 0.008 37488 oo 0.1
ThreadPoals RETI... |547 0.000 0.015 0. .o
ThreadPools RiTi .. 4 0.000 0136 oo 0o
ThreadPools RATI... 0 00 0.0
ThreadPools RiTi .. 4 0.000 0.000 oo 0o
ThreadPoals RiTI...|539 0.000 0.014 0. .o
ThreadPools Tim.... |372 0.000 0.001 oo 0o
ThreadPoals.Tim... |& 0.000 0.000 0.0 0.0
ThreadPoolzs Tim._.. & 0.000 0078 oo 0o
ThreadPoals.Tim... [360 0.000 0.000 0. .o
requests 371 0.001 0.008 oo 0o
requests esecuri... 7 0.044 0.096 00 0.0
requests ewvizar. 364 0.000 0.004 oo 0o
services ol o.om 0.008 0.0 0.0
services EventSt.. 364 0.000 0.004 oo 0.0 LI

The number of requests is especially useful, because you can see where requests are going or where
they are concentrated. The # waiting information is useful because it shows how busy the server is.
That number should be small. If it is large, new requests (even for simple tasks) need to wait for
potentially slow ones. The average run time is very important because it shows which requests are
actually taking all the time, as opposed to waiting for others.

10.7 Mapping

A map is a collection of values and keys defined in a CSV or text file. You can enrich your data by
using maps to add additional information to the incoming events from your source device. This
additional information can be used for correlation and reporting.

You can create your custom maps in addition to the default maps available. You can use event
mapping, which allows you to add additional data to an event by using data already present in the
event and by referencing and pulling data from an outside source. For more information, see
Section 10.8, “Event Configuration,” on page 249 and Section 10.8.1, “Event Mapping,” on

page 249.

NOTE: In order to do mapping, your configuration.xml file must be pointing to a
communication server that has DAS Binary and DAS_Core connected to it. This is normally the
case by default, as long as the communication server and DAS processes are running.
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The Mapping tab allows you to:

¢ Add new map definitions
+ Edit map definitions
¢ Delete map definitions

¢ Update map data

Mapping works together with the Referenced from Map Data Source setting for individual fields
under Section 10.8, “Event Configuration,” on page 249. You can map by using a string or number
range. The following are the default maps available:

¢ Accountldentity: Contains information about identities and the accounts associated with
them. The keys are UserName, UserDomain, and CustomerName (for MSSPs). This map is
populated from information in the Account and Identity tables in the Sentinel database.

¢ Asset: Contains the data from the map data source file asset.csv. The asset.csv is
automatically generated from asset data from Sentinel Database when an asset Collector is run.
This file can also be populated manually. The keys are Physical AssetName and CustomerName
(for MSSPs).

+ AssetToRegulation: Contains the data from the map data source file
AssetToRegulation.csv. This file must be populated manually.

¢ CustomerHierarchy: Generally used for Managed Security Service Providers (MSSPs). This
file can be used to organize customers into a four-level hierarchy. It contains data from the
customerhierachy.csv. This file must be populated manually. The key is CustomerName.

¢ IpToCountry: Contains the data from the IpToCountry.csv map data source file. This file
must be populated manually.

+ IsExploitWatchlist: Contains the data from the exploitDetection.csv map data source
file. (vulnerabilities and threats). The exploitDetection.csv file is automatically generated
from Advisor and Vulnerability data from the Sentinel Database when either an Advisor feed is
completed or a vulnerability Collector is run. The keys are IP, AttackName, DeviceName, and
CustomerName (for MSSPs).

To view maps in the GUI:

1 Navigate to the Admin tab and select Map Data Configuration from the Navigation pane or
click the Map Data Configuration button M

=10ix]

'1’} Add  Folder: [Hms ZI ¥ List maps in subLfolders Manape Folders

o Baset

o pToCountry

o AszetToReguiation
J Tamonomy

o IsExplodiatchist
s Customer Hierarchy

| Ready || Pefresh|| Refreshed M: 76108 10:32:33 PM |
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The main Mapping GUI displays a listing of all of the maps that have been defined for the system.

NOTE: Default Sentinel maps cannot be edited or deleted.

10.7.1 Adding Map Definitions

1 Navigate to the Admin tab and select Map Data Configuration from the navigation pane or
click the Map Data Configuration button.

2 Click A4dd.
3 Ifyou are creating a new map folder, click New Directory. Specify a folder name.

4 Ensure that the folder you want to provide your map definition into is selected. (that is, the
folder indicates that it is open).

5 Specify your map name.
6 Click Next.
The Map Type field box is disabled.
7 Select either Local File or Remote File.

¢ Local File: Allows you to browse for your file on your local file system on the machine
where the Sentinel Control Center was launched.

+ Remote File: Allows you to select from existing map source data files on the server
where DAS is running. Remote file points to <Install directory>/data/map data.

N Mew Map Definition

~Source Data File:

File Mame:; |R'emute Filesrattack.csy

" Local File * Remaote File

|--Da‘ta Preview {The first 500 rows are shown):
|

g Lol Ll g

(|FealSecure Deskiop bind-fdmax-dos, 101425 ii

[|FealSecure,apache-tomcat-file-contents, 101426

[|FealSecure Guard isa-netbios-bypass-palicy, 101427

[|RealSecure wordpress-hlogheader-sglinjection 1 01428

[[=ecureMet Provider HTTP Client [14all.cgi] Prabe -MG, 101324

[|RealSecure Deskiop csm-server-ho, 101429

[|BlackICE mirc-dde-gain-privileges, 101431 iy

i ElackliCE, sugar-sales-moduledefaultiile-file-inciude, 1014 30 -
»]

(L] |

= Back Mext = | Cancel |

8 Select your map definition file, then click Next.
Only the first 500 rows of the map appear in the interface.
9 In the New Map Definition window, set the following:

¢ Delimiter: The option are Pipe, Comma, Semicolon, Tab and Other. Specify the delimiter
of the data in rows of the map data source file.

¢ Start at row: Specify the number of rows to skip from the top of the map data source file.
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¢ Column names: Specify the column name.
¢ Column types: The currently supported column types are:

+ String: A group of characters used as a single object by a computer. A string might
consist of a single letter, word, or number. The word FINANCE or IP address
192.168.2.40 might be a string. A string can also consist of a combination of words,
spaces, and numbers. The street address of 1313 LION DOG TOWER could be a
string.

+ Number Range: A range of numbers. For example, 10 to 200 are represented as 10-
200. To use the range map functionality, a map definition must have exactly one key
column and the key column must be of type NumberRange. If there are any other key
columns, or if the key column is of a different type, the mapping service does not
consider the map to be a range map.

+ Active columns: When a column is marked as active, the data in the column is distributed
to processes by using maps. All key columns must be active. Only active columns (but not
key columns) can be selected as the Map Column under the Event Configuration tab.

+ Key columns: A unique identifier for the row of data in the map data. If more than one
column is selected as a key, the overall key of the map includes all of the columns selected
as keys.

¢ Column filtering: A row can be explicitly included or excluded based on matching
criteria for a particular column. This can be used to exclude rows from the map source
data that are not needed or will interfere with your mapping.

As you configure each setting and filter, the data table automatically updates to allow you to
preview your data and to ensure that your data is being parsed as expected.

N New Map Definition
rColumn Definition: -

| Delimiters:

" PFipe

" Semicolon

f"Other:I_
: Stanatruwl 03:

| The first 500 rows are shown

| Calurnn 1 I Calurmn 2 | Calumh 3 |
IMarne: D= Mfr Marne fr Mttack Marne Attack D 3
Type: String =trirg =tring
Key: r r 3
Active: I v v
Riowy O RealSecure Desktop orade-dhmssystem-bo 01001
Rowy 1 RealZecure Guatd openssl-asn] -parzer-dosi 01003
Ry 2 ElackICE erak-icevwarp-file-deles. 101002 :J
Column Filtering I
= Back | Finish | Cancel |

10 After you finish configuring all parameters and filters for the definition, click Finish.
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11 If you selected Local File in Step 7, you are prompted to upload your file to the Remote Files

virtual folder located at <Install directory>\data\map data.
12 Specify a filename and click OK.

10.7.2 Adding a Number Range Map Definition

To use the range map functionality, a map definition must have exactly one key column and the key
column must be of type NumberRange. If there are any other key columns, or if the key column is of

a different type, the mapping service does not consider the map to be a range map.

To create a range map, select a single column to be the key of the map and select NumberRange as
the type of the column. The format of the data in a column of type NumberRange must be m-n,
where m is the minimum number in the range and n is the maximum number in the range (that is,
10-200). The maximum number in the range is not included in the range (that is, [m,n)). This means
a range of 10-200 only keys off numbers equal to 10 to 199. An example set of data is with the first
column as the key:

1-2,AA
2-4,AA
4-12,BB
10-20,BB
30-31,BB
100-200,AA
110-120,CC

Figure 10-10 Number Range Map Definition

~The firsk 500 rows are shown

Column 1

Column 2

Marne:

Fange

alue

Type:

urnberFange

String

KEy:

|

Active:

¥

¥

R 0

14

Al

R 1

4-20

EE

Rt 2

30-31

EE

Rt 3

100-110

A

Rt

110-120

C

Rt 5

120-200

an

The example table is transformed to:

Figure 10-11 Table Transformation

FROM

1-2, a4
-4, 8
4-12, BB
10-20, BB
30-31, BB
100-200, &4
110-120, co

TO:

1-4, a4
4-20, BE
30-31,EBB
100-110, &2
110-120, ¢C
120-200, A&
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An example event configuration on the above map might look like:

Figure 10-12 Event Configuration

(Customeriar3z i Data Source

(Cuskomeriarss Y iEranal

(Customertardd

(Customeryaras * Referenced From Map

(Customerardt

(Customerlard? HE RIS I"‘P Maps/Rangetlap .j

(Customerardd

CLstome a0 IMap Column: IUaIue vl

SAREBOX Key Configuration:

HIpas Map Key Field Event Tag ||
GLEA Customeriara? |
FISMA I

In this example, CustomerVar97 is expected to contain a numeric value or is of a type that can be
converted to a numeric value, such as an IP or Date.

When you look into the example range map, the value in CustomerVar97 takes the range map and
searches for the range that the value belongs in (if any). Some examples and their results are:

CustomerVar97 = 1; CustomerVar89 will be set to AA
CustomerVar97 = 4; CustomerVar89 will be set to BB
CustomerVar97 = 300; CustomerVar89 will not be set

Internally, Sentinel converts IP addresses and dates to an integer for tags of the type IPv4 and Date.
[Pv4 tags are:

¢ TargetIP (dip)
¢ InitIP (sip)

Date tags are:

¢ CustomerVarll to CustomerVar20 (cv11 to cv20)
¢ DateTime (dt)

¢ ReservedVarll to ReservedVar20 (rv11 to rv20)
+ DeviceEventTime

¢ SentinelProcessTime

¢ BeginTime

¢ EndTime

For more information on meta tags, see “Sentinel 6.1 Rapid Deployment Event Fields” in the
Sentinel 6.1 Rapid Deployment Reference Guide.

For example, for the table below, column 1 is numerical range equivalent to an IP range of 10.0.0.0
to 10.0.2.255.

167772160-167772415, AAA

167772416-1677726771,BBB
167772672-167772927,CCC
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Using the same setup as the previous example, if:

¢ The Event Tag is set to TargetIP and key column set to column 1 (range)

¢ Map Column is set to column 2 (value). The output values are for CustomerVar§89.

Figure 10-13 Number Range Map Definition

“The First 500 rows are shown
I Column 1 Colurn 2
Marme; ange alue
Tvpe: umberFange Gkring
Key: v [
Aickive: I~ I~
Row 0 167772160-167772415 AAL
Fow 1 167772416-167772671 EEE
Row 2 16777267 2- 167772927 CCC
al 1
Figure 10-14 Event Configuration
(Cuskornerars? Al
(Cuskomeryarss i External
Cuskomeriarss (v Referenced From Map
SARECE
HIFAR Map Mame: IJ‘ Maps|e-Security querky LI
GLEA
FISMA Map Column: Ivalue vi
MISPOM e o
=P Courtry ey Canficuration:

CIPCountry
(Custormerard?

IMap Key Field Event Tag I |
DestinationlP |

If an event contains a target [P of 10.0.1.14 (equivalent to a numerical value of 167772430), the
output for the CustomerVar89 column within the event is BBB.

Sentinel supports the following number ranges:

+ Range from negative number to negative number (for example, “-234—34")
¢ Range from negative number to positive number (for example, “-234-34”)
¢ Range from positive number to positive number (for example, “234-236")

+ Single number range (negative) (for example, “-234”). In this case, the minimum and the
maximum are both “ -234”.

¢ Single number range (positive) (for example, “234”). In this case, the minimum and the
maximum are both “234”.

+ Range from negative number to max number (for example, “-234-"). In this case, the minimum
is “-234” and the maximum is (263 - 1).

¢ Range from positive number to max number (for example, “234-"). In this case, the minimum
is “234” and the maximum is (2763 - 1).

NOTE: In all cases, the min must be less than or equal to the max (for example, “-234- -235” is not
valid).
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10.7.3 Editing Map Definitions

1 Navigate to the Admin tab and select Map Data Configuration from the navigation pane or
click the Map Data Configuration button.

2 Expand the folder of interest.
3 Select a map definition and click Edit.

The editing function is disabled for map definitions that are under the UNMANAGED ITEMS
folder.

N Edit Map Definition

r Column Definition:

Delimitare: -

" Pipe

° Semicalon

Start at rowa I na

~The first 500 rows are shown

| Calurr 1 I Column 2 | Calutnn 3

Matme: Device WitackSighature Marmalized Attacdd :I
Type: Sring Etrirg Mumber -
ey i W r

Active: =3 T "

oy 0 FealSecure Deskiop ozilla-netzcape-nonas... 101000

oy * RealSecure Deskiop cracle-dbmssystem-ko 01001 =
T e = e ;H

Colurmn Filtering |

il | Cance |

The edit function allows you to:
+ Set your delimiters
¢ Activate or deactivate a column
¢ Set your column keys
+ Set a column filter
+ Set which row to start your map
¢ Rename your columns

4 After making your changes, click OK.

10.7.4 Deleting Map Definitions

1 Navigate to the Admin tab and select Map Data Configuration from the navigation pane or
click the Map Data Configuration button.

2 Expand the folder of interest.
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3 Select the map definition to be deleted.
4 Click Delete.

NOTE: Default Sentinel maps cannot be edited or deleted.

10.7.5 Updating Map Data

Updating allows you to replace the map source data file of a map on the server running DAS with
another file. Your new map source data file must have the same delimiter, number of columns, and
overall structure as the existing map data source file in order for the map to function properly after
the update. The new map source data file should only differ from the existing file by the values that
appear in the columns. If the new map source data file has a different structure than the existing file,
use the Edit feature to update the map definition.

Map updates can be performed on demand from the Sentinel Control Center. To set up an automated
process to update map data, you can run an equivalent process from the command line using
map_updater.sh or map_updater.bat.

There are two map locations: the location referenced by the Event Map Configuration (which is a
user-defined location) and the location where Sentinel stores its internal representation of the map
(<Install directory>/data/map data). The internal representation of the map should never be
manually updated.

¢ “Updating Map Data from the Sentinel Control Center” on page 247

¢ “Updating Map Data by Using the Command Line” on page 248

Updating Map Data from the Sentinel Control Center

1 If you haven’t already done so, create a file containing the new map source data.

This file can be generated (for example, from a data dump script), created manually from
scratch, or be an edited version of the existing map data source file. If needed, you can obtain
the existing map data source file from one of the following locations:

<Install directory>/data/map data

2 Navigate to the Admin tab and select Map Data Configuration from the navigation pane or
click the Map Data Configuration button.

3 Expand the folder of interest, select the mapping to be updated, then click Update.
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i@ Map Data Update: Maps;/New Folder /wuln_attack x|

-Source 2aka File:

Flle Narme: | Browse |

rData Praview: -

Mew I Current |

I Column 1 I Column 2
Marme: Column 1 Column 2
Type: String String
ke rd I
Active: v [+
Kl |+
v Backup Existing Data On Server Ok Cancel |

4 Select the new map data source file by clicking Browse and selecting the file with the new map

data.

After you select the file, the data from the new map data source file displays under the New tab.
The map data you are replacing is under the Current tab.

Deselect or leave the default setting for Backup Existing Data On Server.

Enabling this option results in a backup of the existing map data source file being put in the
<Install directory>/data/map data folder. The prefix of the name of the backup map
data source file is the name of the existing map data source file. The end of the filename
contains a set of random numbers followed by the .bak suffix. For example:

vuln attacksl0197.bak.

Click OK.

The data from the new map data source file is uploaded to the server, replacing the contents of
the existing map data source file. After the source data is completely uploaded, the map data is
regenerated and distributed to map clients (For example, Collector Manager).

Updating Map Data by Using the Command Line

1

248 Sentinel 6.1

If you haven’t already done so, create a file containing the new map source data.

This file can be generated (for example, from a data dump script), created manually from
scratch, or be an edited version of the existing map data source file. If needed, you can obtain
the existing map data source file from one of the following locations

<Install directory>/data/map data
Log into the Sentinel database.

Find the UUID for the map in the MD_CONFIG table (refer to the CONFIG_ID column for the
appropriate map listed in the VALUE column).

On the Sentinel Server machine, log in as esecadm.

Run the following command:
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map updater.sh <uuid> <source path> [nobackup]

6 The data from the new map data source file is uploaded to the server, replacing the contents of
the existing map data source file. After the source data is completely uploaded, the map data is
regenerated and distributed to map clients (for example, Collector Manager).

Unless the optional -nobackup argument is added, the previous map data is saved in a backup file on
the server. Enabling this option results in a backup of the existing map data source file being put in
the <Install directory>/data/map data folder. The prefix of the name of the backup map
data source file is the name of the existing map data source file. The end of the filename contains a
set of random numbers followed by the .bak suffix. For example: vuln attacks10197.bak.

10.8 Event Configuration

¢ Section 10.8.1, “Event Mapping,” on page 249
¢ Section 10.8.2, “Renaming Tags,” on page 253

10.8.1 Event Mapping

Event Mapping is a mechanism that allows you to add data to an event by using data already in the
event to reference and pull in data from an outside source. The outside data source is a map, which is
defined by using Map Data Configuration. The data already in the event that should be used as the
reference into the map and the data to be pulled from the map into the event are specified by using
the Events tab.

Because virtually any data set can be made into a map, Event Mapping is useful for incorporating
data from elsewhere in your organization into the event stream. Some opportunities Event Mapping
provides are:

¢ Regulatory compliance monitoring

¢ Policy compliance

+ Response prioritization

*

Enabling security data to be analyzed related to business operations

¢ Enhancing accountability
When an Event Mapping is defined, it is applied system-wide to all events from all Collectors.
Additionally, Sentinel automatically distributes map data to all processes that perform event

mappings as well as keeping the map data in these processes up-to-date. For these reasons, Event
Mapping provides significant capabilities to support enterprise deployments.

Event Mapping is made up of four main parts:

¢ Controller: Stores all map information

¢ Distributor: Automatically redistributes modified maps to those processes that registered for
the map

+ Monitor: A monitor to detect changes in map source data
¢ Generator: Generates maps from source data
One application of Event Mapping is Sentinel's Asset Data functionality. For example, asset

information is collected and stored in the Sentinel Database asset schema and is represented by a
Physical Asset Entry. Soft assets, such as services and applications, are represented by an entry that
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is linked to a physical asset. The primary automated update mechanism for asset data is through an
asset Collector reading data from a scanner such as Nmap. The asset Collector automates the
retrieval of asset information by reading asset data from the scanner and populating the asset schema
tables with this data. For Event Mapping, asset information is mapped from the destination IP and
source IP.

There are two types of data sources:

+ External: A Collector populates the value in the event tag.

¢ Referenced from Map: Data is retrieved from a map to populate the tag.
Figure 10-15 Data Sources

~Data Source

eSecTaxonomyLeveld

ReservedyarSd _J  External

ReservediarSs

Sourcefssebiame €' Referenced fron Map

SourceMacaddress Map Name: |.C\sset _'J
Sourcchobwarddenkity

SourcedssebCategary IMap Colurn: W

SourceEnvironmentIdentity
Sourcedssetyalue - |
Sourcecriticality Map Key Field | Event Tag |
SourceSensitivicy Fhysicalassethame |SourceIP |

Key Configuration:

In the above illustration, the SourceAssetName tag is populated from the map called Asset (which
has asset.csv as its map data source file). The specific value for SourceAssetName is taken from
the AssetName column from the Asset map. The PhysicalAsssetName column is set as the key.
When the InitIP tag of the event matches one of the source IP values in the Physical AsssetName
column of the map, the row with the matching key is used to intersect the AssetName Column. For
instance, in the following example the IP corresponds to AssetName Finance35.

NOTE: When a column is set as a key, it does not appear in the Column drop-down field.

Figure 10-16 Physical Assent Name Corresponds to the Asset Name

PhysicalAssetName CustormerlD MacAddress AssetHame

193.168.1.91 Marketing0l
193.1658.1.95 Marketingd2
198.168.1.96 Frogramhgrmtd3
193.1658.1.93 Finance34
193.168.1.100 Financeds

You can have more than one column set as a key if you do not want the map to be a range map
(range maps can only have one key column, with that column type set to NumberRange). For
instance (with the column type set to String) the Attackld tag has the DeviceName (name of the
security device) and DeviceAttackName columns set as keys and uses the Normalized AttackID
column in the AttackNormalization map for its value. In a row where the DeviceName event tag
matches the data in the Device map column and the DeviceAttackName matches the data in the
AttackSignature map column, the value for Attackld is the value in the Normalized AttackID
column. The configuration for Event Mapping just described is as follows:
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Figure 10-17 Event Mapping Configuration

v

Reservedyarze -Data Source -
Reservediar2? " Exterral
Reservediarzs
ecarvediar?a ¥ Referenced From Map
Aktackld - LT

Map Mame:  |AttackSignatureMormalization =
DeviceMarme = I = ‘—!
DeviceCateqory Map Calunn: |N0rma|ized.°.ttackld vI
EventContext . :
SourceThreatLevel Key Configuration: |
SourcelserContext Map Key Field Evert Tag |
DrataContexk Device Drevicelame |
SourceFunction Atk ackSignature DieviceAttackMarne |
= weaminor skinm alTankast |

Figure 10-18 Device and Attack Signature Corresponds to the Asset Name

Device AttackSignature NormalizedAttackld

Secure BazkDoorProbe (TCP 1234) 3 Trojan: Backdoor. SubSeven

Secure bBazkDoorHrobe {1 CH 14494 3| lrojan: Backdoor. Subzeven

Dragon RWALLD:SYLOG-FORMAT 4 Sun Microsystemns Solsris rwall Elevated F
Snort RPC TCP rwalld request 4 Sun Microsystemns Solsris rwall Elevated F
Snort RPC UDP rwalld request 4 Sun Microsystemns Solsris rwall Elevated F
Snort YWEB-IIS foxweb. dll access 12 Microsoft Exchange Server Arbitrary Code
RealSecure | SMTP_Exchange_“erb_Do3 12 Microsoft Exchange Server Arbitrary Code

To configure event tags (columns) to use mapping:
1 Navigate to the Admin tab and click Event Configuration in the navigation pane or click the
Event Configuration button.
2 Select an event tag entry from the Event Columns list.

The original Event Tag name displays above the Label field. In addition, the description of the
event column is provided.

Event Columns:
SentinelProcessTime N
Sentinel 3envicelD

SubRezource
TargetdzzetClass
Target Asset Criicalty

3 Click Referenced from Map to configure the event tag to be populated with data from a map.

or
Click External to keep whatever value the Collector put in the event tag (if any).
4 Click the Map Name field down-arrow.
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[Data Source
" External

" Referenced From Map

Map Mame: | Asset LI
o Asset

o AssetToRegulation

key Configursti o Arrarksignatrebnemaliz Abinn

M3 of IpToCountry E
MR N [<Foplaitwatchlist

fap Column:

Select one of the available default maps or select a map you have created.

5 Click the Map Column field down-arrow and select a Map Column name. Depending on your
Map Name choice in the previous step, these values vary.

Map Marme:! I.ﬁ.sset _‘J Map Marne:! IIsEproitWatchIist LI
Map Colurrm;  JAssetMame j Map Colurmn: I_EXIST_ "l
| Key Configurati Customerld ] iKev Configuratim
| Mar Ko ﬂinlﬂ I
e AMacAddress Co—
Pheysicalfsseth =p IP
YHES G MetwiorkIdentity il
AssetCateqory Map Marme: l.ﬁ.ttackSignatureNu:urrralizatiu:unLI
ErvvironmentIdentity
Assetialue Map Colurrr: INurmalizednttackIdj
Criticality e e e T ey MormalizedAttackld

¢+ EXIST : This is a special map column that exists in every map. If this map column is
selected, a “1” is placed in the event tag if the key is in the map data. If the key is not in
the map data, a “0” is placed in the event tag.

+ All other choices: Names of active columns within the map definition that are not set as
a key (for example, the Customerld column in Asset or the NormalizedAttackld column in
AttackNormalization)

6 In the key configuration, select the event tag for each row in the table in the Event Tag column
that will be matched against the map key column specified in the corresponding Map Key Field
column. The rows in the Key Configuration table depend on the Map Name selected.

A key is a unique identifier for the row of data in the map data.

Key Configsafion

Map Ky Field Ewert Tag

: — Zelect a Tay — b
Luthority — Select & Tag — i

Customer Yame BeginTirme
Collector

Collector Mansger id

Collector Scrigt

Connectorkd

Cortrolhanitor W

7 Click Apply.
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Clicking Apply saves the changes you made for the currently selected event column in a
temporary buffer. If you don't click Apply, the changes you made to the previously selected
event column are lost when you select a different event column. Changes won’t be saved to the

server until you click Save.

8 If you want to edit the event mapping of another Event column, repeat Step 2 through Step 7.

Remember to click Apply after editing the Event Mapping of each Event column.

9 Click Save.

Clicking Save saves your changes to the server. The save function saves all changes stored in

the temporary buffer.

10.8.2 Renaming Tags

The Event Configuration window also allows you to assign names to existing event tag labels. For
example, you can rename the label for event tag Ct2 to City. Doing this results in the event tag that
formerly appeared in the Sentinel Control Center as Ct2 to now appear as City. Event tags appear in

the Sentinel Control Center in places such as filters, correlation rules, and Active Views.

Renaming tags does not change the name of the variable in Collector scripts or in internal Sentinel
representations of the tag. For example, even if the event tag labeled Ct2 is renamed to City, the

variable that must be used in a Collector script to reference this meta tag is still s CT2. Any

references to this variable in correlation or filters still work, even if they were originally written

using Ct2.
Below is a before and after illustration of this feature in an Active View.

Figure 10-19 Active View Window: Before

PUBLIC:High_Severity (& 6/21/06 10:26:56 AM Snapshot

I4 urcelP DestinationlP EventName Ct2 “ulnershility J Criticalit
‘ 19016812 21 Failed_login-sdministrator Shuri

R 180165.12.24 apache-chunked-encoding-bo |Shuri
P 190165.12 24 xlight-pass-bo Shuri
2 190168.12.24 Reject Shuri

laja=o

Figure 10-20 Active View Window: After

PUBLIC:High_Severity (@ 6721706 10:30:43 AM Snapshot

I4 urcel? Destination|P Eventhame City Sulnerability .J“ Criticalit
‘ 190.166.12.21 Failed_login-sdministrator Shuri

L 190.166.12.24 apache-chunked-gncoding-bo | Shuri
L 190.166.12.24 xlight-prass-bo Shiri
L 190.168.12.24 Reject Shuri

ajo|= o

To rename an event column:

1 Click Event Configuration in the navigation pane or click the Event Configuration button.

The original Event Column name displays above the Label field. In addition, the description of

the event column is provided.
2 Select an event column entry.

3 Specify a new value for your Event Column in the Labe! field.

Administration

253



& Sentinel Database Manager _ O]
File “iew Database
Abou‘(l Parfrtionsl Tablespaces’ Mapping Events ! Reporting Da’[a!
Evert Calumns: ~Tag
Mes_sage ;] lag ot
DeviceAttackMane
Rtz o Label city
Ct1
Descrigtion:
e A |
il ot
Ri3 kS‘trmg, =i
e ~iata Sairea—

4 Click Apply.

Clicking Apply saves the changes you made for the currently selected event tag in a temporary
buffer. If you don't click Apply, the changes you made to the previously selected event tag are

lost when you select a different event tag. Changes aren’t saved to the server until you click
Save.

5 Click Save.

Clicking Save saves the changes to the server. The save function saves all changes stored in the
temporary buffer.

6 In order for changes to be visible in Sentinel Control Center, close and reopen any Sentinel
Control Centers that are running.

10.9 Report Data Configuration

The Report Data Configuration option allows you to enable and disable summaries or aggregate
tables in the Sentinel database. Enabling a summary allows aggregation to start computing the
counts for that particular summary and shortens the execution time for any report that uses the
summary table. Sentinel Top 10 reports use summary tables.

A summary is a defined set of attributes that make up the key for which to compute the number of
unique occurrences (event count) by each hour time period (event time). For
EventSevDestPortSummary, it saves the count of events for each unique combination of destination
port and severity for an hour. These saved computations of the event data allow for quicker

summary reporting and querying. Certain summaries need to be active in order for the summary
reports to be accurate.

Aggregation is the process of calculating the running count for all active summaries as events flow
through the system. These running counts are saved to the database in the summary tables.

Summaries Benefits:

¢ Qreatly reduced event data set
¢ Conformed dimensions that allow the ability to drill down, roll up and drill across on event data

¢ Summary reports run much faster with precomputed summaries
Aggregation Benefits:

¢ Only processes active summaries

+ Does not affect event insertion into the real-time database.

254 Sentinel 6.1 Rapid Deployment User Guide



Report Data Configuration tab allows you to:

+ Enable/disable any predefined summaries
¢ View attributes of each summary
+ See the validity of a summary for a period of time

¢ Query which Event files need to be run so that the summary is complete

The following are all summaries already defined in the system.

Table 10-2 Summary Name Description

Summary Name Table/Description

EventSrcSummary EVT_SRC_SMRY_1

Sums the event count by source IP, source asset information,
source port, source user, taxonomy, event_name, resource,
Collector, protocol, severity, and event time by hour.

EventDestSummary EVT_DEST_SMRY_1

Sums the event count by destination IP, destination asset
information, destination port, destination user, taxonomy,
event_name, resource, Collector, protocol, severity, and event time
by hour.

EventSevDestTxnmySummary EVT_DEST_TXNMY_SMRY_1

Sums the event count by destination IP, destination asset
information, taxonomy, severity, and event time by hour.

EventSevDestEvtSummary EVT_DEST_EVT_NAME_SMRY_1

Sums the event count by destination IP, destination event asset,
taxonomy, event name, severity, and event time by hour.

EventSevDestPortSummary EVT_PORT_SMRY_1
Sums the event count by destination port, severity, and event time
by hour.

EventSevSummary EVT_SEV_SMRY_1

Sums the event count by severity and event time by hour.

*

Section 10.9.1, “Disabling or Enabling a Summary,” on page 255

*

Section 10.9.2, “Viewing Information for a Summary,” on page 256

*

Section 10.9.3, “Checking the Validity of a Summary,” on page 256

*

Section 10.9.4, “Query the Event Files for a Summary,” on page 257

*

Section 10.9.5, “Running the Event Files for a Summary,” on page 258

10.9.1 Disabling or Enabling a Summary

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.
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2 To disable a summary, click Active in the Status column until it changes to say Inactive.

3 To enable a summary, click InActive in the Status column until it changes to say Active.

Source I Skatus
formedEvent InActi
formedEvent InActiI%
formedEvent Infctive
formedEvent Infctive
formedEvent Infctive
formedEvent Infctive

10.9.2 Viewing Information for a Summary

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

2 Click the ... button in the Attributes column to see the attributes that makeup a summary.

= N Summary Attributes

Summary NamelE\.fE!rrcl_“-E!stSummar\).f
s | Attribute | Bftribite Type |
1 CUST_D attribute -
2 RERC_ID attribute
3 DEST_EWT_ASSET_ID attribute
4 DEST_IP attribite
] DEST_PORT attribite
] DEST_USRE_ID attribute
7 T MY _ID attribute
I&] SEW attribite
9 AGEMNT_ID attribite
10 E%T_MAME_ID attribute
11 PRTCL_ID attribute e
12 E%'T_TIME attribute -
o |

10.9.3 Checking the Validity of a Summary

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.

2 Select Status.

3 Select the summary or summaries you want to query.
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N Summary Status

EvertDestSummary
EvertSevDestTxniy Sutmmary

EvertSevDestEvtSummary

EvertSevDestPortSummary

- Surntnary Mare
v
I
r
r
r

EvertSevIummary

—

EvertSroSurmmary

- Time Interval

Betweeh |ais/2008 _‘ Josiz008

Showe Everit | Showy Graph | Cancel |

4 Select a time interval.
5 Click Show Graph.

The green bars signify that the summary is complete for that time frame. The red sections

signify that the summary is missing data during that time period.

M Summary Graph

EventDestSummany -

Summaries

c:."“c} 4P NN
Lk

i)

ol

Time

o & \. 1
o o 8! o Lol
e

o “B:‘w?' BB.;J*@?‘ 6}.;3'?? %BP'J\ Bﬁ.}ﬁ

i

10.9.4 Query the Event Files for a Summary

1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration

button.

2 Select Status.

3 Select the summary or summaries you want to query.
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N Summary Status

r EvertSevDest Txnmy Summary
N EvertSevDestEvtSummary

I EvertSevDestPortSummary
r EventSevSummary

I~ EvertSreSummary

- Time Interval

Between |2/4:2005 | |prz00s

Showy Everit | Showy Graph | Cancel |

4 Select a time interval.
5 Click Show Event.

6 The event files needed to complete the summary display in a list format.

To complete summaries, see Section 10.9.5, “Running the Event Files for a Summary,” on page 258.

M Processed Summary Status E

Summary File Mame Min Evert Titne Mz Evert Time Process
EvertDestSummaty |events 20060905, (975006 S:52:21 AM 955006 9:05:31 A ﬂ

EventDestSummary [events _200803905... |3/506 9:22 45 A6 (90506 9:52:47 A
EvertDest=ummary |events 20060905, (9/5006 95246 A |90506 9:535; 27 A
EvertDestSummaty |events 20060905, (95006 1012:23 A (955006 10:42: 23 AW
EventDestSummary |events 20060305, (35006 10 42:33 AM |9/506 11:12:50 A
EvertDest=ummary |events 20060905, (985006 11 12:40 Ak |90506 11:42: 37 AWM
EvertDestSummary |events 20060905, (95006 11 42:47 A (975006 121244 PM
EventDestSummary [events _20080305... |3/5/06 1212:54 P |9/506 12:42:52 P
EvertDestSummary |events 20060905, (955006 12 42:34 PR |905006 1:12;50 P

S0 00 [ [ h s DD [ ha | =

=l

Close |

L 173

Process

10.9.5 Running the Event Files for a Summary
1 Click Report Data Configuration in the navigation pane or click the Report Data Configuration
button.
Select Status.
Select the summary or summaries you want to query.
Select a time interval.
Click Show Event.

The event files needed to complete the summary display in a list format.

a b ODN

6 Select the event files that you want to run so that the summary is complete.
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7

1e | Min Even...| Max Eve...l Process I
v |Man Jan ... |Man Jan ..
.. |Man Jan ... |Man Jan ...

RS

oo [Man Jan ... Mon Jan ...
o (Mon Jan ... Mon Jan o,

Click Process.

10.10 User Configurations

You must have the user permission in order to work in the User Configuration window.

User configuration allows you to:

*

*

Section 10.10.1, “Opening the User Manager Window,” on page 259
Section 10.10.2, “Creating a User Account,” on page 259

Section 10.10.3, “Modifying a User Account,” on page 264

Section 10.10.4, “Viewing Details of a User Account,” on page 264
Section 10.10.5, “Cloning a User Account,” on page 264

Section 10.10.6, “Deleting a User Account,” on page 264

Section 10.10.7, “Terminating an Active User Session,” on page 264
Section 10.10.8, “Adding an iTRAC Role,” on page 265

Section 10.10.9, “Deleting an iTRAC Role,” on page 265

Section 10.10.10, “Viewing the Details of a Role,” on page 265

10.10.1 Opening the User Manager Window

1 Click the Admin tab.

Click Admin > User Configuration.

10.10.2 Creating a User Account

In order to meet stringent security configurations required by Common Criteria Certification,
Sentinel requires a strong password with the following characteristics:

*

Select passwords of at least 8 with characters in length that includes at least one uppercase
letter, one lower case letter, one special symbol (!@#$%"&*()_+), and one numeral (0-9).

Your password should not contain your e-mail name or any part of your full name.

Your password should not be a common word. For example, it should not be a word in the
dictionary or slang in common use.

Your password should not contain words from any language, because numerous password-
cracking programs exist that can run through millions of possible word combinations in
seconds.

You should select a password you can remember that is still complex. For example, Msi5!'YOId
(My Son is 5 years old) or ThliCf5#yN (I have lived in California for 5 years now).
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To use this feature, you must have the User Management user permission. For more information, see
the Sentinel 6.1 Rapid Deployment Reference Guide.

¢ “Creating a User Account Through LDAP Authentication” on page 260
¢ “Creating a User Account Through Local Authentication” on page 262

¢ “Creating a User Account Through Domain Authentication” on page 263

Creating a User Account Through LDAP Authentication

NOTE: This option is applicable only for Sentinel 6.1 Rapid Deployment SP1 and later. By default,
this option is disabled. Configure the server as given in “LDAP Authentication” in the Sentinel 6.1
Rapid Deployment Install Guide to enable this option.

Select the Admin tab.

Open the User Configuration folder.
Open the User Manager window.
Click 4dd a new User.

or

A ODN -

Right-click any user and select Add User.
The Add User window is displayed.
5 Inthe Add user window, perform the following:
5a Select LDAP for Authentication.
5b Specify the LDAP username.
5¢ For a Security Filter, click the down-arrow.
The Filter Selection window is displays and shows all the public filters.
5c¢1 Select a filter, then click Select.
or
Click Add to create, then select a new filter.
After assigning a security filter to a user, you cannot delete that filter.
5d Specify the LDAP User DN.

For example, cn=sentinel ldap_ user,o=novell

NOTE: This field is available only if you have selected n for “Anonymous searches on
LDAP directory ” parameter while configuring LDAP authentication. For more
information, see “Configuring Sentinel 6.1 Rapid Deployment Server for LDAP
Authentication” in Sentinel 6.1 Rapid Deployment Installation Guide.

IMPORTANT: Do not leave the LDAP User DN field empty.
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L |

[N Add User b
f[]etails rPermissions |/Rnles |

% ~Authorization

Authentication: 2 Domain @ LDAP O Local
User Mame: |sentinel_ldap_user
Password:

Confirm Password:

Security Filter: ‘PUBLIC:RLL ‘v|

LDAP User DM: |cn=sentinel_ldap_user,uznnvell |

g ~Details

First Name:

Last Name:

Phone:

| |
| |
Department: | |
| |
| |

Email:

‘ Ok || Cancel

5e (Optional) Under Details, specify the following:
¢ First Name
¢ Last Name
¢ Department
¢ Phone
¢ Email

5f Click the Permissions tab and assign user permissions. For more information about
permissions, see “Sentinel Control Center User Permissions” in Sentinel 6.1 Reference
Guide.

5g Click the Roles tab and select an iTRAC workflow role for the user. This affects what
work items appear in the user’s work list.

5h Click OK.
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Creating a User Account Through Local Authentication

Select the Admin tab.

Open the User Configuration folder.
Open the User Manager window.
Click Add a new User

E F\dﬁ fdd a new User |if

or

A WODN =

Right-click any user and select Add User.

N User Manager
-

=nacadin ALL
i Lsers Add Uszer

Clone User

Delete User
User Details
Lock User

Urlock Uzer

5 Under Authorization:
¢ Select Local for Authentication.
+ Specify the username.
+ Specify the password.
¢ Confirm the password.

6 For a Security Filter, click the down-arrow. The Filter Selection window displays and shows all
public filters.

7 Select a filter and click Select or click Add to create, then select a new filter.
After assigning a security filter to a user, you cannot delete that filter.
8 (Optional) Under Details, specify:
¢ First Name
¢ Last Name
¢ Department
¢ Phone
¢ Email
9 Click the Permissions tab and assign user permissions.
10 Click the Roles tab and select an iTRAC™ workflow role for the user.
11 Click OK.
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Creating a User Account Through Domain Authentication

NOTE: In Sentinel 6.1 Rapid Deployment Hotfix 2, LDAP users are also created by using this
option.

1 Select the Admin tab.

2 Open the User Configuration folder.

3 Open the User Manager window.
Click Add a new User.

E F\di fdd a new User E

or

Right-click any user and select Add User.

N User Manager
B

enacadin ALL
i users Add Uzer

Clone User

Delete User
Uszer Details
Lock User

Unlock User

4 Under Authorization:
+ Select Domain authentication.
+ Specify an existing User Name in the form Domain\Username.

5 For Security Filter, click the down-arrow. The Filter Selection window displays and shows all
public filters.

6 Select a filter and click Select or click Add to create and then select a new filter.
After assigning a security filter to a user, you cannot delete that filter.
(Optional) Under Details, specify:

+ First Name

*

Last Name
¢ Department
¢ Phone
¢ Email

7 Click the Permissions tab and assign user permissions. For more information about
permissions, see “Sentinel 6.1 Rapid Deployment Control Center User Permissions” in the
Sentinel 6.1 Rapid Deployment Reference Guide.
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8 Click the Roles tab and select an iTRAC workflow role for the user. This affects what work
items appear in the user’s work list.

9 Click OK.

NOTE: PostgreSQL does not allow the creation of users named the same as one of the PostgreSQL
Reserved words. Also, Sentinel does not allow you to use these names.

10.10.3 Modifying a User Account

To use this feature, you must have the User Management permission.

NOTE: The Sentinel Database Administrator, Sentinel Administrator, Sentinel Application User,
and Sentinel Report User are created during installation.

1 Open the User Manager window.

2 Double-click a user account or right-click it, then click User Details.
3 Modify the account.

4 Click OK.

10.10.4 Viewing Details of a User Account

To use this feature, you must have the User Management permission.

1 Open the User Manager window.
2 Double-click a user account or right-click it, then click User Details.

Review the details of the user account and close the window.

10.10.5 Cloning a User Account

1 Open the User Manager window.

2 Right-click a user account, then click Clone User.

3 Change the user information and the user permissions.
4 Click Save.

10.10.6 Deleting a User Account

To use this feature, you must have the User Management permission.

1 Open the User Manager window.
2 Right-click a user account, then click Delete User.

3 A Delete box displays. Click Yes to delete the User.

10.10.7 Terminating an Active User Session

1 Open the Active User Sessions window.

2 Right-click an active session you want to terminate, then click Kill Session.

264 Sentinel 6.1 Rapid Deployment User Guide



N Active User Sessions

User Mame 0% User Mame IP &ddddress Login Tirme Session Id
B, e oo oo inHAL. 70109 11:47:40 M [47E29750-4793-. |
Kill Session

You are prompted for a termination message. This option is provided so that you can inform the
user why you are killing the session.

3 Provide a message, then click OK.
or

Close the window to terminate the session without sending a message.

NOTE: If the client machine has multiple network interfaces, the IP Address displayed in the
Active User Sessions window might not be the desired IP address, as the non-loop back IP
address of the first NetworkInterface returned by the system is displayed.

10.10.8 Adding an iTRAC Role

1 Open the Role Manager window.
2 Right-click a role, then click Add New Role.

Arddd Mew Fole
Delete Rale

Role Details

10.10.9 Deleting an iTRAC Role

1 Open the Role Manager window.
2 Right-click a role, then click Delete Role.

10.10.10 Viewing the Details of a Role

1 Open the Role Manager window.
2 Right-click a role, then click Role Details.
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Sentinel Data Manager

The Sentinel™ Data Manager (SDM) is a tool by which users can manage the Sentinel database.

*

Section 11.1, “Understanding the Sentinel Data Manager,” on page 267
Section 11.2, “Using the SDM GUIL,” on page 267
Section 11.3, “Using the SDM Command Line,” on page 275

*

*

11.1 Understanding the Sentinel Data Manager

The SDM allows users to perform the following operations:

¢ Monitor Database Space Utilization

*

View and Manage Database Partitions

*

Configure Auto-Archives

*

Configure Auto-Addition of Partitions

Monitor Database Space Utilization, View and Manage Database Partitions, and Configure Auto-
Archives operations can be accessed by using the Sentinel Data Manager GUI or by using a
command line interface to the SDM.

NOTE: Some SDM functionality has been moved to the Sentinel Control Center, including Event
Mapping, Summary Data, and Reporting Data.

11.2 Using the SDM GUI

¢ Section 11.2.1, “Prerequisites,” on page 267

¢ Section 11.2.2, “Starting the SDM GUI,” on page 268

¢ Section 11.2.3, “Connecting to the Database,” on page 268

¢ Section 11.2.4, “Partitions Tab,” on page 269

¢ Section 11.2.5, “Tablespaces Tab,” on page 272

¢ Section 11.2.6, “Partition Configuration,” on page 273

¢ Section 11.2.7, “Managing Disk Space Allocation,” on page 275

11.2.1 Prerequisites

There are several prerequisites to running the SDM GUI:

¢ The user must know the following information:
+ Name and password for the Sentinel Database User (dbauser by default)
+ Database host server
+ Database (instance) name

+ Port used for database communications (the default port number is 5432)
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11.2.2 Starting the SDM GUI

¢ “Using the Command Line Option” on page 268
+ “Using the Web Interface” on page 268
Using the Command Line Option

1 Log in to the machine as a member of the esec group (for example, esecadm).
2 Goto<Install directory>/sdm
3 Enter the following command:

. /sdm

Using the Web Interface

1 Log in to the Sentinel 6.1 RD Web interface, then click Applications.

N

For more information, see Section 1.1, “Accessing the Novell Sentinel Web Interface,” on
page 19.

Click Launch Data Manager.
Open the SDM with the Java Web Start Launcher.

Specify the server, database, host, and port number.

o O A~ W

Specify the user credentials and click Connect.

To run the SDM from the command line, see Section 11.3, “Using the SDM Command Line,”
on page 275.

11.2.3 Connecting to the Database

1 Log into the machine that has the SDM installed.

If the Sentinel Database Administrator account uses Windows Authentication, you must log
into the SDM machine by using the Sentinel Database Administrator account.

2 Start the SDM GUI, using the appropriate procedure:
¢ “Using the Command Line Option” on page 268
+ “Using the Web Interface” on page 268
Select the database type.
Specify the database instance name used during the Sentinel database installation.
Specify the database host (hostname or IP address).

Specify the port used for database communications.

N o g AW

If you are using PostgreSQL Server authentication, specify the Sentinel Database
Administrator username and password.
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Database Interface

PostgreSQL

C Server

PostgresQl v

Database Host Port
SIEM 193000 G432

Username Paszword
dhauser

Sawe connection settings

If you select to save your connection settings, the settings are saved to the local sdm. connect
file. By default the sdm. connect file is located in <Install directory>/bin. Nexttime
you start the GUI, the connection settings are repopulated from the sdm. connect file. This file
can be used when you run the SDM from the command line.

8 Click Connect. The SDM is now ready for use.

11.2.4 Partitions Tab

The Sentinel database is partitioned by time to simplify maintenance and improve the performance
of the database. The Partitions tab in the SDM allows users to view and manage database partitions
for the tables that hold event data, correlated event data, and summary data.

To view partitions in the GUI:

1 Click the Partitions tab.

2 In the drop-down list, select the table you want to see.
The SDM displays the partitions of the currently selected database table.

Each row in the Segments table displays the related database table, time range, status and the name
of the partition.

The status of each of the partitions shown in the stegments table has one of the following states:

Table 11-1 Partition States

Status Description

Online Partition with data that is available for access

Online Current Partition to which events are currently being inserted

Online Archived Partition with data that has been archived but is still accessible because

the partition has not been dropped

Offline Archived Partition with data that has been archived and then dropped from the
database
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Status Description

Online Archived Imported Partition with data that has been archived, dropped from the database,
and then re-imported into the database

NOTE: If you delete a partition without archiving it, it is deleted from the partition list in the GUI.

Figure 11-1 Sentinel Data Manager
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. EVENTS 2 G106 70000 PR 61506 7:00:00 PM Online  EVENTS_P_2006061:5190000
. EVEMNTS 3 EM 506 7:00:00 P BHGME 7:00:00 PM Orline  EVWENTS_P_20060616190000
. EVENTS 4 GM GG 7:00:00 P 617106 7:00:00 Ph Onling  EVENTS_P_200606171 30000
. EVEMTS 5 EM 706 70000 P BMEM06 7:00:00 PM Orlime  EVENTS_P_200606131 90000
. EVENTS 6 GM 06 7:00:00 P 61906 7:00:00 Ph Onling  EVENTS_P_200606191 30000
! FyWFRITS 7 FH QMR 720000 PR 20006 700000 Pha Minline  FYWFRITS P 2NNRNR2M qnqnn_’lLI

A I Deletel Archivel Importl Releasel

Audd |1 Partition per DAY 'i far the next ED 'l day(=]

Al Save |

| _r| | conrected to EsEc

At the bottom of the Partitions page, there are several smaller tabs that allow the user to perform the
following operations:

¢ Add empty partitions to the database

*

Delete partitions from the database

*

Archive data from partitions to flat files in a specified, preexisting directory
¢ Import partitions

¢ Drop partitions

Many of these operations can be executed automatically in the database by using stored procedures,
but this page allows the administrator to perform these tasks manually.

To manage partitions:

1 Click the Partitions tab.
2 Select the table in the drop-down list.
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Sentinel partitioned tables are organized into two groups. One is the EVENTS table group,
which includes EVENTS and CORRELATED EVENTS; the other is the summary table
group, which includes all summary, or aggregate, tables. If any one of the tables in the group is
selected, the changes apply to all the tables in the group.

3 At the bottom of the window, select the tab that relates to the operation that you want to
perform : Add, Delete, Archive, Import, or Release.
To add partitions

1 Select the Add partitions tab.
2 Specify the number of days to use for adding the partitions.

You can specify the number of partitions in Partition Configuration in the SDM GUI.
3 Click Add.

To delete partitions:

1 Select the Delete partitions tab.
2 Specify the number of days after which older partitions will be deleted.
3 Click Delete.

To import partitions:

1 Select the Import partitions tab.
2 Select the partition in the Segment table into which the data will be imported.

You can specify the input directory in the Archive Destination field in the Partition
Configuration tab in the SDM GUI.

3 Click Import.
To release imported partitions:

1 Select the Release partitions tab.
2 In the Segment table, select the partitions that need to be released.
3 Click Release.

Archiving Partitions

Events, correlated events, and aggregation (or summary) tables can all be archived by using the
SDM. There are several requirements for archiving:

¢ The directory to which the partitions are archived must already exist on the database server (not
the machine running the SDM); the SDM does not create the directory.

¢ You cannot archive the data to the /root directory.

¢ You must have permissions to write to the archive directory.
To archive partitions:

1 Select the Archive partitions tab.
2 Specify the number of days the older partitions are archived for.
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Add | Delete | Archive | Import | Releaze

Add far the next 1 w | dayi(s)

You can specify the archive directory in the Archive Destination field in the Partition
configuration tab in the SDM GUI.

3 Click Archive.

11.2.5 Tablespaces Tab

The Tablespaces tab in the SDM allows users to view the current database space utilization,
including:

+ Total space allocated for each tablespace

+ Space used by each tablespace

+ Space available (free) for each tablespace.

NOTE: PostgreSQL does not allocate a maximum size for a tablespace. Typically tablespaces can
grow up to the maximum free space available on a file system. Therefore, Sentinel 6.1 Rapid
Deployment allocates 70% of the free disk space for tablespaces at the time of installation, and is
represented as the total space allocated for each tablespace.

To change this, update the md_config table by using an PostgreSQL statement as follows:
UPDATE md _config SET value = 'xxxxx' WHERE unit = 'DISKSPACE ALLOCATED'

Where xxxxx represents the diskspace in MB allocated for tablespaces.
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Figure 11-2 Sentinel Data Manager
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Color-coded bar graphs help to visualize the total space allocated for each tablespace and the percent
used of each tablespace.

11.2.6 Partition Configuration

The Partition Configuration tab in the SDM allows you to set parameters to auto-archive partitions.
It also allows you to auto-add partitions.

To configure auto-archive parameters:

1 Click the Partition Configuration tab. The Partition Configuration window displays.
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2 Select the table group from the drop-down list.

3 Specify the following partition configuration information:

Sentinel 6.1

¢ Partition Interval: Specify the number of partitions that should be created per day or per
hour.

+ Days Online: Number of days of data to keep online in the database.

¢ Archive destination: Specify the destination to store the automatically archived data and
the manually archived data.

¢ Offline operation: Select to archive or drop the data.

Data that is dropped without archiving cannot be retrieved by using the SDM. You should
almost always select the archive option.

Specify the Job Schedule parameters:

+ Select Jobs Enabled check box if it’s not selected. By default, the Jobs Enabled check box
is selected if you selected this feature during installation.

¢ Schedule adding partitions and offline operation parameters. Click Save.
* Click History to view the Job History.

Partition Job scheduling through the SDM is reflected only after the partition job refresh
interval. The default partition job refresh interval is 5 minutes.

To change the partition job refresh interval, edit the partitionJobRefreshInterval option
specified in the /opt/novell/sentinel6 rd x86-64/config/das core.xml file. The
partitionJobRefreshInterval option is provided as part of the Scheduler component in
the DAS_Core container.

After you update the partitionJobRefreshInterval, restart the Sentinel service in order for
the new refresh interval to take effect.
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5 Specify the Job Properties:

¢ Add Min: Minimum number of days of partitions for future data that should exist in the
database at any time

¢ Add Max: Maximum number of days of partitions for future data that should exist in the
database at any time

¢ Archive Chunk: Minimum number of days of partitions that apply to the total number of
days of partitions for the Archive.

NOTE: If the fewer than Add Min days partitions exist in the database, partitions are added
until there are enough partitions for Add Max days. Archiving is done in chunks of days so that
these database operations are not necessary every day.

6 Click Save.

11.2.7 Managing Disk Space Allocation

The Sentinel 6.1 Rapid Deployment installation allocates 70% of the free disk space available at the
time of installation for database, and the value is specified in the diskSpaceAllocated property of
the das_core.xml. If the database consumes more than what is allocated, the Sentinel services
might halt. To monitor such incidents, a scheduler job has been created in the Sentinel services. The
scheduler job monitors the disk space for threshold. There are two thresholds for the disk space. The
value for the lower threshold is 85% and for the upper threshold it is 95% of the disk space
allocated.

The scheduler job runs based on the value specified in the dbStatsInterval property of the
das core.xml. When the database/tablespace size reaches the threshold limits, Sentinel 6.1 Rapid
Deployment system warns you of the disk space limit and behaves as follows:

Lower Threshold: When database/tablespace size reaches 85% of the disk space allocated, the
Sentinel 6.1 Rapid Deployment system warns you with an internal audit event indicating the limit.
These are logged as internal audit events with severity 4.

Upper Threshold: When the database/tablespace size reaches 95% of the disk space allocated,
Sentinel 6.1 Rapid Deployment system removes the oldest partitions for each partition group until
database/tablespace size falls below the threshold level (85%), and also sends an internal audit event
for each partition dropped.

NOTE: Sentinel 6.1 Rapid Deployment does not attempt to remove the online current partition.

11.3 Using the SDM Command Line

The SDM command line functions can be used instead of the GUI. The command line can be used to
create a batch file or cron job for SDM operations, but Novell® recommends using auto-archiving
instead. Auto-archiving can be configured on the Partition Configuration tab of the SDM GUI.

¢ Section 11.3.1, “Prerequisite,” on page 276

¢ Section 11.3.2, “Syntax of the SDM command,” on page 276

¢ Section 11.3.3, “Starting the SDM GUI,” on page 276

¢ Section 11.3.4, “Saving Connection Properties for Sentinel Data Manager,” on page 276

¢ Section 11.3.5, “Adding Partitions,” on page 277
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¢ Section 11.3.6, “Dropping Partitions,” on page 278

¢ Section 11.3.7, “Viewing Partition Summaries,” on page 279

¢ Section 11.3.8, “Archiving Data,” on page 280

¢ Section 11.3.9, “Importing Data,” on page 281

¢ Section 11.3.10, “Deleting Imported Data,” on page 282

¢ Section 11.3.11, “Viewing Sentinel Database Space Usage,” on page 283

11.3.1 Prerequisite

The first step to using the SDM command line is to create a file that stores the connection properties
for the database.

11.3.2 Syntax of the SDM command

[path to SDM] -action [actionname] [action-specific flags] [path to database
connection file]

The specific flags for each action are described below.

11.3.3 Starting the SDM GUI

startGui (DEFAULT)
—-action startGui [-connectFile <filePath>]

11.3.4 Saving Connection Properties for Sentinel Data Manager

The saveConnection command saves the database connection details to a specified file. These
connection details are necessary for all other SDM command line operations.

If you run the SDM GUI with Save connection settings selected, the saveConnection command is
not necessary. You can use the sdm. connect file located in <Install directory>/sdm.

The saveConnection command uses the following flags:

Table 11-2 saveConnection command Flags

Command Command Flags

-action saveConnection

-server <postgresql>

-host <database host IP Address or host name to connect to>
-port <database port number to connect to >

-database <database name/SID>

-driverProps <Properties File>

-dbuser <database username>

-password <database password>
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Command Command Flags

winAuth Used for Windows authentication. When using this option, -user and
—password are not needed.

connectFile <filenameToSaveConnection>

The application saves all the above connection details along with the encrypted password to the
sdm. connect file. All other SDM command line commands refer to the specified file. This step
should be completed the first time you use the SDM command line on a machine and every time you
want to change the connection details the application uses.

To run saveConnection:

1 Execute the command as follows:

-action saveConnection -server <postgresgl> -host <hostIpaddress/hostName>
-port <portnum> -database <databaseName/SID> [-driverProps
<propertiesFile] {-user <dbUser> -password <dbPass> | -winAuth} -
connectFile <filenameToSaveConnection>

The following example saves connections for a host with an IP address of 10.0.0.1 at port 5432.
¢ PostgreSQL Example:

-action saveConnection -server postgresqgl -host 10.0.0.1 -port 5432 -
database SIEM -user dbauser -password xxxxxx —-connectFile sdm.connect

This saves the connection details to the sdm.connect file. the rest of the commands take this
filename as input to connect to the designated database and to perform their actions.

11.3.5 Adding Partitions

The addPartitions action adds the required number of partitions in the following tables according to
the partition configuration settings:
¢ PostgreSQL:
+ EVENTS
¢+ AUDIT RECORD
¢ CORRELATED_EVENTS
+ EVT DEST EVT NAME SMRY 1
+ EVT DEST SMRY 1
+ EVT DEST TXNMY_ SMRY 1
¢ EVT PORT SMRY 1
+ EVT SEV_SMRY 1
¢ EVT SRC SMRY 1

NOTE: Partitions are added in database both for events and correlated events if you select any one
of these two. Partitions are added for all the summary tables if you select any one of them.

If you have configured the database to have 10 days worth of partitions, every time you run
addPartitions it checks to see if you have 10 days of partitions available. If you have enough
partitions for the next 10 days it does nothing. If not, it adds the required number of partitions.
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This action uses the following flags:

Table 11-3 Adding Partition Flags

Command Command FLags
-action addPartitions
-connectFile <filePath>
-tableName <table name>
-keepDays <days to add>

To run addPartitions:

1 Execute this command as follows:

-action addPartitions -connectFile <filePath> -tableName <table name> -
keepDays <days to add>

*

PostgreSQL Example:

./sdm -action addPartitions -connectFile sdm.connect -tableName EVENTS
-keepDays 10

11.3.6 Dropping Partitions

The dropPartition action drops all the partitions older than the flag keepDays from the following

tables:

+ PostgreSQL:

*

*

*

*

*

EVENTS

AUDIT_RECORDS

CORRELATED EVENTS

EVT DEST EVT NAME _SMRY _1
EVT DEST SMRY _1I

EVT DEST TXNMY SMRY 1
EVT PORT SMRY_1I
EVT_SEV_SMRY 1
EVT_SRC_SMRY 1

To prevent unintentional loss of data, this action does not drop any partitions that are not archived. If
you want to delete unarchived partitions, use the forceDelete flag.

WARNING: If - forceDelete is used, the deleted data cannot be recovered, so use this option with

caution.

This action uses the following flags:
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Table 11-4 Dropping Partition Flags

Command Command Flags

-action dropPartitions

-keepDays <number of days to keep>
-forceDelete (optional) <either “true” or “false”>

This defaults to false if not specified, meaning that only the partitions
that are older than keepDays and are already archived are dropped.

If this is set to true, all partitions older than keepDays are dropped,
even if they have not been archived.

-connectFile <filePath>

-tableName <table name>

NOTE: Sentinel partitioned tables are organized into two groups. One is the EVENTS table group,
which includes EVENTS and CORRELATED EVENTS; the other is the summary table group,
which includes all summary, or aggregate, tables. If any one of the tables in the group is specified by
the —tableName parameter, the dropPartition operation is applied to all tables in that group.

To run dropPartition:

1 Execute this command as follows:

-action dropPartitions -keepDays <numberofDaysToKeep> -tableName <table
name> [-forceDelete <true/false>] -connectFile <filePath>

The following examples drops all the partitions older than 30 days, making sure all the
partitions are archived. All partitions that were skipped (not removed) because they have not
been archived are listed when the operation completes.

¢ PostgreSQL Example:

./sdm —action dropPartitions -keepDays 30 -tableName CORRELATED EVENTS
—-forceDelete false -connectFile sdm.connect

11.3.7 Viewing Partition Summaries

The viewPartitions action displays the partition summary of the following supported tables:

+ PostgreSQL
+ EVENTS
¢+ AUDIT RECORDS
¢+ CORRELATED EVENTS
+ EVT DEST EVT NAME SMRY 1
+ EVT DEST SMRY 1
¢ EVT DEST TXNMY_SMRY 1
¢ EVT PORT SMRY 1
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+ EVT_SEV_SMRY 1
+ EVT_SRC_SMRY 1

NOTE: You need to have the SDM installed in order to view the partition summary.

This command uses the following flags:

Table 11-5 Viewing Partition Summaries Flags

Command Command Flags
-action viewPartitions
-tableName <table name>
-connectFile <filePath>

To View Partition Summaries:

1 Execute this command as follows:
-action viewPartitions -tableName <table name> -connectFile <filePath>

The following example, displays the list of partitions of the EVENTS table and status of each
partition.

¢ PostgreSQL Example:

./sdm -action viewPartitions —-tableName EVENTS -connectFile
sdm.connect

11.3.8 Archiving Data

Run the archiveData action after you set your archive configuration (configured in the Partition
Configuration tab in the SDM GUI). This action archives the data from the given table name
according to the archive configuration. It archives data from:
+ PostgreSQL

+ EVENTS

¢+ AUDIT RECORDS

¢+ CORRELATED_EVENTS

+ EVT DEST EVT NAME SMRY 1

+ EVT DEST SMRY 1

+ EVT DEST TXNMY SMRY 1

¢ EVT PORT _SMRY 1

+ EVT SEV_SMRY 1

¢ EVT SRC SMRY 1
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NOTE: Sentinel partitioned tables are organized into two groups. One is the EVENTS table group,
which includes EVENTS and CORRELATED EVENTS; the other is the summary table group,
which includes all summary, or aggregate, tables. If any one of the table in the group is specified by
the —tableName parameter, the archiveData operation is applied to all tables in that table group.

This command uses the following flags:

Table 11-6 Archiving Data Flags

Command Command Flags

-action archiveData

-connectFile <filePath>

-tableName <table name>

-keepDays <numberOfDaysToKeep>

To run archiveData:

1 Execute this command as follows:

-action archiveData -connectFile <filePath> -tableName <table name> -
keepDays <numberOfDaysToKeep>

The following examples archive events and correlated events from the EVENTS and
CORRELATED_EVENTS tables according to the value set during archive configuration.

¢ PostgreSQL Example:

./sdm -action archiveData -connectFile sdm.connect -tableName EVENTS
—keepDays 30

11.3.9 Importing Data

The importData action imports data between the given dates into the Sentinel database so it can be
used for historical reporting or other purposes. The data is imported into the following tables:
¢ PostgreSQL

+ EVENTS

¢+ AUDIT RECORDS

¢+ CORRELATED EVENTS

+ EVT DEST EVT NAME SMRY 1

+ EVT DEST SMRY 1

+ EVT DEST TXNMY SMRY 1

¢ EVT PORT _SMRY 1

+ EVT SEV_SMRY 1

¢ EVT _SRC SMRY 1

NOTE: The tables are imported in Oracle with the same name they are archived with.
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If the data has already been imported or there is no archived data found between the specified dates,
the command returns a notification.

The application imports data from each file into a table and builds the historical view on all the
historical tables. The report view joins on the original table and historical view. All Sentinel reports
use the report view, so they see any imported data.

This command uses the following flags:

Table 11-7 Importing Data Flags

Command Command Flags

-action importData

-tableName <table name>

-startDate <mm/dd/yyyy hh24:mi:ss>
-endDate <mm/dd/yyyy hh24:mi:ss>
-connectFile <filePath>

hh24 is hours represented in 24-hour format. For example, 1:15:00 p.m. is 13:15:00 and 3:00:00
a.m. is 03:00:00.

NOTE: The files to be imported must exist in the directory with their originalfile names.

To run importData:
1 Place all the files you want to import in a specific directory (that is, dirPath - <directory to
import files from>) and execute the following command

-action importData -startDate <mm/dd/yyyy hh24:mi:ss> -endDate <mm/dd/yyyy
hh24:mi:ss> -tableName <table name> -connectFile <filePath>

The following example imports the archived files from the tmpdirectory containing the data
between dates 09/25/2007 00:00:00 (Sep 25 midnight) and 09/26/2007 00:00:00 (Sep 26
midnight).

+ PostgreSQL Example:

./sdm -action importData —-startDate 09/25/2007 00:00:00 —-endDate 09/
26/2007 00:00:00 -tableName Events -connectFile sdm.connect

11.3.10 Deleting Imported Data

The drolmported action deletes the imported data between the given dates from the following
supported tables:
¢ PostgreSQL
+ EVENTS
¢+ AUDIT RECORDS
¢+ CORRELATED EVENTS
+ EVT DEST EVT NAME SMRY 1
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*

EVT DEST SMRY _1

EVT DEST TXNMY_SMRY 1
EVT PORT SMRY _1I
EVT_SEV_SMRY 1
EVT_SRC_SMRY 1

*

*

*

*

NOTE: The tables are imported in Oracle with the same name they are archived with.

If there is no data imported between two specified dates, the command returns a notification.

This command uses the following flags:

Table 11-8 Deleting Imported Data Flags

-action droplmported

-startDate <mm/dd/yyyy hh24:mi:ss>
-endDate <mm/dd/yyyy hh24:mi:ss>
-tableName <table name>
-connectFile <filePath>

NOTE: hh24 is hours represented in 24-hour format. For example, 1:15:00 p.m. is 13:15:00 and
3:00:00 a.m. is 03:00:00.

To run dropImported:

1 Execute this command as follows:

-action dropImported -startDate <mm/dd/yyyy hh24:mi:ss> -endDate <mm/dd/
yyyy hh24:mi:ss> -tableName <table name> -connectFile <filePath>

The following example deletes the imported data between the given dates from the tables.
¢ PostgreSQL Example:

./sdm -action dropImported -startDate 09/25/2007 00:00:00 -endDate 09/
26/2007 00:00:00 -tableName Events —-connectFile sdm.connect

11.3.11 Viewing Sentinel Database Space Usage

In tablespace management, the command line option allows you to view Sentinel database space
usage

The dbstats action displays the Sentinel database usage for all Sentinel tablespaces in Oracle and
Sentinel file groups in MS SQL.

This command uses the following flags:
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Table 11-9 Viewing Sentinel Database Space Usage Flags

Command Command Flags
-action dbstats
-connectFile <filePath>

To view Sentinel Database Space Usage (Command Line):

1 Execute the following command:
-action dbStats -connectFile <filePath>

The following example displays the tablespaces of Sentinel database with their total space,
used space and free space available.

¢ PostgreSQL Example:

./sdm —-action dbStats -connectFile sdm.connect
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Utilities

This section helps you to understand the utilities provided by Sentinel™.

¢ Section 12.1, “Introduction to Sentinel Utilities,” on page 285

¢ Section 12.2, “Starting and Stopping a Sentinel Server,” on page 285
¢ Section 12.3, “Sentinel Scripts,” on page 286

¢ Section 12.4, “Version Information,” on page 289

¢ Section 12.5, “Database Cleanup,” on page 289

¢ Section 12.6, “Updating Your License Key,” on page 292

12.1 Introduction to Sentinel Utilities

You can use these utilities for the following purposes:

+ Starting or stopping certain Sentinel services.

*

Modifying Sentinel configuration.

¢ Determining the version of a Sentinel library.

*

Troubleshooting.

¢ Configuring Sentinel e-mail.

12.2 Starting and Stopping a Sentinel Server

¢ Section 12.2.1, “Starting a Sentinel Server,” on page 286
¢ Section 12.2.2, “Stopping a Sentinel Server,” on page 286

A Sentinel server is made up of the following components:

+ Communication Server
¢ Correlation Engine
+ DAS
¢ Collector Manager
+ Reporting Engine
¢ Advisor
+ Web Server
When a Sentinel server is started or stopped, all components installed in that Sentinel server are also

started or stopped. To start or stop a particular component on a Sentinel server, use the Servers View
under the Admin tab in Sentinel Control Center.

You need to start or stop a Sentinel server because of the following routine maintenance:

¢ Upgrades
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+ Patches

+ Hotfixes

¢ Section 12.2.1, “Starting a Sentinel Server,” on page 286
¢ Section 12.2.2, “Stopping a Sentinel Server,” on page 286

12.2.1 Starting a Sentinel Server

1 Log in to the machine where the Sentinel server you want to start as the Sentinel Administrator
operating system user.

2 Gotothe <Install directory>/bin directory.
3 Run the following command:

./sentinel.sh start

12.2.2 Stopping a Sentinel Server

1 Log in to the machine where the Sentinel server you want to stop is installed. Use the Sentinel
Administrator operating system user credentials (by default admin).

N

Go to the <Install directory>/bin directory.

w

Run the following command:

./sentinel.sh stop

12.3 Sentinel Scripts

Depending upon which components are installed, <Install directory>/bin might contain some
or all of the scripts below. The operational scripts are appropriate for use during normal operations
of Sentinel. The troubleshooting scripts should only be used when troubleshooting an issue.

For most scripts that require arguments, running the scripts without arguments provides details
about the arguments and usage of the script.

¢ Section 12.3.1, “Operational Scripts,” on page 286
¢ Section 12.3.2, “Troubleshooting Scripts,” on page 287

12.3.1 Operational Scripts

The scripts below can be used during the normal operation of Sentinel.

Table 12-1 Operational Scripts

Script File Description

adv_change passwd.sh Resets the encrypted Advisor password stored in the Advisor
configuration files.

advisor.sh Starts the Internet download and processing of Advisor feed data.
This script is scheduled to run automatically when Advisor is
installed.
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Script File

Description

BackupIncidentData.sh

Used to back up incident-related data before running the delete
incident utilities. For more information, contact Novell Support
(http://support.novell.com/
phone.html?sourceidint=suplnav4_phonesup).

Clean Database.sh

Used to delete incidents or Identity information from the database.
For more information, see Section 12.5, “Database Cleanup,” on
page 289.

control center.sh

Launches the Sentinel Control Center graphical user interface.

dbconfig

Configures the database connection settings stored in the DAS
container XML files. For more information, see “Reconfiguring
Database Connection Properties” in the Sentinel 6.1 Rapid
Deployment Reference Guide.

runadvisor_client.sh

Launches the client to download Advisor data.

sdm Launches the Sentinel Data Manager application. For more
information, see Chapter 11, “Sentinel Data Manager,” on
page 267.

sentinel.sh Starts or stops the Sentinel server. For more information, see
Section 12.2, “Starting and Stopping a Sentinel Server,” on
page 285.

setadvenv.sh Used by the Advisor scripts to set some local environment
variables.

setenv.sh Used by many of the Sentinel scripts to set some local environment
variables.

softwarekey.sh Resets the Sentinel license key. For more information, see

Section 12.6, “Updating Your License Key,” on page 292.

solution_designer.sh

Starts the Solution Designer application.

uninstallcron.sh

Removes the Advisor feed download and processing scheduled
jobs. This script is run automatically by the uninstaller.

versionreader.sh

Displays the version information stored in a Sentinel jar file. For
more information, see Section 12.4.2, “Sentinel .jar Version
Information,” on page 289.

12.3.2 Troubleshooting Scripts

The scripts in this section are useful when you are troubleshooting an issue you are experiencing.
They provide finer -grained control of certain components in Sentinel, allowing you to drill down to

the root cause of the issue.

NOTE: These scripts should not be used during normal operation of Sentinel. They are intended for

troubleshooting purposes.
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Table 12-2 Troubleshooting Scripts

Script File Description

Removes Sonic lock files in the event of an abnormal shutdown.

start_broker.sh Starts the message bus component of the communication server.
This script is useful if you are having problems starting the
message bus. This script is automatically run by the installer. For
more information, see “Starting the Communication Server in
Console Mode” on page 288.

Starts the SQL Server Agent Service and configures it to run
automatically. This script is run automatically by the installer.

stop_broker.sh Stops the message bus component of the communication server.
For more information, see “Stopping the Communication Server
in Console Mode” on page 288.

¢ “Starting the Communication Server in Console Mode” on page 288

+ “Stopping the Communication Server in Console Mode” on page 288

Starting the Communication Server in Console Mode

These scripts start the communication server on the command line in console mode. The scripts are
useful for debugging the communication server without requiring you to run the rest of Sentinel
server.

NOTE: During normal operations, you should not use these scripts. Instead, follow the procedures
in Section 12.2.1, “Starting a Sentinel Server,” on page 286.

1 Log in as the Sentinel Administrator operating system user.
2 Goto:

<Install directory>/bin
3 Enter:

./start_broker.sh

Stopping the Communication Server in Console Mode

These scripts stop the communication server on the command line in console mode. The scripts are
useful for troubleshooting the communication server without forcing you to stop the rest of Sentinel
server.

NOTE: During normal operations, you should not use these scripts. Instead, follow the procedures
in Section 12.2.2, “Stopping a Sentinel Server,” on page 286.

1 Log in as the Sentinel Administrator operating system user.
2 Goto:

<Install directory>/bin
3 Enter:

./stop_broker.sh
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12.4 Version Information

The following processes provide information about versions:

¢ Section 12.4.1, “Executable Version Information,” on page 289

¢ Section 12.4.2, “Sentinel .jar Version Information,” on page 289

12.4.1 Executable Version Information

Sentinel has a command line option to display the version information of the agentengine
executable:
1 Go to:
<Install directory>/bin
2 At the command line, enter:
./<process> -version
For example:

./agentengine -version

12.4.2 Sentinel .jar Version Information

The following procedure describes how to gather the version information of Sentinel . jar files:

1 Log in to the machine where Sentinel is installed by using the Sentinel Administrator operating
system user credentials (the default is admin).

2 Goto:
<Install directory>/bin

3 At the command line, enter either of the following:
./versionreader.sh <path/jar file name>

./sentinel.sh version

12.5 Database Cleanup

The Clean Database.sh scripts are used to purge incidents and identities from the Sentinel
database. For example, an improperly configured Correlation rule might create hundreds of
unwanted incidents in the database. It’s also possible that the identity information might encounter
an error. For example, if someone attempts to delete the IdentityAccountMap.csv file.

WARNING: Because these scripts are designed to delete information from your database, they
should be used very carefully and only after understanding the implications.

¢ Section 12.5.1, “Components,” on page 290
¢ Section 12.5.2, “Prerequisites,” on page 290
¢ Section 12.5.3, “Running Clean_Database.sh,” on page 290
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12.5.1 Components

<Install directory>/bin/Clean Database.sh

<Install directory>/bin/BackupIncidentData.sh

delete incidents by query (PostgreSQL)

delete incidents by rule (PostgreSQL)

delete incidents by id (PostgreSQL)

identity cleanup (PostgreSQL)

Main database cleanup script. This
calls the other scripts.

Script used to back up Incident data.

Stored procedure used to delete
incidents specified by an SQL query.

Stored procedure used to delete
incidents created by a specified
correlation rule.

Stored procedure used to delete an
incident with a specified ID.

Stored procedure used to delete
identity-related data.

12.5.2 Prerequisites

There are several prerequisites for running the Clean Database script.

¢ The user running the script must be a novel1l user, and each script must have the permission set

so that only the novel1l user is allowed to execute the cleanup script.

¢ The user running the PostgreSQL script must have permission to access/execute all of
the database tools and utilities. Run the script as a dbauser.

¢ (Identity Cleanup only) The database must be in a healthy state and in good running condition

because the Identity cleanup stored procedure disables and enables foreign key constraints.

¢ (Identity Cleanup only) All Identity/Account loaders and Collectors, such as the Identity Vault

Collector, should be stopped.

¢ (Identity Cleanup only) Reports that are running queries against the Identity tables should be

stopped.

The Identity cleanup DDL operations are atomic, so if one DDL statement execution fails, the script

exits with errors written to the specified log file.

WARNING: If identity information is cleaned out of the database and then reloaded, the new

identity information is not synchronized with any past events that had identity information injected.
Therefore, attempts to perform identity lookups on past events (received before the cleanup) or run

reports on past events with identity information is not successful.

Use this option with extreme caution.

12.5.3 Running Clean_Database.sh

1 Open a console, go to <Install directory>/bin and enter Clean Database.sh to start

the script.
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NOTE: You can cancel the execution of the cleanup script at any time by entering g at any
prompt.

2 At the prompt, indicate which objects you want to remove from the database:

Which objects would you like to cleanup?
(1) Incidents

(2) Identities

(3) Both

3 At the prompts, enter the following information to connect to the PostgreSQL database:

Database server hostname (Press ENTER for default localhost)=>
Database name (Press ENTER for default SIEM) =>
Database username (press ENTER for default dbauser)

The database connection is verified before proceeding to the next step.
4 Conditional) If you selected to clean incidents:
The following prompt displays:

Would you like to backup Incidents first? (y or n) =>

4a If you select y to back up the incidents, enter the destination directory (a full path or a
path relative to the location of the cleanup script) for the backup files.

The user running the script must have permission to write to this directory.
4b Select an incident cleanup option:

¢ Delete Incidents By Query: You are prompted to enter a custom SELECT query.
For example:

select inc_id from incidents where inc 1d=500
The SELECT statement cannot include quotation marks.

¢ Delete Incidents By Rule: You are prompted to enter the name of the Correlation
rules that created the incidents. For example:

My Test Rule

¢ Delete Incidents By Id: You are prompted to enter the ID of a specific incident. For
example:

101
(g) Quit without action

4c At the Incident Cleanup Confirmation prompt, enter start to start the incident cleanup or
enter abort to quit without performing any cleanup.

The results of the incident cleanup are written to the specified log file.
You should review the log file for any errors before continuing.
5 Conditional) If you selected to clean identity:

5a At the Identity Cleanup Confirmation prompt, enter start to start the Identity cleanup or
enter abort to quit without performing the identity cleanup.

The results of the Identity Cleanup are written to the specified log file.
You should review the log file for any errors before continuing.

5b In addition to deleting the Identity information from the database tables, the script
attempts to delete the Identity Account Map file (identityAccountMap.csv).
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If you have a distributed Sentinel install, you might need to manually connect to the main
Sentinel server to delete the identityAccountMap.csv file.

5c¢c At the prompt, enter the novell user’s password.

12.6 Updating Your License Key

If your Sentinel license key has expired and Novell has issued you a new one, run the software key
program to update your license key.
1 Log into the Sentinel Server machine as the Sentinel Administrator operating system user.
2 Goto<Install directory>/bin
3 Enter the following command:
./softwarekey.sh
4 Specify the number 1 to set your primary key, then press Enter.

292 Sentinel 6.1 Rapid Deployment User Guide



Quick Start

This section assumes that your security administrator has built the necessary filters and configured
Collectors for your system.

¢ Section 13.1, “Security Analysts,” on page 293
¢ Section 13.2, “Creating Incidents,” on page 297
¢ Section 13.3, “iTRAC,” on page 298

¢ Section 13.4, “Correlation,” on page 308

13.1 Security Analysts

¢ Section 13.1.1, “Active Views Tab,” on page 293
¢ Section 13.1.2, “Exploit Detection,” on page 294
¢ Section 13.1.3, “Asset Data,” on page 295

¢ Section 13.1.4, “Event Query,” on page 296

13.1.1 Active Views Tab

In the Active Views tab, you can monitor events as they happen, performing queries on these events.
You can monitor them in a table form or through a 3-D graphical representation.

1 Select the Active View tab.

2 Click Active Views > Create an Active View.

Ackive Wigws | Incdents  THAC  omalyss A

Properties

E Create Active Yiew
: siz | o Advizo
V&; Ewent Query Create Active Yiew

3 Select a filter from the Filter drop-down menu, then click Select.
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4 Click Finish. If you have an active network, you might see something similar to:

= PUBLIC:ALL, Severity(1) . =Iglzll
Fitter PUBLIC:ALL, Attribute Severity Top Values for Last 5 Minutes
30 Second Display Interval, 15 Minute Display Time 00:47:30 - 09:52:30
| Rank | Severty | Courtfate |
1 [mH] 2526
2 Os 1990
3 [ H 1006
4 (B[} 956
.0y e s i i 7 § @ 5
003730 00000 004230 ORS00 004730 095000
Time
A 1] rkerval Values Top Values
i Severty DateTime SourcelP DestinationlP | Eventiiame |
@  [2005.05.03 [ 0::52:29 EDT 10,001 10.0.0.2 Program_execution_started :ﬂ
(3)  [2005.05.03 { 09:52:29 EOT 10003 10004 Faited_jogin-admiristrator |
3} [2005.05.03 09:52:29 EDT 10.0.0.1 10.0.0.2 WEB-I1S. asp_chunked !
(3} [2005.05.03 § 09:52:29 EDT 10003 10004 HTTP_II5_ASP_Header_Ov... |
3} [2005.05.03 [ 09:52:29 EDT 10001 10002 Reject i
| @  2005.05.03 / 0%:52:29 EDT 10003 10004 Port_scan !
® 20050503 /09522901 | 10001 10002 Port_san I
2005.05.03 { 09152129 EDT | 10003 10004 Inttempted_telnet =]
kI 5]
550 of 19443 Update: 2005.05,03 § 09:52:30 AM EDT received: 50 (of 196) BRI

NOTE: To display a 3-D graph without real-time events, click the Display Events down-arrow
and select No.

13.1.2 Exploit Detection

To view any events indicating a possible exploitation, you must have the following:

+ Advisor Feed
+ Intrusion detection

¢ Vulnerability scanning

294 Sentinel 6.1 Rapid Deployment User Guide



Figure 13-1 Severity, Vulnerability, and Attackld Columns

Severity | ulnersbility J | Attackid .J’

[T 0

@ o

Within an event, the values in the Vulnerability field convey the following:

¢ When the Vulnerability field equals 1, the asset or destination device is possibly exploited.

+ When the Vulnerability field equals 0, the asset or destination device is not being exploited.

+ When the Vulnerability field is blank, the exploit detection feature of Sentinel is not enabled.

To view events that indicate a possible exploitation, create an Active View™ with a filter where

Vulnerability equals 1. For example, if you have Nmap and have run the Nmap Collector, you can
view asset information on the exploited asset or any asset.

For more information on how exploit detection works and which intrusion detection systems and

vulnerability scanners are supported, see Chapter 2, “Sentinel Control Center,” on page 41.

13.1.3 Asset Data

To view Asset information for any event, right-click an event or events, then select Analysis > Asset

Data.

A window similar to the one below displays:

Figure 13-2 Asset Report

Asset
Report
Hardware MAC Address  04:23:A3:44:65:87
Name Value UNKNOWN
Type DESKTOP Criticality UMKNCWMN
Vendor LUIMKNOWN Sensitivity UNKNCWHN
Product Environment  UNKNOWHN
Version Location UNKNOWN
Netwaork 1P Hostname
192.168.0.10
devbox10
Software Name Type Vendor Product Version
Contacts Order  Hame Role Email Phaone Number
OwnerFirsthName 10 OwnerLastName 10 ASSET_OWHER OwnerEmail10 OwnerPhoneNumber10

MaintainerFirstName 10
MaintainerLasthame 10

ASSET_MAINT AINERMaintainarEmail10

MaintainerPhoneNumber10

BusinessUnit10 BUSINESS_LINIT
Line0fBusiness 10 LINE_OF_BUSINESS
Diwision10 DIvISION
Department10 DEPARTMENT
Lacation Room 709
Rack o
Address HQ
1921 Gallows Rd
Suite 700

Vienna WA 22132 USA

Hardware MAC Address  04:23:43:44:69:73

Name Value

Type DESKTOR Criticality

Vendor Wendor Sensitivity

Product Producthlame Environment

Version ProductVersion Location
Network IP Hostname

192.168.0.1

AssetValue
Criticality
Sensitivity
Environmentidentity
Networkldentity
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13.1.4 Event Query

You can use an event query to find out if your system has been attacked. For example, during
monitoring, you see numerous Telnet attempts from source IP 10.0.0.1 Telnet attempts could be an
attack. Telnet potentially allows an attacker to remotely connect to a remote computer as if they
were locally connected. This can lead to unauthorized configuration changes, installation of
programs, viruses, and so on.

You can use an event query to determine how often this possible attacker has attempted a Telnet
attack by setting up a filter to query for this particular attacker. For example, you know the
following:

¢ Source IP: 10.0.0.1
¢ Destination IP: 10.0.0.2
¢ Severity: 5
+ Event Name: Attempted_telnet
¢ Sensor Type: H (Host Intrusion Detection)
To perform an event query:
1 In the Sentinel Control Center, click Event Query (Magnifying Glass icon) and click the Filter
drop-down menu.
A window with a list of filters displays.
2 Click Add, specify a filter name of Telnet SIP 10.0.0.1. In the field below the filter, specify:
¢ SourcelP =10.0.0.3
+ EventName = Attempted_telnet
+ Severity =5
¢ SensorType =H
¢ DestinationIP = 10.0.0.4
+ Match if, select All conditions are met (and)
3 Click Save. Select your filter and click Select.
4 Provide your time period of interest, then click Search (Magnifying Glass icon).

The result of your query displays. If your event query makes a match, you see a result similar to
the following illustration.

Fikter: Severity: O From: @ From: Te: @ To: Batch size:
[oecctenetse oot i x] foos  zlpszze x| fsos  Elpssrer  x feo ]l W I ) 4 |
1 severity | DateTime SourcelP | DestinationP | Eventhlame |
@  2005.05.03  09:25:24 EOT 10001 10005 Artempted_teinet <]
| @ 20050503 09:25:22 EOT 10.0.0.2 | 10.0.07 IAttempted_selnet jo
@  2005.05.03 [ 09:25:20 EDT 10001 10005 Attempted_teinet 0
@ 2005.05.03/09:25:18EDT | 10002 1 dooog \Attempted_telnet 0
| @ 20050503 [ 09:25:16 EDT 10.00.1 | 10,005 latempted_celnet 0
@  2005.05.03 09:25:14 EDT 10.00.2 10007 ttempted_telnet 0
| ® 200505.03/09:25:u2E0T | 10004 | 1000s Attempted_selnet lo
@  2005.05.03 [ 09:25:10 EDT 10.00.2 10009 lttempted_teinet o
@  2005.05.03/ 09:25:08 EOT 10004 | 10006 [Rttempted_ielnet o
@  12005.05.03 ] 09:25:06 EOT 10002 | 10004 Rrtempted_telnet _'al;]
4 »
|Q Batch raceivad, chck More For additional results, Complete through 5/3§05 9:25:24 - 22% | Count: 100
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If you want to see how often in general this user is attempting a Telnet, remove DestinationlP,
SensorType and, Severity from your filter or create a new filter. The results show all the
destination IPs this user is attempting to Telnet to.

If any of your events are correlated events, you can right-click View Trigger Events to find what
events triggered that correlated event.

NOTE: Correlated events have the SensorType column populated with a C.

13.2

Creating Incidents

Creating an incident is useful in grouping a set of events together as a whole representing something
of interest (a group of similar events or set of different events that indicate a pattern of interest such
as an attack).

If events are not initially displayed in a newly created incident, it is probably because of a lag in the
time between display in the Real Time Events window and insertion into the database. If this occurs,
it might take a few minutes for the original events to finally be inserted into the database and display
in the incident.

NOTE: It is possible to create an incident that does not contain any events. Events can always be
added to incidents.

1 In a Real Time Event Table of the Visual Navigator or a Snapshot Real Time Event Table,
right-click an event or a group of events and select Create Incident.

Tewerty  Paepories Hams ol T Luoteiliame prpee ]
L
0 [bom gt oo .MQE ey Doy b
O meeceatd hRar 12 it 1 e Bt kger tnpa
[ [ ) ARET 13 -
) e Deaii AT 13 g gl S
1 e Tt T 13 Bratern b bl
1 wsecDeard aar iz s I
4 mamcennd TR0T 12 ) I
L] _nl:ﬁu“ _1.'!.!'.'-'!.‘ - rard sictmg Caky |
3 e S lmer 1z W b |
b lwsec Deasd o 2 e |
5 e Teand [amar 12 s i ;;z |
:' ‘mamc i Amar 12 iy [t |
AT 11

B lweecBeald AT 11 P Eource [
i) = ::wa tepr by

“rrec S R — or

In the Incident Window are the following tabs:

*

*

*

*

Events: Shows which events make up the incident.
Assets: Show affected assets.

Vulnerability: Show related asset vulnerabilities.
Advisor: Asset attack and alert information.
iTRAC: Use this tab to assign an iTRAC™ process.
History: Incident history.

Attachments: Use this tab to attach any document or text file with pertinent information
to this incident.

Notes: Specify any general notes regarding this incident.
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2 In the Create Incident dialog box, provide the following information:
+ Title
+ State
+ Severity
¢ Priority
+ Category
¢ Responsible
¢ Description
+ Resolution

3 Click Create. The incident is added to the Incidents page of the Sentinel Control Center.

To do this, you must have user permission to create incidents.

13.3 iTRAC

This section gives and idea relevant to iTRAC.

¢ Section 13.3.1, “Instantiating a Process,” on page 298

13.3.1 Instantiating a Process

An iTRAC process can be instantiated on the iTRAC server by using one of the following methods
to associate an iTRAC process to an incident:

+ Associating an iTRAC process to the incident at the time of incident creation

+ Associating an iTRAC process to the incident after the incident is created

+ Associating an iTRAC process to an incident as an action when deploying a correlation rule

For more information on associating a process to an incident, see Chapter 4, “Correlation Tab,” on
page 83 and Chapter 5, “Incidents Tab,” on page 109.

NOTE: If you want to perform all of the iTRAC scenarios, you must go through them in the order
they are presented.

+ “Example Scenario: Creating a Simple Two-Tiered iTRAC Process for a Possible Network
Attack” on page 298

+ “Example Scenario: Running an iTRAC Process for a Possible Network Attack™ on page 305

Example Scenario: Creating a Simple Two-Tiered iTRAC Process for a Possible
Network Attack

This process is a series of steps that you can take if there is a possible attack on your system.
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The example procedure does the following:

+ Asks the user to decide if a preliminary look indicates that the network has been attacked. This
leads to a decision step.

NOTE: All decision steps provide different execution paths, depending on the value of the
variable defined in the previous step.

¢ The Collect Data step reviews the data to make a better determination if there has been an
attack.

¢ [fthere has been an attack, iTRAC takes measures to prevent another attack and sends an e-
mail to the supervisor indicating that proper measures have been taken. If there is no attack,
1TRAC sends an e-mail to the supervisor indicating that there is not an attack.

Figure 13-3 iTRAC Process

PMotHacked

—“"“«}‘4,@
9 - Diecision 2 NotHached -t
"%)_’E!B—’ s MotHached End
Hiched @ Hached orblof
strt  Decide HHached Hached? ;> 7
o edaan Hached Hippened = Proper Messures Taken %
e i i & O
PreaventFuure fthcks HWessurss Tahen  End

To create this iTRAC process:

1 Click the iTRAC tab.
2 In the navigation pane, click iTRAC Administration > Template Manager.
3 In the Template Manager window, click Add.
The iTRAC Process Builder displays with a Process Details window.
4 Use the name iTRAC Tutorial. Optionally, add a description.

£ Process Details
~Details—

Mame liTRAC Process Tutorial

Description o simple two tier iITRAC Process for & possible attack. j
=l
Ok I Cancel |

5 From the Step Palette pane, drag and drop three manual steps, two mail steps, and two Decision
Steps. Rename and the attributes to the steps as follows by right-clicking and selecting Edit
Step.

5a Manual Step-0 to Decide If Hacked.
5a1 Set the Role to Analyst.
5a2 Click Associate, then click Add.
5a3 Specify Hacked in the Name field.
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Decide If Hacked
Manual Step

P
iz azsigned to a role. Variables may be associsted with 2 &
manual step to get input from users

MNamme [Decide If Hacked

General | Description |

Role
-Aszociate Variables
<& Associate @ Delete & preview
=| Hacked
Name
Type
Default
[T READ-OMLY

ok | Cancel |
Canrel

5a4 In the Process Variables window, select the Variable Type as String.
5a5 Set the Default Value to yes.

Process Yariables E

MNarme IHacked

Wariable Type |STRING

DefaultValue Iyes

Description

Initial evalustion of event(z) to determine if there has been an attac:k.|

Ok | Cancel |

5a6 (Optional) Under the Description tab, specify Initial evaluation of events to
determine if there has been an attack.

5a7 Click OK.

5a8 Select the newly created association, then click OK until the step is renamed.
5b Manual Step-1 to Collect Data:

5b1 Set the Role to Analyst.

5b2 Click Associate.

5b3 Select Hacked, then click OK.
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5b4 (Optional) Under the Description tab, specify To further evaluate after collecting of
events to determine if there has been an attack.

5b5 Click OK to rename the step.
5¢ Manual Step-2 to Prevent Future Attacks:
5¢1 Set Role to Analyst.

5¢2 (Optional) Under the Description tab, specify Take measures to stop the attack.
(firewall, router or other intrusion protection method). Also, if possible, determine
how the attacked was done.

5¢3 Click OK to rename the step.
5d Mail Step-3 to Not Hacked:

5d1 In the 7o field (because this is for a tutorial), provide your e-mail address. When this
step finishes, sends you an e-mail.

5d2 In the From field, provide a made up address such as me@nowhere.com.
5d3 In the Subject field, specify We have not been hacked.

Mot Hacked
Mail Step ‘\}‘
EMail will he sent to configured addresses il [

Mame [Mot Hacked

General | Body|

To lyouremailaddress@nodomain.net

From Ime@me.com

Subject e Have Not Been Aftacked (zimulation]

QK | Cancel |

5d4 (Optional) Under the Body tab, specify This e-mail is generated from a tutorial
(simulation) iTRAC process.
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Mot Hacked

Mail Step

EMail will he sent to configured addresses

©

Mame [Mot Hacked

General  Body |

[Thiz email iz genersted from from = tutorial (simulation) iITRAC process.|

QK | Cancel |

5d5 Click OK.
5e Mail Step-4 to Prevent Future Attacks:
5e1 In the 7o field, specify your e-mail address.
5e2 In the From field, specify a made up e-mail address.
5e3 In the Subject field, specify Proper Attack Measures Taken.

5e4 (Optional) Under the Body tab, specify This e-mail is generated from a tutorial
(simulation) iTRAC process.

5f (Optional) Decision Step-5 to Hacked:

Under the Description tab, provide a description such as Preliminary decision if there has
been an attack or not.

Hacked?

Decision Step

N\
@
iz uzed to create decision poirts for conditional transtions b [

Mame [Hacked?

General | Description !

Cancel |

5g (Optional) Decision Step-6 to Hacked or Not:
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Under the Description tab, provide a description such as Decision if there has been an
attack or not.

Hacked?

Decision Step

D,
@
iz uzed to create decizion points for conditional transitions b [

MName |Hacked?

General  Description

Preliminary decision az to if there haz been an attack or not.|

QK | Cancel |

6 Right-click Start and select Add Start Transition. Select Decide If Hacked as the destination.
7 Right-click Decide If Hacked and select Add Transition. Specify the following:

¢ Name: Specify Decision.

¢ Type: Select Unconditional.

+ Destination: Hacked.

Transitions

MName IDecision
Type I Unconcit onal =l ,:>
SDchElDecidelf.. 'I Destination |[FErerm
Description

8 Click OK

9 Right-click Hacked? and select Add Transition. Specify the following:

+ Name: Not Hacked.
+ Type: Select else.
¢ Destination: Not Hacked.

10 Click OK.

11 Right-click Not Hacked and select End Transition.

12 Right-click Hacked? and select Add Transition. Specify the following:
+ Name: Specify Hacked.
+ Type: Select Conditional.

+ Destination: Collect Data.

Quick Start 303



Marne I Hacked|

Type ICnnditional LI -{:
Source IHacked? vl Destination ICDIIed Bl vl
Expression

{ Hacked starsWith ('yes")) Set |
Clear |

Cescription

Ok | Cancel |

13 Click Set > EXP.
13a Select Variables and Values.
13b Seclect Attribute Hacked.
13c Select Condition equals.
13d Specify a value of yes.

Transitions

Mame IHacked

-l A
CEEXP g AND Sk OR % eoimr @ DEL

| Relations

I\-‘ariables and Yalues ot |

Aftribute Condlition Walue

IHacked LI quuals LI Iyes
[

QK Cancel

L Complete Expression
I Hacked startsWil Myes"1t

QK | Cancel |

13e Click OK until the transition is complete.
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14 Right-click Collect Data and select Add Transition. Select and specify the following:
¢ Name: Hacked or Not?
¢ Type: Unconditional
¢ Destination: Hacked or Not
15 Right-click Hacked or Not and select Add Transition. Specify the following:
+ Name: Not Hacked.
¢ Type: Else.
¢ Destination: Not Hacked.
16 Right-click Hacked or Not and select Add Transition. Specify the following:
¢ Name: Hack Happened.
¢ Type: Conditional.
¢ Destination: Prevent Future Attacks.
17 Click Set > EXP.
17a Select Variables and Values.
17b Select Attribute Hacked.
17¢ Select Condition equals.
17d Specify Value of yes.
17e Click OK until the transition is complete.
18 Right-click Prevent Future Attacks and select Add Transition. Specify the following:
¢ Name: Proper Measures Taken.
¢ Type: Unconditional.
¢ Destination: Measures Taken.

19 Right-click Measures Taken and select Add End Transition.

hotHached

i
0-1\4).@
19 @ Dmision o HotHached -’
d“‘m*“ 3 RotHacke Eni
S Hacked @ Hachedortof &
st DecideHHacked Hachad? ‘:a—i- ]
gl T Hached Happened oo Proper Wessures Taken
TN ket & L
FresentFunre fmchs HeasuresTahen  End

20 Click Save. Your new process should appear in the Template Manager.

Example Scenario: Running an iTRAC Process for a Possible Network Attack
The following example assumes the following:
¢ A process named iTRAC Process Tutorial has been assigned to your role (analyst)

This is a process created in “Example Scenario: Creating a Simple Two-Tiered iTRAC Process
for a Possible Network Attack” on page 298.

+ All steps within the process belong to the Analyst group

NOTE: If you assign steps to other roles, you need to log out and then log in as a user assigned to
that role and accept the process. For simplicity, the following example is assigned to one role.
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To run this process, this process must first be assigned to an incident.
To start or terminate a process:

Click the Incident tab.

2 Click Incidents > Create Incidents.
3 Specify the following:

¢ Title: iTRAC Tutorial.

¢ Category: Other.

+ Responsible: assign this incident to yourself.
4 Click the iTRAC tab, then select iTRAC Process Tutorial.
5 Click Create.

Because this is a tutorial incident and not a true incident, it can be deleted without negatively
affecting your Sentinel setup.

6 From anywhere in the Sentinel GUI, click the Analyst group (yellow bar) under View Work
Items.

Wiew work tems

Analyst |

Your bar might already be partially green, indicating that you have accepted (acquired) an
iTRAC Process.

All of the processes assigned to the Analyst role display.

N Work Items
User: (Bl Sroup; I.ﬂna\yst LI Cwner IGrDup LI Process: I<AII> -

83 FTP HIT Cammand Example
5 ITRAC Tulurial ITRAC Prucess Tulurial

7 To accept a work item, select iTRAC Tutorial and click Acquire.

N Work Items

User: Ianalys1 LI Sroup; I.ﬂna\yst LI Cwner IGrDup LI Process: I<AII> LI

53 FTP HIT ComnmandExample

#% iITRAC Tutorial Proccas: (TRAC Moccas Tutorial
Step: Decide f Hacke:

Complete Ac% ire  View Details

If the View Work Item list bar was yellow as illustrated above, it changes with an addition of a
green bar.

Wiew work tems

oyt [

8 Click the green bar under View Work Items. In the Work Ttems window, click View Details.
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User: [analystt | croup: [enaiyst | omner [ue =] Process I<AII> LI

# ITRAC Tutorial Process: ITRAC Process Tulorial
Step: Decide f Hacked
Complete  Release  View, Details

; possible atack 070607 Hacked_Analyst

The red highlighted step indicates what step this process is currently in.

N Work Item Details

Process Mame :iTRAC Process Tutorisl Process Id :QDB_iTRAC_Proc:ess_TutoriaI_iTRAC_Proca}
Incident Name :iTRAC Titorial Incident ld : 307

Owner :ahalystl Performer : Analyst

Incident Owner : anhalystl Status < running

Process Status | Frocess Details | Description |

Q Zoamln Q ZoomOut LCi Zoom Selected Fezet s;? Process Detaills - History
State: running Owner Name: analyst1
::roce_s.:;\egmmon Instance Id: Process Definition
e 2 206_iTRAC_Process_Tutarial_iTRAC_Process_Tutorial Yersion: 1
Process Tutorial
P Hckat
T, o
- - [ram— . Mol Hackad -
T i ok i
P L TN L LI
i . ] Lo g o
P Fuiuan Allacta Mo L
0 Plesse review varisbles before completing Complete Releaze | Cancel |

9 To start the steps within this process, click the Process Details tab.

N Work Item Details [ x]

Process Name iTRAC Process Tutorial Process Id :QDB_iTRAC_Process_Tu‘torial_iTRAC_Proc:a!
Incident Mame :iTRAC Tutorial Incident ld ;307

Ovener s ahalystl Performer : Analyst

Incident Owner ; analyst! Status : Funning

Process Status  Process Details | Description

| Hacked Iyes

Comments: Add.. | Attachments: Add... |

{Commerts and atachments will be added o associated incidant)

L v

1 | 3 K | i3

0 Flease review variables hefore completing

Releasze | Cancel |

For this manual step, the variable yes is specified. Providing another value such as no or else
(no attack) results in an e-mail that completes the process. For example, if initial assessment is
that there is an attack and the hacked variable is equal to yes, you click Complete to complete

this step.
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10 In the Work Ttems window, select the process and click View Details. The Collect Data step
should be highlighted in red. As before, this is a manual step.

11 Click the Process Details tab.

12 Again, the variable page displays. In the previous step of the iTRAC Process, Collect Data is a
step to further determine by analyzing the events of interest if an attack has occurred. For
example, assume that an attack has occurred. Leave the default value of yes. If this were a real
attack, it is beneficial to add clear notes or attachments as to the information about this attack.

13 Click Complete.

14 In Work Items window, select the process and click View Details. The Prevent Future Attacks
step should be highlighted in red. As before, this is a manual step.

15 In this manual step, take measures to harden the network to prevent future attacks. When this is
done, you should add notes and attachments as to the information about this attack.

16 Click Complete.

The next step is an automatic e-mail step indicating that proper anti-attack measures have been
taken. The iTRAC Process is removed from the Work Items window.

If you go to the Process View window or if you double-click this process, it appears as

Complete.
= TRAC Process Tutorisl - Proper Weasures Taken &
e, .
8 T o Se— —0
% want Fumre Amacis Maazures Tuksn Ena

:“Refreshﬂ Created ” State: completed |

13.4 Correlation

Correlation is the process of analyzing security events to identify potential relationships between
two or more events. Correlation allows quick association of priority attacks based on common
elements of event data.

The following example is written for the Data Generator Connector that comes installed in Sentinel
as a test event generator.

NOTE: Anytime the Data Generator Connector is running, it adds data into your database. Using a
correlation rule that is associated with the Data Generator Connector also adds additional data to
your database.

¢ Section 13.4.1, “Creating a Simple Correlation Rule,” on page 309
¢ Section 13.4.2, “Deploying the Simple Correlation Rule,” on page 309
¢ Section 13.4.3, “Viewing the Events that Triggered Your Correlated Event,” on page 310
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13.4.1 Creating a Simple Correlation Rule

Click the Correlation tab and select Correlation Rule Manager in the navigation bar.
In the Correlation Rule Manager window, click 4dd.

Click Simple to create a simple rule.

BB WODN =

Select A/l in the Fire if drop-down menu.
Fire if Im v | of the following conditions are met:

5 Specify the following
+ SourcePort = 10025
¢ DestinationPort = 25

Fire if IAII Vi of the following conditions are met:

oo =TT -
ISourceF‘ort L! l= .V_l 10028

6 Click Next.

7 To have this rule fire as many times as possible, select Continue to perform actions every time
this fires.

After rule fires:

{ Continue to perform aclions every time this rule fires

8 Click Next.

In the General Description window, specify a name. A name and description that indicates that
this is tutorial rule that does not apply to the network.

Name

|TutnriaI_SnurceF'nrt_DestinationPorT
Namespace

|Cnrre|atiun Rules j

Description

IThis is a tutorial correlation rule.|

10 Click Next.

11 Select not to create another rule, then click Next.

13.4.2 Deploying the Simple Correlation Rule

1 Click the Correlation tab and select Correlation Rule Manager in the navigation bar.

2 Click Tutorial _SourcePort DestinationPort > Deploy Rule.
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N Correlation Rule Manager !E

oF Add  Folder: | Carrelation Rules 'l [V List correlation rules in sub-olders  Manage Folders b

I_SourcePort_DestinationPort
WiewEdlit Deploy Rule Delete
5 ]

ule.
3 (Optional) In the Deploy Rule window, add an action. This allows you to:

W@ Titorial telet atterest SIP 183 1RR 10 97

¢ Configure Correlated Event
Add to Dynamic List

*

*

Remove from Dynamic List

*

Execute a Command
Send Email

Create Incident

*

*

4 Click Next. The rule indicates deployed by the color green.

N Correlation Rule Manager
0H Add  Folder: ICUrreIatiun Fules

o

13.4.3 Viewing the Events that Triggered Your Correlated Event

1 Right-click the correlated event.

SourcePort DestingtionPort SersorType Severity
26 )

Show Details

View in Active Browser
Investigste b
Analyze 4

Wiew Trigger Events i |
&

2 Select View Trigger Events to see how many events triggered this correlation rule.

N Correlsted Events For 5F0B5700-0F A9-1024-8612-000D56C73364 _ 10|

J Active Browser |

Evert Iol: Correlation rule: Batch size:
: - - | A%
ISFD BE7OC0F A3-1 02A-561 2-0000E5 C73354 ITutorlaI_Sourc:ePorl_DestlnatlonPDr‘ |1 [N

[: SourcePart Destination Port SensorType Sewerity Cwert Tirne SourcelP
10025 26 1] [5] FEOT 51342 PM 10.0.0.156
KIS 3
| 2 Sesrchcomplete. Courtt: 1
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Solution Packs

Solution Packs allow Novell® partners, and customers to create and easily manage solutions to
specific business problems. They provide a framework within which sets of content can be packaged
into controls, each of which is designed to enforce a specific business or technical policy. The
control can use any of the detection, filtering, alerting, and response features of Sentinel™, as well as
provide documentation on control status and enforcement. By managing the set of content as a unit
within the control, the Solution Pack solves dependency problems and simplifies implementation.

¢ Section 14.1, “Solution Packs,” on page 311
¢ Section 14.2, “Solution Manager,” on page 314
¢ Section 14.3, “Managing Solution Packs,” on page 316

*

Section 14.4, “Solution Designer,” on page 331

*

Section 14.5, “Deploying an Edited Solution Pack,” on page 340

14.1 Solution Packs

Controls within a Solution Pack can include the following types of content:
¢ Correlation rule deployments, including deployment status and associated correlation rules,
correlation actions, including JavaScript plug-ins and integrators, and dynamic lists
+ Reports
+ iTRAC™ workflows, including associated roles
+ Event enrichment, including map definitions and event meta tag configuration
+ Other associated files added when the Solution Pack is created, such as documentation,

example report PDFs, or sample map files.

Although Solution Packs have many uses, one of the most important use is to package content
related to governance and regulatory compliance into a comprehensible and easily enforceable
framework that is easy to deploy. Novell and its partners offer and extend Solution Packs around
such regulations or other customer needs.

Solution Packs are created with Solution Designer application. Using this tool, a user creates the
Solution Pack, associated controls and documentation (including implementation and testing steps),
and then associates Sentinel content with each control. The entire package is then exported as a ZIP

file.

The ZIP file containing the Solution Pack is imported and deployed into an existing Sentinel system
by using the Solution Manager in the Sentinel Control Center. The Solution Manager displays
implementation and testing steps in the Solution Pack and tracks the status of each control. At any
time, users can generate a detailed document with implementation status for each control.

¢ Section 14.1.1, “Components of a Solution Pack,” on page 312

¢ Section 14.1.2, “Permissions for Using Solution Packs,” on page 313

Solution Packs
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14.1.1 Components of a Solution Pack

Solution Packs consist of categories, controls, content, and content groups. These components are
represented in a hierarchy. The following image depicts the hierarchy in a Solution Pack:

Figure 14-1 Solution Pack Hierarchy

#? solution_Pack
= g Category
- o Control
H- 4" DIPCountry
) IpToCountry

u |_|:'.'|\_|_ L |Lr
L]
=|- 7% ConditionalTransitionE xanmple
e Admir
2 ConditionalTransitionE xample

= @ Correlation_Rule
[ Correlation Rules)

gl

v
L

=l gy Advisor: Affected products by vulnerability
- gy Advisor: Affected products by vulnerabilit

The table below describes each level in a Solution Pack hierarchy.

Table 14-1 Solution Pack Hierarchy Levels

Icon Name Description
g Solution Pack Solution Pack is the root node in the content hierarchy. Each
Solution Pack can contain one or multiple category nodes.
i Category Category is a conceptual classification. Each category can
contain one or multiple controls.
= Control Control is another level of classification, which often
- corresponds to a particular control defined by a set of
regulations. Each control can contain one or multiple content
groups.
N/A Content Group A content group is a set of related content. There are several

types of content groups, such as reports, correlation rules, and
event configurations, each with its own icon.

The table below describes the types of content groups and the content that they contain.
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Table 14-2 Table 14-2: Types of Content Group

ols

Event Configuration

Map

Workflow

Role

Correlation Rule

Namespace

JavaScript Action Plugin
JavaScript Action
Integrator Plugin
Integrator

Action

Correlation Rule Deployment

Report

Dynamic List

A content group that contains a map definition and the
configuration of one or more related Sentinel meta tags.

This icon is also used for the meta tag configuration
definition.

Indicates the map definition instance.

A content group that contains an iTRAC workflow
template and any associated roles.

This icon is also used for the iTRAC workflow template
itself.

Indicates a role used in a workflow.

A content group that contains a correlation rule, the
namespace in which it is stored, and any associated
correlation actions or dynamic lists.

This icon is also used for the correlation rule definition.

Indicates a namespace Instance in which the correlation
rule is stored.

Indicates a JavaScript Action plug-in.

Indicates a configured JavaScript Action instance.

Indicates an Integrator plug-in.

Indicates a configured Integrator instance.

Indicates an Action configuration for a correlation action.

Indicates the correlation rule deployment.

A content group that contains a JasperReport.

Indicates a dynamic list.

14.1.2 Permissions for Using Solution Packs

To use the Solution Manager or Solution Designer, a user must be assigned the necessary
permissions in the User Manager.

1 Log into the Sentinel Control Center as a user with permissions to use the User Manager.

2 Go to the Admin tab.
3 Open the User Configuration folder.
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4 Open the User Manager window.
5 Click the Permissions tab.

6 Select Solution Designer, Solution Manager, or Solution Pack, which automatically selects
both child permissions. The new permissions are applied the next time the user logs in.

N Add User X

Details | Permissions Roles
This user has sccess to the following functionalty
:_’l% User Permissions

= Permizsions

eneral

Save Workspace
Column Management.
Snapshot

Public: Filters:

Msnage Private Fiters of Cther Users
Inteqrstion Actions
Active Wiews

View Active Views Tab
Uselvisw Active Views
Menu ftems

vent Source Managemsnt

Analysis

Wiew Analysis Tab

Administration

Wiew Administration Tab

Glohal Fiters

DAS Statistics

Ewent Corfiguration

Mep Data Configuration

Ewert Menu Configuration

RPeport Data Configuration

Server Views

: User Managemert

User Session Management
ITRAC Rale Managemert

14.2 Solution Manager

After a Solution Pack is imported, the Solution Manager in the Sentinel Control Center is used to
install, implement and test each control.

+ Installing a control installs the child content for the control into the Sentinel system. When the
content is initially installed, its status is Not Implemented.

+ Implementing a control is the process to configure event source systems and Sentinel to use the
content associated with the control. Novell Solution Packs include detailed documentation
describing implementation steps. The user should change the status of the control to
Implemented after following all of these steps.

+ Testing a control is the process to verify the content associated with the control. Novell
Solution Packs include detailed documentation describing testing steps. The user should
change the status of the control to Tested after following all of these steps.

To use the Solution Manager, a user must be assigned Solution Manager permissions under Solution
Pack. For more information, see Section 14.1.2, “Permissions for Using Solution Packs,” on
page 313.

314 Sentinel 6.1 Rapid Deployment User Guide



14.2.1 Solution Manager Interface

The Solution Manager window is divided into two frames: Content and Documentation.

¢ “Content Frame” on page 315

¢ “Documentation Frame” on page 316

Content Frame

A content frame provides Solution Pack extracted information in ZIP format. The Content frame
displays a hierarchical view of the category, control, content group, and various types of content. All
parent nodes reflect the overall state of the controls they contain. This means that parent nodes have

an inherited status based on their child content.
The Content frame consists of the following columns:

¢ Name: Displays the name of the node.

+ Installed: Indicates whether the content is installed in the target Sentinel system. If not, this

column is blank.

¢ State: This column is available for the control node. This column contains a drop-down box

with the following values:

+ Not Implemented: The default state when the control is first deployed.

+ Implemented: Indicates that the content is fully implemented using the associated

documentation.

+ Tested: Indicates that you have fully tested the content for this control using the

associated documentation.

NOTE: Because of the regulatory significance of implementing controls, status changes for each

control are tracked for auditing purposes.

Figure 14-2 Content Frame

o] @ Urinstal [ Creste POF

hizme State

= Sentinel Core Soltion Pack
[ (3 Solutian Pack Cortrols
- Gobsl Setup 5]

m T, malemented

= =

- lli Solution_Pack_Ststus_Dashboard_Oracle.rpt

: -l Solution_Pack_Hetus_Dashboard_Oraclerpt
P B Wi Sohtion_Pack_Status_Dashbaard_SGLrpt

P -l Solution_Pack_Status_Dashboard_SQLrpt
= Wl Sertinel-Core_Soltion-Pack-Status-Dashboard_6.1r1

= .& Sentinel-Core_Salution-Pack-Status-Dashboard_G.1r1

b Wl Sertinel-Core_Soltion-Pack-Stetus-Dashboard_6.1r1
s @ Implementation ALt Trai ]
B G Monitar Sentinel Core Solution Pack Contrals
- [L] Correlation RulestSertinel-Corethanitor Sertingl Core Solution Pack Cortrols
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Documentation Frame

The Documentation frame provides a description of selected node.The information was provided
when you created the Solution Pack by using the Solution Designer. For more information on the
Solution Designer, see Section 14.4, “Solution Designer,” on page 331.

The following informational tabs, which are populated and edited by using the Solution Designer,
are available in Documentation frame:

¢ Description: Displays the description of selected node. An additional Attachment panel is
included on this tab. You can view attachments and their description in the Description tab.
The user can add text to the External ID field to refer to specific regulations or corporate IDs.

+ Implementation: This tab, which is associated with the control nodes, displays the instructions
for implementing the selected control.

¢ Testing: This tab, which is associated with the control nodes, displays the instructions for
testing the selected control.

¢ Notes: This tab, which is associated with the control nodes, is editable. It can be used for any
notes related to the control, including user comments on the testing or implementation process.

Figure 14-3 Documentation Frame

0;
+

i Documentstion: Control 1.1.1; Firewall Configuration changes

Description | S, Implementation | &2 Testing | Motes
10 BBIF14C0-9732-1 12 8-5303-444553544 200
External [D:

Establizh firewall configuration standards that include the following : & formal process
for approving and testing all external network connecticns and changes to the firewall
configuraton.

Thiz cartrol has more to do with standards relating to the process for change
management for firewalls. The process can, however, be validated to ensure that no
wiolations of the process are occurring. The implementstion of this control invclves
capturing all configurstion changz events from firewallz =0 that such changes can be
wetted against approved changes.

14.3 Managing Solution Packs

¢ Section 14.3.1, “Importing Solution Packs,” on page 317

¢ Section 14.3.2, “Opening Solution Packs,” on page 319

¢ Section 14.3.3, “Installing Content from Solution Packs,” on page 321
¢ Section 14.3.4, “Implementing Controls,” on page 325

¢ Section 14.3.5, “Testing Controls,” on page 326

¢ Section 14.3.6, “Uninstalling Controls,” on page 326

¢ Section 14.3.7, “Viewing Solution Pack Status,” on page 328

¢ Section 14.3.8, “Deleting Solution Packs,” on page 330
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14.3.1 Importing Solution Packs

Solution Packs are available from several sources. They can be downloaded from the Sentinel
product page (http://support.novell.com/products/sentinel/sentinel61.html) (an additional license
might be needed). Solution Pack can also be provided by one of Novell’s partners, or they can be
created from content in your own Sentinel system.

The first step in using a Solution Pack is to import the . zip file into the system by using the Import
Plugin Wizard. When a Solution Pack is imported, the . zip file is copied to the server where the
DAS (Data Access Service) components are installed. The actual contents of the Solution Pack are
not available in the target Sentinel system until the controls are installed through the Solution
Manager.

If you import an updated version of a Solution Pack, you are prompted to replace the existing plug-
in.

To import a Solution Pack

1 Click the Tool menu and select Solution Packs. The Solution Packs window displays.

olution Packs Manage (=)
Ell} 3 @ i}:] "L:] Maximize

Mame . I

Ready

2 Click the Import icon in the Solution Packs window. The Import Plugin Type window is
displayed.

Import Plugin Wizard rz|
Plugin Import Type
Specify whether to import plugin from a plugin package or a directory.

...................................................................................

Mext ] [ Cancel
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3 Select Import Solution package plug-in file (.zip), then click Next. The Choose Plugin Package

File window displays.
4 Use the Browse button to the locate Solution Pack to import to the plug-in repository. Select a
ZIP file and click Open.
Import Plugin Wizard &|

Choose Plugin Package File
Select the plugin peckage file to import into the Plugin Repostory.

File Name:| | |[ Browse. ..

If you have selected a Solution Pack that already exists, the Replace Existing Plugin window
displays.
5 Click Next if you want to replace the existing plug-ins

mport Plugin Wizard

Replace EXisting Plugin?

A different verzion of the zame plugin already exists inthe Plugin Repository. Choose what
1o do with the existing plugin,

Detailz of Plugin in Repository
Marne PCI Solution Pack
Tupe SOLUTION_PACK

1|2

ersion 1.0
Releaze Date 1202607 2:44 P

Descrition The PCI Solution Pack provides caontrolHewel suppart for mast of the

| £

Details of Plugin Being Inmported
Marme PCI Solution Pack
Type SOLUTION_PACK
Wersion 10

Relesze Date 12026007 2:44 P

Descrintion The PCI Solution Pack provides controlHewel support for most of the

1812

| £

Click Me:xt to replace the existing plugin with the ohe being inported, or click Back to select a
different plugin package.

[ Back ” et l[ Cancel l

6 Click Next. The Plugin Detail window displays, including the details of the plug-in to be
imported.

7 Select the Launch Solution Manager check box if you want to deploy the plug-in after
importing the Solution Pack.
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If you select the Launch Solution Manager check box, the Solution Manager displays.

8 Click Finish.

14.3.2 Opening Solution Packs

To use the Solution Manager and view the contents of a Solution Pack, a user must be assigned
Solution Manager permissions. For more information, see Section 14.1.2, “Permissions for Using

Solution Packs,” on page 313.

¢ “Opening a Solution Pack in the Solution Manager” on page 319

¢ “Content Comparison” on page 320

¢ “Out Of Sync Status” on page 320

Opening a Solution Pack in the Solution Manager

1 Click the 700/ menu and select Solution Packs. The Solution Package window displays:

D on Packs Manage
Ell} 3 @ i}j ‘L:] Mazximize
Marne . I
Feady

2 Double-click a Solution Pack in the Solution Packs window. The Solution Manager window is

displayed.

N Solution Manager: Sentinel Core Solution Pack

[ ] & uninstan [ create POF

i Documertation: Dashiboard Status =1

MNarme

= W Sentinel Core Soltion Pack
&+ @ Solution Pack Controls
- o Global Setup

= p is

i = & Implementation Audit Trail

- @ Maritor Sertinel Gore Solution Pack Cort.
i I Correlation Rules\Sertinel-CoreWiont...
i &5 Wonitor Serfinel Core Solution Pack C
i~ @ Monitor Sertinel Core Solution Pack C.
. @ Monitor Sertingl Core Solution Pack C

- @l solution_Pack_audit_Trail_Oracle.rit
il Solution_Pack_Aucit_Trail_Oracle.rpt

& il Solution_Pack_Audit_Trail_SGL rpt
il Soiution_Pack_guct_Trail_SQL rpt

= i Sentinel-Core_Solution-Pack -Aucit Trail_

b il Sentinel-Core_Solution-Pack-Audit-Tr
= @ Evert Management Cortrols
| B @ internal Everts
& il Evert_Configuration_Oracle.rst
i il Evert_torfiguration_Oracle rpt
=+ il Evert_Configuration_SQL.rpt
i @l Evert_Corfiguration_SQL rpt
=~ il sentinel-core_Evert-Configuration_5.1r1
& b sentinel-Core_Evert-Configuration_6
i il Sentinel-Core_Evert-Configuration
= il Internal_Everts_oracts rpt

B sentinel-Core_Solution-Fack-Audit-Tr ..

o [
[ ]

>

Description | %, mplementation | @ Testing | Notes|

ID: |74D45200-51 F2-1 028826000 CO9F 472951

External ID: |

This control provides 2 report with a dashiboard view of the current status of the
Solution Pack. You can quickly and easily determine how close you are to having
fully-tested controls overall and within each requirement category

Soltion Pack Stetus Dashboard
- This report shows the deploymert status of the Solution Pack owerall and within each
requiremert category

Attachments

Narme Descriptin
Solution_Pack_Stetus_Dashboard-Sampl...|
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Content Comparison

When the Solution Pack is opened, the Solution Manager compares the contents of the Solution
Pack to other Solution Pack content from different Solution Packs or previous versions of the same
Solution Pack.

Table 14-3 Content Status

Icon Name Description
5] Installed Indicates that the content is already installed in the target Sentinel
system.

The version is the same in the opened Solution Pack and the
previously installed Solution Pack.

Out of Sync Indicates that a different version of the content is already installed in
the target Sentinel system. A difference in name, definition, or
description could trigger an Out of Sync status.

Out Of Sync Status

The Out of Sync icon indicates that content in the newly opened Solution Pack differs from a version
that was previously installed by another Solution Pack (either a different Solution Pack or a previous
version of the same Solution Pack). The name, definition, or description of the content might be
different.

NOTE: The Solution Manager only compares content from different Solution Packs (or different
versions of the same Solution Pack) for installed content. It does not compare content that has not
yet been installed. It also does not compare Solution Pack content to content in the target system;

manual changes to content in the Sentinel Control Manager are not reflected in Solution Manager.

When you right-click a Solution Pack, you can select Expand Only Out of Sync Nodes. This option
expands all controls that are out of sync and collapses all controls that are either uninstalled or in
sync. This makes it easy to find the out of sync content in a large Solution Pack.

To resolve out of sync content:

Select the out of sync content (not the control or category) in the Solution Manager.
2 Right-click and select Out of sync content details.

A message displays with information about which Solution Pack is the source of the out of sync
content

3 Compare the description of content item in the two Solution Packs to determine which version
you want to keep.

4 Uninstall the out of sync control from all Solution Packs.
Ideally you should resolve the out of sync issue before installing the new Solution Pack.
5 Reinstall the control with the content you want to keep.

6 Implement and test as required.
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14.3.3 Installing Content from Solution Packs

To use the content of a Solution Pack in the Sentinel Control Center, you must install the Solution
Pack or selected controls in a Sentinel system (also known as the “target” Sentinel system).

+ “Installing the Contents of a Solution Pack” on page 321

¢ “Correlation Rules and Actions” on page 322

¢ “JasperReports” on page 323

¢ “Default Reports” on page 323

¢ “Content Placeholders” on page 324

¢ “Duplicate Content within a Solution Pack™ on page 324

¢ “Content with the Same Name in the Target Sentinel System” on page 325

When you install either a Solution Pack or an individual control, all of the child nodes are installed.

Installing the Contents of a Solution Pack

1 Go to Tools > Solution Packs.

2 Double-click a Solution Pack to open Solution Manager. Alternatively, you can click the Open
with Solution Manager icon. The Solution Manager window displays.

3 Select a Solution Pack or a control you want to install, then click Install.

Alternatively, right-click a Solution Pack or control and select /nstall. The Install Control
Wizard displays. If you select a Solution Pack, all the controls in that Solution Pack display. If
you select an individual control, that control is displayed in the Install Control Wizard window.

Install Control Wizard &l

Controls To Install
Lists the set of cortrols to be installed.

You are ahout to install he cortents of the controls below. This action will be audited.

w; Cortral 1.4.2: Direct Access to PCI Systems

The pages to follow will aromgpt you for information reguired to install the selected controls.

[ e ] [ Cancel l

4 Click Next. If correlation rules or reports are included in the Solution Pack, you need to proceed
through several additional screens until you reach the Install Content window.
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Install Control Wizard

Install Content
Installs contert of selected controls

SUMMary:

Mame Status
E| ; Cortral 1.4.2; Direct Accessto PO Systems i
2 4 PClbsset
{ L PCld 42 AssetToRC 5]
| PClAsset
B 4" DMZAsset

o [ MapstPCI-DSSIPCIA 4.2; fzset ToDME 5]
) PO 42 Asset ToDMZ (]
it g® DMZsset
EI ii FPiCI-1.4.2: Direct Access to POl Systems i
¢ Correlation Rulss\PCIDSSIPCI-1 4 2: Direct... (&) -
Back ” Install ] [ Cancel

5 Click Install.
After installation the Finish button displays
6 Click Finish.

If the installation fails for any content item in the control, the Solution Manager rolls back all the
contents in that control to uninstalled.

There are special considerations for installing certain types of content, including correlation rules
and reports; these issues are described below.

Correlation Rules and Actions

Correlation rules are deployed to a specific correlation engine. During the control installation,
Figure 14-1 on page 312 shows the correlation engines in the target Sentinel system and the rules
that are already running on those engines. Based on the number and complexity of the rules running
on the engines, you can decide which correlation engine to deploy the correlation rule to.

Correlation rules deploy in an Enabled or Disabled state, depending on their status in the source
Sentinel system when the Solution Pack was created.

If an Execute Script Correlation action (created in Sentinel 6.0) is associated with the correlation
rule, the Solution Manager attempts to install the associated JavaScript code on all correlation
engines. If any of the correlation engines is unavailable, a message displays.

You can cancel the control’s installation and fix the problem or continue installation on only the
available correlation engines.
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Figure 14-4 Unavailable Correlation Engines

Unavailable Correlation Engines - =]

L ] The following correlation engines are not running, therefore, the selected JavaScript
J‘/ files cannct he installed orto them:

o computer_name: 10,001 (D 3E21B5CO-8C4B102A-BC21-00016CATBFD3)

The Jawa Script files can be successfully installed on the correlation enging wou
zselected, but if you later wart to-use the JavaScript files on one of the ehgines above,
you will hawve to manually copy them onto the engine before you can execute the
related JavaScript action.

Do you still wart to continue’?

The Execute Script Correlation action (created in Sentinel 6.0) cannot run on a particular correlation
engine if the installation of the JavaScript code fails for that correlation engine. The . js file can be
manually copied to the proper directory on the correlation engine. In a default installation, the
proper directory is <Install directory>/config/exec.

If an Execute Command correlation action is associated with the correlation rule, the Solution
Manager installs the command and its arguments, but the script, batch file, or utility must be
manually configured on the correlation engines. This might require installing the utility, configuring
permissions, or manually copying a script or batch file to the proper directory on the correlation
engines.

In a default installation, the proper directory for the script file is <Install directory>/config/
exec.

If a JavaScript Action is associated with the correlation rule, the Solution Manager installs the
Action configuration, the Action plug-in, and the associated Integrator configuration and Integrator
plug-in if needed.

JasperReports

Sentinel 6.1 Rapid Deployment uses JasperReports for report generation. There are two options to
add JasperReports to the Solution Pack. They can either be added from the local machine (. zip or
.rpz files) or from the Sentinel server you are connected to.

Sentinel 6.1 Rapid Deployment does not support Crystal Reports. However, existing Solution Packs
containing Crystal Reports can still be opened/edited/saved in the Solution Designer. When you
attempt to install a control that also contains the Crystal Report along with other non-Crystal content
such as JasperReports, Correlation rules, Action plug-ins, and Integrator plug-ins, all other contents
except the Crystal Report are installed. If you attempt to open a control that contains only Crystal
Reports, it stops you with an error message. In both scenarios, a log message is entered to the
Sentinel Control Center log.

Default Reports
Sentinel 6.1 Rapid Deployment bundles the following reports with the Sentinel Core solution pack.

¢ Sentinel Core Event Configuration

Solution Packs
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¢ Sentinel Core Event Source List

+ Sentinel Core Event Source Overview

¢ Sentinel Core Incident Management Dashboard
¢ Sentinel Core Incident Status Summary

¢ Sentinel Core Internal Events

¢ Sentinel Core Solution Pack Audit Trail

+ Sentinel Core Solution Pack Status Dashboard

Content Placeholders

Only fully defined controls can be installed. For controls that contain placeholders, the Install option
is disabled:

5 ] [ creste POF
Name State
= Solution Pack
- @ category

= ol

- Ml Jasper Report Placeholder
I Jsspier Risport Placsholder
- [ Jasper Report Placeholder
I Jsspier Risport Placsholder
- [ Jasper Report Placeholder
I Jsspier Risport Placsholder
- [ Jasper Report Placeholder
I Jsspier Risport Placsholder
L. [l Jasper Report Placeholder

The following warning displays in the Description frame:

i Documentation: Contral g o
Descriohion | mplementation  Testing  MNotes

(&) Cannot Deploy &3 & contains placeholder ()
D 50226 E70-3E99-1024-5 C54-444553544200

External ID:

Duplicate Content within a Solution Pack

If two separate controls contain identical content and one control is deployed successfully, the status
of the duplicate content in the other control is changed to Installed. The remaining child nodes in the
second control stay uninstalled.

Each content item is only installed once. If the same content item (for example, a correlation rule) is
included in more than one control, it is only installed once. Therefore, if you install one of those
controls, the content displays with an installed status in the other control. In this scenario, the
Solution Manager might show that the content for the second control is only partially installed. See
Control 1.4.2 in the example below:
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Figure 14-5 Duplicated Content with in a Solution Pack

3 Uninstel [3 Cresls FOF

Hame e
= 1 Soasion Pack

W Cetepory H
T S [ © i i .

=W i 5]
& i o
)

Content with the Same Name in the Target Sentinel System

If the Solution Manager detects content with the same name but a different unique identifier in the
target Sentinel system, the Solution Manager installs the content with a unique ID appended to the
name. For example, the rule from the Solution Pack might be named Unauthorized Firewall Change
(1). The existing rule in the Sentinel system is unchanged.

NOTE: To prevent confusion for end users, Novell recommends that one of these rules be renamed.

14.3.4 Implementing Controls

After the content installation, additional steps might be necessary to fully implement a control, such
as the following examples:

+ Populating a . csv file that is used by the mapping service for event enrichment.

¢ Scheduling automatic report execution in the Crystal Reports Server.

+ Enabling auditing on source devices.

¢ Copying an attached script for the Execute Command correlation action to the appropriate

location on the correlation engines.

These steps should be added when the Solution Pack is created in Solution Designer.

To implement a control:

1 Open a Solution Pack in the Solution Manager.
2 Select a control.
3 Click the Implementation tab in the Documentation frame.

4 Follow all of the instructions in the Implementation tab.
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5 Add notes to the Nofes tab of the Documentation frame as necessary to document progress or
necessary deviations from the recommended implementation steps.

6 When the implementation is complete, select the control and change the status drop-down to
Implemented.

An audit event is generated and sent to the Sentinel Control Center.

Because of potential legal and regulatory implications, the status for a control should only be
changed after all of the implementation steps have been successfully completed.

NOTE: A control must be installed before it can be implemented.

= C m £ Nat Implemerted w
e Sertinel-Core_Evert-Configuration_6.1r1 &) 5) Mat Implemented
.'J; Sertinel Core Evert Corfiguration 6.1r1 G)M

i Sentinel-Core_Evert-Configuration_5.1r1 s) a Tested

14.3.5 Testing Controls

After the content implementation, the content should be tested to verify that it is working as
expected. Testing might require steps such as the following:

+ Run a report.
¢ Generate a failed login on a critical server and verify that a correlated event is created.
These steps should be added when the Solution Pack is created in Solution Designer.

To test a control:

Open a Solution Pack in Solution Manager.
Select a control.
Click the Testing tab in the Documentation frame.

Follow all of the instructions in the Testing tab.

A H» O N =

Add notes to the Notes tab of the Documentation frame as necessary to document progress or
necessary deviations from the recommended testing steps.

6 When the testing is complete, select the control and change the status drop-down to Tested.
An audit event is generated and sent to the Sentinel Control Center.

Because of potential legal and regulatory implications, the status for a control should only be
changed after all of the testing steps have been successfully completed.

NOTE: A control must be installed and should be implemented before it can be tested.

14.3.6 Uninstalling Controls

Controls are often used to meet legal or regulatory requirements. After they are implemented and
tested, controls should be uninstalled only after careful consideration.
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When a control is uninstalled, the status for the control reverts to Not Implemented and child content
is deleted from the Sentinel system. There are a few exceptions and special cases:

+ Dependencies are checked to ensure that no content that is still in use is deleted. Some
examples of this include a dynamic list that is used by a correlation rule created in the target
Sentinel system, a report that is used in a control that is still installed, an iTRAC workflow
template that is used in a Solution Pack that is still installed, or a folder that still contains other
content.

+ Reports copied to a local system cannot be removed if the uninstall is performed from a
Sentinel Control Center on a different machine.

+ JavaScript files associated with Execute Script Correlation actions remain on the correlation
engines.

¢ Maps (.csv files) and the data they contain are not deleted.
+ Roles associated with workflows are not deleted.

To uninstall a Control:

1 Right-click the control you want to uninstall and select Uninstall. Alternatively, you can click
the Uninstall icon. The Controls To Uninstall window displays

Uninstall Control Wizard

Controls To Uninstall

Listz the set of cortrols to be uninstalled.

You are ahout to uninstall the corterts of the cortrols below. This action willbe audited.

:u Cortrol 1.1 4 Firewall Configuration Changes

The pages to follow will aramgt you for information reguired to uninstall the selected contrals.

[ [R=E ] [ Cancel

2 Click Next

If the control you are uninstalling includes one or more reports, you are prompted whether to
uninstall the reports from the local server or the Crystal Reports Server. Ideally, this
information was recorded on the Notes tab when the reports were installed.

3 Click Next. The Uninstall Content window displays.
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Uninstall Control Wizard

x]

Uninstall Content
Uninstalls cortert of selected contrals
Summary
Mame Statuz
- & Cortrol by ~
E|,.Ij Sentinel-Core_ Evert-Configuration_E.1r1 'E.}
: & Sertinel Core Evert Corfiguration 6.1r1 Ej'
E i Sertinel-Core_Event-Corfiguration_6.1r1 '.53
- &7 Flsme P
: - &) pazetToRegulstion iy
_ L P Flsma by
E| ﬁ fonitor Serntinel Core Solution Pack Controls i
[L'.] Correlation Rules\Sertinel-Core\Maonitor Sent... 2 |
4od Monitor Sentingl Core Solution Pack Cortrols A8y 3
Back ]| Uninstall [ Cancel

4 Click Uninstall. The selected contents are uninstalled.

You cannot uninstall local reports from a different Sentinel Control Center machine than the
one that they were installed on or if the files were copied to a new location after installation. If
the Solution Manager cannot find the . rpt files in the expected location, a message is logged
in the Sentinel Control Center log file.

5 Click Finish.

14.3.7 Viewing Solution Pack Status

There are several sources of information about the status of a Solution Pack.

+ “Viewing Status in the Solution Manager” on page 328
¢ “Generating Status Documentation” on page 329

¢ “Audit Events in the Sentinel Control Center” on page 330

Viewing Status in the Solution Manager
You can view the status of Solution Pack contents in the Solution Manager:
+ None/Blank: No status indicator for a control indicates that the associated content has not been
installed yet.

¢ Not Implemented: When none or some of the contents of a control are installed, the control is
in the Not Implemented state. If the same content is installed by another control, a control
might be Not Implemented even if some of its child content is Installed.

+ Implemented: This status indicates that a user has completed all of the implementation steps
and manually set the control status to Implemented.
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¢ Tested: This status indicates that a user has completed all of the testing steps and manually set
the control status to Tested.

¢ Out of Sync: This status indicates that a different version of the content in the Solution Pack is
deployed in the Sentinel target system by another Solution Pack or a previous version of the
same Solution Pack.

Generating Status Documentation

The information about the Solution Pack can be exported in PDF format. The report contains details
about every node in the Solution Pack, including category, control, and content group. You can
select the following available options:

+ Show status: Select this option to show deployment status for each control (Not Installed, Not
Implemented, Implemented, or Tested) and whether it’s Out of Sync.

+ Show individual content: Select this option to include information about the child content for
each control in the documentation.

Figure 14-6 Status Document

Solution Pack Contents

il Correlation Rules\Severity GT 3

Status

IGNDIZ Installed

D
Key(id=BB402CA0-07D7-102A-8488-000C205C 1020, Type=NAMEEPACE]

Description
Correlafion Rules\Severty GT 3

¢ Correlation Rules\test2

Status
@ instalied

15}
Keylid=-BB4D2CA0-07D7-102A-8732-000C295C 1020, Type=NAMESPACE]

Correlation Rules\test2

To generate Solution Pack documentation:

1 Open the Solution Pack for which you want to generate a status report.
2 Click Create PDF. The Report Options window displays.
3 Select Show status and Show individual content if desired.

4 To view the documentation, click Preview. If this is the first time a PDF has been opened from
your Sentinel Control Center, you might need to locate Acrobat® Reader.
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x)

N Please Specify Viewer For This Attachment Type

Attachment [dentification

Extension: | |

Type: | |

Subtype: | |

Attachment Viewer

.ﬂpplication:l | [ Browse ]

Parameters: | %FILEY |

Ok I l Cancel I

5 To save the PDF, click Browse. Navigate the location where you want to save the PDF and

specify a filename. Click Save.

Report Options [EJ
|:| Show status

[] show individual cortent

| | [ Browse ]

[ Prewiew ] [ Save ] [ Cancel ]

Audit Events in the Sentinel Control Center

All major actions related to Solution Packs and controls are audited by the Sentinel system, with
information about which user performed the action. The following events are visible in the Sentinel
Control Center and are stored in the Sentinel database:

*

*

Solution Pack is imported.

Control is installed.

Control status is changed to Implemented.
Control status is changed to Tested.

Control status is changed to Not Implemented.
Control is uninstalled.

Notes are modified for a control

Solution Pack is deleted.

14.3.8 Deleting Solution Packs

Solution Packs are often used to meet legal or regulatory requirements. After they are implemented
and tested, Solution Packs should be deleted only after careful consideration.
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All deletions are audited by the Sentinel system and sent to both the Sentinel Control Center and the
Sentinel database.

1 Click the Too/ menu and select Solution Packs. The Solution Packs window displays.

2 Select the Solution Pack you want to delete and click the Open icon on the toolbar.

3 Select the Solution Pack node and click Uninstall. All controls are uninstalled.

4 Close the Solution Manager

5 With the same Solution Pack selected, click Remove plugin. Click Yes when you are prompted
to delete the Solution Pack.

NOTE: If you attempt to delete a Solution Pack without uninstalling the content first, you are
notified that content is still deployed. You have the option to open the Solution Pack in the Solution
Manager and uninstall the content.

14.4 Solution Designer

You can use the Solution Designer to package and export different contents, for example, a
correlation rule with associated Actions and Dynamic lists and JasperReports. These contents can be
selected and packaged in a ZIP file with their respective configuration. You can then view or select
the content of the file by using the Solution Manager. For more information on the Solution
Manager, see Section 14.2, “Solution Manager,” on page 314.

To use the Solution Designer, a user must be assigned Solution Designer permissions under Solution
Pack. For more information, see Section 14.1.2, “Permissions for Using Solution Packs,” on
page 313.

¢ Section 14.4.1, “Solution Designer Interface,” on page 331

¢ Section 14.4.2, “Connection Modes,” on page 333

¢ Section 14.4.3, “Creating a Solution Pack,” on page 334

¢ Section 14.4.4, “Managing Content Hierarchy Nodes,” on page 335

¢ Section 14.4.5, “Adding Content to a Solution Pack,” on page 336

¢ Section 14.4.6, “Documenting a Solution Pack,” on page 338

¢ Section 14.4.7, “Editing a Solution Pack,” on page 339

14.4.1 Solution Designer Interface

The Solution Designer is divided into several frames: Content Palette, Content Description, Solution
Pack, and Documentation. The Content Palette includes several sections that can be expanded,
including Correlation Deployment, Event Enrichment, Workflow Templates, and Reports. The
displayed contents are populated from the Sentinel server and can be exported into a Solution Pack.

Solution Packs
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Table 14-4 Table 14-4: Solution Designer - User Interface

Frames Image
Content Palette : Cortent Palette 7
[ ]

G Correlation

Falder:| Correlation Rules b

Show contents of sub-folders

" Correlation Placeholder

4" Event Enrichment

D ITRAC

oy Jasper Reports

Content Description R ———

A placeholder Far a correlation deployment,
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Frames

Image

Solution Pack

Documentation

i Solution Pack

[ Rename |-

Mame
=I- {3 Solution Pack.
- [ Cateqary
=l & Cantral

PP Report Placeholder

]
a

i Documertstion: Control 1.1.1: Firevsil Corfiguration Changes

Description | S, Implementation | €9 Testing | Notes
D BEIF14C0-8732-1024 8303444553544 200
External 1D

E=tahblizh firewall configuration standards that include the following : Aformal process
for approving and testing all external network connections and changes to the firewall
corfiguration.

This contral has more to do with standards relsting to the process for change
management far firewalls. The process can, however, be validasted to ensure that no
winlstions of the process are occurring. The implemertation of this contral involves
capturing all configuration change everits from firewalls so that such changes can be
wetted against approved changes.

14.4.2 Connection Modes

Solution Packs can be created or edited in the Solution Designer in connected or offline modes.

In offline mode, there is no connection to an active Sentinel server or its content (such as event
enrichment or correlation rules). However, you can perform the following actions:

¢ Define the structure of the Solution Pack (including Categories, controls, and content

placeholders).

¢ Write implementation documentation.

+ Write testing documentation.

¢ Add JasperReports available in your local system.

¢ Add attachments to any node of the Solution Pack.

In connected mode, all content in the Sentinel system is available. In addition to all of the actions
that are available in offline mode, you can also perform the following actions:

¢ Add Sentinel content (such as correlation rules and Maps).

+ Replace placeholders with Sentinel content.
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To open the Solution Designer in offline mode:

1 Start the Solution Designer by executing the following command:

<Install directory>/bin/solution designer.sh

The Sentinel Solution Designer login window is displayed.

2 Provide your login credentials. Select the Work Offline check box if desired, then click Login.
The Solution Designer is displayed.

N Solution Designer (= O]
File  Todls
DOHRE a8 2]
i Content Palette i Solution Pack i Documentation
[ ] : [ ] e
D:
W Correlation Mame
External ID:
= @ Soltion Pack el
Folder:| Correlation Rules v
= @ Catenory
Shaw contents of sub-falders & Cortral
¥ Correlation Placeholder
W Moritor Sentinel Care Solution Pack Confrols
< >
o Event Enrichment
< [TRAC Attachments
i Jasper Reports Hame Deseription
i Content Description s
& placeholder for & correlation deploymert
@ B 9 B

3 Open or create a Solution Pack.

For instructions on creating a Solution Pack see Section 14.4.3, “Creating a Solution Pack,” on
page 334.

14.4.3 Creating a Solution Pack

Using Solution Designer, you can create a Solution Pack using existing content objects (for
example, correlation rules or dynamic lists) from Sentinel. The Solution Designer analyzes the
dependencies for a content object and includes all necessary components in the Solution Pack. For
example, a correlation rule deployment includes a correlation rule definition and can also include
one or more actions and the ability to create an incident using a workflow. The Solution Designer
includes the correlation rule, the associated correlation actions, the iTRAC template, and the roles
associated with the iTRAC template in the Solution Pack.

NOTE: To add a content object to a Solution Pack, it must already exist in Sentinel. Content objects
cannot be created through the Solution Designer.

To create a new Solution Pack:

1 Open the Solution Designer in either connected or offline mode.
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2 Click File > New. An empty Solution Pack displays in the Solution Pack frame.

3 Add Categories, controls, content groups, and content placeholders, using the proper
procedures for each.

4 Add file attachments to the hierarchy nodes as desired.
5 Click File > Save. The Save window displays.

Provide a name and click Save. The Solution Pack is saved in a . zip or . spz format.

NOTE: Although you can save a Solution Pack with empty placeholders, you cannot install controls
in Solution Manager unless all placeholders have been filled with content.

14.4.4 Managing Content Hierarchy Nodes

All content in a Solution Pack is hierarchically organized into categories, controls, and content
groups. These nodes in the hierarchy can be added, deleted, renamed, or reordered.

Table 14-5 Adding, Deleting, Renaming, and Reordering the Content Hierarchy

Function Description

Create Add a node to the existing control.

Right-click an existing node and select Create, or click Create in the
Solution Pack frame. Specify the details and click Create.

Rename Rename an existing node.

Right-click an existing node and select Rename, or click Rename in
the Solution Pack frame. Provide the new name and click OK.

Delete Delete a category, control, or content group object.

Right-click an existing node and select Delete, or click the Delete
option in the Solution Pack frame. The Delete Selected Objects?
message displays. Click OK.

View or Edit Properties View or edit the properties of a Solution Pack, such as the creator.

Click File > Properties from the menu bar or right-click the Solution
Pack node and select Properties.

Expand or Collapse Nodes Expand or collapse all child nodes.

Select the Solution Pack or any category, control, or content group
level. Right-click a node and select Expand All or Collapse All.

Move Nodes category, control, and content group nodes can be created in any
order and then reordered or moved to a different parent in the
hierarchy.

To move a node to another branch in the hierarchy, drag and drop a
node to its new parent node. A control can be moved to a new
category. A content group can be moved to a new control.

To reorder a node, drag and drop it on top of the node where it should
appear in the Solution Pack.
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14.4.5 Adding Content to a Solution Pack

A vital part of creating a Solution Pack is adding content to the controls. Each control can have one
or more types of content associated with it.

+ “Sentinel Content” on page 336

+ “JasperReports” on page 337

¢ “Placeholders” on page 337

+ “File Attachments” on page 337

Sentinel Content

The same general procedure is used to add all types of Sentinel content to a Solution Pack. The
Sentinel content options include the following:

¢ Correlation rule deployments, including their deployment status (enabled or disabled) and
associated correlation rules, correlation actions, and dynamic lists

* Reports

+ iTRAC workflows, including associated roles

¢ Event enrichment, including map definitions and event meta tag configuration

+ Other associated files added when the Solution Pack is created, such as documentation,

example report PDFs, or sample map files.

The general steps for Sentinel content are described below.

NOTE: Because dynamic list elements and map data are often highly dependent on the system
environment, this data is not included as part of the dynamic list or map definition in the Solution
Pack. However, this data can be attached to the Solution Pack as a . csv file.

To add Sentinel content to a control:

1 Log into Solution Designer in connected mode.
2 Open or create a Solution Pack.

3 Click the appropriate panel to display the available reports from the Content Palette: Solution
Pack, category, control, content group and contents.

4 Select the specific content group you want to add.

5 Select the appropriate control or placeholder and click Add Selected Content. Alternatively,
drag and drop the selected content group to the appropriate control or placeholder in the
Solution Pack frame.

NOTE: If you try to add preexisting content in Solution Designer by dragging and dropping, the
existing content is highlighted. After you drop the content, a message prompt displays, stating
existence of similar content.
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JasperReports

You can add a JasperReport (. jpz file) from a local file system. Adding a JasperReport is similar to
adding other types of contents.

1 Log into Solution Designer in connected mode or oftline mode, then open or create a Solution
Pack.

2 Click the Jasper Report panel in the Content Palette. The Jasper Report Panel expands.
You are prompted about the availability of Jasper Report file on your local machine.
3 Select Local Jasper Report Plugin.
4 In the browser window, browse to the location on your local drive where the report is located.

5 Select the file (. zip or . jpz file) and click Open.

Placeholders

If the user is working in offline mode or is not ready to associate content with a control, an empty
placeholder can be used instead.

To add a placeholder
1 Click a button in the Content Palette to open the panel for the type of placeholder you want to
add: Correlation, Event Enrichment, iTRAC workflow, or report.
2 Drag and drop the placeholder to the appropriate control in the Solution Pack frame.
3 Rename it if desired.
To replace a placeholder with content:
1 Click a button in the Content Palette to open the panel for the type of placeholder you want to
replace: Correlation, Event Enrichment, iTRAC workflow, or report.

2 Drag and drop the appropriate content group from the Content Palette to the placeholder in the
Solution Pack frame.

File Attachments

You can attach a file or files to any node in the hierarchy, and they are included in the Solution Pack.
These files can include anything useful for a user who must deploy the Solution Kit, such as a PDF
view of a report, sample map data for event enrichment, or a script for an Execute Command
correlation action. These files can be added, deleted, viewed, renamed, or saved to the local
machine.

Table 14-6 File Attachment

Icon Name Description

O Add File Adds an attachment to a node. The system prompts for another file if
you attempt to add one that is already attached.

Select a node. Click Add a new attachment icon in the Attachments
panel. Locate the file, provide a description, and save.
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Icon Name Description

View Views an attachment.

Select a node, right-click the attachment in the Attachment panel, then
select View File. The file displays in the associated application.

N/A Rename Renames an attachment.

Select a node, right-click the attachment in the Attachment panel, then
select Rename. Specify the new name and click OK.

0 Delete Deletes an attachment.

Select a node, right-click the attachment in the Attachment panel, then
select Delete. Click OK to delete.

Save Save a copy of the attachment to the local system.

iC

Select a node, right-click the attachment in the Attachment panel, then
and select Save As. Select a file location and click Save.

14.4.6 Documenting a Solution Pack

+ “Implementation Steps” on page 338

+ “Testing Steps” on page 338

Implementation Steps

You need to add the steps required to implement the content in the target Sentinel system to the
Implementation tab of the Documentation frame. The steps might include instructions for the
following types of implementation actions:

+ Populating a . csv file that is used by the mapping service for event enrichment.

+ Enabling auditing on source devices.

¢ Copying an attached script for an Execute Command correlation action to the appropriate

location on the correlation engines.

After the content implementation, the content should be tested to verify that it is working as
expected.

Testing Steps

You need to add the steps required to test the content in the target Sentinel system to the Testing tab
of the Documentation frame. The steps can include instructions for the following types of testing
activities:

¢ Run a report and verify that data is returned.

+ Generate a failed login on a critical server and verify that a correlated event is created and
assigned to an iTRAC workflow.
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14.4.7 Editing a Solution Pack

A saved Solution Pack can be edited by using the Solution Designer. For information about
deploying the changes into an existing system, see Section 14.5, “Deploying an Edited Solution

Pack,” on page 340.
When an existing Solution Pack is saved, the user has several options:
¢ Save: Saves an updated version of the original Solution Pack. If the Solution Pack is re-
imported into a Sentinel system, it replaces the old version.
¢ Save As: Saves a renamed version of the original Solution Pack. If the Solution Pack is re-
imported into a Sentinel system, it replaces the old version.

¢ Save As New: Saves a Solution Pack with a new unique identifier. If the Solution Pack is
imported into a Sentinel system, it does not impact any previously imported Solution Packs.

To edit a Solution Pack:
1 Start the Solution Designer by executing one of the following commands:
solution designer.sh (in <Install directory>/bin)

The Sentinel Solution Designer login window displays.
2 Provide your login credentials. Select the Work Offline check box if desired, then click Login.
The Solution Designer displays.

N Solution Designer o |[=]
File  Todls
NPdHBR da )
i Content Palette R i Solution Pack i Documentation
D) Add Selected Content & sync A Cartent [ Renams |- | || Descrigtion ‘ S Implemertation | & Testing
D: |1 BF BB50-364.C-102.C-445.C-001 4 C20551 D9
W Correlation Mame ‘
External ID:
" Event Enrichment = @ Solution Pack
- = @ Catenory
D iTRaC -
- B = Control
Folder:| Templates v W Monitor Sentinel Core Solution
[l Sentingl-Core_Evert-Source-Li..
Show conterts of sub-folders 7 CommandExample
% iTRAC Template Placeholder o]
2 AlerTimeoutExample
2 Conditional TransttionExample
7 TwoStepSimpleExample &
< > Attachrments
i Jasper Reports Hame Deseription
i Content Description s
This report shows all ohservers (event sources) that have d
sllvered data to Sentingl in the specifisd tme period. Included
inthe resutts are any reporters (aggregation poirts) and the
Collctor which processed the tata
O F @ B B

3 To edit a Solution Pack, click File > Open. Browse and select the existing Solution Pack ZIP

file. Click Open.
4 To update the Solution Pack with modified content from the source Sentinel system, drag and
drop the content from the Content Palette to the appropriate control.

5 Add or delete controls as necessary.
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6 Click File > Save, Save As, or Save As New, and save the file to the location you want.

If you selected Save or Save As and some of the content is out of sync, you are prompted to
synchronize. See “Out Of Sync Status” on page 320for instructions on how to synchronize
content.

Out of Sync Content

If the content in the source system is modified, the content in the source system and the content in
the original Solution Pack can be out of sync.
¢ You can drag and drop the content from the Content Palette onto the control.

¢ For simple content with no dependencies, the modified content is immediately updated. For
example, a report has no dependencies.

+ For content with dependencies, the dependencies are checked and updates are made when you
click Sync All Content or when you save the Solution Pack.

NOTE: In the special case in which an action uses the Send Email action that is included in all
Sentinel 6.1 systems by default, the Send Email action always appears as Out of Sync. This is
expected and does not cause an error.

14.5 Deploying an Edited Solution Pack

When a Solution Pack is modified and saved by using the Save or Save 4s options in the Solution
Designer, it is considered to be a new version of the original Solution Pack. When it is imported, it
replaces any older versions of the original Solution Pack. There is no immediate impact on any
installed content in the target Sentinel system.

After the Solution Pack is installed, its behavior varies depending on the status of the original
Solution Pack’s content.

+ [f the content from the original Solution Pack was not installed yet, the content is simply
replaced. When a user installs content, the new content is installed to the target Sentinel system.

¢ [f the content from the original Solution Pack was installed (Not Implemented), Implemented,
or Tested, the original content is compared to the new content.

+ [f the content version is the same, the original content is still valid and no action is necessary.

¢ If the content version is different, the content status is set to Out of Sync. The user must decide
how to resolve the synchronization issue. For more information, see “Out Of Sync Status” on
page 320.

+ [f the content did not exist in the original Solution Pack, it is displayed in Solution Manager as
Not Installed. You can install, implement, and test the new content.

¢ [f the content existed in the original Solution Pack but has been deleted from the modified
Solution Pack, it does not appear in the Solution Manager.

NOTE: The Solution Manager only handles differences in the contents of Solution Packs. It does
not recognize manual content changes that are performed after content is installed.
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Action Manager and Integrator

Actions are used to execute some type of action in Sentinel, either manually or automatically. An
action plug-in framework was introduced in Sentinel™ 6.1. This framework consolidates several
different ways of executing actions in Sentinel 6.0. The same Action framework is now used to
execute actions in all of the following contexts:

+ When a deployed correlation rule fires (automatic)

+ When a user chooses the action from within an incident

+ When a user chooses a right-click menu option using an action in an Active View™ or other

event table

The plug-in framework has several advantages over the method for using JavaScript actions in
previous versions of Sentinel.

¢ There is no need to place the JavaScript file in a particular directory. The plug-in is placed in a
central repository.

¢ There is no need to manually distribute the file to multiple machines in a distributed
environment. The plug-ins are downloaded as needed.

¢ Importing the updated plug-in from one Sentinel Control Center machine is sufficient to update
the plug-in everywhere it is used.

One or more configured action instances can be created from an action plug-in by using different
parameters.

An action can be executed on its own, or it can make use of an Integrator instance, configured from
an Integrator plug-in. Integrators provide the ability to connect to an external system, such as an
LDAP, SMTP, or SOAP server, to execute an action.

¢ Section 15.1, “Action Manager,” on page 341

¢ Section 15.2, “Action Plug-Ins,” on page 343

*

Section 15.3, “Actions,” on page 354

*

Section 15.4, “Integrator Manager,” on page 360

*

Section 15.5, “Integrator Plug-Ins,” on page 362

*

Section 15.6, “Integrators,” on page 363

15.1 Action Manager

The Action Manager allows you to configure repeatable actions that can be executed in various
contexts throughout the Sentinel system. The Action Manager allows you to configure the following
types of actions:

¢ Configure a Correlated Event

¢ Add to Dynamic List

¢ Remove from Dynamic List

+ Execute a Command
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* Send an Email
¢ Create an Incident

+ Execute JavaScript Action Plug-ins

NOTE: Except for JavaScript actions, the actions above can only be used in the context of a
correlation rule deployment. For more information about correlation-only actions, see the
Correlation section. This section focuses exclusively on JavaScript action plug-ins and actions.

Using the Action Manager you can import, create, and manage action plug-ins (. zip files) and
configure specific action instances.

To use action plug-ins, a user must be assigned the necessary permissions in the User Manager. By
default these permissions are assigned to esecadm.

1 Log into the Sentinel Control Center as a user with permissions to use the User Manager.

2 Go to the Admin tab.

3 Open the User Configuration folder.

4 Open the User Manager window. Double-click the desired user. The User Details window
displays.

5 Click the Permissions tab.

N Add User X

User Permissions

=~ |:| Permizszions
-- |:| General
" |:| Active Wiews
- [ iTRac
" |:| Inciderts
" |:| Integrators
-- |:| Actions
-- |:| Ewent Source Management
-- |:| Ahalysis
B[] admiristration
-- |:| Correlation
i [ Salution Pack
G [ Iddertity
-- |:| Reparting
-- |:| Diowloading
[+ [ ] wreb Start

6 Select View Actions, Manage Actions, or Manage Action Plugins (which automatically selects
all child permissions). The new permissions are applied the next time the user logs in. For more
information, see “Sentinel 6.1 Rapid Deployment Control Center User Permissions” in the
Sentinel 6.1 Rapid Deployment Reference Guide.
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15.2 Action Plug-Ins

You can download action plug-ins from the Sentinel Content Site (http://support.novell.com/
products/sentinel/sentinel61.html).

Action plug-ins are frequently included in Solution Packs. Also, JavaScript actions used in Execute
Script actions in versions of Sentinel before Sentinel 6.1 Rapid Deployment can be converted to
action plug-ins by using the Action Manager.

¢ Section 15.2.1, “Importing JavaScript Action Plug-Ins,” on page 343
¢ Section 15.2.2, “Importing JavaScript Files,” on page 346

15.2.1 Importing JavaScript Action Plug-Ins

JavaScript plug-ins from Novell® or other sources can be imported into Sentinel.

1 Click Tool > Action Manager. The Action Manager window displays.

N Action Manager |Z| |E| [g|

EEJ A Mahage Plugins
Q zet—eDirectory

H ste on-ib View/Edit Delete
Ready @ Refresh| Refreszhed At: 6505 3:45:09 PM

2 Click Manage Plugins. The Action Plugin Manager window displays.
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N Action Plugin Manager
rEER

Mame
10 _Shartirork Flove

3 Click the Add icon on the top left corner to import plug-ins. The Plugin Import Type window
displays.

Import Plugin Wizard D_q

Plugin Import Type
Specify whether ta import plugin from a plugin package or a directory.

(=) import an Action plugin file (zipk

(:} Irnppart &h Action plugin from directory

[ et l l Cancel

4 Seclect Import an Action plugin file (. zip). Click Next.
The Choose Plugin Package File window displays.
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Import Plugin Wizard

(X))

Choose Plugin Package File
Select the plugin package file to import into the Plugin Repository.

File Mame:

H Browse...

5 Browse to a location of the plug-in package file and click OK, then click Next.

If the file you have selected is not the proper format, the Next button does not activate.

If you are updating an already-imported plug-in file, you are provided with the option of
updating the existing plug-in, going back and selecting a different plug-in, or canceling the

import.

6 If you want to continue, click Next.

The Plugin Details window displays. Details of the plug-ins to be imported are displayed.

Import Plugin Wizard
Plugin Details

Description

Mame

Type

Author

ersion

Release Date
Supported 05 Platforms
Ied

Description

X

Details of the plugin to be imported are showr below. Click Finizh to import the plugin.

Jsscript
JAEVASCRIPT_ACTION
Unknown

14

44308 3:28 PM

S9EES020-E390-1 0259 CF A0 558005725

Jawa script file

Back ][ Finizh ][ Cancel

7 Click Finish.
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15.2.2 Importing JavaScript Files

Although JavaScript action plug-ins can be obtained from Novell, it is also possible to create and
manage your own JavaScript action plug-ins. Plug-ins can be created by using JavaScript files that
were used in the Execute Script command in versions prior to Sentinel 6.1 Rapid Deployment, or
they can be created using any JavaScript file written by using the Sentinel JavaScript API.

NOTE: For information about the API for developing JavaScript scripts for Sentinel correlation, see
Sentinel JavaScript Action API on the Novell Developer Community Web site (http://
developer.novell.com/wiki/index.php?title=Develop_to_Sentinel).

After you import a JavaScript file into Sentinel, a JavaScript action plug-in is created and stored in
the central plug-in repository. Then the action plug-in can be used to configure an action instance.

Unlike the Sentinel 6.0 Execute Script command, the JavaScript file does not need to be manually
moved to a specific directory location.

When you import a JavaScript file from a directory, it is important to define the required objects
correctly so the JavaScript actions that use the plug-in are available in the right parts of the Sentinel
Control Center interface. The following table shows the Required Objects options in the import
wizard and where the actions are available if those options are selected.

Table 15-1 Required Objects

Actions Available for Selection in these Contexts:

Associate with

Required Object Event Menu Deploy Correlation Create Incident Execute Incident
Configuration Rule . . Action
Correlation.Action
None Yes Yes Yes Yes
Event Yes Yes Yes Yes
Correlation Rule No Yes Yes Yes
Incident No No Yes Yes

To import JavaScript files:

1 Click Tool > Action Manager. The Action Manager window displays.

346 Sentinel 6.1 Rapid Deployment User Guide


http://developer.novell.com/wiki/index.php?title=Develop_to_Sentinel

N Action Manager

E]i Ao Manage Plugins

.Q set-eDirectory

start-i F-on-1D I View/Edit Delete

Ready | Refresh| Refreshed 4F: G/508 3:45:08 PM

2 Click Manage Plugins. The Action Plugin Manager window displays.

N Action Plugin Manager,
rEER

hlame
1Dk _StartiiarkFlow
LDAP_Setitr

3 Click the Add icon on the top left corner to Import plug-ins. The Plugin Import Type window
displays.
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]

Import Plugin Wizard
Plugin Import Type
Specify whether ta import plugin from a plugin package or a directory.

(=) import an Action plugin file (zipk

(:} Irnppart &h Action plugin from directory

[ et ll Cancel ]

4 Select Import an Action plugin from directory. The Choose JavaScript Directory window
displays.

Import Plugin Wizard E|

Choose JavaScript Directory
Select the directory where the JavaScript that you would ke fo Import |5 locsted

e e

5 Browse to a location of the JavaScript Plug-in directory and click OK, then click Next.
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6 The Action Plugin Detail window displays. Provide the required information. Attach a main
JavaScript file and a help file.

Import Plugin Wizard E|
Action Plugin Details
Specify the details of the Action plugin.

Ie ‘ BB449B00-1350-1026-9D04-001 23FAF 4527 ‘ | == |
Name | Jsscript |

Puthor | Unknown |

iersinn 10 |

Main Javascr pt File | escamnple j3 | [ . ]
Help File | | [ . ]
Description Jawa script file

| Back || mex | concel |

If the file you have selected is not the correct format, the Next button does not activate.

When you are updating an already-imported JavaScript file, you are provided with the option of
updating the existing plug-in, going back and selecting a different plug-in, or canceling the
import.

7 If you want to continue, click Next.

The Required Input window displays.
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Import Plugin Wizard

Required Inputs
Select the objects required by this =cript, if any.

Fecuired Input Objects

D Ewvent
If the selected javascript uses Event okjects from the script environment, select thiz option.
Actions with this option selected can be triggered from the Evert Menw (right-click) and

Carrelation.

Correlation
If the selected javascript uses Correlstion objects from the script environment, select this option.
Actions with this option selected can only be triggered from Correlation.

[ incident
If the selected javascript uses the Ihcident object from the script enwvironment, select thiz option.
Actions with this option selected can be triggered from within an Incident or from the Correlation

"Create Incident Action”.

[ Back ” et l [ Cancel

8 Select the objects that the JavaScript action requires.
This affects where the action is available in the interface. For more information, see the Table
15-1 on page 346.

9 Click Next. The Plugin Parameters window displays.
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Import Plugin Wizard

]

Plugin Parameters
Specify the Mame, value type parameters for this Plugin,
harne Type Default Value | Options Description
String Mame String string value property=value |String Test
Eoalean hame  |Boolean True
Irtegrator Mame |Integrator
[ Back ” Mexd ] [ Cancel ]

10 [Optional] Click the Add button to add parameters that can be set when an action is configured.

This option should be used for any JavaScript files that expect to receive parameterized
information. The Parameter Definition window displays.
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N Parameter Definition E]

Mame | |

Tupe | String 3 |

Crofaut Valuc | |

Optionz Property Walue

Description A
w

10a Specify the parameter name.

The name used here should be identical to one used in the JavaScript API method
scriptEnv.getParameter in the script that is being imported.

10b Sclect parameter name from Type drop-down list.
The various parameter types available are:
+ String: Accepts the sting values for the parameters.
¢ Boolean: The parameter can take a True or False value.
+ Integrator: Select Integrator name for the parameters.
+ Event Tag: Select an Event Tag for the parameters.

+ Severity: Select the Severity for the parameters.

NOTE: The Options area is only available for string-type parameters.

10c (Optional) Specify a description.
10d Click Next.
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Import Plugin Wizand
Plugin Details

Dezcrigptian

Marme

Type

A thar

Werzion

Felease Date
Supported OF Platformns
Ied

Description

Detailz of the plugin ta be imported are showr below. Click Finish to import the plugin.

Jazcript
JEVASCRIPT_ACTION
Unktiowwn

1.0

G505 12:21 P

BEB449B00-135D-1026-900A-001 23F9F4627

Jawa script file

X

| pack || Finish

][ Cancel ]

The Plugin Details window displays. Details of the plug-ins to be imported are displayed.

11 Click Finish.

If the directory from which the JavaScript file is imported contains a package.xml file, the system
updates the package.xml file with the information defined in the wizard. If no package.xml file

exists in the directory, a new package.xml file is automatically created.

An action plug-in is also created from the JavaScript file. The package.xml file is zipped as part of

the JavaScript plug-in along with other files in the specified directory.

NOTE: When a plug-in is created from a directory, the original contents of the directory are stored
in a backup . zip file located on the same directory level as the directory being zipped. The name of
the backup file is in the format <Directory Name> <Randomly Generated Number> bak.zip

where <Directory Name> is the directory in which the plug-in is created.

The following is the example of package . xm1 file:

<?xml version="1.0" encoding="UTF-8"?>
<JavaScriptActionPackage>
<ID>FA6944D0-DC43-102A-976F-001321B5C0B3</ID>
<Name>Example JavaScript Plugin</Name>
<Type>JAVASCRIPT ACTION</Type>

<DisplayName>Example JavaScript Plugin</DisplayName>

<Author>Novell Engineering</Author>
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<Version>6lrl</Version>
<ReleaseDate>1206414663439</ReleaseDate>
<MainScriptFile>example.js</MainScriptFile>

<Description>An example JavaScript Action plugin.</Description>
</JavaScriptActionPackage>

NOTE: When a plug-in is created from a JavaScript file and an existing package . xm1 file, the
package.xml file is updated with the list of files contained in the package, hash codes, current
dates, and so on.

15.3 Actions

There are many types of actions, many of which are intended only to be used with correlation rules.
For more information about the correlation rule actions, see Chapter 4, “Correlation Tab,” on

page 83. This section focuses on JavaScript actions, which can be used in correlation rule
deployments, within an incident, or in a right-click menu action.

15.3.1 Creating Actions

The Action Manager allows you to manage action instances, which are individual configurations of
an action plug-in.

1 Click the Tools menu and select Action Manager.

2 Click the Add button located on the top left corner of the screen. The Configure Action window

displays.
N Configure Action [‘S__<|
Wetion Mame
Wtion
b Configure Correlsted Ewent b3
Marme Walue

=

Copy fields fromtrigger event

Sewerity u]
EveritMame

Message

Resource

SubResourze

[ Add Action Plugin H Sawve H Cancel ]

3 To create a JavaScript action, select an already imported JavaScript action plug-in from the
available action types in the Action drop-down list.

Alternatively, you can import another plug-in by clicking the Add Action Plugin button.
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If you select an action plug-in that is configured to use an Integrator to connect to an external
system, the Add Integrator button displays.

The parameters for the selected plug-in display. For actions provided by Novell, more
information about configuration and the available parameters are available in the help file for
the action.

4 Specify the attribute values for the type of action selected.
5 Click Save.

15.3.2 Editing Actions

If you edit an action that is associated with a deployed rule, the changes take effect the next time the
correlation rule fires.
1 Click the Tools menu and select Action Manager.

2 Select an action and click the View or Edit link next to it. The Configure Action window
displays.

3 Edit the options as required and click Save.

15.3.3 Deleting Actions

You cannot delete an action that is associated with a deployed correlation rule or Event Menu
Configuration item.

To delete an action:

1 Click Tools > Action Manager-.
2 Select an action and click Delete.

3 Click Yes to confirm.

15.3.4 Using JavaScript Actions

After an action instance is configured, it can be selected in one or more of the following locations:

¢ Event Menu Configuration on the Admin tab to create right-click menu actions

¢ Actions tab when deploying a correlation rule (to be executed when a correlation rule fires)

+ Execute Incident Action within an incident (to be executed within an incident)
However, not all JavaScript actions are available in all contexts. The developer who creates the
JavaScript action plug-in can define the required inputs for a JavaScript action, which determines
what type of input it requires and in what contexts it can be used. For more information, see Table

15-1 on page 346. For more information on using these actions, see Chapter 4, “Correlation Tab,” on
page 83, Chapter 5, “Incidents Tab,” on page 109, and Chapter 10, “Administration,” on page 219.
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15.3.5 Developing JavaScript Actions

The information below is very basic development information about developing JavaScript actions.
For more information, see Novell Developer Community web site (http://developer.novell.com/
wiki/index.php?title=Develop_to_Sentinel).

¢ “Creating a JavaScript Action” on page 356
+ “Debugging JavaScript Actions” on page 357

Creating a JavaScript Action

JavaScript actions take advantage of the functionality and flexibility of the JavaScript language and
can be used to execute actions using Sentinel system methods to do things such as:

¢ Start/stop the Collectors

¢ Add/remove from dynamic lists
+ Get a current event

¢ Get a correlated event

¢ Get a correlation event collection
¢ Get an incident

+ Execute actions by using Integrators
The code sample below starts or stops a Collector based on the information in the correlated event.

importPackage (java.lang) ;
var CollectorName = "TC 5";
var evt = scriptEnv.getCurrentEvent () ;
var collNm = evt.getPort();
var outfile = new java.io.PrintWriter (new java.io.FileWriter ("/opt/jaya/
strtcoll.txt", true));
if(collNm && collNm.equals(CollectorName))
{
var collist = ESM.collectorsForName (collNm) ;
if (collist.size() > 0)
{
var coll = collist.get (0);
outfile.println("Stopping " + CollectorName) ;
coll.stop();
Thread.sleep (60000) ;
outfile.println("starting " +CollectorName) ;
coll.start ()
}
}
else
{
outfile.println("JSTest collector does not exist");
}

outfile.close();
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Debugging JavaScript Actions

You can debug JavaScript files from the Sentinel Control Center with the help of the JavaScript
debugger. The JavaScript debugger is a local debugger that executes scripts with respect to the
machine on which the Sentinel Control Center is running. The JavaScript debugger instantiates a
debug session from the Data Access Service (DAS) machine.

A JavaScript Correlation action can only be debugged after it is associated with a fired correlation
rule. Therefore, a prerequisite to debugging is to create a correlation rule that is guaranteed to fire,
then associate the JavaScript correlation action with that rule.

The debugger has the following controls:

Table 15-2 Debugger Controls

Icon Name Description
} Run Runs the script until the next breakpoint is encountered.
i’ Step Into Steps into a function, one line at a time.
ii Pause Pauses the running script.
l! Stop Stops the script.
ﬁ Step Over Steps over a function to the next line in the script.
Step Out Steps out of the function to the next line in the script.

(]
]

To open a JavaScript Debugger:

1 Click Correlation on the menu bar and select Correlation Engine Manager. Alternatively, you
can click the Correlation Engine Manager button on the toolbar.
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2 Right-click a JavaScript action associated with a correlation rule and select Debug. The Debug
JavaScript Correlation Action window displays.

M Debug Javascript Correlation Action

Retrieved source file, waiting for associeted correlation rule to fire...
Irmport Package fava lang);
far curevt s scriptEny getCurrent Event (),

outfie] = new java o, Printirier (new java io Flewrter ('cisoutourevt] Ba”, true));
putfie] printin(’ Currert Date " » curevt getEvent Tine (1),
poutiiia] peirtin(curet Homi String );

par ol = CymamicList for Marme (" List™);

K (i)

0
outfile printing” List does not exist™);

lse

ol sl Per sistert (" Test Eveant17);

. acd Transient " Test Everd2™);
outfied prindin”Added to Test Evert and TestEvent2 to the k™)

putfie] close();

The screen displays the following message: Retrieved source file, waiting for
associated correlation rule to fire.

The correlation rule must fire (and a correlated event or incident must be created) before you
can debug the script. After the rule fires, this text panel is replaced by a debug panel and the
actual debugging session begins. The following JavaScript Correlation Action window
displays.
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3 Click Run. The debugger panel displays the source code and positions the cursor on the first

line of the script.

& corr_js41 268action
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outfilel.println("Current Date =>" + curevt.getEventTime()):
outfilel.printin(cureve, codimliteing()):

var dl = DynamicLiszt.forHame ("MyLisc™);

|»
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3]
4 else
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(] dl.addPersiscent ("TestEventl ) ;
7 dl.addTransienc( TestEventa™) ;
a8 outfilel.printin("Added to TestEventl and TeatEventZ to the liat™): =
2 1}
|20
1 -
J il
[contes: [ orr_ja12580eticer, bne 1 =] Exressin
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You can debug the script as many times as needed (without requiring a new correlation rule to
fire). After the debugger gets to the end of the script (or after you click the Stop button), click
Run again.

To debug the script by using a different rule, different correlated event, or different incident,
close the Debug JavaScript Correlation Action window and repeat the debugging process.

15.4 Integrator Manager

Integrators are plug-ins that can be used in Sentinel 6.1 Rapid Deployment to extend the features
and functionality of Sentinel remediation actions. The Sentinel system is loaded with several
Integrators by default, but you can download updates and additional Integrators from the Sentinel
Content page (http://support.novell.com/products/sentinel/secure/sentinel61.html).

Integrators allow Sentinel to connect to other external systems, for example, an LDAP server, SMTP
server, or SOAP server. JavaScript actions can use Integrators to interact with other systems. For
example, you can set the attribute in Novell eDirectory™ (an LDAP server) to enable or disable a
user, edit details and so on. You could also start an Identity Manager workflow, such as a
provisioning request, by using SOAP calls.

| ] Integrator Manager, E@E‘
Inegrators: @ test iz healthy

@ Email (SMTP) Integrator
For more information,see detils.

¥ Lpap
- Basic Infﬂrmat\nanDAP Conrection Settings r\magratnr Prnpenias]

1D Mumaer: | 3FADGE10-24B5-1026-9499-001 23F9F 4527

Type: | LDAP Irtegratar
Mzme: LDAP
Service Catedary: |ag _ Artispam -

Descripfion:

EXEAER

Hep [ Test | save | [ Reven |

The general process for using an Integrator to perform remediation actions includes the following
steps:

1 Determine the best type of Integrator to access the external system with which you want to
interact.
2 Import and configure the appropriate Integrator to connect to the external system.

3 Write a JavaScript action to be executed through the Integrator. This script makes calls to
methods specific to the Integrator in order to execute actions on the external system.

4 Import and configure the JavaScript action by using the Action Manager.
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5 Perform additional configuration, if desired, to associate the action with a deployed correlation
rule or an event menu action.

6 Execute the action when a correlation rule fires, manually by a user from the event menu, or
from the Execute Incident Action menu in an incident.

For more information on specific Integrators, see the documentation that is available with the
Integrators. You can download the updated Integrators from the Sentinel documentation Web site
(http://www.novell.com/documentation/sentinel61). Alternatively, you can view the Integrators
documentation by clicking the Help button in Integrator Manager after configuring the Integrator.

15.4.1 Permissions for Using Integrators

To use the Integrator Manager, a user must be assigned the necessary permissions in the User
Manager. By default these permissions are not assigned to the users.

1 Log in to the Sentinel Control Center as a user with permissions to use the User Manager.
2 Go to the Admin tab.

3 Open the User Configuration folder.

4 Open the User Manager window. Double-click User. The User Details window displays.
5 Click the Permissions tab.

N User, Details @

Detailz | PEFMISSIONs | Roles

Thizs user has access ta the following functionaliy

Uzer Permizzions

=[] Perniszions

3 Sereral

Active Views

- [v] ITRaG

#-[v] heidents

=- htegrators

- Wiew Integrators
Manage Integrators
[#] Manage Integrator Plugirs
Actions

Event Source Management
Analysis

Acdvisor

Adrinistration

Correlation

Solution Pack:

- [v] ientity
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Select View Integrators, Manage Integrators, Manage Integrator Plugins, or Integrators (which
automatically selects all child permissions).

The new permissions are applied the next time the user logs in. For more information, see
“Sentinel 6.1 Rapid Deployment Control Center User Permissions” in the Sentinel 6.1 Rapid
Deployment Reference Guide.

15.5 Integrator Plug-ins

*

*

Section 15.5.1, “Importing Integrator Plugins,” on page 362
Section 15.5.2, “Deleting Integrator Plug-Ins,” on page 362

15.5.1 Importing Integrator Plugins

1 Click Tools > Integrator Manager. The Integrator Manager window displays.

N o g b

Click the Manage Plug-Ins button.

The Integrator Plugin Manager window displays, where you can add, delete, refresh, view
Integration plug-in details, configure Integrators and add auxiliary files.

Click the/mport icon in the Integrator Plugin Manager window. The Plugin Import Type
window displays.

Select Import an Integrator plugin file (.zip).

Click Next. The Choose Plugin Package File window displays

Use the Browse button to locate an Integrator file to import to the plugin repository.
Select a zip file and Click Open.

If you have selected an Integrator file that already exists, the Replace Existing Plugin window
displays.

8 Click Next if you want to replace the existing plug-ins.

10

1"

Click Next. The Plugin Detail window displays.
The details of the plug-in to be imported are displayed.

Select the Launch Integrator Configuration Wizard check-box if you want to deploy the plug-in
after importing the Integrator Plug-in.

Click Finish.

15.5.2 Deleting Integrator Plug-Ins

1
2
3
4

Click Tools > Integrator Manager. The Integrator Manager window displays.

Click the Manage Plug-Ins button. The Integrator Plugin Manager window displays.
Select an Integrator Plug-in and click the Delete icon. A confirmation message displays.
Click Yes.

NOTE: You can delete an Integrator plug-in only if there are no Integrators configured to use it.
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15.6 Integrators

¢ Section 15.6.1, “Creating an Integrator Instance,” on page 363

¢ Section 15.6.2, “Editing an Integrator Instance,” on page 363

¢ Section 15.6.3, “Deleting an Integrator Instance,” on page 363

¢ Section 15.6.4, “Integrator Connection Status,” on page 363

¢ Section 15.6.5, “Viewing Integrator Health Details,” on page 364
¢ Section 15.6.6, “Integrator Events Query,” on page 365

¢ Section 15.6.7, “Using Integrators from Actions,” on page 367

15.6.1 Creating an Integrator Instance

An Integrator is a configured instance of an Integrator plug-in. There can be one or more Integrator
instances with different parameters or settings using an Integrator plug-in.

The specific steps to configure an Integrator instance depend on the type of Integrator, and those
steps are described in detail in documents that come with the Integrators. Documentation for
installed plug-ins can be viewed by selecting an Integrator in the Integrator Manager and clicking
Help.

15.6.2 Editing an Integrator Instance

1 Click Tools > Integrator Manager. The Integrator Manager window displays.

2 Select an Integrator from the left panel. Edit the Integrator instance information by using the
Basic Information, Connection Settings, and the Integrator Properties tab.

3 Click Save after you edit the information.

15.6.3 Deleting an Integrator Instance

An Integrator instance cannot be deleted if it is currently associated with an action. To delete an
Integrator instance, you must first delete or modify any actions that are associated with it.

1 Click Tools > Integrator Manager. The Integrator Manager window displays.

2 Select an Integrator from the left panel, then click the Delete icon to delete an Integrator
instance.

15.6.4 Integrator Connection Status

1 Click Tools > Integrator Manager. The Integrator Manager window displays.

2 Click the Refresh health of all Integrators button. The Integrator Connection Status window
displays.
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3 Click OK.

15.6.5 Viewing Integrator Health Details

1 Click Tools > Integrator Manager. The Integrator Manager window displays.

2 Select an Integrator from the left pane.

3 Click See Details. The Refresh Health Information window displays.
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The Health screen displays the Refresh Health State, Time of last occurrence, its method calls,
and the related events of the selected Integrator configuration.

+ Integrator API Calls: Indicates the status of count and time of both the connection and
the method calls used from the API of the selected Integrator. For more information on
JavaScript plug-ins, see Section 15.1, “Action Manager,” on page 341.

¢ Call Success Count: Displays the count for the number of times the connection was
established successfully and the methods were called successfully from the API.
Time of Last Occurrence displays the time when the connection and the method call
were successful.

¢ Call Failure (but Connection Success) Count: Displays the count for the number
of times the connection was established successfully but the methods call failed. Time
of Last Occurrence displays the last time when the connection was successful and the
method call failed.

¢ Connection Failure Count: Displays the count for the number of times the
connection failed. Time of Last Occurrence displays the last time when the
connection and method call failed.

NOTE: The most recent time among Connection Success and Call Success Count,
Connection Success and Call Failure Count, and Connection Failure and Call Failure
Count is reflected in the overall health status for the configured Integrator.

+ Integrator Health Details: The health details are displayed in Integrator Health Details
pane. It provides information about the success of the API methods called in the
JavaScript action files associated with the Integrator. It provides information specific to
the methods called:

¢+ Method Name: Name of the API method used in the JavaScript.
Success Count: Number of times the API method executed successfully.

Time of Last Successful Call: The time at which the method was last successfully
executed.

Average Successful Run Time: Average time to make a successful method call.
Error Count: Number of times the API method failed.
Time of Last Error Call: The time at which the method call failed.

Average Error Run Time: Average time to make a failed method call.

NOTE: The most recent time among Time of Last Successful Call and Time of Last Error
Call is reflected in the overall health status of the method.

15.6.6 Integrator Events Query

When an Integrator faces connection failures, it generates internal audit events. If you want to query
these events, you can use an integrator events query to automatically create a filter for the selected
Integrator and process a query.

1 Click Tools > Integrator Manager. The Integrator Manager window displays.
2 Click See Details. The Refresh Health Information window displays.
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3 Click the Integrator Events button. The Query window displays.

All the events related to the configured Integrator automatically display in the Query window.
You can filter the displayed events by using the filter criteria. For more information, see
Section 3.9.3, “Historical Event Query,” on page 67.
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15.6.7 Using Integrators from Actions

Some actions might require an Integrator in order to make a connection to an external system. You
can write or customize JavaScript code that connects to an external system by using the Integrator
and executes methods appropriate for the external system. Because all the connection and other
configuration information is already configured as part of the Integrator, the code only needs to
perform a task on the system with which it integrates.

When writing code that needs to access an Integrator, you must determine how to locate a specific
Integrator. You can locate an Integrator in the following ways:

¢ Look up an Integrator by its name

¢ Look up an Integrator by its ID.

+ Look up a set of Integrators by their service category

¢ Retrieve a set of Integrators that have a specific property name or value

¢ Retrieve all Integrators and iterate through them to find the required one based on custom logic

After you retrieve the Integrator, you can access the API for the external system to make
programmatic calls to achieve the required integration.
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Identity Integration

Sentinel™ 6.1 Rapid Deployment provides an integration framework for identity management
systems. This integration provides functionality on several levels:
+ Identity Browser provides the ability to look up the following information about a user:
+ Contact information
¢ Accounts associated with that user
+ Most recent authentication events
+ Most recent access events
+ Most recent permissions changes
¢ Identity Browser lookup from events

+ Reports and correlation rules provide an integrated view of a user's true identity, even across
multiple systems on which that user has separate accounts. For example, accounts like
NOVELL\testuser; > cn=testuser,ou=engineering,0=novell, and TUser@novell.com can be
mapped to the actual person who owns the accounts.

By displaying information about the people initiating a given action or people affected by an action,
incident response times are improved and behavior-based analysis is enabled.

Novell® provides an optional integration with Novell Identity Manager. The screenshots and
descriptions in this section are based on Novell Identity Manager.

Sentinel 6.1 Rapid Deployment synchronizes identity information with major identity management
systems and stores local copies of key information about each Identity. The following table
summarizes the commonly used information provided:

Table 16-1 Identity Information

Name Description

AccountGUID Auto-generated internal ID.

Name Username that references the account, generally provided by the user to log
in.

ID The numeric or other identifier that represents the account in the event

source. This ID is used for resolution when the username is not available.

Authority The realm within which this account is unique. Collectors calculate the realm
based on event information.

Status The status of the account.

IdentityGUID A reference to the identity that owns this account.
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The Identities stored by Sentinel are then linked with accounts created on endpoint systems by the
identity management system. This helps Sentinel associate the correct identity information with the
native events from those endpoint system. Some identity information is injected directly into the
inbound event by using the mapping service. The remaining identity information, such as
photograph and contact information, is accessible through the Identity Browser.

Figure 16-1 Accessing the Identity Browser
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The identity information injected into the event can be used for correlation and for performing
actions on the identities that are associated with detected activity. For example, Sentinel is able to
see multiple failed logins from a given person and not just an account. A detected violation could
trigger disabling activities for all accounts associated with an identity.

Figure 16-2 Identity Details
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16.1 Integration with Novell Identity Manager

Integration with Novell Identity Manager is available as part of the Novell Compliance Management
Platform 1.0.1 and Novell Compliance Management extension for SAP environments 1.0.1, which
includes the following components:

+ Sentinel 6.1 Rapid Deployment

¢ eDirectory 8.8.5

¢ Identity Manager 3.6.1

+ Access Manager 3.1

¢ Identity Tracking Solution Pack 6.1r3

¢ Analyzer for Identity Manager 1.1
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¢ Identity Manager Resource Kit 1.2
¢ Identity Manager Driver for Sentinel 3.6
For more information, see Novell Compliance Management Platform (http://www.novell.com/

documentation/ncmp10/) and Novell Compliance Management Platform extension for SAP
environments 1.0 (http://www.novell.com/documentation/ncmp_sap10/).

The Solution also requires identity-enabled Collectors, which are available for download at the
Standard Sentinel Content download Web site (http://support.novell.com/products/sentinel/
sentinel61.html).

After Sentinel and Identity Manager are installed, the Sentinel Driver for Identity Manager sends
identity and account information from the Identity Vault to the Sentinel Identity Vault Collector,
which populates the Sentinel database. The information is inserted into two new tables in Sentinel
6.1 Rapid Deployment. These two tables are the Identity table (USR_IDENTITY) and the Account
table (USR_ACCOUNT ). For more information, see “Sentinel 6.1 Rapid Deployment Database
Views for PostgreSQL” in the Sentinel 6.1 Rapid Deployment Reference Guide.

The time required to initially populate the Sentinel database depends on the amount of data in the
Identity Vault; identity information including photographs requires significantly more time to load.

The Sentinel Driver for Identity Manager and Identity Vault Collector also keep the identity
information synchronized as information is updated in the Identity Vault during normal Identity
Manager operations.

After the identity information and account information are loaded in their respective tables with a
link between them, a map named IdentityAccountMap is generated automatically in the location
<Install Directory>/data/map data. The map contains the following information:

¢ Account Name

¢ Authority

¢ Customer Name

¢ Identity GUID

¢ Full Name

+ Department

+ Job Title

¢ Manager GUID

¢ Account Status

IMPORTANT: An identity can have multiple accounts but one account cannot be assigned to
multiple identities.

The identity map is automatically applied to all events from Collectors to look for an identical match
between the information in the event and key fields in the map. The table below shows the fields that
are populated if all of the map key fields and event data exactly match. These mappings are
automatically configured and are not editable.
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Label

Populated by which Column
from IdentityAccount Map

Map Key Field : Event Label

InitUserDepartment

InitUserFullName

InitUserldentity

TargetUserDepartment

TargetUserFullName

TargetUserldentity

Department

Full Name

Identity GUID

Department

Full Name

Identity GUID

Account Name : InitUserName

Authority : InitUserDomain

Customer Name : MSSPCustomerName
Account Name : InitUserName

Authority : InitUserDomain

Customer Name : MSSPCustomerName
Account Name : InitUserName

Authority : InitUserDomain

Customer Name : MSSPCustomerName
Account Name : TargetUserName
Authority : TargetUserDomain

Customer Name : MSSPCustomerName
Account Name : TargetUserName
Authority : TargetUserDomain

Customer Name : MSSPCustomerName
Account Name : TargetUserName
Authority : TargetUserDomain

Customer Name : MSSPCustomerName

NOTE: To find a match, the event fields and map key fields must match exactly. This might require
modifications to existing Collectors to “identity enable” them to parse or concatenate data to make

these fields match the data from the Identity Vault.

Once added to the event by the mapping service, these fields are used by correlation rules,

remediation actions, and reports in the Identity Tracking Solution Pack. In addition to using the

content included in the Solution Pack, users can also perform the following actions:

¢ Create correlation rules based on identity in addition to account name. This allows you to look
for similar events from a single user, which provides a more comprehensive view than looking

at events from a single account

¢ Create reports that show identity, including all accounts associated with a user

¢ Use the Identity Browser to get more information about users and their activity

NOTE: For other identity systems, similar integration can be achieved by writing an identity

synchronization Collector that uses the Identity APL
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16.2 Identity Browser

The Identity Browser in Sentinel allows you to search and view user profiles of the identities in the
Sentinel database that have been synchronized from the identity management system. In addition to
information from the identity management system, the Identity Browser also shows recent activity
for the user that has been collected using the Sentinel Collectors.

To open the Identity Browser:

1 Click the Tools menu and select Identity Browser. The Identity Browser window displays.

Alternatively, you can launch the Identity Browser through the icon that appears when you
launch the Sentinel Control Center.

L_‘u

Ideritity Browser

16.2.1 Searching Profiles

1 Click the Tools menu and select Identity Browser. The Identity Browser window displays.

N Identity Browser

Enter a search term to find a profile.

2 Enter the first name or last name or first character of either name for the profile in the Search
box.
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TIP: You can input letters to view all the identities whose first or last name starts with the
letters. For example, if the user enters the letters “a,b” the names Abraham, Abdullah and so on
are matched.

If the search is broad, the results show the first 100 names with a Load <x> More Records
button, where <x> depends on the number of records remaining and can be up to 100.

3 Click Search Icon. The searched profile displays:

N Identity Browser

View Full Profile

NAME ROLE

Chang, Ko Developer

iy 2 record(s) of 2 reco

4 Select a user and click View Full Profile to see more information.

Alternatively, you can right-click a user name (identity) and select Open New Window. It opens
a new ldentity Browser window. It is similar to the parent Identity Browser window and you
view the full profile in a new window.

5 Use the back arrow icon to navigate to the previous profile.

16.2.2 Viewing Profile Details

1 Click Tools > Identity Browser. The Identity Browser window displays.
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2 Type the first name or first character of the profile in the Search box. Click the Search icon.
The searched profile displays.

3 Click the View Full Profile button. The user profile displays:

N Identity Browser

«

Ken Carson

Levelope

SHOW: User Profile Recent Activity Accounts
Distinguished Nam nken =Active ou=Users o="Yaul

First Mar

Using the view profile window, you can view User Profile, Accounts, and Recent Activities
performed by the user. By default, the User Profile displays.

4 Select Accounts. The details of the account are displayed:
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User Profile Recent Activity

ERID DOMMAIN
MOWELL

You can access Accounts in Active View by right-clicking an event generated by the Identity
Collector and by selecting the Show Identity Details option. Select the Initiator, Target, or Both
option. The account details of the associated Identity in that event displays in a pop-up window.

5 Select Recent Activity.

376 Sentinel 6.1 Rapid Deployment User Guide



The contextual event information such as Authentication, Access, and Permission change
events for that identity are displayed. The events displayed are limited to last 10 events in each
category as shown below:

dentity Browser

. I

Ken Carson

SHOW: User Profile Recent Activity Accounts

As of 07-16-2008 11:14:05 IST refresh now

Authentication Information
nullkcarson AUTH FAILED Wed Jul 16 11:11:06 15T 2008

Access Ewents
null:kcarsaon DATA BREAD Wed Jul 16 11:11:06 1ST 2008

Permission Changes

16.2.3 Using the Clipboard Functionality

You can use the clipboard functionality to copy the data of User Profile, Recent Activity, or the
Account tabs. On any of the three tabs, you can click the clipboard option and copy the information
to the clipboard. For example, if you are viewing the Recent Activity tab and click the clipboard, the
recent activity data is copied to the clipboard. You can then choose to paste the information on the
clipboard to a Notepad and save.

You can also copy the information to the clipboard after you have visited the tabs. For example, you
can visit the User Profile and Recent Activity tabs, then use the clipboard to copy the data. Similarly,
you can visit all the three tabs and then use the clipboard to copy the data.

16.3 Reports

Sentinel 6.1 Rapid Deployment reports include identity information. If identity management
integration is configured, this information appears on the reports. For example, see the report below.

Identity Integration
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Figure 16-3 Reports
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Advisor Usage and Maintenance

Advisor is an optional data subscription service that provides device-level correlation between real-
time events from intrusion detection and prevention systems and enterprise vulnerability scan
results. By providing normalized attack information, Advisor acts as an early warning service to
detect attacks against vulnerable systems. It also provides associated remediation information.

¢ Section 17.1, “Understanding Advisor,” on page 379

¢ Section 17.2, “Installing Advisor,” on page 381

¢ Section 17.3, “Viewing Advisor Data,” on page 381

¢ Section 17.4, “Maintaining Advisor,” on page 381

17.1 Understanding Advisor

The Advisor data feed is updated on a regular basis as new attacks and vulnerabilities are reported. It
contains two types of data:

¢ Alert Data: Information relating to known security vulnerabilities and threats

¢ Attack Data: Normalization of intrusion detection signatures and vulnerability scanning plug-
ins

The supported systems are listed below with their associated device type (IDS for intrusion
detection system, VULN for vulnerability scanners, and FW for firewall).

Table 17-1 Supported Systems and Their Associated Device Type

Supported Systems Device Type RV31 Value

Cisco* Secure IDS IDS Secure

Enterasys* Dragon* Host Sensor IDS Dragon

Enterasys Dragon Network IDS Dragon Network
Sensor

Intrusion.com IDS SecureNet_Provider

(SecureNet_Provider)

ISS BlackICE PC Protection IDS BlackICE

ISS RealSecure* Desktop IDS RealSecure Desktop
ISS RealSecure Network IDS RealSecure

ISS RealSecure Server IDS RealSecure Server
ISS RealSecure Guard IDS RealSecure Guard
Sourcefire* Snort*/Phalanx IDS Snort

Symantec* Network Security 4.0 IDS ManHunt

(ManHunt)
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Supported Systems Device Type RV31 Value

Symantec Intruder Alert IDS Intruder

McAfee* IntruShield* IDS IntruShield
eEYE* Retina* VULN Retina
Foundstone* Foundscan* VULN Foundstone

ISS Database Scanner VULN Database Scanner
ISS Internet Scanner VULN Internet Scanner
ISS System Scanner VULN System Scanner
ISS Wireless Scanner VULN Wireless Scanner
Nessus* VULN Nessus

nCircle IP360* VULN nCircle IP360
Qualys*QualysGuard* VULN QualysGuard
Cisco 10S Firewall FW Cisco I0S

The Advisor service and its corresponding Exploit Detection feature depend on mappings between
attacks against enterprise assets combined with known vulnerabilities on those assets. Three
separate feeds of information are required to ensure that this system works correctly. In order for
Advisor and Exploit Detection to work with your specific mix of local products, the products in
question must be supported by all three feeds.

¢ Vulnerability scan data: Vulnerability scanners check enterprise assets for known
vulnerabilities; these scans can then be loaded into the Sentinel™ database to serve as
referential information. Sentinel supports a number of popular vulnerability scanners on the
market, but it is also possible to write your own Collectors for new sources.

¢ Advisor mapping feed: The Advisor feed contains information about known threats,
including attacks and vulnerabilities. This third-party service gathers information from a
variety of vulnerability and intrusion detection vendors, and creates the mappings between
abstract vulnerabilities and attacks. The Advisor service currently supports several popular
products; if there is sufficient market demand, new products can be added.

+ Real-time attacks: Intrusion detection systems report real-time attacks against enterprise
assets, but typically can't tell what happened when the attack reached its target. Sentinel
supports a number of popular intrusion detection systems, but it is also possible to write your
own Collectors for new sources.

The Exploit Detection feature depends on several specific features to be present in the various data
feeds.

+ Both vulnerability scanners and the intrusion detection systems must report vulnerabilities and
attacks against the same set of systems. In Sentinel, systems are identified by their IP addresses
and their MSSP Customer Name. The MSSP Customer Name is a namespace identifier that
helps prevent overlapping IP ranges from matching incorrectly.
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¢ The vulnerability scanner and intrusion detection system must be supported by the Advisor
service. All three use specific product identifiers to ensure proper matching.

+ The specific reported attacks and vulnerabilities must be known to the Advisor service and
Exploit Detection. The Advisor service is updated every 6 hours based on updates from the
various security device vendors.

All Collectors shipped by Novell® meet the above requirements, as long as they are declared as
being supported by Advisor. If you want to write your own vulnerability or intrusion detection
Collector, or plan to modify one of our shipping Collectors, refer to the Sentinel Plug-in SDK (http:/
/developer.novell.com/wiki/index.php?title=Develop to_Sentinel) for specific information about
which event and vulnerability fields must be filled in to support this service.

17.2 Installing Advisor

Advisor installation is explained in the Sentinel installation guide “Advisor Configuration” in the
Sentinel 6.1 Rapid Deployment Installation Guide. The initial Advisor data is by default loaded
with the Sentinel 6.1 Rapid Deployment installer. However, you need an additional Advisor license
to receive the Advisor updates. For more information, see “Advisor Configuration” in the Sentinel
6.1 Rapid Deployment Installation Guide.

17.3 Viewing Advisor Data

Advisor data can be viewed by right-clicking on an event with an attack signature.

17.3.1 Using Menu Options to View Data

1 Use the following options to view Advisor data:
¢ Click the Active Views tab.
¢ Click the Incidents tab. The associated events display in the Events tab.
¢ Click the Analysis Tab, click Offline Query, select a Query, then click Browse.

The Event grid displays in the Active Browser.
2 Right-click an event or a set of events from the Event Grid.
3 From the right-click menu options, select Analyze > Advisor data.
A new window with Advisor data displays.

The right-click function is not fully operational until the first download of Advisor data has been
fully loaded into the database.

You can analyze Advisor data only if the selected events are from an intrusion detection system
(IDS) supported by Advisor.

Data in the Advisor database must be up-to-date for accurate results.

17.4 Maintaining Advisor

¢ Section 17.4.1, “Updating Data in Advisor Tables,” on page 382
¢ Section 17.4.2, “Changing the Advisor E-Mail Configuration,” on page 382
¢ Section 17.4.3, “Changing the Scheduled Data Update Time,” on page 383

Advisor Usage and Maintenance

381


http://developer.novell.com/wiki/index.php?title=Develop_to_Sentinel

17.4.1 Updating Data in Advisor Tables

The Advisor data feed is updated on a regular basis as new vulnerabilities are reported. It contains
two types as Alert data and Attack data. For more information, see Section 17.1, “Understanding
Advisor,” on page 379.

To update Advisor, new data files need to be downloaded from the Novell Advisor server and loaded
into the Sentinel database on a regular basis.

Advisor Updates

NOTE: Novell recommends that you install the latest service pack for Sentinel.

To update the Advisor feed manually:

1 Go to the following URL and provide your Novell eLogin username and password.
Advisor V3 Feed Files (https://secure-www.novell.com/sentinel/advisor/advisordata)

The Novell eLogin username and password must be associated with the optional Advisor
license.

2 Download the senadvfeed.<no>.0.zip files for all data since the previous download.

3 Unzip the data senadvfeed.<no>.0.zip files to a temporary location.

NOTE: Do not place the zip file in the <Install directory>/data/advisordata/new
directories.

4 Run the following command:
./advisor.sh

advisor.sh update the database and then delete the attack and alert files that were unzipped
into the attack and alert directories.

17.4.2 Changing the Advisor E-Mail Configuration

To mail Advisor notifications, you must have an SMTP Integrator configured with valid connection
information and with the property SentinelDefaultEMailServer set to “true”. For more information,
see the SMTP Integrator documentation available on the Novell Web site (http://www.novell.com/
documentation/sentinel61).

After the SMTP Integrator is configured, Advisor uses other settings configured during installation
to send a notification if there is an error in the data loading process. During installation, the
administrator can also determine whether Advisor sends notifications for successful Advisor
updates and what To and From addresses should be used for the messages.

These installation settings can be changed in the configuration files for Advisor.
To change your Advisor server e-mail configuration:

1 Log in as the Sentinel Administrator User.
2 Goto:

<Install directory>/config
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3 Open advisor client.xml in a text editor and make changes to the areas shown below:

<property name="advisor.mail.from">fromNAME@domain.com</property>
<property name="advisor.mailto.list">toNAME@domain.com</property>
<property name="advisor.notify.success">false</property>

NOTE: To send messages to more than one address, provide comma-separate e-mail addresses
without spaces.

17.4.3 Changing the Scheduled Data Update Time

When you are installing Advisor in Direct Download mode, you can select to update Advisor on a 6-
hour or 12-hour schedule. By default, the data update times are:

+ Six-Hour: 01:00, 07:00, 13:00 and 19:00
¢ Twelve-Hour: 02:00 and 14:00

To change the Advisor scheduled update times:

1 Log in to your Advisor machine as the Sentinel Administrator User.
2 To edit your data feed times, run the following command:
For UNIX:

crontab -e
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Sentinel 6.1 Rapid Deployment
Architecture

Sentinel™ 6.1 Rapid Deployment (RD) is a simplified version and an alternate platform for Novell®
Sentinel that provides security information and an event management (SIEM) solution that
automates the collection, analysis, and reporting of system network, application, and security logs to
help organizations manage IT risks.

Sentinel 6.1 Rapid Deployment provides full Sentinel functionality in a single-box SUSE® Linux
package. It features an easy-to-install SIEM solution that uses open source components such as
PostgreSQL, ActiveMQ¥*, and JasperReports for the database, messaging, and reporting.

This section discusses the functional and technical architecture of Sentinel.

¢ Section A.1, “Sentinel 6.1 Rapid Deployment Features,” on page 385

¢ Section A.2, “Functional Architecture,” on page 385

*

Section A.3, “Architecture Overview,” on page 387

*

Section A.4, “Logical Architecture,” on page 398

A.1 Sentinel 6.1 Rapid Deployment Features

Sentinel allows you to monitor and manage a variety of functions. Some of the main functions
include:

+ Real-time views of large streams of events

¢ Reporting capabilities based on real-time and historical events, through the Web interface

+ Managing users and what they are able to see and do by permission assignment

+ Managing access to events for different users

¢ Organizing events into incidents for efficient response management and tracking

¢ Detecting patterns in events and streams of events

¢ An intuitive and flexible rule-based language for correlation

¢ Rules compiled for high performance

+ Embedded Sentinel database, based on the open source PostgreSQL database engine

+ Web-based search tool to quickly search for strings and patterns within the Sentinel event
database

+ Web-based client application launch and installation

Sentinel processes communicate with each other through message-oriented middleware (MOM).

A.2 Functional Architecture

Sentinel 6.1 Rapid Deployment is composed of the following component subsystems, which form
the core of the functional architecture:

Sentinel 6.1 Rapid Deployment Architecture 385



Table A-1 Sentinel 6.1 Rapid Deployment Components

Components

Description

Sentinel 6.1 Rapid Deployment
Server

Event Source Management (ESM)

Event Source

Connector

Collectors

Advisor

Solution Packs

User Applications

The Sentinel 6.1 Rapid Deployment server runs the core back-end
components of the software. There are a number of subcomponents
that performs the key functions.

+ ActiveMQ Message Bus: The JMS-based message bus over
which the other components communicate with each other.

+ Data Access Services (DAS): Data storage, query, display,
and processing components.

+ Correlation Engine: Performs real-time event analysis.
¢ iTRAC: A role-based incident-response workflow engine.

+ Jasper Reporting Engine: Open source reporting engine.

An extensible framework built to manage and monitor connections
between Sentinel and third-party event sources, by using Sentinel
Connectors and Sentinel Collectors.

In addition to ESM, there are a number of subcomponents that are
hosted by a distributable service called the Collector Manager. This
service can be installed on a number of systems to balance the
processing load or for scalability. The data collection components
are downloaded from the Novell Sentinel Content page and are
installed to the Collector Managers via a central ESM interface.

An event source can be a device, an operating system, a database,
or an application. The actual event sources are represented in ESM
and can be configured with certain meta information.

Connectors perform protocol-based communications with the event
source. For example, over JDBC, Syslog, WMI, file reads, etc.

Collectors are used to parse data from a specific event source and
normalize the data into Sentinel's standard event schema.

A key vulnerability or attack information service that helps you
enhance your security posture. For example, the Exploit Detection
feature of Advisor reduces false positives from intrusion detection
systems.

The Solution Pack framework provides the ability to group various
types of content, such as reports, rules, data enrichment,
remediation actions, and workflows. The content is grouped into a
familiar control framework. Solution Packs can be built around
specific business issues like PCI compliance, and partners can
extend and customize them for industry-specific solutions.

Sentinel includes the following three key user applications:
¢ Sentinel Control Center (SCC)

An SCC interface includes the Event Source Management and
Solution Manager interfaces.
+ Solution Designer that creates Solution Packs.

+ Sentinel Database Manager

386 Sentinel 6.1 Rapid Deployment User Guide



Components Description

Collector Builder The Collector Builder helps you develop new Collectors from
scratch by using the proprietary language. It is similar to an IDE.
Sentinel 6.1 Rapid Deployment provides the ability to develop
Collectors in Java Script by using the third-party tools like Eclipse.

PostgreSQL Server Sentinel requires a back-end database component to store the data.
Sentinel 6.1 Rapid Deployment uses a PostgreSQL database that is
installed with Sentinel 6.1 Rapid Deployment installation. The
database can be used with all the required schema.

Tomcat Server For generating reports and event search features on Web UI. It
provides Sentinel Applications to launch and install through the Web
interface.

A.3 Architecture Overview

The Sentinel 6.1 Rapid Deployment system is responsible for receiving events from the Collector

Manager. The events are then displayed in real-time in an Active View™ and logged into a database
for historical analysis.

At a high level, the Sentinel system uses a PostgreSQL database and is comprised of Sentinel
processes and a reporting engine. The system accepts events from the Collector Manager as its
input. The Collector Manager interfaces with third-party products and normalizes the data from
these products. The normalized data is then sent to the Sentinel processes and database.

Historical analysis and reporting can be done by using the Sentinel integrated JasperReports
reporting engine. The reporting engine extracts data from the database and integrates the report
displays in the Web interface by using HTML documents over an HTTP connection.

Figure A-1 Sentinel Architecture
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¢ Section A.3.1, “Communication Server,” on page 388

¢ Section A.3.2, “Sentinel Events,” on page 389

¢ Section A.3.3, “Event Source Management,” on page 393
¢ Section A.3.4, “Application Integration,” on page 394

¢ Section A.3.5, “Time,” on page 394

¢ Section A.3.6, “System Events,” on page 395

¢ Section A.3.7, “Processes,” on page 396
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A.3.1 Communication Server

Sentinel 6.1 Rapid Deployment’s Apache ActiveMQ is an open source message broker. The
architecture is built around the Java Message Oriented Middleware (J]MOM), which supports
asynchronous calls between the client and server applications. Message queues provide temporary
storage when the destination program is busy or not connected. MOM reduces the complexity of the
master-slave nature of the client/server mechanism.

ActiveMQ Message Bus

The ActiveMQ message bus allows for independent scaling of individual components while also
allowing for standards-based integration with external applications. The key to scalability is that,
unlike other distributed software, no two peer components communicate with each other directly.
All components communicate through the message bus, which is capable of moving thousands of
message packets per second.

Leveraging the unique features of the message bus, the high-throughput communication channel can
maximize and sustain a high data throughput rate across the independent components of the system.
Events are compressed and encrypted on the wire for secure and efficient delivery from the edge of
the network or collection points to the hub of the system, where real-time analytics are performed.

The ActiveMQ message bus employs a variety of queuing services that improve the reliability of the
communication beyond the security and performance aspects of the platform. Using a variety of
transient and durable queues, the system offers unparalleled reliability and fault tolerance. For
instance, important messages in transit are saved (by being queued) in case of a failure in the
communication path. The queued message is delivered to the destination after the system recovers
from the failure state.

Figure A-2 Message Bus
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ActiveMQ takes advantage of an independent, multi-channel environment, which virtually
eliminates contention and promotes parallel processing of events. These channels and sub channels
work not only for event data transport but also offer fine-grained process control for scaling and load
balancing the system under varying load conditions. Using independent service channels such as
control channels and status channels, in addition to the main event channel, allows sophisticated and
cost-effective scaling of event-driven architecture.

A.3.2 Sentinel Events

Sentinel receives information from devices, normalizes this information into a structure called a
Sentinel event, and sends the event for processing. Events are processed by the real-time display,
correlation engine, and the back-end server.

An event is made up of more than 200 tags. Tags are of different types and have different purposes.
There are some predefined tags such as severity, criticality, destination IP, and destination port.
There are two sets of configurable tags: reserved tags are for Novell internal use to allow future
expansion and customer tags are for customer extensions.

Tags can be repurposed by renaming them. The source for a tag can either be external, which means
that it is set explicitly by the device or the corresponding Collector, or referential. The value of a
referential tag is computed as a function of one or more other tags using the mapping service. For
example, a tag can be defined to be the building code for the building containing the asset mentioned
as the destination IP of an event. Or, a tag can be computed by the mapping service by using a
customer-defined map with the destination IP from the event.

* “Map Service” on page 389
¢ “Streaming Maps” on page 390
+ “Exploit Detection” on page 390

Map Service

The Map Service allows a sophisticated mechanism to propagate business relevance data throughout
the system. This facility aids scalability and provides an extensibility advantage by enabling
intelligent data transfer between different nodes of the distributed system.

The Map Service cross-references vulnerability scanner data with intrusion detection system
signatures and more (for example, asset data and business-relevant data). This allows immediate
notification when an attack is attempting to exploit a vulnerable system. Three separate components
provide this functionality:

* Collection of real-time events from an intrusion detection source

¢ Comparing those signatures to the latest vulnerability scans

+ Cross-referencing an attack feed through Sentinel Advisor (an optional product module, which
cross-references between real-time intrusion detection system attack signatures and the user’s
vulnerability scanner data).

The Map Service dynamically propagates information through out the system without impacting the
system load. When important data sets (that is, “maps” such as asset information or patch update
information) are updated in the system, the Map Service propagates the updates across the system.
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Streaming Maps

The Map Service employs a dynamic update model and streams the maps from one point to another,
avoiding the buildup of large static maps in dynamic memory. The value of this streaming capability
is particularly relevant in a mission-critical real-time system such as Sentinel where there must be a
steady, predictive, and agile movement of data independent of any transient load on the system.

Exploit Detection

Sentinel provides the ability to cross-reference event data signatures with vulnerability scanner
data.You are notified automatically and immediately when an attack is attempting to exploit a
vulnerable system. This is accomplished through:

¢ The Advisor feed

¢ Intrusion detection

¢ Vulnerability scanning

¢ The firewall
Advisor provides a cross-reference between event data signatures and vulnerability scanner data.
The Advisor feed has both an alert feed and an attack feed. The alert feed contains information about

vulnerabilities and threats. The attack feed is a normalization of event signatures and vulnerability
plug-ins.

The supported systems are:

¢ Intrusion Detections Systems
¢ Cisco Secure IDS
¢ Enterasys Dragon Host Sensor
¢ Enterasys Dragon Network Sensor
¢ Intrusion.com (SecureNet Provider)
+ [SS BlackICE
+ [SS RealSecure Desktop
¢ [SS RealSecure Network
¢ ISS RealSecure Server
¢ [SS RealSecure Guard
¢ Snort
+ Symantec Network Security 4.0 (ManHunt)
+ Symantec Intruder Alert
+ McAfee IntruShield
¢ Vulnerability Scanners
¢ ¢EYE Retina

*

Foundstone Foundscan

ISS Database Scanner

*

*

ISS Internet Scanner

*

ISS System Scanner
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*

ISS Wireless Scanner
+ Nessus

nCircle IP360
Qualys QualysGuard

*

*

You need at least one vulnerability scanner and either an intrusion detection system, IPS, or firewall
from each category above. The intrusion detection system and Firewall DeviceName (rv31) must
appear in the event as shown above. Also, the intrusion detection system and the firewall must
properly populate the DeviceAttackName (rtl) field (for example, WEB-PHP Mambo
uploadimage.php access).

The Advisor feed is sent to the database and then to the Exploit Detection Service. The Exploit
Detection Service generates one or two files, depending upon what kind of data has been updated.

Figure A-3 Exploit Detection
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The Exploit Detection map files are used by the Mapping Service to map attacks to exploits of
vulnerabilities.

Vulnerability scanners scan for system (asset) vulnerable areas. Intrusion detection systems detects
attacks (if any) against these vulnerable areas. Firewalls detect if any traffic is against any of these
vulnerable areas. If an attack is associated with any vulnerability, the asset has been exploited.

The Exploit Detection Service generates two files located in:

<Install directory>/bin/map data

The two files are attackNormalization.csv and exploitDetection.csv.
The attackNormalization.csv is generated after:

¢ Advisor feed
+ DAS Startup (if enabled in das core.xml; disabled by default)

The exploitDetection.csv is generated after one of the following:

+ Advisor feed
¢ Vulnerability scan

¢ Sentinel server startup (if enabled in das_core.xml; disabled by default)
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By default, there are two configured event columns used for exploit detection and they are
referenced from a map (all mapped tags have the Scroll icon).

¢ Vulnerability
+ Attackld

Figure A-4 Event Columns
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When the Vulnerability field (vul) equals 1, the asset or destination device is exploited. If the
Vulnerability field equals 0, the asset or destination device is not exploited.

Sentinel comes preconfigured with the following map names associated with
attackNormalization.csv and exploitDetection.csv.

Table A-2 Map Name and csv Filename

Map Name csv Filename
AttackSignatureNormalization attackNormalization.csv
IsExploitWatchlist exploitDetection.csv

There are two types of data sources:

+ External: Retrieves information from the Collector

+ Referenced from Map: Retrieves information from a map file to populate the tag.

The Attackld tag has the Device (type of the security device, such as Snort) and AttackSignature
columns set as Keys and uses the NormalizedAttackID column in the attackNormalization.csv
file. In a row where the DeviceName event tag (an intrusion detection system device such as Snort,
with information filled in by Advisor and Vulnerability information from the Sentinel database) is
the same as Device and where the DeviceAttackName event tag (attack information filled in by
Advisor information in the Sentinel Database through the Exploit Detection Service) is the same as
AttackSignature, the value for Attackld is where that row intersects with the Normalized AttackID
column.

Figure A-5 Attackld and Data Source Information
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Figure A-6 attackNormalization.csv Sample

Device AttackSignature NormalizedAttackld

Secure BackDoorPrabe (TCP 1234) 3 Trojan: Backdoor. SubSeven

Secure backUoorHrabe (I CH 19494) 3| lrojan: Backdoor. Sub=even

Dragon RWALLD: S¥LOG-FORMAT 4 Sun Microsystems Solaris rwall Elevated F
Snort RPC TCP rwalld request 4 Sun Microsystems Solaris rwall Elevated F
Snort RPC UDP rvalld regquest 4 5un Microsystems Salans rwall Elevated F
Snort WEB-IIS foxweb.dll access 12 Microsoft Exchange Server Arbitrary Code
RealSecure | SMTP_Exchange_‘Verb_DoS 12 Microsoft Exchange Server Arbitrary Code

The Vulnerability tag has a column entry EXIST , which means that the map result value is 1 if the
key is in IsExploitWatchlist (exploitDetection. csv file) or 0 if it is not. The key columns for the
vulnerability tag are IP and NormalizedAttackld. When an incoming event with a DestinationIP
event tag that matches the IP column entry and an Attackld event tag that matches the
NormalizedAttackld column entry in the same row, the result is one (1). If no match is found in a
common row, the result is zero (0).

Figure A-7 Vulnerability and Data Source

Mj e
Criticality Label: !\-'ulnerability

CrakeTime o

SourcelP Descripkion: _ —

DiactinationlP ITl';e vulnerability of the-asset identified in this event.
EventID

SourcelD ~Daka Source

WizardPort  External

‘Wizardagent

Resource (+ Referenced Fram Map

SubResource z y

Eventhame IMap Mame: |IsEnp|0|tWatchI|st _v_|
ensoriame Map Calumn: |_E><[ST_ vl

SensarType

EventTime Key Configuration:

Protocal J Map Key Figld Event Tag
SourceHostMame 1IP DestinationIP
FourcePort ]Normalizednttackld Abtackld
IMackimsbimmkda okl sme

A.3.3 Event Source Management

Sentinel 6.1 Rapid Deployment delivers a centralized event source management framework to
facilitate data source integration. This framework enables all aspects of configuring, deploying,
managing and monitoring data Collectors for a broad set of systems, which include databases,
operating systems, directories, firewalls, intrusion detection/prevention systems, antivirus
applications, mainframes, Web and application servers, and many more.

Using adaptable and flexible technology is central to Sentinel’s event source management strategy,
which is achieved through interpretive Collectors that parse, normalize, filter and enrich the events
in the data stream.

These Collectors can be modified as needed and are not tied to a specific environment. An
integrated development environment allows for interactive creation of Collectors by using a “drag
and drop” paradigm from a graphical user interface. Non-programmers can create Collectors,
ensuring that both current and future requirements are met in an ever-changing IT environment. The
command and control operation of Collectors (for example, starting, stopping, and so on) is
performed centrally from the Sentinel Control Center. The event source management framework
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takes the data from the source system, performs the transformations, and presents the events for later
analysis, visualization, and reporting purposes. The framework delivers the following components
and benefits:

¢ Collectors: Parse and normalize events from various systems.
¢ Connectors: Connect to the data source to get raw data.

+ Taxonomy: Allows data from disparate sources to be categorized consistently.

+ Filtering: Eliminates irrelevant data at the point of collection, saving bandwidth and disk
space.

+ Business relevance: Offers a way to enrich event data with valuable information.

¢ Collector Builder: An integrated development environment for building custom Collectors to
collect from unique or proprietary systems.

¢ Live view: User interface for managing live event sources.

¢ Scratch pad: User interface for offline design of event source configuration.

A.3.4 Application Integration

External application integration through standard APIs is central to Sentinel. For example, when
dealing with a third party trouble-ticketing system, Sentinel 6 can open an initial ticket in its own
iTRAC™ workflow remediation system. Sentinel then uses bidirectional API to communicate with
the other trouble-ticketing systems, such as Remedy* and HP OpenView’s ServiceDesk*, allowing
straightforward integration with external systems.

The API is Web Services-based and therefore allows any external systems that are SOAP-aware to
take advantage of pervasive integration with the Sentinel system.

A.3.5 Time

The time of an event is very critical to its processing. It is important for reporting and auditing
purposes as well as for real time processing. The correlation engine processes time-ordered streams
of events and detects patterns within events as well as temporal patterns in the stream. However, the
device generating the event might not know the real time when the event is generated. In order to
accommodate this, Sentinel allows two options in processing alerts from security devices: trust the
time the device reports and use that as the time of the event, or do not trust the device time and
instead stamp the event at the time it is first processed by Sentinel by the Collector.

Sentinel is a distributed system and is made up of several processes that can be in different parts of
the network. In addition, there can be some delay introduced by the device. In order to accommodate
this, the Sentinel processes reorder the events into a time ordered stream before processing.

The following illustration explains the concept of Sentinel Time.
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Figure A-8 Sentinel Time
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1. By default, the event time is set to Collector Manager time. The ideal time is the device time.
Therefore it is best to set the event time to the device time if the device time is available,
accurate, and properly parsed by the Collector.

2. A configurable time buffer that reorders events and updates real-time displays. The default time
is 30 seconds before and after server time.

3. Correlation reorder buffer. If the event time is more than 30 seconds older than the server time,
the correlation engine does not process the events.

4. Ifthe event time is older than 5 minutes than the Collector Manager time (correct time), events
are directly routed to the database.

A.3.6 System Events

System events are a means to report on the status and status changes of the system. There are three
types of events generated by the internal system:

+ “Internal Events” on page 395
¢ “Performance Events” on page 395
¢ “Audit Events” on page 396

Internal Events

Internal events are informational and describe a single state or change of state in the system. They
report when a user logs in or fails to authenticate, when a process is started, or when a correlation
rule is activated.

Performance Events

Performance events are generated on a periodic basis and describe average resources used by
different parts of the system.
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Audit Events

Audit events are generated internally. Each time an audited method is called or an audited data
object is modified, the audit framework generates audit events. There are two types of Audit events:
one that monitors user actions such as user login/out, add/delete user and another that monitors
system actions and health, such as process start/stop.

Some of these events were formerly called internal events (mainly for system actions/health
monitoring), so the functionality of Audit events is similar to internal events. Audit events can be
logged into log files, saved into database, and sent out as Audit events simultaneously (internal
events are only sent out as events.).

All System events populate the following attributes:
+ Sensor Type (ST) field: For internal events this field is set to 1, for Audit events it is set to A,
and for performance events it is set to P.
¢ Event ID: A unique UUID for the event.
¢ Event Time: The time the event was generated.
¢ Source: The UUID of the process that generated the event.
¢ Sensor Name: The name of the process that generated the event (for example, DAS Binary).
+ RV32 (Device Category): Set to .ESEC.
¢ Collector: .Performance. for performance events, Audit for Audit events, and Internal for

internal events.

In addition to the common attributes, every system event also sets the resource, sub-resource, the
severity, the event name, and the message tags. For internal events, the event name should be
specific enough to identify the exact meaning of the event (for example, UserAuthenticationFailed).
The message tags add some specific detail; for UserAuthenticationFailed, the message tag contains
the name of the user, the OS name if available, and the machine name). For performance events the
event name is generic, describing the type of statistical data and the data itself is in the message tag.

Performance events are sent directly to the database. To view them, do a quick query.

For more information, see Appendix B, “System Events for Sentinel,” on page 413.

A.3.7 Processes

The following processes and the services communicate with each other through the ActiveMQ
message bus.

+ “Sentinel Service (Watchdog)” on page 397

¢ “Data Access Service (DAS) Process” on page 397

¢ “Correlation Engine Process (correlation_engine)” on page 398

¢ “Collector Manager” on page 398
“ActiveMQ” on page 398

*

The following illustration shows the architecture for the Sentinel server.
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Figure A-9 Sentinel Server Architecture
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Sentinel Service (Watchdog)

Watchdog is a Sentinel process that manages other Sentinel processes. If a process other than
Watchdog stops, Watchdog reports this and then restarts that process.

If this service is stopped, it stops all Sentinel processes on that machine. It executes and reports the
health of other Sentinel processes. This process is launched by the Sentinel service.

Data Access Service (DAS) Process

The Data Access Service (DAS) is Sentinel server's persistence service and provides an interface to
the database. It provides data-driven access to the database back-end.

DAS is a container composed of two different processes. Each process is responsible for different
types of database operations.

+ DAS Core: DAS core container, which performs the following functions:

*

General Sentinel Service operations including login and historical queries.

*

Provides the server-side functionality for Active Views.

*

Calculates event data summaries that are used in reports.

*

Provides the server-side functionality for Sentinel iTRAC.
+ Provides the server side of the SSL proxy connection to Sentinel server.

+ DAS Binary: Performs event database insertion.
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These processes are controlled by the following configuration files:

¢ das_binary.xml: Used for event and correlated event insertion operations

¢ das_core.xml: All other database operations

DAS receives requests from the different Sentinel processes, converts them to a query against the
database, processes the result from the database, and converts it back to a reply. It supports requests
to retrieve events for Quick Query and Event Drill Down, in order to retrieve vulnerability
information and advisor information and to manipulate configuration information. DAS also handles
logging of all events being received from the Collector Manager and requests to retrieve and store
configuration information.

Correlation Engine Process (correlation_engine)

The correlation engine (correlation _engine) process receives events from the Collector Manager and
publishes correlated events based on user-defined correlation rules.

Collector Manager

The Collector Manager services, processes, and sends events.

ActiveMQ

An open source communication server built around the message-oriented middleware (MOM)
architecture. It provides the communication platform for all other Sentinel processes.

A.4 Logical Architecture

Sentinel is composed of three logical layers: the collection and enrichment layer, the business logic
layer, and the presentation layer.

¢ Section A.4.1, “Collection and Enrichment Layer,” on page 399
¢ Section A.4.2, “Business Logic Layer,” on page 403
¢ Section A.4.3, “Presentation Layer,” on page 409
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Figure A-10 Sentinel Logical Layers
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¢ The collection and enrichment layer aggregates the events from external data sources,
transforms the device-specific formats into Sentinel format, enriches the native events source
with business-relevant data, and dispatches the event packets to the message bus. The key
component orchestrating this function is the Collector, aided by a taxonomy mapping and
global filter service.

¢ The business logic layer contains a set of distributable components. The base component is a
Remoting service that adds messaging capabilities to the data objects and services to enable
transparent data access across the entire network and Data Access service that is an object
management service to allow users to define objects using metadata. Additional services
include Correlation, Query Manager, Workflow, Event Visualization, Incident Response,
Health, Advisor, Reporting, and Administration.

¢ The presentation layer renders the application interface to the end user. A comprehensive
dashboard called the Sentinel Control Center offers an integrated user workbench consisting of
an array of seven different applications accessible through a single common framework. This
cross-platform framework is built on Java 1.4 standards and provides a unified view into
independent business logic components: real-time interactive graphs, actionable incident
response, automated enforceable incident workflow, reporting, incident remediation against
known exploits and more.

Each of the layers are illustrated in Figure A-10 and subsequently discussed in detail in the
following sections.

¢ Section A.4.1, “Collection and Enrichment Layer,” on page 399

¢ Section A.4.2, “Business Logic Layer,” on page 403

¢ Section A.4.3, “Presentation Layer,” on page 409

A.4.1 Collection and Enrichment Layer

Event Source Management (ESM) provides tools to manage and monitor connections between
Sentinel and third-party event sources. Events are aggregated by using a set of flexible and
configurable Collectors, which collect data from a myriad of sensors and other devices and sources.
User can use prebuilt Collectors, modify existing Collectors or build their own Collectors to ensure
that the system meets all requirements.
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Data aggregated by the Collectors in the form of events is subsequently normalized and transformed
into XML format, enriched with a series of metadata (that is, data about data) using a set of business
relevance services, and propagated to the server side for further computational analysis through the
message bus platform. The collection and enrichment layer consists of the following components:

¢ “Connectors and Collectors” on page 400

¢ “Collector Manager and Engine” on page 400

¢ “Collector Builder” on page 400

¢ “Common Services” on page 402

Connectors and Collectors

A Connector is a concentrator or multiplexed adapter that connects the Collector Engine to the
actual monitored devices.

Collectors are the component-level aggregators of event data from a specific source. Sentinel
primarily supports remote “Collector-less” connections to sources; however, Collectors can be
deployed on specific devices where a remote approach is less efficient.

Collectors are controlled from the Sentinel Control Center, which orchestrates the communication
between the Collectors and the Sentinel platform for real time analysis, correlation computation and
incident response.

Collector Manager and Engine

Collector Manager manages the Collectors, monitors system status messages, and performs event
filtering as needed. The main functions of the Collector Manager include transforming events,
adding business relevance to events through taxonomy, performing global filtering on events,
routing events, and sending health messages to the Sentinel server.

A Collector Engine is the interpreter component that parses the Collector code.

Collector Builder

The Collector Builder is a standalone application that is used to build, configure, and debug
Collectors. This application serves as an integrated development environment that allows the user to
create new Collectors to parse data from source devices, using a special-purpose interpretive
language designed to handle the nature of network and security events.

ESM introduces a new hierarchy of deployment objects that allows users to group multiple
connections into sets. The hierarchy is as follows:
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Figure A-11 ESM Hierarchy
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The event source, event source server, Collector, and Connector are configuration-related objects
that can be added through the ESM user interface.

+ Event Source: This node represents a connection to a specific source of data, such as a
specific file, firewall, or Syslog relay, and contains the configuration information necessary to
establish the connection. The health of this node represents the health of the connection to the
data source. This node sends raw data to its parent Connector node.

+ Event Source Server: This node represents a deployed instance of a server-type Connector
plug-in. Some protocols, such as Syslog UDP/TCP, NAudit, and others, push their data from
the source to a server that is listening to accept the data. The event source server node
represents this server and can be configured to accept data from protocols that are supported by
the selected Connector plug-in. This node redirects the raw data it receives to an event source
node that is configured to receive data from it.

¢ Collector: This node represents a deployed instance of a Collector script. It specifies which
Collector script to use as well as the parameter values with which the Collector should run.
This node sends Sentinel events to its parent Collector Manager node.

¢ Connector: This node represents a deployed instance of a Connector plug-in. It includes the
specification of which Connector plug-in to use as well as some configuration information,
such as auto-discovery. This node sends raw data to its parent Collector node.
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Common Services

All of the components in this Collection and Enrichment layer are driven by a set of common
services. These utility services form the fabric of the data collection and data enrichment and assist
in filtering the noise from the information (through global filters), applying user-defined tags to
enrich the events information (through business relevance and taxonomy mapping services), and
governing the data Collectors’ functions (through command and control services).

¢ “Taxonomy” on page 402

+ “Business Relevance” on page 402

+ “Exploit Detection” on page 403

Taxonomy

Nearly all security products produce events in different formats and with varying content. For
example, Windows and Solaris* report a failed login differently.

Sentinel’s taxonomy automatically translates heterogeneous product data into meaningful terms,
which allows for a real-time homogeneous view of the entire network security. Sentinel taxonomy
formats and filters raw security events before adding event context to the data stream. This process
formats all the security data in the most optimal structure for processing by the Sentinel Correlation
engine, as you can see in the following diagram.

Figure A-12 Sentinel Taxonomy
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Business Relevance

Sentinel injects business-relevant contextual data directly into the event stream. It includes up to 135
customizable fields where users can add asset specific information such as business unit, owner,
asset value, and geography. After this information is added into the system, all other components can
take advantage of the additional context.

Figure A-13 Injecting Business Relevance
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Exploit Detection

Exploit Detection enables immediate, actionable notification of attacks on vulnerable systems. It
provides a real-time link between intrusion detection system signatures and vulnerability scan
results, notifying users automatically and immediately when an attack attempts to exploit a
vulnerable system. This dramatically improves the efficiency and effectiveness of incident response.

Exploit Detection provides users with updates of mappings between intrusion detection systems and
vulnerability scanner product signatures. The mappings include a comprehensive list of intrusion
detection systems and vulnerability scanners. Users simply upload vulnerability scan results into
Sentinel. Exploit Detection automatically parses them and updates the appropriate intrusion
detection system Collectors. It uses the embedded knowledge of vulnerability status to efficiently
and effectively prioritize responses to security threats in real time.

When an attack is launched against a vulnerable asset, Exploit Detection alerts users with the
corresponding severity level of the exploited vulnerability. Users can then take immediate action on
high-priority events. This takes the guesswork out of alert monitoring and increases incident
response efficiency by focusing reaction on known attacks against vulnerable assets.

Exploit Detection also enables users to map or “un-map” signatures and vulnerabilities to tune out
false positives and negatives and to leverage custom signatures or vulnerability scans.

A.4.2 Business Logic Layer

Sentinel services run in specialized containers and allow unparalleled processing and scaling
because they are optimized for message-based transport and computation. The key services that
make up the Sentinel server include:

*

*

*

*

“Remoting Service” on page 403

“Data Access Service” on page 404
“Query Manager Service” on page 404
“Correlation Service” on page 404
“Dynamic Lists” on page 405

“Workflow Service (iTRAC)” on page 405
“Event Visualization” on page 405
“Incident Response Through iTRAC” on page 407
“Reporting Service” on page 409
“Advisor” on page 409

“Health” on page 409

“Administration” on page 409

“Common Services” on page 409

Remoting Service

Sentinel’s Remoting Service provides the mechanism by which the server and client programs
communicate. This mechanism is typically referred to as a distributed object application.

Sentinel 6.1 Rapid Deployment Architecture 403



The Remoting Service provides the following capabilities:

+ Locating remote objects: This is achieved through metadata that describes the object name or
registration token, although the actual location is not required, because the iISCALE message
bus allows for location transparency.

¢+ Communicating with remote objects: Details of communication between remote objects are
handled by the iISCALE message bus.

¢ Object streaming and chunking: When large amounts of data need to pass back and forth
from the client to the server, these objects are optimized to load the data on demand.

¢ Callbacks: Another pattern and layer of abstraction built into the Remoting Service that allows
for PTP remote object communication.

¢ Service monitoring and statistics: Provides performance and load statistics for using these
remote services.

Data Access Service

Data Access Service (DAS) is an object management service that allows users to define objects
using metadata. DAS manages the object and access to objects and automates transmission and
persistence. DAS also serves as a facade for accessing data from any persistent data store such as
databases, directory services, or files. The operations of DAS include uniform data access through
JDBC, and high-performance event insert strategies using native Connectors.

Query Manager Service

The Query Manager Service orchestrates drill-down and event history requests from the Sentinel
Control Center. This service is an integral component for implementing the paging algorithm used in
the Event History browsing capability. It converts user-defined filters into valid criteria and appends
security criteria to it before events are retrieved. This service also ensures that the criteria do not
change during a paged event history transaction.

Correlation Service

Sentinel’s correlation algorithm computes correlated events by analyzing the data stream in real
time. It publishes the correlated events based on user-defined rules before the events reach the
database. Rules in the correlation engine can detect a pattern in a single event of a running window
of events. When a match is detected, the correlation engine generates a correlated event describing
the found pattern and can create an incident or trigger a remediation workflow through ActiveMQ.
The correlation engine works with a rules checker component that computes the correlation rule
expressions and validates the syntax of filters. In addition to providing a comprehensive set of
correlation rules, Sentinel’s correlation engine provides specific advantages over database-centric
correlation engines.

+ By relying on in-memory processing rather than database inserts and reads, the correlation
engine performs during high steady-state volumes as well as during event spikes when under
attack, which is the time when correlation performance is most critical.

¢ The correlation volume does not slow down other system components, so the user interface
remains responsive, especially with high event volumes.
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¢ Organizations can deploy multiple correlation engines, each on its own server, without the need
to replicate configurations or add databases. Independent scaling of components provides cost-
effective scalability and performance.

+ The correlation engine can add events to incidents after an incident has been determined.
Users are encouraged to use a metric called Event Rules per Second (ERPS). ERPS is the measure
of the number of events that can be examined by a correlation rule per second. This measure is a

good performance indicator because it estimates the impact on performance when two factors
intersect: events per second and number of rules in use.

Dynamic Lists

Dynamic lists are distributed list structures that can be used for storing elements and performing fast
lookups on those elements. These lists can store a set of strings such as IP addresses, server names,
or usernames. Examples of dynamic lists include:

+ Terminated user list

¢ Suspicious user watch list

*

Privileged user watch list
¢ Authorized ports and services list

* Authorized server list

In all cases, correlation rules might reference named dynamic lists to perform lookups on list
members. For example, a rule can be written to identify a file access event from a user who is not a
member of the Authorized Users list. Additionally, correlation actions integrate with the dynamic
list module to add or remove elements from a list. The combination of lookups and automated
actions on the same list provides a powerful feedback mechanism used to identify complex
situations.

Workflow Service (iTRAC)

The Workflow Service receives triggers on incident creation and initiates workflow processes based
on predefined workflow templates. It manages the life cycle of these processes by generating work
items or executing activities. This service also maintains a history of completed processes that can
be used for auditing incident responses.

Event Visualization

Active Views™, the interactive graphical user interface for event visualization, provides an
integrated security management dashboard with a comprehensive set of real-time visualization and
analytical tools to facilitate threat detection and analysis. Users can monitor events in real time and
perform instant drill-downs from seconds to hours in the past. A wide array of visualization charts
and aids allow monitoring of information through 3D bar, 2D stacked, line and ribbon chart
representation and others. Additional valuable information can be viewed from the Active Views
dashboard, including notification of asset exploits (exploit detection), viewing asset information,
and graphical associations between pertinent source IPs and destination IPs.

Because Active Views uses the ActiveMQ architecture, analysts can quickly drill down for further
analysis because Active Views provides direct access to the real-time memory-resident event data,
which easily handles thousands of events per second without any performance degradation. Data is
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kept in memory and written to the database as needed (Active Views can store up to 8 hours of data
in memory with typical event loads). This uninterrupted, performance-oriented real-time view is
essential when under attack or in a steady state.

Figure A-14 Active Views
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Figure A-15 Network
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Incident Response Through iTRAC

Sentinel iTRAC transforms traditional security information management from a passive alerting and
viewing role to an actionable incident response role by enabling organizations to define and to
document incident resolution processes and then guide, enforce and track resolution processes after
an incident or violation has been detected.

Sentinel comes with “out-of-the-box” process templates that use the SANS Institute’s guidelines for
incident handling. Users can start with these predefined processes and configure specific activities to
reflect their organization’s best practices. These processes can be automatically triggered from
incident creation or correlation rules or manually engaged by an authorized security or audit
professional. iTRAC keeps an audit trail of all actions to support compliance reporting and historical
analysis.

A worklist provides the user with all tasks that have been assigned to the user and a process monitor
provides real-time visibility into process status during a resolution process life cycle.

iITRAC’s activity framework enables users to customize automated or manual tasks for specific
incident-resolution processes. The iTRAC process templates can be configured by using the activity
framework to match the template with an organization’s best practices. Activities are executed
directly from the Sentinel Control Center.
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iTRAC’s automation framework works using two key components:

¢ s container: Automates the activity’s execution for the specified set of steps, based on input
rules

+ Workflow container: Automates the workflow execution based on activities through a
worklist.

The input rules are based on the XPDL (XML Processing Description Language) standard and
provide a formal model for expressing executable processes in a business enterprise. This standards-
based approach to the implementation of business-specific rules and rule sets ensures future-
proofing of process definitions for customers.

The iTRAC system uses three Sentinel 6.1 Rapid Deployment objects that can be defined outside
this framework:

¢ Incident: Incidents within Sentinel 6 are groups of events that represent an actionable security
incident, associated state, and meta-information. Incidents are created manually or through
correlation rules, and can be associated with a workflow process. They can be viewed on the
Incidents tab.

+ Activity: An activity is a predefined automatic unit of work, with defined inputs, command-
driven activity and outputs such as automatic attachment of asset data to the incident or
generation of an e-mail. Activities can be used within workflow templates, triggered by a
correlation rule, or executed by a right-click when viewing events.

+ Role: Users can be assigned to one or more roles, such as Analyst, Admin, and so on. Manual
steps in the workflow processes can be assigned to a role.

Sentinel workflows have four major components that are unique to iTRAC:

¢ Step: A step is an individual unit of work within a workflow; there are manual steps, decision
steps, command steps, mail steps, and activity-based steps. Each step displays as an icon within
a given workflow template.

¢ Transition: A transition defines how the workflow moves from one state (activity) to another
and can be determined by an analyst action, by the value of a variable, or by the amount of time
elapsed.

+ Templates: A template is a design for a workflow that controls the execution of a process in
Sentinel iTRAC. The template consists of a network of manual and automated steps, activities
and criteria for transition between them. Workflow templates define how to respond to an
incident when a process based on that template is instantiated. A template can be associated
with many incidents.

+ Processes: A process is a specific instance of a workflow template that is actively being
tracked by the workflow system. It includes all the relevant information relating to the instance,
including the current step in the workflow, the associated incident, and the results of the steps,
attachments and notes. Each workflow process is associated with one incident.

Figure A-16 iTRAC Workflow
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Reporting Service

The Reporting service allows for reporting, including historical and vulnerability reports. Sentinel
comes with out-of-the-box reports and enables users to configure their own reports using Jasper
Reports. Some examples of reports included with Sentinel are:

¢ Trend analysis

¢ Security status of lines of business or critical assets
+ Attack types

¢ Targeted assets

+ Response times and resolution

*

Policy compliance violations

Advisor

Sentinel Advisor, cross-references Sentinel’s real-time alert data with known vulnerabilities and
remediation information, bridging the gap between incident detection and response. With Advisor,
organizations can determine if events exploit specific vulnerabilities and how these attacks impact
their assets. Advisor also contains detailed information on the vulnerabilities that attacks intend to
exploit, the potential effects of the attacks if successful and necessary steps for remediation.
Recommended remediation steps are enforced and tracked by using iTRAC incident response
processes.

Health

The Health service enables users to get a comprehensive view of the distributed Sentinel platform. It
aggregates health information from various processes that are typically distributed on various
servers. The health information is periodically displayed on the Sentinel Control Center for the end
user.

Administration

The Administration facility allows for user management and settings facilities typically needed by
application administrators of Sentinel.

Common Services

All of the components in this business logic layer of the architecture are driven by a set of common
services. These utility services assist in fine-grained filtering (through the filter engine) of events to
users, continuous monitoring of system health statistics (through the Health Monitor) and dynamic
updates of system wide data (through the Map Service). Together, these utility services form the
fabric of the loosely coupled services that allow for unparalleled processing and scaling over the
message bus-based transport for real-time analytics and computation.

A.4.3 Presentation Layer

The presentation layer renders the application interface to the end user. The Sentinel Control Center,
the Sentinel 6.1 Rapid Deployment Web interface are the two comprehensive dashboards that
present information to the user, and the Active Browser helps in viewing the selected events.

+ “Sentinel 6.1 Rapid Deployment Web Interface” on page 410
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¢ “Sentinel Control Center” on page 410

+ “Active Browser” on page 411

Sentinel 6.1 Rapid Deployment Web Interface

With the Novell Sentinel 6.1 Rapid Deployment Web interface, you can manage and search reports
and launch the Sentinel Control Center (SCC), the Sentinel Data Manager (SDM), and the Solution
Designer. You can also download the Collector Manager installer and the Client installer from the
Application tab of the Sentinel 6.1 Rapid Deployment Web interface.

The Web console used for Sentinel 6.1 Rapid Deployment reporting and full text search also
includes the option to launch and install the Sentinel client applications. You can now launch the
Sentinel Control Center, Sentinel Solution Designer, and Sentinel Data Manager from a Web
browser without installing these client applications locally. The Web console also includes the
option to install the client applications and the Sentinel Collector Manager without manually
retrieving the installation package.

Sentinel Control Center

In the SCC interface, event presentation is possible through Active Views that display the events in a
tabular form or by using different types of charts. The table format displays the variables of the
events as columns in a table. Sorting information is possible by clicking on the column name in the
grid.

Figure A-17 Active Views Tabular Format
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The graphical format displays events as graphs. Stacked Bar 2D, Bar, 3D, Line, and Ribbon graphs
are available for representation of information.

Figure A-18 Active Views Graphical Format Stacked Bar 2D Graph
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Figure A-19 Active Views Graphical Format Bar Graph
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Figure A-21 Active View Graphical Format Ribbon Graph
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Active Browser

The Active Browser facility helps in viewing the selected events. In the Active Browser, the events
are grouped according to the meta tags. In these meta tags, various subcategories are defined. The
numbers in the parentheses against these subcategories display the total number of event counts
corresponding to the value of the meta tag.
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Figure A-22 Active Browser
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In the Active Browser, the query manager service retrieves a list of events taken from any part of the
system and performs a statistical analysis of these events to break them down into ranges of values
for each desired attribute of the event. Using single clicks through a Web browser interface, you can
select ranges to quickly drill down on a large set of events. Individual event details can be viewed or
exported to an HTML or CSV file. Additional event attributes for analysis can be added
dynamically at any time, and the interface provides an interactive way to drill down on events in a
given time range.
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System Events for Sentinel

In the tables below, words in italics surrounded by <...> are replaced by relevant values in the real
messages.

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

*

Section B.1, “Authentication Events,” on page 413

Section B.2, “User Management,” on page 417

Section B.3, “Database Event Management,” on page 421

Section B.4, “Database Aggregation,” on page 428

Section B.5, “Mapping Service,” on page 430

Section B.6, “Event Router,” on page 437

Section B.7, “Correlation Engine,” on page 439

Section B.8, “Event Source Management:General,” on page 445
Section B.9, “Event Source Management-Event Sources,” on page 454
Section B.10, “Event Source Management-Collectors,” on page 455
Section B.11, “Event Source Management-Event Source Servers,” on page 456
Section B.12, “Event Source Management-Connectors,” on page 457
Section B.13, “Active Views,” on page 459

Section B.14, “Data Objects,” on page 462

Section B.15, “Activities,” on page 463

Section B.16, “Incidents and Workflows,” on page 464

Section B.17, “General,” on page 470

B.1 Authentication Events

*

*

*

*

*

*

*

*

*

*

Section B.1.1, “Authentication,” on page 413

Section B.1.2, “Creating Entry For External User,” on page 414
Section B.1.3, “Duplicate User Objects,” on page 414

Section B.1.4, “Failed Authentication,” on page 414

Section B.1.5, “Locked Account,” on page 415

Section B.1.6, “No Such User Event,” on page 415

Section B.1.7, “Too Many Active Users,” on page 416

Section B.1.8, “User Discovered,” on page 416

Section B.1.9, “User Logged In,” on page 416

Section B.1.10, “User Logged Out,” on page 417

B.1.1 Authentication

When a user is authentic, the following event is generated:
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Table B-1 Authentication Events Authentication

Tag Value

Severity 0

Event Name Authentication

Resource UserAuthentication

SubResource Authenticate

Message User <name> has passed Authentication to Sentinel/Wizard

B.1.2 Creating Entry For External User

When creating an external user, the following event is generated:

Table B-2 Authentication Events: Creating Entry For External User

Tag Value

Severity 1

Event Name CreatingEntryForExternalUser

Resource UserAuthentication

SubResource Authentication

Message No existing local user entry with name <name> found, creating one

B.1.3 Duplicate User Objects

When there is an unexpected second active user object, the following event is generated. This is an
internal error.

Table B-3 Authentication Events: Duplicate User Objects

Tag Value

Severity 4

Event Name TooManyActiveUsers

Resource UserAuthentication

SubResource Authenticate

Message Error in user table : Multiple users with the name <name> found

B.1.4 Failed Authentication

When a user authentication fails, the following event is generated:
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Table B-4 Authentication Events:Failed Authentication

Tag Value

Severity 4

Event Name AuthenticationFailed

Resource UserAuthentication

SubResource Authenticate

Message Authentication of user <name> with OS name <domUser> from <IP>

failed

B.1.5 Locked Account

When a locked user account is attempting to log in, the following event is generated:

Table B-5 Authentication Events: Locked Account

Tag Value

Severity 4

Event Name LockedUser

Resource UserAuthentication

SubResource Authentication

Message Attempt to login using locked account <acct>

B.1.6 No Such User Event

When a user attempts to log in to the application and authentication succeeds, but the user is not an
Sentinel user, the following event is generated:

Table B-6 Authentication Events: No Such User Event

Tag Value

Severity 4

Event Name NoSuchUser

Resource UserAuthentication

SubResource Authenticate

Message No existing user with name <name> found
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B.1.7 Too Many Active Users

Table B-7 Authentication Events: Too Many Active Users

Tag Value

Severity
Event Name
Resource
SubResource

Message

B.1.8 User Discovered

If the server restarts, it loses the session information. It then reconstructsthe session when it receives
messages from active users. When it discovers a connected user, the following internal event is
generated:

Table B-8 Table B-8: Authentication Events:User Discovered

Tag Value

Severity 1

Event Name UserLoggedin

Resource UserSessionManager

SubResource User

Message Discovered active user <user> with OS name <osName> at

<IP> logged in; currently <number> active users

B.1.9 User Logged In

When a user logs in, the following internal event is generated:

Table B-9 Authentication Events:User Logged In

Tag Value

Severity 1

Event Name UserLoggedin
Resource UserSessionManager
SubResource User
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Tag Value

Message User <user> with OS name <osName> at <IP> logged in; currently

<number> active users

B.1.10 User Logged Out

When a user logs out, the following internal event is generated:

Table B-10 Authentication Events : User Logged Out

Tag Value

Severity 1

Event Name UserLoggedOut

Resource UserSessionManager

SubResource User

Message Closing session for <user> OS name <osName> from <IP> was on

since <date>; currently <number> active users

B.2 User Management

¢ Section B.2.1, “Add Users To Role,” on page 417

¢ Section B.2.2, “Create Role,” on page 418

¢ Section B.2.3, “Create User,” on page 418

¢ Section B.2.4, “Creating User Account,” on page 418

¢ Section B.2.5, “Delete Role,” on page 419

¢ Section B.2.6, “Deleting User Account,” on page 419

¢ Section B.2.7, “Locking User Account,” on page 419

+ Section B.2.8, “Remove Users From Role,” on page 420
¢ Section B.2.9, “Resetting Password,” on page 420

¢ Section B.2.10, “Unlocking User Account,” on page 420
¢ Section B.2.11, “Updating User,” on page 421

B.2.1 Add Users To Role

Table B-11 User Management: Add Users To Role

Tag Value

Severity
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Tag Value

Event Name createRole

Resource WorkflowServices

SubResource WorkflowAdminService

Message Adding users <name> to role <role>

B.2.2 Create Role

Table B-12 User Management: Create Role

Tag Value

Severity

Event Name createRole

Resource WorkflowServices

SubResource WorkflowAdminService

Message Creating role with name <name> and description <description>

B.2.3 Create User

Table B-13 User Management: Create User

Tag Value

Severity

Event Name createUser

Resource WorkflowServices

SubResource WorkflowAdminService

Message Creating user {0} Name {1} {2} belonging to roles <roles>

B.2.4 Creating User Account

Table B-14 User Management:Creating User Account

Tag Value
Severity

Event Name createUser
Resource Config
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Tag Value

SubResource UserManagementService

Message Creating User Account: {0} with Last Name: <lastName>, First
Name: <firstName>, State: <state>

B.2.5 Delete Role

Table B-15 User Management: Delete Role

Tag Value

Severity

Event Name deleteRole

Resource WorkflowServices

SubResource WorkflowAdminService
Message Deleting role with name <name>

B.2.6 Deleting User Account

Table B-16 User Management: Deleting User Account

Tag Value

Severity

Event Name deleteUser

Resource Config

SubResource UserManagementService
Message Deleting User Account: {0}

B.2.7 Locking User Account

Table B-17 User Management:Locking User Account

Tag Value

Severity

Event Name lockUser

Resource Config

SubResource UserManagementService
Message Locking User Account: {0}
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B.2.8 Remove Users From Role

Table B-18 User Management:Remove Users From Role

Tag Value

Severity

Event Name removeUsersFromRole

Resource WorkflowServices

SubResource WorkflowAdminService

Message Removing users <name> from role <role>

B.2.9 Resetting Password

Table B-19 Resetting Password

Tag Value

Severity

Event Name setPassword

Resource Config

SubResource UserManagementService

Message Resetting password for User Account {0}

B.2.10 Unlocking User Account

Table B-20 User Management:Unlocking User Account

Tag Value

Severity

Event Name unlockUser

Resource Config

SubResource UserManagementService
Message Unlocking User Account: {0}
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B.2.11 Updating User

Table B-21 User Management: Updating User

Tag Value

Severity

Event Name updateUser

Resource Config

SubResource UserManagementService

Message Updating user: {0} Last Name:<lastName>, First Name: <firstName>, State:
<state>

B.3 Database Event Management

¢ Section B.3.1, “Diskspace Usage Reached Lower Threshold,” on page 422

¢ Section B.3.2, “Diskspace Usage Reached Upper Threshold,” on page 422

¢ Section B.3.3, “Dropping the Oldest Partition,” on page 422

¢ Section B.3.4, “Failing to Drop Online CurrentPartition,” on page 423

¢ Section B.3.5, “Database Space Reached Specified Percent Threshold,” on page 423
+ Section B.3.6, “Database Space Reached Specified Time Threshold,” on page 423
¢ Section B.3.7, “Database Space Very Low,” on page 424

¢ Section B.3.8, “Error inserting events,” on page 424

¢ Section B.3.9, “Error Moving Completed File,” on page 424

¢ Section B.3.10, “Error Processing Event Message,” on page 425

¢ Section B.3.11, “Error Saving Failed Events,” on page 425

¢ Section B.3.12, “Event Insertion Is Blocked,” on page 425

¢ Section B.3.13, “Event Insertion Is Resumed,” on page 426

¢ Section B.3.14, “Event Message Queue Overflow,” on page 426

¢ Section B.3.15, “Event Processing Failed,” on page 426

¢ Section B.3.16, “No Space In The Database,” on page 427

¢ Section B.3.17, “Opening Archive File Failed,” on page 427

¢ Section B.3.18, “Partition Configuration,” on page 427

¢ Section B.3.19, “Writing to Archive File failed,” on page 428

¢ Section B.3.20, “Writing to the overflow partition (P_ MAX),” on page 428
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B.3.1 Diskspace Usage Reached Lower Threshold

Table B-22 Diskspace Usage Reached Lower Threshold

Tag Value

Severity 4

EventName DBLowSpace

Resource DBSPace

Message Diskspace usage reached lower threshold. Its current size is {0} MB as

against allocated size {1} MB.

B.3.2 Diskspace Usage Reached Upper Threshold

Table B-23 Diskspace Usage Reached Upper Threshold

Tag Value

Severity 4

EventName DBNoSpace

Resource DBSPace

Message Diskspace usage reached upper threshold. Its current size is {0} MB

as against allocated size {1} MB.

B.3.3 Dropping the Oldest Partition

Table B-24 Dropping the Oldest Partition

Tag Value

Severity 4

EventName DBNoSpace

Resource DBSPace

Message Diskspace usage reached upper threshold. Dropping the oldest
partition {0}.
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B.3.4 Failing to Drop Online CurrentPartition

Table B-25 Failing to Drop Online CurrentPartition

Tag Value

Severity 4

EventName DBNoSpace

Resource DBSPace

Message Diskspace usage reached upper threshold. Failing to drop online

current partition {0}.

B.3.5 Database Space Reached Specified Percent Threshold

When event insertion is resumed after being blocked, the following event is sent.:

Table B-26 Database Event Management: Database Space Reached Specified Percent Threshold

Tag Value

Severity 0

Event Name DbSpaceReachedPercentThrshid

Resource Database

SubResource Database

Message Tablespace <string> has current size of <number> MB with a max size of

<number> MB and has reached the percentage threshold of <number> %

B.3.6 Database Space Reached Specified Time Threshold

When event insertion is resumed after being blocked, the following event is sent:

Table B-27 Database Event Management: Database Space Reached Specified Time Threshold

Tag Value

Severity 0

Event Name DbSpaceReachedTimeThrshld

Resource Database

SubResource Database

Message Tablespace <string> has <number> MB left and growing <number> bytes per

second and will run out space within the time threshold specified <number>
seconds
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B.3.7 Database Space Very Low

When event insertion is resumed after being blocked, the following event is sent:

Table B-28 Database Event Management: Database Space Very Low

Tag Value

Severity 5

Event Name DbSpaceVerylLow

Resource Database

SubResource Database

Message Tablespace <string> has current size of <number> MB and has reached the

physical threshold of <number> MB

B.3.8 Error inserting events

When inserting events into the database fails,the following internal event is generated:

Table B-29 Database Event Management: Error inserting events

Tag Value

Severity 5

Event Name InsertEventsFailed

Resource EventSubsystem

SubResource Events

Message Error inserting events into the Database—the events might be permanently lost.

Please check the Database and backend server logs<Exception>

B.3.9 Error Moving Completed File

When an event file is completed it is moved to the output directory. If that move fails, the following
internal event is generated:

Table B-30 Database Event Management : Error Moving Completed File

Tag Value

Severity 3

Event Name MoveArchiveFileFailed
Resource <DAS name>
SubResource ArchiveFile
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Tag Value

Message Error moving completed archive file <fileName> to <directory>

B.3.10 Error Processing Event Message

Table B-31 Database Event Management: Error Processing Event Message

Tag Value

Severity

Event Name ErrorProcessingEventMessage

Resource EventSubsystem

SubResource EventStore

Message Error processing event message, events may be lost; check the log file for more
details: {0}

B.3.11 Error Saving Failed Events

Table B-32 Database Event Management : Error Saving Failed Events

Tag Value

Severity

Event Name ErrorSavingFailedEvents

Resource EventSubsystem

SubResource EventStore

Message Error inserting failed events to cache; {0} events may be permanently lost.

Check the logs for more detail and correct the problem immediately: {1}

B.3.12 Event Insertion Is Blocked

If DAS is writing into the overflow partition and the user attempts to add partitions SDM sends a
request to DAS to temporarily stop inserting events into the database. When this happens, DAS
sends internal events every time it attempts to insert events into the database.

Table B-33 Database Event Management : Event Insertion Is Blocked

Tag Value

Severity 4

Event Name EventlnsertionlsBlocked
Resource EventSubSystem
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Tag Value

SubResource Events

Message Event insertion is blocked, waiting <number> sec

B.3.13 Event Insertion Is Resumed

When event insertion is resumed after being blocked, the following event is sent:

Table B-34 Database Event Management : Event Insertionls Resumed

Tag Value

Severity 2

Event Name EventinsertionResumed

Resource EventSubSystem

SubResource Events

Message Event insertion has resumed after being blocked

B.3.14 Event Message Queue Overflow

Table B-35 Database Event Management : Event Message Queue Overflow

Tag Value

Severity

Event Name EventMessageQueueOverflow

Resource EventSubsystem

SubResource EventStore

Message In the previous {O}ms, failed to execute event store task for {1} events because

task queue is ful-Events were stored to file for later insertion. Check the log files
and the database " "for more information. The error occurred {2} times in this
time range: {3}";

B.3.15 Event Processing Failed

Table B-36 Database Event Management : Event Processing Failed

Tag Value
Severity
Event Name EventProcessingFailed
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Tag Value

Resource EventSubsystem
SubResource EventStore
Message In the previous {O}ms, failed to process {1} events--Events were stored for later

insertion. Check the log files and the database for more information. The error
occurred {2} times in this time range: {3}, cause {4}";

B.3.16 No Space In The Database

Table B-37 Database Event Management : No Space In The Database

Tag Value
Severity

Event Name DbNoSpace
Resource DBSpace
SubResource tableSpace
Message

B.3.17 Opening Archive File Failed

When opening an archive file for storing the events for aggregation fails, the following internal
event is generated.

Table B-38 Database Event Management : Opening Archive File Failed

Tag Value

Severity 3

Event Name OpenArchiveFileFailed

Resource <Das name>

SubResource ArchiveFile

Message Error opening archive file <fleName> in <directory>

B.3.18 Partition Configuration

Table B-39 Database Event Management : Partition Configuration

Tag Value

Severity
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Tag Value

Event Name New/Update/Remove

Resource

SubResource PartitionConfig

Message ableName=<name> PartTimeUnit={1} PartTimeFactor={2} NumberOfUnits={3}

B.3.19 Writing to Archive File failed

When opening an archive file for storing the events for aggregation fails, the following internal
event is generated.

Table B-40 Database Event Management : Writing to Archive File failed

Tag Value

Severity 3

Event Name WriteArchiveFileFailed

Resource <Das name>

SubResource ArchiveFile

Message Error writing newly received events to aggregation archive file <fileName>

B.3.20 Writing to the overflow partition (P_MAX)

An event is sent approximately every 5 minutes, notifying the user when events are being written to
the overflow partition (P MAX). When this occurs, the administrator needs to use SDM and add
more partitions or performance starts to degrade.

Table B-41 Database Event Management : Writing to the overflow partition (P_MAX)

Tag Value

Severity 5

Event Name InsertintoOverflowPartition

Resource EventSubSystem

SubResource Events

Message Error: currently inserting into the overflow partitions (P_MAX), add more partitions

B.4 Database Aggregation

¢ Section B.4.1, “Creating Summary,” on page 429
¢ Section B.4.2, “Deleting Summary,” on page 429
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*

Section B.4.3, “Disabling Summary,” on page 429

*

Section B.4.4, “Enabling Summary,” on page 430

*

*

Section B.4.6, “Saving Summary,” on page 430
B.4.1 Creating Summary

Table B-42 Database Aggregation : Creating Summary

Section B.4.5, “Error inserting Summary Data into the Database,” on page 430

Tag Value

Severity

Event Name createSummary

Resource

SubResource

Message Creating summary: <summaryDescription>

B.4.2 Deleting Summary

Table B-43 Database Aggregation : Deleting Summary

Tag Value

Severity

Event Name deleteSummary

Resource

SubResource

Message Deleting summary: <summaryDescription>

B.4.3 Disabling Summary

Table B-44 Database Aggregation : Disabling Summary

Tag Value

Severity

Event Name disableSummary

Resource

SubResource

Message Disabling summary: <summaryDescription>
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B.4.4 Enabling Summary

Table B-45 Database Aggregation : Enabling Summary

Tag Value

Severity

Event Name enableSummary

Resource

SubResource EventAggregationAdminService

Message Enabling summary: <summaryDescription>

B.4.5 Error inserting Summary Data into the Database

If an error is encountered while writing aggregation data into the database, the following internal
event is generated:

Table B-46 Database Aggregation : Error inserting Summary Data into the Database

Tag Value

Severity 4

Event Name SummaryUpdateFailure

Resource Aggregation

SubResource Summary

Message Error saving summary batch to the database for summary <summaryName>

B.4.6 Saving Summary

Table B-47 Database Aggregation : Saving Summary

Tag Value

Severity

Event Name saveSummary

Resource

SubResource

Message Saving summary: <summaryDescription>

B.5 Mapping Service

¢ Section B.5.1, “Error,” on page 431
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¢ Section B.5.2, “Error Applying Incremental Update,” on page 431
¢ Section B.5.3, “Error initializing map with ID,” on page 432

¢ Section B.5.4, “Error Refreshing Map,” on page 432

¢ Section B.5.5, “Error Saving Data File,” on page 433

¢ Section B.5.6, “Get File Size,” on page 433

¢ Section B.5.7, “Loaded Large Map,” on page 433

¢ Section B.5.8, “Long Time To Load Map,” on page 434

¢ Section B.5.9, “Out Of Sync Detected,” on page 434

¢ Section B.5.10, “Refreshing Map from Cache,” on page 434

¢ Section B.5.11, “Refreshing Map from Server,” on page 435

¢ Section B.5.12, “Save Data File,” on page 435

¢ Section B.5.13, “Saved Data File,” on page 436

¢ Section B.5.14, “Timed Out Waiting For Callback,” on page 436
¢ Section B.5.15, “Timeout Refreshing Map,” on page 436

¢ Section B.5.16, “Update,” on page 437

¢ Section B.5.17, “Update,” on page 437

B.5.1 Error

Table B-48 Database Aggregation : Error

Tag Value

Severity

Event Name error

Resource

SubResource

Message Error while updating map data: {0}

B.5.2 Error Applying Incremental Update

This event is sent when the mapping service fails to apply an update to an existing client map.

Table B-49 Database Aggregation : Error Applying Incremental Update

Tag Value

Severity 4

Event Name ErrorApplyinglncrementalUpdate
Resource MappingService
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Tag Value

SubResource ReferentialDataObjectMap

Message The error <error> occurred while applying updates to map <mapName> (ID
<mapld>) v.<version>. Rescheduling a refresh to complete map update.

B.5.3 Error initializing map with ID
This internal event is generated from the client side of the mapping service (the one that is part of the

Collector Manager). This error is generated when the Collector Manager attempts to retrieve a map
that does not exist. This can happen if maps are created and deleted.

Table B-50 Database Aggregation : Error initializing map with ID

Tag Value

Severity 4

Event Name ErrorNoSuchMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message Error initializing map with id <ID>: no such map

B.5.4 Error Refreshing Map

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed, it sends an internal event. This means that there was some
unexpected non-transient error while trying to refresh a map. The Collector Manager waits 15
minutes and tries again. If this happens during initialization, the initialization proceeds and this map
is ignored until it can be successfully loaded.

Table B-51 Database Aggregation : Error Refreshing Map

Tag Value

Severity 4

Event Name ErrorRefreshingMapData

Resource MappingService

SubResource ReferentialDataObjectMap

Message Error refreshing map <mapName>: <exc>
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B.5.5 Error Saving Data File

Table B-52 Database Aggregation : Error Saving Data File

Tag Value

Severity

Event Name ErrorSavingDataFile

Resource MappingService

SubResource MapService

Message The error <error> occurred while saving data to file <fleName> (no) backup

B.5.6 Get File Size

Table B-53 Database Aggregation : Get File Size

Tag Value

Severity

Event Name getFileSize

Resource

SubResource

Message Retrieving size for file <fileName>

B.5.7 Loaded Large Map

This internal event is an information event sent by the mapping service indicating that a large map
was loaded to the Collector Manager. A map is considered large if the number of rows exceeds
100,000.

Table B-54 Database Aggregation : Loaded Large Map

Tag Value

Severity 0

Event Name LoadedLargeMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message Finished loading map <name> with id <ID> and <number> entries and total

size <#>Kb in <##t>sec
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B.5.8 Long Time To Load Map

This internal event is an information event sent by the mapping service informing that loading a map
took an unusually long time (greater than one minute).

Table B-55 Database Aggregation : Long time To load Map

Tag Value

Severity 0

Event Name LongTimeToLoadMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message It took <##>sec to load map <name> with id <ID> and <number> entries and total
size <##>Kb

B.5.9 Out Of Sync Detected

This event is sent when the mapping service detects that a map is out-of-date. The mapping service
automatically schedules a refresh.

Table B-56 Database Aggregation : Out Of Sync Detected

Tag Value

Severity 2

Event Name OutOfsyncDetected

Resource MappingService

SubResource ReferentialDataObjectMap

Message Map <mapName> detected the map data is out-of-sync, probably because of a

missed update notification--scheduling a refresh

B.5.10 Refreshing Map from Cache

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed, it sends an internal event. This means that its cache is up-to-
date and is refreshing the map from cache.

Table B-57 Database Aggregation : Refreshing Map from Cache

Tag Value

Severity 1
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Tag Value

Event Name LoadingMapFromCache

Resource MappingService

SubResource ReferentialDataObjectMap

Message Loading from cache v<version> of map <mapName> (ID <id>)

B.5.11 Refreshing Map from Server

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed, it sends an internal event. This means that the map was either
not in the cache or the version in the cache was not up-to-date and the Collector Manager is
retrieving the map from the server.

Table B-58 Database Aggregation : Refreshing Map from Server

Tag Value

Severity 1

Event Name RefreshingMapFromServer

Resource MappingService

SubResource ReferentialDataObjectMap

Message Refreshing from server map <name> with id <ID>

B.5.12 Save Data File

Table B-59 Database Aggregation : Save Data File

Tag Value

Severity

Event Name saveDataFile

Resource

SubResource MapService

Message Saving data file {0}, backup? {1}
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B.5.13 Saved Data File

Table B-60 Database Aggregation : Saved Data File

Tag Value

Severity

Event Name SavedDataFile

Resource MappingService

SubResource MapService

Message Saved "+fileSize+" bytes to file <fleName> with original backed up to

"+backupFile:"no backup of original

B.5.14 Timed Out Waiting For Callback

When the Collector Manager needs to refresh a map, it sends a request to the back end. This request
contains a callback. The back-end generates the map and when it is ready it sends the map to the
Collector Manager, using the callback. If it takes too long for the response to arrive (more than ten
minutes) the Collector Manager submits a second request assuming the first was lost. When this
occurs, the following internal event is generated:

Table B-61 Database Aggregation : Timed Out Waiting For Callback

Tag Value

Severity 2

Event Name TimedoutWaitingForCallback

Resource MappingService

SubResource ReferentialDataObjectMap

Message Map <name> timed out waiting for callback with new map data--retrying

B.5.15 Timeout Refreshing Map

This internal event is generated from the client side of the mapping service (the one that is part of the
Collector Manager). When the Collector Manager is told to refresh the map because it has been
modified or its definition has changed it sends an internal. This means that the Collector Manager
attempted to retrieve the map from the server and the server never acknowledged the request and
timed out. This error is considered transient and the Collector Manager retries.

Table B-62 Database Aggregation : Timeout Refreshing Map

Tag Value

Severity 4
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Tag Value

Event Name TimeoutRefreshingMap

Resource MappingService

SubResource ReferentialDataObjectMap

Message Request timed out while refreshing map <name>: <exception>

B.5.16 Update

Table B-63 Database Aggregation : Update

Tag Value

Severity

Event Name update

Resource

SubResource MapDataCallback
Message Updating map data

B.5.17 Update

Table B-64 Database Aggregation : Update

Tag Value

Severity

Event Name update

Resource

SubResource (low)

Message Updating map data (ser)

B.6 Event Router

¢ Section B.6.1, “Event Router is Initializing,” on page 438
¢ Section B.6.2, “Event Router Is Running,” on page 438
+ Section B.6.3, “Event Router is Stopping,” on page 438

¢ Section B.6.4, “Event Router is Terminating,” on page 439
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B.6.1 Event Router is Initializing

This event is sent when an event router starts its initialization. The event router starts initializing
when it has established a connection with the back end.

Table B-65 FEvent Router : Event Router is Initializing

Tag Value

Severity 1

Event Name EventRouterlnitializing

Resource CollectorManager

SubResource EventRouter

Message Event router is initializing in standalone mode; reqld(1EEAD430-E790-1029-

93AC-000C296FC5D4)

B.6.2 Event Router Is Running

The Event router is the main component of the Collector Manager (the one that performs the maps,
applies global filters, and publishes the events). This internal event is sent when the event router is

ready during initialization. When the Collector Manager is restarted, another event is sent when it is
ready.

This event is not sent until the event router successfully loaded all the global filters and map
information.

Table B-66 Event Router : Event Router is Running

Tag Value

Severity 1

Event Name EventRouterlsRunning
Resource CollectorManager

B.6.3 Event Router is Stopping

This event is sent when a request is received by the event router to stop during shutdown.

Table B-67 Event Router : Event Router is Stopping

Tag Value

Severity 2

Event Name EventRouterStopping
Resource CollectorManager
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Tag Value

SubResource EventRouter

Message Event router is stopping; reqld(B408EC15-F4D2-1029-A795-
000C296FC5D4)

B.6.4 Event Router is Terminating

This event is sent when a request is received by the event router to stop during shutdown.

Table B-68 Event Router : Event Router is Terminating

Tag Value

Severity 2

Event Name EventRouterTerminating

Resource CollectorManager

SubResource EventRouter

Message Event router is terminating; reqld(B408EC15-F4D2-1029-A797-
000C296FC5D4)

B.7 Correlation Engine

*

*

*

Section B.7.1, “Correlation Action Definition,” on page 440
Section B.7.2, “Correlation Engine Configuration,” on page 440
Section B.7.3, “Correlation Engine is Running,” on page 440
Section B.7.4, “Correlation Engine is Stopped,” on page 441
Section B.7.5, “Correlation Rule,” on page 441

Section B.7.6, “Correlation Rule Configuration,” on page 441
Section B.7.7, “Deploy Rules With Actions To Engine,” on page 442
Section B.7.8, “Disabling Rule,” on page 442

Section B.7.9, “Enabling Rule,” on page 442

Section B.7.10, “Rename Correlation Engine,” on page 443
Section B.7.11, “Rule Deployment is Modified,” on page 443
Section B.7.12, “Rule Deployment Is Started,” on page 443
Section B.7.13, “Rule Deployment is Stopped,” on page 444
Section B.7.14, “Starting Engine,” on page 444

Section B.7.15, “Stopping Engine,” on page 444

Section B.7.16, “UnDeploy All Rules From Engine,” on page 445
Section B.7.17, “UnDeploy Rule,” on page 445

Section B.7.18, “Update Correlation Rule Actions,” on page 445
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B.7.1 Correlation Action Definition

Table B-69 Correlation Engine : Correlation Action Definition

Tag Value

Severity

Event Name New/Update/Remove

Resource Correlation

SubResource CorrelationActionDefinition
Message Action Name: <name> with Id: <ID>

B.7.2 Correlation Engine Configuration

Table B-70 Correlation Engine : Correlation Engine Configuration

Tag Value

Severity

Event Name New/Update/Remove

Resource Correlation

SubResource CorrEngineConfig

Message Correlation Engine ID: <ID> Name: <name> Active: {2}

B.7.3 Correlation Engine is Running

The correlation engine process can be idled by the user. Its running state determines whether the
active process is processing events or not. The process starts in the idle (stopped) state and waits to
retrieve its configuration from the database. This event is sent when the engine changes state from
stopped to running.

Table B-71 Correlation Engine : Correlation Engine is Running

Tag Value

Severity 1

Event Name EngineRunning

Resource CorrelationEngine

SubResource CorrelationEngine

Message Correlation Engine is processing events.
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B.7.4 Correlation Engine is Stopped

This event is sent out when the engine changes state from running to stopped.

Table B-72 Correlation Engine : Correlation Engine is Stopped

Tag Value

Severity 1

Event Name EngineStopped

Resource CorrelationEngine

SubResource CorrelationEngine

Message Correlation Engine has stopped processing events.

B.7.5 Correlation Rule

Table B-73 Correlation Engine : Correlation Rule

Tag Value

Severity

Event Name New/Update/Remove

Resource Correlation

SubResource CorrRule

Message Rule Name: <name> Type: <type> Rule Id: <ID>

B.7.6 Correlation Rule Configuration

Table B-74 Correlation Engine : Correlation Rule Configuration

Tag Value

Severity

Event Name New/Update/Remove

Resource Correlation

SubResource CorrRuleConfig

Message Correlation Rule Config ID: <ID> Rule Definition ID: {1} Name: <name> Active: {3}
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B.7.7 Deploy Rules With Actions To Engine

Table B-75 Correlation Engine : Deploy Rules With Actions To Engine

Tag Value

Severity

Event Name deployRulesWithActionsToEngine

Resource CorrelationManagementService

SubResource CorrelationManagementService

Message Deploy Rules With Actions To Engine <enginld>: Rules: <ruleID> Actions:
<action|D>

B.7.8 Disabling Rule

Table B-76 Correlation Engine : Disabling Rule

Tag Value

Severity

Event Name disableRule

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Disable Rule: {ruleCfgld}

B.7.9 Enabling Rule

Table B-77 Correlation Engine : Enabling Rule

Tag Value

Severity

Event Name enableRule

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Enable Rule: {ruleCfgld}
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B.7.10 Rename Correlation Engine

Table B-78 Correlation Engine : Rename Correlation Engine

Tag Value

Severity

Event Name renameCorrEngine

Resource CorrelationManagementService

SubResource CorrelationManagementService

Message Rename Engine to: <name> with Engineld: <ID>

B.7.11 Rule Deployment is Modified

This event is sent when an engine successfully reloads a rule deployment. This message is sent
regardless of the engine‘s running state.

Table B-79 Correlation Engine : Rule Deployment is Modified

Tag Value

Severity 1

Event Name DeploymentModified
Resource CorrelationEngine
SubResource Deployment

Message Deployment <name> modified

B.7.12 Rule Deployment Is Started

This event is sent when an engine successfully loads a rule deployment. This message is sent
regardless of the engine‘s running state.

Table B-80 Correlation Engine : Rule Deployment is Started

Tag Value

Severity 1

Event Name DeploymentStarted
Resource CorrelationEngine
SubResource Deployment

Message deployment <name> started
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B.7.13 Rule Deployment is Stopped

This event is sent when an engine successfully unloads a rule deployment. This message is sent
regardless of the engine‘s running state.

Table B-81 Correlation Engine : Rule Deployment is Stopped

Tag Value

Severity 1

Event Name DeploymentStopped
Resource CorrelationEngine
SubResource Deployment

Message deployment <name> stopped

B.7.14 Starting Engine

Table B-82 Correlation Engine : Starting Engine

Tag Value

Severity

Event Name startEngine

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Start engine: <enginelD>

B.7.15 Stopping Engine

Table B-83 Correlation Engine : Stopping Engine

Tag Value

Severity

Event Name stopEngine

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Stop engine: <enginelD>
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B.7.16 UnDeploy All Rules From Engine

Table B-84 Correlation Engine : UnDeploy All Rules From Engine

Tag Value

Severity

Event Name undeployAllRulesFromEngine
Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Undeploy all rules from Engine:

B.7.17 UnDeploy Rule

Table B-85 Correlation Engine : UnDeploy Rule

Tag Value

Severity

Event Name undeployRule

Resource CorrelationManagementService
SubResource CorrelationManagementService
Message Undeploy Rule: {ruleCfgld}

B.7.18 Update Correlation Rule Actions

Table B-86 Correlation Engine : Update Correlation Rule Actions

Tag Value

Severity

Event Name updateCorrRuleActions

Resource CorrelationManagementService

SubResource CorrelationManagementService

Message Update Rule Config {0} by deleting Actions: <actionID> and adding Actions:
<action|D>

B.8 Event Source Management:General

¢ Section B.8.1, “Collector Manager Initialized,” on page 446
¢ Section B.8.2, “Collector Manager Is Down,” on page 447
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¢ Section B.8.3, “Collector Manager Started,” on page 447

¢ Section B.8.4, “Collector Manager Stopped,” on page 447

¢ Section B.8.5, “Collector Service Callback,” on page 448

¢ Section B.8.6, “Cyclical Dependency,” on page 448

¢ Section B.8.7, “Event Source Manager Callback,” on page 448

¢ Section B.8.8, “Initializing Collector Manager,” on page 449

¢ Section B.8.9, “Lost Contact With Collector Manager,” on page 449

¢ Section B.8.10, “No Data Alert,” on page 449

¢ Section B.8.11, “Persistent Process Died,” on page 449

¢ Section B.8.12, “Persistent Process Restarted,” on page 450

¢ Section B.8.13, “Port Start,” on page 450

¢ Section B.8.14, “Port Stop,” on page 450

+ Section B.8.15, “Reestablished Contact With Collector Manager,” on page 451
¢ Section B.8.16, “Restart Plugin Deployments,” on page 451

¢ Section B.8.17, “Restarting Collector Manager (Cold Restart),” on page 452
¢ Section B.8.18, “Restarting Collector Manager (Warm Restart),” on page 452
¢ Section B.8.19, “Start Event Source Group,” on page 452

¢ Section B.8.20, “Start Event Source Manager,” on page 453

¢ Section B.8.21, “Starting Collector Manager,” on page 453

¢ Section B.8.22, “Stop Event Source Group,” on page 453

¢ Section B.8.23, “Stop Event Source Manager,” on page 454

¢ Section B.8.24, “Stopping Collector Manager,” on page 454

B.8.1 Collector Manager Initialized

Table B-87 Event Source Management (General) : Collector Manager Initialized

Tag Value

Severity

Event Name CollectorManagerinitialized
Resource CollectorManager
SubResource Internal

Message Initialized Collector Manager...
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B.8.2 Collector Manager Is Down

Table B-88 Event Source Management (General) : Collector Manager Is Down

Tag Value

Severity

Event Name CollectorManagerDown
Resource HealthManager
SubResource CollectorManagerHealth
Message

B.8.3 Collector Manager Started

Table B-89 Event Source Management (General) : Collector Manager Started

Tag Value

Severity

Event Name CollectorManagerStarted
Resource CollectorManager
SubResource Internal

Message Started Collector Manager...

B.8.4 Collector Manager Stopped

Table B-90 Event Source Management (General) : Collector Manager Stopped

Tag Value

Severity

Event Name CollectorManagerStopped
Resource CollectorManager
SubResource Internal

Message Stopped Collector Manager...
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B.8.5 Collector Service Callback

Table B-91 Event Source Management (General) : Collector Service Callback

Tag Value

Severity

Event Name Restart

Resource

SubResource CollectorServiceCallback
Message Restart Collector with Id: <ID>

B.8.6 Cyclical Dependency
The Event Service sends this event when it detects a cycle in the Event Definition (in dependencies

among tags because of referential map assignments). Check the event configuration in SDM and
resolve the dependency.

Table B-92 Event Source Management (General) : Cyclical Dependency

Tag Value

Severity 5

Event Name CyclicalDependency

Resource EventService

SubResource ObjectAttrinfos

Message Cyclical dependency detected in event transformations. Check event
configuration.

B.8.7 Event Source Manager Callback

Table B-93 Event Source Management (General) : Event Source Manager Callback

Tag Value

Severity

Event Name restart

Resource

SubResource EventSourceManagerCallback
Message Restart node with Id: <ID>
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B.8.8 Initializing Collector Manager

Table B-94 Event Source Management (General) : Initializing Collector Manager

Tag Value

Severity

Event Name CollectorManagerinitializing
Resource CollectorManager
SubResource Internal

Message Initializing Collector Manager...

B.8.9 Lost Contact With Collector Manager

Table B-95 Event Source Management (General) : Lost Contact With Collector Manager

Tag Value

Severity

Event Name LostContactWithCollectorManager

Resource HealthManager

SubResource CollectorManagerHealth

Message Lost contact with collector manager <name> UUID {1}--down for {2} days {3}
hrs {4} min

B.8.10 No Data Alert

Table B-96 Event Source Management (General) : No Data Alert

Tag Value

Severity

Event Name NoDataAlert

Resource CollectorManager

SubResource objectName

Message No data received for {7} {0} (ID {1}) for last {2} days {3} hrs {4} min {5} sec

(threshold {6} ms)

B.8.11 Persistent Process Died

The Collector Engine sends this event when the persistent process Connector detects that its
controlled process has died.
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Table B-97 Event Source Management (General) : Persistent Process Died

Tag Value

Severity 5

Event Name PersistentProcessDied

Resource AgentManager

SubResource AgentManager

Message Persistent Process on port <port ID> has died.

B.8.12 Persistent Process Restarted

The Collector Engine sends this event when the persistent process Connector is able to restart the
controlled process that had died.

Table B-98 Event Source Management (General) : Persistent Process Restarted

Tag Value

Severity 1

Event Name PersistentProcessRestarted

Resource AgentManager

SubResource AgentManager

Message Persistent Process on port <port ID> has restarted.

B.8.13 Port Start

TheCollector Manager sends this event when a port is started.

Table B-99 Event Source Management (General) : Port Start

Tag Value

Severity 1

Event Name PortStart

Resource AgentManager

SubResource AgentManager

Message Processing started for port_<port ID>

B.8.14 Port Stop

The Collector Manager sends this event when a port is stopped.
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Table B-100 Event Source Management (General) : Port Stop

Tag Value

Severity 1

Event Name PortStop

Resource AgentManager

SubResource AgentManager

Message Processing stopped for port_<port ID>

B.8.15 Reestablished Contact With Collector Manager

Table B-101 Event Source Management (General) : Reestablished Contact With Collector Manager

Tag Value

Severity

Event Name ReestablishedContactWithCollectorManager

Resource HealthManager

SubResource CollectorManagerHealth

Message Reestablished contact with collector manager {0} UUID {1} after {2} days {3} hrs

{4} min

B.8.16 Restart Plugin Deployments

Table B-102 Event Source Management (General) : Restart Plugin Deployments

Tag Value

Severity

Event Name restartPluginDeployments
Resource EventSourceManagement
SubResource EventSourceManagerService
Message Restart deployments of plugin: {0}
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B.8.17 Restarting Collector Manager (Cold Restart)

Table B-103 Event Source Management (General) : Restarting Collector Manager (Cold Restart)

Tag Value

Severity

Event Name CollectorManagerRestart

Resource CollectorManager

SubResource Internal

Message Restarting Collector Manager (Cold restart)

B.8.18 Restarting Collector Manager (Warm Restart)

Table B-104 Event Source Management (General) : Restarting Collector Manager (Warm Restart)

Tag Value

Severity

Event Name CollectorManagerRestart

Resource CollectorManager

SubResource Internal

Message Restarting Collector Manager (Warm restart)

B.8.19 Start Event Source Group

Table B-105 Event Source Management (General) : Start Event Source Group

Tag Value

Severity

Event Name startEventSourceGroup
Resource EventSourceManagement
SubResource EventSourceManagerService
Message Start Connector: {0}

452 Sentinel 6.1 Rapid Deployment User Guide



B.8.20 Start Event Source Manager

Table B-106 Event Source Management (General) : Start Event Source Manager

Tag Value

Severity

Event Name startEventSourceManager

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Start Collector Manager: <eventSourceManager|D>

B.8.21 Starting Collector Manager

Table B-107 Event Source Management (General) : Starting Collector Manager

Tag Value

Severity

Event Name CollectorManagerStarting
Resource CollectorManager
SubResource Internal

Message Starting Collector Manager

B.8.22 Stop Event Source Group

Table B-108 Event Source Management (General) : Stop Event Source Group

Tag Value

Severity

Event Name stopEventSourceGroup
Resource EventSourceManagement
SubResource EventSourceManagerService
Message Stop Connector: {0}
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B.8.23 Stop Event Source Manager

Table B-109 Event Source Management (General) : Stop Event Source Manager

Tag Value

Severity

Event Name StopEventSourceManager

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Stop Collector Manager: <eventSourceManager|D>

B.8.24 Stopping Collector Manager

Table B-110 Event Source Management (General) : Stopping Collector Manager

Tag Value

Severity

Event Name CollectorManagerStopping
Resource CollectorManager
SubResource Internal

Message Stopping Collector Manager...

B.9 Event Source Management-Event Sources

¢ Section B.9.1, “Start Event Source,” on page 454
¢ Section B.9.2, “Stop Event Source,” on page 455

B.9.1 Start Event Source

Table B-111 Event Source Management (Event Sources) : Start Event Source

Tag Value

Severity

Event Name startEventSource

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Start EventSource: {0}
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B.9.2 Stop Event Source

Table B-112 Event Source Management (Event Sources) : Stop Event Source

Tag Value

Severity

Event Name stopEventSource

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Stop EventSource: {0}

B.10 Event Source Management-Collectors

¢ Section B.10.1, “Start Collector,” on page 455

+ Section B.10.2, “Stop Collector,” on page 455

B.10.1 Start Collector

Table B-113 Event Source Management (Collectors) : Start Collector

Tag Value

Severity

Event Name startCollector

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Start Collector: {0}

B.10.2 Stop Collector

Table B-114 Event Source Management (Collectors): Stop Collector

Tag Value

Severity

Event Name stopCollector

Resource EventSourceManagement
SubResource EventSourceManagerService
Message Stop Collector: {0}
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B.11 Event Source Management-Event Source
Servers

¢ Section B.11.1, “Start Event Source Server,” on page 456
¢ Section B.11.2, “Stop Event Source Server,” on page 456
+ Section B.11.3, “Stop Event Source Server,” on page 456

B.11.1 Start Event Source Server

Table B-115 Event Source Management (Event Source Servers): Start Event Source Server

Tag Value

Severity

Event Name startEventSourceServer

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Start EventSourceServer: <eventSourceServer|D>

B.11.2 Stop Event Source Server

Table B-116 Event Source Management (Event Source Servers): Stop Event Source Server

Tag Value

Severity

Event Name stopEventSourceServer

Resource EventSourceManagement

SubResource EventSourceManagerService

Message Stop EventSourceServer: <eventSourceServerlD>

B.11.3 Stop Event Source Server

Table B-117 Event Source Management (Event Source Servers): Stop Event Source Server

Tag Value

Severity

Event Name stopEventSourceServer
Resource EventSourceManagement
SubResource EventSourceManagerService
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Tag Value

Message Stop EventSourceServer: <eventSourceServerlD>

B.12 Event Source Management-Connectors

¢ Section B.12.1, “Data Received After Timeout,” on page 457

¢ Section B.12.2, “Data Timeout,” on page 457

¢ Section B.12.3, “File Rotation,” on page 458

¢ Section B.12.4, “Process Auto Restart Error,” on page 458

¢ Section B.12.5, “Process Start Error,” on page 458

¢ Section B.12.6, “Process Stop,” on page 459

¢ Section B.12.7, “WMI Connector Status Message,” on page 459

B.12.1 Data Received After Timeout

When the File Connector is configured with a data timeout greater than 0 in the package.xml file,
the data timeout period is reached without reading any data, then new data is read from the file, the
following internal event is generated:

Table B-118 Event Source Management (Connectors): Data Received After Timeout

Tag Value

Severity 4

Event Name FileUpdatedAfterTimeout

Resource FileConnector

SubResource FileConnector

Message After Event source<File Event Source ID> reached time out of<Timeout

Period>, file<File Location> received new data.

B.12.2 Data Timeout

When the File Connector is configured with a data timeout greater than 0 in the package.xml file

and no data is read from the file in the data timeout period, the following internal event is generated:

Table B-119 Event Source Management (Connectors): Data Timeout

Tag Value

Severity 4

Event Name FileTimeout
Resource FileConnector
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Tag Value

SubResource FileConnector

Message Event source <File Event Source ID> reached time out of <Timeout Period>
when processing file <File Location>.

B.12.3 File Rotation

When the File Connector is configured to use file rotation and the Connector changes from one file
to the next, the following internal event is generated:

Table B-120 Event Source Management (Connectors): File Rotation

Tag Value

Severity 4

Event Name RotatingFile

Resource FileConnector

SubResource FileConnector

Message File rotated for event source <File Event Source ID>. Rotating file from

<Previous File Location> to <New File Location>.

B.12.4 Process Auto Restart Error

Table B-121 Event Source Management (Connectors): Process Auto Restart Error

Tag Value

Severity 4

Event Name ProcessAutoRestartError

Resource ProcessConnector

SubResource ProcessConnector

Message Process <{0}> [command: {1}] was automatically restarted more than the

allowed {2} automatic restart(s) in {3} min. The process will no longer be
automatically restarted. Please check process configuration.

B.12.5 Process Start Error

Table B-122 Event Source Management (Connectors): Process Start Error

Tag Value

Severity 1
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Tag Value

Event Name ProcessStartError
Resource ProcessConnector
SubResource ProcessConnector
Message Error starting command: {0}

B.12.6 Process Stop

Table B-123 Event Source Management (Connectors) : Process Stop

Tag Value

Severity 1

Event Name ProcessStop

Resource ProcessConnector

SubResource ProcessConnector

Message Process <{0}> exited [command: {1}]

B.12.7 WMI Connector Status Message

Table B-124 Event Source Management (Connectors) : WMI Connector Status Message

Tag Value

Severity 4

Event Name WMIConnectorStatusMessage
Resource WMIConnector

SubResource WMIConnector

Message <Exception>

B.13 Active Views

¢ Section B.13.1, “Active View Created,” on page 460

¢ Section B.13.2, “Active View Joined,” on page 460

+ Section B.13.3, “Active View No Longer Permanent,” on page 460
¢ Section B.13.4, “Active View Now Permanent,” on page 461

¢ Section B.13.5, “Idle Active View Removed,” on page 461

¢ Section B.13.6, “Idle Permanent Active View Removed,” on page 461
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B.13.1 Active View Created

DAS Binary sends this event when an Active View™ is created.

Table B-125 Active View : Active View Created

Tag Value

Severity 1

Event Name RtChartCreated

Resource RealTimeSummaryService

SubResource ChartManager

Message Creating new Active View with filter <filter> and attribute <attribute> for users

with security filter <security filter>. Currently <n> Active View(s) Collecting.

B.13.2 Active View Joined

DAS Binary sends this event when a user connects to an existing Active View.

Table B-126 Active View : Active View Joined

Tag Value

Severity 1

Event Name RtChartJoiningExistingData

Resource RealTimeSummaryService

SubResource ChartManager

Message Joining existing Active View with filter <filter> and attribute <attribute> for users

with security filter <security filter>. Currently <n> Active View(s) Collecting.

B.13.3 Active View No Longer Permanent

DAS Binary sends this event when it detects a formerly permanent Active View that is no longer
permanent. This check happens periodically, so it can be several minutes after an Active View is
removed from preferences before this event is generated.

Table B-127 Active View : Active View No Longer Permanent

Tag Value

Severity 1

Event Name RtChartNotPermanent
Resource RealTimeSummaryService
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Tag Value

SubResource ChartManager

Message Active View with filter <filter> and attribute <attribute> for users with security
filter <security filter> is no longer permanent.

B.13.4 Active View Now Permanent

DAS Binary sends this event when it detects an Active View as newly permanent. This check
happens periodically, so it can be several minutes after an Active View is saved to preferences
before this event is generated.

Table B-128 Active View : Active View Now Permanent

Tag Value

Severity 1

Event Name RtChartlsNowPermanent

Resource RealTimeSummaryService

SubResource ChartManager

Message Active View with filter <filter> and attribute <attribute> for users with security

filter <security filter> is now permanent.

B.13.5 Idle Active View Removed

DAS_Binary sends this event when a non:permanent Active View is removed because of inactivity.

Table B-129 Active View : Idle Active View Removed

Tag Value

Severity 1

Event Name RtChartlnactiveAndRemoved

Resource RealTimeSummaryService

SubResource ChartManager

Message Removed idle Active View with filter <filter> and attribute <attribute> for users

with security filter <security filter>. Currently <n> Active View(s) Collecting.

B.13.6 Idle Permanent Active View Removed
DAS_ Binary sends this event when a permanent Active View is removed because of inactivity.

Permanent Active Views are saved in user preferences, and they time out after several days of
inactivity by default.
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Table B-130 Active View : Idle Permanent Active View Removed

Tag Value

Severity 1

Event Name RtPermanentChartRemoved

Resource RealTimeSummaryService

SubResource ChartManager

Message Removed idle permanent Active View with filter <filter> and attribute <attribute>
for users with security filter <security filter>. Currently <n> Active View(s)
Collecting.

B.14 Data Objects

¢ Section B.14.1, “Activity Definition,” on page 462

¢ Section B.14.2, “Configuration,” on page 462

¢ Section B.14.3, “Viewing Configuration Store,” on page 463
¢ Section B.14.4, “Write Data,” on page 463

B.14.1 Activity Definition

Table B-131 Data Objects : Activity Definition

Tag Value

Severity

Event Name New/Update/Remove

Resource

SubResource ActivityDefinition

Message Activaty Name: <name> Description: <description>

B.14.2 Configuration

Table B-132 Data Objects : Configuration

Tag Value

Severity

Event Name New/Update/Remove
Resource Core
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Tag Value

SubResource FilterConfig, GlobalFilterConfig, MenuConfig, OptionsConfig,
IncidentActionConfig, AnalyzeDefaultConfig, AnalyzeReportConfig,
AdvisorDefaultConfig and AdvisorReportConfig

Message Updating Config Object: <name> by User: _SYSTEM

B.14.3 Viewing Configuration Store

Table B-133 Data Objects : Viewing Configuration Store

Tag Value

Severity

Event Name New/Update/Remove

Resource

SubResource ViewConfigurationStore

Message name <name> type <type> description <description>

B.14.4 Write Data

Table B-134 Data Objects : Write Data

Tag Value

Severity

Event Name WriteData

Resource ListService

SubResource ListUpdater

Message Could not write data for list

B.15 Activities

¢ Section B.15.1, “Creating an Activity,” on page 464
¢ Section B.15.2, “Deleting an Activity,” on page 464
¢ Section B.15.3, “Saving an Activity,” on page 464
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B.15.1 Creating an Activity

Table B-135 Activities : Creating an Activity

Tag Value

Severity

Event Name createActivity

Resource

SubResource ActivityNamespace

Message Creating iTRAC Activity <name>

B.15.2 Deleting an Activity

Table B-136 Activities : Deleting an Activity

Tag Value

Severity

Event Name deleteActivity

Resource

SubResource ActivityNamespace

Message Deleting iTRAC Activity <name>

B.15.3 Saving an Activity

Table B-137 Activities : Saving an Activity

Tag Value

Severity

Event Name saveActivity

Resource

SubResource ActivityNamespace

Message Saving changes for iTRAC Activity <name>

B.16 Incidents and Workflows

¢ Section B.16.1, “Add Events to Incident,” on page 465
¢ Section B.16.2, “Adding Process Definition,” on page 465
¢ Section B.16.3, “Create Incident,” on page 466
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¢ Section B.16.4, “Creating Group,” on page 466

¢ Section B.16.5, “Creating User,” on page 466

¢ Section B.16.6, “Delete Incident,” on page 467

¢ Section B.16.7, “Deleting Group,” on page 467

¢ Section B.16.8, “Deleting Process Definition,” on page 467

¢ Section B.16.9, “Deleting User,” on page 468
¢ Section B.16.10, “E-Mail Incident,” on page 468
¢ Section B.16.11, “Get Incident,” on page 468

¢ Section B.16.12, “Save Incident,” on page 469

¢ Section B.16.13, “Saving Group,” on page 469

¢ Section B.16.14, “Saving Process Definition,” on page 469

¢ Section B.16.15, “Send Incident to Hp Service Desk,” on page 470
¢ Section B.16.16, “Send Incident to HpOVO,” on page 470

¢ Section B.16.17, “Viewing Process Definition,” on page 470

B.16.1 Add Events to Incident

Table B-138 Incidents and Workflow : Add Events to Incident

Tag Value

Severity

Event Name addEventsTolncident

Resource IncidentService

SubResource IncidentService

Message User: <name> adding <number> events to incident with ID: <ID>

B.16.2 Adding Process Definition

Table B-139 Incidents and Workflow : Adding Process Definition

Tag Value

Severity

Event Name addProcessDefinition

Resource WorkflowServices

SubResource WorkflowObjectMgrService
Message reading iTRAC Template <name>
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B.16.3 Create Incident

Table B-140 Incidents and Workflow : Create Incident

Tag Value

Severity

Event Name createlncident

Resource IncidentService

SubResource IncidentService

Message User: <name> created incident with name: <incidentName>, state: <state>,

severity: <severity>, resolution: <resolution>

B.16.4 Creating Group

Table B-141 Incidents and Workflow : Creating Group

Tag Value

Severity

Event Name createGroup

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Creating iTRAC Role {0} : description : <description>

B.16.5 Creating User

Table B-142 Incidents and Workflow : Creating User

Tag Value

Severity

Event Name createUser

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Creating User in WorkFlow: {0} with firstname: <firstName> lastname :
<lastName>
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B.16.6 Delete Incident

Table B-143 Incidents and Workflow : Delete Incident

Tag Value

Severity

Event Name deletelncident

Resource IncidentService
SubResource IncidentService

Message Delete incident with ID: <ID>

B.16.7 Deleting Group

Table B-144 Incidents and Workflow : Deleting Group

Tag Value

Severity

Event Name deleteGroup

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Deleting iTRAC Role {0} : description : <description>

B.16.8 Deleting Process Definition

Table B-145 [ncidents and Workflow : Deleting Process Definition

Tag Value

Severity

Event Name deleteProcessDefinition
Resource WorkflowServices
SubResource WorkflowObjectMgrService
Message Deleting iTRAC Template <ID>
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B.16.9 Deleting User

Table B-146 Incidents and Workflow : Deleting User

Tag Value

Severity

Event Name deleteUser

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Deleting User in WorkFlow: {0} with firstname: <firstName> lastname :
<lastName>

B.16.10 E-Mail Incident

Table B-147 Incidents and Workflow : E-mail Incident

Tag Value

Severity

Event Name emaillncident

Resource IncidentService

SubResource IncidentService

Message User: <name> emailed incident with name: <incidentName>, state: <state>,

severity: <severity>{2}, resolution: <resolution> to email address: <e-maillD>

B.16.11 Get Incident

Table B-148 Incidents and Workflow : Get Incident

Tag Value

Severity

Event Name getincident

Resource IncidentService
SubResource IncidentService

Message Get incident with ID: <ID>
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B.16.12 Save Incident

Table B-149 Incidents and Workflow : Save Incident

Tag Value

Severity

Event Name savelncident

Resource IncidentService

SubResource IncidentService

Message Save incident with name: <name>, state: <state>, severity: <severity>,

resolution: <resolution>

B.16.13 Saving Group

Table B-150 Incidents and Workflow : Saving Group

Tag Value

Severity

Event Name saveGroup

Resource WorkflowServices

SubResource WorkflowObjectMgrService

Message Saving iTRAC Role {0} : description : <description>

B.16.14 Saving Process Definition

Table B-151 Incidents and Workflow : Saving Process Definition

Tag Value

Severity

Event Name saveProcessDefinition

Resource WorkflowServices

SubResource WorkflowObjectMgrService
Message Saving iTRAC Template <name>
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B.16.15 Send Incident to Hp Service Desk

Table B-152 Incidents and Workflow : Send Incident To Hp Service Desk

Tag Value

Severity

Event Name sendIncidentToHpServiceDesk

Resource IncidentService

SubResource IncidentService

Message User: <name> sent incident with name: <incidentName>, state: <state>,

severity: <severity>, resolution: <resolution> to HP Service Desk

B.16.16 Send Incident to HpOVO

Table B-153 Incidents and Workflow : Send Incident To HpOVO

Tag Value

Severity

Event Name sendIncidentToHpOVO

Resource IncidentService

SubResource IncidentService

Message User: <name> sent incident with name: <incidentName>, state: <state>,

severity: <severity>, resolution: <resolution> to HP Open View

B.16.17 Viewing Process Definition

Table B-154 Incidents and Workflow : Viewing Process Definition

Tag Value

Severity

Event Name getProcessDefinition
Resource WorkflowServices
SubResource WorkflowObjectMgrService
Message Viewing iTRAC Template <ID>

B.17 General

¢ Section B.17.1, “Configuration Service,” on page 471
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¢ Section B.17.2, “Controlled Process is started,” on page 471

¢ Section B.17.3, “Controlled Process Is Stopped,” on page 472

¢ Section B.17.4, “Importing Auxiliary,” on page 472

¢ Section B.17.5, “Importing Plug-In,” on page 472

¢ Section B.17.6, “Load Esec Taxonomy to XML,” on page 473

¢ Section B.17.7, “Process Auto Restart Error,” on page 473

¢ Section B.17.8, “Process Restarts,” on page 473

¢ Section B.17.9, “Proxy Client Registration Service (medium),” on page 474
¢ Section B.17.10, “Restarting Process,” on page 474

¢ Section B.17.11, “Restarting Processes,” on page 474

¢ Section B.17.12, “Starting Process,” on page 475

¢ Section B.17.13, “Starting Processes,” on page 475

¢ Section B.17.14, “Stopping Process,” on page 475

¢ Section B.17.15, “Stopping Processes,” on page 476

¢ Section B.17.16, “Store Esec Taxonomy From XML,” on page 476
¢ Section B.17.17, “Watchdog Process is started,” on page 476

¢ Section B.17.18, “Watchdog Process Is stopped,” on page 477

B.17.1 Configuration Service

Table B-155 General : Configuration Service

Tag Value

Severity

Event Name saveConfig

Resource

SubResource ConfigService

Message Saving configuration, unit {0} app {1} userld {2}

B.17.2 Controlled Process is started

Watchdog is run as a service. Its main purpose is to keep Sentinel processes running. If a process
dies, Watchdog automatically restarts that process. This event is sent when a process is started.

Table B-156 General : Controlled Process is started

Tag Value
Severity 1
Event Name ProcessStart
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Tag Value

Resource Sentinel
SubResource Process
Message Process <ProgramName> spawned (command <plD>)

B.17.3 Controlled Process Is Stopped

This event is sent when a process is stopped. The severity is set to 5 if the process was set to respawn
(that is, it is not expected to die). The severity is set to 1 if the process was set to run once.

Table B-157 General : Controlled Process Is Stopped

Tag Value

Severity 1/5

Event Name ProcessStop

Resource Sentinel

SubResource Process

Message Process <ProgramName> exited (command <exit_code>)

B.17.4 Importing Auxiliary

Table B-158 General : Importing Auxiliary

Tag Value

Severity

Event Name importAuxiliary

Resource

SubResource PluginRepositoryService (Medium)

Message Import auxiliary file <auxiliaryJarName> into plugin <pluginiD>.

B.17.5 Importing Plug-In

Table B-159 General : Importing Plugin

Tag Value
Severity
Event Name importPlugin
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Tag

Value

Resource
SubResource

Message

PluginRepositoryService

Import plugin <name> (ID <ID>) of type <type>.

B.17.6 Load Esec Taxonomy to XML

Table B-160 General

: Load Esec Taxonomy to XML

Tag Value

Severity

Event Name loadEsecTaxonomyToXML

Resource

SubResource EsecTaxonomyNodeService

Message Loading Esecurity taxonomy Info to an xml format:

B.17.7 Process Auto Restart Error

This event is sent when a process is stopped. The severity is set to 5 if the process was set to respawn
(that is, it is not expected to die). The severity is set to 1 if the process was set to run once.

Table B-161 General

- Process Auto Restart Error

Tag Value

Severity 1/5

Event Name ProcessAutoRestartError

Resource Sentinel

SubResource Process

Message Process <{0}> [command: {1}] was automatically restarted more than the

allowed {2} automatic restart(s) in {3} min. The process will no longer be
automatically restarted. Please check process configuration.

B.17.8 Process Restarts

Table B-162 General :

Process Restarts

Tag

Value

Severity
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Tag Value

Event Name ProcessRestart

Resource Sentinel

SubResource Process

Message Process <ProgramName> spawned (command <plD>)

B.17.9 Proxy Client Registration Service (medium)

Table B-163 General : Proxy Client Registration Service (medium)

Tag Value

Severity

Event Name registerClient

Resource

SubResource ProxyClientRegistrationService (medium)
Message Registering new client

B.17.10 Restarting Process

Table B-164 General : Restarting Process

Tag Value

Severity

Event Name restartProcess

Resource SentinelHealth

SubResource SentinelHealthService

Message Restarting process <name> on Sentinel server <name> UUID {2}

B.17.11 Restarting Processes

Table B-165 General : Restarting Processes

Tag Value

Severity

Event Name restartProcesses
Resource SentinelHealth
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Tag Value
SubResource SentinelHealthService
Message Restarting <number> processes: <number> name <name> server <name>

server ID <ID>;

B.17.12 Starting Process

Table B-166 General : Starting Process

Tag Value

Severity

Event Name startProcess

Resource SentinelHealth

SubResource SentinelHealthService

Message Starting process <name> on Sentinel server <name> UUID {2}

B.17.13 Starting Processes

Table B-167 General : Starting Processes

Tag Value

Severity

Event Name startProcesses

Resource SentinelHealth

SubResource SentinelHealthService

Message Starting <number> processes: <number> name <name> server <name>

server ID <ID>;

B.17.14 Stopping Process

Table B-168 General : Stopping Process

Tag Value

Severity

Event Name stopProcess
Resource SentinelHealth
SubResource SentinelHealthService
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Tag Value

Message Stopping process <name> on Sentinel server <name> UUID {2}

B.17.15 Stopping Processes

Table B-169 General : Stopping Processes

Tag Value

Severity

Event Name stopProcesses

Resource SentinelHealth

SubResource SentinelHealthService

Message Stopping <number> processes: <number> name <name> server <name> server
ID <ID>;

B.17.16 Store Esec Taxonomy From XML

Table B-170 General : Store Esec Taxonomy From XML

Tag Value

Severity

Event Name storeEsecTaxonomyFromXML
Resource

SubResource EsecTaxonomyNodeService
Message Storing Esecurity taxonomy Info :

B.17.17 Watchdog Process is started

As the Watchdog process starts, the following internal event is generated:

Table B-171 General : Watchdog Process is started

Tag Value
Severity 1

Event Name ProcessStart
Resource WatchDog
SubResource WatchDog
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Tag

Value

Message

WatchDog Service Starting

B.17.18 Watchdog Process Is stopped

When the Watchdog service is stopped, the following internal event is generated:

Table B-172 General : Watchdog Process is stopped

Tag Value

Severity 5

Event Name ProcessStop

Resource WatchDog

SubResource WatchDog

Message WatchDog Service Ended
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Documentation Updates

This section contains information about documentation content changes made to the User Guide for
Novell® Sentinel™ 6.1 Rapid Deployment. If you are an existing user, review the change entries to
readily identify modified content. If you are a new user, simply read the guide in its current state.

Refer to the publication date that appears on title page to determine the release date of this guide.
For the most recent version of the Novell Sentinel 6.1 Rapid Deployment User Guide, see the Novell
Sentinel 6.1 Rapid Deployment documentation Web site (http://www.novell.com/documentation/
sentinel61rd/).

In this section, content changes appear in reverse chronological order, according to the publication
date. Within a dated entry, changes are grouped and sequenced, according to where they appear in
the document itself. Each change entry provides a link to the related topic and a brief description of
the change.

This document was updated on the following dates:

C.1 September 2009

Updates were made to the following section. The changes are explained below:

Table C-1 Updates

Location Changes

“Default Reports” on page 323 Added the list of default reports included with the
Sentinel Core solution pack.

Entire Book Graphics changes were made in most of the
sections.

C.2 August 2009

Updates were made to the following section. The changes are explained below:

Table C-2 Updates

Location Changes

Entire Book Organizational and editorial changes were made in
all the sections.

Section 16.1, “Integration with Novell Identity Added information about the integration with the
Manager,” on page 370 latest Novell Compliance Management Platform.

Documentation Updates
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