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About This Guide

This ZENworks Audit Management Reference includes information to help you successfully record
and view activities that take place in your ZENworks system.

The information in this guide is organized as follows:

+ Chapter 1, “Audit Management Workflow,” on page 7
+ Chapter 2, “Audit Management Overview,” on page 9
+ Chapter 3, “Prerequisites,” on page 13

+ Chapter 4, “Working with Change Events,” on page 15
+ Chapter 5, “Working with Agent Events,” on page 21

+ Chapter 6, “Common Tasks,” on page 27

+ Appendix A, “Troubleshooting,” on page 33

Audience

This document is intended for administrators or individuals who are concerned with the auditing and
monitoring of all actions performed in the zone. To understand and perform the procedures described
in this document, you should have a working knowledge of ZENworks and its various features.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks is supported by other documentation (in both PDF and HTML formats) that you can use to
learn about and implement the product. For additional documentation, see the ZENworks
documentation website.
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Audit Management Workflow

To audit changes that occur in the zone, complete the following tasks in the order listed:

Task

Details

(J Review concepts important to the successful
auditing of changes that occur in the zone.

(3 Prior to commencing the workflow, ensure that
all the prerequisite tasks are completed.

(J Understand the types of changes for which
change and agent events can be generated.

(J Enable the change events and agent events that
you want to audit.

(J View the generated event details in ZENworks
Control Center.

(J Generate audit reports.

For information, see “Audit Management Overview”
on page 9.

For information, see “Prerequisites” on page 13.

You can audit two types of events: change events and
agent events.

Change events capture any configuration changes
made to the zone through ZENworks Control Center.
For information about change events, see “Change
Event Categories” on page 15.

Agent events capture actions that occur on the
ZENworks managed devices. For information about
agent events, see “Agent Event Categories” on
page 21.

For information, see “Enabling a Change Event” on
page 16 and “Enabling an Agent Event” on page 21.

For information about how to view a change event,
see “Viewing a Generated Change Event” on

page 17, and for information about how to view an
agent event, see “Viewing a Generated Agent Event”
on page 23.

For information, see “Viewing and Generating
Reports” on page 30.

Audit Management Workflow
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2.1

2.2

2.3

Audit Management Overview

The Audit Management feature enables you to capture various events that occur in your zone. The
details of a captured event can be used for security and compliance purposes, enabling you to
identify who did what and on which system, when an important event occurs in your environment.
Using this feature, you can centrally monitor activities related to Primary Servers, Satellite Servers,
and managed devices.

The following sections provide information to help you understand ZENworks Audit Management:

+ Section 2.1, “ZENworks Products That Include Auditing,” on page 9

*

Section 2.2, “Types of Audit Events,” on page 9

*

Section 2.3, “Audit Event Information,” on page 9

*

Section 2.4, “Audit Management Process for Change Events,” on page 10

*

Section 2.5, “Audit Management Process for Agent Events,” on page 11

ZENworks Products That Include Auditing

ZENworks provides auditing for the following products: Configuration Management, Patch
Management, Endpoint Security Management, and Full Disk Encryption.

Types of Audit Events

ZENworks audit events are of two types:

+ Change Events: These events capture configuration changes made to the zone through
ZENworks Control Center. You can capture a variety of changes ranging from bundle changes to
ZENworks system changes. For example, you can configure an audit event that records the
activity of an administrator assigning a bundle to a device. For information about the various
change events, see Section 4.1, “Change Event Categories,” on page 15.

+ Agent Events These events capture actions that occur on the ZENworks managed devices.
They are also called Device events. For information about the various agent events, see
Section 5.1, “Agent Event Categories,” on page 21.

Both change events and agent events can be enabled for all devices in the zone or for individual
devices.

Audit Event Information

Each audit event captures the following information:
¢ Initiator: The individual who performed the action. This could be a ZENworks administrator, an
end user, a program, or a service.

+ Target: The target on which the action was performed. This could be a ZENworks object such
as device, folder, bundle, or policy. A single audit event can capture the activity performed on
multiple targets.

Audit Management Overview
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+ Time: The time at which the action was performed.

You can view details of the generated ZENworks audit events in the ZENworks Control Center
Dashboard, or you can generate reports using ZENworks Reporting. For information about the
Dashboard, see Section 6.4, “Dashboard Details,” on page 31.

2.4 Audit Management Process for Change Events

Figure 2-1 provides an overview of how the Audit Management feature works for change events.

Figure 2-1 Change Events

Primary Server
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®

The overall workflow to capture change events is as follows:

Step @ - Administrator enables the change events: The administrator logs in to ZENworks Control
Center and enables the change events that need to be audited. For information about how to enable
and configure change events, see Section 4.2, “Enabling a Change Event,” on page 16.

Step @ - ZENworks Primary Server saves the configuration information in the ZENworks
database: After the administrator enables the change events, the ZENworks Primary Server stores
this information in the ZENworks database.

Step 8 - ZENworks Primary Server queries the ZENworks database: When a change occurs in
the Management Zone, the ZENworks Primary Server queries the ZENworks database to identify
whether the change needs to be audited.
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2.5

Step @ - Change event information is sent as an XML file to the Collection folder: If the change
needs to be audited, the Primary Server stores the change event details in the Col | ect i on folder.

Step 8 - ZENLoader collects the XML file from the Collection folder: After the XML file is stored
in the Col | ect i on folder, the ZENLoader collects the file from the folder. The ZENLoader also checks
for additional information related to the generated change events in the ZENworks database.

Step @ - ZENLoader stores the change event information in the audit database: The
ZENLoader stores the change event information in the audit database.

Step @ - ZENworks Primary Server retrieves the generated change event details from the
audit database and displays it in the Dashboard: The ZENworks Primary Server retrieves the
details of the generated change events from the audit database and displays the details in the
ZENworks Control Center Dashboard. For information about how to access the Dashboard, see
Section 4.3, “Viewing a Generated Change Event,” on page 17.

Audit Management Process for Agent Events

Figure 2-2 provides an overview of how the Audit Management feature works for agent events.

Figure 2-2 Agent Events
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The overall workflow to capture agent events is as follows:
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Step @ - Administrator enables the agent events: The administrator logs in to ZENworks Control
Center and enables the agent events that need to be audited. For information about how to enable
and configure agent events, see Section 5.2, “Enabling an Agent Event,” on page 21.

Audit Management Overview 11
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Step 8 - ZENworks Primary Server saves the configuration information in the ZENworks
database: After the administrator enables the agent events, the ZENworks Primary Server stores this
information in the ZENworks database.

Step® - Agent on the managed device refreshes and queries the ZENworks Primary Server:
Based on the configuration settings, the agent on the managed device refreshes at regular intervals
and queries the ZENworks Primary Server to identify whether the changes need to be audited.

Step @ - ZENworks Server queries the ZENworks Database: The ZENworks Primary Server
queries the ZENworks database, and information related to the agent event configuration settings is
passed back to the agent.

Step 8 - Agent event information is sent as an XML file to the ZENworks Primary Server: If the
agent event needs to be audited, the agent sends the agent events XML file to the Primary Server.

Step @- Agent event information is sent as an XML file to the Collection Folder: The Primary
Server stores the agent events XML file in the Col | ect i on folder.

Step®@ - ZENLoader collects the XML file from the Collection folder: After the XML file is stored
in the Col | ect i on folder, the ZENLoader retrieves the file from the folder. It also checks for additional
information related to the generated agent events in the ZENworks database.

Step @ - ZENLoader stores the agent event information in the audit database: The ZENLoader
stores the gathered agent event information in the audit database.

Step @ - ZENServer retrieves the generated agent event details from the audit database and
displays it in the ZENworks Control Center Dashboard: The ZENworks Primary Server retrieves
the details of the generated agent events from the audit database and displays them in the ZENworks
Control Center Dashboard. For information about how to access the Dashboard, see Section 5.4,
“Viewing a Generated Agent Event,” on page 23.

Audit Management Overview



3 Prerequisites

Prior to using the Audit Management feature, ensure that the following requirements have been met:

+ Product Licensing: To configure events related to a specific component, ensure that the
component license is activated. For example, if you want to configure Patch Management
events, Patch Management must be activated in the zone. For more information, see the
ZENworks Product Licensing Reference.

+ Audit Management Rights: To perform activities related to Audit Management, such as
configuring audit events, viewing audit logs, and viewing audit events, ensure that you have the
appropriate Audit Management rights. For more information about these rights, see “Rights
Descriptions” in the ZENworks Administrator Accounts and Rights Reference.

+ Audit Reporting: In addition to being able to view audit data in ZENworks Control Center from
the Audit Log and Dashboard, you can also use ZENworks Reporting to report against the
events in the database. To use the Audit Reporting feature, you must set up the ZENworks
Reporting on a Windows or Linux server in your environment.

+ Browser Setting for Firefox: In a Firefox browser, when you try to scroll through the logged
audit events in the Dashboard, or any Audit-related pages such as the Audit Event Configuration
Settings tree, it does not scroll effectively like a normal web page. To resolve this issue, in the
Firefox browser, navigate to the Tools > Options > Advanced > General tab, and in the Browsing
section, deselect the Use smooth scrolling checkbox.

Prerequisites 13


https://www.novell.com/documentation/zenworks2017/pdfdoc/zen_sys_licensing/zen_sys_licensing.pdf#bookinfo
https://www.novell.com/documentation/zenworks2017/pdfdoc/zen_sys_admin_rights/zen_sys_admin_rights.pdf#ban8asd
https://www.novell.com/documentation/zenworks2017/pdfdoc/zen_sys_admin_rights/zen_sys_admin_rights.pdf#ban8asd
https://www.novell.com/documentation/zenworks2017/pdfdoc/zen_sys_admin_rights/zen_sys_admin_rights.pdf#bookinfo

14 Prerequisites



4.1

Working with Change Events

Change events capture configuration changes made to the zone through ZENworks Control Center.
You can capture a variety of changes, ranging from bundle changes to ZENworks system changes.

For example, you can configure an audit event that records the activity of an administrator assigning
a bundle to a device.

The following sections provide information to help you configure and monitor change events:

+ Section 4.1, “Change Event Categories,” on page 15

+ Section 4.2, “Enabling a Change Event,” on page 16

+ Section 4.3, “Viewing a Generated Change Event,” on page 17

+ Section 4.4, “Searching for Events,” on page 19

+ Section 4.5, “Generating Reports for Events,” on page 19

*

Section 4.6, “Local Audit Logging,” on page 19

Change Event Categories

You can configure the following types of change events:

+ ZENworks Endpoint Security Management: When an Endpoint Security policy is modified.

+ Full Disk Encryption: When a Disk Encryption policy is modified.

+ ZENworks System: When changes are made to the following objects:

*

*

Settings: When a zone setting or object setting is changed.

Certificates: For all changes made to the ZENworks certificates. The changes include,
Change CA, Remint CA, Cancel CA Change, Cancel CA Remint, Backup CA, Restore CA,
Move CA, Import Certificate, Cancel Server Remint, Remint Certificate, and Generate CSR.

User Source: When User Sources and User Source Connections are added, removed,
deleted, or modified.

Administration: For all actions related to ZENworks Control Center login, administrator
and administrator groups, credential vault, roles, and registration.

Location: When Locations and Network Environments are created, deleted, or modified.
System Update: For the various stages of system update deployment.
Licensing: When products are activated or deactivated.

Devices: For all changes made to devices, device folders, device groups, and Satellite
Servers.

Bundles: For all actions performed on bundles and bundle groups.
Policies: For all actions performed on policies, policy folders, and policy groups.
Inventory: When LDAP import tasks are created, modified, and deleted.

Discovery Tasks and Deployment Tasks: For all changes made to discovery and
deployment tasks.

Subscriptions: For all changes made to subscriptions and subscription folders.

Working with Change Events 15



¢ Zone Sharing: When zone sharing is suspended or changes are made.
+ Patch: When patches are enabled, disabled, created, or modified.

For information about how to configure change events, see Enabling a Change Event.

4.2 Enabling a Change Event

To audit a change event, you must first enable the event in ZENworks Control Center. You can enable
the event at the zone or device level. An event that is enabled at the zone level applies to all devices
in the zone, and an event that is enabled at the device level applies to only the selected device.

1 Log in to ZENworks Control Center.

2 (Zone) To enable events at the zone, click Configuration > Management Zone Settings > Audit
Management.

or

(Devices) To enable events at the device, click Devices > Managed Devices. Locate the device
in the Servers or Workstations folders, click the device object to display its properties, then click
Settings > Audit Management.

3 Click Events Configuration to display the Events Configuration dialog page.
4 Inthe Change Events tab, click Add to display the Add Change Events dialog box.

Choose the events you want to audit and configure the event settings.

A change Events

|

Event Settings

2, ZENworks System No events are selected.
: Please select one or more events and configure the settings.
By settings s :
Event Classification:” @ critical A Major @ Informational
3 @; User Source
4 Administration Days to Keep:* day(s)
H ZENworks Control Center
+ ._‘_'\2 Administrator —Motification Types
+ ||';| Credential Vault E ~| Send log message via E-mail
] Roles From:
{3l Registration To:
1 Location
@, System Update e Send a SNMP Trap
Licensing %2 Send message via UDP
B Devices | Log message to a local file
§ B Fields marked with an asterisk are required.
| Policies
£ Discovery Task

* % Deployment Task

Expand All  Collapse All

For information about the change event categories, see Section 4.1, “Change Event
Categories,” on page 15.

For this example, we are using the Bundle Assignment Modified event. However, depending on
which event you want to enable, you can select the appropriate event category.
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4.3

5 To select the Bundle Assignment Modified event, click Change Events > ZENworks System >
Bundles.

6 Select the Bundle Assignment Modified check box.
7 Specify the following information for the Event Settings:

+ Event Classification: Based on the importance of the event, select Critical, Major, or
Informational.

+ Days to Keep: Indicate the number of days to keep the event before purging it.

For information about purging audit events, see Section 6.1, “Scheduling Audit Purge,” on
page 27.

+ Notification Types: Specify whether the natification should be sent via email, SNMP Trap,
UDP, or to a local file when the event occurs. If you select Log message to a local file, you
must configure the local log file settings. For more information, see Section 4.6, “Local Audit
Logging,” on page 19.

Using the email option, you can send notifications to multiple email addresses. Each email
address should be separated with a comma.

You can also select multiple notification types. For more information, see “Using Message
Logging”.
8 Click OK to add the event.

You can edit or delete an event by selecting the event in the Event Configuration page and clicking
Edit or Delete from the menu bar. To select multiple events at a time, press Ctrl and click to select.

You can also search for events that have been enabled by using the Search field in the Events
Configuration page. For more information about how to search for events, see Section 6.2,
“Searching for Events,” on page 28.

Viewing a Generated Change Event

When an enabled change event has occurred, an audit event is generated. Hence, for the Bundle
Assignment Management event used in this workflow, an audit event is generated when a bundle is
assigned to a device. For information about how to assign a bundle to a device, see “Managing
Bundle Assignments” in the ZENworks 2017 Software Distribution Reference.

After an audit event is generated, you can access the details of the event from the following locations:

+ Dashboard: You can view the audit data through the ZENworks Control Center Dashboard. The
Dashboard has the following tabs:

+ Dashboard: From this tab you can see a summary of the audit events that have occurred in
the zone. You can see key indicators about top events and impacted objects, and you can
drill into the event log view in a filtered manner. By default, this dashboard shows you an
overview of events in the last 4 hours. If you want to see more data, you can change the
time period. For more information about the event details listed in the Dashboard, see
Section 6.4, “Dashboard Details,” on page 31.

+ Events (Audit Log): This tab enables you to view all of the events that have occurred in the
zone. The information is displayed in a format similar to the Events Configuration page. A
count is displayed against those categories for which an event has been generated. For
example, if a Bundle Assignment Management event has been generated, 1 is displayed
against the Bundle Assignment Management category in the tree structure. When you click
the event, the details of the event are displayed in the right pane.

Working with Change Events 17
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+ Object Folders: The Audit tab in the object folders (Devices, Bundles, Polices and Users)

enables you to view the audit events that are generated for all objects within the selected folder.
For example, you can view the events generated for all bundles within a bundles folder. Hence,
all bundle-related events can be viewed in the Bundles folder. The information is categorized
similar to the Events Configuration page. You can browse through events that have occurred,
and if you need more information, you can click the event to view the event details.

Objects: You can also view the audit events for an object within the object folder. For example, if
you select a particular bundle within a bundles folder, you can view the events generated for that
specific bundle.

To view the generated event details (Example: Bundle Assignment Management event):

1 Log in to ZENworks Control Center.
2 (Dashboard) To view the events in the Dashboard, click Dashboard > Events.

or

(Object Folder) To view the events for all objects in a folder (for example, a device folder, bundles
folder, or policy folder), click the folder's Details link, then click the Audit tab.

or

(Object) To view the events for a specific object (for example, a device, bundle, or policy), click
the object, then click the Audit tab.

3 Click the Change Events tab.

In the tree structure, click Change Events and expand the ZENworks System category.

Depending on the number of audit change events configured, the relevant count is displayed
against the change event category.

Click Bundles > Bundle Assignment Modified.
The details of the generated event are displayed in the right pane.

Zone Audit #
Dashhoard  Events

(- O e

Change Events  Agent Evenls Lvent Category Date and Time Intiator Targets P Adaress
H Change Events {12540 @ Bundle Assignment Modified ZEMworks System/Bundles 25 Oct, 2013 03:5%:2..  Administrator J-bundies-fseama | /d.. 164.9%.137.1%0
* i LEMworks Endpoint Security Managen) | @ Bundle Axsinment Modificd 2Cteworks System/Bundles 25 Oct, 2013 02:53:4..  Administrator #-bundles- /bundie_linu_. 164.99.137.190
« | Full Disk Encryption @ Bundie Assignment Modified ZEreworks System/Bundles 25 Oct, 201312:00:5..  pgarue /-bundies- /Chalnediun... 164.99.137.21
4, TFHworks System (12540) @ BPundis sssignment Modified TEMwarks System /Rundies 75 DL, 7013 17:03:5 paans s-bundlas- rChainediun.. 164,99.037.21
- {8 Settings {562) @ Bundie Assianment Modified TEMwarks System/Bundies. 25 Oct, 2003 12:03:5 . pgane S=bundlis= {ChainedBun. 164,99.137.71
B User Souree (5) @ Pundl Acuigrmint Maodified TEMworks Systm/Bundies 75 Oct, 2003 12:03:5. pgans S=bundles= [ ChainedBun . 164.99.137.71
42 administration (124) B @ Bumdle do T if i IEmwarks System/Bundles 5 0ct, 201212:02:5..  pgarwr #+-bundbas- /Chainediun.. 164.99.137.21
-/ @ Locathon [48) @ Bundle assignment modified TEMwarks System/Rundies 5 0Oct, 20131 pan i-bundlag-/Chainediun . 164.99.137.71
S @ System Update (15) @ Bundis assignment Modified TEMwarks System /Rundlas % 0ct, 0131 paans i-bundlag- rChainedBun . 164.99.937.71
& Liernsing (2) @ Bodle acsignment Madifiad TEMworks Sysbem/Bundies 25 Oct, 2013 12:01:5...  pgarur J=bundles=/ChainedBun.., 164.99.137.21 1|
- @ oevcs 77) S s T e e
@ Dundles {5069 m
Bundiz c:eat«]i (4] Bt fealty Ll
Bundie Copind Message : Winduws Dursdle Assigned
Bundle Modified
Bundie Moved Category : ZEMworks System/Bundles Classification :  Critical
Bundle Renamed Date and Time : 25 Oct, 2013 02:5%:23 PM 1P Address : 164.99.137.1%0
Bumidhe Sandbox Published Initiatos : Administrator Semaion 1D : TFYZ FASE AR TES TRFOTOZF 041 SCPHERRL
Bundlic Sandba Reverted Targets : 7-bundies-/seema | /devices/warkstations/a/careserver-99-37
Bundle Assignment Modified (5062
Bundie Shared/Unshared
Bumille Gkotid Change From To
Bundiy Foider Cepated - windaws Bundle Assigned DEVICE: /DevicesWorkstations

’ Jalcoreserver-93-37

NOTE: To view the details of the event in a new window, click i)
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4.5

4.6

Searching for Events

You can search for specific events after they are generated. For information about how to search for
an event, see Section 6.2, “Searching for Events,” on page 28.

Generating Reports for Events

In addition to viewing information about generated audit events in ZENworks Control Center, you can
also view information and generate reports for events using ZENworks Reporting. For information
about ZENworks Reporting, see Section 6.3, “Viewing and Generating Reports,” on page 30.

Local Audit Logging

The Local Audit Logging feature enables you to configure the local log file details. While configuring
an event, if you select the Notification Type as Log message to a Local file, the configuration settings
made in the Local Audit Logging page are used to create the files. This feature is available only for
logging change events (not agent events). For more information about the Log message to a Local
file option, see “Notification Types:” on page 17.

On a Windows Primary Server, the local files include the following:
¢ AuditLog. csv located in <9%ZENwor ks HOVE%\ | ogs
On a Linux Primary Server, the local files include the following:
¢ AuditLog. csv located in /var/opt/novel | /1 og/ zenwor ks
To configure the local audit logging settings:

1 In ZENworks Control Center, click Configuration.
2 Inthe Management Zone Settings section of the Configuration tab, click Audit Management.

3 Click Local Audit Logging.

Configuration * Local Audit Logging

Local Audit Logging
Configure local audit logging

Local Audit Logging

@ Rolling based on size
Limit file size to 20 MB -

Mumber of backup files 5

' Rolling based on date
Rolling pattern Daily Pattern

OK Cancel

Working with Change Events 19



4 Specify the following details:

+ Rolling Based on Size: Closes the current audit event log file and starts a new one based
on the file size:

+ Limit File Size to: Specify the maximum size of the audit event log file, in either
kilobytes (KB) or megabytes (MB). The audit event log file is closed after reaching the
specified size and a new one is started.

+ Number of Backup Files: Specify the number of closed files to be retained as
backups. The maximum number of backup files is 13.

+ Rolling Based on Date: Closes the current audit event log file and starts a new one based
on the date. Based on the required frequency, you can use the Daily Pattern or Monthly
Pattern options.
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5.1

5.2

Working with Agent Events

Agent events capture actions that occur on the ZENworks managed devices. An example is an audit
event that records the login activity of a ZENworks user on a managed device. The following sections
provide information to help you configure and monitor agent events:

+ Section 5.1, “Agent Event Categories,” on page 21

¢ Section 5.2, “Enabling an Agent Event,” on page 21

¢ Section 5.3, “Refreshing the Device,” on page 23

+ Section 5.4, “Viewing a Generated Agent Event,” on page 23

¢ Section 5.5, “Searching for Events,” on page 24

+ Section 5.6, “Generating Reports for Events,” on page 25

Agent Event Categories

You can configure the following types of agent events:

+ User Management: For all actions related to user login, logout, and password change.

NOTE: When the pass-through login fails and the user is prompted to enter the login credentials,
if the user cancels the login prompt, a login failure event is still generated for the failed pass-
through login.

+ Remote Management: For all actions related to abnormal termination detection,
authentication, intruder detection, remote sessions, and file transfer.

+ ZENworks Endpoint Security Management: For all actions related to removable storage, and
for all changes made to effective policies, locations, and network environments.

+ ZENworks Agent: For changes made to location or network environment parameters.

For information about how to configure agent events, see Enabling an Agent Event.

Enabling an Agent Event

To audit an agent event, you must first enable the event in ZENworks Control Center. You can enable
the event at the zone or device level. An event that is enabled at the zone level applies to all devices
in the zone; an event that is enabled at the device level applies only to the selected device. For this
workflow, we have used the Remote Management, File Transfer event.

Remote Management events include tasks such as Remote Control, Remote View, File Transfer,
Remote Execute, and Remote Diagnostics. Using the auditing capability, you can maintain a
centralized log of who performed the operation and when was it performed. In the case of File

Working with Agent Events 21
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Transfer, Remote Execute, and Remote Diagnostics you will be able to capture what was done during
the session. For more information on the Remote Management events, see the ZENworks 2017

Remote Management Reference.

1 Log in to ZENworks Control Center.

2 (Zone) To configure events at the zone, in the left pane, click Configuration > Management Zone

Settings > Audit Management.

or

(Devices) To enable events at the device, click Devices > Managed Devices. Locate the device
in the Servers or Workstations folders, click the device object to display its properties, then click

Settings > Audit Management.

3 Click Events Configuration to display the Events Configuration page.

4 Inthe Agent Events tab, click Add to display the Add Agent Events dialog box.

Choose the events you want to audit and configure the event settings.

User Login Failed
Change Password Event
Disconnected User Login Event
= [| Remote Management
- [ General
Abnormal Termination Detected
- || By Authentication
Authentication Failure
Authentication Success

Intruder Detection

Lt

K
Intruder Detection Lock

Intruder Detection Reset

m

@ Session
Remote Control
Remote View
Remote Execute
Remaote Diagnostics
File Transfer

| @ zENworks Adaptive Agent

| Configuration Location/Metwork Environmi -

< | [ | 3

Expand All  Collapse All

Event Settings
Configuration Location/Netwark Environment Changes

This event provides the changes in Configuration Locations and Network
Environment on the managed device.

Event Classification:*  © @ critical © 4. Major © @ Informational

Days to Keep:* % day(s)

— Motification Types
[T] [~ send log message via E-mail
From:

To:

[T §% Send a SNMP Trap

[T] ¥ send message via UDP

*One or more of the selected events include the following setting. Changes
are applicable only to the events that include them.

sample Frequency:” % day(s) 10 % minute(s)
Fields marked with an asterisk are required.

For information about the agent event categories, see “Agent Event Categories” on page 21.

5 Expand the tree structure, then click Agent Events > Remote Management > Session.

6 Select the File Transfer check box. For this example we have used the File Transfer event.
However, depending on which event you want to enable, you can select the appropriate check

box.

7 Specify the following information for the Event Settings:

+ Event Classification: Based on the importance of the event, select Critical, Major, or

Informational.
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5.3

5.4

+ Days to Keep: Indicate the number of days to keep the event before purging it.

For information about purging audit events, see Section 6.1, “Scheduling Audit Purge,” on
page 27.

+ Notification Types : Specify whether the event notifications should be sent via email,
SNMP Trap, or UDP. Using the email option, you can send natifications to multiple email
addresses. Each email address should be separated with a comma.

You can also select multiple notification types. For more information, see “Using Message
Logging”.
+ Specify the Sample Frequency rate at which data should be collected in order to generate

audit events. This field is displayed only if a ZENworks Endpoint Security Management
event or a ZENworks Agent event is selected.

8 Click OK to add the event.

You can edit or delete an event by selecting the event in the Event Configuration page and clicking
Edit or Delete from the menu bar. To select multiple events at a time, press Ctirl and click to select.

You can also search for events that have been enabled, by using the Search field in the Events
Configuration page. For more information, see Section 6.2, “Searching for Events,” on page 28.

Refreshing the Device

An agent refresh is necessary in order to retrieve the audit event configuration settings. An audit
event is generated only if the event is found to be enabled in the audit event configuration settings,
and if the action is performed after the refresh. The audit event data then must be uploaded and
processed by the server. You can either wait for the scheduled agent refresh to complete, or you can
manually refresh the agent. To perform a manual refresh, in the notification area of the device, right-

click the icon, then click Refresh. For more information on the agent events process, see

Considering the Remote Management File Transfer event for this workflow, after a remote
management file transfer occurs, an audit event is generated. To perform a remote file transfer, see
“Managing a File Transfer Session” in the ZENworks 2017 Remote Management Reference.

Viewing a Generated Agent Event

After an audit event is generated, the details of the event can be accessed from the following
locations:

+ Dashboard: The Dashboard has the following tabs:

+ Dashboard: From this tab you can see a summary of the audit events that have occurred in
the zone. You can see key indicators about top events and impacted objects, and can drill
into the event log view in a filtered manner. By default, this dashboard shows you an
overview of events in the last 4 hours. If you want to see more data, you can change the
time period. For more information about the event details listed in the Dashboard, see
Section 6.4, “Dashboard Details,” on page 31.

+ Events (Audit Log): This tab enables you to view all of the events that have occurred in the
zone. The audit Change and Agent events are displayed. The information is displayed in a
format similar to the Events Configuration page. A count is displayed against those
categories for which an event has been generated. For example, if a File Transfer event has
been generated, 1 is displayed against the File Transfer event in the tree structure. When
you click the event, the details of the event are displayed in the right pane.
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+ Devices Folder: The Audit tab in the Devices folder enables you to view the events that are
generated for a particular device (server or workstation).

To view the generated event details (Example: File Transfer):

1 Log into ZENworks Control Center.

2 (Dashboard) To view the events in the Events tab of the Dashboard, in the left pane, click
Dashboard > Events.

or

(Devices Folder) To view the events in the Devices folder, in the left pane, click Devices. If the
event has been performed on a server in the zone, click the server Details, or if the event has
been performed on a managed device, click the workstation Details. Then click the Audit tab to
view the Events screen.

NOTE: Agent audit events are currently applicable only for Windows devices. Hence, if the audit
event types are displayed for Linux and Mac devices, they should be ignored.

3 Click the Agent Events tab.
4 In the tree structure, click Agent Events and expand the Remote Management category.

Depending on the number of audit agent events configured, the relevant count is displayed
against the agent event category.

5 Click Session > File Transfer.

The details of the generated event are displayed in the right pane.

Zona Audit
Dashboard  Events

- e D msssmo |

Change Events  Agent Events Event Category Dt sl Time Initiator Targels

I Agent Events {118) @ File Transfer Remate Masagement/Session 29 Oct, 2013 10:51:35 AM  User Jelvices fwarkstations foel
i Remole Management (118} @ Fie Transfer Remate Management/Session 28 Oct, 2013 03:39:19 FM. Userl /devices/workstations/cet..
g General (2) & File Transfer Remote Management/session 18 OCt, 2013 DLi54:04 PM Lisasr fdevices/workstations/cet..
- Bl Authentication (55} @ File Transfer Remobe Management/Session 28 Oct, 2013 11:27:44 AN User Selivices FemrksLationsep
=/ 4~ Wntruder Detection (B) @ Fie Transder Remate Management/Session 28 0ct, 2013 11:27:05 AM  User fdevices/workstations /ep... |F
g Semsion (45) @ e Transfer Remate Management/ Session 280ct, 2013 11:24:32 AM  Userl fdevices workstations fep...
Remate Contral (18) @ Fie Transfer Remaote Management/session 28 Oct, 203 1124525 AM User fdevices/workstations/ep...
Remate View () @ Eile Transfer Remabe Mamagement/Session 28 Ocl, 2013 11:24:23 &AM User 1 Selevices femrksationsfop
Remate Execute (&) @ File Transfer Remate Management/Session 78 Oct, 2003 11:74:03 &M ooy JSelevices Fenrkstationsfep
Remote Diagnostics (3) i Filo Transter Remote Management/ Session 28 0ct, 2013 11:24:02 &AM Userl fdevices /workstations./ep...
File Transfer (17} - . o v e
1 - 12 of 12 items 25 | I J ] 500 | 100 1
* i ZEworks Endpoint Security Managemen =
© @ ZeMworks Adaptive Agent Eiwnt liatalls F X
*+ B User Management Initiator : Lisaer Category : Remate Management/Session
Classification : Informatianal Dvice i fworkstation foet - praxy-pe
Message ; File Transfer session in progress Date and Time : I9 Oct, 2003 10:97:35 AM
Session I: 1383024028
Session Start Time: 29 Oct, 2013 10:51:35 AM IET
Oparation: Fila Transfar
asked User Permission: o
Authentication Mode: Passwned
Password Mode: LENworks Persistent Password
Consale Device: 113,450,789
J TEMwarks D B R SRA.RTS TREFLcn LSAF "

NOTE: To view the details of the event in a new window, click it

5.5 Searching for Events

You can search for events after they are generated. For more information, see Section 6.2,
“Searching for Events,” on page 28.
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5.6 Generating Reports for Events

In addition to viewing information about generated audit events in ZENworks Control Center, you can
also view information and generate reports for events using ZENworks Reporting. For more
information, see Section 6.3, “Viewing and Generating Reports,” on page 30.
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Common Tasks

The following sections provide information about tasks that are common to both change events and
agent events:

¢ Section 6.1, “Scheduling Audit Purge,” on page 27

+ Section 6.2, “Searching for Events,” on page 28

+ Section 6.3, “Viewing and Generating Reports,” on page 30

+ Section 6.4, “Dashboard Details,” on page 31

6.1 Scheduling Audit Purge

The data in the audit database is configured to be purged automatically after the event reaches its
expiration date, based on the Days to Keep value set for that type of event. If you want to change the
time when this purging operation occurs, how long it runs, or on which server it runs, you can use the
Audit Purge Schedule. The Audit Purge Schedule enables you to configure the schedule to delete
historical audit data from the database. All audit events that have expired (exceeded the Days to
Keep configured value) will be purged. This setting is available only at the zone level. The default
schedule will purge the data every Saturday at 1:00 a.m.

To change the schedule for purging audit events:

1 Log in to ZENworks Control Center.
2 Click Configuration.
The Configuration tab is displayed.
3 Inthe Management Zone Settings section, click Audit Management.
4 Click Audit Purge Schedule.
5 Inthe Schedule Type field, select the Recurring schedule:

+ Days of the Week: This schedule lets you specify the days during the week that you want
the event to run. The event is run on these days each week.

Select Days of the Week, then fill in the following fields:
¢ Sun ... Sat: Specifies the days of the week you want to run the event.
+ Start Time: Specifies the time you want to run the event.
+ Monthly This schedule lets you specify one or more days during the month to run the event.
Select Monthly, then fill in the following fields:

+ Day of the Month: Specifies the day of the month to run the event. Valid entries are 1
through 31. If you specify 29, 30, or 31 and a month does not have those days, the
event is not run that month.

+ Last Day of the Month: Runs the event on the last day of the month, regardless of its
date (28, 30, or 31).

+ First Sunday: Specifies a specific day of the week. For example, the first Monday or
the third Tuesday. Click |57| to add multiple days.
+ Start Time: Specifies the time you want to run the event.
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+ Fixed Interval: This schedule lets you specify an interval between days to run the event.
For example, you can run the event every 14 days.

Select Fixed Interval, then fill in the following fields:

+ Months, Weeks, Days, Hours, Minutes: Specifies the interval between times when
the event is run. You can use any combination of months, weeks, days, hours, and
minutes. For example, both 7 days, 8 hours and 1 week, 8 hours provide the same
schedule.

+ Start Date: Specifies the initial start date for the interval.
+ Start Time: Specifies the initial start time for the interval.

6 Select Duration of the job in hours / run to specify the total duration in number of hours, per run,
for the purging process.

7 Inthe Dedicated Server to run Audit Purge field, browse and select a Primary Server, then click
OK. Audit Purge takes place on the chosen Primary Server. If you do not select a server, then
purging takes place on any server.

8 Click OK to save your settings.

6.2 Searching for Events

You can search for a specific event, or filter events based on category (Critical, Major, and
Informational). You can also perform advanced searches and create, edit, and delete saved
searches.

Using the Search feature, you can perform the following tasks:

¢ Section 6.2.1, “Search for Events,” on page 28
+ Section 6.2.2, “Perform an Advanced Search,” on page 28

6.2.1 Search for Events

To search for events at the zone, device, or object level:

1 In ZENworks Control Center, select the Events tab in the Dashboard, or the Audit tab in the
required object folder (example, Bundles, Policies, or Users) or Devices folder (servers or
workstations).

2 Inthe Events page, select the event category from the Change Events or Agent Events tab.
The search field is displayed.

3 Specify the name of the event in the search field (for example, Bundle Assignment Management
or File Transfer), then press Enter.

Events that match your search criteria are displayed.

Whenever you perform a search, the name of the selected search is displayed next to the Search
field. To clear the search, click x next to the search name.

6.2.2 Perform an Advanced Search

You can use the Advanced Search feature to search for events at the Zone or Device level.

1 In the Event Configuration screen, click the down-arrow next to the Search field.

A menu is displayed with various search-related options.
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2 Click Advanced Search to display the Advanced Search screen.

Search for |

Source Zrall T Direct only Inherited only

Event Class ] @ critical  [C] 4. Major ] @ informational
Days to Keep day(s)

E[Orile [ fsump [ == upp [0 = Email
Motification Type From

To

=
| Save search as

Search || Cancel

3 Specify the following details:
+ Search for: Specify the name of the audit event.

¢ Source: Select all events, those events that were set directly at the device level, or those
that were set at the zone level and inherited by devices.

+ Event Class: Select the classification type of the event.
+ Days to Keep: Specify the number of days the event is stored in the database.
+ Notification Type: Specify the notification type associated with the event.

4 To save the selected search criteria, select the Save search as check box, specify a search
name, then click Search.

NOTE: If you have created saved searches, the search names will be displayed in the drop-
down list. When you select a saved search name from the drop-down list, the relevant search
results are displayed.
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6.3

6.3.1

Viewing and Generating Reports

In addition to being able to view audit data in the ZENworks Control Center Audit log and Dashboard,
you can also use ZENworks Reporting to generate reports against the events in the audit database.

By using the ZENworks Audit domain in ZENworks Reporting, you can create custom tabular, cross

tab,

and chart reports. You can further mix and match these reports into dynamic Dashboards that

provide you with the required data view. ZENworks Reporting also enables you to view predefined
reports.

Viewing a Predefined Audit Report

1

Use a web browser and navigate to the htt p: / / <host name>: <port - nunber > or the http://
<I P addr ess>: <port - nunber > site and replace the IP address with the IP of the ZENworks
Reporting Server installed in your zone.

For the recommended browsers settings, refer to the Web Browser in the ZENworks Reporting
Appliance 6.2.1 Deployment and Administration Reference.

+ Mozilla Firefox 4.0 or higher
+ Microsoft Internet Explorer 7 (certified), 8 (certified), 9.0 (certified), 10.0 (v5.1)
+ Google Chrome 6.0 or higher

2 In the login screen, specify values for the User ID and Password fields.

3 In the Home screen, click View > Repository.

4 In the left pane, under root, expand the tree and navigate to Organizations > Reports >

ZENworks Audit > Predefined Reports.
The available predefined reports are displayed in the right pane.
Click All Audit Reports in a Month.

This view displays the following objects as filters: Events Count, Event Created On, Event Type,
Event Name, Event Classification, and Primary Target Object Name as filters.

Domain: 7L Nworks A Al Asdit Lvents in o Month Filters.

Fiekde @ B. B. = EH. | crome = Dats

€. Primary Targat 0k

.y

-
) #rima . T n * B. Evest Created On
B
i

[0
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6.4

NOTE: Depending on the kind of information you want to view, you can select the relevant
predefined reports. For more information about reporting, see the ZENworks Reporting System
Reference.

Dashboard Details

Audit data can be viewed through the ZENworks Control Center Dashboard. To access this page,
click the Dashboard link in the left pane of ZENworks Control Center. From this page you can see a
zone-wide view of the audit events that have been logged into the system. You can see key indicators
about top events and impacted objects, and drill into the Events (Audit Log) view in a filtered manner.
By default, the Dashboard displays an overview of events in the last 4 hours. If you want to view more
data, you can choose alternative schedules.

Audit System Messages

Zone Audit o
Dashboard Events

Last 4 hours ~ From 12/8/2016 ~ To 12/22/2016 ~ All Events hd

Total Critical Major Informational
0.0% 0.0% 0.0%
Top 5 Events Top 5 Events by Administratar
No Events in this categary No Events in this category
Top 5 Critical Events Top 5 Critical Events by User

Mo Events in this category No Events in this category

Top 5 Major Events Top 10 Informational Events

No Events in this category No Events in this category

Top 10 Devices Top 10 Referred Devices

Mo Events in this category Mo Events in this category

When you log in to ZENworks Control Center and click Dashboard, the following information is
displayed:

+ Top 5 Events: The top 5 events generated by ZENworks Control Center administrators or
managed devices, based on the event count. This list is not based on the classification type.
Click the event name hyperlink to view the event detalils.

+ Top 5 Critical Events: The top 5 events generated by ZENworks Control Center administrators
or managed devices. This list is based on the maximum count for a particular event, with the
classification type as Critical. Click the event name hyperlink to view the event details.

+ Top 5 Major Events: The top 5 events generated by ZENworks Control Center administrators or
managed devices. This list is based on the maximum count for a particular event, with the
classification type as Major. Click the event name hyperlink to view the event details.

+ Top 5 Change Events by Administrator: The top 5 events generated by a ZENworks
administrator. This list is based on the maximum number of events generated by an
administrator. Click the event name hyperlink to view the event details.

+ Top 5 Critical Events by User: The top 5 events generated by users who have logged in to
managed devices. This list is based on the maximum count for a particular event, generated by a
managed device. Click the event name hyperlink to view the event detalils.

+ Top 10 Informational Events: The top 10 events generated by ZENworks administrators, or
managed devices. This list is based on the maximum count for a particular event, with the
classification type as Informational. Click the event name hyperlink to view the event details.
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+ Top 10 Devices: The top 10 devices in the zone that are generating the maximum number of
events. Click the device name hyperlink to view device details in the Audit Log panel.

+ Top 10 Referred Devices: The top 10 devices in the zone on which the maximum events have
occurred. The device might or might not be a target, but the actual target objects reside on this
device. For example, a Primary Server on which a large number of bundles have been created
can be a referred device. This is because although the target of change is the bundles, the
events have occurred on the Primary Server.
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Troubleshooting

The following sections provide solutions to the problems you might encounter while using the Audit
Management feature.

+ “Agent Event Advanced Search containing special characters does not return results” on
page 33
+ “Some audit event details are not localized based on the locale” on page 33

Agent Event Advanced Search containing special characters does
not return results

Source: ZENworks; Audit Management.
Explanation: Search containing special characters such as "\ " does not return results.

Action: If the special characters search does not return results, you need to explicitly
escape them in the search input. For example, if you want to search for a string
such as Wr kgr oup\ W n8, you should specify Wor kgr oup\ \ W n8 in the search
field.

Some audit event details are not localized based on the locale

Source: ZENworks; Audit Management.

Explanation: When an audit event is created in one locale, and the generated event details
are viewed from another locale, some of the event details are not localized. For
example, if you create a bundle by logging in to ZENworks Control Center (ZCC)
using the German language, and then view details of the generated Bundle
Created event by logging into ZCC using the English language, the audit bundle
name is displayed in German, as it is based on the user input. However, the type
of bundle, for example Windows bundle, which should appear in English,
appears in German.

Action: None.
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