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1. Patch Management Server Overview

The Patch Management Server provides a complete solution for proactive reporting, patching and

updating of your network. The product includes:

A subscription service that keeps your Patch Management Server up to date
with the latest available vulnerability reports (fingerprints and signatures) and
their corresponding patch files (bundled into packages).

Using the Detection Agents throughout your network, Patch Management
Server will quickly give you a detailed analysis of these fingerprints and
signatures. You will quickly be able to determine the patch status of your
computers.

Based on the results of the analysis, you can easily create deployments of
the report’s Packages to the computers that need them. Deployments are
carried out by the Deployment Agents.

With this extensive detection mechanism, a comprehensive Inventory system
is also available. You will be able to detect what operating systems, software,
hardware, device drivers and services are installed on your computers.

The Patch Management Server features a new enterprise-wide agent
distribution mechanism called the Agent Management Center. Through the
use of Deployment (Client) Agents, Package Editor, and the Agent
Management Center, you can securely send software, documentation,
scripts (SW, HW and Services) or any other content across your network;
from small Intranets to huge Extranets, or even the Internet itself.

System Groups can now be manually or automatically created according to
the criteria that you establish whether by Active Directory Organizational
Units (OU’s), NT or Active Directory Domains, LDAP OU’s, IP address
ranges or geographical regions as well as the default operating system
groups. With this feature, you may:

= View the analysis of the vulnerability reports (fingerprints and signatures)

based solely on the group membership.
= View the Inventory based on the group membership.

= Deploy patch files (or any other packages) to the entire group. The group’s

membership can be changed at the start of the deployment to allow the

administrator complete versatility in deploying patches. After the deployment
is initiated, the members of the group are given the patch packages as their

agents check-in with the Patch Management Server.

= Lock a group for a set of vulnerability reports, software inventory, hardware

inventory, or service inventory.

= Set a Mandatory Baseline for a group, so that if the compliancy analysis of
vulnerability reports for a group member results in not being patched, the
computer will automatically have the vulnerability’s patch file deployed to it.

= Customize the group’s computer member’s behavior based on the group’s
Agent Policy Set (Agent Polling Interval and Hours of Operation). An easy
mechanism to allow a group’s computer members to act in a specific way

while not affecting the other computers registered to the system.
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= The Patch Management Server contains a complete role-based security

layer. A role determines what rights a user has to perform Patch
Management Server functionality to the computers and groups of computers

the role is assigned to. The Server contains 4 role templates to assist
Administrators in designing security for the many users of your Patch
Management Server System.

= The Patch Management Server provides multi-platform support for the
following operating systems:

Vendor Operating System Platform De;;\l;znmtent D?:;g:::)n
Apple MAC OS X X X
IBM AIX 5.1 X X
Microsoft | Windows Server 2003, Web Edition X X
Microsoft | Windows Server 2003, Standard Edition X X
Microsoft | Windows Server 2003, Enterprise Edition X X
Microsoft | Windows Server 2003, Datacenter Edition X X
Microsoft | Windows XP Professional X X
Microsoft | Windows XP Home (Personal) X X
Microsoft | Windows 2000 Datacenter Server X X
Microsoft | Windows 2000 Advanced Server X X
Microsoft | Windows 2000 Server X X
Microsoft | Windows 2000 Professional X X
Microsoft | Windows NT Server 4.0, Datacenter Edition X X
Microsoft | Windows NT Server 4.0, Terminal Server Edition X X
Microsoft | Windows NT Server 4.0, Enterprise Edition X X
Microsoft | Windows NT Server 4.0 X X
Microsoft | Windows NT Workstation 4.0 X X
Microsoft | Windows ME X X
Microsoft | Windows 98 SE X X
Microsoft | Windows 98 X X
Microsoft | Windows 95 OSR2.5 X X
Microsoft | Windows 95 OSR2 X X
Microsoft | Windows 95 X X
Novell NetWare 4.11 X X
Novell NetWare 4.2 X X
Novell Netware 5.0 X X
Novell NetWare 5.1 X X
Novell NetWare 6.0 X X
Red Hat | Red Hat Linux 6.2 X X
Red Hat | Red Hat Linux 7.0 X X
Red Hat | Red Hat Linux 7.1 X X
Red Hat | Red Hat Linux 7.2 X X
Red Hat | Red Hat Linux 7.3 X X
Red Hat | Red Hat Linux 8.0 X X
Red Hat | Red Hat Linux 9.0 X X
Sun Solaris 2.6 X X
Sun Solaris 7 X X
Sun Solaris 8 X X
Sun Solaris 9 X X
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2. What’s New in ZENworks Patch Management Version
6.0?

Novell® ZENworks® Patch Management 6.0, powered by PatchLink Corporation, brings an already
superior patch and configuration management product to a level unsurpassed by any other solution
on the market today. Many improvements and features have been added made to make ZENworks
Patch Management easier to use and in the world of patch management, easier is better! The new
Agent Management Center makes deploying the computer agents seamless and versatile with
complete integration with Microsoft’s Active Directory and LDAP directory services.

Several improvements have been made to better inform the administrator as to the status of
deployments. There is also a great deal more flexibility as far as the creation of administrative
computer groups is concerned. Here is a list of the major changes made in ZENworks Patch
Management to make the job of patch and configuration management more versatile and easy.

Agent Management Center (See Section 3.6 for more details)

Enterprise Computer Discovery
The Agent Management Center allows the patch administrator to automatically
discover computers within a specified IP address range, NT or Active Directory
domain, LDAP Organizational Unit. The results of the discovery will tell the user
whether the computer has the agent installed or not and allow installation on
computers that do not have an Patch Management Agent running.

Application Programming Interface

A new Application Programming Interface (API) to allow the user to query the
SQL database. This will provide the user with the ability to check what the
status of any computer is at any particular moment.

Improved Patch Deployment
Chainable Deployments

Chainable deployments allow the administrator to define a group of patch reports to
be deployed to a group of computers (many-to-many) without the need to reboot the
computers after every patch. This cuts down on the number of reboots that need to
be performed, thus increasing computer availability.

Better User Information
Better Search Features

The Reports page and all the other top level pages have increased searching
functionality. For instance, on the Reports page, you can now search via report
name/CVE number, the vulnerability status, the report impact, as well as the original
group search.

Status Page
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The Patch Management Server Status page gives users a set of comprehensive
indicators on what the Server is currently doing or scheduled to do. This includes all
deployments in the queue for any given period of time, status of the Discover
Applicable Updates process (DAU) and a better indication as to the status of the
Server subscription replication between the Subscription Host Server and the Patch
Management Server.

Status Window

Patch Management Server now provides detailed agent deployment status logging
allowing each sub-transaction to be logged and displayed back on the Patch
Management Server.

Smarter Agents
Smarter Client Agent

The client agent now triggers the Patch Management Server to reschedule the DAU
process for that particular computer anytime an end user installs any hardware or
software thus giving an immediate update to Patch Management Server as to the
vulnerabilities of the computer.

Smarter Discovery Agent

A new agent policy setting allows the user to run the DAU at variable speeds
enabling better control of network bandwidth utilization.

Windows 2003 Server Support
True Windows 2003 Server support is provided for Web, Standard and Enterprise versions.

Note: Windows 2003 Web version supports a limited number of agents due to MSDE
limitations.
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3.

Getting Started

Using This Guide

Use this guide as a reference to describe Patch Management Server as in what it is, what it
does, and how to doit. It is best to follow this guide sequentially as you begin using Patch
Management Server, as certain sections pertain to and reference others that are documented
later in the manual.

Most screenshots contained in this guide were taken using Windows XP operating system set
with the default (blue) color scheme. The color schemes, buttons, and other items may vary
slightly on your operating environment depending on what operating system you are running
and your selected theme.

Understanding the Interface

Contained in each section of Patch Management Server, as illustrated by this document, are
certain page functions and features designed either to aid the user’s tasks, or to simply
enhance other functions. Certain pages contain specific functions and features and these
various functions and features may or may not be present depending on what page you are
on. Note the Page Functions heading in each section to view which features are present.
The standard page functions and features are broken down as follows:

Help

The Patch Management Server is a very comprehensive, web-based interface,
designed to provide ZENworks® Patch Management users the information for what
they need in a timely manner to properly patch and manage your network. It assists
new users in learning the product, yet keeping all of the core functionality available
for advanced users. Throughout Patch Management Server, context sensitive help is

provided by clicking on the Help located in the top menu or the ﬂ icon found on the
top of every wizard and property page. Many of the user interfaces have fields that
contain additional information that is displayed when your mouse moves over one of
those fields.

Navigation Menu

Home | Reports | Inwentory | Packages | Computers | Sroups | Users | Options | Help |

The user interface provides a consistent and easy to use navigation menu, which is
always present across the top portion of the screen. This navigation menu quickly
takes you to the various major sections of Patch Management Server, as well as
providing secondary notification of what section you are currently in. This navigation
menu will behave differently based on your defined access rights associated with
your user role. A section’s name will not highlight or take you to the section if you do
not have access to that section.
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Action Menu

C— mmrerm— ——— — ——

A variety of context sensitive actions are always located along the bottom of the page.
These buttons provide quick access to all the common actions available for each

page.

Like the navigation menu, the action menu functionality also depends on your user
role (and its defined access rights) and the view you are working in (if a filter
dropdown selection is applicable). If you do not have access to a button, the button
will be grayed out and non-functional. Note the Action Menu heading in each section
to view which actions are present.

Display and Hide

The display more information () and hide (I=!) information functions appear
regularly throughout Patch Management Server. If the display and hide function is
present on a certain page, it will be identified each section’s Page Functions. Click

on the ™ to display additional information and statistics about the represented item.
Click the = to hide this information from view. The information is refreshed each time

it is displayed. The information expansion functionality (E|,) is only available for
Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

Starting with version 5.1, the filtering capability of Patch Management Server has
been greatly enhanced. Now you can search, filter, and save results views as your
default view for the next time you visit the page. This makes the job of finding what
you are looking for much easier and less time consuming.

The advanced page search, filtering dropdown menus, and saving functions appear
in various Patch Management Server pages.

Gptions | Help F2004 8:18:46 PM (GMT-05:00) [}
Search (inventory narme): Groups: |- All - v

Type:! | Operating Systams w

Save as Default view: [ Update View

Depending on what page you are viewing determines your ability to search, filter, and
save your viewable results.

For instance, you may search Inventory for more granular results by entering the

computer name text into the Search field and clicking on the'=====J Update View
button. This will return the computer(s) having the name of the entered text. You
may then click the Save as Default View button to save your filtered view as your
default view for the next time the page is visited.

Page search, filtering dropdown menus, and saving functionality varies depending on
what page you are on. To understand the full advanced page search, filtering
dropdown menus, and saving functions appearing on the Patch Management Server
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pages, see the respective Page Functions sections of this document where
applicable.

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Display (Pagination)
Depending on the amount of items available for display and what page you are

viewing, determines the display function. The Display function, if enabled, is located
at the bottom above the Action Menu.

43 :‘DiSpIaﬁ_,f 300 |rows per page -
- - ‘4 -

= Next: To display the next page of computers, click on the next button. If the
last computer is displayed, the next button is disabled.

= Previous: To display the previous page of computers, click on the previous
button. If the first computer is being displayed, the previous button is
disabled.

= Computers per Page: The computer list initially displays up to 100 computers
per page. To change the number of computers to display per page, enter a
new number in to the Computers per Page input field. To display all
computers enter a zero in the input field.

Auto Refresh

Auto-Refresh: D

Where present and when selected, the Auto Refresh function
automatically refreshes the page every 15 seconds.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Defining Access

Determining who gets access to Patch Management Server, what they can see, and what
they can do is completely user-configurable. The goal of Patch Management Server Security
is not to mandate how you define your security policies, but only to allow you the ability to
institute your security policies effectively for Patch Management Server. Security access is
determined by two mechanisms: Windows-based authentication and Patch Management
Server access rights.
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Windows-based Authentication

Authenticating to Patch Management Server is handled by the Windows operating
system. Any user(s) who are members of a local Windows group, Patch
Management Server Administrators, will gain all the necessary rights and abilities to
log on to the web site. Authorization of what users can and can not do is handled by
Access Rights (see below). Upon installation, the User (who is created during the
installation) is given the Administrator user role, but you may remove this at any time,
as long as there exists at least one user who belongs to the Administrator user role.

Patch Management Server Access Rights

Once a user has authenticated into Patch Management Server, their assigned user
role is checked to see what features (sections of Patch Management Server) and
functionality (actions they can perform in those sections) they have. Each user role is
assigned its own set of groups and computers (computers outside of the membership
of the assigned groups) on which their access right-based functionality operates. If a
user manages to get past the Windows security (Domain User who is not a member
of the local Patch Management Server Administrators group for example), they will
be unable to view any sections of Patch Management Server, see any groups or
computers or perform any actions on them. If a user does not have access to a given
section, they will be given an access denied error message.

In the Users Section, the Roles tab is where these roles are defined, while the Users
tab is where you can add or remove users to Patch Management Server and assign
them a user role.

Agent Behavior — Defining Your Policies

Before getting into the installation of agents on to the client computers of your network, the
behavior of how those agents will act needs to be defined. At installation, the only single
mechanism that defines this is found in the Options section, under the Defaults page.

Since all of the groups are installed using the Empty Agent Policy Set, this is the single
place that will affect your agent’s behavior.

Advanced Configuration Options Then, Click Defaults | | First, Click Options

Horme R.eports Inuventary Packages Cormputers Groups

Subscription Service Licenses Defaults Policies

There are only four individual items that make up an agent’s behavior and they are all easily
configurable from this page. Of the four items, three can be overridden by a group’s Agent
Policy Set.
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Logging Level

Determines how much data you want your agents to save to their log files. The four
options are:

Deployment Agent Default Logging Level: | Detalled  »

Hours of Operation:

None: only errors are logged.

Basic Info: errors and the very basic information is saved. Example: when it
is performing a deployment it will indicate that it had a deployment to do.

Detailed: errors and more explanation of what the agent is doing is saved.
Example: deployments, including what they deployments are, and when
agent policies are changed, including what they are, are logged.

Debug: log everything and every step the agent does. This should only be
used when you are validating the agent’s behavior or its actions. This mode
will generate megabytes worth of data on a busy system.

Note: The agent log files are deleted every time the Refresh Inventory Data System
Task is deployed to an agent.

Communication Interval

Determines how much time the agent will sleep between communication with Patch
Management Server. When it communicates with Patch Management Server it is
checking to see if it has any policy updates or if it has any deployments to do. This
interval is critical to Patch Management Server; if the interval is too high, the agents
will not get their tasks in a reasonable amount of time. If the interval is too low, Patch
Management Server (and your network traffic) will constantly be busy and other
agents will not be able to get their tasks. Interval rates typically vary between 15 and
60 minutes depending upon number of nodes, network architecture and bandwidth.

Hours of Operation

When enabled, this value determines when the agents shall start and stop
communicating with Patch Management Server. If the agent is in the middle of a
deployment and the agent’s hours of operation expire (exceeds the designated stop
time) it will finish what it is currently working on and continue the rest of the
deployment at the next Hours of Operation interval.

Concurrent Deployment Limit

This value determines how many deployments can be given to the agents at any
given time (if a deployment is scheduled for more than an hour for a particular agent,
that deployment is no longer counted). This is a safeguard that will reduce the
chance of any of your Patch Management Server’ systems from being overloaded.
This is the only value that cannot be overridden by a group’s Agent Policy Set as it
limits deployments for all agents.
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Agents and Installing Them

Both the deployment (also known as Deployment Agent) and Detection Agent are bundled
together and installed at the same time. The deployment agent is a service that is constantly
running to ensure that when deployments are ready to start, policy changes, etc., the agent
will act on them in a timely manner. The behavior of this agent is entirely defined by the
agent’s policies, whether the agent is using the default agent policies for Patch Management
Server or the superset of the group’s agent policy sets the agent is a member of. The
detection agent will run only when the user on the individual computer initiates it, or the
deployment agent deploys the Discover Applicable Updates System Task.

Installing agents is a simple function and there are various installers available to install
agents on to your computers. They can be found by clicking on the Add button in the
Computers section. This will initialize a screen showing the available Patch Management
Agent Installers.

Note: If you cannot access the Computers section or do not have access for the Install
button, speak with your Patch Management Server Administrator on obtaining access to
those sections of the product.

Home | Reports | Inventory | Packag | Computers | Groups Lsers

Computers f
First, Click Computers

Enabled Computers
[ &= ¥ Computer Name
B & 6 ABILLW
B & 3 DA
B 8 AIDG-AUS-01
H %8 € MIDG-ROAMER-01
H % MNIDG-VSS-01
H e 03 NI0NG ] Then, Click Install

1

B @ MPCo0222

4 patchiink_help

The Agent Installers page displays the various installers you can use to register computers
to Patch Management Server. For each agent installer, there is useful information you
should read first to determine which one to use for which computers. Each agent installer is
different from the operating systems it works under in pertinence to its requirements or
behavior. Read each section carefully to determine the best options for your needs. If one
does not work for a particular computer, check the others or access the Patch Management
Server Forums to see if there is a better option available for you. Without the agents installed
on your computers, you will not be able to determine what is patched and what is not
patched, nor will you be able to deploy any patches.

The various agent installers are:
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= Single Agent Installer for Windows (Win95 to Win2k3)
= Single Agent Windows MSI Installer (Win95 to Win2k3)
= Silent Agent Installer for Windows (Win95 to Win2k3)

=  Domain-wide Agent Deployment Wizard for Windows (Win2k to Win2k3).
Available computers are captured from the Primary Domain Controller.

= Single Agent Installer for UNIX (Solaris, Red Hat Linux)
= Single Agent Installer for NetWare (4.11 to 6)

= PatchLink Distribution Point - provides a quick and easy way to add remote
package cache capabilities to any server computer within your wide area network.
Based on the SQUID NT v2.5 open source based product, this software provides you
with a turnkey content caching solution where none previously existed. It is
recommended that PatchLink Distribution Point should be installed on server
computers within your environment that are permanently connected to your network.
Installing on a workstation is also possible, however since that workstation becomes
a gateway for communication between agent computers and the Patch Management
Server, it is a good idea to make sure that computer is permanently attached to the
WAN and always live on the network. The default proxy port for PatchLink
Distribution Point is 25253.

Once a Distribution Point has been installed in a remote office, new agents at that
location can be configured to communicate through the Distribution Point by
specifying :25253 as the proxy value during agent installation. Proxy settings for
existing agents can also be modified by launching the Novell® Patch Management
control panel applet and pushing the "Proxy" button.

Once a computer has registered its agent against Patch Management Server, the Patch
Management Server Administrator can assign it to various user roles so others can access or
view it.

=  See Section 10.4 for more detail on the PatchLink Distribution Point.

Agent Management Center (AMC)

The ZENworks® Patch Management Patch Management Server features a new enterprise-
wide agent distribution mechanism called the Agent Management Center (AMC). Through
the use of Deployment (Client) Agents, Package Editor, and the Agent Management Center,
you can securely send software, documentation, scripts (SW, HW and Services) or any other
content across your network, from small Intranets to huge Extranets, or even the Internet
itself.

The major features of the AMC allow you to perform network host discovery, install / uninstall
Patch Management Server agents, and agent management functions including adding agents
to groups or user roles, and removing agents from Patch Management Server if they have
been offline for an extended period.

Enterprise Computer Discovery

The Agent Management Center allows the patch administrator to automatically
discover computers within a specified IP address range, a Windows domain or an
LDAP Organizational Unit. The results of the discovery will tell the user whether the
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computer has the agent installed or not and allow installation on computers that do
not have a Patch Management Agent running.

Agent Installation

The AMC makes the task of agent installation easier by allowing users to selectively
install the agent on a few or many computers that they choose at one time.

Agent Management Center Main Screen

1 Agent Management Center I

a hefekzame
w Network Discovery 2 'H_ Ruw’:-dhznlzgne b the fugent Management Center fon Patchlink
E Darmsin @ F'l:¢ase sefect fiom the aplions on he _Ieil. _IF thig ig pour ]_i:3| tme
using Aogent Managemen: Cenber, begn vath Mebwak. Dizcoveny.
B Loas
B P scan
—PLUS Infarmation
’g [~ Wse Prog
T AgentManagement 5 Host LIRL Server Addiess:
I | b /P TCH_SERVER |
B instellgens PLUS Serial Murcher: Fort Mumbes
B Urinstall gents [ 122426781 22an6s |
B Diilne Asenls
E Group Management
===

a3

et pakchlink

B FLUS Regisirztion

B Shatug
= Activiy Log
H Hel

E Patchlik an e wfsh

The Main Screen is the screen first displayed when deploying the AMC from the
Windows/Programs menu. From this page you can choose to perform a network discovery,
perform agent installation and management functions or access the Patch Management
Server product registration page and other Patch Management Server functions. Information
needed by the agents for use in the installation process is entered here. The Host URL for the
Patch Management Server and its Patch Management Server Serial Number should be
entered here before you deploy agents.



Novell.

Network Discovery Section

Domain Scan

[ agent Management Center

N iy
3{% Metwaork Discovery 2 @ Domain Scan

[ Deman Spechie Seach
= Hetwoik discovery can tzke 3 long bime, You canlink the scope of
N9 dizcoveny b resticling the sesrch bo 2 paliculzar domein
E Doma| | EindalDomans
'\';T"H Agent Management S Llacln-:m-::[ =
e F'axmnld:l FindeSeach Al
E Irskall fugerts
] Usinstall Agerts
E Oillne Agents

B Group Managemer:

e patchLink =

E%Lus Flegishalion
E Statug

B Activity Log

= Halp

] Pachlik on thewizh

The Domain Discovery screen allows you to perform a Domain Specific Search or a Search
All Domains to discover all the computers in the domain. You simply enter the name of the
domain in the Domain field or select the Find Domains pushbutton to find all the domains in
your network.
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Active Directory Search and Discovery

EX agent Management Center

o ﬂ :
- Metwork Discovery - @ LDAP Scan

B4 Doman ~LDAP Search

LDaR Search Root:| | nap /7 {+ Seaich e level Find Camaut
= ’ I — C Szanch Al d ks

= 1P Sean Usesnzms: | Find QU

a Passward| Find &l
m Agent Management kS

H Instal Agents

8 Unmnstal Agents

E Dlfire Agsnts

= Gioup Management

==
femess patchLink &
—

B FLUS Fegistration
E Shabus

= selivilyLog

E Help

= Patchilick an the web

The Active Directory/LDAP Search and Discovery screen allows the user to search for
computers within the directory tree from the root directory. The username and password for
the Active Directory Administrator account can be entered in the corresponding fields but may
not be necessary depending on your LDAP setup. All that is really needed is that your user
permissions include read permission on the LDAP directory. From here you can select
whether you want to only search one level or search all levels of the LDAP root. You can also
choose to find computers, LDAP Organizational Units or find all the elements in the directory.
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IP Address Search and Discovery

El agent Management Center
lb‘l M‘I.““\il_
M network Discovery 3 Updat IP Scan
= Domain Secan by IP Rarge -
= woep - Specily a range of P addiezses bo soom for. Onle machines
= pg| e
Staing IF'.I Endna IP: I .

oh # Shat Scan
x%‘:\; Agent Managenment

& Inztall Aoenks

E Urmstal Agents
E Olllires Agenits

= Grouz Manzgement

==
femees patchLink S

B #LUS fegisnation
E Shaluz

= sefivily Log

H Help

S Fatehlick anthe Web

The IP Scan screen allows the user to search the network for computers by their IP
addresses. The IP addresses must be registered within the Domain Name Service (DNS) of
the DNS domain in order to obtain the computer name.

Enter the starting and ending IP addresses that you want to scan for and select the Start
Scan pushbutton to begin your scan. Multiple ranges of IP address can be searched
simultaneously.

Note: System Discovery using IP Scan will likely set off Intrusion Detection systems. Please
be advised of this before you use this method in your environment and notify the appropriate
security personal.
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Agent Management Section

Installing Agents

[ agent Managemenk Center

L‘-‘ Pt
724 Network Discovery 3 upe Install Agents
Bl penei Iial Dpsiars: o WORKGAOUF
H toae Username: | 2dmmistzla B vaLLINONE
= g CIDGRTANH A
E P Zean Parswced |~ —— g
; Demain| WRLLSE
5hn W OwPLUSE0ICE
5 4% AgentManagement ] W WPLUSVE
ha o W WS SERVER
B Inatal et (= Inztall on nes machines ool 3 W ARE 20035 TAY
B Urinstal dgents U Ingtall on 4l selecled machines
I:H Dlline Agznts
B Group Kenageren: Instal | Add Netwaork llems ] Remove Melwalk ltems
= -y PL || ® welUnoNET

Ly 52_TEST

B DG -RYAHHE v
-y WARFED_CORE

A patchLink =
[r— e ¥ WPLAPPLISNCE

B PLUS Regination -y WORKEROUR ) HPLLISE
e B GALLINONET W OWFLUSEOICK
B staius ) DG RAMH R Bl OwRLLISYE
B Aciviy Loa ) FLAPPLISNCE W ONSE-SERVER
o WRLLISE PR ZO0GETAN
Bl elo WPLUSEICK
H Parchblink: an ke Weh WRLLISYE

o W ONSESERVER
i WWMWARE-ZODIETAM

The Install Agents screen is the place where you perform the agent install after you have
discovered the computers on your network. The user entered in the Username field must have
Administrator permissions in order to install the Patch Management Agent. You can choose
whether you want to install on new computers only or reinstall on a previously discovered
computer. You must also choose which install method for AMC to use. The recommended
method of installation is using the WMI Install option but can only be used if the WMI service is
running on the computer. If the WMI service is not running then you must use the Service
install method.

You simply select from either of the lists below the Install pushbutton and click on the Add
Network Items pushbutton to select the computers or domains you want to install the Patch
Management Agent on. The computer icons that have a blue screen are computers that
already have the agent installed. Computers that have a gray screen are computers that do
not have the agent installed.
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Installing to a Domain and an OU

E’ Agent Management Center |:| |§‘ |g|
@: Install Agents
= pomsin | Ingtall Options: CH=KEWINS

E LDAR Usemarne; | administrator CH=PATTIS
= 1P 5can R CH=TOMG

: CH=STEPHE MW
; Dramain: l:l CH=MICHAELIR

CM=PALLY
FET] Agent Management
E ineslifgens (%) Install on new machines only
E Lininstall &gents O Install o all selected machines
E Oifline Agents B
E Group Managemant [ Irstall ] [Add Metwork, ltems J[ Femowe Metwork [tems J
-ty OADEY =
Pris’ patchlink in WaRPED_CORE
— sl WORKGROUR :
= PLUS Registiation ¥y Web Client Metwork =
& 4% |P Metwork,
B staus B & DC=patchink
E Aictivity Log EIQ DC=development
= e CN=Computers
bl b "8 CH=KEVINS
E Patchlink on the Weh : & CH=DG-PLHOST-05
i~ W CN=PATTIS
i~ ¥ CH=ROBERTM ~
< | 3
—

Always start from a valid Search Root, for example...
e LDAP://development
e GC:

A password may or may not be needed here, depending on how security is setup in the local
environment. Once a computer is found by any of the above methods, the Agent
Management Center will build out the rest of the tree (parents, etc.).
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Uninstalling Agents

E Agent Management Center

1
e Feirh .
) Network Discovery @: Uninstall Agents
B Deman Urirstall Dplicas

= Lo U&eman&:l
E IFScan Pa‘aw.lnrd:l
Dumah:l

i

& idﬂjﬁqmtmnauzmmt S
s

[ trstall, uningtell and menzge agenis,

B Urirslal dgeats

B Uilime &geris
E Gioup Manzgement Linnztal I Bdd Pleteok lhems Remove Hebaok [tems
_— : -_qi_l'g FL ;l Hio Metwork, ke selested Chok an s neban
P patchlink 2 aly SE_TEST
fr— gy WERPED_CORE
B PLUS Regisiation S meﬂgf; .,
B St b IDGRTANHY
E Actretp Log te WRLAFRLIENCE
- . i WWPLUSE
= L L WPLUSEIICK
B PachLivk ontheweb - W WFLUSYE
i W WSE-SERVER
- B WHARE- 20025 TAN

The Uninstall Agents screen allows you to uninstall agents manually. Simply select the
computer(s) that you want to uninstall from one of the two lists at the bottom, select the type
of uninstall, being Standard or WMI and click the Uninstall pushbutton.
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Offline Agents

[ Agent Managensent Center IS [m] A |

1 . - B
@- Offline Agents Diays Difbne: 230=] | [ Find Aiacied Aigerts I

n

l:ﬂl
};J- HMetwork Discovery

E Demein
B Lo
= =5
3
Gy Agenk Management &
= rtal Ageads
E Urimetel dgert:
B oneae Ageer:

H Gy Marsoamey

==
et pabchLink 2
—

E LS Fegrirgon

B sta:

E_/ ActnlyLog
'-'mnt

nir detaedend ackiviby g F: t-m:-csh:r:#nj and recoed keepeng,
eI T TR —

|

Erchads Gebected fgerts | Deleta Oiline Agerts |

The Offline Agents screen allows the patch administrator to flag computers that have not
registered with the Patch Management Server for a specific number of days that is entered in
the “Days offline” screen. Computers that have been offline for more that the number of days
specified in the “Days offline” field will be displayed in the gray area below the “Days offline”
field.

From there you simply select the computers that you want to exclude or delete and push the
appropriate pushbutton.
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PatchLink Section
o wfelzame
; g Network Discovery 2 o E{f:dlca-lzu:e to the Agent Managzment Center for Patchlink
E Darnin L 3 Plzaze select from the apliors on the lefl |F this is pour fitst time
using Aoent Managemert Cenber, begn vath Mebwak Dizcoven
B Loas
B P scan
—PLUS Infarmation
':! [~ e Progy
Th1L AgentMonagement ks Host AL Server Adiress
o | bbip://PETCH_SERVER |
[ nstall agerns PLUS Serial Mumber Pt Mumbe::
= Unisstal agenis B |
B i Agents
B Group Managzment
===
funist patchLink E:
B FLUS Fregistaton
B Statuz
= Activig Log
B Helg
B Patchliok on the eb

The PLUS Registration screen allows you to enter the Patch Management Server registration
information needed to install agents and to access the online help pages for the AMC.
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4. Patch Management Server Home Page

Novell® ZENworks® Patch Management solution gives you the ability to detect and patch your
workstation and servers across your entire network. The Home Page gives you latest information
and status about your Patch Management Server. If Patch Management Server licenses have
expired, the License Expiration page will be displayed instead. From here you can access the
Novell® Online Documentation, Support Forum, a Novell ZENworks Patch Management demo, New
Users page, Help Files, Known Issues and Resolutions and the Patch Management Server Status
Page.
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S PatchLink Update Server - Micrasoft Inernet Explorer, provided by PatehLink Carporation
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Current Status

Novell Support Forum

The Novell Support Forum provides a location where the latest information and technical
support about the Patch Management Server, its processes, functions and features are
displayed. You can search through other customer questions and answers to see if their
answers can assist you. Additionally, you can post your own questions and Novell Customer
Service will assist you in a timely manner. Registered users can select to receive
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notifications when any of the different forum topics receives new activity. Select the Novell
Support Forum link to open the Support Forum.

What is Novell® ZENworks® Patch Management?

What is Novell ZENworks Patch Management provides a detailed overview of the Patch
Management Server system.

New Users Start Here

New User’s Start Here displays a quick start user’s guide to understanding the interface,
defining access, agent behavior and their installation.

Help Info

Help Info provides comprehensive documentation on the Patch Management Server.

Known Issues & Resolutions

Known Issues displays a list of Known Issues, Release Notes, and Important Links about the
Patch Management Server.

Patch Management Server Status Page

The Patch Management Server Status Page shows, at a glance, the Replication Status
between the Patch Management Server and the main patch repository. The Type of
replication, the Status of the replication, and the Percent Complete are displayed.

It also shows the current patch deployment Discovery and Analysis Status; showing
whether a patch is being detected, has failed, has not started or was successful.

The Deployment Status portion of the page shows all deployment statuses so you can
quickly check whether a package was deployed. Click on the Deployment Name link to view
the computer’s details.
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I Hovell, ZEMworks.
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The Cache Status is a chronological detail of your packages downloaded into the Patch
Management Server cache, including: Package Name, Requested When (Date and Time),
Steps involved, Download Start Date (Date and Time), and Download Finish Date (Date and
Time).

Latest News

oeluly 14, 2004 ﬂ

Microsoft Security Bulletin M504-019

SEVERITY: Important
DATE RELEASED: 7/14/2004

5YSTEMS AFFECTED

® Windows 2000 Service Pack 2, Windows
2000 Service Pack 3, Windows 2000

Service Pack 4

RECOMMEMNMDATION
Custorners should install the update at the ;I

aarliact AanmAariinitn
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This window displays the latest news, articles, announcements, and press releases from

PatchLink Corporation.

Comprehensive Graphical Assessments

A pie chart graphical display illustrate various statuses of certain patch elements of the Patch

Management Server. There are four different display views with different colors and
percentages representing these various statuses. The displays are:

1. Patch Status for all Computers — displaying the status for all computers which

are:

Patch Status for all Computers

84.6%

Bl Patched: 0
O Partial: 11
B Not Patched: 2
W Detecting: 0

15.4%

Pending Initial Detection: 1

Total Computers: 14

Select to Change Graph:

Status for all Computers
Baseline Status for all Groups

Completely Patched
Partially Patched
Not Patched

2. Patch Status for all Reports — displaying the status for all vulnerability patch

reports:

Performing the analysis detection
Pending the initial analysis detection

Patch Status for all Reports

52.6%

B Patched: 31

0 Partial: 70

B Mot Patched: 32
W Cetecting: 0

24.1%
23.3%

Mon-applicable Computers: 922

Total Bulletins: 1055

Select to Change Graph:

Status for all Computers
Baseline Status for all Groups

Completely Patched
Partially Patched
Not Patched
Detecting

3. Status for all computers:

Reports which have no applicable computers assigned to
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Computer Status for all Computers

Select to Change Graph:
Fatch Status for all Computers

36.4% Patch Status for all Reports
36.4% =

27.3%

us for all Computers

Baseline Status for all Groups

Sleeping: 0
Offline: &
Running: 0
Idle: &
working: 0
Disabled: & Total: 22

ENOEEN

Sleeping (outside their hours of operation)
Detect offline or have not communicated with the Patch Management Server
in over two intervals (15 minutes minimum).

¢ Running: currently performing the analysis detection outside the normal
means (rarely occurring when the detection process happens outside of the
deployment mechanism).

o |dle: Agent is communicating fine and currently not performing any tasks.

o Working: the Agent is currently working on a task.

e Disabled and unable to perform any tasks.

4. Compliancy Status for the Mandatory Patch Baseline Status for all Groups:

Baseline Status for all Groups

Select to Changs Graph:

Patch Status for all Computers

Patch Status for all Reports

Status for all Computers
aseline Status for all Groups

100.0%

0 Mo Baseline: 12

W compliant: 0

W Detecting: 0

B Mon-compliant: O Total: 12

Groups whose members are fully compliant with their baseline.
Groups whose members are not compliant with their baseline.
Groups whose members are in the detection and analysis process.
Groups which have no baseline.

Current Status Information

This provides you with an overall relative condition, position or state of your Patch
Management Server system.

Current Status
Comparny: SUPPORT-'WZEKZ
Serial Mumber: 99420A24-90122B71
Mon-Expired Licenses: 25
Licenses In Use: 14
Licenses Available: 11
Last Update: FAL1/200323 10:07: 38 AM
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= Company: This is the name of the company that was entered at the time of
installation.

= Serial Number: This is your Patch Management Server serial number.

= Non-Expired Licenses: This is the total number of active licenses. Each
registered computer requires one license.

= Licenses in Use: This is the number of active licenses being used by
registered computers.

= Licenses Available: This is the number of active and available licenses that
can be used to register computers to Patch Management Server.

= Last Update: This is the date and time that the Patch Management Server
last updated itself from the Subscription Host Server.

License Expiration

When Patch Management Server licenses expire, the agents will no longer be able to
perform any of their tasks and the home page display is replaced with this license page.
Clicking the “Update License Data” button will initiate the license verification process that
connects up to the Subscription Host Server and retrieves your updated licenses. This page
will automatically refresh to the home page, once your updated licenses have been saved
(this usually takes 1 minute). If you need to renew your licenses or add new licenses, please
contact your Novell Sales Representative.

N  Novell. ZENworks. PATCHLINK

Server Time: 7/19/2004 5:00: 20 PM (SMT-07: 00)

Product Expired for Serial Number: 8D4AA34D-9B153759

Expired Product Information

This Mowvell ZENwarks Patch Management Server is no longer available due to license expiration. All
agents have been disabled as a result.

License Information

Licenses In Usa: 1 Total Non-Expired Licensas: 0
Licenses Available: -1
Purchase Date ¥endor Effective Date Expiration Purchased
Fi15/2004 5:00:00 PM PatchlLink Corporation FF15/2004 S5:00:00 PM 8/26/2003 S5:00:00 PM 10

Please contact Novell, Inc. to extend or purchase additional licenses.  After Nowell notifies you that
your license expiration has been resolved, you can click the button below to begin License replication
immediately.

Update License Data

]

P atchlink

Home Page Security

The Home Page section of the Patch Management Server requires the View Home Page
access right. If a user does not have the correct access the access denied error message is
displayed.
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The status section of the Home Page requires the View Patch Management Server Status
access right. If a user does not have the correct access, this section is not displayed.

The ability to initiate the License Verification function requires the Manage Patch
Management Server Licenses access right. If a user does not have the correct access, the
button to initiate the verification does not appear.

Contact your Patch Management Administrator (Local Super Administrator) for more
information on ZENworks® Patch Management Security.
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5. Vulnerability Reports

Home | Eeportz | Inventory | Packages | Computers | Groups | Users | Options | Help |

The reports page is where the majority of patch management work will be performed. It contains a
listing of all patch related vulnerabilities across all the systems registered to the Patch Management
Server.

It is strongly encouraged that you always manage patches from the Reports Interface, since it offers
the most functionality and granularity.

A Vulnerability Report encompasses any vulnerability and how to detect it and its associated patch or
patches. The detection portion of it, also called a Vulnerability Report, contains the necessary
signatures and fingerprints on which to properly determine if the vulnerability is patched or not
patched.

Vulnerability Report Analysis

This section displays the analysis results of the vulnerability reports during the Discover
Applicable Updates process on the computer. The report analysis gives a simple top-down
view of the computer in each status.

The Vulnerability Report Analysis can be seen at your network level, groups of computers
level and down to a single machine level. The various statuses are detailed in this section.
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Save e Defauktview: [ Updame view |

Report Analysis N Total 9
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Bemote Code Feeoution

Updabe Cache

A report illustrates a detection mechanism to determine if something is installed or configured
in a certain way. For most reports, it is to determine if a patch, service pack, or device driver is
installed on a computer. The total number of reports for each view is displayed at the upper
right top.

Clicking on a vulnerability report will display the detailed results of the analysis. This is the
same as in selecting a vulnerability report and clicking on the View button.

Select View_,\_

. Sort Order
Report Status Package Status Impact Categories—___ Filter By: Al
- ﬁ\\ /
Report Analysis Y 3\ ____ Totahioss /
) ¥ e dmnact @4 @9 0 u)—'
B [ S W Task - Modify Services Task 11]  I—or—U 13 100%
@ [ E W - Patchiink Uodate Agent Hotfix 4.00.06 --MUST INSTALL-- Critical 9 3 o 0 12 100%
B [ [ W C - patchiink Update Agent Hotfix 4.00.09 --MUST INSTALL:: Critical sl 3 o o 12 100%
Bo ] W Task - Reboot System Task s 3 o o 12/ 100w
f Trow.  Active Vulnerability Puport Pwport Musolts Currant
'.\ Impact: Task Peched. 9
Expand Bu"etin Status . Ensbled Mot fprched: 3
Dovnkoaded On: &/IV2003 2. 14 46 P (GMT-07 00) Erver: 0
Az rocsted Distribytion Feckages I Mot Starend” O
Distribytion Peckages Status  Coched and mady for deploymant Total Computwrs. 12
Vendhr:  Pptchlind Corporption Aercantage Complate 100%

Palsased On: 1/ 20/2003 § 00 00 MM (GMT-07 00) Lock Comphance Statys Mot [ocked

Report Details —

Dascription: This Fagk woll reboot the syroam when deplyed . You can deploy this tash to sny sy soam that pou would ke o
rabost. Tha time pccurscy of this packege dapands on how oftan the bgent chack with the updste servar. Mars
"h&vm‘snf
# [ B W Task - Run OCHAIN.EXE (version 5.0) Task sl 4 0o 0o 13 100%

# [0 5 W windows Installer 2.0 Critical - 01 of 21 ol o 11 1cow

¥ statistics
!
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Vulnerability Report Statuses & Types

Report Analysis -

E@j Report Name —
o

The status of a report is indicated by the following icons:

Beta

New | Current Status Description

&

I
iy

This is an active vulnerability report.

[

&
i
H

This report has been locked and is in compliance.

1

i

;

gt
Rl

This report has been locked and is out of compliance.

I

This report has been disabled.

Additional information about the status of the associated distribution package is displayed
upon hovering your mouse pointer over the icon.

Beta: This vulnerability report has been released to the BETA community.

New: This vulnerability report has been downloaded from the Subscription
Host Server and has arrived since you started your Patch Management
Server session.

Current: This is a current vulnerability report that has been downloaded from
the Subscription Host Server before you started your Patch Management
Server session.

Package Cache Status & Types

Report Analysis -~
o EI : iegurt Mame —
— "

A vulnerability report may have any number of distribution packages associated with
it. A distribution package contains the patch to fix the vulnerability. Each distribution
package may be cached (downloaded) from the Subscription Host Server to Patch
Management Server. They may be cached automatically if the vulnerability’s impact
is critical or if a deployment has been created to deploy the package(s). The
package cache status icon is a hyperlink. By clicking on the icon, you will initialize a
list of the individual packages that are associated with that report.

Current | New | Status Description

©y <3 | Atleast one of the packages is being deployed.
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! The packages are cached and ready for deployment.
oTo ozn | Atleast one of the packages is being cached from the
= ¥ | Subscription Host Server.

5 o | Atleast one of the packages has not been cached.

Additional information about the status of the associated distribution package is
displayed upon hovering your mouse pointer over the icon.

= New: This distribution package has been released and its metadata has been
downloaded from the Subscription Host Server since you began your Patch
Management Server session.

= Current: This distribution package has been released and its metadata has
been downloaded from the Subscription Host Server before you began your
Patch Management Server session.

Vulnerability Report Impact

Sy v (9[9|0 & %

The agent list initially sorts by Impact alphanumerically in ascending order. To change the
way to sort by another field (other than report or package status) click on the field name. To
reverse the alphanumeric sort from ascending to descending, click on field name again.

Critical

The manufacturer or PatchLink has determined that this patch is critical and should
be installed as soon as possible. Most of the recent security updates fall in to this
category. The patches for this category are automatically downloaded and stored on
the Patch Management Server.

Critical - 01

The manufacturer or PatchLink has determined that this patch is critical and should
be installed as soon as possible. The patches for this category are not automatically
downloaded and stored.

Critical - 05

The manufacturer or PatchLink has determined that this patch is critical and should
be installed as soon as possible. Most of the superceded security updates fall in to
this category. The patches for this category are not automatically downloaded and

stored.

Recommended

The manufacturer or PatchLink has determined that this patch, while not critical or
security related is useful and should be applied to maintain the health of your
computers.

Informational
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The manufacturer or PatchLink has determined that this patch is useful, though does
not contain any changes that are necessary for day to day operations.
Documentation updates are an example of the patches in this category.

Detection

These reports contain signatures that are common to multiple vulnerabilities. They
contain no associated patches are only used in the detection process.

Software

These reports contain the fingerprints and signatures for which Software Applications
are based. They determine if the prerequisites are met for the installation of these

applications.

Task
This category contains tasks which administrators may use to run various detection
or deployment tasks across their network.

Statistics

The right-hand side of the report entry contains columns which illustrate the current result
statistics for the computers which have been scanned in addition to the overall percentage
completion of all computers which the detection report will be scanned.

:- Impact @ ) _I") Lk ':.5 2

Result Result Definition

Total number of computers that are patched.

The total number of computers that are not patched.

The total number of computers that produced an error while determining
the patch status for the vulnerability.

The total number of computers that are still waiting for the report analysis
to finish.

The total number of computers that have met the prerequisites for the
vulnerability.

The percentage of computers that have finished the vulnerability analysis.

wWHReO 6 X

You may sort by Ascending (default view) or Descending order by clicking on the
corresponding results definition icon.

Page Functions
Display and Hide
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Click the = to display additional information and statistics about the represented
item. Click the = to hide this information from view. The information is refreshed

each time it is displayed. The information expansion functionality (=, ) is only
available for Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Reports page header.

ParcrLing

e

Home | Feparts | Teventany | Packaqes | Computers | Groups | Users | Optlane | Help

Server Timan THE2004 1 Se4T AM (GMT=-0T 003

Yulnerability Beports couch (repet aamafovs nel: | Statws: | HetFabches =1

Resuits for Groupst [ an =] tepacts [cancal Fatches g |

Save as Default view ] Update view |

e Search

Swarch [rapart nanma’SVE noli I

You may search reports for more granular results by entering the report name
(CVE; Common Vulnerabilities and Exposures) text into the Search field and

clicking on the'=====J Update View button.
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This will return the report(s) having the name of the entered text. You may then
click the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: DI

o Results for Groups
Filter by Groups using the dropdown menu and click on the === Update

View button.
Search (raport nama'SVE noli Shakuig: - AL L
Berults for Groups: | OnlpWindows v Srpact: - AL L
Al
Fly Wrkes Sava ax Dalsult Vien: I:‘
Crdy UKL
A Tatal: 247
Mac D5 —r . = =
Solati 4 @D R R Rt 'ﬂ
Sun0S
b and [iagnostic Packege  |'Winak [ 0 o 15 100% ©
_ Wink 2
regr HotFix 5.00.00.54 «{'aiq95 ] 3 o Q 3 A0D%
Wings
ate dgent HotFix 5.0.1.60 --KLI WinE 1z [x} o a 1z LOO%
b= 2 Flazh Player Addreszing 4 #NT
CIE Wi P 4 ] ] a 12| 100%
H — | D'y Poliy Growp
b to Flazh Plater Addrossind 8 Das Test Group z o0 0 oz oo
‘ : Kouraeh Gioup
] F fil rober Rcbest's Gioup a 1 ] i 1 109%
s Gigup
15 for Windows 4.80.5 [Upgrad Solar: - bl 1 [x} ] a 1| 100%
e [ e S | - 2 - . n - S R

This will return the report(s) having the selected group. You may then click
the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: Dl

e Status
Filter by Report Statuses using the dropdown menu and click on

the ======d Update View button.

status: |- All - w

Impast 1ol Paiched

Patched

Save az D Sli" Daedim

— \Applicable Repoils

Unapplicable Reports

Dizabled Repons

[Detected Emces

f | O 9 I = B
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This will return the report(s) having the selected status. You may then click
the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: D

e Impact
Filter by Report Impact levels using the dropdown menu and click on

the =====d Update View button.

This is extremely useful when you want to find or display only the Reports
that, for example, are Critical (NEW).

Status: | = A -~ ||
Irnpack: |- A1 -- w
- A -

Fave a5 O Pabch Vulerabilities
[Dter Wulnesabiiles
ManWulrie abiilie:
Crtical [NEW/] v
| Crbical [Supssceded)
Crbical [over 30 days)
Drelection Repons

5 Intormational

&

Fecormended
0 |Soltwate Instales
Taszks
13 O T T I3 1007

This will return the report(s) having the selected impact. You may then click
the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: |:|

Sort

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes
Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function. Checkboxes appear throughout the Patch Management
Server and are not visible in Netscape.
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Action Menu

Wiew

Deplay Disahle Lock Reparks IUnlack Reports Expirk Scan Mow Update Cache

View
The reports filter controls which vulnerability reports to display. There are three
options to choose from: Vulnerability Reports that have computers applicable to
them, Disabled Vulnerability Reports or view All Vulnerability Reports.

Deploy
This creates a deployment for the selected vulnerability report. See Section 9;
Deploying Packages: Schedule Deployment Wizard for more information.

Disable

This removes the selected enabled vulnerability reports from being able to be
scanned during the Discover Applicable Updates process from all levels of the
system (network level down to the individual computer level).

Enable

This re-enables the scanning ability for the selected disabled vulnerability reports
during the Discover Applicable Updates process.

Lock Reports
Selecting a report(s) and clicking on the lock button will save the current vulnerability
report analysis values. When the analysis is again displayed this data is compared to
the current data to determine if the vulnerability report is in or out of compliance. If
the vulnerability report is out of compliance, the vulnerability report is highlighted in
red.

Unlock Reports

Selecting a locked report(s) and clicking on the unlock button will clear out the
vulnerability report’s locked data.

Export
Export the vulnerability report analysis to a comma-separated value (CSV) file. The
amount and order of the data is based on what the analysis view is filtered and
sorted on.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected computers.

To initialize (choose) all computers, click on Scan Now button without selecting any
computers.

If you choose not to select any computers, the screen will ask you if you wish to
confirm the reschedule the Discover Applicable Updates System Task for all of
the computers.
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‘2 Scan Now - Microsoft Internet Explorer pro... |:||E|rz|

GCOMFIRM:
This will reschedule the deplowment for the
Discover Applicable Updates System Task for

immediate deployment {using the deployment's
current options),

Is this what you wish to do?

To reschedule the Discover Applicable Updates, select Yes

A Scan Now - Microsoft Internet Explorer pro... |Z E'E'
Scan Now

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

The Patch Management Server will reschedule the selected computer(s), initialize a
screen stating its success and provide a deployment link to initialize a new screen
with the results of the Discover Applicable Updates Deployment.

Upon clicking the Close button on the screen, the Computers page will be refreshed.
Previously selected deployment options are maintained
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Update Cache

Update Cache initiates the process to cache (or re-cache) the associated distribution
packages for the selected vulnerability reports.

Vulnerability Report Analysis Security

The Reports section of the Patch Management Server requires the View Reports Page
access right. If a user does not have the correct access the access denied error message is
displayed.

To be able to view the detailed report analysis requires the View Report Details access right.
If a user does not have the correct access, the hyperlink will not be shown and the View
button is disabled.

To be able to change the filter from detected vulnerability reports to disabled or all requires
the Change Report Filter access right. If a user does not have the correct access, the filter
will not have any options to choose from.

To be able to view the associated distribution packages for a given vulnerability report
requires the View Packages access right. If a user does not have the correct access, the link
on the package status image is disabled.

To be able to create a deployment based on the report analysis requires the Deploy Reports
access right. If a user does not have the correct access, the Deploy button is disabled.

To be able to enable or disable vulnerability reports from being available by the Discover
Applicable Updates process requires the Manage Reports access right. If a user does not
have the correct access, the Enable and Disable buttons are disabled.

To be able to lock or unlock the selected vulnerability reports requires the Manage Ul Report
Locks access right. If a user does not have the correct access, the Lock and Unlock buttons
are disabled.

To export all of the vulnerability report analysis’s to a comma-separated value (CSV) file
requires the Export Report Data access right. If a user does not have the correct access, the
Export button is disabled.

To restart the Discover Applicable Updates process for all of the computers registered to the
Patch Management Server requires the Manage System Tasks access right. If a user does
not have the correct access, the Scan Now button is disabled.

To cache the associated distribution of the selected vulnerability reports requires the Cache

Packages access right. If a user does not have the correct access, the Update Cache button
is disabled.

Vulnerability Report Analysis Details

Each patch displayed is reported as required based on your unique configuration of systems.
By clicking the report link, a full list of all computers that require the patch in question will be
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displayed. From there, the patch can be easily deployed.

From the Reports Homepage, click on the Report Name Link to view the analysis of the
vulnerability report.

The analysis results of the vulnerability report are detailed and separated into four tabbed
displays. The name of the tab represents status for those computers in the report analysis.

PATCHLINK

Moports | [svsntory | Packsgen

MSOA-008 B14078; Flaw in Windows Script Englne could allow code execution

Kot Patched f Pat ched W Exroar Datecting Tetal ComautarisF
[-1 b Computer Mame i Other Mame Operating System 1% ¥ersion Analysis Date
B S oany Dan patchlink com WinxP WinXP-Service Pack 1 &73/2003 7:50:17 PM
=k WD -PLUS -1 idg-plug-0d. patchhink com  'Wini Winli-Servics Pack I &72003 7:50:3T P
=i ﬁ\.\IDG-M'S-S-Dl lg-yss-01 pakchlink oom  WinZi WinZK-Servios Pack I i3/ I007 715940 PM
= B vaonG JeniG patehlink com Winp WinkP-Service Pack 1 &/3T003 7156:55 P
B & hsamMEERT Sameerl patchlnk_com  WinxP WanP /262000 10:34:16 AN |

Analysis Results
= Not Patched: These computers were detected as needing the vulnerability
patch.
= Patched: These computers were detected as being patched for the
vulnerability.
= Error: These computers produced an error while determining the patch status
for the vulnerability.

= Detecting: These computers are either in the process of determining the
patch status for the vulnerability or waiting for the detection and analysis
process to begin.

Agent Status

Mot Patched

Computer Manm

0 EeMcrmoaL

.
F
-
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Status Description
= This is an idle deployment agent.
{_';; This deployment agent is idle and has deployments in its work queue.
= The agent is sleeping as it is outside of its hours of operation.

e The agent is sleeping as it is outside its hours of operation and has

= deployments in its work queue.

% This agent is currently working on a deployment.

Je This is an active detection agent that does not correspond to a registered

deployment agent.

& The agent is considered to be offline as it has not contacted PLUS in more
than two intervals (minimum of 15 minutes).

The agent is considered to be offline as it has not contacted PLUS in more
\?_-_; than two intervals (minimum of 15 minutes) and has deployments in its work
queue.

&E This agent has been disabled.

Additional information may be displayed by hovering your mouse pointer over the icon.

Agent Information
= Host Name: This displays the name of the computer.

= Other Name: This displays either the DNS name for the computer or its IP
address if it does not have an assigned DNS name.

= Operating System: This displays the abbreviated the operating system name
= OS Version: This displays additional operating system version information.

= Last Reported Date: This is the date the agent last ran the Discover
Applicable Updates process.

Page Functions

Sort

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Display (Pagination)
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Depending on the amount of items available for display and what page you are
viewing, determines the display function. The Display function, if enabled, is located
at the bottom above the Action Menu.

1: }Dizplay 300 |rows per page -
: ‘

= Next: To display the next page of computers, click on the next button. If the
last computer is displayed, the next button is disabled.

= Previous: To display the previous page of computers, click on the previous
button. If the first computer is being displayed, the previous button is
disabled.

= Computers per Page: The computer list initially displays up to 100 computers
per page. To change the number of computers to display per page, enter a
new number in to the Computers per Page input field. To display all
computers enter a zero in the input field.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Deploy Yiew Package |

Deploy
This invokes the Deployment Wizard and allows you to create a deployment for the
selected vulnerability report. See Section 9; Deploying Packages: Schedule
Deployment Wizard for more information.

View Package
This displays the associated distribution packages for the vulnerability report.

Export
Export the vulnerability report analysis to a comma-separated value (CSV) file. The
amount and order of the data is based on what the analysis view is selected and
sorted on.

Vulnerability Report Analysis Security

The Report Analysis Details section of Patch Management Server requires the View Report
Details access right. If a user does not have the correct access the access denied error
message is displayed.

To be able to create a deployment based on the report analysis requires the Deploy Reports
access right. If a user does not have the correct access, the Deploy button is disabled.
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To be able to view the associated distribution packages for a given vulnerability report
requires the View Packages access right. If a user does not have the correct access, the

View Package button is disabled.

To export the vulnerability report analysis to a comma-separated value (CSV) file requires the
Export Report Data access right. If a user does not have the correct access, the Export

button is disabled.
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6. Inventory

Home | Reports | Inwentory | Packages | Computers | Sroups | Users | Options | Help |

The Patch Management Server has the capability to determine what patch is applicable to what
machine and has strong inventory capabilities for all the software, hardware, operating system and
services on a system. The inventory reports all Operating System, Installed Software, Hardware and
their device drivers, and Services from a network perspective down to the single machine level.

Clicking the = will display the list of computers containing this inventory item. Clicking the =l will hide
this list from view. The computer list is refreshed each time it is displayed. The alternative method to
obtain this list is to click on the name of the inventory item and the page will be refreshed with this list.

ParcHLINK

N ! Inventory
Hema | Raports | Invsstory | Packiger | Competang | Jraupr | Lpers | Optlang @ Help

Inwentory Sumnary Sapich (inwarbory mame| GroUpEs |- A1 w

Inventory . Y Tetal: &

Softmare Programs ik

1
GEMT BMANAGEMENT CENTER i

IENT SERVER 1

(8| pATCHLINE SYSTEM IHEQRMATION 1
B ey 1
1

8| Wi ARE TOOLS

Page Functions

Display and Hide
Click the ® to display additional information and statistics about the represented

item. Click the =l to hide this information from view. The information is refreshed

each time it is displayed. The information expansion functionality (E,E) is only
available for Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Inventory Summary page header.
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N !._ Inventory T
Hoeme | Repors | Inventery | Packepes | Computers | Greups | Users | Sptlens | Halp Harver Theea T16/2004 1116154 PM I:ISI-'IT-I:I'."IIJD:
INWentory SUMIArY 5k (auentor mamel: Graups: [— AR~ =]
Typel [Opesting Setems -
Save as Default Viewr [ [ Update Wiew
e Search

Search (inventory name) '

You may search inventory for more granular results by entering the inventory

name text into the Search field and clicking on the'=====J Update View
button.

This will return the inventory having the name of the entered text. You may
then click the Save as Default View button to save your filtered view as your
default view for the next time the page is visited.

Save as Default View: DI

o Type
Filter by Type using the pull down menu and click on the ======d Update
View button.
Twpe: | Operating Systems b

Operating Systems
Sofhware

Hardware
Senices

This allows you to search for Operating Systems, Software, Hardware and
Services.

= Operating Systems View

Displays the full operating system platform names and the number of
instances, or times this operating system was detected.

PATCHLINK |

| N !r Inventory

Hums | Bapeb s o Trwiateey | Dathispis | Sormpita i

Grawpd | Uierd | Optiend | Halp Bard i Tiial I1AAD0 11 16654 P (OMT-0T000)

INWENTory SUIBIEAEY  ©a b (nesnbers mammel | . Ll

Tnventory "
Ggreraling Syslens E

B microsoft windows Server 2003, Standasd Edition

=  Software View

Displays the installed software applications and the number of instances, or
times this software application was detected.
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ParcHLivg

W Inventory

Hitrt | Repiers | Bestatory | Packspes | Campatars | Gr

B | Lgers | Cptiens | Hilp Barver Thwal T 162004 1124 37 PH(EHT=07100%

Inwentney SEMmary .., P — Broups | =1
1 pre— -
Inventary L Titals §
Saltmare Programs bk

MICEDSOFT SOl SERVER DESKTCE E}

Software Programs

This displays the name of the software application. Click the & fora
software application to display the list of computers for that application.

Click on the = to close this list.

Number of Instances
The number of times this software application was detected.

You may then click the Save as Default View button to save your filtered
view as your default view for the next time the page is visited.

Save as Default Wiew: DI

e Groups
Filter by Group using the pull down menu and click on the '=====-J Update
View button.

e Al

On by Wi nd aus
Onhy UHEX
ALE
HPF-LLx
Linus
fac O5 X
Saolaris
ninZk
ninZ k3
nings
nings
ninhE
ninHT
nins P

This allows the user to search on any user defined or server defined groups
that exist.



Novell.

o Operating Systems
Displays the selected or filtered operating system.

o Number of Instances
This displays the number of times this operating system platform has
been detected. For displaying the Operating System Inventory for a
single computer, this is always one.

You may then click the Save as Default View button to save your filtered
view as your default view for the next time the page is visited.

Save as Default View: DI

e Hardware View
Displays the client Hardware devices.

PATCHLINK

N !r Inventory

Homa | Reportn | Dnvwentery | Packapan | Sempubars | Graups

Umans | Ogrtioad | Halp Sansar Times TG00 1135050 B0 (GMT-07000)

Inwenlory Summary srch [icvamnbory namall drevpr: | I _|

Inventory %
+ = Wardware Device Classes

# | @ aios

= W Computer

Instances

Instances

o Hardware Device Class
Hardware is separated into device classes such as disk drives,

processors, network adapters, etc. Click the & to display the list of
devices for each class, or click on the ! to display them all (for a long

list of devices this may take a few moments to generate). Click the = to
close this list.

o Device
A device is a specific piece of hardware, such as a “Microsoft USB

IntelliMouse Optical”. Click the # for a device to display the list of
computers for that device. Click the = to close this list.
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o

Number of Instances

An Instance is a specifically detected device or installed driver. A
computer may contain multiple instances of a installed device or driver.
For example, a computer may contain a video graphics adapter that
contains multiple video sources and destinations in which each source or
destination is discovered as multiple instances of the same device or
driver.

e Services View
Displays the detected services that may or may not be running.

i
N ! L Inventory PATCHLINK
Moma | Reperts | Dnwentery | Peckagas | Computars § Grawpe | Ursrs | Opticaz | Halp Sancar Timas 7162004 114:212 B8 (OMT-0T000)

Ieentory Summary srch [ivasnbery mans’ Troup i =l

T ;I
wim s Dafaul O dal J
Inventary W
SEPvice Name e

EF

CEYRTOCRARHIC SERVICES

SHCE

SLIENT

Action Menu

Service Name
This displays the name of the service.

Number of Instances
The number of times this service was detected.

Export

l Export I Scan Mow '

Export the filtered inventory data to a comma-separated value (CSV) file.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected computers.
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To initialize (choose) all computers, click the Scan Now button without selecting any
computers.

If you choose not to select any computers, the screen will ask you if you wish to
confirm the reschedule the Discover Applicable Updates System Task for all of
the computers.

2 Scan Now - Microsoft Internet Explorer pro... |:||E|rz|

Scan Now

COMFIRM:

This will reschedule the deplayment for the
Discover Applicable Updates System Task for
immediate deployment {(using the deployment's
current options),

Is this what you wish to do?

To reschedule the Discover Applicable Updates, select Yes.

23 Scan Now - Microsoft Internet Explorer pro... |;||E|rz|

SUCCESS:

The Deployment for the Discover Applicable Updates
System Task has been updated.

The Patch Management Server will reschedule the selected computer(s), initialize a
screen stating its success and provide a Deployment link to initialize a new window
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with the results of the Discover Applicable Updates Deployment.

Upon clicking the Close button on the pop-up window, the Computers page will be
refreshed and initialized. Previously selected deployment options are maintained.

Discovered Inventory Security

The Inventory section of the Patch Management Server requires the View Inventories access
right. If a user does not have the correct access the access denied error message is
displayed.

To be able to view the Software inventory requires the View Software Inventories access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the Hardware inventory requires the View Hardware Inventories access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the Services inventory requires the View Services Inventories access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the list of computers on which an inventory belongs to requires the View
Computers access right. If a user does not have the correct access, the hyperlink on the

inventory item is not disabled and the ™ function is disabled.

To export the inventory to a comma-separated value (CSV) file requires the Export Inventory
Data access right. If a user does not have the correct access, the Export button is disabled.
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7. Packages

Home | Reports | Inwventory | Packages | Computers | Sroups | Users | Options | Help |

Distribution Packages contain all the actual patch software and executable code used for patch
deployment. Vulnerability Reports may contain several patch packages that will be deployed in a
specific order. You can create custom packages from this page that do not require the patented Patch
Fingerprinting technology. The ability to create custom packages demonstrates the software
distribution capabilities of ZENworks® Patch Management Server as well as other tasks that you may
require.

Distribution packages will contain whatever you want to deploy on a computer or group. A distribution
package can run tasks or scripts, install software applications, place files (or directories of files) to a
specified location, change the configuration of an application or service, or various other things that
can be done in an unattended manner. The majority of the packages contain the patches for
vulnerabilities, defects or bugs. If you would like to create your own patch, application or script
package, see Section 8; Creating and Editing Packages: Package Editor Wizard and Section 9;
Deploying Packages: Schedule Deployment Wizard for more information on custom packages.

N #2°" Ppackages PATCHLINK

Hama | Repers | Inventary | Pachages | Computars | Groupr | Urers | Dptlons | Halp Farrar Tmai T ERI004 D1pl4rl3 AM [GMT=0T100)
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W Package Mame * Drigin Dperating Systems o
+ | ﬂ CA Q045115 Error refrieying proxy assignments Patchlin® WenMT, WinZk, WinkP, WinZK3 q |
= [ | ) Ca QOS0562 Alert Mezsaqe Doss Not Display Militace Time - [PatchLink WEANT, Win2k, WinsP, Win2k3 a
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el Wena5, WinHE, WinHT
] ﬁ Coifrax [C& WindE Clisnk - vé. 30 Patehlink " sl ¥ IRHE, 1] o
| PatchLind :;: -:;:_ :I'"I:; WInHE [ WinHT, a
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Package Information
Package Name

This displays the name of the distribution package. Clicking on the distribution
package will display the deployments for that distribution package.

The package and Deployment details are as follows:
= Distribution Package Name

= Origin

= Status

= Cache Status

= Cache Request Status

= Deployment Availability

= OS Platforms

= The user who created this distribution package

= The date the distribution package was created

= The user who last modified the distribution package
=  When the distribution package was last modified

= The date when a deployment was last created for this distribution package
Version

= Total number of directories found in the package

= Total number of files found in the package

= Total size of the compressed package size (in KB)

= Total number of prescripts

=  Total number of postscripts

= Total number of command-line scripts

= Total number of dependant distribution packages

= Total number of idle deployments

= Total number of running deployments

=  Total number of deployments that failed

= Total number of deployments that were fully successful
= Total number of deployments for this distribution package
= Description of the distribution package

= Any additional Notes (if applicable)

Origin
This displays where this distribution package was distributed from.

Operating Systems
This displays operating system platforms that this distribution package can deploy to.

Deployments
The number of deployments previously created for this distribution package.
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Page Functions

Display and Hide
Click the * to display additional information and statistics about the represented

item. Click the = to hide this information from view. The information is refreshed

each time it is displayed. The information expansion functionality (E,E) is only
available for Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Packages page header.

N 14°" packages

PATCHLINK

Farpar Timas TALAAI004 14§20 FM (GMT-07100]
Packages earch (package marmel: tak Esabind Pk ;'

e Search
You may search packages for more granular results by entering the package text
into the Search field and clicking on the ===l Update View button.

Search (package nameal: | |I

This will return the package(s) having the name of the entered text. You may
then click the Save as Default View button to save your filtered view as your
default view for the next time the page is visited.

Save as Default Wiew: I:'

e Status
Filter by package status using the dropdown menu and click on
the =====J Update View button.

Status: | Enabled Packages vI
- Al -

Locally Created Packages
Fackages fram the Subseription
Systemn Task Padkages
Dizabled Packages
Naon-Deployable Packages

You may then click the Save as Default View button to save your filtered view as
your default view for the next time the page is visited.

Save as Default View: D

e Operating Systems
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Filter by Operating Systems using the dropdown menu and click on
the === Update View button.

e Al e w

- A -
Oty Windowes
Onhy UM
P,

HP- L
Linux

hdac Q5 x
Salaris
MinZ ke
MinZ k3
Min25
Mings
MinhdE
MinMNT
ninXF

You may then click the Save as Default View button to save your filtered view as
your default view for the next time the page is visited.

Save as Default View: D

Package Statuses & Types

Available Packages ;'
E@Packaue Mame
-
] Ed aTEst V.
New | Current | Tasks | Local Description
> © 45 The package is not cached.
oTo oTo o= The package has been scheduled to be cached
b - hd or is in the process of being cached.
An error occurred while trying to cache the
& o % package.
7 The package is cached and ready for
v {é} = deployment.
o3 By {% ll;j The package is currently deploying (animated).
i & EE | The package is disabled.
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New
This distribution package has been released and its metadata has been downloaded
from the Subscription Host Server since you began your Patch Management Server
session.

Current
This distribution package has been released and its metadata has been downloaded
from the Subscription Host Server before you began your Patch Management Server
session.

Tasks
This is a system task distribution package.

Local

This is a locally created distribution package.
See Section 9; Deploying Packages: Schedule Deployment Wizard for more
information on custom packages.

Page Functions

Display and Hide
Click the & to display additional information and statistics about the represented

item. Click the =l to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (E|,) is only available
for Microsoft Internet Explorer at this time.

Sort

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.
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Action Menu

Wiew Deploy Add Change Remove Export IUpdate Cache

View
This displays additional information about the distribution package. In this view you
can also click to view the distribution package’s deployments.

Deploy

This creates a deployment for the selected distribution package. See Section 9;
Deploying Packages: Schedule Deployment Wizard for more information.

Add

Create a new local distribution package See Section 8; Creating and Editing
Packages: Package Editor Wizard for more information.

Change

Change a local distribution package. See Section 8; Creating and Editing Packages:
Package Editor Wizard for more information.

Remove

This removes any non-System Task selected distribution packages. The Patch
Management Server will re-download the package metadata (and not the files or
scripts) for any deleted PatchLink provided distribution package (via the Patch
Management Server’s subscription service). The Patch Management Server will only
cache the package if it is critical or being requested by a deployment.

Export

Export the distribution package list (and their information) to a comma-separated
value (CSV) file. The order of the data is based on what the current display is sorted
on.

Update Cache

Initiates the process to cache (or re-cache) for the selected distribution packages. If
no distribution packages are selected this will re-cache all of the previously cached
distribution packages.
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Distribution Packages Security

The Distribution Packages section of the Patch Management Server requires the View
Packages access right. If a user does not have the correct access the access denied error
message is displayed.

To be able to view the deployments for a distribution package requires the View Deployments
access right. If a user does not have the correct access the hyperlink on the Package Name
will not be displayed.

To be able to create a deployment for a selected distribution package requires the Deploy
packages access right. If a user does not have the correct access the Deploy button is
disabled.

To be able to create, change or remove distribution packages requires the Manage Packages
access right. If a user does not have the correct access the Add, Change and Remove
buttons are disabled.

To export all of the distribution packages and their information to a comma-separated values
(CSV) file requires the Export Package Data access right. If a user does not have the correct
access the Export button is disabled.

To cache the selected (or re-cache all of the previously cached) distribution packages
requires the Cache Packages access right. If a user does not have the correct access, the
Update Cache button is disabled.
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Deployments

A Deployment, in its simplest form, allows a Patch to be downloaded by a Deployment Agent,
so it can install it. In more generic terms, a Deployment is the encompassing instructions
around a Distribution Package that describes to the Deployment Agent how to deploy the
package. The contents of the Distribution Package contain all the other necessary
information (info, files and scripts) required to actually perform whatever needs to be done:
install this patch executable, stop this service, validate a system condition, change a
database entry, etc.

Deployments can be created throughout the product, but basically encompass three main
areas: Report-based Deployments, Package-based Deployments and a Group's Mandatory
Baseline.

Report-based Deployments

A Vulnerability Report contains multiple associated distribution packages and the
target package to be deployed depends on the assigned computers. As a computer
goes through the Discover Applicable Updates process, it is assigned Vulnerability
Reports to scan as the Patch Management Server determines they are applicable to
the computer. Based on these results, a User has the ability to determine which
computers to deploy the "Patch" (Vulnerability Fix) to. Behind the scenes, the Patch
Management Server goes through and makes sure that the computers get assigned
the correct Distribution Package.

Package-based Deployments

A Distribution Package is assigned a single operating system, thus only those
computers whose operating system matches are able to perform the deployment.
Package-based Deployments are the easiest to create, though they do not give you
the granularity to tell the User which computers really apply to this patch (or package)
or not.

Group Mandatory Baseline

A group contains a feature called its Mandatory Baseline, or the ability to define a
baseline of Vulnerability Reports or Locally-created Distribution Packages as being
the base set of patches and other packages that must be installed for the group's
computer members. In terms of Vulnerability Reports, a Mandatory Baseline will
continually check to verify and validate that the patch is actually installed; if it is not, it
will deploy the necessary distribution package to get it to be installed.

Select a specific Package Name link from the Package Name column to view
information and deployment details.

The package deployments section displays all of the deployments that have been
created for the distribution package.

The Distribution Packages section displays all of the packages that the Patch
Management Server has available to it, various functions to manage them, and the
number of Deployments created to deploy a package.
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Clicking the = will display additional information about the deployment. Clicking the

= will hide this information from view. The information is refreshed each time it is
displayed. The deployment information contains:

Deployment name The name of the deployment
Type Deployment for which type of a package
Status This can be:
o Enabled
o Disabled
o Paused
Deploy manner The manner in which this deployment occurred. It can be
o Sequential

o Parallel
o First come first serve
o Distribute to # of computers at a time

Schedule type This can be:
o Recurring
o Onetime

Start date The date and time this deployment was started
Deployment Notes Additional information about the deployment
Created by The user who created this deployment

Created on The date and time this deployment was created
Last modified by The user who modified this deployment last

Last modified on The date and time this deployment was last modified

End date The date and time the deployment was completed
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Select a specific Deployments Package Name to view deployment details.

Deployment Types and Status

New Current Local System Mandatory Description
Task Group
= | | o) o] . .
i [t 9o 1Ll Deployment with no assigned computers.
= [ | ey [} . .
o ﬁ I_.;’d. %ﬂ' % Deployment currently deploying (animated).
A = EA &5 TN Deployment waiting to start.
et S o et
. — . Deployment which all of the assigned
2 E3 = | L computers and groups have finished
successfullv.
a Wid B&l Fra 7 I?eployment in which at least one computer
P L wr L = finished unsuccessfully.
| 25 ﬁ- ,l_ Deployment that is disabled.

= New: A new deployment is a deployment that has been created since you
logged on to your current session.

= Current: A deployment that was created before you logged on to your current
session.

= Local: A deployment is of a locally created distribution package.

= System Task: A system task deployment contains a system task distribution
package to perform required or PatchLink provided tasks. These
deployments may include automated schedules in which the membership of
the deployment may not be modified, though the schedule may.

= Mandatory Group: A deployment is created through the mandatory baseline
for a group. This deployment is automatically created and managed through
the mandatory baseline process.

Name
The name assigned to the deployment.

Initial Start Date
The schedule date the deployment is to begin. For recurring deployments this is the

first scheduled date of the deployment.

Statistics
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The right-hand side of the report entry contains columns which illustrates the current
result statistics for deployments by package.

Result | Result Definition

The total number of computers or groups that finished the deployment
successfully.

The total number of computers or groups that finished the deployment
unsuccessfully.

The total number of computers or groups that are assigned the
deployment.

The total number of computers or groups that are in process of executing
the deployment.

= AR

The total number of computers or groups that finished the deployment.

e, &
N

The percentage of the computers or groups that finished the deployment.

Deployment Summary

This view illustrates the overall information about this particular distribution package including
its content, deployment status, etc.

Deployments of a package are designated by the following types:

Result | Result Definition

@ Deployment of a mandatory baseline item for a group.

t‘] Deployment of a distribution package (provided by PatchLink).

Deployment of a new distribution package (provided by
PatchLink).
.:"S} Deployment of a new distribution package (provided by
- PatchLink).

B Deployment of a locally-created distribution package.

Each deployment has the following states, depending upon the status results of the deployment
(using a distribution package deployment for the deployment type).

Result | Result Definition

t:} This deployment has not started.
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This deployment is currently in progress. (animated)

This deployment has finished and all targets of the deployment came back
as they deployed the package successfully.

This deployment has finished and at least one of targets of the deployment
came back as it deployed the package unsuccessfully.

g &

This deployment has been disabled or put on hold.

Action Menu

Deploy Abork Enable Change Remoyve Disable Expork

Deploy
Deploys the current (selected) package. This will launch the Deployment Wizard. You
can quickly schedule a package for deployment or distribution to computers with
Client Agents from this wizard. See Section 9; Deploying Packages: Schedule
Deployment Wizard for more information.

Note: You will not be allowed to create new deployments of System Task Packages
from PatchLink (only modify their schedule).

Abort
To abort one or more deployments:
= Select one or more deployments.
= Click the Abort button at the bottom of the page.

This will cancel one or more deployments. The computers that have already received
the package will not be affected and any other computers will show that the package
deployment was aborted before the deployment could occur.

Note: You will not be allowed to abort deployments of System Task Packages from
PatchLink.

Enable

Click on the Enable button to enable a paused or a disabled deployment. The
deployment will then be scheduled to occur according to its schedule type and
manner.

Change

This will launch the Deployment Wizard, allowing you to make modifications to any
deployment. All deployments can be changed, including deployments of System Task
Packages from PatchLink. Note that System Task Packages are automatically
assigned to computers, so removing a computer from a deployment of a System
Task Package will have no effect (the computer will be re-assigned to the deployment
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by the Patch Management Server). See Section 8; Creating and Editing Packages:
Package Editor Wizard for more information.




Novell.

Remove

Removes the selected disabled deployments. To remove one or more deployment
entries:

= Select one or more deployments
= Click the Remove button.

This will delete the selected package deployments from your Patch Management
Server. Removing a deployment will have no affect on computers that have already
received the deployment.

Note: you will not be allowed to remove deployments of System Task Packages from
PatchLink.

Disable

Disables the deployment. The deployment will be paused and no longer deployed to
the assigned computers.

Export
Export the deployment data to a comma-separated value (CSV) file.

Deployment Details
The deployment details section displays the assigned computers and groups and the status

of the deployment for each. To view the group membership results for the deployment, click
on the name of the group, then select that specific deployment package’s Name link.

Computers and Groups Scheduled for 7122003 1:45:00 PM {Agent Local Time) Totali 1

] % MName % Status Last Run Status Last Run Start Date Last Run Completed Date Next Run Date
O % WPDADDY-PC Completed Success F12/2003 2:48:41 PM 7A12/2003 2:49:54 PM

Computer Status

Computers and Groups Sch-\'f'

——
|| Name .
Lk WAMRUTHA P
Status Description

&E This is an enabled deployment agent.

A The agent is sleeping as it is outside its hours of operation.

O This is an enabled detection agent that does not correspond to a registered
’ deployment agent.
& The agent is considered to be offline as it has not contacted the Patch

Management Server in more than two intervals (minimum of 15 minutes).
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i

This agent has been disabled.

Name

This displays the name of the computer or group. The name of the group is also a
hyperlink. Clicking the link will display the members of the group and the status of the
deployment for each.

Status

This displays the status of the deployment for the computer or group.

Status Description

The computer or group has not started the deployment.

e The deployment start time has not been reached.

e The computer has not contacted the Patch Management Server since
the start of the deployment.

e The deployment limit was full the last time the computer contacted the
Patch Management Server. It will try again on its next interval.

Not Started

In Progress | The computer or the group has started the deployment.

The computer or group has finished at least the first occurrence of this

Not ) recurring deployment, but the next instance of this deployment has not
Running started.

Computer members of a group are not assigned the deployment for a
Not group deployment until the computer has contacted the Patch
Scheduled

Management Server once the deployment start time has been reached.

The Patch Management Server is currently downloading the necessary
Obtaining distribution packages for the deployment. Once they have been cached
Package (and the deployment start time has been reached), the computers will be
able to download perform the deployment.

Completed | All computers and groups have finished the deployment.

The specific computer or group assignment for this deployment has been

Disabled |y bled.

Last Run Status (link)

This displays the status message from the last time this computer or group performed
the deployment. Once the deployment has been performed, the specific results of
the deployment for that computer can be displayed by clicking on the status text.
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Deployment Results

Deployment Status for \\CITIDAL

Package Mame: zTest: PDK 3 Mext Run Date:
Deployment Type: Computer Deployment Last Run Status: Successz
Associated Impact: Informational Last Run Start Date: &6/23/2003 11:23:34 AM (GMT-07:00)
Deployment Status: The deployrment completed succes sfully, Last Run Completed Date: 6/23/2003 11:24:37 AM (GMT-07:00)

Last Run Results: Success

= Package Name: This displays the name of the distribution package that was
deployed.

= Deployment Type:
This displays the deployment type.

= Associated Impact: This displays the impact of the associated vulnerability
report, if the distribution package is associated to one.

= Deployment Status: This displays the overall deployment status information.

= Last Run Results: This displays the results of the last time the computer
performed the deployment.

= Next Run Date: This displays the date when the computer is to perform the
deployment again, if the deployment is recurring.

= Last Run Status: This displays the status of the last time the computer
performed the deployment.

= Last Run Start Date: This displays the date when the computer last started
the deployment.

= Last Run Completed Date: This displays the date when the computer last
finished the deployment.

Last Run Start Date
This displays the date when the computer or group last started the deployment.

Last Run Completed Date
This displays the date when the computer or group finished the last deployment.

Next Run Date
This displays the date when the computer is to perform the next deployment.

Page Functions

Display and Hide
Click the = to display additional information and statistics about the represented
item. Click the [= to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (I=,*) is only available
for Microsoft Internet Explorer at this time.

Sort ¥
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The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Auto Refresh

Auto-Refresh: |:|

Where present and when selected, the Auto Refresh function
automatically refreshes the page every 15 seconds.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Enable Disable Expark
Enable
This enables the selected disabled deployment assignments.
Disable

This disables the selected enabled deployment assignments. Disabled deployment
assignments cause the individual deployment for the agent or group to not be
performed while not affecting the overall deployment. Recurring mandatory baseline-
based deployment assignments will automatically be disabled after the deployment
has failed three times.

Export

Export the deployment status and details to a comma-separated value (CSV) file.
The order of the data is based what the view is sorted on.

Package Information

Click on the Information tab to display the information about the distribution package. The
Information section is broken down into two sections: Package Information and Package
Content.
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Package Information

= Name: This displays the name of the distribution package.

= Status: This displays the status of the distribution package.

= Operating Systems: This displays the operating system platforms that this
distribution package can deploy to.

= Created By: This displays the user who created the distribution package.

= Created On: This displays when the distribution package was created.

= Last Modified By: This displays the user who last modified the distribution
package.

= Last Modified On: This displays when the distribution package was last
modified on.

= More Information: This hyperlink will bring up a browser window with a page
that displays more information about the distribution package or the
vulnerability.

= License Information: If the distribution package requires a license to be
agreed to, then this hyperlink will bring up that license page in a browser
window. The license will have to be agreed to before (done when creating a
deployment for it) a deployment can be created for the package.

= Description: This contains additional information about the distribution
package or the patch contained inside.

Package Contents

= Files: This displays the number of files that are downloaded when the
distribution package is deployed.
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= Directories: This displays the number of directories that are created if they do
not exist when the distribution package is deployed.

= Disk Space: This displays the compressed size of the distribution package.

= Dependencies: This displays the number of other distribution packages,
which must be installed prior to this distribution in order to be deployed.

= Scripts: This displays the scripts that the distribution package contains.

Action Menu

[ Deploy ] [ Change ] [ Disable ] [ Enabla ” Expaort ]

Deploy
This creates a new deployment of the distribution package.

Change

This allows a User to change the local deployment package. See Section 8; Creating
and Editing Packages: Package Editor Wizard for more information.

Disable

Disable the distribution package from being able to be deployed. If the distribution
package is already disabled, this button will not be displayed.

Enable
Enable a distribution package so it can be deployed. If the distribution package is

already enabled, this button will not be displayed. This enables the selected disabled
deployments so they are now available for computer deployment agents to obtain.

Export
Export the deployment data to a comma-separated value (CSV) file.
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8. Creating and Editing Packages: Package Editor
Wizard

The Package Editor steps through the process of creating or editing packages.

Notes:

Always test the package within your test network of computers to make sure
that there are no unexpected problems before deploying.

The package editor is an ActiveX control and requires Internet Explorer 5.0
or higher.

If the Package Editor control has not already been installed on the local
browser, it will be downloaded and installed. Once the package editor control
has been installed, it will not be downloaded again.

Create or Edit Package

From the Packages homepage, click the Add button (or the Edit button if you wish to change
a previously created package) on the Action Menu. The package editor screen is initialized.

<23 https:fsupport-w2k2. patchlink.com/packages/pkawizpage. .. [Z”E X|

Package Editor
Enter a name for thiz package

Mame:

|Test Package 1

Mames are not required to be unique 3o choose a name that iz specific to the
cantents of this package.

Dezcription; [optional]
Test1

Since the package names are not unique, the description iz the first item another
uzer will read to determine if this package fitz their needs.

Information URL: [optional]

The infarmation URL can link to additional information on the contents and usage
of the package. The information URL will be displayed when viewing package
information and will allow the user ta link to extended packaage infarmation.

5.0,0.0

| MHext» | Cancel
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Screen Functions

Name:

Skip

The Skip the Introduction checkbox will determine if the Introduction page will be
displayed each time the wizard is accessed. Click in the checkbox to prevent the
Welcome screen from appearing the next time the Package Editor Wizard is
initialized.

Back

The Back button is disabled since this is the first page of the wizard. In subsequent
screens, the Back button will initialize the previous screen.

Next
The Next button initializes the wizard’s next screen.

Cancel
The Cancel button closes the wizard.

Enter a name or title for your package. The name is required and you will not be able
to move to the next page of the wizard until a name has been entered. Make your
package names descriptive but short and remember that two or more packages may
have the same name. You may change this name at a later time by modifying this
package.

Description:

An optional description allows you to specify further information about the package. A
good practice would be to add additional information as the package is modified, or
to provide cautions and/or warnings to the potential user.

Deployment Options:

To include a deployment option to indicate a manual installation of the patch is
required, please type in (manual install) in the description field.

A number of additional deployment options are available here by including them in
with the flags delimiter. To add these, add (PLFlags: flag list goes here) to the
description field.

-y Perform an uninstall (can be used with -m or -q)

-f  Force other applications to close at shutdown

-n Do not back up files for uninstall

-z Do not restart the computer when the installation is done

-g Use quiet mode, no user interaction is required

-m Use unattended Setup mode

-l List installed hotfixes

-1 Force the script to reboot when the installation is done

-2 The installer may reboot

-yd This option (uninstall) is available on the deployment wizard
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-fd  This option (Force other applications to close) is available on the deployment
wizard

-nd  This option (Do not backup) is available on the deployment wizard

-zd This option (do not restart) is available on the deployment wizard

-qd This option (quiet mode) is available on the deployment wizard

-md This option (unattended mode) is available on the deployment wizard

-ld  This option (list mode) is available on the deployment wizard

-1d  This option (force reboot) is available on the deployment wizard (and it is
controlled by the script)

-PLDO Deploy only, do not run the script just drop the files

-PLNP Do not show a popup to the user

Notes:

= Many setup and installation packages are different and thus, the above flags
are likely to change from package to package.

= To add different flags, simply type in their code. There is an input box
available in the deployment wizard to allow the user to see the flags not
displayed above.

Information URL

The optional information URL can link to additional information on the contents and
usage of the package. The information URL will be displayed when viewing package
information and will allow the user to link to extended package information.

Click on the Next button to initialize the wizard’s next screen, which allows you to
select operating systems


https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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Operating Systems

The Operating Systems screen allows you to select which Operating Systems you wish to
deploy the package to.

e | https:/isupport-w2k2. patchlink.com/packages/pkawizpage. .. E@E‘

Package Editor
Select one ar more operating systems for this package

OPERATING SYSTEMS:

05

O wirxpP

OwirNT

O winME

Owirgs

Owings

Owinzk3 3
< »

Be careful when selecting multiple operating aystems. Since directary
stuctures, executable file types, and available scripting languages vary
agreatly from 05 to 05, a package designed for one 05 may fail when
applied to anather 05,

Cancel |

To select an Operating System, click in the checkbox to the left of the Operating System
name. You can not click on the Next button until you have chosen at least one Operating
System.

Note:

Be careful when selecting multiple Operating Systems. Since directory structures, executable
file types, and available scripting languages vary greatly from Operating System to Operating
System, a package designed for one Operating System may fail when applied to another
Operating System.

After you have selected the operating system(s) you wish to deploy to, click the Next button.

Adding Files

The File Editor screen allows you to add files to the package and describe where the files will
be installed when the package is deployed to the computers on your network.
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23 https:/isupport-w2k2. patchlink.com/packages/pkawizpage. .. @g‘

Package Editor
Add fles and directories to the package explorer window
by dragging and dropping files or by selecting
the options found when you right mouse click on a target location

| Folders | | Mame

$} [ aiget Lomplay

Add Direckary, .,

Create MACRD  » Y TEMP %
Create Drive, .. YWINDIR S,
Create Folder. .. ABOOTDIR Y
i %%ROOTDIR %
%PROGRAM FILES®:
Y OMMON FILES®:

Directaries: 0 Files: 0
[™ Backup files before replacing

Files that are being ovenwritten will be zaved to the backup directory. This option must be
specified for package roll back to be supported.

< Back | Mest » | Cancel |

A Windows Explorer type window initializes with a directory tree on the left starting at "Target
Computer” and a file list on the right. Initially, these are both empty except for the “Target
Computer”in the tree view. The Target Computer folder signifies the computer(s) on which
this package will be installed. It is automatically created for you and cannot be deleted.

You can begin to add files and/or directories to the package by either:

= Right-Mouse clicking on the "Target Computer" and selecting one of the
options from the popup menu.

= Drag directories from a Windows Explorer or My Computer window onto the
Target Computer.

= You can also drag files from a Windows Explorer or My Computer window
onto any drive or directory in the tree view or into the file list.

Note:

We recommend using the temp directory when delivering the package to your target
computer. The files will be deployed to %systemroot%\temp directory (c:\winnt\temp on
Windows 2000 Computers).

Once the files you want in the package have been added, or while you are adding them, you
can create the directory structure for the package. You can right mouse click on most of the
items in either window for options on adding, renaming, or deleting items. You can also drag
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and drop items from one place on the tree to another or from one window to another in much
the same way you would in Windows Explorer. The Right-Mouse Click options are:

Add Directory

This option will bring up a file system browse window, where you can select which
directory you wish to add. This option is always available.

Add Files

This option will bring up a file system browser window, where you can select which
files you wish to add. This option only becomes available once there is a directory
level created (or added) under Target Computer.

Create MACRO

You may create Folders from what are referred to as Macros. Any macro name can
be created by placing matching % sign's around a word when using the Create
Folder option. The file editor allows you to create common macros by using the
Create Macro option when right-mouse clicking on the Target Computer. Macros can
be environment variables that are defined in the System Environment or special
macros that only the Client Agent can expand. The following are a few examples of
common macros:

% TEMP% The operating system temp directory location.
% TEMP%is a macro that is guaranteed to exist on
most systems. If it's not found in the operating
system environment then it is created. % TEMP%
typically expands to c:\Windows\Temp, c:\Temp,
c:\WinNT\Temp, or /tmp depending on operating
system and configuration.

%WINDIR%  The operating system windows directory location.
%WINDIR% typically expands to c:\Windows.

%BOOTDIR% The operating system boot directory location.
%BOOTDIR% typically expands to c:\.

%ROOTDIR% The operating system root directory location.
%ROOTDIR% typically expands to c:\.

%PROGRAM The operating system program files location.

FILES% %PROGRAM FILES% typically expands to
c:\Program Files.

%COMMON  The operating system common files location.

FILES% %COMMON FILES% typically expands to
c:\Program Files\Common Files.

Not all macros are available on all Operating Systems. Please only choose the
macros that are available for the operating systems and configurations you are using.
This option only becomes available on the directory level directly under Target
Computer.

Create Drive

If your standard computer installation uses drives other C:\ or this package will be
deployed to computers that use drives other than C:\, you can add drives to the
package by right mouse clicking on the Target Computer and selecting the Create
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Drive option. Once the drive is created you can drag and drop the files or folders as
needed to create the correct directory structure.
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Create Folder

This option brings up an input window. This window allows you to type in the
directory name you wish to create. This option is always available.

Delete

This option will delete the directory or file you have right-mouse clicked on. This
option is only available on directories or files under the Target Computer.

Rename

This option will rename the directory or file you have right-mouse clicked on. This
option is only available on directories or files under the Target Computer.

You may place files in any Drive, Folder, or Macro Folder you create. You can
rename any file or folder. The package editor will keep track of where the original files
were found. No changes will be made to the path names or file names on the
computer on which the package editor is running as you are building a representation
of where the files will be installed when the package is deployed.

23 https:fisupport-w2k2. patchlink.com/packages/pkewizpage. .. @@@

Package Editor

Add files and directories to the package explorer window
by dragging and dropping files or by zelecting
the options found when you right mouze click on a target location

ZTEMPZ

[ Folders Mare | Size | Modifie
= & Target Connputer 5& HILpbfF3.dl_. b=t 1] 729/

i3 XTEMPX 5 hpbffadl_ ket 0 7429/
5 Hipbff prm_ bt 74294
%7 hpbifaz dl_ bt 7429/
5 hpbffS.di_.tst 7429/

Directories: 1 Files: &

I Backup files before replacing

Files that are being owvenwritten will be zaved to the backup directony. This option must be
specified for package roll back to be supported.

< Back | Mest » | Cancel

Note:
Please delete all directories that you do not want installed when the package is
deployed as the empty directories will be created on the target computer.
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Backup Directory

Select "Backup files before replacing” if you wish to create a backup of the files that
you are adding to the package. With a backup enabled, when the agent downloads a
file it will check to see if the file already exists on the machine. If it does exist the
agent will first copy the original file to the backup location then replace the file with
the new version from the package. Enter the backup directory path in the text box
below the option or use the Browse button to search for the path.

Click on the Next button to initialize the wizard’s next screen, which allows you to
create scripts to run at deployment time

Create Scripts

The Create Scripts screen allows you to create scripts that will be run on the computer during
the deployment process. A software package can have up to three scripts, one of each type.
Scripts are executed in the follow sequence:

=  Pre-Script

= Files are downloaded and copied to target locations
= Command Line Script

= Post-Script

<3 https:/support-w2k2. patchlink.com/packages/pkawizpage. .. |Z||E|fg|

Package Editor
Enter any additional scripting required for this package

Scripting:
Type of Script: Soript Language:

[ | [

I Script Execution Directory:

e

Use of macros (ie., ZTEMPY, ZWINDIRX] is strongly encouraged. Target computers may
hawe different file spztem structures. So, the use of abzolute [or hard coded] paths may not
ezt

< Back | Heut > | Cancel



https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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Script Types

Pre-Script

The Pre-Script can be used to test for a condition of the machine, shutdown a
service, etc. For example; you can stop the package rollout in the pre-script by using
the SetReturnCode in the PLCCAgent script object. Pre-Scripts can take the form of
VBScript or JScript.

Command Line

Command Line Scripts are often used to launch executables. The format is the same
as a standard CMD or BAT file.

Post-Script

Post-Script can be used for any clean-up operations, delete files, start services, run a
installer, etc. Post-Scripts can take the form of VBScript or JScript.

Script Editor

Script Type

Select the type of script you would like to execute from the Type of Script dropdown
box.

Script Language
Select scripting type from the Script Language dropdown box.

Script Execution Directory

Select Script Execution Directory if you want your script to run somewhere other than
the default location. Enter the backup directory path in the text box below the option
or use the Browse button to search for the path.

Edit Script
Click the Edit button. This will display the Script Editor dialog.

Note:
We recommend using a VB Script to tell the agent what to do with the package.

Click the Edit Button to create your script.
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Here is a simple VB Script below that will just execute the package once the package
gets delivered to the target computer.

Script Editor

Scopk: Visual Bazsic Scrpt

On Error Resume Mext
Dim WinShell
Dim Rcode

SefwfinShell = Create0bject]" S cript. Shell]
Roode=winShel. Run [Magent rallout. exe,0,True]

Output [Responze \wiite]:

Errors:

Success

Scrpt Directony:

ok Cancel

Test the script by click the Run button on the bottom left corner. View the Errors
field: If the results read “success,” click the OK button to close his window and the

Next button to initialize the next window. If you get a failure message, correct your
script until a success message is achieved.
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2 https:/lsupport-w2k2. patchlink.com/packages/pkewizpage. .. |

Package Editor
Enter any additional zcripting required for this package

Scripting:
Tupe of Script; Script Language:
Pozt-Script ﬂ |VBScript ﬂ

Dim wzh As Object
Set wseh = Create0bject] WS cript. Shell')
wzh Fun "myexe exe’ 0, True

[¥ Scrpt Execution Directon

ZTEMPZ Browze

Use of macros [ie., ¥TEMPE, 32WIHDIR%] is strongly encouraged. Target computers may
hawe different file systen structures. So, the uze of absolute [or hard coded] paths may not
exist

< Back | Heut » | Cancel

Click the Next button to initialize the wizard’s next screen, which allows you to select
package dependencies.

License URL

The License Agreement screen allows you to enter in an optional License URL, which can
link to licensing information for the contents of the package.

This is not normally used for packages that are in-house file distributions. It is primarily for
packages containing items such as operating system service packs, device drivers, etc. The
License URL will be displayed when viewing package information and will allow the user to
link to the license information.

Simply select the License Agreement checkbox and type in the URL destination address of
the License Agreement.
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<X hit ps:{/support-wik?. patchlink.com/packages/pkewizpage. .. |

Package Editor
Enter a licenze URL [optional]

Licenze agreement
[v This package requires acceptance of a license agreement

License URL:

v icenseagreement. com|

If the filez in thiz package require a licensing agreement, select the check box
and enter the URL of the licensze agreement.

Certain types of filez or zoftware reguire the acceptance of licensing agreements
before inztallation of the software (such as Service Packs for operating spstems),

MHate: When a license URL iz required the license agreement page will be
dizplayed before the end user will be allowed to complete scheduling the rollout
of the package.

When scheduling a deployment of the package, the license page will be displayed, and the
end user will be required to click the Accept button to complete scheduling the deployment.

After entering the License URL (optional), click the Next button to initialize the wizard’s next
screen, which is a summary of the package.

Note:
If you select the License Agreement checkbox, you must type in the URL destination address
of the License Agreement to initialize the Next button.

Summary

The Summary screen displays a simple summary of the package before the package created
or the changes are committed.


https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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3 hitps:/fsupport-w2k2. patchlink.com/packages/pkgwizpage... E]E|

Package Editor
Summary of curnent package

The fallowing iz a summary of the package. [F you wish to make changes befare
uploading it, click the Back button. To upload it az it iz, click the Finizh button,

General Information
Mame: Test Packl
Description:
Infarmation URL:
Licenze LUAL:
Operating Systerng;

v ake thiz package available for rollout

¢ Back | Mext » | Cancel |

Selecting the Make this package available for rollout checkbox, will enable the package to
show up in the list of available packages / available for deployment (once the package is
created). You may wish to de-select this item if you are creating a skeleton package that will
have additional files or details added at a later date or do not wish to have the package
scheduled for deployment at this time.

Click the Next button to initialize the wizard’s next screen, which will commit the changes,
create the package, and upload the package data.

Upload
The Upload screen appears verifying that the data is unpacking and uploading.


https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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3 https:[isupport-w2k2. patchlink.com/packages/pkawizpage. .. | E|E|

Package Editor
|Uploading package data

Upload Status:
Compress/Upload/Fackage

Owerall Completian:
ENEEEEEEEEEEEEENENNENENEENNENNNEEEEEEN

Upload Log:

Freparing Package
Compreszing and Uploading new files
Uploading Package definition

Cancel

Once the Upload is complete, the Next button will initialize. Click the Next button to initialize
the Updated Summary screen.

Updated Summary

The final screen displays a simple summary on the saving of the package, and whether it was
successful or failed. If a failure occurred, the error code and description will be displayed.
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2 https:/isuppont-w2k2. patchlink.com/packages/pkawizpage... |

Package Editor
Click Finizh to cloze the editor

Fackage upload summary:

Successtully uploaded the following package:
MHarme: Test Packl
Description;

Information URL:
License URL:
Operating Systems:

¢ Back | Mest > | Cancel |

Click the Finish button to close the wizard and complete the operation.

Upon refreshing of the Packages page, you can view your package by the name you gave it upon
creating it, and view the operating systems that you chose to deploy to during the patch building
process.

% 01001 PATCHLINK
%}991 Packages —

Home | Reports | Inwentory | Packages | Computers | Groups | Users | Options | Help | Seruar Time 002 12:19:54 PM (GMT-07:00)

Distribution Packages

Available Packages . Y Total: 1444
| 'y Package Name Drigin y
4 in95, Windg, WinME, WinMT,
e :D Test Packl Update Local | |Win2k, Netware, Linusx, Winxp,

sglaris, Winzk3, ATX, HP-LIX
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9. Deploying Packages: Schedule Deployment Wizard

Use this section in congruence with Section 7; Packages, as Section 8 describes the intricacies of
packages, deployments, events and statistics, while Section 9 focuses on the physicality of the actual
package deployment.

After the Patch Management Server is installed and agents are deployed, it is necessary to conduct
some analysis of the vulnerabilities present within the computers on your network.

When conducting initial remediation, it is wise to begin with service packs and cumulative patches
first, as this will significantly decrease the number of individual patches that need deployment.

Once the necessary computers are fully patched, it will only be necessary to deploy the new patches
that are made available each week.

The Deployment Wizard steps through the process of selecting computers that will receive that
package, select a one time or recurring deployment, and select the date and time to deploy the
package.

Note:
Always test the package within your test network of computers to make sure that there are no
unexpected problems before deploying.

Select the patch you wish to deploy by clicking on the bulletin hyperlink.

PATCHLINK

Homet | Ruparts | Ineentery | Padhages | Compeners | Groups | Users | Sptons = Help Sarvar TIme 701 %30 04 120241 15 P (GMT-07T1 0}

Packages #arch [package namel: |m tabon: | Enabded Faoksges o
) 5 ~
E Dedwult | Lig-dals Wi
Enabled Pockages N Totsll 1543
1 Packane Mame = Origin Operating Systems
[ [ ¥ H5 252020 Mecrosoft Jot 4.0 Service Pack 7 (SPF) DakehLink W5, Winga 5
[= — n HE 297105 Fix for Potential Enghsh Quesy Securty [isun [SO4LFKY Patchlink .-" d ‘whinfy i
, - ; WangS, WInME, 'WinNT, Wingk,
£ M5 297405 Fix for Potential Enclish Quary Security [ssue [S0LT) :
[ |[] N b 297105 Fix For Potentis) - i 71 PatchLink L 0
& HE 299444 [Korean) WinhT Post SF6s Securite Rellup Package L, " -
- — b.”f atchLink niH o
o ﬁ HE 29 {T Post SPGa S=ourity Bollup Package [SRE) PatchLink WinhT 1]
I i M5 ; I enk the HolMHash Policy by Edising the e . B
- E:' Bty [SEE NOTES) stchLink n2k (1 e

From the list of computers that require this patch, click the checkbox next to the item to select,
and click on the Deploy button to launch the Schedule Deployment Wizard
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Welcome
The welcome screen appears.
3 Schedule Deployment - Microsoft Internet Explorer provided by ... |Z||E|fz|

Screen

Schedule Deployment Wizard
Welcome to the Deployment Wizard
This wizard will help you create or edit a Deployment
Schedule.
With this wizard you will:
s« Select the computers that will receive the package.

e Select a one time or recurring deployment.
e Select the date and time to deploy the package.

Click next to begin the wizard.
[] From now on, Please skip the introduction.

I 0

Functions

Skip

The Skip the Introduction checkbox will determine if the Introduction page will be
displayed each time the wizard is accessed. Click in the checkbox to prevent the
Welcome screen from appearing the next time the Schedule Deployment Wizard is
initialized.

Back

The Back button is disabled since this is the first page of the wizard. In subsequent
screens, the Back button will initialize the previous screen.

Next

The Next button Initializes the wizard’s next screen; the package selection page. This
screen will appear if you have not previously selected something to deploy. If you
have selected a vulnerability report or package, then the next button will take you
directly the next screen; the individual computer and computer group selection page.

Cancel
The Cancel button closes the wizard.

Click the Next button to initialize the Package Selection screen.


https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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Package Deployment Target Selection Actions
This screen displays a list of all individual computers and computer groups that you can
deploy to based upon:
= The operating system supported by the package or vulnerability report being
deployed.
= The agents which the vulnerability report are applicable to (only if deploying a
vulnerability report).

‘2 Schedule Deployment - Microsoft Internet Explorer provided by ... E”Elgl
"y

»
Schedule Deployment Wizard :

Select one or more computers and/or groups to
p 9 p Selacted: 10
receive the package (Limit = 2500): ’
&3] Individual WinXP Computers Total: 3%
= Individual WinNT Cormputers Total: 1
Computer Name DMNS Name
WELUPPORT-NT support-nt
] Individual WinZk3 Computers Total; 1
v| | Individual WinZk Cormputers Total: &
H|[#] | Individual wi |
Computer Name DNS Name
WMWBIG-MISTAKE BIG-MISTAKE
WIITIDAL Citidal
WHERCULES HERCULES
WELUPPORT-ADY suppart-ady
WWSUPPORT-W2K suppotrt-wzk
SWSUPPORT-W2K2 support-wzk2 v

In addition to the individual computers and system-created computer groups, there is a list of
all the user created computer groups present on the Patch Management Server. For system
and user based group deployments, the determination of which member computers get the
deployment is only determined at the start of the deployment.

Initially, the operating systems, the system groups and the user groups are displayed along
with the total number of client agents associated with each of them.

To select all computers of a given operating system, click in the checkbox next to each
operating system category. (Limit = 2500)

Click the = to display and select additional or individual computers within a group. All of the
computers for that category will be displayed by computer name and DNS name. Hovering
the mouse over the computer name will display the description and hovering over the DNS
name will display the IP address. If there is no DNS name provided, the IP address will be
displayed.

A deployment requires that at least one computer is selected. The wizard will not advance to
the next step until at least one computer is selected. If the wizard is being used to deploy a
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package associated with a report, then the computers that were selected from the report
page will be selected automatically.

At the top right corner of the wizard, the total number of selected computers will be displayed.
If launching the deployment wizard from the report page when the report does not have a
package associated with it, it will be possible to select a package or packages that do not
cover all of the operating systems of the computers. In this case, only the computers that
match the operating systems of the package will be added to the deployment.

Notes:

This screen does not show up if you have previously selected the package or vulnerability
report to deploy.

Selecting the checkbox selects all computers in the group.

Click on the Next button to initialize the Deployment Schedule screen.

Deployment Schedule
The Deployment Schedule screen contains scheduling information.

A Schedule Deployment - Microsoft Internet Explorer provided by ... |Z||§|[‘S__<

|
: 2
Schedule Deployment Wizard

Select schedule type:

@ One time On:B .ﬁ.t:|2 V|;|D'| V||PM V|

lOF{ecurring

Schedules can be one of the two types:

One Time: (Default)

A one time schedule will start deployments on the selected day at the selected time.
If a one time deployment is scheduled for a date and time in the past, then the
computers will start the deployment the next time they contact the Patch
Management Server.
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Note: A Select schedule type of At Registration appears at the initial deployment of
Packages screen. This allows you to deploy the packages upon them registering to a
Patch Management Server. An At Registration task is only valid for System
Packages and will run when a client agent registers at the server. The At
Registration option is only shown for System Package distributions.

2} Schedule Deployment - Microsoft Internet Explorer, provided by ... |Z||E|g

v,

"
Schedule Deployment Wizard
Select schedule type:
@onetime  on:[7252003 [ a2 v [0 v PM v
ORecurring
CLERUENERNEIY  Cjick on the Calendar Launch Buttona to initialize the
calendar and set the desired date. Click on the hour,
Su [Mo [Tu |we [Th |Fi [sa minute, and AM/PM drop down menus to select the
f ? f f j—‘ ‘é ; desired time.
10 11 {12 [13 |12 |15 [16 |
17 |18 |19 |20 |21 |22 |23 .
24 (2 |25 |2z [28 |28 a0 Recurring
#I e 2l g A recurring task will start on the given start date and will
occur at the given interval and will stop if a stop day is
specified. Click on the radio button to initialize the
recurring task window.
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<A Schedule Deployment - Microsoft Internet Explorer provided by ... E”E|g|
=

?
Schedule Deployment Wizard :

Select schedule type:
O at Registration

® Recurring

|>

Qoours: Draily:

@ Daily EverydaY(S)

OWeekI\;
OMDchh‘

Daily Frequency:

O ©cours once at:

& oceurs every: |25 v||HDur(5) V| starting at|12 ngn V||AM vl
ending at|11 "|:|59 V||PM Vl

Duration:

Start date: B O end date:

& Mo end date

I [

Recurring deployments can be scheduled to occur either:

= Daily
= Weekly (You can choose the days in a week when you want the task to
recur.)

= Monthly You can choose from a day number in a month (first day in the
month’s chosen) or a day in a week of every month (first Monday in the
month’s chosen)

Each of these can also be scheduled to occur at a specific time during the day or
recurring several times during the day at a given interval and between certain hours.
Finally each of these can be scheduled to end on a given day or continue with no
ending date.

= At Registration

An “at registration” task is only valid for System Packages and will run when a client
agent registers at the server. The “at registration” option is only shown for System
Package distributions.

After you have made or modified your schedule selections, click the Next button to initialize
the Deployment Options screen.
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Deployment Options

A deployment has two very distinct sets of options to define how the deployment is going to
behave. These sets of options are: Distribution and Rollout Time.

22 Schedule Deployment - Microsoft Internet Explorer provided by ...

2
Schedule Deployment Wizard '

Deployment Cptions:

Distribution Options

® sequential; Diistribute to computer(s) at a time in a first come first
SErYer manner,
() Parallel: Distribute to all computers at the same time,

Rollout tirne
® Local Time: Distribute when the local time at the agent exceeds the

' scheduled time.

O UTE Time: Distribute when the Coordinated Universal Time (UTC) at the

agent exceeds the scheduled time.

& Local to UTC time converter is available in the help
documentation,

Cancel

Distribution Options

Sequential

Only deploy to a maximum number computers at a time, on a first-come first-serve
basis. The maximum limit is configurable for all deployments and is defaulted to 25
computers. If a computer takes longer than an hour to complete the deployment, it is
no longer counted against the limit (example: the computer may have been turned
off). As computers finish the deployment other computers will begin to receive the
deployment, as long as the maximum number is not exceeded.

A sequential deployment will both limit the bandwidth required from the server and
infrastructure, as well as halt the deployment should an error occur to a bad patch or
other deployment problem.

Parallel

Deploy to all computers as they communicate with the Patch Management Server to
get their next deployment

Use the parallel option if bandwidth is not a consideration, and automatic halt
features are not required.
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Rollout Time Options

Notes:

A deployment will only be given to a computer when the computer's given time has
exceeded the start time of the deployment.

Local Time

Local time will vary depending on the time zone of your location (daylight savings
time may apply). When the computer communicates with the Patch Management
Server, the local time of the computer is checked to see if there are any deployments
available. If you have three computers (each in their own time zone) that
communicate with the Patch Management Server at the same time, each start the
deployment when their local time has exceeded the start time of the deployment.
Simply put, they will each start the deployment at different times with respect to the
Patch Management Server.

UTC Time

Coordinated Universal Time (UTC), is a standardized measurement of time that does
not depend on your local time zone. The time in one geographical location is exactly
the same time in another. UTC is also known as World Time, Z Time, or Zulu Time.
When the computer communicates with the Patch Management Server, the UTC time
of the computer is checked to see if there are any deployments available. If you have
three computers (each in their own time zone) that contacted the Server at the same
time, each will start when the UTC time has exceeded the start time of the
deployment. Simply put, they will each start the deployment at the same time with
respect to the Patch Management Server.

The start time for both of these deployment types depend on the time given
by the computer; so the accuracy of the computer’s internal clock is
important. Hence, when a computer’s internal clock is slow, fast or incorrectly
set, the scheduled start time of the deployment for that computer is affected.

Deployments created to a group will always default the time to UTC since the
determination of which members of the group get the deployment is not
calculated until the start of the deployment.

After you have made your option selections, click the Next button to initialize the next
Deployment Options screen.
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Deployment Options

The Deployment Options screen initializes. Here you can select additional deployment
options, notes, or details.

<} Schedule Deployment - Microsoft Internet Explorer

Schedule Deployment Wizard

Deployment Options
(Do not notify users of this deployment,
® Motify users of this deployment,

Log off!
Message: &

User-Response & \Vse agent palicies

Timeout: O custom timeout {minutes: I:I

[¥] &llow users to snooze this deployment.
(O Use agent palicies.
@ cCustom snooze options:

Snooze Duration (minutes):
Snooze Limit:

Do not notify users of this deployment

If selected, the user will not be notified of the deployment, it will happen
automatically.

Notify users of this deployment

If selected, the user will be notified of the deployment
Patchlink Desktop Deployment Manager.

A software update is ready to install
Feady to Install

Selectthe "Install Mow" button to start the installation process.

PATCHLINK

The Patch Management Experts ™

Selectthe "Snooze" button to delay installation for 1 hour

Selectthe "Details" button fo display more installation information

Install Maw |

Dietails... Snooze

Status: AutoSnooze in 1:35
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Message: a message may be inserted into the message text field to alert the user.
Deployment Details E

Log off!
PATCHLIME
04042004 00:00: 00

User Response Timeout:

Use Agent Policies: if selected, this uses agent polices will use the pre
defined agent policies.

Custom Timeout (minutes): if selected, a minute duration may be input into
this field to allow a timeout user response period. If not addressed by the
user in the inserted time, the package will be deployed.

After you have made your option selections, click the Next button to initialize the next
Deployment Options screen.

Deployment Options
The Deployment Options screen initializes. Here you can select additional deployment

options, notes, or details.

3 Schedule Deployment - Microsoft Internet Explorer, provided by ...

Schedule Deployment Wizard

Deployment Cptions:

Deployrment Information:

Marne: Deploywent of WinXP Service Pack la

*This Mame will have the individual package names and the
corresponding Operating System lists appended to it

Maotes:

= Name: This is the name given to this deployment. The name given should be
descriptive enough to summarize the deployment. This is required.
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= Notes: This includes any additional information about the deployment that
you want to note down like the expected results of this deployment, the effect
that this deployment can have on any future deployments.

If there are no package flag options to choose from for the item you are deploying,
clicking the Next button initializes the License Agreement Page or the Deployment
Information Page, depending if there is a license agreement for what you are
deploying.

Click the Next button to initialize an additional Deployment Options screen.

Deployment Flags

Deployment options include options related specifically to the installation process during the
deployment. The deployment comes pre-configured with these options to optimize the
deployment's performance. These options are selected based on the behavior of the
package's installer program and previous testing by PatchLink personnel. If more than one
deployment package is available for deployment, then there will be multiple screens that you
must go through to verify these options. These deployment options are placed in to a variable
used by the deployment's post script.

‘2 Schedule Deployment - Microsoft Internet Explorer provided by ... E||§|fg|

2
Schedule Deployment Wizard '

Deployment Options: WinxP Service Pack la (Winxp)
This deployment requires a reboot.

oo Mot sllow the Patch to Reboot the System After
Installation

oo Mot Backup Existing Files
M Quiet Mode (Mo User Interface)
Other Options: |-2d -2 -gd -nd -PLDEBL

For additional information on these options, dick here.

Hotfix Setup Programs

See Microsoft Windows 2000 Hotfix Installation and Deployment Guide for additional
information on Microsoft specific command-line parameters for Hotfix Setup
Programs. These options are:

= This deployment requires a reboot.


http://www.microsoft.com/windows2000/downloads/servicepacks/sp3/HFDeploy.htm
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This item shows up only if the package which is being installed may require a reboot
of the operating system in order to finish the deployment. This reboot function is not
controlled by the deployment script, but can be turned off by selecting the Do Not
Reboot checkbox

Uninstall (When available from vendor)

This option will tell the package's installer to uninstall the package from the selected
computers.

Note:
If multiple packages replace the same file and you want to successfully return your
system to its original state, you must remove the most recently installed package first.

Force Applications Close

This option will tell the package's installer to force all applications to close when the
computer is in the shutdown process.

Force a Reboot

This option will tell the deployment script that a reboot must be performed before this
deployment is complete.

Notes:

The script is controlling the reboot in this situation and a reboot will occur
regardless if the installer requires it or not.

This option can not be selected if the Do Not Reboot option is checked.

Do Not Reboot

This option will tell the package's installer to not reboot once the package is installed
on to the computer. If the notice that the deployment requires a reboot is shown it is
recommended that you do not select this option. If this option is selected anyway, do
NOT install any additional programs until a reboot happens. Do not expect the
package to be available until a reboot occurs, since many installations require a
reboot to finish the installation process.

Note:
This option can not be selected if the Force a Reboot option is checked

Do Not Backup Existing Files

This option will tell the package's installer to not backup the existing files. These files
are used by the uninstaller. Do not select this option if you wish to uninstall the
package at a later time.

The installer controls this action and should not be confused with the deployment
backup option, which will only back up the deployment package (not the installed files
from the package).

Quiet Mode (No User Interface)
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This option will tell the package's installer to function in quiet mode. This mode wiill
not produce any user interfaces (in case any user is logged on to the computer at the
deployment time) or require user interaction during the deployment process.

Unattended Setup Mode

This option will tell the package's installer to function in unattended mode. This option
does not require any user interaction during the deployment process.

List Installed Hotfixes

This option will tell the package's installer to return a list of installed hotfixes on the
computer.

Note:
The Detection Agent and Inventory function provide an additional, more in-depth,
listing of what is installed on to a computer.

Other Options

This field will display the list of other extra flags that may be used for the specific
deployment, but are not generic enough for all deployments to allow it to be added as
a separate flag. Generally this is used for customer deployments or special case
scenarios.

Note:
The -2 flag is often found here to indicate that the deployment's installer program
may require a reboot depending if the operating system requires it.

Click the Next button to initialize the wizard’s next screen, which handles license
validation if this package requires one. If the package does not require a license
validation, the Next button initializes the wizard’s next screen, which allows you to
define some deployment information.

Schedule Deployment Wizard: License Information

The Deployment Wizard License Information page is displayed only when a license URL is
associated with the package being deployed. It will show the license URL in an imbedded
frame.
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‘X Schedule Deployment - Microsoft Internet Explorer, provided by .

Schedule Deployment Wizard

License Agreenment for : Adobe acrobat Reader 6.0

’k‘ W | SearchE
Adobe

Products Solutions Support Purck
1 |

pdebeesderhome A dohe Reader

Downloads
o B Adeke Racdr End user license agreement

>

* Text-only download psqe ADDBE SYSTEMS INCORPORATED
= Third-party plug-ins
mafmnls Almlima

£ i | >

You must agree to the license agreement from the manufacturer before you will be
able to deploy this package, Click "I Agree" to continue:

b

T

Click the | Agree button to accept the terms and initialize the wizard’s next screen, where you
can define some deployment information

Summary

The Deployment Verification displays a simple summary of the deployment to be initialized. If
any of this information is incorrect, press the Back button to change the values. If everything
is correct, press the button Finish to have the wizard create the deployment.
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‘2 Schedule Deployment - Microsoft Internet Explorer provided by .

Schedule Deployment Wizard

Surmary of deployment:

Mame: Deployment of WinxP Service Pack 1a
Motes:

Schedule Type: Cne time deployment on 771972004
Deployment type:
matches the scheduled time.

YOU ARE REMINDED THAT AS PER YOUR LICENZE AGREEMENT ALL PACKAGES
SHOULD BE FULLY TESTED IM YOUR ENVIRONMENT BEFORE ROLLOUT, PATCHLINK

AM AGENT ON YOUR BEHALF TO DEPLCY THE SOFTWARE,

Click Finish to save deployment information.

|

Verification

The verification screen displays the results of the deployment creation
) Schedule Deployment - Microsoft Internet Explorer provided by . [ ||_

Schedule Deployment W

1 Deployment was created or updated.:

Schedule Type:

Weekly deployrment starting on 7/28/2003
Deployrient Type:

Sequential deployment when the time on the target
computer matches the scheduled time.

Deployment Info: Deployment Details

Done

Screen Functions
=  Done

Sequential deplayrient when the time on the target computer

ASSUMES NO LIABILITY FOR DISTRIBUTICN OF THIZ PATCH, AND SOLELY ACTS AZ

process.
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Closes the wizard and initializes the Deployment Details screen

= Deployment Details Link
Provides details of the deployment

Upon selection of the Done button, the deployment details page automatically refreshes and displays
the assigned computers and groups and the status of the deployment for each. To view the group
membership results for the deployment, click on the name of the group.

PATCHLINK

N 5:5°" packages

Harme | Reports | Invantory | Packages | Computers | Groups | Uzers | Options 1| Halp Server Tire: 7/19/2004 1:32:53 PM (GMT-07:00)

Deployment Details:Deployment of WinXP Service Pack 1a M504-012 828741 (2k3) Cumulative Update for Micri

Computers and Groups Scheduled for 77192004 1:16:00 PM {Agent Local Time) y  Total:i 1
Last Bun Last Bun Last Bun
+ _—=a
. \Clé LEIE Status Status Start Date Completed Date bext Run Date
O E‘e WM ARE-Z0035TAM|IN Progress 74192004 1:16:00 PM (Local Time)
< >
Enable Disahle Expart

Package Deployments Security

The package deployments section of ZENworks® Patch Management Server requires the
View Deployment Status access right. If a user does not have the correct access, the access
denied error message is displayed.

To be able to view the information about a distribution package requires the View Packages
access right. If a user does not have the correct access, the hyperlink on the Information tab
is not enabled.

To be create a deployment for the distribution package requires the Deploy Packages access
right. If a user does not have the correct access, the Deploy button is disabled.

To be able to change, disable, enable, abort or remove a deployment(s) requires the Manage
Deployments access right. If a user does not have the correct access, the Change, Disable,
Enable, Abort and Remove buttons are disabled.

To be able to change the deployment of the Discover Applicable Updates System Task
requires the Manage System Tasks access right. If a user does not have the correct access,
they will receive a message indicating they do not have access.

To be able to export the distribution package’s information to a comma-separated value
(CSV) file requires the Export Deployment Data access right. If a user does not have the
correct access, the Export button is disabled.
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Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Distribution Packages Security

The Distribution Packages section of ZENworks® Patch Management Server requires the
View Packages access right. If a user does not have the correct access the access denied
error message is displayed.

To be able to view the deployments for a distribution package requires the View Deployments
access right. If a user does not have the correct access the hyperlink on the Package Name
will not be displayed.

To be able to create a deployment for a selected distribution package requires the Deploy
packages access right. If a user does not have the correct access the Deploy button is
disabled.

To be able to create, change or remove distribution packages requires the Manage Packages
access right. If a user does not have the correct access the Add, Change and Remove
buttons are disabled.

To export all of the distribution packages and their information to a comma-separated values
(CSV) file requires the Export Package Data access right. If a user does not have the correct
access the Export button is disabled.

To cache the selected (or re-cache all of the previously cached) distribution packages
requires the Cache Packages access right. If a user does not have the correct access, the
Update Cache button is disabled.

Package Information Security

The distribution package information section of the Patch Management Server requires the
View Packages access right. If a user does not have the correct access, the access denied
error message is displayed.

To be able to view the deployments of the distribution package requires the View
Deployments access right. If a user does not have the correct access, the hyperlink on the
Deployments tab is not enabled.

To be create a deployment for the distribution package requires the Deploy Packages access
right. If a user does not have the correct access, the Deploy button is disabled.

To be able to change a local distribution package requires the Manage Packages access
right. If a user does not have the correct access, the Change button is disabled.

To be able to disable or enable a distribution package requires the Manage Packages access
right. If a user does not have the correct access, the Enable and Disable buttons are
disabled.
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To be able to export the distribution package’s information to a comma-separated value
(CSV) file requires the Export Package Data access right. If a user does not have the correct
access, the Export button is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Deployments Details Security

The Deployment Details section of the Patch Management Server requires the View
Deployment Statuses access right. If a user does not have the correct access, the access
denied error message is displayed.

To enable and disable a deployment assignment requires the Manage Deployments access
right. If a user does not have the correct access, the enable and disable buttons are
disabled.

To export the deployment details data requires the Export Deployment Data access right. If a
user does not have the correct access, the export button is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.



Novell.

Deployments Results Security

The Deployment Results section of the Patch Management Server requires the View
Deployment Statuses access right. If a user does not have the correct access, the access
denied error message is displayed.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.
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10. Computers

ions | Help |

Home | Re = | Inwentory | Packa

The computers section of the Patch Management Server displays all computers which have an agent
registered against the Server. Clicking on a computer name will allow you to display a computer’s
specific information.

ParcHLiNg

Computers Swmech, (computer nuere | Statur: | Enabisd -
Aroupr Dl Windoea -
Baww i Doalanh Viee [ [ |
Fnabbad Cornpaters Totwl Compubert 53
[ ——— o miatus Flattarm o3 dnks Versan -
| \ Ay = Mirrcpo®s Windiows 000 Sarver Win 2K -Gervees Pack 4 S5014 win K
L5 DG -PLACK e Hiorospf Windigus. I00D Garver WinZk - Garvipe Pagk 4 Sll14 K purnsh Groug, Fiephens | Wingk
U DG -GEREEN-Z e Microsoft Windows. J000 Serves wWinZE-Gervos Pack 3 55014 win g
1k IDG-RED e :&mﬂ Windgws Sereer 2003, Sanded  WanIE3 5118 winzkd
.l AR 8o n] T (el Hicroapfa Wisdowms «F Professonal wWen P - Cervce Pack 1 511 &l of jays, ®inkP
i annag Cofflire Hicrowo®™ Windows 2000 Sarver WinTk-Servcs Pack 4 2114 WingK
s ML 0- W il Hicroeo® Wirdows 30 51 wmnap 5118 Wingh
; Ll oG Pl Hipropoft Winsioms ¥F Profegaonsl WinNP-Garvece Fack | 51142 Win KR
* WA OS KP e HiorospfS Windows ¥F Probesconsl WinkP-Garvos Faok 1 118 Fiepfens Gang, Winsp
e DR TOR e Hiorosoft Windows. 58 SE Wen SR 5114 K purosh Group, WnSB
1 * ATk 1-ENT Cffire HWicrosoft Windows. Sereer 2003, Enterphse WinZEd 5114 &K of Jays, Winped
| Ediban
] s O ZE-ADY [, P Hicitao® Windows J000 Adyanced Server R IE-Safoos Pack 4 3ii8 &l ol Javi, Kowrash Groug, The
=2 Bitady Banch, WanlK
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Computer Information Columns

Computer Name
This displays the name of the computer. Click on the computer name to display

specific information about the computer.

Status

This displays the status of the computer.

Platform

This displays the operating system platform the computer is running.

OS Info
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This displays additional information about the operating system the computer is
running.

Version
This displays the version of the agent running on the computer.

Group List
This displays the list of groups that the computer is a member of.

Agent Status
"
Enabled Computers -~
Computer Name 1| status -
-
[ & WSUPPORT-2003 Offline -
Status Description

&E This is an idle deployment agent.

Q} This deployment agent is idle and has deployments

A The agent is sleeping as it is outside its hours of operation.

] The agent is sleeping as it is outside its hours of operation and has
< deployments in its work queue.

% This agent is currently working on a deployment (animated)
jo

This is an enabled detection agent that does not correspond to a registered
deployment agent*.

The agent is considered to be offline as it has not contacted the Patch
Management Server in more than two intervals (minimum of 15 minutes).

(2

The agent is considered to be offline as it has not contacted the Patch
) Management Server in more than two intervals (minimum of 15 minutes) and
has deployments in

&E This agent has been disabled.

Additional information may be displayed by hovering your mouse pointer over an enabled
icon.

To display additional information about the computer, click on the name of the actual
computer. This performs the same function as selecting the computer and clicking on the
View button on the Action Menu.
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* This usually means that either the deployment agent was removed from the Patch
Management Server or there has been a problem in registering the deployment agent. For
more information on this check the agent installation section.

Page Functions

Display and Hide
Click the ® to display additional information and statistics about the represented
item. Click the =l to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (E,E) is only available
for Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Computers page header.

PATGHLINK

e Computers

Hama | Baparts § Davantary | Packigas | Compubars | Groups | Usars | Optiara 1 Hals

Banear Time TRE2004 353008 B8 (3 MT-0T0DE)
Compuiers sreh [COMpPUbEr Ml Ll Eriailad »
-
ault [ upan
e Search
Search (computer name): I

You may search computers for more granular results by entering the computer
name text into the Search field and clicking on the'======J Update View button.

This will return the computer having the name of the entered text. You may then
click the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: D

e Status
Filter by status using the dropdown menu and click on the ====== Update View
button.

Status: |-

Sleeping
Offline

Dizabled

This allows the user to search on enabled, sleeping, offline, and disabled
systems that exist.

You may then click the Save as Default View button to save your filtered view as
your default view for the next time the page is visited.
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Save as Default View: DI



Novell.

e Groups
Filter by group using the dropdown menu and click on the ===l Update View
button.

e AL e

On by Wi nd aus
Onhy UHEX
ALE
HPF-LLx
Linus
fac O5 X
Saolaris
ninZk
ninZ k3
nings
nings
ninhE
ninHT

inXF
T ————————————

This allows the user to search on any user-defined or server-defined groups that
exist.

You may then click the Save as Default View button to save your filtered view as
your default view for the next time the page is visited.

Save as Default View: |:|

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs
Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Display
Depending on the amount of items available for display and what page you are
viewing determines the display function located at the bottom of enabled pages
above the Action Menu.

é :DiSpIa\_,r 300 rOwWs per page -
3 : :

= Next: To display the next page of computers, click on the next button. If the
last computer is displayed, the next button is disabled.

= Previous: To display the previous page of computers, click on the previous
button. If the first computer is being displayed, the previous button is
disabled.
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Computers per Page: The computer list initially displays up to 100 computers
per page. To change the number of computers to display per page, enter a
new number in to the Computers per Page input field. To display all
computers enter a zero in the input field.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Inskall Wi Dizable Expart Scan Mow Rebook Mo

Install

Click on the Install button to display the list of agent installers that can be used to
register computers to the Patch Management Server. See Section 3.6, Agent
Management Center for more details on Agents and installing them.

2 Novell ZENworks Patch Management Service Agents - Microsoft Internet Explorer provid... r

Agent Installers

Single Agent Installer for Windows Yersion: 6.0.0.52 -
Download: httpiffvmware- Felease Date: 6/16/2004

2002stan/downloadfupdateagent. exe

Far a single installation of the Movell ZEMNwarks Patch Management Agent on a local
computer.

Eﬂperating Systems

ERequirements

Hinstallation Notes

[ more information atthe Movell ZEMworks Patch Management Forur

Single Agent Windows MSI Installer Yersion: 6.0.0.52
Download: htto:/fvinware- Felease Date: 6/16/2004

2002stanfdownload/Updatefgent. rosi

Far a single installation of the Movell ZENwarks Patch Management Agent on a local
computer.

Eﬂperating Systems

ERequirements

H1nstallation Notes

[ more information atthe Movell ZEMworks Patch Managerment Farum )

Silent Agent Installer for Windows Yersion: 6.0.0.52
Download: YWwMWARE-20025TAN  adrmingtpatchlinkiupdate Release Date: 6/16/2004

=

Silent installer

The Silent Installer is designed for use with log in scripts. The program is stored on a
public directory. A sample log in script can be found on the Patch Management
Server, which demonstrates how it is most effectively used.
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MSI installer
The MSI installer is designed for windows networks that use the windows software

installer mechanism. The MSI installer can be edited to include the Patch
Management Server name and serial number. In this way, the agent can be deployed
through the use of Group Policy Objects

PatchLink Distribution Point

= Running the Installation
The PatchLink Distribution Point install executable is called PLDISTPT.EXE and

can be downloaded by logging in to the web based administration interface and
clicking on the Computers section of the product, then pushing the Install button
on the bottom left of that screen and selecting the download link for “PatchLink

Distribution Point 2.0”.

Once the setup program is downloaded, double click or run the PLDISTPT.EXE
file on the computer on which the Distribution Point is to be installed.

License Agreement
Software License Agreement il

Fleaze read the following License Agreement. Press the PAGE DOWMN key to zee
the rest of the agreement.

GMNU GEMERAL PLBELIC LICEMSE il
Wersion 2, June 1931

Copyright [C] 1989, 1991 Free Software Foundation, [nc.

59 Temple Place, Suite 330, Bostan, MA 02111, US4
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most zoftware are designed to take away pour
freedom to thare and change it. By contragt, the GNU General Public
Licenze iz intended to guarantee pour freedom to share and change free
software-to make sure the software is free for all its ugers. This LI

Do you accept all the terms of the preceding License Agreement? If pou choose No, Setup
will close. Toinstall PatchLink Distibution Point, you must accept this agreement.

< Back Yes Mo |

The first screen of the installation program displays the GNU GENERAL PUBLIC
LICENSE agreement under which you are entitled to use this piece of software,
which has been derived from the SQUID for NT Version 2.5 product.

Please note that this open source license agreement applies only to the
PatchLink Distribution Point product. All other parts of the Novell® ZENworks®
Patch Management solution are covered by your existing EULA and/or MLA

license documents.

Press YES to acknowledge the license agreement.
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Selection of Port

Port Selection x|

Please enter the port number for the Patchlink Digtribution service
to run with on this computer. The default port for this service is
15222, which can be modified if ¢o desired.

Part # Im

< Back I Mext » I Cancel |

The PatchLink Distribution Point installation requires that you select a TCP/IP
port that this service can run on. Typical proxy service ports are 8080, 8081 and
so forth. By default this port value is set to 25253 — however you can specify any
numeric value that you wish that doesn’t conflict with other known services that
you are using on this box.

Enter the desired port number, or accept the default value.
Press Next to continue.

Registration Parameters

Distribution Point Registration ﬂ

Pleaze enter the URL of wour PatchLink Update Server, along
with itz Serial Number. The correct serial number can be found an
the Home page of the administration interface.

Host URL

Sernial # BFODBE35-84163440

< Back I Mest > I Cancel |

The Distribution Point installer will attempt to register this proxy with its
corresponding Patch Management server.
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We recommend that you enter your Patch Management Server URL and Serial
Number at this time so that registration can be completed — if you choose not to
enter this information correctly or do not know the information; your new
Distribution Point will not be included on the list of distribution points supplied to
Agent computers during network path optimization tasks.

Enter the Subscription Host URL (optional)
Enter the Serial Number (optional)

Press Next to continue.

Confirmation

Start Copying Files |

Setup has enough information to start copying the program files.
I pou want ta review or change any settings, click Back. 1f pou
are satisfied with the settings. click Nest to begin copying files.

Current Settings:
DISTRIBUTION POIMNT SETUP i

Diztribution Paint shall be acceszed via the following port:

PatchLink Update Server host url:
httpe /127,001

Serial Murber to be used:
BFODBE35-84153440

GHU General Public License agreement was read and ackno

| | 3

< Back Cancel |

This screen merely confirms your chosen installation parameters. If you wish to
change any of the listed values, press Back and make your modifications at this
time.

Press Next to complete installation.

Post Installation Configuration

Once installation is completed, the program files and configuration files can be found in the
C:\program files\patchlink\Distribution Point sub-directory on the target computer. The
service that has been installed and automatically started on the computer is called
PatchLink_Distribution.

The PatchLink_Distribution service can be started and stopped like any other Windows
service by going to Control Panel -> Administrative Tools -> Services. Note that when the
service is running, agents may obtain their patch files from the Distribution Point — however
when the service is stopped or the computer is offline for any reason (power management,
suspend mode, etc) all agent communications will be suspended through that Distribution
Point. For this reason we recommend that a dedicated computer that is permanently
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connected to the network backbone should be used for a Distribution Point.

Advanced configuration options can now be modified, if so desired, by editing the two
configuration files located in the C:\program files\patchlink\Distribution Point\etc
subdirectory:

SQUID.CONF - which contains all cache configuration parameters
MIME.CONF - controls what content types are handled

These options are explained in detail in the next two sections.

Cache Configuration Options — SQUID.CONF

NOTE: The following list is a relevant subset of all available options. Refer to
SQUID.CONF.DEFAULT for a complete listing of all available options for the product.

It is not recommended that you alter the default configuration options set by the installation
program, and doing so may require you to have to re-install if you require support from the
Novell® Support team.

Network Options

http_port

The socket addresses where SQUID will listen for HTTP client
requests. You may specify multiple socket addresses.

There are three forms: port alone, hostname with port, and

IP address with port. If you specify a hostname or IP

address, then SQUID binds the socket to that specific
address. This replaces the old 'tcp_incoming_address'
option. Most likely, you do not need to bind to a specific
address, so you can use the port number alone.

The default port number is 3128.

If you are running SQUID in accelerator mode, then you
probably want to listen on port 80 also, or instead.

The -a command line option will override the *first* port
number listed here. That option will NOT override an IP
address, however.

You may specify multiple socket addresses on multiple lines.

If you run SQUID on a dual-homed machine with an internal
and an external interface then we recommend you to specify the
internal address:port in http_port. This way SQUID will only be
visible on the internal address.

icp_port:

The port number where SQUID sends and receives ICP queries to
and from neighbor caches. Default is 3130. To disable use
"0". May be overridden with -u on the command line.
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htcp_port
The port number where SQUID sends and receives HTCP queries to
and from neighbor caches. Default is 4827. To disable use "0".
mcast_groups
This tag specifies a list of multicast groups which your server
should join to receive multicasted ICP queries.

NOTE! Be very careful what you put here! Be sure you
understand the difference between an ICP _query_ and an ICP
_reply_. This option is to be set only if you want to RECEIVE
multicast queries. Do NOT set this option to SEND multicast
ICP (use cache_peer for that). ICP replies are always sent via
unicast, so this option does not affect whether or not you will
receive replies from multicast group members.

You must be very careful to NOT use a multicast address which
is already in use by another group of caches.

If you are unsure about multicast, please read the Multicast
chapter in the SQUID FAQ (http://www.SQUID-cache.org/FAQ/).

Usage: mcast_groups 239.128.16.128 224.0.1.20
By default, SQUID doesn't listen on any multicast groups.

udp_incoming_address

udp_outgoing_address

udp_incoming_address is used for the ICP socket receiving packets

from other caches.  udp_outgoing_address is used for ICP packets
sent out to other caches. The default behavior is to not bind to any specific
address.

A udp_incoming_address value of 0.0.0.0 indicates that SQUID should
listen for UDP messages on all available interfaces.

If udp_outgoing_address is set to 255.255.255.255 (the default)
then it will use the same socket as udp_incoming_address. Only
change this if you want to have ICP queries sent using another
address than where this SQUID listens for ICP queries from other
caches.

NOTE, udp_incoming_address and udp_outgoing_address can not
have the same value since they both use port 313

Options Which Affect the Neighbor Selection Algorithm

cache_peer
To specify other caches in a hierarchy, use the format:

cache_peer hostname type http_port icp_port

For example,
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proxy icp
hostname type port port options

cache_peer parent.foo.net parent 3128 3130 [proxy-only]
cache_peer sib1.foo.net sibling 3128 3130 [proxy-only]
cache_peer sib2.foo.net sibling 3128 3130 [proxy-only]

type: either 'parent’, 'sibling’, or 'multicast'.

proxy_port: The port number where the cache listens for proxy
requests.

icp_port: Used for querying neighbor caches about
objects. To have a non-ICP neighbor
specify '7' for the ICP port and make sure the
neighbor machine has the UDP echo port
enabled in its /etc/inetd.conf file.

options: proxy-only
weight=n
ttl=n
no-query
default
round-robin
multicast-responder
closest-only
no-digest
no-netdb-exchange
no-delay
login=user:password | PASS | *:password
connect-timeout=nn
digest-url=url
allow-miss
max-conn

use 'proxy-only' to specify that objects fetched
from this cache should not be saved locally.

use 'weight=n' to specify a weighted parent.
The weight must be an integer. The default weight
is 1, larger weights are favored more.

use 'ttI=n' to specify a IP multicast TTL to use
when sending an ICP queries to this address.

Only useful when sending to a multicast group.
Because we don't accept ICP replies from random
hosts, you must configure other group members as
peers with the 'multicast-responder’ option below.

use 'no-query' to NOT send ICP queries to this
neighbor.

use 'default’ if this is a parent cache which can
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be used as a "last-resort." You should probably
only use 'default’ in situations where you cannot
use ICP with your parent cache(s).

use 'round-robin' to define a set of parents which
should be used in a round-robin fashion in the
absence of any ICP queries.

'multicast-responder’ indicates that the named peer
is a member of a multicast group. ICP queries will
not be sent directly to the peer, but ICP replies

will be accepted from it.

‘closest-only' indicates that, for ICP_OP_MISS
replies, we'll only forward CLOSEST_PARENT_MISSes
and never FIRST_PARENT_MISSes.

use 'no-digest' to NOT request cache digests from
this neighbor.

'no-netdb-exchange' disables requesting ICMP
RTT database (NetDB) from the neighbor.

use 'no-delay' to prevent access to this neighbor
from influencing the delay pools.

use 'login=user:password' if this is a personal/workgroup
proxy and your parent requires proxy authentication.
Note: The string can include URL escapes (i.e. %20 for
spaces). This also means that % must be written as %%.

use 'login=PASS' if users must authenticate against

the upstream proxy. This will pass the users credentials
as they are to the peer proxy. This only works for the
Basic HTTP authentication sheme. Note: To combine this
with proxy_auth both proxies must share the same user
database as HTTP only allows for one proxy login.

Also be warned that this will expose your users proxy
password to the peer. USE WITH CAUTION

use 'login=*:password' to pass the username to the
upstream cache, but with a fixed password. This is meant
to be used when the peer is in another administrative
domain, but it is still needed to identify each user.

The star can optionally be followed by some extra
information which is added to the username. This can

be used to identify this proxy to the peer, similar to

the login=username:password option above.

use 'connect-timeout=nn' to specify a peer
specific connect timeout (also see the
peer_connect_timeout directive)
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use 'digest-url=url' to tell SQUID to fetch the cache
digest (if digests are enabled) for this host from
the specified URL rather than the SQUID default
location.

use 'allow-miss' to disable SQUID's use of only-if-cached
when forwarding requests to siblings. This is primarily
useful when icp_hit_stale is used by the sibling. To
extensive use of this option may result in forwarding
loops, and you should avoid having two-way peerings
with this option. (for example to deny peer usage on
requests from peer by denying cache_peer_access if the
source is a peer)

use 'max-conn' to limit the amount of connections SQUID
may open to this peer.

NOTE: non-ICP neighbors must be specified as 'parent’'.

cache_peer_domain
Use to limit the domains for which a neighbor cache will be
queried. Usage:

cache_peer_domain cache-host domain [domain ...]
cache_peer_domain cache-host /domain

For example, specifying
cache_peer_domain parent.foo.net .edu

has the effect such that UDP query packets are sent to
'bigserver' only when the requested object exists on a
server in the .edu domain. Prefixing the domainname
with 'I' means that the cache will be queried for objects
NOT in that domain.

NOTE: * Any number of domains may be given for a cache-host,

either on the same or separate lines.

* When multiple domains are given for a particular
cache-host, the first matched domain is applied.

* Cache hosts with no domain restrictions are queried
for all requests.

* There are no defaults.

* There is also a 'cache_peer_access' tag in the ACL
section.

neighbor_type_domain
usage: neighbor_type_domain neighbor parent|sibling domain domain ...

Modifying the neighbor type for specific domains is now
possible. You can treat some domains differently than the the
default neighbor type specified on the 'cache_peer' line.
Normally it should only be necessary to list domains which
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should be treated differently because the default neighbor type
applies for hostnames which do not match domains listed here.

EXAMPLE:
cache_peer parent cache.foo.org 3128 3130
neighbor_type domain cache.foo.org sibling .com .net
neighbor_type domain cache.foo.org sibling .au .de

icp_query_timeout (msec)
Normally SQUID will automatically determine an optimal ICP
query timeout value based on the round-trip-time of recent ICP
queries. If you want to override the value determined by
SQUID, set this 'icp_query_timeout' to a non-zero value. This
value is specified in MILLISECONDS, so, to use a 2-second
timeout (the old default), you would write:

icp_query_timeout 2000

maximum_icp_query_timeout (msec)

Normally the ICP query timeout is determined dynamically. But
sometimes it can lead to very large values (say 5 seconds).
Use this option to put an upper limit on the dynamic timeout
value. Do NOT use this option to always use a fixed (instead
of a dynamic) timeout value. To set a fixed timeout see the
'icp_query_timeout' directive.

mcast_icp_query_timeout (msec)
For Multicast peers, SQUID regularly sends out ICP "probes" to
count how many other peers are listening on the given multicast
address. This value specifies how long SQUID should wait to
count all the replies. The default is 2000 msec, or 2
seconds.

dead_peer_timeout (seconds)
This controls how long SQUID waits to declare a peer cache
as "dead." If there are no ICP replies received in this
amount of time, SQUID will declare the peer dead and not
expect to receive any further ICP replies. However, it
continues to send ICP queries, and will mark the peer as
alive upon receipt of the first subsequent ICP reply.

This timeout also affects when SQUID expects to receive ICP
replies from peers. If more than 'dead_peer' seconds have
passed since the last ICP reply was received, SQUID will not
expect to receive an ICP reply on the next query. Thus, if
your time between requests is greater than this timeout, you
will see a lot of requests sent DIRECT to origin servers
instead of to your parents.

hierarchy_stoplist
A list of words which, if found in a URL, cause the object to
be handled directly by this cache. In other words, use this
to not query neighbor caches for certain objects. You may
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list this option multiple times.

no_cache
A list of ACL elements which, if matched, cause the request to
not be satisfied from the cache and the reply to not be cached.
In other words, use this to force certain objects to never be cached.

You must use the word 'DENY" to indicate the ACL names which should
NOT be cached.

We recommend you to use the following two lines.
acl QUERY urlpath_regex cgi-bin \?
no_cache deny QUERY

Options which affect the Cache Size

cache_mem (bytes)
NOTE: THIS PARAMETER DOES NOT SPECIFY THE MAXIMUM PROCESS SIZE.
IT ONLY PLACES A LIMIT ON HOW MUCH ADDITIONAL MEMORY SQUID WILL
USE AS A MEMORY CACHE OF OBJECTS. SQUID USES MEMORY FOR OTHER
THINGS AS WELL. SEE THE SQUID FAQ SECTION 8 FOR DETAILS.

'‘cache_mem' specifies the ideal amount of memory to be used
for:

* In-Transit objects

* Hot Objects

* Negative-Cached objects

Data for these objects are stored in 4 KB blocks. This
parameter specifies the ideal upper limit on the total size of
4 KB blocks allocated. In-Transit objects take the highest
priority.

In-transit objects have priority over the others. When
additional space is needed for incoming data, negative-cached
and hot objects will be released. In other words, the
negative-cached and hot objects will fill up any unused space
not needed for in-transit objects.

If circumstances require, this limit will be exceeded.
Specifically, if your incoming request rate requires more than
‘cache_mem' of memory to hold in-transit objects, SQUID will
exceed this limit to satisfy the new requests. When the load
decreases, blocks will be freed until the high-water mark is
reached. Thereafter, blocks will be used to store hot

objects.
cache_swap_low (percent, 0-100)
cache_swap_high (percent, 0-100)

The low- and high-water marks for cache object replacement.
Replacement begins when the swap (disk) usage is above the
low-water mark and attempts to maintain utilization near the
low-water mark. As swap utilization gets close to high-water
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mark object eviction becomes more aggressive. If utilization is
close to the low-water mark less replacement is done each time.

Defaults are 90% and 95%. If you have a large cache, 5% could be
hundreds of MB. If this is the case you may wish to set these
numbers closer together.
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maximum_object_size (bytes)
Objects larger than this size will NOT be saved on disk. The
value is specified in kilobytes, and the default is 4MB. If
you wish to get a high BYTES hit ratio, you should probably
increase this (one 32 MB object hit counts for 3200 10KB
hits). If you wish to increase speed more than your want to
save bandwidth you should leave this low.

NOTE: if using the LFUDA replacement policy you should increase
this value to maximize the byte hit rate improvement of LFUDA!
See replacement_policy below for a discussion of this policy.

minimum_object_size (bytes)

Objects smaller than this size will NOT be saved on disk. The
value is specified in kilobytes, and the default is 0 KB, which
means there is no minimum.

maximum_object_size_in_memory (bytes)
Objects greater than this size will not be attempted to kept in
the memory cache. This should be set high enough to keep objects
accessed frequently in memory to improve performance whilst low
enough to keep larger objects from hoarding cache_mem .

ipcache_size (number of entries)
ipcache_low (percent)
ipcache_high (percent)

The size, low-, and high-water marks for the IP cache.

fqdncache_size (number of entries)
Maximum number of FQDN cache entries.

cache_replacement_policy
The cache replacement policy parameter determines which
objects are evicted (replaced) when disk space is needed.

Iru : SQUID's original list based LRU policy

heap GDSF : Greedy-Dual Size Frequency

heap LFUDA: Least Frequently Used with Dynamic Aging
heap LRU : LRU policy implemented using a heap

Applies to any cache_dir lines listed below this.
The LRU policies keeps recently referenced objects.

The heap GDSF policy optimizes object hit rate by keeping smaller
popular objects in cache so it has a better chance of getting a

hit. It achieves a lower byte hit rate than LFUDA though since

it evicts larger (possibly popular) objects.

The heap LFUDA policy keeps popular objects in cache regardless of
their size and thus optimizes byte hit rate at the expense of
hit rate since one large, popular object will prevent many
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smaller, slightly less popular objects from being cached.

Both policies utilize a dynamic aging mechanism that prevents
cache pollution that can otherwise occur with frequency-based
replacement policies.

NOTE: if using the LFUDA replacement policy you should increase
the value of maximum_object_size above its default of 4096 KB to
to maximize the potential byte hit rate improvement of LFUDA.

For more information about the GDSF and LFUDA cache replacement
policies see http://www.hpl.hp.com/techreports/1999/HPL-1999-69.html
and http://fog.hpl.external.hp.com/techreports/98/HPL-98-173.html.

memory_replacement_policy

The memory replacement policy parameter determines which
objects are purged from memory when memory space is needed.

See cache_replacement_policy for details.

Logfile PathNames and Cache Directory

cache_dir

You can specify multiple cache_dir lines to spread the
cache among different disk partitions.

Type specifies the kind of storage system to use. Only "ufs"
is built by default. To eanble any of the other storage systems
see the --enable-storeio configure option.

'Directory' is a top-level directory where cache swap
files will be stored. If you want to use an entire disk
for caching, then this can be the mount-point directory.
The directory must exist and be writable by the SQUID
process. SQUID will NOT create this directory for you.

The ufs store type:

"ufs" is the old well-known SQUID storage format that has always
been there.

cache_dir ufs Directory-Name Mbytes L1 L2 [options]

'Mbytes' is the amount of disk space (MB) to use under this
directory. The defaultis 100 MB. Change this to suit your
configuration. Do NOT put the size of your disk drive here.
Instead, if you want SQUID to use the entire disk drive,
subtract 20% and use that value.

'Level-1' is the number of first-level subdirectories which
will be created under the 'Directory’. The default is 16.

'Level-2' is the number of second-level subdirectories which
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will be created under each first-level directory. The default
is 256.

The aufs store type:

"aufs" uses the same storage format as "ufs", utilizing
POSIX-threads to avoid blocking the main SQUID process on
disk-I/0. This was formerly known in SQUID as async-io.
cache_dir aufs Directory-Name Mbytes L1 L2 [options]

see argument descriptions under ufs above

The awin32 store type:

"awin32" uses the same storage format as "ufs", utilizing
WIN32-threads to avoid blocking the main SQUID process on
disk-I/0. This was formerly known in SQUID as async-io.
cache_dir awin32 Directory-Name Mbytes L1 L2 [options]

see argument descriptions under ufs above

The diskd store type:

"diskd" uses the same storage format as "ufs", utilizing a
separate process to avoid blocking the main SQUID process on
disk-I/O.

cache_dir diskd Directory-Name Mbytes L1 L2 [options] [Q1=n] [Q2=n]
see argument descriptions under ufs above

Q1 specifies the number of unacknowledged I/O requests when SQUID
stops opening new files. If this many messages are in the queues,
SQUID won't open new files. Default is 64

Q2 specifies the number of unacknowledged messages when SQUID
starts blocking. If this many messages are in the queues,

SQUID blocks until it recevies some replies. Default is 72

The coss store type:

block-size=n defines the "block size" for COSS cache_dir's.
SQUID uses file numbers as block numbers. Since file numbers
are limited to 24 bits, the block size determines the maximum

size of the COSS partition. The default is 512 bytes, which

leads to a maximum cache_dir size of 512<<24, or 8 GB. Note
that you should not change the coss block size after SQUID

has written some objects to the cache_dir.

Common options:
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read-only, this cache_dir is read only.

max-size=n, refers to the max object size this storedir supports.

It is used to initially choose the storedir to dump the object.

Note: To make optimal use of the max-size limits you should order
the cache_dir lines with the smallest max-size value first and the
ones with no max-size specification last.

Note that for coss, max-size must be less than COSS_MEMBUF_SZ
(hard coded at 1 MB).

cache_access_log
Logs the client request activity. Contains an entry for
every HTTP and ICP queries received. To disable, enter "none".

cache_log
Cache logging file. This is where general information about
your cache's behavior goes. You can increase the amount of data
logged to this file with the "debug_options" tag below.

cache_store_log
Logs the activities of the storage manager. Shows which
objects are ejected from the cache, and which objects are
saved and for how long. To disable, enter "none". There are
not really utilities to analyze this data, so you can safely
disable it.

cache_swap_log
Location for the cache "swap.log." This log file holds the
metadata of objects saved on disk. It is used to rebuild the
cache during startup. Normally this file resides in each
‘cache_dir' directory, but you may specify an alternate
pathname here. Note you must give a full filename, not just
a directory. Since this is the index for the whole object
list you CANNOT periodically rotate it!

If %s can be used in the file name then it will be replaced with a
a representation of the cache_dir name where each / is replaced
with '.". This is needed to allow adding/removing cache_dir

lines when cache_swap_log is being used.

If have more than one 'cache_dir', and %s is not used in the name
then these swap logs will have names such as:

cache_swap_log.00
cache_swap_log.01
cache_swap_log.02

The numbered extension (which is added automatically)
corresponds to the order of the 'cache_dir' lines in this
configuration file. If you change the order of the 'cache_dir'
lines in this file, then these log files will NOT correspond to



Novell.

the correct 'cache_dir' entry (unless you manually rename
them). We recommend that you do NOT use this option. Itis
better to keep these log files in each 'cache_dir' directory.

emulate_httpd_log on|off
The Cache can emulate the log file format which many 'httpd’
programs use. To disable/enable this emulation, set
emulate_httpd_log to 'off' or 'on'. The default
is to use the native log format since it includes useful
information that SQUID-specific log analyzers use.

log_ip_on_direct on|off
Log the destination IP address in the hierarchy log tag when going
direct. Earlier SQUID versions logged the hostname here. If you
prefer the old way set this to off.

mime_table
Pathname to SQUID's MIME table. You shouldn't need to change
this, but the default file contains examples and formatting
information if you do.

log_mime_hdrs on|off
The Cache can record both the request and the response MIME
headers for each HTTP transaction. The headers are encoded
safely and will appear as two bracketed fields at the end of
the access log (for either the native or httpd-emulated log
formats). To enable this logging set log_mime_hdrs to 'on'.

useragent_log
SQUID will write the User-Agent field from HTTP requests
to the filename specified here. By default useragent_log
is disabled.

referer_log
SQUID will write the Referer field from HTTP requests to the
filename specified here. By default referer_log is disabled.

pid_filename
A filename to write the process-id to. To disable, enter "none".

debug_options
Logging options are set as section,level where each source file
is assigned a unique section. Lower levels result in less
output, Full debugging (level 9) can result in a very large
log file, so be careful. The magic word "ALL" sets debugging
levels for all sections. We recommend normally running with
"ALL,1".

log_fgdn on|off
Turn this on if you wish to log fully qualified domain names
in the access.log. To do this SQUID does a DNS lookup of all
IP's connecting to it. This can (in some situations) increase
latency, which makes your cache seem slower for interactive
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client_netmask
A netmask for client addresses in logfiles and cachemgr output.
Change this to protect the privacy of your cache clients.
A netmask of 255.255.255.0 will log all IP's in that range with
the last digit set to '0'.

Options for Tuning the Cache

wais_relay_host
wais_relay_port
Relay WAIS request to host (1st arg) at port (2 arg).

request_header_max_size (KB)
This specifies the maximum size for HTTP headers in a request.
Request headers are usually relatively small (about 512 bytes).
Placing a limit on the request header size will catch certain
bugs (for example with persistent connections) and possibly
buffer-overflow or denial-of-service attacks.

request_body_max_size (KB)
This specifies the maximum size for an HTTP request body.
In other words, the maximum size of a PUT/POST request.
A user who attempts to send a request with a body larger
than this limit receives an "Invalid Request" error message.
If you set this parameter to a zero (the default), there will
be no limit imposed.

refresh_pattern
usage: refresh_pattern [-i] regex min percent max [options]

By default, regular expressions are CASE-SENSITIVE. To make
them case-insensitive, use the -i option.

'Min" is the time (in minutes) an object without an explicit
expiry time should be considered fresh. The recommended
value is 0, any higher values may cause dynamic applications
to be erroneously cached unless the application designer

has taken the appropriate actions.

'Percent’ is a percentage of the objects age (time since last
modification age) an object without explicit expiry time
will be considered fresh.

'Max' is an upper limit on how long objects without an explicit
expiry time will be considered fresh.

options: override-expire
override-lastmod
reload-into-ims
ignore-reload

override-expire enforces min age even if the server
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sent a Expires: header. Doing this VIOLATES the HTTP
standard. Enabling this feature could make you liable
for problems which it causes.

override-lastmod enforces min age even on objects
that was modified recently.

reload-into-ims changes client no-cache or ““reload"

to If-Modified-Since requests. Doing this VIOLATES the
HTTP standard. Enabling this feature could make you
liable for problems which it causes.

ignore-reload ignores a client no-cache or ““reload"

header. Doing this VIOLATES the HTTP standard. Enabling
this feature could make you liable for problems which

it causes.

Basically a cached object is:

FRESH if expires < now, else STALE
STALE if age > max

FRESH if Im-factor < percent, else STALE
FRESH if age < min

else STALE

The refresh_pattern lines are checked in the order listed here.
The first entry which matches is used. If none of the entries
match, then the default will be used.

Note, you must uncomment all the default lines if you want
to change one. The default setting is only active if none is
used.

Suggested default:

refresh_pattern Mftp: 1440 20% 10080
refresh_pattern *gopher: 1440 0% 1440
refresh_pattern . 0 20% 4320
quick_abort_min (KB)
quick_abort_max (KB)
quick_abort_pct (percent)

The cache by default continues downloading aborted requests
which are almost completed (less than 16 KB remaining). This
may be undesirable on slow (e.g. SLIP) links and/or very busy
caches. Impatient users may tie up file descriptors and
bandwidth by repeatedly requesting and immediately aborting
downloads.

When the user aborts a request, SQUID will check the
quick_abort values to the amount of data transfered until
then.

If the transfer has less than 'quick_abort_min' KB remaining,
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it will finish the retrieval.

If the transfer has more than 'quick_abort_max' KB remaining,
it will abort the retrieval.

If more than 'quick_abort_pct' of the transfer has completed,
it will finish the retrieval.

If you do not want any retrieval to continue after the client
has aborted, set both 'quick_abort_min' and 'quick_abort_max'
to '0 KB'.

If you want retrievals to always continue if they are being
cached then set 'quick_abort_min' to -1 KB'.

negative_ttl time-units
Time-to-Live (TTL) for failed requests. Certain types of
failures (such as "connection refused" and "404 Not Found") are
negatively-cached for a configurable amount of time. The
default is 5 minutes. Note that this is different from
negative caching of DNS lookups.

positive_dns_ttl time-units
Time-to-Live (TTL) for positive caching of successful DNS lookups.
Default is 6 hours (360 minutes). If you want to minimize the
use of SQUID's ipcache, set this to 1, not 0.

negative_dns_ttl time-units
Time-to-Live (TTL) for negative caching of failed DNS lookups.

range_offset_limit (bytes)
Sets a upper limit on how far into the the file a Range request
may be to cause SQUID to prefetch the whole file. If beyond this
limit then SQUID forwards the Range request as it is and the result
is NOT cached.

This is to stop a far ahead range request (lets say start at 17MB)
from making SQUID fetch the whole object up to that point before
sending anything to the client.

A value of -1 causes SQUID to always fetch the object from the
beginning so that it may cache the result. (2.0 style)

A value of 0 causes SQUID to never fetch more than the
client requested. (default)

Timeout Values

connect_timeout time-units
Some systems (notably Linux) can not be relied upon to properly
time out connect(2) requests. Therefore the SQUID process
enforces its own timeout on server connections. This parameter
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specifies how long to wait for the connect to complete. The
default is two minutes (120 seconds).

peer_connect_timeout time-units
This parameter specifies how long to wait for a pending TCP
connection to a peer cache. The default is 30 seconds. You
may also set different timeout values for individual neighbors
with the 'connect-timeout' option on a 'cache_peer' line.

read_timeout time-units
The read_timeout is applied on server-side connections. After
each successful read(), the timeout will be extended by this
amount. If no data is read again after this amount of time,
the request is aborted and logged with ERR_READ_TIMEOUT. The
default is 15 minutes.

request_timeout
How long to wait for an HTTP request after initial
connection establishment.

persistent_request_timeout
How long to wait for the next HTTP request on a persistent
connection after the previous request completes.

client_lifetime time-units
The maximum amount of time that a client (browser) is allowed to
remain connected to the cache process. This protects the Cache
from having a lot of sockets (and hence file descriptors) tied up
in a CLOSE_WAIT state from remote clients that go away without
properly shutting down (either because of a network failure or
because of a poor client implementation). The default is one
day, 1440 minutes.

NOTE: The default value is intended to be much larger than any
client would ever need to be connected to your cache. You

should probably change client_lifetime only as a last resort.

If you seem to have many client connections tying up

filedescriptors, we recommend first tuning the read_timeout,
request_timeout, persistent_request_timeout and quick_abort values.

half_closed_clients
Some clients may shutdown the sending side of their TCP
connections, while leaving their receiving sides open.  Sometimes,
SQUID can not tell the difference between a half-closed and a
fully-closed TCP connection. By default, half-closed client
connections are kept open until a read(2) or write(2) on the
socket returns an error.

Change this option to 'off' and SQUID
will immediately close client connections when read(2) returns
"no more data to read."
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pconn_timeout
Timeout for idle persistent connections to servers and other
proxies.

ident_timeout
Maximum time to wait for IDENT lookups to complete.

If this is too high, and you enabled IDENT lookups from untrusted
users, then you might be susceptible to denial-of-service by having
many ident requests going at once.

shutdown_lifetime time-units
When SIGTERM or SIGHUP is received, the cache is put into
"shutdown pending" mode until all active sockets are closed.
This value is the lifetime to set for all open descriptors
during shutdown mode. Any active clients after this many
seconds will receive a 'timeout' message.

Administrative Parameters

cache_mgr
Email-address of local cache manager who will receive
mail if the cache dies. The default is "webmaster."

cache_effective_user

cache_effective_group
If the cache is run as root, it will change its effective/real
UID/GID to the UID/GID specified below. The default is to
change to UID to nobody and GID to the default group of nobody.

If SQUID is not started as root, the default is to keep the
current UID/GID, and only the GID can be changed to any of
the groups the user starting SQUID is member of. Note that if
SQUID is not started as root then you cannot set http_port to
a value lower than 1024.

visible_hostname
If you want to present a special hostname in error messages, etc,
then define this. Otherwise, the return value of gethostname()
will be used. If you have multiple caches in a cluster and
get errors about IP-forwarding you must set them to have individual
names with this setting.

unique_hostname
If you want to have multiple machines with the same
'visible_hostname' then you must give each machine a different
'unique_hostname' so that forwarding loops can be detected.

hostname_aliases
A list of other DNS names that your cache has.

Options for the Cache Registration Service
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This section contains parameters for the (optional) cache
announcement service. This service is provided to help
cache administrators locate one another in order to join or
create cache hierarchies.

An 'announcement' message is sent (via UDP) to the registration
service by SQUID. By default, the announcement message is NOT
SENT unless you enable it with 'announce_period' below.

The announcement message includes your hostname, plus the
following information from this configuration file:

http_port
icp_port
cache_mgr

All current information is processed regularly and made
available on the Web at http://www.ircache.net/Cache/Tracker/.

announce_period
This is how frequently to send cache announcements. The
default is 0" which disables sending the announcement
messages.

To enable announcing your cache, just uncomment the line
below.

To enable announcing your cache, just uncomment the line below.
announce_period 1 day

announce_host
announce_file
announce_port

announce_host and announce_port set the hostname and port
number where the registration message will be sent.

Hostname will default to 'tracker.ircache.net' and port will
default default to 3131. If the 'filename' argument is given,
the contents of that file will be included in the announce
message.

Miscellaneous

dns_testnames

The DNS tests exit as soon as the first site is successfully looked up

This test can be disabled with the -D command line option.

logfile_rotate

Specifies the number of lodfile rotations to make when you
type 'SQUID -k rotate'. The default is 10, which will rotate
with extensions 0 through 9. Setting logdfile rotate to 0 will
disable the rotation, but the logfiles are still closed and
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re-opened. This will enable you to rename the logfiles
yourself just before sending the rotate signal.

Note, the 'SQUID -k rotate' command normally sends a USR1
signal to the running SQUID process. In certain situations
(e.g. on Linux with Async I/0), USR1 is used for other
purposes, so -k rotate uses another signal. It is best to get

in the habit of using 'SQUID -k rotate' instead of 'kill -USR1
<pid>".

append_domain

Appends local domain name to hostnames without any dots in
them. append_domain must begin with a period.

Be warned that there today is Internet names with no dots in
them using only top-domain names, so setting this may
cause some Internet sites to become unavailable.

tcp_recv_bufsize (bytes)

Size of receive buffer to set for TCP sockets. Probably just
as easy to change your kernel's default. Set to zero to use
the default buffer size.

err_html_text

HTML text to include in error messages. Make this a "mailto
URL to your admin address, or maybe just a link to your
organizations Web page.

To include this in your error messages, you must rewrite
the error template files (found in the "errors" directory).
Wherever you want the 'err_html_text' line to appear,
insert a %L tag in the error template file.

deny_info

Usage: deny_info err_page name acl
or deny_info http://... acl
Example: deny_info ERR_CUSTOM_ACCESS_DENIED bad_guys

This can be used to return a ERR_ page for requests which
do not pass the 'http_access' rules. A single ACL will cause
the http_access check to fail. If a 'deny_info' line exists

for that ACL then SQUID returns a corresponding error page.

You may use ERR _ pages that come with SQUID or create your own pages
and put them into the configured errors/ directory.

Alternatively you can specify an error URL. The browsers will then
get redirected (302) to the specified URL. %s in the redirection
URL will be replaced by the requested URL.

Alternatively you can tell SQUID to reset the TCP connection
by specifying TCP_RESET.
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memory_pools on|off
If set, SQUID will keep pools of allocated (but unused) memory
available for future use. If memory is a premium on your
system and you believe your malloc library outperforms SQUID
routines, disable this.

memory_pools_limit (bytes)
Used only with memory_pools on:
memory_pools_limit 50 MB

If set to a non-zero value, SQUID will keep at most the specified
limit of allocated (but unused) memory in memory pools. All free()
requests that exceed this limit will be handled by your malloc
library. SQUID does not pre-allocate any memory, just safe-keeps
objects that otherwise would be free()d. Thus, it is safe to set
memory_pools_limit to a reasonably high value even if your
configuration will use less memory.

If not set (default) or set to zero, SQUID will keep all memory it
can. That is, there will be no limit on the total amount of memory
used for safe-keeping.

To disable memory allocation optimization, do not set
memory_pools_limit to 0. Set memory_pools to "off" instead.

An overhead for maintaining memory pools is not taken into account
when the limit is checked. This overhead is close to four bytes per
object kept. However, pools may actually _save_memory because of
reduced memory thrashing in your malloc library.

forwarded_for on|off
If set, SQUID will include your system's IP address or name
in the HTTP requests it forwards. By default it looks like
this:

X-Forwarded-For: 192.1.2.3
If you disable this, it will appear as
X-Forwarded-For: unknown

log_icp_queries on|off
If set, ICP queries are logged to access.log. You may wish
do disable this if your ICP load is VERY high to speed things
up or to simplify log analysis.

icp_hit_stale on|off
If you want to return ICP_HIT for stale cache objects, set this
option to 'on'. If you have sibling relationships with caches
in other administrative domains, this should be 'off'. If you only
have sibling relationships with caches under your control, then
it is probably okay to set this to 'on'.
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If set to 'on’, then your siblings should use the option "allow-miss"
on their cache_peer lines for connecting to you.

minimum_direct_hops
If using the ICMP pinging stuff, do direct fetches for sites
which are no more than this many hops away.
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minimum_direct_rtt
If using the ICMP pinging stuff, do direct fetches for sites
which are no more than this many rtt milliseconds away.

cachemgr_passwd
Specify passwords for cachemgr operations.

Usage: cachemgr_passwd password action action ...

Some valid actions are (see cache manager menu for a full list):
5min
60min
asndb
authenticator
cbdata
client_list
comm_incoming
config *
counters
delay
digest_stats
dns
events
filedescriptors
fqdncache
histograms
http_headers
info
io
ipcache
mem
menu
netdb
non_peers
objects
offline_toggle *
pconn
peer_select
redirector
refresh
server_list
shutdown *
store_digest
storedir
utilization
via_headers
vm_objects

* Indicates actions which will not be performed without a
valid password, others can be performed if not listed here.

To disable an action, set the password to "disable".
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To allow performing an action without a password, set the
password to "none".

Use the keyword "all" to set the same password for all actions.

Example:

cachemgr_passwd secret shutdown
cachemgr_passwd lesssssssecret info stats/objects
cachemgr_passwd disable all

store_avg_object_size (kbytes)
Average object size, used to estimate number of objects your
cache can hold. See doc/Release-Notes-1.1.txt. The default is
13 KB.

store_objects_per_bucket
Target number of objects per bucket in the store hash table.
Lowering this value increases the total number of buckets and
also the storage maintenance rate. The default is 50.

client_db on|off
If you want to disable collecting per-client statistics, then
turn off client_db here.

netdb_low

netdb_high
The low and high water marks for the ICMP measurement
database. These are counts, not percents. The defaults are
900 and 1000. When the high water mark is reached, database
entries will be deleted until the low mark is reached.

netdb_ping_period
The minimum period for measuring a site. There will be at
least this much delay between successive pings to the same
network. The default is five minutes.

query_icmp on|off
If you want to ask your peers to include ICMP data in their ICP
replies, enable this option.

If your peer has configured SQUID (during compilation) with
'--enable-icmp' then that peer will send ICMP pings to origin server

sites of the URLs it receives. If you enable this option then the

ICP replies from that peer will include the ICMP data (if available).

Then, when choosing a parent cache, SQUID will choose the parent with
the minimal RTT to the origin server. When this happens, the

hierarchy field of the access.log will be

"CLOSEST_PARENT_MISS". This option is off by default.

test_reachability on|off
When this is 'on', ICP MISS replies will be ICP_MISS_NOFETCH
instead of ICP_MISS if the target host is NOT in the ICMP
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database, or has a zero RTT.

buffered_logs on|off
cache.log log file is written with stdio functions, and as such
it can be buffered or unbuffered. By default it will be unbuffered.
Buffering it can speed up the writing slightly (though you are
unlikely to need to worry unless you run with tons of debugging
enabled in which case performance will suffer badly anyway..).

reload_into_ims on|off
When you enable this option, client no-cache or *“reload"
requests will be changed to If-Modified-Since requests.
Doing this VIOLATES the HTTP standard. Enabling this
feature could make you liable for problems which it
causes.

see also refresh_pattern for a more selective approach.

always_direct
Usage: always_direct allow|deny [!]laclname ...

Here you can use ACL elements to specify requests which should
ALWAYS be forwarded directly to origin servers. For example,

to always directly forward requests for local servers use
something like:

acl local-servers dstdomain my.domain.net
always_direct allow local-servers

To always forward FTP requests directly, use

acl FTP proto FTP
always_direct allow FTP

NOTE: There is a similar, but opposite option named
'never_direct'. You need to be aware that "always_direct deny
foo" is NOT the same thing as "never_direct allow foo". You
may need to use a deny rule to exclude a more-specific case of
some other rule. Example:

acl local-external dstdomain external.foo.net
acl local-servers dstdomain .foo.net
always_direct deny local-external
always_direct allow local-servers

This option replaces some v1.1 options such as local_domain
and local_ip.

never_direct
Usage: never_direct allow|deny [']laciname ...

never_direct is the opposite of always_direct. Please read
the description for always_direct if you have not already.
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With 'never_direct' you can use ACL elements to specify
requests which should NEVER be forwarded directly to origin
servers. For example, to force the use of a proxy for all
requests, except those in your local domain use something like:

acl local-servers dstdomain .foo.net
acl all src 0.0.0.0/0.0.0.0
never_direct deny local-servers
never_direct allow all

or if SQUID is inside a firewall and there is local intranet
servers inside the firewall then use something like:

acl local-intranet dstdomain .foo.net

acl local-external dstdomain external.foo.net
always_direct deny local-external
always_direct allow local-intranet
never_direct allow all

This option replaces some v1.1 options such as inside_firewall
and firewall_ip.

header_access
Usage: header_access header_name allow|deny [!]Jaclname ...

WARNING: Doing this VIOLATES the HTTP standard. Enabling
this feature could make you liable for problems which it
causes.

This option replaces the old 'anonymize _headers' and the
older 'http_anonymizer' option with something that is much
more configurable. This new method creates a list of ACLs
for each header, allowing you very fine-tuned header
mangling.

You can only specify known headers for the header name.
Other headers are reclassified as 'Other'. You can also
refer to all the headers with 'All'.

For example, to achieve the same behaviour as the old
'http_anonymizer standard' option, you should use:

header_access From deny all
header_access Referer deny all
header_access Server deny all
header_access User-Agent deny all
header_access WWW-Authenticate deny all
header_access Link deny all

Or, to reproduce the old 'http_anonymizer paranoid' feature
you should use:
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header_access Allow allow all
header_access Authorization allow all
header_access WWW-Authenticate allow all
header_access Cache-Control allow all
header_access Content-Encoding allow all
header_access Content-Length allow all
header_access Content-Type allow all
header_access Date allow all
header_access Expires allow all
header_access Host allow all
header_access If-Modified-Since allow all
header_access Last-Modified allow all
header_access Location allow all
header_access Pragma allow all
header_access Accept allow all
header_access Accept-Charset allow all
header_access Accept-Encoding allow all
header_access Accept-Language allow all
header_access Content-Language allow all
header_access Mime-Version allow all
header_access Retry-After allow all
header_access Title allow all
header_access Connection allow all
header_access Proxy-Connection allow all
header_access All deny all

By default, all headers are allowed (no anonymizing is
performed).

header_replace
Usage: header_replace header_name message
Example: header_replace User-Agent Nutscrape/1.0 (CP/M; 8-bit)

This option allows you to change the contents of headers

denied with header_access above, by replacing them with
some fixed string. This replaces the old fake_user_agent

option.

By default, headers are removed if denied.

icon_directory
Where the icons are stored. These are normally kept in
¢:/SQUID/share/icons

error_directory
If you wish to create your own versions of the default
(English) error files, either to customize them to suit your
language or company copy the template English files to another
directory and point this tag at them.

maximum_single_addr_tries
This sets the maximum number of connection attempts for a
host that only has one address (for multiple-address hosts,
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each address is tried once).

The default value is three tries, the (not recommended)
maximum is 255 tries. A warning message will be generated
if it is set to a value greater than ten.

snmp_port
SQUID can now serve statistics and status information via SNMP.
By default it listens to port 3401 on the machine. If you don't
wish to use SNMP, set this to "0".

snmp_access
Allowing or denying access to the SNMP port.

All access to the agent is denied by default.
usage:

snmp_access allow|deny [!]Jaclname ...

Example:
snmp_access allow snmppublic localhost
snmp_access deny all

snmp_incoming_address
snmp_outgoing_address
Just like 'udp_incoming_address' above, but for the SNMP port.

snmp_incoming_address is used for the SNMP socket receiving
messages from SNMP agents.

snmp_outgoing_address is used for SNMP packets returned to SNMP
agents.

The default snmp_incoming_address (0.0.0.0) is to listen on all
available network interfaces.

If snmp_outgoing_address is set to 255.255.255.255 (the default)
then it will use the same socket as snmp_incoming_address. Only
change this if you want to have SNMP replies sent using another
address than where this SQUID listens for SNMP queries.

NOTE, snmp_incoming_address and snmp_outgoing_address can not have
the same value since they both use port 3401.

as_whois_server
WHOIS server to query for AS numbers. NOTE: AS numbers are
queried only when SQUID starts up, not for every request.

MIME Type Configuration Options
The MIME.CONF file associates filename extensions (for servers or services that don't

automatically include them — like FTP) with a mime type and a graphical icon. Content-Encoding
names are taken directly from section 3.1 of RFC2068 (HTTP/1.1)
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This file has the following format information on each line:

RegEXx Content-type icon name content-encoding transfer-
mode

Here are a couple of examples from the default file:

\.bin$ application/macbinary anthony-unknown.gif - image
\.exe$ application/octet-stream anthony-unknown.gif - image
\.pdf$ application/pdf anthony-unknown.gif -

It is unlikely that you will wish to modify the default MIME encoding that come in the shipped
version of this product.

Cache Testing and Troubleshooting

Testing your PatchLink Distribution Point content caching solution

Setup 1: Deploy the PatchLink Distribution Point package to designated local patch storage
server.
When deployed the package be will auto configured:

a) Setup cache folders

b) Configured to utilize port 25253

Setup 2: Verify that the Cache Server is Caching.
1. Point your web browser at the cache-ip and port 25253
2. Surf the web -- make sure you have no problems going thru the cache and hitting
www.cnn.com, www.southcitygrill.com, etc.
3. Allow anonymous access to the updatestorage folder with directory browsing enabled via
s
4. Browse to this location and right click "save as" on a few patches...do the same one twice
5. Check the c:\program files\patchlink\distribution point\var\logs directory and view the
access.log, there will be TCP_HIT and TCP_MISS status lines:
a. MISS <---file not in cache
b. HTTP_HIT <---file pulled locally and not from upstream wire

Step Three: If all that works... test the agent...

1. Set the agent via control panel to use cache-ip address and the port 25253

2. Log into the Patch Management Server, and set the server's communication interval,
under options, to 1 minute

Watch the log, (about 3 lines every 1 minute)... communication is working

Deploy the "A - Deployment Test and Diagnostic Package" to the agent

Watch the access.log file "AND" the local \windows\temp or \WINNT\temp directory for a
text file to appear.

You should see a GET request in the LOG with a TCP-MISS

Deploy the same patch... watch the log

You should see a TCP_MEM_HIT <<<it’s only a 1k file... it's a memory cached hit...
You can deploy any other patch and when you get to the additional flags field add —pldo
(-pldo means just move the patch to the temp dir but don't execute)

10. Verify by watching access.log and looking at the temp dir for a .exe file or text file

11. Delete the file in temp dir.

12. Redo deployment... look for a TCP_HIT in the access.log

aor®

©ooN®


http://www.cnn.com/
http://www.southcitygrill.com/
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To remove the PatchLink Distribution Point server from the installed server:
Cd c:\program files\patchlink\distribution point\sbin
squid.exe —n patchlink_distribution —r

Troubleshooting
CD c:\program files\patchlink\distribution point\sbin

Execute the following to create the cache directories and get things set up:
squid.exe -f c:/progra~1/patchli~1/distrib~1/etc/squid.conf -z
Check to see if there are any errors in the Event Log.
Execute the following to manually run the PatchLink Distribution Point application:
squid.exe -f c:/progra~1/patchli~1/distrib~1/etc/squid.conf
Look in c:\program files\patchlink\distribution point\VAR\CACHE.LOG if the Squid process
dies. See what it says if there are any other mis-configurations.
Fix any mis-configurations or problems and retry these Trouble shooting steps.
Other supported operating systems

Linux agent versions
ZENworks® Patch Management supports several distributions of Red Hat Linux

including:
= 70,71,72,7.3
= 8.0
= 90

The Linux agent requires the Java Runtime Environment (JRE) v1.2.2 or above, and
can only be installed in single agent mode.

UNIX versions
Like Linux, the UNIX requires JRE v1.2.2 and above. The following operation systems
are supported:

= Solaris
= v2.5,v26,v2.7,v7,and v8

Single Agent
The Single Agent Installer is used to manually add a single computer to the managed
computers list. This is most often used in the case of stand alone computers.

The agent installer screen contains links to all of the agent installations and additional
information on Operating Systems, Requirements, and Installation Notes.
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| Novell ZENworks Patch Management Service Agents - Microsoft Internet Explorer provid...

Agent Installers

Single Agent Installer for Windows version: 6.0.0.52
Download: http:/furnware- Release Date: 61672004

2003stan/downloadfupdatesgent.exe

For a single installation of the Movell ZENwaorks Patch Management Agent on a local
computer,

Eﬂperating Systems

ERequirements

H# 1nstallation Notes

[ more information at the Movell ZEMwaorks Patch Management Forum )

Single Agent Windows MSI Installer version: 6.0.0.52
Download: http:ffvmware- Felease Date: 6/16/2004

2003stan/download/Updatefgent. msi

For a single installation of the Movell ZENwaorks Patch Management Agent on a local
computer,

Eﬂperating Systems

F Requirements

FH1nstallation MNotes

[ more information at the Movell ZEMwarks Patch Management Forum )

Silent Agent Installer for Windows YWersion: 6.0.0.52

Download: WWwMwWARE-20035TAN adming)patchlinkiupdate Release Date: 671672004

Select the Single Agent Installer for Windows link.

File Download

 ,  Some filez can harm pour computer. [f the file information below
\.{‘/ looks suspicious, or you do not fully trust the source, do not open o
save thiz file

File hame: updateagent.exe
File type:  Application
From: support-wzk2. patchlink. com
& This type of file could harm your computer if it containg
malicious code.

Would pou like to open the file or zave it to your computer?

[ Open ]| Save |[ Cancel ][Morelnlo

Click on the Open button

33% of updateagent.exe Completed FEX

Opening:

updateagent.exe from support-wzkz, patchlink, com

Estimated time left. 5 sec (1,96 MB of 6,56 MB copied)
Download ko: Temporary Folder
Transfer rate: 920 KBjSec

T Cancel

Cloze
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Select the destination directory for the installation files, and click on the
Continue.

k Update Agent - Installation Folder

X]

Please enter the folder where the files should be unpacked.
IF the folder does not exist. you will be prompted to create it

Installation Folder

Browse.

Files Unpack

Unpacking PatchLink Update Agent...
Unpacking DEMODATAT...

Cancel

Files Setup

Patchlink Update Agent for Windows Setup iz preparing
the InztallS hield® ‘wizard which will guide you through the
- rest of the setup process. Pleaze wait.

N

Read the Welcome screen and click Next to continue.

Welcome

Welcome to the PatchLink Update Agent Setup program. This
program will install PatchLink Update Agent on vour computer,

Itis strangly recommended that you esit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then close any programs you have
tunning. Click Mext ta continue with the Setup program

‘WARNING: This program is protected by copyright law and
interational treaties.

Unavthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be: prosecuted to the masimum extent possible under law.

Cancel
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= Read the license agreement, and click “Yes” to continue

Software License Agreement El

Flease read the following License Agreement. Press the PAGE DOWM key to see
the rest of the agreement

[EMND-USER LICENSE AND MAINTENANCE AGREEMENT FOR PATCHLINK ~
FRODUCTS.

IMPORTANMT-READ CAREFULLY: This PatchLink Corporation End-User

License and Maintenance Agreement ["LICENSING AGREEMENT") for

your company is a legal agreement between you [either an indi-

widual or a single entity] and PatchLink Corparation for

the PatchLink. software products identified above, which

includes computer software and associated media and printed

materials, and may include “'online or electronic documen-

tation ["SOFTWARE PRODUCT" or "SOFTWARE"]. By installing,

copying, or othenwise using the SOFTWARE PRODUCT , you agres

to be bound by the terms of this LICENSING AGREEMENT. If you

do not agree to the terms of this LICENSING AGREEMENT, -
Do you accept all the terms of the preceding License Aarzement? I you choose Mo, Setup
will ¢lose. To ingtall Patchlink Update Agent, you must accept this agreement.

< Back ‘Yes Mo

= Enter the “Host URL”, “Serial #”, and “Proxy” server address, then click
“Next” to continue.

3

Please enter the URL of your PatchLink Update Server, along
with its Serial Mumber. The corect serial number can be found on
the Hame page of the administration interface. A proxy is NOT
generally required on the LAN network.

Hast URL

Serial#  [38808832-29288888

Prowy [

< Back Mext > Cancel

= Confirm the installation settings, and click “Next” to continue.

Start Copying

Setup hag enough information to start copying the program files
1F you want to 1eview or change sny seftings, click Back, [F pou
are satisfied with the settings. click Next to begin copying files.

Currert Settings
[AGENT REGISTRATION

Patchlink Update Server host wil
hitp:/#

Serial Mumber to be used:
88958008-80080088

Mo proxy server is required to access the Update Server fram

License agreement was read and acknowledged

|~

| >

Cancel
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= Patch Management Agent Installs.

1 setup

Installing PatchLink Update Agent

= Click Finish to complete the installation

Setup Complete

Setup has finished instaling PatchLink Update Agent on your
computer. Your computer should now be registered with the:
Update Server and its inventory wil be available in the next few
minutes.

Click Finish to complete Setup,

View
To display additional information about the computer, select a computer and click on

the View button. This performs the same function as clicking on the name of the
computer.

Enable
To enable selected disabled computers, click on the Enable button.

Disable

To disable selected enabled computers, click on the Disable button. Disabled
computers do not take up an agent license.

Export

Export the computer list data to a comma-separated value (CSV) file. The filter and
order of the data is based on what the Computer List view is selected and sorted on.
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This may display only a certain number of computers per page, the export will save
all computer data based on your selected filter.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected computers.

To initialize (choose) all computers, click the Scan Now button without selecting any
computers.

If you choose not to select any computers, the screen will ask you if you wish to
confirm the reschedule the Discover Applicable Updates System Task for all of
the computers.

2 Scan Now - Microsoft Internet Explorer pro... |:||E|rz|

Scan Now

COMFIRM:

This will reschedule the deployment for the
Discover Applicable Updates System Task for
immediate deployment {using the deployment's
current options),

Is this what yvou wish to do?

To reschedule the Discover Applicable Updates, select Yes.
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A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

The Patch Management Server will reschedule the selected computer(s)'s
membership (or all computers’ memberships), initialize a screen stating its success
and provide a Deployment link to initialize a new window with the results of the
Discover Applicable Updates Deployment.

Upon clicking the Close button on the screen, the Computers page will be refreshed
and initialized. Previously selected deployment options are maintained.

Computers Security

The Computer List section of the Patch Management Server requires the View Computers
access right. If a user does not have the correct access, the access denied error message is
displayed.

To be able to be able display the agent installers’ page requires the Install Computers access
right. If a user does not have the correct access, the Install button is displayed. Once a
computer registers against the Patch Management Server a Patch Management
Administrator must give access to that computer to other user security roles.

To be able to enable, disable, and remove computers requires the Manage Computers
access right. If a user does not have the correct access, the Enable, Disable, and Remove
buttons are disabled.

To export the computer data to a comma-separated value (CSV) file requires the Export
Computer Data access right. If a user does not have the correct access, the Export button is
disabled.

To restart the discovery and analysis process for all of the computers registered to the Patch
Management Server requires the Manage System Tasks access right. If a user does not
have the correct access, the Scan Now button is disabled.



Novell

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Computer Details
The Computer Details section of the Patch Management Server displays Server related and
important information about a specific computer. Click on the actual Computer Name link
under the Computer Name column. This will bring you to the details page.

= Selecting Reports Tab will display the Vulnerability Report Analysis for the

computer.
= Selecting Inventory Tab will display the Inventory for the computer.
= Selecting Deployments Tab will display the deployments for the computer.

The Reports, Inventory, and Deployments tabs serve as a quick link to those related
inquiries for a specific computer. See Section 5; Vulnerability Reports, Section 6;
Inventory, and Section 7; Packages for more detailed information.

Information Feports Inventory Deployments

Computer Information:

Mame: WWWMWARE-20035TAM DescHpton:
DOperating System: Win2K3 05 ¥ersion: 5.2
05 Service Pack: 05 Build Number: 3790
DNS Mame: vmware-Z003stan IP Address: 192.168,1,.208
Agent Information:
PLUS Agent Installation Date: /L 5/2004 4:12:11 BM PLUS Agent Status: Running

(GMT-07:00)
PLUS Agent ¥ersion: 6.0.0,52 Last Connected Date: E’érlws_'lf_‘?un_fggj’ﬂ’a“ pM

Group Information:

Group Name Type Status  Added By Added On
WinZ2k3 Computer [system created) Enabled PatchLink Corp.  7/16/2004 4:12:00 PM [(GMT-07:00])

Policy Information:

Communication Interval Hours of Operation Logging Level Discovery Agent Mode

5 Minutes Always Run Mane Marmal

Interactive Agent Information:

Deployment Motification Options Reboot Motification Options
Matification timeout: 2 minls) Motification timeout: 2 minls)
Snooze duration: 60 min(s] Snooze duration: 60 rnin(s]
Snooze limit: 15 times Snooze limit 15 times

If information is not applicable to a specific section, the section will simply not be present on
the details page.
Computer Information
» Name: This displays the name of the computer
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Operating System: This displays the abbreviated operating system platform
name of the computer.

OS Service Pack: This displays the service pack level of the computer
DNS Name: This displays the DNS name of the computer.
Description: This displays the description of the computer.

OS Version: This displays the operating system version number of the
computer.

OS Build Number: This displays the operating system build number of the
computer.

IP Address: This displays the IP Address of the computer.

Agent Information

Patch Management Server Agent Installation Date: The date the agent was
installed and registered against the Patch Management Server.

Patch Management Server Agent Version: This displays the version of the
agent.

Patch Management Server Agent Status: This displays the status of the
agent.

Last Connected Date: The date the agent last contacted the Patch
Management Server.

Group Information

Group Name: This displays the name of the group the computer is a member
of.

Type: This displays the type of the group.

Status: This displays the status of the group.

Added By: This displays the User who added the computer to the group.
Added On: This displays the date the computer was added to the group.

Policy Information

Communication Level: This displays how often the agent communicates with
the Patch Management Server.

Hours of Operation: This displays the hours of operation in which the agent
will communicate with the Patch Management Server.

Logging Level: The logging level determines how much data the agent will
log while it performs its tasks.

Page Functions

Reports Tab

Selecting this tab will display the Vulnerability Report Analysis for the computer.

Inventory Tab

Selecting this tab will display the Inventory for the computer.
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Deployments Tab
Selecting this tab will display the deployments for the computer.

Action Menu

Export Scan Mow Rebook o

Export
Export the computer information to a comma-separated value (CSV) file.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected computers.

The Patch Management Server will reschedule the computer and initialize a screen
stating its success and provide a Deployment link to initialize a new window with the
results of the Discover Applicable Updates Deployment.

2} Scan Now - Microsoft Internet Explorer pro... |Z E'E'

Scan Now
SUCCESS:

The Deployment for the Discover Applicable Updates
System Task has been updated,

Upon clicking the Close button on the screen, the Computers page will be refreshed
and initialized. Previously selected deployment options are maintained.

Computer Details Security

The Computer Information section of the Patch Management Server requires the View
Computers access right. If a user does not have the correct access, the access denied error
message is displayed.
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To export the computer information to a comma-separated value (CSV) file requires the
Export Computer Data access right. If a user does not have the correct access, the Export
button is disabled.

To restart the discovery and analysis process for all of the computers registered to the Patch
Management Server requires the Manage System Tasks access right. If a user does not
have the correct access, the Scan Now button is disabled.

To be able to view the vulnerability reports results for the computer requires the View Reports
access right. If a user does not have the correct access, the Reports tab is disabled.

To be able to view the computer inventory section requires the View OS Inventories access
right. If a user does not have the correct access, the Inventory tab is disabled.

To be able to view the computer deployments section requires the View Deployment Status
access right. If a user does not have the correct access, the Deployments tab is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Detection Reports by Computer

A Vulnerability Report encompasses any vulnerability, how to detect it, and its associated
patch or patches. The detection portion of it, also called a Vulnerability Report, contains the
necessary signatures and fingerprints on which to properly determine if the vulnerability is
patched or not patched.

Click on the actual Reports Tab in the Computer Details screen.
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PATCHLINK
es | Computers |
Yulnerability Reports hy | | Mt Patched |
Computer: \\¥MWARE-20035TaN S237h (r2port name/CyE noj: | L &
v
Save as Default View: D
Information Report Analysis y Inventary Deployments Total: 23
A = o =
z‘.'l ¥l Report Name Impact ¥ Q{’ @D g 3 Q .-z
4| E A - Deployment Test and Diagnostic Package Critical i} o o 1 100% %
il B MS 870669 Disable the ADODE . Stream object fraom Internet Explorer Critical a a 1] 1| 100%
0 [ :}g'?"é-sull 835732 Security Update for Microsoft windows (SEE lcritical al a o 1| 1o0%
g MS04-015 840374 Yulnerability in Help and Support Center Could i Critical: | "
O w Allow Remote Code Execution (SEE NOTES Sritical g g ] | 2higee
0 ] gﬂeSrD:}c-:gls 839643 Vulnerability in DirectPlay Could Allow Denial of |- iioa al o o 1| 100
=l ﬁ MS04-018 §23353 Cumulative Security Update for Outlook Express & Critical o o o 1| 100%
0 ¥ E)?eoc“u-t?ozj 540315 VYulnerability in HTML Help Could Allow Code \Critical al o o 1| 100
a3 [ 25§:-§)(2:£33g45 Yulnerability in Windows Shell Could Allow Remate - oo al o o 1| 100
0 gleshaaiiaoorzs Update for Windaws Media Plaver URL Script Command |~ iical - 01 al o o 1| 100
‘ MS03-021 819639 Flaw In Windows Media Player May allow Media CrEsy o
Fi | v . Critical - 01 il 0 0 1 100%
0 e ggggigf:cﬁégisg Buffer Overrun In HTML Converter Could Allow Critical - 01 al a o 1| 100
I m gﬂeSrDVS;-ngéoﬁolsctgs (Korean) Curnulative Patch for Microsoft SQL \Critical - 01 al a 0 1 1009
0 ﬁ T}SUS-USI 815495 Cumulative Patch for Microsoft SOL Server (Rev |- gy al o o 1| 100
i M303-041 §23152 Yulnerability in Authenticode Verification Could o
+ : % o
o e Allow Remote Code Execution (SEE NOTES i S o o I
== | T e (MEN3-N43 A28N55 Roffer Owermin in Messenner Service Conld allaw L

Vulnerability Report Analysis

This section displays the analysis results of the vulnerability reports during the
discovery and analysis process on the computer. The report analysis gives a simple

top-down view of the computer in each status.

The Reports, Inventory, and Deployments tabs serve as a quick link to those related
inquiries for a specific computer. See Section 5; Vulnerability Reports, Section 6;

Inventory, and Section 7; Packages for more detailed information.

Page Functions

Information Tab

Selecting this tab will display additional Computer Information.

Inventory Tab
Selecting this tab will display the Inventory for the computer.
Deployments Tab

Selecting this tab will display the deployments that the computer has been assigned

to.
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Action Menu

Deploy Expart Scan Mow Rebook Mo

Deploy
This creates a deployment for the selected vulnerability report. See Section 9;
Deploying Packages: Schedule Deployment Wizard for more information.

Export
Export the vulnerability report analysis to a comma-separated value (CSV) file. The
amount and order of the data is based on what the analysis view is filtered and
sorted on.

Computer Vulnerability Security

The Computer Reports section of the Patch Management Server requires the View Reports
Page access right. If a user does not have the correct access the access denied error
message is displayed.

To be able to change the filter from detected vulnerability reports to disabled or all requires
the Change Report Filter access right. If a user does not have the correct access, the filter
will not have any options to choose from.

To be able to view the associated distribution packages for a given vulnerability report
requires the View Packages access right. If a user does not have the correct access, the link
on the package status image is disabled.

To be able to create a deployment based on the report analysis requires the Deploy Reports
access right. If a user does not have the correct access, the Deploy button is disabled.

To export all of the vulnerability report analysis’s to a comma-separated value (CSV) file
requires the Export Report Data access right. If a user does not have the correct access,
the Export button is disabled.

To restart the discovery and analysis process for all of the computers registered to the Patch
Management Server requires the Manage System Tasks access right. If a user does not
have the correct access, the Scan Now button is disabled.

To be able to view the computer inventory section requires the View OS Inventories access
right. If a user does not have the correct access, the Inventory tab is disabled.

To be able to view the computer deployments section requires the View Deployment Status
access right. If a user does not have the correct access, the Deployments tab is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.
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Computer Inventory Summary

The following inventories are gathered while in the discovery and analysis process: Operating
Systems, Installed Software, Hardware and their device drivers, and Services. The Filter
changes the display between the different inventories. When displaying the Inventory based
on a single computer, the Software inventory is the initial inventory displayed.

The Reports, Inventory, and Deployments tabs serve as a quick link to those related inquiries
for a specific computer. See Section 5; Vulnerability Reports, Section 6; Inventory, and
Section 7; Packages for more detailed information.

PATCHLINK

- Computers

Home | Reports | Inventory | Packages | Computers | Groups | Users tions | Help Server Time: 7, 0 113 MT-07:00]

Inventory Summary hy
Computer;: \\YMWARE-20035TAN

Search (inventory narmel: | |

Type:! |Soﬂware vl

Save as Default view: [ Update Wiew

Information Reports 4 Computer Inventory  Deployments Total: 7

software Programs Qs

MICROSOFT SOL SERVER DESKTOP EMNGINE

NOYELL ZENWORKS PATCH MAMNAGEMEMT AGEMT MANAGEMEMNT CEMNTER
MNOWELL ZEMWORKS PATCH MAMNAGEMEMT SERVER

PATCHLINK SYSTEM INFORMATION

UPDATE AGEMNT

YhWARE TOOLS

WINDOWS SERVER 2003 HOTFIX - KB 828741

Export Scan Now

Page Functions

S Y

Information Tab
Selecting this tab will display additional Computer Information.

Reports Tab
Selecting this tab will display the results of the Discovery and Analysis process for
the Vulnerability Reports.

Deployments Tab

Selecting this tab will display the deployments that the computer has been assigned
to.

Action Menu

Export
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Export the vulnerability report analysis to a comma-separated value (CSV) file. The
amount and order of the data is based on what the analysis view is filtered and
sorted on.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected computers.

The Patch Management Server will reschedule the computer and initialize a screen
stating its success and provide a Deployment link to initialize a new window with the
results of the Discover Applicable Updates Deployment.

A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

Upon clicking the Close button on the screen, the Computers page will be refreshed
and initialized. Previously selected deployment options are maintained.

Computer Inventory Security

The Computer Inventory section of the Patch Management Server requires the View OS
Inventories access right. If a user does not have the correct access, the access denied error
message is displayed.

To be able to view the Software inventory requires the View Software Inventories access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the Hardware inventory requires the View Hardware Inventories access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the Services inventory requires the View Services Inventories access
right. If a user does not have the correct access, the filter will not have this option available.
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To be able to view the list of computers on which an inventory belongs to requires the View
Computers access right. If a user does not have the correct access, the hyperlink on the
inventory item is disabled.

To export the inventory to a comma-separated value (CSV) file requires the Export Inventory
Data access right. If a user does not have the correct access, the Export button is disabled.

To be able to view the vulnerability reports results for the computer requires the View Reports
access right. If a user does not have the correct access, the Reports tab is disabled.

To be able to view the computer deployments section requires the View Deployment Status
access right. If a user does not have the correct access, the Deployments tab is disabled.

Computer Deployments

The Computer Deployments section displays all of the deployments that the computer has
been assigned to.

PATCHLINK

Deployments for Computer: V\YMWARE-20035TAMN

Infarmation Repaorts Inventory 4 Computer Deployments \ Tetal: @
]~ Name Initial Start Date |y @ B w I b
" |[RPC/DCOM Yulnerabilities (WinZk3} teeEy ~
Ceployment of ME04-012 828741 (2k3) 7/19/2004 12:47:00 PM

[# | [] | j Curmulative Update for Microsoft RPC/DCOM 1 o 1 o 1| 100%

Wulnerabilities (Win2k3)

{Local)

™ Deployrnent of Reboot Task - Reboot Systern 7/19/2004 12:32:00 PM -
U a (Win95 Win2s WinME WinMT Win2k WinxP Win2k3) {Local) 1w i ) 1o

Ceployment of Task - Reboot System 741972004 12:27:00 PM o
1 D (5095, w98, WinME WInhiT Win2k WinXP WinZK3) (Local) 1 0/ 1 0 1} 100%

Ceployment of MS01-021 §295279: Web Request
[ N3 can Cause Access Yiolation in [SA Server Weh
Proxy Service (WinZk, WinZk3)

|:| @ Systemn Task: Refresh Inventory Data At Registration 1 n] 1 n] 1| 100% .

741942004 11:19:00 &AM

{Local) 1, 0o 1 0 1 100%

The Reports, Inventory, and Deployments tabs serve as a quick link to those related inquiries
for a specific computer. See Section 5; Vulnerability Reports, Section 6; Inventory, and
Section 7; Packages for more detailed information.

Action Menu

Export
Export the vulnerability report analysis to a comma-separated value (CSV) file. The
amount and order of the data is based on what the analysis view is filtered and
sorted on.
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Page Functions

Information Tab
Selecting this tab will display additional Computer Information.

Reports Tab

Selecting this tab will display the results of the Discovery and Analysis process for
the Vulnerability Reports.

Inventory Tab
Selecting this tab will display the Inventory for the computer.
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Computer Deployments Security

The computer deployments section requires the View Deployment Status access right. If a
user does not have the correct access, the access denied error message is displayed.

To be able to view the vulnerability reports results for the computer requires the View Reports
access right. If a user does not have the correct access, the Reports tab is disabled.

To be able to view the computer inventory section requires the View OS Inventories access
right. If a user does not have the correct access, the Inventory tab is disabled.

To be able to view the computer deployments section requires the View Deployment Status
access right. If a user does not have the correct access, the Deployments tab is disabled.

To be able to export the computer deployment data requires the Export Deployment Data
access right. If a user does not have the correct access, the Export button is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.
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11. Groups

Home | Reports | Inventory | Packages | Computers | Groups | Uzers | Optians | Help |

A group is a collection of computers for the purpose of making deployments on a “groupwise” basis.

The purpose is based upon user specification to provide an easier way to manage the entire group
rather than managing each computer one at a time.

Clicking on the group name will display the group information and properties page. This is the same
thing as selecting the group and clicking on the Properties button.

N : Groups

PATCHLINK

Groups sesrchi(groupsnamedi | | Status: |~ All = v

Save as Default view: [ Update Wiew

All Computer Groups Total: 12
[ &k Group Name 2
O amx
O 3 we-ux
|33 Linux
|5 macos %
132 solaris
[ | 12 winzi
O 33 winzka
7|33 winss
[ |33 winss
O B winme
[ |33 it
[ | 12 winxe

‘0‘ patehlink add l Enable l Edit I Rules I Froperties I Disable I Remove n Expark l Scan Mow l Reeboot Mow l

HEH H|H

H B H ) E B

With a group you can:

= Deploy a distribution package (from an associated Vulnerability or local
distribution package) to all computers of the group. When deploying from the
Vulnerability Report’s section, the only computers which will receive the
distribution package are the ones that are applicable to the vulnerability
report.

= Define a set of policies which determine the behavior of the agents installed
on those computers.

= Define a baseline of Vulnerability Reports or local distribution packages
which are declared as mandatory. This ensures that these baseline items
must be installed or detected as patched; else the deployments for those
items will be auto-generated for immediate execution.

= View the results of the Vulnerability Report Analysis for the entire
membership of the group.
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= View the results of the detected Inventory for the entire membership of the
group.

= Reschedule the Discovery and Analysis process (Discover Applicable
Updates System Task) to verify the Inventory and Report data is current.

Group Status

This displays the various groups that have been pre-generated by the Patch Management
Server or user-defined by the local administrator. Each group entry displays the name of the
group plus the status and type of the group.

Enabled Groups

& O ax "'f,
Status Description
i This is an enabled system group. One system group is formed automatically

corresponding to each operating system in the network.

This is a disabled system group. One system group is formed automatically
18 corresponding to each operating system in the network. Reports are prevented
from running on computers in this group.

This is a enabled system group. These are the groups which are manually
@ created by the administrator. Either one agent or multiple agents belonging to
multiple operating systems can be added to a group.
This is a disabled system group. These are the groups which are manually
created by the administrator. Either one agent or multiple agents belonging to
multiple operating systems can be added to a group. Reports are prevented
from running on computers in this group.

s

Page Functions

Display and Hide
Click the = to display additional information and statistics about the represented
item. Click the = to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (E|,) is only available
for Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Groups page header.
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PATCHLINK

omputers | Groups | Users ons | Help Se i 3i10:5 GMT-07:00)

Groups Search {group name): | | status: | AN v

Save as Defauk View: [ Update View

e Search

Search [group namel: | | I

You may search Groups for more granular results by entering the group

name text into the Search field and clicking on the === Update View
button.

This will return the Group(s) having the name of the entered text. You may
then click the Save as Default View button to save your filtered view as your
default view for the next time the page is visited.

Save as Default View: Dl

e Status
Filter by Status using the dropdown menu and click on the ‘=== Update
View button.
Status) -

This will return the Group(s) having the selected status. You may then click
the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: Dl

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes
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Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

l Add I Enahle l Edit l Rules l Propetties I Disable I Remove n Export I Scan Mow lRehnnthwl

Add

Clicking this button will bring up the Group Property page allowing new groups to be
created_See Section 12; Add a Group Wizard for more information.

Edit
By clicking on the button, a edit group wizard comes up in which u can enter all the

information about the already existing group. _See Section 12; Add a Group Wizard
for more information.

Rules

Clicking the Rules button allows the User the ability to create and populate a group
based on a few minimal parameters. Group Name, Group Description, and a comma-
delimited list of computer names (Windows computers must be prefixed with \\) may
be entered.

Properties

Selecting a group and clicking on this button will display the group information and
properties page.

Disable
This disables all group-based functionality for the group members.

Enable
This enabled all of the group-based functionality for the group members.

Remove
This will delete all selected disabled groups.

Export

Export the group data to a comma-separated value (CSV) file. The amount and
order of the data is based on what the Group List view is filtered and sorted on.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected groups.

To initialize (choose) all groups, click on the Scan Now button without selecting any
groups or select a group (or Groups) by clicking in the checkbox and click the Scan
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Now button.

If you choose to not select any groups, the screen will ask you if you wish to confirm

the reschedule the Discover Applicable Updates System Task for all of the

members for all of the groups.

2 Scan Now - Microsoft Internet Explorer pro... |:||E|rz|

Scan Now

COMFIRM:

This will reschedule the deplayment for the
Discover Applicable Updates System Task for
immediate deployment {(using the deployment's
current options),

Is this what you wish to do?

To reschedule the Discover Applicable Updates, select Yes.

23 Scan Now - Microsoft Internet Explorer pro... |;||E|rz|

SUCCESS:

The Deployment for the Discover Applicable Updates
System Task has been updated.
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The Patch Management Server will reschedule the selected group(s)'s membership
(or all groups’ memberships) ,initialize a pop-up screen stating its success, and
provide a Deployment link to initialize a new window with the results of the Discover
Applicable Updates Deployment.

Upon clicking the Close button on the screen, the Groups page will be refreshed and
initialized. Previously selected deployment options are maintained.

Groups Security

The Groups section of the Patch Management Server requires the View Groups access right.
If a user does not have the correct access, the access denied error message is displayed.

To be able to create, edit, enable, disable, and remove groups requires the Manage Groups
access right. If a user does not have the correct access, the Add, Edit, Rules, Enable,
Disable and Remove buttons are disabled.

To export all of the group data to a comma-separated value (CSV) file requires the Export
Group Data access right. If a user does not have the correct access, the Export button is
disabled.

To reschedule the discovery and analysis process (Discover Applicable Updates System
Task) for all members of the selected groups requires the Manage System Tasks access
right. If a user does not have the correct access, the Scan Now button is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Group Information

The group information and properties section of the Patch Management Server displays
group related information, properties, and assessment graphs for viewing various statuses
concerning the group’s membership. Click on the actual group name link. The information
tab of the Computer Information page (default) appears. (Win XP, All vendors, All Impacts,
By Agent is used as an example)
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PATCHLINK

ters | Groups | Us

Information for Group: Win2K3

Information s Reports Inventory Membership Mandatory Deployments
Name: Winzk3 Created By: PatchLink Corp,
Status: Enabled Created On: 7/29/2003 9:54:13 AWM
Type: System Computer Group Last Modified By: None
Agent Policy Set Name: Empty Policy Last Modified On:
Membership Total: 1 Mandatory Baseline Total: 0

o

Description: Patchlink Update Service Operating System Group.
System Groups can not be deleted,

Group Assessment Computer Assessment
Filter on:
Platform:  Wendor: ~ Impact: __ Perspective: | Perspective:
| | I - a @ By Agent| O By Status
Critical | Opby patch
access-remote-pc.com Critical - 01 |
Adabe || Critical - 05

13

[l Adabe Systems, Inc

13

Critical- It

k.t

Information

Name: This displays the name of the group.
Status: This displays the current status of the group.

Type: This displays the type of the group with respective to how it was
created.

Agent Policy Set Name: This displays the assigned Agent Policy Set name
and link to view the agent policy set information.

Membership Total: This displays the total number of computers which are a
member of the group.

Created By: This displays the user who created the group.

Created On: This displays when the group was created.

Last Modified By: This displays the user who last modified the group.
Last Modified On: This displays when the group was last modified.

Mandatory Baseline Total: This displays the total number of patches which
create the baseline for the group.

Description: This displays the group’s description.

Group Assessment

There are three basic graphs that can display status information about the group’s
membership. Selecting any one of the three options and clicking the Go button will
initialize a graphical representation pie chart screen illustrating the assessment.

Group Patch Status by Agent
This displays the how many agents are in each of the following patch statuses:

Fully Patches: the computer requires no additional patches at this time.
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= Partially Patched: the computer is not fully patched, but has some patches
are installed.

= Not Patched: The computer contains is not patched at all.
= Detecting: In process of running the Discovery and Analysis Process

= Pending: The initial Discovery and Analysis process has not started so there
is no data on which to determine the status.

Additionally there are three filters that can define down to obtain more precise status
information. The filters are:

=  Platform
= Vendor
= Vulnerability Report Impact

Group Patch Status by Patch
This displays the how many applicable patches are in each of the following patch
statuses:

= Fully Patches: the computer requires no additional patches at this time.

= Partially Patched: the computer is not fully patched, but has some patches
are installed.

= Not Patched: The computer contains is not patched at all.
= Detecting: In process of running the Discovery and Analysis Process

= Non-applicable: The number of computers which have no Vulnerability
Reports applicable to them.

Additionally there are three filters that can define down to obtain more precise status
information. The filters are:

=  Platform
=  Vendor
= Vulnerability Report Impact

Agent Status
This displays the number of computers in each of the various agent states. The
various states are:

= Sleeping: these computers are outside their defined hours of operation.

= Offline: these computers haven’t contacted the Patch Management Server in
over two communication intervals (15 minutes minimum for intervals smaller
than 10 minutes).

= Running: these computers are currently running the Discovery and Analysis
process and they do not correspond to a registered Deployment agent.

= |dle: these computers are active yet not performing any deployments.
= Working: these computers are working on some deployments.
= Disabled: these computers are disabled and will be given no work to do.

Lock Information

If a User has locked a group’s reports, software, hardware or services, then information about
the lock is displayed here.
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Lock Type
This displays what type of group lock was done. The four various types are:
= Group Vulnerability Report Locks
=  Group Inventory Software Locks
= Group Inventory Hardware Locks
=  Group Services Hardware Locks

Total Locked
This displays the total number of items which were locked.

= Last Locked By: This displays who locked the group.
= Last Locked On: This displays when the group was locked.

= Lock Notes: This displays any notes that were added when the group was
locked.

Action Menu

Expork Scan Mow Rebook Mo

Export
Export the group information to a comma-separated value (CSV) file.

Scan Now

Initializes a screen that allows you to reschedule the deployment of the Discover
Applicable Updates System Task for immediate execution to all enabled group
members. Previously selected deployment options are maintained.
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A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

The Patch Management Server will reschedule the computer and initialize a screen
stating its success and provides a Deployment link to initialize a new window with
the results of the Discover Applicable Updates Deployment.

Upon clicking the Close button on screen, the Groups page will be refreshed and
initialized. Previously selected deployment options are maintained.

Security

The Group Information and Properties section requires the View Groups access right. If a
user does not have the correct access, the access denied error message is displayed.

To export all of the group information data to the comma-separated value (CSV) file requires
the Export Group Data access right. If a user does not have the correct access, the Export
button is disabled.

To restart the discovery and analysis process for all of the computers registered to the Patch
Management Server requires the Manage System Tasks access right. If a user does not
have the correct access, the Scan Now button is disabled.

The Reports tab requires the View Report access right. If a user does not have the correct
access, the Reports tab is disabled.

The Inventory tab requires the View Software Inventory access right. If a user does not have
the correct access, the Inventory tab is disabled.

The Membership tab requires the View Computers access right. If a user does not have the
correct access, the Membership tab is disabled.
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The Deployments tab requires the View Deployment Status access right. If a user does not
have the correct access, the Deployments tab is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Vulnerability Reports by Group

A Vulnerability Report encompasses any vulnerability and how to detect it and its associated
patch or patches. The detection portion of it, also called a Vulnerability Report, which
contains the necessary signatures and fingerprints on which to properly determine if the
vulnerability is patched or not patched.

PATCHLINK

942004 3120030 PM (GMT-07:00)

| Computers | Groups | Uzers | Optionz | Help

vulnerability Reports by Al ] | Mot Patehed v
Group: Win2K3 Search (report narne/CVE nol: Status: L J

Impack: rCriticaI Fatches (MEWD v]

Save as Default view [ Update View

Info 4 Report Analysis y Inventory Mermbership Mandatory Deployments Total: 8
] N7 Report Name Impact = gf WD S 0O &k ':5
O a A - Deployment Test and Diagnostic Package |Critical D. 1 o 0| 1 1DD°.-";.'_\
|l ﬁ MS 870669 Disable the ADODB . Stream object from Internet Explorer |Critical a 1 0| ol 1/ 100% ;
F a MS04-011 835732 Security Update for Microsoft Windows {SEE NOTES) |Critical o 1 o o 1| 100% |

3\ patchlink Wiew I Deploy I Lock. I Unlock, I Disable n Export IUpdate Cachel Scan Mow I Rebaat Mow I

Vulnerability Report Analysis
This section gives the analysis of running those vulnerability reports against the
group computer members. The report analysis gives a simple top-down view on how
many computers are in each status. The various statuses are detailed below.

See Section 5; Vulnerability Reports, for more information.

Page Functions

Display and Hide
Click the = to display additional information and statistics about the represented
item. Click the [= to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (E|,) is only available
for Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Groups Report Analysis page header.

e Search
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Swarch (raport namal<VE nal I

You may search reports for more granular results by entering the report name
(CVE; Common Vulnerabilities and Exposures) text into the Search field and

clicking on the'=====J Update View button.

This will return the report(s) having the name of the entered text. You may then
click the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: D

e Status
Filter by Report Statuses using the dropdown menu and click on
the === Update View button.

Statusy |- Al w

Impact: (Mot Patched

Patched

Save a2 DI Shll Detecting

Applicable Repons

Unapplcable Reports

Dizabled Repontz

[Detected Emoes

f @ T E 7o

This will return the report(s) having the selected status. You may then click
the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: D

¢ Impact

Filter by Report Impact levels using the dropdown menu and click on
the =====J Update View button.

This is extremely useful when you want to find or display only the Reports
that, for example, are Critical (NEW).

Status: | e A W

Irnpack: | - Al-- w
Al

Fave a5 O Patch Vulerahilities

| bear Vulnesabiiles
Man¥ulne abiilies
Critical [NEW] v
| Crbical [Supesceded)
Crbical [ower 30 days)
Drelection Reporls

5 Intarmational

&

Fecommended
0 |Soitwae Instales
Tazks
13 o T T I3 1007
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This will return the report(s) having the selected impact. You may then click
the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: D

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

l Wiew I Deploy I Lock I Unlock, I Disable n Export IUpdate Cachel Scan Mow I Reboot Mow l

View
To display additional information about the report for this group computer, select a
report and click on the View button. This performs the same function as clicking on
the name of the report.

Deploy

Deploy the selected detection reports associated update packages. See Section 9;
Deploying Packages: Schedule Deployment Wizard for more information.

Lock
Locks report(s) for this group and its computer members.

Unlock
Unlocks report(s) for this group and its computer members

Enable
To enable selected disabled computers, click on the Enable button.

Disable

To disable selected enabled computers, click on the Disable button. Disabled
computers do not take up an agent license.
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Export

Export the vulnerability report analysis to a comma-separated value (CSV) file. The
amount and order of the data is based on what the analysis view is filtered and
sorted on.

Update Cache

Deploys all of the Discover Applicable Updates System Task to all computers (or
selected computers).

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to all selected groups.

To initialize (choose) all groups, click on the Scan Now button without selecting any
groups and click the Scan Now button.

If you choose not to select any groups, the screen will ask you if you wish to confirm
the reschedule the Discover Applicable Updates System Task for all of the groups.

2l Scan Now - Microsoft Internet Explorer pro... |:||E|rz|

COMFIRM:

This will reschedule the deployment for the
Discover Applicable Updates System Task for
immediate deployment {using the deployment's
current options),

Is this what you wish to do?

To reschedule the Discover Applicable Updates, select Yes.
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A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

The Patch Management Server will reschedule the selected groups(s)'s membership
(or all groups’ memberships), initialize screen stating its success and provide a
Deployment link to initialize a new screen with the results of the Discover Applicable
Updates Deployment.

Upon clicking the Close button on the screen, the Groups page will be refreshed and
initialized.

Previously selected deployment options are maintained.

Group Vulnerability Security

The Reports section of the Patch Management Server requires the View Reports Page access
right. If a user does not have the correct access the access denied error message is
displayed.

To be able to view the detailed report analysis requires the View Report Details access right.
If a user does not have the correct access, the hyperlink will not be shown and the View
button is disabled.

To be able to change the filter from detected vulnerability reports to disabled or all requires the
Change Report Filter access right. If a user does not have the correct access, the filter will not
have any options to choose from.

To be able to view the associated distribution packages for a given vulnerability report
requires the View Packages access right. If a user does not have the correct access, the link
on the package status image is disabled.
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To be able to create a deployment based on the report analysis requires the Deploy Reports
access right. If a user does not have the correct access, the Deploy button is disabled.

To be able to enable or disable vulnerability reports from being available by the discovery and
analysis process requires the Manage Reports access right. If a user does not have the
correct access, the Enable and Disable buttons are disabled.

To be able to lock or unlock the results of the selected vulnerability reports analysis for the
group’s membership requires the Manage Group Report Locks access right. If a user does
not have the correct access, the Lock and Unlock buttons are disabled.

To export all of the vulnerability report analysis’s to a comma-separated value (CSV) file
requires the Export Report Data access right. If a user does not have the correct access, the
Export button is disabled.

To restart the discovery and analysis process for all of the computers registered to the Patch
Management Server requires the Manage System Tasks access right. If a user does not have
the correct access, the Scan Now button is disabled.

To cache the associated distribution of the selected vulnerability reports requires the Cache
Packages access right. If a user does not have the correct access, the Update Cache button
is disabled.

The Inventory tab requires the View Software Inventory access right. If a user does not have
the correct access, the Inventory tab is disabled.

The Membership tab requires the View Computers access right. If a user does not have the
correct access, the Membership tab is disabled.

The Deployments tab requires the View Deployment Status access right. If a user does not
have the correct access, the Deployments tab is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Group Inventory Summary

This view will display the software, hardware, operating systems and services that were
detected on the computers in the group. When displaying the Inventory based on a single
computer, the Software inventory is the initial inventory displayed.

This view is the same as the Inventory Summary view with the following differences:
1. Only displays the inventory based upon the member computers of the selected group.
2. The Scan Now button will only reschedule the Discover Applicable Updates System

Task for the selected group's membership.

See Section 6; Inventory, for more detailed information.
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PATCHLINK

ars | Groups | U

Inventory Summary by

Group: Win2K3 Search (inventary name): | | Groups:
Type: | Software ~|
Save as Default view: []
Information Reports 4 Group Inventory y Membership Mandatory Deployments Total: 7
Software Programs %

£}

MICROSOFT SOL SERVER DESKTOP ENGINE

NOYELL ZENWORKS PATCH MANAGEMENT AGENT MANAGEMENT CENTER
NOVELL ZENWORKS PATCH MANAGEMENT SERVER ' '
PATCHLINK SYSTEM INFORMATION

UPDATE AGENT

YMWARE TOOLS

WINDOWS SERVER 2003 HOTEIX - KB 828741

T T - 1

Software Programs
This displays the name of the software application.

B | B
e A T e R

e

Lock Status

If the software is locked for the group this image indicates if the software application
is in compliance or not.

Number of Instances
The number of times this software application was detected.

Page Functions

Display and Hide
Click the & to display additional information and statistics about the represented item.

Click the = to hide this information from view. The information is refreshed each time

it is displayed. The information expansion functionality (E,EI) is only available for
Microsoft Internet Explorer at this time.

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Group Inventory page header.

e Search

Search (inventory name) '
e

You may search inventory for more granular results by entering the inventory

name text into the Search field and clicking on the === Update View
button.
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This will return the inventory having the name of the entered text. You may
then click the Save as Default View button to save your filtered view as your
default view for the next time the page is visited.

Save as Default View: D

o Type
Filter by Type using the pull down menu and click on the ======d Update
View button.

Twpe: | Operating Systems b

Hardware
Senices

This allows you to search for Operating Systems, Software, Hardware and
Services.

= Operating Systems View

Displays the full operating system platform names and the number of
instances, or times this operating system was detected.

= Software View

Displays the installed software applications and the number of instances,
or times this software application was detected.

Software Programs

This displays the name of the software application. Click the ™ for a
software application to display the list of computers for that application.

Click on the [= to close this list.

Number of Instances
The number of times this software application was detected.

You may then click the Save as Default View button to save your filtered
view as your default view for the next time the page is visited.

Save as Default View: D

e Groups
Filter by Group using the pull down menu and click on the === Update
View button.
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This allows the user to search on any user defined or server defined groups
that exist.

o

Operating Systems
Displays the selected or filtered operating system.

Number of Instances

This displays the number of times this operating system platform has
been detected. For displaying the Operating System Inventory for a
single computer, this is always one.

You may then click the Save as Default View button to save your filtered
view as your default view for the next time the page is visited.

Save as Default Wiew: I:'

e Hardware View
Displays the client Hardware devices.

o

Hardware Device Class
Hardware is separated into device classes such as disk drives,

processors, network adapters, etc. Click the = to display the list of
devices for each class, or click on the ™ to display them all (for a long
list of devices this may take a few moments to generate). Click the = to
close this list.

Device
A device is a specific piece of hardware, such as a “Microsoft USB

IntelliMouse Optical”. Click the = for a device to display the list of
computers for that device. Click the = to close this list.

Number of Instances

An Instance is a specifically detected device or installed driver. A
computer may contain multiple instances of a installed device or driver.
For example, a computer may contain a video graphics adapter that
contains multiple video sources and destinations in which each source or
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destination is discovered as multiple instances of the same device or
driver.

e Services View
Displays the detected services that may or may not be running.

o Service Name
This displays the name of the service.

o Number of Instances
The number of times this service was detected.

Mouse Overs
Additional information may be displayed by hovering your mouse pointer over an

enabled icon or link.

Action Menu

Lok, nlack:, Expart Scan Mow

Lock
Clicking on the lock button will lock the selected inventory for all computers members
of the group. When the inventory changes for one of the computer members the
inventory item is highlighted as being out of compliance and an e-mail notification is
sent to the group notification list of the occurrence.

Unlock
Clicking on the unlock button will clear the lock.

Export
Clicking on the Information tab will display the Group Information and Properties
page.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to the selected groups.
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A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

The Patch Management Server will reschedule the computer and initialize a screen stating its
success and provides a Deployment link to initialize a screen with the results of the Discover
Applicable Updates Deployment.

Upon clicking the Close button on the screen, the Groups page will be refreshed. Previously
selected deployment options are maintained.

Group Inventory Security

The Group Inventory section of the Patch Management Server requires the View Software
Inventory access right. If a user does not have the correct access, the filter will not have this
option available and the inventory display will default to the inventory the user has access to
view or the access denied error message is displayed.

To be able to view the Operating Systems Inventory requires the View Inventory OS access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the Hardware Inventory requires the View Hardware Inventory access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to view the Services Inventory requires the View Services Inventory access right.
If a user does not have the correct access, the filter will not have this option available.

To be able to view the list of computers on which an inventory belongs to requires the View

Computers access right. If a user does not have the correct access, the hyperlink and M =
more information images are disabled.
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To export the inventory to a comma-separated value (CSV) file requires the Export Inventory
Data access right. If a user does not have the correct access, the Export button is disabled.

The Reports tab requires the View Report access right. If a user does not have the correct
access, the Reports tab is disabled.

The Membership tab requires the View Computers access right. If a user does not have the
correct access, the Membership tab is disabled.

The Deployments tab requires the View Deployment Status access right. If a user does not
have the correct access, the Deployments tab is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Group Membership

The Group Membership section of the Patch Management Server displays all computers
which are members of the group. Clicking on a computer name will allow you to display a
computer’s specific information.

This view is almost identical to the computers section of the Patch Management Server. See
Section 10; Computers for more information.

PATCHLINK

972004 3:25:46 PM (GMT-07:00)

Computer Members of the i (Enablad v

Group: Win2K3

Search [computer namel: | | statu,

Groups:

Save as Default Views [ Update View

Information Reparts Inventory Computer Membership \ Mandatary Deployments Total Computers: 1
0 & hﬂ)ﬁ;‘& % | Status Platform 05 Info Version Eroup List
(| Q WWWMWARE-  (Idle Microsoft Windows Server 2003, Standard  |Win2K3 16.0.0.52 Winzk3

~|20035TAN Edition

Computer Name

This displays the name of the computer. Click on the computer name to display
specific information about the computer.

Status
This displays the status of the computer.

Platform
This displays the operating system platform the computer is running.

OS Info

This displays additional information about the operating system the computer is
running.



Novell.

Version

This displays the version of the agent running on the computer.

Group List

This displays the list of groups that the computer is a member of.

Agent Status
Status | Description
&k This is an idle deployment agent.
i3 This deployment agent is idle and has deployments in its work queue.
43z The agent is sleeping as it is outside its hours of operation.
] The agent is sleeping as it is outside its hours of operation and has
< deployments in its work queue.
% This agent is currently working on a deployment.
Jo This is an enabled detection agent that does not correspond to a registered
deployment agent .
& The agent is considered to be offline as it has not contacted the Patch
: Management Server in more than two intervals (minimum of 15 minutes).
The agent is considered to be offline as it has not contacted the Patch
& Management Server in more than two intervals (minimum of 15 minutes) and
=l
has deployments in its work queue.
This agent has been disabled.
ok 9

Additional information about the status of the agent is displayed once your mouse hovers
over the image.

Page Functions

Advanced Page Search, Filtering, and View Saving

The advanced page search, filtering dropdown menus, and saving functions appear
in the Computers page header.

Search

Search (computer name): I

You may search computers for more granular results by entering the computer
name text into the Search field and clicking on the'======-J Update View button.
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This will return the computer having the name of the entered text. You may then
click the Save as Default View button to save your filtered view as your default
view for the next time the page is visited.

Save as Default View: D

Status
Filter by status using the dropdown menu and click on the === Update View
button.

Status:

Sleeping
Offline

Dizabled

This allows the user to search on enabled, sleeping, offline, and disabled
systems that exist.

You may then click the Save as Default View button to save your filtered view as
your default view for the next time the page is visited.

Save as Default View: D

Groups
Filter by group using the dropdown menu and click on the =====J Update View
button.

Oty Windowes
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T ——

This allows the user to search on any user defined or server defined groups that
exist.

You may then click the Save as Default View button to save your filtered view as
your default view for the next time the page is visited.

Save as Default View: D
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Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Display
Depending on the amount of items available for display and what page you are

viewing determines the display function located at the bottom of enabled pages
above the Action Menu.

Ak

\_\DiSpIay 300 | rows per page ;;

-
- e

= Next: To display the next page of computers, click on the next button. If the
last computer is displayed, the next button is disabled.

= Previous: To display the previous page of computers, click on the previous
button. If the first computer is being displayed, the previous button is
disabled.

= Computers per Page: The computer list initially displays up to 100 computers
per page. To change the number of computers to display per page, enter a
new number in to the Computers per Page input field. To display all
computers enter a zero in the input field.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

l Install l Manage I Vigw I Deploy I Disable n Export I Scan Mow lReboot Now]

Install
Click on the Install button to display the list of agent installers that can be used to
register computers to the Patch Management Server.
The agent installer screen contains links to all of the agent installations and additional
information on Operating Systems, Requirements, and Installation Notes.
See Item 11.4,; Install, for more information.

Manage

Manage the group’s computer membership. Initializes the Group Property page.
See Section 12; Add a Group Wizard for more information.
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View
To display additional information about the computer, select a computer and click on
the View button. This performs the same function as clicking on the name of the
computer.

Enable
To enable selected disabled computers, click on the Enable button.

Deploy
To deploy a package to specified computers within the computer membership, simply
click the Deploy button, select the package, the computers, and the deployment
options.
See Section 9; Deploying Packages: Schedule Deployment Wizard for more
information.

Disable
To disable selected enabled computers, click on the Disable button. Disabled
computers do not take up an agent license.

Export
Exports the group membership information to a comma-separated value (CSV) file.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to the selected group.

The Patch Management Server will reschedule the computer and initialize a screen
stating its success and provides a Deployment link to initialize a screen with the
results of the Discover Applicable Updates Deployment.
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A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

Upon clicking the Close button on the screen, the Groups page will be refreshed.
Previously selected deployment options are maintained.

Group Membership Security

The Group Membership section of the Patch Management Server requires the View Group
Membership access right. If a user does not have the correct access, the filter will not have
this option available and the inventory display will default to the inventory the user has access
to view or the access denied error message is displayed.

To be able to view the Enabled Group Membership requires the View Enabled Group
Membership access right. If a user does not have the correct access, the filter will not have
this option available.

To be able to view the Disabled Group Membership requires the View Disabled Group
Membership access right. If a user does not have the correct access, the filter will not have
this option available.

To be able to view the All Group Membership requires the View All Group Membership access
right. If a user does not have the correct access, the filter will not have this option available.

To be able to utilize the Scan Now capability requires the Scan Now access right.

To be able to install, manage, view, deploy or disable group memberships requires the
Manage Group Membership access right. If a user does not have the correct access, the
Install, Manage, View, Deploy and Disable buttons are disabled.

To export the inventory to a comma-separated value (CSV) file requires the Export Group
Membership Data access right. If a user does not have the correct access, the Export button
is disabled.
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Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Groups Mandatory Baseline

Mandatory Baselines are the mandatory packages (defined by the user) for a computer group
that will be delivered to all members.

PATCHLINK

Groups

s | Groups | User

Mandatory Baseline for the Group: Win2K3 Filter By: | Al
Information Reports Inventory Membearship 4 Mandatory Baseline y Deployments Total: §
O é [l Mandatory Baseline Item % Impact 0S5 List

13| E_:) A - Deployment Test and Diagnostic Package |Critical IWINZ2K, WinZK3,Win95,Win9s, winMe, WinMT,winxp

il @ Adobe Acrobat Reader 6.0.1 |Software WInZK, WinZk3,Winag,WinMe WinMT,Winxp

|:| E} CA Q048725 Nortel WPN clients not discovered with eavdisc |Critical - 01 IWIRZE,WIRNT, WinxP

i @ CA QOS0562 Alert Message Does Mot Display Military Time |Critical - 0L WinZK, WinZk3,WinNT, winxpP

|:| @ Exchange Server 5.5 Service Pack 4 |Critical - 01 (WinZK,WinlT

=1 T e e T

= Any non-system report with one or more associated packages can be
associated with a given computer group as a Mandatory patch.

= Mandatory report based patches shall be applied to every computer in the
computer group which is of a compatible operating system type to the report.

= Mandatory report based patches shall be applied to a given computer only
when the report for that given computer shows a failure condition showing
that the patch is not already installed on the computer.

The Group Summary shows three views of currently existing groups on the Patch
Management Server. Select the desired Filter by: item from the upper right drop down menu
to view the results. The views are:

= Vulnerability Reports: Show only the vulnerability reports
= Distribution Packages: Show only the distribution packages

= All reports: Show all the mandatory baseline of the Groups that exist on the
Patch Management Server.

Status

There are two status columns for the Mandatory Baseline page. The first will display one of
the following icons giving information about the patch itself:
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Infarmation Repn:f“,

[ ] ELl Mandatory Bs
id E} & - Deploy g™

Status Description

']

This is a current vulnerability report

[

This is a new vulnerability report

This is a disabled vulnerability report.

[

This is a distribution package.

K

The second column will display information about the group with respect to the patch using
one of the following icons:

Information Re;:u:'uIII|II

D@ Mandatory Bs'
O E} & - Deploy rgae

Status Description

At least one member of this group is either Detecting, Obtaining the Package, Waiting On

At least one member of this group is Deploying this patch. (None of the members have errors, nor

%}J
I('L Detection, or in a Deployment Not Started state. (None of the members have errors).
@’ are they Detecting).

All of the members of this group are Disabled for this patch.

=

@ All of the members of this group are either Not Applicable or In Compliance for this patch. (Some
can also be disabled).

At least one member of this group is out of compliance. This indicates that an error has occurred.
More specific information about the type of error will appear in the mouse over text.

&

= Mandatory Baseline ltem:
Name of the ltem

= Impact:
If applicable, Impact of the Vulnerability Report
= OSList:

List of applicable Operating Systems
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Select
To select a Mandatory Baseline you can:

= Click anywhere within the mandatory baseline entry line (be careful:
mandatory baseline item name are links to view other information (see
below).

= Click the checkbox for that mandatory baseline item and click the View
button.

= Click the checkbox in the header section to select all of the mandatory
baseline items.

Mot Patched Patched Error Detecting Total Cormnputers:1
| % Computer Name %| Other Name Operating System DS Yersion Analysis Date
O Q’E WSUPPORT-W 2K support-wzk Winzk WinZk-Service Pack 3 8/1/2003 10:23:11 PM

This view is similar to the Reports Section. See Iltem 5.7 Vulnerability Report Analysis Details for
more details

At the View Mandatory deployment stage, you can select computers and schedule a
deployment to them. Also, at this stage you get the complete statistics for the computers
whose Detection Agents have run the detected report.

These computers are divided in 9 categories:
= Compliance

= Detecting
= Disabled
= Deploying

= Not Applicable

= Obtaining Package

= Deployment Not Started

= Waiting On Detection

= Error: {specific error message}
These are two error categories:

= Detection Errors

= Deployment Errors

= ltem Type

Page Functions

Display and Hide
Click the = to display additional information and statistics about the represented
item. Click the = to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (E|,) is only available
for Microsoft Internet Explorer at this time.

Filter by

Filter your results selecting the desired item from the Filter by drop down menu in
the upper right hand corner.



Novell.

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Manage Wigw Deploy Export Scan Mow Update Cache

Manage
Initializes the Group Property Page to manage the baseline of the Group. .See
Section 12; Add a Group Wizard for more information.

View
Views the Vulnerability Report analysis for the Group

Deploy
Deploys the selected package to the specified Computer. See Section 9; Deploying
Packages: Schedule Deployment Wizard for more information.

Export
Exports the group mandatory baseline information to a comma-separated value
(CSV) file.

Scan Now

Initializes a screen that allows you to reschedule the Discover Applicable Updates
System Task deployment for immediate execution to the selected computer.

The Patch Management Server will reschedule the computer and initialize a screen
stating its success and provides a Deployment link to initialize a screen with the
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results of the Discover Applicable Updates Deployment.

A Scan Now - Microsoft Internet Explorer pro... |Z E'E'

SUCCESS:

The Deployment for the Discover applicable Updates
System Task has been updated,

Upon clicking the Close button on the screen, the Groups page will be refreshed and
initialized. Previously selected deployment options are maintained.

Update Cache
Initiates the process to cache (or re-cache) for the selected distribution packages. If
no distribution packages are selected this will re-cache all of the previously cached
distribution packages.

Group Mandatory Baseline Security

The Group Membership section of the Patch Management Server requires the View Group
Mandatory access right. If a user does not have the correct access, the filter will not have this
option available and the inventory display will default to the inventory the user has access to
view or the access denied error message is displayed.

To be able to view the Group Mandatory Baseline requires the View Enabled Group
Membership access right. If a user does not have the correct access, the filter will not have
this option available.

To be able to manage, view, deploy or disable group memberships requires the Manage
Group Membership access right. If a user does not have the correct access, the Manage,
View, Deploy and Disable buttons are disabled.

To be able to utilize the Scan Now capability requires the Scan Now access right
To cache the associated distribution of the selected vulnerability reports requires the Cache

Packages access right. If a user does not have the correct access, the Update Cache button
is disabled.
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To export the inventory to a comma-separated value (CSV) file requires the Export Group
Membership Data access right. If a user does not have the correct access, the Export button
is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Group Deployments
This view displays the deployments that the selected group has been assigned to.

Note:
This view does not display the individual deployments each member has been assigned to,
only the deployments that the group, as an entity, have been assigned to.

This view is the same as the Deployment Summary view, but displays all deployments that
the selected group has been assigned to.

PATCHLINK

123 PM (GMT-07:00)

Deployments to Group: Win2K3

Information Reports Inventory Membership Mandataory g Group Deployments A Total: 1
[+ Name Initial Start Date of @ B @ | @ | 9
.} E“') Deployment of Deployment Test and Diagnostic Package 771972004 10:32:47 PM {UTC) 1} 0 1 [1] 1] 0%

g‘ patchlink Abart l Enable l Change l Remove l Disable n Expart —

Page Functions
Display and Hide
Click the ® to display additional information and statistics about the represented

item. Click the = to hide this information from view. The information is refreshed each

time it is displayed. The information expansion functionality (I=,#) is only available
for Microsoft Internet Explorer at this time.

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.
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Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Abaork Enable Change Remove Disable Expark

Abort
Allows the user to abort the deployment for the group.

Enable
Allows the user to enable the selected disabled deployments.

Change
Allows the user to change the selected deployment.

Remove
Allows the user to change the selected disabled deployment(s).

Disable
Allows the user to disable the selected deployments.

Export
Exports the group deployment(s) information to a comma-separated value (CSV) file.

Group Deployments Security

To be able to change, disable, enable, abort or remove a deployment(s) requires the Manage
Deployments access right. If a user does not have the correct access, the Change, Disable,
Enable, Abort and Remove buttons are disabled.

To export the inventory to a comma-separated value (CSV) file requires the Export Group
Membership Data access right. If a user does not have the correct access, the Export button
is disabled.

Contact your Patch Management Administrator for more information on ZENworks®
Patch Management Security
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12. Add a Group Wizard

Plus has the ability to add groups. From the Groups homepage, click on the Add button on the
Action Menu.

Group Property Screen - Info

The Group Information Screen section of the Patch Management Server allows the
ZENworks® Patch Management User the ability to create a group, System-defined groups
cannot be changed. The Group Information tab of the property page contains the base
information and it is this tab in which a group's information is loaded and saved.

3 Add a Group, - Microsoft Internet Explorer, provided by PatchLink Corpo...

O'?.
Add a Group ;

Group Information Members Mandatory

Enter the Group Information:

# Nama:

Description:

A t .
Policvgseer::: | COG PD|ICy W

BT [reneg@patehlink.com

=)

Jumber of Computer Memb o Number Assigned to the Mandatory B

* indicates a required field.

=  Group Name

The name of the group to be created. This field is required for groups to be created.
= Description

Notes or information describing the group.
= Agent Policy Set

The desired Agent Policy Set to use for the computers who are members of the
group. When a computer's policies are calculated, the Patch Management Server
determines the superset of all Agent Policy Sets for the groups the computer is a
member of. Thus, if one policy set says the agent has a 60 minute interval and
another says the computer has a 30 minute interval, the resulting policy set is 30
minutes.
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Screen

Group

Set the Agent Policy Set to the Empty Policy if this group is to have to effect on the
policy calculations.

E-Mail

Select any users who have been added to the E-Mail Notification list on the

Patch Management Server The selected users will be sent group-based
notifications.

Number of Computer Members

The total number of computers that are in the selected group.

Number of Computers assigned to the Mandatory Baseline

The total number of computers who are currently assigned to the group.

Functions

Reset

Resets the page back to its initial state.

OK

Initiates the process to save the group. If an error occurs during the save

process the window will display the error. If no errors occur then the window
will be closed.

Cancel
Cancels the add process and closes the group property page window.

Property Screen - Members

The Computer Members Group Property Page section of the Patch Management Server
allows the ZENworks® Patch Management User the ability to create a group. System-defined
groups cannot be changed. The Computer Members tab of the property page contains a list
of all computers which have been assigned as members of the group and the list of
computers which are not a member of the group.
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2l Group Computer Membership - Microsoft Internet Explorer provided by...

-
Select Member Computers

Information & Computer Members Mandatory
Selected Computers:
Operating System Total
Agsign All H Assign l l Remaove ” Remaove All
Computers:
Operating System Total ol
= [ winmT 3
Computer Name DNS Name
[C]GA-MT-TS qa-nt-ts
[ a-MTSERVERL qa-ntserverl.qa
[JtsupporRT-NT suppart-nt
[ [#] winzk 7 3
[ [] winzp 10
= [W]winzkz

Selected Computers
= Operating System
The operating system platform name. Click the & to display the list of computers for
that operating system. Click =l to close the list.

= Computer Name
The name of the computer.

= DNS Name
The DNS name assigned to the computer

= Total Selected per OS
The total number of computers that have been selected for the operating
system platform.

Available Computers
= Operating System
The operating system platform name. Click the & to display the list of computers for
that operating system. Click = to close the list.

= Computer Name
The name of the computer.

= DNS Name
The DNS name assigned to the computer
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= Total Selected per OS
The total number of computers that have not been selected for the operating
system platform.

Screen Functions

= Assign All

Assigns all available computers to the group.
= Assign

Assigns all available computers to the group.
= Remove

Removes the selected computers from the group.

= Remove All
Removes all selected computers from the group.

= Cancel

Cancels the add process and closes the group property page window.
= Reset

Resets the page back to its initial state.
= OK

Initiates the process to save the group (or the group's changes). If an error
occurs during the save process the window will display the error. If no errors
occur then the window will be closed.

= Cancel
Cancels the add process and closes the group property page window.

Group Property Screen —Mandatory Baseline

The Group Property Page section of the Patch Management Server allows the User the
ability to create a group, system-defined groups cannot be changed. The Mandatory
Baseline tab of the property page contains the lists of selected and available Vulnerability
Reports and Locally-created Distribution Packages for the group's baseline.
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Select Mandatory Baseline

Infarmation Mermbers 4

Mandatory Baseline !

| Information | Options |

O & - Deployment Test and Diagnostic Package Critical | Options... || |

5 A - Update Agent Hotfis 5.0 for Windows Rene | . . | " Ll
'|:|.G k : |Crirical | Options... ||

T T
S

| Y A - Deployment Test and Diagnostic Package -- -
O LNIX Critical

o A& - PatchLink Update Server Hot Fix 2.01.12 -- [
..D.-:M.USTINST'?"-.'-“. B A .'C.ntlcfa.l e
I:l Adobe Acrobat Reader 5.1 Software
;D.;Adobe Acrobat Readar 6.0 |Software
|:| B - PatchLink Upd‘ate Server Hotfix 4.00.06 - Critical )

MUST IMNSTALL--

w

P o P T P = P T s P W T T

< [ >

Selected Baseline Items

= Baseline ltem Name
The name of the report or package.

= Baseline Iltem Type
This is either a Vulnerability Report or a Distribution Package.

= Information
This contains information about the operating systems for the package or the
impact for a report.

= Options
Click the Options button to display a screen with the deployment options and
information about the item.

Available Computers
= Baseline ltem Name
The name of the report or package.
= Baseline Iltem Type
This is either a Vulnerability Report or a Distribution Package.

= Information
This contains information about the operating systems for the package or the
impact for a report.
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Screen Functions

Edit

Rules

Assign All

Assigns all available reports and packages to the group.
Assign

Assigns all available reports and packages to the group.
Remove

Removes the selected reports and packages from the group.
Remove All

Removes all selected reports and packages from the group.
Reset

Resets the page back to its initial state.

OK

Initiates the process to save the group (or the group's changes). If a
Mandatory Baseline item has been added which requires a license to agree
prior to the saving of the group, a license agreement page will be displayed.
If an error occurs during the save process the window will display the error. If
no errors occur then the window will be closed.

Cancel

Cancels the add process and closes the group property page window.
Options

Displays a window with the deployment options for the item.

Selecting a group and clicking on this button will bring up the Group Property screen
with this group’s information allowing the group to be changed. See Section 13; Edit
a Group Wizard for more information.

Clicking this button will bring up the Manual Group Creation and Population Rules
property page.
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2 Group Creation and Population Rules - Microsoft Internet Explorer provided by PatchLink Corpo...

?
Group Creation and Population Rules

Manual Group Creation LY

Create and Populate a Group:

* New Group Name: XP Users

Group Description: 'yp ysers pith Athlon XP Chips

Comma-delimited
List of Computers: ‘iBentley

MOTE: Windows computer
names must start with two

backszlashes
Example: WMyWorkstation

Define a new group by filling in a new group’s name and description. The group will
be auto-populated by adding in a comma-separated list of computer names.

Clicking the OK button initializes the Manual Group Creation status screen.

2 Group Creation and Population Rules - Microsoft Internet Explorer provided by PatchLink Corpo...

Group Creation and Population Rules

Manual Group Creation .Y

Create and Populate a Group:

Status

Group (%P Users) was created,
Setthe group's description.
Unable to find agent (\WBentley).

Close

Upon clicking the Close button of the Manual Group Creation status screen, the
Groups Homepage is automatically refreshed showing the newly created computer
group.
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13. Edit a Group Wizard

Plus has the ability to edit groups. To Edit a group, you must first create one. See Section 12; Add a
Group Wizard for more information.

From the Groups homepage, select the group that you wish to edit by clicking in the checkbox next
to the item and click on the Edit button on the Action Menu.

Group Property Screen - Info

The Group Information Screen section of the Patch Management Server allows the User
the ability to edit a group. System-defined groups cannot be changed. The first tab of the
property page contains the base information and it is this tab in which a group's information is
loaded and saved.

23 Edit a Group - Microsoft Internet Explorer provided by Patch... E][EWZ

j|
. ]
Edit a Group

Group Information A Members Mandatory

~
Enter the Group Information:

# Mame: WinZK3

Description: PatchLink Update Service Operating System Group.
System Groups can not be deleted,

Agent -
Policy?&ee.;:: Empty PD|IC:3.-' 3

E-mails | ] Tech@Patchlink carn

Number of Computer Members: 1  Number Assigned to the Mandatory Baseline: 3

* indicates a required field.

bl

=  Group Name

The name of the group selected to be edited.
= Description

Previously entered notes or information describing the group.
= Agent Policy Set

The desired Agent Policy Set to use for the computers who are members of the
group. When a computer's policies are calculated, the Patch Management Server
determines the superset of all Agent Policy Sets for the groups the computer is a
member of. Thus, if one policy set says the agent has a 60 minute interval and
another says the computer has a 30 minute interval, the resulting policy set is 30
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minutes.

Set the Agent Policy Set to the Empty Policy if this group is to have to effect on the
policy calculations.

= E-Mail
Select any users who have been added to the E-Mail Notification list on the
Patch Management Server. The selected users will be sent group-based
notifications.

=  Number of Computer Members
The total number of computers that are in the selected group.

= Number of Computers assigned to the Mandatory Baseline
The total number of computers who are currently assigned to the group.

Screen Functions

= Reset
Resets the page back to its initial state.
= OK

Initiates the process to save the group's changes. If an error occurs during
the save process the window will display the error. If no errors occur then the
window will be closed.

= Cancel
Cancels the edit process and closes the group property page window.

Group Property Screen - Members

The Computer Members Group Property Page section of the Patch Management Server
allows the User the ability to edit a group. System-defined groups cannot be changed. The
Computer Members tab of the property page contains a list of all computers which have
been assigned as members of the group and the list of computers which are not a member of
the group.



Novell.

2l Group Computer Membership - Microsoft Internet Explorer provided by...

-
Select Member Computers

Information & Computer Members Mandatory
Selected Computers:
Operating System Total
Agsign All H Assign l l Remaove ” Remaove All
Computers:
Operating System Total ol
= [ winmT 3
Computer Name DNS Name
[C]GA-MT-TS qa-nt-ts
[ a-MTSERVERL qa-ntserverl.qa
[JtsupporRT-NT suppart-nt
[ [#] winzk 7 3
[ [] winzp 10
= [W]winzkz

Selected Computers
= Operating System
The operating system platform name. Click the & to display the list of computers for
that operating system. Click =l to close the list.

= Computer Name
The name of the computer.
= DNS Name
The DNS name assigned to the computer

= Total Selected per OS
The total number of computers that have been selected for the operating
system platform.

Available Computers
= Operating System
The operating system platform name. Click the & to display the list of computers for
that operating system. Click = to close the list.
= Computer Name

The name of the computer.
= DNS Name
The DNS name assigned to the computer

= Total Selected per OS
The total number of computers that have not been selected for the operating
system platform.
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Screen Functions

Assign All

Assigns all available computers to the group.

Assign

Assigns all available computers to the group.

Remove

Removes the selected computers from the group.

Remove All

Removes all selected computers from the group.

Cancel

Cancels the edit process and closes the group property page window.
Reset

Resets the page back to its initial state.

OK

Initiates the process to save the group (or the group's changes). If an error
occurs during the save process the window will display the error. If no errors
occur then the window will be closed.

Cancel

Cancels the edit process and closes the group property page window.

Group Property Screen —Mandatory Baseline

The Group Property Page section of the Patch Management Server allows the User the
ability to edit a group, system-defined groups cannot be changed. The Mandatory Baseline
tab of the property page contains the lists of selected and available Vulnerability Reports and

Locally-created Distribution Packages for the group's baseline.
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Select Mandatory Baseline

Infarmation Mermbers 4

Mandatory Baseline !

| Information | Options |

O & - Deployment Test and Diagnostic Package Critical | Options... || |

5 A - Update Agent Hotfis 5.0 for Windows Rene | . . | " Ll
'|:|.G k : |Crirical | Options... ||

[. A35|gnAII" : Assm_;nll : Reme”RemMA”

Reports:

| Y A - Deployment Test and Diagnostic Package -- -
O LNIX Critical

o A& - PatchLink Update Server Hot Fix 2.01.12 -- [
..D.-:M.USTINST'?"-.'-“. B A .'C.ntlcfa.l e
I:l Adobe Acrobat Reader 5.1 Software
;D.;Adobe Acrobat Readar 6.0 |Software
|:| B - PatchLink Upd‘ate Server Hotfix 4.00.06 - Critical )

MUST IMNSTALL--

w

P o P T P = P T s P W T T

< [ >

Selected Baseline Items

= Baseline ltem Name
The name of the report or package.

= Baseline Iltem Type
This is either a Vulnerability Report or a Distribution Package.

= Information
This contains information about the operating systems for the package or the
impact for a report.

= Click the Options button to display a screen with the deployment options and
information about the item.

Available Computers

= Baseline ltem Name
The name of the report or package.
= Baseline Iltem Type
This is either a Vulnerability Report or a Distribution Package.

= Information
This contains information about the operating systems for the package or the
impact for a report.

Screen Functions

= Assign All
Assigns all available reports and packages to the group.
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Edit

Assign

Assigns all available reports and packages to the group.
Remove

Removes the selected reports and packages from the group.

Remove All
Removes all selected reports and packages from the group.

Reset
Resets the page back to its initial state.

OK

Initiates the process to save the group (or the group's changes). If a
Mandatory Baseline item has been edited which requires a license to agree
prior to the saving of the group, a license agreement page will be displayed.
If an error occurs during the save process the window will display the error. If
no errors occur then the window will be closed.

Cancel

Cancels the edit process and closes the group property page window.
Options.

Displays a window with the deployment options for the item.

Selecting a group and clicking on this button will bring up the Group Property page
with this group’s information allowing the group to be changed.
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Rules

Clicking this button will bring up the Manual Group Creation and Population Rules
property page.

2 Group Creation and Population Rules - Microsoft Internet Explorer provided by PatchLink Corpo... |ZHEHZ|

7
Group Creation and Population Rules

Manual Group Creation . Y

Create and Populate a Group:

* New Group Name: XP Users

Group Description: yp qoeps pith Athlon XP Chips

Comma-delimited
List of Computers:

‘Y Eentley

MOTE: Windows computer
names must start with two

backslashes,
Example: WMylWarkstation

* indicates a required field.

Define a new group by filling in a new group’s name and description. The group will
be auto-populated by adding in a comma-separated list of computer names.

Clicking the OK button initializes the Manual Group Creation status screen.
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2 Group Creation and Population Rules - Microsoft Internet Explorer provided by PatchLink Corpo.

B
Group Creation and Population Rules

Manual Group Creation LY

Create and Populate a Group:

Status

Group (%P Users) was created,
Setthe group's description.
Unable to find agent (\WBentley).

Close

Upon clicking the Close button of the Manual Group Creation status screen, the
Groups Homepage is automatically refreshed showing the newly created computer

group.
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14. Users

tions | Help |

Home | Eeports | Inventory | Pa nputers | Groups | Users | O

The User Management section of the Patch Management Server allows the Patch Management
Administrator the ability to manage who has access to log in to the Server and once they are logged
in, what sections and functions they can access, and what computers and groups they can perform
those functions on.

ZENworks® Patch Management Server Users

This displays the users who have the ability to log in to Patch Management Server and what User
Role each user has.

_ ) PATCHLINK
) CHLINK
Home | Reports | Inwentory vackages | Computers | Groups | Users | ©ptions | Help | Server Tirme: S5:43:17 PM (GMT-07:00)
User Management

Users y FRaoles Total Users: 7
=] ,’.h User Name * | Role # Full Name ¥ | First Logged On ¥ Last Logged On ¥
[ 4% |Administrator Adrninistrator 6/17/2003 7:14:00 AM 7/18/2003 7:44:39 AM
[ 4. BILLW |Administrator |Bill Wessan 6/6/2003 7:04:25 &M 8/1/2003 4:01:45 PM
0 f"; J. Bentley Administrator Joseph 1. Bentley

| ;,"‘R mike Loser Role Michael 7F21/2003 4:11:59 PM 7/22/2003 10:32:24 AM
[ 4. Patchiink Administrator Fatchlink 6/5/2003 3:44:17 PM 8/4/2003 4:38:43 PM
[J % [SUPPORTL\pdaddy Adrninistrator 6/16/2003 10:19:41 AM 8/4/2003 5:39:35 PM
[ 4% [SUPPORTLureneqg Administrator £/22/2003 11:35:00 PM 741172003 7:55:10 AM

Create Add Edit Remove Delete Export

User Information
Username
The name a user uses to log in to the Patch Management Server.

Role
What user role the user is assigned.

Full Name
The user’s full name.

First Logged On
When the user first logged on to the Patch Management Server.

Last Logged On
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When the user last logged on to the Patch Management Server.

Page Functions

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Create add Edit Remove Delete Expart

Create

Allows a Patch Management Administrator to create new local machine users and
add them as users who have access to log on to the Patch Management Server.
See Section 15; Create a User for more information.

Add

Allows a Patch Management Administrator to give an existing Windows user access
to log on to the Patch Management Server. See Section 16; Add a User for more
information.

Edit
The Edit a User Wizard allows Patch Management Administrator the ability to edit a
user's information and change their user role, if needed. This page of the wizard
gives an overview of the wizard's function. See Section 17; Edit a User for more
information.

Remove

Allows a Patch Management Administrator to remove a Windows User from being
able to log on to the Patch Management Server. This does not delete the Windows
user.

Delete

Allows a Patch Management Administrator to remove a Windows User from being
able to log on to the Patch Management Server and then delete the user from the
local machine.
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Export
Exports the lists of uses and their information to a comma-separated value (CSV) file.

User Management Security

The user management section of the Patch Management Server requires the View User
Management access right. If a user does not have the correct access the access denied
error message is displayed.

To be able to Create, Add, Edit, Remove, or Delete users within the User Management
section of the Patch Management Server requires the Manage Users access right. If a user
does not have the correct access, the Create, Add, Edit, Remove and Delete buttons are
disabled.

To be able to export the user data to a comma-separated value (CSV) file requires the Export
User Data access right. If a user does not have the correct access, the Export button is
disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

User (Security) Roles

A User Role defines what a user can see, what they can do, and what they can perform those
actions on. If a user is able to log in to the Patch Management Server but does not have any
access they will not be able to view any pages, perform any functions on any groups or
computers. This will literally see nothing, nor be able to do nothing. At any given time, there
must be at least one user who has the Administrator User Role.

Every page, feature, function and individual action of the Patch Management Server is
constrained to a series of Access Rights. Based on what Access Rights a role has defines
what pages and functionality or actions the users who are assigned that role have.

By default there are four system-defined User Roles: Administrator, Manager, Operator and
Guest. The Patch Management Server Administrator can assign these roles to

Server users or use them as templates to create new User Roles. By default all groups and
computers are added to these user roles when they are created or registered. The various

roles are:
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A PATCHLINK

Home | Reports | Inventory | Packages | Computers | Groups | Users | Options | Help Server Time: 7/19/2004 4:21106 PM (GMT-07:00)
User Management: All User Roles Filter By: [ v|

Usars 4 Roles h Total: 5
] - User Role Name ¥ Type .ﬂECBSS Rights :USEFS .M -C'J_THFM
O l Adrinistrator |Systerm . 52| 2| 12| 1.
[] #& Manager |System 49 i] 12 il
|:| 4% Operator |Systemn 3z i] 1z 1
a 153 Guest |System 21 0 12 1
a % custom Role Custom 30 0 12 1

Add Enable Edit Disable Remove Expart
User Roles

l Administrator

Any user who is assigned this User Role is considered a Super-User, as they have
full access to everything. Users of this role are the only users who can delegate
newly installed computers to other user roles.

= Manager

The Manager User role can manage every section of the Patch Management Server
other than the Advanced Configuration Options and User Management.

L Operator
The Operator user role can perform all routine operations (deploy, detect, export).

£ Guest

The Guest user role can access all of the pages but perform no functionality on what
they see.

‘% Custom

The custom user role is a role that is defined by a Patch Management Administrator.
The Patch Management Administrator defines access rights, groups and computers
that these roles have access to.

‘% Disabled Custom

This customer user role has been disabled. Any users who are assigned this role do
not have will not have any access to any of the Patch Management Server sections,
functions, computers or groups.
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User Role List
User Role Name
The name of the user role.

Type
System or Custom, based on who created the role.

Access Rights
The number of access rights assigned to the user role.

Users
The number of users assigned this user role.

Groups
The number of groups assigned to the user role.

Computers
The number of computers assigned to the user role.

Page Functions

Filter by

Filter your results selecting the desired item from the Filter by drop down menu in
the upper right hand corner.

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Checkboxes

Checkboxes are used to either select a single item or a group of items to initialize
them for a certain function or selection. Checkboxes appear throughout the Patch
Management Server and are not visible in Netscape.

Action Menu

Add Enable Edit Disable Remove Export

Add
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15.

The Role Property pages allow the Patch Management Administrator to create or edit
a user role. The role can be assigned access rights to various Patch Management
Server functions, permission to access particular groups of computers, and
permission to access individual computers. Use this page to specify basic role
information. See Section 18; Add a Role Wizard for more information.

Enable

Allows a Patch Management Administrator to enable an existing (non-system) user
role.

Edit
Allows a Patch Management Administrator to change an existing (non-system) user

role.
See Section 19; Edit a Role for more information.

Disable

Allows a Patch Management Administrator to disable an existing (non-system) user
role.

Remove

Allows a Patch Management Administrator to delete an existing (non-system)
disabled user role.

Export

Exports the lists of user roles and their information to a comma-separated value
(CSV)file.

User Roles Security

The user roles section of the Patch Management Server requires the View User Management
access right. If a user does not have the correct access, the access denied error message is
displayed.

To be able to Add, Edit, or Remove user roles within the User Role section of the Patch
Management Server requires the Manage Users access right. If a user does not have the
correct access, the Add, Edit, and Remove buttons are disabled.

To be able to export the user role data to a comma-separated value (CSV) file requires the
Export User Data access right. If a user does not have the correct access, the Export button
is disabled.

Contact your Patch Management Administrator for more information on ZENworks® Patch
Management Security.

Create a User Wizard
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The Create a User Wizard allows Patch Management Administrator the ability to create local
Windows users and give them access to the Patch Management Server. Enter basic information
required to create the user.

Welcome

From the Users homepage, Users Tab, click on the Create button on the Action Menu. The
Welcome Screen appears.

2l Create a User, - Microsoft Internet Explorer provided by Patchli... |Z||E|g|
=

Create a User

‘

Welcome to the User Create Wizard

This wizard will allow you to create a user and add them to
the Mowvell ZEMworks Patch Management Server access group.

Click next to begin the wizard.
1 From now on, Please skip the introduction.

= CE

Screen Functions

Skip
The Skip the Introduction checkbox will determine if the Introduction page will be
displayed each time the wizard is accessed. Click in the checkbox to prevent the
Welcome screen from appearing the next time the Create a User Wizard is initialized.
Back
The Back button is disabled since this is the first page of the wizard. In subsequent
screens, the Back button will initialize the previous screen.
Next
The Next button initializes the wizard’s next screen.
Cancel

The Cancel button closes the wizard.
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User Information

Enter User Information into the appropriate fields and select their Role from the dropdown
menu. A User Role defines what a user can see, what they can do, and what they can
perform those actions on. If a user is able to log in to the Patch Management Server, but
does not have any access, they will not be able to view any pages, perform any actions or
functions on any groups or computers. This is literally see nothing, nor be able to do nothing.
At any given time, there must be at least one user who is assigned to the Administrator User
Role.

‘A Create a User - Microsoft Internet Explorer. provided by PatchlLi... |Z||E E

Create a User

User Information:

Uzer Mame:

Password:

Confirm Password:

Password Reminder:

Full Hame:

Cell phone:

Pager:

Email:

Description:

Administrator hd

|
|
|
|
|
Cffice phone: |
|
|
|
|
Role: |

After entering in all User information, click the Next button to verify a summary of the
data before the user is created.
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Summary

Verify the accuracy of all entered User information. Click the Back button to initialize the
previous User Information screen and edit user information. Click the Next button to initialize
the creation of the user and to view the Status screen.

2} Create a User, - Microsoft Internet Explorer, provided by Patchl

Create a User

Summary:
2
Lser Name: Bentley
Full Mame: Joseph Bentley
Cffice Phone: 480.480.4800
Cell Phaone: 430.480.4800
Pager: 480.480.4200
Email: Jbentley@patchlink.com
Password Reminder: Cctober
Description: The Greatest
Role: Adrministrator
Will create new PLUS user -4
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Status
The user was created and added to the Patch Management Server Access Group.

Status:

Bentley was successfully created.

Bentley was successfully added to the PLUS database.
Bentley was successfully added to the PLUS Access Group.
Bentley was successfully added to the Administrators Group,

Close

If the user was given access to a user role which has the Manage Users Access
Right, they will also be added to the Windows Administrators group on the local Patch
Management Server computer.

Upon Closure of the Status window, the newly created user will appear on the Users
homepage after it is refreshed.
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16. Add a User Wizard

The Add a User Wizard allows a Patch Management Administrator to give an existing Windows user
access to log on to the Patch Management Server.

Welcome
From the Users homepage, Users Tab, click on the Add button on the Action Menu. The

Welcome Screen appears.

A Add a User - Microsoft Internet Explorer, provided by PatchLink ... |Z||§|E

ﬁ|
[ -

Welcome to the Add a User Wizard

This wizard will allow you add users to the Novell ZENwaorks
Patch Management Server access group.

Click next to begin the wizard.
O] From now on, Please skip the introduction.

Screen Functions

Skip
The Skip the Introduction checkbox will determine if the Introduction page will be
displayed each time the wizard is accessed. Click in the checkbox to prevent the
Welcome screen from appearing the next time the Add a User Wizard is initialized.
Back
The Back button is disabled since this is the first page of the wizard. In subsequent
screens, the Back button will initialize the previous screen.
Next
The Next button initializes the wizard’s next screen.
Cancel

The Cancel button closes the wizard.


https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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Click the Next button to enter User Information.

Add

Displayed are a list of users that are available (from your Created Users) to be added to the
Patch Management Server Access Group.

Note: The Microsoft IIS Web server software does not support the entering of user names or
passwords in languages (Korean, Kanji, etc.) that require Unicode characters. Since the
Patch Management Server software uses Microsoft IIS as it's Web server, end-users cannot
enter usernames and passwords in Unicode to log on to the Patch Management Server
website.

2 Add a User - Microsoft Internet Explorer provided by PatchLink ... |Z||§|fg

<
el
Add a User

Add a User:
Search Paoint: | SUPPORT-W2K2 | Change

Awailable Users:
IUSR_REMESQOL
I Akd_REMESCL
Parm
ST
TsinternetlJser

Search Point: Change

The default location to check for users is the name of the computer where the Patch
Management Server is installed. To change this, enter in the new search location in
to the Search Point field and click on the Change hyperlink.

Available Users: Select

To select a user simply click on the user's name. To select multiple users, hold the
Ctrl (control) key down and click on the user names.

Click the Next button to initialize the Roles screen.



Novell.

Select a Role

This screen displays the available user roles to choose. The selected role will be assigned to
the user.

X Add a User. - Microsoft Internet Explorer. provided| by Patchlink ... EHEH§|

Add a User

Select a role for each user:

SUPPORT-W2K2\sammy

Operator
Guest
Bentley
Fene Group

Cancel

Select a User Role and click the Finish button.

Status
The status screen appears verifying the addition.
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3 Add a User - Microsoft Internet Explorer provided by PatchLink ... |._| r5_(|

Add a User

Status:

sammy was successfully added to the Administrators Group.
sammy was successfully added.

Close

Upon clicking on the Close button, the User screen is automatically refreshed with the
User addition.
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17. Edit a User Wizard

The Edit a User Wizard allows Patch Management Administrator the ability to edit a user's
information and change their user role, if needed.

Welcome

From the Users homepage, Users Tab, select a User that you wish to edit by clicking in the
checkbox next to the item and click on the Edit button on the Action Menu. The Welcome
Screen appears.

<2 Edit a User - Microsoft Internet Explorer provided by PatchLink ... |Z||E|rg

ﬁ|
2
Edit a User

Welcome to the User Edit Wizard

This wizard will allow you to edit a user and add them to the
Movell ZENwarks Patch Management Server access group.

Click next to begin the wizard.
] From now on, Please skip the introduction.

= E e

Screen Functions

Skip
The Skip the Introduction checkbox will determine if the Introduction page will be
displayed each time the wizard is accessed. Click in the checkbox to prevent the
Welcome screen from appearing the next time the Edit a User Wizard is initialized.
Back
The Back button is disabled since this is the first page of the wizard. In subsequent
screens, the Back button will initialize the previous screen.
Next

The Next button initializes the wizard’s next screen.

Cancel


https://support-w2k2.patchlink.com/help/helpwindow.asp?URL=/packages/pkgschselect.asp
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The Cancel button closes the wizard.

Click the Next button to initialize the Edit User screen.

Edit Information
Displayed are the fields in which you entered information when you created a user.

M Edit a User - Microsoft Internet Explorer provided by PatchLink ... [Z||§|rg|

]
Edit a User

Edit User J. Bentley:

Password Reminder: |The Greatest |
Full Mame: |Joseph J. Bentley |
Office phone: 480.430.4800 |
Cell phone: 480.430.4800 |
Pager: 480.480.4800 |
Email: |jbentley@patch|ink |
Description: |User2| |
Role: | Adrministratar e |

Edit information and click the Next button.

Summary

Verify the accuracy of all entered User information. Click the Back button to initialize the
previous Edit User Information screen and edit user information. Click the Next button to
initialize the edit of the user and to view the Status screen.
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2} Edit a User - Microsoft Internet Explorer provided by PatchLink ... _|§|r‘$—<|
Edit a User '
Summary:

ser Name: J. Bentley

Full Mame: Joseph 1. Bentley
Cffice Phone: 480.480.4800

Cell Phane: 4580.480,4800
Pager: 480,480.4800
Ernail: jbentley@patchlink
Password Reminder: The Greatest
Description: User 2

Role: Administrator

will edit this PLUS user

Status
The status screen appears verifying the edit.

<} Edit a User - Microsoft Internet Explorer, provided by Patchlink ... [TIIEWS_(I
: - B
Edit a User

Status:

ser data has been successfully edited,

Close

Upon Closure of the Status window, the newly edited user information will appear on
the Users homepage item after it is refreshed and viewed.
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18. Add a Role Wizard

The Role Property pages allow the Patch Management Administrator to create a user role. The role
can be assigned access rights to various Patch Management Server functions, permission to access
particular groups of computers, and permission to access individual computers. Use the Role
Information screen to specify basic role information.

Add a Role

From the Users homepage, Roles Tab, Click on the Add button on the Action Menu to
initialize the Add a Role wizard.

|.. R —

23 https:#support-w2k2. patchlink.com/usersfrole-prop.asp?Type-Add&State=0 - Microsoft I...

Role Information W Access Rights Groups Computers

Enter the Role Information:

Name:

| Description:

Rol
e | Please select a role template.

Ti

Role Information

= Name

Enter the name of the user role to be created or that of the role being edited.
= Description

Enter the description of the user role.
= Role Template

When creating a role, use this to select a pre-existing system role to use as starting
point for further customization. When editing a role, this will initially display "custom”
to indicate that the role is not a system role. As in creating a role, use this control to
set your role to one of the system templates as a starting point for further editing.
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Screen Functions

Access Rights Tab

Select this tab to specify this role's access rights to various Patch Management
Server functionalities.

Groups Tab

Select this tab to specify the groups of computers that this role may access.
Computers Tab

Select this tab to specify individual computers that this role may access.

Select the Access Rights Tab to initialize the Access Rights screen and assign rights.

Access Rights

The Role Property screens allow the Patch Management Administrator to create a user role.
The role can be assigned access rights to various Patch Management Server functions,
permission to access particular groups of computers, and permission to access individual
computers. Use the Access Rights to specify the access rights to Patch Management
Server functionalities assigned to this user role.

2} hitps:Hsupport-w2k2. patchlink.com/users/role-prop2.asp - Microsoft Internet Explorer pro... |:||§|ﬁ|

Add a Role

Information 4
Selected Access Rights:

% Groups Computers

Access Rights

— Name P— Descrlptlon -
|:| 1E== Cache Packages Ability to download packages from PLHOST.
|:| 1B [\iew Computers {Access the Computers section of PLUS,
Aszsigh Al ” Asgsigh Femowe ” Fermaowe All

Access Rights:

;. 1Z== Install Computers Ability to install new computers,

D E= |Manage Cormputers Ability to rmanage computers,

| I:‘ Z== |Manage Deployments Manage deployrients, !

Z5= Export Computer Data Ability to erport data to a CSV file, -

E= Wiaw Deploymants ;Access the Deployments section of PLUS,

Access Rights Information

Selected Access Rights
Select or Edit from the list of access rights that have been assigned to this user role.
Access Rights

A list of all the access rights that can be assigned to a user role. Scroll through and
click in the checkbox next to the desired right(s) to initialize and click the Assign
button. The system populates the Selected Access Rights window with your
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selections. Use the Assign All button to populate the Selected Access Rights with
ALL rights from the Access Rights window.

Screen Functions

Assign All
Click to assign all available access rights to the user role.
Assign

After selecting any number of the access rights listed in the "Access Rights" (lower)
pane, click here to assign these rights to the user role.

Remove

After selecting any number of the access rights listed in the "Selected Access Rights”
(upper) pane, click here to remove these rights from the user role.

Remove All

Click to remove from the role all of the assigned access rights.

Information Tab

Select this tab to specify this role's basic information.

Groups Tab

Select this tab to specify the groups of computers that this role may access.
Computers Tab

Select this tab to specify individual computers that this role may access.

Accessible Groups

The Role Property screens allow the Patch Management Administrator to create a user role.
The role can be assigned access rights to various Patch Management Server functions,
permission to access particular groups of computers, and permission to access individual
computers. Use the Accessible Groups screen to specify the groups of computers that this
user role may access.
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23 https:/support-w2k2. patchlink.com/users/role-prop3.asp - Microsoft Internet Explorer pro.

Add a Role

Infarmation Access Rights g % Computers

Accessible Groups
Selected Groups:

Remowve ” Remowve All

nSolaris
1 &L sunos
|| X winzx

Cancel
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Accessible Groups Information

Selected Groups

A list of the groups of computers that have been assigned to this user role.
Groups

A list of all the groups of computers that can be assigned to this user role.

Scroll through and click in the checkbox next to the desired group(s) to initialize and
click the Assign button. The system populates the Selected Groups window with
your selections. Use the Assign All button to populate the Selected Groups with
ALL groups from the Groups window.

Screen Functions

Assign All
Click to assign all available groups to the user role.
Assign

After selecting any number of the groups listed in the "Groups" (lower) pane, click
here to assign these groups to the user role.

Remove

After selecting any number of the groups listed in the "Selected Groups" (upper)
pane, click here to remove these groups from the user role.

Remove All

Click here to remove from the role all of the assigned groups.
Information Tab

Select this tab to specify this role's basic information.

Access Rights Tab

Select this tab to specify this role's access rights to Patch Management Server
functionalities.

Computers Tab
Select this tab to specify individual computers that this role may access.

Accessible Computers

The Role Property screens allow the Patch Management Administrator to create or edit a
user role. The role can be assigned access rights to various Patch Management Server
functions, permission to access particular groups of computers, and permission to access
individual computers. Use the Accessible Computers to specify the individual computers
that this user role may access.
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X https:fsupport-w2k2, patchlink.comiusers/role-prop4.asp - Microsoft Internet Explorer pro... |

_
Add a Role :

Information

Selected Computers:

Access Rights GBS Accessible Computers

Mame

l Assign All “ Assign Femawve ” Femaowe All

Computers:

O EEvrenes

[1/EkmsuprorT-2002

O ;%\\SUDDORT;ADU - - B L
[ EEMsuPPoRT-NT

O/ &vsupporT-wzk ' - ' v

Name il

Accessible Computers Information

Selected Computers

A list of all the computers that have been assigned to this user role.
Computers

A list of all the computers that can be assigned to this user role.

Scroll through and click in the checkbox next to the desired computer(s) to initialize
and click the Assign button. The system populates the Selected Computers window
with your selections. Use the Assign All button to populate the Selected
Computers with ALL computers from the Computers window.

Screen Functions

Assign All
Click to assign all available computers to the user role.
Assign

After selecting any number of the computers listed in the "Computers" (lower) pane,
click here to assign these computers to the user role.

Remove

After selecting any number of the computers listed in the "Selected Computers"
(upper) pane, click here to remove these computers from the user role.

Remove All

Click here to remove from the role all of the assigned computers.
Information Tab

Select this tab to specify this role's basic information.

Access Rights Tab
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Select this tab to specify this role's access rights to Patch Management Server
functionalities.

= Groups Tab
Select this tab to specify the groups of computers that this role may access.

Upon closure of the Add a Role Wizard, the homepage will be refreshed with the newly
entered Role.
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19. Edit a Role Wizard

The Role Property screens allow the Patch Management Administrator to edit a user role. The role
can be assigned access rights to various Patch Management Server functions, permission to access
particular groups of computers, and permission to access individual computers. Use this screen to
view basic role information.

Edit a Role

From the Users homepage, click the Roles tab and select the Role you wish to edit by
clicking in the checkbox next to it and clicking on the Edit button on the Action Menu. This
initializes the Edit a Role wizard. To edit a role, you must first add one. See Section 19; Add
a Role Wizard for more information.

<} User Management: Enabled User Roles - Microsoft Intarnet Explorer,

Edit a Role

Role Information Access Rights Groups Computers

Enter the Role Information:

Mame: Cperatar

Description: This system role confers access to all computer groups, all computers that
do not belong to groups, and sufficient privileges for routine operations.

Role Template: Cperator (system]

Role Information

= Contains the Name, Description, and Role Template information about the
specific role that you chose to Edit.

Screen Functions
= Access Rights Tab

Select this tab to specify this role's access rights to various Patch Management
Server functionalities.

= Groups Tab

Select this tab to specify the groups of computers that this role may access.
=  Computers Tab

Select this tab to specify individual computers that this role may access.
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Select the Access Rights Tab to initialize the Access Rights screen and assign rights.

Access Rights

The Role Property screens allow the Patch Management Administrator to edit a user role.
The role can be assigned access rights to various Patch Management Server functions,
permission to access particular groups of computers, and permission to access individual
computers. Use the Access Rights screen to specify the access rights to Patch
Management Server functionalities assigned to this user role.

<3 User Management: Enabled User Roles - Microsoft Internet Explorer, E|@|Fg|

"
Edit a Role '

Information 4 y Groups Computers

Access Rights
Selected Access Rights:

Name Description #4
I:‘ B [Wiew Computers Access the Computers section,
I:‘ (Z= |Export Computer Data Ability to export data to a C5Y file,
I:‘ E= \iew Deployments Mccess the Deployments section,

Access Rights:

MName Description e
I:‘ E== Cache Packages Ability to cache [or re-cache) distribution packages from PLHOST, | —
I:‘ (Zo Install Computers Access the Agent Installers page.
D == Manage Computers Manage camputers: enable, disable, remaove, etc,
I:‘ (2= [Manage Groups Manage groups: enable, disable, remove, etc,

Reset - Cancel

Access Rights Information
= Selected Access Rights
Edit the list of access rights that have been assigned to this user role.
= Access Rights

A list of all the access rights that can be assigned to a user role. Scroll through and
click in the checkbox next to the desired right(s) to initialize and click the Assign
button. The system populates the Selected Access Rights window with your
selections. Use the Assign All button to populate the Selected Access Rights with
ALL rights from the Access Rights window.

Screen Functions

= Assign All
Click to assign all available access rights to the user role.
= Assign

After selecting any number of the access rights listed in the "Access Rights" (lower)
pane, click here to assign these rights to the user role.

= Remove
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After selecting any number of the access rights listed in the "Selected Access Rights"
(upper) pane, click here to remove these rights from the user role.

= Remove All
Click to remove from the role all of the assigned access rights.
= Information Tab
Select this tab to specify this role's basic information.
=  Groups Tab
Select this tab to specify the groups of computers that this role may access.
=  Computers Tab
Select this tab to specify individual computers that this role may access.

Accessible Groups

The Role Property screens allow the Patch Management Administrator to edit a user role.
The role can be assigned access rights to various Patch Management Server functions,
permission to access particular groups of computers, and permission to access individual
computers. Use the Accessible Groups screen to specify the groups of computers that this
user role may access.

‘2 User Management: Enabled User, Roles - Microsoft Internet Explorer

Information Access Rights Accessible Groups % Computers
Selected Groups:

Name o

[l = AT
I:‘ nLinuH
O fmac o5«

Groups:

Name

Accessible Groups Information
= Selected Groups
A list of the groups of computers that have been assigned to this user role.
=  Groups
A list of all the groups of computers that can be assigned to this user role.
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Scroll through and click in the checkbox next to the desired group(s) to initialize and
click the Assign button. The system populates the Selected Groups window with
your selections. Use the Assign All button to populate the Selected Groups with
ALL groups from the Groups window.

Screen Functions

Assign All
Click to assign all available groups to the user role.
Assign

After selecting any number of the groups listed in the "Groups" (lower) pane, click
here to assign these groups to the user role.

Remove

After selecting any number of the groups listed in the "Selected Groups" (upper)
pane, click here to remove these groups from the user role.

Remove All

Click here to remove from the role all of the assigned groups.
Information Tab

Select this tab to specify this role's basic information.

Access Rights Tab

Select this tab to specify this role's access rights to Patch Management Server
functionalities.

Computers Tab
Select this tab to specify individual computers that this role may access.

Accessible Computers

The Role Property screens allow the Patch Management Administrator to edit a user role.
The role can be assigned access rights to various Patch Management Server functions,
permission to access particular groups of computers, and permission to access individual
computers. Use the Accessible Computers screen to specify the individual computers that
this user role may access.
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<} User Management: Enabled User Roles - Microsoft Internet Explorer [Z"E|g

¥y

e
Edit a Role

Information Access Rights Groups /

Accessible Computers \
Selected Computers:

MName
O |EsmaccounTivg

[ EEmarapn
O %\\C1699713—A 3

(]

Computers:

Accessible Computers Information

= Selected Computers

A list of all the computers that have been assigned to this user role.
=  Computers

A list of all the computers that can be assigned to this user role.

Scroll through and click in the checkbox next to the desired computer(s) to initialize
and click the Assign button. The system populates the Selected Computers window

with your selections. Use the Assign All button to populate the Selected
Computers with ALL computers from the Computers window.

Screen Functions

= Assign All
Click to assign all available computers to the user role.
= Assign

After selecting any number of the computers listed in the "Computers" (lower) pane,

click here to assign these computers to the user role.
= Remove

After selecting any number of the computers listed in the "Selected Computers"

(upper) pane, click here to remove these computers from the user role.
= Remove All
Click here to remove from the role all of the assigned computers.
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= Information Tab
Select this tab to specify this role's basic information.
= Access Rights Tab

Select this tab to specify this role's access rights to Patch Management Server
functionalities.

=  Groups Tab
Select this tab to specify the groups of computers that this role may access.

Upon closure of the Edit a Role Wizard, the homepage will be refreshed with the newly edited
Role.



20. Options

nputers | Groups | Users | Opbons | Help |

Home | Reportz | Inventory | Packages |

The Advanced Configuration Options page displays six main option and configuration views on which
the Patch Management Server relies on. They are: Subscription Service, Subscription Licenses,
Patch Management Server Defaults, Agent Policy Sets, E-Mail Notifications, and Support Information.

N

Options SR

Home | Reports | Inventory | Packages | Computers | Groups | Users | Oplons | Help Server Time: 7/19/2004 4:40:28 PM (GMT-07;00)

Advanced Configuration Options

Subscription Service Licenses Defaults Palicies E-Mail Support

Subscription Service Information

:@_ v I (24-haur)

Subscription Communication
Interyal: 1 Day at

Subscription Host URL: https:/fnovell.patchlink.comfupdates

Last Subscription Poll: 7/12/2004 3:55:09 PM

Subscription Agent Status: Sleeping
63ESR109-CAG1 -

Subscription Service Information

Sawve

Update Mo

Subscription Service Information
Last Subscription Poll
The date and time of when the subscription agent last contacted the host site for new

updates.
=  Subscription Agent Status

The current status of the subscription agent.td>
= Account ID

Account ID: 4550-8917- Proxy Host:
SCIRBECI43ES b=
Subscription Service History
Type Status Start Date Stop Date Duration  Successful
Packages Campleted Fi19/2004 3:55:09 PM Fi19/2004 3:55:11 PM 2 [secs) True FY
Packages Completed Fi19/2004 3:282:07 PM FI19/2004 313809 PM 3 (secs) True
Packages Caompleted Fi1ef2004 3:231:01 PM FTi19/2004 3123104 PM 2 (secs) True
Packages Completad TALf2004 3 30:22 PM TALIf2004 330023 PM 0 (zecs) Trug
Packages Completad TAL2f2004 1:31:08 PM TALIf2004 1:31:08 PM 0 (=secs) Trus
Packages Completad TALZ2004 12:47:57 PM TAL/2004 12:47:158 PM 0 (secs) Trug
Packages Completad TALZ004 12:33:116 PM TALZ2004 12033116 PM 0 (secs) True
Packages Completed Tr19/2004 1212742 PM Tr19/2004 12127143 PM 0 [secs) True
Packages Caompleted Fi19/2004 11:119:33 AM T2 004 11:19:34 AM 1 (secs) True
Packages Completed Fi19/2004 12:00:04 AM Ti19/2004 12:00:04 AM 0 [secs) True
Packages  Completed 7A18/2004 5110007 PM TA18/2004 5110015 PM 7 [secs) True
Parkane=s Coamnletad FHAMSONS S:N9:43 PM FHAMRONS S:N9: 43 PM nrzar=l True ot
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The identification number of your account with the host site. It is created when the
Patch Management Server first registers itself with the host site.

Subscription Communication Interval

The amount of time (number of minutes, hours or days) the subscription
agent will wait between contacting the host site. Select the desired time from
the drop down menu and select the Save button on the Action Menu to
validate the change.

Subscription Host URL
The URL (or web address) of the host site.
Proxy Host

The proxy host information the subscription agent uses, if it is going through
a proxy. Enter the desired proxy information and select the Save button on
the Action Menu to validate the change.

Subscription Service History
This is a history of the tasks the subscription agent has done or is doing. It tells:

Type

The Type of the agent task.

Status

The Status of an agent task.

Start Date

The Start Date is when the task started.
Stop Date

The Stop Date is when the task was completed.
Duration

The Duration is how long the task took.
Successful

Successful is whether or not the task completed successfully or ended in failure.

Page Functions

Licenses Tab

Licenses tab allows a User to display the Subscription Licenses tab of the Options
section. This is where information on agent licenses are displayed.

Defaults Tab

Defaults tab allows a User to display the Patch Management Server Defaults tab of
the Options section. This is where default settings for the Patch Management Server
and default agent policies are located.

Policies Tab

Policies tab allows a User to display the Agent Policy Sets tab of the Options section.
This is where agent policies can be grouped together in to a define policy set, which
can be assigned to groups.
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E-Mail Tab

E-Mail tab allows a User to display the E-Mail Notification tab of the Options section.
This is where e-mail addresses are saved including what Patch Management Server
notifications each entry will receive.

Support Tab

Support tab allows a User to display the Support Information tab of the Options
section. This is where basic support information about the Patch Management Server
is displayed.

Action Menu

Save Ipdate Mo Expart

Save

Allows the User the ability to save the changes to either the Subscription
Communication Interval or Proxy Host.

Update Now

Allows the Patch Management Administrator the ability to initiate Replication to keep
the Patch Management Server up to date with the latest Vulnerability Reports,
Distribution Packages, and Subscription Licenses.

Export

Allows the User the ability to export the Subscription Data to a comma-separated
value (CSV) file.

Subscription Service Security

The Subscription Service tab of the Options section requires the View Options: Subscription
Access Right. If a user does not have the correct access, the display will automatically
redirect the user over to an Options tab that they do have access to. If the user does not have
access to any Options tabs, they will receive an access denied error message.

Save requires the Manage Options Security Access Right. If a user does not have the correct
access, the button is disabled.

Update Now requires the Manage Options Security Access Right. If a user does not have the
correct access, the button is disabled.

Export requires the Export Subscription Data Security Access Right. If a user does not have
the correct access, the button is disabled.

Subscription Licenses

The Advanced Configuration Options page displays six main option and configuration views
on which the Patch Management Server relies. They are: Subscription Service, Subscription
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Licenses, Patch Management Server Defaults, Agent Policy Sets, E-Mail Notifications, and
Support Information.

N F Options PATCHLINK

Home | Reports | Inventory | Packages | Computers | Sroups | Users | Opbiens | Help Server Time; 7/19/2004 4;42;28 PM (GMT-07:00)

Advanced Configuration Options

Subscription g Subscription Licenses v Defaults  Paolicies E-Mail Support

License Information

Licenses In Use: 1 Total Non-Expired Licenses: 10
Licenses Available: 2
|Purchase Date Yendor |Effective Date |Expiration Purchased ..
7/15/2004 5:00:00 PM |Patchlink Corparation |7/15/2004 5:00:00 PM |8/26/2004 5:00:00 PM 10;

Werify Export

License Information
= Licenses In Use

The number of licenses the Patch Management Server has in use by registered
agents.

= Licenses Available
The total number of licenses that are left available.
= Total Non-Expired Licenses
The total number of licenses the Patch Management Server that are not expired.

Each time you purchase a license, a license group entry is created that represents
that purchase. The list of License Groups are displayed, and for each License Group
is shown:

= Purchase Date
The date the license group was purchased.
= Vendor

Tells who the license group was purchased from. The name is also a web link, so by
clicking on it, you will be taken to their homepage.

= Effective Date

The date the license group becomes effective.
= Expiration

The date the license group expires.
= Purchased

The amount of licenses purchased.

Page Functions

Subscription Tab
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Subscriptions tab allows a User to display the Patch Management Server
Subscription information. This is where the Subscription Communication Interval and
the Proxy host information can be entered and saved.

Defaults Tab

Defaults tab allows a User to display the Patch Management Server Defaults tab of
the Options section. This is where default settings for the Patch Management Server
and default agent policies are located.

Policies Tab

Policies tab allows a User to display the Agent Policy Sets tab of the Options section.
This is where agent policies can be grouped together in to a define policy set, which
can be assigned to groups.

E-Mail Tab

E-Mail tab allows a User to display the E-Mail Notification tab of the Options section.
This is where e-mail addresses are saved including what Patch Management Server
notifications each entry will receive.

Support Tab

Support tab allows a User to display the Support Information tab of the Options
section. This is where basic support information for the Patch Management Server is
displayed.

Action Menu

l Werify II Export I

Verify

Allows the Patch Management Administrator the ability to initiate License Replication
to keep the Patch Management Server up to date with the latest Subscription
Licenses.

Export

Allows the User the ability to export the License Data to a comma-separated value
(CSV) file.

Subscription License Security

The License tab of the Options section requires the View Options: Licenses Security Access
Right. If a user does not have the correct access, hyperlink is disabled.

Export requires the Export Subscription Data Security Access Right. If a user does not have
the correct access, the button is disabled.
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Patch Management Server Defaults

The Advanced Configuration Options page displays six main option and configuration views
on which the Patch Management Server relies. These are Subscription Service, Subscription
Licenses, Patch Management Server Defaults, Agent Policy Sets, E-Mail Notifications, and
Support Information.

N F Options PATCHLINK

Home | Reparts | Inventory | Packages | Computers | Groups | Users | Optens | Help Server Time: 7/19/2004 4:44:01 PM (GMT-07:00)

Advanced Configuration Options

Subscription Licenses PLUS Defaults Folicies E-Mail Support
Nowvell ZENworks Patch Management Server (PLUS) Default Account Policies and Information
Total Agents Registered: 1 PLUS Machine Name: YMWARE-20035TAMN
Detection Agent Total: O PLUS URL: vmware-2003=stan
Deployment Agent Total: 1 Connection Mode: http:/f
Consecutive Deployment Failure Limit: |2 Concurrent Deployment Limit: (10 |

D Use Agent Offline Threshold: . CDLs for System Tasks: Reboot: 5 | RID: 55 I DAU: '5

Leploymenthgent Letanly "“L"E‘f":ﬂ | None v | Deployment Agent Default Communication Interval: |5 | | Mirtes v|

Hours of Operation: Enable Agent Start Time:

AgentStop Time: | |

Discovery Agent Mode: Mormal bl Popup Each Motification as the Topmost Window: Mo |
Deployment Notification Options Reboot Notification Dptions
Motification timeout: 2 Emin(s) Motification timeout: |2 | mings)
Snooze duration; EED Emin(s) Snooze duration: ;BU | min(s)
Snooze limit: i15 Etimes Snooze limit |15 ;times
Maximum snooze: 00 min(s) Mazimum snooze: 900 min(s)

MNotes:

1. The Concurrent Deployment Limit defines how many agents can receive active deployments at the
same time. If an agent takes longer than 60 minutes to finish its deployment, it is no longer counted
against this limit. v

T - -

Patch Management Server Default Account Policies and Information

= Total Agents Registered

The total number of agents registered to the Patch Management Server Detection.
= Detection Agent Total

The total number of detection agents registered to the Patch Management Server.
= Deployment Agent Total

The total number of deployment agents registered to the Patch Management Server.
= Patch Management Server Machine Name

The name of the computer on which the Patch Management Server is installed.
= Patch Management Server URL

The URL of the Patch Management Server.
= Connection Mode

The connection mode in which the Patch Management Server is acting. It is either
HTTP:// which is insecure mode, or HTTPS://, which is secure mode.
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= Concurrent Deployment Limit

The concurrent deployment limit defines how many agents can receive active
deployments at the same time. If an agent takes longer than 60 minutes to finish its
deployment, it is no longer counted against this limit. The purpose of this limit is to
throttle the number of deployments given to agents across the entire Patch
Management Server.

An example of this is the case of multiple deployments being created to run at the
same time. Though each may have its own sequential limit of how many agents may
perform the deployment at any one time, all of the deployments are running at the
same time and this may cause the performance of the server to decrease.

= Deployment Agent Default Logging Level

The level at which the agent is logging messages about its actions. The various
levels are: None, Basic Information, Detailed, Debug.

= Deployment Agent Default Communication Interval

The amount of time (number of minutes, hours or days) is the length of time the client
agent will wait between contacting the Patch Management Server.

=  Hours of Operation
Clicking on the Enable button will enable the Agent Timer. Start and Stop
times can be assigned for the agent to poll the Patch Management Server.

Clicking on the disable button will disable the Agent Timer. The agent will no longer
have a start and a stop time. It will start communicating with the Patch Management
Server as soon as it is assigned this policy and will continue till the policy or the agent
is removed.

= Agent Stop Time
The time at which the agent will stop contacting the Patch Management
Server.

= Agent Start Time
The time at which the agent will start contacting the Patch Management
Server.

Page Functions

Subscription Tab

Allows a User to display the Subscription Service tab of the Options section. This is
where information on Service Replication (Reports, Packages, and Licenses) are
displayed.

Licenses Tab

Allows a User to display the Subscription Licenses tab of the Options section. This is
where information on agent licenses are displayed.

Policies Tab

Allows a User to display the Agent Policy Sets tab of the Options section. This is
where agent policies can be grouped together in to a define policy set, which can be
assigned to groups.

E-Mail Tab
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Allows a User to display the E-Mail Notification tab of the Options section. This is
where e-mail addresses are saved including what Patch Management Server
notifications each entry will receive.

Support Tab

Allows a User to display the Support Information tab of the Options section. This is
where basic support information about the Patch Management Server is displayed.

Action Menu

l Save II Expork .

Save
Allows the Patch Management Administrator the ability to save License Replication
the changes to the Patch Management Server and Agent Defaults.

Export
Allows the User the ability to export the License Data to a comma-separated value
(CSV)file.

Patch Management Server Defaults Security

The Defaults tab of the Options section requires the View Options:Defaults Security Access
Right. If a user does not have the correct access, hyperlink is disabled.

Save requires the Manage Options Security Access Right. If a user does not have the correct
access, the button is disabled.

Export requires the Export Subscription Data Security Access Right. If a user does not have
the correct access, the button is disabled.

Agent Policy Sets

The Advanced Configuration Options page displays six main option and configuration views
on which Patch Management Server relies. They are: Subscription Service, Subscription
Licenses, Patch Management Server Defaults, Agent Policy Sets, E-Mail Notifications, and
Support Information.

A set of constraints that govern the agent features of communication interval, logging level,
and the agent start and stop times. An agent policy is associated with a group and is applied
to all the members of that group. For every newly created group, the system creates a default

agent policy. Click the = to view additional information and statistics about the policy.
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Options AR

ptions | Help

Advanced Configuration Options

Subscription Licenses Defaults 4 Agent Policy Sets \  E-Mail Support Total: 3
[] Agent Policy Set Name 3

[] Default System Palicy
[] [Empty Palicy
[] @& Machines

Agent Policy Set Name
= Policy Name
The name of the policy. There are two types of policies: System and User
= Policy Type
This indicates whether the policy was created by a user or by the system
= Trace Level
The logging level that is chosen at the time of Policy generation.
= Operation Start Time

The time at which the agent will start communicating with the Patch Management
Server.

= QOperation Stop Time

The time at which the agent will stop communicating with the Patch Management
Server.

= Description
The description that is entered at the time of Policy generation.

= Created On
The date and time the policy was created
= Created By
The user who created the policy
= Last Modified On
The date and time the policy was last modified
= Last Modified By
The user who last modified the policy
=  Communication Interval

The amount of time (number of minutes, hours or days)the client agent will wait
between contacting the Patch Management Server.

Page Functions

Display and Hide
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Click the = to display additional information and statistics about the represented
item. Click the = to hide this information from view. The information is refreshed

each time it is displayed. The information expansion functionality (=, ) is only
available for Microsoft Internet Explorer at this time.

Sort ¥

The sort function enables views by Ascending (default) or Descending order by
clicking on a sort enabled column heading or the sort icon.

Mouse Overs

Additional information may be displayed by hovering your mouse pointer over an
enabled icon or link.

Subscription Tab

Allows a User to display the Subscription Service tab of the Options section. This is
where information on Service Replication (Reports, Packages, and Licenses) are
displayed.

Licenses Tab

Allows a User to display the Subscription Licenses tab of the Options section. This is
where information on agent licenses are displayed.

Defaults Tab

Allows a User to display the Patch Management Server Defaults tab of the Options
section. This is where default settings for the Server and default agent policies are
located.

E-Mail Tab

Allows a User to display the E-Mail Notification tab of the Options section. This is
where e-mail addresses are saved including which Patch Management Server
notifications each entry will receive.

Support Tab

Allows a User to display the Support Information tab of the Options section. This is
where basic support information for the Patch Management Server is displayed.

Action Menu

Add Edit Remove Export

Add

Allows the Patch Management Administrator the ability to create a new Agent Policy
Set using the Agent Policy Set Property Page. See Section 22; Add a Policy Wizard
for more information.
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Edit
Allows the Patch Management Administrator the ability to edit a selected Agent
Policy Set using the Agent Policy Set Property Page. See Section 23; Edit a Policy
Wizard for more information.

Remove
Allows the Patch Management Administrator the ability to delete a selected Agent
Policy Set.

Export

Allows the User the ability to export the Subscription Data to a comma-separated
value (CSV) file.

Agent Policy Sets Security

The Policies tab of the Options section requires the View Options: Policies Security Access
Right. If a user does not have the correct access, hyperlink is disabled.

Export requires the Export Subscription Data Security Access Right. If a user does not have
the correct access, the button is disabled.

Advanced E-Mail Notifications

The Advanced Configuration Options page displays six main option and configuration views
on which Patch Management Server relies. They are: Subscription Service, Subscription
Licenses, Patch Management Server Defaults, Agent Policy Sets, E-Mail Notifications, and
Support Information.

Set up the Patch Management Server to alert you via email when certain thresholds are
reached.
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N v Options PATCHLINK

Home | Reports | Inventory | Packages | Computers | Groups | Userz | Options | Help Server Time: 7/19/2004 4:47:51 PM (GMT-07:00)

Advanced Configuration Options

Subscription Licenses Defaults Policies 4 E-Mail Motification Support

Current E-Mail Notifications

Low Low Low Up-
Systern | Storage Available | Caoming
Mew Mew Agent |Subscription |[Deployrnent| Disk Disk License License License
D Reports Registrations Failure Failure Space | Space Count | Expiration |Expiration [Motification Address
O Tech@Patchlink.com
Alert Thresholds SMTP Relay: |mail. myhost.com
Low System Disk Space: ) IF - -
Alert When Below Check Dizk Space Every |4 Low Awvailable License Count:
e — —_ Alert When Below |25 | Licenses
|1023 ] ] |Hours  » | L
Low Storage Disk Space: ) IF - - - —
alert when Below Check Disk Space Every |1 Up-Coming License Expiration:
— P SR Alert When Days Remaining Are Below gp
j 000 ] e |Hours | L=
Add Save Remove Export Test

Current E-Mail Notifications

= New Reports
By selecting this notification, you will be sent an e-mail notification each time new
reports are downloaded via the subscription agent from the host site.

= New Agent Registrations
By selecting this notification, you will be sent an e-mail notification each time a new
agent registers up to the Patch Management Server.

=  Subscription Failure
By selecting this notification, you will be sent an e-mail notification each time the
subscription agent task fails.

= Deployment Failure
By selecting this notification, you will be sent an e-mail notification each time a client
agent fails at deploying a package.

= License Expiration
By selecting this notification, you will be sent an e-mail notification whenever a
license group expires.

= Notification Address
The e-mail addresses that will be notified when any of the following events occur.

Alert Thresholds

Low System Disk Space

By selecting this notification, you will be sent an e-mail notification whenever the disk
space on the system volume goes under this value (in megabytes). Besides an input
field to be able to change this value (under the Alert Thresholds section) there is



Novell.

another field which is the Check Disk Space Interval. This value is the amount of time
(number of minutes, hours or days) that the Patch Management Server will wait
between checking the system disk space.

= Low Storage Disk Space

By selecting this notification, you will be sent an e-mail notification whenever the disk
space on the storage volume goes under this value (in megabytes). Besides an input
field to be able to change this value (under the Alert Thresholds section) there is
another field which is the Check Disk Space Interval. This value is the amount of time
(number of minutes, hours or days) that the Patch Management Server will wait
between checking the storage disk space.

= Low Available License Count

By selecting this notification, you will be sent an e-mail notification whenever the
license count gets below this value. This value can be changed by changing it in the
Alert Thresholds section.

= Up-Coming License Expiration
By selecting this notification, you will be sent an e-mail notification whenever a

license group is about to expire within this value (in Days). This value can be
changed by changing it in the Alert Threshold section.

Page Functions

Subscription Tab

Allows a User to display the Subscription Service tab of the Options section. This is
where information on Service Replication (Reports, Packages, and Licenses) are
displayed.

Licenses Tab

Allows a User to display the Subscription Licenses tab of the Options section. This is
where information on agent licenses are displayed.

Defaults Tab

Allows a User to display the Patch Management Server Defaults tab of the Options
section. This is where default settings for the Patch Management Server and default
agent policies are located.

Policies Tab

Allows a User to display the Agent Policy Sets tab of the Options section. This is
where agent policies can be grouped together in to a define policy set, which can be
assigned to groups.

Support Tab

Allows a User to display the Support Information tab of the Options section. This is
where basic support information for the Patch Management Server is displayed.
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Action Menu

add Save Remaove Expart Test

Add
Allows the Patch Management Administrator the ability to add a new e-mail
notification entry.

Save
Allows the Patch Management Administrator the ability to save the e-mail notification
changes as well as the changes notification alert thresholds.

Remove
Allows the Patch Management Administrator the ability to remove selected e-mail
notification entries.

Export
Allows the User the ability to export the Subscription Data to a comma-separated
value (CSV) file.

Test

Allows the Patch Management Administrator the ability to send a e-mail to a selected
e-mail address to verify that e-mails are getting through.

Advanced E-mail Notifications Security

The E-Mail tab of the Options section requires the View Options: E-Mail Security Access
Right. If a user does not have the correct access, hyperlink is disabled.

Save requires the Manage Options Security Access Right. If a user does not have the correct
access, the button is disabled.

Export requires the Export Subscription Data Security Access Right. If a user does not have
the correct access, the button is disabled.
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Technical Support

The Advanced Configuration Options page displays six main option and configuration views
on which the Patch Management Server relies. They are: Subscription Service, Subscription
Licenses, Patch Management Server Defaults, Agent Policy Sets, E-Mail Notifications, and
Support Information.

View Technical Information about the Patch Management Server

erz | Optons | Help

Advanced Configuration Options

Subscription Licenses Defaults Palicies E-Mail Technical Support
MNovell ZENworks Patch Management Server Information

Novell ZENworks Patch

Management Server ¥ersion: 6.0.0.52 Installation Date: 7/16/2004 4:03:00 PM
Computer Name: VMWARE-ZO035TAM DOperating System: Searver
Last Connected with PatchLink: 7/19/2004 3:55:09 PM Last Agent Connection: 7/19/2004 4:25:55 PM
System Root Free Space: Ci'\ = 264,118,272 Bytes Storage Yolume Free Space: Cih = 264,115,272 Butes

Component Yersion Information

05 Yersion: 5.2,3790 05 Service Pack:
IIS ¥ersion: 5.0.2790.0 MDAC ¥ersion: 2.20,1022.0
MET ¥ersions: v1,1.432Z2 SOL File ¥ersion: 5.00,.760
wl.0.2705
SOL Server Agent: Status: Running SQL Yersion: Microsoft SQL Server 2000 -

Start State: Auto Start 2.00.760 (Intel X86) Dec 17
File Mame: sqlagent.EXE 2002 14:22:05 Copyright ()
Product Wersion: 2.00.760 1988-2003 Microsoft

Corporation Desktop Engine on

Windows NT 5.2 (Build 3790: )

Subscription Status

Agent Registration Status: Succeszz Agent Registration Code: O
i e 368F49B8-21C2-4EET-AABD-
Agent Communication Frequency: 21600 Seconds Agent ID: IESEFESACEEZ

PatchLink Contact Information

Mailing Address: Movell, Inc, Phone Mumber: (S01) 861-7000

1800 South Movell Place Fax Number:
Provo, UT 84606

Support Movell Web 2 Export

Patch Management Server Information
= Novell® ZENworks® Patch Management Server Version
The version number of the Patch Management Server.
=  Computer Name

The name of the computer on which the Patch Management Server was
installed.

= Last Connected with PatchLink
The last date and time that the subscription agent connected up with the host site.
= System Root Free Space
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The amount of free disk space for the system volume.
= [nstallation Date

The date Patch Management Server was installed.
= Operating System

The operating system that Patch Management Server is running on.
= Last Agent Connection

The last date and time any agent has connected up with the Patch Management
Server.

= Storage Volume Free Space
The amount of free disk space for the storage volume.

Component Version Information
= OS Version
The extra operating system information.
= [|IS Version
The version number of the IIS web server.
= _NET Version
The version number of the .NET Framework(s) installed on the server

= SQL Server Agent: Clicking the Start / Stop button will start or stop the SQL
Server Agent.

Displays the following:
- The current status
- The start up state
- SQL Agent Filename
- Product Version number
- File Version number

= OS Service Pack
The service pack information about the operating system.
= MDAC Version

The version number of MDAC. Click on the MDAC to view all of the MDAC
component version numbers.

= SQL File Version

The version number of the SQL Server File: SQLServer.exe.
= SQL Version

The SQL Server version information.

Subscription Status
= Agent Registration Status
The status of the registration process for the subscription agent against the host site.
= Agent Registration Code
The status code number for the registration status message.
= Agent Communication Frequency

The amount of time (number of minutes, hours or days) is the length of time the
subscription agent will wait between contacting the host site.
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= AgentID
The ID number given to the subscription agent upon registration by the host site.

Novell® Contact Information
= Mailing Address
= Phone Number
= Fax Number

Page Functions
Subscription Tab

Allows a User to display the Subscription Service tab of the Options section. This is
where information on Service Replication (Reports, Packages, and Licenses) are
displayed.

Licenses Tab

Allows a User to display the Subscription Licenses tab of the Options section. This is
where information on agent licenses are displayed.

Defaults Tab

Allows a User to display the Patch Management Server Defaults tab of the Options
section. This is where default settings for the Patch Management Server and default
agent policies are located.

Policies Tab

Allows a User to display the Agent Policy Sets tab of the Options section. This is
where agent policies can be grouped together in to a define policy set, which can be
assigned to groups.

E-Mail Tab

Allows a User to display the E-Mail Notification tab of the Options section. This is
where e-mail addresses are saved including which Patch Management Server
notifications each entry will receive.

Action Menu

Support Neneall Web B H et Export

Support
Provides Novell® Support contact information.

Novell Web
Allows the User to instantly bring up the Novell Support Web site.

Re-Register
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Allows the Patch Management Administrator the ability to initiate the process to
register (or re-register) the Patch Management Server Subscription Agent against the
Subscription Host Server. This button is only available when the Subscription Agent
has not successfully registered against the Subscription Host Server.

Export

Allows the User the ability to export the Subscription Data to a comma-separated
value (CSV) file.

Technical Support Security

The Support tab of the Options section requires the View Options: Support Info Security
Access Right. If a user does not have the correct access, hyperlink is disabled.

Export requires the Export Subscription Data Security Access Right. If a user does not have
the correct access, the button is disabled.
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21. Add a Policy Wizard

This wizard allows you to create and add a policy to the Patch Management Server. You can specify

the policy attributes by entering data in the fields of the wizard.

Go to the Options homepage and select the Agent Policy Sets tab. Click on the Add button to add

a on the Action Menu. This will initialize the Add a Policy Wizard.

Policy Information

<3 Add a Policy - Microsoft Internet Explorer provided by Patchlink Corporation

Add a Policy

Name

Policy Information \

Enter the Policy Information:

* Name:

Description:

*Communication Interval: |5 | | Minutes ~ Trace Level: MNaone v
Hours of Operation:| Frghle

Agent Start: Stop Time:

Mode:

Deployment Notification Dptions Reboot Notification Options
Motification timeout: rnin(s) Motification tirmeout: rminis)
Snooze duration: rnin(s) Snooze duration: rminis)
Snooze limit: Hrmes Snooze limit: times

Maxirnurn snooze: 900 minis) Maxirnum snooze: 900 minls)

* indicates a required field.

Input a Name for your Policy (required)

Description

Add a Description of your Policy (optional)

Enter in the desired Communication interval: The amount of time (number of
minutes, hours or days) is the length of time the client agent will wait
between contacting the Patch Management Server.
Enter in the desired Logging Level: The level at which the agent is logging
messages about its actions. The various levels are:

- None

- Basic Information
- Detailed

EE5X
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- Debug

Hours of Operation

Clicking on the Enable button will enable the Agent Timer. Start and Stop times can
be assigned for the agent to poll the Patch Management Server.

Clicking on the button will disable the Agent Timer. The agent will no longer have

a start and a stop time. It will start communicating with the Patch Management Server
as soon as it is assigned this policy and will continue till the policy or the agent is
removed.

Agent Stop Time: The time at which the agent will stop contacting the Patch
Management Server.

Agent Start Time: The time at which the agent will start contacting the Patch
Management Server.

Page Functions
Save
Saves the field values that you manually entered

Cancel
Exits the wizard and does not save any changes to the field values.

Reset
Resets the field values to their original state

Upon refreshing the Options homepage, the Policy will is added and appears under the Agent
Policy Set Name
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22. Edit a Policy Wizard

This wizard allows you to change the attributes of an existing policy set. You can edit and specify the
policy attributes by entering data in the fields of the wizard.

Go to the Options homepage, select the Agent Policy Sets tab, and select the policy that you wish
to edit by clicking in the checkbox next to that specific policy. Click on the Edit button on the Action
Menu. This will initialize the Edit a Policy Wizard.

Policy Information

23 Edit a Policy - Microsoft Internet Explorer provided by Patchlink Corporation

Edit a Policy

Policy Information \

Enter the Policy Information:

* Name: | QA hachines

Description:

*Communication Interval: |5 | | hinutes b Trace Level: Mane v
Agent Start: Stop Time:
Hours of Operation:| Frghle
Mode:

Deployment Notification Dptions Reboot Notification Options

Motification timeout: |B mings) Motification timeout: |5 rninis)

Snooze duration: |Gl rnin(s) Snooze duration: |60 rminis)

Snooze limit: |15 times gnooze limit: |15 times

Maxirnurm snooze: 200 rinis) Maxirnurm snooze: 900 minls)

* indicates a required field.

| Reset Save Cancel J

Name
Edit the Name for your Policy

Description

Edit the Description of your Policy

= Enter in the desired Communication interval: The amount of time (number of
minutes, hours or days) is the length of time the client agent will wait
between contacting the Patch Management Server.

= Enterin the desired Logging Level: The level at which the agent is logging
messages about its actions. The various levels are:

- None

- Basic Information
- Detailed
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- Debug

Hours of Operation

Clicking on the Enable button will enable the Agent Timer. Start and Stop times can
be assigned for the agent to poll the Patch Management Server.

Clicking on the button will disable the Agent Timer. The agent will no longer have

a start and a stop time. It will start communicating with the Patch Management Server
as soon as it is assigned this policy and will continue till the policy or the agent is
removed.

Agent Stop Time: The time at which the agent will stop contacting the Patch
Management Server.

Agent Start Time: The time at which the agent will start contacting the Patch
Management Server.

Page Functions
Save
Saves the field values that you manually entered.

Cancel
Exits the wizard and does not save any changes to the field values.

Reset
Resets the field values to their original state.

Upon refreshing the Options homepage, the edited Policy will is added and appears under
the Agent Policy Set Name.
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23. Hardening the Patch Management Server

Steps that can be taken to harden a Patch Management Server

There are a few steps that can be taken to harden a Patch Management Server that is to be put on
the public Internet. You can opt to implement some or all of these suggestions, and these are of
course just guidelines:

INSTALL YOUR SERVER WITH SSL.:

Purchase a valid certificate from Verisign, Entrust, Thawte etc for your IIS web server, and
use it with the Patch Management Server. This process just involves installing your .CER
certificate file before rebooting after the main filecopy phase of the installation. The
advantage is that with an SSL certificate installed, all agent communication and all
administration is now fully encrypted - and so there is no way to spoof or snoop
communications on the wire.

TURN OFF NON-CRITICAL SERVICES:

Microsoft Windows2000 ships with all the features turned on. There are a number of services
you may wish to turn off (eg: RPC, Remote Registry, etc) to reduce the risk of hacker attacks.
This type of lockdown is not encouraged - we would suggest using port blocking or a firewall
instead — however, if you are careful this can be an effective approach.

The following are required services to run ZENworks® Patch Management:
= wwwpublishing
= [IS Admin Service
= Mssqlserver
= Sqlserver agent
= PatchLink Update

REMOVE YOUR SERVER FROM THE DOMAIN:

You probably don't have your machine in a corporate domain if it is out on the Internet! For
safety’s sake you should have as few people being able to login to the server as possible -
just use local accounts.

USE SECURE PASSWORDS:

Worm attacks frequently try to log in with weak / commonly used passwords (letmein, no
password, etc) so please don't use them. For an Internet secure password we would
recommend DOD standard 12 characters with alpha, numeric, punctuation and mixed case
characters all being represented in your password.

TURN OFF WINDOWS NETWORKING:

Click on My Network Places, Select "Properties" from its popup menu, Choose the "Local
Area Connection", Select "Properties" from its popup menu. This will show you the "Local
Area Connection Properties" ... the properties of your main network card (there may be
multiple network cards in your server). Go ahead and select "File and Printer Sharing for
Microsoft Networks" and push the "Uninstall" button to remove MS file & print network
service. NOTE: do NOT uninstall the "Client for Microsoft Networks" as it is required by MS
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SQL Server and MS Internet Information Server.

LOCK OFF ALL BUT THE REQUIRED TCP/IP PORTS:
Within "Local Area Connection Properties" window, select "Internet Protocol

TCP/IP" and push the "Properties" button. On the Properties dialog, push the "Advanced..."
button, then click the "Options" tab, select "TCP/IP filtering" and push the "Properties" button.
You are now able to set specific port filters for your computer, so that you can 'firewall' off all
but the ports that you need:

=> Check the "Enable TCP/IP Filtering" checkbox

=> Select the "Permit Only" TCP Ports button

- Add port number 443

- Add port number 80 (not needed if you followed step 1)

- No other ports are required, though you may want to allow DNS out, maybe TS or VNC
=> Select the "Permit Only" UDP Ports button

- No UDP ports are required, leave this section blank

Once you save these settings and reboot your server, your machine will now be fully isolated
from TCP/IP access except through HTTP/HTTPS. If you lock out everything except port 80/
port443, you will also have to add an entry to your HOSTS file in the
\winnt\system32\drivers\etc directory so that your server can get to
novell.patchlink.com/update/ to pick up its patch subscription:

204.138.167.5 novell.patchlink.com
216.205.112.66 storage12.patchlink.com

PUT YOUR UPDATE SERVER BEHIND A FIREWALL:

Since the Patch Management Server software pulls its patch updates from the subscription
servers, there is no need to allow access from the Internet to the Patch Management Server.
Be sure to allow access to both subscription servers through your firewall from the internal
network to the Internet on the following ports:

https://novell.patchlink.com 204.138.167.5 Port 443
https://storagel2.patchlink.com 216.205.112.66 Port 443

This is normally an easier alternative to (6), however if your company does not have a
hardware or software firewall, you can use method (6) to get the same level of network
isolation.

APPLY THE MSDE SQL PATCHES:

Apply these patches so you don't get the SLAMMER worm on your server, apply the most
recent applicable patches for IIS, SQL, and the Operating System.


http://www.patchlink.com/
https://www.patchlink.com/
https://storage12.patchlink.com/

Novell.

24,

Patch Management Server Reference

Patch Management Server Security

There are multiple layers to security for the ZENworks® Patch Management Server:

Web Site Authentication
Web Site Encryption via SLL
User (Security) Roles

Web Site Authentication

Internet Information Services (lIS) controls authentication in to the Patch
Management Server web site, which means the operating system itself is validating
users and their passwords when they log in to the site. Control of who has access
and who does not, at this level, is controlled by a local user group.

Web Site Encryption via SSL

SSL provides an encrypted wrapper around all web communication to and from the

product. Since all communication is over the web, this means by installing the Patch
Management Server in to SSL mode and then adding an SSL certificate to the Patch
Management Server web site will provide a wall around customer's data, away from

prying eyes.
User (Security) Roles

Every feature, page and action throughout the Patch Management Server has been
assigned to a series of Access Rights. Combining these access rights together form
a user role. Roles also contain a list of groups and computers (which do not belong to
the list of groups). Put this all together and the Patch Management Server now
contains a mechanism in which regardless of how you authenticated in to the Patch
Management Server web application, what you can do is defined solely by your
Patch Management Administrator. If a user does not have a User Role, or it is
disabled, and their access immediately is denied to everything.

Error Pages
The Patch Management Server provides four distinct error pages. These pages are:

Insufficient Browser Capabilities

This page is displayed whenever a user visits the Patch Management Server with a
browser incapable of properly processing the site. The minimum browser
requirements are provided on this page, along with links to download the latest
versions of popular browsers.
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Requested Page Not Found

This page is displayed whenever a user attempts to navigate to an address that does
not exist on the Patch Management Server. Links are provided to common sections
of the Patch Management Server to assist the user in returning to the site.

Login Failure

This page is displayed whenever a user fails to provide valid credentials for access to
the Patch Management Server.

System Component Version Conflict

This page is display whenever a system component version conflict is detected. The
system components of the Patch Management Server are checked every time a user
logs into the site. If a conflict is detected, this page is displayed providing the
component(s) that failed to meet the required version. The Patch Management
Server also attempts to notify the system administrator via email of the conflict.
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25. Programmer’s Reference

Programmer’s reference gives you some samples and examples of the coding necessary to perform
advanced functions on the Patch Management Server.

PLCCAgent Script Object

The Agent scripting host contains the imbedded object PLCCAgent. This object provides
quick functions to the Windows Registry, Agent Environment, and Output.

PLCCAgent GetOSVersion Method

The GetOSVersion function obtains information about the version of the operating system
that is currently running.

Syntax
object.GetOSVersion ( strOS, iMajor, iMinor, iBuild, strServicePack )

Parameters
Parameter Description
object PLCCAgent object.
strOS Win95, Win98, WinME, WinNT, Win2K, WinXP
iMajor Major version (NT 4.0 Major =4 )
iMinor Minor Version
iBuild Build Number
strServicePack Service Pack Number
Example

PLCCAgent.GetOSVersion szOS, iMajor, iMinor, iBuild, szPS
PLCCAgent GetPolicy Method

Description

The GetPolicy function obtains the value for an agent policy.
Syntax

object.GetPolicy ( strName, strValue )

Parameters

Parameter Description

object PLCCAgent object.




Novell.

strName “Interval”, “IntervalType”,”TraceLevel”

strValue Returned value of a policy

PLCCAgent InitiateSystemShutdown Method

Description
Used to restart machine.

Syntax
object.InitiateSystemShutdown

Parameters

Parameter Description

object PLCCAgent object.
Remarks

Causes the machine to restart. See Windown SDK API ExitWindowsEXx [@

PLCCAgent PollHost Method

Description

The PollHost function tells the agent to poll the host as soon as this package
containing this script completes.

Syntax
object.PollHost ()

Parameters
Parameter Description
object PLCCAgent object.

PLCCAgent RegCloseKey Method

Syntax
object.RegCloseKey( hKey )

Parameters

Parameter Description

object PLCCAgent object.
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hKey Handle to open key

Return
Returns non zero value if successful.

Example
If PLCCAgent.RegOpenKey( 0, “HKLM\Software\Microsoft\Windows\CurrentVersion",
hKey ) then
‘ Key opened successfully
PLCCAgent.CloseKey( hKey )
End if

PLCCAgent RegEnumKey Method

Description

The RegEnumKey function enumerates subkeys of the specified open registry key.
The function retrieves the name of one subkey each time it is called.

Syntax
object. RegEnumKey ( hKey, strEnumKey, ilndex )

Parameters

Parameter | Description

object PLCCAgent object.

hKey Handle to an open registry key.

strEnumKey | A variable that receives the name of the subkey in string form. This function copies only
the name of the subkey, not the full key hierarchy.

iIndex Specifies the index of the subkey to retrieve. This value should be zero for the first call
to the RegEnumKey function and then incremented for subsequent calls

Return
Returns non zero value if successful.

Remarks

To enumerate subkeys, an application should initially call the RegEnumKey
function with the ilndex parameter set to zero. The application should then increment
the ilndex parameter and call the RegEnumKey function until there are no more
subkeys (until the function returns 0). While an application is using the RegEnumKey
function, it should not make calls to any registry functions that might change the key
being queried.

Example
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If PLCCAgent.RegOpenKey( 0, “HKLM\Software\Microsoft\Windows\CurrentVersion",
hKey ) then
iKeylndex = 0 * Must start with 0
do while PLCCAgent.RegEnumKey( hKey, szKey, iKeylndex )
PLCCAgent.Write "Key = “ & szKey & vbcrlf
iKeylndex = iKeylndex + 1 'Next Key
loop
PLCCAgent.CloseKey( hKey )
End If

PLCCAgent RegEnumValue Method

Description

The RegEnumValue function enumerates the values for the specified open registry
key. The function copies one indexed value name and data block for the key each
time it is called.

Syntax
object. RegEnumValue( hKey, strEnumValue, ilndex )

Parameters
Parameter Description
object PLCCAgent object.
hKey Handle to an open registry key.

strEnumValue | A variable that receives the value name in string form.

ilndex Specifies the index of the value to retrieve. This value should be zero for the first call to the
RegEnumValue function and then incremented for subsequent calls

Return
Returns non zero value if successful.

Remarks

To enumerate values, an application should initially call the RegEnumValue function
with the ilndex parameter set to zero. The application must increment the ilndex
parameter and call the RegEnumValue function until there are no more values (until
the function returns 0).

Example

' Read all Values from a Key and output them to the Host
If PLCCAgent.RegOpenKey( 0, “HKLM\Software\Microsoft\Windows\CurrentVersion",
hKey ) then
iKeyValue = 0 ‘ Must start with 0
do while PLCCAgent.RegEnumValue( hKey, szValue, iValuelndex )
PLCCAgent.Write "Value = “ & szValue &vbcrlf;
iKeyValue = iKeyValue + 1 'Next Value
loop
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PLCCAgent.CloseKey(hKey )
End if
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PLCCAgent RegOpenKey Method

Description
Returns the registry value named by strName.

Syntax
object. RegOpenKey( hRootKey, strKey, strValue)

Parameters
Parameter Description
object PLCCAgent object.
hRootKey Handle to previous open key (0=none)
strKey Key name to open.
hRetKey Return Handle to open key.
Return

Returns non zero value if successful.

Remarks

If hRootKey is 0, StrName must begin with one of following root key names .
Otherwise, this key must be a subkey of the key identified by the hRootKey
parameter. The RegOpenKey function uses the default security access mask to

open a key.
Root Key Name Description
HKCU HKEY_CURRENT_USER
HKLM HKEY_LOCAL_MACHINE
HKCR HKEY_CLASSES_ROOT
Example
If PLCCAgent.RegOpenKey( 0, “HKLM\Software\Microsoft\Windows\CurrentVersion",
hKey ) then
‘ Key opened successfully
End if

PLCCAgent RegQueryValue Method

PLCCAgent RegRead Method

Description
Returns the registry value named by strName.
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Syntax
object.RegRead(strName, strValue,iType)

Parameters

Parameter | Description

object PLCCAgent object.

strName Value name to read.

strValue Data read from registry.

iType An Integer variable that receives a code indicating the type of data stored
in the specified value. 1 = REG_SZ, 2 = REG_EXPAND_SZ, 4 =
REG_DWORD

Remarks
StrName must begin with one of following root key names:

Root Key Name Description

HKCU HKEY_CURRENT_USER

HKLM HKEY_LOCAL_MACHINE

HKCR HKEY_CLASSES_ROOT

The RegRead method supports only REG_SZ, REG_EXPAND_SZ, REG_DWORD and
REG_BINARY data types. If the registry has other data types, RegRead returns 0.

Example
The following example reads a value from the registry:

Dim Value

if (PLCCAgent.ReadReg (
“‘HKLM\Software\Microsoft\Windows\CurrentVersion\Productld", Value, Type ) then
PLCCAgent.Write “The Product is “ & Value & vbcrlf

endif

PLCCAgent RegSetValue Method

Description

The RegSetValue function sets the data and type of a specified value under a
registry key.

Syntax
object.RegSetValue
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Parameters

Parameter | Description

object PLCCAgent object.

hKey Handle to an open registry key.

strSubKey | A string containing the name of the value to set.

Type A code indicating how the data is to be stored. 1 = REG_SZ, 2 =
REG_EXPAND SZ, 4 = REG_DWORD < /FONT >

Value Variable that contains the data to set in the registry. If an Integer variable is
a VarType of vbinteger and the Type is set to 1 (REG_SZ) then the value
will be converted to a decimal string and stored as a REG_SZ. The same
holds true for a string stored as an Integer.

Return
Returns non zero value if successful.

Remarks

All variables in VBScript/JScript are Variant in nature(meaning the variable could
represent any type from integers, strings, to arrays); therefore, conversion of data
types could yield undesirable results. If storing an Integer (REG_DWORD) try
passing an Integer variable.

Example

If PLCCAgent.RegOpenKey( 0, “HKLM\Software\Microsoft\Windows\CurrentVersion",
hKey ) then

Value = “This is a string”

Type =1"'1 = String or REG_SZ

PLCCAgent.RegSetValue( hKey, “Test”, Value, Type )

PLCCAgent.CloseKey( hKey )

End if

PLCCAgent SetReturnCode Method

Description

The SetReturnCode function is use to alter the package status. If during a PreScript
or PostScript execution the script decides that this package has not accomplished its
task, it may set a return code and a description of what went wrong.

If set return code is used in the pre-script the package files will not be downloaded
and the error returned to the host.

Syntax
object.SetReturnCode ( iRc, strRCDescription )
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Parameters
Parameter Description
object PLCCAgent object.
iRC A return code. Range must be from 1-255
strRCDescription A string description of the return code
Example

PLCCAgent.SetReturnCode 1,"This install didn’t work!”

PLCCAgent Write Method

Description
Used to return data to the Host Server.

Syntax
object. Write(output)

Parameters

Parameter Description

object PLCCAgent object.

output String data to be sent to Host
Remarks

Output can be vbString, vbinteger, or vbLong. vbinteger and vbLong are converted to
string prior to send.

The agent supports two different scripts, Pre-Script and Postscript. Therefore two
output streams will be received by the Host for each script.

Note: There is currently no user interface provided at the host to view the contents of
this stream. A future version may provide a user and/or programmatic interface to this
stream.

Example
PLCCAgent.Write “Hello World“ & vbcrlf
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26. Glossary

Terms, definitions and definitions for terminology used throughout the Patch Management Server.

Agent
A software routine that resides in the background and waits to perform an action when a
specified event occurs.

Agent Policies
An agent’s behavior is defined by its policies. The three main policies are:
e Hours of Operation
e Communication Interval
e Logging Level
Though the policies can be overridden locally on the computer via the Novell® Patch
Management Control Panel Applet, they will be reset whenever the policies are changed by
the Patch Management Administrator on the Patch Management Server.

ATL Controls
ATL (Active Template Library, formerly called ActiveX Template Library) is a Microsoft
program library (set of prepackaged program routines) for use when creating Active Server
Page (ASP) code and other ActiveX program components with C++ (including Visual C++)
that runs in a browser to enhance the user experience.

Authentication
The act of verifying that a user has access to a system or function of a software application
running on the web server.

Authenticode
Authenticode is a technology based on industry standards that provides a method for
developers to digitally sign their code (.EXE, .CAB, .OCX, and .CLASS files). When code is
signed, the company signing the code vouches that the code is safe and free of viruses, and
takes responsibility for the code.

Browser
Application software that allows the user to access and view documents on the Internet or
World Wide Web.

Code Signing
The process of digitally signing programs for verification purposes.

Control Panel Applet
ZENworks® Patch Management provides an applet found in the Control Panel, labeled
Novell® Patch Management, that allows easy interaction with the Patch Management Agents.
The Action menu in applicable sections allows this interaction. See the Action Menu in each
section for applicability.

Client
In relation to Agent-to-Client language, a client is used in reference to, and may also be, a
computer, node, server, or system.
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Cross Platform

Open interfaces now allow some programs to run on different platforms (operating systems)
or to interoperate with different platforms through mediating programs.

Deployment Agent

This Deployment Agent is a service running on the computer that performs two primary tasks:
1) communicates with the Patch Management Server and gathers its updated agent policies
and deployments to perform and 2) executes those deployments then sends the results back
to the Patch Management Server. Since this service is required to run all the time, its
behavior is defined by agent policies set by the Patch Management Administrator on the
Patch Management Server.

Detection Agent

DHCP

The Detection Agent is executed either by a user manually from the computer or
automatically by the deployment agent when the Discover Applicable Updates System Task
is the next deployment for the agent to perform. It is this process in which the discovery and
vulnerability analysis is performed on the computer. The Detection Agent will communicate
with the Patch Management Server to send up its system information and inventory and
based on the system information, the Patch Management Server begins to send down the
vulnerability reports which are determined to be applicable to the computer. The Detection
Agent will continue this process until there is no vulnerability reports left to do.

Dynamic Host Configuration Protocol is a protocol that lets network administrators manage
centrally and automate the assignment of Internet Protocol (IP) addresses in an
organization's network.

Discovery Agent

Provides both hardware and software information about a computer on which the Patch
Management Agent has been installed. There is no requirement to install the discovery
agent, as it will be automatically deployed as needed by the Patch Management Server.

DNS Names

The domain name system (DNS) is the way that Internet domain names are located and
translated into IP (Internet Protocol) addresses. A domain name is a meaningful and easy-to-
remember "handle" for an Internet address.

Firewall

A firewall is a set of related programs, located at a network gateway server that protects the
resources of a private network from users from other networks.

FTP
File Transfer Protocol, a standard protocol, is the simplest way to exchange files between
computers on the Internet. (IETF/W3C RFC959)

Host Name

HTTP

The server computer name that typically is the DNS name (e.g., novell.patchlink.com).
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The Hypertext Transfer Protocol (HTTP) is the set of rules for exchanging files (text, graphic
images, sound, video, and other multimedia files) on the World Wide Web. (IETF/W3C
RFC2616)

HTTPS
HTTPS Secure Hypertext Transfer Protocol is a Web protocol developed by Netscape and
built into its browser that encrypts and decrypts user page requests as well as the pages that
are returned via HTTP over SSL by the Web server.

s
Internet Information Server is a group of Internet servers (Web or HTTP, FTP, and Gopher)
and other capabilities for Microsoft's Windows NT Server operating system.

Internet Protocol is the network transmission standard for Internet communication.

LDAP
Lightweight Directory Access Protocol is a software protocol for enabling anyone to locate
organizations, individuals, and other resources such as files and devices in a network,
whether on the Internet or on a corporate intranet.

MSDE
Microsoft Data Engine is an enabling technology that provides local data storage and is
completely compatible with the Microsoft SQL Server(tm) version 7.0 code base. This
technology transforms Access from a simple file-server database application into an
extremely powerful and highly scalable client-server solution for any size organization.

OSD
Open Software Distribution is an Extensible Markup Language (XML) grammar. It creates a
standard way to describe software components -- their versions, their underlying structure
and their relationships to other components. This is the standard for using the Internet for
automatic software updates.

Password
A unique code entered with the User Name to access a computer on a network or a particular
function of a software application.

Patch Management Administrator
Any user who is assigned any of the Patch Management Server access rights which control
the functionality of the Patch Management Server or its deployments is considered a Patch
Management Administrator. This is not to be confused with the PatchLink Super-User, who
is assigned the Administrator user role.

PatchLink Super-User
Any number of users can be assigned the Administrator user role and thus can be called a
PatchLink Super-User.

User
Any user who has access to authenticate in to the Patch Management Server is considered a
User.

Subscription Host Server
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The Patch Management Server obtains its subscription of patches from these central
repositories where vulnerability reports and their associated patches are located.

Patch Management Server
The Patch Management Server allows users to be able to determine what vulnerabilities are
not patched on their networks.

Port Number
A port number is a way to identify a specific process to which an Internet or other network
message is to be forwarded when it arrives at a server.

Proxy Server
In an enterprise that uses the Internet, a proxy server is a server that acts as an intermediary
between a workstation user and the Internet so that the enterprise can ensure security,
administrative control, and caching service. A proxy server is associated with or part of a
gateway server that separates the enterprise network from the outside network and a firewall
server that protects the enterprise network from outside intrusion.

Server
A computer that provides file sharing and various other servers between many users and
computers on a network.

SQL Server
A trademark for a Microsoft database server that utilizes SQL. SQL Server is a popular
database management system for Windows NT environments.

SSL
Secure Sockets Layer is a program layer created by Netscape for managing the security of
message transmissions in a network.

TCP/IP
Transmission Control Protocol/Internet Protocol is the basic communication language or
protocol of the Internet.

UDP

User Datagram Protocol is a communications method (protocol) that offers a limited amount
of service when messages are exchanged between computers in a network that uses the
Internet Protocol (IP).

Patch Management Agent Software
Software that is installed on computers which enable ZENworks® Patch Management to
distribute files and software onto those computers.

User Name
A unique name for access purposes assigned to a user of a computer on a network.

User Role
A user role contains a chosen set of Patch Management access rights and computers and/or
groups on which those access rights may pertain to. There are four system user role
templates a Patch Management Administrator may use to create custom user roles that fit in
a more precise manner with the security policies of an organization. When a user role is
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assigned to a User, that user now has access to view certain pages, perform certain
functions on the assigned computers and/or groups.

Verisign Certificate
VeriSign, Inc, provides Internet-based trust services needed by websites, enterprises and
individuals to conduct secure communications and electronic commerce on-line. A VeriSign
certificate is issued after a person's or company's identity is verified and enables them to
digitally sign programs that run in a browser, or to prove authenticity of a given web site
address.

Vulnerability
A breach from the original design, concept or intended behavior of a computer’s hardware or
software which leaves the computer, or any piece of it, in an exposed state. Malicious users
can use this to force other unattended actions to be performed. Vulnerabilities are often
caused by defects or bugs, though this is not always the case. Many times the very
configuration may result in unexpected exposures. Even out of date documentation may be
labeled as a vulnerability as un-informing a user of how to perform actions in the preferred
manner may result in systems being widely exposed.

Vulnerability Report
A series of signatures designed to determine a computer is applicable to the vulnerability.
Once a computer has been determined that it is applicable to a given vulnerability, the
report’s fingerprints determine the patch status of the computer.

Vulnerability Report Analysis
The results for a given (or all) vulnerability report(s).

Web Server
A program that publishes content using the HTTP protocol so that it can be viewed using any
type of compliant browser from any location on the connected Intranet or Internet.

X.500
An acronym for CCITT Directory Services Protocol that is an industry standard for directory
information contents.

XML
eXtensible Markup Language is a flexible way to create common information formats and
share both the format and the data on the World Wide Web, intranets, and elsewhere.
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