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About This Guide

This guide describes how to administer Novell® ZENworks® 6.5 Server Management. The guide
isintended for network administrators and is divided into the following sections:

+ “Policy and Distribution Services’ on page 25

* “Server Inventory” on page 415

+ “Remote Management” on page 739

+ “Management and Monitoring Services’ on page 775

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
itemsin a cross-reference path.

A trademark symbol (®, ™, etc.) denotes aNovell trademark. An asterisk (*) denotes athird-party
trademark.

When a single pathname can be written with a backslash for some platforms or aforward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.

User Comments

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For adated list of updates to this guide, see:
+ Policy and Distribution Services: Appendix G, “Documentation Updates,” on page 409
* Server Inventory: Appendix L, “Documentation Updates,” on page 733
+ Remote Management: Appendix M, “Documentation Updates,” on page 773

+ Management and Monitoring Services: Appendix N, “Documentation Updates,” on
page 1105

For the most recent version of this guide, visit the ZENworks 6.5 Web site (http://
www.novell.com/documentati on/zenworks65/index.html).
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Additional Documentation

For the latest documentation oninstalling and running ZENworks 6.5 Server Management, seethe
ZENworks 6.5 Server Management Installation Guide (http://www.novell.com/documentation/
zenworkse5/index.html).

24 Novell ZENworks 6.5 Server Management Administration Guide


http://www.novell.com/documentation/zenworks65/index.html
http://www.novell.com/documentation/zenworks65/index.html
http://www.novell.com/documentation/zenworks65/index.html

Policy and Distribution Services

Novel|® ZENworks® 6.5 Server Management Policy and Distribution Services is a software,
configuration, and behavioral management system for servers. Through Policy and Distribution
Services, you can:

+ Control the versions of software installed on servers throughout the network
+ Define and enforce a standard configuration on any given set of servers

+ Control the behavior of serversin given situations, such as downing a server, backing up
volumes, managing thresholds exceeded, and so on

Policy and Distribution Services has three components:
+ Tiered Electronic Distribution: Simplifies datadelivery and server policy implementation
+ Server Palicies: Simplifies configuration and management of your servers

* Server Software Packages. Simplifiesthe installation of software
You can administer Policy and Distribution Services by using the following:

+ ConsoleOne 1.3.6, where you can create and configure ZENworks Server Management
objects and perform management tasks for Policy and Distribution Services.

+ ZENworks Server Management Rolein Novell iManager 2.0.2, where you can perform
management tasks for Policy and Distribution Services using iManager from any workstation
where Internet Explorer 5.5 or later is available.

The Policy and Distribution Services documentation contains the following sections:

¢ Chapter 1, “Post-Installation Setup,” on page 27 (After installing ZENworks 6.5 Server
Management for the first time, use this section to complete afull configuration of your
policies and distribution system.)

+ Chapter 2, “Novell iManager,” on page 69

+ Chapter 3, “Tiered Electronic Distribution,” on page 85

+ Chapter 4, “Server Policies,” on page 191

+ Chapter 5, “ Server Software Packages,” on page 231

+ Chapter 6, “Desktop Application Distribution,” on page 267

* Chapter 7, “Security in Policy and Distribution Services,” on page 295
+ Chapter 8, “Scheduling,” on page 311

+ Chapter 9, “Variables,” on page 333

+ Chapter 10, “ZENworks Database,” on page 343

¢ Chapter 11, “Reporting,” on page 355
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+ Appendix A, “Distribution Types,” on page 375

+ Appendix B, “Schedule Types,” on page 387

* Appendix C, “Server Console Commands,” on page 393

+ Appendix D, “Load/Unload Actions,” on page 397

+ Appendix E, “Requirements for Server Software Packages,” on page 399

+ Appendix F, “Registry Entries for Server Software Package Components,” on page 405
+ Appendix G, “Documentation Updates,” on page 409
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Post-Installation Setup

To use the Tiered Electronic Distribution capability of Novell® ZENworks® Server Management
effectively, you must correctly install and configure its components on your network. You should
have already performed a basic installation of Policy and Distribution Services (see “Installation
on NetWare and Windows’ in the Novell ZENworks 6.5 Server Management Installation Guide.

For information on configuring policies, see Chapter 4, “Server Policies,” on page 191.

This section provides you with the concepts, a planning worksheet, and instructions to help you
further configure your Tiered Electronic Distribution system. For more detailed information, see
Chapter 3, “Tiered Electronic Distribution,” on page 85.

The information provided in the following sections will help you to add new Distributors as
needed, finish installing the Subscriber software as needed, configure a Distributor’s routing
hierarchy, create some Distributions, and send those Distributions:

+ “Planning Your Distribution System” on page 27

In this section, you can use the planning worksheet to keep track of the decisions you need to
make. Then you can easily perform your planned configurations from the information on the
planning worksheet.

+ “Configuring Your Distribution System” on page 48
This section provides the steps for configuring your distribution system.
+ “Managing Your Distribution System” on page 59

This section provides an overview of how you can manage your distribution system using
Novell ConsoleOne® and Novell iManager.

+ “Configuration Planning Worksheet” on page 60

The planning worksheet contains basic information for each worksheet entry. It also contains
links to where you can view more information to better understand a worksheet entry.

The worksheet should not be used in place of the proceduresin “Configuring Your
Distribution System” on page 48, because the worksheet only contains planning information;
it does not contain information for the procedures that are not planned.

Planning Your Distribution System

Use these sections in the following order:
1. “Overview” on page 28
2. “Selecting Your Distributions” on page 30
3. “Understanding Your Network Topology” on page 34
4. “Are Additional Distributors Needed?’ on page 35
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“Other Subscribers To Be Installed?’ on page 39
“Determining the Distribution Flow” on page 39
“Understanding Distribution Security” on page 42
“Determining the Channels for the Distributions” on page 44

© o N o O

“Determining Subscribers' Subscriptions’ on page 45
10. “Determining the Distribution Schedules’ on page 46

Overview

Policy and Distribution Services contains three components:
+ Tiered Electronic Distribution is a distribution system for your network.

+ |tisaway to manage your network servers through the distribution of electronic data
between servers.

+ |t uses atiered architecture for distribution efficiency. For example, workload sharing:
one server can service many others, then each of those many servers can also service
many more, and so on to any number of tiers.

+ |t provides Distribution scheduling for efficient bandwidth usage, such as distributing
during off-peak hours.

* |t provides security to prevent unauthorized tampering with the Distributions.
+ Server Paliciesisasystem for managing the configuration and behavior of your servers.

+ Server Software Packagesis afeature for automating the installation and upgrading of
software on your servers.

Tiered Electronic Distribution isusually involved when you use any of these components, because
most policies and all Server Software Packages are distributed. Therefore, in this section we will
concentrate on understanding and configuring Tiered Electronic Distribution. See the following
sections for more information on the other two components of Policy and Distribution Services:

+ Chapter 4, “Server Policies,” on page 191
+ Chapter 5, “ Server Software Packages,” on page 231

The following sections provide basic information that will help you to understand Tiered
Electronic Distribution and what you will need to know to configureit:

+ “What Can You Distribute?’ on page 28
+ “How Is Data Distributed?’ on page 29
+ “What Do You Need to Know to Plan Your Distribution System?’ on page 29

What Can You Distribute?

The types of electronic data you can distribute using Tiered Electronic Distribution include:

Distribution Type Content Distributed

Desktop Application Desktop Application objects and files created in ZENworks Desktop
Management

File Files and directories contained on the Distributor server’s file system
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Distribution Type Content Distributed

FTP Files and directories from an FTP source

HTTP Content from an HTTP source

MSI Con_tains software to be installed in a Windows* environment by the MSI
engine

Policy Package Policies for controlling servers

RPM RPM packages for Linux and Solaris* servers (but only for Solaris if RPM is

installed to the Solaris machine)

Software Package Server Software Packages for automatically installing or upgrading software

on your servers

From thislist, you can see that thereis avariety of electronic datatypes that you can distribute to
your servers.

How Is Data Distributed?

Tiered Electronic Distribution sends Distribution files from Distributor servers to Subscriber
servers. The basic distribution processis as follows:

8.
9.

N o o M 0w D PRE

Decide what you want to distribute.

Create the Distribution.

Create a Channel for the Distribution.

Determine which Subscriber servers need this Distribution.

Subscribe the Subscriber servers to the Distribution’s Channel.

Make sure the applicable schedules are set (Build, Send, and Extract).

Send the Distribution by refreshing the Distributor, which causes the Distribution to be built
according to the Distribution’s Build schedule, and sent according to the Channel’s Send
schedule.

The Distribution is extracted on the Subscriber servers according to their Extract schedules.

The Distributions are used by the Subscriber servers according to the Distribution’s type.

From this process, you can seethat there are several components of Tiered Electronic Distribution
that will need to be created and configured. For more information, see “ The Basic Distribution
Process’ on page 88 and “ Understanding the Distribution Processes’ on page 170.

What Do You Need to Know to Plan Your Distribution System?

+ The Distributions that you want, including:

+ Whether you want to distribute server files, HTTP content, FTP content, or RPM
packages

+ |f there are any desktop applications to be distributed (affects how you set up Subscriber
objects when you have multiple trees)

+ Which policies you needed for managing your servers

* What server software should have automated installation
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+ Whether you'll need additional Distributors

+ Whether you have both Novell eDirectory™ 8.7.3 and NDS® 6.x or 7.x in your environment,
which adversely affects Distributors (aworkaround is available)

+ How many databases you' Il need for reporting purposes
+ Whether you need to complete installation of the Subscriber software to your servers
+ Which Subscribers need which Distributions

+ Your network’s topology (server platforms, slow WANS, firewalls, Network Address
Trangdlation [NAT], multiple trees, and so on)

+ The system resource and server behavior issues that Tiered Electronic Distribution might
create

+ Whether you need to encrypt Distributions for certain servers
+ Whether you can use Subscriber Groups for channeling Distributions

+ How you want the Distributions to flow to the Subscriber servers (the tiered distribution
model)

+ How you want to schedul e the distribution processes to minimize network traffic during
business hours

To determine the above information, continue with “ Selecting Your Distributions” on page 30.

Selecting Your Distributions
This section provides you with basic information for each Distribution type.

You can build your distribution system incrementally by adding Distributions afew at atime, then
adding Distributors when needed. You can revisit this process at any timeto add new Distributions.

Print acopy of the“ Configuration Planning Worksheet” on page 60. Worksheet fill-in instructions
are given as you review the planning sections.

Review the following Distribution type sections to select which ones you want to create at this
time. Planning worksheet entries are provided for each Distribution type.

+ “Desktop Application” on page 31
+ “File” on page 31

¢ “FTP’ on page 31

¢ “HTTP’ on page 32

+ “MSI|” on page 32

+ “Policy Package” on page 32

¢+ “RPM” on page 34

+ “Software Package’ on page 34
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Desktop Application

File

FTP

ThisDistribution type allowsyou to distribute Application objects and associated filesto specified
locations on the eDirectory tree and target Subscriber servers.

For information on integration with Desktop Management, see Chapter 6, “Desktop Application
Distribution,” on page 267.

For information on the Desktop Application type of Distribution, see “ Desktop Application” on
page 116.

Determine whether you want to create a Desktop Application Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

If you want to maintain trustee rights in the Distribution, under item 3 and item 20, indicate that you
have Desktop Application Distributions, and therefore each server that receives Desktop Application
Distributions must have its Subscriber object and NCP™ server object in the same tree.

Under item 19, enter Desktop Application as the type of Distribution to be created. Also indicate the
following:

+ A name for the Distribution that indicates its purpose

+ Names of the servers that need a Desktop Application Distribution

With this Distribution type you can select files and/or directories from the Distributor server’sfile
system to distribute to a selected location on the Subscriber server’sfile system.

A Distribution Wizard is available for automating the process of creating the File and FTP types
of Distributions. For more information, see “ Using the Distribution Wizard” on page 141.

For information on the File type of Distribution, see “File” on page 116.

Determine whether you want to create a File Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter File as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need a File Distribution

With this Distribution type you can create a Distribution consisting of files from one or more FTP
sources. Each source can contain one or more directories and/or files.

A Distribution Wizard is available for automating the process of creating the File and FTP types
of Distributions. For more information, see “ Using the Distribution Wizard” on page 141.

For information on the FTP type of Distribution, see “FTP’ on page 118.
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HTTP

MSI

Determine whether you want to create an FTP Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter FTP as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an FTP Distribution

With this Distribution type you can create a Distribution consisting of one or more HTTP sources.
Each source can contain one or more target entries.

For information on the HTTP type of Distribution, see“HTTP” on page 118.

Determine whether you want to create an HTTP Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter HTTP as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an HTTP Distribution

ThisisaDistribution of MSI packages that are installed by the MSI engine in a Windows
environment.

For information on the M S| type of Distributions, see“MSI” on page 118.

Determine whether you want to create an MSI Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter MSI as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an MSI Distribution

Policy Package

32

This Distribution type provides the mechanism for applying any of the following policiesto
Subscriber servers:

Policy Description

Copy Files Enables copying of files on a server from one location to another by
using policy configurations.

NetWare Set Parameters  gpecifies and optimizes selected NetWare® Set Parameters for a

server or group of servers.
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Policy

Description

Prohibited File

Used to monitor and enforce the deletion or moving of unauthorized
files from a specified volume/drive or directory/folder.

Scheduled Down

Schedules when a server should go down, and whether it should be
brought back up automatically.

Scheduled Load/Unload

Automates the loading and unloading order of NLM™ and Java* Class
processes for the selected servers, and for starting and stopping
Windows services.

Search

Used in ZENworks Server Management to enable the Distributor Agent
to locate and use policies in the Service Location Package.

Server Down Process

Controls which processes to follow and which conditions to meet before
downing a server.

Server Scripts

Automates script usage on your servers.

SMTP Host

Sets the TCP/IP address of the relay host that processes outbound
Internet e-mail.

SNMP Community Strings

Allows you to receive and respond to SNMP requests.

SNMP Trap Targets

Sets SNMP trap targets for associated eDirectory objects for reporting
purposes.

Text File Changes

Automates changes to text files.

Tiered Electronic
Distribution

Sets defaults for the Distributor and Subscriber objects.

ZENworks Database

Sets the DN for locating a ZENworks Database object and the path to
the database file. The database is used by Policy and Distribution
Services for logging successes and failures that are used in creating
reports.

The database location specified during installation can be overridden
by creating and enabling this policy.

ZENworks Server
Management

Contains basic configuration parameters for Policy and Distribution
Services, such as status logging, defining the server console prompt for
the Policy/Package Agent, setting its working path, and setting a
database purging limit.

For more information on each policy, see” Server Policy Descriptions’ on page 198.

For information on policies and policy packages, see Chapter 4, “Server Policies,” on page 191.

For more information on the Policy Package type of Distribution, see “Policy Package” on

page 119.
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RPM

Software Package

Determine whether you want to create a Policy Package Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter Policy Package as the type of Distribution to be created. Also indicate the
following:

+ Names of the policies

+ For each policy, names of servers that need the policy

ThisisaLinux or Solaris platform Distribution. You can distribute Red Hat* Package Manager
(RPM) packages using the RPM Distribution.

For information on the RPM type of Distribution, see “RPM” on page 119.

Determine whether you want to create an RPM Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter RPM as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an RPM Distribution

This Distribution type allows you to distribute Server Software Packages that you createin

ConsoleOnein the Server Software Package namespace. You first create a .spk file, then compile
it into the .cpk file that is distributed.

For information on Server Software Packages, see Chapter 5, “ Server Software Packages,” on
page 231.

For information on the Software Package Distribution type, see “ Software Package” on page 120.

Determine the software packages you want to create at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter Software Package as the type of Distribution to be created. Also indicate the
following:

+ A name for the Distribution that indicates its purpose

+ Names of servers that need a Software Package Distribution

Understanding Your Network Topology

In order for you to efficiently manage your distribution system, you need to know your network’s
topology. For example:

+ What are your server platforms?
+ How many servers do you have per platform?

* Where are your servers located in relation to WAN links and firewalls?
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+ |sNetwork Address Translation (NAT) being used?

* Where are your slow network links?

Thistype of information is used to help you configure the best distribution management solution
for your network.

To obtain information concerning your network:

1 Note the trees where you extended the schema for Server Management.

CONFIGURATION PLANNING WORKSHEET

Under item 1, provide the names of the trees in your network where you extended the schema
for Server Management.

2 Draw adiagram of your network structure.
You will use this diagram later to determine distribution routes.
Indicate the following on your diagram:
¢+ Whereslow links exist
¢ The number of serverson each LAN
¢ The number of servers outside afirewall
¢ The number of servers using NAT

3 Draw tree diagrams that show how your trees are currently organized. Include the main
containers, such as:

*

*

*

The containers that represent geographic locations (a physical tree design)
The containers that represent the corporate organization (alogical tree design)

The containers where servers reside (for Distributors and Subscribers)

4 Indicate the following on your tree diagrams:

+  Where servers are located that could be Distributors (NetWare, Windows, Linux, or
Solaris serversthat exceed the minimum Server Management requirements)

+ Containers where there are slow network connections
This should match where you indicated slow connections on your network diagram.
5 Indicate the following on your network diagram:

+  Wherethe servers are located (as you just noted on the tree diagrams) that could be
Distributors

Are Additional Distributors Needed?

When installing Policy and Distribution Services for the first time, you installed one Distributor
with a database file. Generally, you'll need Distributors according to your corporate structure or
geographic locations.

Distributor server workload, including the ability to complete Distribution building tasks, should
al so determine how many Distributorsyou need. For example, if you haveavery large Distribution
that you want built during off-peak hours, which does not need to be sent immediately, and also

have virus pattern Distributions that do need to be sent immediately, you might need two different
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Distributors, one with a daily refresh schedule (because you are only going to be building the
Distribution once per day), and another with afrequent refresh schedul e for discovering new virus
pattern changes, so that their Distributions can be built and sent on time.

Use your diagrams to determine whether you need to install additional Distributors.

CONFIGURATION PLANNING WORKSHEET

Under item 2, provide the names of the servers where you want to install the Distributor software.

You can always add Distributors |l ater after you' ve seen how your Distributor servers handle their
Distribution building and sending workload, you can determine whether to add additional
Distributors for spreading that workload.

You also need to determine the following information for each Distributor:
+ “Distributor Properties’ on page 36
+ “Software Installation Paths” on page 37
* “Whether a Distributor Server Will Host a Server Management Database” on page 37
* “Whether Distributors Might Exist in a Mixed eDirectory Environment” on page 38

Distributor Properties

36

You can change the following Distributor properties from the defaults during installation:

+ Object Name: If youwant to renamethe Distributor object, we recommend that you maintain
the server’sidentity in the name, including the fact that it is a Distributor.

+ Container: Plan on using the container where you previously installed Distributor objects.

If eDirectory is not installed on the Windows 2000/2003 server that you want to be a
Distributor, a default container object is not displayed for that server during installation.
Therefore, determine the container for that Distributor object.

+ Working Directory: You can use a different volume, drive, or directory path for the
Distributor’s working files than the default path.

Because the working directory hasthe potential to be quite large (depending on the size of the
Distributions), make sure you have enough disk space.

Thedefault volume on aNetWare server issys.. For NetWare serverswe strongly recommend
that you specify adifferent volume.

The default working directory path for NetWare and Windows serversis:
\zenworks\pds\ted\dist

For Linux or Solaris serversthe pathiis:

/var/opt/novel l/zenworks/zfs/pds/ted/dist

The Distributor’s working directory is also used whenever a Distribution is created. A
directory is created under the working directory using the DN of the Distribution object.
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For more information on the working directory, see “\Working Directories’ on page 184.

CONFIGURATION PLANNING WORKSHEET

Under item 7, provide the property information for the Distributor that you want to be different than
the defaults. This includes object names, containers for the object, and working directories.

Software Installation Paths
Server Management uses the following default installation paths:
+ NetWare: sys:
You can select a different volume.
* Windows: C:

You can select adifferent drive.

The Linux or Solaris path cannot be changed.

CONFIGURATION PLANNING WORKSHEET

Under item 5, provide the installation path information for the Distributor if it is different from the default
path. Include the identities of the Distributors where you have different Distributor installation paths.

Under item 6, provide the installation path information for the Subscriber if it is different from the default
path. Include the identities of the Subscribers where you have different Subscriber installation paths.

Whether a Distributor Server Will Host a Server Management Database

You can have multiple Server Management databases in the tree, and you can install the database
to both NetWare and Windows servers.

The database is used by Policy and Distribution Services to log successes and failures for the
Server Policies or Tiered Electronic Distribution components. Policy and Distribution Services
can function normally without a database, becauseit usesthe zfslog.db fileto only log information
for reports. Zfdog.db for Policy and Distribution Services does not contain any configuration
information.

To determine whether you want each Distributor to haveits own database, or have al Distributors
share the same database, you need to determine how you want information reported. Consider the
following to determine how many databases to havein the tree:

+ WAN Traffic: Tiered Electronic Distribution does not perform a large number of database
updates, so the actual impact on system resources should be minimal. The greatest impact
could be the time it takes to perform the transaction. However, if you have slow WAN
connections, you might not want database logging to occur over the WAN.

+ Multiple Distributors: If you have multiple Distributors in the tree, you can have one
databasefor each, or have them share one or more databases. Thetype of Distributor reporting
you want should determine whether to have a separate database for each. For example, are
your Distributors specialized in the types of Distributions they’ll send?

+ Consolidated Reporting: To have only one report for all of your Tiered Electronic
Distribution information, install only one database object and file and have al Tiered
Electronic Distribution Distributors log to that one file, regardless of WAN traffic
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considerations. Use the ZENworks Database policy (Service Location Package) to direct all
Distributors to that database file.

+ Specialized Reporting: You might want reports that are specific to aregion or group of
servers. You can install a database object and file for each region and have the Distributorsin
those regionsor server groupslog to that database. Use a separate ZENworks Database policy
(Service Location Package) to direct each Distributor to its desired database file.

For more information, see Chapter 10, “ZENworks Database,” on page 343.

IMPORTANT: Make sure you select a server for the database where you are installing the Subscriber/Policies
option. The Purge Database option in the ZENworks Server Management policy (Distributed Server Package)
works only if the Policy/Package Agent software and the zfslog.db file are located on the same server.

CONFIGURATION PLANNING WORKSHEET

Provide the following information for each Database object to be created:

+ Under item 4, provide the name of the Distributor server that hosts the Server Management
database file.

¢ Under item 9, provide the installation path information that is different from the default path.
+ Under item 10, provide a name for the Database object, if different from the default.

+ Under item 11, provide the eDirectory container where the Database object should be created.

Whether Distributors Might Exist in a Mixed eDirectory Environment

38

Server Management can runin amixed eDirectory environment. For example, your network might
have both eDirectory 8.x and NDS® 6.x or 7.x installed.

However, eDirectory 8.x (only 8.6.2, 8.7.1, or 8.7.3 or later) isrequired for Server Management so
that its objects can be placed in the tree during installation of the product. eDirectory must be
installed with the master replicasomewherein your network, but not necessarily on aserver where
you are installing the Server Management software.

Also, ZENworks 6.5 Distributor servers must be running eDirectory 8.x.

Theonly reguirement for any Server Management server isthat it can communicate with the server
where the eDirectory master replica (of the partition where its NCP Server object resides) is
installed. Therefore, you do not need to install eDirectory on each server where you will install
Server Management.

Select an IP address of any server inyour tree that isusing eDirectory 8.x. This can even bethe P
address of the Distributor server itself, if the server is running eDirectory 8.x.

CONFIGURATION PLANNING WORKSHEET

Under item 12, provide the IP address of a server using eDirectory 8.x.
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Other Subscribers To Be Installed?

When you first installed Policy and Distribution Services, you might not have installed the
softwareto all of your servers. If you determined that you wanted to install the Subscriber software
incrementally to your servers, you can complete another stage at thistime.

You can change the following Subscriber properties from the defaults during installation:

+ Object Name: If you want to rename the Subscriber object, we recommend that you maintain
the server’sidentity in the name, including the fact that it is a Subscriber.

+ Container: Plan on using the container where you previously installed Subscriber objects.

You should place Subscriber server objects in containers matching their operating systems.
For example, a NetWare container for NetWare servers, and a Windows container for
Windows servers.

If eDirectory is not installed on the Windows 2000/2003 server that you want to be a
Subscriber, a default container object is not displayed for that server during installation.
Therefore, determine the container for that Subscriber object.

+ Working Directory: You can use a different volume, drive, or directory path for the
Subscriber’s working files than the default path.

Because the working directory hasthe potential to be quite large (depending on the size of the
Distributions), make sure you have enough disk space. The default volume on a NetWare
server is sys.. For NetWare servers we strongly recommend that you specify a different
volume.

You might need to provide different paths for your Subscriber servers. For example, sys: for
NetWare servers and D: for Windows servers. You can use variablesfor path data, such asthe
volume/drive designation. For more information, see Chapter 9, “Variables,” on page 333.

The default working directory path for NetWare and Windows serversis:
\zenworks\pds\ted\sub

For Linux and Solaris servers, the path is:

/var/opt/novel l/zenworks/zfs/pds/ted/sub

For more information on working directories, see “Working Directories’ on page 184.

CONFIGURATION PLANNING WORKSHEET

Under item 3, provide the names of the servers where you want to install the Subscriber software
at this time.

For each Subscriber to be installed, under item 8, provide the property information that you want
to be different than the defaults. This includes object names, containers for the object, and
working directories.

Determining the Distribution Flow

The following sections provide information for determining distribution routes:
+ “Understanding Distribution Routes’ on page 40
* “Selecting Subscribers for the Distribution Routes’ on page 41
+ “Configuring the Distribution Routes’ on page 42
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For more detailed information, see “Understanding Distribution Routing” on page 96.

Understanding Distribution Routes

40

Each Distributor has arouting hierarchy that providesit with a hierarchical path for sending its
Distributions. The routing hierarchy contains alist of Subscribers. The hierarchy of Subscribers
can be many levels deep.

Subscribersin a Distributor’s routing hierarchy do not need to aso be recipients of the
Distributions from that Distributor. A Subscriber can merely act as a proxy for the Distributor to
pass Distributions to other Subscribers.

Not all Subscribers are needed in arouting hierarchy; only the ones used to pass Distributions on
to other Subscriber servers. Most of your network’s Subscriber serverswill likely be end-node
Subscribers; meaning, Subscribers that only receive and extract the Distributions.

The Distributor determines the most efficient route to any given Subscriber as follows:
1. The Distributor identifies the Subscriber that isto receive the Distribution.
2. The Distributor determines whether that Subscriber has a parent Subscriber.

3. If the Subscriber has a parent Subscriber, the Distributor checks its routing hierarchy for that
parent Subscriber:

a. |If the parent Subscriber isin the routing hierarchy, the Distributor uses that route to send
the Distribution to the Subscriber.

b. If the parent Subscriber is not in the routing hierarchy, the Distributor sends the
Distribution directly to the parent Subscriber of the end-node target Subscriber.

4. 1If the Subscriber does not have a parent Subscriber, the Distributor checks its routing
hierarchy for the Subscriber:

a. If the Subscriber isin the routing hierarchy, the Distributor uses that route to send the
Distribution to the Subscriber.

b. If the Subscriber is not in the routing hierarchy, the Distributor sends the Distribution
directly to the Subscriber.

In other words, if the Distributor can find away to send the Distribution using itsrouting hierarchy,
it usesthe path in that hierarchy to get the Distribution to the Subscriber. Otherwise, it sendsthe
Distribution directly to the Subscriber (or its parent Subscriber).

For that reason, you should make sure every Subscriber that regularly receives Distributions from
aDistributor has some connection to the Distributor’s routing hierarchy. You can make this
connection by listing a Subscriber in the hierarchy or by having one of the Subscribersin the
hierarchy be its parent Subscriber.

You should generally not allow the Distributor to send Distributions over WAN links, except to
such Subscribers that might be in the first tier of its routing hierarchy.

Consider the following in designing your Distributor’s routing hierarchy:

+ End-Node Subscribers: The only Subscribers that you need to add to the routing hierarchy
arethose you want to be used to pass on Distributions. End-node Subscribersthat only receive
Distributions and not pass them on do not need to be added to the routing hierarchy.

+ Configuring Distribution Routes: To create the distribution routes, consider your network
design and the number of Subscribers on each LAN. Then design the routing hierarchy to
mimic your network topology.

Novell ZENworks 6.5 Server Management Administration Guide



+ Selecting Multiple Subscribers: During hierarchy creation, you can place multiple
Subscribers at the same tier under a single Distributor or Subscriber.

IMPORTANT: The most efficient routing hierarchy is to have more tiers and fewer Subscribers per tier,
than just a few tiers with many Subscribers per tier. Therefore, select only a few Subscriber servers per
tier. This minimizes the workload for the Distributor or Subscriber server that is sending Distributions to
other Subscriber servers. Tiering helps to share the workload of sending Distributions throughout the
network.

+ Using Multiple Distributors: Multiple Distributors can use the same routing hierarchy of
Subscribers, so that the same distribution route can be used by each Distributor.

+ Reusing Subscribers. You should consider whether you might overload a Subscriber server
if it should be a parent Subscriber in arouting hierarchy that services multiple Distributors.

Selecting Subscribers for the Distribution Routes

The purpose of the Distributor’s routing hierarchy isto create the most efficient method for
distributing to Subscribers. You need to determine which servers are best suited to be Subscribers
in arouting hierarchy, and how many serversto include in the hierarchy.

Select aserver that isrobust initsphysical configuration. For example, afast CPU, plenty of RAM,
and plenty of free hard disk space (especially on volumes other than sys: on NetWare servers).

Use the following criteriato determine which Subscribers to include in a Distributor’s routing
hierarchy:

+ |sthe Subscriber needed to minimize the Distributor’s workload?
+ Do you need other Subscribers to share the workload of a parent Subscriber on agiven LAN?

+ |sthe Subscriber needed to minimize network traffic (such as through WANSs or firewalls)?

To identify the Subscriber serversto usein a Distributor’s routing hierarchy, create alist of the
serversin your network that you want to use as parent Subscribersin a Distributor’s routing
hierarchy.

To help minimize network traffic, select at least one server on each LAN.

Identify the server objects that you want to be parent Subscribersin the Distributors’ routing
hierarchies:

CONFIGURATION PLANNING WORKSHEET

Under item 16. provide the names (including full context) for your parent Subscriber servers.
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Configuring the Distribution Routes

Specify the following information on your network diagram:

CONFIGURATION PLANNING DIAGRAM

Write “parent=1" next to every location on the diagram that is separated from the Distributor’s location
by a WAN link or firewall (unless there is only one Subscriber at that location).

For every location on the diagram that requires additional parent Subscribers because of the high
number of Subscribers, change “parent=1“ to “parent=#" where # is the number of parent Subscribers
the site needs for load-balancing.

Also note whether you want to use one parent Subscriber in a given location as the primary parent
Subscriber (the only one at that location in the Distributor’s routing hierarchy) for receiving
Distributions and passing them on to other parent Subscribers in that location.

Be sure to include parent Subscribers at the Distributor’s location, if needed.

Using the information from your network diagram, design your Distributors' routing hierarchies
using the Subscribers you have selected:

CONFIGURATION PLANNING WORKSHEET

Under item 15, create a hierarchy for each Distributor’s routing hierarchy. You can reuse Subscriber
servers in different Distributor’s hierarchies.

Understanding Distribution Security

Server Management provides adequate security for Distributions that are sent within a secured
network using certificates. However, Distributions could require additional security measuresthat
are available in Server Management.

For moreinformation about security, see Chapter 7, “ Security in Policy and Distribution Services,”
on page 295.

Review the following to determine whether you need any additional security for your
Distributions:

+ “Determining Whether You Need Inter-Server Communications Security” on page 42
+ “Determining Whether You Need Encryption Security for Windows Servers’ on page 43

Determining Whether You Need Inter-Server Communications Security

42

Policy and Distribution Services uses XML RPC (Extensible M arkup L anguage Remote Procedure
Cadll) for its normal inter-server communications. XMLRPC optionally provides security for
communicating securely across non-secured connections.

Policy and Distribution Services can use this security for inter-server communications between
servers across non-secured connections, or between amanagement workstation and servers across
non-secured connections. For example, firewalls, intranets, NAT configurations, and so on.

This inter-server communications security ensures that data received across a non-secured
connection is from a trusted source, that it has not been tampered with en route, and that the data
received can be trusted by other machines. Thisisaccomplished through the use of signed security
certificates and digital signatures.
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This security requires modifications to certain text files, and isinstalled using a Server
Management wizard.

The following are instances when you could want inter-server communication security:

+ ConsoleOne Administration: When you use aworkstation to manage a Distributor server
across a non-secured connection.

¢ SET Parameters. When you create a SET Parameter policy or a software package for SET
parameters, inter-server communication takes place to provide the target server’'s SET
parameter information. This communication could cross a non-secured connection.

* Server Down Policy: Whenyou usethispolicy to down aserver, the communication between
the downed server and another server watching for it to come back up could cross a non-
secured connection.

For more information, see “ Security for Inter-Server Communication Across Non-Secured
Connections’ on page 308.

CONFIGURATION PLANNING WORKSHEET

Under item 13, provide the NetWare and Windows server names where you need to install the inter-
server communications security software.

Determining Whether You Need Encryption Security for Windows Servers

You normally do not need to encrypt Distributions that are sent within your secured network.
However, you can use encryption to provide security for when you send Distributions outside your
network. The NICI software is used for encrypting Distributions.

For some NetWare servers, NICI 2.6 is automatically installed with the operating system.
However, version 2.6.4 is supported in ZENworks 6.5 Server Management. You may need to
upgrade your NetWare version of NICI. Version 2.6.4 is shipped with ZENworks 6.5, and is also
shipped with ZENworks for Servers 3.0.2 (including version 3 SP2).

For Windows, Linux, and Solaris servers, you must install NICI 2.6.4 on the Distributor and
Subscriber servers where you expect encrypted Distributions to be built and extracted.

IMPORTANT: If you have NICI 2.4.6 running on your network, it is optional whether you upgrade to NICI 2.6.4,
because these versions are compatible with each other.

If you need to install the NICI software on a Windows, Linux, and Solaris server, you must aso
install that same version on all Distributor and Subscriber serversin your network. Encryption
does not work correctly if there are two different versions of NICI installed in your network.

For information on Distribution encryption, see “ Distribution Security Using Encryption” on
page 304.

CONFIGURATION PLANNING WORKSHEET

Under item 14, provide the Windows, Linux, and Solaris server names where you need to install the
NICI software.
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Determining the Channels for the Distributions

44

Channels are used to group Distributions, to establish a schedule for passing a Distributor’s
Distributions on to Subscribers, and to list the Subscribers that are subscribed to the Channel so
that the Distributor knows where to physically send the Distribution files.

You can create a Channel for a specific Distribution usage (such as virus pattern files, operating
system support packs, or policy packages), or for a specific Distribution time (such as off-peak
Distributions).

You can associate a Channel with Distributions from many Distributors. A Channel can be
subscribed to by many Subscribers.

Subscribers subscribe to Channelsin order to receive certain Distributions. Distributors associate
their Distributions with the Channels so that the subscribed Subscribers can receive those
Distributions.

If you are installing multiple Distributors, they can share Channels for their Distributions. For
example, if Distributor A and Distributor B both want to send some of their Distributions to the
same set of Subscribers, one Channel can be used by both Distributors.

Channels are used in providing Distributions to Subscribers. Consider the following:
+ A Channel is not owned by any particular Distributor
+ Distributors associate their Distributions with the Channels
+ A Channel can have Distributions from multiple Distributors
+ A Channel can be used to group related Distributions

*

A Channel’s schedul e determines when the listed Distributions are sent

*

A Subscriber subscribes to one or more Channelsto receive all of the Distributions listed in
those Channels

*

A Subscriber cannot select an individual Distribution from the several that could belisted in
aChannel (it must receive al of the Channel’s Distributions)

In naming Channels, use a descriptive method. For example:

VirusProtect
VProtectPatterns
VirusProtection
NW51patch4
NW6patchl
AUTOEXECNCF000326

You can manage your Channels more easily by:
+ Using names that are purpose oriented

+ Using asimilar name for the Channel and its Distributions

CONFIGURATION PLANNING WORKSHEET

Under item 21, provide your Channel names. Make the names unique to help identify which
Distributions they will hold.
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You generally create a Channel for one or more related Distributions. However, for distribution
flexibility, you can create one Channel for each application to be distributed.

CONFIGURATION PLANNING WORKSHEET

Under item 22, provide the Distributions that belong to each Channel.

For ease of management, plan to create the Channel objectsin the same context as your other
Tiered Electronic Distribution objects, especially the Distribution objects.

CONFIGURATION PLANNING WORKSHEET

Under item 20, provide the eDirectory context where the Channel object should be created.

Determining Subscribers’ Subscriptions

Subscribers

Subscriber Groups

You need to subscribe your Subscribers to Channels before they can receive their Distributions.
Thisisdone by subscribing a Subscriber or Subscriber Group to the Channel that is associated with
the Distribution it needs:

+ “Subscribers’ on page 45
+ “Subscriber Groups’ on page 45

Because Subscribers do not access eDirectory, all configuration information in the Subscriber
object’s propertiesis pushed down to it from the configuring Distributor, if it is needed. This
includes such information as working directory, log file level and location, console messaging
level, variables, and so on.

Changes to a Subscriber object’s properties are not in effect until the Distributor reads eDirectory
again and sends a new Distribution with the configuration information down to the Subscriber.

For each Distribution, determine which Subscriber servers need a particular Distribution.

CONFIGURATION PLANNING WORKSHEET

Under item 24, provide the Channel name for a Distribution (see item 22) and list the Subscribers that
need that Distribution. Repeat for each Channel you provided in item 21.

A Subscriber Group is used for grouping Subscribers that have the same Distribution needs.

Subscriber Groups are useful when you are sending several different Distributions to the same set
of Subscribers. There is no need to create a Subscriber Group if it is only associated with one
Channel.

For example, Distribution A isin Channel A, Distribution B isin Channel B, and so on. Then, if
you are not using a Subscriber Group, you need to subscribe each of your Subscribersto
Channel A, then each to Channel B, and so on, which could be avery long process. However, by
using a Subscriber Group, you only need to create the group, add the Subscribersto it, then
subscribe that one group to each Channel.
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Another use of aSubscriber Group isthat when the group is associated with two or more Channels,
you can edit the group’s membership more easily than making the same changes in multiple
Channels. For example, to remove a Subscriber from one Subscriber Group, you just edit that one
group’s properties. To remove that same Subscriber from several Channels, you need to edit each
Channel’s properties.

CONFIGURATION PLANNING WORKSHEET

Under item 17, provide a unique name for the Subscriber Group.

Under item 18, provide a list of Subscribers that need the same Distributions from the Channel (see
item 21 and item 22) where the group is subscribed.

Under item 24, provide the Channel names for the Distributions that you want all of the Subscribers in
the group to receive.

Determining the Distribution Schedules

Tiered Electronic Distribution has different schedules so that you can coordinate the various
distribution processes. For more detailed information, see Chapter 8, “ Scheduling,” on page 311.

Review the following to plan your Tiered Electronic Distribution schedules:
+ “Understanding Scheduling in Tiered Electronic Distribution” on page 46
+ “Determining the Distributors' Refresh Schedule€”’ on page 47
+ “Determining the Distribution’s Build Schedule” on page 47
+ “Determining the Channels' Send Schedules’ on page 47
+ “Determining the Subscribers' Extract Schedules’ on page 47

Understanding Scheduling in Tiered Electronic Distribution

46

Both Tiered Electronic Distribution objects and individual Server Policies can be scheduled.

Tiered Electronic Distribution uses schedules to control when Distributors are refreshed and
Distributions are built, sent, and extracted. Schedules do not affect the total resources used by a
Distribution, but rather when the resources are used.

Some policies must be scheduled before they can be enforced. If you enable a policy, but do not
scheduleit, it is activated according to the schedule currently specified in the Default Package
Schedule, which provides adefault for scheduled policies. The default scheduleis Run At System
Startup.

If you configure several policieswith the same schedul e, the order they are run depends onthetime
stamps created when you created the policies. Therefore, when you view alist of policies, the order
they are listed is the order that they are run.

If you want to control the order that certain policies are run, you should stagger their schedules,
rather than rely on the time stamps to determine when they run. Therefore, consider the Tiered
Electronic Distribution schedules you select when scheduling your policies, so that you do not
have undesirable overlap, or out-of-sequence events that could cause some scheduled itemsto fail.

Other issues you might need to understand:
+ How time zones can affect scheduling

+ How policy schedules are affected by distribution schedules
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+ How distribution schedules can be affected by Distributor and Subscriber servers' non-Server
Management software usage

+ How the Randomly Dispatch option can affect scheduling

+ How the Active and Inactive object optionsfor the Tiered Electronic Distribution objects can
affect scheduling and distribution flow

Determining the Distributors’ Refresh Schedule

The Refresh schedule determines when the Distributor should read eDirectory for configuration
changes.

Thisenablesthe Distributor to respond to arequest to build aDistribution. The Distributor rebuilds
aDistribution when it discovers that there are configuration changes within eDirectory.

You will aso beinstructed to manually refresh your Distributors to start the distribution process,
because that scheduleis set to Never by default. If necessary, you can change this schedule later.

Determining the Distribution’s Build Schedule

The Build schedule determines when a Distributor is requested to build the individua pieces that
comprise the Distribution.

During configuration, you are instructed to set each Distribution’s Build schedule to allow the
Distribution to be sent immediately after building it.

Determining the Channels’ Send Schedules

The Send schedul e provides awindow of time for when a Distributor can send its Distributions to
the Subscribers.

During configuration, you set each Channel’s Send schedule to an interval of every 5 minutes,
meaning that the Distributor can send its Distributions at any of the 5-minute intervals when the
Channel’s schedule fires.

Determining the Subscribers’ Extract Schedules

The Extract schedul e determines when a Subscriber can start to extract aDistribution that has been
received.

Before a Subscriber can use a Distribution that is sent to it, it must first extract the Distribution.
Therefore, you should set the Subscriber’s Extract schedule before you send the Distributions.

Determine when you want the various Subscriber servers to be active extracting Distributions.
Depending on aDistribution’ssize, it could be best to have Distributions extracted during off-peak
hours. For information on scheduling issues involving time zones, see “ Scheduling Issues’ on
page 324, especially “ Calculating Time Differences’ on page 327.

CONFIGURATION PLANNING WORKSHEET

Under item 23, provide the Subscribers’ extract schedules.
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Configuring Your Distribution System

Use these sections in the following order:
1. “Installing Additional Distributors, Databases, and Subscribers’ on page 48
2. “Setting Up Additional Distribution Security” on page 51
3. “Configuring the Distribution Flow” on page 53
4. “Creating the Distributions and Related Channels’ on page 55
5. “Subscribing to the Distributions” on page 57
6. “Sending the Distributions’ on page 58

Installing Additional Distributors, Databases, and Subscribers

When installing Policy and Distribution Services for the first time, you installed one Distributor
with a database file. If you planned to install more Distributors or databases (see “ Understanding
Distributors’ on page 94 and “ Determining How Many Databases You Need” on page 345), you
should perform this installation now.

When installing Policy and Distribution Services for the first time, you might not have installed
the Subscriber softwareto all of your servers. If you want toinstall the Subscriber softwareto more
servers at thistime, you should perform this installation now.

IMPORTANT: Any servers where you do not have the Subscriber software installed are not eligible to receive
the Distributions you have planned to create and distribute at this time. However, when you install the
Subscriber software to servers at a later date, you can subscribe them to existing Channels for receiving their
Distributions.

To install additional Distributors, databases, and Subscriber software to more servers, do the
following in order:

1. “Preparing to Install” on page 48

2. “Starting the Installation Program” on page 49

3. “Selecting and Configuring the Distributor and Subscriber Servers’ on page 49
4. “Completing the Installation” on page 51

Preparing to Install

1 Make sureyou havefulfilled all of the necessary requirementsfor your target Distributor and
Subscriber servers.

For more information, see “ Server Requirements’ in the Novell ZENworks 6.5 Server
Management Installation Guide.

2 Select the workstation you will use to install the Distributors and Subscribers.

3 If you have not already done so, log in to the eDirectory tree where you want to create the
Server Management objects (worksheet item 1).

This should be the same tree where you extended the schema for ZENworks 6.5 Server
Management.

You are automatically authenticated to all of the NetWare target serversin thistree during
installation. You can select those servers, as well as serversin other trees or domains, for
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installing the Policy and Distribution Services software. However, thisisthe tree where al of
the Server Management objects are installed for each of the selected servers.

4 Continue with “ Starting the Installation Program” on page 49.

Starting the Installation Program
1 Ontheinstalation workstation, insert the ZENworks 6.5 Server Management Program CD.

The startup screen is displayed. If the startup screen is not automatically displayed after
inserting the CD, you can start it by running winsetup.exe at the root of the CD.

IMPORTANT: Installation from a CD in a remote server is not supported unless there is a drive mapped
on the workstation to that remote server. For example, if you place the CD in a Windows server CD drive,
then run the installation from a workstation, you must have a drive mapped on the workstation to the CD
drive of that Windows server.

2 Select Server Management, then select Policy-Enabled Server Management.
This begins the installation program.

3 If you agree with the Software License Agreement, click Accept and click Next.

4 Onthe Installation Type page, click New Installation, then click Next.

5 On the Installation Options page, make sure all three check boxes are selected.

6 Onthe eDirectory Tree for Creating Objects page, select the tree (worksheet item 1).
Thisisthe tree where you initially created Server Management objects.

7 Continue with “Selecting and Configuring the Distributor and Subscriber Servers’ on
page 49.

Selecting and Configuring the Distributor and Subscriber Servers
1 Onthe Server Selection page, click Add Server.

2 Browse for and select the Distributor (worksheet item 2) and Subscriber (worksheet item 3)
servers and click OK.

3 Configure each server listed on this page, then click Next to continue with the File L ocations
and Options page:

TIP: To quickly configure a specific role or set of roles for one or more servers, select the servers, right-
click the selection, then select the role for the server. The options that apply to that role are automatically
selected. Repeat for additional roles.

ZENworks Policy-Enabled M anagement Services

The following three options are all selected by default. If you want to install the Inventory
Agent, you must also select to install the Policy and Distribution Server.

+ Poalicy and Distribution Server: For each server that you want to be a Subscriber, select
this check box.

For Tiered Electronic Distribution purposes, you can deselect the following:

Inventory Agents
Remote Management
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50

Additional Options

Theinstallation program detects whether these options are already installed on atarget server
and dims the option label. You can still select the check box to reinstall the component.

+ Distributor: The Subscriber serviceisinstalled automatically to all target servers. Select
this check box if you planned to make a Distributor server.

+ Server Management Database: Thisisthe Policy and Distribution Services database
that the Distributor logs to server (worksheet item 4). You should install it on the same
server as the Distributor in order to minimize network traffic for database logging.

IMPORTANT: You can install the database to multiple servers per run of the installation program;
however, you can only install one database per server. On the Database Settings page, you will be
able to individually configure each database that is being installed. On the Database Logging page,
you will identify which of the databases being installed is to be the one database for initial logging.

For Tiered Electronic Distribution purposes, you can deselect the following:

Inventory Database
Inventory Server
Inventory Proxy Server
ConsoleOne Snap-Ins

TIP: You can configure a group of selected servers with the same options by selecting the group and
right-clicking the group. This displays the Custom Selection dialog box.

On the File Locations and Options page, do the following:

4a For each Distributor server, edit the installation path if you do not want to use the default
(worksheet item 5).

If you want al Distributor serversto have the same installation path, select al of the
servers, then edit the path.

4b For each Subscriber server, edit theinstallation path if you do not want to use the default
(worksheet item 6).

If you want all Subscriber serversto have the same installation path, select all of the
servers, then edit the path.

4c¢ To launch Policy and Distribution Services components on server startup, select the
check box.

4d To start services when the installation is finished, select the check box, then click Next.

Onthe Distributor Object Properties page, edit the properties as necessary (worksheet item 7),
then click Next.

On the Subscriber Object Properties page, edit the properties as necessary (worksheet item 8),
then click Next.

On the Database Settings page, do the following:
7a Edit the database file's path if you do not want to use the default (worksheet item 9).

Because the database file can become very large, we recommend that you change the
default NetWare volume from sys: to another volume on that server.

7b Edit the Database object’s name, if desired (worksheet item 10).
7c¢ Change the Database object’s container, if desired (worksheet item 11).
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8

9

If you chose to install the Policy and Distribution Services database, the Log to a Server
Management Database That Will Be Installed option is selected; click Next to display the

Summary page.
Continue with “Completing the Installation” on page 51.

Completing the Installation

1

2

To save the current installation configuration for future use in installing Distributors, on the
Summary page select the Save the Following check box.

Provide a path and filename for the templatefile.

If you attempt to quit the installation program without clicking Finish, you are prompted to
save your current installation configuration to an installation template file.

You can reuse thistemplate to speed up filling in install ation pages in subsequent installations
of Distributors or Subscribers.

Click Finish to begin the installation process.

After theinstallation program has finished, review the installation log file to determine
whether any components failed to install.

Thelog fileislocated at:
%TEMP%\_resnumber . txt

where number is athree-digit number that is increased incrementally each time a new
installation log is created.

If necessary, rerun the installation program.
Select only the components that failed to install.

Rerun the installation program once for each additional database that needs to be installed
(worksheet item 4).

On the Server Selection page add only one of the Distributors where you planned to have a
database installed, but have not installed it yet. Then, click only the Database column for that
database’s Distributor server and fill in the applicable information on the remaining
installation pages.

To set up additional distribution security, continue with “ Setting Up Additional Distribution
Security” on page 51; otherwise, continue with “Configuring the Distribution Flow” on

page 53.

Setting Up Additional Distribution Security

To ensure that you have the proper security for your Distributions, do the following tasks that are
applicable:

*

*

“Installing NICI 2.6.4” on page 52
“Setting Up Inter-Server Communications Security” on page 53
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Installing NICI 2.6.4

If you need Distribution encryption support for certain NetWare, Windows, Linux, or Solaris
Subscriber servers, NICI 2.6.4 is supported in ZENworks 6.5 Server Management. If not, skip to
“Configuring the Distribution Flow” on page 53.

If you previously updated your serversto NICI 2.6.4 using ZENworks for Servers 3 SP2, skip to
“Configuring the Distribution Flow” on page 53.

IMPORTANT: All servers that are sending or receiving encrypted Distributions must be running the same
version of NICI. Otherwise, encrypted Distributions to any of those servers will fail.

You must install NICI 2.6.4 to all Subscribers subscribed to the Channel that you select for the software
package used to distribute NICI. NICI 2.6.4 must also be running on any Distributor server that creates
encrypted Distributions.

However, if you already have NICI 2.4.6 installed, it is optional whether you upgrade to NICI 2.6.4, because
these versions are compatible with each other.

A NICI updateis contained on the ZENworks 6.5 Companion 2 CD, whichisinstalled to Windows
servers using the Novell International Cryptographic Infrastructure (NI1CI) menu option.

A software package update for NICI 2.6.4 isalso provided on the ZENworks 6.5 Companion 2 CD.

When you install NICI 2.6.4, the installation program does not check to seeif NICI is aready
installed.

Select the appropriate installation method:
+ “Installing NICI on Windows Servers’ on page 52
+ “Installing NICI Using the Server Software Package” on page 52

Installing NICI on Windows Servers

Toinstall NICI 2.6.4 on Windows servers:
1 On aWindows workstation, insert the ZENworks 6.5 Companion 2 CD.

2 Select the Companion Programs and Files option, then click more >> to access the
Companion 2 CD menu.

3 Select the Novell International Cryptographic Infrastructure (NICI) menu option.
4 Follow theinstallation instructions.
5 Continue with “Configuring the Distribution Flow” on page 53.

Installing NICI Using the Server Software Package

Toinstal NICI 2.6.4 on any supported server:
1 On aWindows workstation, insert the ZENworks 6.5 Companion 2 CD.

2 Copy the nici265.exe file from the \NICI directory on the CD to alocation on your
workstation, then extract the file.

3 Copy thenici264.cpk file that was extracted to alocation on the Distributor server where you
create the Software Package Distribution for installing NICI 2.6.4.

4 Create and send the Distribution to each Subscriber server where encrypted Distributions are
received.

For information on creating and sending Software Package Distributions, see* Creating a
Distribution” on page 121.

52 Novell ZENworks 6.5 Server Management Administration Guide



5 Continue with “Configuring the Distribution Flow” on page 53.

Setting Up Inter-Server Communications Security

If you are distributing to servers outside your secured network (worksheet item 13), see“ Security
for Inter-Server Communication Across Non-Secured Connections” on page 308 for detailed
instructions on setting up security for inter-server communications.

Configuring the Distribution Flow

You need to configure your distribution system to ensure the most efficient use of your network in
sending Distributions by setting up the Distributors’ routing hierarchies. Thiswas not donefor any
Distributor when you installed Policy and Distribution Services.

To configure your distribution system:
+ “Configuring the Distributor Routing Hierarchies’ on page 53
+ “Configuring Parent Subscribers’ on page 54
+ “Configuring Subscriber Groups’ on page 54

Configuring the Distributor Routing Hierarchies
1 In ConsoleOne, right-click a Distributor object (worksheet item 2), then click Properties.
2 Select the Routing tab and do the following:

2a Click Add and browse for your first tier Subscriber servers (worksheet item 15), then
click Select and click OK.

Thissetsup your first tier of Subscriber servers. Thesereceive Distributionsdirectly from
the Distributor.

2b Select one of the Subscriber serversin the first tier of the routing tree, click Add and
browse for your next tier of Subscriber serversto go under that fist tier Subscriber
(worksheet item 15), then click Select and click OK.

This sets up a second tier of Subscriber servers for the one Subscriber that you selected.
These second-tier Subscribers receive Distributions indirectly from the Distributor via
the Subscriber server above them in the hierarchy.

2c Repeat Step 2b for each of the first-tier Subscribers until you have selected al of the
second-tier Subscribers for this part of the hierarchy.

2d Sedlect one of the Subscriber serversin the second tier of the routing tree, click Add and
browse for your next tier of Subscriber servers to go under that Subscriber (worksheet
item 15), then click Select and click OK.

2e Repeat Step 2d for each of the second tier Subscribers until you have selected al of the
third-tier Subscribers for this part of the hierarchy.

2f Repeat thisprocess, tier by tier, until you have completed your planned routing hierarchy
for the current Distributor.

3 Repeat Step 1 through Step 2 for your other Distributors.
4 When you have finished building the routing hierarchy, click OK.
5 Continue with “Configuring Parent Subscribers’ on page 54.
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Configuring Parent Subscribers

All Subscribers should not receivetheir Distributions directly from aDistributor. The Distributor’s
routing hierarchy provides away to minimize the Distributor’sworkload in sending Distributions.

For Subscriber serversto receive their Distributions using the routing hierarchy, you need to
identify a parent Subscriber that isin the routing hierarchy for each end-node Subscriber (the
Subscriber to receive the Distribution). This alows an end-node Subscriber to receive its
Distributions through the routing hierarchy, rather than directly from a Distributor.

A Subscriber that isin the Distributor’ s routing hierarchy does not need to have a parent Subscriber
in order to receive aDistribution from that Distributor. Distributors check their routing hierarchies
first, then check for parent Subscribers second.

To associate Subscribers with parent Subscribers:

1

2
3

In ConsoleOne, select a group of Subscriber objects for servers that you planned to have
serviced by aparticular parent Subscriber (worksheet item 16), right-click the selected group,
click Properties of Multiple Objects, in the Parent Subscriber field, browse for the parent
Subscriber object, then click OK > OK.

Because you can do multiple editing of eDirectory objects, you can select all of the
Subscribers that are serviced by one parent Subscriber and edit the Parent Subscriber field
oncefor al of them.

Repeat this process for al end-node Subscribers.
Continue with “ Configuring Subscriber Groups’ on page 54.

Configuring Subscriber Groups

To create and populate a Subscriber Group:

1

2

3

In ConsoleOne, select the container to hold the Subscriber Group object, click File > New >
Object, then select TED Subscriber Group.

Inthe New TED Subscriber Group diaog box, specify a Subscribe Group name (worksheet
item 17), click Define Additional Properties, then click OK.

Click General > Settings and provide a description.
To populate the group with Subscribers, select the Members tab, then do the following:

4a Click Add, browse for and select the Subscriber objects (worksheet item 18), then click
OK.

4b To remove any Subscribers from the list, select the Subscribers and click Delete.
4c¢ To view the properties of any Subscriber, select the Subscriber and click Details.

5 Click OK when you have finished configuring the Subscriber Group object.

Continue with “ Creating the Distributions and Related Channels’ on page 55.
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Creating the Distributions and Related Channels

The following are generic instructions for creating a Distribution. For more detailed instructions
for most Distribution types, see “ Tiered Electronic Distribution” on page 85. For steps on using
the Distribution Wizard to create a File or FTP Distribution, see “ Using the Distribution Wizard”
on page 141.

You first need to create the Distribution, then create the Channel (if you don’'t use an existing
Channel):

*

*

“Creating and Configuring the Distribution” on page 55
“Creating and Configuring the Channel” on page 56

Creating and Configuring the Distribution

1

2

In ConsoleOne, locate the containers where the Tiered Electronic Distribution objects were
installed.

Right-click the container for Distributions, click New > Object, then select TED Distribution.

3 Specify a Distribution name (worksheet item 19).

Name the Distribution so you can identify what it contains.
Browse to and select the Distributor object to own this Distribution (worksheet item 19).

Each Distribution is associated with asingle Distributor. That Distributor is responsible for
building and sending the Distribution.

5 Select the Define Additional Properties check box.

10

11
12

Click OK to create the object.
The properties for the Distribution are now displayed.

Select the Type tab; in the Select Type drop-down box, select a Distribution type (worksheet
item 19).

Configure the Distribution.

For information on configuring the different Distribution types, see “ Distributions” on
page 109.

Use the up-arrow and down-arrow buttons to change the distribution order.
Select the Schedule tab.

The Distribution’s schedul e determines how often the Distributor attempts to build a new
version of the Distribution. A new versionis built only if there have been changes since the
last version was built.

Select Run Immediate from the drop-down list.

This causes the Distributor to build the Distribution as soon as it reads eDirectory for the
Distribution information.

Click OK at the bottom of the Distribution Properties dialog box to save al changes.

If you have not previously resolved certificates, for NetWare and Windows servers, select Yes
when prompted to copy security certificates.

For Linux and Solaris servers, certificates must be resolved manually if you do not have a
drive mapped to them. For more information, see “Resolving Certificates’ on page 299.
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The Distributor needs to have been run at |east once so that its certificates can be minted
(created).

A Distributor needs to resolve its certificates only once per Subscriber.

The Subscriber software does not need to be running on the server for security certificatesto
be resolved. The server only needs to be up.

ConsoleOne sends security certificates to each Subscriber server that subscribes to the
Channel that was selected in the Channel Tab. Each Subscriber must have asecurity certificate
from the Distributor before it can receive Distributions from that Distributor.

It can take several minutes to copy a security certificate to each Subscriber.

IMPORTANT: Certificate copying only needs to be done once for each Distributor/Subscriber
relationship.

13 If you receive an error when the Distributor tries to copy to a Windows Subscriber, enter the
following for the path:

\\IP_Address\zen$\pds\ted\security
where |IP_Addressisthe I P address of that Windows Subscriber.

14 If you receive an error when the Distributor tries to copy to a Linux or Solaris Subscriber, or
you cannot browse for the Server to select it for resolving certificates, you must map adrive
to the server (such as through using Samba), and then repeat resolving certificates.

15 Repeat these steps for any other Distributions you want to create at this time (worksheet
item 19).

16 Continue with “Creating and Configuring the Channel” on page 56.

Creating and Configuring the Channel

56

Channel objects are used to associate Subscribers with Distributions. When Subscribers subscribe
to aChannel, they receive all of the Distributions associated with that Channel. Each Channel has
a schedule that determines when the Distributions associated with it are to be sent to the
Subscribers.

1 In ConsoleOne, locate the container where the Channel abjects reside (worksheet item 20).
This container should already exist.
We suggest for ease of management that you use the same OU for all Channels.

2 Right-click the Channel object’s container, click New > Object, select Channel, then click
OK.

3 Specify aname for the Channel (worksheet item 21) and click OK.

You could name your Channels according to the Distributions you intend for them. For
example, Channel - Antivirus Update.

4 Right-click the new Channel object and click Properties.

5 Sdect the Distributionstab, click Add, browsefor and select the Distributionsfor the Channel
(worksheet item 22), then click OK.

This associates the Distributions with the Channel. The Subscribersthat are subscribed to this
Channel receive all of the Distributions currently listed there.

6 To set the Channel’s Send schedule, select the Schedule tab, select Interval, specify the
interval as every hour, then click OK.
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7 Repeat Step 1 through Step 5 for each Channel you have planned (worksheet item 21).
8 Continue with “ Subscribing to the Distributions” on page 57.

Subscribing to the Distributions
* “Setting Subscribers' Extract Schedules’ on page 57
+ “Subscribing to the Channels’ on page 57

Setting Subscribers’ Extract Schedules

Before a Subscriber can use a Distribution that is sent to it via Tiered Electronic Distribution, it
must extract the Distribution. Therefore, the Subscriber’s extraction schedule must be set before
sending the Distributions.

1 In ConsoleOneg, right-click the Subscriber object (worksheet item 23) for a server where you
want to set the extraction schedule and click Properties.

2 Select the Schedule tab, click the arrow for the drop-down box, select Run Immediately, then
click OK.

This causes the selected Subscriber to extract its Distributions as soon as they are received.
3 Repeat Step 1 and Step 2 as necessary until al Subscriber schedules have been set.
4 Continue with “Subscribing to the Channels’ on page 57.

Subscribing to the Channels

Subscribers must subscribe to a Channel in order to receive the Distributions associated with that
Channel. In the following steps, you will associate all of your Subscribersto the Channels created
previously.

1 In ConsoleOne, right-click a Channel object (worksheet item 21) and click Properties.

2 Select the Subscriberstab, click Add, browse for each of the Subscriber or Subscriber Group
(worksheet item 24) objects to be subscribed to this Channel, click Select, then click OK.

3 Sdlect the General tab and make sure the Active check box is selected.
4 Click OK to close the Channel object’s properties and save the changes.
5 Select No when prompted to copy security certificates.

6 Repeat Step 1 through Step 5 for each Channel (worksheet item 21).

7 Continue with “ Sending the Distributions’ on page 58.
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Sending the Distributions

Now that you haveinstalled, created, and configured your Distributors, Subscribers, Channels, and
Distributions, you can begin the Distribution process.

Do the following in order:
1. “Scheduling and Refreshing the Distributor” on page 58
2. “Verifying That the Distribution Process Was Successful” on page 58

Scheduling and Refreshing the Distributor
1 In ConsoleOne, right-click the Distributor object (worksheet item 2) and click Properties.

2 Onthe Distribution object’s Build Schedule tab, click Send Distribution Immediately After
Building, then click OK to close the properties.

The Distribution is sent as soon asiit is built, regardless of the Channel’s Send schedule.
3 Right-click the Distributor object and click Refresh Distributor.

This causes the Distributor to read eDirectory and obtain all of the changesthat were madein
eDirectory.

4 Continue with “Verifying That the Distribution Process Was Successful” on page 58.

Building the Distribution beginsimmediately (according to the Build scheduleyou set previously).
The Distribution is sent within five minutes (according to the Send schedule you set previously).

As soon as the Subscribers receive the entire Distribution, they extract the contents to the
Subscriber’s working directory that you specified in the Subscriber object’s properties.

Verifying That the Distribution Process Was Successful

There are a number of ways you can verify that your Distribution process has worked:

+ iManager: The Tiered Distribution View and Subscriber Distribution View are the easiest
methodsfor determining thisinformation. For help on using those views, accessthe iManager
Help on those pages.

+ Reporting: Run areport on the Distribution to seeits status. For information on Tiered
Electronic Distribution reporting, see Chapter 11, “Reporting,” on page 355.

+ Log Files: Depending on the logging levels you are using, you can review the log files for
distribution statuses. The log files (.log) can be found in the Distributors’ and Subscribers
working directories.

+ Digtribution Files: Compare the Distribution file on the Distributor’s file system (under
\zenworks\pds\ted\dist) with the Subscriber’s file system (under
\zenworks\pdsited\sub\individual _Distribution’s_path) to see if it was received. The
Distribution file uses the same name on both servers.
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Managing Your Distribution System

Your Policy and Distribution Services system is now set up and ready for use. You can revisit
“Configuring Your Distribution System” on page 48 at any time and use the applicabl e sectionsto
update your distribution system.

You can manage your distribution system using the ConsoleOne and iManager tools. Thereis
some functionality in one tool that is not in the other. Generally, you can use ConsoleOne for
installation and setup tasks, and iManager for management tasks. For more information, see
“Comparing the ZENworks Server Management Rolein iManager with ConsoleOne Capabilities’
on page 83.

For information on using ConsoleOne, see the following:

+ Chapter 3, “Tiered Electronic Distribution,” on page 85

*

Chapter 4, “ Server Policies,” on page 191

*

Chapter 5, “ Server Software Packages,” on page 231
Chapter 6, “Desktop Application Distribution,” on page 267

*

*

Chapter 11, “Reporting,” on page 355

For information on using iManager, see “Novell iManager” on page 69.

Post-Installation Setup 59



Configuration Planning Worksheet

Use the following worksheet to log configuration information as you plan how to set up your
distribution system. You might need to attach lists for some items.

Thisworksheet is designed to print best from the PDF version of the documentation.

IMPORTANT: Do not use this planning worksheet by itself to configure Policy and Distribution Services, even
if you feel experienced enough to do so. There are some required configuration steps that are not covered in
this worksheet, because planning is not needed for those steps. Use the sections under “Configuring Your

Distribution System” on page 48 as your guide for performing the actual configuration of Policy and Distribution

Services.

Configuration Information

Instructions

Installing Additional Distributors, Databases, and Subscribers

If you do not have additional Distributors, databases,
or Subscribers to install, skip to worksheet item 12.

1) Tree for the Distributor and ZENworks Database objects:

Provide the name of the eDirectory tree for installing
the Server Management objects.

For more information, see “Understanding Your
Network Topology” on page 34.

2) Distributor server names:

Provide the server names for each server that you
want to be a Distributor. Distributor servers build and
own the Distributions.

For more information, see “Distributor Properties” on
page 36.

3) Subscriber server names:

Provide the server names for each server that you
want to be a Subscriber. Subscriber servers receive
and extract the Distributions.

For more information, see “Other Subscribers To Be
Installed?” on page 39.
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Configuration Information

Instructions

4) Database server names:

Provide the server names for each server where you
want to install the Server Management database,
which can be installed on NetWare and Windows
Servers.

You can have multiple databases for Policy and
Distribution Services, but only one per server.

Also specify the purpose for each database, or a
Distributor identifier for each database if they will
each be used the same way.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.

5) Installation paths for Distributors’ software:

Provide the path where you want the Distributor
software installed. The default is \zenworks for both
NetWare and Windows servers.

For more information, see “Software Installation
Paths” on page 37.

6) Installation paths for Subscriber software:

Provide the path where you want the Subscriber
software installed. The default is \zenworks for both
NetWare and Windows servers.

For more information, see “Software Installation
Paths” on page 37.

7) Distributors’ properties, where different than the installation defaults:

Edit the following information for your Distributor
servers:

+ Distributor object’s name (the default is
Distributor_server_name)

+ Distributor’s context

+ Distributor server’s working directory

For more information, see “Distributor Properties” on
page 36.
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Configuration Information

Instructions

8) Subscribers’ properties, where different than the installation defaults:

Edit the following information for your Subscriber
servers:

+ Subscriber object’'s name (the default is
Subscriber_server_name)

+ Subscriber context

+ Subscriber server’s working directory

For more information, see “Other Subscribers To Be
Installed?” on page 39.

9) Installation paths for Server Management database software:

Provide the path where you want the zfslog.db file
located. The default is \zenworks\database. For
NetWare servers, we recommend not using the sys:
volume because the database file can become very
large. We also recommend that you install the
database software on a server where the Subscriber
software is also installed so that you can use the
Database Purge option.

For more information, see “Software Installation
Paths” on page 37.

10) Database object name:

Either accept the default names, or provide ones that
will help you to identify the databases’ purposes.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.

11) Database object Container:

We recommend you use the same container where
your other Tiered Electronic Distribution objects
reside.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.
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Configuration Information

Instructions

Configuring the Distributors for a Mixed eDirectory Environment

If you do not have a mixed eDirectory environment,
skip to worksheet item 13.

12) IP address of server in eDirectory 8.x:

Provide the IP address of a server in the tree using
eDirectory 8.x. This can be the Distributor server’s IP
address, if that server is running eDirectory 8.x.

For more information, see “Whether Distributors
Might Exist in a Mixed eDirectory Environment” on
page 38.

Installing Inter-Server Communications

If you do not need to set up inter-server
communications, skip to worksheet item 14.

13) Subscriber servers outside your secured network:

Inter-server communications security might be
needed if your Distributor and Subscriber servers
communicate with servers outside your secured
network.

For more information, see “Determining Whether
You Need Inter-Server Communications Security” on
page 42.

Installing NICI on Windows, Linux, or Solaris Servers

If you do not need to install NICI to these servers,
skip to worksheet item 15.

14) Windows, Linux, or Solaris servers (Distributor or Subscriber) that
will be involved with Distribution encryption:

List the Windows, Linux, or Solaris servers that will
either build (Distributors) or extract (Subscribers)
encrypted Distributions.

For more information, see “Determining Whether
You Need Encryption Security for Windows Servers
on page 43.
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Configuration Information

Instructions

Configuring the Distributor Routing Hierarchies

15) Distributors’ routing hierarchies of tiered Subscribers:

Create a chart of tiered Subscribers for each
Distributor showing how you want your Distributions
to be distributed on your network. Distributors can
use Subscribers in other Distributor’s routing
hierarchies. However, a Subscriber should only be
used once in a given Distributor’s hierarchy so that
an end-node Subscriber only has one distribution
path for receiving a particular Distribution.

For more information, see “Determining the
Distribution Flow” on page 39.

Configuring Parent Subscribers

16) Subscriber/parent Subscriber assignments (end-node Subscribers

associated with a parent Subscriber):

Create Subscriber lists where each parent
Subscriber delivers Distributions. You should assign
each end-node Subscriber to a parent Subscriber,
except where you want the end-node Subscriber to
receive its Distribution directly from the Distributor.

For more information, see “Selecting Subscribers for
the Distribution Routes” on page 41.
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Configuration Information

Instructions

Creating and Configuring Subscriber Groups

If you are not using Subscriber Groups, skip to
worksheet item 19.

17) Subscriber Group object name:

Provide a unique name for the Subscriber Group.

For more information, see “Subscriber Groups” on
page 45.

18) Subscribers to be in this group:

Provide a list of Subscribers that need the same
Distributions from the Channel where the group is
subscribed.

Creating the Policy Package Distributions

19) Distributions, their types, and their Distributors:

Create a list of your Distributions. For each
Distribution, include the Distribution type, object
name, and servers that need the Distribution. The
Distribution types are:

+ “Desktop Application” on page 31
+ “File” on page 31

* “FTP” on page 31

¢ “HTTP” on page 32

+ “MSI” on page 32

+ “Policy Package” on page 32

+ “RPM”on page 34

+ “Software Package” on page 34

For more information, see “Selecting Your
Distributions” on page 30.
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Configuration Information

Instructions

Creating and Configuring the Channels

20) eDirectory container for Tiered Electronic Distribution objects:

Container for creating and managing Tiered
Electronic Distribution objects.

You might have created a container during
installation of Policy and Distribution Services. If not,
you should create a container specifically for
managing Tiered Electronic Distribution objects.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.

21) Channel names:

Provide the names of the Channel objects that you
need for your Distributions. We recommend a unique
Channel for each unique Distribution or Distribution

grouping.

For more information, see “Determining the
Channels for the Distributions” on page 44.

22) Distributions for the Channels:

Create a list of which Distributions belong to which
Channels.

For more information, see “Determining the
Channels for the Distributions” on page 44.
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Configuration Information Instructions

Subscribing to the Channels

23) Subscribers’ Extract schedules: Set extract schedules per Subscriber server
according to when it would be best for each
Subscriber to be extracting its Distributions.

For more information, see “Determining Subscribers’
Subscriptions” on page 45.

24) Channel associations with Subscribers and Subscriber Groups: Create lists where Subscribers and Subscriber
Groups are associated with the Channels that have
the Distributions you want them to receive.
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Novell iManager

If you have not yet installed Novel|® iManager, see Management-Specific Workstation
Requirements’ in the Novell ZENworks 6.5 Server Management I nstallation Guide. ZENworks®
6.5 SP1 Server Management supports iManager 2.0.2 and 2.5. However, version 2.5 is required
for Windows Server 2003.

The ZENworks Server Management role in iManager enables you to manage Server Policies and
Tiered Electronic Distribution objects, agents, and processes from any location where the Web
browser Internet Explorer 5.5 or later is available. The Server Management plug-insto iManager
only work in this browser. Other Web browsers are not supported in ZENworks 6.5 SP1.

Using the ZENworks Server Management role, you can:

+ Create, modify, and delete Tiered Electronic Distribution objects (Distribution, Subscriber,
Distributor, Channel, Subscriber Group, and External Subscriber).

+ Create, modify, delete, distribute, and enforce policies and policy packages.

+ View agraphical representation of your distribution system, which makesit easy to track a
Distribution from Distributor to end-node Subscriber, no matter how many parent Subscribers
the Distribution passes through.

+ Display abrowser-based console, called the Remote Web Console, for each Distributor Agent
and Policy/Package Agent in your system. From the Remote Web Console, you can check the
configuration of any agent, monitor the activities of any agent, and control many agent
functions, such as forcing an action on a Distributor or Subscriber server to happen
immediately, and monitoring the status of a Distribution or Subscriber.

The following sections help you make the most of the features available to you in the ZENworks
Server Management role;

+ “Accessing the ZENworks Server Management Role in iManager” on page 70
+ “Managing Tiered Electronic Distribution Objects’ on page 73

+ “Monitoring the Distribution Process’ on page 75

+ “Managing the Agents through Remote Web Consol€e”’ on page 79

+ “Comparing the ZENworks Server Management Role in iManager with ConsoleOne
Capabilities’ on page 83

Novell iManager 69



Accessing the ZENworks Server Management Role in iManager
Review the following sections to log in to iManager and to become familiar with ZENworks role
in iManager:

+ “Logging intoiManager” on page 70
+ “Becoming Familiar with the Interface” on page 71

+ “Viewing the Roles and Tasks’ on page 72

Logging in to iManager

The stepsto log in to iManager are different for versions 2.0.2 and 2.5, because version 2.0.2 is
tree-dependent and version 2.5 isnot.

To access iManager in your Web browser:
+ “Logging intoiManager 2.0.2" on page 70
+ “Logging intoiManager 2.5" on page 71

Logging in to iManager 2.0.2

1 If you are not logged in to the Novell eDirectory™ tree where Tiered Electronic Distribution
objects are located, log in.

TIP: If you are running iManager on a Windows server where the Novell Client™ is not installed, specify
the IP address of a server where a replica of your eDirectory tree resides, instead of providing the tree
name itself.

2 Accessthefollowing URL:
http://server/nps/iManager._html
where server isthe | P address or DNS hostname of the server where iManager isinstalled.

The following dialog is displayed:

| v

Novell iManager

N Username:
[

Password:

|
Reset |

Copyright 1999-2003 Movell, Inc, All rights reserved. b

=
4| | »

3 If theiManager login page does not appear, make sure that you entered the correct server
designation and that you entered nps and iManager.html exactly as shown in the example,
becauseit is case sensitive.

TIP: You might need to use https instead of http.
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4 Provide the username and password for the server that you identified in Step 2, then press
Enter or click Login.

Logging in to iManager 2.5
1 Accessthefollowing URL:
http://server/nps/iManager_html
where server isthe | P address or DNS hostname of the server where iManager isinstalled.

The following dialog is displayed:

Novellp iManager L e, T ek

Login
Enter a valid username and password, The tree can be a tree name, IP address, or
CMS name.
Username:

|admin
(e, admin or admin.nowvel)

Password:

Tree:

e, 192,168, 14,199, mytree, myserver, COMpany, com)

Login

@ Copyright 1999-2004 Movell, Inc, Al rights reserved,

2 If theiManager login page does not appear, make sure you entered the correct server
designation and that you entered nps and iManager.html exactly as shown in the example,
because it is case sensitive.

TIP: You might need to use https instead of http.
3 Provide the username and password for the server that you identified in Step 1.
4 Enter the tree designation for that server, then press Enter or click Login.

iManager 2.5 is not tree-dependent. Therefore, you can specify the tree during login, instead
of beforelogging in (asin version 2.0.2), and can identify the tree using either the | P address
of aserver, atree name, or the DNS name of a server.

Becoming Familiar with the Interface

1 After you successfully log in, the main iManager page is displayed. The top frame provides
icons that represent its features:

[t [as=] &l

2 Movethe mouse pointer over the iconsto review the purpose their functions.
The mouse-over text appears to the right of the row of icons.

By default, the Roles and Tasksicon is active, which iswhere the ZENworks functionsreside.
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Viewing the Roles and Tasks

72

1 IniManager, select the Roles and Tasks icon.

By default, the ZENworks Server Management role should be displayed in the |ft pane at the
bottom of the tree structure.

2 Intheleft panel, expand ZENworks Server Management to list the available tasks:

=] ZENworks Server Management
Create TED Object
Delete TED Object

Edit TED Cbject
Remote Web Conszole

Subscriber Distribution Wiew
Tiered Distribution Wiew

These tasks provide the following functionalities:

Task Functionality

Create TED Object Create any Tiered Electronic Distribution object, except a
Distributor or Subscriber.

Delete TED Object Delete any Tiered Electronic Distribution object.

Edit TED Object Edit the properties of any Tiered Electronic Distribution
object.

Remote Web Console Viewing and managing Tiered Electronic Distribution

information or Server Policies information.

Subscriber Distribution View Viewing and managing selected Subscribers and all of their
Distributions.

Tiered Distribution View Viewing and managing selected Distributions or Distributors
and all of their Distributions.

3 If some of the above ZENworks Server Management tasks are not displayed, and you have
Role-Based Services (RBS) configured, you might need to upgrade or reinstall the ZENworks
Server Management module for the administrators who need access to the missing tasks.

For example, after upgrading the ZENworks Server Management plug-ins for iManager, if a
new task was introduced by the upgrade, it will not be displayed for the RBS collections that
are configured.

To solve this, follow the steps applicable to the version of iManager you are using:
¢ “Upgrading CoallectionsiniManager 2.0.2” on page 73
+ “Reinstalling Collectionsin iManager 2.5" on page 73
4 Continue with the task that you want to perform:
¢+ “Managing Tiered Electronic Distribution Objects’ on page 73
¢ “Monitoring the Distribution Process’ on page 75
+ “Managing the Agents through Remote Web Console” on page 79
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Upgrading Collections in iManager 2.0.2

1

2
3
a4

Log into iManager, then click the Configureicon.

Under RBS Configuration, click Configure iManager.

Select Upgrade Collections, then click Next.

Make sure the collections you want to upgrade are selected, then click Next.

Only the collections that have out-dated or previously not installed iManager modules are
displayed.
Make sure that ZFSModule is selected, select the scope, then click Start.

6 Click Close after the module is shown to be successfully upgraded.
7 Click the Roles and Tasksicon.

8

Themissing ZENworks Server Management roles should now be displayed under ZENworks
Server Management.

Continue with Step 4 on page 72.

Reinstalling Collections in iManager 2.5

1

0o N O 0 b~ WDN

9

Log into iManager, then click the Configure icon.

Expand Role Based Services, then click RBS Configuration.

Under the Name column, select the desired collection to edit.

Under the Name column, select the ZENworks Server Management role.

Under the Reinstall column, click the check box for the listed ZFSModule name.

Click Reinstall (the column heading).

Click OK in response to the information dialog box to reinstall the module.

After the module is shown to be successfully reinstalled, click the Roles and Tasks icon.

The missing ZENworks Server Management roles should now be displayed under ZENworks
Server Management.

Continue with Step 4 on page 72.

Managing Tiered Electronic Distribution Objects

Acting inthe ZENworks Server Management rolein iManager, you can create, edit, or delete some
of the following Tiered Electronic Distribution objectsin eDirectory:

Distributor (cannot create)
Channel

Distribution

Subscriber (cannot create)
Subscriber Group
External Subscriber
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For these Tiered Electronic Distribution objects, you can perform al of the same management
tasks in iManager that you can perform in ConsoleOne®:

+ “Creating Tiered Electronic Distribution Objectsin iManager” on page 74
+ “Editing Tiered Electronic Distribution Object Propertiesin iManager” on page 75
+ “Deleting Tiered Electronic Distribution Objectsin iManager” on page 75

The following Policy and Distribution Services management tasks cannot be performed in
iManager and must be performed using ConsoleOne:

+ Managing the Server Management database. See Chapter 10, “ZENworks Database,” on
page 343

* Generating reports from the Server Management database. See Chapter 11, “Reporting,” on
page 355

Creating Tiered Electronic Distribution Objects in iManager

74

1 Select Roles and Tasksin the top frame, expand ZENworks Server Management in the left
frame, then click Create TED Object.

Create TED Object

Select the TED Object type you wish to create:

& Channel
@5 Distribution

& Subscriber Group
2 External Subscriber

Cancel

2 Select the type of object you want to create.
Any Distribution type you can create in ConsoleOne, you can aso create in iManager.

3 Providetheinformation required for that object type, such asaunique namefor the object, the
context where you want to create the object, and so on.

Click the Help icon (question mark) for more information.
4 Click OK to finish creating the object.

5 Continue with “Editing Tiered Electronic Distribution Object Propertiesin iManager” on
page 75 to configure the new Tiered Electronic Distribution object.
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Editing Tiered Electronic Distribution Object Properties in iManager

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Edit TED Object.

@ Edit TED Object

Specify the object(z) to modify,
Select a single object | Simple Selection

Object name: [see list)

I

oK | Cancel |

2 Browse to and select the Tiered Electronic Distribution object whose properties you want to
edit, then click OK.

The same property pages and options are available in iManager that are availablein
ConsoleOne.

You can click Help on each property page for information on setting the options.

3 Configure the object as needed, then click OK to save the new properties settings.

Deleting Tiered Electronic Distribution Objects in iManager

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Delete TED Object.

Delete TED Objects

Select the TED Objects to delete:

I

oK | Cancel |

2 Browse to and select one or more Tiered Electronic Distribution objects to delete, then click
OK to list the objects on the Delete TED Objects page.

3 Click the Help icon for information about the repercussions of deleting specific types of
objects from your distribution system.

4 Click OK to delete the listed objects, then click OK again to confirm.

5 Follow any instructionsinthe online help to reconfigure remaining objects so that the del etion
does not disrupt your distribution system.

Monitoring the Distribution Process

The Tiered Distribution View enables you to track a Distribution from its Distributor through any
parent Subscribers down to the end-node Subscriber. This hel ps you determine which Subscribers
have received the Distribution, where they received it from, and when they received it. This, in
turn, helps you troubleshoot and correct any problems that might occur during the distribution
process.
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The Subscriber Distribution View provides a status view of all Distributions for each Subscriber
that you add to awatch list. You can use this view to troubleshoot a Subscriber’s Distributions.

These capabilities are not available in ConsoleOne.

The following sections explain how to use these views:

+ “Using the Tiered Distribution View” on page 76

+ “Using the Subscriber Distribution View” on page 77

Using the Tiered Distribution View

76

To access the Tiered Distribution View in iManager:

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Tiered Distribution View.

2 Browse to and select the Distribution you want to track, then click Next.

3 Sedlect the Channel through which you want to track the Distribution and click Next.
The Distribution System window lists Subscribers that should receive the Distribution.

4 Click Expand All to display the routing hierarchy between the Distributor that built and sent
the Distribution and the end-node Subscribers that should have received it.

or

Select an individual server to expand its part of the hierarchy.
Icons indicate the status of the Distribution:

Icon

Meaning

&

The Distribution has been received and extracted successfully.

&

The Distribution has been received but not yet extracted.

Check the Subscriber’s extract schedule to see whether extraction has been attempted.
If extraction was attempted and failed, check the Subscriber’s event log to see what error
occurred during extraction. See “Managing the Distributor Agent” on page 79.

The Distribution was not successfully received by the Subscriber.

Check the Subscriber’s event log for an error message describing the problem. See
“Managing the Distributor Agent” on page 79.

The Distributor has not received any response from the Subscriber concerning the status
of the Distribution.

Check the status of the Subscriber and any parent Subscribers between it and the
Distributor. See “Managing the Distributor Agent” on page 79.

5 Fill inthetime spacein the Refresh Screen Every _ Secondsfield, then click Start to refresh
the display at that frequency.

Only seconds can be entered.

Thisis useful for troubleshooting the distribution process asit occurs.
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6 Todisplay status information, select a Distributor or Subscriber, then click Remote Web
Console.

For information about the types of status information you can obtain, see“Managing the
Agents through Remote Web Console” on page 79.

7 To check configuration information, select a Distributor or Subscriber, then click eDirectory
Configuration.

You can edit the Distributor or Subscriber object propertiesjust asif you had clicked Edit TED
Object under ZENworks Server Management. The same property pages and options are
available in iManager that are available in ConsoleOne.

Using the Subscriber Distribution View

To access the Subscriber Distribution View in iManager:

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Subscriber Distribution View.

2 Click Add to select the Subscribers that you want to track.
Each Subscriber added does not initially display its Distributions.
3 Sdlect anindividual Subscriber to expand its Distribution list.
or
Click Expand All to display the Distributions for each displayed Subscriber.

Icons indicate the status of the Subscribers' Distributions:

Icon Meaning

% The Distribution was not successfully received, or the extraction failed.

Check the Subscriber’s event log for an error message describing the problem. See
“Managing the Distributor Agent” on page 79.

The Distribution’s status is not yet known, because the Distributor could not be contacted,
or because the Distributor has not yet received the status from the Subscriber.

Check the status of the Subscriber or the Distributor. See “Managing the Distributor
Agent” on page 79.

= The Distribution was successfully received, but for a non-critical reason it has not yet
been extracted, such as the Extract schedule has not yet started.

o )
i

Check the Subscriber’s extract schedule to see whether extraction has been attempted.

= The Distribution has been successfully received and extracted.

The Subscribers and Distributions are sorted by status, then alphabetically within a status. To
display the more critical Distribution statuses first, the status order is:

1. Critical

2. Unknown

3. Received

4. Extracted
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78

When one of these icons appear next to:

¢ “Subscriber” (root item in tree structure): The status applies to one or more of the
subordinate Distributions. Therefore, “ Subscribers’ shows the most critical icon of any
statusin thelist.

¢ Subscriber icon: The status applies to one or more of the Subscriber’s Distributions.
Therefore, the status icon shows the most critical status icon for any of the Subscriber’s
Distributions.

+ Distribution icon: The status only appliesto this Distribution.
Mouse-over a Distributions to display the following information:

DNS Name
NDS Name
TED Version
Receive Status
Time Received

Should Extract (either True or Falsedisplaysto indicate whether the Distribution is subscribed
to by the Subscriber)

Time Extracted
Extraction Status
Distributor
Parent Subscriber

If you mouse-over a statusicon, it displays a short sentence of the most critical status for the
related object (Subscriber or Distribution).

Fill in the time space in the Refresh Screen Every _ Secondsfield, then click Start to refresh
the display at that frequency.

Only seconds can be entered.
Click Stop to discontinue refreshing.

Thisis useful for determining whether a correction to a Distribution worked, or to
troubleshoot the distribution process asit rolls out to different Subscribers.

To display status information, select a Subscriber, then click Remote Web Console.
This option does not apply to Distributions.

For information about the types of status information you can obtain, see “Managing the
Agents through Remote Web Console” on page 79.

To edit configuration information, select a Subscriber or Distribution, then click eDirectory
Configuration.

You can edit the Subscriber or Distribution object properties just asif you had clicked Edit
TED Object under the ZENworks Server Management role. The same property pages and
options are available in iManager that are available in ConsoleOne.
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Managing the Agents through Remote Web Console

On NetWare® servers, you can monitor the Distributor Agent and the Policy/Package Agent at the
server console where they are running. In addition, you can monitor the agents running on any
supported platform (NetWare, Windows, Linux, or Solaris) from Internet Explorer using the
ZENworks Server Management role in iManager.

+ “Managing the Distributor Agent” on page 79
+ “Managing the Policy/Package Agent” on page 82
+ “Opening Multiple Remote Web Console Windows™ on page 83

The following Policy and Distribution Services management tasks cannot be performed in
iManager and must be performed using ConsoleOne:

+ Creating, editing, and deleting policy packages. See Chapter 4, “ Server Policies,” on
page 191.

+ Creating, editing, and deleting software packages. See Chapter 5, “ Server Software
Packages,” on page 231.

Managing the Distributor Agent

To access the Remote Web Console for a Distributor or Subscriber iniManager:

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Remote Web Console.

ZENworks Server Management Web Console

& |P address or DNS name:

© Distributor, Subscriber, or Server object name:

|

oK | cancel |

2 Specify the IP address or DNS hostname of a server where the Distributor Agent or Policy/
Package Agent is running.

or

Browse to and select a Distributor or Subscriber object or the Server object representing the
server where the Distributor Agent is running.

3 Click OK.
In the Display field, Tiered Electronic Distribution defaults.

Tabsat thetop of the Remote Web Consol e frame provide varioustypes of information related
to the Policy and Distribution Services agents. Additional options are available on each tab.
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You can click Help on each Remote Web Consol e page for information on using the features
available on that page.

4 Continue with the task that you want to perform:
¢+ “Managing Tiered Electronic Distribution Objects’ on page 80
+ “Monitoring Policy and Distribution Services Agent Status’ on page 80
¢ “Monitoring Distribution Status’ on page 81
¢ “Forcing Policy and Distribution Services Agent Actions’ on page 81
¢+ “Managing Security Certificates’ on page 81

Thetables below summarize these tasks, detail the Remote Web Console tab and option to use
for each task, and indicate whether the task can also be performed using ConsoleOne.

Managing Tiered Electronic Distribution Objects

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne
List all object properties of Distributor and Configuration > Configuration No

Subscriber objects in a single list

List the object properties of any subordinate Configuration > Subordinate No
Subscriber in the routing hierarchy Configuration
List all object properties of Distribution objects  Distributions > Distribution No

(except type-specific information) in a single list Information

List all object properties of Channel objectsina Channels > Channel Information No
single list
Display information about the Server Configuration > Database Yes

Management database

Be aware that if the Distributor has not been refreshed since changes were made to object
propertiesin eDirectory, the object properties displayed in the Remote Web Console are different
from the object properties displayed in ConsoleOne.The Remote Web Console displays object
information from the point of view of the Distributor Agent.

Monitoring Policy and Distribution Services Agent Status

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne
View and continuously refresh the current Events > Distributor Event Log No

Distributor event log, complete with message
severity levels

View and continuously refresh the current Events > Subscriber Event Log No
Subscriber event log, complete with message
severity levels
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Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne

Display the current status of the various Configuration > Threads No
distribution threads started by the Policy and

Distribution Services agents to perform their

various functions

Monitoring Distribution Status

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne

List all Distributions currently being processed  Distributions > Active Distributions No
by the Distributor and/or Subscriber, along with
detailed status information

Display status information for a selected Distributions > Received No
Distribution that has been received by a Distributions
Subscriber

Display the route that a Distribution must take ~ Configuration > Route to Subscriber No
through the routing hierarchy from a Distributor

or parent Subscriber to any subordinate

Subscriber

Forcing Policy and Distribution Services Agent Actions

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne

Immediately refresh a Distributor so thatitreads Configuration > Refresh Distributor ~ Yes
eDirectory to check for modified Distributions

Immediately build a Distribution Distributions > Build Distribution Schedule
dependent

Immediately send to Subscribers all Channels > Distribute Channel Not with

Distributions listed in a selected Channel one click

Managing Security Certificates

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne
List the security certificates that are available on  Security > Show Certificates No

a Subscriber

Delete security certificates from a Subscriber Security > Show Certificates > No
Remove Certificate

Have the Distributor sign Subscribers’ Security > Sign CSR Yes
Certificate Signing Request (.csr) files so that

the Subscribers can receive encrypted

Distributions from the Distributor
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Managing the Policy/Package Agent

82

The Policy/Package Agent isresponsiblefor installing the software and enforcing the policies that
it receives and extracts. The Remote Web Console enables you to manage the Policy/Package
Agent, which is not possible using ConsoleOne.

To access the Remote Web Console for a Policy/Package Agent in iManager:
1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left

frame, then click Remote Web Console.

ZENworks Server Management Web Console

& |P address or DNS name:

© Distributor, Subscriber, or Server object name:

|

oK | Cancel |

2 Specify the IP address or DNS hostname of a server where the Policy/Package Agent is

running.
or

Browse to and select a Subscriber object or the Server object representing the server where
the Policy/Package Agent is running.

Click OK.
In the Display field, select Policy Package Agent (Tiered Electronic Distribution defaults).

Tabsat thetop of the Remote Web Consol e frame provide varioustypes of information rel ated
to the Policy/Package Agent.

AT Policies | Software Packages | Schedule | Actions
Configuration

You can click Help on each Remote Web Consol e page for information on using the features
available on that page.
Continue with the task that you want to perform.

The table below summarizes these tasks and details the Remote Web Console tab for each
task.

Policy/Package Agent Management Task Remote Web Console  ConsoleOne

List the plug-ins that are currently loaded for enforcing Configuration No
server policies

List all the variables that the Policy/Package Agent has Configuration No
values for
List all the policies that the Policy/Package Agent enforces Policies No

on a Subscriber server
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Policy/Package Agent Management Task Remote Web Console  ConsoleOne

Immediately enforce one or more policies on a Subscriber  Policies No
server

Remove individual policies from a Subscriber server Policies No
Immediately refresh one or more policies so that the Policies No

Distributor Agent reads eDirectory to check for
modifications

List all the software packages that the Policy/Package Software Packages No
Agent installs on the Subscriber server

Determine the current status of all software packages Software Packages No
installed on the Subscriber server

Create and run a program or script on the Subscriber Schedule No
server once or repeatedly

Down the Subscriber server Actions No

Restart the Policy/Package Agent Actions No

Opening Multiple Remote Web Console Windows

On any Remote Web Console page, click Detach in the upper right corner to display the current
pagein anew browser window. This enablesyou to access multiple Remote Web Consol e features
at the sametime. For example, you could detach onewindow for the Tiered Electronic Distribution
agents and another window for the Policy/Package Agent. Or you could detach awindow for the
Remote Web Console and still be able to perform other ZENworks Server Management tasksin
the main Novell iManager window.

Comparing the ZENworks Server Management Role in iManager
with ConsoleOne Capabilities

The following table summarizes the major similarities and differences:

Task iManager ConsoleOne
Creating, editing, and deleting the following Tiered Electronic Distribution Yes Yes
objects:

Distributor (cannot create)
Subscriber (cannot create)
Distribution

Channel

Subscriber Group

External Subscriber

Creating, editing, and deleting the following Policy and Distribution No Yes
Services components:

Policy Package
Server Software Package
Desktop Application
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Task iManager ConsoleOne
Setting up the following Distribution types: Yes Yes

Desktop Application

File

FTP

HTTP

MSI

Policy Package

RPM

Software Package
Immediately refreshing a Distributor Yes Yes
Immediately building a Distribution Yes Not with

one click
Immediately sending to Subscribers all Distributions listed in a Channel  Yes Not with
one click

Monitoring Policy and Distribution Services agent event logs and status  Yes No
Listing and managing the policies on a Subscriber server Yes No
Listing and checking the status of software packages installed on a Yes No
Subscriber server
Running programs and scripts on a Subscriber server Yes No
Downing a Subscriber server Yes No
Managing security certificates:

Listing available certificates Yes No

Resolving certificates No Yes

Signing CSRs Yes Yes
Managing the Policy/Package Agent Yes No
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Tiered Electronic Distribution

Novel|® ZENworks® Server Management provides Tiered Electronic Distribution for managing
distributions of files, policies, and software across your network.

Tiered Electronic Distribution isintegrated with other Novell network management applications
that snap in to the ConsoleOne® framework to take advantage of Novell eDirectory™ management
and file access control. Tiered Electronic Distribution can also be managed using the ZENworks
Server Management role in Novell iManager.

For information on Tiered Electronic Distribution, see the following sections:

*

*

*

“Common Distribution Tasks" on page 86

“Understanding Tiered Electronic Distribution” on page 87
“Distributors’ on page 94

“Distributions” on page 109

“Channels’ on page 142

“Subscribers’ on page 145

“Subscriber Groups’ on page 153

“External Subscribers’ on page 154

“Configuring Multiple Tiered Electronic Distribution Objects’ on page 163
“Sending Distributions” on page 170

“Miscellaneous Tiered Electronic Distribution Issues’ on page 173
“Working Directories’ on page 184

“Editing the Tednode.properties File” on page 188
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Common Distribution Tasks

86

Thefollowing tables provide documentation links to common Tiered Electronic Distribution tasks.
All links are to sections in this Policy and Distribution Services portion of the Administration

guide.

Tiered Electronic Distribution Objects

Task

Instructions

Create a Distributor or Subscriber

“Installation on NetWare and Windows” in the Novell
ZENworks 6.5 Server Management Installation Guide

Configure multiple Tiered Electronic
Distribution objects

“Configuring Multiple Tiered Electronic Distribution
Objects” on page 163

Change the DNS name or IP address of a
Tiered Electronic Distribution server

“Changing DNS Names or IP Addresses for Tiered
Electronic Distribution Servers” on page 183

Distributor

Task

Instructions

Configure a Distributor object

“Configuring Distributors” on page 105

Create a routing hierarchy for a Distributor

“Understanding Distribution Routing” on page 96
and
“Configuring Distributors” on page 105

Delete a Distributor object

“Deleting a Distributor Object and How Its Distributions
Are Affected” on page 109

Refresh a Distributor

“Refreshing the Distributor” on page 108

Create a security certificate on a Distributor
and copy it to its associated Subscribers

“Creating Security Certificates for Non-Encrypted
Distributions” on page 303

Distribution

Task

Instructions

Create a Distribution

“Distributions” on page 109

Delete a Distribution

“Deleting a Distribution” on page 134

Managing orphaned Distributions (when
their Distributor object has been deleted)

“Deleting a Distributor Object and How Its Distributions
Are Affected” on page 109

Schedule and send a Distribution

“Sending Distributions” on page 170

Force a Distribution to be sent

“Forcing a Single Distribution To Be Sent” on page 171

Use a parent Subscriber to send a
Distribution

“Sending Distributions Through Parent Subscribers” on
page 171

Send a Distribution to another tree

“Sending Distributions between Trees” on page 172
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Task Instructions

Import or export a Distribution manually “Manually Importing and Exporting Distributions” on
page 139

Create and send a File Distribution using a “Using the Distribution Wizard” on page 141

wizard
Channel

Task Instructions

Create a Channel “Creating and Configuring Channels” on page 144

Force a Channel to fire “Forcing a Channel To Be Sent” on page 145
Subscriber

Task Instructions

Configure a Subscriber object “Configuring Subscribers” on page 147

Create an External Subscriber object “Creating and Configuring External Subscribers” on

page 162

Configure the tednode.properties file fora  “Editing the Tednode.properties File” on page 188
Subscriber server that does not have its
own configuration capability

Network Traffic Management

Task Instructions

Control bandwidth usage for Distribution “Controlling 1/0 Rates and Concurrent Distributions” on
traffic by setting the 1/O rates page 180

Minimize network messaging traffic “Minimizing Messaging Traffic” on page 181

Understanding Tiered Electronic Distribution

Review the following sections for an understanding of Tiered Electronic Distribution:
+ “Distribution Management through Tiered Electronic Distribution” on page 88
+ “The Basic Distribution Process’ on page 88
+ “Tiered Electronic Distribution’s eDirectory Objects’ on page 89
+ “Physical Network Connections” on page 90
+ “Distribution Flow Details’ on page 90
+ “Relationships of the Tiered Electronic Distribution Objects’ on page 89
+ “Tiered Electronic Distribution Processes’ on page 91
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+ “The Tiered Distribution Model” on page 93
+ “Tiered Electronic Distribution’s Key Components’ on page 94

Distribution Management through Tiered Electronic Distribution

Tiered Electronic Distribution provides you with away to manage your servers through the
distribution of electronic data between servers. For example, application programs, collections of
datafiles, software patches, and server policies.

When you install Policy and Distribution Services, the installation process creates Tiered
Electronic Distribution and server policy objectsin the eDirectory tree, copies software to the
various servers, and sets up basic configurations for the Tiered Electronic Distribution and Server
Policies components according to your installation selections.

The Tiered Electronic Distribution software can be hosted on NetWare®, Windows 2000,
Windows 2003 Server, Linux, and Solaris servers.

Tiered Electronic Distribution uses atiered distribution model that enables one server to indirectly
service hundreds or even thousands of other servers. Tiered Electronic Distribution makesit easy
to distribute files and policy packages by building them into compressed data files and hosting
them in distribution channels for dissemination to the appropriate servers.

Tiered Electronic Distribution lets you schedul e the distribution processes to take advantage of off-
peak hours. It aso sends notification of distribution status by sending e-mail messages, logging
events, displaying real-time messages, database reporting, and sending SNMP traps.

Server Management can efficiently process (send/receive/extract) Distributions that are large in
size and contain a substantial number of files, such as an entire 4GB volume with greater than
50,000 file entries.

The Basic Distribution Process

88

The Tiered Electronic Distribution distribution process is based on the creation of Distributions
(compressed file collections) that you use to move files and policies to your network servers. For
more information, see “Understanding the Distribution Processes’ on page 170.

Following isasimplified distribution process. It is governed by schedules that you set for each of
the Tiered Electronic Distribution objects involved with the Distribution file.

1. A Distributor creates a security certificate to provide distribution security.

2. A Distribution is built on the Distributor server’s file system according to the configuration
you create in the Distribution object.

3. You associate the Distribution with a Channel.

4. You subscribe your target Subscriber servers to the Channel. This causes them to receive al
of the Distributions contained in that Channel.

5. The certificate (from 1 above) is copied to Subscriber servers for Distribution security
verification.

6. The Channel’slisted Distributions are sent from the Distributor to the Subscriber servers
whose security certificates are valid.

7. The Subscriber extractsthefiles or policies from the compressed Distribution file and applies
them according to the Distribution object’s configuration.
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The schedules that you need to coordinate for sending Distributions are the Distributor’s Refresh
schedule, the Distribution’s Build schedule, and the Channel’s Send schedule.

The schedules that you need to coordinate for receiving and extracting Distributions are the
Channdl’s Send schedul e and the Subscriber’s Extract schedule.

Tiered Electronic Distribution’s eDirectory Objects

Tiered Electronic Distribution uses eDirectory objects and the related software for performing its
distribution functions. The Distinguished Name (DN) of all Tiered Electronic Distribution objects
includes the server name and component function of the host server.

The eDirectory schemaextensionsincluded in Tiered Electronic Distribution define the classes of
eDirectory objects that are created in your eDirectory tree, including information that is required
or optional at the time the object is created. Every object associated with Tiered Electronic
Distribution in an eDirectory tree has a class defined for it in the tree’s schema.

You will extend the schema of your tree for the following eDirectory objects when you install
ZENworks 6.5 Server Management:

Object

Basic Function

More Information

Distributor
Distribution
Channel
Subscriber

Subscriber Group

External Subscriber

Build, send Distributions
Contain files, policies

List Distributions

Receive, extract Distributions

Channel subscriptions by multiple
Subscribers

Enable distributing between trees

“Distributors” on page 94
“Distributions” on page 109
“Channels” on page 142
“Subscribers” on page 145

“Subscriber Groups” on page 153

“External Subscribers” on page 154

Relationships of the Tiered Electronic Distribution Objects

The following illustrates the relationships of the main Tiered Electronic Distribution objects:

H

d

Distributor Distribution Channel Subscriber
S R R 83 . v ¥
vv creates lists subscribes ?

J

sends Distribution

Note the following from this illustration:

+ A Distributor creates a Distribution
+ TheDistribution islisted in a Channel
+ A Subscriber subscribes to the Channel
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+ The Subscriber receives the Distribution from the Distributor (possibly via a parent
Subscriber)

Physical Network Connections

Distributor and Subscriber servers can be physically connected to the network in any
configuration, including having some servers across WAN links. The following describes the
possible physical interactions between Distributor and Subscriber servers:

+ A Subscriber server can be in the same geographic location as its Distributor server

+ A Subscriber server can be in adifferent geographic location fromits Distributor server, such
as across a WAN link

*

A Distributor server can service multiple Subscriber servers

*

A Subscriber server can be serviced by multiple Distributor servers

*

A Subscriber server can receiveits Distribution files directly from a Distributor server

*

A Subscriber server can receiveits Distribution filesindirectly viaanother Subscriber server
acting as a parent Subscriber

Distribution Flow Details

The following illustrates the physical flow of Tiered Electronic Distribution Distributions:

Distributions Channel
% . CB Record of the
list - Distributions
subscribe

Distributor send @ Subscriber

/N
@

Distribution Extracted
Files

Note the following from theillustration:
+ A Distribution fileis stored on the Distributor server’s hard drive
+ The Channel lists a Distribution (it does not hold a copy of the Distribution)
* The Subscriber subscribes to a Channel to obtain all of the Distributions listed there

+ The Subscriber extractsthe Distribution contentsfrom thefile'scompressed format and writes
the content to the volume and directory specified in the Distribution’s configuration

IMPORTANT: When there are multiple versions of a File or Desktop Application Distribution, the Subscriber
maintains copies of each of the versions, as is specified in the Distribution object’s properties. The default is
to maintain 10 versions per Distribution type.
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Tiered Electronic Distribution Processes

The following processes are used to perform Tiered Electronic Distribution functions:
+ “Distributor Agent” on page 91
+ “Policy/Package Agent” on page 91
+ “Tiered Electronic Distribution Software Running on the Subscriber Server” on page 92

+ “Distribution Processes Summary” on page 92

Distributor Agent

The Distributor Agent isinstalled on each server where you select the Distributor option during
installation.

This agent has the following functions:

+ Reads eDirectory for all Tiered Electronic Distribution configuration information
(Distribution, Channel, and Subscriber) according to the Refresh schedule

+ Builds Distributions based on the information contained in the Distribution objects that are
associated with the Distributor

+ Builds Distributions according to the Build schedule
+ Sends Distributions according to the Send schedule
+ Handles dl notifications and events for the Subscriber

+ SendsDS configuration information found in Subscriber objectsto each Subscriber as part of
each Distribution

+ Logs Tiered Electronic Distribution information to the ted.log file for reporting purposes

Policy/Package Agent

The Policy/Package Agent isinstalled on each server where you selected the Policy and
Distribution Server option during installation.

This agent has the following Tiered Electronic Distribution functions:

+ Reads and enforces policy information that has been extracted from Policy Package
Distributions

For more information on policies, see Chapter 4, “ Server Policies,” on page 191.

+ Installs Server Software Packages that have been extracted from Software Package
Distributions

For more information on software packages, see Chapter 5, “ Server Software Packages,” on
page 231.

+ Logs policy and software package information to the zfs-startup.log file for reporting
purposes
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Tiered Electronic Distribution Software Running on the Subscriber Server

Tiered Electronic Distribution software is installed on each server where you selected the Policy
and Distribution Server option during installation.

This software has the following functions:
+ Subscribes a Subscriber server to Channels for receiving Distributions

+ Receivesand extracts the following Distribution typesto the server’sfile system according to
the Extract schedule:
Desktop Application *
File
FTP
HTTP
MSI
Policy Package
RPM
Software Package

1 The Desktop Application Distribution is only available when ZENworks Desktop
Management isinstalled.

+ Instalsthe following extracted Distributions:

Desktop Application
MSI
RPM

+ Inthe parent Subscriber role, receives a Distribution and forwards it on to other Subscriber
servers

Distribution Processes Summary

Function Process Explanation

Building and Sending  Distributor Agent Discovers, builds, and sends all Distributions

Distributions using the Distributor server's CPU and file system.

Extracting Distributions Tiered Electronic Extracts the Distribution’s data onto the Subscriber
Distribution software server using the Subscriber server’'s CPU and file
running on the system.

Subscriber server B ]
Also notifies the Policy/Package Agent when there

are Server Policies to be enforced, or Server
Software Packages to be installed.

Installing Distributed Policy/Package Agent Installs Server Software Packages onto the
Software Subscriber server using the Subscriber server’s
CPU and file system.

Enforcing Installed Policy/Package Agent Reads and enforces the extracted policies on the
Policies Subscriber server using its CPU and file system.
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The Tiered Distribution Model

The power of the tiered distribution model is that you can spread the workload for sending
Distributions. Thisis particularly important to the Distributor servers. By sharing distribution
duties with parent Subscribers, a Distributor server can have more resources available for reading
eDirectory, building each of its Distributions, and logging information to the database.

Tiered distribution levels can be very deep, providing avery large number of Subscribersthat any
one Distributor can service—without doing so directly.

The following illustrates a distribution routing hierarchy containing a Distributor, several parent
Subscribers, and many end-node Subscribers:

Distributor

<
+4
Parent Parent
Subscriber Subscriber
v ¥ v ¥
P P
/ ¥ \ / -
End-Node End-Node Parent End-Node Parent
Subscriber Subscriber Subscriber Subscriber Subscriber
v ¥ v ¥ PR 4 v ¥ ¥
$ $ $ $ $
/ \* v
Parent End-Node End-Node End-Node
Subscriber Subscriber Subscriber Subscriber
v ¥ v ¥ v ¥ v ¥
P P P P
/ M \* i i
End-Node End-Node End-Node
Subscriber Subscriber Subscriber
v ¥ v ¥ v ¥
< <P <
¥ < +

The Distributor can service hundreds of parent Subscribers directly, or servicejust afew first-tier
parent Subscribers and let them do the bulk of the distribution work. In the above illustration, the
Distributor only sends its Distribution to two parent Subscribers, yet nine end-node Subscribers
receive the Distribution.

The parent Subscribers shown in thisillustration can also receive the Distribution for extraction if
they were also subscribed to the Distribution’s Channel. If al of the parent Subscribersin the
above illustration were subscribed to receive the Distribution being sent to the end-node
Subscribers, the Distributor services 14 total Subscriber servers while itself sending the
Distribution only twice.

Each parent Subscriber can service hundreds of other parent Subscribers or end-node Subscribers
(the intended recipients of the Distributions). The workload for passing on a Distribution by a
parent Subscriber is minimal in compared to the workload for the Distributor to build the
Distribution.
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Asyou can see, thetiered distribution model allows you to minimize the distribution workload for
your Distributor servers.

Tiered Electronic Distribution’s Key Components

In summary, the key components of Tiered Electronic Distribution include:

*

Distributors

eDirectory schema extensions that include objects for Distributors, Distributions, Channels,
Subscribers, and External Subscribers

ConsoleOne snap-ins and iManager plug-insthat provide creation, configuration, and
management of Tiered Electronic Distribution

A Distributor Java process hosted on a NetWare, Windows 2000, Windows 2003 Server,
Linux, or Solaris server for handling distribution of data packages to Subscribers

A Subscriber Java process hosted on a NetWare, Windows 2000, Windows 2003 Server,
Linux, or Solaris server that subscribes to a Channel for its Distributions

A routing hierarchy for each Distributor that has a hierarchical list of Subscribers who can
both receive Distributions for themselves and pass the Distributions on to other Subscribers

Parent Subscribers that pass Distributions on to other Subscribers

An External Subscriber object that allows distributing between trees or to serversthat do not
have eDirectory server objects

The Distributor Agent that controls the actual processes of building the Distribution files on
the Distributor

Policy/Package Agent that extracts and enforces policy information from Policy Package
Distributions, and extracts and installs the contents of software packages

Certificates that provide distribution security

The following sections provide concepts and instructions for the Distributor object:

*

*

*

“Understanding Distributors’ on page 94

“Understanding Distribution Routing” on page 96

“Creating Distributors’” on page 105

“Configuring Distributors’ on page 105

“Refreshing the Distributor” on page 108

“Deleting a Distributor Object and How Its Distributions Are Affected” on page 109

Understanding Distributors

The Distributor object (TED Distributor) isan eDirectory object that defines the propertiesfor the
Distributor.

*

*

*

“Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 95
“Distributor Description” on page 95
“Scheduling” on page 96
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+ “Routing Distributions’ on page 96
+ “Multiple Distributorsin the Tree” on page 96
+ “Database Logging” on page 96

Functional Relationship with Other Tiered Electronic Distribution Objects

Thefollowingillustratesthat aDistributor canlist any one of its Distributionsin several Channels,
and several of its Distributionsin one Channel:

D1str1but1on 1 Channel A
— &
Dlstrlbutor JrJr D1str1but1on 2 Channel B

—

The following illustrates that a Distributor sends its Distributions to Subscriber servers:

? Subscriber
Distribution
<

Distributor ++ % B

Subscrlber

Distributor Description

The Distributor server’s main Tiered Electronic Distribution function is to create and send
Distributions. It also logs information to a database file, if you have one assigned for the
Distributor.

The Distributor Agent buildsaDistribution file on the Distributor server from the information you
provide when you create and configure a Distribution object. A Distributor can own multiple
Distributions.

When a Distributor builds a Distribution, it can optionally create a digest that provides an MD5
checksum for the Subscriber to compare against. Digests are used by Subscribersto verify that the
Distributions have not been tampered with while in transit. Creating a digest is optional per
Distributor, so the digests might not always be available for a checksum comparison by any
Subscriber where this option is enabled.

Digestsalso detect corruptionin aDistribution’s package. In the case of corruption, the Subscriber
renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is rebuilt and sent
the next time the Channel’s schedul e fires.

A Distributor listsits Distributions in Channels. Distributors do not own Channels. However, a
Distributor is the sole owner of its Distributions.

The Distributor sends its Distributions to Subscribers (usually parent Subscribers for passing on
the Distributions). If an end-node Subscriber does not respond to a Distributor (or a parent
Subscriber) that istrying to send a Distribution to it, the Distributor retries sending a Distribution
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Scheduling

every two minutes for 30 minutes, then stops. It does not attempt to re-send the Distribution until
the Channel’s Send schedule starts again.

A Distributor’s Refresh schedul e determines when it reads eDirectory for changesto its
Distributions and other Tiered Electronic Distribution objects. A Distributor builds all new
Distributions it finds and rebuilds any of its Distributions that have changed. The new or rebuilt
Distributions are then available to be sent when a Channel’s Send schedul e starts.

IMPORTANT: We recommend that the Distributor’s Refresh schedule be daily, unless changes to
Distributions warrant a more frequent refresh. However, do not refresh the Distributor more often than every

five minutes, because the following can need up to five minutes to complete their processes: Distribution
building, eDirectory replication, and tree walking (when no Search policy is defined).

A Distributor can build its Distributions any time its Refresh schedul e starts, or you can force it to
do so from the server’'s command line.

If you delete a Distribution, you should also refresh the Distributor immediately so that it
recognizes the deletion and not try to build a Distribution that no longer exists. For information on
deleting Distributions, see “Deleting a Distribution” on page 134.

For information on scheduling, see Chapter 8, “ Scheduling,” on page 311.

Routing Distributions

The Distributor contains a distribution route, which is a hierarchical list of Subscribers that
indicate the routes the Distributor can take to send its Distributions to its Subscriber servers. For
information on routing hierarchies, see “Understanding Distribution Routes’” on page 40.

Multiple Distributors in the Tree

Database Logging

You can have multiple Distributor objects in the tree; however, you can only have one Distributor
installed per server. The need for multiple Distributors is dependent on several factors. For more
information, see “Are Additional Distributors Needed?’ on page 35.

Individual Distributors can log information to their own databasefiles, or all Distributors can log
information to one common database file. For information on databases, see Chapter 10,
“ZENworks Database,” on page 343.

Understanding Distribution Routing

A distribution route represents the most efficient path to any given segment of your WAN. A
distribution route isalist of parent Subscribers that relay Distributions on to other parent or end-
node Subscribers. You can use Parent Subscribers to minimize the workload for a Distributor
because they can pass on Distributions to other Subscribers.

The following sections explain how a Distributor moves its Distributions to your network’s
servers:

+ “Understanding Parent Subscribers’ on page 97
+ “Understanding Routing Hierarchies” on page 99
+ “Sharing Parent Subscribers with Other Distributors’ on page 101
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+ “Distributing Across WAN Links” on page 102
* “Qut-of-Tree Distributions” on page 103
+ “Routing Hierarchy Configuration Guidelines” on page 104

Understanding Parent Subscribers

A parent Subscriber is a Subscriber that acts as a proxy for the Distributor to store and pass
Distributions so that the Distributor does not need to send its Distributions directly to every
Subscriber. Parent Subscriber servers do not need to be recipients themselves of a Distribution to
temporarily storeit for passing on to other Subscriber servers.

+ “Distributors Send Distributions Using Parent Subscribers’ on page 97
¢ “Passing on Unsubscribed Distributions’ on page 97

¢ “Sharing the Distribution Load” on page 97

+ “Balancing Workloads’ on page 98

Distributors Send Distributions Using Parent Subscribers

A Distributor server must actually send each of its Distributions, because the Distribution files
resideinits own file system.

Sending Distributions can create an enormous workload for a Distributor if it must individually
send each of its Distributions to every Subscriber server on the network. Therefore, parent
Subscribers are used to help send Distributions.

A detailed understanding of your network’s topology isimportant for properly configuring
distribution routes and selecting parent Subscribers. If necessary, create adiagram of your network
showing all WAN links to determine how to use parent Subscribers.

Passing on Unsubscribed Distributions

A Subscriber does not need to subscribe to a Channel containing a Distributor’s Distributions to
beintheDistributor’srouting hierarchy. A parent Subscriber itself does not need to be the recipient
of the Distribution it is passing on.

Further, a parent Subscriber does not need to subscribe to the same Channels as its subordinate
Subscribers to be able to pass on those Channel’s Distributions.

Sharing the Distribution Load

In theillustration under “The Routing Hierarchy” on page 99, each Subscriber listed could be a
parent to other Subscribers on its LAN. For example, if every Subscriber listed in the illustration
was a parent to 20 end-node Subscribers, the Distributor could service 210 total Subscriberswhile
only physically sending its Distributions to three of the Subscribers (the first-tier parent
Subscribers, numbers 01, 04, and 09).

To further illustrate, parent Subscriber 04 would be servicing 104 Subscribers while only directly
sending to two parent Subscribers (05 and 06) and its own 20 end-node Subscribers.
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Balancing Workloads

A Distributor can use parent Subscribersin arouting hierarchy to explicitly determine routes for
its Distributions. This eases its workload in distributing to Subscribers.

A parent Subscriber can also help a Distributor with its workload by acting as a proxy for the
Distributor to pass on Distributionsto other Subscribers. You can have multiple parent Subscribers
on agiven LAN to share the distribution workload on the LAN.

We estimate that the number of Subscribers and/or parent Subscribers that any one Distributor or
parent Subscriber should service to be about 40. This figure is dependent on such factors as
network speed, sizes of Distributions, and so on.

You should place parent Subscribers where they can help in load-balancing for Distributors and
other parent Subscribers.

The following illustrates a WAN environment with parent Subscribers:

LAN A

Distributor ——» Pare’?t
Subscriber

30 Subscribers

LANB LAN C
parent Subscriber parent Subscriber
parent parent parent parent
Subscriber Subscriber Subscriber Subscriber
30 Subscribers 30 Subscribers 30 Subscribers 30 Subscribers

Note the following from this illustration:

+ Assume that the three parent Subscribers that the Distributor’s distribution lines point to are
the first-tier Subscribersin the Distributor’s routing hierarchy.

+ Assumethat the other four parent Subscribers(in LAN B and LAN C) arelisted in the second
tier of the distribution hierarchy.

+ TheDistributor does not need to send the Distributions directly to the 30 Subscriberson LAN
A because the parent Subscriber in LAN A does that.

+ TheDistributor only sendsits Distributions directly to the three parent Subscribers, but atotal
of 157 Subscribers can receive those Distributions.

¢ One parent Subscriber in LAN B (and the same for LAN C) was used solely for receiving
Distributions directly from the Distributor, then passing them on to other parent Subscribers,
which in turn passed them to their 60 Subscribers. For large systems, this scheme can make a
parent Subscriber on the other side of aWAN link more available to a Distributor, instead of
that parent Subscriber being so busy passing Distributions to its many other end-node
Subscribersthat it can make the Distributor wait. Consider this hierarchical design where it
might be applicable in your network.
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The Distributor has the workload of reading eDirectory for Distribution changes, building the
Distributions, sending the Distributions, and writing to the Server Management database. By
minimizing the number of Subscribersthat a Distributor itself must directly send Distributionsto,
you can give the Distributor more resources for its various functions.

Understanding Routing Hierarchies

Tiered Electronic Distribution providesarouting hierarchy to automate sending your Distributions
from the Distributor serversto your Subscriber servers.

+ “The Routing Hierarchy” on page 99
+ “Distributing Using the Hierarchy” on page 100
+ “Subscribers Orphaned from the Routing Hierarchy” on page 100

+ “Rerouting Because of Changes to the Routing Hierarchy” on page 101

The Routing Hierarchy

To ease a Distributor’s workload in sending Distributions, each Distributor has its own routing
hierarchy, which isahierarchical list of Subscribersthat indicate the routes Distributions can take
to send a Distribution to a Subscriber. The Subscribers in the routing hierarchy are the parent
Subscribers. You can nest parent Subscribers many levels deep.

A parent Subscriber can receive aDistribution and extract it, aswell as passthat same Distribution
on to other Subscribers.

You can modify distribution routes at any time by editing the properties of the Distributor objects.

The following illustrates a Distributor’s routing hierarchy:

Distributor

— Subscriber 01

— Subscriber 02

— Subscriber 03

Subscriber 04

— Subscriber 05

L Subscriber 06

L Subscriber 07

— Subscriber 08

— Subscriber 09
Subscriber 10

The only Subscribers you need to include in the Distributor’s routing hierarchy are those that are
used to pass on Distributions to other Subscribers. Subscribers that are not used to pass on
Distributions are referred to as end-node Subscribers.
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Distributing Using the Hierarchy

Assumethat Subscriber 07 isaparent to Subscriber 11 (whichisnot in therouting hierarchy). The
distribution route from the Distributor to Subscriber 11 would be as follows:

Distributor
— Subscriber 01
— Subscriber 02
— Subscriber 03
Subscriber 04
— Subscriber 05
L Subscriber 06

Subscriber 07
— Subscriber 08

L : pa‘re‘nt
?ibscrlber 09 T Subscriber 11
Subscriber 10

The Distributor used four parent Subscribers (04, 05, 06, and 07) to send the Distribution to
Subscriber 11.

Subscribers Orphaned from the Routing Hierarchy

If Subscriber 11 did not have a parent Subscriber (such as Subscriber 07), the Distribution would
come directly from the Distributor:

Distributor
— Subscriber 01
— Subscriber 02
— Subscriber 03
Subscriber 04
— Subscriber 05
L Subscriber 06
Subscriber 07

— Subscriber 08
— Subscriber 09

L Subscriber 10

Subscriber 11

The only Subscribers you need to include in arouting hierarchy are those that are used to pass
Distributions on to other Subscribers. The end-node Subscribers (Subscribers that are only
receiving and not passing on Distributions) do not need to be listed in the hierarchy. They have
linksin eDirectory to their parents.

Subscribersthat exist in arouting hierarchy are generally parent Subscribers, although thisis not
required.

IMPORTANT: Subscribers that do not utilize parent Subscribers can increase the workload on the Distributor
and increase network traffic across WAN links. All Subscribers should have a parent Subscriber, except for the
first tier Subscribers that receive Distributions directly from the Distributor.
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Rerouting Because of Changes to the Routing Hierarchy

If aparent Subscriber is changed, or the routing list (on the Routing Hierarchy tab of the
Distributor object’s properties) ischanged, the changeisreflected in therouting slip (datafile used
in the distribution process), becauseit is calculated each time the Channel schedule starts. A
refresh is required for the Distributor to read eDirectory and obtain the new routing hierarchy.

If aSubscriber server isremoved from the network, and it was being used in a Distributor’srouting
hierarchy, you need to edit the Distributor object’s properties to adjust the routing hierarchy
because of that Subscriber’s removal. Then refresh the Distributor so it can recognize the newer
routing hierarchy.

Sharing Parent Subscribers with Other Distributors

If you have multiple Distributors, they can share portions of each other’s distribution routes,
meaning Subscribers can be listed in the distribution routing hierarchies of more than one
Distributor. This is because the route to a Subscriber is dependent on the Distributor, and can be
different for any given Distributor to Subscriber path.

The following illustrates the use of multiple Distributors and parent Subscribersin sending

Distributions:
Distributor A Distributor B
S &
v ¥ +v
Distribution 1 Distribution 2 Distribution 3

@5

~ ~ ’,
% W ¥
Channel 1 Channel 2
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1
1
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v'v
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Parent
Subscriber 1

!

s S
v v

v ¥ N X ¢ v ¥
P
+
Subscriber 2 Subscriber 3 Subscriber 4

The arrows and lines indicate the subscription and Distribution connections to the Channels
(dotted lines) and the distribution paths from the Distributors to the Subscribers (solid lines).
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This illustration does not show distribution route hierarchies. For the purpose of thisillustration,
assume the following:

¢ Subscriber 1isin Distributor A's hierarchy
+ Subscriber 1 isa parent to Subscribers 2 and 3
¢ Subscribers 3 and 4 are in Distributor B’s hierarchy

+ Subscriber 4 isnot in Distributor A’s hierarchy

Note the following from the illustration concerning the use of multiple Distributors and parent
Subscribersin sending Distributions:

+ Distribution Owner ship: Distributors have ownership of their own Distributions and build
and send each of their Distributions.

+ MultipleDistributors: Multiple Distributorscanlist their Distributionsin the same Channel.
This means a Subscriber can receive Distributions from multiple Distributors.

+ Channel Usageby Distributors: Distributorscan list their Distributionsin any Channel, and
they can list one Distribution in multiple Channels.

+ Multiple Distributions per Channel: A Channel can have multiple Distributions from one
or more Distributors.

+ Channel Subscriptions: Each Subscriber subscribes to any of the Channels that have the
Distributions it needs. A Subscriber can subscribe to multiple Channels, and a Channel can
have multiple Subscribers subscribed to it.

+ Parent Subscribers: A parent Subscriber is used as a proxy for the Distributor to pass on
Distributions to other Subscribers.

+ Orphaned Subscribers: If a Subscriber is not in a Distributor’s distribution route, or the
child of aparent Subscriber in that hierarchy, the Distributor sendsthe Distribution directly to
the Subscriber. This can be an issue for WAN links and other topology issues.

Distributing Across WAN Links

102

When you include parent Subscribers in the routing hierarchy, this can minimize network traffic
by limiting the number of times a Distributor needs to pass a Distribution across a WAN link.

Because Distributors can send Distributions to parent Subscribers, which in turn can send them on
to other Subscribers, away is provided to send Distributions over aWAN link just once, instead
of many times to reach every Subscriber on the other side of the WAN link.

Generally, you should have at least one parent Subscriber on every LAN to minimize the number
of times a Distribution needsto cross a WAN link. Even if there are only two Subscriberson a
LAN, you can reduce network traffic by using one of them as the parent Subscriber to the other.

Parent Subscribers are especially helpful with slow WAN links.

Consider the following when you determine how to distribute across your WAN links:

+ Parent Subscriberson the Distributor’s LAN Segment: You should assign at |east one
Subscriber to be a parent Subscriber for all of the other Subscribers on a Distributor’s LAN
segment. That way the Distributor can have more resources for sending Distributions across
WAN links.
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+ Parent Subscribersfor Bridging WAN Links: You can minimizethe number of Subscribers
that a Distributor must directly service across WAN links by assigning at least one parent
Subscriber on all other LAN segments and including those parent Subscribersin the
Distributor’s routing hierarchy.

For example, your WAN has four LANSs. With the Distributor in one LAN segment, it must
send Distributions across three WAN links to get to Subscribers on the other three LAN
segments. Let’s assume each of the other LANSs has 160 Subscribers that all need a
Distribution from the Distributor. Without using parent Subscribersin the Distributor’s
routing hierarchy, the Distributor would need to send the Distribution 480 times across WAN
links. In using parent Subscribers (four per LAN segment to share the Distribution workload
on the LAN), the Distributor would only need to send the Distribution nine times.

+ Primary Parent Subscriberson a LAN: You can further minimize WAN traffic by tiering
parent Subscribers on the other side of aWAN link from the Distributor. In other words, you
can have just one parent Subscriber in the routing hierarchy that would also be a parent to
severd other parent Subscribers onits LAN segment.

Using the previous example, Subscriber 1 on each LAN segment could be the parent
Subscriber for Subscribers 2, 3 and 4. In turn, parent Subscribers 1, 2, 3, and 4 would each
service their own Subscribers. That would allow the Distributor to just pass a Distribution
across aWAN link once to Subscriber 1, which would take care of passing that Distribution
on to the other three parent Subscribers, saving the Distributor three extra WAN link
transmissions. Therefore, in contrast to the previous example, the 9 transmissions would be
paired down to only three.

Out-of-Tree Distributions

To use Policy and Distribution Servicesin multiple trees, you must install the software separately
in each tree. However, you only need to install the Server Management objects to one of the trees.

For example, if your network topology is:

Network Topology
One Distributor

J

Server_1

Distributor
‘Z—_

WAN Server_3
Subscriber

Server_2
Subscriber
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You could have the following Tiered Electronic Distribution configuration for the Distributor’s
routing hierarchy:

Distribution Flow
One Tree-One Distributor

Server_1
Distributor_ A ——»

Server_2
Subscriber_1 ——»
(Parent to Subscriber)

Server_3
Subscriber_2

In this example, the Subscriber and server objects all exist in Tree_A. This allows you to have
centralized management of the Tiered Electronic Distribution objects, regardless of your network

topol ogy.

Although you can create the Distributor and Subscriber objectsin only onetree, you caninstal the
Policy and Distribution Services software to any server in your network, whether the server’s
eDirectory object resides in the same tree where the Tiered Electronic Distribution objects are
created, or the server does not have an eDirectory server object in any tree (such as a Windows
server in adomain). This allows you to have centralized management of Tiered Electronic
Distribution in environments where you have multiple trees and mixed server operating systems
(such as NetWare and Windows servers).

For information on how External Subscribers are used for sending Distributions between trees, see
“Sending Distributions between Trees’ on page 172.

Routing Hierarchy Configuration Guidelines

104

You should place parent Subscribers in the routing hierarchy using the following guidelines:
+ Include at least one parent Subscriber on each LAN segment to minimize WAN traffic

+ |nclude multiple parent Subscriberson each LAN that has 40 or more Subscribersto minimize
a parent Subscriber’s workload

+ Make sure that every Subscriber that is not included in a Distributor’s distribution route is
assigned to a parent Subscriber onits LAN

Parent Subscribers are not always required for aWAN link. For example, if you have only two
Subscribers on a LAN connected by afast WAN link, the traffic difference between sending the
Distribution once versus twice could be negligible. However, for aslow WAN link this might not
be the case.
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The factors in determining whether a Subscriber can receive Distributions directly from the
Distributor instead of through a parent Subscriber are:

* Network connections
For example, are you distributing:

+ only withinaLAN?

¢ acrossaslow or fast WAN?

¢ across firewalls?

* inaNAT?
+ Frequency of sending Distributions
¢ Size of the Distributions

Creating Distributors

By understanding your network’s topology, your Distributions (how many, their sizes, and how
often you might expect them to be rebuilt), and how many Subscribers receive the various
Distributions, you can determine how many Distributors you need.

Distributors must be created by installing their software and eDirectory objects using the
ZENworks 6.5 Server Management Program CD. For more information, see “Policy-Enabled
Server Management Installation” in the Novell ZENworks 6.5 Server Management Installation
Guide.

To determine whether you need multiple Distributors, see“ Are Additional Distributors Needed?’
on page 35.

Configuring Distributors

Distributor objects are automatically created when the Distributor’s software isinstalled to a
server. You can edit your Distributor object’s properties at any time.

Not all propertiesassociated with the Distributor object are required. Required properties are noted
in the following steps; all others are optional.

1 In ConsoleOneg, right-click the Distributor object, then click Properties.
2 Click Genera > Settings and fill in the following fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Distributor server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings are used instead.

Input Rate: Therate Distributions received (for its Subscriber). The default isthe maximum
that the connection can handle. Thisrateisused to control aDistributor server’suse of narrow
bandwidth links.

Output RatesBased Upon Distribution’sPriority: Setsthe default output rate to minimize
network traffic for Tiered Electronic Distribution objects. This determines the send rate for
Distributors. The default value is the maximum that the connection can handle. Blank means
that bandwidth is taken from third-party software.
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There are three output priorities where you can specify arate:

+ High Priority: These Distributions are sent before any Medium or Low priority
Distributions.

¢+ Medium Priority: These Distributions are sent after al High priority and before any
Low priority Distributions.

¢ Low Priority: These Distributions are sent after all High and Medium priority
Distributions.

For more information, see “ Prioritizing Distributions” on page 124.

Maximum Concurrent Distributionsto Build: Specifies the maximum number of
distribution threads that can be running concurrently for building Distributions. The default
valueisb. Vdid values are from 1 to 10.

This number can help in load-balancing a Distributor’s building activity.

Maximum Concurrent Distributionsto Send: Specifies the maximum number of
distribution threads that can be running concurrently for sending Distributions. The default
valueisunlimited (ablank field).

This number can help in load-balancing a Distributor’s sending activity and spread network
traffic over an entire scheduling window.

Connection Time-out: Specifiesthe allotment of time before the Distributor server times out
when connecting to another node. The default valueis 300 seconds (five minutes), after which
it ends the connection and does not retry until the send schedule starts again. The available
range in secondsis 1 to 60,000.

You canincrease or decrease this setting to allow messagesto pass back and forth between the
agents during the distribution process. If one node is expecting to receive a message from
another, there should be areasonable time to wait before assuming that the sender isno longer
available.

IMPORTANT: This interval must be increased on slow or busy links where longer delays are frequent.

Working Directory: Specifies the directory to be used by the Distribution. It contains
Distributions, persistent status, and temporary working files. The default path is:

+ NetWare: sys\zenworks\pds\ted\dist

IMPORTANT: The default volume is sys: on NetWare servers. We recommend that you do not use
the sys: volume because the directory’s content can become quite large.

+ Windows: c:\zenworks\pds\ted\dist
¢ Linux and Solaris: /var/opt/zenworks/zfs/pds/ted/dist

The Distributor’s working directory is also used whenever a Distribution is created. A
directory is created under the working directory using the DN of the Distribution object.

For more information on the working directory, see “Working Directories’ on page 184.
3 Click General > Messaging and fill in the following fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Distributor server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings for messaging are used instead.
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Server Console: Specifiesthelevel of output messages to send to the Distributor console on
the server console.

For more information on the message levels, see “Minimizing Messaging Traffic” on
page 181.

SNMP Trap: Specifiesthe level of messagesto send via SNMP.
Log File: Specifiesthe level of messages to send to the log file.

Path and Filename: You can specify acustomlog file'snameand location for this Distributor
object. The default is:

+ NetWare: sys\zenworks\pds\ted\dist\ted.log

IMPORTANT: The default volume is sys: on NetWare servers. We recommend that you do not use
the sys: volume because the log file can become quite large.

+ Windows: c:\zenworks\pds\ted\dist\ted.log
¢ Linux and Solaris: /var/opt/zenworks/zfs/pds/ted/dist/ted.log

For information on creating custom log files for all Distributor objects by using the Tiered
Electronic Distribution policy, see“ Creating Custom Log Files Using Policies’ on page 226.

Delete Log EntriesOlder Than __ Days: Log file entries for a Distributor are deleted after
they are older than the number of days specified. The default is six days.

E-Mail: Specifies which level of messages are sent viae-mail.
Users: Specifies e-mail users for notification.
Address Attribute: Specifies e-mail addresses for notification.

You can add usersor groups stored in eDirectory or provide the e-mail addressesfor userswho
are not contained in eDirectory. The e-mail Address Attribute associated with an eDirectory
user is the default attribute.

IMPORTANT: If you select e-mail as a method for receiving notification, be aware that additional network
traffic can be created.

Select the Schedules tab.

The schedule for a Distributor determines how often it reads the information contained in the
Tiered Electronic Distribution objects in eDirectory. It reads the Channel, Distribution, and
Distributor objects based on this schedule. You should set this up to reflect how often you
expect information in these objects to change, or how often new objects might be created.

You can force the Distributor to read eDirectory by right-clicking the Distributor object and
selecting the Refresh menu option.

Select a schedule and fill in the fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Distributor server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings are used instead.

Schedule Type: The Refresh schedul e you sel ects determines when the Distributor reads
eDirectory again.

IMPORTANT: We recommend the Distributor’s Refresh schedule be daily, unless changes to
Distributions warrant a more frequent refresh. However, do not refresh the Distributor more often than

Tiered Electronic Distribution 107



every five minutes. The following can need up to five minutes to complete their processes: Distribution
building, eDirectory replication, and tree walking (when no Search policy is defined).

For information on available schedules, see Chapter 8, “Scheduling,” on page 311.
6 Select the Routing tab and create the Distributor’s routing hierarchy.

Subscriber Routing Hierarchy: Configure the routes the Distributor uses when sending
Distributions to the Subscribers. You should plan this hierarchy in advance.

Use the following method to create the hierarchy:

6a Select the Distributor.

6b Click Add, select one or more Subscribers, click Select, then click OK.
You can have multiple Subscribers directly under the Distributor.

6¢ Select one Subscriber.

6d Click Add, select one or more Subscribers, click Select, then click OK.
You can have multiple Subscribers directly under each Subscriber.

6e Repeat Step 6¢ and Step 6d for each Subscriber until you have created the desired
hierarchy.

7 Select the Distributions tab to view the Distributions being serviced by this Distributor.

8 Toedit aDistribution, select the Distribution, click Details, edit the properties, then click OK
to exit the Distribution object’s properties.

9 When you havefinished configuring the Distributor and its Distributions, click OK to exit the
Distributor object’s properties.

IMPORTANT: Changes made to Tiered Electronic Distribution objects (other than Distribution) are not
in effect until the Distributor reads eDirectory.

Refreshing the Distributor

Any time you make achangein eDirectory that affects the Distributor, you must manually refresh
the Distributor so that it knows of that change. The Build schedule itself only provides the
Distributor with knowledge of changes to existing Distributions that it already knows about.

For example, when you create a new Distribution, the Build schedule does not make the
Distributor aware of the new Distribution. You must manually refresh the Distributor so that it can
detect the change in eDirectory.

To refresh the Distributor:
1 In ConsoleOneg, right-click the Distributor object.
2 Click Refresh Distributor.

This causes the Distributor to read eDirectory and obtain al of the changes that were madein
eDirectory. The Distributor Agent can then act on any changes applicable to the Distributor.

To perform this task in iManager, see “Forcing Policy and Distribution Services Agent
Actions” on page 81.

Distribution building begins according to the current Build schedule. The Distribution is sent
according to the Send schedule.
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As soon as Subscribers receive an entire Distribution, they extract the contents to their working
directories that are specified in the Subscriber objects’ properties.

Deleting a Distributor Object and How Its Distributions Are Affected

You can del ete Distributor objectsfrom eDirectory. However, you can lose the following important
information that you might want to reuse for the Distributor’s replacement:

*

*

The Distributor’s distribution hierarchy

Thisis part of the Distribution object’s properties, and it shows which Subscriber serversare
used for passing on the Distributions.

Thelist of its Distributions

The Distributor’s Distributions become orphaned and unusable.

For information on how to handle orphaned Distributions, see“Handling Orphaned Distributions’
on page 137.

Distributions

The following sections provide concepts and instructions for the Distribution object:

*

*

*

“Understanding Distributions” on page 109

“Distribution Issues’ on page 113

“Determining the Distributions’ on page 115

“Creating a Distribution” on page 121

“Prioritizing Distributions’ on page 124

“Pre and Post Processing for Distributions’ on page 124
“Reassigning a Distribution to Another Distributor” on page 131
“Deleting a Distribution” on page 134

“Removing a Distribution Object - Auto Removal of Temporary Files’ on page 135
“Handling Orphaned Distributions” on page 137

“Manually Importing and Exporting Distributions’ on page 139
“Using the Distribution Wizard” on page 141

Understanding Distributions

The Distribution (TED Distribution) object contains alist of data packages or data grouping
information.

*

*

*

*

“Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 110
“Distribution Description” on page 110

“Scheduling” on page 110

“How New Versions of Existing Distributions are Created and Distributed” on page 111
“Distribution Security” on page 111

“Distribution Deletions” on page 112
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+ “Clean Up of Temporary Distribution Files’ on page 112

Functional Relationship with Other Tiered Electronic Distribution Objects

The following illustrates a Distribution’s relationship with its Distributor and the Channels:

Multiple Channels

i &

Distributor Distribution I I I

2—

The Distributor associates its Distributions with the Channels.

The following illustrates that a Distributor sends Distributions to Subscriber servers:

? Subscriber
Distribution
<

Distributor + 4 % B

AR ¢
? Subscriber

Distribution Description

Scheduling

A Distribution is a compilation of software and/or files, or a policy package, that the various
serversin your network might need.

A Distribution is owned by only one Distributor. A Distribution keeps alist of its Channel
associations, and you can place the Distribution in multiple Channels.

When aDistributionisbuilt, it isbuilt according to itstype. There are seven types of Distributions:
Desktop Application *
File
FTP
HTTP
MSI
Policy Package
RPM
Software Package

! The Desktop Application Distribution is only available when Desktop Management is installed.
For information on the different Distribution types, see “ The Distribution Types’ on page 115.

A Distribution has a Build schedule that notifies its Distributor how often the Distribution needs
to be built. If a Distribution has changed since the last time it was built, a new one is created.

Distributions can also be made active or inactive to control whether they should be built.
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For information on scheduling, see Chapter 8, “ Scheduling,” on page 311.

How New Versions of Existing Distributions are Created and Distributed

After you have configured a Distribution object and set the various distribution schedules, newer
versions of existing Distributions are automatically created and distributed according to the
following parameters:

+ Refresh Schedule: Thisschedule determineswhen aDistributor readseDirectory for changes
to any of its Distributions. If changes are detected for a particular Distribution, it is rebuilt
according to that Distribution’s Build schedule.

For more information on the Refresh schedule, see “ Distributor Object’s Refresh Schedule”
on page 315.

+ Build Schedule: Thisscheduleis set independently for each Distribution. When the schedule
starts for a Distribution that has been determined to have had changes to it, the Distributor
proceeds to rebuild that Distribution.

For more information on the Build schedule, see “Distribution Object’s Build Schedule” on
page 316.

+ Maximum Revisions: Thisfield (in the Distribution object’s properties, click General >
Settings), determines how many versions of a Distribution are kept on the Distributor and
Subscriber servers' file systems. For some Distribution types, thisfield determines whether a
partial Distribution (delta) or complete Distribution is rebuilt. Otherwise, thisfield is used
mainly to control disk space usage.

When the maximum number of revisionsis being approached, an SMTP e-mail notification
issent, if SMTP notifications have been configured.

For more information on the Maximum Revisions field schedule, see “Maximum Revisions”
on page 114.

These parameters determine when a Distribution needs to be rebuilt. The other schedules (Send
and Extract) determine when the rebuilt Distribution file is sent and extracted.
Distribution Security
Policy and Distribution Services provides several means for securing Distributions:
* “Certificates’ on page 111
+ “Encryption” on page 112

+ “Inter-Server Communications’ on page 112

Certificates

A certificate is a security mechanism used by Policy and Distribution Services to ensure that the
Distribution received by a Subscriber was actually sent by the Distributor owning that
Distribution. Without a matching certificate, a Subscriber cannot receive Distributions from the
Distributor.

For more information, see “ Distribution Security Using Signed Certificates and Digests’ on
page 295.

Tiered Electronic Distribution 111



Encryption
You can encrypt Distributions for when you send them outside your secure network.

For more information, see “ Distribution Security Using Encryption” on page 304.

Inter-Server Communications

You can secure communications between Tiered Electronic Distribution components residing
inside and outside your secure network by installing inter-server communications security where
needed.

For more information, see “ Security for Inter-Server Communication Across Non-Secured
Connections’ on page 308.

Distribution Deletions

When aDistribution is built, any deletionsin the Distribution object or on the Distributor server’'s
file system, such as deleting files or directories, causes those files or directories to also be deleted
from the Distribution whenitisrebuilt. However, synchronization must be enabled in order for the
files and folders to also be removed from the Subscriber server’s file system.

For more information, see “ Directory Sync Granularity for File Distributions” on page 173.

Clean Up of Temporary Distribution Files
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To reduce the amount of disk space taken up by temporary Distribution files, those files are now
automatically cleaned up. Previoudly, after a Subscriber server extracts a Distribution, the
distfile.ted fileisleft in the Subscriber server’s working directory.

With the clean-up feature, you can have the distfile.ted file and other temporary Distribution files
automatically deleted after the Distribution has been successfully extracted. However, so that the
Subscriber is not sent the Distribution again, the status file is left in the Subscriber’s working
directory to indicate that the Distribution has been extracted and cleaned up.

IMPORTANT: The Distribution clean-up feature works only for Distributions that have been both sent and

received by ZENworks 6.5 Server Management Distributors and Subscribers. Distributions sent or received by
Distributors or Subscribers running prior versions of Server Management software cannot be cleaned up.

Parent Subscribers

For parent Subscribers who might need to forward the Distribution, the files are not cleaned up on
the parent Subscriber’s server, so that it can still forward the Distribution.

A parent Subscriber that has had a Distribution cleaned up which it is not forwarding, and then
receives the same Distribution for forwarding, will receive the Distribution again, even though its
status file indicates that it does not need it.

Distribution Types and Clean-Up

The FTRP, HTTP, RPM, MSI, Software Package, and Policy Package types of Distributions are
always cleaned up. The Maximum Revisionsfield is not available for those types of Distributions.

TheFileand Desktop Application types of Distributions can have their temporary files cleaned up
after the Distribution has been extracted when the Maximum Revisionsfield is set to 1. However,
for File Distributions, if the Verify Distributions check box is selected, the Distribution is not
cleaned up, even if the Maximum Revisions field is set to 1.
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Resetting Clean-Up Statuses in iManager

In iManager, you can reset the status file, which forces a Subscriber to receive a Distribution that
has been cleaned it up.

Clean-Up Is Not Rollback

Cleaning up the temporary files does not cause any roll back of extracted Distributions. Clean-up
is simply removing the temporary files.

Clean Up of Reassigned Distributions

The working directories for a Distribution that is reassigned from an old Distributor to a new
Distributor are not automatically cleaned up on the old Distributor’s server. You need to manually
clean up that Distribution’s temporary files on the old Distributor server.

Distribution Issues

Consider the following in determining your Distributions:

+ Filesizesand their potential for compression (.jpg fileswon’t benefit as much from
compression as text files)

¢ The bandwidth of WAN links
+ The frequency of file changes

+ Network resource constraints, such as low disk space or extra bandwidth availability

The better you can determine this type of information, the better you can balance resource usage
and minimize the use of resources.

You can configure Distributionsto copy only filesthat are different than the target, or copy al files
in their original state.

The following sections provide information about other issues with Distributions:
+ “Maximum Number of Concurrent Distributions” on page 113
+ “Maximum Revisions’ on page 114
+ “1/O Rate (Bytes per Second)” on page 114
+ “Updating the Distributor’s eDirectory Information” on page 114
¢ “Checking the Distribution Package Changes’ on page 114
+ “MSI Distribution Extraction Errors’ on page 115

Maximum Number of Concurrent Distributions

Thisisan attribute found in the Distributor and Subscriber objects. It isused to control the number
of Subscribersthat can be serviced concurrently when sending Distributions. Thisis helpful if the
Distributor or parent Subscriber is servicing alarge number of Subscribers. It prevents the
Distributor from spreading itself very thin and sending the Distribution to all of the Subscribers at
once.

For example, if a Distributor or parent Subscriber sends to 100 Subscribers and the number of
concurrent Distributionsis set to 10, then the sender starts with 10 connections. As one connected
Subscriber finishesreceiving the Distribution, another Subscriber isadded inits placein thelist of
10. This continues until al 100 have been serviced.
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Maximum Revisions

Each Distribution allows you to determine how many versions of the Distribution are kept by the
Distributor and Subscribersin their working directories. The default isinfinite for all Distribution
types, whether the Distribution is created in ConsoleOne or iManager; however, the File and
Desktop Application types of Distributions have adefault of 10if they are created in ConsoleOne.
Make sure that you fill in the Maximum Revisions field attribute when creating Distributions.
Consider disk space availability when cal culating the maximum number of revisions.

If you select to limit the revisions, the e-mail fields are available, where you can specify atrigger
to notify e-mail recipients when your maximum number is approached, as well as define who the
e-malil recipientsare. If you select to allow unlimited revisions, the e-mail fields are not available.

The File Distribution only builds a complete Distribution the first timeit creates the Distribution.
All subsequent versions arejust the differences (deltas) between acurrent version and its previous
version. However, when the File Distribution reaches its maximum number of revisions, it deletes
all previous versions and build an entirely new Distribution (called abaseline), and starts from 1
in counting the number of revisions.

When the maximum number of revisionsis met for FTP, HTTP, and Server Software Package
Distribution types, the agent deletes the oldest version of the Distribution and adds the current
version to the revisions. Therefore, it never exceeds the maximum number entered in the
Distribution object.

When the maximum number of revisionsis being approached, an SMTP e-mail notification is sent
if SMTP notification has been configured.

I/0 Rate (Bytes per Second)

Updating the Distrib

Thisisan attribute found in the Distributor and Subscriber objects. It isused to control the amount
of bandwidth used by the Distributor or parent Subscriber when sending Distributions. The default
is unlimited, meaning the sender uses al the bandwidth available in sending Distributions.

utor’s eDirectory Information

The Distributor must be updated with the configuration information contained in the Tiered
Electronic Distribution objects in eDirectory.

Configuration changes include any changes made to the attributes of the Distributor object,
Distribution objects belonging to that Distributor object, or Channel objectsto which the
Distributor object is associated.

The Distributor has a schedule that determines how often it reads eDirectory for configuration
information. Set this schedule to coincide with the frequency at which Tiered Electronic
Distribution objects are modified in eDirectory.

You can also force an eDirectory refresh by right-clicking a Distributor object and selecting the
Refresh menu option, or by using the ZENworks Server Management role in iManager (see
“Forcing Policy and Distribution Services Agent Actions’ on page 81).

Checking the Distribution Package Changes

The Distribution’s Build schedule tells the Distributor the frequency at which the Distribution
should be checked for changes.

For example, the Distribution schedule might specify aweekly build. The Distributor rebuilds that
package and comparesit to the previous version to see if there have been any changes.
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MSI Distribution Extraction Errors

Some M SI Distributions can fail to extract on Windows 2000 servers (usually displaying error
1603), but not on Windows Server 2003 servers. The difference isin how the two operating
systems differently handle the rights needed to install the MSI packages.

This can be solved for Windows 2000 servers by editing the properties in the M S| Distribution:
1 In ConsoleOne, access the MSI Distribution’s properties.
2 Onthe Typetab, select the MSI package listed under Selected Packages.
3 Click Edit Parameter List to open the Edit Parameters dialog box.
4 In the Custom Parameters field, enter:
ALLUSERS=1
5 Click OK to save the change.
6 Repeat Step 2 through Step 5 for each M S| package listed under Selected Packages.
7 Click OK to save the updated M S| Distribution properties.

Determining the Distributions

You can distribute whatever you can represent on the file system. Thisincludes server applications
and files. For example, the applications or files could fulfill one of the following purposes:

*

Installing server software (such as virus protection software)

*

Updating server software (such as a NetWare support pack)

*

Updating files (such as virus patterns) on servers

*

Enforcing standardization of server filesor configurations (such as replacing the autoexec.ncf
file on a NetWare server with an updated version)

Use a descriptive method for naming the Distributions. You can a so use these names for naming
the Channels associated with the Distributions. For example:

VirusProtect
VProtectPatterns
NW51patch4
NWepatchl
AUTOEXECNCF000326

The following sections explain the different Distribution types and issues related to determining
your Distributions:

+ “The Distribution Types’ on page 115
+ “Determining the Sizes and Frequencies for Distribution Packages’ on page 120

The Distribution Types
There are several Distribution types. Each type has unique features that tailor it for specific needs.
+ “Desktop Application” on page 116
+ “File” on page 116
+ “FTP’ on page 118
¢ “HTTP’ on page 118
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¢ “MSI” on page 118

+ “Policy Package” on page 119

+ “RPM” on page 119

+ “Software Package’ on page 120

For information on how to configure each Distribution type, see“ Creating a Distribution” on
page 121 (specificaly, Step 6 on page 122).

For the File and FTP types of Distributions, a Distribution Wizard is available for automating the
process of creating them. For more information, see Using the Distribution Wizard” on page 141.

Desktop Application

Distributesthe Application objects (that are created in Desktop M anagement) and the application’s
associated files to specified locations on the eDirectory tree and target Subscriber servers. This
Distribution type allows you to solve geographic, workload, and redundancy issues for
applications distributed by Novell Application Launcher that otherwise might require much of
your timein manual configuration work in Desktop Management. For more information, see
Chapter 6, “Desktop Application Distribution,” on page 267.

The Desktop Application Distribution type is not supported for Linux and Solaris servers.

This Distribution type automatically distributes amodified copy of the original Application object
to acontext in the eDirectory tree (a Subscriber’s working context), and automatically copies the
application’sfiles to the Subscriber server that can locally service its users and workstations. It
performs all of the appropriate hookups to the modified Application object to render it fully
functional.

For the Desktop Application Distribution, you can set the maximum number of revisionsin the
Distribution object. When the version number reaches the number that you set, the Distributor
rebuilds the entire Distribution. By default, this number is 10.

You can send Desktop Application Distributions to Subscriber servers on atreethat is different
from the Distributor server’s. However, the recipient server’s Subscriber object must residein the
same tree as the modified Application objects that are created by the Distribution. The External
Subscriber object isused on the Distributor’s tree to send a Desktop Application Distributionto a
server on another tree.

File

With this type you can select files and/or directories from the Distributor server’sfile system for
distribution, and select a destination location for extraction on the Subscriber.

The File type is sequential, meaning it controls the order for the building and extraction of
Distributions. This prevents the building and extracting processes from being performed out of

sync.

IMPORTANT: Linux and Solaris file systems are case sensitive to allow paths and filenames that are identical
except for case differences. However, if you select two such files, only the first file selected during extraction
is distributed, because the File type is not case sensitive. Therefore, do not place two files into a File
Distribution where their paths and filenames are identical except for case differences.

By default, Cache and Forward is used. This process allows a parent Subscriber to begin sending
a Distribution to subordinate Subscribers before it has finished receiving the Distribution. This
alows entire Distributions to be sent more quickly through a chain of parent Subscribersin the
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Distributor’s routing hierarchy than if they each had to wait until each Subscriber had completed
receiving the Distribution before it started sending.

TheFileDistribution isuseful for distributing large Distributions that change often, thus requiring
updates that need to be distributed frequently.

For the first version of a Distribution, the Distributor builds the entire Distribution (creating a
basgline). A unique feature of the File typeisthat for all subsequent versionsit calculates the
differences at build time and only builds a delta of the Distribution.

The File type does this by keeping alist of the files and directories contained in a Distribution on
the source machine (the Distributor or a parent Subscriber). If a source file changes, a new
Distribution is built the next time its Build schedule starts. However, this new Distribution only
contains the files that are different between the previous version and the current version. Thisis
known as a delta of the original Distribution.

This delta of the Distribution file is what is distributed to the Subscribers-not the entire
Distribution.

TheFiletypeisalso effective when changes are frequent because it can build much smaller deltas.

There is no option to send the entire File Distribution. However, after the maximum number of
revisions has been met, the Distribution is completely rebuilt and all deltas and previousrevisions
are deleted. Therefore, if you set the maximum number of revisionsto 1, deltas are not used and
the entire Distribution is built and sent every time.

For example, the first build is the baseline Distribution (version 1), the first update (Delta 1) is
version number 2, the second update (Delta 2) is version number 3, and so on until the number of
revisions you set is reached, which triggers a new baseline rebuild. By default, this number is 10.

Pre and Post actions can be set for File Distributions. For more information, see “Pre and Post
Processing for Distributions’ on page 124.

You can set the maximum number of revisionsin the Distribution object.

If synchronization isenabled, you can use the File type for removing files and directories from the
Subscriber server’s file system upon extraction of the Distribution in one of two ways:

+ Edit the Distribution object: Remove files from the list of files and directoriesin the
Distribution object. When the Distribution is built again, those files and directories are not
included.

+ Removefilesfrom the Distributor’sfile system: Remove files from the Distributor’s file
system that were part of the Distribution. When the Distributor is refreshed, it rebuilds the
Distribution without those files and directories.

In both cases, upon extraction of the Distribution, and with synchronization enabled, those files
and directories are removed from the Subscriber server’sfile system. For more information on
synchronization, see “ Directory Sync Granularity for File Distributions’ on page 173.

To manually force a Distribution to be built, you can use iManager (see“Forcing Policy and
Distribution Services Agent Actions’ on page 81).

Tiered Electronic Distribution 117



FTP

With thistypeyou can create a Distribution consisting of filesfrom one or more FTP sources. Each
source can contain one or more directories and/or files.

When an FTP site directory entry isadirectory, all of its files and subdirectories are built for the
Distribution.

Server Management now supportsretrieval of symboliclink files. Thisallowsthe Linux or Solaris
environments to receive FTP files that would be considered invalid on other platforms.

Whenever a Distribution’s Build schedul e starts:

+ The FTP type creates anew Distribution only if the new version would be different than the
previous version.

+ The Distributor builds the entire new Distribution.

+ The Distributor sends each new version of the Distribution to the appropriate Subscribers.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

HTTP

With thistype you can create a Distribution consisting of one or more HT TP sources. Each source
can contain one or more target entries.

Whenever aDistribution’s Build schedul e starts:

+ TheHTTPtypecreates anew Distribution only if the new version would be different than the
previous version.

* The Distributor builds the entire new Distribution.

+ The Distributor sends each new version of the Distribution to the appropriate Subscribers.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

MSI

Distributes Microsoft Software Installer (MSI) packages to Windows servers, where the M S|
engineis used to install the Windows-specific software included in an MSI Distribution. Any
vendor can create M S| packages for their software for installing in a Windows environment.

The Installshield* AdminStudio* ZENworks Edition software for creating .mst filesis available
onitsown CD that is provided with the ZENworks 6.5 product.

MSI 3is supported as aversion that can be distributed. However, ZENworks 6.5 does not
individually support any of MSI 3's new features.

The components of an M S| Distribution consist of .msi, .msp, and .mst files:
+ msi file: An MSI package containing Microsoft software to be installed by the MSI engine.

An MSI package canincludejust the .msi file, or the .msi file with the other filesin itsfolder
and all of the files contained in any subfolders.

+ .mst file: A filethat adds, deletes, or changes the propertiesin an M S| package to enable
customizing of the installation for different groups of users.
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+ .msp file An MSP package that provides a patch to an MSI package.
M Sl-based patch files might have filename extensions other than .msp.

An MSI Distribution might contain:
+ Oneor more MSI packages
+ Oneor more MSI packages with one or more .mst files applied to each MSI package
+ One or more MSI packages with one or more M SP packages

+ One or more MSI packages with one or more M SP packages and one or more .mst files
applied to each M S| package

+ One or more M SP packages only, because .msp files contain the information necessary for
identifying the MSI packages' applications that they are to patch

Patching can include modifying the settings of a machine, as well as updating files.

You can determine the application order of the .mst files for each MSI package, and you can
determine the execution order of the MSI and M SP packages listed in the Distribution.

When an M S| Distribution includes both of the MSI and M SP components, post-installation
actions are added by the Distributor to the Distribution to ensure the correct order of completion.

Because an MSP is designed to modify a specific MS| package, you need to make sure that you
have the correct order of execution.

Some M SI Distributions can fail to extract on Windows 2000 servers. To solve this problem, see
“MSI Distribution Extraction Errors’ on page 115.

Policy Package

This type provides the mechanism for applying policies to servers. In previous versions of Policy
and Distribution Services, al policies were enforced through eDirectory object and container
associations. With ZENworks 6.5 Server Management, policies are now distributed Subscriber
servers for enforcement using the Distributed Policy Package. However, policies for Distributors
continue to be enforced through context associations using the Container Package or Service

L ocation Package.

With the Policy Package Distribution, you send policies directly to serversas Distributions, which
are extracted on the receiving Subscriber server. The contained policies are then enforced on that
server.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

To send a Policy Package Distribution to a Subscriber using an External Subscriber object, you
must edit the agentinfo.properties file to prevent trusted tree errors. For more information, see
“Preventing Trusted Tree Errors for Policy Package Distributions’ on page 159.

For more information on each policy, see “Server Policy Descriptions’ on page 198.

RPM

You can distribute any Red Hat Package Manager (RPM) packages that you have previously
created to your Linux and Solaris servers using the RPM Distribution.

For Solaris, RPM must first be installed on the server, because it is not installed with Solaris
software by default. Solaris’ equivalent is PKG
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Whenever a Distribution’s Build schedul e starts:
+ The Distributor builds the entire new Distribution.

+ The Distributor sends each new version of the Distribution to the appropriate Subscribers.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

Software Package

A Server Software Package is created in ConsoleOne in the Server Software Package namespace.
For more information, see Chapter 5, “ Server Software Packages,” on page 231.

Software Package isthe most robust type of Distribution. It includesinstallation prerequisites, pre-
installation instructions, post-installation instructions, and the ability to modify text fields, SET
parameters, registry settings, and the products.dat file.

With the Software Package Distribution you can select .cpk filesfor distribution. Thisallowsyou
to place a software product into a Distribution for automatic installation on the receiving server.
This can include software updates to existing server software on the server.

You can select multiple .cpk files for one Distribution. Then, individual .cpk files are applied on
the Subscriber, depending on whether the .cpk file's prerequisites are met.

IMPORTANT: The order that the .cpk files are applied on a server is not guaranteed, and .cpk files contained
in one Distribution that might start in a certain order might not all finish in that same order. Therefore, place
each .cpk file in its own Distribution if you want them to be installed in a particular order and use Distribution
scheduling to determine the order. For more information, see “Forcing the Software Package Distribution Order
Using Multiple Distributions” on page 233.

Determining the Sizes and Frequencies for Distribution Packages

A Distribution’s size and frequency of being built and sent depends on the following:

+ Thesizeand number of files being distributed. Knowing this hel psin determining the amount
of disk space to be used on Distributor, Subscriber, and parent Subscriber servers.

+ A Software Package Distribution (.cpk) always builds an entirely new version of the
Distribution each time the source changes.

¢+ HTTPand FTP Distributionsawaysbuild an entirely new version of the Distribution whether
the source has changed or not.

+ How often the packages change and need updating. Knowing this hel ps determine how
frequently new versions of the package are created. Servers required to rebuild large
Distribution packages on aregular basis should have the processing power to perform this
work. The creation of many versions of a package also affects the amount of disk space used
in the Distributor’s working directory.

+ The number of versions of a Distribution package that are retained. This also affects disk
space usage on the Distributor’s and Subscribers’ servers.

+ TheFile Distribution creates a deltafile for each new version of the Distribution until it
reaches the number you have specified in the Maximum Number of Revisionsfield (10 isthe
default). Then it begins a new baseline Distribution. The delta file contains only the
differences between the last and current versions of the Distribution.
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Creating a Distribution

1

2

In ConsoleOne, select the container where you want the Distribution to be created, click File
> New > Object, select the Distribution type, then click OK.

Specify a Distribution name.

IMPORTANT: Periods (.) are not allowed in Distribution names. Instead, use dashes (-) or underscores
() as word separators. If you use a period in the Distribution name, the Distribution is not sent, and the
Distributor is not reloaded after it has been exited.

To give the Distributor ownership of the Distribution, browse to select the Distributor object,
select Define Additional Properties, then click OK.

The Distribution object’s properties are displayed.
Each Distribution belongs to a single Distributor that builds and sends the Distribution.
Click General > Settings and fill in the fields:

Active: Required. In order to make a Distribution available to Subscribers, it needs to be
active.

Use Digests. Digests are used by Distributors and Subscribers to verify that Distributions
have not been tampered with while in transit. The digest provides an MD5 checksum for the
Subscriber to compare.

Creating adigest takes more time on larger Distributions. The number of minutes per
megabyte is dependent on the hardware configuration of the server where the digest is being
created.

Digests aso detect corruption in a Distribution’s package. In the case of corruption, the
Subscriber renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is
rebuilt and sent the next time the Channel’s schedule fires.

Encrypt: You can have the Distribution encrypted if you are sending it across non-secured
connections. Encryption provides security for the Distribution during transit between the
Distributor and Subscriber when they are not within the same firewall. Select either Strong or
Weak encryption. You aso must havethe sameversion of NICI 2.6.4 installed to each of these
servers for encryption to work (see“Installing NICI 2.6.4” on page 52). However, if you
already have NICI 2.4.6 installed, it is optional whether you upgrade to NICI 2.6.4, because
these versions are compatible with each other.

Maximum Revisions: Thisnumber helpsyou to control disk space usage by determining how
many versions of a particular Distribution are kept in the Distributors and Subscribers
working directories. The default is 10. Select Limited and enter a number.

Increase the number if dataischanging often and the changesare minimal (smaller deltafiles).
Decrease the number if datais not changing very often, or if asignificant amount of datais
changing (larger deltafiles).

The following e-mail options are available if you set a maximum number. If you select
Unlimited, these options are dimmed.

+ Approaching Maximum Revision Email Notification List: Containsthe e-mail
addresses of anyone who isto be notified when a Distribution is approaching the
maximum revisions set in the Maximum revisions field. Here, you can either remove a
single or all displayed addresses.

¢+ Email Address(Maximum Revision Notification): You can add e-mail addressesto the
list in Approaching maximum revision email notification list. Just enter an e-mail address
and click Add and it is displayed in the listing.
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+ Send Natifications When Distribution Revision Is___ or Less of Reaching
Maximum Revisions: Enter anumber to indicate how close “ approaching” is. When the
current revision number of Distribution plus this number equal the maximum revisions,
an SMTP natification is sent to the listed addressees.

SMTP must be configured and its e-mail server address listed in the next field.

+ Email Server Address. The SMTP server used to send the e-mail notifications. For
example, mail.novell.com.

For information on configuring SMTP e-mail notifications, see“SMTP Host” on
page 205.

Priority: You can give the Distribution a priority that determines how it is sent in relation to
other Distributions. A High priority meansit is sent before Medium or Low priority
Distributions. For information on prioritizing Distributions, see “ Prioritizing Distributions”
on page 124.

Distributor: The DN of the Distributor object that builds and sends this Distribution.This
attribute cannot be modified. You selected the Distributor when you created the Distribution
object.

Description: Provide useful details about the Distribution, such as the name of the desktop
application, the files and directoriesit contains, intended user groups, and so on.

Click General > Restrictions and select a platform restriction:

Platform Restrictions: If you want to select specific operating system versions as a
prerequisite to receiving this Distribution, deselect No Restrictions and select the desired
operating system version. You can select from the following:

No Restrictions

NetWare All

NetWare 4.x (earlier versions of ZfS supported these platforms)
NetWare 5.0 (earlier versions of ZfS supported this platform)
NetWare 5.1

NetWare 5.x

NetWare 6.x

Windows Server

Solaris

Linux

Selecting the No Restrictions check box means that the Distribution can be sent to any
platform.

If you select NetWare All, you do not need to select any of theindividual NetWare platforms.

Select the Type tab and use the drop-down box to chose a Distribution typein the Select Type
field:

“Desktop Application” on page 375

“File” on page 376

“FTP’ on page 378

“HTTP” on page 380

“MSI” on page 381

“Policy Package” on page 383

“RPM” on page 384

“ Software Package” on page 385
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For some Distribution types, when entering information into afield, such asadirectory name,
be sure to press Enter or the change is not saved.

IMPORTANT: For the FTP, HTTP, RPM, Software Package, and Desktop Application types of
Distributions, if a target file is found to be locked during extraction, the Subscriber throws an exception
stating that the file could not be copied. The Distributor receives this information from the Subscriber and
logs the failure in the reporting database.

Select the Schedule tab and select a schedule:

The Build schedul e determines how often the Distributor builds a new version of the
Distribution.

Two options allow you to override the Channel’s Send and Subscriber’s Extract schedules:

¢ Send Distribution Immediately After Building: Overrides the Channel’s Send
schedule, allowing you to immediately send the Distribution, rather than wait for the
Send scheduleto start. However, the Subscriber’s Extract schedule determineswhen it is
extracted for use.

¢ Extract Distribution Immediately After Receiving: Overridesthe Subscriber’sExtract
schedule, allowing the Distribution to be immediately extracted, rather than wait for the
Extract schedule to start. Thisis useful for Distributions that need to be extracted
immediately, such as a Distribution that provides virus patterns.

Build Schedulefor File Distributions: Thistype builds anew Distribution and comparesit
with the previous version for changes. If there are changes, the File type builds afile
consisting of the differences between the current version and the previous version. When the
maximum number of versionsis reached, the type builds a complete Distribution (not just a
file containing the differences) and deletes al previous versions.

Build Schedulefor HTTP, FTP, and Software Package Distributions: These types build
new versions of the Distribution each timethe Build schedul e starts, regardl ess of whether the
Distribution has changed. It sends this new version to all Subscribers.

When sending a Distribution, the sender retries every 2 minutes for 30 minutes, then stops. It
does not begin sending again until the Channel schedule starts again.

Select the Channels tab and fill in the field:

Channels; Each Distribution must be associated with at least one Channel in order for it to be
sent to a Subscriber. A Distribution is be sent to al Subscribers of the selected Channel or
Channels.

If you want to set pre or post actions for the Distribution, see “Pre and Post Processing for
Distributions” on page 124 for the steps.

Click OK, then select Yes to resolve the certificates.

For NetWare and Windows servers, this copies the security certificates from the Distributor
to Subscriber subscribed to the Channel. For Linux and Solaris servers (if you do not have
drives mapped to them), you may need to resolve the certificates manually.

For information, see “ Resolving Certificates’ on page 299.
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Prioritizing Distributions
Distributions can be prioritized in two ways:

+ Send Queue: You can prioritize the order in which Distributions are sent: High, Medium, or
Low. For example, in agiven Channel, all High priority Distributions are sent first, then the
Medium priority Distributions are sent, and then the Low priority Distributions are sent.

Because Distributions with mixed priorities cannot be sent concurrently, you can control the
order in which Distributions are sent by the priorities that you assign them.

+ Output Rate: You can configure different output rate settings for a Distribution, based on a
priority: High, Medium, or Low. Thisallowsyou to control the bandwidth a Distribution uses.
For example, if you want your High priority Distributionsto utilize the most bandwidth, you
should configure their output rates with the High priority. Blank means that bandwidth is
taken from third-party applications.

The Maximum Number of Concurrent Distributions value is affected by prioritizing. Thisvalueis
subordinate to the priorities set for the Distributions. For example:

* You have the concurrent Distribution number set to 10.

¢ There are 3 High priority Distributions.

* There are 6 Medium priority Distributions.

+ There are 20 Low priority Distributions.

+ |nitialy, only the 3 High priority Distributions are sent concurrently.

+ After dl 3 of the High priority Distributions are sent, the 6 Medium priority Distributions are
sent concurrently.

+ After all 6 of the Medium priority Distributions are sent, 10 of the 20 Low priority
Distributions are sent concurrently, and so on.

Pre and Post Processing for Distributions

Pre and post processing actions are new features for Distributions in ZENworks 6.5 Server
Management:

* “Pre and Post Processing Actions Now Availablein Distributions’ on page 124

+ “Pre and Post Actions in Software Packages versus Distributions” on page 125

+ “The Pre and Post Feature Enhances Software Package Distribution Processing” on page 125
* “Error Messages Given When Valid Distribution Types Are Not Selected” on page 126

* “Pre and Post Distribution Processing Actions’ on page 126

Pre and Post Processing Actions Now Available in Distributions

To apply execution logic to aDistribution, pre and post actions are now availablefor thefollowing
Distribution types:

File

FTP

HTTP

MSI

RPM

124  Novell ZENworks 6.5 Server Management Administration Guide



Software Package 1

1 Previoudly, only a Server Software Package had this functionality. Now both the software
package and its Software Package Distribution can have pre and post actions defined.

The benefit of having pre and post actions in these Distribution types is that you are no longer
restricted to using only Server Software Packages to perform those actions.

The pre and post processing actions are not available for the following Distribution types:

Desktop Application
Policy Package

Pre and Post Actions in Software Packages versus Distributions

In Server Software Packages, the pre and post features are contained in two different tabs: Pre-
Installation and Post-1nstallation, with Script and Load/Unload tabs for accessing the various

options.
For the Distribution typesthat now havethisfeature, aPre/Post Actionstab has been added to their

Distribution object’s properties (with Pre-Distribution Actions and Post-Distribution Actions
tabs).

The following options are available from the Pre/Post Actions tab:

Load Java Class

Script

Start Process

Stop Process

Start Windows Service
Stop Windows Service

For more information on these options, see “Pre and Post Distribution Processing Actions’ on
page 126.

The Pre and Post Feature Enhances Software Package Distribution Processing

When either apre or post action is defined for a Software Package Distribution, the following is
done:
1. Alist of .cpk files contained in the Distribution is created in the Type tab of the Distribution
object.
2. All pre actions are processed according to the order you defined for them.
3. The .cpk files are processed seridly.

4. All post actions are processed according to the order you defined for them.

You can use Pre and Post Actionsin a Distribution object containing multiple software packages
to ensure pre and post actions are performed before and after the software packages listed in the
Distribution are processed. However, pre and post processing only guarantees the order on
ZENworks 6.5 Server Management Subscribers, because this functionality is not backwards
compatible with ZENworks for Servers 3.x Subscribers.
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Error Messages Given When Valid Distribution Types Are Not Selected

There are some instances when the Pre/Post Actions tab display only a message:

+ InaDistribution object’s properties, if you have not yet selected a Distribution type, the
following message is displayed on the Pre/Post Actions tab:

You must select a Distribution type before you can configure pre or post
actions.

However, you must not only select a Distribution type, you must also “save” it by clicking
Apply. Then the Pre or Post page recognizes the Distribution and the Pre or Post actions can

be applied.

+ |f theDistribution typeyou have selected is either Policy Package or Desktop Application, the
following message is displayed on the Pre/Post Actions tab, because pre/post actions are not

supported for those types of Distributions:

This Distribution type does not support pre or post distribution actions.

Pre and Post Distribution Processing Actions

In each of the following sections, the information provided applies to both the Pre-Distribution
Actions and Post-Distribution Actions subtabs of the Pre/Post Actions tab. The difference is that
Pre-Distribution Actions occur before the main Distribution is extracted and Post-Distribution
Actions occur after the Distribution has completed extracting.

* “Start Process Action” on page 127

+ “Sart/Stop Windows Service Action” on page 129
+ “Script Action” on page 130

¢ “Load Java Class Action” on page 131
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Start Process Action
This action works for Windows services, Java processes, and NLM processes.

The Start Process action is similar to the Load NLM/Process action in Server Software Packages.

Properties of Distribution to see MSI type ﬂ

General vI Channels | Type | Schedule | Pre/Post Actions ~ | MNDS Rights v| Cither |
Pre-Distribution Actions

Start Process

Filename: I

Parameters: I

I wsit for this process to finish running hefore continuing.

Remove |
Page Options... | Ok | Cancel | Apply | Help |

1' il IStart Process LI

To add a Start Process action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

* Filename: This must be the exact name. For NetWare, include the .nlm extension.
For Linux and Solaris, you must include the full path.
¢ Parameters: Include any command line parameters for the NLM™ or process being run.

* Wait For This Process To Finish Running Before Continuing: You can select this option
for an NLM or processthat terminatesitself. It must terminate within 10 minutes, or thewhole
loading process fails. By default, this option is deselected.

If you select an NLM to be loaded by the Distribution, and the NLM is already running on the
target server, the package installation fails and is rolled back (if rollback is enabled).

You can make surethat an NLM isnot already loaded when you areincluding it in the Distribution
by adding a Stop Process option for that NLM before adding the Start Process option—nbut only if
this NLM does not require user input from the keyboard to unload it.
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Stop Process Action
This action works for Windows services, Java processes, and NLM processes.

The Stop Process action is similar to the Unload NLM action in Server Software Packages.

Properties of Distribution to see MSI type ﬂ

General vI Channels | Type | Schedule | Pre/Post Actions ~ | MNDS Rights v| Cither |
Pre-Distribution Actions

Filename: I

I wsit for this process to stop before cortinuing.

ﬂi“stopProcess LI Remove |
Page Options... | Ok | Cancel | Apply | Help |

To add a Stop Process action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

+ Filename: This must be the exact name, including the extension if it isan NLM. Because
many NLM files require user input to unload, their unloading cannot be automated.

For Linux and Solaris, only enter the name of the process; you should not enter any path
information. All processes running on the machine by that name will be stopped.

+ Wait For This Process To Finish Running Before Continuing: You can select this option
for aprocess that unloads itself. By default, this option is desel ected.

If an NLM requiresintervention to unload, you must remember to unload it manually beforetrying
to install the Distribution.
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Start/Stop Windows Service Action

This action works for Windows services only.

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions

Service: I

[ wsit for this service to finish running before continuing.

il il IStart Windoves ServiceLI Remove |
Page Options... | Ok Cancel Apply Help

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions

Service: I

[ wsit for this service to stop hefore continuing.

il il IStop Windoves ServiceLI Remove |
Page Options... | Ok | Cancel | Apply | Help |

To add aStart/Stop Service action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

* Service: This must be the exact service name.

+ Wait For This Service To Finish Running Before Continuing: You can select this option
for aservice that starts or stopsitself. By default, this option is deselected.
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Script Action
This action works for Windows services, Java processes, and NLM processes.

You can run server scripts before installing the main Distribution files. Use the arrows to arrange
the scripts’ execution order.

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions
Script Type: ISystem =~ l
Script:
it METEASIC
Ferl
1' il IScript =~ l Al | Remove |
Page Options... | Ok | Cancel | Apply | Help |

To add a Script action, select the option in the drop-down box and click the Add button. The word
“Script” defaults, which you must change to the script filename, including its full path. (Without
the path, the script cannot be found to run it.)

Then fill in the fields:

+ Script Type: Therearethree script types: System, NetBasic, and PERL. Thetext you enter in
the Script box must match the type you select.

IMPORTANT: NetBasic is not supported on NetWare 6.5 servers.
¢ Script: Enter the text of the script.

WARNING: If a Distribution executes the script, processing done by the script cannot be undone by
rollback.
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Load Java Class Action

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions

Clazs name:

Parameters: I

JWwh Parameters:

I wsit for this process to finish running hefore continuing.

1' il ILoad Java Class LI Remove |
Page Options... | Ok Cancel Apply Help

This action works for NetWare only.

To add aL oad Java Class action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

+ Class Name: This must be the exact name. The .class extension is not necessary.

IMPORTANT: In order to load a Java class, java.exe or jre.exe must already be in the path on the server
receiving the Distribution. Or, in this field, you can include the full path to the file.

+ Parameters: Include any command line parameters for the Java application being run.
+ JVM Parameters: Include any parameters for the Java machine.

+ Wait For This Process To Finish Running Before Continuing: You can select this option
for aJavaapplication that terminatesitself. It must terminate within 10 minutes, or the whole
loading process fails. By default, this option is deselected.

Reassigning a Distribution to Another Distributor

A single Distributor can service many Distributions, which could cause performance degradation
on that Distributor’s server. In version 6.5, there is away to reassign a Distribution from one
Distributor to another to balance the work load without needing to re-create the Distribution.

You can select one or more Distributions and reassign them to another Distributor.

If you delete a Distributor object in ConsoleOne, you are asked if you want to reassign the
Distributions that it services.
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To reassign a Distribution to another Distributor:
1 Determine which Distributions you want to reassign to another Distributor.
2 In ConsoleOne, do one of the following:

+  Select one or more Distribution objects, click Tools, click ZENworks Server
Management, then click Assign New Distributor.

IEnNovell ConsoleOne 10l =l

File Edit Wiew | Tools Help

o] S ZEMworks Inventory ] |1m_u| o | |
m ZEMworks Remote Management  » c‘“‘b 5 U lg'

-

Es My Warld Install... ibution 1

Install Movel-Defined Reports, ..
Schema Manager...
ZENwarks Utilities

 Managemenkt Distribution ‘Wizard. ..

ZENwarks Reports. .. Manual Distribution. ..

D[g Databases Assign Mew Distributor, .,
E‘DQ S

-7 Channels
®g [Distributiong]
8 Distributars
8 Palicies
=1 Subscribers
-5 Security

¥ ANGST

¥ MOVELL_ING

El----.ﬁ Server Software Packages

1 items %

leer: admin Servers Maovell I'I'ree: IFSDOC

+  Select one or more Distribution objects, right-click the selected objects, then click Assign
New Distributor.

IEnNovell ConsoleOne =10 x|
File Edit Wiew Tools Help
re|® ® e 1] 2 v e alEe s

@ Wy World (€5 Distrituttinn 1 |

-8 NDS Hew »

- ¥ ZFEDOC Rename. ..
g8 Movell Delete NDS Object
€@ Role Based Senvice e

=78 Servers

=718 ZENwarks
#-7§ Datahases
E|Dl§ o Rights to Other Objects. ..

; P8 Channels Assign Mew Distributar, ..

g Properties...

8 Distributars

3 Policies

-1 Subscribers

-5 Security

-4 ANGST

(-4 NOVELL_ING

-8 Server Software Packages

Trustees of this Object. ..
Extensions of this Object. ..

1 items %

leer: admin Servers Maovell I'I'ree: ZFSDOC
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The following diaog box is opened when using either of the above options.

Assign New Distributor =

Select the Distributar to be the neww owner of the selected Distributions.

selected Distributions:
Distribution_File.Distributions. S ZEMworks Maovell

ey Distributar:

[¥ Refresh Distributors

o | Cancel |

The Distributions you selected are listed in the Selected Distributions list.
If you want to change the list, you must click Cancel and reselect the Distribution objects.

3 Inthe New Distributor field, browse for the Distributor object that you want to be the new
owner of these Distributions.

IMPORTANT: Any files on the current Distributor server’s file system that belong in the Distribution must
be copied or moved to the new Distributor server’s file system, using the identical full path. This is covered
in Step 7.

4 If you want the Distributions to be built by the new Distributor owner as soon as you’ve
finished reassigning them, select the Refresh Distributors check box.

The new Distributor is refreshed upon exiting this process (see Step 5), so that it immediately
recognizes its new Distributions.

IMPORTANT: If you have files to copy, such as for the File, MSI, and Desktop Application types of
Distributions, you should wait to refresh the new Distributor until after you have copied or moved the files
for those Distributions to the new Distributor server’s file system, this task is accomplished in Step 7
through Step 12.

5 Click OK to transition the Distribution objects to the new owner.

6 Tomaketheold Distributor awarethat it no longer has the Distributions that were reassigned,
right-click the old Distributor’s object, then click Refresh Distributor.

IMPORTANT: The reassignment tool in ConsoleOne only reassigns the eDirectory objects. Therefore,
for File or MSI Distributions, the files contained in those Distributions reside on the old Distributor’s file
system. These files need to be moved to the new Distributor’s file system so that the new Distributor has
access to them for building these File or MSI types of Distributions. This is covered in Step 7.

For Desktop Application Distributions, you need to review the Application objects to determine which files
contained on the old Distributor’s file system need to be moved to the new Distributor’s file system. This
is covered in Step 10.

7 If aDigtributionisaFile or MSI type, do the following:

7a In ConsoleOne, right-click the Distribution object for the Distribution that you want to
reassign, then click Properties.

7b Select the Type tab.
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7c IntheFiles To Be Distributed list, note all of the files or directories to be distributed,
including their full paths.

7d Exit the Distribution object.

8 Using your file location notes and file management software (such as Windows Explorer),
copy or moveal of the Distribution’sfiles from the current Distributor server’sfile systemto
the file system of the Distributor server that is the new owner of the Distribution.

Thefull paths and filenames must exactly match between both of the Distributor servers' file
systems. If you do not make the paths identical between the old and new Distributor servers,
you need to edit the Distribution’s properties to match the newer paths.

9 Repeat Step 7 and Step 8 for each Distribution to be reassigned.
10 If aDistribution is a Desktop Application type, do the following:

10a In ConsoleOne, right-click the Distribution object for the Distribution that you want to
reassign, then click Properties.

10b Select the Type tab.

10c Note which Application objects are in the Distribution, then note the .fil files for each
Application object, including their full paths.

10d Exit the Distribution object.

11 Using your file location notes and file management software (such as Windows Explorer),
copy or move al of the Distribution’s Application object files from the current Distributor
server’sfile system to the file system of the Distributor server that is the new owner of the
Distribution.

Thefull paths and filenames must exactly match between both of the Distributor servers’ file
systems. If you do not make the paths identical between the old and new Distributor servers,
you need to edit the Application object’s properties to match the newer paths.

IMPORTANT: Although you normally have automatic temporary file clean-up for this Distribution, the
temporary files for the Distribution being reassigned must be cleaned up manually from the old
Distributor’s server.

12 Repeat Step 10 and Step 11 for each Distribution to be reassigned.

13 If you did not elect to refresh the Distributorsimmediately, and you want the new Distributor
to now recognizeits new Distributions, right-click the new Distributor’s abject, click Refresh
Distributor.

ThepreviousDistributor no longer attemptsto build the transitioned Distributions. The Distributor
that now ownsthe Distributionsisthe one to build and send them, according to the Build and Send
schedules.

Deleting a Distribution

134

If you delete a Distribution object, you must immediately refresh the Distributor that owned the
Distribution; otherwise, the following can happen:

+ When the Build schedule fires, the Distributor tries to build a Distribution that it thinks still
exists, causing an error.

+ |IniManager, if you select the Distribution I nformation option for the deleted Distribution, the
Distributor receives a 601 null-pointer error.
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By immediately refreshing the Distributor, you prevent both of these errors from occurring,
because:

+ The Digtributor reads eDirectory when it is refreshed and no longer knows of the deleted
Distribution.

+ The Distribution Information option for the deleted Distribution is no longer availablein
iManager.

Removing a Distribution Object - Auto Removal of Temporary Files

Previously, when you deleted a Distribution or Channel object, removed a Distribution or
Subscriber from a Channel, or in some way caused one or more Distributions to no longer be
associated with one or more Subscribers, the Distributions' temporary files remained on the
Subscriber servers, and you had to find them and delete them manually to recover disk space.

Inversion 6.5, when aDistributor refreshes, thetemporary files of the Distributions that have been
removed (either deleted or removed from a Channel) are automatically deleted from Subscribers
to free up disk space.

What Causes Temporary Distribution Files To Be Cleaned Up

A Distribution’s temporary files are removed from a Subscriber server’s file system when:
+ TheDistribution object is deleted
+ The Channel object hosting the Distribution is deleted
¢ The Distribution is removed from the Channel
+ The Subscriber is unsubscribed from the Channel

What the Distributor Does

When a Distributor refreshes, it determines whether any servers (including parent Subscribersin
its routing hierarchy) still need to receive any of its Distributions. Where it isfound that a
Distribution is no longer needed, the Distributor notifies the Subscribers (including parent
Subscribers) to clean up that Distribution’s temporary files.

If aDistributor cannot contact a Subscriber or has not received asuccessful deletion reply, it sends
another notification to that Subscriber the next time the Distributor refreshes. Therefore, the
Refresh schedul e determines how often a Subscriber isnotified to clean up adeleted Distribution’s
temporary files.

A Distributor tries five timesto notify a Subscriber to clean up a Distribution. If unsuccessful, the
Distributor ceases notifying the Subscriber. Then, the temporary files on the Subscriber server can
only be cleaned up manually.

What the Subscriber Does

When a Subscriber receives a notification to remove a Distribution’s temporary files, it first
determines whether the Distribution to be cleaned up isin the process of being received, sent, or
extracted by the Subscriber server. If itisnot, the Subscriber removesany forwarding or extraction
events that are pending and deletes the Distribution’s directory containing the temporary files.
Then, the Subscriber notifies the Distributor of the removal so that the Distributor can keep track
of which Subscribers have successfully complied.

Parent Subscribers are treated the same as end-node Subscribersfor cleaning up Distribution files.
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Clean Up of Temporary Distribution Files on the Distributor Server

When the Distributor determines that a Distribution object is deleted from eDirectory, the
Distribution’s version directories (not the Distribution’s directory) are automatically deleted from
the Distributor’s working directory.

After the Distributor has determined that all notified Subscribers have successfully deleted the
Distribution directories from their file systems, the Distributor then deletes the Distribution’s
directory from itsfile system.

When Subscribers Must Wait to Clean Up Temporary Distribution Files

Temporary Distribution files cannot be del eted from a Subscriber’ sfile system until the association
between the Distribution and the Subscriber is broken. For example:

+ When aDistribution islisted in the Channdl where the Subscriber is subscribed, the
Distribution’s files can be received and extracted on the Subscriber server:

Distribution =——» Channel «—— Subscriber D

% @ @ Distribution's

Files Installed

+ |f the Subscriber isno longer subscribed to the Channel, or the Distribution is no longer listed
in the Channel, the Distribution’s temporary files can be deleted from the Subscriber server:

Distribution —— Channel Subscriber
AR 4
% @ @ Distribution’s
Temporary
Files Deleted
Distribution Channel «——— Subscriber
AR 4
% @ 64,5 Distribution's
Temporary
Files Deleted

However, if a Distribution and a Subscriber are associated through multiple Channels, the
Distribution’s temporary files are not deleted from the Subscriber’s file system until both the
Distribution and Subscriber objects are no longer associated through any Channel. For example:

* When aDistribution islisted in two different Channels and the Subscriber is subscribed to
both Channels, the Distribution’s files can be received and extracted on the Subscriber server:

f Channel 1 41’
Distribution @ Subscriber D
U
% Channel 2 S

T Distribution's

@ Files Installed
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* When the Distribution is removed from one of the Channels, the Distribution’s files can still
be received and extracted on the Subscriber server:

Channel 1
Distribution Subscriber D
Ut §
% Channel 2 ﬁb Distribution’s

@ Files Remain

+ When the Distribution is removed from both Channels, the Distribution’s temporary files can
be deleted from the Subscriber server:

Channel 1 41'
Distribution J, Subscrlber
% Channel 2 ﬁb Distribution’s

@ Temporary
Files Deleted

When a Parent Subscriber Can Remove the Temporary Distribution Files

There are two possibilities for when a parent Subscriber can have Distribution files on its server:

+ When both the parent Subscriber and the end-node Subscriber are subscribed to the same
Channel to receive its Distributions. The parent Subscriber passes on the Distributions and
also extracts them for itself.

* When the parent Subscriber is not subscribed to the Channel that the end-node Subscriber is.
The parent Subscriber only passes on the Channel’s Distributions.

In both cases, the following rules apply to when Distribution files can be cleaned up from a parent
Subscriber’s server:

+ |f the parent Subscriber unsubscribes to the Channel, the Distributions’ files are not deleted
from the parent Subscriber’s server, so that it can continue to forward those Distributions to
the end-node Subscriber server.

+ Only after the end-node Subscriber unsubscribes from the Channel is the parent Subscriber
able to clean up the Distributions' files from its server.

Handling Orphaned Distributions

The following sections explain how to handle the Distributions of a deleted Distributor object:
+ “Orphaned Distributions” on page 138
+ “Cleaning Up Orphaned Distributions’ on page 138
+ “Re-creating Deleted Distributions” on page 138
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Orphaned Distributions

Because Distributions belong exclusively to their Distributors, you cannot build and send those
Distributionsif you delete a Distributor object from eDirectory. The Distributions associated with
the deleted Distributor become orphaned and are no longer usable.

Any orphaned Distributions that have already been sent and extracted before you del ete the
Distributor object are usable by the Subscriber serverswhere they were extracted. However, these
servers no longer receive updated versions of the orphaned Distributions.

You can still see the orphaned Distribution objects in eDirectory, but no current or future
Distributor object can be associated with these orphaned Distribution objects.

Cleaning Up Orphaned Distributions

For al Distribution types, you can delete the Distribution’s directories on the Subscriber servers
file systems for all orphaned Distributions. We recommend that you del ete the Distribution’s
directories for any Distributions that you intend to re-create.

For most Distribution types, deleting the orphaned Distributions' directoriesisall you need to do
in order to clean up for management and disk space conservation purposes. These Distribution
types are:

Desktop Application
File

FTP

HTTP

RPM

However, for the Policy Package and Software Package Distribution types, you might need to undo
the processes that the Distributions initiated when they were extracted and installed.

For example, a Policy Package Distribution might require that you use iManager to remove the
policiesthat the Distribution set for the server. For moreinformation, see Step 4 under “Managing
the Policy/Package Agent” on page 82.

Re-creating Deleted Distributions

You need to re-create each orphaned Distribution that you want to continue to use. You can do this
using an existing Distributor object, or after you install a new Distributor.

After you have re-created a Distribution, al Channels previously associated with the orphaned
Distribution need to be associated with the newly created Distribution.

In re-creating the Distributions, you can use the configuration information from the orphaned
Distribution objects. When you no longer need the orphaned Distribution objects, you can delete
them and they no longer display on the Distributions tab of the Channel object.
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Manually Importing and Exporting Distributions

Exporting and importing are useful for:

+ Sending alarge Distribution to Subscriber serversthat are across aslow WAN link from the
Distributor server.

+ Sending alarge Distribution to aparent Subscriber server that isacrossaslow WAN link, then
having that parent pass the Distribution on to its subordinate Subscribers on its side of the
WAN.

+ Archiving Distributions, and later importing them when and where they are needed again.

The following sections provide information on exporting and importing Distributions:
+ “Understanding the Exporting and Importing Processes’” on page 139
* “Setting Up Specialized Schedules’ on page 139
+ “Exporting a Distribution” on page 140
+ “Importing a Distribution” on page 140

Understanding the Exporting and Importing Processes

You can manually export a Distribution from a Distributor server by writing to a media source,
such as afloppy disk, ZIP disk, CD, or DVD, then you can import it from that mediato a
Subscriber server.

Theexport process copies Distribution informationto aUNC path or drive mapping, such asahard
drive, floppy disk, or ZIP disk. From the copy on the hard drive, you can then burn the information
onto aCD or DVD.

The Distribution information includes the Channel and Distribution data from their eDirectory
objects, and the content of the Distribution’sfile (including al deltas). The Distribution
information is copied to afilename.ted file that you name when running the Manual Distribution
Wizard. You should use the .ted extension with the filename. You should a so use a descriptive
filename so that you can recognize the Distribution when reviewing the media content.

When the exported .ted file isimported, the eDirectory object information and the Distribution’s
content are used to create the Distribution on the Subscriber server’sfile system. Thereafter, deltas
of the Distribution can be sent over the wire, because they are usually much smaller than the
original Distribution that was exported and imported.

Distributions can only be exported and imported within the same tree where the associated
Channels are known to all Distributors and Subscribers involved.

Setting Up Specialized Schedules

Depending on when you want imported Distributions to be extracted, you might want a different
set of schedules set up before exporting the Distribution.

For example, if you want the exported Distribution to be extracted at different times by different
Subscribers where it is imported, then:

1 Set the build schedule for the Distribution to be exported to Immediate.
2 Add the Distribution to a Channel with a Send schedule set to Never.

This prevents Subscribers that have not yet had the Distribution manually imported to them
from receiving a Channel’s notice to trigger extraction of the yet-to-be-received Distribution.
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3

a4
5

Add al of the Subscribers where the Distribution is to be imported to the Channel you used
inStep 2.

Refresh the Distributor that owns the Distribution to be exported.
After the Distribution has been built, continue with “ Exporting a Distribution” on page 140.

If you do not need a specialized schedule, you can just follow the instructions in the next two
sections, which assume that existing schedules are acceptable.

Exporting a Distribution

1

In ConsoleOne, click Tools, then click Manual Distribution to start the Manual Distribution
Wizard.

Click Export, then click Next.

3 Sdect aChannel, select one Distribution from that Channel, then click Next.

6

Importing a Distribution

1

2
3

This Channel’s ID isretained in the .ted file for use when importing the Distribution.

For the Distribution, provide a path (UNC or drive mapping) and filename (descriptive for
identifying which Distribution is on the media), then click Next.

The filename should have .ted asits extension.

If you are satisfied with the summary, click Finish.

Thefull Distribution is saved as a .ted file to the path that you specified.

If your path was to a hard drive, you can now burn the .ted fileto aCD or DVD.

In ConsoleOne, click Tools, then click Manual Distribution to start the Manual Distribution
Wizard.

Click Import, then click Next.
Provide the path and filename to the .ted file, then click Next.
Thisisthe .ted file that you exported to a media source.

Select parent Subscribers in the top box and individual Subscribers in the bottom box, then
click Next.

If you select a parent Subscriber that isin the routing hierarchy, all of the Subscribers below
it in the hierarchy have the imported Distribution passed on to them, but only if they are
already subscribed to the Distribution’s Channel.

The Subscribers displayed in the bottom box are those who are currently subscribed to the
Distribution’s Channel. The heading displays the Channel that is associated with the
Distribution being imported. Thisinformation is contained in the .ted file being imported.

External Subscribers are not listed in the bottom box because they cannot receive manual
Distributions.

If you are satisfied with the summary, click Finish.

The Distribution is copied from the media source you specified and placed in the working
directories of the selected Subscribers. The Channel and Distribution objects’ information is
written to eDirectory.
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At this point, imported Distributions are viewable in Remote Web Console in iManager, but
not in Tiered Distribution View or Subscriber Distribution View. The next two steps take care
of this.

If you set up specialized schedules for the imported Distribution (see“ Setting Up Specialized
Schedules’ on page 139), restart the Server Management process on each Subscriber server
where it was imported; otherwise, skip to Step 7.

The Distribution is extracted on the Subscriber servers according to their individual Extract
schedules. After extraction, you can view the Distribution’s information in iManager.

To make Distributors recognize that their Subscribers have manually received a new
Distribution:

7a Under the ZENworks Server Management role in iManager, click Remote Web Console.
7b ldentify the Distributor owning theimported Distribution in either of the following fields:

IP Address or DNS Name
Distributor, Subscriber, or Server Object Name

7c Click OK.

7d IntheDisplay field, select Tiered Electronic Distribution.

7e Click the Channels tab, then select Distribute Channel.

7f Click the Channel associated with the imported Distribution, then click OK.

The Distributor begins to send the Distribution listed in the Channel to the Subscribers, but
the Subscribers reply that they aready have the Distribution, then begin to extract the
imported Distribution.

If a Subscriber is a parent Subscriber that needs to pass the imported Distribution on to
subordinate Subscribers, it does so when the Distribution’s Channel starts.

Using the Distribution Wizard

Server Management provides the Distribution Wizard to help you learn the process involved in
creating and sending a Distribution. You can use thiswizard to create and send either aFileor FTP
Distribution.

To use the Distribution Wizard:

1

In ConsoleOne, select the container where you want the Distribution object created, click
Tools, then select Distribution Wizard.

2 Review the information on the Introduction page, then click Next.
3 Onthe Distributor Selection page, browse for and select the Distributor that ownsthis File or

FTP Distribution, then click Next.

On the Subscriber Selection page, click Add, browse for the Subscribersto receive this
Distribution, click Select, click OK, then click Next.

On the File Source page, select thefile source (the Distributor’s file system, or aremote FTP
site), then click Next.

On the Destination Volume or Drive page, select an option and fill initsfield and click Next.

Usethe Same Volumeor Drivefor All Subscribers: If each target Subscriber isto havethe
exact same volume or drive available, sel ect this option and provide the volume label or drive
letter.
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Channels

10

11

12

*
*

*

UseaVariablefor theVolumeor Drive: If your target Subscribers are using different paths
(for example you have NetWare, Windows, Linux, and Solaris Subscriber servers), you 