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LDAP Configuration

The Lightweight Directory Access Protocol (LDAP) in NetWare® 5is
configured and managed using LDAP Servicesfor NDS™, a snap-in to the
NetWare Administrator utility (nwadmn32.exe). LDAP Servicesfor NDS 3.0
isaserver application that allows LDAP clients to access read and write
information storedin NDS. With LDAP Servicesfor NDS, all your NDS data
is available and you define the directory information that is accessible to
LDAP clients and the clients that can access the directory. You can aso give
different clients different levels of directory access or access the directory
over a secure connection. These security mechanisms allow you to make
some types of directory information available to the public, other types
available to your organization, and certain types available only to specified
groups or individuals.
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Understanding

This section gives overview information of LDAP Services for NDS™ 3.0.

Understanding LDAP Services for NDS

LDAP Services for NDS is a NetWare® server application (nldap.nim) that
allows LDAP clients to access information stored in NDS.

With LDAP Servicesfor NDS, you define the directory information you want
to make accessible and grant the rights to the LDAP clients that you want to
have accessto thedirectory. Using the NetWare Administrator utility, you can
specify al the attributes of the LDAP clients and set all security information
in one place.

You can give different clients different levels of directory access, or you can
access the directory over a secure connection. These security mechanisms
allow you to make sometypes of directory information availableto the public,
other types available to your organization, and certain types available only to
specified groups or individuals.

The directory features available to LDAP clients depend on the features built
intothe LDAP server and the LDAP client. For example, LDAP Servicesfor
NDS alows LDAP clientsto read and write datain the NDS database if the

client has the necessary permissions. Some clients have the capability to read
and write data; others can only read directory data.

Some typical client features allow clients to do one or more of the following:

+ Look upinformation about a specific person, such asan e-mail address or
phone number

+ Look upinformation for al peoplewith agiven last name, or alast name
that begins with a certain letter
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L ook up information about any NDS object or entry

+ Retrieve aname, e-mail address, business phone number, and home
phone number

+ Retrieve company name and city name

+ Retrieve any information in the NDS database

What's New in Version 3.0

LDAP Version 3 Features in NetWare 5

RootDSE Request

Auxiliary Classes

NetWare 5 includes support for a RootDSE request from av3 client. The
RootDSE request allows the client to discover what features are available
from the LDAP server (authentication mechanisms, controls, schema). In
NetWare 5, the RootDSE object is Read-only. If the RootDSE were writable,
then it would be possible to extend the NDS schemathrough awrite operation
on the RootDSE object.

Thereis support for the auxiliary classes currently required by Netscape and
Entrustin NetWare 5. A moreflexibleauxiliary classes mechanismispending
support of thisfeature in NDS itself.

LDAP v3 Bind Request

NetWare 5 LDAP supports a clients bind request that includes v3 in the
version field. Simple authentication is the only supported authentication
mechanism in NetWare 5 LDAP.

LDAP v3 Implied Bind

NetWare 5 LDAP will perform an implied bind if arequest from aclient is
received without a prior explicit bind request. For instance, if aserver seesa
search request from aclient that has not issued a bind request, it will perform
abind for this client as an anonymous user and proceed with the search
request.
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SASL Authentication

Controls

Extended Requests

Internationalization

Modify DN

Referrals

LDAP v3 requires simple authentication (username and password) and
recommends protected and strong mechanisms as defined in X.500. Any
authentication mechanism in LDAP v3 other than simple is handled through
SASL. NetWare 5 LDAP supports the required simple mechanism and fails
other mechanisms (through SASL) as specified in the LDAP v3 spec.

LDAP v3 specifiesthat aclient can request or demand controls on a search
request (sorted, paged, etc). Supported controls are contained in a RootDSE
response. If aclient requests acontrol, it can beignored by the server (which
isdonein NetWare 5). If aclient demandsacontrol (termed 'critical contral’)
and the server cannot handle it, then it must return afailure (which isdonein
NetWare 5). LDAP does not support any controlsin NetWare 5.

Supported extended requestsin LDAP v3 are reported through RootDSE
(there currently aren’'t any). Any unsupported extended requests must return
afailure (which is donein NetWare 5).

The NetWare 5 LDAP supports international charactersin UTF-8 format, as
specified by theLDAP spec. UTF-8isbasically an ASCII-safetransformation
of Unicode.

LDAP v2 supported a ModifyRDN operation, which could only rename an
object within itsexisting container. LDAP v3 supports ModifyDN, which can
move an object to anew container. ModifyDN in supported in NetWare 5.

In LDAP v3, referrals were returned to clients by forcing them into an error
field in the protocol. LDAP v3 provides for a new, more explicit method of
returning referrals. The new mechanismissupported in NetWare 5. However,
thereferral that isreturned is not atrue NDS referral to an NDS server that
contains the information requested. Instead, the user can enter, via NetWare
Administrator, asingle-server URL that will be returned in all referrals from
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thisserver. If LDAP URLswereincluded inthe NDSreplicaset information,
then true NDS referrals could be returned via LDAP.

Other NetWare 5 LDAP Features

SSL

NetWare 5 LDAP supports LDAP access over an SSL encrypted channel.

Dclient Interface

LDAP usesthe Dclient interface to NDS. This allows for multiple parallel
connections, rather than serializing requests asthe 1.0 version did. It also
provides faster NDS access.

Catalog Services Integration

LDAP can be configured to access NDS datafrom a catalog. This provides
significantly faster access, especially in atree that is geographically widely
distributed or atree that is structurally flat with large numbers of objects per
container. LDAP can be configured to use catalog data only, to uselive NDS
dataonly, or to usethe catal og first and fall back to NDSfor datanot contained
in the catalog.

Configuration Stored in NDS

LDAP now storesits configuration datain NDS rather than in a separate
config file. Configuration can be updated at any time using NetWare
Administrator.

Understanding Lightweight Directory Access Protocol
(LDAP)

Widespread acceptance and implementation of Internet and intranet

technol ogies have made networks much larger and more complex than in the
past. These larger networks, in turn, have created a greater need for a
comprehensive directory service and a standard method for accessing
information located in the directory.

The Lightweight Directory Access Protocol (LDAP) is adeveloping Internet
communications protocol that alows client applications to access directory
information. Itisbased on the X.500 Directory Access Protocol (DAP) but is
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less complex than atraditional client and can be used with any other directory
service that follows the X.500 standard.

The most popular current use of LDAP isfor alowing clients to access
directory services that store and publish telephone numbers and e-mail
addresses.

For more information about LDAP, refer to the following:

+ The University of Michigan (http://www.umich.edu/~dirsvcs/|dap/
Idap.html)

¢ Critical Angle Inc. (http://www.critical-angle.com/Idapworld/
index.html)

Understanding NDS Rights

LDAP Servicesfor NDS alows LDAP clientsto access datain NDS
directories. All LDAPclientsbind, or connect, to NDSasoneof thefollowing
types of users:

¢ [Public] user
+ Proxy user
+ NDS user

Login restrictions and password restrictions will still apply; however, any
restrictions will be relative to where LDAP is running. Time and address
restrictionsare honored, but addressrestrictions are rel ativeto wherethe NDS
login occurred--in this case, the LDAP server. Also, as LDAP does not
support gracelogins, it is possible to log in to NetWare and yet not be able to
bind to LDAP.

[Public] User (Anonymous Bind)

An anonymous bind is a bind that does not contain a username or password.
If an LDAP client binds to LDAP Servicesfor NDS and the service is not
configured to use a proxy user, the user is authenticated to NDS as user
[Public]. User [Public] is a nonauthenticated NDS user. By default, user
[Public] is assigned the Browse right to the objects and attributesin the NDS
tree. The default Browse right for user [Public] allows users to browse NDS
objects but blocks user access to object attributes. The default [Public] rights
aretypicaly too limited for most LDAP clients. Althoughyou can changethe
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[Public] rights, thiswill give these rightsto all users. Because of this, use of
the Proxy User Anonymous bind is suggested.

To enable user [Public] access to object attributes, you must make user
[Public] atrustee of the appropriate container or containers and assign the
appropriate object and attribute rights.

NOTE: Rights to specific attributes currently cannot be inherited in NDS. If you want
to grant Read and Search rights to a particular attribute, you must do so for all NDS
objects to be accessed, not just a parent object. The rights assigned to user [Public]
are available to anyone who accesses NDS. This access can be set up through LDAP
Services for NDS or through any NetWare utility, such as NetWare Administrator.

Proxy User (Proxy User Anonymous Bind)

A proxy user anonymous bind is an anonymous bind that is linked to anormal
NDS username. |f an LDAP client bindsto LDAP Servicesfor NDS
anonymously and the serviceis configured to use a proxy user, the user is
authenticated to NDS as the proxy user, whose nameis configured in LDAP
Servicesfor NDS and in NDS.

To implement proxy user anonymous binds, you must create the Proxy User
objectin NDS and assign the appropriate rights to that user. Assign the Proxy
User Read and Search rightsto all objectsand attributesin each subtree where
accessisneeded. Use LDAP Access Control Lists (ACL) to restrict access as
necessary. You aso need to enablethe proxy user in LDAP Servicesfor NDS
by specifying the same proxy username.

The key concepts of proxy user anonymous binds are as follows:

+ All LDAPclient access through anonymous bindsis assigned through the
Proxy User object.

+ The proxy user cannot have a password or any password restrictions
(such as password changeintervals), because LDAP clients do not supply
passwords during anonymous binds. You should not force the password
to expire or alow the proxy user to change passwords. You may want to
limit the locations from which the user can log in by setting address
restrictions for the Proxy User object through the Network Address
Restrictions page of NetWare Administrator.

+ TheProxy User object must be created in NDS and assigned rightsto the
NDS objects you want to publish. The default user rights provide Read
accessto alimited set of objects and attributes. Assign the Proxy User
Read and Search rights to all objects and attributesin each subtree where
accessisneeded. Use LDAP ACLsto restrict access as necessary.
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+ TheProxy User object must be enabled on the General page of the LDAP
Group abject that configures LDAP Servicesfor NDS. Because of this,
thereis only one Proxy User object for all serversin an LDAP group.

+ You can configure Access Control Lists(ACL) inthe LDAP Group object
to add access controlsfor the proxy user. For example, you can create an
Access Control List that allows the proxy user access through one IP
address or a group of |P addresses.

NDS User (NDS User Bind)

AnNDSuser bind isabind that an LDAP client makes using acomplete NDS
username and password. The NDS user bind isauthenticated in NDS, and the
LDAP lient is allowed accessto any information the NDS user is allowed to
access.

When LDAP Servicesfor NDSisinstaled, NDS user bind requests using
cleartext (unencrypted) passwords are refused by default. Cleartext
passwords and NDS usernames entered by LDAP clients on non-Secure
Socket Layer (SSL) connections are vulnerable to capture by network
monitoring equipment. Anyone who captures an NDS username and
password has immediate access through an LDAP or NDS client to al the
NDS objects to which the captured username has access. NDS user binds
should only be used on LDAP servers that are configured to use SSL.

NOTE: Even though cleartext passwords are not accepted by default, this does not
prevent users from trying to bind with their usernames and passwords. On an
unsecured connection, all attempted binds expose the username and password to
eavesdropping, whether or not the bind is successful. However, not allowing cleartext
passwords for NDS user binds discourages users from using their names and
passwords, because this method of binding will be unsuccessful.

To support NDS user binds on non-SSL connections, you must allow cleartext
passwords within the LDAP Group object.

The key concepts of NDS user binds are as follows:

+ NDS user hinds are authenticated to NDS using the username and
password entered at the LDAP client.

+ On non-SSL connections, the NDS password is transmitted in cleartext
on the path between the LDAP client and LDAP Servicesfor NDS.

+ Any NDS username and password used for LDAP client access can also
be used for NetWare client accessto NDS.
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+ To support NDS user binds on non-SSL connections, you must allow
cleartext passwords. To enable this feature, check the Allow Cleartext
Passwords check box on the LDAP Group object using NetWare
Administrator for Windows* 95* or NetWare Administrator for Windows
NT*.

+ |f cleartext passwords are not enabled, all NDS bind requeststhat include
ausername or password on non-SSL connections are rejected.

+ |f an NDS user password has expired, NDS bind requests for that user are
rejected.

The type of bind with which the user authenticates has a direct effect on the
content the LDAP client can access. LDAP clients access a directory by
building arequest and sending it to the directory. When an LDAP client sends
arequest through LDAP Services for NDS, NDS compl etes the request for
only those attributes to which the LDAP client has the appropriate access
rights. For example, if the LDAP client requests an attribute value (which
requires the Read right) and the username is granted only the Compare right
to that attribute, the request is rejected.

Understanding Secure Sockets Layer (SSL) Protocol

Overview

LDAP Servicesfor NDS supports the Secure Sockets Layer (SSL) protocol to
ensure that the connection over which dataistransmitted is secure and private.

SSL isaprotocol that establishes and maintains secure communication
between SSL-enabled servers and clients across the Internet. To ensure
message integrity, SSL uses a hashing algorithm. To ensure message privacy,
SSL providesfor the creation and use of encrypted communications channels.
To prevent message forgery, SSL allows the server and, optionally, the client
to authenticate each other during the establishment of the secure connection.
This release of LDAP does not ask the LDAP client to authenticate itself.

Key Material Object

To implement the authentication and encryption processes, SSL uses a
cryptographic mechanism called public keys. To establish a secure
connection, the server and the client exchange their public keysto establish a
session key. The session key will be used to encrypt the datafor thelife of the
connection. A subsequent LDAP connection over SSL will result in the
generation of anew session key that is different from the previous one.
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Digital certificates, digital IDs, digital passports, or public key certificatesare
critical for verifying the identity of the contacted server. They are similar to
an employee badge that identifies the wearer as an employee of a company.

Each LDAP server requires adigital certificate to implement SSL. Digital
certificatesareissued by acertification authority (CA). Certificatesare stored
in anew NDS object, the Key Material object. Use Novell® PKI Services, a
snap-in of the NetWare Administrator utility (nwadmn32.exe), to request,
manage, and store certificatesin NDS. Refer to the Novell PKI Services help
system for detailson setting up acertificateon aserver. You can accessNovell
PKI Services help by selecting the Help button from any Key Material object

page.

In order for the LDAP server to use a specific certificate for LDAP SSL
connectivity once it is stored in NDS, you must indicate the Key Material
object containing the certificate on the LDAP Server General Pagein NetWare
Administrator.

NOTE: The Key Material object must be in the same container as the NetWare Server
object that will use it.

SSL Configuration

Although SSL can be configured on both the client and server to ensure the
identity of both parties, clients do not require digital certificatesto
communicate securely. Asthe LDAP server listensfor SSL connectionson a
special port, al the client needs to do isinitiate the connection over that port.

NOTE: When you make changes to your LDAP Services for NDS configuration using
NetWare Administrator, many of the changes take effect dynamically without having to
restart the LDAP server. However, most SSL configuration changes require a restart.
Note the following:

+ |f SSL isdisabled, you can enable it without restarting the LDAP server,
and the enabling will occur dynamically.

+ |f SSL isenabled and you disableit, you must restart the LDAP server in
order for the disabling to take effect.

+ |f you make any configuration changes to the SSL port or the SSL
certificate, you must restart the LDAP server for the changes to take
effect.
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To restart the LDAP Server, type the following at the NetWare server
console prompt:

UNLOAD NLDAP
LOAD NLDAP

Understanding Class and Attribute Mappings

A classisatype of object in aDirectory, such as a user, a server, or agroup.
An attributeisaDirectory element that defines additional information about a
specific object. For example, aUser object attribute might be auser’s surname
or phone number. In NetWare Administrator, classes are called object types or
classes and attributes are called properties.

A schemaisaset of rulesthat defines the classes and attributes allowed in a
Directory and the structure of a Directory (where the classes can be in
relationship to one another). Because the schemas of the LDAP directory and
the NDS Directory are different, mapping of LDAP classes and attributes to
the appropriate NDS objects and attributes is necessary. These mappings
define the name conversion from the LDAP schemato the NDS schema.

LDAP Servicesfor NDS provides default mappings. In many cases, the
correspondence between the LDAP classes and attributes and the NDS object
types and propertiesislogica and intuitive. However, depending on your
implementation needs, you might want to reconfigure the class and attribute
mapping.

In most instances, the LDAP class to NDS object type mapping is a one-to-
one relationship. However, the LDAP schema supports a feature called
auxiliary class support that allows an object to be associated with more than
one class.

Understanding Auxiliary Class Support

The LDAP directory schemais different from the NDS directory schema. In
an NDS directory, an object has a base class. The base classis part of aclass
hierarchy. The base classis asubclass of other classes and inherits the classes
for which it is subclassed. Only a single base class can be associated with the
object. The object can contain or inherit only the attributes associated with that
class.

In NDS, to add more functionality (attributes) to the object, you must extend
the class by adding more attributes to the class definition. Inan LDAP
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directory, standard classes are static and cannot be extended. However, the
LDAP schemaallows an object to belong to more than one class and to inherit
attributes from more than one class. This association of multiple classesis
called auxiliary class support.

Although the NDS schema does not alow multiple class associations, LDAP
Services for NDS can emulate auxiliary class support for the following
selected subset of LDAP classes:

+ strongAuthenticationUser

+ certificationAuthority

LDAP Servicesfor NDS extends the NDS schemato allow User objectsto
have an auxiliary class of strongA uthenticationUser and Organization or
Organizational Unit objects to have an auxiliary class of
certificationAuthority. To emulate auxiliary class support for other NDS
object classes, usethe NDS Manager™ utility to extend the schemafor the
NDS object class with the appropriate LDAP class. For example, an optional
attribute called LDAP UserCertificate could be added with NDS Manager to
agroup object that would map to the LDAP User Certificate. Future versions
of NDSwill more fully support auxiliary classes.

The strongA uthenticationUser and certificationAuthority auxiliary classes
provide security features. They can be used to support a Public Key
Infrastructure to maintain and store the digital keys necessary for secure
applications such as secure e-mail and el ectronic commerce. For example, the
strongA uthenticationUser class contains a User Certificate attribute. This
attribute holds the user’s public key. This public key can be accessed and used
to encrypt data and initiate a secure session with the user.

NOTE: Although the mappings for these object classes don't appear in the NetWare
Administrator LDAP Group object Class Map page, you cannot remap these object
classes.

Understanding LDAP vs. NDS Syntax

LDAP and NDS use different syntaxes. Some important differences are;
+ Commas
+ Typeful names only

+ Escape character

*

Multiple naming attributes
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Commas

LDAP uses commas as delimiters rather than periods. For example, a
distinguished, or complete, name in NDS looks like this:
CN=JANEB.OU=MKTGO=EMA. Using LDAP syntax, the same
distinguished name would be CN=JANEB,OU=MKTGO=EMA..

Some additional examples of LDAP distinguished names include:
CN=Bill Williams,OU=PR,0=Bella Notte Corp
CN=Susan Jones,0OU=Humanities,O=University College London,C=GB

Typeful Names Only

NDS uses both typeless (JOHN.MARKETINGABCCORP) and typeful
(CN=JOHN.OU=MARKETINGO=ABCCORP) names. LDAP usesonly
typeful names with commas as the delimiters
(CN=JOHN,OU=MARKETINGO=ABCCORP).

Escape Character

Thebackslash (\) isused in LDAP distinguished names as an escape character.
If you use the plus (+) character or the comma (,) character, you can escape
them with a single backslash character. Some examplesinclude

CN=Praines\+Cream,OU=Flavors,O=MFG (CN is Pralines+Cream)

CN=D. Cardinal,O=Lionel\,Turner and Kaye,C=US (O is Lionel, Turner and
Kaye)

Multiple Naming Attributes

Objects can be defined with multiple naming attributesin the schema. 1nboth
LDAP and NDS, the user abject has two: CN and OU. The plus symbol (+)
separates the naming attributes in the distinguished name. If the attributes are
not explicitly labeled, the schema determines which string goes with which
attribute (the first would be CN, the second isOU for NDSand LDAP). You
may reorder them in a distinguished nameif you manually label each portion.

For example, here are two relative distinguished names:
Sammy (CN is Sammy)
Sammy+Lisa (CN is Sammy, the OU isLisa)
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Both relative distinguished names (Sammy and Sammy+Lisa) can existinthe
same context because they must be referenced by two completely different
relative distinguished names.
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Setting Up

This sections gives instructions on how to set up and configure LDAP
Servicesfor NDS™ 3.0.

Installing LDAP Services for NDS

LDAP Services for NDS isinstalled using the NetWare® 5 installation
program. Refer to the NetWare 5 installation instructions for futher
information.

The LDAP Services for NDS NetWare Loadable Module™ (nldap.nlm) can
also be loaded and unloaded at the NetWare server console.

If you uninstall LDAP Services for NDS with the intention of reinstalling it
again later, you should wait a significant period of time before attempting the
reinstall. Since the schema needs to resychronize across the tree, the time
period you wait should be commenserate with the size of the NDS tree.

Configuring the LDAP Server Object

The LDAP Server object stores configuration datafor one LDAP Servicesfor
NDS server. Duringinstallation, an LDAP Server object named LDAP Server
servername (where servernameis the name of the server on which LDAP
Servicesfor NDSisinstalled) is created. The object is created in the same
container as the NetWare Server object on which the product isinstalled.

NOTE: Each LDAP Server object configures one LDAP Services for NDS server. Do
not assign the same LDAP Server object to more than one LDAP Services for NDS
server. If you assign the LDAP Server object to another server, it is no longer assigned
to the previous server.

SettingUp 23



The LDAP Server object contains five property pages from which you set
configuration options:

+ Genera Page

+ Log File Options Page
¢ Screen Log Options

+ Catadog Usage Page

¢ Catalog Schedule Page

Configure and LDAP Server Object
1 Launch NetWare Administrator (nwadmn32.exe).
2 Select the object.
3 Configure the property pages.
4 Click OK.

Configuring the LDAP Group Object

The LDAP Group object stores configuration data that can be applied to a
single LDAP server or agroup of LDAP servers. If you plan to implement the
same configuration on multiple servers, the best way isto configure one
LDAP Group object and assign it to each of the LDAP Servicesfor NDS
serversfrom the LDAP Server Genera Page.

The LDAP Group configures the class and attribute mappings and security
policies on the server. This greatly simplifies configuration changes, because
one configuration change can be applied instantly to multiple LDAP servers.

During installation, an LDAP Group object named LDAP Group is created in
the same container as the NetWare Server on which object the product is
installed.

Property Pages

The LDAP Group object has five property pagesin NetWare Administrator
from which you set configuration options:

+ Genera Page
* Server List Page

+ Access Control Page
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+ Attribute Map Page
¢ Class Map Page

Configure an LDAP Group Object
1 Launch NetWare Administrator (nwadmn32.exe).
2 Select the object.
3 Configure the property pages.
4 Click OK.

Configuring the User Object

LDAP Services for NDS extends the User object to include a new E-mail
Address page where you can specify an Internet e-mail address for the user.

The Internet e-mail addressis not required for LDAP server operation. If an
addressis specified, that address will be delivered to the LDAP client when a
user's e-mail addressis requested.

LDAP Servicesfor NDS uses the following property page:
+ E-mail Address Page

Configure the User Object
1 Launch NetWare Administrator (nwadmn32.exe).
2 Select the User object in NetWare Administrator.
3 Select the E-mail Address page for the User object.
4 Add, maodify, or remove the address.

Assigning NDS Rights for LDAP Clients

To assign NDSrights for LDAP clients:

1 Determine which type of username the LDAP clients will use to access
NDS:

¢ [Public] (anonymous bind)
+  Proxy user (proxy user anonymous bind)
¢+ NDSuser (NDS user bind)
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2 If userswill use one Proxy user or multiple NDS usernames to access
LDAP, create these usernamesin NDS.

3 Assign the appropriate NDS rights to the usernames that LDAP clients
will use.

The default rights that most users receive provide limited rights to the user’s
own object. To provide access to other objects and their attributes, you must
changetherights assigned in NDS.

If the NDSrights assignment options do not provide the exact accesslevel you
want, you can implement additional controlsusing the optional LDAP Access
Control List (ACL) feature.

When an LDAP client requests access to an NDS object and attribute, NDS
accepts or rejects the request based on the LDAP client's NDS identity. The
identity is set at bind time. Use the following tables to determinethe NDS
rights the LDAP client needs to complete the various types of LDAP client
requests.

LDAP Object Access Requested NDS Object Rights Required

Search Browse

Add Create

Delete Delete

LDAP Attribute Access NDS Attribute Rights Required
Requested

Compare Compare

Search Compare

Read Read

Write Write

NOTE: NDS does not allow objects to inherit individual attribute rights from containers.
One way to assign inheritable individual attribute rights is to use the LDAP Access
Control List feature.

Also, those operations that require NDS Supervisor rights are currently not
available through LDAP.
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Setting Up Access Control Lists (ACL)

Overview

An Access Control List (ACL) is an optional feature of LDAP Services for
NDS that allows you to create an additional layer of security between LDAP
clientsand NDS. You can use ACLsto implement LDAP client access
restrictionsfor all LDAP serversin an LDAP Group object.

An ACL accomplishes the following:

+ Creates container object attribute-level access controls that are inherited
by the objects the container contains.

+ Controls access based on criteriathat NDS does not use (such as IP
addresses).

+ |mplements more restrictive rights to NDS when accessed via LDAP
(such as Read-only or publishing just names and e-mail addresses).

Each ACL contains the following components:
¢ AccessTo List
¢ AccessBy List

To create an ACL, use NetWare Administrator (nwadmn32.exe) to configure
the LDAP Group object Access Control page.

ACL Processing Order

Theorder of the ACLsinthelist isimportant. When LDAP Servicesfor NDS
receives aclient request, it searchesthe ACL list and usesthefirst ACL that
specifies the requested attributes in the Access To List. LDAP Services for
NDS then searches Access By List and uses thefirst entry that includes the
LDAP client user. If no ACL isfound, full NDS rights are given.

For example, suppose that you specified two ACLSs, one for Organizational
Unit Acme and one for User object Jim within Acme. Now suppose that the
ACLs appear in the following order:

o=Acme, c=us
cn=Jim, o=Acme, c=us

Inthisexample, the ACL for Jimwould never be processed because Jimispart
of the Acme organization. Every request for Jim would be processed by the
ACL for Acme because Jimis part of Acme. To provide separate controls for
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user object Jim, you need to move this object above Organizationa Unit
object Acmeinthe ACL list.

Now consider an example of the processing order used in the Access By List.
Suppose that the Access By List contains two entries, one for Jeff and one for
his group, TeamT. Jeff is amember of TeamT and the entries appear in the
following order with the indicated access level:

*,0u=TeamT, o=Acme, c=us (Read access)
Jeff, ou=TeamT, o=Acme, c=us (Write access)

In this example, Jeff has Read access to the objects in the Access To List
because heisrecognized as part of the TeamT group. To give Jeff the intended
level of access, you need to move the entry for Jeff above the entry for TeamT
in the Access By List.

To change the ACL processing order, use NetWare Administrator
(nwadmn32.exe) to configure the LDAP Group object Access Control page.

Setting Up an LDAP Client

LDAP clients use TCP/IP to communicate with LDAP Services for NDS.
NetWare client softwareis not required. Novell® does not develop or release
LDAP client software. However, many third-party LDAP client applications
arereadily available.

1 On the client workstation, install a network board, the network cabling,
and TCP/IP software.

2 Instal the client software.
3 Configure the server connection in the client software.
4 Bind to the server.

5 Complete an LDAP request and review the results.

Setting Up a Test Server Configuration

After installation and startup, LDAP Services for NDSis ready to process
client requestsfor NDSinformation. However, your NDStree might not be set
up to support LDAP requests. For example, your LDAP clients cannot access
phone numbers if the phone numbers are not in NDS. Also, LDAP clients
cannot read the phone numbersif they do not havethe appropriate NDSrights.
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The following configuration procedure creates atest organization within the
NDStree and gives LDAP clients unlimited Read access to this organization.
Use this procedure to help you learn how to use LDAP Servicesfor NDS. As
you become more familiar with the product, you can reconfigure your server
to present the directory data you want to publish to selected clients.

Configure LDAP Services for NDS for Testing Client
Communications

1 Install LDAP Servicesfor NDS.

2 At the administration workstation, log in to the directory and start
NetWare Administrator (nwadmn32.exe).

3 If you have a container that you can make public, select that container.
Otherwise, create atest container somewhere in the tree.

4 Create several usersin the test container and assign values to the
following properties:

+ Last name
¢ Given name
+ Middleinitia
+ Title
+ Location
¢+ E-mail address
+ Telephone
5 Inthetest container, create auser named LDAP_Proxy.
Thisuser will be given permissionto read al the datain thetest container.

6 Select the Password Restrictions page for the LDAP proxy user and clear
the check box for Allow User to Change Password. Do not assigh a
password to this user.

7 Make the LDAP proxy user atrustee of the test container with the NDS
Browse aobject right and Read and Compare rights to all properties.

NOTE: If you allow NDS user binds, these users will typically not have sufficient
rights to read and compare most attributes, even though all attributes and classes
in the container that are mapped are readable by LDAP.
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8 Open the LDAP Group object and configure the following:

8a

8b

8c

Click the browse button for the Proxy Username text box, and select
the LDAP proxy user you created. This maps all anonymous LDAP
requests to the proxy username for NDS authentication.

Click the browse button for the Suffix text box, and select the test
container. This limits access by the LDAP proxy user to the test
container. Note the complete name of this container. LDAP clients
need this name to configure their connections.

Select the Server List page and verify that your LDAP Services for
NDS server appearsin thelist. If it isn't there, click Add and use the
browse button to locate the LDAP Server object.

9 Click OK. LDAP Servicesfor NDS will automatically load in the new
configuration.

10 To preparefor client configuration, record the following information:

*

*

Server |P address or DNS name:

Test container distinguished name:

NOTE: The LDAP distinguished name has no preceding period and uses
commas to separate the components. For example, the NDS distinguished
name ou=test.c=usa must be entered at an LDAP client as follows: ou=test,
c=usa.

Using LDAP in a Wide Area Network Environment

In order to reduce network traffic when using awide area network (WAN),
you can specify exact times when you want to refresh LDAP objectsin NDS.

Type one of the following at the NetWare 5 server console:
¢ L DAP REFRESH = 'date’ 'time' 'interval’

This command refreshes the LDAP objects at a specified date and time.
Use the following syntax:
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Dateformat: mm:dd:yyyy (If zerosare entered for all datefields, then the
current date will be used.)

Time format: hh:mm:ss (If zeros are entered for al timefields, then the
current time will be used.)

Interval format: minutesgreater than or equal to 1. Default is 30 seconds.
If zero is entered, 30 seconds is used.



+ LDAP REFRESH IMMEDIATE

This command refreshes the LDAP objects immediately. 1f you have
aready set the LDAP REFRESH command, the set interval will be saved.

+ LDAP REFRESH

This command displays the time and interval of the next scheduled
refresh.

¢+ LDAPHELP

This command displays help information at the server console.
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Troubleshooting

This section gives troubleshooting information for LDAP Servicesfor NDS™
3.0.

Determining Why LDAP Clients Cannot Bind to LDAP
Services for NDS
If an LDAP client cannot bind to LDAP Services for NDS, check the
following:
+ |sthe user entering the correct username and password?

+ |sthe user entering an LDAP form of the name?

*

Has the Allow Cleartext Passwords option been set?

*

Has the password expired?

*

Has the server been reconfigured?

Determining Why the Server Isn’t Using a New
Configuration

Processing LDAP Server configuration updates can be affected by currently
bound LDAP clients.

Configuration changes are updated dynamically. The LDAP server checksfor
configuration changes periodically (every two minutes). When achangeis
detected, new clients cannot bind to the LDAP server during the
reconfiguration process.
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The LDAP server stops processing new LDAP requests for any clients
currently bound and waits for any active LDAP requests to complete before
updating the configuration.

Determining Why Question Marks Appear in NetWare
Administrator

If the LDAP Servicesfor NDS objects appear as question marksin NetWare®
Administrator, one of the following has happened:

+ Your copy of NetWare Administrator has not been extended to understand
LDAP Servicesfor NDS objects. Use nwadmn32.exe on a NetWare 5
server.

+ Your copy of NetWare Administrator cannot be extended to support
LDAP Servicesfor NDS.
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