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Overview of the Remote Access Software

The remote access software provided with NetWare 5 is a server-based
software solution for remote computing. The remote access software runs on
aNetWare® server and provides a common platform for remote node and
remote control technologies. With remote access, multiple remote users can
access | PX - and I1P-based networks, and network workstations can access host
computers through telephone lines (including ISDN), leased lines, X.25
packet-switched networks, or direct connections.

NOTE: You must install the Novell® Internet Access Server 4.1 product option on your
NetWare 5 server to copy the remote access software. If you install Novell Internet
Access Server 4.1 on a server that was upgraded from a NetWare 4.11 server that ran
NetWare Connect 2.0, all previously defined groups, restrictions, and other definitions
from NetWare Connect 2.0 are retained. However, RNS services are no longer
supported.
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Understanding

Use this section to familiarize yourself with the difference types of remote
access connections supported, the remote access architecture for NetWare
servers, and remote access security requirements.

Inbound and Outbound Services

NetWare 5 remote access supports inbound and outbound services. It letsa
wide range of different clients dynamically share common ports, thereby
eliminating the need for dedicated ports or separate communi cations servers
for each client type.

Figure 1 shows examples of inbound and outbound communications. The PC
and Macintosh* computers on the network require remote access ports to
access bulletin boards or a host computer. At the same time, the remote
Macintosh computer and remote PC running Windows* are using other
available remote access ports to access hetwork resources.
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Figure 1 Examples of Inbound and Outbound Communications
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Remote access services includes the following client software:
+ Windows-to-NCS (Win2NCS)
+ Macintosh-to-NCS (Mac2NCYS)

+ Novell Remote Access Dialer for Windows 3.x

The remote access services dia-out service for Macintosh* (Mac2NCS)
requires application packages that support the standard serial driver interface.

The remote access services dial-out service for Windows* (Win2NCS)
requires application packages that support the standard Microsoft*
Communications API.

Users can access remote access services using the following dialer software:
+ Windows NT* 3.51 Remote Access Services
+ Windows NT 4.0 Remote Access Services
+ DOSDIAL
+ Windows Dialer
+ LAN Workplace® 5.0
+ Novell® Mobile Services (for Windows 95* and Windows 3.x )
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Remote access services al so supports Apple* Computer’'s Apple Remote
Access software. Apple Remote Access provides user interfaces for
connecting to a remote access services port.

Dialing In to the Network

A dia-in connection can be made through a modem dialing directly to a
modem that is attached to a NetWare server. Once remote users have
established a connection to the network, they have access to any resources
available on the network. These resources can include mainframe hosts,
UNIX* networks, application servers, etc. There are two types of dia-in
connections: remote node connections and remote control connections.

Dialing Out of the Network

As with remote control connections, there are two waysto dia out of the
network. If you have a modem attached to your machine, you can dial out
using your local modem. If you do not have a modem attached, you can dial
out of the network through the modem pool to such remote services asbulletin
boards or host computers.

For information on using Win2NCS to dial out of the network or to create a
remote node connection, see the help file (DIALOUT.HLP) included with
Win2NCS. For information on using Mac2NCS, refer to Mac2NCS Dial-In
and Dial-Out Connections.

Remote Node Versus Remote Control

PC dial-in connections can be of two types: remote node and remote control.

With remote node connections, the remote PC functions asiif it were a
workstation directly connectedtothe LAN. All datarequired for asession (file
data and application packets) is transferred over the communications link.
Data processing occurs on the remote PC. Remote node connections are
accomplished by using dial-in softwareto dial in to the network access
resources.Macintosh remote node connections are made through Apple*
Remote Client and the AppleTalk* Remote Access Service (ARAS) server.

With remote control connections, the remote PC controls a dedicated
workstation on the LAN. Only keystrokes and screen updates are transferred
over the communications link. Data processing occurs on the dedicated
workstation on the LAN.
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If you have a modem attached to your workstation on the network, you can
dia directly in to your computer and remotely control it using third-party
software such as pcAnywhere*, ReachOut*, PROCOMM?*, LapLink*, and
CarbonCopy. If you do not have a modem attached to your workstation, you
can dial in to your workstation through the modem pool attached to your
server using Win2NCS or Mac2NCS and third-party software.

For information on using Win2NCS to remotely control a computer, see the
helpfile(DIALOUT.HLP) included with Win2NCS. For information on using
Mac2NCS, see Mac2NCS Dial-In and Dial-Out Connections.

Remote Access Architecture

The remote access software provides an open platform for third-party
development. Figure 2 illustrates the remote access architecture and its
primary components.
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Figure 2 Remote Access Architecture

Remote SNMP
Management Station NASI

!

NWCSTAT T RAMA ncs || pppris || ARrAs | |Third-party service nggﬁﬁ;ty

NWADMIN

[aodrivers]  [x2sariver] [NSRY

Ay A

Third-party AppleTalk Remote
remote control application OR PPP client OR Access Service
[ eoens [N

Legend some are provided by third-party vendors.
- _ Remote access
platform
D _ Nonplatform, included
with remote access

I:I = Third-party services

NIASCFG

The remote access components shown in Figure 2 include the following:

¢ Asynchronous | nput/Output (AIO) —AIO.NLM controls a group of
NetWare Loadable Module™ (NLM™ ) filesthat provide an interface
between the serial port (COM or other AlO port), the communications
drivers, and the remote access services, and isindependent of the
hardware used. You install and configure the Al O software as part of the
remote access configuration. AlO facilitates port sharing, independent
modem control, logical port management, and automatic port acquisition.
AIO.NLM. When AIO driversload, they register their capabilities and
the number of portswith AIO.NLM. All AlIO drivers automatically load
AIO.NLM.
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+ NetWare Connect Service Selector (NWCSS) —Because remote
access supports diverse client types, it features NWCSS.NLM, which
automatically routes incoming calls to the appropriate service. The
Service Selector interfaces with A1O and monitors ports on behalf of the
registered services. The Service Selector determines the appropriate
destination of the incoming data, then relinquishes port control to the
appropriate service. In aremote control dial-in connection, the Service
Selector queriesthe caller for the available session (network workstation)
to which the caller wants to connect.

+ NetWare Connect Supervisor (NWCSU) —NWCSU.NLM provides
configuration and dynamic reconfiguration support. It aso supports
security, license checking, and network management, and it updates port
status. NWCSU.NLM providesalibrary of functions, including dialback,
audit trail, and alert logging.

+ NetWare Connect Configuration (NWCCON) —NWCCON isa
utility that islaunched by NIASCFG, which you use to configure and
manage remote access.

+ NetWare Administrator (NWADMIN) snap-in for remote access —
Novell Internet Access Server 4.1 contains Windows 3.x , Windows 95*,
and Windows NT* snap-ins for NetWare Administrator that enable you
to set remote access configuration information for users and servers.

+ Point-to-Point Protocol Remote Node Service (PPPRNS) —PPPRNS
provides PPP support for remote Windows clients using the I nternetwork
Packet Exchange™ (IPX™ ) protocol or Internet Protocol (1P).

+ NASI ™ Connection Service (NCS) —NCS establishes alogical
connection between aremote access port and anetwork workstation. This
connection enables network workstations (PCs and Macintosh
computers) to dial out of the network with third-party applications using
apool of modems on the server.

Similarly, dial-in users (PC or Macintosh) can use third-party remote
control applications to remotely control a dedicated workstation or an
application server on the network through NCS. NCS manages the
connection between the calling PC and the network workstation.

+ AppleTalk Remote Access Service (ARAS) —ARAS supports remote
Macintosh clients using Apples ARA 1.0 or ARA 2.0. The Macintosh
clientsdial into become remote nodes on the network.

+ AIOPAD —Remote access supports the transmission of asynchronous
data over synchronous protocols such as X.25. With remote access,
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network workstations can use an X.25 packet-switched network to dia
out to host computers, and remote users can dia in and access network
resources. This module provides an AlO interface to an X.25 driver.

+ Remote Access Management Agent (RAMA) —RAMA
(NCMA.NLM) enables you to manage remote access from any Simple
Network Management Protocol (SNM P)-based console on the network.
RAMA interfaces with other management consoles through SNMP. It
provides all remote accessinformation to the ManageWise™ software or
to any SNMP-based console on the network.

X.25 Support for Remote Access

AIOPAD

The remote access software allows LAN workstations to use an X.25 packet-
switched network to dial out to synchronous host computers and allows
remote usersto dial in and access network resources. The following remote
access software components provide this capability:

+ AIOPAD
+ NetWare® Link/X.25™ software

+ The NetWare Asynchronous Services Interface™ (NASI™ ) Connection
Service (NCS) and NAS

+ Point-to-Point Remote Node Service (PPPRNS) and its remote client
software

AIOPAD, aNetWare Loadable Module™ (NLM™ ) fileincluded with remote
access, provides an asynchronous input/output (AlO) interface to support an
X.25driver. AIOPAD mediates between the AIO NLM and the X.25 driver to
provide up to 128 virtua circuits for each physical port on the X.25 adapter.
AlO and the remote access software interact with each virtual circuit asif it
were aphysical port. The number of circuits that can be active at onetimeis
limited by the number of remote access licensesinstalled on the server and by
port availability.

AIOPAD’s X.25 implementation is based on the X.3 and X.29 ITU-T
(International Telecommunications Union, Telecommuni cations
Standardization Sector), formerly CCITT, standards and a subset of the X.28
ITU-T standard.
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The AIOPAD NLM isinstalled automatically when remote access X.25
support isinstalled.

Figure 3 shows the relationship between A1O, AIOPAD, and an X.25 board
driver.

Figure 3 Relationship Between AlO, AIOPAD, and an X.25 Driver
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NetWare Link X.25

NetWare Link/X.25 is asoftware subsystem that operatesin the remote access
environment and also with other Novell communications server products.
NetWare Link/X.25 isinstalled automatically when remote access X.25
support isinstalled.
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NCS and NASI

The NetWare Asynchronous Services Interface (NASI) Connection Service
and its client software, NASI, allow NASI users on the NetWare LAN to
establish a connection to an X.25 network and access resources available
through the network. Remote NASI users can also dial in to remote access
through an X.25 network.

PPPRNS and Remote Dialer Software

The remote access PPPRNS service supports the following dialers:
+ Novell Client™ Remote Access Dialer (Windows* 3.x)
+ Windows* 95 Dial-Up Networking dialer
+ Windows* NT Remote Access Server dialer

NOTE: PPPRNS is also backward-compatible with older Novell dialers, such as
DOSDIAL and Windows Dialer, which were shipped with NetWare Connect™ 2.0;
NetWare Mobile™ software; and LAN WorkPlace® 5.0 software. The NetWare
Connect 1.0 RNR dialer is no longer supported.

Using these dialers, remote users can dia in to remote access through an X.25
network.

Figure 4 shows aremote workstation running the Windows diaer to dial into
aremote access server running PPPRNS and NetWare Link/X.25.
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Figure 4 Remote Dialer Software and Remote Access X.25 Connections
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Remote Access Security

There are several ways you can set up remote access security to prevent
unauthorized access. In addition to supporting NetWare® security (verifying

NetWare password expiration), remote access provides port security at
connection time.

Remote access security control s accessto the remote access ports and services
and determines the following:

+ Which callers can establish connections
+ When callers can establish connections

* Which resources callers can use on the network
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Usernames

Passwords

You can authenticate remote access security both logically and physicaly.
Logical authentication involves assigning usernames and passwords, and
setting up restrictions. Physical authentication involves installing third-party
hardware devices between the remote access ports and the modems.

Usernames provide the first level of security. In a NetWare 4™ or later
environment, by default, all usersin the container that you specified as having
the Connect Rights Level can access the remote access server and establish a
logical connection tothe network. The user'saccessrights depend on theuser’s
physical location in the tree and the trustee rights assigned to the CONNECT
object.

Another way to restrict access by username is to use the console SET
commands SET NWC CHECK CONTEXT=ON and SET NWC CHECK
CONTEXT NAME=<context >. Only userswith names of context are allowed
access.

Before establishing a connection, remote access authenticates clients by
prompting them for one of the following passwords:

+ NetWare password

+ Remote Client password

NOTE: Remote access allows you to disable security and the prompt for the
remote access Remote Client password.

Remote Client Password

The Remote Client password is designed so that NetWare security is not
compromised by passing NetWare passwords in plain text or any other form
over the wire. Remote Client passwords are used in the following cases:

+ Remote AppleTak nodes.

+ Remote Windows or | P nodes using the Password Authentication
Protocol (PAP) or the Challenge Handshake A uthentication Protocol
(CHAP) method of authentication. (The Windows 95 and Windows NT
dial-up networking support uses PAP or CHAP) The passwords for PAP
and CHAP are case-sensitive.

Remote Client passwords are not required if you are using the default
NetWare Connect™ Authentication Protocol (NWCAP) security.
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+ Remote control dial-in users.

NOTE: If a Remote Client password is not assigned, the remote user using PAP
or CHAP cannot gain access without a password. The remote user can gain
access without a password only if the administrator enters Set PPPRNS
AdmitNoConfig=ON at the server console. Set this flag to OFF to require a
Remote Client password. By default, this flag is set to OFF and a Remote Client
password is required.

Initially, you assign Remote Client passwords and then allow callersto choose
and change their passwords. You can enhance security for Remote Client
passwords by requiring the following:

¢ Minimum password length

+ Limited number of connection attempts

If you allow callers to change their passwords, you can increase password
security by requiring users to change passwords periodically. Remote access
provides Windows and M acintosh tool s to enable remote node usersto change
Remote Client passwords. Refer to the Novell Internet Access Server 4.1
remote access online help for more information about these tools. The
NetWare Connect Service Selector (NWCSS) aso provides an option for
remote control dial-in users to change their Remote Client passwords.
Passwords can contain up to 16 charactersif the extended password feature is
enabled.

Figure 5, Figure 6, and Figure 7 illustrate how security isimplemented for
each of the remote access services. PPP Remote Node Service (PPPRNS),
AppleTalk Remote Access Service (ARAS), and NASI™ (NetWare
Asynchronous Services Interface™ ) Connection Service (NCS), respectively.
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Figure 5 PPPRNS Security
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Figure 7
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Restrictions

Restrictions control when and where acaller can connect, and they protect
your network from unauthorized access. The following restrictions are
configurable within remote access; however, after you establish aconnection,
NetWare security applies during login:

* Port restrictions —These restrictions limit users or services from
accessing al ports.

+ Servicerestrictions —These restrictions limit users or ports from
accessing all services.

+ Timerestrictions —These restrictions limit the amount of time users
can remain connected, disconnect a user if a connection remainsidle for
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a set time, and limit the hours (the time of day and week) that a service
can access a port.

¢ Zonerestrictions —These restrictions limit callers from accessing
specific AppleTalk zones on the network.

+ Dial-out restrictions —These restrictions limit users to dialing out to
authorized telephone numbers. This applies only when a modem-
independent group is used; refer to Configuring NCS.

+ Dialback restrictions —Theserestrictions enforce network security and
allow the user to reverse charges by having a service call back. Dialback
occurswhen aremote user calsin, the call isvalidated, and remote access
disconnects the call and dials back.

* Account restrictions —These restrictions lock a user's account when
certain limits are exceeded.

When an account islocked, ho one can connect using that username. You
specify that an account islocked automatically when the password
expires and the three grace logins are used up, or when a set number of
incorrect passwords is used.

To unlock an account locked by intruder lockout, you can modify the
user's security parameters or Remote Client password. To unlock an
account locked by password expiration and running out of grace logins,
modify the user's Remote Client password.

The Role of ConnectView

ConnectView 2.x benefits include

+ Novell Internet Access Server 4.1 remote access and NetWare Connect
2.0 server management with a server list defined from the Server
Advertising Protocol (SAP)

+ Real-time port and connection management to enableyou to quickly view
and monitor the status of each server's ports and connections

+ Graphical display of port status to enable you to quickly determine port
utilization and verify important configuration data and modem status

+ NetWare Asynchronous Services Interface (NASITM) Connection
Service (NCS) session management to enable you to dynamically
monitor and manage NCS sessions
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+ Trend analysis graphs to enable you to evaluate resource utilization,
perform capacity planning, proactively anticipate performance problems,
and efficiently distribute server usage

+ Accounting charges and reporting to enable you to create an accounting
system, apply charges to your remote access users, and display and/or
export accounting data and reports for further analysis

+ Service management to enable you to dynamically load and unload
remote access services

+ Port threshold setting to enable you to receive proactive notification when
port usage reaches a specified level on each managed server

+ Generated alerts and audit trail reports with summary and daily
information to enable you to print and store histories of network events
and records of remote access service access and usage

ConnectView uses the remote Btrieve client to access records stored in the
server-based audit trail log file for the Trend Analysis, Accounting, Audit
Trail, and Alertswindows. To display thisdata, users must have READ/SCAN
rights to the server and SY S\SY STEM\CSLIB directories and files.

For users already logged in to a Novell Directory Services™ (NDS™ ) tree,
ConnectView attempts background authentication the first time an
Accounting, Trend Analysis, Audit Trail, or Alerts window is opened. If the
authentication is successful, ConnectView displays the data. If the
authentication is unsuccessful, ConnectView displays a Bindery login box.
The user must enter avalid username and password to display the data.
Subsequent accessto serversin the same NDS tree will occur without alogin
prompt.

For users not logged into an NDS tree, ConnectView displaysaBindery login
box. The user must enter avalid username and password before the data will
be displayed.

ConnectView 2.1 Features

ConnectView 2.1 includes the following enhancements:

+ Management of Novell Internet Access Server 4.1 remote access software
and existing NetWare Connect 2.0 servers

+ Port mediatype (Asynchronous, X.25, ISDN) displayed in the View All
and View windows

+ Trend analysis for usage by media
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+ Report preferencesto enable you to customize accounting, alert, and audit
trail report data

+ Enhanced accounting features

+ Additonal fields for connected time and baud rate in the Accounting
Log window.

+ An accounting log display option to enable you to limit datain the
Accounting Log window by date, account number, and username.

+ Additional fields for the total dial-in connections and charges, total
dial-out connections and charges, baud rate, and dial type in the
Accounting Report window.

+ An additional overhead rate option to enable you to apply the
overhead chargeto all users, including users who did not connect to
the remote access software. Previously, the overhead charge was
limited to users with valid remote access connections.

ISDN short hold support.

*

Management Features

ConnectView uses a combination of the Simple Network Management
Protocol (SNMP) and the remote Btrieve* client to manage your remote
acCess servers.

To implement the SNM P connectionless management protocol, each server
running the remote access software must run the Remote A ccess M anagement
Agent (RAMA) andthe NetWare® SNM P Agent (SNMP.NLM). The Remote
Access Management Agent registers the IDs of the NetWare Connect™
objectsit manageswith the SNMP Agent. When arequest isreceived for data,
the SNM P agent forwards the request to the RAMA service, which processes
therequest and returnsthe information to the SNM P Agent. The SNMP Agent
then returns the data to ConnectView.The server's SNMP community strings
are compared to the workstation’s community string settingsfor that server. If
they match, the request is performed. Otherwise, the request is denied. By
default, ConnectView sets the workstation community strings to public
(monitor=public control=public).

IMPORTANT: Ensure that the most up-to-date versions of NCMA.NLM and
SNMP.NLM are loaded on the managed servers. ConnectView does not install the
Novell TCP/IP stack and does not support SNMP over IP. Also, ensure that
BSPXCOM.NLM is loaded on the managed servers and BREQUEST.EXE is running on
the ConnectView workstation
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ConnectView copies the necessary SNMP files to your workstation. This
includesthe WLIBSOCK.DLL file. If adifferent version of thisfile exists on
your workstation, ConnectView displays a warning message.

However, ConnectView does not install the Novell TCP/IP stack and does not
support SNMP over |P.

IMPORTANT: ConnectView SNMP options are available only when ConnectView is
run in standalone mode.

ConnectView uses the remote Btrieve client to access records stored in the
server-based audit trail log file for the Trend Analysis, Accounting, Audit
Trail, and Alerts windows. To display this data, users must have Read/Scan
rightsto the server's SY S\SY STEM\CSLIB directories and files.

For users not logged in to aNovell Directory ServicesTM (NDSTM) tree for
NetWare 4.1 or later servers, ConnectView displays aBindery login box. The
user must enter avalid username and password before ConnectView displays
trend analysis, accounting, audit trail, and alert data.

ConnectView displaysalist of al available serversin the View All window.
Available servers are servers that respond to the SAP of the server you are
logged in to. If you are not logged in to a server, ConnectView uses the SAP
notification from the server to which you are attached.

Unavailable serversthat become avail abl e after ConnectView isstarted can be
added to the View All window by choosing View >Update (F5).

IMPORTANT: If you want to manage a server that is active but not displayed in the
View All window, log in to either the desired server or a server that can receive SAP
notification of the desired server. Then, from the View All window choose View >
Update.

Accounting Features

To calculate billing charges, ConnectView

+ Matches start connection records with end connection records to
determine the valid connections that occurred during the billing period.

+ Appliesthe rates from the rate tables to the hourly intervals of the
connection durations.

Matching Start Connection and End Connection Records

ConnectView determinesvalid connections within the specified billing period
by matching start connection records and end connection records.
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If both a start connection record and an end connection record are found
within the billing period for the same connection ID, ConnectView logs the
connection as valid. Otherwise, ConnectView considers the connection
incomplete and does not use the connection in the accounting process.

If a start connection record is found, but a matching end connection record
cannot be located within the specified billing period, ConnectView searches
for the end connection record one day beyond the end date of the billing
period. If the matching end connection record is found within this 1-day
buffer, ConnectView logs the connection as valid. If the matching end
connection record is not found during the one day buffer, ConnectView
considers the connection invalid and logs the connection in the Discarded
Connections dialog box.

NOTE: Checking for end connection records during this 1-day buffer helps eliminate
incomplete connections that might occur when connections are started near the end of
the billing period.

If an end connection record without a matching start connection record is
found within the specified billing period, ConnectView considers the
connection invalid and logs the end connection record in the Discarded
Connections dialog box. Logging the unmatched end connection records
avoids duplicating billing and invalid connections across billing periods.

NOTE: The grace period, by default set to 30 seconds, determines the minimum
connection duration required for a connection to be valid.

Thefollowing table summarizes the process of determining valid connections
for aconnection that began on 3/1/96 at 8:00 a.m. and ended at 3/4/96 at 3:00
p.m.

Billing Period Accounting Result

3/1/96 to 3/4/96 Valid Connection

The connection is included in the accounting
data, because both the start time and the end
time are within the billing period.

3/1/96 to 3/3/96 Valid Connection

The connection is included in the accounting
data, because the start time is within the billing
period and the end time is outside the billing
period by less than one day.
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Billing Period Accounting Result

3/1/96 to 3/2/96 Invalid Connection.

The connection is counted as an incomplete
connection, because the start time is within the
billing period, but the end time is outside the
billing period by more than one day. The start
connection record is logged in the Disacarded
Connections dialog box.

3/2/96 to 3/2/96 Invalid Connection

The connection is notincluded in the accounting
data, because neither the start time nor the end
time is within the billing period.

3/2/96 to 3/4/96 Invalid Connection

The connection is notincluded in the accounting
data and is not counted as an incomplete
connection, because the start time is outside the
billing period, even though the end time is within
the billing period. The end connection record is
logged in the Discarded Connections dialog
box.

Applying Rates to Connection Durations

After the valid connections are determined, ConnectView applies the billing
rates from the assigned accounting profiles to the connection durations.

For charges based on therate per minute, ConnectView determinesthe amount
of timein seconds that appliesto each hourly interval within the connection
duration. Next, ConnectView checks the hourly rates in the assigned
accounting profile and applies the rates. The cost of each hourly interval is
then added together to equal the total charge for the connection.

For charges based on rate per connection and overhead rate, ConnectView
checks the assigned accounting profile for rates and charges, determines the
connected time in seconds for each hourly interval of the billing period, and
applies the assigned rates. The costs of each hourly interval are then added
together to equal the total charge for the connection.

The following connection example illustrates this process.
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Rates Rates Connecte
per per d

Connected Hourly Minute Secon Seconds Total Charges
Time Intervals d per
Interval
3:30:35 p.m.- 3:00-3:59 0.60 0.01 1765 1765 x .01 =
5:30:10 p.m. 4:00-4:59 0.60 0.01 3600 17.65
5:00-5:59 0.50 1790 3600 x .01 =
0.008 36.00
1790 x .008 =
14.32
Total Charge =
$67.97
09:00:10 9:00-9:59 0.30 0.005 3281 3281 x .005 =
a.m.- 16.40
09:54:31 a.m. Total Charge =
16.40
11:30:15 11:00- 0.85 0.01 1815 1815x .01 =
a.m.-2:45:03  11:59 0.85 0.01 3600 18.15
p.m. 12:00- 0.85 0.01 3600 3600 x .01 =
12:59 0.85 0.01 2703 36.00
1:00-1:59 3600 x .01 =
2:00-2:59 36.00
2703 x .01 =
27.03
Total Charge =
117.18

IMPORTANT: Baud rate and port name rates assigned in accounting profiles do not
apply to NCS dial-out and AIOPAD connections. NCS and AIOPAD do not report the
baud rate used during these connections.

Handling Invalid Connections and Duplicate Connection IDs

Invalid connections are connectionsfor which ConnectView can find only one
connection record, but cannot |ocate the matching start or end connection
record.

ConnectView automatically checks for end connection records up to one day
after the end date of the billing period. If amatching end connection record is
found in the one day after the billing period end data, ConnectView logs the
connection as valid and includes the connection in accounting data for the
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Security Features

Table 1

specified billing period. If the matching end connection record is not found,
ConnectView counts the connection as invalid. Invaid connections are not
included in the accounting data for the specified period, but they areloggedin
the Invalid Connections dialog box.

NOTE: Because of the checking one day beyond the end date of the billing period and
to avoid duplicate billing, ConnectView discards any end connection records for which
a matching start connection record cannot be found.

Duplicate connection I Ds occur when a new connection record contains the
same connection ID as an existing connection record of the same type. When
this occurs, ConnectView displays awarning message and allows you to
terminate or continue the accounting process.

If the accounting process is continued, ConnectView cannot guarantee the
integrity of the accounting data.

ConnectView uses SNMP to retrieve data with GET requests and to control
the remote access software with SET requests. These management operations
affect alarge number of windows and are dependent on the SNM P community
string settings on each managed server and the ConnectView workstation.

Onthe server side, you can set the desired community strings on the command
lineeither when you areloading SNMPNLM or through the NIASCFG utility.

IMPORTANT: By default, SNMP.NLM on your servers grants public access to the
MonitorCommunity (monitor=public) but disables access to the ControlCommunity.

Table 1 describes the server SNMP community strings.

Server SNMP Community Strings

Community String

Description

MonitorCommunity

ControlCommunity

TrapCommunity

Controls security for the read-only GET and GET NEXT operations. The
default is public.

Controls security for the read-write SET operations. By default, this operation
is disabled.

Controls security for receiving SNMP-trap messages. The default is public.

IMPORTANT: The ConnectView use of community strings follows SNMP v1 security.

36 Remote Access References



Your workstation’s community string settings must match the community
string settings on the managed servers. By default, ConnectView sets the
workstation community strings to public (monitor=public control=public).

To configure workstation community strings for each server, choose File >
Preferences and click the SNMP Options tab button. This dialog box also
contains options for SNMP time-out and retry values.

IMPORTANT: ConnectView does not support SNMP over the NetWare Core
Protocol™ (NCP™ ) or SNMP over IP. An SNMP workstation can still access the
Management Information Base (MIB) objects using the MIB browser over an IP stack.

Performance Considerations

When using ConnectView, it isimportant to keep several performance issues
in mind:
+ |f large amounts of data are involved in trend analysis, accounting, audit
trail, or aert log viewing, ensure that sufficient memory is available.

A substantial amount of time may be required to process|arge amounts of
data. The time required to process the data depends on the available disk
space, the number of records, and your Windows configuration. During
low memory conditions, Windows may begin to swap datato disk,

increasing the amount of time required to process the data. In extremely
low memory conditions, you may not be able to complete the operation.

+ |f ConnectView is running with other Windows applications,
ConnectView competes with the other applications for Windows
resources and memory, especialy if many windows are open.
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Planning

This section describes the requirements for supporting remote access, which
include the following:

+ Assigning the appropriate NetWare rights for remote access
+ Distributing client software
+ Supporting Apple remote access and X.25 users

+ Planning for remote access security

NetWare Rights for Remote Access

All NetWare usersin the Connect container (or Connect Rights Level) canuse
remote access, except usersin the containers that are blocked with the
Inheritance Rights Filter. The Connect container (or Connect RightsLevel) is
the container specified during the installation of the CONNECT abject in the
Directory tree. Refer to your configuration report to see the Connect container
context.

Allowing Access for Existing Users

To allow existing users in other containers to use remote access, you must
grant the following rights to the CONNECT object:
+ Browse entry rights to the container in which these users are defined
+ Read attribute rights to the container in which these users are defined

NOTE: In addition to Read attribute rights, if the CONNECT object has Write
attribute rights to that container, then the remote access server administrator can
configure the users’ remote access parameters.
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Adding New Users

For anew user to be able use remote access, he or she must be added to the
Directory tree. To add new usersto the Directory tree, use the appropriate
NetWare administrative utility from any LAN workstation. If you add the
users to the Connect container, then they have immediate access to remote
access; otherwise, you must grant the rights listed previously to the
CONNECT object to allow those users to access remote access.

Restricting User Access

You can restrict users from accessing remote access by modifying the
CONNECT’s abject rightsto the users’ container.

Modify the CONNECT object’s rights using the appropriate NetWare
administrative utility by removing the following rights to that container:

+ Browserightsto objects
+ Read attribute rights
+ Write attribute rights

Remote Access Client Software Distribution and

Licensing

Remote access services allows the network supervisor to distribute the remote
access client software to any number of remote users.

The remote access dialer software isinstalled automatically when you install
the Novell Client.

The software for MAC2NCS (RAMAC.EXE) is available on the Novell
Client CD-ROM and is located in the PRODUCTS\MAC2NCS directory.
RAMAC.EXEisaDOSformatted, compressed version of the Remote Access
Mac Client folder. Thisfolder containstheinstaller for Mac2NCS and the Set
Remote Access Password utility. Instructions for making thesefiles available
to users areincluded in the RAMAC.TXT file included in the same directory.

To improve the performance of Point-to-Point Protocol (PPP) connections,
NetWare files—LOGIN.EXE, LOGOUT.EXE, ATTACH.EXE, MAPEXE,
CX.EXE, NLIST.EXE, and SLIST.EXE—should be distributed to the remote
PCs.
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Any other program that is invoked in the user login script should also be
distributed to the remote PCs.

PPP-based remote node support is provided with the remote access software.
Apple Remote Access is available from Apple Computer, Inc.

Support for Apple Remote Access and Mac2NCS

To use Apple Remote Access, you heed the following:
+ A Macintosh computer running system software version 7.0 or later
+ Atleast 2 MB of memory and ahard disk
+ |f you are using Novell Client for Macintosh, at least 4 MB of memory
+ A Hayes*-compatible modem with a datarate of at least 2400 bps

HINT: We recommend that you always use the latest ARA modem scripts.
Contact Apple or the modem manufacturer for the most current ARA modem
scripts for your modem. If your modem is not listed in ARA, Apple offers a utility to
create your own ARA modem scripts.

+ Apple Remote Access software

+ The Set Remote Access Password utility to modify the remote access
password

This utility is shipped as a DOS executable on the Novell Client CD-
ROM. Contact your network supervisor for access to this utility.

+ |fyouwill beloggingintoaNovell Internet Access Server 4.1 server, you
need the Novell Client for Macintosh program, including the Macl PX®
program.

Installing Novell Client for Macintosh

If you will usethe A pple Remote A ccess softwareto access a NetWare server,
you need to install the Novell Client for Macintosh utility on your remote
Macintosh, if it is not already installed. Contact your network supervisor for
access to this utility.

Toinstall this utility, access a Novell server through AppleTak* or aremote
connection, locate the folder where Novell Client for Macintosh is located,
and then drag the folder icon to afolder on your Macintosh.
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After transferring the files, click the Novell Client for Macintosh Installer
icon. The utility installs automatically and is available the next time you start
your Macintosh.

Installing and Using Mac2NCS

The Mac2NCS component of the remote access software allows you to
redirect theinput from M acintosh communications applicationsto NA S| ports
on aserver. You can use Mac2NCS connections for both dialing out from and
in to the network.

To dia out using Mac2NCS, you need to install Mac2NCS and a Macintosh
communi cations application which uses the standard serial driver interfaceon
aLAN workstation. To dia in using Mac2NCS, you need to set up a
Macintosh workstation on the network and install a supported third-party
application on both the workstation and the remote PC.

X.25 Support

To enable remote usersto dia in or dia out through an X.25 packet-switched
network, you must have the appropriate hardware and software installed.

Hardware Requirements

To support X.25 connections, you must have an X.25 adapter installed in the
communications server.

A list of third-party X.25 adapters certified by the Novell Labs™ group can
be found at the Novell WWW location http://l1abs.novell.com.

NOTE: The Novell labs document, How to select WAN Hardware for your Novell
product, can help you to select the appropriate hardware for X.25, as well as for other
WAN and dial-up adapters. This document can be found at the Novell WWW location
http://labs.novell.com/wan/certinfo.htm.

Software Requirements

X.25 support for remote access requires the following software:
+ NetWare 3.12 or later

+ The remote access X.25 support files

Thefilesfor X.25 support are installed during the Novell Internet Access
Server 4.1 installation. The X.25 support files include the drivers from the
NetWare Link/X.25 product, the AIOPAD NLM, and other required files.
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Remote Access Security

Before you install the remote access software, you should create a security
plan for remote users dialing in to your network. This involves selecting the
type of access security you want to implement and whether the restrictions
will be placed globally or for selected users only.

Types of Access Security

Remote access provides the following levels of access security:
Default Security

*

¢ User-, Port-, and Service-Level Security
Global Security for All Users
User-Specific Security

+ Service-Specific Security

Third-Party Security

*

*

*

Default Security

Default security isin effect when you first install and set up abasic
configuration. The default security for each serviceisexplained in Table 2.

Table 2 Default Security Requirements

PPP Remote Node AppleTalk Remote Access NASI Connection Service

Service Service

NetWare username  NetWare username NASI, Win2NCS, or
and NetWare and Remote Client Mac2NCS workstation:
password password NetWare password

Remote workstation:
NetWare username and
Remote Client password

The default security parameters specify the following:
+ All users have access to all services and ports.
+ All services have accessto all portsat al times.

+ Users can remain connected for an unlimited amount of time.
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¢ Users cannot use the dialback feature.

+ User sessions can remain idle for an unlimited amount of time.
¢ Users can dia out to any number.

+ There are no restrictions on defining Remote Client passwords.

After the remote client establishes a connection, the remote client must
logintothe NetWare network. The system does not prompt for aNetWare
login until the user runs the login command.

User-, Port-, and Service-Level Security

Asan administrator, you can customize the level of security by restricting the
following:

+ Users from accessing certain ports
+ Usersfrom accessing specific services

+ Portsto a particular service for a specified time

Global Security for All Users

You can define the following security options globally for all users:

¢+ Maximum connection time —You can limit the time online for all
users. If you set this value to 0 minutes, remote access will immediately
disconnect the user when the user dialsin. If you set thisvalueto -1, there
isno limit. Connections that are already established are not affected.

+ |dletime beforedisconnection —Remote access disconnects a user
after the connection has been idle for a specified amount of time, in
minutes. This helps you manage line usage costs by disconnecting
inactive connections. Thisoption is not valid for ARAS connections.

+ Password restrictions —These restrictions apply to the Remote Client
password that is set for each user. You can specify the number of timesa
user can enter an incorrect password, as well as the minimum length of
the password.

+ Dialback —You can require users to specify a dialback number at
connection time. Or, you can allow users to request dialback at
connection time.

+ Dial-out restrictions —You can restrict users from dialing out to a
specific number by specifying alist of authorized numbers. Dial-out
restrictions apply only to modem-independent ports.
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NOTE: Frame=26:/2.0 internal insetSetting a value for a security option for a user
overrides, in order, the nearest container, remote access server, and global settings for
that option.

User-Specific Security

You can defineremote access security for each user. If you have morethan one
remote access server on the network, you can customize user security from a
single server console. Note, however, that you must specify dial-out
restrictions on each remote access server.

You can configure the following options for each user:

+ Maximum connection time —You can limit the time online for a user.
If you set this value to O minutes, remote access will immediately
disconnect the user when the user dialsin. If you set thisvalueto -1, there
isno limit. Connections that are already established are not affected.
This parameter overrides any global defaullts.

+ |dle Timeout —Remote access disconnects the user after a connection
has been idle for a specified amount of time. You can set theidle timeout
value for auser or a container. Thisoption isnot valid for ARAS
connections.

+ Dialback —Forced dialback enables you to enforce maximum security
by preconfiguring adiaback number for each caller. You can also require
users to specify a dialback number at connection time, or you can alow
usersto chooseto dial back and specify a dialback number at connection
time.

+ Dial-out restrictions —You can restrict a user from dialing out to any
number by creating alist of authorized numbers for that user. Dial-out
restrictions apply to modem-independent ports.

+ Remote Client password —You can set a Remote Client password for
ARAS, NCS, and PPPRNS clients using the PAP or CHAP method of
authentication. By default, there is no Remote Client password, and
ARAS, NCS, and PPPRNS services are denied without a password. The
NetWare password is still required for PPPRNS with NWCAP sel ected.

You can set the password to be valid for a specific number of days and
require usersto change their passwords when they expire. Remote access
provides users with the tools to change their Remote Client passwords.

Once a user's Remote Client password has expired, the user must use
these tools to change the Remote Client password. The user is allowed
three grace logins after the password has expired. If the user logsin using
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the three grace logins without changing the password, the user is denied
logon to remote access. The administrator must then use NIASCFG or the
NetWare Administrator utility in Windows to assign a new password to
the user.

Service-Specific Security

You can configure service-specific security options for each of the following
services:

+ PPP Remote Node Service
+ NASI Connection Service
+ AppleTalk Remote Access Service

PPP Remote Node Service

You can disable PPPRNS security or enable one or more of thethree supported
protocols used to establish a connection:

+ NetWare Connect Authentication Protocol (NWCAP)

Thistype of authentication isthe default method for maintaining network
security. With this method, users must specify the NetWare password to
successfully establish a connection. Thistype of authenticationis
supported by the PPPRNS client for the remote access dialer. The
NetWare password is encrypted and is not sent in plain text across the
wire.

NOTE: The PPPRNS client for DOS (DOSDIAL) and Windows (Windows Dialer)
NetWare Connect™ 2.0 dialers are also supported.

+ Password Authentication Protocol (PAP)

Thistype of authentication offers minimum security. It is not enabled by
default. If you enable this protocol, users must specify the Remote Client
Password to successfully establish a connection. The Remote Client
password is sent in plain text across the wire.

This method is supported by the PPPRNS client for the remote access
dialer. Enablethisoptionif you have UNIX clientsthat support PAPR, such
asthe LAN WorkPlace® software.

NOTE: The PPPRNS client for DOS (DOSDIAL) and Windows (Windows Dialer)
NetWare Connect 2.0 dialers are also supported.

+ Challenge Handshake Authentication Protocol (CHAP)
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This type of authentication allows third-party PPP clients that support
CHAP to connect to remote access. It is disabled by default, and is used
by Windows 95 and Windows NT. This method is not supported by the
PPPRNS client that is shipped with Novell Internet Access Server 4.1.

Thismethod of authentication requires usersto specify the Remote Client
password to establish a connection. The Remote Client password is used
for encryption and is not sent across the wire.

If the default NWCAP authentication is enabled, users must specify a
NetWare username and password. If you enable PAP or CHAP, users must
specify Remote Client passwords.

PPPRNS negotiates the security modesin the foll owing order (when enabled):
CHAP, PAP, and NWCAP. For example, the server is configured to support
both NWCAP and CHAP. If the client supports CHAP, CHAP isused. If the
client supports NWCAP, NWCAP is used. If the client supports both CHAP
and NWCAP, CHAP is used becauseit is negotiated first.

When PAP or CHAP is used, a Remote Client password must be defined to
allow users access. To allow users access without Remote Client passwords,
either turn off PPPRNS security or use the Set PPPRNS AdmitNoConfig=ON
command at the server console to validate users without Remote Client
passwords.

NOTE: To use the native Windows 95 or Windows NT dialer to connect to a Novell
Internet Access Server 4.1 server, you must enable CHAP or PAP on Novell Internet
Access Server 4.1 and either assign a Remote Client password to each user or allow
users without Remote Client passwords to be validated.

If you want your Windows 95 dialer to use NetWare passwords instead of Remote Client
passwords, you must install the latest Novell Client for Windows 95 from the client CD-
ROM. Refer to the Novell Internet Access Server 4.1 remote access online help for
more information. From the server console, type SET PPPTSM NWCAPFIRST=ON. This
does not affect Windows 95 or Windows NT clients using the Microsoft client or older
NetWare clients.

If security is disabled at the server side, the remote client must specify None
for the security type.

NASI Connection Service

For NASI Connection Service (NCS), you apply security to the network
workstation dialing out and to the remote workstation dialing in. Enabling
security for the network workstation means that NASI workstations must
specify apassword. Enabling remote security means that remote workstations
must specify a username and a Remote Client password.
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Third-Party Security
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AppleTalk Remote Access Service

For AppleTalk Remote Access Service (ARAS), you can restrict access to
AppleTalk zones globally for all users or on a per-user basis.

Remote access supports third-party security products that implement token-
based challenge/response types of security. These products have both
hardware and software components. Remote access supports the software by
providing a configuration option in the configuration utility. The hardware
components are installed between the remote access port and the modem.

When third-party security is enabled, PPPRNS and NCS users must be
validated through third-party security. After third-party security passes, call
selection takes place. Any configured security for aservice is applied to the
call before the session is established.

PPPRNS users must configure their dialers to enter terminal mode to process
the third-party security validation and transfer the call to PPP mode. If the
diaerisconfiguredincorrectly, that is, the call goesinto PPP moderight away,
the call will berejected. Refer to the Novell Internet Access Server 4.1 remote
access online help for information about how to use scripts for the dialers.

When the services available on a port are PPPRNS, NCS, or both, the
incoming call executes third-party security as soon as the call isreceived. If
additional services (such as ARAS) are also available on a port, the usual call
selection will take place first. This enables services that do not support third-
party security to accept calls even when third-party security is enabled. After
theinitia call selection, third-party security is executed.

If third-party security passes, a second call selection process takes place to
determine which service the call is destined for.

If PPPRNS clientsare configured incorrectly and the call isselected during the
initial call selection process, the call isterminated.

If you have services other than PPPRNS or NCS selected, you can minimize
the call establishment time for PPPRNS and NCS calls by restricting ARAS
(and other servicesthat do not support third-party security) to using specific
ports.
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Security Options
You use the security options in the Remote Access Configure Security menu
in NIASCFG to set up remote access security. The options for security are
explained in Table 3.

Table 3 Security Options

Options Description

Restrict Ports by User Restricts users to access a specific port or ports.
Restrict Service by User Restricts users to a specific service.

Restrict Service by Port Restricts ports to a specific service.

Restricts port access time by service.

Set Global Parameters Sets the following global security parameters for
all users:

Default maximum connection time
Idle time before disconnection
Default dialback mode

Dialback parameters, including wait time, busy
retry count, and busy retry interval

Dial-out restrictions

Set User Parameters Customizes the following user security
parameters:

Users allowed to change remote client
passwords

Remote client password expiration
Idle timeout per user or container
Default maximum connection time
Dialback mode options

Dial-out restrictions

Set User Remote Client Password Specifies a Remote Client password for a user.
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Options

Description

Set Remote Client Password Restrictions

Set Third-Party Security Parameters

Disables a password after a number of failed
logins.

Enables long passwords and sets the minimum
password length.

Enables/disables third-party security.
Selects a third-party security product.

Applies third-party security to a direct
connection.

NOTE: Set Third-Party Security Parameters is available only if at least one third-party

security product is installed.

You can set thetime alowed online, dialback options, and dial-out restrictions
globally for all usersor customize them for selected users. If you need asecure
system, implement all the appropriate security features.

In addition to the features listed in Table 3, service-specific security options
are provided for each service. Table 4 lists the service-specific security

options.

Table 4 Service-Specific Security Options

Service Security You Can Enable Default
PPP Remote Node Service PPPRNS security On
NetWare password Yes
(NWCAP)
Password Authentication No

Protocol (PAP)

Challenge Handshake Authentication Protocol ~ No

(CHAP)
NASI Connection Service NCS dial-in security On

NASI security On
AppleTalk Remote Access Default zone restrictions Access to
Service all zones
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Service

Security You Can Enable Default

User zone restrictions Access to
all zones
Prompting users for password No

Remote Access Server Management with ConnectView

This section summarizes the prerequisites for using ConnectView and how
you should prepareto useit.

Software Requirements

*

*

*

MS-DOS* 5.0 or higher
Windows 3.1 or higher

NetWare Client™ (VLMTM) 1.2 or later Novell Client™ software

IMPORTANT: If you are using the NetWare Client (VLM) 1.2 software, you can
run ConnectView in both Windows 3.1 and Windows 95 environments. If you are
using the Novell Client for DOS and Windows 3.1x software, you can run
ConnectView in the Windows 3.1x environment. If you are using the Novell Client
for Windows 95 software, the statement that loads BREQUEST.EXE is moved
from your AUTOEXEC.BAT file to the WINSTART.BAT file, to enable you to run
ConnectView in a Windows 95 environment.

Hardware Requirements

The ConnectView workstation must include the following hardware:

*

*

An 80386- or 80486-based IBM PC/AT* compatible or higher computer

A LAN adapter that, together with the drivers provided by the NetWare
workstation shell, connects the ConnectView workstation to aLAN by
use of SNMP over the Internetwork Packet ExchangeTM (IPXTM)
protocal.

A VGA or super VGA graphics card and monitor
A mouse supported by Windows 3.1

8 MB of RAM

6 MB of disk space
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NOTE: If you have removed ManageWise® from your workstation, ensure that the
NMS.INI file is removed from the \WINDOWS directory.

Network Requirements

If ConnectView isto operate in a WAN environment, you must have a
ConnectView workstation and the hardware and software capable of
connecting the WANSs. This hardware and software could be arouter capable
of routing IPX traffic.

IMPORTANT: ConnectView does not support SNMP over IP.

Server Requirements

ConnectView manages the Novell Internet Access Server 4.1 remote access
software and NetWare Connect 2.0 servers.

IMPORTANT: The BSPXCOM.NLM and NCMA.NLM files must be loaded on the
managed servers.

Preparing to Use ConnectView for Trend Analysis and Accounting

ConnectView's trend analysis enabl es you to monitor resource usage,
proactively distribute resource utilization, and perform capacity planning. To
effectively use this ConnectView feature, ensure that

+ Audit trail files or archived files are available
+ Server and workstation software is running

+ An effective display period is used

The ConnectView accounting feature allows you to create account profiles
with specific billing formulas and rates, apply profiles to users, and generate
accounting datain accounting log and accounting report format. To effectively
use this feature, ensure that

+ Audit trail file and/or archived files are available
+ Server and workstation software is running

+ Data processing and display requirements are considered

Maintaining Audit Trail and Archive Files

Before displaying trend analysis data or starting the accounting process,
ensure that the audit trail option is enabled and sufficient data has been
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recorded. Trend analysis data can be viewed only after the remote access
software has recorded datain the current server’'s audit trail file, or thereis
access to data stored in an archived file. The audit trail file and/or archived
files must be available before any trend analysis data can be displayed.

Because ConnectView uses the remote Btrieve client to access audit trail
records, you must have READ/SCAN rights to the server’s

SY S\SY STEM\CSLIB directories in which the audit trail file and archived
files are stored.

IMPORTANT: Ensure that only the audit trail file and archived files for the Novell®
Internet Access Server 4.1 are used. ConnectView will not display data from other files.

Ensuring That Server and Workstation Software Is Running

For ConnectView to display trend analysis data or process accounting data,
ensure that the following NetWare® Loadable ModuleTM (NLMTM) files
are loaded on the managed server:

¢+ BSPXCOM.NLM
+ NCMA.NLM (NetWare ConnectTM Management Agent)
+ SNMPNLM (NetWare SNMP Agent)

Also, ensure that BREQUEST.EXE is running on the ConnectView
workstation.

Planning for Data Display

Because accessing large amounts of data could require a substantial period of
time and trend analysis graphs are not scrollable horizontally, plan the display
of datain manageable amounts. For example, displaying trend analysis data
from8am.to5 p.m. in hourly intervalsfor oneday or displaying datain daily
intervals for 30 days results in manageable displays of data. However,
displaying datain hourly intervals for alarge number of days (60, for
example) could result in long delays in data processing and data that is
difficult to view.

If you are accessing large amounts of datain the current audit trail file and/or
archived files, displaying trend analysis data could require a substantial
amount of time and memory. Also, if low memory conditions occur and
Windowsis configured to swap data to disk, this could increase the amount of
time required to process the data.
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Setting Up

Asyou complete the product installation, the remote access software runs an
automated setup procedure that lets you quickly and easily set up and
configure your remote access server for basic operation. The automated
procedure runs the first time you select Remote Access Configuration from
the NIASCFG menu. The remote access software basic configuration process
automatically loads Al O hardware drivers, selects modem types, and modifies
the NETINFO.CFG file.

The automated setup prompts you to do the following:
+ |dentify the communications adapters installed in your server
+ |dentify the modem types connected to your server

+ Select the remote access servicesto load

Before you start configuring the remote access software, make sure you have
+ |nstalled the communications adapters
+ Installed Novell Internet Access Server 4.1

+ Connected modems to the ports on the adapter and turned them on

When you have completed the basic configuration, the remote access software
assigns the basic profile to authorized usersto

+ Access dl remote access ports
+ Access dl active remote access services
¢ Set portsfor bidirectiona use

¢ Log infor an indefinite amount of time

*

Did out to any number
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+ Accessall AppleTalk* zones on the network

If you bypass or quit the automated setup, you can configure the remote access
software manually. Refer to Remote Access Drivers and Ports.

Using the Automated Setup Program

The remote access software takes you through an automated setup program
thefirst timeyou configureit. If you quit this automated setup procedure, any
subsequent changesto the configuration must be made using the configuration
utility, NIASCFG. Refer to the subsequent chaptersin this book for detailed
information about subsequent remote access configuration.

1

Enter LOAD NIASCFG at the server prompt.

A window is displayed prompting you to move all driver LOAD and
BIND commandsfromthe AUTOEXEC.NCFfileto the NETINFO.CFG
file

Select Yes and press Enter to continue.

One or more messages might be displayed indicating that duplicate

L OAD commands were not imported. Skip these messages until a
message is displayed indicating that NIASCFG has completed copying
al the LOAD and BIND commandsto NETINFO.CFG.

Press Enter to continue.

The NIAS Options menu is displayed.

Select Configure NIAS from the NIAS Options menu and press Enter.
The Select Component to Configure menu is displayed.

Select Remote Accessfrom the Select Component to Configure menu and
press Enter.

The Remote Access Configuration NetWare L oadable Module™
(NLM™ ) fileisloaded and the Connect Object I nstallation Requirement
menu is displayed. This menu allows you to automatically extend the
directory schemato install the Connect object (the remote access object
name).

Specify the Connect Rights level and press Enter.

This is the container below which the Connect object is granted
administrative rights. Users in this container, and below, can access this
remote access server. The default value is [ROOT].
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10

11

12

NOTE: If you do not choose [ROOT] during installation, you can use NetWare
Administrator to allow other users access to the remote access object, or to
explicitly grant the Connect object administrative rights to other containers. Refer
to NetWare Rights for Remote Access.

Enter an Administrator name and password.

This user must have the required rights to extend the schema and install
the Connect object.

At this point, you are asked if you want to review the instructions.
If you want to review the instructions, select Yes and press Enter.

The instructions contain an overview of the steps that are performed
during the automated configuration process. To return to the automated
configuration program, press Esc. Press F8 at any time during the setup
procedure to display these instructions or press F1 to display the help
screens for the window or field being displayed.

A message is displayed asking if your server contains any synchronous
adapters, such as X.25 or ISDN. If it does, select Yes and press Enter. If
your server contains only asynchronous adapters, select No and press
Enter. Go to Step 15.

When you select Yes, the MultiProtocol Router Fast Setup menu is
displayed; however, remote access does not support Fast Setup.

Select No and press Enter to continue.

An abbreviated version of the Internetworking Configuration menu is
displayed.

From the Internetworking Configuration menu, select Boards and press
Enter.

The Configured Boards window is displayed.
Perform the following steps to configure asynchronous adapters:

12a Pressins and select the appropriate driver from the list displayed.

NOTE: SYNCPLUS is the Novell-provided X.25 driver that supports the
Novell synchronous /V.35+, RS-422+, and RS-232+ adapters.

WHSMCAPI is the Novell-provided driver for ISDN adapters that support
NetWare CAPI, such as the Eicon SCOM adapter.

Consult your hardware documentation for other drivers.

12b Enter the appropriate board parameters.
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Save the board parameters.
12c PressEsc to return to the Internetworking Configuration menu.
The Internetworking Configuration menu is displayed.
13 Select Network Interfaces and press Enter.

For each interface that you defined in Step 12a that you want to use for
remote access, select the interface, select PPP Remote Access for the
medium, and specify the ISDN address and ISDN subaddress, if
applicable.

HINT: For examples on how to configure X.25/ISDN boards and network
interfaces, refer to Configuring Ports for ISDN.

14 PresEsc toreturn to the Internetworking Configuration menu. Press Esc
againto exit INETCFG.

A prompt isdisplayed informing you that the system must bereinitialized
and offering you the option of terminating the automated setup, which
means that you must repeat this procedure from the beginning.

15 Load the AlO drivers.

The configuration program prompts you to identify the communications
adaptersinstalled in your server. When you select the adapter, it
automatically loads the appropriate driver with the factory default
settings.

NOTE: You must select an AlO driver to continue with the installation. If you do not

have an asynchronous adapter in your server, select Serial Port (COMXx ) to
continue.

If there is an address conflict, you will be prompted for the load parameters, such
as IRQ, I/0 address, memory address, board name, and board number. For
information about supported values, refer to your adapter documentation or the
AIODISK.DOC provided with the remote access software.

16 Identify remote access ports.

NOTE: Make sure the modems are connected to the ports and are turned on.

The configuration program automatically identifies ports that have
modems attached.

17 Select modem types.

The automated setup program can automatically detect some modem
types attached to a port. If it is unable to detect the modem type, the
program prompts you to identify the modem type on each port.
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18

HINT: Select the modem type whose DTR signal is blinking. The highlighted port
sets the DTR signal of the modem attached to it to blink.

Highlight the next port on the list and select the modem whose DTR
signal is blinking. Repeat the process for al portsin thelist.

When modem information has been defined for a previous installation,
thisinformation is retained and the modem discovery processis not
required.

Select remote access services.

Select the services that you want |oaded. Some services, such as Point-to-
Point Protocol Remote Node Service (PPPRNS) and ARAS. See
AppleTalk Remote Access Service (ARAS), require load-time
configuration; others, such asNASI™ Connection Service (NCS),
simply confirm if you want the service loaded immediately.

Select To allow...

PPPRNS DOS, Windows, and UNIX* clients to dial in and become
remote IP or IPX (Internetwork Packet Exchange) nodes on
the LAN.

Refer to Loading PPPRNS.

NCS LAN workstations to dial out to remote host computers or
bulletin boards.

NCS also allows remote PCs to dial in using third-party
remote control applications and access a dedicated host PC
or application server on the LAN.

Refer to Loading NCS.

ARAS Macintosh* clients to dial in and become remote AppleTalk
nodes on the LAN.

Refer to Loading ARAS.

After you have successfully completed the automated setup procedure, remote
accessisready for remote clientsto dial in or LAN workstationsto dial out. If
you want to stop the remote access software from running, enter NWCSTOP at
the NetWare console prompt. To start the remote access software again, enter
NWCSTART.
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After setting up a basic configuration with the automated setup program, do
the following:

1. Verify your configuration. Refer to Verifying the Automated
Configuration.

2. Distribute the client software to your remote users
3. Install and configure the client software for the remote users.

4. Test your configuration by trying to establish a connection.

Loading PPPRNS

Loading Point-to-Point Protocol Remote Node Services (PPPRNS) allows
usersto dial intothe LAN from remote IPX or |P nodes.

To support IPX connections, your server must have IPX protocol packet
forwarding enabled. Thisisthe default setting; however, if you receive a
message stating that IPX packet forwarding is disabled, enable it by loading
INETCFG, then selecting Protocols > |PX > Packet forwarding and enableiit.

To support TCP/IP connections, you must configure the server asan | P router.
If your LAN has remote IP nodes, make sure your server is configured as an
IP router.

Specifying Load Parameters for PPPRNS

To specify load parameters for PPPRNS, complete the following steps:
1 Select the protocol.

PPPRNS supports IPX and TCP/IP protocols. Select IP if the remote
users require access to an | P application. The default protocol is IPX.

2 Enter anetwork address.

Enter any valid, unique network address. Specify the network address
based on the protocol selected in Step 1.

Protocol Network Address

IPX An IPX network address is a unique hexadecimal number one
to eight digits long. All remote node users connected to this
server are placed on the virtual LAN segment associated with
this IPX network address. This address must be unique, that
is, no two servers can have the same IPX network address.
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Protocol Network Address

IP This address is the local IP address for the WAN interface. An
IP address is a 4-byte (32-bit) numeric value that identifies
both a network and a local host or node on that network. The
address is represented in dotted decimal notation. Each byte
is represented by a decimal number and dots separate the
bytes (for example, 130.57.45.240). Each byte can range
from O through 255. Do not represent IP addresses in
hexadecimal numbers.

IMPORTANT: The IP address must have its own IP address range. It must not be
in the same address range as that specified for the LAN, for example,
128.37.172.xxx for the LAN and 128.37.173.xxx for PPPRNS.

3 For TCP/IP connections only, specify other IP parameters.
3a Specify a subnet mask.

The mask is a 4-byte numeric value represented in dotted decimal
notation. Each byte ranges from 0 through 255 and dots separate the
bytes, for example, 255.255.255.0.

3b (Optional) To specify a client address range, select Yes and press
Enter.

Additional fields are displayed for entering the starting and ending
client addresses for the range. Enter the starting and ending IP
addresses of therangefor remote | P clients. The client addressrange
must be on the same network or subnet as the server address
specified in the Local Addressfield.

You can a'so enter a secondary client address range using this
procedure.

4 Press Esc and respond Yes when prompted to save your changes.

Loading NCS

NASI Connection Service (NCS) does not require any configuration
parameters at load time; therefore, remote access simply confirms whether
you want the service loaded.
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Loading ARAS

AppleTalk Remote Access Service (ARAS) enables Macintosh* usersto dia
into the LAN from remote locations using amodem. Further configurationis
required to provide other capabilities, including the following:

+ Touse aNetWare 5 server as arouter to an existing Macintosh
environment, you must load AppleTalk on to the server and configure it
to be an AppleTalk router.

+ To enable remote Macintosh clientsto log in to the remote access server,
you must load AppleTalk and NetWare for Macintosh AppleTalk Filing
Protocol (AFP*).

+ To enable usersto log in to the Novell Directory Services™ (NDS™ )
software, you also must configure the Macl PX® gateway.

Loading ARAS consists of the following tasks:
1. Loading AppleTak

Load AppleTalk to configure your server as an AppleTalk router. If your
server is already configured to route AppleTak packets, refer to Step 2:
Specifying Load Parameters for ARAS.

2. Specifying parametersto load ARAS

Step 1: Loading AppleTalk

AppleTalk isloaded on the remote access server to route AppleTak packets
between the AppleTalk network and the remote Macintosh computers. This
does not enable remote Macintosh computers to log in to the remote access
server. If you want the users to be able to log in to the remote access server,
you must load AppleTak Filing Protocol (AFP), which is part of NetWarefor
Macintosh.

Use the Routing and Protocols option of NIASCFG to load AppleTalk and
configure your server as an AppleTalk router. When you configure the server
as an AppleTalk router using NIASCFG, the appropriate LOAD and BIND
commands are added to the INITSY SNCF and NETINFO.CFG filesin the
SY S.ETC subdirectory.

Novell Directory Services Considerations

If your remote users are logging in to the Novell Directory Services (NDS)
software, you must load the MaclPX gateway on the remote access server and
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the remote client must load the Macl PX control panel on the workstation. If
your NetWare server has bindery emulation turned on, then the server can
accept non-NDS logins.

Use NIASCFG to load the Macl PX gateway on the server.

Step 2: Specifying Load Parameters for ARAS

To specify the LOAD parameters for ARAS, complete the following steps:
1 Select aframetype.
ARAS supports the following frame types:
¢ Ethernet SNAP
+ Ethernet Il
The default is Ethernet. SNAP.

If you have already loaded AppleTalk, select aframetypethatisidentical
to that loaded with the LAN driver for the AppleTalk LAN. Refer to your
AUTOEXEC.NCF filefor more information. Typically, Ethernet_ SNAP
is selected for EtherTalk* 2.0 networks, and Ethernet_I1 is selected for
EtherTalk 1.0 networks.

IMPORTANT: ARAS allows only a single frame type (Ethernet_SNAP or
Ethernet_II) to be loaded at one time.

2 Enter network numbers and AppleTalk zone names.

Configure the following parameters for binding the ARAS driver to
AppleTalk:

2a Enter the starting range of the network number.

The starting range of the network number must be an integer between
1 and 65,279.

2b Enter the ending range of the network number.

The ending range of the network number must be an integer between
1 and 65,279.

NOTE: The difference between the two integers must be between 0 and 10.
The network range, however, must be unique on the LAN. Each group of
ports on the server running ARAS is considered to be a network.

2c Enter AppleTak zone names.

A valid zone name is a string of up to 32 characters that can include
hyphens (-), underscores (_), and spaces (). You can specify one or
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more zone names separated by commas, for example, Novell Engr ,
Novell Mktg. If any Macintosh on the LAN isaresource for the
remote Macintosh calling in, specify the zone name to which the
Macintosh onthe LAN belongs. In aNetWare environment, you can
enter LOAD ATCON at the NetWare console prompt to find existing
AppleTak zone names.

3 PressEsc and respond Yes when prompted to save your changes.
You are asked if you want to restart the service at thistime.
4 Select Yesand press Enter to restart ARAS.

Restarting the service causes any users currently using the serviceto be
disconnected.

Verifying the Automated Configuration

After you install and configure the remote access software, generate a
configuration report to verify your port configuration and maintain server
records. To verify the configuration, complete the following steps:

1 Select Generate Configuration Report in the Remote Access Options
menu.

2 (Optional) Press F2 to display alist of report options that you can select
(or deselect) to customize the configuration report.

Pressthe Up-arrow or Down-arrow key to highlight an option, and press
Enter to toggle the option on (Yes) or off (No).

You are prompted for the output device.
3 Select the device you want to send the report to and press Enter.

Select Screen if you want the output to be displayed on the screen, or
select Disk Fileif you want to view the entire contents later. Thereport is
saved in the NWCRPT.TXT filein the SYS: volume. Thisfileis
overwritten each time you select this option. You can change the default
pathname to create a different file.

The configuration report appears.
4 Check the entriesin the report.

Make sure your configuration is set up properly by verifying the
following:

+  Warning messages
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The consistency check warningsare displayed at the beginning of the
report. These warnings might display inconsistencies with port
configurations and licenses.

+ Directory context
¢ Container context

This context represents the username display.
¢ Servicesloaded

If you do not see the proper services loaded, refer to the instructions
for loading the services.

5 Generate the report again if you made changes to the configuration.

Remote Access Drivers and Ports

You are required to configure the remote access drivers and portsif you did
not use the automated setup program. You might also need to reconfigure the
software when you add ports or change modems after theinitial configuration.

Before you load drivers and configure the ports, you must do the following:

1. Install the communications adapters. Make sure your multiport adapters
are installed and the modems are connected to the ports and turned on.

2. Configure the boards and drivers you will be using.

Refer to the following specia proceduresif you will be running PPP over
asynchronous ports, PPTP, or dialing in to or out of a packet-switched X.25
network:

+ Configuring Boards for Running PPP over Asynchronous Ports
+ Configuring Boards for Point-to-Point Tunneling Protocol (PPTP)
+ Installing and Configuring X.25 Adapters

To configure drivers, refer to Loading the A1O Drivers or Loading the X.25
Driver and AIOPAD.NLM.

To configure ports, refer to Configuring Ports or Configuring AIOPAD and
X.25 Ports.

Novell certifies third-party communications adapters with their A1O drivers
for use with remote access. For acurrent list of certified adapters, contact the
Novell Labs™ FAX Back System. For U.S. customers, the number is 1-800-
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414-L ABS; for customers outside the United States, the number is 801-429-
2776, extension 2. Or you can access the Novell Labs World Wide Web site
for current information at http://labs.novell.com. The Novell Labs
certification bulletins also list certified communications adapters. For your
convenience, the AlO drivers for some of the certified third-party
communications adapters, as well as Novell’'s AIOCOMX.NLM (COM port
driver), are supplied with remote access.

Configuring Boards for Running PPP over
Asynchronous Ports

To run PPP over asynchronous ports, such as your PC's COM ports, you must
useaboard driver that iscompliant with the Al O standard. An Al1O-compliant
driver can communicate with the AIO Manager (AIO.NLM), which then
communicates with the WHSMAIO driver. The WHSMAI QO driver converts
the A1O character stream into the asynchronous HDL C framing service
required by the NetWare Link/PPP™ software. WHSMAIQO also converts
PPP asynchronous HDLC framesinto an Al1O character stream. Finally, the
WHSMAIO driver providesaWHSM interface with the PPP Data-Link layer
(PPPTSM.NLM). The relationship of these modulesis shown in Figure 8.

Figure 8 Modules Required to Run PPP over Asynchronous Ports

PPPTSM

WHSMAIO Driver

AIO (AIO Manager)

AlO-Compliant
Board Driver

Asynchronous Board
or PC COM Port

Because the structure shown in Figure 8 contains two separate drivers, two
boards must be configured, one for the AlO-compliant driver and one for the
WHSMAIO driver. This section does not explain how to configure aboard for
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the A1O-compliant driver because thisboard is configured just like any other
physical WAN board. However, the WHSMAI O board isnot aphysical board.
Instead, it is a software entity that is used to represent one or more AlO ports
asoneor more WHSM interfaces. The WHSMAI O driver can also be applied
to many different physical A1O boardsusing different AlO-compliant drivers.
With NIASCFG, you can configure severa portsthat have the same parameter
settings using just one screen. However, each port’s configuration is shown as
a separate board under Network Interfaces.

The Novell Internet Access Server 4.1 routing software includes an AlO-
compliant driver, AIOCOMX, that runs over your PC's COM ports.

Refer to the Novell Labs WWW location http://l1abs.novell.com/infosys/
mastr_06.htm for more information about the following topics:

+ Selecting WAN hardware based on performance

+ Determining whether to run PPP over an asynchronous or synchronous
port

+ Understanding the advantages and disadvantages of running PPP over
your PC's COM ports

+ Getting the most current Novell-certified boards and drivers

Sharing AIO Ports with the NetWare Routing Software

The NetWare routing and remote access components can coexist on asingle
server and can share serial interfaces provided by AlO drivers. However, the
following information should be taken into consideration.

The AlO portsfor therouting software are configured under the Protocols and
Routing option in NIASCFG, whereas the AlO ports for the remote access
software are configured under the Remote Accessoption. Typically, AlO ports
used by the WHSMAIO driver do not require configuration by the remote
access software. However, when both products are enabled, you can reserve
al AlO portsfor the exclusive use of the remote access product. This causes
the WHSMAI O driver to fail with the following error message:

Fatal Error: Unable to initialize the AIO board.

To correct this problem, use NIASCFG to enable the WHSMAIO driver
access to the specified AlO ports.

To configure an AlO port for use by the WHSMAI O driver, complete the
following steps:
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1 If Novell Internet Access Server 4.1 remote access software is running,
stop the remote access software by entering thefollowing command at the
NetWare console prompt:

NWCSTOP
2 Load NIASCFG, then select the following parameter path:

Select Configure NIAS > Remote Access > Set Up ... > Select Remote
Access Ports

3 Select any listed remote access ports that you want to be dedicated to
WHSMAIO and press Del.

Repeat this step on each port to be dedicated to WHSMAIO.

4 Start the remote access software by entering the following command at
the NetWare console prompt:

NWCSTART

5 Fromthispoint, use only the path NIAS Options> Protocols and Routing
to configure Novell Internet Access Server 4.1 routing ports. Useonly the
path NIAS Options > Remote Access to configure remote access ports.

The following NIASCFG remote access options should not be used for AIO
ports that use the WHSMAIO driver:

+ Manage Ports
+ Reset Port
+ Unconditiona Reset Port

If you use any of these options, the port becomes inoperative. If this occurs,
unload the WHSMAI O driver and enter the REINITIALIZE SY STEM
command to restore normal operation.

How to Configure Boards for Running PPP over Asynchronous Ports
Before you begin, you must configure a physical WAN board.

To configure aWHSMAIO board, complete the following steps:
1 Load NIASCFG, then select the following parameter path:
Select Configure NIAS > Protocols and Routing > Boards
2 Do one of the following:

If you are configuring a new WHSMAI O board:
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+ Pressins to display thelist of available drivers.
¢ Select the WHSMAIO driver.
¢ Enter aname for the new board.

The WHSMAIO Configuration menu appears.

If you are changing an existing WHSM AI O boar d configuration,
select that board.

Select AIO Board Options.
If you are configuring anew AlO board, the following message appears:
Should NIASCFG automatically load the AIO driver?

If you are configuring an existing board, a message is displayed that
explainsthat you can change only the configuration of the board that was
previously configured with NIASCFG. You cannot select another AIO
board unless you delete the existing WHSMAIO board and add a new
one. To reconfigure the existing board, press Enter and proceed to Step 5.

Select Yes or No.
NOTE: If possible, always select Yes to load the AIO driver using NIASCFG.

Select Noif your system has an AlO board that has already been
configured for another product using LOAD commandsin the
AUTOEXEC.NCF file. A window containing information about all
available AlO boards is displayed. Select the board you want to use.

This window displays the following information for each AlO board:
Al O board name, number of ports, port speed, manufacturer, and version.
Select aboard that islikely to have some ports available for use by PPP.
This board does not necessarily have to be currently used by another
product. If no drivers are displayed, you must load the board driver at the
console or restart the router.

Select Yesif you are using a board that is being configured for the first
timethrough NIASCFG. Alist of AlIO driversisdisplayed. Select adriver
fromthe list. A menu with driver-specific parametersis displayed. Enter
the appropriate values for these parameters.

These parameters are vendor-specific and vary depending on which third-
party AlO driver is being used. Parameters that are commonly displayed
include Interrupt, 1/0 Base, and Memory Base. Refer to the
documentation supplied with the third-party driver for more information
about the displayed parameters.
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Some Al O drivers have interface speed limits that prevent you from
configuring the interface to a speed above the default limit. If a console
error message i ndicates that the WHSMAIO port configured in Step 5
failed to load because the default speed limit has been exceeded, you
might be able to increase the A1O driver speed limit. Refer to the
documentation supplied with the third-party driver for more information
about the parameter to configure to increase this speed limit.

5 Enter avauefor the First AIO Port Number parameter.

Enter the number of the first port that is available for use by PPP. The
reason is to distinguish the ports available for use by PPP from the other
ports on this board that are being used by another product.

6 Enter avalue for the Number of AlO Ports parameter.

This number is used in conjunction with the previous parameter to
determine the total number of ports, starting with the first port, that are
available for use by PPP,

7 PressEsc toreturnto the Internetworking Configuration menu; save your
changes when prompted.

8 If you want these changes to take effect immediately, you must first
configure a PPP network interface for this board as described in Setting
Up in the NetWare Link/PPP documentation.

After configuring a network interface, you can make the changes take
effect by restarting the router or selecting Reinitialize System. If you want
to configure other parameters, do so now, then restart the router or
reinitialize the system when you are finished.

The AIOCOMX.NLM and AIO.NLM filesare used by many Novell products.
If you install another product that uses the COM ports on the server running
Novell Internet Access Server 4.1 routing software, check the versions of
these files before and after the installation of the new product. If problems
occur with the WHSMAI O ports after the installation of a new product that
usesthe AIOCOMX.NLM and AIO.NLM files, try using the versions of these
files that are supplied with Novell Internet Access Server 4.1.

Configuring Boards for Point-to-Point Tunneling
Protocol (PPTP)

You can also use the Protocol s and Routing option in NIASCFG to configure
the Point-to-Point Tunneling Protocol (PPTP) on aremote access server. PPTP
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allows Novell Internet Access Server 4.1 to accept PPP calls from remote
users through any Internet service provider (ISP) by tunneling PPP packets
through an IP tunnel.

NOTE: Your Internet Service Provider (ISP) must have a PPTP access concentrator,
and your network must have access to a port on that concentrator. Talk to your ISP for
detalils.

To configure aboard for PPTP, complete the following steps:

1 ConfigureaWHSMAIO board as described in How to Configure Boards
for Running PPP over Asynchronous Ports except select AlOPPTPfor the
driver in Step 4.

2 Select the Number of AIOPPTP Ports parameter and select avalue.

This number is used in conjunction with the First A1O Port Number
parameter to determine the total number of ports, starting with the first
port, that are available for use by PPTP.

Valid values range from 4 to 256.

3 PressEsc toreturnto the Internetworking Configuration menu; save your
changes when prompted.

4 If you want these changes to take effect immediately, you must first
configure a PPP network interface for this board as described in Setting
Up in the NetWare Link/PPP documentation.

After configuring a network interface, you can make the changes take
effect by restarting the router or selecting Reinitialize System. If you want
to configure other parameters, do so now, then restart the router or
reinitialize the system when you are finished.

Installing and Configuring X.25 Adapters
Step 1: Install an X.25 Adapter

Install acertified X.25 adapter in the remote access server.

A list of third-party X.25 adapters certified by the Novell Labs™ group can
be found at the Novell WWW location http://1abs.novell.com.

NOTE: The Novell labs document, How to select WAN Hardware for your Novell
product, can help you to select the appropriate hardware for X.25, as well as for other
WAN and dial-up adapters. This document can be found at the Novell WWW location
http://labs.novell.com/wan/certinfo.htm.
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You caninstall morethan one X.25 adapter in the server; however, the number
of adapters might be limited depending on the manufacturer and available
interrupts.

For installation instructions, refer to your X.25 adapter documentation.

Step 2: Configure the X.25 Interface Board

Use the Novell Internet Access Server Configuration (NIASCFG) utility to
configurethe X.25 boardsinstalled in the remote access server. After you have
run NIASCFG to configure one or more X.25 drivers, the remote access
software automatically loads the driver for the board when asession is
initiated on an X.25 port.

NOTE: The name of the X.25 support driver provided with Novell Internet Access
Server 4.1 is SYNCPLUS.LAN.

Each X.25 driver that works with remote access has adriver description file
(sometimes called aload driver information file or .LDI file) that specifiesthe
parameters for the driver load. When you run NIASCFG, you accept default
settings in the .L DI file or modify them according to your requirements.

The parametersfor theload command vary for different drivers. For example,
some drivers require an |/O port address, memory address, and interrupt,
whereas other drivers require other parameters to interface with the data-link

layer.

To run NIASCFG and configure an X.25 interface board, complete the
following steps:

1 At the server prompt, enter
LOAD NIASCFG

If thisisthe first time that you have run NIASCFG on the server, the
following prompt appears.

Transfer LAN driver, protocol and remote access commands?

IMPORTANT: Make sure that you really want to do this before responding Yes to
this prompt. If you respond Yes to the prompt, NIJASCFG comments out any load
and bind commands for LAN drivers in the server's AUTOEXEC.NCF file and
transfers them to its own initialization file, the NETINFO.CFG file in the SYS:\ETC
directory. You can view this file but cannot edit it. Subsequently, when you start the
server, the Netware® Link/X.25™ software automatically issues the
initialize system command to initialize X.25 ports on the server.

2 |f youwant NIASCFG to modify your AUTOEXEC.NCFfile, select Yes
in response to the prompt; otherwise, select No.
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The Internetworking Configuration menu appears.
3 From the Internetworking Configuration menu, select Boards.
The Configured Boards window appears.

If you are setting up anew configuration, no existing boards are shown.
Otherwise, boards that have already been configured are shown.

Table 5 explains the fields shown on the Configured Boards window.
4 Pressins.
5 Scroll through the list of available drivers that appears.
6 Do one of the following:

+ If you find the driver for your board in the list, highlight the driver
name and press Enter.

+ If you do not find the driver for your board in the list, follow the
procedure listed under Copying a Driver File to the Server.

The Board Configuration window appears.
7 Specify the X.25 interface board parameters.

7a |f the parametersarelisted asseparatefields, highlight eachfield and
accept the default value shown or select an appropriate value for the
parameter.

All drivers require a board name. However, the additional fields on
the Board Configuration window vary, depending on the driver.

Table 2-1 describes the most common driver configuration
parameters. If your driver requires other parameters, highlight the
field for that parameter and press F1 to display information about the
field or refer to your driver documentation.

Table 5 Common Driver Configuration Parameters
Field Description
Board Name Enter a name for the board. You can use up to 10 alphanumeric characters for

the board name.

Driver Select the name of the driver associated with the board.
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Field

Description

Int

IOAddr

MemAddr

Slot

Comment

The interrupt request level (IRQ) used by the board. Make sure that the setting
you use matches the settings enabled by the board’s jumpers or DIP switches.
This setting should not conflict with the interrupts used by any other boards in
the server.

The base input/output port address for the board. Make sure that the setting
you use matches the settings enabled by the board’s jumpers or DIP switches.
This address should not conflict with the I/O addresses used by any other
boards in the server.

The base memory address used by the board. This address range should not
conflict with the I/O addresses used by any other boards in the server.

If the driver configuration for the board requests this information, enter the
number of the slot where the board is installed.

A comment about the board or its configuration.

8
9

10

7b |f the Board Configuration window for your board’s driver provides
only aBoard Parameters field, type the required parametersin this
field.

For example, if your adapter board requires a port 1/O address, a
memory address, and an interrupt number, type

PORT=258 MEM=D000 INT=3
Press Esc to exit the Board Configuration window.

Select Yes to save changesto the X.25 interface board configuration, then
press Enter.

If the configuration you specified conflicts with the configuration for
other boards, one or more messages appear describing the conflicting
parameters. If you believethat the conflict might cause aproblem with the
system, change the configuration of one or more boards to resolve the
conflict.

The Configured Boards window appears and lists the interface you just
configured. The Status field is Enabled.

To configure any additional boards, repeat Step 3 through Step 8.

NOTE: If you have run NIASCFG previously and it modified the AUTOEXEC.NCF
file to include load commands for LAN drivers, you will have to modify the
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AUTOEXEC.NCF file manually if you want additional load driver commands to be
in the file.

11 When you are finished, press Esc to return to the Internetworking
Configuration menu.

Copying a Driver File to the Server

If you try to add a driver configuration from the Configured Boards window
and do not find the correct driver for the board you are configuring, you must
copy the driver description file for the board to the server before you can
configureit.

To copy adriver file to the server, complete the following steps:
1 From the Configured Boards window, press Ins.
The Available Drivers window appears.
2 Pressins.
The New Driver window appears.
3 Make sure that the system can find the driver file.

+ If thedriver ison adiskette, insert the diskette containing the driver
into an available drive dlot.

+ |If thedriver isnot on the server, make sure that you have copied it to
the server.

4 Typethefull pathname of the new driver and press Enter.
The new driver appearsin thelist of Available Drivers.

If NIASCFG cannot find thedriver fileyou specify, themessageDriver
file not found appears.

5 To configure the driver, go to Step 1.

Step 3: Configure the Network Interface

To configure network interface parameters for NetWare Link/X .25, complete
the following steps.

1 From the NIASCFG Internetworking Configuration menu, select
Network Interfaces.

The Network Interfaces window appears.

2 Select an unconfigured port on an X.25 board.

SettingUp 75



Table 6

A pop-up menu listing the available media appears.
Select X.25-Host.
The X.25 Network Interface window appears.

Thefirst field in the Network Interface window is the Interface Name
field. Thisfield isaread-only field that displays the interface name
assigned by NIASCFG. This name is a combination of the board name
that was specified in the Board Configuration window plusthe number of
the port on the adapter.

Configure the remaining fields on the Network Interface window as
indicated in Table 2-2.

Network Interface Configuration Fields

Field

Explanation

Interface Group

Interface Status

Profile

DTE Address

Statistics Period

User Data Size

Interface Queue Limit

Physical Type

Accept the default value (None).

Specifies whether the port is Enabled or Disabled. Accept the default value
(Enabled) by pressing the Down-arrow key to skip to the next field. If you
need to disable the field to test your board configuration, refer to "Network
Interface Configuration Parameters".

Specifies a standard profile used by X.25 service providers. Press Enter to
display a list of standard profiles and then select the standard profile for your
X.25 service provider from the list. If you need to modify the profile, refer to
"Viewing and Configuring Profile Parameters" for instructions.

Enter the address assigned by your local X.25 network service provider.

Specifies the interval, in seconds, at which the interface board is polled by the
driver to gather statistical data that is displayed on the monitor. Accept the
default value (6 seconds).

Specifies the maximum user data size, in bytes, that the interface supports.
Accept the default value (1500 bytes).

Specifies the maximum number of data packets that can be queued to this
port. Accept the default value (100 packets). The range of values is 0
(unlimited) through 1024 packets.

Specifies the port’s electrical interface standard (RS-232, RS-422, or V.35).
This parameter must match the actual interface used with the port.
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Field Explanation

Port Connection Specifies the physical connection between the local DTE and the remote end.
Accept the default value (Hard-wired). If you need to change the default, refer
to "Network Interface Configuration Parameters".

Interface Speed Specifies the line speed, in bits per second, for this port. Accept the default
value (External). If you need to change the interface speed, refer to "Viewing
and Configuring Profile Parameters".

Authentication Options Limits acceptance of incoming calls to those specified in a DTE address
database. Press Enter to display the X.25 Authentication Options window.
Then make sure that the Inbound Authentication field in this window reads
Disabled.

5 PressEsc to return to the Network Interface window.
6 When prompted to save the configuration, select Yes.

7 PressEsc to return to the Internetworking Configuration menu.

Step 4: Configure the WAN Call Directory (Optional)

When you use remote access to communicate through an X.25 network, you
must specify a DTE number. To avoid having to remember the DTE number,
you can configure aWAN call destination configuration for each remote
destination the server will communicate with. WAN call destination
configurations contain parameters that NetWare Link/X.25 uses when
establishing and maintaining calls to the destination.

To configure WAN call destinations for X.25 interfaces, complete the
following steps.

1 From the NIASCFG Internetworking Configuration menu, select WAN
Call Directory.

The Configured WAN Call Destinations window appears. This window
has no entriesif no WAN call destinations are configured.

2 Pressins to configure a new WAN call destination.
The following prompt appears:
New Call Destination Name:

3 Enter aname for the new WAN call destination.
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The WAN call destination name can be up to 47 a phanumeric characters
in length.

A list of supported wide area media appears.
4 Select X.25 Host.

NOTE: If you have not installed an X.25 board and configured an interface before
attempting to configure a WAN call destination, an error message appears.

The X.25 Call Destination Configuration window is displayed.

Thefirst field in the X.25 Call Destination Configuration window is the
Call Destination Name field. Thisfield isaread-only field. It displays
the name of the WAN call destination that you entered in Step 3.

5 Specify information for the remaining fieldsin the X.25 Call Destination
window, as described in Table 2-3.

Table 7 X.25 Call Destination Window Fields

Field Explanation

Call Type Press the Down-arrow key to accept the default value (Permanent <active
continuously >).

Interface Group This field is not used with remote access X.25 support.

Interface Name Press Enter to display a list of available X.25 interfaces (ports on installed
X.25 adapters). Then select the interface that the call destination
configuration will be used with.

Circuit Type Press Down-arrow to accept the default value (Switched Virtual Circuit ).

PVC Number This field is not used with remote access X.25 support.

Destination DTE Address Enter the DTE address for the remote call destination. The address can be up
to 15 decimal digits long.

Retry Mode Press Down-arrow to accept the default value (Retry Self-Correcting Failures
). If you need to change the value, refer to "WAN Call Directory Configuration
Parameters".

Retry Limit Handling Press Down-arrow to accept the default value (Continuous at Limit ). If you
need to change the value, refer to "WAN Call Directory Configuration
Parameters".

Retry Interval Time Press Down-arrow to accept the default value (00:10:00 ). If you need to

change the value, refer to "WAN Call Directory Configuration Parameters".
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Field Explanation

Idle Line Timeout field This field is not used with remote access X.25 support.
Remote System ID Press Down-arrow to accept the default value (<None>).

Expert Call Configuration  Normally, you do not need to specify an expert call configuration. If you need
to specify one, refer to "Expert Call Configuration Parameters".

6 PressEsc.
7 When prompted to save your changes, select Yes.

Thenew WAN call destination appearsin thelist of configured WAN call
destinations.

8 To configure another WAN call destination, repeat Step 3 through Step 7.

9 PressEsc to return to the Internetworking Configuration menu.

Loading the AIO Drivers

When you first install the Novell Internet Access Server 4.1 remote access
software or when you add a serial adapter board, the automated setup
procedure helps you configure your ports automatically. If you exited the
automated setup without completing the port configuration, you must load the
drivers manually.

To load the appropriate driver, complete the following steps:
1 Load NIASCFG, then select the following path:

Select Configure NIAS > Remote Access > Set Up... > Add a Serid
Adapter Board

2 For each communications adapter you haveinstalled, load its A1O driver
once by selecting the appropriate serial adapter entry from the list.

3 If no AlO ports are defined or the board cannot be loaded, you see a
warning message. Press Enter and step through configuring the board.
Otherwise, skip to Step 5.

To configure a board, you must enter its name and other specific
information. Follow the prompts on the screen.

4 Press Ins and select the WHSMCAPI driver for ISDN.
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NOTE: Some ISDN boards, such as the US Robotics Allegra series for NetWare,
use WAN ODI drivers instead of WHSMCAPI. Select the appropriate driver, or
press Ins and use your manufacturer-supplied driver diskette. Specify your board
parameters, then continue with Step 5.

5 Select Continue with Automated Setup after remote access has
determined which ports have modems attached. Select Try Modem
Discovery Again if modems were not discovered (not turned on).

Loading the X.25 Driver and AIOPAD.NLM

After you complete the X.25 driver configuration using the NIASCFG utility,
load the X.25 driver and the AIOPAD NetWare Loadable Module™ (NLM™
) file.

The X.25 driver communicates between the X.25 adapter and the server.
AIOPAD.NLM isthe AlIO driver that provides X.25 support for remote
access.

To load the X.25 driver and the AIOPAD NLM, complete the following steps:
1 At the NetWare console prompt, enter
initialize system
2 For each X.25 port in the server, load AIOPAD. To load AIOPAD, enter

load aiopad x25board=interface name [ prompt=string] [/

pass 1
interface name This is the interface name that you
specified for the X.25 driver in
NIASCFG. See Interface Name in
Step 3: Configure the Network
Interface.
prompt The optional prompt parameter

allows you to specify a string that
specifies a prompt that is displayed to
NASI™ users when they acquire a
port using AIOPAD. The prompt can
be up to 16 characters.
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/pass The optional pass parameter disables
AIOPAD from performing X.3
processing in data transfer mode. It
prevents the user from going into
command mode and changing the
X.3 PAD parameters. However, using
the option enables PPPRNS to
operate more efficiently.

AIOPAD initializes each port for which it isloaded. Note, however, that
remote access can limit the number of active connections.

HINT: Once you have performed your initial configuration of remote access for
X.25 support, you might want to modify the AUTOEXEC.NCF file. To edit the
AUTOEXEC.NCF file, at the NetWare console prompt, load the NetWare INSTALL
utility and select System Options. Then select Edit AUTOEXEC.NCF File

Configuring Ports

After the AlO drivers are loaded, you can configure ports for remote access.
If you used the automated setup program, you do not need to configure ports
unless you introduced new hardware after you first ran the automated setup
program.

Refer to the following procedures:
+ Configuring Portsfor ISDN
+ Configuring Ports for Remote A ccess
+ Removing aPort from the List of Configured Ports

+ Creating Port Groups
Configuring Ports for ISDN

If you did not configure one or more ISDN ports during the remote access
automated installation and setup procedure, you can configure an ISDN port
manually. An I1SDN port must be configured before it can be used for remote
access.

To configure a port for ISDN, complete the following steps:
1 Load NIASCFG, then select the following path:

Select Configure NIAS > Remote Access > Configure Synchronous
Interfaces
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An abbreviated version of the Internetworking Configuration
(INETCFG) menu is displayed.

2 Select Boards.
The Configured Boards window is displayed.
3 Do thefollowing to configure an ISDN board:
3a Pressins and select the WHSMCAPI driver for ISDN.
3b Enter aname for the board.
The WHSMCAPI Board Configuration window is displayed.

3¢ Select CAPI Board Options and press Enter , then select Yesto have
INETCFG automatically load the CAPI driver.

3d Select the appropriate CAPI driver from the list, based on the board
you have.

3e Enter the number of MAXPORTS.

3f PressEsc to return to the WHSMCAPI Board Configuration
window.

3g Select Driver-Specific Configuration to configurethe | SDN driver. If
you are prompted to enter aname for the ISDN board, be sureto use
the same name that you used in Step 3b.

3h PressEsc again, save your changes, and return to the INETCFG
menu.

4 Select Network Interfaces.
The Network Interfaces window is displayed.

5 Do thefollowing to configure the ISDN interface:
5a Select the ISDN interface and press Enter.
5b Select PPP Remote Access.

5c¢ Enter thelocal ISDN address and local ISDN subaddress, if
applicable.

5d Togglethe ISDN interface status by pressing Tab to change the
status from RMT Access to Enabled.

5e PressEsc and save the changes.

6 PressEsc to exit the INETCFG menu and return to the Remote Access
Options menu.
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7 Continue with Configuring Ports for Remote Access.

NOTE: The ISDN board and interface configuration does not take effect until you

reinitialize the system.

Configuring Ports for Remote Access

Table 8

You use the NIASCFG utility to configure the remote access ports. When the
utility starts, function keys are enabled. The keys that are enabled for a
particular remote access window are displayed at the bottom of the utility
window. Table 8 summarizes the key functions.

Remote Access Function Key Definitions

Function Key

Operation

F1

F2

F3

F4

F5

F6

F7

F8

F10

Alt+F1

Alt+F5

Alt+F7

Open context-sensitive help

Customize a configuration report; save port statistics to
file; write an audit report to file

Rename; modify the field

Copy from

Mark/unmark (select multiple items from a list)
Copy to

Clear all marks

Display instructions; identify the port

Activate the AIOPAD configuration; run a service-
specific NLM

Display additional key help
Mark all

Abort the configuration report

To configure ports for remote access, complete the following steps:
1 Load NIASCFG, then select the following path:

Select Configure NIAS > Remote Access
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The Remote Access Options window is displayed. If you are loading
NIASCFG for the first time, the program prompts you with instructions
to configure remote access.

2 Select Configure Ports.

A window listing port information by port name is displayed. The
window lists the portsthat the AIO NLM recognizes. Default port names
are assigned, depending on the existing configuration.

The Status column displays the status of the port: Available, Unavailable
(the driver is not loaded), or Port_Acquired.

3 Select the port that you want to configure and press Enter.
4 Specify the following port parameters:

¢  Port Name—Enter a unique port name of up to 15 characters, or up
to 14 charactersif you will use the port for the NASI™ (NetWare
Asynchronous Services Interface™ ) Connection Service (NCS).
Only alphanumeric characters, underscores (), hyphens (-), and
periods (.) are alowed. Port names must be unique on a server and
begin with aletter in the first character position. The port name can
indicate the type of connection, the telephone number of the port, or
other information for troubleshooting purposes. (In NASI
applications, port names are called specific names. Refer to Support
for Dial-Out Nodesand for moreinformation.) Default port names
are supplied based on the driver type.

+  Port Description—(Optional) Enter a description for the port. For
example, if you plan to usethe port to manage remote access, you can
describe it as System admin's private line.

¢+ Modem Type—Select Modem Typeand press Enter. A list of modem
typesis displayed. Select the type of modem that is attached to the
port.

If your modem is not listed, select asimilar modem. If no similar
modems are listed, select Hayes* Compatible. Select Automatic
Detection to have remote access determine the modem type for you.
The default is None, which means that the lineis adirect connection
and does not use a modem.

For direct connections, select None. For X.25 ports, select AIOPAD.
For ISDN adapters (not ISDN terminal adapters that connect to a
serial port like amodem), select ISDN (AT Controlled). For PPTP
ports, select AIOPPTP.
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NOTE: For a list of supported modems and the current support file, download
NWCMOD.EXE from the Novell World Wide Web site or from the Netwire
NWGENFILES Forum (library 3) on CompuServe*. Note that the modem script
files in NIASMOD.EXE are not backwards-compatible with NetWare Connect 2.0.

5 (Optional) Select Additional Parameters and press Enter.

The Port Configuration window displays additional port configuration
parameters. Usually, you can keep the defaults for most of these
parameters. For more information on configuring these parameters, refer
to "Advanced Port Configuration”.

6 When you have configured the port, press Esc and select Yesto save the
changes.

7 Configure therest of the portsin the port list panel by repeating Step 3
through Step 6.

You can use the following keys to configure asimilar port or port groups:
¢+ F4—Copies the port configuration from another port.
¢+ 6 —Copies the port configuration to another port or port group.

8 Review your port assignments.

9 Press Esc to return to the Remote A ccess Options window.

After you have configured the remote access ports, you will need to do one or
more of the following additional tasks:

+ Create port groups. Refer to Creating Port Groups.
+ Configure remote node support. Refer to Support for Remote Nodes.

+ Configure dial-out and remote control dia-in connections. Refer to
Support for Dial-Out Nodes.

Removing a Port from the List of Configured Ports

To delete aport from alist of configured ports, complete the following steps:
1 Select Configure Ports from the Remote Access Options window.
2 Select aport from the list of ports and press Del.

To delete multiple configured ports, press F5 to select multiple ports,
then press Del.

3 PressEsc to exit.
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4 Toremovethe configuration from the del eted port, unload the A10O driver,
then reload it.

Creating Port Groups

You can give agroup nameto aset of ports. Group names help pool resources
and manage ports on the remote access server. Group names are useful when
they describe the type of service that the port provides.

Typically, network users require access to aresource but are not interested in
knowing the resource’s location or phone number. If you name a port for the
resource to which it is assigned, users can request that resource quickly and
intuitively. For example, you can assign the group name MODEM S96 to a
group of remote access ports that establish a connection at 9,600 bps. For
access to a host line, you can assign a name that describes the host. For
example, assign the group name HP_ACCT to an HP* minicomputer that
belongs to the accounting department. Users can then access the device by
reguesting it with the group name HP_ACCT.

The default port group isANY _PORT. Thisgroup contains al remote access
ports and is created so that all NCS, PPPRNS, and ARAS users can access a
port on the server in a basic configuration environment.

To create a new port group, complete the following steps:
1 Select Configure Port Groups from the Remote A ccess Options window.

The Group Names window is displayed with the default group name
ANY_PORT.

2 Pressins to create anew group.

3 Enter anew group name of up to 15 characters.

NOTE: Do not create a group name of DIALIN. This name is already used by NCS.
Refer to General Name for Shared DIALIN Ports.

The name must be unique for the remote access server. Use only
a phanumeric characters, underscores (), hyphens (-), and periods (.).
Thefirst character must be a letter.

NOTE: The group name in remote access is the same as the General Name used
by NASI applications. Group names used for NCS must be limited to eight
characters.

4 Select the new group name from the Group Names list and press Enter.

A list of group members for the port is displayed. Initialy, thislistis
blank.
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5 Pressins.
A list of other remote access portsis displayed.

6 PressF5 or Enter to select the ports that you want to be members of the
group.

Press Alt+F5 to select all portsin the list. The ports you selected are
highlighted.

7 PressEnter to save the group assignments.

8 PressEsc twice to exit the Configure Port Groups window.

Configuring AIOPAD and X.25 Ports

After the X.25 driver and AIOPAD are loaded, you can configure AIOPAD
and the X.25 ports installed in the remote access server.

Configuring AIOPAD alows you to configure AIOPAD profiles. AIOPAD
profiles are defined to set X.3 PAD parameters according to the specification
of the X.25 public data network (PDN). The profiles enable users to connect
to different host computers with different profiles.

Configuring AIOPAD

After you have configured the X.25 ports on the server using NIASCFG, you
might want to configure AIOPAD to include site-specific profiles.
Configuring AIOPAD involves copying one of the provided profiles, saving it
under another name, and then modifying the profile as required by your
installation.

Theremote access software providesfour predefined X.3 profilesthat are used
when AIOPAD iscommunicating with X.25 hosts. You can edit these profiles
directly or copy them under another name and then edit them. Note, however,
that we do not recommend editing the profiles. The following predefined
profiles are provided:

+ DEFAULT. When the remote access softwareinitializes X.25 portson the
server, it automatically uses the DEFAULT profile.

+ DIALIN. When the remote access Service Selector initializes an X.25
port for adial-in call from PPPRNS or RNS, it automatically usesthe
DIALIN profile.

+ SIMPLE. Thisprofile containsaset of basic X.3 settingsthat can be used
to communicate with an X.25 host.
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+ TRANSPARENT. Some X.25 installations require that data be
transferred in transparent mode. If your installation requires this
capability, you can use the TRANSPARENT profile.

To use the SIMPLE profile, the TRANSPARENT profile, or acustom profile
that you have created, at the AIOPAD prompt issue the PROF command,
followed by ablank space, followed by the profile name. For a description of
the PROF command, refer to AIOPAD Commandsin the AIOPAD Commands,
Service Sgnals, and PAD Parameter s Reference.

If necessary, complete the following steps to configure AIOPAD:

1 At the NetWare console prompt, enter
LOAD NIASCFG

2 From the NIAS options menu, select Configure NIAS.
The Select Components to Configure menu appears.

3 Select Remote Access.

4 From the Remote A ccess Options menu, select Set Up.
The System Setup Options menu appears.

5 Select Configure AIOPAD Parameters.
A list of predefined AIOPAD profiles appears.

6 Pressins to create anew profile.
A Profiles Details form appears.

7 Specify aunique profile name and a profile number.

HINT: Use the context-sensitive help text if you need an explanation of either of
these parameters. Highlight the parameter and press F1 to display the help text.
Press Esc to exit the help window.

8 Set the PAD parameters as required.

The remaining options in the Profiles Details form consist of X.3 PAD
parameters. For an explanation of these parameters, refer to PAD
Parameters in the AIOPAD Commands, Service Sgnals, and PAD
Parameters Reference.

To set a parameter, move the cursor to the field and enter the new
parameter information.
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9 If you need to set the AIOPAD Extended Parameters, move the cursor to
the <Extended Parameters> field at the bottom of the window and press
Enter.

The Extended Parameters window appears.
10 Set the Extended Parameters as required.
11 PressEsc.

If you changed any parameters, the system prompts you to save your
changes.

12 |f you changed any parameters, select Yes.
13 PressF10 to activate the configuration.

Thisinstructs AIOPAD to read the configuration file and update its
internal table of profile information.

Configuring Remote Access Ports for X.25 Support

This section outlines the procedure for configuring remote access ports for
X.25 support.

To configure remote access for X.25 support, complete the following steps:
1 Define port usage for the X.25 ports.

+ Defineany X.25 portsthat NASI users will use to dial out from the
LAN as Dia-Out Only or Both Dial-In and Dia-Out.

+ Defineany X.25 ports that remote users will access using the
Windows dialer and PPPRNS as Dial-In Only or Both Dial-In and
Dia-Out.

2 Configurethe X.25 ports.
Select AIOPAD for the Modem Type for any remote access X.25 port.
Configure the other parameters as required for your installation.

3 Restrict port usage to NCS, PPPRNS, or both.
+  For portsthat you want to be dial-out only, restrict port usageto NCS.

+  For ports that you want to be dial-in only, restrict port usage to
PPPRNS.

+  For ports that you want to use as both dial-in and dial-out ports,
restrict port usage to NCS and PPPRNS.
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Support for Remote Nodes

The remote access server software supports remote IPX, remote IP, and
remote AppleTalk nodes.

To configure support for remote IPX nodes, refer to Remote IPX Nodes.
To configure support for remote | P nodes, refer to Remote |P Nodes.

To configure support for remote AppleTalk nodes, refer to Remote AppleTalk
Nodes.

To set up your server to support remote Windows-based | PX clients, you must
do the following:

+ Load Point-to-Point Protocol Remote Node Service (PPPRNS).

+ Configure PPPRNS for Internetwork Packet Exchange™ (IPX™ )
support.

To configure your server to support remote | P users, you must do the
following:

+ Configure the server asa TCP/IP router.
¢ Load PPPRNS.
+ Configure PPPRNS for | P support.

To configure your remote access server to support remote AppleTak nodes,
you must perform the following tasks:

+ Load AppleTalk and configure the server as an AppleTalk router.
+ Load ARAS.

+ Set Remote Client passwords.

+ Configure ARAS (optional).

You might have already performed some of thesetasksif you set up theremote
access server for basic operation, as described in Using the Automated Setup
Program.
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Remote IPX Nodes

Loading PPPRNS allows remote Windows clients to dial in and become IPX
nodes on the network. The software automatically adds acommand to execute
the NWCSTART.NCF filein AUTOEXEC.NCF.

To load PPPRNS, complete the following steps:

1

o a h~ O

Load NIASCFG, then select the following path:

Select Configure NIAS > Remote Access > Set Up... > Select Remote
Access Services > PPPRNS > | PX

Enter avalid, unique network address in the Net Address field.

Thisisthe network address used by the remote workstations dialing in.
An IPX network address is a hexadecimal number, one to eight digits
long, for example, CF104009. This address must be unique, that is, no
two servers can have the same IPX network address. Refer to http://
support.novell.com for information on obtaining addresses.

Remote access uses this network address to create avirtual network
(LAN segment) containing remote IPX nodes. A virtua network is
created to decrease network traffic. Thisrestricts the amount of broadcast
messages to the remote clients.

IMPORTANT: Modifications to an existing network address take effect the next
time you load IPXRTR.NLM or enter the REINITIALIZE SYSTEM command.

Press Enter then Esc and save your changes.

Press Esc and select Yesto save the current settingsto afile.
Press Enter to activate the current configuration.

Select Yes to restart the service now.

The serviceis selected, but is not necessarily running. When a serviceis
selected, it is added to the NWCSTART.NCF file. To verify that the
service is running, you can view the statistics for that service. Refer to
Viewing Service Statistics for more information.

After you have completed the procedure to support remote | PX nodes, you can
do the following:

*

*

Configure IPX parameters. Refer to Configuring PPPRNS.

Configureclient software. The Windows client software for PPPRNS
isavailable on aseparate client CD-ROM. Install and configurethe client
software on the remote PC and try to establish a connection. For more
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information, refer to the Novell Internet Access Server 4.1 remote access
online help.

Configureremote access security. If you want to specify dialback,
maximum connection time, or theidle timer, or if you want to restrict
PPPRNS to specific ports or users, refer to " Service-Specific Remote
Access Security".

Specify Remote Client passwords. Refer to Setting Remote Client
Passwords. Distribute the passwords to the respective users.

Remote IP Nodes

Table 9

Loading PPPRNS with IP support allows IP clients to dial in and become
remote nodes on the network. This procedure adds the appropriate LOAD and
BIND commandsto the NETINFO.CFG file.

Table 9 describes the |P parameters that you configure for PPPRNS with IP
support.

PPPRNS IP Parameters

Parameter

Description

Local IP Address

Specifies the local IP address for the WAN interface on the remote access
server. This is a 4-byte (32-bit) numeric value that identifies both a network
and a local host or node on that network. The address is represented in dotted
decimal notation. Each byte is represented by a decimal number, with periods
separating the bytes, for example, 130.57.45.240. Each byte can range from
0 through 255. Do not use hexadecimal numbers.

The local IP address must be on the same subnet as the client address range.
The remote access software creates a virtual LAN segment (network) for all
IP clients accessing this server.

The IP address on the remote node can be configured statically or
dynamically:

Statically—The user explicitly specifies the IP address in the client software.

Dynamically—The remote access software assigns IP addresses through
IPCP. Specify a client range.

Dynamically—The remote access server is a BOOTP server and assigns IP
addresses. Configure the remote access server as a BOOTP server.
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Parameter

Description

Subnet Mask

Use Header
Compression

Specify Client Address
Range

Client Address Range
Start

Client Address Range
End

Specify Secondary Client
Address Range

Secondary Local IP
Address

Secondary Subnet Mask

Secondary Address
Range Start

A 4-byte numeric value in dotted decimal notation. Each byte ranges from 0
through 255, with periods separating the bytes.

Specifies whether to use header compression over the WAN link with the
remote client. The default is No.

If you specify Yes, the remote access IP service will use TCP header
compression with all remote access clients connecting to this address. Make
sure that the settings for header compression on the server and the client
agree: both are enabled or both are disabled. If the client is not configured to
use header compression but the server is, TCP will not run between the
remote access server and the client.

Specifies whether the remote access software assigns IP addresses to the
remote nodes. Once you have specified the range and a client requests an
address, remote access chooses an address that is not in use by another
client from the address range and assigns it to the requesting client.

Address assignments can be made through either IPCP (Internet Protocol
Control Protocol) or BOOTP if the remote access server is configured as a
BOOTP server. If the remote access server is not configured as a BOOTP
server and a client address range is specified, IPCP address assignment is
used.

Specifies the starting address for the remote IP client address range. The
client address range must be on the same network or subnet as the server
address specified in the Local IP Address parameter.

Specifies the ending address for the remote IP client address range.

Note: You configure a user to use the primary or secondary client address
range with the NetWare Administrator utility. The secondary client address
range feature might or might not be available on your system; it is an optional
part of the standard Novell Internet Access Server 4.1 software.

Specifies an additional (secondary) local IP address on the remote access
server.

Specifies an additional (secondary) subnet mask on the remote access
server.

Specifies the starting address for the secondary remote IP client address
range. This is a separate group of addresses that you can specify to limit or
restrict access to network locations.
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Parameter Description

Secondary Address Specifies the ending address for the secondary remote IP client address
Range End range. This is a separate group of addresses that you can specify to limit or
restrict access to network locations.

To load PPPRNS with | P support, complete the following steps:
1 Load NIASCFG, then select the following path:

Select Configure NIAS > Remote Access > Set Up... > Select Remote
Access Services > PPPRNS > [P

2 Select Local IP Address and enter avalid, unique local 1P address.

NOTE: The local IP address must be on the same subnet as the client address
range.

3 Select Subnet Mask and enter a 4-byte value in dotted decimal notation.

4 Select Use Header Compression, then specify Yes to use TCP header
compression. Otherwise, specify No.

NOTE: Make sure the settings for header compression on the server and the client
agree, that is, both are enabled or disabled.

5 Select Specify Client Address Range and do the following:

NOTE: The Client Address Range parameters must be set when the remote
access server is configured as a BOOTP server.

5a Specify Yesif you want the remote access server to assign |P
addresses to the remote nodes. Otherwise, specify No and continue
with Step 6.

5b Specify the Client Address Range Start and Client Address Range
End parameters.

NOTE: The address range is for address assignment only, and is not for
authenticating the remote IP address. If the client already has an address
configured locally and does not need address assignment from the remote access
server, the remote access software will not check the client address against the
address range to make sure it is within the range.

6 (Optional) Select Specify Secondary Client Address Range and do the
following:

6a Specify Yesif you want the remote access server to assign secondary
| P addresses to the remote nodes. Otherwise, specify No and
continue with Step 7.
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6b Specify the Secondary Subnet Mask, Secondary Address Range
Start, and Secondary Address Range End parameters.

NOTE: The secondary address parameters might not be available on your system.
If these parameters are available, you can use them to limit access to certain
network locations.

7 Press Esc and specify Yesto save your changes.

The serviceis selected, but is not necessarily running. When a serviceis
selected, it is added to the NWCSTART.NCF file. To verify that the
serviceisrunning, you can view service statistics, as described in
Viewing Service Statistics.

The changes take effect the next time you start the PPPRNS service.

Once you have compl eted the procedure to support remote I P nodes, you can
do the following:

+ Configure | P parameters. Refer to Configuring PPPRNS.

+ Configureclient software. The Windows client software for PPPRNS
isavailable on aseparate client CD-ROM. Install and configure the client
software on the remote PC and try to establish an | P connection. For more
information, refer to the Novell Internet Access Server 4.1 remote access
online help.

+ Specify remote access security. |If you want to specify dialback,
maximum connection time, or theidle timer, refer to Setting Global
Security. If you want to restrict PPPRNS to specific ports or users, refer
to Authorizing Ports for Specific Services and Authorizing Users for
Specific Services.

+ Specify Remote Client passwords. Refer to Setting Remote Client
Passwords. Distribute the passwords to the respective users.

Remote AppleTalk Nodes

When you configure the server as an AppleTalk router using NIASCFG, the
appropriate LOAD and BIND commands are added to the INITSY SNCF and
NETINFO.CFG filesin the SY S:ETC subdirectory.

Loading AppleTak Remote Access Service (ARAS) allows Macintosh users
to dial into the LAN from remote AppleTalk nodes. This procedure adds the
appropriate LOAD and BIND commands to the NWCSTART.NCF file.

To load ARAS, complete the following steps:
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1 Load NIASCFG, then select the following path:

Select Configure NIAS > Remote Access > Set Up... > Select Remote
Access Services > ARAS

2 Select aframetype from the list.
¢ Ethernet SNAP—Select for EtherTalk* 2.0 networks (the default).
¢ Ethernet_Il—Select for EtherTalk 1.0 networks.

Select aframe type that isidentical to that loaded with the network
driver for the AppleTalk network. Refer to your AUTOEXEC.NCF
file for more information.

IMPORTANT: ARAS allows only a single frame type (Ethernet_SNAP or
Ethernet_lII) to be loaded at a time.

3 Select Starting Range of Net Number and enter a starting number
between 1 and 65279.

4 Select Ending Range of Net Number and enter an ending number between
1 and 65279.

NOTE: The difference between the starting and ending range integers must be
between 1 and 10. Ensure that the network range is unique on the network. Each
group of ports on the server running ARAS is considered to be a network.

5 Select Zone List and enter one or more AppleTalk zone names.

A valid zone nameis astring of up to 32 characters, including hyphens (-
), underscores (), and spaces. You can specify one or more zone names
separated by commas, for example, Novell Engr, Novell Mktg. If any
Macintosh computer on the network is aresource for the remote
Macintosh calling in, then specify the zone name to which the Macintosh
on the network belongs. These names must match names that have
already been created.

IMPORTANT: We recommend that you specify the same zone to which your
server belongs. The server belongs to the first zone that you specified when
loading AppleTalk.

6 PressEsc and specify Yesto save your changes.

The service is selected, but is not necessarily running. When a serviceis
selected, it is added to the NWCSTART.NCF file. To verify that the
service is running, you can view service statistics, as described in
Viewing Service Statistics.

Once you have compl eted the procedure to support remote M acintosh nodes,
you can do the following:
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+ Configure ARAS. (Optional) Refer to Configuring ARAS.

+ Configureclient software. The client software, Apple Remote Access
Client 2.0, must be purchased from Appleresellers. Install and configure
the client software on the remote Macintosh computers and try to
establish aconnection. For moreinformation, refer to the Novell Internet
Access Server 4.1 remote access online help.

+ Specify remote access security. |If you want to specify dialback or
maximum connection time, refer to Setting Global Security. If you want
to restrict ARASto specific ports or users, refer to Authorizing Usersfor
Specific Services and Authorizing Ports for Specific Services.

+ Specify Remote Client passwords. Refer to Setting Remote Client
Passwords. Distribute the passwords to the respective users.

Further configuration is required to provide the following capabilities:

+ To use remote access as a router to an existing Macintosh environment,
load AppleTalk onthe server and configureit asan AppleTalk router. This
does not enable remote Macintosh computers to log in to the remote
access server. For information on configuring the AppleTalk module,
refer to Setting Up in the AppleTalk documentation.

+ To enable remote Macintosh clients to log in to the remote access server,
load AppleTalk and NetWare for Macintosh AppleTalk Filing Protocol.

+ To enable usersto log in to the Novell Directory Services™ (NDS™ )
software, configure the Macl PX® gateway on the remote access server.
The remote client must load the Macl PX control panel on the
workstation. If your remote access server has bindery emulation turned
on, the server can accept non-NDS logins.

For more information about using the Protocols and Routing option of
NIASCFG to configure an AppleTalk router for use with remote accessand to
load the Macl PX gateway, refer to Setting Up.in the AppleTalk documentation
and Configuring the Macl PX Gateway in the IPX documentation.

Support for Dial-Out Nodes

The remote access software supports network workstations (PCs and
Macintosh computers) dialing out to access host computers or electronic
bulletin boards.

On your remote access server, you enable PCs or Macintosh computersto dial
out of the network by:
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>

Loading NASI™ (NetWare® Asynchronous Services Interface™ )
Connection Service (NCS). Refer to Loading NCS.

Distributing the Client Software

*

*

(Optional) Configuring for a Modem-Independent Port Group
(Optional) Setting Up Security
+ Configuring Clients Dialing Out from aworkstation

*

Loading NCS

You might have aready loaded NCS when you first installed the remote
access software. You can perform the following procedure to verify that NCS
isrunning.

To install NCS, complete the following steps:
1 Load NIASCFG, then select the following path:
Select Configure NIAS > Remote Access
The Remote Access Options window is displayed.
2 Select Set Up.
The System Setup Options window is displayed.
3 Choose Select Remote Access Services.
A list of servicesis displayed.
4 Select NCS.

The LOAD NCS command is inserted into the NWCSTART.NCF file.
The Yes and No prompts indicate that the service is selected, but they do
not necessarily mean that it is running. To verify that the serviceis
running, view service statistics, as described in Viewing Service
Statistics.

Distributing the Client Software

Theclient softwareisinstalled on the remote access server during installation
and is provided on CD-ROM . The following table shows the subdirectories to
which the client software is copied.
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DOS Clients

Client Software Server Subdirectories

For Windows clients SYS:SYSTEM\WIN2NCS
(Windows 3.1x , Windows
95, and Windows NT)

For Macintosh clients SYS:SYSTEM\MAC2NCS

NOTE: NASI DOS clients are not shipped with Novell Internet Access Server 4.1;
however, earlier versions of DOS clients are still supported. You can download the
earlier NASI files from the Novell World Wide Web site: http://www.novell.com.

You can distribute the client software by copying the contents of the
previously listed directories onto diskettes, or by providing accessto users by
copying thefilesto the SY S:PUBLIC directory.

The Macintosh client software is provided as a DOS-formatted, compressed
version of the remote access MAC Client folder (named NetWare Connect™
MAC Client). Thisfolder contains the Set Remote Access Password utility
and the Installer for Mac2NCS. It isinstalled on FASY STEM\MAC2NCS. To
uncompress the software, use DOS to open the directory and enter NWCMAC .
When the processing is complete, the NWCMAC.SIT file appears.

Now you can distribute the software in the following ways:

+ Make the directory that contains NWCMAC.SIT accessible to all
Macintosh users, allowing them to unstuff thefile and extract Mac2NCS
and Set Remote Access Password.

+ Locate a Macintosh that has a Chooser mapping to the same directory.
Use this machine to invoke NWCMAC.SIT to create the remote access
MAC Client at an accessible hard drive (SY S:PUBLIC directory).

+ Make acopy of the NetWare Connect MAC Client folder on diskette. Do
not change the name of the folder; the folder name must be NetWare
Connect MAC Client.

NASI for DOS clientsis not shipped with the Novell Internet Access Server
4.1 release; however, earlier versions of NASI are still supported. You can
download earlier versionsof NASI, including documentation, from the Novell
World Wide Web site.
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Windows Clients

Macintosh Clients

Win2NCSisaredirector program that redirects the modem or printer port 1/0
for Windows communications applicationsto aNAS| port on aremote access
server. It runs on Windows 3.1, Windows for Workgroups 3.11, Windows 95,
and Windows NT (3.51 and 4.0).

Distribute Win2NCS to the network workstations. From Windows, run the
SETUP program to install Win2NCS.

In addition to Win2NCS provided with remote access, the dial-out nodes
require a third-party communications program that uses the Windows
Communications API. Almost all Windows communications applications
support the Windows Communications API. Refer to http://www.novell.com
for alist of supported third-party applications.

Mac2NCSis aredirector program that redirects the COM port 1/0 for
Macintosh communications applicationsto a NASI port on aremote access
server.

In addition to the client software (NASI redirector for Macintosh computers,
Mac2NCS) provided with remote access, the dial-out nodes require a third-
party communications program that makes use of the Macintosh serial ports
for communication. Refer to the MAC2NCS Readme file for alist of tested
third-party applications.

Configuring for a Modem-Independent Port Group

Defining a modem-independent port group allows remote access to control
modem initialization, instead of allowing the NA Sl application running on the
network workstation to control it. This modem-independence feature is
implemented by emulating the basic AT commands from a small set of
industry-standard modem commands.

A modem-independent port group simplifies making dissimilar modems
operate the sameway. It also enablesthird-party applicationsto specify Hayes
Compatible and ignore the exact modem type.

For information about creating a modem-independent port group, refer to
Specifying the NCS Configuration.
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Setting Up Security

Thedefault NASI security for the network workstation is enabled. This means
that if the NASI user islogged in to the network, NASI will prompt for a
NetWare password only. With Macintosh users, however, the program
prompts for a password only the first time, when users set up Mac2NCS.

If NASI security isdisabled, NASI userswill not be prompted for apassword.
To change the default, refer to Configuring NCS.

NOTE: If you disable NASI security on a single remote access server, you must disable
security on all remote access servers on the network. This is necessary because the
NASI client determines the security mode to use by requesting this information from the
nearest NCS server, which might or might not be its target NCS server.

Configuring Clients Dialing Out

Windows Clients

A user can dia out of the network from one of the following workstations:

+ Windows 3.1x, Windows 95, and WindowsNT 3.51 and 4.0 clientsusing
Win2NCS

+ Macintosh clients using Mac2NCS

NOTE: NASI DOS clients are not shipped with Novell Internet Access Server 4.1;
however, earlier versions of DOS clients are still supported. You can download the
earlier NASI files from the Novell World Wide Web site at http://www.novell.com.

Before you start this procedure, make sure that you have installed the NASI
redirector for Windows and that the local COM ports are enabled. For more
information, refer to the WIN2NCS online help.

To set up adial-out connection from the Windows clients, complete the
following steps:

1 Attach to the network and start Windows.

2 (Optional) Click the Win2NCS redirector icon if you want to map a
specific COM port.

3 Start any Windows communications program.
The Windows program must support the Windows Communications API.
4 From your communications program, use the appropriate COM port.

5 Specify a username, password, and session nhame for Win2NCS.
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Macintosh Clients

The username and password do not have to be the same asthe login name
and password you specified in Step 1.

NOTE: The session name is used for remote control dial-in connections.
A list of NASI services available on the network is displayed.
Select aNASI service from the list.

When you aredialing out to ahost computer or abulletin board, select any
port except the port with the specific name NCShame DIALIN or the
general name DIALIN. When setting up for adial-in session, select the
NCSname DIALIN session to facilitate port sharing.

If your application fails to connect, use the Terminal program that comes
with Windows to verify the configuration of the application.

Refer to the Novell Internet Access Server 4.1 remote access online help for a
complete description of how to configure Mac2NCS. To set up a dial-out
connection from the Macintosh client workstation, complete the following
steps:

1 Run the Mac2NCS redirector.

1a From the Apple menu, select Chooser.
1b Click the Mac2NCS icon in the upper left window.
1c Click ON for redirection.

The port defaults to the modem. Thisis not required if the
third-party Macintosh communications application is
Communication Toolbox-Enabled. Refer to the Novell Internet
Access Server 4.1 remote access online help for more information.

2 Click Setup.

A dialog box displays the currently selected port.

3 Select the servers you want.
4 Specify the User 1D, Password, and Directory Context.
5 Click Server Options.

Thisbutton islabeled Continue the first time you use the application, and
islabeled Options thereafter.
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6 Select the server you want, the general name, and the specific name for
the new default.

When you are dialing out to ahost computer or bulletin board, select any
port except the port with the specific name NCSname DIALIN.

7 Click OK twiceto return to the Chooser.
8 Start your Macintosh communications program and begin a session.

M ost applications default the Macintosh port sel ection to the modem port.
To use NASI, make sure the application’s port selection matches the
Mac2NCS port selection. For example, if the application chose the
modem port, the Mac2NCS redirection must be for the modem port. If
your application is Communication Tool box-Enabled, do not redirect the
modem or the printer port. The application alows you to select the
Mac2NCS port.

Refer to your application documentation to dial out from your port and
establish a connection with the host computer.

For more information about the tasks in this section, refer to the Novell
Internet Access Server 4.1 remote access online help.

Support for Remote Control Dial-in Connections

Remoate control dial-in connections consist of one of the following:

¢ PCsdialing in and remotely controlling dedicated workstations or
application servers on the network

+ Macintosh computers dialing in and connecting to Macintosh computers
or PCs on the network

To set up remote control connections, you must have third-party remote
control applicationsthat support NASI or the Windows communication driver.
Third-party remote control applications supporting NASI or Win2NCS use
NCSto establish adial-in connection. The remote control applicationincludes
a host and a remote component. The remote component isinstalled on the
calling PC, and the host component isinstalled on the network workstation or
the application server. NCS manages the connection between the host and the
remote components of the third-party application.
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Configuring the Host

To set up aremote control connection, complete the following steps on the
network workstation:

1 Disdtribute the client software. Refer to Distributing the Client Software.

2 Configure the client network workstation. Refer to Configuring Clients
Dialing Out.

For Win2NCS, make sure you specify a unique name. If you want all
callersto accessthis session, you can make the session public by selecting
the Public Session check box in the Win2NCS program. If the session is
private, the caller must specify the same username and password that
were specified on the host when Win2NCS was started.

3 If the host session on the network selects a DIALIN port, enter a
username and session name. If NCSdial-in security isenabled, also enter
the Remote Client password.

If the host session on the network selected a dedicated port, the caller is
automatically connected to the host session. For more information, refer
to the Novell Internet Access Server 4.1 remote access online help.

4 Make sure your third-party application supports remote control
connections.

5 From the server console, specify Remote Client passwords for callers
dialingin.
Refer to Setting Remote Client Passwords. If you do not want the caller

to specify a password, turn off NCS dial-in security. Refer to Specifying
the NCS Configuration to disable NCS dial-in security.

Configuring the Remote Workstation
To configure the remote workstation, complete the following steps on the
remote workstation dialing in:

1 Start the remote component of the third-party application and dial in to
remote access.

2 |f the host session on the network selected aDIALIN port, enter a
username and session name. If NCSdial-in security is enabled, also enter
the Remote Client password.

If the host session on the network selected a dedicated port, the caller is
automatically connected to the host session.
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Support for Remote Control Dial-In Connections
Through IPX
Third-party remote control applications that support the I nternetwork Packet
Exchange™ (IPX™ ) protocol can use PPPRNS to establish adia-in
connection. The remote control application includes a host and aremote
component. The remote component isinstalled on the calling PC, and the host
component isinstalled on the network workstation or the application server.

PPPRNS manages the connection between the host and the remote
components of the third-party application.

Configuring the Host

To set up aremote control connection, complete the following steps on the
network workstation:

1 Log in to the network.

2 Bring up the host component of your application and establish an IPX
connection.

3 Specify aname for your host IPX session.

Configuring the Remote Workstation

To configure the remote workstation, complete the following steps on the
remote workstation dialing in:

1 Runtheremote access dialer and establish a connection to remote access.
2 Start your third-party application from your local drive and select IPX.
3 Select your IPX host session from the displayed list.

Remote Access Services

Before you begin configuring the remote services, make sure you have
installed and loaded PPPRNS, ARAS, or NCS. For information about loading
PPPRNS or ARAS, refer to Loading PPPRNS or Loading ARAS. For
information about loading NCS, refer to Loading NCS.

You can verify that the services are installed by selecting Generate
Configuration Report from the Configuration Options window.

Do one of the following to determine which services are running:

SettingUp 105



+ Select Display Service Status from the Status window.

+ Enter MODULES at the server console prompt. If the services are loaded,
you will see PPPRNS, NCS, or ARAS in thelist of modules.

Refer to Configuring PPPRNSfor the following PPPRNS configuration tasks:

+ Specifying Internetwork Packet Exchange™ (IPX™ ) parameters
(optional)

+ Specifying IP parameters (optional)
+ Specifying ISDN short-hold parameters
+ Specifying PPP multilink
+ Configuring PPPRNS security
Refer to Configuring ARAS for the following ARAS configuration tasks:

+ Forwarding packetsto AppleTalk with Cyclic Redundancy Check (CRC)
embedded

+ Specifying Apple remote access client versions

ARAS supports both types of Apple Remote Access (ARA) clients: ARA
2.0and ARA 1.0.

Refer to Configuring NCS for how to specify the following information:
+ List of general names from the port groups
+ Modified general name for shared DIALIN ports
+ Modem-independent group (optional)
+ Server dias
+ NCSremote dial-in security
+ NASI network security
¢ Command Interpreter (Cl) prompt
+ Break duration

Configuring PPPRNS

Refer to the following procedures:

+ Specifying Optional IPX Parameters
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+ Specifying Optional |P Parameters
+ Specifying ISDN Short-Hold Parameters
+ Specifying PPP Multilink

Specifying Optional IPX Parameters

You can assign the following parameters for a user or a container:

+ |PX address —A unique hexadecimal number up to 12 hexadecimal
digits.

+ |PX addressmask —ThelPX addressmask allowsyouto create arange
of IPX addresses for the user or container based on the specified IPX
address. This address is assigned to the user when the user dialsin from
aremote workstation. If you provide arange of addressesfor a container,
then all usersin the container inherit the range. Users might require more
than one IPX address if they want to dial in more than once to establish
multiple sessions.

When you define the mask, make sure that the 1 bit is contiguous. You
cannot have leading zeros or zerosin the middle of the mask. For
example, the masks FFFFFCOOFF00 and FFFFFFFFFFF4 areinvalid. In
the second mask, 4 in binary is 0100 (zeros in the middle of the mask).
Substituting 0, 8, C, E, or F for 4 would provide valid masks because in
binary the corresponding values are 0000, 1000, 1100, 1110, and 1111,
respectively. Other valid masks are FFFFFFFFFF80, FFFFFFFFFCOO0,
and so on.

If you set the IPX address to 123ABC456780 and you want 16 IPX
addresses, change the mask to FFFFFFFFFFFO. This means that the
selected user or al usersin the selected container are assigned |PX
addresses ranging from 123ABC456780 to 123ABC45678F.

If you modify the IPX address to 123ABC456784 for the same mask
(FFFFFFFFFFFO), the IPX addresses would still range from
123ABC456780 to 123ABC45678F.

+ List of home servers —When aremote node dialsin, it attachesto a
NetWare server and retrieves network information from that server. This
parameter enablesthe remote nodeto attach to aserver intheclient'slocal
site, thereby providing the remote node with the same view of the network
through both local and remote access.

NOTE: Servers on the home server list must be reachable from all remote access
servers into which the user will be dialing. If, for some reason, the home server is
not running IPXRTR.NLM or is not reachable by a remote access server, the dial-
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in user will not be able to establish an IPX connection. IPXRTR.NLM is a part of
NetWare 4.1 or later, and the NetWare MultiProtocol Router™ 3.0 and 3.x
software. Home servers running NetWare 4.1x or later must have bindery
emulation. For NetWare 3.12 servers that are not using NetWare MultiProtocol
Router, install the latest version of the NetWare 3.12 IPXRTR software that is
available on the NetWire® service on CompuServe and the Novell support World
Wide Web site at http://support.novell.com.

To configure PPPRNS, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.
2 Select PPPRNS.
The PPPRNS Configuration Options window is displayed.
3 Select Set IPX Parameters.
A list of usersand containersin the default Directory context is displayed.

Select the single period (.) to set IPX information for the current
container. If usersaredistributed over multiple contexts, select the double
period (..) to move up the Directory tree to a common branch. Select
names with aplus (+) prefix to move down the tree.

If the CONNECT object does not have Browse rights to move up the
Directory tree, pressIns and enter anew Directory context. This enables
you to jump to another branch of the tree where the CONNECT object
does haverights.

4 Select auser or container.

The IPX parameters window is displayed. You can set the parameters if
the CONNECT object, in addition to having Browse and Read attribute
rights, has Write attribute rights to that container.

5 Select Specify IPX Address and specify Yes.
The User IPX Parameters window is displayed.
6 Specify the following IPX parameters:

¢ |PX Address—Enter an IPX addressfor the user or container. The
IPX address must be a unique hexadecimal number, for example,
123ABC456780.

¢ |PX Address Mask—Enter a mask for the previous |PX address to
provide arange of IPX addresses for the user or container. The
default, FFFFFFFFFFFF, specifies asingle IPX address to be used.
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NOTE: If the highest-order byte of the IPX address is an odd number, it indicates
a multicast address. Windows 95* clients (running the Novell Client™ for
Windows 95) might not be able to connect using such an address. For example,
an IPX address mask of FFFFFFFFFFFO and address of A112233445566 will
cause the connection to fail. However, the address CCBBDDEEFFAA can be
used.

NOTE: You can assign a fixed IPX address for a user or a container by entering
a unique address in the IPX address field and not providing a range (keeping the
default for the IPX address mask).

7 Create alist of home servers by doing the following:
7a Select SeeList and press Enter.
Initially, thelist is empty for the selected user or container.
7b Pressins.
A list of server names on the network is displayed.
7c Select one or more home servers for the user or container.

If you select more than one home server, the user attachesto any one
of the serversinthelist.

7d Pressins and enter the server address if the server nameis not
displayed in the list.

If the server is down, the server nameisdisplayed asan IPX address.
8 PressEsc to exit.
The changes take effect immediately and apply the next time the user
dialsin.
Specifying Optional IP Parameters

You can set up your remote access server to function asa BOOTP server for
remote clients. Use this option to assign | P addresses to remote access clients
from the remote access server address range through BOOTP. You can also
use this option when the clients want to obtain client information such as the
domain name server from the remote access server. When your remote access
server is configured asaBOOTP server, specify the following parameters per
user or container:

+ Domain Name Server Address
+ Domain Name

+ Boot Filename (used for diskless clients)
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NOTE: DHCPD must be loaded for these parameters to apply.

To install the BOOTP server, complete the following steps:

1 Enter the following command at the console prompt on the remote access
Server:

LOAD DHCPD

2 When setting up the remote access server asa BOOTP server, make sure
you set the following parameters.

¢ Set the Client Address Range parameter to Yes.

¢ Enter the |P addresses for the Client Address Range Start and Client
Address Range End parameters. If necessary, enter | P addresses for
the Secondary Local IP Address, Secondary Address Range Start,
and Secondary Address Range End parameters.

3 If your clients want to receive domain information from the BOOTP
server, specify the Domain Name Server Address and Domain Name
parameters when you specify | P parameters.

NOTE: The DHCPD NetWare Loadable Module™ (NLM™ ) file can be used only
for remote node clients. It cannot be used for LAN clients. You must set up a
separate DHCP server for LAN clients.

To configure IP addresses for PPPRNS, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.
2 Select PPPRNS.
The PPPRNS Configuration Options window is displayed.
3 Select Set |P Parameters.
A list of usersand containersin the default Directory context is displayed.

Select the single period (.) to set |Pinformation for the current container.
If usersaredistributed over multiple contexts, select the double period (..)
to move up the Directory tree to a common branch. Select names with a
plus (+) prefix to move down the tree.

If the CONNECT object does not have Browse rights to move up the
Directory tree, press Ins and enter the new Directory context. This
enables you to jump to another branch of the tree where the CONNECT
object does have rights.
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4 Select auser or container.

The User IP Parameters window is displayed. You can set the remote
access parametersif the CONNECT object, in addition to having Browse
and Read attribute rights, has Write attribute rights to that container.

5 Select Set Domain Information and specify Yes.

The domain information can be specified when the remote access server
is set up asthe BOOTP server for remote clients and the clients want to
receive thisinformation.

NOTE: The following parameters are available to clients only if the remote access
server is a BOOTP server and the clients request the information using BOOTP. If
the remote access server is not set up as a BOOTP server (refer to Support for
Remote Nodes ) or the clients do not use BOOTP to request information, these
parameters are not used.

6 Specify the following domain parameters:

+ Domain Name Server Address—Enter the address of the domain
name server to resolve hostnames for client requests.

+ Domain Name—Enter the suffix to append to local hostnames. For
example, if the domain name is novell.com, the client appends this
name to ca (the local hostname) to provide the complete name of
ca.novell.com.

NOTE: You can specify the Domain Name Server Address without specifying the
Domain Name if the client uses complete hostnames. Specifying the Domain
Name without the server address is not useful.

7 Select Set Boot Parameters and specify Yes.

The Boot parameters enable a diskless client machine to transfer a boot
fileto the client's memory and execute the boot file to start the client.

8 Specify the following boot parameters:

¢ TFTPServer Address—Specify the |Paddress of the TFTP server for
this user or container.

+ Boot File Name—Specify the name or pathname of the boot file that
the client usesto start the remote workstation.

You are not required to set these parametersif the client does not need this
information. For example, the client usually does not require a boot
filename. Few client workstations must transfer aboot file from aremote
sitein order to start workstation operation (boot up). Most PCs have their
boot filesin local memory.
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NOTE: When the BOOTP service is used, the client dialer application must be
configured to use BOOTP for address assignment. Refer to the Novell Internet
Access Server 4.1 remote access online help for information about setting up the
client application network parameters.

9 PressEsc twice to save your changes.

The changes take effect when you have saved them.

Specifying ISDN Short-Hold Parameters

Specifying short-hold parameters for a PPP ISDN connection enables a
remote node client to disconnect the line temporarily when no trafficison the
line and to reconnect when required. This minimizes telephone charges by
reducing the actual connection time. Note that when the line is temporarily
disconnected, the line is dropped but the session remains. Thelineis
reconnected when either side has data to send.

If you have configured the short-hold parameters, the remote node client can
determine whether to activate the feature when establishing the link.

NOTE: Although ISDN short-hold is most useful for connections for which call setup
time is relatively short, it can be used for any PPP connection, including telephone dial-
up lines.

To specify ISDN short-hold parameters, compl ete the following steps:

1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.

2 Select PPPRNS.
The PPPRNS Configuration Options window is displayed.

3 Select Configure ISDN Short-Hold Parameters.
The ISDN Short-Hold Configuration window is displayed.

4 Select Idle Time Before Temporary Disconnect and enter avalue.

This specifies the amount of time, in hours, minutes, and seconds, of link
inactivity before the link is temporarily disconnected. The default is5
minutes. The rangeis 1 second through 23 hours, 59 minutes, and 59
seconds.

5 Select Maximum Call Suspension Time and enter avalue.

This specifies the maximum amount of time, in hours and minutes, that
the connection can be left suspended before it is permanently
disconnected. The actual amount of time the call isleft in a suspended
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state is negotiated with the remote client when the connection is
established. The two sides negotiate for the smallest value proposed by
each. The default is 30 minutes. The range is 1 minute through 23 hours
and 59 minutes.

NOTE: If the remote client is configured and has negotiated short-hold with the
server, both the Idle Time Before Temporary Disconnect and Maximum Call
Suspension timers are used. The other timers associated with the connection,
Maximum Connect Time and Idle Time Before Disconnect (each configured on a
global or individual user basis), are ignored.

If the remote client does not negotiate short-hold with the server, both the Idle Time
Before Temporary Disconnect and Maximum Call Suspension timers are ignored.
The other timers associated with the connection, Maximum Connect Time and Idle
Time Before Disconnect, are used.

Currently, only the Novell mobile client supports short-hold.

6 PressEsc to save your changes.
Specifying PPP Multilink

PPP multilink enables you to group multiple physical links into one logical
link. With PPP multilink, you can group two physical ISDN channels or
modems into one logical link to increase bandwidth. This feature allows you
to use multiple channels between a remote access server and a client to
increase the bandwidth for alogical connection.

NOTE: PPP multilink is automatically enabled for remote access. Additional links are
initiated by the remote client. Check your hardware documentation to determine
whether your ISDN device supports PPP multilink.

To specify PPP multilink, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.
2 Select PPPRNS.
The PPPRNS Configuration Options window is displayed.
3 Select Configure PPP Multilink.
4 Press Enter to toggle between Enabled and Disabled.

Configuring ARAS

To configure ARAS, complete the following steps:
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1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.
2 Select ARAS.
The ARAS Configuration Options window is displayed.
3 Select Setup Options.
The Setup Options window is displayed.
4 Select Support Apple Remote Access Client Version.
4a Select one of the following options:

+ 2.0 Only—Select this option if you have only ARA 2.0 clients.
Continue with Step 4b.

+ 1.0and 2.0—Select thisoption if someclientsdial inwith ARA

1.0 and some dial in with ARA 2.0. Skip to Step 5.
IMPORTANT: When you select 1.0 and 2.0, the remote access software
disables hardware compression on all ports that can be accessed by ARAS.
We recommend that you either restrict ARAS to using specific ports (to
minimize the number of ports with hardware compression disabled) or update
your ARA 1.0 clients to ARA 2.0 clients. To restrict ARAS to using specific
ports, refer to Authorizing Ports for Specific Services.

4b If you select ARA 2.0 Only, specify the following parameters:

+  Prompt User for Remote Client Password—Select Yes if you
want the user to enter the password manually. Select Noif a
stored password can be used by the client. The default is No.

+ ARAS Greeting—Enter the text that is displayed when the
remote user establishes a connection with remote access. The
default is blank.

5 Select Forward Packet to AppleTalk with CRC Embedded, and specify
Yes or No.

If this parameter is enabled (Yes), data packets from the remote node are
forwarded with CRC embedded. If the AppleTalk network is sending
frames with CRC embedded, then this option must be enabled for the
remote nodes aswell. The default isdisabled (No). Refer to thefollowing
section for more information.
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Verifying Data Integrity

Configuring

To verify that the data packets on the AppleTak network have CRC
embedded, check the LOAD command for loading the AppleTalk protocol
stack. If the AppleTalk protocol stack isloaded with the following command
line parameter, then the AppleTalk network is sending frames with CRC
embedded:

checksum=yes

An aternate way to verify that the data packets are sending frames with CRC
enabled is by using INETCFG. Select Protocols and AppleTalk, then check
the DDP Checksum field. It should be enabled.

The CHECKSUM parameter is used to detect data corruption in the
AppleTalk packets. When this parameter is enabled, AppleTak calculatesthe
CHECKSUM value for the outbound packet, stores the value in the packet,
then sends the packet out. When the packet is received at the destination,
AppleTalk verifies the value to find out if the packet is good or bad. If the
packet is bad, AppleTalk discardsit. CHECKSUM helps to ensure data
integrity; however, extra CPU time isrequired to compute the value.

If the network media has a high rate of data corruption, we recommend that
you enable CHECK SUM ; otherwise, leaveit disabled for better performance.
To enable CHECK SUM, select the DDP Checksum option in the AppleTalk
section of the Protocols and Routing option of NIASCFG.

NCS

Refer to the descriptions of the following parameters:
+ General Names
+ General Name for Shared DIALIN Ports
+ Modem-Independent Groups
¢ Server Alias Names
+ NCS Remote Dial-in Security
+ NASI Network Security
¢ Cl Prompt
¢ Break Duration
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General Names

A general nameis a port group hame that NCS recognizes. Most third-party
NASI applications are written to the NA S| specification that supports general
names defined with eight or |ess characters. Remote access, however, supports
group names that have up to 15 characters. To enable the third-party NASI
applications to recognize the group names, you must create alist of general
names that have no more than eight characters. Refer to Support for Dial-Out
Nodes for more information about NASI.

General Name for Shared DIALIN Ports

Use of the shared DIALIN port enables multiple remote control hoststo share
ports and prevents a single user from holding up aline.

Remote access automatically creates the general name DIALIN, which
includes all ports defined for dial-in usage. The specific name of the portsin
the DIALIN group has the form NCShame DIALIN, where NCShame isthe
first eight letters of the remote access server name or the alias server name.

NOTE: If your access or alias server name is less than eight characters, underscores
are used for the remaining characters. For example, FS1_ DIALIN. The first eight
characters of the server name are used by default. Refer to the section Server Alias
Names for information on alias server names longer than eight characters.

When remote control hosts select the specific virtual port NCShame DIALIN,
dia-in users using NASI, Win2NCS, or Mac2NCS share all available dial-in
ports. If remote control hosts acquire anon-DIALIN port, the workstation
owns the port and cannot share the port with other users. The port isfree for
other users only when the network workstation disconnects the port. Refer to
Support for Dial-Out Nodes for more information about NASI.

Modem-Independent Groups

116 Remote Access

A modem-independent group enables you to group modems from different
vendors under a single group. The modem-independent feature is
implemented by emulating the AT Commands set from asmall set of industry-
standard modems. All modem commands for the ports that belong to a
modem-independent group are handled the same way.

The general advantage to using the modem-independent group is that the user
does not have to know the modem type being used so that NASI applications
can specify Hayes Compatible. Another advantage isthat you can set dial-out
restrictions only for a modem-independent group. In addition, the numbers
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Server Alias Names

NCS Remote Dial-in

that users of modem-independent groups dia out to appear in the audit trail.
However, a disadvantage is the limited support of the Hayes command set.

HINT: Group similar modems together in a modem-independent group. For example,
you can group all V.34 modems. However, do not group a 2,400-bps modem with 28.8-
Kbps modems.

However, NASI, Win2NCS, or Mac2NCS applications on a network
workstation can modify the port settings (datarate, parity, data bits, stop hits,
and flow control) of the portsin a modem-independent group. The remote
NASI application user must specify Hayes Compatible for modem type.

Notify the NASI, Win2NCS, or Mac2NCS user of the highest data rate
supported by the modem-independent group. The highest data rate supported
is the speed of the slowest modem in the group. A NASI, Win2NCS, or
Mac2NCS application on a network workstation must not have its data rate
configured higher than the speed of the slowest modem in the group.

When using the modem-independent group, aNASI, Win2NCS, or Mac2NCS
applications user should specify Hayes Compatible for the modem type. The
default port settings are configured based on the modem type you select in
NIASCFG. Refer to "Port Configuration” for more information.

NOTE: Specifying Hayes Compatible in your NASI, Win2NCS, or Mac2NCS application
does not mean that your connection is set for 2,400 bps. Typically, users might
experience a short connection delay as remote access translates between the generic
modem command and the actual modem commands.

The default port speed is set when remote access initializes the port. The port
settings are configured on the remote access server using NIASCFG.

If aremote access server name has morethan eight characters, NASI truncates
it and displays the first eight characters. A problem arisesif two or more
remote access servers on the network have the samefirst eight characters. To
overcome this limitation, NCS allows you to specify a unique alias server
name of eight or less characters.

Security

The NCS dial-in security applies to users dialing in through the Service
Selector (using the shared DIALIN port) to access dedicated remote control
host sessions on the network. The default requires usersto specify the Remote
Client password. If NCSdial-in security is disabled, users are prompted only
for the username.
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NASI Network Security

Cl Prompt

Break Duration

NASI security appliesto network workstation connections to an NCS port.
The default requires usersto specify the NetWare password. If NASI network
security isdisabled, users are not prompted for a username or password. This
applies only to workstations using the NASI DOS TSR. Win2NCS
workstations must always specify the NetWare password.

Whenever a user starts an application that supports the Command I nterpreter
(CI), NASI displaysthe Cl prompt. Refer to the Novell Internet Access Server
4.1 remote access online help for more information on the commands that can
be used at the CI prompt. The default prompt looks like this:

nasi 1:1>

The default Cl prompt contains the following elements:
¢ nasi —Thename of the software.

+ n:n—The number of currently active NASI sessions, followed by the
currently active logical circuit. For example, 1:1 indicates that thereis
one NASI session and thelogical circuit number 1 isactive; 3:3 indicates
that there are three active sessions and the currently active session is on
logical circuit 3. To modify the number of logical circuits, refer to the
Novell Internet Access Server 4.1 remote access online help.

Some third-party applications provide a method for connecting to the
communications ports. With other applications, the user must rely onthe Cl or
writean application using the NASI Basic functionsthat accept Cl commands.

The Cl enables users to issue commands that control access to the NASI
Application Programming Interfaces (APIs). For example, users can list the
available resources on the network, connect to a particular communications
port, and set parameters for communicating with that port. For more
information, refer to the Novell Internet Access Server 4.1 remote access
online help.

Break duration isthe elapsed timethat abreak signal is sent to the remote host
computer. Generally, break signals are used in time-sharing systems that
require asignal to initiate login.
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The default value is 0.55 seconds. Some systems require a specific amount of
time for the break signal to expire. The default value ensures maximum
compatibility between applications. Keep the default value or change the
value, depending on the application. Refer to the documentation that came
with the application.

Specifying the NCS Configuration

To start configuring for NCS, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.
2 Sdect NCS.
The NCS Configuration Options window is displayed.

3 Select General NameList and do thefollowing to specify ageneral names
list.
A list of general namesis displayed. Initialy, the default group name
ANY _PORT isdisplayed. This group contains all remote access ports.

You can select, insert, or delete ageneral name. Deleting ageneral name
deletes the name from the list but retainsit in the port groups list.

IMPORTANT: Selecting a general name displays its group members, which you
can add or delete. To add a group member, press Ins , and a list of other ports is
displayed. To delete a group member, move the member to the other ports list.

3a Pressins to display additional port group names.

3b Select aport group to add to thelist of general names, or press|ns to
create a new port group and add it to the port groups list.

3c Press Esc to save your changes.

The group membersin the general nameslist are the only portsthat NCS
recognizes (with the exception of the DIALIN group).

4 Select General Name for Shared Dia-In Ports, then press Enter and
modify the name.

For example, you can modify the general name to INBOUND or
REMCTRL (for remote control).

WARNING: Users should not select the DIALIN general name for dialing out to
bulletin boards or host computers.

5 Select Modem-Independent Group, then do the following.
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A list of known port groups is displayed. If thislist is empty, you must
create a general names list as described in Step 3a through Step 3c.

5a Select agroup to be modem-independent.
5b PressEsc to save your changes.
IMPORTANT: Do not select a group with X.25 ports.

6 Select Alias Server Name, then enter a unique server name of eight
characters or less.

7 Select Enable NCS Dial-1n Security, then specify Yes to require remote
users to enter the Remote Client password.

If this parameter is disabled (No), users will be prompted only for their
usernames.

IMPORTANT: If security is enabled, you must specify Remote Client passwords

for users who are dialing in. For information about specifying Remote Client
passwords, refer to Setting Remote Client Passwords.

8 Select Enable NASI Security, then specify Yesto require LAN usersto
enter a NetWare password.

If this parameter is disabled (No), users will not be prompted for their
usernames or passwords when they bring up NASI on their workstations.
Disable this parameter if you do not want NASI workstations to be
prompted for a password. This applies only to workstations using the
NASI DOSTSR. Workstations using Win2NCS must specify a password.

IMPORTANT: If this field is disabled on a single remote access server, make sure
you disable this option on all other remote access servers on the network.

9 Select Command Interpreter Prompt, then enter anew NASI prompt.

The new prompt does not take effect until the next time you start the NCS
service.

10 Select Break Duration, then enter anew value.

The default is 0.55 seconds. Some systems require a specific amount of
time for the break signal to expire. The default value ensures maximum
compatibility between applications. Refer to the application
documentation to determine the correct value.

11 PressEsc to save your changes.
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Remote Access Security

Setting up basic remote access security consists of the following tasks:
+ Authorizing Users for Specific Services
+ Authorizing Ports for Specific Services
+ Setting Global Security
¢ Setting Remote Client Passwords
+ Configuring for Third-Party Security

For information on how to optimize user-specific and service-specific remote
access security options, refer to the security-related topics under Optimizing.

Authorizing Users for Specific Services

To authorize users for specific services, complete the following steps:
1 Select Configure Security from the Remote Access Options window.
The Configure Security window is displayed.
2 Select Restrict Service by User.
A list of servicesis displayed.
3 Select aservice.
A list of usersauthorized to use that serviceis displayed.

Initially, thislist shows (Any User) to indicate that all users can access
thisservice. If you have aready authorized usersfor aspecific serviceand
you want to configure other services with anidentical port configuration,
use the following function keys:

¢+ F4 —Copies a configuration from another service.

+ F6 —Copiesthe selected port configuration to one or more services.
4 Pressins to display additional users.

A list of additional NetWare usersis displayed.
5 Select auser or press F5 to select multiple users.

If usersaredistributed over multiple contexts, select the double period (..)
to move up the Directory tree to acommon branch. Select any other
container object to move down the tree.
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If the CONNECT object does not have Browse rights to move up the
Directory tree, pressIns and enter the new Directory context. Thisallows
you to jump to another branch of the tree where the CONNECT object
does haverights.

6 PressEnter to add the usersto the list of authorized users.
7 PressEsc to save the changes.

8 Repeat Step 2 through Step 7 to authorize user access to other services.
Authorizing Ports for Specific Services

To authorize portsfor specific remote access services, complete the following
steps:
1 Select Configure Security from the Remote Access Options window.
The Configure Security window is displayed.
2 Select Restrict Service by Port.
A list of installed servicesis displayed.
3 Select aservice.
A list of ports authorized to use that service is displayed.

Initially, thislist shows (Any Port) to indicatethat all ports can accessthis
service. If you have already authorized portsfor aspecific serviceand you
want to configure other services with an identical port configuration, use
the following function keys:

¢+ F4 —Copies a configuration from another service.
+ F6 —Copiesthe selected port configuration to one or more services.
4 Pressins to display additional ports.
A list of additiona remote access portsis displayed.
5 Select aport or press F5 to select multiple ports.
6 PressEnter to add the portsto thelist of authorized ports.
7 PressEsc to save the changes.

8 Repeat Step 2 through Step 7 to authorize port access for other services.
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Setting Global Security

Usethe procedurein this section to set or specify the following global security
options:

+ Default maximum connection time

+ |dletime before disconnection (not applicable for ARAS connections)
+ Default dialback mode

+ Dialback mode parameters

+ Dial-out restrictions

To set the global security parameters for remote access, complete the
following steps:

1 Select Configure Security from the Remote Access Options window.
The Configuration Options window is displayed.

2 Select Set Global Parameters from the Configure Security window.
The Global Parameters window is displayed.

3 Select Default Maximum Connection Time and enter avalue between -1
and 100,000 minutes.

Enter avalue of -1toallow all usersto remain connected for an indefinite
amount of time. You can set this parameter to 0 and customize the value
for each user with the Set User Parameters window to prevent
unauthorized users from accessing the network. Refer to "User-Specific
Remote Access Security”.

NOTE: If the remote client is configured and has negotiated short-hold with the
server, both the Idle Time Before Temporary Disconnect and Maximum Call
Suspension timers are used (refer to Specifying ISDN Short-Hold Parameters ).
The other timers associated with the connection, Default Maximum Connection
Time and Idle Time Before Disconnection (each configured on a global or
individual user basis), are ignored.

If the remote client does not negotiate short-hold with the server, both the Idle Time
Before Disconnection and Maximum Call Suspension timers are ignored. The
other timers associated with the connection, Default Maximum Connect Time and
Idle Time Before Disconnection, are used.

4 Select |dle Time Before Disconnection and enter a value between -1 and
100,000 minutes.

The default value of -1 indicates that the idle timer is not set and
connections can remain idle for any amount of time. The timer is reset
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whenever datais sent or received through the port. This includes any
broadcast or watchdog traffic that might be sent or received.

5 Select Default Dialback Mode and press Enter.
5a Select one of the following modes:

+ No Diaback Allowed—Diaback is globally disabled for all
users. You can configure specific usersfor dialback. Skipto Step
7.

+  Allow User to Request Dialback to Any Number—The user can
regquest remote accessto dia back to any number specified at
connection time. Continue with Step 5b.

+  Forced diabackForce Dialback to a Caller-Specified Number—
Users are required to use the dialback feature. The dialback
number isnot preconfigured on remote access; the user specifies
the dialback number at connection time. Continue with Step 5b.

5b Specify aport for dialing back.

To have remote access dial back on the same port that the caller used
todia in, select Use Dial-In Port for Dialback and specify Yes.
Specify No to have remote access dia back on a different port.
Dialing back on adifferent port isuseful if, for example, usersdial in
on a1-800 line, and you want to keep that line free for other users. If
you specify No, you must specify a dialback port group.

To have remote access dial back to aport group, select Dialback Port
Group, press Enter , and specify a port group. Select adialback port
group if you specified to have remote access dial back on a different
port.

6 Specify the following dialback parameters:

+ Diaback Wait Time—Specifies the amount of time, in seconds, that
remote access waits before attempting to dial back. Enter a value
between 0 and 3,600. The default is 30 seconds.

+ Diaback Busy Retry Count—Specifies the number of times remote
access retries afailed dialback operation. Enter a value between 0
and 100. The default is 3.

+ Diaback Busy Retry Interval—Specifies the amount of time, in
seconds, that remote access waits between redials. Enter avalue
between 0 and 3,600. The default is 30 seconds.

7 Select Dial-out Restrictions and press Enter.
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A list of authorized dial-out numbersisdisplayed. Initialy, thelist shows
the default, Any Number, indicating that users can dial out to any number.

8 Pressins and enter a dial-out number.

If you only want certain usersto dial out, enter an invalid phone number
here, then enter valid numbersfor individual usersto enable them to dial
out. Refer to "User-Specific Remote Access Security”.

PressIns again to enter another number. You can add or del ete tel ephone
numbers. Usethe F5 key to delete multiple entries. Deleting the last
number on the list redisplays the Any Number option.

9 PressEsc to exit and save your global security settings.

Setting Remote Client Passwords

The Remote Client password is required to establish a connection, and the
NetWare password is required for logging in to the NetWare network. Both
passwords are specified for the same username.

You can set Remote Client passwords for the following types of callers:
+ Remote user on a Macintosh computer
+ Remote user on a PC using the PAP or CHAP method of authentication

+ Remote user accessing a remote control host session on the network

You assign Remote Client passwords at first, then later allow callersto choose
and change their own passwords. Remote access has Windows and Macintosh
tools to enable users to change their passwords. Refer to the Novell Internet
Access Server 4.1 remote access online help for more information about these
tools. Refer to Setting Remote Access User Parameters for more information
on using the NetWare Administrator utility to assign and change Remote
Client passwords.

NOTE: After the connection is established, ARA 2.0 clients can use the ARA 2.0 client
software to modify the passwords set by the administrator. ARA 1.0 clients, however,
must run the Macintosh Set Remote Client Passwords utility to modify the administrator-
specified password.

Enhance security for Remote Client passwords by requiring the following:
+ Minimum password length
+ Limited number of connection attempts

+ Periodic password change
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NOTE: The user has a grace login limit of three logins after a password has
expired. During this grace period, the password must be changed by either the
user or the administrator. NCS dial-in users can see the number of grace logins
remaining as they authenticate with the Service Selector (if their password has
expired) before they select a host session. A separate utility on the remote access
client allows the user to check for the number of remaining grace logins. Refer to
the Novell Internet Access Server 4.1 remote access online help for more
information.

To set Remote Client passwords, compl ete the following steps:
1 Select Configure Security from the Remote Access Options window.
The Configure Security window is displayed.
2 Select Set User Remote Client Password.
A list of authorized usersis displayed.

If usersaredistributed over multiple contexts, select the double period (..)
to move up the Directory tree to acommon branch. Select any other
container object to move down the tree.

If the CONNECT object does not have Browse rights to move up the
Directory tree, pressins and enter the new Directory context. Thisallows
you to jump to another branch of the tree where the CONNECT object
does haverights.

3 Select ausername.

The current status of the user’s password is displayed, for example, never
set or expired.

4 Enter apassword.

The password must be a phanumeric and can contain up to 16 characters.
The password is case-sensitive.

NOTE: You must enable password restrictions in order to specify passwords
longer than 8 characters. Refer to Setting Password Restrictions for more
information.

You can configure user passwordsif the CONNECT object, in additionto
having Browse and Read attribute rights, has Write attribute rights to the
container.

NOTE: The Remote Client password is less secure than the NetWare password.
Make sure it is not the same as the NetWare password.

5 Reenter the password.

6 PressEsc to save your changes.
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7 Distribute the passwords to the corresponding users.

A user must enter this password to establish aninitial connection with remote
access.

An NCSdial-in user is prompted for a Remote Client password when diaing
into remote access. If no Remote Client password is defined for this user,
access will be denied.

NOTE: An undefined password is not the same as a NULL password. If the password
is set to NULL, the user must press Enter when prompted for a password.

The Service Selector indicates when a Remote Client password has expired and
enables the NCS dial-in user to change the password at login time.

Setting Password Restrictions

To set password restrictions on Remote Client passwords, complete the
following steps:

1

Select Configure Security from the Remote Access Options window.

The Configure Security window is displayed.

2 Select Set Remote Client Password Restrictions.

Select Enable Long Passwords, then specify Yes or No to enable or
disable this option.

NOTE: You cannot disable the long passwords feature once you have enabled it.
If you enable long passwords, you must upgrade all your servers to Novell Internet
Access Server 4.1. Users will no longer be able to use NetWare Connect 2.0. You
must also set the Enable Long Passwords parameter on each server.

Enter avalue between -1 and 20 for the Maximum Invalid Login
Attempts parameter.

This sets the number of times the user can enter the wrong password
before being disconnected. The Remote Client password is disabled and
cannot be used after the specified number of failed tries. The default of
-1 alows the user to reenter an incorrect password indefinitely.

Enter a value between -1 and 16 for the Set Minimum Password Length
parameter.

This sets the minimum number of charactersfor a password. The change
takes effect the next time the password is set. To increase security, have
users specify passwords of five or more characters. The default of

-1 meansno limit is set.
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6 PressEsc to save your changes.

Allowing Users to Change Passwords

You can allow or disallow usersto changetheir passwords. If you alow users
to change passwords, you can increase password security by requiring them to
change passwords periodically. Refer to "User-Specific Remote Access
Security" for information on how to do this.

NOTE: The user has a grace login limit of three logins after a password has expired.
During this grace period, the password must be reset or changed by either the user or
the administrator. NCS dial-in users can see the number of grace logins remaining if
their passwords have expired during authentication with the Service Selector.

Remote access has Windows tools that enable users to change their Remote
Client passwordsand Windows and M acintosh tool sthat enable usersto check
for the remaining number of grace logins. Refer to the Novell Internet Access
Server 4.1 remote access online help for more information. Refer to Remote
Access Parametersin NetWare Administrator for more information on using
the NetWare Administrator utility to assign and change Remote Client
passwords.

The Service Selector aso has a menu option for changing the Remote Client
password. Thisoption is available to NCS dial-in users or PPP dialers using
the Terminal Window After Dial-in option.

Configuring for Third-Party Security

To configure for third-party security, complete the following steps:

1 Install thethird-party security product. Follow theinstallation stepsin the
product documentation.

2 Select Set Third-Party Security Parameters from the Configure Security
window.

NOTE: The Set Third-Party Security Parameters option is displayed only if a third-
party security product is installed.

The Third-Party Security Parameters window is displayed.
3 Select Enable Third-Party Security and specify Yes.
4 Select Security Product Name, press Ins, then select aname from thelist.

NOTE: When you install a third-party security product for remote access, the
name of the third-party security product will remain in the Security Product Name
list even after you have removed it.

128 Remote Access References



5 Select Apply Third-Party Security to Direct-Connect Ports and specify
Yes or No, depending on your configuration.

If you select No, third-party security will be enforced only for dia-in
portswith modems attached. If you select Yes, third-party security will be
enforced for al dial-in ports.

6 PressEsc to save your changes.

Third-party security is now enabled.

Remote Access Parameters in NetWare Administrator

You can use the NetWare Administrator utility to configure many of the same
remote access parameters that you configure using NIASCFG. These
parametersinclude AppleTalk Remote Access Service (ARAS) zones, IPX™
/IP settings, Remote Client password, maximum connection time, dialback
mode and number, and idle timeout. It might be easier for you to configure or
changethese parametersfrom a PC using the NetWare Administrator utility if
the parameters affect a user, organization, organizational unit, country, or
locality.

NOTE: If you still have NetWare Connect 2.0 servers on your network, you should be
able to use the new NetWare Administrator snap-ins to administer NetWare Connect
2.0. If you do use the new snap-ins, you should apply the snap-ins to the NetWare
Administrator version that comes with NetWare 5.

Setting Remote Access User Parameters

Perform this procedure to configure remote access user parameters, including
the Remote Client password, connection time, idle timeout, and dialback.

To set remote access user parameters, complete the following steps:

1 Select auser from the Novell Directory treein the NetWare
Administration main window by double-clicking the username, or right-
clicking the username and selecting Details from the pop-up menu.

The NetWare Administrator Details window is displayed. You can view
or modify object properties from this window.

2 Scroll down the list of choices on the right side of the window and click
Remote Access 1.

The Remote Access 1 dialog box is displayed.

SettingUp 129



3 For the Remote Client password, specify one or more of the following
options:

¢ Allow User to Change Remote Client Password—Sel ect this check
box to permit users to change their Remote Client passwords.

¢ Disable Remote Client Password—Select this check box to
invalidate the Remote Client password after a specified number of
days. Enter the number of days in the text box.

NOTE: You must enable the Remote Client password if NASI™ (NetWare
Asynchronous Services Interface™ ) Connection Service (NCS) dial-in
security is enabled.

4 To change the Remote Client password, click Change Remote Client
Password, then enter the new password.

5 For the Connect Time, do one of the following:

+  Select the Use Default Maximum Connect Time check box to select
the default of no limit.

+ |f youdid not select the Use Default Maximum Connect Time check
box, enter the number of minutes (between -1 and 100,000) in the
Maximum Connect Time text box. A value of -1 indicates no limit.

6 Select Specify Idle Timeout and enter a number for the timeout, in
minutes, between 1 and 100,000.

A value of -1 indicates no limit.
7 Inthe Dialback box, do the following:
7a Select adialback mode.

7b Enter adialback number, if Force Dialback to a Specific Number is
selected as the dialback mode.

7c¢ Select the Use Dial-In Port for Dialback check box, if applicable to
the dialback mode selected.

NOTE: If you select a forced dialback option, Windows and DOS callers must
specify a blank for the dialback number or the call will be rejected.

8 Click OK and save your changes, or continue with the next procedure.

Setting Remote Access Service Parameters

Perform this procedure to configure remote access service parameters for a
user, organi zation, organization unit, country, or locality, including the ARAS
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zone and IPX/IP parameters. You can aso set the idle timeout for an
organi zation, organization unit, country, or locality.

To set remote access service parameters, compl ete the following steps:

1

Select an object from the Novell Directory tree in the NetWare
Administration main window by double-clicking the object, or right-
clicking the name and selecting Details from the pop-up menu.

The NetWare Administrator Details window is displayed. You can view
or modify object properties from this window.

Scroll down the list of choices on the right side of the window and click
Remote Access 2. (Click Remote Accessif you selected an organi zation,
organization unit, country, or locality.)

The Remote Access 2 or Remote Access dialog box is displayed.
For ARAS, select auser restrict zone from the list.

If the ARAS user restrict zone is not listed, click the three-dot button to
theright. Thisdisplaysadialog box that letsyou add or delete zones from
the user restrict zone list.

NOTE: This parameter is not available if you selected an organization,
organization unit, country, or locality in Step 1.

If you are working with an organization, organization unit, country, or
locality, select the Specify Idle Timeout check box and enter anumber for
the timeout, in minutes, between -1 and 100,000.

A value of -1 indicates no limit.
NOTE: This parameter is not available if you selected a user in Step 1.

For IPX, select the Specify IPX Addressfor User check box, then specify
the following:

¢ |PX Address—Enter a unique hexadecimal address containing from
1to 12 characters. Remote access uses this addressto create avirtual
network containing remote IPX nodes.

¢ |PX Address Mask—Enter the hexadecimal address used for user
IPX addresses. Make sure that the 1 bit is contiguous and there are
no leading zeros or zeros in the middle of the mask.

+ Home Server(s)—Select the home server to which the remote node
can attach at the client's local site.

NOTE: Servers assigned as home servers must be reachable from all remote
access servers to which the user will be dialing, and they must be running
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IPXRTR software. If servers are not functioning when you configure this
parameter, the user must enter the server’s IPX address.

6 For IP, select the Specify Domain Information check box, then specify the
following:

*  Server Address—Enter the network address of the domain name
server to resolve hostnames for client requests.

+ Domain Name—Enter the suffix to append to local hostnames.

7 For IR, select the Set Boot Parameters check box, then specify the
following:

¢ TFTP Server Address—Enter the network address of the server that
providesthe Trivial File Transfer Protocol (TFTP) used to accessthe
boot file.

+ Boot File Name—Enter the name of the boot file that the client uses
to start the remote workstation.

8 Click OK and save your changes.
Setting Remote Access IP Filtering

Perform this procedure to configure remote access | P filtering parameters for
a user, organization, organization unit, locality, or country. This option might
or might not be available on your system.

You can set IPfiltering by primary or secondary | P address pool so that users
can do the following:

+ Accessthe Internet, but not access any locations on Novell Internet
Access Server 4.1.

+ Access multiple locations on Novell Internet Access Server 4.1, but not
any locations on the Internet.

+ Access the Internet and limited locations on Novell Internet Access
Server 4.1.

If no filter is set, the users will have accessto all locations on the server.

To set remote access | P filtering, complete the following steps:

1 Select an object from the Novell Directory tree in the NetWare
Administration main window by double-clicking the object, or right-
clicking the name and selecting Details from the pop-up menu.
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The NetWare Administrator Details window is displayed. You can view
or modify object properties from this window.

2 Scroll down the list of choices on the right side of the window and click
Remote Access 3. (Click Remote Access 2 if you selected an
organi zation, organi zation unit, country, or locality.)

The Remote Access 3 dialog box is displayed.
3 Select whether to use the primary or secondary |P address pool.

The display box shows the | P addresses that the user can send packetsto
and receive packets from. You can change the filtering parameters.

4 Click Addto add an IP addressto IP filtering.
The IP Filter dialog box is displayed.

NOTE: You can also click Edit to change IP filtering information for an IP address.
5 Specify the following information:

¢ [P Address—Enter the address of the IP network you want to filter.

¢+ Mask—Enter the mask for the I P network.

+  Packet Type—Click one of the choices: Any, TCP, UDP, or ICMP,

+ Ports—Click one of the options: Any, Range, or Service.

6 Click OK and save your changes.

Support for SNMP and ConnectView

This section discusses setting up remote access to be managed by
ConnectView® and other SNM P management tools.

Thefollowing tasks must be performed on the remote access server to provide
SNMP support:

+ Configuring the SNMP Agent
¢ Loading RAMA

Remote Access Management Agent Overview

The remote access software can be managed from any SNM P-based
management console (including ConnectView) on the network. The Remote
Access Management Agent (RAMA) provides access to remote access
services and the A1O ports through the NCMA.NLM file. The NCMA.NLM
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file interfaces with other management consol es through NetWare SNM P
(SNMP Agent), as shown below.

SNMP-based
Management
Station

ConnectView

Server

!

Remote Access

SNMP Agent

Remote Access
Services

Configuring the SNMP Agent

NetWare SNMP loads automatically when your server starts. However, to
change the SNMP options, you can manually start NetWare SNMP with the
command while NetWare SNMP is running. You can aso modify the LOAD
SNMP linein the AUTOEXEC.NCF file to include your preferred default
options. To load NetWare SNMP, use the following command format:

load snmp [options ]

The options allow you to establish the community name used in SNMP.
NetWare SNMP also provides default community names for the monitor
(read-only) and control (read/write) communities. NetWare SNM P uses these
names for access control. The community name contained in a request
message from an SNMP management station must match the name
established by NetWare SNMP. By default, the control community is disabled
for NetWare SNMP.

NOTE: If NetWare SNMP receives a request protocol data unit (PDU) whose
community name is not authorized, NetWare SNMP does not respond to the request.
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Community types can aso be disabled. When a community type is disabled,
no management entity can access information for that community. For
example, if you disable the control community, no one can use NetWare
SNMP to perform SET operations against the data Net\Ware SNM P manages.

Community Name Options

The LOAD command line accepts three SNMP options:
+ Monitor community to enable read access
+ Control community to enable read/write access

+ Trap community to enable event traps

Syntax

M [onitorCommunity] = [CommunityName ]
¢ [ontrol Community] = [CommunityName ]
T [rapCommunity] = [CommunityName ]

The option parameters are not case-sensitive. In addition, when specifying
option parameters, you need to enter only the first character of the option
name, athough complete or partial names are also accepted. For example, T,
TrapCom, and Trap are all interpreted as TrapCommunity.

The Community Nameis an arbitrary ASCII string of up to 32 characters. It
can include any characters except space, tab, open square bracket ([), equal
sign (=), colon (:), semicolon (;), and number sign (#).

NOTE: Community names are case-sensitive. Therefore, the names Public, public, and
PUBLIC denote three different communities.

Enabling Access by a Single Community Name

To enable access to a community for a single community name, enter the
option parameter, followed by an equal sign (=), followed by the community
name. Thereafter, the community name offered by the SNM P management
station must match the specified value; otherwise NetWare SNMP denies
access for the request.

Enabling Access by Any Community Name

If you follow the option name only by an equal sign without an argument,
NetWare SNMP accepts any community name offered by an SNMP
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management station for that community. For example, the following
command will allow read access to any community name:

load snmp monitorcommunity=

Disabling Access to a Community

To disable access to acommunity, enter the associated option name without
following it by an equal sign (=). For example, the following command will
load SNMP and disable all read/write access:

load snmp controlcommunity

Examples
To set the read/write community to secret, use the following command:
load snmp controlcommunity=secret
To disable all read/write access, use the following command:
load snmp controlcommunity

To alow any community name to be used for read access, use the following
command:

load snmp monitorcommunity=

To alow any community name to have read-only access, and to set the read/
write community name to private, use the following command:

load snmp m= c=private

To set the community name for traps to AgentTrap , use the following
command:

load snmp Trapcommunity=AgentTrap

Configuring NetWare SNMP to Send Traps to Your Application

To receive traps sent by NetWare SNM P, make sure your management station
addressislisted in the IP or IPX section of the SY S\ETC\TRAPTARG.CFG
file. Edit the filewith any ASCI| text editor and follow the instructions given
in the file comments.
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Figure 9

Sample TRAPTARG.CFG File

An example of the TRAPTARG.CFG fileis shown in Figure 9. Thisfile
specifies all SNMP managers that are to receive SNMP trap messages
generated by the SNMP Agent (SNMP.NLM).

Sample TRAPTARG.CFG File

F H o FHE

F FH o H S

Protocol IPX

In this section you can put SNMP managers that want
to receive traps from the local node over IPX.
Managers can be identified by NetWare service name (:
NetWare file server name, for example) or by IPX
address. To specify by IPX address, use the followin
format:

IPX Network Number: MAC Address

for example, ¢9990111:00001B555555

C1lFF3691:00001B5537E7
01114144 :00001B3A5ABE

Protocol UDP

In this section you can put SNMP managers that want

to receive traps from the local node over UDP.

Use either IP address or logical name. (If you use a
logical name be sure the name and its corresponding

IP address appear in the SYS:ETC\HOSTS file.)

By default, the local node sends traps at least

to itself.

127.0.0.1 #send traps to the loopback address
192.20.12.100 # a sample ip address
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Loading RAMA

The Remote Access Management Agent isloaded when you start remote
accesswiththenwestart command. You can check to see whether RAMA
is already loaded using the MODULES command.

To enable RAMA (if it is not loaded), load NIASCFG and follow this path:

Select Configure NIAS > Remote Access> Set Up ... > Select Remote Access
Services > RAMA

After you select RAMA, the necessary load and unload commands are added
to the NWCSTART.NCF and NWCSTOPNCEF files.

The server asks, Do You Want to Start This Service Now? If you select Yes,
the service is started. Otherwise, the service will not be started until the next
nwcstart command.

After loading, the RAMA registers the management information bases
(MIBs), NCMIB and AIOMIB, with the SNMP Agent so it knowsto forward
requests that are designated for remote access. The RAMA then reads the
remote access and AlO configuration information and registers with the
Remote Access Supervisor for notification of remote access configuration
changes.

NOTE: The RAMA must run on the same server as the NetWare SNMP Agent.

ConnectView

To install ConnectView, complete the following steps:
1 Insert and mount the Novell BorderManager CD-ROM.

2 Choose File > Run from the Program Manager menu and run the
ConnectView SETUPEXE program from the \CLIENT\CVIEW\DISK 1
directory.

See your Windows documentation for details about running applications
within Windows.

3 Follow the installation program’s directions.

Theinstallation program displays a series of windows with dialog boxes
that guide you through theinstallation process. Although the dialog boxes
are self-explanatory, when you areinstalling ConnectView, you should be
aware of the following information:
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The default directory of ConnectView is\NWCVIEW.

You can exit theinstallation program any time; simply click the Exit
button. A message appears to confirm the operation.

ConnectView enablesyou to specify thetarget directory to which the
Btrievev6.15filesare copied. By default, the Btrievefilesare copied
to the \WINDOWS directory. If you want to copy the filesto a
different directory, click the Btrieve Directory button in the Welcome
screen and specify the desired location.

If any ConnectView files already exist on the target location,
ConnectView liststhe installation files and the existing files with
check boxesfor each file. If you want to overwrite the installed files,
click the check boxes for the desired version of the displayed files.

ConnectView edits your AUTOEXEC.BAT file to load the
BREQUEST.EXE and SHARE files. If you change the
AUTOEXEC.BAT file, the current fileis saved as
AUTOEXEC.SAV. If you do not change the AUTOEXEC.BAT file,
the file with changes suggested by ConnectView is saved as
AUTOEXEC.NEW.

IMPORTANT: If you are using the NetWare Client (VLM)1.2 software, you
can run ConnectView in both Windows 3.1 and Windows 95 environments. If
you are using the Novell Client for DOS and Windows 3.1x software, you can
run ConnectView in the Windows 3.1x environment. If you are using the
Novell Client for Windows 95 software, ConnectView moves the statement
that loads BREQUEST.EXE from your AUTOEXEC.BAT file to the
WINSTART.BAT file to enable you to run ConnectView in a Windows 95
environment.

When viewing the AUTOEXEC.BAT file, click the Warning Alerts
button to display possible conflicts with files existing in multiple
locations. ConnectView also suggests corrective actions to avoid
these conflicts.

If your AUTOEXEC.BAT file has changed, reboot your system.
Otherwise, restart Windows.

If you changed your AUTOEXEC.BAT filetoload the BREQUEST.EXE
file after the NetWare shell but before Windows, or for any other reason,
reboot your system before starting ConnectView. Otherwise, bring down
Windows, ensure that the BREQUEST.EXE file is|oaded after the
NetWare shell, and restart Windows before starting ConnectView.
However, if you do not include the statement to load the
BREQUEST.EXE filein your AUTOEXEC.BAT file, the next time you
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reboot the ConnectView workstation you will have to reload the
BREQUEST.EXE file before starting ConnectView. If you choose to
return to Windows, ensure that the proper action is taken before you
attempt to start ConnectView.

5 Check the ConnectView file NWCVIEW.TXT for product notes.

ConnectView provides the NWCVIEW.TXT file for product notes and
last-minute feature changes. Thisfileisstored in \NWCVIEW. To access
thisfile anytime, use the Microsoft* Notepad or any text editor.

Starting ConnectView

ConnectView creates a ConnectView program group in Program Manager
with ConnectView, NWCV Help, and NWCV Readme Notesicons. If a
ConnectView program item already exists, it isreplaced with anew link to the
ConnectView 2.1 program files.

To start ConnectView, double-click the ConnectView icon. ConnectView
opens the application and displays a View All window with alist of the
managed servers.

To manage the remote access software, select the desired server and then click
the desired icons in the Tool Bar or choose the commands in the Menu Bar.

Exiting ConnectView

Exit ConnectView whenever you no longer want to monitor or manage the
remote access software on the servers displayed in the View All window.

To exit ConnectView, use either of the following methods:
¢ Choose File > Exit (Alt+F+X ).

+ |ssue the Windows Close command from the Application window. To do
this, select the Control-menu box to display the Control menu and then
choose Close (Alt+F4 ). For details about the Close command, see your
Windows documentation.

NOTE: Double-clicking the Control-menu box also allows you to exit ConnectView.
Installing with ManageWise

When installing ConnectView with ManageWise, ensure that the following
reguirements are met:

IMPORTANT: ConnectView does not support the Simple Network Management
Protocol (SNMP) over IP.
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+ ManageWise software and workstation requirements
ConnectView product diskettes

*

*

8 MB of RAM in addition to the M anageWise requirement

*

4 MB of disk space in addition to the ManageWise requirement

IMPORTANT: Because ManageWise can run with multiple Windows applications,
refer to the ManageWise documentation to ensure that you have sufficient DOS
memory and Windows resources to run ConnectView. If you are low on DOS
memory, you might not be able to launch ConnectView. You might also be unable
to open numerous windows if you are low on Windows resources.

Before installing ConnectView, perform the following tasks:
1 Ensure that ManageWise isinstalled.

ConnectView can also run as a standal one application if ManageWiseis
unavailable.

WARNING: If the install mode does not match the runtime environment,
ConnectView displays a warning message and exits the installation. The install
mode does not match the runtime environment if ConnectView was installed as a
standalone application but the workstation is running with ManageWise, or
ConnectView was installed with ManageWise but the workstation is running
without ManageWise.

2 Close ManageWise and exit any ManageWise applications.

3 Insert the Novell® Internet Access Server 4.1 CD-ROM in the
workstation’s CD-ROM drive.

4 Choose File > Run from the Program Manager menu to run the
ConnectView SETUREXE program from Windows.

See your Windows documentation for details about running applications
within Windows.

5 Follow theinstallation program’s directions.

Theinstallation program displays a series of windows with dialog boxes
that guideyou through theinstallation process. Although the dialog boxes
are self-explanatory, when responding to them you should be aware of the
following information:

¢ ConnectView isinstalled in \MW\NMS\BIN.

This directory aso contains the NWCVIEW.TXT fileand isthe
default location for trend analysisfiles (files with .TAD extension)
and accounting profiles (files with .NCP extension).
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+ You can exit the installation program anytime; simply click the Exit
button. A message appears to confirm the canceling of the
installation.

¢ When running with ManageWise, ConnectView allows you to
display al servers running the remote access software as Novell
Internet Access 4.1 server iconsin the ManageWise maps. If you do
not wish the servers running the remote access software to appear as
Novell Internet Access Server 4.1 server iconsin your ManageWise
maps, select the No radio button on the Wel come screen.

IMPORTANT: If you choose the option to display server icons, be sure to run the
NetExplorerTM program to ensure that the ManageWise maps are updated.

+  ConnectView enables you to specify to which directory the Btrieve
v6.15 files are copied. By default, the Btrieve files are copied to the
\WINDOWS directory. If you wish to copy the files to adifferent
directory, click the Btrieve Directory button in the Welcome screen
and specify the desired location.

+ If any ConnectView files already exist on the target location,
ConnectView liststhe installation files and the existing files with
check boxesfor eachfile. If youwishto overridethis, click the check
boxes for the desired version of the displayed files.

NOTE: If an older version of the WLIBSOCK.DLL file exists on your workstation,
ConnectView displays a warning message.

¢  ConnectView enablesyouto edit your AUTOEXEC.BAT filetoload
BREQUEST.EXE and SHARE. If you change thisfile, the current
fileis saved as AUTOEXEC.SAV. If you do not change thisfile, the
file with changes suggested by ConnectView is saved as
AUTOEXEC.NEW.

+  When viewing the AUTOEXEC.BAT file, click the Warning Alerts
button if you want to view a display of possible conflicts with files
existing in multiplelocations. ConnectView also suggests corrective
actions to avoid these conflicts.

6 If your AUTOEXEC.BAT file has changed, reboot your system.
Otherwise, restart MS Windows.

If you changed your AUTOEXEC.BAT to load BREQUEST.EXE after
the NetWare shell and before M SWindows or for any other reason, reboot
your system before you start ConnectView. Otherwise, bring down MS
Windows, ensure that BREQUEST.EXE isloaded after the NetWare
shell, and restart Windows before you start ConnectView. If you choose
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to return to Windows, ensure that the proper action is taken before you
attempt to start ConnectView.

7 Check the ConnectView file NWCVIEW.TXT for product notes.

ConnectView provides the NWCVIEW.TXT file for product notes and
last-minute feature changes. Thisfileis stored in \MW\NMS\BIN. To
accessthisfileat any time, use the Microsoft Notepad or any similar text
editor.

Using ManageWise SNMP Options

If ConnectView isinstalled with ManageWise, ConnectView utilizes the
SNMP engine in ManageWise and does not install the SNMP files on your
workstation.

You can use the ManageWise command Configure > Global Preferences >
SNMP Optionsto configure global community stringson your workstation for
all Novell Internet Access 4.1 servers running the remote access software. In
addition, ManageWise offers secure SNMP over NCP. This encapsulates an
SNMP PDU inaNetWare Core Protocol™ (NCP™ ) packet. You can also use
the ManageWise SNM P Options dialog box to configure SNMP over NCP
separately for GET and SET requests on individual servers. If thisoption is
used, alogin dialog box for either the Novell Directory Services™ (NDS™ )
program or Bindery login information appears before an SNMP GET or SET
operation is performed.

Starting from ManageWise

You can start ConnectView from ManageWise in the following ways:
+ Choose Tools > ConnectView from the ManageWise Menu Bar.

ConnectView opens the application and displays the View All window
with alist of the available servers.

+ Double-click aNovell Internet Access 4.1 server icon in a ManageWise
map.

ConnectView opens the application and displays the View All window
with alist of the available servers and a View window for the selected
server.
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Optimizing

The remote access ports are automatically configured when you first install
and configure the remote access software. The remote access automated
software installation process loads the AIO hardware drivers and selects the
appropriate modem types. Refer to Using the Automated Setup Program for
more information about the automated configuration. Use the topicsin this
section to optimize ports, security settings, and remote access dialers and
connections.

Port Configuration

You can modify the following port configuration information:
+ Port names
+ Modem types
¢ Datarate

To modify existing port configurations, complete the following steps:
1 Select Configure Ports from the Remote Access Options window.
2 Select aport from thelist of ports.

3 Maodify the port configuration fields by doing the following:

+  Tomodify the port name or modem type, highlight the port you want
to modify, then press Enter to moveto the lower part of the window.
To change the port name, type the new port name and press Enter. To
change the modem type, select Modem Type, press Enter , then select
from the list of modem types.
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+ To modify the advanced port configuration fields, select Additional
Parameters and press Enter. Refer to Advanced Port Configuration
for information about completing the fields.

4 When you have completed making the port configuration changes, press
Esc.

5 PressEsc to exit the port configuration window.

Advanced Port Configuration

This section contains the information you need to configure the following
advanced parameters, shown in Table 10, in the Port Configuration window.

Table 10 Advanced Port Configuration Parameters
Parameter Description Default
Modem Parameters Lets you specify the following:
Dial Type—Sets tone or pulse Tone
dialing.
Leased Line—Specifies whether No (Dial)

the port is connected to a leased
line.

Modem Init String—Adds
additional modem strings to be
executed after the modem script.
For example, specify ATM0 to
turn off the modem speaker.

None; 36-character limit

Link Parameters Lets you specify the following:

Note: For dial-in ports, the Link
Parameters option is used only
for direct connections.

Initial Data Rate—Sets the port
speed between the server and
the modem.

Initial Data Bits—Sets the
number of data bits sent per
character.

Initial Parity—Sets parity
checking for the parity bit.

9,600 bps for direct connections;
otherwise, the maximum speed
supported by the modem and port

8

NONE
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Parameter

Description

Default

Port Mapping

Groups Assigned To

Applications Allowed

Application Parameters

Initial Stop Bits—Sets the number
of stop bits transmitted per
character.

Initial Flow Control—Sets
hardware and software flow
control.

Shows the relationship between
the port and the physical
hardware. The field has the
format (x ,y ,z ), where:

X = driver name or number
y = board name or number
z = port number

For example, (COMX,0,0)
indicates that COMX is the AIO
driver on the port, the first zero is
the board number, and the
second zero is the port number.

Allows you to select the groups in
which the port will be a member.

Limits port access to the AlO or
AIOMGR application.

Used by other applications that
use the communication ports, for
example, e-mail services. Refer
to the application-specific
documentation for information
about what is required for this
field.

1

Based on the selected modem

type

Not configurable by the user

ANY_PORT

Any Application

Not applicable to remote access

To specify advanced port configuration, complete the following steps:

1 Access the Port Configuration window by following this path:

Select Configure NIAS > Remote Access> Configure Ports > aport name
> Additional Parameters

2 Select Modem Parameters, press Enter , then specify the following
parameters:
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*

*

*

Dial Type—Specify Tone or Pulse.
Leased Line?—Specify Yesfor aleased line or No for adial line.
Modem Init String—Enter a string of up to 36 characters.

3 Select Link Parameters, press Enter , then specify the following
parameters:

*

Initial Data Rate—If you are using a modem, you do not have to
change this parameter. Make sure the data rate matches the
communications eguipment.

Initial Data Bits—Select 5, 6, 7, or 8 bits. Set to 8 for ARAS and
PPPRNS. The sizes displayed depend on the settings supported by
the communications adapter controlling the port.

Initial Parity—Set to NONE, ODD, EVEN, MARK, or SPACE.
Initial Stop Bits—Setto 1, 1.5, or 2.
Initial Flow Control—Set to one of the following:

HDW/OFF, SW/OFF for connections with no flow control. Thisis
the correct setting for multiplexed connections and dia-in
connectionsif the port is attached to modems capabl e of 2,400 bpsor
less.

HDW/ON, SW/OFF for connections with hardware flow control
only. Thisisthe correct setting for dial-in connectionsif this port is
attached to modems capabl e of 9,600 bps or higher.

HDW/OFF, SW/ON for connectionswith software flow control only.

HDWI/ON, SW/ON for connections using both software and
hardware flow control.

IMPORTANT: If you are using modems, remote access automatically sets the
data rate and flow control based on the selected modem type. For direct
connections, make sure that the data rate, data character size, type of parity
checking, and stop bits used by the remote access port match those used by the
remote hardware and software.

4 Select Groups Assigned To and press Enter.

The groups that this port isa member of are displayed.

NOTE: If you have not defined any group names, you see only the default group
name ANY_PORT. You must define group names before you can assign the port
to a group. Refer to Creating Port Groups

4a Select one or more groups and press Enter.
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4b Pressins to display alist of additional available groups.

5 Select Applications Allowed and press Enter.

6 Pressins and enter one of the following optionsfor the application name:

*

AlO—Allows AlO applications written for earlier Al1O releases to
access the ports.

AIOMGR—AIllows new applications written to the AIOMGR
interface to access the ports.

CONNECT—AIlows remote access applications written to the
Service Selector interface (for example, PPPRNS, ARAS, or NCS)
to access ports.

The default is Any Application.

Port Groups

Modifying port groups consists of the following tasks:

+ Renaming a group

+ Deleting agroup

+ Deleting group members

+ Adding new members to agroup

To modify a port group, complete the following steps:

1 Select Configure Port Groups from the Remote Access Options window.

2 Select agroup name from the Group Names list.

3 Do one of the following:

*

*

To rename a group, press F3.
To delete the selected group, press Del.

To delete multiple groups, press F5 to select the groups, then press
Del.

To delete amember of agroup, select the group. From the displayed
list of group members, highlight the group member that you want to
delete and press Del.

To delete multiple group members, press F5 to select the group
members, then press Del.

Optimizing 149



+ Toadd membersto agroup, select the group. A list of group
membersis displayed. Press Ins to display alist of ports. Select the
port that you want to add to the group. Press F5 to select multiple
ports.

NOTE: The port group named ANY_PORT cannot be renamed or deleted.
4 When the group is configured the way you want it, press Esc.

5 PressEsc to exit the Configure Port Groups window.

Ports Available for Remote Access

When you first install remote access, al available ports are automatically
selected. Perform this procedure to switch a port from Novell Internet Access
Server 4.1 routing to remote access, or to ensure that you have identified the
correct ports for remote access to use.

To select ports for remote access, compl ete the following steps:
1 Select Set Up... from the Remote Access Options window.
The System Setup Options window is displayed.
2 Choose Select Remote Access Ports.
3 Pressins todisplay alist of configured ports.

NOTE: To make a remote access port available for routing, simply delete the port
from the displayed list.

4 Select one or more ports for remote access to use.
Press F5 to select multiple ports. Press Alt+F5 to select all ports.
5 PressEsc to return to the System Setup Options window.

Ports for Unidirectional Support

By default, ports are bidirectional; each port supports both dial-in and dial-out
operations. Perform this procedure to make ports unidirectional . For example,
if you have a port connected to a 1-800 telephone number, enable the port for
dial-in operation only.

Skip this section if you want to use all remote access server ports for dialing
in and dialing out, the default port usage setting.

To set the direction of the remote access ports, complete the following steps:
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1 Select Set Up... from the Remote Access Options window.
The System Setup Options window is displayed.

2 Select Define Remote Access Port Usage.
The Port Usage Options window is displayed.

3 Select aport usage option: Dial-In Only, Dial-Out Only, or Both Dial-In
and Dial-Out.

A list of portsfor that port usage option is displayed. Select an option
from the Port Usage Options window to display the list of ports for that
option. Press Ins to add portsto that option. Press Del to delete ports
from that option.

4 Do one or more of the following:

+ Pressins, then select aport fromthelist of portsand add it to the port
usage list.

+  Sdlectaport from the port usagelist and press Del to removeit from
that option and move it to another option.

5 PressEsc to return to the System Setup Options window.

Port Access Time

After you have authorized the ports for specific services, you can optimize the
port access times.

To authorize port access to remote access services for aspecific time of day or
week, compl ete the following steps:

1 Select Restrict Service by Port from the Configure Security window.
A list of installed servicesis displayed.
2 Sdlect aservice.

A list of ports authorized to use that serviceis displayed. If Any Port is
listed, pressIns and select the ports for the service to use.

3 Select aport.
The Access Time Restrictions window for that port is displayed.

The selected port can access the service during the times marked with an
asterisk. Each asterisk denotes a half-hour block. To restrict accesstime,
use the following keys:
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+ Enter —Toggles the current setting.

+ Arrow keys—Move the cursor.

¢ Space or Delete —Turns an option off.

¢ * or Ins—Turns an option on.

¢ F5—Marksand changes alarge block at atime.

¢ F4 and F6 —Copy restrictionsto or from other ports.

4 PressEsc and save the changes.

NOTE: This procedure only limits the time that a port can establish a connection
to a service. Once connected, the port will not be disconnected unless the user
requests it or an idle timeout or maximum connect time occurs.

User-Specific Remote Access Security
Use the procedure to set the following user-specific remote access
information:
+ Whether a user can change the Remote Client password
+ How often the user must change the Remote Client password (in days)
+ |dletimeout
+ Maximum connection time
+ Diaback mode
+ Whether to use the global dial-out restrictions or create arestriction list

NOTE: For a container object, you can only configure idle timeout.

To specify security parameters for individual users, complete the following
steps:
1 Select Configure Security from the Remote Access Options window.
The Configuration Options window is displayed.
2 Select Set User Parameters.
A list of authorized usersis displayed.

If usersaredistributed over multiple contexts, select the double period (..)
to move up the Directory tree to acommon branch. Select any other
container object to move down the tree.
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If the CONNECT object does not have Browse rights to move up the
Directory tree, pressins and enter the new Directory context. Thisallows
you to jump to another branch of the tree where the CONNECT object
does haverights.

Select the name of the user that you want to customize.
The User Parameters window is displayed for that user.

As aremote access server administrator, you can configure user
parametersif the CONNECT object, in addition to having Browse and
Read attribute rights, has Write attribute rights to the container in which
the username resides.

When a user’s account is disabled by intruder lockout or an expired
password, modify one of the parameters in this window or the Remote
Client password to reenabl e the account.

Select Allow User to Change Remote Client Password, and specify Yes
or No to alow or disallow the user to change the password.

Select Disable Remote Client Password After Number of Days and enter
avalue between -1 and 365 days.

A value of -1 indicates no limit. The default value is 30 days, indicating
that the user must change the password once every 30 days. A value of 0
indicates that the user will be disconnected immediately after dialing in.

Select Specify Idle Timeout and specify Yes or No. If you select Yes,
enter avalue between -1 and 100,000 minutes.

The default value of -1 indicates that the idle timer is not set and
connections can remain idle for any amount of time. The timer is reset
whenever datais sent or received through the port, including any
broadcast or watchdog traffic. A value of 0 means that the idle timeout
occurs immediately. You can set this value for auser or container object.

Select Use Default Maximum Connection Time and specify Yesor No. If
you select No, enter avalue between -1 and 100,000 minutes.

A vaueof -1 alowsthe user to remain connected indefinitely. Thedefault
is 0 minutes. Setting the maximum connection time to 0 immediately
disconnects the user when the user dials in. Changing the value does not
affect current connections. The default maximum connection timeis
specified when global security is set.

NOTE: If the remote client is configured and has negotiated short-hold with the

server, both the Idle Time Before Temporary Disconnect and Maximum Call
Suspension timers are used (refer to Specifying ISDN Short-Hold Parameters ).
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The other timers associated with the connection, Default Maximum Connection
Time and Idle Time Before Disconnection (each configured on a global or
individual user basis), are ignored.

If the remote client does not negotiate short-hold with the server, both the Idle Time
Before Disconnection and Maximum Call Suspension timers are ignored. The
other timers associated with the connection, Default Maximum Connect Time and
Idle Time Before Disconnection, are used.

8 Select Dialback Mode and press Enter.

8a Select one of the following modes:

*

Use Global Default Dialback Mode—The default dialback
mode specified for global remote access security isused. Skip to
Step 9.

No Dialback Allowed—Dialback is disabled for this user. Skip
to Step 9.

Force Dialback to a Specific Number—Remote access dials the
caller back at a preselected telephone number. Enter a dialback
number for the caller. If you select this option, make surethat the
user does not specify a dialback number when establishing the
connection (specify ablank in the DOS and Windows Dialers
for NetWare Connect 2.0). Continue with Step 9.

Allow User to Request Dialback to Any Number—The user can
regquest remote accessto dia back to any number specified at
connection time. Continue with Step 9.

Force Dialback to a Caller-Specified Number—The user is
required to use the dialback feature. The dial back number is not
preconfigured on remote access. The caller specifies the
dialback number at connection time. Continue with Step 9.

8b Specify aport for dialing back.

To have remote access dial back on the same port that the caller used
todia in, select Use Dial-In Port for Dialback and specify Yes.

To have remote access dial back to aport group, select Dialback Port
Group, press Enter , and specify a port group.

9 To set dial-out restrictions, select Use Global Dial-Out Restrictions and
specify No.

The Restriction List field is displayed.

9a Press Enter.

154 Remote Access References



A list of authorized dial-out numbersis displayed. Initially, the
default Any Number isdisplayed, indicating that the user can dial out
to any number.

9b Pressins.
9c¢ Enter adial-out number.

The user is restricted to that dial-out number. Enter an invalid phone
number to prevent a user from dialing out to any number at al. This
restriction applies only if you use modem-independent groups.

Press Ins again to add another number. You can add or delete phone
numbers. Usethe F5 key to select and delete multiple entries.
Deleting the last number in the list redisplays the Any Number entry.

10 Press Esc to exit and save your user security settings.

Service-Specific Remote Access Security

Each remote access service has its own security-related options. You must
configure the service-specific security options to provide a secure system on
your network.

Configuring PPP Remote Node Service Security

To configure PPPRNS security, complete the following steps:

1

Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.

Select PPPRNS.

The PPPRNS Configuration Options window is displayed.

Select Configure Security.

The PPPRNS Configuration window is displayed.

Select Enable Security and specify Yes or No to enable or disable
PPPRNS security.

NOTE: When security is disabled, callers can establish a connection successfully
by entering a valid username without a password. However, callers still must log in
to the network.

Specify Yesor No to enable or disable the NetWare Connect
Authentication Protocol (NWCAP).
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This method is supported by theDialer remote access dialer. NWCAP
allows the NetWare password to be used as the Remote Client password
(the default).

6 Specify Yesor No to enable or disable the Password Authentication
Protocol.

The defaultis No. If you enable this protocol, callers configured for PAP
must specify the Remote Client password to successfully establish a
connection. This method is supported by the remote accessdial er. Enable
this option if you have UNIX clients that support PAP.

7 Specify Yesor No to enable or disable the Challenge Handshake
Authentication Protocol.

This method is not supported by the remote access dialer shipped with
Novell Internet Access Server 4.1. Thismethod requires callersto specify
aRemote Client password to establish aconnection. To set Remote Client
passwords, refer to Setting Remote Client Passwords.

NOTE: Enable this option if you have the native Windows 95 or Windows NT
dialers. If you want PAP or CHAP users to authenticate if they do not have a

Remote Client password, enter Set PPPRNS AdmitNoConfig=ON atthe server
console. The default is OFF. Setting this option to ON is not recommended.

Configuring NASI Connection Service Security

With NASI Connection Service (NCS), security requires users to specify
passwords for network workstations or specify usernames and passwords for
remote workstations.

To configure NCS security, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Remote Access Services window is displayed.
2 Sdect NCS.
The NCS Configuration Options window is displayed.

3 Select Enable NCS Dial-In Security, then specify Yes or No to enable or
disable this option.

This security option applies to the remote workstation dialing in through
the Service Selector (using the shared DIALIN port) to access host
sessions on the network. The default (Yes) requires users to specify the
Remoate Client password. If thisfield is disabled, users are prompted only
for a username.
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If the user is accessing a private session on the network, the dia-in
username must be the same one used when NASI, Win2NCS, or
Mac2NCS are loaded on the network workstation. If the user is accessing
a public session on the network, the dial-in username can be different
from the username used on the network workstation.

4 Select Enable NASI Security, then specify Yes or No to enable or disable
the option.

This security option applies only to the NASI workstation on the network
dialing out. The default (Yes) forces users to specify the NetWare
password. If the user is not logged in to the network, NCS will also
prompt for ausername. If thefield isdisabled, users are not prompted for
ausername or password.

Configuring AppleTalk Remote Access Service Security

To enhance network security, you can prevent callers from accessing specific
AppleTak zones on the network in the following ways:

+ Restrict global accessto AppleTalk zones. Limit all usersto specified
AppleTak zones on the network.

+ Restrict user accessto AppleTalk zones. Limitindividua usersto
specific AppleTalk zones on the network.

+ Automatetheconnection. Allow AppleTalk Remote Access Client 2.0
users to automate the connection process by sending a stored password
instead of manually entering the password every time.

Setting Global Access for AppleTalk Zones
To set default zone restrictions, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Services Options window is displayed.
2 Select ARAS.
The ARAS Configuration Options window is displayed.
3 Select Set Default Zone Restriction.

A restricted zone list is displayed. Initialy, the Any Zone optionis
displayed and users have access to all zones.

4 PressIns to add zonesto thelist, or press Del to delete zones from the
list.
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A list of other known zones is displayed.
5 Select the zone to which you want to restrict access.
Press F5 to select multiple zones.

6 If the zone to which you want to restrict access does not appear in the
Other Zone List window, press Ins, then enter the zone name.

A valid zone name can contain up to 32 characters, including all printable
characters.

7 Press Esc to save your changes.

All users are now limited to accessing the AppleTalk zone or zones in the
restricted zonelist.

Setting User Access for AppleTalk Zones

To restrict individual usersto specific AppleTalk zones, complete the
following steps:

1 Select Configure Services from the Remote A ccess Options window.
The Services Options window is displayed.

2 Select ARAS.
The ARAS Configuration Options window is displayed.

3 Select Set User Zone Restriction.
A list of ARAS usersis displayed.

If usersaredistributed over multiple contexts, select the double period (..)
to move up the Directory tree to a common branch. Select any other
container object to move down the tree.

If the CONNECT object does not have Browse rights to move up the
Directory tree, pressIns and enter the new Directory context. Thisallows
you to jump to another branch of the tree where the CONNECT object
does haverights.

4 Select ausername.

A restricted zone list for that user is displayed. Initially, the Any Zone
option is displayed and the user has access to al zones. You can use F4
and F6 to copy access settings to or from another user.

NOTE: The Any Zone option is also displayed when default zones are defined.
Select this option to select the default zone specification.
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The remote access server administrator can set zone restrictions for the
user if the CONNECT object, in addition to having Browse and Read
attribute rights, has Write attribute rights to the container in which the
username resides.

5 Pressins to add zonesto thelist, or press Del to delete zones from the
list.

A list of other known zones is displayed.
6 Select the zone to which you want to restrict access.
Press F5 to select multiple zones from the list.

7 If the zone to which you want to restrict access does not appear in the
Other Zone ligt, press Ins, then enter the zone name.

8 PressEsc to save your changes.

The users now are limited to accessing only the zones in the restricted zone
list.

Automating the Connection

You can let AppleTalk Remote Access Client 2.0 callers automate the
connection process by sending a stored password instead of manually entering
the password every time.

To automate the connection, complete the following steps:
1 Select Configure Services from the Remote A ccess Options window.
The Services Options window is displayed.
2 Select ARAS.
The ARAS Configuration Options window is displayed.
3 Select Setup Options.
The Setup Options window is displayed.

4 Select Prompt User for Remote Client Password, then specify Yesto have
the user enter the password manually or No to have the client use the
stored password.

5 PressEsc to save the changes.
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Third-Party Dialers for Use with Remote Access

Services

You can use severa third-party dialers to remotely access a server. However,
the configuration for these dialers must be set correctly to achieve aremote
access connection.

Setting Up the Windows 95 Dial-Up Networking Dialer

1

Make sure the Windows 95 Dial-Up Networking dialer isinstalled and
your modems are configured.

If you have not previously donethis, refer to your Windows
documentation for installation and configuration instructions. Once
installation and configuration are complete, the Dial-Up Networking
folder will appear.

Double-click the Dial-Up Networking folder.
Double-click Make New Connection.
Follow the on-screen instructions to configure your connection.

You will be prompted to enter a name and phone number for this
connection.

Click Finish when you have entered the appropriate information.

A new connection icon with the information you entered now appearsin
the Dial-Up Networking folder.

6 Right-click theicon and then click Properties from the menu.

11

Click Server Typeto configure the correct protocols for remote access
services.

Uncheck Require Encrypted Password.

Uncheck NetBEUI.

Do one of the following:

¢ If you areusing IPXTM, check Log On to the Network.

¢ If you are using TCP/IP only, uncheck Log On to the Network.

NOTE: It might be necessary to set the TCP/IP settings. See your network
supervisor for details.

Click OK to close the Server Type window.
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12 Click OK to save the changes made to your connection setup.

You are now ready to dial in to the server.

Dialing In to the Server Using the Windows 95 Dial-Up Networking
Dialer

Windows 95 Dia-Up Networking dialsin to the server and establishes a
remote node connection.

1 Inthe Dia-Up Networking folder, double-click the icon for the
connection to the server.

2 Enter your network user 1D including the context.

3 Enter your remote access password.

NOTE: Your remote user password might be different from your network login
password. See your network supervisor for more information.

4 Click Connect to dial.

Setting Up the Windows NT 3.51 Remote Access Services Dialer

1 Make sure the Windows NT 3.51 Remote Access Services dialer is
installed and your modems are configured.

If you have not previously done this, refer to your Windows NT
documentation for installation and configuration instructions.

Double-click Remote Access Services on the Desktop.
Double-click Remote Access.
Click Add.

Enter the name, phone number, and a description (optional) for this
connection.

a b WO N

6 (Conditional) If your remote username or password isdifferent from your
NT username or password, uncheck Authenticate Using Current
Username and Password.

7 Click Advanced.

8 Click the port that your modem is connected to.

9 (Optional) Click Modem to set software compression.
10 (Optional) Check Enable software compression, and then click OK.
11 Click Network.
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12 Uncheck NetBEUI.
13 Uncheck Request LCP Extensions.
14 Click PPP.

15 Check the desired protocols (IPX, IP, or both).

NOTE: It might be necessary to set the TCP/IP settings. See your network
supervisor for details.

16 Click OK to save the configuration settings.
17 Click OK again.

Dialing In to the Server Using the Windows NT 3.51 Remote Access
Services Dialer

Windows NT 3.51 Remote Access Services dialsin to the server and
establishes a remote node connection.

1 Double-click Remote Access Services on the Desktop.

2 Double-click Remote Access.

3 Select the phone book entry you want to use, and then click Dial.
4

Enter your remote access username and password.

NOTE: Your remote user password might be different from your network login
password. See your network supervisor for more information.

Itis not required that you enter adomain.
5 Click OK.

Setting Up the Windows NT 4.0 Dial-Up Networking Dialer

1 Make sure the Windows NT 4.0 Dial-Up Networking dialer isinstalled
and your modems are configured.

If you have not previously donethis, refer to your Windows NT 4.0
documentation for installation and configuration instructions.

2 Make sure that you have set the correct protocols and bindings for IPX/
SPXTM and TCP/IP.

See your network supervisor about these settings.
3 Double-click Dia-Up Networking.
4 Click New.
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5
6
7
8
9
10
11

12

Enter the name and phone number.
Select the correct modem.

Uncheck Use Another Port if Busy.
Click the Server tab.

Uncheck NetBEUI.

Uncheck Enable PPP LCP Extensions.

Select the desired protocols (IPX, IP, or both).

NOTE: It might be necessary to set the TCP/IP settings. See your network
supervisor for details.

Click OK to save.

Thisdial-up connection is now available from the phone book entry drop-
down menu.

Dialing In to the Server Using the Windows NT 4.0 Dial-Up

Networking Dialer

Windows NT 4.0 Dial-Up Networking dialsin to the server and establishes a
remote node connection.

1
2

5

Double-click Dial-Up Networking on your Desktop.

Select the desired connection from the phone book entry drop-down
menu.

Click Dial.

Enter your remote access username and password.

NOTE: Your remote user password might be different from your network login
password. See your network supervisor for more information.

It is not required that you enter a domain.
Click OK.

Macintosh Dial-In and Dial-Out Connections

Use the following procedures to optimize the following:

*

*

Apple Remote Access Clients Dialing in to the Network
Mac2NCS Dial-In and Dia-Out Connections
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Apple Remote Access Clients Dialing in to the Network

This section describes how to use the Apple Remote Access from Apple
Computer, Inc. and the Novel|® Apple Remote Access Serviceto dia into
the network and establish aremote node connection. Apple Remote Accessis
the program that you run on the remote Macintosh to connect to the network.
You must purchase this product from Apple Computer, Inc.

Before Connecting
Before you make a call using Apple Remote Access, complete the following
steps.
1 Install the Apple Remote Access software.
2 (Conditional) If necessary, connect a modem to your Macintosh.
3 Indicate your modem setup in the Remote Access Setup control panel.
4 Verify that the remote users are authorized users on the network.

5 Specify the telephone number.

Establishing a Connection

To dia into aNovell Internet Access Server 4.1 server (formerly known as
the NetWare® Connect™ server) using the Apple Remote Access, complete
the following steps.

1 Double-click the Apple Remote Access icon to open the program.
A new untitled connection window appears.
2 Enter your username on the server.

Make sure that you enter the full NDS™ (Novell Directory Services™ )
context for your username. For example, if your username is admin and
your context is novell, enter admin.novell.

3 If you are prompted for a remote access password, enter your remote
access password.

If you have Apple Remote Access 2.0 and the server is configured to
allow the use of a password stored on disk, then you can use the Save My
Password option to store your remote access password on disk so that you
do not have to enter it each time that you connect.

164 Remote Access References



If the server is configured to allow remote usersto change their
passwords, then you can change your remote access password. For more
information, refer to Setting the Remote A ccess Password.

4 Enter the telephone number of the communications port.

5 (Conditional) If you want Apple Remote Access to remind you
periodically of your connection, do the following:

5a Click Options.
5b Select one of the options in the Connection Reminder box.

5¢ If yousdlect Display Alert Every, type anumber between 1 and 9999
totell Apple Remote A ccess how often, in minutes, to remind you of
the connection.

5d Click OK.

6 Click Connect.
Apple Remote Accessinitiaizes the modem and starts dialing.
Once you establish a connection, the status window appears.

If the remote caller is configured for security dialback, then Apple
Remote Access sets itself for autoanswer mode and waits for the
communications server to call back.

Logging In to the Network

Onceyou have established a connection, you must log in to the network to use
any of its resources.

1 LogintoaNovell Internet Access Server 4.1 server and do the following:

1a Open the Macintosh Control Panels folder and double-click the
MaclPX icon.

1b Click the AppleTak icon.
A list of possible AppleTalk zones and IPXTM gateways appears.

1c Select an IPX gateway that hasa L AN connection to the server that
you will access.

1d Exit MaclPX and close the Control Panels folder.
2 Sedlect the AppleShare* icon in the Chooser window.
A list of available AppleTalk zones appears, as shown in Figure 10.
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Figure 10  AppleTalk Zones and Remote Access Servers
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3 Select the AppleTalk zone that your remote access server belongs to.
4 Select your remote access server and click OK.

5 Loginto the remote access server by specifying your username and
password.

You are prompted to specify an access method.
6 Do one of the following:

+ If you arelogging in to aserver that has NDS (Novell Directory
Services) installed, select Encrypted NetWare Authentication.

+ |f you are not logging in to a server that has NDS installed, select
Apple Standard UAMS.

You are now logged in to the server.

NOTE: Before disconnecting from your Apple Remote Access session, make sure
that you log out of Novell Directory Services.

Setting the Remote Access Password

To provide additional security for the Novell Internet Access Server 4.1
server, the network supervisor can require usersto enter another password for
the server, in addition to the network password.
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Novell recommends that the network supervisor initially configure aremote
access password for you and instruct you on how to use that password.

Onceyou establish aconnection, you can change the remote access password,
if the server is configured to alow remote users to change the remote access
password. You can change the remote access password in two ways:

+ If youareusing Apple Remote Access 2.0, you can use the Apple Remote
Access program to change the remote access password.

+ |f you are using AppleTalk Remote Access 1.0, you can use the Set
Remote Access Password utility provided with the Novell Internet
Access Server 4.1 server.

If you are using a Macintosh computer that has a network connection to the
server, you must have the Macl PX utility and its associated LAN drivers
software installed. MaclPX and its LAN drivers can be installed during
Mac2NCSinstalation. For instructionsoninstalling Mac2NCS, see Installing
Mac2NCS.

To run the Set Remote A ccess Password utility through a modem connection
to aserver, the following software must be installed on the remote Macintosh:

+ MaclPX
+ the MaclPX AppleTalk driver

+ Novell Client for Macintosh (if you will connect to a Novell Internet
Access Server 4.1 server)

To run the Set Remote Access Password utility, complete the following steps.

1 (Conditional) If you are running the Set Remote Password utility through
amodem connection to a server, do the following:

1a Double-click the MaclPX icon in the Macintosh Control Panels
folder.

1b Click the AppleTak icon.
A list of AppleTak zones and possible IPX gateways appears.

1c Sedlect an IPX gateway that hasa LAN connection to the server that
you will access.

1d Exit MaclPX and close the Control Panels folder.

2 Open the folder where the Set Remote Access Password utility is
installed.
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3 Double-click the Set Remote Access Password icon.

The Set Remote A ccess Password window appears, as shown in Figure
11.

Figure 11 =~ Set Remote Access Password Window

SH=————-= 5et Remote Access Password

User 1D (with context)

Did Remote Access Password

Mew Remote Access Password | |

Retype New Password

Movell Internet Access Servers :

CPH-NLUC1
UKB-NWICZ
JHE-NLIC1
BCN-NLUC1
SIN-NIUCT
ORM-NLLC2
PRU-NLICT
ANT-LTD-IVEB
PRU-CITIWER
CPO-DEMO2

4 |nthe User ID field, type your username.

5 Enter your current remote access password in the Old Remote Access
Password field.

6 Enter anew password in the New Remote Access Password field.
7 Retype the new password in the Retype New Password field.
8 Click OK.

The utility displays a message informing you that your remote access
password has been changed.

You can how use the new remote access password to access the remote access
software through A pple Remote Access.
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Saving Memory after Connecting

To utilize memory to run other applications on the network, you can close the
Apple Remote Access program but still remain connected.

From the File menu, select Quit to close Apple Remote Access. A dialog box
appears reminding you of your connection. Click Stay Connected and Quit.
Quitting the program has no effect on the connection.

To disconnect from the network, you need to reopen the program.

Disconnecting from the Network

Once you establish a connection, there are three ways to disconnect:

+ From the Remote Access Windows menu, select Status and then click
Disconnect.

+ Quit the Apple Remote Access program while you are connected. When
adialog box appears to remind you of your connection, click Disconnect
and Quit. This method frees up memory for your computer to use for
other processing.

+ Shut down your Macintosh while it is connected. The connection is
automatically broken.

We recommend that you use the first method to disconnect from the network.
Whatever method you choose, the following message is displayed:

The file server’s connection has unexpectedly closed down.

This message does not necessarily mean that the communications server is
having problems.

Mac2NCS Dial-In and Dial-Out Connections

This section describes how to use the Mac2NCS software and a third-party
communications application to dial out from the network and accessabulletin
board, host computer, or other resource—or to dial in and remotely control a
dedicated LAN workstation. Mac2NCS is aredirector program that redirects
the COM port 1/0O for Macintosh communications applicationsto aNASI port
on a NetWare server.

Installing Mac2NCS

1 Locate the Remote Access Mac Client folder.
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This folder might be on a diskette or afolder on aserver.

+ |If thefolder ison aserver, open the Chooser, click AppleShare, and
then locate a server that contains the NetWare Connect MAC Client
folder. Log in to the server.

+ |f thefolder is on adiskette, insert the diskette into a diskette drive
on the Macintosh and then double-click the disk icon.

2 Double-click the Installer icon.

An informational screen appears. This screen contains basic instructions
for installing Mac2NCS.

3 Click Continue.
The Mac2NCS Install Script window appears.
4 Do one of the following:
+ If youwant to install all of the Mac2NCS options, click Install.
Mac2NCS installs automatically.

+ |f you need toinstall only some of the options listed on the Install
Script window, pull down the Install menu at the upper-left corner of
the window and click Custom Install.

The Custom Install options appear, as shown in Figure 12.

Figure 12 Mac2NCS Install Script Window
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=
Disk space available: 161 5708 Selected size : zero K
—Destination Disk
Eject Disk
— - -
[
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5 (Conditional) If you selected Custom Install, check Mac2NCS with
MacNASI Support, check the other features that you want to install, and
then click Install.

For example, if you have an Ethernet network, you need to install
MaclPX® with Ethernet support (if it isn't already installed), but you do
not need to install Macl PX with token-ring support.

6 Click Install.
7 Select Restart.

Installing IPXNetStat

Novell recommends that you also install the IPXNetStat diagnostic utility, if
it is not already installed on the Macintosh.

To install IPXNetStat, complete the following steps.
1 Locate the Remote Access Services Mac Client folder.
Thisfolder might be a diskette or afolder on a server.

+ If thefolder is on a server, open up the Chooser, click AppleShare,
and then locate a server that contains the NetWare Connect MAC
Client folder. Log in to the server.

+ |f thefolder is on adiskette, insert the diskette into a diskette drive
on the Macintosh and then double-click the diskette icon.

2 Open the NetWare Connect MAC Client folder.
3 Openthe Mac2NCSfolder.

4 Dragthe|PXNetStat icon from the Mac2NCS folder to the System folder
of your boot drive.

The IPXNetStat icon appears in the Apple Menu.

Configuring Mac2NCS

After you have installed Mac2NCS and restarted the Macintosh, you can
configure Mac2NCS.

HINT: If you need additional help configuring Mac2NCS, you can activate the Apple
balloon help system by clicking the balloon icon in the upper-right corner of your screen.

To configure Mac2NCS, complete the following steps.
1 From the Apple menu, select the Chooser.

Optimizing 171



2 Find and click the Mac2NCS icon.

The Chooser window appears, as shown in Figure 13.

Figure 13 Mac2NCs Chooser Window
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The modem and printer ports are displayed in the right portion of the
window.

3 Select thelocal port that will be used for redirection (Modem Port or
Printer Port).

If the application that you will use is enabled for the Communications
Tool Box, Steps 3 and 4 are not necessary. Proceed to Step 5. If you are
unsure that the application that you will useis enabled for the
Communications Tool Box, proceed with Steps 3 and 4.

Onceaport ischosen for redirection, the port isnot availableto aphysical
device such as a printer or modem. Applications that are enabled for the
Communications Tool Box allow you retain the physical port while using
avirtual serial device for Mac2NCS.

4 Click Onto enable redirection.
5 Click Setup.

The Login Information window appears, as shown in Figure 14.
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Figure 14  Login Information Window

Remote Access: Login
Last Port Chosen

Login Information

Server(s) to select

Serper beneral Name Specific Name
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JHB-NIIC 1 Password |......‘... |
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PRU-NLUCI

SLWE-NIWC [Euntinue ] [ Cancel ]
The Server(s) to Select window shows the available servers. The Last
Port Chosen field shows the server name, general name, and specific
name for the last NASI port that was chosen.

6 Specify server login information asindicated in Table 11.
Table 11 Remote Access Login Information
Option Description

Server(s) to Select

User ID

Context

Select list to select the server that you want Mac2NCS to search for NASI
ports.

If you do not select any servers, then all available servers will be searched
for NASI ports. This might take quite some time if you have access to
several servers.

Your selection of servers limits the servers whose ports you can access.
Mac2NCS will locate ports only on servers that you have selected and can
access using the user ID, context, and password that you use to log in.

In the User ID field, enter your NetWare user ID on the server where you
want to use a port.

If you are accessing a Novell® Internet Access Server 4.1 server, enter
your NDS context for the server.

Optimizing 173



Option Description

Password Enter your server password for the user ID you specified in the User ID

field.

7 Click Continue.

The Remote Access Port Selection window appears, as shown in Figure
15.

Figure 15 Remote Access Port Selection Window

Remote Access: Port Selection

Chosen Port:

Server General Name  Specific Name
<Any Available> [-+| | <Any Availablex+| | <Any Available> k|
CONNELCT4 DIALIN AlO_10000
ANY_PORT
] ] ]

Dial-In Session
Name | jsmith |

Avail to ) Public
® Private

k] Auto Connect

8 Specify port selection information as indicated in Table 12.

You can select from one or more listsin any order. A General Name of
<Any Available> is not recommended. If you intend to dial out but your
call isrouted toaportinaDIALIN group, then you will be unableto dial
out. A selection other than <Any Available> from the Server or Group list
might limit the choice of port. If the specific port you have selected is not
available, you might be unable to use Mac2NCS temporarily.

174 Remote Access References



Table 12

Mac2NCS Port Selection Fields

Option

Description

Server

General Name

Specific Name

Dial-in Session
Name

Avail To

Auto Connect

Select the server on which to locate ports for
redirection. If you want to search all available servers,
select <Any Available>.

The list of servers that appears is limited by the servers
that you selected when you logged in using the Login
Information window.

Select the Remote Access General Port name.

If you will use the port to dial out, make sure that the
port you select is not in the DIALIN group or the <Any
Available> group.

If you will use the port to allow a remote caller to dial in,
the port can be either dial-in or dial-out. In this case,
you might want to select the DIALIN General Name.

Select the specific port name of the port to use for
redirection. If you want to use any port on the server or
in the port group, select <Any Available>. If you will use
the port to allow a remote caller to dial in, make sure
that you select a port whose name ends in DIALIN.

If you will use Mac2NCS to place the Macintosh in host
mode and wait for a call from a remote site, specify the
username to be used to establish a session.

If you want a dial-in session to be available to the
specified user only, click the Private button. If you want
the session to be available to all users, click the Public
button.

If you clicked the Private button and want the remote
user to connect automatically without being presented
with a menu of available sessions, check the Auto
Connect check box.

9 When you havefinished making your selections, click OK to exit the Port

Selection window.

10 Click OK to exit the Login Information window.
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Configuring Mac2NCS to Allow Remote Users to Dial In to the Network

When you configure Mac2NCSto allow remote usersto dial into the network,
you have the following two options:

+ You can configure Mac2NCS so that remote users are presented with alist

of sessions to choose from.

+ You can configure Mac2NCS so that remote users access only one

particular Macintosh session on the network.

Configuring Mac2NCS to Allow Remote Users to Select a Session

To configure Mac2NCSto allow dial-in usersto select a session, complete the
following steps:

1

Install Mac2NCS on a network workstation.
See Installing Mac2NCS.

(Conditional) If the application that you will use is not enabled for the
Communications Tool Box, configure Mac2NCS to redirect printer or
modem port 1/0 to a port that belongs to the NCS DIALIN group.

See Configuring Mac2NCS.

In the Dial-in Session options on the NetWare Connect Port Selection
window, configure the following fields.

4a Inthe Namefield, enter a session name.

This can be any text that you want. The text that you enter will be
used to identify the session name to remote users.

4b Select one of the following Avail To options:

+ |If you want the session to be available to all users, click the
Public button.

+ |If you want the session to be available only to private users
(userswho specify the samelogin information aswas entered on
the Login Information window), click the Private button.

+ If you want the session to be available to private users, and you
do not want the server to prompt the users to select a session,
check the Auto Connect box.

5 Set the communications software on the local Macintosh to host mode or

call-waiting mode.
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Make sure that you configure the software to use a direct connection and
do not configureit to wait for amodem to answer acall.

6 Make sure that the remote component of the Macintosh communications
packageisinstalled.

When you configure Mac2NCSin this manner, remote userswill be presented
with amenu of sessions when they access the LAN. They can then select a
session on a particular Macintosh.

Configuring Mac2NCS to Allow Remote Users to Select Only One
Port

You can aso configure Mac2NCS to allow remote users to access only one
particular Macintosh.

IMPORTANT: This configuration is not recommended because it consumes more
resources, requires more knowledge of the server and modem setup, and might have a
higher potential security risk. See your network supervisor before using this
configuration.

To configure Mac2NCSto alow dial-in users access to only one Macintosh,
complete the following steps.

1 Install Mac2NCS on a LAN workstation.
See Installing Mac2NCS.

2 (Conditional) If the application that you will use is not enabled for the
Communications Tool Box, configure Mac2NCS to redirect Printer or
Modem port I/O to aport that is configured for either dial-out or both dial-
in and dial-out.

3 See Configuring Mac2NCS.

4 Make surethat the port that users will use has a dedicated phone number
associated with it.

5 Set the communications software on the local M acintosh to host mode or
to wait for acall to a modem.

In order to dothis, your host Macintosh software must know what type of
modem will be used to answer the call.

6 Make surethat the remote component of the Macintosh communications
package isinstalled.

7 Provide remote users with the phone number for the port that will be
directly connected to the host Macintosh.
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When you configure Mac2NCS in this manner, remote users will interact
directly with the host computer.

Using Mac2NCS

You can use Mac2NCSto dial out from the network or to allow aremote user
to dial in to your Macintosh whileit isin host mode.

Using Mac2NCS to Dial Out from the Network

To use Mac2NCSto dia out, start a supported Macintosh communications
application and dial out.

For example, use the Apple Internet Connection Kit to dial out to an ISP or
use an America Online* client application to dia out to AmericaOn-Line
services. You could also use Microphone |1 to dial out to another PC or
Macintosh with asimilar communications program. Refer to your application
documentation for detailed information.

HINT: See the Mac2NCS README file for more specific information and
troubleshooting tips.

Using Mac2NCS with Applications that Enable the Communications Tool Box

If you are using Mac2NCS with an application that enables the Macintosh
Communications Tool Box, make sure that the Redirect to LAN option on the
Mac2NCS Chooser Window is set to Off.

With this type of application, Mac2NCS can appear as a directly accessible
serial port. By not redirecting the printer and modem ports, you can leavethem
free for other uses.

Using IPXNetStat to Troubleshoot

You can usethe IPXNetStat program provided with Mac2NCSto troubleshoot
problems with Mac2NCS.

To use IPXNetStat, compl ete the following steps.
1 Open the folder where IPXNetStat isinstalled.

If IPXNetStat wasinstalled as an Apple menuitem, go to the Apple menu
and select IPXNetStat.

2 Double-click the IPXNetStat icon.
The IPXNetStat window appears.
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3 Do one of the following:

+ If you are querying NetWare Connect 1.0 servers, enter 394 inthe
Query Typefield.

+ If you are querying NetWare Connect 2.0 servers, enter 591 inthe
Query Typefield.

4 Check the Query Type check box and then click Update.

IPXNetStat displays areport indicating how many servers your
Macintosh can detect.

5 If no servers are available, click Update.

If you still do not see any serversin the list, check to make sure that
MaclPX is configured correctly on your Macintosh. To do this, go to the
Control Panels and click the MaclPX icon. Double-click the highlighted
network interface selection and make sure that the correct frame typeis
selected. Also, check your physical connection to the LAN.

If none of these suggestions works, then contact your network supervisor.

NetWare Link/X.25 Configurations

In most cases, the information provided in Installing and Configuring X.25
Adaptersissufficient to install X.25 support for the Novell Internet Access
Server 4.1 file server. The additional information provided here can be used to
customize your NetWare Link/X.25 configuration.

Refer to the following sections:
+ Network Interface Configuration Parameters
This section providesinformation on the following topics:
+ How to configure the network interface parameters
+ How to view a network interface parameter
+ WAN Call Directory Configuration Parameters

This section describes the parameters you need to set for WAN Call
handling information.
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Network Interface Configuration Parameters

This section summarizes the fields on the NIASCFG X.25 Network Interface
menu.

To display the X.25 Network I nterface menu, from the Novell Internet Access
Server Configuration menu, select Network Interface.

The NIASCFG X.25 Network Interface menu appears.

The parameters enable you to configure NetWare Link/X.25 for the selected
interface. Table 13 describes the X.25 Network I nterface parameters.

Table 13 X.25 Network Interface Parameters
Parameter Description Default Value
Interface Name Specifies the name of the interface assigned to the No default

currently selected port. This field is read-only.

Interface Group Allows protocols such as the IP or Interent Packet No default
Exchange™ (IPX™ ) protocol to request an X.25 virtual
circuit be made either through a specific interface or by way
of one interface from within a group of interfaces.

Specifying a group name here includes this interface in a
group.

Press F3 or Enter to display a list of currently defined
groups and to define a new group.

Interface Status Specifies the load status of the current board. You can Enabled
configure the current board to load each time the server or
router PC is initialized.

The value can be Enabled or Disabled.

Profile Press Enter to display a menu that lists Novell-standard No default
profiles for major public data networks (PDNSs). Then select
the standard profile for your X.25 service provider.

Press Enter or Insert to view or modify the X.25 profile
parameters. Refer to Viewing and Configuring Profile
Parameters for more information.

All standard profiles are read-only. However, you can make
a copy of one of the standard profiles by pressing F2 , then
you can make changes to the copy.
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Parameter

Description

Default Value

Local DTE Address

Statistics Period

User Data Size

Interface Queue Limit

Physical Type

Port Connection

Interface Speed

Specifies the X.121 DTE address (up to 15 digits) assigned
to the local DTE. This should match the address assigned
by your attached network. This address is included in the
Calling Address field of outbound Call Request packets.

Specifies the rate, in 1-second increments, at which the
board is polled by the driver to acquire port statistics.

Range: 20 to 1024

Specifies the maximum size, in bytes, of the user data you
expect to transmit and receive on this interface.

Range: 500 to 4096 bytes.

Specifies the maximum number of data packets that can be
gueued to each port on the board.

Range: 0 to 1024 (0 = unlimited packets)

Specifies the port’s electrical interface standard (for
example, RS-232 or V.35). Press Enter to display a list of
the available interface types. This parameter must equal
the actual port type installed (for example, if the board type
is RS-232, setting this parameter to V.35 is invalid).

No default

60

1500 bytes

100 packets

RS-232

The value can be RS-232, RS-422, RS-423, V.35, or X.21.

Specifies the physical connection between the local DTE
and the remote end.

The value can be DTR Dialed, Hard-wired, or Pseudo-
Switched.

Specifies the line speed, in bits per second, of the port. The
internal board rates vary, depending on the driver.

The possible values are 1200, 2400, 4800, 7200, 9600,
12000, 14400, 16000, 19200, 38400, 48000, 56000,
64000, and External.

Hard-wired

External
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Parameter

Description Default Value

Authentication Options

Presents a menu that covers the definition of the incoming No default
call verification parameters. X.25 can be configured to

accept incoming calls from a list of predefined partners,

which are identified by their X.25 DTE addresses.

Authentication Options Parameters explains the
parameters that can be configured for NetWare Link/X.25
inbound authentication for this interface.

Viewing and Configuring Profile Parameters

Profile

Profile Type

When you press Insert when the cursor ison the Profile parameter on the
X.25 Network Interface menu, alist of profilesisdisplayed. Thelist includes
the names and Novell-standard profiles of major PDNs. All the standard
profiles are read-only.

If you select aprofile and press Insert or F3, the X.25 Profile Configuration
window appears. Thiswindow allows you to change the profile parameters
and save the changed profile under a new name.

The X.25 Profile Configuration window displays the following fields.

Specifies the name of the currently selected profile. This parameter is read-
only.

This parameter is purely informational and has no effect on NetWare Link/
X.25 operation.

Options: Enterprise, Local
Default: Local

Frame Level Parameters

182 Remote Access

Pressing Enter when the cursor isin the Frame Level Parameters field
displaysthe X.25 Frame Level Parameters window. This window is used to
define the working characteristics of the link (LAPB) between the remote
access software and the DCE (typically the X.25 network).
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Changing the parameters from the defaults is optional. The default
configuration should be adequate for most configurations.

Table 14 describes the Frame Level parameters.

Table 14 Frame Level Parameters

Parameter

Explanation

Default

Profile

Frame Node Type

Connection Mode

Frame Sequencing
Modulo

Frame Window Size (K)

Specifies the name of the currently selected profile. This
field is read-only.

Specifies which address, A or B, you allocate to the local
DTE, depending on your communications configuration.

Do not use this option with the Connection Mode
parameter set to Passive.

The possible options are DCE (LAPB DCE address used);
DCE-A (automatically determines which LAPB address to
use, beginning with DCE); DTE (LAPB DTE address used);
and DTE-A (automatically determines which LAPB address
to use, beginning with DTE).

Specifies whether NetWare Link/X.25 waits for the calling
partner to set up the actual link. Active mode continually
attempts to set up the link. Passive mode waits for a
partner to set up the link.

Generally, Passive mode is not used unless you are
communicating with an X.25 implementation that does not
tolerate partner setup.

Specifies the Link layer sequence numbering that is used.
The possible values are 8 (Modulo 8) and 128 (Modulo
128). All networks support Modulo 8 for normal sequence
numbering, whereas some networks also support Modulo
128 for extended sequence numbering. This allows users
to select a larger window size.

For most networks, select Modulo 8. The Frame Window
Size parameter is dependent on which Modulo method you
select.

Specifies the maximum number of information frames that
can be received or sent before the server or router PC
sends (or waits for) an acknowledgment.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)

No default

DTE-A

Active
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Parameter Explanation Default

Maximum Frame Size Specifies the maximum frame size, in octets, that can be 261
(N1) received on the link.

Frames received on the link in excess of this number cause
the link to be reset by sending a Frame Rejected (FRMR)
frame. Unnecessarily specifying a large number reduces
the amount of memory available for normal data
operations. N1 should be greater than the specified packet
size (both default and maximum).

Range: 160 to 4103 (for 1980 X.25 version); 261 to 4103
(for 1984 or 1988 X.25 version)

Retry Count (N2) Specifies the maximum number of times a frame is 10
retransmitted after the Retry Timer (T1) expires. A large
value for this parameter increases the probability of a
correct transfer between the DTE and DCE. A smaller
value permits faster detection of a permanent error
condition.

Range: 1 to 255

Retry Timeout (T1) Specifies the time, in seconds, to wait for an 2
acknowledgment of the oldest transmitted frame. If an
acknowledgment is not received within this set time, an
attempt is made to determine the status of the remote
device.

Set this parameter to a value slightly greater than twice the
transmission time of the longest frame, including the
anticipated delay time to the peer node.

Range: 1 to 3200

Disconnect Timeout (T3) Specifies the value, in seconds, of the T3 timer. When the 20
T3 timer value expires, the Data-Link layer passes an
indication of an observed, excessively long idle channel
state condition to the Packet layer. The T3 timer value must
be greater than T1 to ensure that the data-link channelis in
a nonactive, nonoperational state, and that the data-link
channel needs data-link setup, before a normal data-link
operation can resume.

Range: 0 to 3200 (0 = disabled)
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Parameter

Explanation

Default

Idle Timeout (T4)

Specifies the amount of time, in seconds, the local DTE
waits when a link becomes idle before attempting to poll the
partner node for status. If the partner node does not
respond to the polls, the link is reset and all current virtual
calls are cleared or reset.

Range: 0 to 180 (0 = disabled)

10

Packet Level Parameters

Selecting Packet Level Parameters from the X.25 Profile Configuration
window displays a submenu that accesses all the Packet Level parametersfor
the interface. Table 15 describes the Packet Level parameters.

Table 15 Packet Level Parameters

Parameter Description Default

Profile Specifies the name of the currently selected profile. This No default
field is read-only.

X.25 Version Specifies the specific conformance year for the X.25 1984
specification you are using for this port.
The value can be 1980, 1980-Min, 1984, or 1988.

Packet Layer Role Specifies whether DTE or DCE procedures are used for DTE
Packet layer operation.
When establishing a connection to an X.25 network, you
must set this parameter to DTE (the default value) to avoid
call collisions.
The value can be DTE or DCE.

Default Inbound Packet  Specifies the default packet size that is used for a call. 128

Size

Unless another packet size is specified when the call is
made, the default value is used. Set this value to
correspond to your network subscription.

The value can be 16, 32, 64, 128, 256, 512, 1024, 2048, or
4096.
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Parameter Description Default

Default Outbound Packet Specifies the maximum outgoing data packet size used 128
Size when a call is established without the Flow Control
Negotiation parameter. The Default Outbound Packet Size
parameter should be a value that is agreed upon by the
PDN and the remote DTE.

The value can be 16, 32, 64, 128, 256, 512, 1024, 2048, or

4096.
Packet Sequencing Specifies the control over the numbering of sequential data 8
Modulo packets allowed in a window. For most networks, Modulo 8

should be used. For special high-propagation delay
situations (for example, a satellite), you can use Modulo
128, if allowed by your network, to permit larger window
sizes.

The Default Window Size parameter is dependent on the
Modulo method you select.

Options: 8 or 128

Default Inbound Window  Specifies the default number of sequential incoming data 2
Size packets that can be received before an acknowledgment is
required.

The Packet Sequencing Modulo and Window Size
parameters are independent of the Frame Sequencing
Modulo and Window Size parameters.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)

Default Outbound Specifies the default value of the maximum number of 2
Window Size sequentially numbered data packets that the local DTE
might not acknowledge at any given time.

When a virtual circuit is established without flow control
negotiation, this value is used as an outbound window size.
You should set this parameter to the value that is agreed
upon with the PDN.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)
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Parameter

Description

Default

Default Inbound
Throughput Class

Default Outbound
Throughput Class

Restart Response Timer
(T20)

Call Response Timer
(T21)

Reset Response Timer
(T22)

Clear Response Timer
(T23)

Ack-Send Timer (T24)

Specifies the default setting, in bits per second, for the
incoming throughput of each virtual circuit. Set this value to
correspond to your network subscription.

Options: 75, 150, 300, 600, 1200, 2400, 4800, 9600,
19200, 48000, 64000

Specifies the default outbound throughput class that is
used when a call is established without throughput class
negotiation.

Options: 75, 150, 300, 600, 1200, 2400, 4800, 9600,
19200, 48000, 64000

Specifies the amount of time, in seconds, that the local DTE
waits when it issues a Restart Request packet to receive a
restart confirmation.

When the time limit expires, the Restart Request packet is
retransmitted.

Range: 1 to 3200

Specifies the amount of time, in seconds, that the DTE
waits for a response to an outbound Call Request packet.

Range: 0 to 3200 (0 = disabled)

Specifies the amount of time, in seconds, that the DTE
waits for a response to a Reset Request packet.

Range: 1 to 3200

Specifies the amount of time, in seconds, that the DTE
waits for a response to a Clear Request packet.

Range: 1 to 3200

Specifies the amount of time, in seconds, that a DTE waits
when a packet carrying a valid acknowledgment is sent.

This timer is used to ensure that any acknowledgments are
not lost. If the timer expires, an RR (Receiver Ready)
packet is sent.

Range: 0 to 3200

1200

1200

180

200

180

180

0 (timer not
active)
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Parameter

Description

Default

Data Retransmission
Timer (T25)

Interrupt Response
Timer (T26)

Restart Retransmission
Count (R20)

Reset Retransmission
Count (R22)

Clear Retransmission
Count (R23)

Specifies the amount of time, in seconds, that the DTE
waits for the appropriate acknowledgment after
transmitting a data packet.

If the T25 timer expires, the Packet layer resets the virtual

circuit.

Range: 0 to 3200

Specifies the amount of time, in seconds, that the DTE
waits for an interrupt confirmation when an Interrupt
Request packet is sent.

If the timer expires, the Packet layer resets the virtual
circuit.

Range: 0 to 3200

Specifies the maximum number of times the local DTE

retransmits when the T20 timer expires before notifying the

user that the associated link is inoperative.

Range: 0 to 50

Specifies the maximum number of times the local DTE
retransmits a Reset Request packet after the T22 timer

expires before initiating a clear procedure for an SVC or a

restart procedure for a PVC.

Range: from 0 to 50

Specifies the maximum number of times the local DTE
retransmits a Clear Request packet after the T23 timer
expires before initiating a Restart procedure on the
associated link.

Range: 0 to 50

30 (timer not
active)

0 (timer not
active)

Virtual Circuit S

etup

When you select Virtua Circuit Setup from the X.25 Profile Configuration
window, the X.25 Virtual Circuit window appears. The Virtual Circuit Setup
parameters allow you to configure PV C and SV C Logical Channel Numbers
(LCNSs). Table 16 describes the available parameters.
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Table 16

Virtual Circuit Setup Parameters

Parameter Description Default
Profile Specifies the name of the currently selected profile. This No default
field is read-only.
Lowest PVC LCN Specifies the lowest LCN that can be used for a PVC. 1
Range: 0 to 255 (0 is for Transpac only)
Number of PVC LCNs Specifies the number of logical channels supporting PVCs. 0
This number must agree with your network subscription.
Range: 0 to 256
Expert PVC Press Enter to display a list of the PVCs that have been No default
Configuration defined and can be configured for the associated interface.
Select a PVC and press Enter again. Use the resulting
window to configure a single PVC.
Refer to Expert PVC Configuration Parameters for
information on the Expert PVC Configuration parameters.
Lowest Inbound-Only Specifies the lowest LCN that can be used for one-way 1
SVC LCN incoming logical channels for SVCs.
This value must be greater than or equal to the Lowest PVC
LCN parameter value.
Range: 1 to 4095
Number of Inbound-Only  Specifies the number of incoming channels assigned for 0
LCNs inbound-only SVCs.
This number must agree with your network subscription.
Range: 0 to 255
Lowest Two-Way SVC Specifies the lowest number of two-way channels assigned 1
LCN for SVCs that can be used for both inbound and outbound
calls.
Range: 1 to 4095
Number of Two-Way Specifies the lowest LCN that can be used for two-way 8

SVC LCNs

SVCs. This number must agree with your network
subscription.

Range: 0 to 255
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Parameter

Description Default

Lowest Outbound-Only
SVC LCN

Number of Outbound-
Only SVC LCNs

Specifies the lowest LCN that can be used for outgoing 9
SVC logical channels.

The value must be greater than or equal to the Lowest Two-
Way SVC LCN parameter value plus the Number of Two-
Way LCNs parameter value.

Range: 1 to 4095

Specifies the number of logical channels reserved for 0
outbound-only SVCs.

This number must agree with your network subscription.

Range: 0 to 255

User Facility Setup

When you select User Facility Setup from the X.25 Profile Configuration

window, the X.25 User Facility Setup window appears. This window allows
you to specify user facility setup parameters. You can change or specify flow
control and throughput negotiati on settings, maximum inbound and outbound

packet and window sizes, use of CUGS, fast select, and reverse charging.

Table 17 describes the User Facility Setup parameters.

Table 17 User Facility Setup Parameters
Parameter Description Default
Profile Specifies the name of the currently selected profile. This

field is read-only.

190 Remote Access References



Parameter

Description

Default

Allow Flow Control
Negotiation

Maximum Inbound
Packet Size

Maximum Outbound
Packet Size

Maximum Inbound
Window Size

Specifies whether to allow negotiation, per call, of the data
throughput that can be transferred on a virtual circuit.

If set to Yes , allows incoming calls and outgoing calls
containing either the Window Size facility or the Packet
Size facility to be passed to the destination application for
disposition. Flow Control Negotiation is also allowed when
the parameter is set to Yes.

If the destination application accepts the call, NetWare
Link/X.25 either accepts the Window Size or Packet Size
facilities as requested, or adjusts them to the highest value
allowed (less than or equal to the maximum values
specified in the User Facility Setup menu).

If set to No , an incoming call or outgoing call is cleared if
the specified window size or packet size is greater than the
specified maximum window size or maximum packet size,
respectively.

Options: Yes, No

Specifies the largest incoming packet size that can be
negotiated on a per-virtual circuit basis.

Options: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096

Specifies the largest outgoing packet size that can be
negotiated on a per-virtual circuit basis.

Options: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096

Specifies the largest value, per virtual circuit, that can be
negotiated for the inbound window size.

The maximum value for this parameter depends on the
Packet Sequencing Modulo method you selected. Refer to
Packet Level Parameters for more information.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)

No

128

128

2
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Parameter

Description

Default

Maximum Outbound
Window Size

Allow Throughput
Negotiation

Maximum Inbound
Throughput Class

Maximum Outbound
Throughput Class

Allow Incoming Reverse
Charge Calls

Specifies the largest value, per virtual circuit, that can be
negotiated for the outbound window size.

The maximum value for this parameter depends on the
Packet Sequencing Modulo method you selected. Refer to
Packet Level Parameters for more information.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)

Specifies whether to allow negotiation, per call, of the data
throughput that can be transferred on a virtual circuit.

If set to Yes , incoming calls containing the Throughput
facility are passed to the destination application.

If the destination application accepts the call, the
Throughput Class Negotiation value is set to the highest
value (less than or equal to) or the maximum specified in
the Packet Layer Parameters window.

If set to No , an incoming call containing a Throughput
Class Negotiation value that does not match the default is
cleared.

Options: Yes, No

Specifies the maximum Throughput Class Negotiation
value, in bits per second, that can be negotiated per virtual
circuit.

Options: 75, 150, 300, 600, 1200, 2400, 4800, 9600,
19200, 48000, 64000

Specifies the maximum Throughput Class Negotiation
value, in bits per second, that can be negotiated per virtual
circuit.

Options: 75, 150, 300, 600, 1200, 2400, 4800, 9600,
19200, 48000, 64000

Specifies whether incoming calls containing the Reverse
Charging facility are passed to the destination application.

If set to Yes, the call is passed to the destination
application for disposition. If set to No , the call is cleared.

Options: Yes, No

2

No

9600

9600

Yes
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Parameter Description Default

Allow Closed User Group Specifies whether CUGs are allowed for the DTE and, if so, No
what kind of access the CUGs will have.

CUGs allow the DTESs to belong to a group so they can
communicate with each other. However, CUGs preclude
communication with all other DTEs. If a DTE belongs to
more than one CUG, you must specify a preferential CUG.

Options: Yes, No

Allow Bilateral CUG Specifies whether to allow pairs of DTEs to form bilateral ~ No
communication. This allows access between the bilateral
DTEs and excludes access to (or from) other DTEs.

Options: Yes, No

D-Bit Procedure Specifies whether Delivery Confirmation (D-bit) No
Authorized procedures are allowed for any virtual call through this port.
If setto Yes, incoming calls specifying D-bit procedures are
allowed. If set to No , these calls are cleared.

Options: Yes, No

Fast Select Specifies whether Fast Select can be used for any callon Yes
this port.

If set to Yes , Fast Select calls can be used. If set to No,
incoming calls containing the Fast Select facility are
cleared.

Options: Yes, No

Conformance Options

Pressing Enter from the X.25 Profile Configuration window displaysthe X.25
Conformance Options window. This window alowsyou to customize
NetWare Link/X.25 for use on PDN implementations.

IMPORTANT: The Novell-provided profiles for the various PDNs have these options
set for proper operation on your network. Consult your network representative or
technical support before you modify these parameters.

Table 18 describes the Conformance Options parameters.
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Table 18 Conformance Options Parameters

Parameter Description Default
Profile Specifies the name of the currently selected profile. This No default
field is read-only.
Unknown Frame Option  Specifies whether to acknowledge an unknown frame. No
If set to Yes , command frames with the Poll/Final (p/f) bit
set to Off are ignored. If setto No , unknown frames are not
acknowledged.
Options: Yes, No
Disconnect Answer Specifies the response to Disconnect (DISC) frames in No
Option either link setup states or link disconnect states. If set to
Yes, an Unsequenced Acknowledgment (UA) response is
sent. If set to No , a Disconnect Mode (DM) response is
sent.
Options: Yes, No
Disconnect Action Option Specifies the action when a Disconnect (DISC) frame is No
received in an SABM Sent or OFF state.
If set to Yes , the SABM is sent immediately. If set to No ,
the link is disconnected.
Options: Yes, No
Force FRMR Option Specifies that any received frame is answered with an No
FRMR frame while in FRMR Sent state or when the link is
reset.
Options: Yes, No
Force FRMR on RR Specifies an FRMR response to RR frames if in FRMR No
Option Sent state. If set to Yes , an FRMR response is sent. If set
to No , it is ignored.
Options: Yes, No
T1 Action Option Specifies the point at which the retransmission counter is  No

reinitialized when in T1 Sent state. If set to Yes, it
reinitializes when any information frame (I frame) is
acknowledged. If set to No , it is ignored.

Options: Yes, No

194 Remote Access References



Parameter

Description

Default

Call Accept Data

D-Bit on Call Confirm

General Diagnostic Code

Clear Unassigned LCN

Short Call Confirm

Facility Field

Specifies the use of Call User Data in a positive response
to an incoming call.

If set to Yes , the user data accepted allows various byte
lengths of data (up to 128 bytes of user data) to be sent in
the Call Request packet, depending on the protocol
involved and whether Fast Select is selected in the Call
Request packet.

Options: Yes, No

Specifies whether the D-bit in a Call Confirm packet is set.

Options: Yes, No

Determines whether the original diagnostic code is
retransmitted when the T20 timer expires (Yes ), or whether
the T20 timer expired diagnostic code is included in the
Restart packet (No ).

Options: Yes, No

Specifies that incoming packets appearing with an
unassigned LCN will generate a Clear response.

Setting this option to Yes is not recommended unless your
attached network requires it. This option generates a Clear

No

No

No

No

response for incoming calls containing unconfigured LCNs.

If set to No , such incoming calls are ignored.
Options: Yes, No

Specifies whether a 3-byte Call Accept packet (Yes ) or 5-
byte Call Accept packet (No ) is transmitted when a facility
is not included in the Call Accept packet.

Options: Yes, No

Specifies whether Clear packets and Call Accept packets
with full facility and user data fields are allowed.

Options: Yes, No

No

No
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Parameter Description Default

Clear Long Call Specifies whether user data is cleared for the pre-1984 No
version of X.25.

If set to Yes , enables the Clear User Data field option in
the Clear Request packet for the pre-1984 version of X.25.

Options: Yes, No

Force Defaults on Specifies whether the port defaults always are selected as No
Negotiation a negotiation response for an incoming call. Usually, this
option is not set unless required by your attached network.

If set to Yes , any negotiable facility value contained in an
accepted incoming call is forced to the port’s default values
(rather than using the maximum, or less than or equal to
port maximum).

Options: Yes, No

Frame Node Type
Displaysthe link type you use. This parameter is read-only.

Packet Size (In/Out)

Displays the current default packet sizes. The In packet size correspondsto
the packets transmitted to a network. The Out packet size correspondsto the
packets received from this network. Thisfield is read-only.

Frame Window Size

Displaysthe current settings for the Frame level window. Defines the number
of information frames (I frames) that are transmitted or received before an
acknowledgment is required. Thisfield is read-only.

Packet Window Size (In/Out)

Displays the current settings of the Packet level window size. The window
size specifies how many data packets are transmitted or received before an
acknowledgment is required. Thisfield is read-only.
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Number of VCs (PVC/In/Two-Way/Out)

Displays the number of PV Csand SV Cs currently configured. The SVCsare
further divided into outgoing, two-way, and incoming (the network can

allocate to the incoming call only). Thisfield isread-only.

Expert PVC Configuration Parameters

When you select Expert PV C Configuration from the X.25 Virtual Circuit
Setup window, a window appears that allows you to configure Expert PVC
parameters.

Table 19 describes the Expert PV C Configuration parameters.

Table 19 Expert PVC Configuration Parameters

Parameter

Description

Default

Profile

Logical Channel Number

Inbound Packet Size

Outbound Packet Size

Inbound Window Size

Specifies the name of the currently selected profile. This
field is read-only.

Displays the LCN assigned to the associated PVC. Each
PVC is assigned an LCN, starting from the lowest user-
configured PVC LCN. This field is read-only.

Specifies the inbound packet size that is used for the
specified PVC. This value must be agreed upon by the
PDN at network subscription time.

Options: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096

Specifies the outbound packet size that is used by the
associated PVC. This value must be agreed upon by the
PDN at network subscription time.

Options: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096

Specifies the inbound window size that is used by the
associated PVC. This value must be agreed upon by the
PDN at network subscription time.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)

No default

No default

128

128
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Parameter

Description

Default

Outbound Window Size

D-Bit Procedures
Authorized

Specifies the outbound window size that is used by the
associated PVC. This value must be agreed upon by the
PDN at network subscription time.

The window size must be less than the Packet Sequencing
Modulo.

Range: 1 to 7 (Modulo 8); 1 to 127 (Modulo 128)

Specifies whether Delivery Confirmation (D-bit) procedure
is allowed for this virtual circuit.

If setto Yes, incoming calls specifying D-bit procedures are
allowed. If set to No , such calls are cleared.

Options: Yes, No

2

No

Authentication Options Parameters

When you select this option on the Network I nterface Configuration menu and
press Insert or Enter , amenu of inbound authentication parametersis
displayed. This section describes the parameters that you can configure for
X.25 inbound authentication for this interface.

Interface Name

Specifiesthe name of theinterface assigned to the currently selected port. This
field isread-only.

Inbound Authentication

Specifies whether incoming calls are subject to authentication based on
specific DTE addresses in the authentication database.

If authentication isenabled, only incoming callswith aDTE address specified
in the authentication database are accepted.

Options: Enabled, Disabled
Default: Disabled
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Authentication Database Name

Allowsyou to enter the name of an authentication database. You can enter the
name of an existing or a new database. You can add a new partner DTE
address. For existing databases, the submenu displays alist of currently
defined valid partner DTE addresses.

Authentication Database

Press Enter to view or edit thelist of valid remote system I1Ds and associated
DTE addresses. Each entry represents avalid partner that can communicate
with thisinterface.

You can press Enter to edit an authentication entry or press Insert to add a
new one. The X.25 Inbound Authentication Database window appears, from
which you can associate a remote system |D with the DTE address from an
incoming call. You can configure the following authentication entry
parameters:

+ |nterface Name

Specifies the name of theinterface you assigned to the currently selected
port. Thisfield is read-only.

+ Database Name
Displays the name of the authentication database.
+ Remote System ID

Specifies the local handle for a partner system. It isnot verified or
exchanged with the remote system. The remote system ID is used by
protocolssuch as P and IPX to identify a connection to apartner system.

Press Enter tolist al remote system IDs.
Default: Blank
+ Remote DTE Address

Specifiesthe 15-digit X.121 DTE address assigned to the remote system.
This address must correspond exactly to the calling DTE address,
included in the Incoming Call packet received by the remote system.
Otherwise, authentication fails and the incoming call is rejected.

Default: Blank
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WAN Call Directory Configuration Parameters

TheWAN Call Directory isalist of WAN call destination configurations. You
must create at least one WAN call destination configuration for each WAN
link you want to use (one WAN call destination isone virtual circuit on one
WAN link). Such aconfiguration contains the parameters needed by the WAN
driver to establish and maintain linksto a given destination. If you are routing
multiple network protocols across a given WAN link, you must create one
WAN call destination for each protocal that is routed on the WAN link.

Call Destination Name

Call Type

Interface Group

Interface Name

Specifies the name of the WAN call destination. The name can contain up to
47 aphanumeric characters. Thisfield is read-only.

Specifies the type of call: permanent (active continuously) or on-demand
(activated by the presence of datatraffic directed to or through the remote peer
system). The selection is made independent of the physical mediatype. You
can specify permanent for switched circuits, dial-up circuits, or leased lines.

Options: Permanent, On Demand

Default: Permanent

Protocols such as IPX or I P can request an X.25 virtual circuit to be made
either through a specific interface or by way of one interface from within a
group of interfaces. Setting this parameter to a group name includes this
interface in the specified group.

This parameter is available only when an on-demand call is configured.

Press Enter to display alist of currently defined groups and to define new
groups.

Instructs NetWare Link/X.25 to establish avirtual circuit through a specific
X.25 interface.
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Circuit Type

PVC Number

You can define call establishment through a specific interface (by setting this
parameter) or through thefirst available interface from agroup (by setting the
Interface Group parameter).

NOTE: You can select an interface group or a single network interface, but not both.

PressEnter to display alist of al theavailable NetWare Link/X.25 interfaces,
then select the interface you want.

Specifies whether a PV C or an SV C is used to establish a connection to the
specific destination.

NOTE: IP, Bridge, and AppleTalk protocols do not support PVCs.
Options. Permanent Virtual Circuit, Switched Virtual Circuit
Default: Switched Virtual Circuit

Specifies the PV C number. This number must be equal to the LCN assigned
by the network to a PV C at network subscription time.

NOTE: This parameter is available only if the Circuit Type parameter is set to
Permanent Virtual Circuit.

Range: 0 to 4095
Default: 1

Destination DTE Address

Retry Mode

Specifiesthe X.121 DTE address assigned to the specific destination DTE.
Enter up to 15 digits (in the range 0 through 9).

Default: Blank

Specifies the conditions when afailed attempt at a connection (under the Call
Type parameter) isretried automatically.

All connection failures are reported to the system console and to the Call
Manager utility (CALLMGR). The result is successive connection attempts,
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with an increasing delay between each attempt. The delay is set initially to 8
seconds and increases exponentially to the limit.

Options: Never Retry, Retry All Failures, Retry Self-Correcting Failures
Default: Retry Self-Correcting Failures

Retry Limit Handling

Specifies the action taken when the connection retry interval exceeds the
configured limit. Retries can continue indefinitely at the configured interval
limit or are terminated (the connections fail). The default option of
Continuous At Limit supports unattended operation.

Options: Continuous At Limit, Stop At Limit

Default: Continuous At Limit (for permanent); Stop At Limit (for on-demand)

Retry Interval Limit

Specifies the maximum delay interval, in hours.minutes:seconds, between
attemptsto establish apermanent connection (under the Call Type parameter).

The delay is set initially to 1 second and increases exponentially. The Retry
Limit Handling parameter alows retries to continue or stop when the
maximum delay is reached.

Options: 00:00:00 to 23:59:59 (hh:mm:ss)
Defaults: 00:10:00 (for permanent); 00:02:00 (for on-demand)

Idle Line Timeout

Specifies the amount of time, in seconds, that a call can be inactive before
closing the connection. This parameter is visible only for on-demand calls.

Range: 0 to 23:59:59
Default: 00:10:00

Remote System ID

Specifies the symbolic name of the remote peer system associated with this
WAN call destination entry. Thisistypically the remote system server name.
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ThisID is accessed by protocol stacks to identify the proper WAN call
destination needed to restore an on-demand connection to a remote system
that previoudly initiated a connection to this system.

Options: 1to 47 ASCII characters
Default: WAN Call Destination Name

Expert Call Configuration Parameters

Pressing Enter while the cursor is on the Expert Call Configuration
Parameters field displays awindow listing Expert Call Configuration
parameters. This window lets you configure advanced parameters for a
specific WAN call destination.

You can configure the following Expert Call Configuration parameters.

Call Destination Name

Specifies the name of the WAN call destination. The name can contain up to
47 aphanumeric characters. Thisfield is read-only.

Request Reverse Charging

Specifies whether Reverse Charging is requested for this call.
Options: Yes, No

Default: No

Window Size

Specifiesthe size of thewindow that isnegotiated for aspecific call. Thevalue
in this parameter overrides the default inbound or outbound window sizes
specified in the X.25 Packet L evel Parameters window. Refer to Packet Level
Parameters for more information.

Range: 1to 7 (Modulo 8); 1 to 127 (Modulo 128)
Default: 0 (no Window Size Negotiation Packet level)

Packet Size

Specifiesthe size of the packet that is negotiated for acall. If this parameter is
used, it overrides the default inbound and outbound packet sizes specified in
the X.25 Packet Level Parameters window.
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Options: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, Not Selected
Default: Not Selected

Throughput Class
Specifies the throughput, in bits per second, that is negotiated for the call.

Options: 75, 150, 300, 600, 1200, 2400, 4800, 9600, 19200, 48000, 64000,
Not Selected

Default: Not Selected

CUG Facility

Specifies the type of CUG that is used for this specific cal. A CUG permits
DTEs belonging to the group to communicate with each other, but a CUG
precludes communication with all other DTEs.

Options: Bilateral, Incoming, Not Selected, Outgoing
Default: Not Selected

CUG Number (hex)

Specifies a one- or four-digit hexadecimal number for a specific CUG. If the
CUG Facility parameter issetto Incoming or Outgoing , you can enter atwo-
digit number. If the CUG Facility parameter isset to Bilateral , you can enter
up to four digits.

WARNING: Refer to the ITU-T (formerly CCITT) Recommendation X.25 for more
information before you set this parameter.

Fast Select

Specifies an optional parameter that aDTE can request for avirtual circuit to
allow the use of up to 128 bytes of user datain Call Request packets. You can
specify whether the Fast Select option is used for the call.

Options: Yes, No
Default: No

With Restriction

Addition to the Fast Select parameter that specifies whether the called DTE
can accept a call with the Fast Select option.
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If set to Yes, acall is made with Fast Select with the restriction enabled. In
this case, the called DTE must clear the incoming call. This parameter is
available only if the Fast Select parameter is set to Yes.

Options: Yes, No
Default: No

Call User Data (hex)

Specifiesthe actual user datathat issent in the Call Request Packet User Data
field.

Thelength of the user datafield depends on whether you configure to use Fast
Select.

The following shows the lengths, in bytes, that are available, depending on
two aspects: whether you are using Fast Select and the specific protocol being
used.

IPX with Fast Select =122 bytes; without Fast Select =10 bytes
AppleTalk with Fast Select =122 bytes; without Fast Select =10 bytes
CLNSwith Fast Select =124 bytes; without Fast Select = 12 bytes

Generic ITU-T Facilities Entry

Lets you add new facilities codes to your current configuration in addition to
the facilities already specified.

WARNING: This parameter must be entered in hexadecimal format. Refer to the ITU-
T Recommendation X.25 before setting this parameter.

Generic National Facilities Entry

Provided as a convenience for customers requiring the specification of
National or proprietary facilities. A provision for a Facilities Parameter
Marker valueisalsoincluded. Thisfield is convenient for use acrossan X.25
gateway.

Entries must be in hexadecimal format consistent with the ITU-T
Recommendation X.25.

Consult your network representative or technical support for further
information.

Optimizing 205



Inbound Authentication Update

Specifies whether the inbound authentication database for the interface
associated with thisWAN call destination is updated to reflect connection
information. If the parameter is set to Enabled , an entry consisting of the
remote system ID and the password is written to the authentication database.
If the parameter is set to Disabled , no entry iswritten.

Options: Enabled, Disabled
Default: Disabled
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Managing

This section explains how to manage remote access after it has been installed
and configured and describes the utilities used to manage remote access
connections.

You have many options for managing remote access, including the use of
+ RCONSOLE to start and stop remote access services remotely
+ Utilities executed from the server console to monitor remote access
+ NIASCFG to view the status of and change remote access parameters
+ ConnectView to monitor remote access usein real-time

+ ManageWise to manage remote access along with other network
resources

Remote Access Using RCONSOLE

You can use RCONSOLE, the remote console utility provided with NetWare,
to manage Novell® Internet Access Server 4.1. RCONSOLE enables you to
use aworkstation to access the server (on the same network or through a
modem) by creating a remote server console.

During aremote consol e session, you can load and unload modules, execute
console commands, and copy files. RCONSOLE is convenient for remote
access control of your server.

NOTE: RCONSOLE will not allow remote access to a server if the network supervisor
has not enabled remote connections using REMOTE. To access a server remotely, the
Remote and RSPX modules must be loaded on the server, the RCONSOLE.EXE file
must be loaded on the workstation, and you must know the remote password.
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To launch an RCONSOLE session, type rconsole and press Enter. If you
are starting a remote session through a direct Sequenced Packet Exchange™
(SPX™ ) connection, you can a so designate the name of the server or the
Internetwork Packet Exchange™ (IPX™ ) address you want to reach.

You can use the keystrokes described in Table 20 for the RCONSOLE
functions shown. All other keys function as if you were at the server console.

Table 20 RCONSOLE Function Keys
Function Press keys
Access the RCONSOLE Available Options menu Alt + F1
Exit RCONSOLE Alt + F2
Cycle through the console windows Alt + F3 or Alt + F4
Show the address of the workstation you are using Alt + F5

For complete information about using RCONSOL E to manage a server, refer
to your NetWare® documentation.

Starting Remote Access

Bringing Down

To start remote access, enter the following command at the NetWare® console
prompt (:):
nwcstart

This command executes al the statements in the NWCSTART.NCF file that
contains the LOAD commands for remote access services.

The NWCSTART.NCF fileis created during the Novell Internet Access 4.1
installation and configuration. The NWCSTART command is automatically
added to the AUTOEXEC.NCF file.

Remote Access

After installation and configuration have been compl eted, remote accessisup
and running. To bring it down or stop remote access from running, enter the
following command at the NetWare system console prompt (:):

nwcstop
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Remote Access Soft Shutdown

When in soft shutdown mode, the remote access server will not accept new
connections, a condition useful when preparing to issue the nwestop
command. To put the remote access server into soft shutdown mode, enter the
following command at the NetWare system console prompt (3):

nwcshutd

After issuing the NWCSHUTD command, all unused ports are disabled and
dial-in portsare not monitored for incoming calls. Portsthat werein use at the
time the command was issued are not affected until released by the
application. At that time, the port will aso become unavailable.

Disabled ports show a status of Shutdown. Any attempts by applications to
acquire adial-out port will fail. You must issue the NWCRSUME command
to resume normal remote access operation.

An alert is generated when the NWCSHUTD command is executed. To view
the alert report, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Alerts

Resuming Remote Access

To exit soft shutdown mode and resume normal remote access operation, enter
the following command at the NetWare system console prompt (:):

nwcrsume

After issuing the NWCRSUME command, al ports that were shut down
becomeavailableagain. All dial-in portsarereinitialized and go into awaiting
state.

An adert is generated when the NWCRSUME command is executed. To view
the alert report, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Alerts

Remote Access Using Console Utilities

The Remote Access Console Utilities can be launched from NIASCFG and
areintended to be viewed as part of that program. Thefollowing list describes
the NetWare® Loadable Module™ (NLM™ ) programs that make up the
remote access console utilities.
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+ NWCCON—Configure remote accessoptions. You can usethis utility by
loading NIASCFG and following this path:

Select Configure NIAS > Remote Access

+ NWCSTAT—Display remote access status. You can use this utility by
loading NIASCFG and following this path:

Select View Status for NIAS > Remote Access

+ AIOCON—Caonfigurelow-level portinformation. You can usethisutility
by loading NIASCFG and following this path:

Select Configure NIAS > Remote Access > Configure Ports

+ AIOPDCON—Create Packet Assembler Disassembler (PAD) profiles
used to configure PAD parametersfor X.25 connections. You can usethis
utility by loading NIASCFG and following this path:

Select Configure NIAS > Remote Access > Set Up... > Configure
AIOPAD Parameters

+ PPPRNCON—Configure Point-to-Point Protocol Remote Node Service
(PPPRNS) options. You can use this utility by loading NIASCFG and
following this path:

Select Configure NIAS > Remote Access > Configure Service > PPPRNS

+ ARASCON—Configure AppleTalk Remote Access Service (ARAS)
options. You can usethis utility by loading NIASCFG and following this
path:

Select Configure NIAS > Remote Access > Configure Service > ARAS

+ NCSCON—Configure NetWare Asynchronous Services Interface™
(NASI™ ) Connection Service (NCS) options. You can use this utility by
loading NIASCFG and following this path:

Select Configure NIAS > Remote Access > Configure Service > NCS

Remote Access Using NIASCFG

NIASCFG enables you to configure and check the status and statistics of
Novell Internet Access Server remote access, protocols, and routing.
NIASCFG also enables you to use the various Novell Internet Access Server
4.1 console utilities from the NetWare® server console or by using
RCONSOLE.
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To launch NIASCFG, enter 1load niascfg at the NetWare server console.
The NIASCFG main menu offers the following four options.

+ Configure NIAS

+ View Statusfor NIAS
+ Manage Licenses

+ Exit

NIASCFG offers access to console utilities in much the same way as
INETCFG did previously with afew exceptions. Most notably, after launching
NIASCFG, you can view status or use a console utility, but you cannot allow
a utility to continue to run while you check other screens. If you launch a
console utility from NIASCFG, you have to exit that utility before doing
anything else.

The Configure NIAS Option

After you select Configure NIAS, select Remote Access, Protocols and
Routing, or Virtual Private Network. Then select a component to configure
from the displayed list. The Remote Access Options are listed below.

+ Configure Ports

+ Configure Port Groups

+ Configure Synchronous I nterfaces
+ Configure Security

+ Configure Services

¢ SetUp

+ Generate Configuration Report

Refer to Setting Up in the Remote Access documentation for the configuration
procedures. For information about using the Set Up option to set parameters
to simplify remote access management, refer to M odifying Set Up Parameters
for Remote Access Management.

The View Status for NIAS Option

You can monitor remote access from the View Status for NIAS option. For
more information, refer to the individual management procedures:

+ Generating Remote Access Configuration Reports
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+ Viewing Remote Access Status Options

+ Viewing Remote Access Port Status

+ Viewing Remote Access Port Statistics

¢ Activating Remote Access Port Traces

+ Resetting Remote Access Ports or Sessions

+ Viewing Remote Access Port Identification

+ Changing Remote Access Port Configuration

+ Viewing Remote Access Service Status and Statistics
+ Viewing Remote Access Alerts

+ Viewing the Remote Access Audit Trall

Modifying Set Up Parameters for Remote Access
Management

As part of remote access management, you might find it useful to set certain
parameters to make your administration tasks easier, such as setting a
directory context, specifying server information, and specifying audit trail
parameters.

Setting Directory Context

Setting a default directory context helps you to easily traverse the Directory
tree when you configure user-related menu options. This does not change the
object’s directory context, it just makesit easier to modify user-related
configuration. To set the default directory context, load NIASCFG and follow
this path:

Select Configure NIAS > Remote Access > Set up... > Set Directory Context

Specify the context in which most of your users appear. If your users are
distributed over multiple contexts, then move up the Directory Treeto a
common branch of the tree.

To move up the tree, select the double-period (..) entry; select any other
container to move down thetree. If the CONNECT object does not have
browse rights to move up the Directory tree, press Insert and enter the new
directory context. Thisallows you to jump to another branch of the treewhere
the CONNECT object hasrights.
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Specifying Server Information

Specifying the server information requested on the Set Server Information
window is useful for administering remote access from aremote console. It
hel ps other administrators identify the server and also appears on the
configuration reports. Entering this information is optional, but it is very
useful in network management.

To specify the server information, load NIASCFG and follow this path:
Select Configure NIAS > Remote Access> Set Up... > Set Server Information

Enter the server installation location and description information.

Specifying Audit Trail Parameters

Table 21

Remote access maintains an audit trail that stores arecord of each connection
and each user action. Configuring the audit trail consists of enabling or
disabling the audit trail. If you enablethe audit trail, you must specify thetime
of archival, the interval between two archives, and the number of archived
files that you want retained before the audit trail is purged.

The audit trail information is used for accounting by the ConnectView®
management application. You can also use the audit trail information to
determine how effectively your resources are being used. You can view the
audit trail and manage it from the Remote Access Status Options menu.

To set audit trail options, load NIASCFG and follow this path:
Select Configure NIAS > Remote Access > Set Up... > Define Audit Trall

Table 21 on page 213 describes the parameters of audit trail configuration.
After you specify the audit trail parameters, press Esc to save your changes.

Audit Trail Parameters

Audit Trail Parameter

Enable Audit Trail

Archive Hour

Function
Enables (or disables) audit trail log entries to the currently active log file.
Time of day when the contents of the current log file are to be moved to an

archive file for storage. Specify a time when the communications server
activity is low. The default time is 3:00 a.m.
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Archive Interval Set to a number of days (0-90) that log entries are to be accumulated in the
current log file. At the end of the archive interval, log entries are moved to an
archive file for storage. A value of zero indicates no archive. The default is
one.

Archive Files Retained Set to a maximum number of archive files to be retained for storage. When
the maximum is exceeded, the oldest log file is deleted as the current log file
is archived. The default is seven.

Generating Remote Access Configuration Reports

Each time you make changesto your configuration, generate a configuration
report to verify your configuration. You can aso use the configuration report
for subsequent troubleshooting efforts. To generate a configuration report,
load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Generate Configuration
Report

You are given the option of sending the report to the screen or adisk file. If
you save the configuration report to afile, you can print the file or save it to
compare with future reports. Table 22 on page 215 shows the information
generated for a configuration report.

By default, all options are enabled. The F2 key enables you to customize
options. For example, if you have many users, you can turn off User
Information to generate a shorter, quicker report. You can enable or disable
options before running the configuration report.
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Table 22

Configuration Report Information

Report Entry

Description

Warning messages

Directory context and
container context

Consistency. These warnings display inconsistencies in port configurations,
licenses, user restrictions to ports and services, and service restrictions to
ports.These service-specific consistency checks help you determine
configuration errors in the Configure Service windows:

ARAS-specific messages. Make sure valid zone names are specified for
user and global restrictions.

PPPRNS-specific messages. Make sure the correct protocol is selected for
security.

NCS-specific messages. Group names and port names defined in
NIASCFG are equivalent to general names and specific names (with a slight
difference) of NetWare Asynchronous Services Interface™ (NASI™ ) users.
The difference is in the number of characters supported. NIASCFG supports
a maximum of 15 characters for group and port names. NCS/NASI supports
a maximum of 8 characters in general names and 14 characters in specific
names.

The inconsistency exists because third-party NASI applications are written to
the specification defined for general and specific names; remote access is
enhanced to support more characters.

Specifies the Directory context. Verify that it is set to the container in which
most of your remote access users exist. This context is useful when you must
browse NIASCFG menus to set up user configuration parameters. The
Directory context is set in NIASCFG in the remote access Set Up... window.

The Container context (Connect Rights Level) is defined when you create the
CONNECT object in the Novell Directory Services™ (NDS™ ) tree during
remote access installation. All NetWare users in the Connect container and
below can access remote access, except users in the containers that are
blocked with the Inheritance Rights Filter. A user who does not belong to the
Container context might fail to establish a connection.

You cannot change the Container context to allow users to establish
connections. However, you can modify the CONNECT object’s rights to the
user’s container. Use the appropriate NetWare administrative utility to grant
the CONNECT object Browse rights and Read attributes to the container. This
allows the users in that container to access remote access. To allow the
CONNECT object to manage the user’s connect parameters, also grant the
CONNECT object Write attribute rights to the container.
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Report Entry

Description

Installed and loaded
remote access services

Installed and enabled
third-party security
services

Defined communication
ports

Authorized users for
ports and services

Authorized ports for
services

Services configured to
use ports

System defaults

User information

Displays the installed and loaded remote access services. These are installed
automatically when you install remote access. However, load only the
services that you require. If you do not see the proper services loaded, choose
Select Remote Access Services from the Set Up... window and load the
required services.

Displays the installed and enabled third-party security services. Third-party
security devices are installed separately from remote access. When at least
one third-party security device is installed, the third-party security entries
appear in the configuration report. Verify that the third-party security product
is enabled or disabled as required by your installation.

Displays the port mapping, modem type, and link parameters for the list of
defined ports.

Defined Remote Access Ports. Verify that the ports are defined correctly
for dialing in, dialing out, or both.

Port groups defined. If a port group is named incorrectly or contains the
wrong port, refer to Port Groups for instructions on changing the name or
configuration.

Displays the authorized users for the ports and services. Make sure that only
valid user IDs are allowed to access these ports and services. Any User

means all valid users not restricted by the Connect Rights Level. If you want
to restrict some users to ports or services, refer to Remote Access Security.

If Any Port is defined to use the service, then all remote access ports can use
that service. If you want to restrict specific ports to a service, refer to Remote
Access Security.

Displays the same information as Authorized ports for services, but in a
different format. The ports and the services each has access to are listed in
alphabetic order.

Displays the global defaults: maximum connect time, default dial-back mode,
idle timeout, dial-out restriction, and remote access password restriction.

The system defaults for maximum connect time, dial-back mode, and dial-out
restrictions are overridden by the defaults set for the individual user.

Displays the configuration parameters for each user.
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Report Entry

Description

Configuration reports for
NCS, PPPRNS, and
ARAS

Displays the configuration parameters for NCS, PPPRNS, and ARAS.

For NCS, this is the list of general names that NASI, WIN2NCS, and
MAC2NCS users see on their workstations. The default group in the list is
ANY_PORT,; this group contains all remote access ports. The default general
name for DIALIN ports is DIALIN. To make any changes to the NCS
configuration parameters, refer to Configuring NCS.

For PPPRNS, this is the list of configured options including Enabled Security,
enabled IP and IPX interfaces, ISDN short hold parameters, and whether PPP
ISDN Multilink is enabled.

For ARAS, this is the list of configured options for all ARAS clients. The list of
Setup Options includes Forward Packets to AppleTalk with CRC Embedded,
Support Version for Remote Access Clients, whether to prompt users for
remote client password, and the optional ARAS greeting. The Default
Restriction Zone List and User Restricted Zone List are also included.

Viewing Remote Access Status Options

To view the remote access status options, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access

The remote access Status Options menu is displayed, showing four display
options. Table 23 lists the options, what each displays when selected, and
other information about each option.

Table 23 Remote Access Status Options

Option

Information Displayed

Display Port Status

Display Service Status

Display Alerts

Displays real-time port information such as the port name, port status, service
accessing the port, username, elapsed time, port description, and maximum
connection time. This option allows you to reset a session.

Displays statistics for each of the loaded services. Service statistics can be
divided into general and custom statistics.

Displays real-time and current alerts. This option also enables you to archive
current alerts and to save alerts to a file.
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Option

Information Displayed

Display Audit Trail

When auditing is enabled, displays audit event's time of occurrence,
username, workstation ID (if applicable), port name, telephone number dialed
(if applicable), dialback number, service used, and session names (for
modem-independent ports only). This option enables you to display the active
log file, select and view an archived file, output to an ASCII file, and display
entries in descending order.

Viewing Remote Access Port Status

Monitoring port status gives you real-time information about the port name,
status of the port, service accessing the port, username, elapsed time, port
description, and maximum connection time.

To view the port status, load NIASCFG and follow this path:
Select View Status for NIAS > Remote Access > Display Port Status

The Port Status Window is displayed. Each port islisted with the following
Headings: port name, status, service, user, and time. Table 24 defines each
Heading.

Table 24 Port Status Window

Heading Meaning

Port Name The name assigned to a port during port configuration.

Status The status of the selected port. Table 5-3 shows the possible values and their
meanings.

Service The service that has acquired the port.

User The name of the user accessing the port. The full username appears at the
bottom of the screen when the port is highlighted. If it is more than 10
characters, the name is truncated.

Time The duration of the connection.

The status of the selected port is displayed in the second column from the left.
Table 25 shows the possible values and their meanings.
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Table 25

Port Status

Port Status

Meaning

Acquired

Acquired Other

Answering

Broken

Connected

Connecting

Dialing

Disconnected

Disconnecting
Idle

Initializing

Shutdown

Startup

Unavailable

Waiting

The port was acquired by remote
access.

The port was acquired by an
application other than remote access.

The portis responding to an incoming
call.

Remote access failed to initialize the
modem attached to this port.

The remote connection established
successfully.

The remote caller is attempting to
establish a remote access
connection.

Remote access is dialing out.

The connection has been completely
terminated.

The connection is being reset.
The port is available for dial-out use.

The modem-to-port connection is
being initialized.

The port is not available because the
system is in soft shutdown state.

Remote access is being loaded.

The port cannot be used because the
driver providing this port is not loaded
or has not registered this port with
remote access.

The port is ready for an incoming call.
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Table 26

For more information and options, highlight a port name and press Enter. The
Port Operations menu is displayed, offering six options. Table 26 describes
the available options.

Port Operations

Option

Action or Information Displayed

Display Port Statistics

Start Trace on Port

Stop Trace on Port

Reset Port

Identify Port

Terminal Mode

Configure Port

Views current settings, configuration information, and statistics for the
selected port.

Starts a trace of this port’s bidirectional data that is saved to a binary file. This
option is helpful if you have problems with a modem initializing or if an in-
coming application fails to connect. Starting a trace adds the Stop Trace on
Port option to the Port Operations menu.

Stops a port trace. This option is present only after a trace has been begun.
After the trace has been stopped, you can view the captured trace data using
the VIEWTRC utility from a workstation.

Reinitializes a port that has failed to initialize or whose configuration
parameters have been changed. Use this option to forcibly disconnect a user.

Use this option to identify which physical port is referenced by this port name.
When you select this option the remote access software toggles the port's
DTR signal, causing the TR or DTR light on the attached modem to blink. You
cannot use this option if the port is in use by an application.

Use this option to diagnose a modem or cabling problem. This option sends
data to the selected port from the keyboard or a file and enables you to view
the response.

Enables you to change a port’'s name, modem type, or link parameters.

Viewing Remote Access Port Statistics

Viewing port statistics gives you real-time information about the port name,
status of the port, service accessing the port, username, elapsed time, port
description, and maximum connection time.

To view aport’s statistics, load NIASCFG and follow this path:
Select View Status for NIAS > Remote Access > Display Port Status

Select the port you want to view and press Enter.
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The information window for the selected port is displayed showing detailed
information about current settings, port information, and port statistics. You
will have to scroll down the window to view all the information presented.

Current Settings

Verify that the current settings are what you expect. The settings listed on the
information window include bit rate, data bits, parity, flow control and port
signals and reflect what the driver is currently using for this port.

Port Information

The information window displays general and configuration information
about the selected port. You can view the hardware type, board number, port
number, application owning and monitoring the port, configured default bit
rate, and data bits (for the port and modem, if applicable).

Port Statistics

The information window displays data bytes received and transmitted, parity
errors, framing errors, and hardware and software overrun errors.

Saving Information to a File

The contents of the information window can be saved to afile by pressing the
F2 key. The datais written to the file SY S\SY STEMMAIO\AIOMON.TRC.
If thefile already exists, the current datais appended to thefile. You can view
and print the file using an ASCI| text editor.

Activating Remote Access Port Traces

If you have problems with amodem initializing or if an application failsto
connect to a port, you can start a trace on the port to get more information
about the problem.

Starting a Port Trace

To start atrace on aport, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Port Status > port
you want to trace > Start Trace on Port

Select the port you want to trace, press Enter , then select Start Trace on Port
from the Port Operations menu.
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You are prompted for the Output File Name. After you enter the trace
filename, the Port Operations menu is removed and the server captures the
information flow. All data packets sent to and received from the port are saved
into the tracefile. The trace is active until you stop it.

NOTE: If you do not specify a path with the trace filename, the file will be saved on the
root of the SYS volume.

Stopping a Port Trace
To stop atrace, select the desired port, then select Stop Trace on Port.
Use the VIEWTRC utility to convert the file into readable form for viewing.

Viewing Trace Files

Novell Internet Access Server 4.1 provides a DOS-based utility,
VIEWTRC.EXE, that converts the trace files you have saved to ASCI| text
files that you can read with any text editor.

VIEWTRC.EXE isinstaledinthe SY S:SY STEM\UTIL Ssubdirectory. Copy
thisfile to a DOS workstation and enter the following command at the DOS
prompt:

viewtrc source destination

Replace source with the pathname and filename of the tracefile, and replace
destination with the pathname and filename of the converted file.

Resetting Remote Access Ports or Sessions

You can reset a port if you have problems with amodem initializing or if an
application does not recognize a port.

To reset a port, load NIASCFG and follow this path:
Select View Status for NIAS > Remote Access > Display Port Status

Select the port you want to reset, press Enter , then select Reset Port from the
Port Operations menu. The Port Reset Options menuisdisplayed, offering the
three options shown in Table 27.
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Table 27

Port Reset Options

Option

Resulting Action

Reset Session

Conditional Port Reset

Unconditional Reset of
Port

Terminates the connection by notifying the application using the port to
disconnect the session. Use this option in the case of malfunctioning
hardware or software or for security purposes. Generally, the remote user is
not notified that the connection will be terminated, but this behavior depends
on the application.

Initializes the port in an orderly way. If the port is not in use, the port will be re-
initialized. Use this option to guarantee that you will not reset a port that is in
use.

Causes AlO to release the port and notify the application. Use this option in
the event of a malfunctioning application and only if the Reset Session or
Conditional Port Reset options fail.

WARNING: Use the Unconditional Reset of Port option with extreme caution because
data loss could occur.

Viewing Remote Access Port Identification

You can use the Identify Port option to identify which physical portis
referenced by this port name. Theremote access softwarewill togglethe port’s
DTR signal, which causes the TR or DTR light on the attached modem to
blink. You cannot use this option if the port isin use.

You can use this option to quickly find the modem attached to a port. For
example, if usersreport that they are having trouble dialing in to a certain port
and you suspect a problem with the modem, use the I dentify Port option to
determine which modem to replace without having to trace cables.

You can also use the Identify Port option to find out the name of the port that
aparticular modem is attached to. Select the portsin sequence and request the
Identify Port option until the modem in question blinks.

To use this feature, load NIASCFG and follow this path:
Select View Status for NIAS > Remote Access > Display Port Status

Select the port you want to identify, pressEnter, then select Identify Port from
the Port Operations menu.
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Changing Remote Access Port Configuration

You can use the Configure Port option to change the configuration parameters
for a selected port, including the port’s name, modem type, and link
parameters.

To change a port’s configuration, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Port Status > port
you want to configure > Configure Port

When you select the Configure Port option, the initial window displays the
highlighted Port Name, the port description and the modem typein use. Use
the cursor control keys (arrow keys) to highlight the parameter you want to
change. After making a change, press Enter or F3 to save your changes.

When you modify the modem type, select a specific modem name or select
Automatic Detection to have the remote access software attempt to find out
which modem is connected to the port.

You can modify more parameters by selecting Additional Parameters. The
additional parametersincludelink parameters, port mapping, groups assigned
to, applications allowed, and application parameters.

Viewing Remote Access Service Status and Statistics

The Display Service Status option enables you view statistics for each of the
loaded services. Service statistics can be divided into general and custom
statistics.

The Service Statistics window lists the service name, whether it is running,
whether statistics are available, and the port number. A description of the
service is displayed below the Service Statistics window with an explanation
of the service's function.

To view aservice's statistics, load NIASCFG and follow this path:
Select View Status for NIAS > Remote Access > Display Service Status

Select the service you want to view and press Enter. The statistics for the
selected service are displayed.
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Viewing NCS Status

Highlight NCS and press F10 to view more status information about the
NetWare Asynchronous Services Interface™ (NASI™ ) Connection Service
(NCS), asshown in Figure 16. Thiswindow also displaysremote control hosts
onthe LAN waiting for calls (if configured to use the dial-in group). The other
services (ARAS and PPPRNS) do not provide any additional status

information.
Figure 16  NCS Status

NCS Status 1.0 NetW
Session Port Name Dial Status CallerID NASTIT
ENG SVE-ENG DIALIN IN ACTIVE JOE SUPERY
IN1 ATO 10001 IN IDLE SUPERY
IN1 AIO_10002 IN ACTIVE RAY TESTEI
ouT ATIO 10003 ouT ACTIVE RAY
ouT ATO 10004 ouT IDLE
ouT ATIO 10005 ouT ACTIVE OLAF

Session ID: ENG

Port Name: SVE-ENG DIALIN

Caller ID: JOE

NASI USER ID: SUPERVISOR

Network Address: clfc0000 Node Address
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Viewing Service Statistics

You can monitor service statistics to diagnose internal problems with the
services. To view the service statistics, select the service you want to view
from the those listed and press Enter. To reset the statistics counters to zero,
press Delete.

PPPRNS Statistics

Service statistics for PPPRNS can be divided into general and custom
statistics. Only the custom statistics are explained in this section. For an
explanation of general statistics, refer to information onthe MONITOR utility
in the NetWare documentation. To view the PPPRNS statistics, oad
NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Service Status >
PPPRNS Statistics

Table 28 definesthe PPPRNS custom statistics.

Table 28

PPPRNS Custom Statistics

Statistic

Meaning

Number of Connected
Ports Monitored

Reset Statistics Counter
Total Bytes Transmitted

Data Packets
Transmitted

Total Bytes Received
Data Packets Received
Receive Framing Errors

Receive CRC Errors

The number of active sessions that PPPRNS is monitoring.

The number of times you pressed Delete to reset the counters.
The total number of bytes that PPPRNS sent from all ports.

The number of packets transmitted by PPPRNS.

The total number of bytes PPPRNS received from all ports.
The number of packets PPPRNS received from all ports.
The number of invalid frames that PPPRNS received.

If you have cyclic redundancy check (CRC) errors, then you might have data
loss. The data loss could be from hardware overrun or corrupted data.
Hardware overruns occur if data is arriving too fast for the server to process
and the data is being overwritten. During disturbances in the asynchronous
link, the incoming byte might be altered, resulting in corrupted data.
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Statistic

Meaning

Received Frames Too
Big

No RCB to receive frame

Number of Transmit
Frames Tossed

TSM Tx Flow Control
Errors

If your receive buffer cannot handle the bigger frames from the client, this
counter is incremented. This shows problems with the client negotiation.

The number of times PPPRNS cannot acquire a receive buffer to accept an
incoming frame. Incoming frames are discarded. This could happen if
resources are running low.

The number of transmitted frames that were discarded because PPPRNS
was too busy.

This counter is incremented if PPPTSM sends information when PPPRNS is
busy. The problem could be with the flow control handshake.

NCS Statistics

To view the NCS statistics, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Service Status >
NCS Statistics

Table 29 defines the custom statistics for NCS.

Table 29 NCS Custom Statistics

Statistic

Meaning

Command Interpreter
Users

Query Name Requests
Packets Input
Packets Output

Total Connections

The number of NASI applications using NCS that have active Command
Interpreters (Cls)

The number of requests to query a general port name or a specific port name
The total number of packets input to NCS by NASI applications
The total number of packets output by NCS to NASI applications

The total number of connections to the NCS ports

ARAS Statistics

Service statisticsfor ARAS can be divided into general and custom statistics.
Only the custom statistics are explained in this section. For an explanation of
general statistics, refer to information about the MONITOR utility in the
NetWare documentation.
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To view the ARAS statistics, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Service Status >
ARAS Statistics

Table 30 explainsthe custom statistics for ARAS.

Table 30

Custom ARAS Statistics

Statistic

Meaning

Number of Ports
Monitored

Total Bytes Transmitted

Data Packets
Transmitted

Data Packet Bytes
Transmitted

Total Bytes Received
Data Packets Received

Data Packet Bytes
Received

Receive Framing Errors
Receive CRC Errors

Out-of-Sequence
Packets Received

Out-of-Sequence Packet
Bytes Received

Requested Retransmits

Timeout Retransmits

Number of active ports that ARAS is controlling

Total number of bytes that ARAS sent out of the serial ports

Number of packets transmitted by ARAS

Number of bytes in all the packets transmitted so far

Total number of bytes ARAS received from the serial ports
Number of packets ARAS received from the serial ports

Number of bytes in all the packets received so far

Number of framing errors that ARAS received
Number of cyclic redundancy check (CRC) errors received by ARAS

Number of packets ARAS retransmitted because it did not receive an
acknowledgment

Number of bytes ARAS retransmitted because it did not receive an
acknowledgment

Number of times the remote end requested retransmission because data was
lost during transmission

Number of times the remote end timed out and ARAS had to retransmit the
data
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Viewing Remote Access Alerts

Analertisarecord of anetwork event alerting you to problems and conditions
on the network. To view the remote access a erts, load NIASCFG and follow
this path:

Select View Status for NIAS > Remote Access > Display Alerts
A list of alertsis displayed.
Saving Alerts to a File

To save an dert to afile, select the aert and press F2. You are prompted to
specify afilename in the (default) path, SY S\SY STEM. You can specify a
different path. Thisfile can be copied to a LAN workstation to be viewed or
printed with an ASCII text editor.

Managing Alerts with Display Options

The Display Options menu offers four options for managing alerts. To view
and use the Display Options menu from the Manage Alerts window, press
Insert. Table 31 definesthe display options.

Table 31 Manage Alerts Display Options Menu

Display Option Meaning

Display Active Log File Displays a list of current audit trail entries if any are available.

Select from Archived File Lists all archived files, depending on the settings in the Audit Trail
List Configuration window. Select a file from the list and press Enter to display all
alerts archived in that file.

Output to ASCII File Prompts you for a filename in which to save the displayed list of alerts. You
can print this ASCII file from any LAN workstation.

Display Entries in Sorts the displayed alerts in ascending or descending chronological order.
Descending Order

Viewing the Remote Access Audit Trail

An audit trail contains information about who used which service or port and
for how long. You can view and manage the audit trail from the Remote
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Access Options menu if you enabled the audit trail when you configured
remote access.

To view and manage the audit trail, load NIASCFG and follow this path:
Select View Status for NIAS > Remote Access > Display Audit Trail

A list of logged eventsis displayed. To save alogged event to afile and print,
select the entry and press F2. Specify adifferent pathname and filenameif you
do not want the program defaults.

You can pressInsert to manage the audit trail with the Display Options menu,
as described in Managing Alerts with Display Options.

Remote Access Using ConnectView

ConnectView™ enables you to perform real-time management of the remote
access software on multiple Novel I® Internet Access Server 4.1 servers, This
includes displaying multiple servers and their resources, managing ports and
connectionsfor aselected server, setting aport threshold valuefor each server,
and displaying alerts and audit trail datafor each server.

Refer to the following sections for information about
+ Displaying and Managing Servers and Their Resources
+ Managing and Monitoring Connections and Ports
+ Accessing Log Files and Log Reports
+ Displaying and Using Trend Analysis Data
+ Setting Up Accounting Profiles and Generating Billing Charges

Displaying and Managing Servers and Their Resources

ConnectView opens aView All window whenever the application is started.
The View All window enables you to quickly view alist of your managed
servers, display and control the servers' resources, and view summary
information about them. Server resources include the boards/drivers, port
groups, ports, and remote access services. To view this data, you need the
Simple Network Management Protocol (SNMP) MonitorCommunity (GET)
access rights. Figure 17 shows an example View All window.

NOTE: Only one instance of the View All window can be opened. This window cannot
be closed unless you exit the application; however, it can be minimized.
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Figure 17  View All Window
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You can also open View windowsto display additional views of resourcesand
datafor individual servers. To open aView window, select the desired server
and choose Window > New. A View window appears for the selected server.

Server and server resources appear as containers or leaf objects. Container
objects (servers, board/driver groups, port groups, and service groups) can be
expanded to display additional resources. A plussign (+) appearsin front of
the container objects that can be expanded. A minus sign (-) appearsin front
of the objectsthat have been expanded and can then be collapsed. L eaf objects
(individual boards/drivers, ports, individual port group, and service) are
objects that cannot be expanded and do not have either symbol in front of
them. Selecting an object causes information for the selected object to appear
in the right side of the window.

To expand the objects of acontainer, either double-click the container or select
it and choose View > Expand Object or press +. To return the objects to the
container, either double-click the expanded container or select it and choose
View > Collapse Object or press -.
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NOTE: The message Gathering data... appears when data for the server’s resources
is being obtained. Also, to indicate the application is processing data, a lightning bolt
flashes in the Status Bar.

By default, server polling intervals are set to 5 minutes so the datain the View
All and View windows is refreshed every 5 minutes. To force an immediate
update of the data displayed inthe View All window or aView window, select
the window and choose View >Update (F5 ).

If datafor a server cannot be retrieved, collapse it and select another object.
Then, reselecting and expanding the server icon causes ConnectView to retry
retrieving the data.

Managing and Monitoring Connections and Ports

To establish adial-in or dial-out connection, the remote access software first
assigns the user a necessary port and then establishes a connection to the
destination device. After the connection is established, the remote access
software, and any additional software, such as third-party remote access
applications, establishes a session between the calling and receiving
applications so that the remote node or remote control communication can
take place.

ConnectView enables you to

+ Quickly display a summary of port availability through a graph

*

Quickly verify the status of a server’s port connections and settings
information to enable you to easily monitor connections and diagnose
configuration problems when they occur

+ Reset ports to enable you to perform port maintenance and security
functions

+ Access aPort Status dialog box for each port to enable you to view port
utilization, display error statistics, verify port settings, and check modem
status and operation

+ Display NetWare® Asynchronous Service InterfaceTM (NASITM)
Connection Service (NCS) session data to enable you to manage NCS
sessions
NOTE: You need the SNMP MonitorCommunity (GET) access rights to display
data and the SNMP ControlCommunity (SET) access rights to perform

management operations. Refer to Support for SNMP and ConnectView for more
information about setting community strings.
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For more information about managing connections and ports, refer to the
following sections:

+ Managing Port Connections

+ Viewing Port Status

¢ Setting Port Thresholds

+ Managing NASI Connection Service (NCS) Sessions

Managing Port Connections

You manage port connections in the Port Connections window. This window
displays datain a graph showing the in-use and available ports, connection
information, and detailed port configuration data.

To access the Port Connections window, first either select the desired server
inaView All or View window or select the desired server name in the Server
combo box in the Tool Bar. Then, either click the Port Connectionsiconinthe
Tool Bar or choose Server > View Port Connections. ConnectView opens the
Port Connections window for the selected server.

Displaying Connections by User ID, Port Name, Port Status, or Service

ConnectView allows you to limit the display of port connections with the
following display options:

¢ UserID

+ Port

+ Port status
* Service

Limiting the display of port connections helps you find information quickly
and focus on connections and port problemswhen they occur. To access these
options, choose View > Display Options (F4 ). ConnectView displays the Port
Connections Display Options dialog box.

Specify the desired options and click OK.

Updating Port Connections Data

ConnectView updates port connection data based on the server’s polling
interval. By default, the server polling interval is set to 5 minutes for each
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managed server. ConnectView also enables you to force an immediate update
of the information when it is needed.

NOTE: To change a server’s polling interval, choose File > Preferences and click the
Server Information tab button.

To force an immediate update of the datain the Port Connections window,
choose View > Update (F5 ). ConnectView replaces the current data with the
most up-to-date data available from the network.

Viewing Port Status

To verify port status and configuration data, you can access a Port Status
dialog box. This dialog box provides areal-time status of the selected ports,
graphsfor the level of traffic and errors, summary connection information,
and a graphic display of modem and port signals.

To access a Port Status dialog box, first select the desired port inthe View All,
View, NCS Sessions, or Port Connectionswindow. Then, either click the Port
Statusicon in the Tool Bar or choose Ports > View Port Status. ConnectView
opens the Port Status dialog box for the selected port.

NOTE: Double-clicking a port icon, or a port connection in the above windows also
opens the Port Status dialog box.

Updating Port Data

ConnectView polls the selected port every 2 seconds to update the real-time
data displayed in the Port Status dialog box. ConnectView updates this data
independent of the server’s polling interval. ConnectView al so enables you to
turn off this polling by clicking the Stop Polling button or to force an
immediate update of the information by pressing Update.

Resetting Port Statistics

ConnectView enables you to reset the statistics displayed in the Traffic and
Errorsgraphs, so that you focus your analysis on current and future traffic and
error rates. By default, these statistics are cumulative for all connections on
this port, starting from when the remote access software was started.

To reset the statistics, click the Reset Statistics button. The current statistics
are set to zero. Statistics for new traffic and errors accumulate until the dialog
box is closed or the statistics are reset again.
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Resetting Ports

Reopening the dialog box displays the current cumulative statistics based on
the original data. The statisticsreturn to zero when the remote access software
is unloaded and restarted.

ConnectView enables you to reset the ports displayed for the current server.
Reset a port to terminate an unwanted connection or to perform connection
and session maintenance. Resetting a port disconnects the current users and
returns the port to its original state. Thisis equivalent to the remote access
software unconditional port reset command.

NOTE: To reset a port, you need the SNMP ControlCommunity (SET) access rights.
Refer to Support for SNMP and ConnectView for more information about setting
community strings.

To reset a port, select the desired port and choose Ports > Reset Port.
ConnectView resets the selected port.

NOTE: Another way to reset a port is by selecting a port in any ConnectView window
that displays ports and choosing Ports > Reset Port.

Setting Port Thresholds

ConnectView enables you to set a port usage threshold, to enable you to
receive proactive notification when port usage reaches a specified limit.

When the threshold limit is reached, the remote access software generates a
threshold message informing you that the port usage threshold has been
reached. This proactive notification can help you efficiently distribute port
usage across your servers, optimize port usage, and perform capacity
planning.

NOTE: To set a port threshold, you need the SNMP ControlCommunity (SET) access
rights. Refer to Support for SNMP and ConnectView for more information about setting
community strings.

To set aport threshold, select the desired server in aView All or aView
window, or select the desired server namein the Server combo box in the Tool
Bar. Then, choose Ports > Set Port Usage Threshold. ConnectView opens the
Threshold Settings dialog box. Enter the desired settings and click OK.

Managing NASI Connection Service (NCS) Sessions

You can manage NCS sessions in the NCS Sessions window. This window
provides a status of the NCS sessions on the current server and is updated
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according to the server's polling interval. By default, the server polling
interval is set to 5 minutes for each managed server.

To accessthe NCS sessionswindow, first either select the desired server inthe
View All window or a View window, or select the desired server namein the
Server combo box in the Tool Bar. Then, either click the NCS Sessionsicon
in the Tool Bar or choose Server > View NCS Sessions. ConnectView opens
the NCS Sessions window for the selected server.

Displaying Connections by Session ID, Port, Status, or Dial Type

ConnectView alows you to filter the display of NCS session data with the
following display options:

¢ Session D
+ Port

+ Status

+ Dial type

To access these options, choose View > Display Options (F4 ). ConnectView
displays the NCS Sessions Display Options dialog box.

Updating NCS Session Data

ConnectView updates the datain the NCS Sessions window according to the
server polling interval. By default, the server polling interval is set to 5
minutes for each managed server. ConnectView also enables you to force an
immediate update of the information displayed in this window.

NOTE: To change the server’s polling interval, choose File > Preferences and click the
Server Information tab button.

To force an update of the datain the NCS Sessions window, choose View >
Update (F5). ConnectView replaces the current datawith the most up-to-date
data from the network.

Resetting NCS Sessions

ConnectView enablesyou to reset the sessions displayed in the NCS Sessions
window by resetting the port. This allows you to terminate unwanted
connections and perform session maintenance. Resetting a port used by a
session disconnects the current users and returns the port to its original state.
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NOTE: You need the SNMP ControlCommunity (SET) access rights to reset a session.
Only sessions with a Connected status can be reset. Refer to Support for SNMP and
ConnectView for more information about setting community strings.

To reset aport, select the desired NCS session and choose Ports > Reset Port.
ConnectView resets the port used by the selected session.

Accessing Log Files and Log Reports

ConnectView provides access to each managed server’s aerts file and audit
trail file and displays datain report format. In addition, ConnectView allows
you to customize the data fields that appear in the reports. The dertsfile
contains a history of aserver’s events. The audit trail file contains arecord of
remote access service access and usage. Thesefiles are stored and maintained
inthe SY S:SY STEM\CSLIB directories on the remote access servers on your
network. Before accessing the log files, ensure that the BSPXCOM.NLM file
isloaded on the managed servers and that the BREQUEST.EXE program file
is running on the ConnectView workstation.

IMPORTANT: The audit trail file and/or archived files must be available to display trend
analysis, accounting, audit trail, and alert data. To enable the audit trail, choose Server
> Configure Audit Trail. If a large audit trail file or archived files are used, obtaining audit
trail or alerts data might require a substantial period of time.

This section covers the following topics:
+ Configuring Audit Trail Recording
¢ Using AlertsFiles
¢ Using Audit Trail Files

Configuring Audit Trail Recording

Audit trail recordsin the current audit trail file or archived files are required
for trend analysis and accounting and for viewing alerts and audit trail logs.
ConnectView enables you to dynamically turn on and off remote acess audit
trail recording and set audit trail optionsfor archiving files. By default, remote
access audit trail recording is enabled; the archive hour is set to 3:00 am.; the
archiveinterval isset to 1 day; the number of archivedfilesretainedissetto 7.

NOTE: To change the audit trail options, you need the SNMP ControlCommunity (SET)
access rights. Refer to Support for SNMP and ConnectView for more information about
setting community strings.
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To toggle the remote access audit trail recording and change other audit trail
options, select the desired server and choose Server > Configure Audit Trail.
ConnectView opens the Audit Trail Configuration dialog box.

To enable remote access audit trail recording, click the Enable Audit Trail
check box. Use the spin controls to set the desired archive hour, archive
interval, and the number of archived files retained. To disable audit trail
recording, clear the Enable Audit Trail check box.

NOTE: Enabling and disabling audit trail recording affects the recording of only remote
access and NetWare ConnectTM 2.0 records. However, changes to the archive options
affect the server’s archive files.

To apply the changes and close the Audit Trail Configuration dial og box, click
OK. To close this dialog box without applying the changes, click Cancel.

Using Alerts Files

Alertsfiles contain information about network events detected by the remote
access software. Alertsfiles contain a chronological record of information—
such as severity, time the event occurred, port name, and service—based on
the current audit trail file. You can use the display optionsto view the alerts
datafrom the archived files. Datafor aerts can be displayed in tabular and
report format.

ConnectView provides access to the aertsfiles of the serversyou are
managing to enable you to obtain a chronological list of server events and
assess server performance.

To access an aerts file, complete the following steps:
1 Ensurethat the desired server is selected.

If the desired server is not selected, either select the server iconin the
View All window or a View window or select the server namein the
Server drop-down combo box located in the left corner of the Tool Bar.

2 Either click the Alertsicon in the Tool Bar or choose Server > View
Alerts.

ConnectView prompts you for start and end dates. Enter the desired dates
and click OK. ConnectView opens an Alerts window.

You can further limit the displayed alert data by choosing View > Display
Options (F4) and specifying the dates within the specified start and end
dates.
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IMPORTANT: Due to table tool limitations, up to 8,000 alert records may be
displayed at one time.

Displaying Alert Data by Entry Time, Severity Level, Port, and Service

ConnectView enablesyou to limit the display of aerts by entry time, severity
level, port name, and service.

To limit the data displayed in the Alerts window, choose View > Display
Options (F4). ConnectView opens the Alerts Display Options dialog box.

Click the Filter radio button and click the check boxes for the desired options.

To display the alerts data for the specified settings, click OK. To close the
Display Options dialog box without changing the current settings, click
Cancdl.

To return to full display, click the Show All radio button and OK.

Updating Alert Data

Alert datais not updated automatically. However, ConnectView enables you
to refresh the data whenever it is necessary.

To force an immediate update of the datain the Alerts window, choose View
> Update (F5 ). ConnectView replaces the current data with the most up-to-
date data available from the current audit trail file.

Generating Alert Reports

ConnectView enables you to generate daily and summary alert datain report
format. The report format allows you to view and print formatted data for
server summaries or daily aert activities. Also, by using the Alerts Display
Options dialog box to limit the data in the Alerts window, you can limit the
content of the report to a specified time period, severity level, port, and
service.

NOTE: To limit the content of the report to a specified time period, severity, port, and
service, use the display options in the Alerts window before accessing the report. Due
to table tool limitations, up to 8,000 alert records may be displayed at one time.

Todisplay alert datain report format, ensure that the desired server is selected,
and from any window choose File > Generate Report > Alerts. ConnectView
opens the Alerts Report window and displays the alert datain report format.
The Alertswindow is also opened in the background.
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NOTE: Closing the Alerts window also closes the Alerts Report window.

Customizing the Alert Report

ConnectView allows you to specify which information appearsin the Alert
Report window and in what order the data columns appear.

To customize the data display in the Alert Report window, choose File >
Report Preferences and click the Alert tab button. The Report Preferences
dialog box appears with the options for the Alert Report window.

By default, the Alert Report includes summary and detailed information.
Detailed information appears in the following order:

+ Entry time
* Severity
+ Port name
+ Service
+ Description
Clear the check boxes for the data you do not want to appear in the report.

To change the order of the detailed information, select the desired field and
click the Up or Down button.

To save your changes, click OK. The changes take effect the next time the
Alert Report window is opened and remain in effect until these options are
changed. To close this dialog box without applying the changes, click the
Cancd button.

Printing or Copying Alert Report Data
ConnectView alows you to print or copy report data.

To print alert report data, open an Alerts Report window and choose File >
Print. ConnectView prints the displayed report.

To copy the aert report data, open an Alerts Report window and choose Edit
> Copy. ConnectView copies the displayed report to the Windows clipboard.

240 Remote Access References



Using Audit Trail Files

An audit trail fileisintegral to network security and management. Thisfile
provides information that identifies who used which remote access ports and
services, when the ports and services were used, and for how long. When the
Audit Trail window isfirst opened, the data is based on the current audit trail
file. You can use the display options to view the audit trail datafrom the
archived files. This data enhances system security and enables efficient
planning and resource allocation.

Accessing Audit Trail Records
To access a server’s current audit trail file, complete the following steps:
1 Ensurethat the desired server is selected.

If the desired server is not selected, either select aserver iconinthe View
All window or aView window or select aserver name in the Server drop-
down combo box located in the |eft corner of the Tool Bar.

2 Either click the Audit Trail icon in the Tool Bar or choose Server > View
Audit Trail.

ConnectView prompts you for start and end dates. Enter the desired dates
and click OK. ConnectView opens an Audit Trail window.

You can further limit the displayed audit trail data by choosing View >
Display Options(F4 ) and entering dateswithin the specified start and end
dates.

IMPORTANT: Due to table tool limitations, up to 8,000 audit trail records may be
displayed at one time.

Displaying Audit Trail Data by Entry Time, User ID, Port, Port Status, and Service

ConnectView enables you to limit the data displayed by entry time, user 1D,
port, port status, and service.

To display audit trail information by any of the display options, choose View
> Display Options (F4 ). ConnectView opensthe Audit Trail Display Options
dialog box for the Audit Trail window.

Click the Filter radio button and click the check boxes for the desired options.

To display the audit trail datafor the specified options, click OK. To close the
Display Options dialog box without changing the current settings, click
Cancdl.
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To return to full display, click the Show All radio button and OK.

Updating the Audit Trail Window

ConnectView enables you to update the information displayed in the Audit
Trail window so that it reflectsthe server'smost recent audit trail information.
This datais not updated automatically.

To refresh the datain the Audit Trail window, choose View > Update (F5).
ConnectView replaces the data displayed in the Audit Trail window with the
most up-to-date data from the current audit trail file.

Generating Audit Trail Reports

ConnectView enables you to generate audit trail reports with server and daily
totals. Thesereportsallow you to easily view and output formatted server and
daily summaries of remote access service access and use.

NOTE: To limit the content of the report to a specified time period, user ID, port, port
status, and service use the display options in the Audit Trail window before accessing
the report. Due to table tool limitations, up to 8,000 audit trail records may be displayed
at one time.

To generate an audit trail report, ensure that the desired server is selected and
from any window choose File > Generate Report > Audit Trail. ConnectView
opens an Audit Trail Report window with the report data. The Audit Trail
window is aso opened in the background.

NOTE: Closing the Audit Trail window also closes the Audit Trail Report window.

Customizing the Audit Trail Report

ConnectView allows you to specify which information appears in the Audit
Trail Report window and in what order the data columns appear.

To customize the data display in the Audit Trail Report window, choose File
> Report Preferences and click the Audit Trail tab button. The Report
Preferences dialog box appears with the options for the Audit Trail Report
window.

By default, the Audit Trail Report includes summary and detailed information.
Detailed information appears in the following order:

¢ Entry time
¢ UserID
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+ Port name

+ Service

+ Description

+ Connection ID (not selected)
+ Event ID (not selected)

Clear the check boxes for the data you do not wish to appear in the report.

To change the order of the detailed information, select the desired field and
click the Up or Down button.

To save your changes, click OK. The changes take effect the next time the
Audit Trail Report window is opened and remain in effect until these options
are changed. To close this dialog box without applying the changes, click the
Cancdl button.

Printing or Copying Audit Trail Report Data
ConnectView alows you to print or copy report data.

To print the audit trail report data, open an Audit Trail Report window and
choose File > Print. ConnectView prints the displayed report.

To copy the audit trail report data, open an Audit Trail Report window and
choose Edit > Copy. ConnectView copiesthe displayed report to the Windows
clipboard.

Loading and Unloading Services

The remote access software provides the following three basic services:
+ NASI Connection Service (NCS)

NCS provides PC and Mac* users dial-in capability with third-party
access products and remote control technology. NCS also allows usersto
dial-out to host resources.

+ AppleTak* Remote Access Service (ARAYS)

ARAS provides Mac users dia-in capability with remote node
technol ogy.

+ Point-to-Point Protocol/Remote Node Service (PPPRNS)

PPPRNS provides Unix® and DOS users dial-in capability with remote
node technology or ISDN connections.
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ConnectView enables you to dynamically load and unload the available
services on the current server.

NOTE: To load and unload services, you need ControlCommunity (SET) access rights.
Refer to Support for SNMP and ConnectView for more information about setting
community strings.

To load or unload a service, expand the server to display the desired service,
select the desired service, and choose Server > Load Service or Server >
Unload Service. ConnectView loads or unloads the selected service.

Setting Application Preferences

ConnectView provides several application preferences to enable you to
customize the application for your environment. ConnectView preferences
include

+ Polling intervalsto enable you to control how often the network is polled
for data. Thisisespecially useful to limit unnecessary traffic or traffic
over ow networks. By default, the server polling interval isset to 5
minutes for each managed server.

+ Grace periodsto enable you to specify aminimum connection duration to
be used for accounting and trend analysis data. By default, agrace period
of 30 secondsis used for each service.

+ SNMP options to enable you to set workstation community strings for
individual serversand SNM P timeout values and retry values. By defaullt,
MonitorCommunity and Control Community strings are set to public, the
SNMPretry valueis set to 2 retries, and the SNMP timeout valueis set to
5 seconds.

NOTE: SNMP options are available only when ConnectView is run in standalone
mode.

To change a ConnectView preference, choose File > Preferences.
ConnectView opens the Preferences dialog box. Click the tab button for the
desired option and specify the desired settings.

Setting Server Polling Intervals

The polling interval determines how often your network is polled for data.
ConnectView displaysdataaccording to the server polling interval inthe View
All, View, Port Connections, and NCS Sessions windows. By default, the
server polling interval is set to 5 minutes for each managed server. You can
also force an immediate update of data by opening the desired window and
then choosing View > Update (F5).
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NOTE: Data in the Port Status dialog box is updated every 2 seconds, independent of
the server polling interval.

To change the polling intervals, click the Server Information tab in the
Preferences dialog box. The polling options appear. Click the check box in the
Polling? column for the desired servers, then enter the desired polling
intervalsin minutesin the Polling Interval column. Acceptablevaluesinclude
1 to 60 minutes.

IMPORTANT: If you plan to manage many servers or servers over slow networks,
consider using a high polling interval to reduce network traffic and improve network
performance. In this case, you can always use the Update command (F5) to force an
immediate update of the data as needed.

Either click another tab button to make additional changes or click OK to
apply the changes and close the Preferences dialog box.

Click Cancel to close this dialog box without applying the changes.

Setting a Grace Period

ConnectView enables you to specify a minimum connection duration so that
connections lasting less than the minimum duration are not used to calculate
accounting and trend analysis data. By default, ConnectView sets the
minimum connection duration at 30 seconds for each service.

To change the minimum connection duration, click the Grace Period tab
button. The grace period options appear. Use the spin controls to set the
desired grace period for each service. Valid settings include 0 to 999 seconds
(approximately 17 minutes).

To make additional changes, click another tab button. To apply the changes
and close the Preferences dialog box, click OK.

To close this dialog box without applying the changes, click Cancel.

Setting SNMP Options

ConnectView enables you to set workstation community stringsfor individual
servers, SNMP time-out values, and SNMP retry values. By defaullt,
community strings on the ConnectView workstation are set for public access
(monitor=public control=public). For SNMP GET and SET requests to be
successful, the workstation community strings must match the community
strings set on the managed server.
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IMPORTANT: By default, SNMP.NLM on the server side sets the server’s
MonitorCommunity to public but disables access to the ControlCommunity.

To change the SNMP options, click the SNMP Options tab button in the
Preferences dialog box. The SNMP options appear.

To make additional changes, click another tab button. To apply the changes
and close the Preferences dialog box, click OK.

To close this dialog box without applying the changes, click Cancel.

Displaying and Using Trend Analysis Data

To access a Trend Analysis Data window, select a server in the View All
window or a View window, or select a server name in the Server drop-down
combo box in the left corner of the Tool Bar. Then, either click the Trend
Analysisiconin the Tool Bar or choose Server > View Trend Analysis.
ConnectView prompts you for starting and ending dates and then opens the
Trend Analysis window for the specified period.

NOTE: Connections that terminate while the audit trail option is disabled and
connections that terminate beyond the end date of the display period are not included
in trend analysis data.

You can al so open multiple views of the Trend Analysiswindow for the same
server and the same display period by selecting the opened Trend Analysis
window and choosing Window > New.

IMPORTANT: If you are accessing large amounts of data in the current audit trail file
and/or archived files, displaying trend analysis data could require a substantial amount
of time and memory. Also, if low memory conditions occur and Windows is configured
to swap data to disk, this could increase the amount of time required to process the
data.

Refer to the following procedures:
¢ Setting the Trend Analysis Display Options
¢ Using the Trend Analysis Split Window
¢ Saving Trend Analysis Data
+ Outputting Trend Analysis Data

For sample Trend Analysis windows and explanations, see Interpreting Trend
Anaysis Data.
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Setting the Trend Analysis Display Options

When you are viewing trend analysis data, ConnectView enables you to
customize the display of datawith several display options. These options
appear in the Trend Analysis Display Options dialog box. The available
options vary depending on which trend analysis category is selected.

To access the Dialog boxes. Trend Analysis Display OptionsTrend Analysis
Display Options dialog boxTrend Analysis Display Options dialog box,
ensurethat a Trend Analysiswindow isopen and the desired graph is sel ected.
Choose View > Display Options (F4). ConnectView opensthe Trend Analysis
Display Option dialog box. Specify the desired options and click the OK
button.

Using the Trend Analysis Split Window

ConnectView enables you to display two views of data from the same trend
analysis category within onewindow, so you can easily compare datafrom the
same category for different intervals.

To display a split trend analysis window, position the cursor over the upper
gray border of the window (just under the Title Bar) until it changes shapeto
paralel lineswith two arrows. Press and hold the left mouse button. Drag the
border to the desired position and rel ease the mouse button. Click theicon for
the desired category. Figure 18 shows an example split window with
maximum port usage data.

Figure 18 Trend Analysis Split Window
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To limit the data display in either graph, select the desired graph. A dark
border appears around the selected graph. Choose View > Display Options
(F4). ConnectView opensthe Trend Analysis Display Options dialog box for
the selected graph.

NOTE: If the Category list box is in focus and you have split windows, a dialog box
appears so you can specify to which graph to apply the display options.

Saving Trend Analysis Data

ConnectView enables you to save trend analysis data to afile so that you can
view trend analysis graphsindependent of the server’s audit trail and archived
files.

To save trend analysis data, open the Trend Analysis window for the desired
period and choose File > Save Trend Analysis. ConnectView prompts you for
apath and filename and then saves the data for the specified period to atrend
analysisfile. Trend analysisfiles have a TAD extension.

To access a previously saved trend analysis file, choose File > Open Trend
Analysis. TheFile Open diaog box appears. Specify thedesired trend analysis
file (filewith a TAD extension) and click OK. ConnectView opensthe Trend
Analysis window and displays the saved data.

NOTE: Use the DOS command or Windows File Manager to delete trend analysis files.

Outputting Trend Analysis Data

ConnectView enables you to print the graphs from any Trend Analysis
window, copy the trend analysis graph in bit map or text format to the
Windowsclipboard, or export trend analysisdatain tab-delimited format. This
capability allowsyouto create and maintain trend analysisrecordsfor detailed
reports and analyses.

Copying Trend Analysis Data

To copy graphsfromaTrend Analysiswindow intext or bit map format, sel ect
the category you wish to copy. A dark border appears around the selected
graph. Choose Edit > Copy. ConnectView prompts you to choose graph or bit
map format. Select the desired format and click OK.

ConnectView copies the graph datain the specified format to the Windows
clipboard. You can then paste the text or bit map into other applications.
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Printing Trend Analysis Data

To print agraph from a Trend Analysis window, select the category you wish
to print. A dark border appears around the selected graph. Choose File > Print.
ConnectView prints the selected graph.

IMPORTANT: To print graphs, some printers could require configuration changes.

Exporting Trend Analysis Data

To export trend analysis data, select the trend analysis category you wish to
export. A dark border appears around the selected graph. Choose File >
Export. ConnectView prompts you to specify afilename and path. Specify the
desired path and click the OK button.

ConnectView exports data in tab-delimited format to the specified file. You
can then import the data into other applications for additional analysis.

Interpreting Trend Analysis Data
This section contains sample Trend Analysis windows to help you interpret
and anayze the trend analysis data you collect.

NOTE: The grace period or minimum connection duration needed for a connection to
be included as trend analysis data can be set in the Grace Period page of the
Preferences dialog box. To access this dialog box, choose File > Preferences. By
default, the grace period is set at 30 seconds.

Refer to the following descriptions of the types of graphs available:
+ Maximum Ports Usage Graphs
+ Connections by Direction Graphs
+ Connections by Service Graphs
+ Connection Attempts Graphs
¢ Connection Duration Graphs
+ Traffic Statistics Graphs
+ Usage by Media Graphs

Maximum Ports Usage Graphs

Maximum ports usage graphs show the maximum number of portsin use
simultaneously during the display period to enable you to monitor port
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utilization, perform capacity planning, and evenly distribute port usage across
Novell Internet Access Server 4.1 serversrunning the remote access software.

To obtain this data, ConnectView checks the recorded status of each port for
each minute of the display period. If a port was accessed during a minute,
ConnectView counts the port as used during that minute. Then, ConnectView
compares the number of ports used during each minute for a 60 minute
interval and sel ects the highest value as the maximum port usage for that hour.
This processis repeated for each hour of the display period. The highest
hourly value within a 24 hour period is then used as the daily maximum port
usage.

NOTE: Because it is unlikely a port will be used more than once per minute,
ConnectView uses a minute interval to check for port usage. If a port happens to be
used more than once during a minute, the port usage data will be inaccurate. Also,

ConnectView considers only complete connections, so if a port is in use when the port
usage data is calculated, it will not be counted.

If aport is accessed more than once per minute, ConnectView countsit as
being used only once during the minute interval.

To display maximum ports usage data, click the Maximum Ports Usage icon
in the Category list box. By default, datais displayed at hourly intervalsfrom
8 am. to 5 p.m. for each day for the specified dates.

Figure 19 shows a sample Trend Analysis window for ports usage on server
NWCServerl. To change the time of day and display interval, ensure the
desired graph is selected and choose View > Display Options (F4).
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Figure 19  ExampleTrend Analysis Windowfor Maximum Ports Usage
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From this example, you can see that the maximum ports usage on the server
NWCServerl is displayed from 8:00 am. to 5:00 p.m for 10 days (6/4/96 to
6/13/96). This data indicates that a maximum of five ports werein use
simultaneously on 6/4. Only one port was used on 6/10 and 6/11. If theremote
access software s licensed for eight ports, this data suggests that port
utilization is greater than 50 percent of the available port licenses for more
than two days.

NOTE: Maximum ports usage does not reflect the number of sessions using the ports.

Setting Display Options for Maximum Ports Usage, Connections by Direction,
Connections by Service, and Connection Attempts Graphs

When you are viewing maximum ports usage, connections by direction,
connections by service, and connection attempts data, ConnectView enables
you to customize the display of datawithin the originally specified start and
end dates by changing the

+ Start date
+ Number of days for which datais displayed

+ Time of day for which datais displayed (individual hours or all day [24
hours])

+ Interval by which datais displayed (hourly or daily)
+ Graph style
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IMPORTANT: Displaying connection data by hour shows the number of
connections that were established during the displayed hours. If a connection
crosses hours, the connection will be counted in each hourly interval that it
crosses. In this case, the total number of connections could exceed the total when
the data is displayed by a daily interval.

To access the Trend Analysis Display Options dialog box, ensure that the
desired graph is selected and choose View > Display Options (F4).
ConnectView opensthe Trend Analysis Display Option dialog box, shownin
Figure 20.

Figure 20 Example Trend Analysis Display Options
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Specify the desired options and click the OK button.
Connections by Direction Graphs

Connections by Direction graphs help you determine the number of dial-in,
dial-out, and dialback connections made during a specified period, monitor
resource usage, and evenly distribute dial-in, dial-out, and dialback users for
more efficient performance.

ConnectView counts the number of valid dial-in, dial-out, and dialback
connections that occurred during each hour of the display period. The hourly
totals for each twenty-four hour period within the display period are then
added together for the daily totals. For a connection to be valid for this trend
analysis category, both astart connection record and an end connection record
must be found within the display period.
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Figure 21

IMPORTANT: Within the same display period, the number of valid connections for this
category might not match the number of valid connections for the Connections by
Service, Connection Attempts, and Connection Duration categories. Connection
Direction graphs require both a start connection record and an end connection record
within the display period. These other categories require that valid connections have
only an end connection record within the display period.

To display connections-by-direction data, click the Connections by Direction
icon in the Category list box. By default, this graph shows the number of
connections by direction on adaily interval.

Figure 21 shows a sample Trend Analysis window with connections by
direction data.

Example Trend Analysis Windowfor Connections by Direction
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In this example, you can see the number of dial-in, dial-out, and dialback
connections made between 6/4/96 and 6/13/96 on server NWCServerl. This
dataindicates that approximately 1,500 dial-in connections and 1,000
dialback connections were made each day between 6/8 and 6/13, while there
were few dial-out connections during the display period.

To change the display optionsfor connections by direction data, choose View
> Display Options (F4). For an example Display Options dialog box, see
Figure 20 on page 252.
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Connections by Service Graphs

Connections by Service graphs provide data to enable you to track service
usage and proactively plan for service expansion.

ConnectView counts the number of valid connections for each service that
occurred during each hour of the display period. The hourly totals for each
twenty-four hour period within the display period are then added together for
the daily totals. For a connection to be valid for thistrend analysis category,
only an end connection record must be found within the display period.

IMPORTANT: Within the same display period, the number of valid connections for this
category might not match the number of valid connections for the Connections by
Direction, Traffic Statistics, and Usage by Media categories. Connections by Service
graphs require only an end connection record within the display period. These other
categories require that valid connections have both a start connection record and an
end connection record within the display period.

To display connections-by-service data, click the Connection by Serviceicon
in the Category list box. By default, this graph displays the daily number of
connections by service.

Figure 22 shows a sample Trend Analysis window with connections by
service data.

Figure 22  Example Trend Analysis Windowfor Connections by Service
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In this example, you can see that connections were made using the PPPRNS
service from 6/6/96 to 6/13/96 on the server NWCServerl. No AppleTak
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Remote Access Services (ARAS) or NASI™ Connection Service (NCS)
connections occurred throughout the period.

NOTE: The remote access services that are configured and loaded on the server or
recorded in the audit trail file appear in this graph.

To change the display options for connections by service data, ensure the
desired graph is selected and choose View > Display Options (F4). For an
example Display Options dialog box, see Figure 20 on page 252.

Connection Attempts Graphs

Table 32

Connection attempts graphs show the number of normal connections,
abnormal connections, dial-out failures, and login failures on a server. These
graphs help you monitor how successful users are in establishing their
connections and assess connection and security problems during this period.
Table 32 describes the connection attempt categories.

Connection Attempt Categories

Connection Category

Description

Normal Connection

Abnormal Connection

Dial-out Failure

Login Failure

Successful dial-in, dial-out, and dialback connections that terminated in an
orderly fashion.

Connections that were terminated in a disorderly fashion, without user
initiation. Possible causes are line failure, transmission error, maximum idle
time or user connection time exceeded limit, port or session reset by
administrator, or service or driver unloaded.

Dial-out or dialback connection failed. Possible causes are that the number
was busy, port or service was unavailable, or access was restricted.

User login attempt failed. Possible causes are invalid username or password,
unauthorized NetWare or remote access software access, or that the login
was disabled.

IMPORTANT: Within the same display period, the number of valid connections for this
category might not match the number of valid connections for the Connections by
Direction, Traffic Statics, and Usage by Media categories. Connection Attempts graphs
require only an end connection record within the display period. These other categories
require that valid connections have both a start connection record and an end
connection record within the display period.
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Todisplay connection attemptsdata, click the Connection Attemptsiconinthe
Category list box. The connection attempts graph shows daily connection
attempts from the specified start date to the specified end date.

Figure 23 shows a sample Trend Analysis window with connection attempts
data.

Figure 23  Example Trend Analysis Windowfor Connection Attempts
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In this example, you can see that there were approximately 1,500 successful
connections each day between 6/8/96 and 6/13/96 on the server NWCServerl.
Also, notice that during this period a number of dial-out failures and login
failures occurred. There were no abnormal connections during the display
period.

To change the display options for connection attempts data, ensure that the
desired graph is selected and choose View > Display Options (F4). For an
example Display Options dialog box, see Figure 20 on page 252.

Connection Duration Graphs

Connection duration graphs enable you to track connection durations and
patterns in connection durations. This data can help you to set duration
standards and monitor the amount of time users are connected to the remote
access software.

For each day of the display period, ConnectView counts the number of
connections with connected times within each duration interval. Connection
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times are calculated in seconds and then converted to minutes. The number of
connectionswithin each connection duration interval providesthedaily totals.
For a connection attempt to be valid for thistrend analysis category, only an
end connection record must be found within the display period.

IMPORTANT: Within the same display period, the number of valid connections for this
category might not match the number of valid connections for the Connections by
Direction, Traffic Statics, and Usage by Media categories. Connection Duration graphs
require only an end connection record within the display period. These other categories
require that valid connections have both a start connection record and an end
connection record within the display period.

Todisplay connection duration data, click the Connection Durationiconinthe
Category list box.

NOTE: This data can be viewed only on a daily basis.

Figure 24 shows a sample Trend Analysis window with connection duration
data. By default, this graph shows the number of connections established for
less than 15 minutes, between 15 and 120 minutes (2 hours), and more than
120 minutes. Also, datais displayed daily from the specified start date to the
specified end date.

Figure 24  Example Trend Analysis Windowfor Connection Duration
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In this example, you can see the duration of connections between
6/4/96 and 6/13/96 on the server NWCServerl. Thisdataindicatesthat almost
all connections were established for less than 15 minutes.
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Setting Display Options for Connection Duration Graphs

When you are viewing connection duration data, ConnectView enablesyou to
customizethe display of datawithintheoriginally specified start and end dates
by changing the

+ Start date
+ Number of days for which datais displayed
¢ Under (lessthan) duration setting
+ Over (greater than) duration setting
+ Graph style
NOTE: This data can be displayed only in daily intervals.

To access the Trend Analysis Display Options dialog box, ensure that a
connection duration graph is selected and choose View > Display Options
(F4). ConnectView opens the Trend Analysis Display Options dialog box,
shown in Figure 25. Specify the desired options and click the OK button.

Figure 25 Example Display Options(Connection Duration)
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Traffic Statistics Graphs

Traffic statistics graphs help you monitor traffic patterns, anticipate periods of
heavy or light traffic, and more evenly distribute traffic across your remote
access servers.
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These graphs show the number of connectionsin groups of the average traffic
patterns. Traffic consists of the number of kilobytes or kilopackets sent and
received per second. To determinethelevel of traffic, thetotal number of bytes
or packetsisdivided by the number of secondsin the connection duration. The
resultant rates of traffic are then grouped according to intervals. For a
connection to be valid for thistrend analysis category, both a start connection
record and an end connection record must be found within the display period.

IMPORTANT: Within the same display period, the number of valid connections for this
category might not match the number of valid connections for the Connections by
Service, Connection Duration, and Connection Attempts categories. Traffic Statistics
graphs require both a start connection record and an end connection record within the
display period. These other categories require that valid connections have only an end
connection record within the display period.

By default, the traffic intervals start at 0.1 KBps (100 bytes) and continue for
10 intervals. The display options alow you to adjust these intervals and
display values and to display datafor Kilopackets sent and received.

NOTE: This data can be displayed only in daily intervals.

To display traffic statistics, click the Traffic Statisticsicon in the Category list
box.

Figure 26 shows asample Trend Analysiswindow with traffic statistics data.

Figure 26  Example Trend Analysis Windowfor Traffic Statistics
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In this example, you can see that all connections between 6/4/96 and 6/13/96
on the server NWCServerl had less than 2 KBps of traffic.
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Setting Display Options for Traffic Statistics

When viewing traffic statistics data, you can customize the display of data
based on the originally specified start and end dates by changing the

*

*

*

Start date

Number of days for which dataiis displayed
Traffic statistics

Starting interva

Interval size

Number of intervals

Datadisplay for kilobytes per second (K Bytes/Second) or kilopackets per
second (K Packets/Second)

Traffic filter (ISDN only, ISDN and others, non-1ISDN only)
Graph style
NOTE: This data can be displayed only in daily intervals.

To accessthe Trend Analysis Display Options dialog box, ensurethat atraffic
statistics graph is selected and choose View > Display Options (F4).
ConnectView opensthe Trend Analysis Display Option dialog box, shownin
Figure 27. Specify the desired options and click the OK button
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Figure 27
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Usage by Media Graphs

Usage by media graphs help you monitor media usage, analyze media usage
patterns, and distribute media utilization across your remote access servers.

These graphs contain pie charts that show the percentage of datatraffic and
the percentage of connections by media groups. Media groups are defined as
analog, ISDN, X.25, and other. Other refersto remote access connections that
use a media type different from those listed.

NOTE: Media type is not supported by NetWare Connect 2.0 servers. Connections to
NetWare Connect 2.0 servers will show the media type as other.

ConnectView counts the amount of traffic in kilobytes and the number of
connections for each mediatype for each day of the display period. The
resultant totals are then divided by the total amount of traffic and the total
number of connections, respectively. For aconnection to bevalid for thistrend
analysis category, both a start connection record and an end record must be
found within the display period.

IMPORTANT: Within the same display period, the number of valid connections for this
category might not match the number of valid connections for the Connections by

Service, Connection Duration, and Connection Attempts categories. Usage by Media
graphs require both a start connection record and an end connection record within the

Managing 261



display period. These other categories require that valid connections have only an end
connection record within the display period.

To display media usage data, click the Usage by Mediaicon in the Category
list box.

NOTE: This data can be displayed only in daily intervals. You can choose View >
Display Options to adjust the dates of the displayed data.

Figure 28 shows asample Trend Analysiswindow with usage by media data.

Figure 28 Example Trend Analysis Windowfor Usage by Media
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In this example, you can see that most data traffic (40%) on the server San
Francisco during the period 2/1/97 to 3/29/97 was anal og traffic. Also, most
connections (40%) were established for analog connections.

NOTE: Because the numerical values for traffic and connections are displayed in the
graphs, the hot graph feature is disabled for this trend analysis category.

Setting Up Accounting Profiles and Generating Billing
Charges

Accounting profiles define how charges will be calculated with a billing
formula and rates. First, specify the desired billing formula (Step 1). Then
enter the desired rates (Step 2). After the billing formula and rates have been
entered, view sample charges to verify that the formula and rates are correct

(Step 3).

262 Remote Access References



A billing formula can be based on one or more of the following categories
+ Rate per minute based on connection duration
Length of the connection multiplied by the rate per minute, based on:
+ Time-of-day

Intervals of 60 minutesfrom 0:00 a.m. to 11:59 p.m., for each day of
the week and holidays

¢ Baud rate
Connection speeds in bits per second (bps)
+ Port
Port names and available speeds
+ Services
Remote access services available on the current server
+ Rate per connection
Rate for each connection based on baud rate, service, or port
¢ Overhead Rate

A flat-rate charge applied to the users assigned to the profile with valid
remote access software connections. A check box is available to apply
this charge to all users assigned to the profile, including those without
valid connections.

After thebilling formulaand rates are specified, accounting profiles are saved
asfileswith .NCP extensions. Accounting profiles can be saved locally or on
anetwork drive. You can then assign users to the saved profiles.

NOTE: To delete unwanted accounting profiles, use the DOS command or Windows
File Manager.

You can create multiple accounting profiles and apply them to different users
as necessary. By default, ConnectView creates an accounting profile called
DEFAULT.NCP, with no billing formula or rates. This default accounting
profileisassigned to all users. However, you must specify the desired billing
formula and enter the billing rates to generate meaningful charges.

To access the Accounting Profile dialog box, select a server icon in the View
All window or a View window, or select a server name in the Server drop-
down combo box in the left corner of the Tool Bar. Then, choose Accounting
> Create Profile or, if an accounting profile has already been saved,
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Accounting > Edit Profile. ConnectView opensthe Accounting Profile dialog
box, shown in Figure 29.

Figure 29  Accounting Profile Dialog Box
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In this dialog box, you can use the tab buttons to specify the desired billing
formula. The current billing formulaappearsin thelower section of thisdialog
box.

NOTE: The display in the Billing Formula list box changes as you select or deselect the
desired charges, but cannot be edited.

ConnectView enables you to create or change billing formulas based on rate
tablesfor time of day, baud rate, port, and service, aswell asan overhead rate.

For more information on billing, refer to:
¢ Setting the Rate per Minute Charge
¢ Setting the Rate per Connection Charge
+ Setting the Overhead Rate Charge

*

Entering Billing Rates
+ Viewing Sample Billing Charges
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+ Assigning Accounting Profiles and Account Numbers to Users
+ Displaying Billing Charges
+ Printing, Copying, and Exporting Accounting Data

Setting the Rate per Minute Charge
Rate per minute is a charge applied to users based on any or al of the
following costs:
+ Time of day the connection was made
+ Baud rate or connection speed
¢ Individua port accessed

+ Remote access service used

To access the Rate Per Minute settings, click the Rate Per Minute tab button
in the Accounting Profile dialog box. ConnectView displays the rate per
minute options, shown in Figure 30.

Figure 30  Account Profile Dialog Boxwith Rate Per Minute Options
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Click the desired check boxes for the rate tables you want to use. Click atab
button to display additional billing formula options.

To close this dialog box and accept all changes, click the Save or Save As
button. To close this dialog box without applying any changes, click the
Cancel button.

NOTE: To enter rates for the rate per minute based on baud rate, port name, time of
day, and type of service, click the Enter Billing Rates button (Step 2) and then click the
desired tab buttons.

Setting the Rate per Connection Charge

Rate per connection is aflat-rate charge based on any or al of the following:
+ Baud rate of the connection
¢ Individua port and connection speed used in the connection

+ Remote access service used for the connection

Thisrateisapplied to all users each time they connect to the current remote
access software, regardless of the duration of the connection.

To access the Rate Per Connection settings, click the Rate Per Connection tab
button in the Accounting Formula dialog box. ConnectView displays the rate
per connection options, shown in Figure 31.
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Figure 31  Accounting Profile Dialog Boxwith Rate per Connection Options
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Click the desired check boxes for the rate tables you want to use.

To close this dialog box and accept all changes, click the Save or Save As
button. To display additional billing formula options, click atab button. To
close this dialog box without applying any changes, click the Cancel button.

NOTE: To enter rates for the rate per connection based on baud rate, port name, and
type of service, click the Enter Billing Rates button (Step 2) and then click the desired
tab buttons.

Setting the Overhead Rate Charge

Overhead rate is aflat-rate charge applied to al remote access software users
assigned to the profile during the specified billing period. Alternatively, this
charge can be applied to all users assigned to the profile, including those
without valid remote access connections during the billing period.

To enter arate per billing period, click the Overhead Rate tab button.
ConnectView displays the overhead rate options, shown in Figure 32.
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Figure 32  Accounting Profile Dialog Boxwith Overhead Rate Options

Accounting Profile - [Unlilled)
1. Compose Billng Formula
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Cost_Prer_Connections Bowd_Rate > +
Cazt_Par_Connection< Poil_MName > +
2. || Enter Billing Fiates... 3, Yiew Billing Sample. ..

If you want to use aflat-rate access fee or rate per billing period charge, click
the Yes radio button and enter the desired charge.

NOTE: Rates must begin with an integer, for example 0.50 or 1.20. A leading decimal
point will not be accepted.

To close this dialog box and accept al changes, click the OK button. To
display additional billing formula options, click atab button. To close this
dialog box without applying any changes, click the Cancel button.

Entering Billing Rates

ConnectView enablesyou to enter rates (Step 2) for any or all of thefollowing:

*

Time of day for 24-hour intervals for each day and holiday

*

Baud rates by connection speeds on a per minute or per connection basis

*

Individual ports by port speeds on a per minute or per connection basis

+ Remote access services on a per minute or per connection basis
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NOTE: Time of day and holiday rates apply only to the rate per minute billing
formula.

IMPORTANT: Because NCS cannot report the baud rate used for its dial-out
connections, baud rate and port name charges do not apply to NCS dial-out
connections. Because an AIOPAD port cannot report the baud rate used for its
connections, the rates specified in the baud rate and port name rate tables do not
apply to these connections.

Setting Up a Time of Day Rate Table

Figure 33

[=]

Time of day rate tables can be used to specify different costs per minute based
on the hour of the day, the day of the week, and whether or not it is a holiday.

To set up atime of day ratetable, click the Enter Billing Rates button in the
Accounting Profile dialog box. ConnectView displays the Time of Day rate
table and the tab buttons for additional rate tables, shown in Figure 33.

Rate Tables (Time of Day) Dialog Box
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Theexample Time of Day ratetableliststhetimein hourly intervalsfrom 0:00
am. to 23:59 p.m., and charges for each interval for each day of the week.

Enter the desired rates.
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NOTE: To enter the same amount in multiple cells, highlight the desired cells and enter
the desired rate in the Fill value edit box. Click the Apply button. This fills the highlighted
cells with the entered rate. Rates must begin with an integer, for example 0.50 or 1.20.
A leading decimal point will not be accepted.

Also, enter additional ratesthat apply to holidays under the Holidays column.
The Holidays column is the far right column.

Setting Holidays

When specifying time of day rates, ConnectView enables you to specify
holidays of the year to receive special rates. When a connection occurs on a
day assigned to be aholiday, holiday rates are used in place of any other rates.

Enter the desired holiday ratesin the Holidays column in the Time of Day rate
table.

Click the Holidays tab button. ConnectView displays the holiday calendar in
the Rate Tables dialog box, shown in Figure 34.

Figure 34  Rate Tables (Holiday Calendar) Dialog Box
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Toinclude dates as holidays, either double-click them in the calendar or select
the desired holiday dates and click the Add button. To remove dates as
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holidays, either double-click them in the Selected Holidays list or select any
unwanted dates and click the Remove button.

To copy holiday settings from a previously saved profile, click the Import
button. Importing holidays from another profile replaces the current holiday
settings with the imported settings.

To close this dialog box and apply the holiday changes, click the OK button.
To display additional accounting profile options, click atab button.

Setting Up a Baud Rate Table

ConnectView enables you to create arate table based on cost per minute or
cost per connection for baud rates used for a connection (connection speeds).

NOTE: Because an AIOPAD port cannot report the baud rate used for its connections,
the rates specified in the baud rate or port name rate tables do not apply to these
connections. Also, because NCS cannot report the baud rate used for its dial-out
connections, baud rate and port name charges do not apply to NCS dial-out
connections.

To create arate table for baud rates, click the Baud Rate tab button.
ConnectView displays the rates in the Rate Tables (Baud Rate) dialog box,
shown in Figure 35.
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Figure 35 Rate Tables (Baud Rate) Dialog Box
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Click the Rate Per Minute Table or Rate Per Connection Table radio button
and enter the desired rates for the connection speedsin the rate column.

NOTE: To enter the same amount in multiple cells, highlight the desired cells and enter
the desired rate in the Fill value edit box. Click the Apply button. This fills the highlighted
cells with the entered rate. Rates must begin with an integer, for example 0.50 or 1.20.
A leading decimal point will not be accepted.

To close this dialog box and apply al rate changes, click the OK button. To
display additional accounting profile options, click another tab button.

Setting Up a Port Rate Table

ConnectView enables you to create arate table based on cost per minute or
cost per connection for individual port access on the current server.

NOTE: Because an AIOPAD port cannot report the baud rate used for its connections,
the rates specified in the baud rate or port name rate tables do not apply to these
connections. Also, because NCS cannot report the baud rate used for its dial-out
connections, baud rate and port name charges do not apply to NCS dial-out
connections.
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To create arate table for the ports, click the Port Name tab button.
ConnectView displays the rates for the different speed on a port in the Rate
Tables (Port Name) dialog box, shown in Figure 36.

Figure 36  Rate Tables (Port Name) Dialog Box
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Click either the Cost Per Minute Table or Cost Per Connection radio button
and enter the desired rates for each port and port speed. To update the list of
available ports to match the available ports on the current server, click the
Update Port List button.

NOTE: To enter the same amount in multiple cells, highlight the desired cells and enter
the desired rate in the Fill value edit box. Click the Apply button. This fills the highlighted
cells with the entered rate. Rates must begin with an integer, for example 0.50 or 1.20.
A leading decimal point will not be accepted.

To close this dialog box and apply al rate changes, click the OK button. To
display additional accounting profile options, click another tab button.

Setting Up a Service Rate Table

ConnectView enables you to create arate table based on cost per minute or
cost per connection for each remote access service on the current server.
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To create arate table for the supported services, click the Services tab button.
ConnectView displaysthe service rates in the Rate Tables (Services) dialog
box, shown in Figure 37.

Figure 37  Rate Tables (Services) Dialog Box
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Click the Rate Per Minute Table or the Rate Per Connection Tableradio button
and enter the desired rates in the rate column. To update the list of available
services on the current server, click the Update Service List button.

NOTE: To enter the same amount in multiple cells, highlight the desired cells and enter
the desired rate in the Fill value edit box. Click the Apply button. This fills the highlighted
cells with the entered rate. Rates must begin with an integer, for example 0.50 or 1.20.
A leading decimal point will not be accepted.

To close this dialog box and apply al rate changes, click the OK button. To
display additional accounting profile options, click another tab button.

Viewing Sample Billing Charges
ConnectView allows you to view sample billing charges based on the current

billing formula, so that you can quickly evaluate the specified billing formula
and the specified rates.
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To access the View Sample dialog box, click the View Sample button in the
right side of the Accounting Profile dialog box. ConnectView opensthe View
Sample dialog box, shown in Figure 38.

Figure 38  View Sample Dialog Box

View Sample - [Untitled)
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Usethe spin controlsto change the time of day, click the A Holiday check box
to specify holiday charges, and use the combo boxes to select a connection
time, baud rate, port, and/or service. ConnectView displays sample billing
charges based on the current billing formula and rate tables. The current
billing formulais displayed in the upper section of the dialog box.

IMPORTANT: Remote Node Service (RNS) connections that fail to log in could be
included in the billing charges because a start and end record could still be logged.
Because NCS cannot report the baud rate used for its dial-out connections, baud rate
and port name charges do not apply to NCS dial-out connections. Also, because an
AIOPAD port cannot report the baud rate used for its connections, the rates specified in
the baud rate or port name rate tables do not apply to AIOPAD connections.

To close this dialog box, click the Close button.
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Assigning Accounting Profiles and Account Numbers
to Users

Figure 39

ConnectView enables you to assign users to the saved accounting profilesin
the Profile and User window.

To assign users to your accounting profiles, choose Accounting > Assign
Profile to Users. ConnectView opens the Profile and User window, shown in

Figure 39.

NOTE: By default, ConnectView creates the DEFAULT.NCP profile with account
number 0000 and assigns this profile to all users (<DEFAULT>). This profile does not
initially contain any billing formula or rates. The profile can be modified using Accounting
> Edit Profile, but cannot be removed from the Profile and User window.

Profile and User Window

Profile and User
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Fematel a5 RAACCTWPROFENCP 5000
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[
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NOTE: No charges are applied for accounting profiles that are unavailable or cannot be
found.

Adding Users and Removing Users from a Profile Assignment

You might want to assign users to different accounting profiles to enable you
to apply different billing charges to different users.

To select users, click the Add Users button. ConnectView opensthe Add Users
dialog box, shown in Figure 40.
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Figure 40  Add Users Dialog Box

i Ueer List source

® From D3]

I From Bindery

S ey IN\\-’CSQWQH [ﬂ Get Uses List l

Cuarent Context: | Drganization | 0K I
Axsigreed Uzers: Upazsigred Users: Cancel I

B RemoteUser] % ... Diganazation

& Remmellzei? “E Sales

& Remodellsed “E Maikslng

& Remolellzed S Suppart

& RamolellzeS & JMohile

& Remotelzeid & Remotelizer?

To select users from the current Novell Directory Services™ (NDS™ ) tree,
click the From DS radio button in the User List Source section. Then, either
double-click the desired usernamesin the Assigned Userslist box or select the
desired context or usernames in the Unassigned Users list box and click the
Add button.

NOTE: If you assign accounting profiles using the bindery username jsmith, then record
transactions using the complete NDS context (jsmith.eng.xyzcorp) the transactions will
not match the bindery username (jsmith) assigned to the accounting profile and the
default accounting profile will be used. NDS usernames are different than bindery
usernames.

You can either double-click the objects or use the Collapse/Expand button to
browse the tree and select the desired users. You can use the arrow buttonsto
navigate the tree.

NOTE: To select multiple users, press and hold the left mouse button while dragging
the selection over the desired usernames or press and hold Ctrl while clicking the
usernames. Selecting multiple users is not possible when you select users from an NDS
tree.

To remove users, select the desired usernames in either the Profile and User
window or the Assigned Users list box and click the Remove button.
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When the desired users have been selected, click the OK button to close this
dialog box and add or remove the users to the Profile and User window. To
close this dialog box without applying any changes, click the Cancel button.

Selecting an Accounting Profile

Figure 41

To select adifferent accounting profilefor auser, select the desired usernames
and click the Profile button.

NOTE: To select multiple users, press and hold the left mouse button while dragging
the selection over the desired usernames or press and hold Ctrl while clicking the
usernames.

ConnectView opens the Select Accounting Profile dialog box, shown in
Figure 41.

Select Accounting Profile Dialog Box
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Use the file options to specify the desired drive, path, and accounting profile
filename. By default, accounting profiles are stored in the \NWCVIEW
directory.

To apply the accounting profile to the selected users, click the OK button. To
close this dialog box without applying the profile, click the Cancel button.

Setting Up Account Numbers

To set up or change the account number assigned to a user, select the desired
usernames and click the Acct No button.
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NOTE: To select multiple users, press and hold the left mouse button while dragging
the selection over the desired usernames or press and hold Ctrl while clicking the
usernames.

ConnectView opens the Account Number dialog box, shown in Figure 42.

Figure 42  Account Number Dialog Box
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Enter the desired account number and click the OK button. A ccount numbers
can be up to 38 alphanumeric characters, including mixed case and special
characters. ConnectView applies the entered account number to the selected
users.

To close this dialog box without applying the account number, click the
Cancel button.

Displaying Billing Charges

ConnectView enablesyou to generate and display billing charges based on the
accounting profiles assigned to users and remote access usage.

IMPORTANT: The audit trail file and/or archived files must be available for the display
period to display accounting data. Also, ensure that the BSPXCOM.NLM file is loaded
on the managed servers and the BREQUEST.EXE program file is running on the
ConnectView workstation.

Only connections that begin and terminate during the display period
(connectionsthat have both avalid start record and end record) are considered
in accounting data. RN'S connections that fail to log in might be included in
the billing charges because a start record and end record might still be logged.
Because NCS cannot report the baud rate used for its dial-out connections,
baud rate and port name charges do not apply to the NCSdial-out connections.
Also, because a connected speed is not available for connections using an
AIOPAD port, therates specified in the baud rate and port name rate tables do
not apply to AIOPAD connections.
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NOTE: Connections with a duration less than the grace period, the minimum
connection duration, are not included in accounting data. By default, the grace period is
set to 30 seconds. To change the grace period, choose File > Preferences and click the
Grace Period tab button.

After accounting profiles are assigned and connection data is available,
accounting data can be displayed in an accounting log, with data listed by
username or account number or in an accounting report.

IMPORTANT: If you are accessing large amounts of data in the current audit trail file
and/or archived files, displaying accounting data could require a substantial amount of
time and memory. This is escpecially so if low memory conditions occur and Windows
begins to swap data to disk, increasing the amount of time required to process the data.
In extremely low memory conditions, you might not be able to complete the operation.

Specifying a Billing Period and Accessing the Accounting Log

Window

To access accounting data, select the desired server icon in the View All
window or a View window, or select the desired server name in the Server
combo box in theleft corner of the Tool Bar. Then, either click the Accounting
icon or choose Accounting > View Billing Charges by User Name.
ConnectView opens the Billing Period dialog box, shown in Figure 43,

Figure 43  Billing PeriodDialog Box
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Data available from 5/19/1996 to 6/14/1996

Enter the desired Start and End dates and click the OK button.

NOTE: Connections that are started before the billing period start date and continue
past the billing period end date (span the entire specified billing period), and
connections that do not start within the billing period but end within the billing period are
not displayed as incomplete connections and are not included in accounting data.
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By default, start and end dates are determined by the available audit trail and
archived files.

To check for connections that started during the specified billing period but
last beyond the end date (a start connection record isfound, but not amatching
end connection record), ConnectView checks for end records up to one day
after the billing period. If an end connection record that matches a start
connection record is found, ConnectView includes the connection in the
accounting data. If not, ConnectView counts it asincomplete.

Because of thisone day checking and to avoid duplicate billing, ConnectView
discards any end connection records for which a matching start connection
record cannot be found. The following table summarizes this accounting
process for a connection that begins on

3/1/96 at 8:00 am. and ends on 3/4/96 at 3:00 p.m.

Billing Period Accounting Result

3/1/96 to 3/4/96 Included.

The connection is included in the accounting
data, because both the start time and the end
time are within the billing period.

3/1/96 to 3/3/96 Included.

The connection is included in the accounting
data, because the start time is within the billing
period and the end time is outside the billing
period by less than one day.

3/1/96 to 3/2/96 Incomplete connection.

The connection is counted as an incomplete
connection, because the start time is within the
billing period, but the end time is outside the
billing period by more than one day.

3/2/96 to 3/2/96 Not included.

The connection is notincluded in the accounting
data, because neither the start time nor the end
time is within the billing period.
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Billing Period

Accounting Result

3/2/96 to 3/4/96

Not included.

The connection is notincluded in the accounting
data and is not counted as an incomplete
connection, because the start time is outside the
billing period, even though the end time is within
the billing period.

ConnectView opens the Accounting Log window with data for the specified
date. Figure 44 shows an example Accounting Log window with data
displayed by user ID.

Figure 44  Accounting Log by User Name Window
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From this example, you can see that the Accounting Log window is divided
into three sections. The top section contains billing period summaries, the
middle section shows totals by user 1D, and the bottom section lists the

completed transactions associated with the selected user.

IMPORTANT: The Accounting Log window can display data for up to 8,000 user IDs
for the specified billing period. However, this display limitation does not apply to copying,
printing, or exporting accounting data.
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Displaying Accounting Data for Specific Users

ConnectView enables you to limit the data displayed in the Accounting Log
window by usernames, account numbers, and dates within the display period.

To limit the display of accounting data, with the Accounting Log window
open, choose View > Display Options (F4). ConnectView opens the
Accounting Log By Users Display Options dialog box.

Specify the desired dates. These dates cannot exceed the dates and times
specified for the accounting display period.

Then, select the desired usernames in the Available Users list and click Add.
The usernames appear in the Selected Users list.

Click OK to limit the data displayed in the Accounting Log window to
specified options. Click Cancel to close this dia og box without changing the
datain the Accounting Log window.

Displaying Accounting Data by Account Number

To display accounting data by account number, first open the Accounting Log
window with data displayed by user ID. Thisisthe default view of the
accounting log. When this window is open, the command changes to
Accounting > View Billing Charges by Account Number. Choose this
command. ConnectView displays accounting data by account number.

Figure 45 shows an example Accounting Log window for the period from 5/
19/96 to 6/14/96, with data by account number.
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Figure 45 Accounting Log by Account Number Window
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From this example, you can see that the Accounting Log window is divided
into three sections. The top section contains billing period summaries; the
middle section shows connections by account number; and the bottom section
liststhe users assigned to the sel ected account number along with datafor each
user.

IMPORTANT: The Accounting Log window can display up to 8,000 user IDs for the
specified billing period. However, this display limitation does not apply to copying,
printing, or exporting accounting data.

To switch back to displaying accounting data by user ID, choose Accounting
> View Billing Charges by User Name.

Displaying Accounting Data for Specific Account Numbers

ConnectView enables you to limit the data displayed in the Accounting Log
window account numbers and dates within the original display period.

To limit the display of accounting data, with the Accounting Log window
open, choose View > Display Options (F4). ConnectView opens the
Accounting Display By Account Number Options dialog box.

Specify the desired dates. These dates cannot exceed the dates and times
specified for the original accounting display period.

Select the desired account numbers in the Available Acccounts list and click
Add. The account numbers appear in the Selected Accounts list.
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Click OK to limit the data displayed in the Accounting Log window to
specified options. Click Cancel to close this dialog box without changing the
datain the Accounting Log window.

Accessing the Accounting Report Window

You can use the Accounting Report window to display accounting totals and
daily connectionsin report format.

To display accounting datain report format, ensure the desired server is
selected and from any window choose File > Generate Report > Accounting.
TheBilling Period dialog box appears so you can enter start and end dates. For
adescription of the Billing Period dialog box, see Figure 43 on page 280.

Enter the desired dates and click OK.

ConnectView opens the Accounting Report window shown in Figure 46.

Figure 46  Accounting Report Window
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From this example, you can see an Accounting Report window with data for
connections made between 5/19/96 and 6/14/96.

IMPORTANT: The Accounting Report window can display up to 32,000 lines of data
for the specified billing period. However, this display limitation does not apply to copying,
printing, or exporting accounting data.

Managing 285



Customizing the Accounting Report

ConnectView allows you to specify which information appears in the
Accounting Report window and in what order the data columns appear.

To customize the data display in the Accounting Report window, choose File
> Report Preferences and click the Accounting tab button. The Report
Preferences dialog box appears with the options for the Accounting Report
window.

By default, the Accounting Report includes summary information, user totals,
account totals, and connection information. The following table shows the
default fields for the user totals and connection information.

User Totals Username, charges, hours, dial-in
hours, dial-out hours, dial-in charge,
dial-out charge, complete
connections, discarded connections,
account number, account profile,
bytes transferred

Connection Information Server name, date, username, hours,
port name, baud rate, service, dial
type, charges, bytes transferred,
phone number

Clear the check boxes for the data you do not want to appear in the report.

To change the order of the detailed information, select the desired field and
click the Up or Down button.

To save your changes, click the OK button. The changes take effect the next
time the Accounting Report window isopened and remain in effect until these
options are changed. To close this dialog box without applying the changes,
click the Cancel button.

Displaying Incomplete Connections and Connections with Duplicate
IDs

Incompl ete connections are connections for which ConnectView can find a
start connection record but cannot locate the related end connection record.
Incompl ete connections could be due to one of the following:

+ Server was down.
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+ Audittrail recording was disabled or unavailable after the connection was
established.

+ Connection was disconnected beyond the end date of the display period.

+ Connection isongoing or the connection was disconnected and an end of
connection record could not be generated.

NOTE: ConnectView automatically checks for end connection records up to one
day after the end date of the billing period. If an end connection record that
matches a start connection record is found in the day after the billing period end
date, ConnectView includes the connection in the accounting data. If the matching
end connection record is not found, ConnectView counts it as incomplete.
Because of this one day checking and to avoid duplicate billing, ConnectView
considers any end connection records for which a matching start connection
record cannot be found as incomplete connections.

Duplicate connection I Ds occur when a new connection record contains the
same connection ID as an existing connection record of the same type. When
this occurs, ConnectView displays awarning message and allows you to
terminate or continue the accounting process. If the accounting processis
continued, ConnectView cannot guaranteetheintegrity of the accounting data.

To display the incomplete connections and connection records with duplicate
connection 1Ds, with the Accounting Log window open, choose Accounting
> View Invalid Connections.

ConnectView opens the Invalid Connections dialog box, shown in Figure 47.
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Figure 47  Invalid Connections Dialog Box

! Discarded Connections - SYE-HOLLYWOOD
D ate: 5TF96 - 6519796
Dizcarded Connections: 2
[ st =t Harna Service | PoitMam]| Phione B Stais Cort
B/22050 25204 PM [ADMIN HMCWELLSVE PRPANS |40 1063 Incemplele end onn
5422496 25634 PM |ADMIN NOVELLSVE PPPANS [A10_1000 Incomplele start cong
Save Ar.. I [Cloze

From this example, you can see there were two invalid connections during the
current billing period. These connections are not included in the accounting
data.

NOTE: Connections that are started before the billing period start date and continue
past the billing period end date (span the entire specified billing period) are not
displayed as discarded connections and are not included in accounting data.

Printing, Copying, and Exporting Accounting Data

ConnectView enables you to copy, print, and export accounting data.

IMPORTANT: The amount of accounting data that can be output is not limited to the
display limitations of 8,000 user IDs or account numbers in the Accounting Log window
and 32,000 lines of data in the Accounting Report window.

This capability allows you to create and maintain comprehensive accounting
records.

IMPORTANT: If you are accessing large amounts of data in the current audit trail file
and/or archived files, generating accounting data could require a substantial amount of
time and memory. This is especially so if low memory conditions occur and Windows

begins to swap data to disk, increasing the amount of time required to process the data.
In extremely low memory conditions, you might not be able to complete the operation.
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Copying Accounting Data

To copy accounting data, open the desired Accounting Log or Accounting
Report window and choose Edit > Copy. ConnectView copies the displayed
data to the Windows clipboard. You can then paste this datainto other
applications.

Printing Accounting Data

To print accounting data, open the desired Accounting Log or Accounting
Report window and choose File > Print. ConnectView printsthe datafrom the
opened window.

Exporting Accounting Data

To export accounting data in tab-delimited format, open the Accounting
Report window for the desired period and choose File > Export. ConnectView
prompts you for afilename and then exports the data from the opened
Accounting Report window to the specified file in tab-delimited format.

Remote Access from the ManageWise Console

This section is applicable only if you have NetWare M anageWise software
installed on the network. This allows the ManageWise operator to manage
remote access information from within the ManageWise product.

To allow ManageWiseto support remote access, complete the following steps:

1. Map adrive on your ManageWise workstation to the remote access
server.

2. Copy the required remote access files from the remote access server to a
subdirectory on the ManageWise workstation.

Thefilesarelocated inthe SY S:SY STEM\NWCNM S subdirectory of the
remote access server.

a. Copy NWCTRAPMIB, AIOMIB.MIB, and NCMIB.MIB from the
remote access server to the MWANMS\SNMPMIBS\CURRENT
subdirectory on the ManageWise workstation.

b. Copy NWCTRAPHLP from the remote access server to the
NM\HEL P subdirectory on the ManageWise workstation.

3. Start ManageWise under Windows on the workstation.
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4. Integrate the MIB filesinto the Alarm Manager database.

Use the SNMP MIB compiler in the Tools menu to integrate the M1B
files.

5. Configure the profiles.

Select the Add command to configure a profile for the scalar objects and
for each remote access table object that you want to access. Seethe
Management Guide in the ManageWise documentation set for
information on using the SNMP profile editor.

This ensures that ManageWise can now recogni ze remote access data.
Managing Alerts

Anadert isarecord of anetwork event a erting you to problemsand conditions
on the network.

Remote access alerts can be viewed from any of the following management
consoles:

+ NetView console, if installed

+ Remote access

+ NetWare server console

¢ ConnectView, if installed

+ ManageWise console, if installed

You can view remote access alerts from the Alarm Monitor and the Alarm
Report in the ManageWise product. For more information about the Alarm
Monitor and Alarm Report, see the documentation that is shipped with the
ManageWise product.

Sample Alerts from the Alarm Monitor

The Alarm Monitor displays real -time information about all the aerts that
occurred since you started ManageWise. Figure 48 shows sample alertsfrom
all the products that M anageWise manages.
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Figure 48

Sample Alerts from the Alarm Monitor

= Alarm Monitor -

Alarmz by Severitp Since Wed Moy 23 140736 1934

£ Gle] XE E

3

Alarms by Family Since Wed Mov 23 14.07.36 1934

£ ©le] NE E

20
1 127
106

Feceive Timne Alarm Type Alarm Summarwy +
11-23-94 14:19:49 |HWC: exceeded license coun|*Warning*® The number of port
11-23-94 14:19:46 |HUC: excesded mazimum retr{The numnber of retransnission
11-23»94 14:18:54 |HWC: invalid user nane T=er KLEUHG using =service H(
1172394 14:19:41 |HWC: modem initialization (Hodem at port AICO_ 1020000 f4
11-23»94 14:19:51 |HWC: modem not defined #arning*® Modem information
1172394 14:17:41 |HWC: no ports configured fqService HCS does not hawve arn
11-23-94 14:19:47 |HWC: out of memorvy for ser{lnable to allocate memory fg
1172394 14:19:43 |HWC: succesz=ful modem reinjModem at port AIO_ 1020000 in
11-23-94 14:19:50 |HWC: unconfigured port Licensed port AIQ 1020000 is
11-23-94 14:18:57 |HWC: unrecognized =erwice |Unable to recognize =erwvice :]
11-23-94 14:18:53 |HWC: user login failure T=er KLEUHG using service H]#

« |

-

If you have the Alarm Monitor window open, then remote access alerts pop
up on the screen as they occur.

Sample Alerts from the Alarm Report

The Alarm Report window, shown in Figure 49 , displays information about
aertsthat are logged in the database.
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Figure 49

Alarm Report in ManageWise

= [ Ala Al A Hepno vIA
v || [ [ 20| 55 | £ | &
Receive Time Alarm Type Alarm Summary +
11-23-94 14:19:51 [HWC: modem not defined|#Warning* Modem information for—
11-23-94 14:19:50 [HWC: unconfigured port|Licensed port AIO_ 1020000 is no
1172394 14:19:49 [HWC: exceseded license *Warning* The number of ports o
11-23-94 14:19:47 [HWC: out of memory for|Unable to allocate memory for
11-23-94 14:19:46 |HWUC: excesded maxzimum §The number of retransmissions o
11-23-94 14:19:44 [HWC: connection drops jConnection made by users at por
112394 14:19:41 [HWC: modem initializatiModem at port AIO_ 1020000 fails
1172394 14:19:40 [HWC: connection time eiUser KLEUHG using service HCS o
11-23-94 14:19:39 [HWC: abnormal diszconneqUser KLEUNG with session WordPr
112394 14:19:38 [HWC: dialout failure U=er KLEUHG with =es=ion WordPr
11-23-94 14:19:00 [HWC: ARAS not bound AppleTallk remote Access Service
11-23-94 14:18:58 [HWC: dailback failure |Service NHCS unable to dial bacld
11-23-94 14:18:58 [HWC: abnormal disconneqBemote user KLEUNG using servig
11-23-94 14:18:57 [HWC: unrecognized =erv]lUnable to recognize =service o
11-23-94 14:18:56 [HWC: user not authorizqU=zer KLEUHG i= not authorized t
11-23-94 14:18:55 [HWC: user not configurd User KLEUHG iz not configured t
11-23-94 14:18:54 [HWC: invalid user name|User KLEUHG uszing service NCS a‘
« -

From the Alarm Report window, you can obtain more detailed information
about a particular aert.

Monitoring Alerts from the NetView Console

Support for Open NetView allows the NetView operator to view remote
access alertsfrom a NetView console.

To alow NetView to support remote access alerts, complete the following
steps:

1. Unload the Communication Executive from the server that has NetWare
for SAA or NMA for NetView installed.

This unlocks the Communication Executive master database,
CSMASTER.DBA.

Run the NVALTDB utility on the server on which the alerts are generated.

Thisutility updatesthe CSMASTER.DBA file. At the system prompt (:),
enter
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Figure 50

load nvaltdb source [destination]

Replace source with SYS:SYSTEM\NWC_NV.CPG. Specify the
volume, pathname, and filename with the extension CPG

Replace destination , which is optional, with the volume and directory
path in which the Btrieve formatted file is placed. The default pathname
for the output file, NWC_NV.BTV, is SYS.SY STEM.

This process alows the NetView console operator to monitor remote access
aerts. Figure 50 shows a sample NetView console monitoring alerts.

Monitoring Alerts from the NetView Console

NETUIEU

MEDA-30A

DOMATN
CHMBE1
CHME1
CHMBEL
CHME1
LHME1
CHME1
CHMBL
CHME1
CHMBE1
CHME1
CHMBEL
CHME1
LHMB1
CHME1
CHMBL

SESSIDN DOMAIN: CHMG1 FOUINID A35-2b-33 14:50:40
* ALERTS-DYMAMIC ==

RESMAME TVYPE TINE ALERT DESCRIPTION:PROBABLE CAUSE

ME17
HPL7?
ME1lT7
qPL7?
ME1l7
qPLl7?
MP17
HP1i?
ME17
HPL7?
ME1lT7
qPL7?
ME17
qPL?
MP17

CTRL 14:43 ERRDE TD TRAFFIC RATID EMCEEDED:Y.Z5 HETUDRK
CTRL 14:493 TIMEDUT: X .25 METUDRK
CTRL 14:48 ERRDRE TD TRAFFIC RATID EXCEEDED:X.Z5 NETUDRK
CTRL 14:47 TIMEDUT X.25 METUDRK
CTRL 1%:16 ERRDRE TD TRAFFIC RATID EXCEEDED:X.Z5 NMETUDRK
CTRL 14:46 TIMEDUT X.25 METUORKE
CTRL 14:45 ERROE TOD TRAFFIC RATID EMCEEDED:X.Z5 NETUDRK
CTRL 14:45 TIMEDUT:X¥ .25 METUDRK
CTRL 14:4% ERRDE TD TRAFFIC RATID EMCEEDED:Y.Z5 HETUDRK
CTRL 14:44 TIMEDUT: X .25 METUDRK
CTRL 14:4Z ERRDRE TD TRAFFIC RATID EXCEEDED:X.Z5 NETUDRK
CTRL 14:42 TIMEDUT:X.25 METUDRK
CTRL 11:11 ERRDRE TD TRAFFIC RATID EXCEEDED:X.Z5 NMETUDRK
CTRL 14:41 TIMEDUT ' X.25 METUORK
CTRL 14:403 ERRDE TOD TRAFFIC RATID EMCEEDED:X.Z5 HETUORK

DEFRESS ENTER KEY TD UIEW ALERTS-3TATIC

NetWare Link/X.25

The X.25 Console utility (X25CON) is a management console that provides
access to interface configuration and statistical information for all X.25
interfaces reported by the specified host. It uses the Simple Network
Management Protocol (SNMP) to access this information from any local or
remote system on the network. For more information about using the X.25
console utility, refer to Using the X.25 Console Utility.

The X.25 Trace utility (X25TRACE) enables you to monitor traffic over X.25
links. It enables you to capture real-time incoming and outgoing data frames
and play them back to the window. For more information about using the X.25
trace utility, refer to Using the X.25 Trace Utility.
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Using the X.25 Console Utility

To load X25CON, enter the following command at the NetWare® system
console prompt:

LOAD X25CON

X25CON loads and displays the X.25 Console Main Menu and a summary
window.

The X.25 Console Main Menu options are as follows:

+ SNMP Access Configuration. Enables you to configure SNM P access
parameters (such as the desired host, poll interval time, and timeout
value).

+ X.25 Interfaces. Displays an information summary of al X.25 interfaces
reported by the specified host system.

+ X.25 Call Target Summary. Displays all the call targets configured at the
specified host.

¢ Cleared Circuit Summary. Displays an information summary of any
virtual circuits that were abnormally cleared.

+ Ping Remote System. Initiates an X.25 PING test to aremote end from
the local host.

+ Display Traps. Enables you to access the trap log file created by SNMP
LOGNLM.

To select an option on this menu, use the Up-arrow and Down-arrow keysto
move the highlight bar to the option, then press Enter.

The summary window displays the following information:

+ Host. Name of the target system.

*

Uptime. Elapsed time since the target system was last initialized.

*

System. Version of NetWare running on the target system.

*

Interfaces Configured. Number of X.25 interfaces configured on the
target system.

*

Interfaces Active. Number of X.25 interfaces actually running on the
target system.

*

Active VCs. Number of virtual circuits running on the target system.
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SNMP Access Configuration

You can display the SNMP Access Configuration window by selecting that
option from the X.25 Console Main Menu.

The SNMP Access Configuration window allows you to specify how you
obtain information about the target system.

To configure SNMP access parameters, complete the following steps:

1 The Transport Protocol selection is highlighted. Press Enter to display
the transport mechanisms X25CON can use to obtain X.25 information.

The Transport Protocol menu appears.
2 Choose the transport protocol you want to use.

¢ Loca System. Provides direct access to the local node’s X.25
information.

+ |PX. Provides access to the selected node’s X.25 information using
SNMP over the Internetwork Packet Exchange™ (IPX™ ) protocol.

+ UDP Provides access to the selected node’s X .25 information using
SNMP over the User Datagram Protocol (UDP) of the TCP/IP
protocol suite.

3 Enter the Host Address of the target system.

The address can be either a hostname, an | P address, or an |PX address.
The default isthe local host.

3a If you selected IPX asthe Transport Protocol , press Insert to
display alist of theknown servers. Select the desired server and press
Enter.

3b If you selected UDP asthe Transport Protocol , press Insert to
display alist of hostnames and their associated | P addresses. Select
the desired host and press Enter.

If you typein avalid hostname, that host’s IP addressisdisplayedin
thisfield.

4 Enter the Community Name to be included in each request message sent
to the target system.

The community name is used by the SNM P agent to determine the type
of management object access to be granted. The name can be from 1 to
24 ASCII characters. The default nameis public (read-only access); the
other valid choiceis Disabled (read-write access).
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5 Enter the desired timeout value.

Thisisthetimeinterval that X25CON waits for aresponse to an SNMP
request. The range of valuesis 0 to 7200 seconds (12 hours). The default
is 5 seconds.

6 Enter the desired pall interval.

Thisisthetimeinterval at which the target system is accessed to update
the selected X.25 interface management information display. The range
is0t04,294,967,295 seconds. The default is 1 second for alocal system
or 5 secondsfor aremote system. If you specify aninterval of 0, thetarget
system is accessed as frequently as possible.

7 PressEsc.
You are prompted to save the Network Interface Console options.

8 Select Yes to save the changes, then press Enter to return to the X.25
Console Main Menu.

X.25 Network Interfaces

You can display alist of the X.25 interfaces reported by the target system by
selecting the X.25 Network Interfaces option from the X.25 Console Main
Menu.

The X.25 Network Interfaces window displays the following information
about each of the interfaces listed:

+ Interface Name. The NetWare Link Support Layer™ (LSL™ ) symbolic
name associated with this port. Thisis the name used to reference the
interface during NetWare bind operations.

¢ VCs. Total number of virtua circuits (including PV Cs) currently
established on thisinterface versusthetotal number of virtual circuitsthat
can be established on thisinterface.

¢ Phy. Current status of the physical layer of thisinterface.
+ Link. Current status of the link layer of thisinterface.
+ Packet. Current status of the packet layer of thisinterface.

+ Elapsed Time Up. Total eapsed time that this interface has been up and
running.
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X.25 Interface Menu

Inthe X.25 Network Interfaces window, usethe Up-arrow and Down-arrow
keysto highlight an interface, then press Enter to view the X.25 Interface
Menu for that interface.

NOTE: If you select an X.25 port on a remote server/router to monitor, it might take
several seconds for the connection to be established.

The X.25 Interface Menu window displays alist of the windows available for
each layer of the selected interface.

The X.25 Interface Menu lists the following options (the first three fields are
read-only). Use the Up-arrow and Down-arrow keysto highlight the desired
window, then press Enter to select it.

+ Interface Name. NetWare L SL symbolic name associated with this
interface. Thisisthe name used to reference theinterface during NetWare
bind operations.

+ Interface Index. Unique index assigned to an interface within the target
host system. A different Interface Index isassigned to each layer (packet,
link, and physical). The value shown here is assigned to the packet layer.

+ Version. Thisfield is not used with the remote access software.

Packet L ayer

+ Active VC Summary. Displaysalist of all the active virtua circuits
currently established on this interface.

¢ Cleared VC Summary. Listsall virtual circuits that have used this
interface and have been cleared abnormally.

+ LCN Range Summary. Displays the currently configured L ogical
Channel Number ranges for various types of virtual circuits.

+ Packet Layer Operating Parameters. Displays information about the
configured packet level runtime parameters.

+ Packet Layer Statistics. Provides a count of packet level statistics.
Link Layer

+ Link Layer Flow Table. Displays some of the more important runtime
link layer statistics and last used information.

+ Link Layer Operating Parameters. Displays information about the
configured link level runtime parameters.
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+ Link Layer Statistics. Displays statisticsrelating to the frames exchanged.
Physical Layer

¢ Physical Layer Status. Displays information about the physical level
interface signals/leads for the X.25 interface.

+ Physical Layer Operating Parameters. Displays interface card hardware
related information for the X.25 interface.

+ Physical Layer Statistics. Displays statistics related to the correct
operation of the port for the X.25 interface.

Active Virtual Circuit Summary

You can display the X.25 Active Virtual Circuit Summary window by
selecting that option from the X.25 Interface Menu window.

The X.25 Active Virtual Circuit Summary window displaysalist of the active
virtual circuits (both SV Cs and PV Cs) currently established on the selected
interface.

The X.25 Active Virtual Circuit Summary window displays the following
information about each of the virtual circuits listed:

+ Destination Name. WAN call destination name associated with this
circuit for the outgoing SVC or PVC, or the calling DTE address for the
incoming SVC.

+ LCN. Logical Channel Number of thisvirtua circuit. This value ranges
from one (1) to the total number of virtual circuits configured for this
interface.

+ Type. Type of virtua circuit: switched (SVC) or permanent (PVC).
+ Protocol ID. Protocol 1D of the upper layer using this virtual circuit.

+ Elapsed Time Up. Tota e apsed time since the virtual circuit was
established (SVC) or opened by the user (PVC).

Use the Up-arrow and Down-arrow keys to highlight a circuit, then press
Enter to select it. The X.25 Active Virtual Circuit window for the selected
circuit isdisplayed.

The X.25 Active Virtual Circuit window displays the following parameters.
+ Interface Name. Name of the interface on which the VC is established.
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+ Remote System Name. Logical name, as defined in the Call Target
database, of the remote DTE to which this active virtual circuit is
logically connected for outgoing SVCs and PVCs, or the X.121 DTE
address of the remote DTE for incoming SV Cs.

+ Elapsed Connect Time. Total time this circuit has been connected.

¢ Caled DTE Address. Local DTE address for incoming SVCs (for PVCs
thisfield displays blanks). The X.121 DTE address assigned to the
destination DTE for outgoing packets.

¢ Calling DTE Address. Decimal address (up to 15 characters) of the DTE
from which an incoming call is originated. For outgoing calls, thisfield
should match the address assigned by your network. Most X.25
application users include this address in outbound Call Request packets
in the Calling Address field.

+ Protocol. Name of the protocal in use over this circuit.

+ Direction. Indicates whether the current call isincoming or outgoing (or
PVC).

+ Virtua Circuit Type. Indicateswhether aPV C or SV Cisused to establish
a connection to the specific destination.

¢ LCN. Logical Channel Number assigned to thisvirtual circuit.

Received/Transmitted

+ Number of Bytes. Number of data bytes received/transmitted over this
virtual circuit during the elapsed connect time.

+ Data Packets. Number of data packets received/transmitted over this
virtual circuit during the elapsed connect time.

+ Interrupt Packets. Number of interrupt packets received/transmitted over
thisvirtual circuit during the elapsed connect time.

Timer Timeouts

+ Data Retransmission (T25). Total number of times thistimer has expired
on thisvirtual circuit during the elapsed connect time.

¢ Reset (T22). Total number of times thistimer has expired on this virtua
circuit during the elapsed connect time.

¢ Interrupt (T26). Total number of times thistimer has expired on this
virtual circuit during the elapsed connect time.
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Cleared Virtual Circuit Summary

You can display the X.25 Cleared Virtual Circuit Summary window by
selecting that option from the X.25 Interface Menu window.

The X.25 Cleared Virtual Circuit Summary window displays alist of the
virtual circuits on the sel ected interface that have been cleared with anonzero
cause code or a nonzero diagnostic code.

The X.25 Cleared Virtual Circuit Summary window displays the following
information about each of the virtual circuits listed:

+ Destination Name. Logical name of the destination, asdefined in the Call
Target database for outgoing calls, or the remote X.121 DTE address for
incoming calls.

¢ LCN. Logical Channel Number assigned to the cleared virtua circuit.
¢ Cause. Clearing cause code included in the clear packet.
+ Diagnostic. Diagnostic code included in the clear packet.

+ Up > 5 Mins. Indicates whether the cleared circuit was up longer than 5
minutes before it was cleared.

Usethe Up-arrow and Down-arrow keysto highlight the desired circuit, then
press Enter to select it. The X.25 Cleared Virtua Circuit window appears.

The X.25 Cleared Virtual Circuit window displays the following parameters
for the abnormally cleared virtua circuit selected:

+ |nterface Name. Name of the interface on which the virtual circuit was
established and abnormally cleared.

+ Remote System Name. Remote DTE address or the logical name, as
defined in the Call Target database, of the remote DTE to which this
abnormally cleared virtual circuit was logically connected.

+ Interface Index. Unique index assigned to the interface on which the VC
was established and abnormally cleared.

¢ Caled DTE Address. Local DTE address for incoming SVCs (for PVCs
thisfield displays blanks). The X.121 DTE address assigned to the
specific destination DTE for outgoing packets.

¢ LCN. Logical Channel Number assigned to thisvirtua circuit.
¢ Cause Code. Clearing cause code included in the clear packet.

+ Diagnostic Code. Diagnostic code included in the clear packet.
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+ Time Established. Time that the connection was established.
+ Connection Uptime. Total time that the connection was up.

+ DataPackets Received. Number of data packetsreceived over thisvirtual
circuit during the elapsed connect time.

+ Data Packets Transmitted. Number of data packets transmitted over this
virtual circuit during the elapsed connect time.

Logical Channel Range Summary

You can display the X.25 Logical Channel Range Summary window by
selecting that option from the X.25 Interface Menu.

The highest Logical Channel Number (LCN) possible is 4095; however, the
maximum number of virtual circuits (or logical channels) supported by the
NetWare Link/X.25™ software is 255 per port. The actual number of logical
channels available is determined by the subscription with your X.25 service
provider.

The Logical Channel Number ranges for the different types of circuits cannot
overlap each other (two different circuits cannot use the same LCN).

The X.25 Logical Channel Range Summary window displaysthe user-defined
ranges of logical channel numbers. The following fields appear on the X.25
Logical Channel Number Summary window:

+ Interface Name. NetWare LSL symbolic name associated with this
interface.

+ Interface Index. Unique index assigned to an interface within the target
host system. An Interface Index is assigned to each layer (packet, link,
and physical). The value here is assigned to the packet layer.

¢ PVCLCN, Lowest. Lowest LCN that can be used for aPVC. Therange
of valuesis 0 (Transpac only) through 255.

¢+ PVCLCN, Highest. Highest LCN that can be used for aPVC. This
number must agree with your network subscription. The range of values
is 0 (undefined) through 6.

¢ Inbound SVC LCN, Lowest. Lowest LCN that can be used for one-way
incoming logical channelsfor SVCs. The range of valuesis 1 through
4095. This value must be greater than the highest PVC LCN.

¢ Inbound SVC LCN, Highest. Highest LCN that can be used for one-way
incoming logical channelsfor SV Cs. Therange of valuesis O (undefined)
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through 4095. The number of incoming SV Cs must agree with your
network subscription.

+ Two-Way SVCLCN, Lowest. Lowest LCN that can be used for two-way
channels (both inbound and outbound calls) for SV Cs. The range of
valuesis 1 through 4095. This value must be greater than the highest
Inbound SVC LCN.

+ Two-Way SVCLCN, Highest. Highest LCN that can be used for two-way
SVCs. Therange of valuesis 0 (undefined) through 4095. The number of
two-way SV Cs must agree with your network subscription.

+ Outbound SVCLCN, Lowest. Lowest LCN that can be used for one-way
outgoing logical channelsfor SV Cs. The range of valuesis 1 through
4095. This value must be greater than the highest Two-Way SVC LCN.

¢ Outbound SVC LCN, Highest. Highest LCN that can be used for one-
way outgoing logical channelsfor SVCs. Therange of valuesisO
(undefined) through 4095. The number of outgoing SV Cs must agree
with your network subscription.

Packet Layer Operating Parameters

You can display the Packet Layer Operating Parameters window by selecting
that option from the X.25 Interface Menu window.

The Packet Layer Operating Parameters window displays the following
information:

+ Interface Name. NetWare L SL symbolic name associated with this
interface.

+ Protocol Version. Conformance year for the X.25 specification used for
this port. The possible values are:

1976. ITU-T (formerly CCITT) X.25 1976 version
1980. ITU-T X.25 1980 version

1984. ITU-T X.25 1984 version (default)

1988. ITU-T X.25 1988 version

1987. 1SO 8208 1987 version

1989. 1SO 8208 1989 version

+ Interface Index. Unique index assigned to an interface within the target
host system. An Interface Index is assigned to each layer (packet, link,
and physical). The value here is assigned to the packet layer.
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Local DTE Address. X.121 address (up to 15 digits) of thelocal DTE. It
should match the address assigned by the attached packet data network
(PDN).

Max Number of VCs. Maximum number of virtua circuits (SVCs and
PV Cs) that can be established on this interface.

Number of PV Cs. Total number of permanent virtual circuits (PV Cs) that
are configured on this packet layer interface.

Interface Mode. Indicates whether DTE or DCE procedures are currently
being used for packet layer operations.

When establishing a connection to an X.25 network, this parameter must
be set to DTE (the default value) to avoid call collisions.

Modulo. Indicates the numbering of sequential data packets allowed in a
window. The options are Modulo 8 (0 through 7) or Modulo 128 (0
through 127). For most networks, the default value (Modulo 8) is used.
The Default Window Size parameter is dependent on which Modulo
method is selected.

Timers

*

Restart (T20). Time, in seconds, that the packet layer waits for an
acknowledgment before it initiates a recovery procedure. The range of
valuesis 1 through 3200 seconds (O=timer disabled).

When thistimer expires, the Restart Request packet is retransmitted.

Cadll (T21). Time, in seconds, that the DTE waits for aresponse to an
outbound Call Request packet before retransmitting. The range of values
is 1 through 3200 seconds (O=timer disabled).

Reset (T22). Time, in seconds, that the DTE waits for aresponseto a
Reset Request packet before retransmitting. The range of valuesis 1
through 3200 seconds (O=timer disabled).

Clear (T23). Time, in seconds, that the DTE waits for aresponseto a
Clear Request packet before retransmitting. The range of valuesis 1
through 3200 seconds (O=timer disabled).

Window (T24). Time, in seconds, within which the packet level data
window must change. The range of valuesis 1 through 3200 seconds
(O=timer disabled).

If this timer expires, the virtud circuit is considered inoperative and is
cleared (SVCs) or reset (PVCs).
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+ DataRetx. (T25). Time, in seconds, that the DTE waitsfor the appropriate
acknowledgment after transmitting a data packet. The range of valuesis
1 through 3200 seconds (O=timer disabled).

If thistimer expires, the circuit is reset.

+ Interrupt (T26). Time, in seconds, that the DTE waits when an Interrupt
Request packet is sent for an interrupt confirmation to be received. The
range of valuesis 1 through 3200 seconds (O=timer disabled).

If thistimer expires, the circuit is reset.

Retransmission Counts

+ Restart (R20). Maximum number of times a Restart Request packet is
retransmitted, upon expiration of the T20 timer, before notifying the user
that the associated link isinoperative. The range of valuesis 1 through 50
(O=disabled).

+ Reset (R22). Maximum number of times a Reset Request packet is
retransmitted, upon expiration of the T22 timer, before initiating a clear
procedure (SV Cs) or arestart procedure (PVCs). Therange of valuesis0
through 50 (O=disabl ed).

¢ Clear (R23). Maximum number of times a Clear Request packet is
retransmitted, upon expiration of the T23 timer, beforeinitiating a Restart
procedure on the associated link. The range of valuesis 0 through 50
(O=disabled).

Packet Layer Statistics

You can display the Packet Layer Statistics window by selecting that option
from the X.25 Interface Menu.

The Packet Layer Statistics window displays the following information:

+ Interface Name. NetWare L SL symbolic name associated with this
interface.

+ Interface Index. Unique index assigned to an interface within the target
host system. An Interface Index is assigned to each layer (packet, link,
and physical). The value here is assigned to the packet layer.

+ Outgoing. Total number of one-way outgoing SV Cs currently established
on thisinterface.

¢ Incoming. Total number of one-way incoming SV Cs currently
established on thisinterface.
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*

Two-Way. Total number of two-way SV Cs currently established on this
interface.

Received/Transmitted

*

Restart. Total number of Restart Indication packets received and Restart
Request packets transmitted on this interface.

Call. Total number of Incoming Call packets received and Call Request
packets transmitted on this interface.

Reset. Total number of Reset Indication packets received and Reset
Request packets transmitted on this interface.

Clear. Total number of Clear Indication packets received and Clear
Request packets transmitted on this interface.

Interrupt. Total number of Interrupt Indication packets received and
Interrupt Request packets transmitted on this interface.

Data. Total number of data packets received and transmitted on this
interface.

Timer Timeouts

*

Restart. Total number of timesthe Restart timer (T20) has expired on this
interface since the packet layer was (re)initialized.

Call. Total number of timesthe Call timer (T21) has expired on this
interface since the packet layer was (re)initialized.

Reset. Total number of times the Reset timer (T22) has expired on this
interface since the packet layer was (re)initialized.

Data Retx. Total number of times the Data Retx. timer (T25) has expired
on thisinterface since the packet layer was (re)initialized.

Interrupt. Total number of times the Interrupt timer (T26) has expired on
thisinterface since the packet layer was (re)initialized.

Clear. Total number of times the Clear timer (T23) has expired on this
interface since the packet layer was (re)initialized.

Retry Count Exceeds. Total number of times the Retry count (N2) has
been exceeded on this interface since the packet layer was (re)initialized.

Clear Count Exceeds. Total number of times the Clear Request
Retransmission count (R23) has been exceeded on thisinterface since the
packet layer was (re)initialized.
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Link Layer Flow Table

You can display the Link Layer Flow Table window by selecting that option
from the X.25 Interface Menu.

TheLink Layer Flow Table window displays the following information:

+ Interface Name. NetWare L SL symbolic name associated with this
interface.

+ Interface Index. Unique index assigned to an interface within the target
host system. An Interface Index is assigned to each layer (packet, link,
and physical). The value shown here is assigned to the link layer.

+ Current Mode. Current state of the link layer:

*

*

*

*

*

disconnected. Initial state or DISC received.
linkSetup. SABM sent.

frameRegject. Invalid frame received and FRMR sent.
disconnectRequest. DISC sent.

informationTransfer. Normal information transfer state. SABM (E)
sent and UA received, or SABM(E) received and UA sent.

rejFrameSent. Invalid NS received and REJ sent.
waitingAcknowledgement. T1 expired, and RR sent.
stationBusy. RNR sent.

remoteStationBusy. RNR received.

bothStationsBusy. RNR received and RNR sent.
waitingAckStationBusy. T1 expired, RNR sent.
waitingAckRemoteBusy. T1 expired, RNR received.
waitingAckBothBusy. T1 expired, RNR sent and RNR received.
rej FrameSentRemoteBusy. REJ sent and RNR received.
xidFrameSent. X1D frame sent.

error. An error state other than one defined above.

other. A state not listed above.

+ Busy Defer. Total number of timesthisinterface was unableto transmit a
frame because of perceived remote busy condition.
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+ T1 Expired. Total number of times the Retry timer (T1) expired and an
unacknowledged frame was retransmitted or error recovery wasinitiated.

+ Reject Frames Transmitted. Number of Reject (Reg)) frames transmitted
by the link layer because of the receipt of an Information (1) frame that
was out of sequence.

+ Reject Frames Received. Number of Reject (Rej) frames received by the
link layer due to transmission of an Information (I) frame that was out of
sequence.

+ | Fieldin FRMR Transmitted. Displays the Information (1) field of the
Frame Reject (FRMR) frame most recently transmitted. Thisfield is
either 3 bytes (Modulo 8) or 5 bytes (Modulo 128). When no Reject
(FRMR) frame has been transmitted, this field contains all Os.

+ | Fieldin FRMR Received. Displays the Information (1) field of the
Frame Reject (FRMR) frame most recently received. Thisfield is either
3 bytes (Modulo 8) or 5 bytes (Modulo 128). When no Reject (FRMR)
frame has been received, thisfield contains al Os.

Link Layer Operating Parameters

You can display the Link Layer Operating Parameters window by selecting
that option from the X.25 Interface Menu.

The Link Layer Operating Parameters window displays the following
information:

+ Interface Name. NetWare L SL symbolic name associated with this
interface.

+ Interface Index. Unique index assigned to an interface within the target
host system. An Interface Index is assigned to each layer (packet, link,
and physical). The value shown here is assigned to the link layer.

+ Station Type. User-configured station type of thisinterface:
¢ DTE. Local DTE playsasaDTE.
¢ DCE. Loca DTE playsasalogical DCE.

+ DXE. Local DTE'srole, whether DTE or DCE, is dynamically
determined during the link setup.

+ Modulo. Modulo currently used by the associated link layer interface (
Modulo 8 [0 through 7] or Modulo 128 [0 through 127]). The modulo
defines the limits of Information (1) frame sequence numbers.
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+ Max Frame Size (N1). Maximum number of bytesin an | frame that the
local DTE iswilling to accept from the remote DTE or DCE (excluding
flags and 0 hits inserted for transparency).

¢ Transmit Window Size. Maximum number of sequentially numbered
Information (1) frames that the link layer can have outstanding
(unacknowledged) at any time.

+ Receive Window Size. Maximum number of outstanding Information (1)
frames that the link layer can receive before an acknowledgment (ACK)
is transmitted.

+ Retransmission Count (N2). Maximum number of attempts made by the
local link layer to complete the successful transmission of aframe to the
remote end. If this count is exceeded, the local link layer notifies the
upper layer of alink failure and initiates a link recovery procedure.

+ Ack Timer (T1). Current value of the T1 timer. On expiration of this
timer, thelink layer retransmits the frame up to N2 times before notifying
the upper layer of alink failure and initiating alink recovery procedure.

+ Disconnect Timer (T3). Current value of the T3 timer. On expiration of
thistimer, the link layer passes an indication of an excessively long idle
channel state condition to the upper layer.

+ |dle Timer (T4). Current value of the T4 timer. Thisisthe time that the
local DTE waits when alink becomes idle before attempting to poll the
remote end for status. If the remote end does not respond, the link is
considered inoperative and all currently active virtual circuitsare cleared
(SVCs) or reset (PVCs).

Link Layer Statistics

You can display the Link Layer Statistics window by selecting that option
from the X.25 Interface Menu.

The Link Layer Statistics window displays the following information:

¢ Interface Name. NetWare L SL symbolic name associated with this
interface.

+ Interface Index. Unique index assigned to an interface within the target
host system. An Interface Index is assigned to each layer (packet, link,
and physical). The value shown here is assigned to the link layer.

Received/Transmitted
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SABM Frames. Total number of Set Asynchronous Balanced Mode
(SABM) frames received and transmitted.

UA Frames. Total number of Unnumbered Acknowledgment (UA)
frames received and transmitted.

DM Frames. Total number of Disconnect Mode (DM) frames received
and transmitted.

DISC Frames. Total number of Disconnect (DISC) frames received and
transmitted.

| Frames. Total number of Information (I) frames received and
transmitted.

RR Frames. Total number of Receive Ready (RR) frames received and
transmitted.

RNR Frames. Total number of Receive Not Ready (RNR) frames
received and transmitted.

FRMR Frames. Total number of Frame Reject (FRMR) frames received
and transmitted.

Physical Layer Status

You can display the Physical Layer Status window by selecting that option
from the X.25 Interface Menu.

The Physical Layer Status window displays the following information:

*

*

Interface Name. NetWare LSL symbolic name for this interface.

Physical Layer Interface Index. Unique index assigned to an interface
within the target host system. The value here is assigned to the physical
layer.

Interface Type. Interface type of the physical layer (RS-232, RS-422, RS-
423,V 35, or Other)

Receive Speed. Speed, in bits per second, at which the physical layer can
receive data.

Transmit Speed. Speed, in bitsper second, at which the physical layer can
transmit data.

State/State Changes.. Total number of times that the state of each of the
following signals has changed since the physical layer was (re)initialized.
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* Request to Send (RTS). When the state of this signal changes from
OFF to ON, it notifiesthe DCE that the DTE has datato transmit and
to be prepared to receive the transmission.

¢ Clearto Send (CTS). Whenthestate of thissignal changesfrom OFF
to ON, it notifies the DTE that the DCE is ready to receive data.

+ Data Terminal Ready (DTR). When the state of this signal changes
from OFF to ON, it indicatesthe DTE isready to transmit or receive
data.

+ Data Set Ready (DSR). When the state of this signal changes from
OFF to ON, it indicates the DCE is ready to transmit or receive data.

¢ Data Carrier Detect (DCD). When the state of this signal changes
from OFF to ON, it indicates the DCE has detected the remote end’s
carrier signal.

+ Ring Indicator (RI). When the state of this signal changes from OFF
to ON, itindicatesthe DCE hasreceived aringing signal onan SVC.
Thisfield displays N/A for PVCs.

Physical Layer Operating Parameters

You can display the Physical Layer Operating Parameters window by
selecting that option from the X.25 Interface Menu.

The Physical Layer Operating Parameters window displays the following
information:

*

*

Interface Name. NetWare LSL symbolic name for this interface.

Physical Layer Interface Index. Unique index assigned to an interface
withinthetarget host system. An Interface Index isassigned to each layer
(packet, link, and physical). The value shown here is assigned to the
physical layer.

I/0 Base. Base address of a block of 1/0 addresses decoded by this
interface.

I/0O Length. Number of 1/0 addresses in the block, starting at the base 1/
O address.

Memory Base. Base address of ablock of shared memory space decoded
by thisinterface.

Memory Length. Length, in bytes, of the shared memory space, starting
at the base memory address.
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*

Interrupt Request Level. Primary interrupt request level (vector) used by
thisinterface.

Adapter Slot. EISA or MCA dlot that thisinterface card residesin. None
= not supported.

DMA Channel. Primary DMA channel used by this interface. The valid
rangeis 0 through 255. None = not supported.

Physical Layer Statistics

You can display the Physical Layer Statistics window by selecting that option
from the X.25 Interface Menu.

The Physical Layer Statistics window displays the following information:

*

*

Interface Name. NetWare LSL symbolic name for this interface.

Physical Layer Interface Index. Unique index assigned to an interface
withinthetarget host system. An Interface Index isassigned to each layer
(packet, link, and physical). The value here is assigned to the physical

layer.

Interface Type. Defines the port’s electrical interface standard: RS-232,
RS-422, RS-423, V.35, or Other.

Receive Speed. Speed, in bits per second, at which the physical layer
receives data.

Transmit Speed. Speed, in bits per second, at which the physical layer
transmits data.

Clock Source. Source of theinterface’s transmit and receive bit rate clock
signals. Valid entriesin thisfield are:

+ [nterna. Both clocks are internal.
+ External. Both clocks are external.
+ Split. Transmit clock internal; receive external.

Frame Checks. Total number of frames received with an invalid frame
check sequence.

Transmit Underruns. Total number of frames that were not transmitted
since the system was (re)initialized because data was not available to the
transmitter in time.
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+ Receive Overruns. Total number of framesthat failed to be received since
the system was (re)initialized because the receiver did not accept the data
intime.

+ Interrupted Frames. Total number of frames that failed to be received or
transmitted since the system was (re)initialized because of the loss of
modem signals.

+ Aborted Frames. Total number of frames that were aborted since the
system was (re)initialized because of the receipt of an abort sequence.

X.25 Call Target Summary

You can display the X.25 Call Target Summary window by selecting that
option from the X.25 Console Main Menu.

The X.25 Call Target Summary window displays the following information
for each entry in the Call Target Database:

+ Destination Name. Name of the target host as defined in the Call Target
Database.

+ Remote DTE Adrs. X.121 address assigned to the destination DTE by the
public data network (PDN) to which you are attached. Thisfield displays
N/A if the associated virtual circuit is a PV C (permanent).

+ Interface Name. NetWare LSL symbolic name for this interface.

+ Interface Enabled. | ndicates whether aninterfaceisconfigured as X.25 or
not.

Yes indicates that the associated interface is configured as X.25 and is
enabled.

No indicates that the associated interface is disabled or has not been
configured as X.25.

Usethe Up-arrow and Down-arrow keysto highlight the desired destination,
then press Enter to view the X.25 Call Target Database window for that
destination.

X.25 Call Target Database

You can display the X.25 Call Target Database window by selecting a

destination name from the X.25 Call Target Summary window. The X.25 Call
Target Summary window displays the parameters associated with an SVC. If
thiscircuit had been aPV C, only the first five parameters would be displayed.
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The X.25 Call Target Database window displays the following information:

*

Destination Name. Name of the target host as defined in the Call Target
Database.

Remote DTE Address. X.121 address assigned to the destination DTE by
the public data network (PDN) to which you are attached. Thisfield
displays N/A if the associated virtual circuit isa PV C (permanent).

Index. Unique index assigned to an interface within the target host
system. An Interface Index is assigned to each layer (packet, link, and
physical). The value here is assigned to the packet layer.

Circuit Type. Indicates whether aPVC or SVC isused to establish a
connection to the specified destination.

Interface Enabled. Indicates whether aninterfaceisconfigured as X.25 or
not.

Yes indicates that the associated interface is configured as X.25 and is
enabled.

No indicates that the associated interface is disabled or has not been
configured as X.25.

Called/Calling

*

Packet Size (bytes). Packet size for the direction of transmission that is
negotiated when an SV C is established using this call destination.

Window Size. Window size for the direction of transmission that is
presented in the Flow Control parameter negotiation facility of the Call
Request packet at call setup time.

Throughput Class (bps). Throughput class for the direction of
transmission that is presented in the Throughput Class negotiation facility
of the Call Request packet at call setup time.

Fast Select. Indicates whether the Fast Select user option should be
specified in outgoing calls. The possible values are as follows:

+ No. Fast Select is not used.
+ No Restriction. Fast Select is used with no restrictions on response.
+ Restriction. Fast Select is used with restrictions on response.

Reverse Charging Proposed. Indicates whether reverse charging should
be used when a call setup is requested. Possible values are as follows:

+ Local. No reverse charge.
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+ Reverse. Reverse charge isrequired for all call setup requests.

+ Default. Default to the value specified in the configuration table for
the associated interface.

+ CUG Facility. Type of Closed User Group (CUG) used for thiscal. The
possible values are Bilateral , Incoming , Outgoing , and Not Selected.

A CUG permits DTEs belonging to the group to communicate with each
other, but a CUG precludes communication with all other DTES.

¢+ CUGID. One- or four-digit hexadecimal number specifying the specific
CUG in the Call Request packet.

X.25 Ping Remote System

If you select Ping Remote System from the X.25 Console Main Menu, the
X.25 Ping Remote System window appears.

The X.25 Ping Remote System window allows you to run a PING test that
verifies theinitial connection between the local X.25 interface and a remote
X.25interface.

The Destination Name field is highlighted and should be blank. Press Ins to
display alist of Available Destinations. To select a destination, use the Up-
arrow and Down-arrow keysto highlight the desired destination, then press
Enter.

The X.25 Ping Remote System window displays the parameters listed for the
selected destination (you can change the values of the last four parameters):

+ Destination Name. Name of the selected destination asdefined in the Call
Target Database.

+ Remote DTE Address. X.121 address assigned to the destination DTE by
the public data network (PDN) to which you are attached.

+ Interface Name. NetWare LSL symbolic name for thisinterface.
¢ Local DTE Address. Network address assigned to the local DTE.

+ Number of VCs. Number of virtual circuitsto be established for the PING
test. Therange of valuesis 1 through 255. The default is 1.

+ Number of Messages. Total number of messages to be sent to the remote
end during the test. The range of valuesis 0 through 2147483647. The
default valueisO.
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+ Delay (in 100 msecs). Delay between message transmissionsin 100-
millisecond intervals. The range of valuesis 0 through 1000. The default
valueis1 (100 msec).

+ Data Size (bytes). Amount of datato be included in each message, in
bytes. The range of valuesis 0 through 4096. The default valueis 512
bytes.

When the values of the last four parameters have been set, the prompt Enter
F3 to Start the Ping Test appears. PressF3 to beginthe PING
test with the remote destination.

You can abort the PING test at any time by pressing F5.

Thefollowing parameters display the results of the PING test with the remote
destination:

+ Num of ActiveVCs. Total number of activevirtual circuits configured on
thisinterface.

+ Num of Call Failures. Total number of Call Failures detected.

+ Num of VCs Connected. Total number of active virtual circuits
established between thisinterface and the destination DTE.

+ Avg Call Setup Time. Average time required to set up acall to the
detination DTE.

+ Messages Transmitted. Total number of messages transmitted.
+ Messages Received. Total number of messages received.

+ Transmit Errors. Total number of transmit errors detected.

+ Receive Errors. Total number of receive errors detected.

* Sequence Errors. Total number of sequence errors detected.

+ Size Errors. Total number of size errors detected.

¢ Pattern Errors. Total number of pattern errors detected.

+ Software Errors. Total number of software errors detected.

+ Average Delay. Average round-trip delay between transmitting amessage
to and receiving a message from the destination DTE.

¢ Cause Code. Clearing cause codeincluded in the clear packet if the PING
test failed.
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Display Traps

+ Diagnostic Code. Diagnostic code included in the clear packet if the
PING test failed.

¢ Result. Indicatestheoverall result of thePING test: Destination is
alive orPing Test to Destination Failed.

You can display Trap Log information by selecting the Display Traps option
from the X.25 Console Main Menu.

SNMP trap messages are used to report events. The SNMPLOGNLM
processes messages sent to the local server and writes them to adisk file.
X25CON reads the disk file and displays the trap messages with the most
recent first. Upon exit, the trap log file can be deleted or saved.

The Trap Log window displays the following information:

+ Host Name. Hostname or | P address of the node that issued the trap
message. Usethe Tab key to toggle between the IP address and hostname
formats.

+ Trap Type. Event type triggering each trap message. Six trap types are
defined to report TCP/IP events, including coldstart, warmstart, link up,
link down, request authentication failure, and EGP neighbor loss. In
additionto the six TCP/IPtraps, four X.25 trap types are defined to report
X.25 events, including X.25 Link Up, X.25 Link Down, X.25 Packet
Restarted, and X.25 VC Reset.

+ Time Stamp. Date and time each trap message was received and
processed by the local server.

Using the X.25 Trace Utility

To invoke X25TRACE, enter the following at the NetWare console prompt:

LOAD X25TRACE

Themessage L.oading module X25TRACE.NLM appears, followed by
version and copyright notices. X25TRACE then displays the Available
Options menu.

The options displayed in the X25TRACE Available Options menu are as
follows:
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*

Network Interface Information. Displays information for the configured
ports. Thisinformation specifies the basic 1/O port address of the
interface and the channel used on the interface.

Real-Time Monitor. Enables you to view and capture transmitted and
received framesdynamically. You can capture the dynamic data displayed
on the window to either adisk file or to the memory (the default), to be
replayed later for diagnostic anaysis.

IMPORTANT: The Real-Time Monitor can consume a large portion of your
router's CPU resources.

Play-Back. Enablesyou to play back to thewindow acaptured Real-Time
Monitor data session from adisk file or from RAM.

Configuration. Enables you to configure the X25TRACE utility.

Network Interface Information Window

You can display the Network Interface Information window by selecting that
option from the X25TRA CE Available Options menu.

The Network Interface Information window displays the following
information:

*

*

*

*

*

*

1/0O. 1/0O address of thisinterface.
IRQ. Interrupt request level (vector) used by thisinterface.

MEM. Base address of a block of shared memory space decoded by this
interface.

Port. Port number used by thisinterface.
LSL Board No. EISA or MCA dlot that thisinterface card residesin.
I/F Name. NetWare LSL symbolic name for thisinterface.

Real-Time Monitor Window

You can display the Real-Time Monitor window by selecting that option from
the X25TRACE Available Options menu.

The Real-Time Monitor window displays a sampling of the actual packet
traffic. To view theactual traffic, you should capture thetransmissionto RAM
or adisk file.

The options available on this window are as follows:
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F2

F3

F4

F5

F6

F7

Next Interface

Decode Mode (Raw/Frame/Packet)
Complete/Short Display

ASCII/Hex

Freeze/Resume

Start/Stop Capture

Play Back Window

You can display the X25TRACE Play Back window by selecting that option

from the X25TRACE Available Options menu.

The Play Back window displays the following options:

+ Play Back Device. Indicates whether the captured data session to be
played back originates from RAM or adisk file.

+ Disk Filename. Name of the disk file to be played back if you selected
Disk asthe playback device. You can have severa filesto which you

saved real-time sessions.

+ Play Back Speed. Speed at which you want to view the session: Fast ,
Medium , or Slow. You can change the speed and view the session again

at another speed, if needed.

Thecursor is positioned in the Play-Back Device field. Press Enter to display
the available options. Use the Up-arrow and Down-arrow keys to highlight
either Disk or RAM , then press Enter to select that option.

If you select Disk asthe playback device, move the highlight bar to the Disk
Filename field, enter the desired filename, then press Enter to select that file.

Highlight the Play-Back Speed option, then press Enter to display the Play-
Back Speed window. Use the Up-arrow and Down-arrow keys to highlight
the desired option (Slow, Medium, or Fast ), then press Enter to select that

option.
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Configuration Window

You can display configuration information by selecting the Configuration
option from the Available Options menu.

The X25TRACE Configuration window enables you to configure the
X.25TRACE utility. You should use the Configuration window to set up the
type of capture device and the disk filename before you use any of the other
options from the Available Options menu.

The cursor is positioned in the Capture Device field. Press Enter to display
the available options. Use the Up-arrow and Down-arrow keys to highlight
either Disk or RAM, then press Enter to select that option.

If you select Disk as the capture device, move the highlight bar to the Disk
Filename field and enter avalid filename.

Exiting X25TRACE

At the X25TRACE Available Options menu, press Esc to display the Exit
window. Use the Up-arrow and Down-arrow keysto highlight the desired
option (Yes or No), then press Enter to select that option.
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Troubleshooting

This section contains troubleshooting information for the remote access
software. Before you proceed to troubleshoot specific problems, ensure that
you have completed the following steps before you start:

1. Ensurethat the most recent rel eases, patches, modem scripts, drivers, and
other software have been obtained from one of the following sources:

+ WWW location http://support.novell.com

+ WWW location http://labs.novell.com

+ WWW location http://labs.novell.com/wan (for driver support)
+ WWW location http://ftp.novell.com (for retrieving patches)

+ CompuServe* (Enter GO NOVELL.)

+ Novell Support Connection Library CD-ROM (Call 1-800-377-4136
to order in the U.S. and Canada. In all other locations, call 888-321-
4272)

2. Readthe README filesand Rel ease Notes for information about known
product limitations and bugs. The README files can beviewed from the
SETUP menu during installation. They can aso be printed from the
Install directory on the CD-ROM.

3. Examine the contents of the following configuration and log files:
+ STARTUPNCF

SYS:SYSTEMV\AUTOEXEC.NCF

SYS.ETC\CONSOLE.LOG

SYS.ETC\NETINFO.CFG (Do not manually edit thisfile!)

SYS:SYSTEM\INSTALL.LOG

*

*

*

*
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Examining these files should help you to identify network configuration
errors. If you need to call technical support, run CONFIGNLM, which
will automatically redirect these filesto SYS: SY STEM\CONFIGTXT.
Also, having a network map or drawing enables the technical support
staff to examine the entire configuration and the surrounding
environment.

4. Examine the contents of the CONFIG command by performing the
following actions:

+ Log in to the remote access server from aworkstation using
RCONSOLE.

+ Enter CONFIG at the console prompt.
NOTE: To print the file, redirect the output to a printer by pressing Shift+PrintScrn.

Using Terminal Mode, NCS Debug, or NWCRPAIR
Utilities
The following paragraphs describe how to use the terminal mode option in

NIASCFG, the NCS Debug utility, and NWCRPAIR to troubleshoot remote
access.

Using the Terminal Mode Option

You can use the Terminal Mode option to
+ Diagnose modem or cabling problems
+ Verify thelink between the server, modem, and the operator of the modem

+ Verify the modem commands supported by the modem
To use the Terminal Mode option, load NIASCFG and follow this path:

Select View Status for NIAS > Remote Access > Display Port Status > port
you want to view > Terminal Mode

When you select the Terminal Mode option, aterminal window is displayed,
through which you can interact with the device connected to the sel ected port.
Input issent to the A10 port asyou type. Any output from the port isdisplayed
asitisreceived. If local echo is enabled, keyboard input is aso displayed.
Only ASCII input is accepted and sent to the AlO port. Use the special-
function keys defined in Table 33.
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Table 33 Terminal Mode User-Input Keys

Key Function

F1 Help

Insert Display available terminal mode options for the terminal
window

F7 Clear the terminal window

F8 Stop or continue displaying output to the terminal window

F9 Enable/disable local echo

Esc Exit the terminal window

Terminal Mode Options

After selecting Terminal Mode, pressthe Insert key to view and select the
Terminal Window Options. Table 34 lists the avail able options.

Table 34 Terminal Mode Options

Option Action or Result

Change Link Settings Temporarily changes link parameter settings for the duration of the terminal
port session

Capture Output to File Captures data (from terminal window) into a file (or stops capture if already
enabled)

Input from File Takes input from a specified file (instead of the keyboard

Using the NCS Debug Utility

The NCS Debug utility helps you debug NCS connections. Start the NCS
Debug utility by entering the following command:

load ncs -t

The -t parameter enables the NCS Debug Window to be displayed and saves
arecord of all NCS port activity in an ASCI| text file called
NCSTRACE.LOG inthe SYS:SY STEM directory. The size of thelog fileis
limited to 800 KB. After the file reaches that size, the entries wrap around to
the beginning of the file and logging continues.
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After itisloaded, the NCS Debug utility displays awindow with information
similar to that shown in Figure 51. (The information shown in Figure 51
displaysthe server initsinitial start-up phase.) As datatransfers occur, lines
are displayed with a date, timestamp, and function control block (FCB)

information.
Figure 51  NCS Debug Utility Output

16:29:22 02/13/97 FCB: o: 0 s: 0 1: O r: 0 s: 0 v: 0 n: 0 f: Network

16:29:22 02/13/97 FCB: o: 0 : 01: 0r: 0s: 0v: O0n: 0 f: Port

16:29:22 02/13/97 FCB: o: 0 s: 0 1: 0 r: 0 s: 0 v: 0 n: 0 f: Connect

16:29:22 02/13/97 FCB: o: 0 : 01l: 0r: 0s: Ov: On: 0 f: CI

16:29:22 02/13/97 FCB: o: 0 s: 0 1: 0 r: 0 s: 0 v: 0 n: O f: Serial
Table 35 definesthe FCB output linesand fields. Seven of thenine FCB fields
are displayed; the DATAFLAGS and REVNBR fields are not displayed. The
right-most field lists the FCB'’s destination.

Table 35 NASI Functional Control Block
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FCB Field Field Name and Description
o] OPCODE, request identification
S SUBOPCODE, request identifier adjective (valid for some
opcodes)
| LENGTH, length (in bytes) of this FCB
r RETURNCODE, value returned to user application
s STATUS, function completion status
Y VCLPID, virtual circuit identifier (NASI identification information)
n NACSCID, NCS connect table index

Destination of this FCB (function that will next process this FCB)

By observing the datatransfers, you can determineif the sequences are correct
and, possibly, determine where problems may exist.



Running NWCRPAIR

The NWCRPAIR.NCF is atroubleshooting utility that recovers corrupted
Btrieve* files. Corrupted Btrieve files may be the result of aremote access
server abend (terminate program execution abnormally). Usethisutility if you
receive an initialization failure when you bring up remote access with
NWCSTART. Enter the following commands at the server console:

nwcstop
unload cssysmsg

nwcrpair

You will be prompted several timesto press Enter as NWCRPAIR recovers
thelist of remote access database files. When NWCRPAIR finishes, you will
be returned to the NetWare console prompt.

Then, bring up remote access with NWCSTART. Do not delete the Btrieve
filesunlessthefilesare unrecoverable. If you delete thefiles, you will losethe
remote access configuration. You will have to issue the following command
to define the remote access services.

load svcdev sys:system\connect\svcs.def

After issuing the command, re-enter port and service configuration.

Remote Access Cabling

Table 36

If problems occur with RS-232-C straight-through and null modem cables
used to connect the adapter port or remote PC to amodem, usetheinformation
in Table 36 to select a cable type that connects properly to the computer and
device you are using.

Cable Type Capability

Cable Type Capabilities
25-pin-to-25-pin straight-through Connects an IBM PC or compatible
modem cable computer to a straight-through

standard DCE modem such as a dial-
up modem, leased modem, line
modem, or multiplexer.
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Cable Type

Capabilities

9-pin-to-25-pin straight-through
modem cable

25-pin-to-25-pin null modem

9-pin-to-25-pin null modem

Connects an IBM AT or compatible
computer to a straight-through
standard DCE modem such as a dial-
up modem, leased modem, line
modem, or multiplexer. You can use a
9-pin-to-25-pin cable because it
converts the IBM AT’s DB-9
connector to a DB-25 connector. (The
male DB-25 connector of a 9-pin-to-
25-pin cable is equivalent to an IBM
PC or XT* serial port.)

Connects an IBM PC or compatible
computer directly to a standard DTE
such as a communications server.

Connects an IBM AT or compatible
computer directly to a standard DTE
device such as a communications
server.

Common Problems

This section discusses various symptoms of common problems and their

potential solutions.

WAN Board Loads, but It Has a Status of Down.

Ensure the board switch is set to the type of interface to which you are trying
to connect. Some WAN boards can toggle between V.35 and

RS-232.

Communications Adapters Installed on the Server Will Not Load or Initialize.

Each communications adapter installed on the server might not use a unigue
I/O port address. Ensure that each adapter uses a unique 1/0 port address.
When you install the communi cations adapters used with the remote access
feature, make sure you do not configure them to use the RAM allocated for
your video adapter or any other adapters. For example, with WNIM+ adapters,
the typical configuration is 1/O port hexadecimal address 0280 for the first
adapter, 0290 for the second adapter, 02A0 for the third adapter, and 02B0 for
the fourth adapter. If you install other third-party communications adapters,
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configure them according to their documented instructions and avoid
configuring them with addresses used by other adaptersin the PC. If you
configure COM ports on the server for asynchronous communications, ensure
that the driver program for the COM ports, AIOCOMX.NLM, does not assign
addresses used by other hardware devices.

COM Ports Do Not Function or a Message Indicating They Are Not Available Is Displayed.

The IRQ values used by the /O driver program conflict with the IRQ values
used by other hardware devices in the server. Ensure that the IRQ values do
not conflict. When you load the 1/O driver program for the COM ports,
AIOCOMX.NLM, you can specify the IRQ value used by the driver with the
LOAD command. If you do not specify an IRQ value with the LOAD
command for AIOCOMX.NLM, the driver assigns an IRQ value of 4 to the
first port and interrupt 3 to the second port. If you are using COM 2, ensure that
your LAN adapter is not configured to use interrupt 3. Table 37 shows
standard configurations used by hardware drivers.

Table 37 Standard Configurations Used by Hardware Drivers

Device IRQ Number I/O Port Address Memory Address DMA
COoM1 4 3F8-3FF — —
COoM2 3 2F8-2FF — —
COM3 — 3E8-3EF — —
COM4 — 2E8-2EF — —
LPT1 7 378-37F — —
LPT2 5 278-27F — —
AT diskette 14 1F0-1F8 — —
controller

Diskette controller 6 3F0-3F7 — —
SCSI adapter 2,3,5 340-343 D0000-D7FFF 1,3
Game 1/O — 200-20F — —
Hard disk — B60-32F — —

controller (PC and
XT)
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Device IRQ Number I/O Port Address Memory Address DMA
MDA and printer — 3B0-3BF — —
adapter

VGA — 3BA-3DA — —
EGA — 3CO0-3CF — —
CGA — 3D0-3DF — —

If LPT3is used, then use the values shown in Table 38.
Table 38 LPT Values

Device IRQ Number I/O Port Address Memory Address DMA
LPT1 7 3BC-3BE — —
LPT2 5 378-37A — —
LPT3 — 278-27A — —

Modem or Communications Adapters Take Too Long to Initialize.

Ensure that you are using Novell-certified communications adapters and that
your drivers are up-to-date. Contact the manufacturer for an updated list of
certified communications adapters.

The Modem Type of Your Modem Is Not Displayed in Remote Access as a Supported

Modem Type.

Select asimilar modem or Hayes* compatible. Hayes compatible works with
most modems and is useful for troubleshooting.

You can aso check the latest NWCMOD.EXE file at the WWW location
http://support.novell.com to see if your modem has been recently added.
Choose the search feature and enter NWCMOD.EXE for access to scripts.
Novell updates NWCMOD.EXE periodically. Otherwise, use the modem
script editing tool WMDMMGR.EXE in SY S:SY STEM\UTIL Sto write your
own modem scripts.
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Ports and Modems

This section contains troubleshooting information for ports and modems and
isdivided into three categories:

*

*

*

Troubleshooting Tools
Configuration Tips

Common Problems

Troubleshooting Tools

Load NIASCFG and select View Statusfor NIAS > Remote Access > Display

Port

Status, and then sel ect the desired port and the following troubleshooting

tools:

*

You

Display Port Statistics—Displays current port configuration settings and
potential problem areas. Take note of the Port Statistics section. Software
overrun errors, framing errors, or parity errors could indicate phone line
problemsor PBX configuration problems. If the number of bytesreceived
progressively increments and the number of bytes transmitted remains
constant, then modem script incompatibilities or PPPRNS configuration
errors might exist. Make sure that the modem type connected to the port
matches the modem type configured for that port.

Check the PPPRNS configuration and verify that the Internetwork Packet
Exchange™ (IPX™ ) addressis unique across the WAN, including
network segment addresses and internal |PX addresses.

Start Trace on Port—Captures traffic sent to and received from the port.

Terminal Mode—Verifies operation of the modem or device connected to
the modem by using this operation to send data to and receive datafrom
the A1O port.

Identify Port—Identifies the physical port referenced by a port name by
toggling the Data Terminal Ready (DTR) on the port.

Use NWCRPAIR to repair the remote access database after a server
abends.

can view server configurations by loading NIASCFG and selecting

Configure NIAS > Remote Access > Generate Configuration Report.

Configuration Tips

This section lists configuration tips that are useful for server configuration.
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Inbound Port Service

Novell Internet Access Server 4.1 provides Remote Control Services—the
ability of aremoteworkstation to dial in to the remote access modem pool and
take control of ahost on the LAN—through the Inbound Port Service. Use
NIASCFG to configure this service (parameter path: Select Configure NIAS
> Remote Access > Configure Services > NCS). The second line, General
Namefor Shared Dial-In Ports, displays DIALIN. Thisremote access service
creates amodem pool used for dial-in connections. From a workstation
running Win2NCS, select Options > Map Communication Ports. When you
select Unigue Name or Specific Name, the service namelisted isa
combination of the first eight characters of the Novell Internet Access Server
4.1 server name and the word DIALIN. For example, if the server nameis
RemoteAccess, the service nameis REMOTEACDIALIN. A local
workstation would not use this service for dial-out services.

You can view sessions on dial-in connections using NIASCFG (parameter
path: Select View Statusfor NIAS > Remote Access > Display Service Status
> tab to NCS > press F10).

Outbound Port Groups

Home Server

Configuring IP

For dialing out, use only the ports listed in NIASCFG in Dial-Out mode and
in Both Dial-In and Dial-Out Port Usage (parameter path: Select Configure
NIAS > Remote Access> Set Up...> Define Remote Access Port Usage). You
can select outbound ports by group name or individual name. If you select a
port by group name, the remote access software will select an available port
within the port group.

If you have configured aHome Server for aPPPRNS user or container, ensure
that the specified Home Server isrunning IPXRTR.NLM and is reachable by
the remote access server.

In NIASCFG select Configure NIAS > Remote Access > Set Up... > Select
Remote Access Services. Select PPPRNS and press Enter. Select |IP. Enter a
valid |P address. This address serves asthe | P address for the virtual interface
that is set up by remote access. This address must be on a separate network
(subnet) fromthe LAN. TCPIPNLM version 3.01 or later must be loaded with
IP forwarding enabled. This version allows the option of variable subnetting
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ISDN

and stub-subnetting. It also contains code that distributes | P addressesto dial-
in clients. The remote access server allows for the configuration of aclient
address range. If addresses will be assigned from the server, enter the
addresses at this point. If addressees will not be assigned, ensure that clients
are entering | P addresses that belong to the unique PPPRNS subnet into their
diders.

If you are using ISDN Synchronous Bus Adapters for remote access, make
sure that you configure the ISDN interfaces using the NIASCFG Remote
Access configuration menu. If you configure the ISDN interfaces using the
NIASCFG Protocols and Routing menu, the interface functions only for
routing.

If the server isusing only ISDN, reduce the dialback parameter in NIASCFG
so that the dial back takes place sooner (parameter path: Select configureNIAS
> Remote Access > Configure Security > Set Global Parameters). The default
dialback timer values are for analog modems. Values of 1 or 2 seconds are
more appropriate for ISDN.

If the server is supporting both ISDN and analog modems, try using a value
that is lower than the default. Make sure both analog and ISDN users are
successfully called back. For example, try avalue of 10 or 15 seconds. The
limiting factors are how quickly the server's modem can hang up and
reinitialize an outgoing call and how quickly the clients can hang up and
reinitialize to listen for incoming calls.

ISDN Terminal Adapter

Port Modem Type

If you are using ISDN Termina Adapters (TA) for remote access, make sure
you use the configuration program provided by the manufacturer to configure
the TA with the necessary information as specified by your ISDN provider.
For example, the ISDN provider might require following settings, the Service
Profile Identifier D-channel Protocol, (SPID) and Terminal Endpoint
Identifier (TEI).

If aport name appears in the port configuration list but is not displayed in the
port status listing, verify that the port modem type is not set to Unknown.

Ensurethat the port is configured for remote access use by selecting Configure
NIAS > Remote Access > Set Up... > Select Remote Access Ports. If the port
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in question is not listed, press Ins, highlight the correct port modem typein
thelist, and press Enter. If you have ports to which no modems are connected
(direct connect ports), you must select Modem Type None for each port.

Common Problems

This section discusses various symptoms of common problemsrelated to ports
and modems and the potential solutions.

The port does not initialize.

Before a port can receive a call, the port must be in the WAITING state. Use
NIASCFG (parameter path: Select View Statusfor NIAS > Remote Access >
Display Port Status) to examine the port status. If the state of your port isany
of the following, it is not capable of receiving any incoming calls for the
remote access server.

+ IDLE—Indicates that either the port is a dial-out-only port or that no
remote access service (PPPRNS, ARAS, or NCS) isrunning that is
configured to use this port for adial-in connection. Determine whether
the services you configured are running. Check the Restrict Service by
Port configuration to verify that the service is allowed to use the port. If
you modify the configuration so that this port is now used for adial-in
connection by arunning service, the port status should changefrom IDLE
to INITIALIZING to WAITING.

+ WAITING—Indicates that you have configured remote access for Dial-
In only or Dial-In and Dial-Ouit. If, after a successful dial has been
compl eted, the port status changes to DISCONNECTED and remains
there, try resetting the port to seeif the status returnsto WAITING.

+ START UP—Indicates that the Service Selector is not running. Run
NWCSTART.NCF from the server console prompt.

+ BROKEN—Indicates that remote access has failed to initialize the
modem attached to this port. This can be caused by a defective modem, a
modem type mismatch in the configuration, or a cabling problem. Use
NWCTERM.NLM to send characters to the modem so you can observe
the modem's responses. A port status of BROKEN can aso indicate that
the A1O driver is not loaded.

+ UNAVAILABLE—Indicates that the AIO driver that is providing this
port is not loaded or is not registering this port to AlO.

+ ACQUIREDOTHER—Indicatesthat the port isalready acquired by other
non-remote access server modules. For example, the port might have
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been acquired by arouting component. Use NIASCFG to verify the
remote access port usage configuration and the usage of ports by other
components of the system.

CONNECTING—Indicatesthat an incoming call has been received. The
status changes from CONNECTING to CONNECTED as soon as the
Service Selector determinesto which servicethe call isdestined. The call
is then sent to the appropriate remote access server module. Use
NIASCFG (parameter path: View Status for NIAS > Remote Access >
Display Port Status) to view the call's destination.

You have added a new communications adapter to the server, but the ports on the adapter
do not appear in the Port Configuration or Port Information window on the server console.

If you have multiple communications adapters in the server, ensure that they
use I/O port addresses in the proper sequence. Refer to the adapter
manufacturer's documentation for the proper sequence of /O port addresses.

Also, complete the following checks:

*

Use NIASCFG (parameter path: Select Configure NIAS > Remote
Access > Set Up... > Select Remote Access Ports) to verify that the ports
are selected for use with remote access.

Ensure that the server's communications adapters are configured
correctly and do not use I/O port addresses or memory addresses that
conflict with other hardware.

Verify that the AIO.NLM driver and the correct driversfor the adapters
are loaded.

Ensure that the LOAD parameters for the I/O drivers specified in the
NETINFO.CFG file (in SYS: ETC\NETINFO.CFG) for each
communi cations adapter match the switch setting on the adapters.

Ensure that you have the latest drivers for the adapter.

If the ports appear in the port configuration but not in the Display Port
Status portion of the menus, use Config Port (parameter path: Select
Configure NIAS > Remote Access > Configure Port) to verify that a
modem type has been set for the port to a value other than Unknown.

Data transfer errors or a PC lockup occurs.

Interrupt settingsfor LAN boards or other devices conflict with PC COM port
settings, causing data transfer errors or a PC lockup.
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By default, many LAN boards, such asthe NE2000™ board, use interrupt
level 3. This conflicts with the default interrupt used by the second
communications port, COM2. PC COM ports use interrupt level 3 or 4.

If you do not require more than one COM port, remove or disable the second
COM port. If the second port is on an add-in board, remove the add-in board
or change the jumpers on the board to disable the COM port. If you need to
use the second COM port, changethe LAN board to use an available interrupt
level.

Modem or communications adapter takes too long to initialize.

Ensure that you are using Novell-certified communi cations adapters and that
the drivers are up-to-date. Contact the manufacturer for information about
updated drivers. Also verify that the modem type is specified correctly and
that the latest modem scripts are being used.

The remote access software uses all available AIO ports, causing other NLM files on the
server to generate error messages.

You might need to dedicate ports for server applications that are not part of
remote access. To reserve a port for another application, use the NIASCFG
utility (parameter path: Select Configure NIAS > Remote Access > Set Up...
> Select Remote Access Ports). Select the desired port and press Del.

You want to determine which port a modem is using.

To determine which port amodem is using, display the port status for the
desired port (parameter path: Select View Status for NIAS > Remote Access
> Display Port Status) and select the desired port. Use the Identify Port menu
option to toggle the port's DTR signal. This causes the modem’'s TR or DTR
light to blink.

Modem or port initialization problems occur.

If the port status for amodem is displayed as Broken, perform the following
procedures:

+ Ensure that the modem type defined for the port matches the modem
attached to the port. For information on certified modem scripts, refer to
the WWW location http://support.novell.com. Choose the search feature
and enter NWCMOD.EXE for accessto scripts.
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+ Verify cable connections. Use Terminal Mode in NIASCFG (parameter
path: Select View Statusfor NIAS > Remote Access > Display Port Status
> Select aPort > Terminal Mode) to verify that modem cabl e connections
arefunctional. Usethemodem ATI commandsand try to establish adial-
out connection using the ATDT command. You might need to issue an
ATE1 command to enable echoing back to the screen.

+ |f you are using a communications adapter, try placing the modem on the
server’'s COM port. If you are not using a communications adapter, try
switching the modem to another COM port.

+ Try adifferent modem.

No users or only some users can access communications ports.

Use NIASCFG to generate a configuration report and verify that users have
access to the ports (parameter path: Select Configure NIAS > Remote Access
> Generate Configuration Report). Also, if the server is on anetwork that is
connected to the workstation by a bridge or router, ensure that the bridge or
router is operating correctly and that the user has access to the server. In
addition, ensure that all hardware isinstalled correctly, including all add-on
boards and cable connections. Consider resetting ports to reactivate them.

Verify that the container TEST hasaccessto CONNECT object by completing
the following steps:

1 Right click on container TEST.
2 Check TRUSTEES OF THIS OBJECT.
The CONNECT object should be displayed.
3 Select the CONNECT object to display the rights.
4 Correct therightsif required.

The port you are trying to dial in to in order to access PPPRNS shows a status of
connecting; however, the incorrect service is displayed (ARAS).

Make sure that you are using the correct modem configured for that port, that
the modem is compatible with the modem on the server, and that the speeds
are the same. Sometimes the modem forwards the V.42bis negotiation to the
remote access software, thereby making the software process this call as an
ARAScal.
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Remote Access Server Configuration Problems

This section discusses various symptoms of common problems related to the
server configuration and the potential solutions.

AppleTalk zones do not appear on the network.

Ensurethat the network range you specify when you bind AppleTak to ARAS
isunique for each server on the LAN. The network range is specified when
you load ARAS using NIASCFG. Keep in mind that each group of ports on
the server running ARAS is considered to be a network.

Data transfer errors or a PC lockup occurs.

Interrupt settingsfor LAN boards or other devices conflict with PC COM port
settings, causing data transfer errors or a PC lockup.

By default, many LAN boards, such asthe NE2000, useinterrupt level 3. This
conflicts with the default interrupt used by the second communications port,
COM2. PC COM ports use interrupt level 3 or 4.

If you do not require more than one COM port, remove or disable the second
COM port. If the second port is on an add-in board, remove the add-in board
or change the jumpers on the board to disable the COM port. If you need to
use the second COM port, changethe LAN board to use an availableinterrupt
level.

More than one server is running Novell Internet Access Server 4.1,
and one server does not show up on the network.

Ensure that all server names and IPX network addresses are unique and have
not been assigned to other servers. Use NLIST to display the names of the
serverson which Novell Internet Access Server 4.1isrunning. Use IPXPING
to verify if the server isreachable.

A remote access server halts unexpectedly.

If you have loaded the AIOCOMX driver, ensure that the interrupt specified
by the int= parameter does not conflict with interrupts used by other hardware
devicesin the PC. If you do not specify an interrupt when AIOCOMX is
loaded, the driver assigns default interrupts to the COM ports as follows:

+ For one or two ports, AIOCOMX assigns IRQ4 to the first COM port
found and IRQ3 to the second COM port found.
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+ For three or more ports, AIOCOMX assigns IRQ4 to the first COM port
found and IRQ3 to the second COM port found. You are then asked for
the IRQ value for any additional ports.

If you are using COM2 and COM2 is assigned |RQS3, ensure that your LAN
adapter is not set to use IRQ3. Note that NE2000 uses a default IRQ3 setting.

You have restarted a server after loading the remote access software,
and the server cannot find the license data, the server has corrupted
the audit trail database, or the Remote Access Supervisor
(NWCSU.NLM) reports problems logging in to the network.

Unload NIASCFG by exiting the utility. Enter NWCSTOP and verify that all
NLM files were unloaded successfully. Unload all Al1O drivers, including
AIO.NLM. Enter NWCRPAIR at the system console prompt. Two
unrecoverable errors, Butil-610-18 and Buitil-610-9, might occur during the
access of the sequential file. These errors are normal. If any other
unrecoverable errors appear, corruption in the Btrieve Database has occurred.

Rename or delete the NWC* .BTR filesin the system directory. If abackup
copy of thesefilesis available, restore thefiles.

If you do not have a backup copy from which to restore the NWC* .BTR
configuration files, you must start from ablank configuration. To start from a
blank configuration, complete the following steps:

1 Delete NWC*.BTR from SYS: SYSTEM.

2 | oad SVCDEF SY S\SY STEM\CONNECT\SVCS.DEF at the system
console prompt.

3 Enter port configuration and access control configuration information
from the configuration report.

4 Restart the server and restart Novell Internet Access Server 4.1.

When you start the remote access software, error messages appear
that indicate your server has insufficient memory.

Theserver might be using only thefirst 16 MB of memory. Usethe MEMORY
command at the NetWare console prompt to verify the amount of available
memory. If the amount of displayed memory isless memory than you actually
have, enter the REGISTER MEMORY command to make the additional
memory available. Novell Internet Access Server 4.1 requires a minimum of
32 MB of RAM.
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AIOPPTP Problems

Usethefollowing information to isol ate and resolve problems with AIOPPTP.

+ Use PING to verify that a path exists between the PPTP Access
Concentrator (PAC) and the Novell Internet Access Server 4.1.

+ Verify that the PAC port has been configured with a PPTP Network Server
(PNS) IP address that matches the Novell Internet Access Server 4.1 |P
address.

Remote Node (PPPRNS and ARAS) Connections

Thissection containsremote node (PPPRNS) and A ppleTalk* Remote Access
Server (ARAS) connection troubleshooting information that is divided into
four categories:

+ Troubleshooting Tools
+ Configuration Tips
+ Troubleshooting Checkpoints

+ Common Problems

If aproblem that is general in nature occurs, the procedure described in
Troubleshooting Checkpoints will help you isolate and resolve the problem.
If aproblem with a specific symptom occurs, refer to Common Problems.

Troubleshooting Tools

The following troubleshooting tools can be used to troubleshoot remote node
connections:

+ PPPTRACE. Refer to Using the PPPTRACE Utility in the PPP
documentation.

+ AIO Port Trace. Refer to Activating Remote Access Port Traces.

+ PING. Refer to Determining Whether a Remote TCP/IP Node Is
Reachable in the TCP/IP documentation.

+ IPXPING. Refer to Using the IPXPING Utility on the Server and Using
the IPXPING Utility on the Workstation in the IPX documentation.
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Configuration Tips

We recommend the following guidelines for configuring remote access dial-
in connections:

+ By default, only Novell proprietary NWCA P authentication isenabled for
Windows 95* and WindowsNT* connections. Load NIASCFG to enable
PAPRemote configuration and CHAP for PPPRNS (parameter path:
Select Configure NIAS > Remote Access > Configure Services >
PPPRNS > Configure Security).

+ Assign remote client passwords to users who will be dialing in from
Windows 95 or Windows NT dialers.

+ For Windows 95 or Windows NT dial-in users who want to use PAP and
CHAP authentication, they must use Remote Client passwords, not their
NetWare® passwords. PAP and CHA P passwords are case-sensitive. For
more information on Remote Client passwords, refer to Setting Remote
Client Passwords.

+ Novell's Remote Access Dialer for Windows 3.x aswell as older Novell
Dialers) use NWCAP authentication. This enables remote users to use
their NetWare passwords when dialing in.

+ Windows 95 dialers can also use NWCAP authentication by using the
latest Novell Client™.

+ Windows NT users establishing dialback connections should verify that
Enable PPP LCP Extensionsis enabled in Dial-Up Networking.

+ Didback failures are often caused by configuration errors. If you cannot
find any errorsin the configuration, use Audit Trail and PPPTRACE.

+ TheNovell dialback feature requires the NWCA P authenti cation method.

+ For the dialback feature to work with the Windows 95 dider, the server
must be configured for Allow User to Request Dialback to Any Number
or Force Diaback to a Caller Specified-Number.

+ Dialback fails when the server is configured to Force Dialback to a
Specific Number if the caller still provides adialback number, evenif the
caller puts in the same number as the number specified on the server.

Troubleshooting Checkpoints

To isolate and resolve problems with remote node (PPPRNS) connections,
complete the following tasks:
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+ Verify that PPPRNS is configured to support all the Authentication
Protocols (NWCARPR, PAP, or CHAP) that dial-in clients will use.

+ Verify that users who will be using PAP or CHAP have remote client
passwords defined.

+ Verify that the PPPRNS Internetwork Packet Exchange™ (IPX™ )
network number isaunigue |PX network number among all IPX servers
on the network.

+ Verify the following on Home Servers configured for users or containers.

*

*

They are reachable by all remote access serversthat users (or users
in containers) will be attempting to access. Load NIASCFG to verify
(parameter path: Select Configure NIAS > Remote Access >
Configure Services> PPPRNS > Set IPX Parameters > select any
user > Home Server). Pressns to display alist of serversvisibleto
the remote access server.

They are running IPXRTR.NLM.

+ |f theremote access server is configured to use third-party security, make
sure of the following:

*

The third-party security software isinstalled and configured
properly.

PPP clients (dialers) are configured to open aterminal window (after
the modem connection is made) in order to execute the third-party
security processing.

Users are aware of the third-party security steps that are necessary
and have the appropriate hardware or software to successfully pass
the third-party security authentication.

The PPP dialers must use the same name that was used in the third-
party security authentication to perform any subsequent PPP
authentication. That is, the NetWare username that the third-party
software associates with this connection is the same name that PPP
authentication must use.

Verify in NIASCFG that the modem and cabling is configured
correctly to send and receive AT commands and responses to the
modem (parameter path: Select View Status for NIAS > Remote
Access > Display Port Status > select a port > Terminal Mode).
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+ Verify in NIASCFG that all dial-in ports arein the Waiting State
(parameter path: Select View Status for NIAS > Remote Access >
Display Port Status).

+ Check the port usage security restrictionsto make sure that PPPRNS
and the user are allowed to use the port in question.

If the users are unable to access any network resources, use the following
checkpoints to help isolate the problem:

+ Inthe CONFIG.SY Sfile, verify the following:
Files = 75 (minimum)
Buffers = 40 (minimum)

+ Install the Novell Client for Windows 95 or the Novell Client for
Windows NT on the workstation before you install Dial-Up Networking
or Remote Access Server (RAS).

+ Inthe NIASCFG utility on the server, verify the following:
+ Specified Home Server isrunning IPXRTR.NLM.
+ PPPRNSIPX network addressis unique.
+ Specify IPX Addressfor usersis set to No.
¢ Set the data rate to 19,200 when you use AIOCOMX.
+ Onthefile server, perform the following:
+ Apply the current driver for the communications adapter.

+ Try connecting the modem to a COM port to bypass the
communications adapter.

+ Set Reply to Get Nearest Server = ON.

+ Apply al current OS, CLIB, and Sequenced Packet Exchange™
(SPX™ ) patches.

* Set Maximum Packet Receive Buffers = 2000.
* Set Minimum Packet Receive Buffers = 500.

+ Apply al current Novell Directory Services™™ (NDS™ ) patchesfor
NetWare.

¢ Decreasethe DCE-to-DTE datarateto 57,600. Use the modem script
editing tool, WMDMMGR.EXE, in SYS:SYSTEM\UTILS to
changethisvalue. Thismodem script editor isalso availablefrom the
WWW location http://support.novell.com. For more information,
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refer to Using the WMDMM GR Utility in the documentation for
Modems.

If ARAS users are able to make a connection but cannot log in to a server,
complete the following steps:

1 Open the Control Panel folder and double-click the Macl PX icon.
2 Select the AppleTak icon.

3 Select an IPX gateway.

4 Exit MaclPX and close the folder.

If you cannot find an IPX gateway, make sure the software is loaded on
yOour remote access server.

Common Problems

This section discusses various symptoms of common problems related to
PPPRNS connections and AppleTalk Remote Access Server (ARAS)
connections and the potential solutions.

PPPRNS client does not receive configured IP domain information.

Ensure that DHCPD.NLM isloaded on the server running the remote access
software. DHCPD.NLM must be loaded in order to pass the domain
information to the client.

Also, load NIASCFG and select Configure NIAS > Remote Accessto verify
that the PPPRNS | P parameters for the user’s container includes domain
information, such as domain name and address.

NOTE: Windows 95 uses a proprietary protocol that does not request (or receive)
Domain Name System (DNS) information provided by the DHCP services on a Novell
Internet Access Server 4.1 server. This prevents Windows 95 Dial-Up Networking from
receiving IP DNS information from the Novell Internet Access Server 4.1 server.

Users report a timeout error while waiting for a modem response.

This condition might be caused by heavy traffic or delaysin response. Access
the Port Settings dialog box for the desired PhoneBook entry. Increase the
Seconds to Wait After Dialing setting. By default, thisvalueis set to 60
seconds.

This condition might also be caused by afaulty RS-232 cable or the cable not
being secured at both the serial port and modem connections.
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Remote PPP users cannot establish a NetWare Core Protocol™ (NCP™ ) connection.
After entering F:, users are returned to the C: prompt. If users attempt to log in from the
C:\ANWCLIENT or C:\NOVELL\CLIENT32 directory, an NCP connection error message

appears.

Cause 1— Users are configured for aHome Server that is not visible from
the server running the remote access software.

NOTE: You must first unload NWCCON.

From NIASCFG, select Configure NIAS > Remote Access > Services >
PPPRNS > Set IPX Parameters. Select the desired username and press Enter.
Select Home Server and press Enter. In the Home Server field, either specify
ahome server that the current server can route to or leave the field blank.
Make sure that the Home Server isrunning IPXRTR.NLM.

Cause 2— The Maximum Packet Receive Buffers valueistoo low.

Make sure the remote access server has been configured with a sufficient
value for Packet Receive Buffers. Typical values are 500 minimum and 1000
to 2000 maximum depending on LAN/WAN traffic.

During an attempt to establish a PPPRNS connection, an error occurs indicating DCD

carrier detect is off.

This condition could be due to a modem script problem or defective modem.
If your modem uses the standard Hayes command set, use one of the Hayes

Compatible modem scripts or try a different modem. You can also try anull-
modem connection.

This condition could aso be due to the server expecting third-party security
on the PPP client but the client is not properly configured to go through the
authentication process before sending PPP frames. Configure the client to
open aterminal window after modem connection is established to execute the
authentication process.

PPPRNS Windows 95 client reports that authentication failed.

Ensure that the client is specifying the complete NDS username and the
correct remote client password. PAP and CHAP remote client passwords are
case-sensitive. Ensure that CHAP is enabled in PPP security on the client.
Ensure that PAP and CHAP security options are enabled on the server.
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When the Windows dialer is executed, the following message is displayed: Dialer tried to
open a communication port, but none was available.

Ensure that the port is enabled and not in use by another application. Also,
ensure that the correct port is specified in the configuration.

Calling card bong tone not supported by modem.

If your modem is not waiting for the correct bong tone from the | SP before
sending calling card details, refer to the modem documentation to determine
the character that the modem supports. Usually, the ampersand (&) is used by
the modem to instruct it to wait for the bong. If your modem does not support
the use of the ampersand, edit the dialing string to use a different character,
such as dollar sign ($). If your modem does not support a different character,
use commas to specify atimeinterval. Start with two commas.

Dialback fails.

Diaback failures are most often caused by configuration errors. If you cannot
find any errorsin the configuration, use Audit Trail and PPPTRACE.

The following are additional configuration guidelines:

+ Windows NT users should verify that the Enable PPP LCP Extensionsis
enabled in Dia-Up Networking.

+ WhentheNovell diaer isused, thedailback featureiseffectiveonly if the
NWCAP authentication method is used.

+ When the Windows 95 dialer is used, the dialback feature will work if the
server is configured for Allow User to Request Dialback to Any Number
or Force Diaback to a Caller-Specific Number. In the | atter case, the
caller must provide a dialback number.

+ When the server is configured for Force Dialback to a Caller-Specific
Number, dialback failsif the caller provides a dialback number, even if
the number isidentical to the one entered on the client.

ARA 1.0 clients can log in, but PPP clients cannot.

When both the ARAS and PPPRNS services are in use, aworkstation dialing
in using a modem with V.42bis compression will try to connect using ARAS
(as seen at the server console). The reason isthat ARA 1.0 packets have the
same headers as V.42bis packets. ARA 2.0 packets do not present this
problem.
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Use the following checkpoints to resolve the problem:

+ Change Support Apple Remote Access Client Version to 2.0 only. Only
ARA 2.0 clients can connect, but this allows PPP clients to use the same
ports as ARA clients.

+ Assign separate ports for ARAS and PPPRNS.
+ Disable V.42bis on the modems.

ARA clients are unable to establish a connection to Novell Internet Access Server 4.1
remote access, but PPP clients can.

Most ARA dial-in problems are related to modem scripts. Use the latest ARA-
specific modem script for your modem from the modem manufacturer. The
Novell Labs™ group does not create modem scripts for ARA.

Remote Control (NCS) Connections

This section discusses various symptoms of common problems related to
remote control (NASI™ Connection Services [NCS]) connections.

You cannot see ports under Win2NCS.

Not being ableto seealist of NCS portsdisplayed in Win2NCS often indi cates
a security problem. If you enter an incorrect username or context in the Set
Security window of the Win2NCS Mapping Utility, you are prevented from
seeing NCS resources in the Map Communication Ports window. Verify that
you have the proper context entered and that you have the proper rightsto use
the CONNECT Object.

Users dialing in with a remote control application have trouble
connecting.
Use usernames and passwords that contain only alphanumeric characters

without spaces. Enter the complete NDS name and remote client password
when prompted. Also, consider reducing the baud rate.

Anather troubleshooting tool is anull modem cable. Use anull modem cable
for adirect connection to the remote access software to eliminate modem
incompatibilities.
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No NCS service names are displayed when a user dials in to remote

access.

If the remote control software has just been started, wait a few minutes and
retry thereguest. Service names might not have been broadcast to the network.
Also, a user can only access sessions owned by the user or general sessions.
Verify that such sessions have been brought up on the network.

Windows 95 Connections

This section contains troubl eshooting information for using Windows 95 with
the remote access software. Thisinformation is divided into two categories:

+ Configuration Tips
+ Troubleshooting Checkpoints

Configuration Tips

The Windows 95 tool, DEVICE MGR, can also be used to troubleshoot. For
information on DEVICE MGR, refer to your Windows 95 documentation.

Follow the procedure under Preparing the Server to prepareaNovell Internet
Access Server 4.1 server for use with the Microsoft Windows 95 Dial-Up
Adapter client. Explanations of different client configurations and the
protocols they allow are also included.

Preparing the Server

To connect to PPPRNS from Windows 95, PAP or CHAP must be turned on
through NIASCFG (parameter path: Select Configure NIAS> Remote Access
> Configure Services > PPPRNS > Configure Security).

NOTE: PAP and CHAP use the remote client password, which must be set through
NIASCFG > Configure NIAS > Remote Access > PPPRNS > Configure Security or, if
you applied the latest Novell Client update, through the Check/Set Remote Password
utility under Novell Dial-Up services.

Preparing the Workstation

To use the Windows 95 Dial-Up Adapter to access a Novell Internet Access
Server 4.1 remote access server, either the Novell Client for Windows 95 or
the Microsoft Client for NetWare Networks should be installed. If the
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Microsoft client is used, the Protocol Service for NDS and the latest Service
Pack should beinstalled on the client. Both are available from Microsoft.

If the Dial-Up Adapter softwareisnot installed, complete the following steps
to install it:

1 From the Contral Panel, double-click Add/Remove Programs.
2 Click Windows Setup.
3 Double-click Communications.
4 Check the box for Dial-Up Networking, then click OK.
5 Click Apply and insert the Windows 95 media as requested.
6 Click OK to exit.
After the Dial-Up Adapter isinstalled, the client must be installed.

For an IPX connection that uses the Novell client, verify that at |east the
following network components are installed:

+ Novell Client for Windows 95
+ Dia-Up Adapter

¢ |PX 32-bit protocol

+ |PX/SPX-compatible protocol

Alternatively, for an IPX connection that uses the Microsoft client, verify that
at least the following network components are installed:

+ Microsoft Client for NetWare Networks
+ Did-Up Adapter
+ |PX/SPX-compatible Protocol Service for NDS, as required

For an | P connection using the Novell client, verify that at |east the following
network components are installed:

+ Novell Client for Windows 95
+ Dia-Up Adapter
+ TCP/IP

Alternatively, for an | P connection that usesthe Microsoft client, verify that at
least the following network components are installed:

+ Microsoft Client for NetWare Networks
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+ Dia-Up Adapter
* TCP/IP
To configure the Dial-Up Adapter, complete the following steps:
1 Double-click Dia-Up Networking.
2 Double-click Make New Connection.
Follow the prompts to create the icon.
Right click the new icon, then click Properties.
Click Server Type.

Set Type of Dial-Up Server to PPP: Windows 95, Windows NT 3.5,
I nternet.

Uncheck NETBEUI.

o a h~ O

-~

8 If you will be using only IPX, uncheck TCP/IP. If you will be using only
IR, uncheck IPX/SPX.

9 If desired, click TCP/IP Settings to configure the TCP/IP protocol
parameters. (Consult your network administrator for details on TCP/IP
configuration.)

10 Click OK to exit.

11 Double-click theicon just created to dial in and connect to the server
running the remote access software.

12 Ensure that the username (with context, for example
username.orgunit.organization) is correct.

13 Provide the password. Use the remote client password instead of the
NetWare password.

14 Click CONNECT to did in and connect to the server.

Troubleshooting Checkpoints

To isolate and resolve Windows 95 connection problems, complete the
following tasks:

+ |f Require Encrypted Password is checked in the Properties of the Dial-
Up Networking folder, make sure that CHAP is enabled on the server.

+ Ensurethat Frame Typeissetto AUTO.

+ Ensure that SPX connections are set between 60 and 90.
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+ Make sure that NETBEUI is not bound to the Dial-Up Adapter.

If you have Novell Client for Windows 95 installed and the remote client is
dialing in using IPX, Intranetware Client should make the connection. If it
does not, complete the following steps on the server:

1 Load NIASCFG.
2 Select Configure NIAS > Remote Access.
3 Select PPPRNS (it should be set to Yes) and press Enter.

Make sure that the IPX number for the PPPRNS serviceis unique and is
not being used by the server or any other device on the network.

NCS Dial-Out Connections

This section contains configuration tips for dial-out problems related toDial-
out connections:NCS NASI™ Connection Services (NCS) connections.

Configuration Tips

Use NIASCFG to configure NCS on the Novell Internet Access Server 4.1
server (parameter path: Select Configure NIAS > Remote Access > Configure
Services > NCS). Use the following information to determine your use of the
M odem-Independent Group option.

The NCS Configuration Options menu contains the M odem-Independent
Group option. This option is used to configure a group of ports to be modem-
independent so that modems from different vendors can be added to asingle
modem-independent group. The advantages are that third-party applications
can use the dial-out modem pool more easily and that you can restrict dial-out
numbers.

Unfortunately, improper use or misunderstanding of this option’s limited
capabilities can cause problems. If you do use this option, use the following
guidelines:
+ When configuring NCS, do not select ANY_PORT in the Modem-
Independent field.

The default value is None. Selecting ANY _PORT means that al the
modemsarelimited to asmall set of industry-standard AT commands. For
alist of the commands, refer to Modem Commandsin the Commands for
Modem I ndependent Ports Reference.
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+ If you create and configure a port group name using the Configure Port
Group option, and then select the name in the M odem-I ndependent Group
field, modems will still be limited to a small set of industry-standard AT
commands.

Symptoms you might encounter when you configure and use aport group
name in the Modem-Independent Group field are as follows:

+ Applications are unable to dia out.

+ Applications can communicate at only 300 bps.

+ Applications are unable to connect to an NCS port.

+ Applications are unable to identify the modem correctly.

+ Applications (such as pcANY WHERE*) might encounter a General
Network Error.

+ Applications receive errors when initializing the modem.

+ Applications are unable to dial out using 7,E,1.

Win2NCS Connections

This section contains Win2NCS software troubleshooting information that is
divided into two categories:

+ Configuration Tips
+ Common Problems

NOTE: Online help for Win2NCS provides you with an overview of its functionality,
installation instructions, and information about using Win2NCS. Additional
troubleshooting issues and tips are also included.

Configuration Tips

You can change the way configuration files are handled at any time by
changing the networked entry in the configuration section of the USER.INI
fileasfollows:

0 = Config files in installed directory

1 = Config files based on Logged-In name (includes context) .
2 = Config files always on drive C.

3 = Config files in Windows directory.

4 = Config files based on User name (ignores context).
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These changes will take place the next time you start Win2NCS.

You can use the Win2NCS Mapping Utility to change the mapping of aCOM
port, even if the port is presently redirected and active. However, the mapping
only appliesto the next timethe COM port isused; it will not cause the present
connection to be redirected.

Common Problems

This section discusses various symptoms of common problems related to
Win2NCS connections and the potential solutions.

Dynamic Port Redirection Is Not Working

You do not see Win2NCS messages when using the Win2NCS Mapping
Utility or an application that communicates with the COM port through
Win2NCS.

+ Check with your system administrator to make sure that the username and
password that you are using have been assigned services by your NASI
Connection Services (NCS) server. Your network login name and
password might not be assigned any services, and you might be required
to use another username and password to acquire services. You can also
test the security to determine whether thisinformation is active.

+ |If you are using Prompt For 4x Context, make sure that your context is
correct.

+ If you are using Windows for Workgroups, you must disable the
Microsoft-compatible Internetwork Packet Exchange™ /Sequenced
Packet Exchange™ (IPX™ /SPX™ ) driver so that the Novell IPX/SPX
driver is used instead. For more information, refer to Windows for
Workgroups 3.11 Driver |ssues

Focus Might Not Be Restored Correctly after a Win2NCS Redirection Message Is

Displayed

When you are using Windows NT, the cursor might not be restored correctly
to the Communications Application window after aWin2NCS redirectional
message is displayed. In most cases, Windows NT ignores the System Modal
capability of the Win2NCS directional message. This response causes the
communications application to run at the same time as the redirectiona
message. If the communications application changes the window while the
redirectional message is displayed, the focus is restored to the incorrect
window.
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Although this can be a benefit, it can also be a disadvantage because the user
must manually restore the focus to the Communications Application window.

It Takes a Long Time to Find Available Modems

At large sites that have many NetWare® servers, it might take along timeto
find available modems (acquire a service) when using Win2NCS Redirection.
For example, there are four avail able services on two NCS servers from a
network containing 20 NCS servers. Because the Redirector does not know on
which server the services you require reside, it must contact each server to
reguest servicesinformation. If the servers you require are some of thelast to
be contacted, the wait can be quite long, especiadly if some of the serversare
on routers. Two possible solutions are as follows:

+ Usethe Define Server Restrictions option to select only the servers from
which you would want to acquire services. Then, only the serversthat you
defined would be used for the query.

+ Use Manual Mapping with wildcards (asterisk and question mark) to
restrict the servers searched.

No Communication Ports Assigned to Windows 95

Communication ports are not assigned to Win2NCS if all COM ports (1
through 8) are already assigned to hardware. If you have an eight-port COM
board in your system, COM 1 through COM 8 have probably been assigned to
that board. To assign a COM port to Win2NCS, complete the following steps:

1 Manually remove some of the COM port assignments using the Windows
95 Control Panel (system icon).

2 Run Win2NCS Setup again.
3 Map the chosen COM ports to Win2NCS.

Problems with Win2NCS after Reinstalling Windows 95

If you experience a problem with Windows 95 that is unrelated to Win2NCS
and decidetoreinstall, port assignments might be changed. The reason isthat
when Windows 95 isreinstalled, the device manager searchesfor all available
hardware. Because Win2NCS does not use any hardware, the device manager
assumes that the ports were configured incorrectly and reassigns them as
standard COM ports. To reassign the COM ports, complete the following
steps:

1 Run Win2NCS Setup.
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Win2NCS recognizes the reassigned ports as not attached to hardware
and prompts you to unassign the ports so that they can be reassigned.

2 Click Yes.

The ports are reassigned.

Modems Frequently Disconnect

Modem disconnects are most often caused by either bad lines or incorrect
modem selections. Make sure that you select the correct modem type. If you
areusing apool of modems and if you used awildcard selection (asterisk and
guestion mark) with the Win2NCS Mapping Utility, make sure that all
possible ports in the wildcard selection have modems that are identical.

To determine whether the modem is the source of the problem, complete the
following steps:

1 Map aunique service to aCOM port using the Win2NCS Mapping
Utility.

2 In Windows 95, select the correct modem type (parameter path: Select
Settings > Control Panel > Modems).

3 Run the application to determine whether its performance isimproved.

Time to Redirect Is Slow

If your Map Communications Ports option is usually fast, but it has recently
become slower and is displaying a Searching Server message, your network
might have an NCS server that is broadcasting into the network but will not
alow Win2NCSto contact it. Ask your system administrator to put afilter on
the router to stop the broadcasts into the network. You can also set the Query
Service Timeout in Global Options to alower value to terminate the search
earlier.

Cannot Switch to Another Application

While Win2NCSisinitializing (for example, acquiring ports), you cannot
switch to another application.

Wait until initialization is completed before switching applications. While
Win2NCS is acquiring ports, it runs exclusively. Other processes cannot be
started during the few seconds that the Win2NCS is taking place.
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COM Port Is Not Redirected

If the Win2NCS Redirector does not direct the COM port to NCS and you do
not see any information messages from the Win2NCS Redirector when you
start the application, first make sure that Win2NCS Redirection is enabled. If
Win2NCS Redirection is enabled, make sure that the COM port is mapped
correctly and that Redirector Informational Messagesis enabled in Global
Mapping Options of the Win2NCS utility.

Windows for Workgroups 3.11 Cannot Find Any Services

Remove support for Microsoft Networking by removing the IPX/SPX
compatible driver selection in Windows for Workgroups 3.11.

To remove support for Microsoft Networking permanently, complete all the
following steps. If you plan to use Microsoft Networking later, complete only
Step 1 through Step 5.

1 Double-click the Network icon in the Program Manager or Control Panel
in Windows 95.

Double-click Network Setup.
Click Drivers.
In the Drivers box, select IPX/SPX Compatible Transport with NetBIOS.

a b O N

Click Remove and follow the instructions.

Stop here and restart windows if you do not want to remove support for
Microsoft Networking permanently.

In the Network Setup window, select Networks.

7 At the bottom of the window, select the radio button labeled Install
Windows Support for the Following Network Only.

8 Usethe scroll bar to locate Novell NetWare (Workstation shell 4.0 and
later).

9 Click OK on both windows.
10 Restart Windows for the changes to take effect.

o

Windows for Workgroups 3.11 Driver Issues

Windows for Workgroups should support the same applications as Windows
3.1 Enhanced Mode if the Microsoft IPX/SPX Compatible Transport Driver
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isnot installed. When the Microsoft driver is not installed, the Novell I1PX/
SPX driver isused. With the Novell driver, NetBIOS packets are not routed.

If the Microsoft driver is used, the Mapping Utility and Redirector might not
operate properly. Thisis due to incompatibilitiesin the SPX implementation
in the Microsoft driver.

Services Are Displayed in the Win2NCS Mapping Utility but Not in Dynamic Redirection

The Win2NCS Mapping Utility displaysall services associated with the user,
whether or not the services are busy. This allows the user to map any service
for possible future use. However, the Win2NCS Redirector only displays
services that are presently not being used by someone else. In this case,
probably all the services are in use by others.

Mac2NCS Connections
This section contains Mac2NCS software troubleshooting information that is
divided into three categories:
+ Configuration Tips
+ Troubleshooting Checkpoints

* Common Problems

If aproblem that is general in nature occurs, the procedure described in
Troubleshooting Checkpoints will help you isolate and resolve the problem.
If a problem with a specific symptom occurs, refer to Common Problems

Additional troubleshooting information is provided in the Mac2NCS
README file.

Configuration Tips

We recommend the following guidelines for troubleshooting Mac2NCS
connections:

+ This product supports the stop bit settings of 1 and 2. It does not support
asetting of 1.5.

+ To ensure proper modem initialization, make sure that the modem script
and the modem used on the server match. A mismatch might result in
disconnection problems.

Troubleshooting 355



+ If you anticipate using Mac2NCS for repeated transfers of extremely
largefiles over afast link, consider performing the following procedures:

+ Open the Control Panel within the System Folder, double-click the
MACIPX icon, and select Advanced Options. Set the value of
Default Retry Count in the SPX parameters box to 100 or another
high value.

+ Ensurethat the Ethernet driver isan Apple* built-in Ethernet driver
that isversion 1.01 or higher.

+ If thereceiving device appearsto fail between file transfers, insert a
delay between the file transfers.

Troubleshooting Checkpoints

To isolate and resolve Mac2NCS connection problems, complete the
following tasks:

+ Make sure that your modem type is correctly identified in the Specific
Name and General Name fields in the Chooser menu.

+ Use the modem script supplied by your modem’s vendor.
+ Avoid setting software flow control if possible.

+ If you must modify a vendor-supplied modem script, use the following
guidelines:

+ Usethe modem command AT& DO to configure your modem to
ignorethe DTR lines.

+ Make sure the line rate (modem transmission speed over the phone
wire) and the port rate (modem communication speed with a host
computer) are not synchronized. Refer to Common Problems for
examples of thisissue.

+ |f you modem stops responding when you try different speeds, check
the availability of the port selection on the Chooser menu. If the port
is not available, ask your system administrator to reset the port and
restart your Macintosh.

Common Problems

This section discusses various symptoms of common problems related to
Mac2NCS connections and the potential solutions.
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You cannot use the Mac2NCS Chooser because of a Type 1 error.

There isa conflict between the Mac2NCS drivers and the driversin your
system. To use Mac2NCS, you must identify and remove the conflicting
drivers. First, identify abasic set of driversthat allow Mac2NCS to function
without the Type 1 error. All system drivers are located within the Extension
or Control Panel folders of the System Folder. Move all honessential
Extension folder and Control Panel objects to different folders (Unused
Extension and Unused Control Panel, for example). Restart your Macintosh
system.

After you have established a basic set of functioning drivers, you can identify
the conflicting driver by moving the unused objects back to their origina
folders until the Type 1 error reoccurs.

After you click Chooser Setup, a message states that no server was found or another
error message appears.

Ensurethat all modules areinstalled correctly and that the desired serversare
accessible to your Macintosh. Open the remote access Mac Client folder (or
diskette), open the Mac2NCS folder, drag the IPXNetStat application into the
System Folder, and answer yes to the prompt. This adds IPXNetStat to the
Apple menu. From the Apple menu, select IPXNetStat and enter 394 inthe
Query typefield. A report of all the Novell Internet Access Server 4.1 servers
accessible to your Macintosh appears. If IPXNetStat does not function
properly, check the physical connection to the LAN and reinstall Mac2NCS.

If the desired server isaccessible, reinstall Mac2NCS by clicking the Installer
icon within the remote access Mac Client folder (diskette).

When you use a modem application, a message states that the attempt to use a remote
access port has failed.

Verify port access by first clicking SetUp in the Mac2NCS Chooser. In the
remote access Login window, enter your password and click Continue. The
remote access Port Selection window appears. Ensure that the desired remote
access port can be selected. Also, ensure that there are no other configuration
errors. Exit the Chooser and try the modem application again. If the message
appears, contact your system administrator.
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Mac2NCS cannot detect a modem even though it is configured to use the modem.

Verify that the Redirect to LAN buttons in the Mac2NCS Chooser are set to
On. Also, ensure that the serial port selected by the modem application
matches the serial port selected by the Mac2NCS configuration.

You cannot dial out with Mac2NCS.

From the Chooser menu, select Mac2NCS. In AppleTalk Zones, select azone.
Click Setup and enter the User 1D, Context, and password of avalid Novell
Directory Services™™ (NDS™ ) user. Click Options and then select Server,
General Name, and Specific Name. Click OK to return to the Chooser main
menu. If the only option that appearsis Any Available, thereisa
communication problem between the server and the workstation. Use
NIASCFG on the server to troubleshoot the server configuration (parameter
path: Select Configure NIAS > Protocols and Routing > Protocols >
AppleTalk).

If the application you are using is Mac2NCS aware, set Redirect to LAN to
Off in the Chooser. Within the application you are using, change M odem Port
to Mac2NCS. If the application is not Mac2NCS aware, set Redirect to LAN
to On. Within the application, change Mac2NCS to Modem Port.

Your modem application uses a stop bit setting of 1.5.

Most AlO drivers on the server do not use a 1.5 stop bit setting. Instead, usea
stop bit setting of 1 or 2.

Your modem application uses a bps rate of 12,000, 14,400, 28,800, or 33,600.

Set the bps rate to the next highest rate. Supported bps rates above 9,600 are
19,200, 38,400, 57,600, and 115,200. For example, if you want to use a bps
rate of 12,000, instead, use the next higher supported rate of 19,200.

Using a 14,400-bps V.32bis modem, you cannot establish a connection to Novell Internet
Access Server 4.1.

Remove the AT-extended commands & Q0 and & MO from the initialization
script string. These commands instruct the modem to use Direct
Asynchronous mode, which eliminates buffering and requires the line speed
to match the port speed. Because remote access ports do not support 14,400
bps, a mismatch of port and line speed causes the connection attempts to fail.
These problems do not occur on modems with 9,600-bps or lower ratings.
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Clicking the Redirection On and Redirection Off buttons in the Mac2NCS Chooser
interface does not change the Redirection setting. In addition, the diagnostic claims
another application is still using the serial driver, but you cannot find this application in
the Finder.

Restart your system. The serial driver was not closed properly by the last
application using it.

As you attempt to establish a connection while using a client program from an online
service or from a bulletin board software package, a message states that the modem does
not respond properly.

This can be caused by mismatched modem types between the application and
the remote access port. Ensure that the modem type used by the application
matches the modem type configured for the remote access port. Also, ensure
that the remote access port is not configured as a modem-independent port.

You do not want to use hardware flow control with a Bocamodem* 14,4000-bps V.32bis
modem.

Theremote access softwareinitializes aBocamodem 14,400-bps V.32 modem
to use hardware flow control. If you do not want to use hardware flow control,
send the modem the AT& KO command to cancel the hardware flow control
mechanism for the modem.

You have problems downloading large files from online services.

Make sure you have the latest version of the online service installed on your
Macintosh.

You cannot see your Novell Internet Access Server 4.1 server on the Login window, but
other servers are visible.

Your preferred server is not responding to the SAP query generated by
Mac2NCS. Contact your network administrator.

You have selected 115,200 bps or 230,400 bps, but data transfer seems to be using amuch
lower rate.

Sometimesan application simply does not support these rates, even though the
selection is available on the application’s user interface. Contact your network
administrator.
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You cannot establish a connection to an online service or bulletin board using 14,400 bps
or 28,800 bps.

The reason might be that the application does not support these rates, even
though they appear on the application’s user interface. Contact your network
administrator. The solution is usually specific to a particular modem type.

One possible solution isto configure your online service software to use only
a9,600-bps or lower rate and then dial in to an online service that supports
9,600-bps or lower rates.

Login Problems

This section discusses various symptoms of common problems related to the
login process and the potential solutions. If, after connecting, users are unable
to access any network resources, use the following list of troubleshooting
guidelinesto isolate the problem:

+ Inthe NET.CFGfile, verify thefollowing for aWindows 3.x workstation:
SPX Connection = 60
For NetWare 4.x (or later): Preferred Tree = <tree name>
For NetWare 4.x (or later): NetWare Protocol = NDS, Bind

The NetWare Protocol statement might also specify one protocol if the
server environment is homogenous (all NetWare servers of the same
version).

+ Inthe CONFIG.SY Sfile, verify the following:
Files = 75 (minimum)
Buffers = 40 (minimum)

+ Install thelatest Novell Client™ software or Virtual Loadable Module™
(VLM™ ) client software on the workstation before you install the
dialers.

+ Inthe NIASCFG utility on the server, verify the following:
+ Any specified Home Server is running IPXRTR.NLM.

+ Any user-specified IPX addressis not duplicated in the network. To
verify duplication, remove the address from the user’s configuration.
If the user can access the network, the IPX address must be a
duplicate. Make sure that all user-specified IPX addresses are
unique.
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+ PPPRNSIPX network addressis unique.
+ Onthefile server, perform the following:
+ Set Reply to Get Nearest Server to ON.

Apply al current OS, CLIB, LAN, and Sequenced Packet
Exchange™ (SPX™ ) patches.

Apply al current Novell Directory Services™™ (NDS™ ) patchesfor
NetWare.

+ Set Maximum Packet Receive Buffers to 2000.
* Set Minimum Packet Receive Buffers to 500.

*

*

If the user is unable to establish a PPP connection at al, use the following list
of troubleshooting tips to help isolate the problem:

+ IntheNIASCFG utility, verify that security for NWCAPisenabled. If the
user is using the Novell Mobile Dialer, verify that CHAP or PAPis
enabled. If the user is using Windows 95 dial-up networking, verify that
the user has a remote client password configured.

¢ Connect the modem on a COM port to bypass the communications
adapter.

+ Set the datarate to 19,200 when you use AIOCOMX.
+ Apply the current driver for the communications adapter.

+ For NetWare 4.x or later, make sure that the Connect Rights Level is set
correctly to allow the user to be authenticated by this server.

The Container context (Connect Rights L evel) isdefined when you create
the CONNECT object in the NDS tree during Novell Internet Access
Server 4.1 installation. All usersin the Connect container and below can
access remote access, except those users in containers that are blocked
with the Inheritance Rights Filter. A user not belonging to the Container
context might fail to establish a connection.

Use NIASCFG (parameter path: Select Configure NIAS > Remote
Access > Generate Configuration Report > Screen) to determine whether
Connect Rights are set correctly.

Use NWADMIN to verify or grant additional rights of the CONNECT
object for the server. The CONNECT object requires Browse rightsto all
properties of the user object to authenticate the user.
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¢ Decrease the DCE-to-DTE datarate to 57,600. Use the modem script
editor, WMDMMGR.EXE (in SYS.SY STEM\UTILS), to change this
value for the modem.
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