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About This Guide

This guide provides an overview of the Novell® Modular Authentication Services (NMAS™)
technology and software. It includesinstructionson how toinstall, configure, and manage NMAS.
It iswritten primarily for network administrators.

* Chapter 1, “NMAS Overview,” on page 9

* Chapter 2, “Managing Login and Post-Login Methods and Sequences,” on page 17
¢ Chapter 3, “Using Graded Authentication,” on page 27

+ Chapter 4, “Logging In to the Network Using NMAS,” on page 37

¢ Chapter 5, “ Other Administrative Tasks,” on page 41

+ Chapter 7, “ Troubleshooting,” on page 53

+ Appendix A, “eDirectory Considerations with NMAS,” on page 57

Documentation Updates

For the most recent version of the NMAS 2.3 Administration Guide, seethe NMAS 2.3
Administration Guide Web site (http://www.novell.com/documentation/lg/nmas23/index.html).

Documentation Conventions

In this documentation, agreater-than symbol (>) isused to separate actionswithin astep and items
in a cross-reference path.

A trademark symbol (®, ™, etc.) denotes aNovell trademark. An asterisk (*) denotes athird-party
trademark.
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NMAS Overview

This section provides an overview of Novell® Modular Authentication Services (NMAS™).
+ “NMAS Functionality” on page 9
+ “NMAS Features’ on page 9
+ “Login and Post-Login Methods and Sequences’ on page 12
+ “Graded Authentication” on page 12
+ “NMAS Software” on page 13
+ “Server and Client Software Installation” on page 14
+ “Login Method Software and NMAS Partners’ on page 14
¢ “Universal Password” on page 14
+ “ConsoleOne and Novell iManager Management” on page 15
+ “What's Next” on page 15

NMAS Functionality

NMAS is designed to help you protect information on your network. NMAS brings together
additional ways of authenticating to Novell eDirectory™ on NetWare® 5.1 or later, Windows*
NT*\2000 and UNIX* networks to help ensure that the people accessing your network resources
are who they say they are.

NMAS Features

With previous releases of NMAS, authentication devices, such as smart cards, tokens, etc., could
be used only for authentication. Now, NMAS employs three different phases of operation during
auser's session on aworkstation with respect to authentication devices. These phases are as
follows:

1. User identification (who are you?)
2. Authentication (prove who you say you are)

3. Deviceremoval detection (are you still there?)

All three of these phases of operation are completely independent. Authentication devices can be
used in each phase, but the same device need not be used each time.

User ldentification Phase

Thisisthe process of gathering the username. Also provided in this phase are the tree name, the
user's context, the server name, and the name of the NMASS sequence to be used during the

NMAS Overview 9
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Authentication phase. Thisinformation can be obtained from an authentication device, or it can be
entered manually by the user.

See “User Identification Plug-Ins” on page 25 for more information on user identification.

Authentication Phase

Login Factors

NMAS uses three different approaches to logging in to the network called login factors. These
login factors describe different items or qualities a user can use to authenticate to the network:

+ Password authentication (something you know)
+ Physical device authentication (something you have)

+ Biometric authentication (something you are)

Password Authentication

Passwords (something you know) are important methods for authenticating to networks. NMAS
providesthe standard NDS password login method, aswell as login methods common with LDAP,
Internet browsers, and other directories.

+ Sandard NDS password authentication: The standard NDS® password method uses a
secure password challenge-response authentication. Because of the increased security it
offers, the standard NDS password authentication is somewhat slower than other password
methods.

+ Clear text: Clear text (or plain text) authentication sends the password over the wirein an
unencrypted form. Aside from no authentication at al, thisisthe least effective form of user
authentication from a security standpoint. Because there is no encryption process, plain text
authentication is normally quite fast.

This authentication method isincluded in NMASto provide faster authentication in networks
requiring less security, as well asto provide interoperability with systems that use cleartext
authentication (for example, FTP/Telnet and POP3 e-mail).

¢ SHA-1: The secure hash algorithm (SHA-1) is a popular method of network authentication.
A hash (or message digest) isthe transformation of astring of charactersinto ausually shorter
fixed-length value or key that represents the original string.

In terms of security, SHA-1/MD5 authentication is more secure than clear text because the
password is altered when it travels across the network. Authentication is relatively fast
because it is easy to compute a shorter hashed value.

+ MD-5: Thismessage-digest algorithm takes amessage of arbitrary length and produces a 128-
bit message digest (hash) output. MD-5 was, at one time, the most widely used secure hash
algorithm.

+* Enhanced Password

Physical Device Authentication

Third-party authentication developers have written authentication modules for NMAS for two
types of physical devices (something you have): smart cards and tokens.

NOTE: NMAS uses the word token to refer to all physical device authentication methods (smart cards, tokens,
etc.).

10 Novell Modular Authentication Services (NMAS) 2.3 Administration Guide
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+ Smart cards. A smart card is aplastic card, about the size of a credit card, that includes an
embedded, programmabl e microchip that can store dataand perform cryptographic functions.
With NMAS, asmart card can be used to establish an identity when authenticating to
eDirectory.

+ Tokens. A token is ahand-held hardware device that generates a one-time password to
authenticate its owner. Token authentication systems are based on one of two schemes:
challenge-response and time-synchronous authentication.

+ Challenge-response authentication: With this approach, the user logsin to an
authentication server, which then issues a prompt for a personal identification number
(PIN) or auser ID. The user providesthe PIN or ID to the server, which then issues a
challenge—arandom number that appears on the user’ sworkstation. The user entersthat
challenge number into the token, which then encrypts the challenge with the user’s
encryption key and displaysaresponse. The user typesin thisresponse and sendsit to the
authentication server.

Whilethe user is obtai ning aresponse from the token, the authentication server cal culates
what the appropriate response should be based on its database of user keys. When the
server receives the user’'s response, it compares that response with the oneit has
calculated. If the two responses match, the user is authenticated to the network.

+ Time-synchronous authentication: With this method, an agorithm that executes both
inthetoken and on the server generatesidentical numbersthat change over time. The user
logs in to the authentication server, which issues a prompt for an access code. The user
then entersa PIN followed by the digits displayed at that moment on the token. The
authentication server compares this entry with the sequence it generated; if they match,
the server grants the user access to the network.

* X.509 Certificates
* Entrust and Advanced X509 Certificates

Biometric Authentication

Biometricsis the science and technology of measuring and statistically analyzing human body
characteristics (something you are).

Biometric authentication requires readers or scanning devices, software that converts the scanned
information into digital form, and a database or directory that stores the biometric data for
comparison with entered biometric data.

In converting the biometric input, the software identifies specific points of data as match points.
The match points are processed by using an algorithm to create avalue that can be compared with
biometric data scanned when a user tries to gain access.

Biometric authentication can be classified into two groups:

+ Static biometric authentication: This captures and verifies physiological characteristics
linked to the individual. Common static biometric characteristics include fingerprints, eye
retinas and irises, and facial features.

+ Dynamic biometric authentication: This captures and verifies behavioral characteristics of
an individual. Common dynamic biometric characteristics include voice or handwriting.

NMAS Overview 11
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Device Removal Detection Phase

The user's session entersthis phase after login is complete. Thisfeatureis provided by the Secure
Workstation method. The user's session can be terminated when an authentication device (such as
asmart card) isremoved. This device need not be used in any of the other phases.

Example

You could use a pcProx* device for identification, the NDS password for authentication, and the
Universal SmartCard plug-in during the device remova detection phase. In this example, the
Secure Workstation method starts the device removal plug-in for the Universal SmartCard plug-in
when the shell starts. Then, the Universal SmartCard plug-in monitorsthe card in the reader when
the shell starts, and triggers a device removal event when that card is removed.

You do not need to execute an NMAS login sequence that contained the Universal SmartCard
method in the above example. However, most administrators would want the user to log in with
the smart card if they are concerned about detecting its removal. The above functionality is
probably most useful in scenarioswhere, for example, an Entrust* certificateisread from the smart
card, and the Entrust method is used for authentication. The Universal SmartCard device removal
plug-in could be used in this scenario even though the Universal SmartCard method was not used
during the authentication process.

Login and Post-Login Methods and Sequences

A login method is a specific implementation of alogin factor. NMAS provides multiple login
methods to choose from based on the three login factors (password, physical device or token, and
biometric authentication).

A post-login method is a security process that is executed after a user has authenticated to Novell
eDirectory™. For example, one post-login method is the Secure Workstation method, which
reguires the user to provide credentials in order to access the computer after the workstation is
locked.

NMAS software includes support for a number of login and post-login methods from Novell and
from third-party authentication devel opers. Additional hardware might be required, depending on
the login method. Refer to the NMAS Partners Web site (http://www.novell.com/products/nmas/
partners) for alist of authorized NMAS partners and a description of their methods.

After you have decided upon and installed a method, you need to assign it to alogin sequencein
order for it to be used. A login sequenceis an ordered set of one or more methods. Usersloginto
the network using these defined login sequences. If the sequence contains more than one method,
the methods are presented to the user in the order specified. Login methods are presented first,
followed by post-login methods.

Graded Authentication

An important feature of NMAS is graded authentication. Graded authentication allows you to
“grade,” or control, users access to the network based on the login methods used to authenticate
to the network.

IMPORTANT: Graded authentication is an additional level of control. It does not take the place of regular
eDirectory and file system access rights, which still need to be administered.

Graded authentication is managed from the Security Policy object in the Security container by
using ConsoleOne®. This object is created when NMAS isinstalled.

12 Novell Modular Authentication Services (NMAS) 2.3 Administration Guide
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A category isan element of a set that represents sensitivity and trust. You use categories to define
security labels.

NMAS comes with three secrecy categories and three integrity categories (Biometric, Token,
Password) defined. You can define additional secrecy and integrity categories to meet your
company’s needs.

Security labels are a set of secrecy and integrity categories. NMAS comes with eight security
|abels defined. The following table shows the predefined security labels and the set of categories
that define the label:

Default Security Labels Secrecy Categories Integrity Categories

Biometric & Password & Token  {Biometric, Token, Password} {0}

Biometric & Password {Biometric, Password} {0}
Biometric & Token {Biometric, Token} {0}
Password & Token {Token, Password} {0}
Biometric {Biometric} {0}
Password {Password} {0}
Token {Token} {0}
Logged In {0} {0}

Theselabd s are used to assign access requirementsto NetWare volumes and eDirectory attributes.
You can define additional security labels to meet your company’s needs.

Clearances are assigned to usersto represent the amount of trust you haveinthat user. A clearance
has a Read label that specifies what a user can read, and a Write label that specifies what
information a user can writeto. A user can read datathat islabeled at the Read |abel and below. A
user can write data that is |abeled between the Read label and the Write label.

NMAS defines only one clearance: Multi-level Administrator. Multi-level Administrator has
Biometric and Token and Password for the Read label and Logged In for the Write label.

You can define additional clearances to meet your company’s needs.

For more information on graded authentication, see Chapter 3, “Using Graded Authentication,” on
page 27.

NMAS Software

The NMAS software image is available for download as a standal one product or it can also be
bundled with other products, such as Novell eDirectory or NetWare. The software image includes
the following:

NMAS Overview 13
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* NMAS server and client software

* L ogin methods software

+ Support for multiple login methods per login sequence
+ Support for graded authentication

¢ Universal Password

+ ConsoleOne and Novell iManager management utility snap-ins

Server and Client Software Installation

NMAS server-side software must beinstalled on aNetWare 5.1 or later server, Windows NT/2000,
or aUNIX server with eDirectory. NMAS client-side software must be installed on each Windows
client workstation that will access the network using the NMAS login methods. After installation,
NMAS is managed using the ConsoleOne or Novell iManager utility.

TheNMAS server softwareisinstalled from aWindows client workstation. You must have Admin
rights to the eDirectory Tree object and be connected to the NetWare server to install the NMAS
server product.

TheNMASclient software must beinstalled on each client workstation you want to usetheNMAS
login methods. The latest Novell Client™ software must be installed on the client workstation
before you install the NMAS client software.

Login Method Software and NMAS Partners

All NMAS login methods (server software and snap-ins) are installed using the Login Method
installation utility. The client software isinstalled using a Windows installation program. Several
currently supported login methods are available on the NMAS software image.

NMAS software includes support for a number of login methods from third-party authentication
developers. Refer to the NMAS Partners Web site (http://www.novell.com/products/nmas/
partners) for alist of authorized NMAS partners and a description of their login methods.

Each NMAS partner addresses network authentication with unique product features and
characteristics. Therefore, each login method will vary in its actual security properties.

Novell has not evaluated the security methodol ogies of these partner products, so athough these
products might have qualified for the Novell Yes, Tested & Approved or Novell Directory Enabled
logos, those logos relate to general product interoperability only.

We encourage you to carefully investigate each NMAS partner’s product features to determine
which product will best meet your security needs. Also note that some login methods require
additional hardware and software not included with the NMAS product.

Universal Password

Universal Password enforces password policy uniformally across multiple authentication systems
(such as Native File Access). Universal password also manages multiple types of password
authentication methods from disparate systems. Thisis done by creating acommon password that
can be used by &l protocols to authenticate users.

For information on deploying Universal Password, see the Chapter 6, “ Deploying Universal
Password,” on page 43.

14 Novell Modular Authentication Services (NMAS) 2.3 Administration Guide
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ConsoleOne and Novell iManager Management

What's Next

You can manage NMAS through a ConsoleOne snap-in module or through a Novell iManager
plug-in module. ConsoleOne is the Java* authored, GUI-based utility for managing eDirectory.
Novell iManager is aWeb-based utility for managing eDirectory. Specific property pagesin each
utility let you manage login methods, login sequences, enrollment, and graded authentication.

During the installation of these modules, NMASS extends the eDirectory schema and creates new
objects in the Security container in the eDirectory tree. These new objects are the Authorized
Login Methods container, the Authorized Post-Login Methods container, the Security Policy
object, and the Login Policy object. All login methods are stored and managed in the Authorized
Login Methods container. All post-login methods are stored and managed in the Authorized Post-
Login Methods container.

By default, NMAS installs the standard NDS password login method. Additional login methods
can beinstaled using awizard launched from the Authorized Login Methods container using the
Create New Object option. Post-login methods can be installed using awizard launched from the
Authorized Post-Login Methods container using the Create New Object option.

IMPORTANT: Run ConsoleOne from a Windows client workstation by using the ConsoleOne executable
located on the server at server_name: sys\public\mgmt\consoleone\1.2\bin\consoleone.exe.

+ Toinstall NMAS as a standal one product, see the nmas_install.pdf file included with this
software image. To install NMAS as part of another product’s installation process, see that
product’sinstallation guide.

* To set up login methods and sequences, see Chapter 2, “Managing Login and Post-Login
Methods and Sequences,” on page 17.

+ To set up graded authentication, see Chapter 3, “Using Graded Authentication,” on page 27.

+ Tologinusing NMAS, see Chapter 4, “Logging In to the Network Using NMAS,” on
page 37.

NMAS Overview 15
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Managing Login and Post-Login Methods and
Sequences

This section describes how to set up and configure login and post-login methods and sequences
for NMAS™.

NMAS provides multiple login methods to choose from based on the three login factors
(password, physical device or token, and biometric authentication).

NMAS softwareincludes support for anumber of login and post-login methods from Novell® and
from third-party authentication developers. Some methods require additional hardware and
software not included with the NMAS product. Make sure that you have all of the necessary
hardware and software for the methods you will use.

NMAS includes several login methods in the software build in the nmasmethods folder. Other
third-party methods are available for download.

See the NMAS Partners Web site (http://www.novell.com/products/nmas/partners) for a
description of the third-party login methods. Each method will have areadme.txt file or a
readme.pdf file that will include specific installation and configuration instructions.

¢ “Installing aLogin Method” on page 17

+ “Updating Login and Post-Login Methods’” on page 20

+ “Managing Login Seguences’ on page 20

+ “Authorizing Login Sequences for Users (ConsoleOne)” on page 23

+ “Authorizing Login Sequences for Users (Novell iManager)” on page 23
+ “Setting Default Login Sequences (ConsoleOne)” on page 23

+ “Setting Default Login Sequences (Novell iManager)” on page 24

+ “Deleting aLogin Method” on page 24

* “User Identification Plug-Ins’ on page 25

+ “What's Next” on page 25

Installing a Login Method

You have three ways of installing alogin method for use in Novell eDirectory™:
+ TheLogin Method Installer (Windows)

The login method installer (methodinstaller.exe) is a standalone utility that installs login
methods into eDirectory.

¢ nmasingt utility (UNIX)
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The nmasinst utility allows you to install login methods into eDirectory from a UNIX
machine. The nmasinst utility islocated in the \usr\bin\nmasinst directory.

+ ConsoleOne® (Windows)

You can also use ConsoleOneto install login and post-login methods into eDirectory.

Installing a Login Method Using the Method Installer
1 Double-click the login method installer executable (methodinstaller.exe).
2 Read the Welcome screen, then click Next.
3 Click the boxes next to the methods you want to install.

If you want to install alogin method that does not appear on thelist, click Change Directory
and |l ocate the nmasmethod directory that contains the login method you want to install, then
click Next.

4 LogintotheeDirectory tree as an administrator or auser with administrative rights. Provide
the required authentication information, then click Next.

5 (Conditional) If your LDAP server requires encrypted passwords, you will be prompted to
accept the server’scertificate for establishing asecure SSL connection or provide acertificate
of your own. Accept or provide the certificate, then click Next.

6 Read the license agreement, click Accept, then click Next.

Review the login method information. You can change the name of the login method. The
method name is used as the object name in eDirectory.

7 Click Next.
8 Review the Module list, then click Next.

9 If you want to create alogin sequence that will use this login method, check the box next to
Create Login Sequence and accept the default name, or provide a different namefor thelogin
sequence. If you don’t want to create alogin sequence, uncheck the box next to Create Login

Seguence.
10 Click Next.

11 If thelogin method you are installing has ConsoleOne snap-ins that need to be installed, use
the Browse button to provide a path to the directory where consoleone.exe resides on your
server. Double-click the consoleone.exe file, then click Next.

12 Review thelist of methods that have been successfully installed, then click Finish.

Installing a Login Method Using the nmasinst Utility (UNIX)

IMPORTANT: Before you can install a login method using the nmasinst utility, you must first install and
configure NMAS on UNIX. See the instructions in the installation guide for installing NMAS on UNIX.

1 From the server console command line, enter:
nmasinst -addmethod admin.context treename config.txt path [-h hostname]:port]]
¢ admin.context - The admin name and context.
+ treename - The name of the eDirectory tree where you are installing the login method.

+ config.txt path - The path to the config.txt file of the login method. A config.ixt fileis
provided with each login method.
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¢ [-h hostname]:port]] - (Optional) The hostname and port of the server. Usethisif DHost
is not running on the default port.

If the login method already exists, nmasinst will update it.

Installing a Login Method Using ConsoleOne

IMPORTANT: Run ConsoleOne from a Windows client workstation by using the ConsoleOne executable
located on the server at: server:sys\public\mgmt\consoleone\l.2\bin\consoleone.exe.

1
2
3

In ConsoleOne, select the Security container.
Right-click the Authorized Login Methods container.
Click New, then click Object.

The New Object Wizard starts.

4 Select the SASINMAS Login Method class, then click OK.

&)}

© 0 N O

10
11

Specify the configuration file, then click Next.

The configuration file is located in the login method folder and is usually named config.txt.
On the license agreement page, click Accept, then click Next.

Accept the default method name or rename it, then click Next.

Review the available modules for this method, then click Next.

If you want alogin sequence to use only thislogin method, check the appropriate check box,
then click Finish.

Review the installation summary, then click OK.

If necessary, close and restart ConsoleOne to run the newly installed ConsoleOne snap-ins
provided by the login method to configure the login and enroll users to use this login method.

Installing a Post-Login Method Using ConsoleOne

IMPORTANT: Run ConsoleOne from a Windows client workstation by using the ConsoleOne executable
located on the server at server:sys\public\mgmt\consoleone\l.2\bin\consoleone.exe.

1
2
3

In ConsoleOne, select the Security container.

Right-click the Authorized Post-Login Methods container.
Click New, then click Object.

The New Object Wizard starts.

4 Select the sasPostL oginMethod class, then click OK.

a

© 0 N O

Specify the configuration file, then click Next.

The configuration file is located in the post-login method folder and is usually named
config.txt.

On the license agreement page, click Accept, then click Next.
Accept the default method name or rename it, then click Next.
Review the available modules for this method, then click Finish.

Review the installation summary, then click OK.
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10 If necessary, close and restart ConsoleOne to run the newly installed ConsoleOne snap-ins
provided by the login method to configure the login and enroll users to use this post-login
method.

Updating Login and Post-Login Methods
When alogin method vendor provides an update for alogin or post-login method, you can update
the method by doing the following:

1 Right-click the login or post-login method to be updated, select Properties, click the General
tab, then click Update Method.

2 Specify the configuration file, then click Next.

The configuration file is located in the post-login method folder and is usually named
config.txt.

On the license agreement page, click Accept, then click Next.
Accept the default method name or rename it, then click Next.

Review the available modules for this method, then click Finish.

o 0 b~ W

Review the installation summary, then click OK.

7 Close and restart ConsoleOne to use the newly updated method.

The updated method is available to the users the next time they log in.

Managing Login Sequences

Whenyouinstall alogin or post-login method, you are asked if you want to create al ogin sequence
that uses only the login method you are installing. If you answer yes, alogin sequence will be
created for you which contains just the one login method.

You can aso manually create and manage login sequences. After login and post-login methods are
installed, you can view, add, modify, or delete login sequences using ConsoleOne or Novell
iManager.

InNMAS, you can set up multiple login and post-login methods per sequence. You must have at
least one login method selected to be able to select a post-login method.

When multiple methods are selected for a sequence, they are executed in the order they are listed.
Login methods are executed first, then post-login methods.

A login sequence can be an And or an Or sequence. An And sequence is successful if al of the
login methods successfully validate theidentity of the user. An Or sequence only requiresthat one
of the login methods validate the identity of the user for the login to be successful.

The post-login methods are only executed if the login is successful, irregardless of the And/Or
relationship.

After asequenceiscreated, you can authorize usersto use the new sequenceto log into eDirectory.
+ “Creating a New Login Sequence (ConsoleOne)” on page 21
+ “Creating aNew Login Sequence (Novell iManager)” on page 21
+ “Modifying a Login Sequence (ConsoleOne)” on page 22
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“Modifying a Login Sequence (Novell iManager)” on page 22
“Deleting a Login Sequence (ConsoleOne)” on page 22
“Deleting a Login Sequence (Novell iManager)” on page 23

Creating a New Login Sequence (ConsoleOne)

1
2
3
4

7

In ConsoleOne, select the Security container.

Right-click the Login Policy container, then select Properties.

Click New Sequence.

Enter a name for the new login sequence, then click OK to continue.

All availablelogin methods will be listed under Available L ogin Methods and Available Post-
Login Methods.

Select the Sequence Type from the drop-down list.

If you select And, a user must log in using every login method that makes up the login
sequence. If you select Or, the user only needsto log in using one of the login methods that
makes up the login sequence.

Double-click or use the horizontal arrows to add each method you want to the sequence.
If you are using multiple methods, use the vertical arrows to change the execution order.

The Sequence Grade field displays the grade for the login sequence. For And sequences, the
sequence grade is the union of the grades of the login methods. For Or sequences, the
sequence grade is the intersection of the method grades.

Click OK when you are finished.

Creating a New Login Sequence (Novell iManager)

1

2
3
4

Launch Novell iManager.
Authenticate to the eDirectory tree as an administrator or a user with administrative rights.
From the Roles and Tasks menu, click NMAS Management > NMAS Login Sequences.

Click the Add (+) button and enter a name for the new login sequence, then click OK to
continue.

All available login methods are listed under Available Login Methods and Available Post-
Login Methods.

Select the Sequence Type from the drop-down list.

If you select And, a user must log in using every login method that makes up the login
seguence. If you select Or, the user only needsto log in using one of the login methods that
makes up the login sequence.

Use the horizontal arrows to add each method you want to the sequence.
If you are using multiple methods, use the vertical arrows to change the execution order.

The Sequence Grade field displays the grade for the login sequence. For And sequences, the
sequence grade is the union of the grades of the login methods. For Or sequences, the
sequence grade is the intersection of the method grades.

Click OK when you are finished.
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Modifying a Login Sequence (ConsoleOne)
1 In ConsoleOne, select the Security container.
2 Right-click the Login Policy container > select Properties.
3 Sdect alogin sequence from the Defined Login Sequences drop-down list.

The Seguence Grade and Login and Post-L ogin Sequences for the selected method are
displayed. All of the available login methods appear in the Available Login and Available
Post-Login Methods lists.

4 Select an action:

+ To add or remove login or post-login methods from a sequence, use the | eft- and right-
arrows.

NOTE: You must have at least one login method selected in order to select a post-login method.
+ To change the sequence order of the login methods, use the up- and down-arrows.
+ To exit without saving changes, click Cancel.
IMPORTANT: Login sequences that don’t have a method associated with them will not be saved.

5 Click Apply or OK.

Modifying a Login Sequence (Novell iManager)
1 Launch Novell iManager.
2 Authenticate to the eDirectory tree as an administrator or a user with administrative rights.
3 From the Roles and Tasks menu, click NMAS Management > NMAS Login Sequences.
4 Select alogin sequence from the Login Sequences drop-down list.

The Sequence Grade and Login and Post-L ogin Sequences for the selected method are
displayed. All of the available login methods appear in the Available Login and Available
Post-Login Methods lists.

5 Select an action:

+ Toadd or remove login or post-login methods from a sequence, use the left-arrow and
right-arrow.

NOTE: You must have at least one login method selected in order to select a post-login method.
+  To change the sequence order of the login methods, use the up-arrow and down-arrow.

+  To exit without saving changes, click Cancel.

IMPORTANT: Login sequences that don’t have a method associated with them will not be saved.

6 Click Apply or OK.

Deleting a Login Sequence (ConsoleOne)
1 In ConsoleOne, select the Security container.
2 Right-click the Login Policy container > select Properties.
3 Sdlect the sequence from the Defined Login Sequences drop-down list (Alt+S).
4 Click Delete Sequence.
5 Click Apply or OK.
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Deleting a Login Sequence (Novell iManager)
1 Launch Novell iManager.
2 Authenticate to the eDirectory tree as an administrator or a user with administrative rights.
3 From the Roles and Tasks menu, click NMAS Management > NMAS Login Sequences.

4 Select the login sequence you want to delete from the Login Sequences drop-down list, then
click the Delete (-) button.

5 Click OK, then Apply or OK.

Authorizing Login Sequences for Users (ConsoleOne)

To restrict the login sequences each user can use:

1 In ConsoleOneg, right-click a User object, click Properties, click the Security tab, then click
Login Sequences.

2 Select either No Restrictions or Restrict the User to the Sequences Authorized Below.
If you select No Restrictions, the user can use any defined login sequenceto log in.

If you select Restrict the User to the Sequences Authorized Below, usethe arrowsto authorize
or select the sequences you want this user to useto log in.

3 Click Apply or OK.

Authorizing Login Sequences for Users (Novell iManager)

1 Launch Novell iManager.
2 Authenticate to the eDirectory tree as an administrator or auser with administrative rights.

3 From the Roles and Tasks menu, click NMAS Management > NMAS Users, select the user
you want to authorize the login sequences for, then click the NMAS Login Sequences tab.

4 Check or uncheck the Restrict the User to the Sequences Authorized Below check box.
If you uncheck the check box, the user can use any defined login sequenceto log in.

If you check Restrict the User to the Sequences A uthorized Below, usethe arrowsto authorize
or select the sequences you want this user to useto log in.

5 Click Apply or OK.

Setting Default Login Sequences (ConsoleOne)

To set adefault login sequence so that users are not required to specify alogin sequence when
logging in:
1 In ConsoleOneg, right-click a User object, click Properties, click the Security tab, then click
Login Sequences.

2 Click the Default Login Sequence drop-down list, then select an authorized login sequence.

The sequence you select will bethe default login sequence. If auser attemptsto log in without
using alogin sequence, this default login sequence is attempted.

3 Click Apply or OK.
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Setting Default Login Sequences (Novell iManager)

To set adefault login sequence so that users are not required to specify alogin sequence when
logging in:

1 Launch Novell iManager.

2 Authenticate to the eDirectory tree as an administrator or a user with administrative rights.

3 From the Roles and Tasks menu, click NMAS Management > NMAS Users, select the user
you want to set the default login sequence for, then click the NMAS Login Sequences tab.

4 Inthe Default Login Sequence drop-down list, select an authorized login sequence.

The sequence you select will bethe default login sequence. If auser attemptsto log in without
using alogin sequence, this default login sequence will be used.

5 Click Apply or OK.

Deleting a Login Method

The NMAS ConsoleOne snap-ins do not allow you to delete alogin method if that method is part
of any login sequence. The default installation of alogin method creates alogin sequence
containing only that method. Asaresult, most methods exist in at |east one sequence.

NOTE: nmasinst does not have an option to remove NMAS methods. This must be done using ConsoleOne.
To delete alogin method, you must complete the following two procedures:

+ “Remove the Login Method from Any Login Sequence” on page 24

+ “Delete the Login Method” on page 24

Remove the Login Method from Any Login Sequence

1 In ConsoleOne, click the Security container, right-click the Login Policy, then select
Properties.

2 Click General.
3 For each sequence in the Defined Login Sequences drop-down list:
3a Sdlect the sequence.

3b Verify that the login method you will be deleting is not listed in the Selected Login
Methods or Selected Post-Login Methods lists.

3c If thelogin method islisted as one of the selected methods, you can moveit from the list
by selecting it and clicking the left-arrow.

When the login method has been removed from all login sequences, you can then delete it.

Delete the Login Method

1 In ConsoleOneg, click the Security container and select either the Authorized Login Methods
container or the Authorized Post L ogin Methods container, depending on the type of method
you are deleting.

2 Select the login method you want to delete.
3 Pressthe Delete key, then click Yes.
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User Identification Plug-Ins

The pcProx method and Universal SmartCard method both provide user identification plug-ins.
Theuser identification plug-inisaDLL that isloaded by the NMAS client login dialog box. It can
obtain the user's name, context, tree name, server name, and NMA'S sequence from an
authentication device.

The Universal SmartCard identification plug-in gets the user name from the subject name in the
certificate stored on the smart card. If asmart card isinserted while the login dialog box is
displayed, the ID plug-inwill do an LDAP search for a user with an "allowabl e subject name" that
matches the name on the certificate. If auser isfound, his username and context are automatically
entered in the login dialog box.

The pcProx identification plug-in reads a 32-bit number from the pcProx card. It then does an
LDAP search for auser who has that number assigned as his or her pcProx login ID. Thisis set
from the Login IDs > pcProx tab in ConsoleOne.

After auser ID has been obtained from the ID plug-in, the username and context fields are
populated with the user's DN. The tree, server, and sequence fields are updated with information
provided by the administrator when he or she installed the client module (LCM) for the method
that isregistered asthe ID plug-in. The client then automatically clicks the OK button to start the
authentication phase.

To configure either the pcProx or Universal SmartCard method as the ID plug-in, you must click
the Use Device to Obtain Username for Login check box during the LCM install for the method.
When you click this check box, you are presented with two additional dialog boxes.

Thefirst dialog box asks you to supply atree name, server name, and NMAS login sequence that
are used when a user name is obtained from the device. These fields are optional. If they are not
provided, then the ID plug-in does not update the corresponding fields in the login dialog box.

The second dialog box asks you for alist of up to three LDAP servers. These are the servers that
are used when the ID plug-in does its LDAP search for the user. Because the LDAP protocol is
being used, you must enter either an IP address or DNS name for the server.

What's Next

+ To set up graded authentication, see Chapter 3, “Using Graded Authentication,” on page 27.

+ Tologinusing NMAS, see Chapter 4, “Logging In to the Network Using NMAS,” on
page 37.
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Using Graded Authentication

The graded authentication feature of NMAS™ allows you to control users' access to network
resources based on the login methods used to log in to the network. This means that you can set
access rights to Netware® volumes and any attributein Novell ®eDirectory™ based on how users
login.

Graded authentication is based on the relationship between a user and an object, where an object
isanetwork volume or eDirectory attribute. Graded authentication uses the same NMAS login
factors (password, physical device, and biometric authentication) and security grades to establish
the user object relationship and to determine the grade or level of authentication.

To set up graded authentication, you need to do the following:
1. Understand the graded authentication rules.
2. Set up and assign security labels to volumes and eDirectory attributes.

3. Assign clearances for each user who will be logging in to the network using NMAS. By
default, all users have a clearance.

The following topics provide information on setting up graded authentication:

*

“Graded Authentication Terms’ on page 27
“Graded Authentication Rules” on page 30

*

+ “Configuring the Security Policy Object” on page 31

* “Assigning Security Labelsto Network Resources’ on page 33
* “Assigning User Clearances’ on page 33

+ “Graded Authentication Example” on page 34

+ “What's Next” on page 36

An example of graded authentication islocated at the end of this chapter.

Graded Authentication Terms

Security Policy Object

The Security Policy object isthe abject in Novell eDirectory that you can use to manage the
elements of graded authentication. The Security Policy object resides in the Security container.

For more information, see “ Configuring the Security Policy Object” on page 31.
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Category

A category isan element of a set that represents sensitivity and trust. You use categoriesto define
security labels.

There are two types of categories. secrecy and integrity.

+ Secrecy Categories. Secrecy controls the disclosure or reading of information. You can
define additional secrecy categories to meet your company’s needs.

+ |ntegrity Categories: Integrity controls the modification or writing of information.

NMAS comes with three secrecy categories (Biometric, Token, Password) and three integrity
categories (Biometric, Token, Password) defined. You can define additional integrity categoriesto
meet your company’s needs.

For moreinformation, see* Defining User-Defined Categories (Closed User Groups)” on page 31.

Security Label

A security label represents the sensitivity of information. It is a set made up of categories. For
example, the Biometric security label contains the Biometric secrecy category. The Biometric and
Token and Password security label contains three secrecy categories: Biometric, Token, and
Password.

A security label can be assigned to a volume or to any eDirectory attribute. The security label is
compared against a user’s current clearance to determine what information the user can access.

NMAS comes with eight security |abels defined. The following table shows the predefined
security labels and single-level clearances:

Default Security Labels Secrecy Categories Integrity Categories

Biometric & Password & Token  {Biometric, Token, Password} {0}

Biometric & Password {Biometric, Password} {0}
Biometric & Token {Biometric, Token} {0}
Password & Token {Token, Password} {0}
Biometric {Biometric} {0}
Password {Password} {0}
Token {Token} {0}
Logged In {0} {0}

You can define additional security labels to meet your company’s needs.

For more information, see “ Defining Security Labels” on page 31.

Clearance

Clearances are assigned to usersto represent the amount of trust you havein that user. A clearance
has a Read label that specifies what a user can read and a Write label that specifies what

28 Novell Modular Authentication Services (NMAS) 2.3 Administration Guide



Novell Confidential

Manual (99a) 21 December 2004

information a user can write to. For more information, see“Dominance” on page 30 and “ Graded
Authentication Rules’ on page 30.

There are two types of clearances: single-level and multi-level.

Single-Level Clearance

A single-level clearanceis a clearance in which the Read label and the Write label are the same.
For example, the Biometric clearance’'s Read label and Write label use the same Biometric label.
Therefore, a user who is assigned the Biometric clearance can read information labeled with
Biometric and below, but can only write to information labeled Biometric. All |abels are used as
single-level clearances.

Multi-Level Clearance

A multi-level clearanceisaclearancein which the Read label and the Writelabel are different. For
example, the Multi-Level Administrator clearanceisamulti-level clearanceand has Biometric and
Token and Password for the Read |abel and Logged Infor the Writelabel. Thisclearancewill allow
the user to read all information and to write to all information that is |abeled with the default
security labels.

NMAS defines only one multi-level clearance: Multi-Level Administrator.
You can define additional clearances to meet your company’s needs.
The following figure summarizes the access rel ationships between the predefined clearances and

the security labels. For more information, see “ Defining Clearances’ on page 32.

NETWORK OBJECT SECURITY LABEL

Biometric

Password Biometric Biometric Password
& & & &

Token Password  Token Token Biometric Password Token Logged In

U
S  Biometric
E &
R Password R&W R R R R R R R

&
A Token
U ) )
T Biometric
H & NA R&W NA NA R R NA R
E Password
N . .
T Biometric

& NA NA R&W NA R NA R R
' Token
C
# Password

& NA NA NA R&W NA R R R
I Token
(@]
N Biometric NA NA NA NA R&W NA NA R
L Password NA NA NA NA NA R&W NA R
\E/ Token NA NA NA NA NA NA R&W R
E Logged In NA NA NA NA NA NA NA R&W

Multi-level R w R&W R&W R&W R&W R&W R&W R&W

NA=NoAccess R=Read W =Write
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Dominance

In administering graded authentication, it is vitally important that you understand the concept of
dominance.

All access control decisions are based on the rel ationship between thelabel s of theinformation and
the session clearance of the user. There are only three such relationships:

+ Dominate Relationship
Label Alissaidto dominate Label A2 if:
A1l's secrecy categoriesinclude all those of A2
AND
A2'sintegrity categoriesinclude all those of A1
+ Equal Relationship
Label Alisequal to Label A2 if:
Al's secrecy categories are the same as A2's secrecy categories.
AND
Al'sintegrity categories are the same as A2's integrity categories.
This may also be expressed as.
Al dominates A2 and A2 dominates Al.
+ Incomparable Relationship
Label Al isincomparableto Label A2 if none of the previous relationships apply.

For more information, see “ Graded A uthentication Rules’ on page 30.

Graded Authentication Rules

30

IMPORTANT: Graded authentication is an additional level of control. It does not take the place of regular
eDirectory and file system access rights. Regular eDirectory and file system access rights still need to be
administered.

The following rules apply to graded authentication in NMAS:

+ |f the Read label of the clearance dominates or is equal to the assigned security label and the
security label dominatesor isequal to the Writelabel of the clearance, then accessis Read and
Write.

+ |f the Read label of the clearance dominates or is equal to the assigned security label but the
security label does not dominate and is not equal to the write label, then access is Read-only.

For example, if auser has a clearance with a Read label of Password and Token and a Write
label of Password and Token and wants to access a NetWare volume that has a security label
of Password and Token, then the user will have Read and Write access to that volume.
However, the user will have Read-only accessto each NetWare volume assigned a Password
security label.

NOTE: Read-only access prevents passing higher classified data to lower classified areas. Access is
always Read-only to security labels that are lower than the clearance’s Write label.

+ If the Read label of the clearance is dominated by the assigned security |abel, then no access
is alowed.

+ Using alogin sequence does not grant access rights unless the user is assigned the session
clearance.
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Configuring the Security Policy Object

A Security Policy object iscreated in the Security container whenyouinstall NMAS. The Security
Policy object alows you to create, view, and rename names for clearances, security labels and
categories for your NMAS implementation. You can then use these names to assign the security
labels to any eDirectory attribute or NetWare volumes. You can also assign clearances to User
objectsin your eDirectory tree from the user’s property page.

Defining User-Defined Categories (Closed User Groups)

You can define secrecy and integrity categories that can be used to create a security labelsin
addition to the three integrity and three secrecy categories (Biometric, Token, Password) that are
predefined. For example, Biometric integrity and secrecy categories represent that access to an
object isrestricted to users logging in with a biometric method.

After you have created a category, you cannot delete it. You can view or renameit.

Creating a New Category

1 In ConsoleOne, double-click the Security Container > click Security Policy.

2 Click the Define Categories tab, then select either Secrecy Categories or Integrity Categories.
3 Click Add, then specify a name for the category.

4 Click OK.

The new category will now be available for usein defining a security label.

Renaming a Category

1 In ConsoleOne, double-click the Security Container > click Security Policy.

2 Click the Define Categories tab, then select either Secrecy Categories or Integrity Categories.
3 Click the category you want to rename, then click Rename Category.

4 Specify the new name, click OK, then click OK or Apply.

Defining Security Labels

NMAS provides eight security labels by default. Security labels are also used as single-level
security clearances.

After you have created a security label, you cannot modify it or delete it. You can view its
properties and renameit.

Creating a New Security Label

1 In ConsoleOne, double-click the Security Container > click Security Policy.

2 Click Define Labels.

3 Click New Label, then specify a name for the label.

4 Assign integrity and secrecy categories to the new label using the horizontal arrows.
5 Click OK.
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Renaming a Security Label
1 Select alabel from the Defined Security Labels drop-down list.
2 Click Rename Label.
3 Specify anew name for the label.
4 Click OK.

Defining Clearances

When you create a clearance, you will select two labels, a Read |abel and aWrite label. The Read
label must dominate or be equal to the Writelabel. In fact, when creating a security clearance, you
won't have the option to select a Write label that dominates the Read label.

For example, the Password & Token security label has dominance over the Password security
label, so you could select the Password & Token label as your Read label and the Password |abel
for your Write label.

You can a'so define your own security clearances to meet your company’s authentication needs.

After you have created a clearance, you cannot modify it or delete it. You can view its properties
and rename it.

Creating a New Clearance
1 In ConsoleOne, double-click the Security Container > Security Policy.
2 Click the Clearancestab > Definition.
3 Click New Clearance, then specify aname for the clearance.
4 Select asecurity label from the Read label drop-down list.

Thislabel isthe Read label for this clearance. You must select a Read label before you can
select aWrite label.

5 Select asecurity label from the Write label drop-down list.

This|abel isthe Write label for this clearance. You can't select a Write label that has greater
dominance than the Read label.

6 Click OK or Apply.

Viewing the Properties of a Clearance
1 Select aclearance from the Clearance drop-down list.
2 You can see the Read and Write labels that are used to define the clearance.

Renaming a Clearance
1 Select aclearance from the Default Clearance drop-down list.
2 Click Rename Clearance.
3 Specify the new name for the clearance.
4 Click OK.
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Viewing Security Clearance Access

A quick way to determinethe accessrightsaclearancewill allow to objectsassigned to aparticular
label isto view the Access page. Click Clearance > Access. This page tells you the clearance that
auser will need to have Read and Write access, Read-only access, and No access to information

and resources with a specific label.

To view the access rights for a clearance:
1 In ConsoleOne, double-click the Security Container > Security Policy.
2 Click the Clearancestab > Access.
3 Sdlect aclearance from the Clearance drop-down box.

Each defined label is grouped by the access the clearance has to the labeled object.

Assigning Security Labels to Network Resources

With NMAS, you can assign NetWare volumes and any eDirectory attribute a security label. Users
whologinto the network can access only those areas based upon their clearance and theresource’s
label.

For example, if you label avolume as Biometric & Token, an NMAS user must be assigned the
Biometric and Token clearance and authenticate to the network using a Biometric and Token
clearance in order to access the volume.

IMPORTANT: Labels assigned to traditional NetWare volumes (non-NSS volumes) are not effective until the
volume is dismounted and mounted again.

To assign a security clearance to a volume:
1 In ConsoleOne, right-click avolume.
2 Click Properties > click the Security tab.
3 Select asecurity label from the Security Label drop-down list.
4 Click OK tofinish.

5 If you are using traditional NetWare volumes (non-NSS volumes), you must dismount and
mount the volume again for the labels to take effect.

To assign a security clearances to eDirectory attributes:

1 In ConsoleOne, click the Security Container > double-click the Security Policy object > click
Directory Attribute Labels.

2 Click the label next to the directory attribute.
3 Click the down-arrow, then select a new label from the drop-down list.

4 After making all necessary changes, click Apply or OK to save the changes.

Assigning User Clearances

1 In ConsoleOne, right-click the desired User object > click Properties > Security > Clearances.
2 On the Security Clearance page, select the user clearances.

3 Select the desired Default Login Clearance.

4 Click OK.
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Graded Authentication Example
Departments within a company are often assigned security classifications that are based on the
department’s function and the kind of information that it handles. For example:
+ Human Resources handles sensitive information such as personnel files.

+ Engineering handlesrestricted or confidential information such as product specifications and
schematics.

+ Sales handles public information that is freely accessible.

+ Finance handles sensitive information critical to the operation and survival of the company.

Depending upon the sensitivity of the information, it might be secured in locked filing cabinets
that serve as access control mechanisms. Access controal to thisinformation is with a separate key
for each filing cabinet issued to a person authorized to access the information.

Graded authentication replaces the physical key given to users with a clearance. Also, NMAS
replacesthefiling cabinet with NetWarefile system volumes that are al so assigned security labels.
These security labels replace the filing cabinet lock type.

Asthe network administrator, you assign users authorization levelsfor login. When auser logsin,
the user is assigned a clearance for that login session. The clearance becomes the key that is
necessary for access. Access is granted to the user based on the clearance (key) that the user is
authorized to hold and the security label (lock) that is being accessed.

Although auser can be authorized to have more than one clearance, only one clearanceisassigned
at login, and it is this clearance that determines what information can be unlocked. For example,
the following would apply (asillustrated in Figure 1, “ Single-Factor Authentication,” on page 34)
to auser logging in with an authentication grade of Password:

* Read/Write access to network resources |abeled Password.

+ No access to resources |abel ed Password and Token, because this label is higher than the
Password clearance.

+ Read-only accessto any information labeled with alower label than Password (for example,
Logged In).

Figure 1 Single-Factor Authentication
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The following would apply (asillustrated in Figure 2, “Multiple-Factor Authentication,” on
page 35) to auser logging in with a password and token:

+ Read/write access to network resources labeled Password and Token.

* Read-only access to any information labeled with alower label than Password and Token,
including Password and Logged In.

Figure 2 Multiple-Factor Authentication
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Multiple Factor Authentication

A user working in Human Resources with information classified as sensitive logsin with a
password and token clearance. The information that the user needs is on anetwork volumethat is
also labeled Password and Token. Because the user’s clearance and the volume security |abel
match (the Read |abel dominatesthe volumelabel and the volume label dominatesthe Writelabel),
the user is able to read from and write to the NetWare volume.

However, suppose the same user attemptsto copy the sensitive information to a network areathat
reguires only a password for access. Graded authentication prevents this action because copying
or moving information from a higher label to alower label is not allowed. This prevents the user
from compromising the sensitive information.

The following table shows how several departments within a company might classify their
information. Security labels and clearances are assigned based on the information classification
and not on a user.

Department Information Classification Assigned Security Label Assigned Clearance (Key)
(Lock)

Human Resources Sensitive Password & Token Password & Token

Engineering Confidential Password Password

Sales Public Logged In Logged In

Finance Sensitive Biometric & Token Biometric & Token

In thisexample, because Sales has been assigned a Public clearance and Salesinformationisfreely
accessible, a user only needsto be logged in to access Sales information.
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However, users who work in Engineering must use a password to access the confidential
information needed for their job function. Engineering’s data volumes would also be labeled
Password for read/write access.

Human Resources often deal s with sensitive information rel ated to personnel records. A password
and token are required to access this information.

Finance al so has sensitive classified information and considers financial information critical to the
company’s operation and survival. A biometric and token are required to access this information.

What's Next

+ To set up login methods and sequences, see Chapter 2, “Managing Login and Post-Login
Methods and Sequences,” on page 17.

* Tologinusing NMAS, see Chapter 4, “Logging In to the Network Using NMAS,” on
page 37.
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Logging In to the Network Using NMAS

After NMAS™ isinstalled and graded authentication is configured, you are ready for usersto log
in to the network. This section describes some of the additional features of the login experience
that you should communicate to your network users.

*

*

*

*

*

*

“Password Field” on page 37
“Advanced Login” on page 37
“Unlocking the Workstation” on page 38
“Client Log File” on page 38

“Tray Icon” on page 38

“Single Sign On Tab” on page 38

Additional information is available to help your network users understand the NMAS login
process. You can print the nmas_user.pdf fileinthe NMAS software build and distributeit to your
network users.

Password Field

Depending upon how the NMAS client software was installed, there might or might not be a
password field on the Novell® Client™ login dialog box. If users are using a biometric or physical
device (token) login factor, they might not need a password to log in to the network.

Advanced Login

Those using NMAS login methods to log in to the network can customize the login by selecting a
desired clearance and login sequence. Otherwise, the last login sequence and clearance (if any) are
used. If no clearance or login sequence has been previously specified, the user defaults are used.

1
2
3

When the Novell Client dialog box appears, click Advanced.
Click the NMAS tab.

Select the desired login sequence from the Login drop-down list or browse the Novel|®
eDirectory™ tree for a complete and current list.

NOTE: You can browse only if an eDirectory tree has been specified on the eDirectory tab.

Specify the desired user session clearance or browse the eDirectory tree for acomplete and
current list.

NOTE: By default, the clearance field is disabled. To enable the clearance field:
4a Right-click thered N in the taskbar.
4b Click Novell Client Properties > Location Profiles.
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4c Select the desired profile, click Properties, then click Properties.
4d Onthe NMAS tab, check Display Clearance Field.
4e Click OK threetimes.

IMPORTANT: Users might have multiple session clearances for each login sequence. Make sure that
the Clearance field is filled in with the desired user session clearance.

5 Click OK.

Unlocking the Workstation

With the addition of NMAS to a user’s workstation, the process to unlock Windows workstations
changes. Normally, users can enable password protection for their workstations by using a screen
saver configured from the Windows Display control panel. With NMAS, users must instead go
through the same authentication process used to originally log in to unlock a workstation.

For example, if you used NMAS to authenticate to the network and you used a biometric login
method, you must use the same biometric login method again to unlock and use the workstation.

If you are using a Windows NT workstation, you must unlock the workstation using the login
method that was used to log into the tree. If you have connectionsto multiple eDirectory trees, the
login sequence for any eDirectory tree may be used. The default is the first eDirectory tree.

Client Log File
You can create a client log file that can help in troubleshooting NMAS authentication problems.
The NMAS client log file is re-created every time you log in.
1 Open the Novell Client Windows property page.
2 Click the Location Profiles tab.
3 Sdlect the desired location profile from the Location Profiles window, then click Properties.
4 In Service and Service Instance, click Properties.

5 Fromthe NMAS tab, click Log NMAS Client Activity, then click the Log File button to set
the location of thelog file.

The default location for the log fileis at the root of your primary hard disk (C:\).

Tray Icon

When you log in using NMAS, alock/document icon displaysin your Windows 95/98/Me/NT/
2000 tray. Double-click the icon to see your graded authentication status.

Single Sign On Tab

For Windows NT, 2000, or XP, aSingle Sign-on tab is available in properties of the Novell Client
for the convenience of users authenticating viaan NMAS login method.

NOTE: The Single Sign On tab does not take the place of the Novell Single Sign-on product. This is an added
feature for Windows NT users logging in with NMAS software.

To configure the Single Sign-On tab:
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1 Open the Novell Client Windows property page.

2 Click the Single Sign On tab.

3 Check the Enable Single Sign On check box to enable this feature.
4 Click OK.
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Other Administrative Tasks

This section describes other administrative tasks for NMAS™.
+ “Using the Palicy Refresh Rate Command” on page 41
* “Using DSTRACE” on page 42
¢ “Disabling and Uninstalling the NMAS Client” on page 42
+ “Disabling NMAS on the Server” on page 42

Using the Policy Refresh Rate Command

NetWare

Windows

With NMAS 2.3 or later, you can configure NMAS, on a per-server basis, to refresh the cached
NMAS login policy from the NMAS login policy stored in the Security container at scheduled
intervalsinstead of upon every login attempt. This configuration is set using the NMAS policy
refresh rate command.

NOTE: The server accesses the Security container once during startup to cache the policy. Then, based on
the configured intervals, the server attempts to access the Security container to refresh the policy.

The policy refresh rate command has the following syntax:
nmas RefreshRate minutes

where minutesisthe number of minutes between each attempt to check if the cached NMAS Iogin
policy needs to be updated from the NMAS login policy stored in the Security container.

The following describes how the policy refresh rate command can be invoked for each NMAS
Server platform:

The autoexec.ncf file can contain the policy refresh rate command as described above. Because
this command can only be executed after nmas.nIm is loaded, the command should be place near
the end of the autoexec.ncf.

The policy refresh rate command can aso be entered at the NetWare® console.

When NMAS s started, it processes the nmas.cfg configuration file located in the same directory
asthe DIB files (typically c:\novell\nds\dibfiles\). The configuration file can contain the policy
refresh rate command as described above.

The policy refresh rate command can aso be invoked after NMAS has been started. Thisis done
from the Novell® eDirectory™ Services console by selecting nmas.dim, typing the policy refresh
command in the Startup Parameters field, then clicking Configure.
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UNIX

When NMAS is started, it processes the nmas.config configuration file located in the same
directory asthe DIB files (typicaly /var/nds). The configuration file can contain the policy refresh
rate command as described above.

Using DSTRACE

You can use the DSTRACE utility to get trace information from NMAS. See the DSTRACE
section (http://www.novell.com/documentati on/lg/edir873/edir873/data/azemwO0.html) of the
eDirectory documentation for more information.

Disabling and Uninstalling the NMAS Client

To disable the NMAS Client:
1 On the workstation, right-click the Red N.
2 Click Novell Client Properties.
3 Click the Advanced Login tab.
4 Uncheck NMAS Authentication.
5 Click OK.

You can uninstall the NMAS Client using the Add/Remove Programs option of Control Panel.

Disabling NMAS on the Server

NMAS is defined as a core service after it isinstalled because other services (such as
eDirectoryeDirectory) might auto-integrate to use NMAS features. Because of these
dependencies, it is not possibleto fully uninstall thisrelease of NMAS. However, you can disable
NMAS on a server-by-server basis by performing the following steps:

NetWare:
1 Removethe nmas.nim filein sys:\system.
2 Redtart the server.
Windows NT/2000 with Novell eDirectory:
1 Stop the eDirectoryeDirectory Service.
2 Removethe nmas.dim file.
3 Restart the service.
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Deploying Universal Password

AsNovell® executed on its One Net vision of integrating heterogeneous systems and allowing for
native systems to interoperate, the traditional Novell password has proven troublesome for
integration with these heterogeneous systems. Novell introduces Universal Password, away to
simplify the integration and management of different password and authentication systemsinto a
coherent network.

Password History

In the past, administrators have had to manage multiple passwords (simple password, NDS®
password, enhanced password) because of password limitations. Administrators have also had to
deal with keeping the passwords synchronized.

+ NDS Password: The older NDS password is stored in a hash form that is non-reversiblein
eDirectory. Only the NDS system can make use of this password, and it cannot be converted
into any other form for use by any other system.

+ Simple Password: The simple password provides areversible value stored in an attribute on
the user object in eDirectory. NMAS securely stores a clear-text value of the password so that
it can use it against any type of authentication algorithm. To ensure that this value is secure,
NMAS uses either aDES key or atriple DES (key depending upon the strength of the Secure
Domain Key) to encrypt the datain the NMAS Secret and Configuration Store.

The simple password was originally implemented to allow administratorsto import users and
hashed passwords from foreign LDAP directories such as Active Directory* and iPlanet*.

The limitations of the simple password are that no password policy (minimum length,
expiration, etc.) is enforced. Also, by default, users do not have rights to change their own
simple passwords.

+ Enhanced Password: The enhanced password offers some password policy, but its design is
not consistent with other passwords. It provides a one-way synchronization and it provides
different security characteristics from the simple or NDS passwords.

Universal Password was created to address these password problems. It provides:
+ One password for al accessto eDirectory.
+ Enablesthe use of extended characters in password.
+ Enables advanced password policy enforcement.

+ Allows synchronization of passwords from eDirectory to other systems.

Universal Password is managed by the Secure Password Manager (SPM), a component of the
NMAS module (nmas.nim on NetWare). SPM simplifies the management of password-based
authentication schemes across awide variety of Novell products aswell as our partner’s products.
The managment tools only expose one password and do not expose al of the behind-the-scenes
processing for backwards compatibility.
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All of the password restrictions and policies (expiration, minimum length, etc.) are supported.

Secure Password Manager and the other components that manage or make use of Universal
Password are installed as part of the NetWare 6.5 or later and eDirectory 8.7.1 install; however,
Universal Password is disabled by default. Because all APIs for authentication and setting
passwords are moving to support Universal Password, al the existing management tools, when run
on clients with these new libraries, automatically work with the Universal Password.

The Novell Client supports the Universal Password. It will also continue to support the NDS
password for older systemsin the network. The Novell Client has the capability of automatically
upgrading to the new Password from the NDS password.

Deployment Steps

Step 1 - Review the Services You Currently Use and Understand their Current

Password Limitations

The following table outlines some Novell services and the password limitations they have. These
limitations are addressed by Universal Password:

Service

Description

Limitations

Novell Client™ for Windows* NT*/
2000/XP versions prior to 4.9 and
Novell Client for Windows 95/98
versions prior to 3.4.

The Novell Client software for file
and print services. Uses the
NDS® password, which is based

on the RSA public/private key
system.

+ Limited support for passwords with extended
characters

+ Passwords inaccessible from non-Novell
systems

+ Password is stored in such a way as to prevent
extraction, thus disallowing interoperability with
simple password

Windows Native Networking
(CIFS) in NetWare 6 and NetWare
5.1 (NFAP add-on pack for
NetWare 5.1)

Novell's CIFS server as part of the
Native File Access Protocols. It
allows Windows* clients to access
Novell services using the built-in
Windows Client Networking
Services.

+ Uses a separately administered password
called the simple password

+ Has no expiration or restriction capabilities for
the simple password

+ Attempts to synchronize with NDS password,
but can get out of sync

Macintosh* Native Networking
(AFP) in NetWare 6 and NetWare
5.1 (NFAP add-on pack for
NetWare 5.1)

Novell's AFP server as part of the
Native File Access Protocols. It
allows Macintosh clients to
access Novell services using the
built-in Macintosh Client
Networking Services.

+ Uses a separately administered password
called the simple password

+ Has no expiration or restriction capabilities for
the simple password

+ Attempts to synchronize with the NDS
password, but can get out of sync

LDAP Novell's LDAP services allow a + Limited interoperability with the Novell Client
user to bind using username and Services (NDS password) for extended
password across a Secure character or international versions
Sockets Layer (SSL) connection. . . e

+ Attempts to utilize the simple password if bind is
not a simple bind (that is, the bind is using an
encrypted password).
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Service

Description

Limitations

LDAP User Import

Uses ICE or other tools to import
users from foreign directories into
eDirectory. Passwords are also
brought in.

+ Passwords are imported into the simple
password system.

¢ Mutually exclusive of NFAP solutions (Windows
and Macintosh Native File Access)

+ Password is in its encrypted native format

Web-Based Services

Novell Web-based services
(Apache Web server)
authentications. This includes
eGuide, Novell Portal Services,
and other Web-based
applications.

+ Limited interoperability with the Novell Client
services (NDS password) for extended
character or international versions

+ Not designed to check simple password

RADIUS Services

Novell RADIUS Authentication
Services

+ Limited interoperability with the Novell Client
services (NDS password) for extended
character or international versions

+ Not designed to check simple password

NetWare Remote Manager

Novell's Web-based server health
and management interface.

+ Limited interoperability with the Novell Client
services (NDS password) for extended
character or international versions

+ Not designed to check simple password

NDS for NT

Novell eDirectory™ Services for
Microsoft Windows NT 4 Server
domains.

¢ Uses a separate value for storing the NT
password
+ Synchronized only with the NDS password by

the Novell Client and the ConsoleOne® and
NWAdmin snap-in tools

DirXML® Password
Synchronization for Windows 1.0
and DirXML Starter Pack

Enables synchronization of
passwords for NT, Active
Directory*, and eDirectory
accounts.

+ eDirectory password changes made outside of
the Novell Client will not be synchronized. For
example, an eDirectory password change made
through eGuide would not be synchronized to
Active Directory or NT.

See Sample Password Scenarios (http://
www.novell.com/documentation/lg/
dirxmistarterpack/jetset/data/aktnwz0.html) for
detailed information about DirXML Password
Synchronization for Windows.

Step 2 - Identify Your Need for Universal Password

If you answer yesto any of the following questions, you should plan to deploy and use Universal

Password:

+ Do you currently use Native File Access and desire to enforce policies such as password
expiration and/or password length?

+ Doyou use or plan to use Native File Access (Windows and/or Macintosh)?

+ Doyou plan to have international users access Novell Web-based services and/or use the
Novell Client for Windows NT/2000/XP or the Novell Client for Windows 95/98 to access
Novell file and print services?
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+ Doyou planto use Novell Nsure I dentity Manager 2, powered by DirXML, with its enhanced
password policy and password synchronization capabilities?

Step 3 - Verify That Your SDI Domain Key Servers Are Ready for Universal
Password

1 Verify that the SDI Domain Key servers meet minimum configuration requirements and have
consistent keys for distribution and use by other servers within the tree.

la From aNetWare server console, load sdidiag.nim.

From a Windows server, open a command prompt box and run sdidiag.exe.

NOTE: Sdidiag.nlm ships with NetWare 6.5 or later. Sdidiag.exe ships with the Windows version of
eDirectory 8.7.3 or later. Both files are available as part of a security patch (sdidiag21.exe)
associated with Novell TID 2966746 (http://support.novell.com/severlet/tidfinder/2966746).

1b Loginasan Administrator by entering the tree name, the server, the context, the user
name, and the password.

1c Enter the command CHECK -v >> sys:system\sdinotes.txt
The output to the screen will display the results of the CHECK command.

If no problems are found, go to “ Step 4 - Upgrade At Least One Server in the Replica
Ring to NetWare 6.5 or later or eDirectory 8.7.1 or later” on page 47.

or

If problems are found, follow the instructions written to the sys.system\sdinotes.txt file
to resolve any configuration and key issues.

2 Verify that the SDI Domain Key Servers are Running NICI 2.4.2 or later

We recommend that NetWare 6.5 or later or eDirectory 8.7.1 or later beinstalled on your SDI
Domain Key servers. However, thisis not required. At aminimum, you need to install NICI
2.4.2 or later on these servers.

You can verify if NICI 2.4.2 isinstalled on these servers:
2a From the server console, execute the NetWare commandM NICISDI _NLM.
The version must be 24212.98 or later.
If the version is earlier, you must do ONE of the following:
¢ Update the servers’ NICI to version 2.4.2, which requires eDirectory 8.5.1 or later.

NOTE: You can download NICI version 2.4.2 from the Novell Free Download site (http://
download.novell.com). Select Novell International Cryptographic Infrastructure from the
Choose a Product drop-down list, then click Submit Search. NICI 2.4.2 requires eDirectory
8.5.1 or later.

Also, you must reinstall NICI 2.4.2 or later if you install an eDirectory upgrade after installing
NICI. This issue will be resolved with the Consolidated Support Pack 10.

¢ Update the SDI Domain Key serversto NetWare 6.5 or later or eDirectory 8.7.1 or
later.

+ Remove the servers as SDI Domain Key Servers and add a server that meet these
requirements.

To remove a server asan SDI Domain Key Server:
1. At the server console, load SDIDIAG.
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2. Loginasan Administrator that has management rights over the Security container
and the WO.K AP.Security objects by entering the tree name, the server, the context,
the user name, and the password.

3. Enter thecommand RS -s servername

For example, if serverl existsin container PRV in the organization Novell within the
Novell_Inc tree, you would type .serverl.PRV.Novell.Novell_Inc. for the
servername.

To add a server asan SDI Domain Key Server:
1. At the server console, load SDIDIAG.

2. Loginasan Administrator by entering the Tree name, the Server, the Context, the
User name, and the password.

3. Enter thecommand AS -s servername

For example, if serverl existsin container PRV in the organization Novell withinthe
Novell_Inc tree, you would type .serverl.PRV.Novell.Novell_Inc. for the
servername.

2b After completing one of the options above, you might want to rerun the SDIDIAG check
command. See Step 1c on page 46.

Step 4 - Upgrade At Least One Server in the Replica Ring to NetWare 6.5 or later or
eDirectory 8.7.1 or later

1 ldentify the container that holds the User objects of those users who will be using Universal
Password.

2 Find the partition that holds that container and the User objects.
3 Identify at least one server that holds a writable replica of the partition.
4 Upgrade that server to NetWare 6.5 or later or eDirectory 8.7.1 or later.

You do not need to upgrade all serversin your treein order to enable Universal Password, but we
recommend that you eventually upgrade them all. Plan to upgrade the servers that hold writable
replicas first, followed by those with read-only replicas or no replicas. This allows Universal
Password support for services on all those servers.

NOTE: If you have LDAP and CIFS (Windows Native Networking) and/or AFP (Macintosh Native Networking)
servers that you want to use Universal Password, you must upgrade those servers to NetWare 6.5.

Step 5 - Check the Container for SDI Key Consistency

Check to ensurethat all instances of cryptographic keys are consistent throughout thetree. Sdidiag
ensures that each server has the cryptographic keys necessary to securely communicate with the
other serversin the tree.

1 From a NetWare server console, load sdidiag.nim.
From a Windows server, open a command prompt box and run sdidiag.exe.

2 Enter thecommand CHECK -v >> sys:system\sdinotes.txt -n container
DN

For example, if user Bob existsin container PRV in the organization Novell within the
Novell_Inc tree, you would type .PRV.Novell.Novell_Inc. for the container DN.
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Thisreportsif there are any key consistency problems among the various servers and the Key
Domain servers.

The output to the screen displays the results of the CHECK command.

3 If noproblemsarereported, you are ready to enable Universal Password. Goto“Step 6 - Turn
on Universal Password” on page 48.

or
If problems are reported, follow the instructions in the sdinotes.txt file.
In most cases, you will be prompted to run thecommand RESYNC -T -n container DN.

This command can be repeated any time NMAS reports -1418 or -1460 errors occur during
authentication with Universal Password.

For more information on SDIDIAG options and operations, refer to Novell TID 10081773
(http://support.novell.com/servlet/tidfinder/10081773).

Step 6 - Turn on Universal Password
1 Start Novell iManager.
2 Under Roles and Tasks > NMAS Management, click Universal Password Configuration.
3 Typein or browse to select the container, then click View.
The current setting should read Disabled.
4 Click the radio button next to Enable.
5 Click Apply.

IMPORTANT: When you enable Universal Password on a container, it is enabled on all existing subcontainers
as well. If you enable Universal Password at the Tree level, all subcontainers you create after enabling
Universal Password will be enabled for Universal Password. However, if you enable Universal Password on a
container below the Tree level, such as, on an Organization (O) or an Organizational Unit (OU), and then
create a new subcontainer, you must enable Universal Password on that subcontainer. It is not automatically
enabled.

NOTE: If you are using Novell Nsure Identity Manager 2, you use Password Management plugins to turn on
Universal Password and configure Password Policies. These plugins replace the Universal Password
Configuration task referred to in Step 2.

Step 7 - Deploy Novell Client Software

You can deploy the Novell Client for Windows NT/2000/XP version 4.9 or Novell Client for
Windows 95/98 version 3.4 prior to enabling Universal Password, but the client does not take
advantage of these services until you enable Universal Password (see“ Step 6 - Turn on Universal
Password” on page 48). The new Novell Client software automatically startss using the Universal
Password when it is turned on. Users will see no differencesin the client.

NOTE: You must manually install Client NICI 2.6 for Windows or later and NMAS™ Client 2.2 in order for
Novell Client for Windows 95/98 to start using the Universal Password services.

Backwards Compatibility

Universal Password isdesigned to supply backwards compatibility to existing services. Passwords
changed with this servicewill automatically be synchronized to the simple and ND S passwords on
the User object. Thisway, NetWare 6 and 5.1 servers running Native File Access protocols for
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Windows and Apple* native workstationswill continueto havetheir passwords function properly.
Novell Client software prior to the Novell Client for Windows NT/2000/XP version 4.9 or the
Novell Client for Windows 95/98 version 3.4 will also have their passwords continue to function

properly.

The exception to thisis the use of international charactersin passwords. Because the character
tranglations are different for older clients, the actual values will no longer match. Customers who
have deployed Web-based or LDAP services and who use international passwords have already
seen these problems and have been required to change passwords so they do not include
international characters. We recommend that all serversbe upgraded to NetWare 6.5 and al Novell
Client software be upgraded in order for full, system-wide international passwords to function

properly.

Novell's NetWare Storage Management Services™ (SMS) infrastructure is used for Novell and
third-party backup and restore applications. Additionally, the Novell Server Consolidation utility,
Distributed File Services Volume Move, and Server Migration utilities use SMS as their data
management infrastructure. The system passwords used by these Novell and third-party products
cannot contain extended characters if they are to function in amixed environment of NetWare 4,
5, 6, and 6.5 servers. However, when all servers are upgraded to NetWare 6.5, extended character
passwords can be used.

NOTE: Please refer to Novell TID 10083884 (http://support.novell.com/servlet/tidfinder/10083884). It shows
which applications/services are Universal Password-capable, as well as which applications/services are
extended character-capable. Many applications/services can use extended characters without Universal
Password.

The following table shows the expected behavior of Universal Password when it interacts with
older services.

Password Change Method Passwords Synchronized

Novell Client software prior to Novell Client for Windows NT/ NDS password only.
2000/XP version 4.9 or Novell Client for Windows 95/98 version
3.4 to any server version

Native File Access (Windows or Macintosh) on NetWare 5.1 or  Simple password and NDS password. The password change

NetWare 6 is successful only if the old NDS and simple passwords were
in sync.

Native File Access (Windows or Mac) on NetWare 6.5 Universal, simple, and NDS passwords are changed. All are
synchronized, even if old ones were out of sync.

LDAP (standard) to NetWare 5.1 or 6 NDS password only.

LDAP (extended) to NetWare 5.1 or 6 Simple password or NDS password is changed (extensions

specify which one).

LDAP (standard) to NetWare 6.5 (or NetWare 5.1, 6 running Universal, simple, and NDS passwords are changed. All are

eDirectory 87.1)

synchronized even if old ones were out of sync.

LDAP (extended) to NetWare 6.5 Universal, simple, or NDS password changed (extensions

specify which one).

NetWare Administrator (run on a workstation with a client prior NDS password only.
to version 4.9) to any user object in any container
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Password Change Method

Passwords Synchronized

NetWare Administrator (run on a workstation with the version
4.9 client) to a User object in a container that has a R/W replica
on a NetWare 6.5 server (or NetWare 5.10r 6 running eDirectory
87.1)

(Untested and unsupported) Universal, simple, and NDS
passwords are changed. All are synchronized even if old
ones were out of sync.

ConsoleOne (run on a workstation with a client prior to version
4.9) to any User object in any container

There is a separate change password page for NDS
password and simple password.

ConsoleOne (run on a workstation with the version 4.9 client) to
a User object in a container that has a R/W replica on a
NetWare 6.5 server (or NetWare 5.1 or 6 running eDirectory
87.1)

Universal, simple and NDS passwords are changed. All are
synchronized even if old ones were out of sync.

ConsoleOne (run on a workstation with the version 4.9 client) to
a User object in a container that has no R/W replicas on any
NetWare 6.5 servers, or NetWare 5.1 or 6 with eDirectory 87.1
(only R/W replicas on NetWare 5.1 or NetWare 6 servers with
eDirectory versions older than 87.1)

There is a separate change password page for NDS
password and simple password.

Novell iManager 1.5 (NetWare 5.1 or NetWare 6 only) to any
user object in any container

NDS password only.

Novell iManager 2.0 (NetWare 6.5 only) to a User object in a
container that has a R/W replica on a NetWare 6.5 server (or
NetWare 5.1 or 6 running eDirectory 87.1)

Universal, simple and NDS passwords are changed. All are
synchronized even if old ones were out of sync.

Novell iManager 2.0 (NetWare 6.5 only) to a User object in a
container that does not have any R/W replica on any NetWare
6.5 server, or NetWare 5.1 or 6 servers running eDirectory
version 87.1

NDS password only.

NetWare Remote Manager running on a NetWare 6.5 server to
a User object in a container that has a R/W replica on a
NetWare 6.5 server, or NetWare 5.1 or 6 servers running
eDirectory version 87.1

Universal, simple, and NDS passwords are changed. All are
synchronized, even if old ones were out of sync.

NetWare Remote Manager running on a NetWare 6.5 server to
a User object in a container that does not have a R/W replica
on a NetWare 6.5 server, or NetWare 5.1 or 6 servers running
eDirectory version 87.1

NDS password only.

NetWare Remote Manager NDS change password running on
a NetWare 5.1 or NetWare 6 server

NDS password only.

NetWare Remote Manager simple password management
(NetWare 5.1 and 6 only with Native File Access installed)

Simple password only.

Password Management

You can use the following methods to administer Universal Password:

+ iManager: Administering passwords by using Novell iManager automatically setsthe
Universal Password to be synchronized to simple and NDS password values for backwards
compatibility. The NMAStask iniManager doesallow for granular management of individual
passwords and authentication methods that are installed and configured in the system.
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ConsoleOne: The NDS password tab in ConsoleOne run on a NetWare 6.5 server, or on a
Windows workstation with the Novell Client for Windows NT/2000/XP version 4.9 or the
Novell Client for Windows 95/98 version 3.4 installed automatically sets the Universa
Password and synchronizes for backwards compatibility.

NWAdmin32: The sameresults should be seen when using NWAdmin32 aswith ConsoleOne,
although Novell does not plan to test this case.

LDAP: Changing passwords via LDAP on a NetWare 6.5 server also sets the Universal
Password and synchronizes the others for backwards compatibility.

Third-party Applications: Third-party applicationsthat are written to Novell's Cross Platform
Libraries and that perform password management will also set the Universal Password and
synchronize the others if the newer libraries are installed on the Novell Client for Windows
NT/2000/XP version 4.9 or the Novell Client for Windows 95/98 version 3.4 workstation or
NetWare 6.5 server.

NOTE: If you are using Novell Nsure Identity Manager 2, you can use Password Policies to specify how
Universal Password is synchronized with NDS, Simple, and Distribution Passwords. In addition, an iManager
task is provided that lets an Administrator set a user’s Universal Password.

Issues to Watch For

+ Inamixed environment of Novell Client software prior to the Novell Client for WindowsNT/

2000/XP version 4.9 or the Novell Client for Windows 95/98 version 3.4 (including Native
File Access servers on NetWare 5.1 and NetWare 6), if passwords are changed from those
older systems, only the older values will be changed, driving the NDS and/or the simple
password out of synchronization with the Universal password. Thismight be anissueonly for
users who log in to their account from both older Novell Client workstations (prior to Client
for Windows NT/2000/XP version 4.9 or Novell Client for Windows 95/98 v3.4) and from
newer Novell Client workstations (Novell Client for Windows NT/2000/XP version 4.9 or
Novell Client for Windows 95/98 version 3.4). If so, the problem will only occur if users are
either using international charactersin passwords or if they change the password from the
older workstation.

When you disable auser's NDS password, the NDS password is set to an arbitrary value that
is unknown to the user. The following describes how some login methods handle this change.

* The Simple Password method is not disabled if the NDS password is disabled. The
Simple Password method uses the Universal Password if it is enabled and available.
Otherwise, it usesthe simple password. If Universal Password isenabled but not set, then
the Simple Password method sets the Universal Password with the simple password.

+ TheEnhanced Password method isnot disabled when the ND S password isdisabled. The
enhanced password does not use the Universal Password for login. However, it can be
configured to set the Universal Password, if the Universal Password isenabled, when the
user changes the enhanced password.

+ The NDS Password method is not disabled when the NDS password is disabled. The
NDS Password method will use the Universal Password if it is enabled and available.
Otherwise, it will use the NDS password. If the Universal Password is enabled but not
set, then the NDS Password method will set the Universal Password with the NDS
password.
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Troubleshooting

The information in this section is provided to help you troubleshoot problems with NMAS™,

Installation Issues

1

The NMAS Server Install deletes the files securityservices.jar and securityservicesres.jar
within the respective ConsoleOne® lib\security and resources\security directories.

If you are upgrading your Certificate Server from aversion prior to 2.0 as part of your
installation of NMAS, youwill need to re-export any trusted root certificatesyou will usewith
the Advanced x.509 method.

Wheninstalling NMAS server to Windows NT or 2000, adialog box might pop up informing
you that it is necessary for NMASto shut down eDirectory. After you click OK in thisdiaog
box, the installation might fail.

If thishappens, restart the NM A S server installation. When the dialog box appears again, you
need to manually shut down eDirectory. Do this by going into Control Panel and clicking
eDirectory. Select the ds.dim file (Novell Directory Services) and click Stop. After the
directory services have been stopped, you can return to the dialog box, click OK, and the
installation will continue properly.

We strongly recommended that you upgrade al previousversionsof NMASto thisversion on
all servers.

You must have NMAS installed on a server that holds a writeable replica of the user's object
in order for the user to use NMAS.

If youinstall Client32™ after you have installed the NMAS client, the NMAS tab will not
appear on the Client32 login screen.

If the target server goes down during the NMAS Server Installation, or if there are network
communication problems sufficient to cause the install to fail, it is possible that one of the
installation programs, launch.exe, is till loaded, and needs to be unloaded manually.

Symptom: When you launch the install again, the NMAS Server Components check box is
dimmed and not selectable.

Solution: Kill thelaunch.exe process by pressing Ctrl+Alt+Delete and selecting Task List. On
the Processes tab, select launch.exe, then click End Process.

You must have the NICI Client installed on each client workstation that will run ConsoleOne
and NMAS software.

If you do not restart the server after installing NMAS and you try to reset passwords, you will
receive an error message.
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Login Method and Sequence Issues
1. TheNMAS client'sinstall option for disconnected operations is not recommended and
supports only the NDS® Password method.

2. Not al login or post-login methods use the initial password field when they are activated. If
you are prompted to enter a password, you can ignore the password field and closeiit.

3. You must have grace logins set to at least two. If it is set to one, the login will not work.

4. With ConsoleOne installed on a NetWare® server, when you install Login Methods under
some configurations you might see a Failed status in the ConsoleOne Snap-ins field of the
Login Method Installation Summary screen. If this occurs, the new snap-ins for that method
did not install properly and you need to run snapininstall.exe in the \ConsoleOne directory or
the NMAS software image.

NOTE: snapininstall.exe installs only the snap-ins for NMAS Management, EnhancedPassword,
SimplePassword, and WorkstationAccess.

5. If alogin method's snap-ins are aready present and you try to install the same login method
again, you will receive afailed status displayed in the login methods installation summary
dialog box. This occurs only when running ConsoleOne from the server.

6. Snap-insfor managing the Enhanced Password login method can be installed into
ConsoleOne by executing \nmas\consol eone\snapininstall.exe.

7. Two password methods, such as Simple and Enhanced, cannot be used in an AND sequence
if the Novell Client™ is set to display the password field, which it is by default.

8. If you usealogin sequence that has a non-password method (for example, the X.509 method)
followed by a password method (for example, the simple password method), the user must
type the credential for the password method in the initial Novell Client Login Dialog
Password field before providing the non-password credential. After typing the credential for
the password method, the user is then be prompted to type the password to unwrap the
certificate, thus providing the credential for the non-password method.

Compatibility Issues

1. IftheSingleSign-on 2.1isinstalled ontheclient, the passwordfield for theinitial login screen
is enabled. The user can remove the password field from the initial login screen by using the
following steps:

a. Select Novell Client Properties from the red N in the taskbar.
b. Click the Location Profiles tab.

c. Select the desired Location Profile.

d. Click Properties.

e. Click the NMAS tab.

f. Uncheck Display Password Field by Default.
g. Click OK threetimes.

2. Thefollowing instructions describe how to enable the version of Single Sign-on that ships
with NMAS.

a. Open Novell Client Properties by right-clicking the red N located in the taskbar.
b. Click the Single Sign-on tab.
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¢. Check the Enable Single Sign-on box.

d. Click the Advanced Login tab.

e. Uncheck the Suppress Single Sign-on for This Login box.
f. Click OK.

Administration Issues

1

Pressing OK or switching between tabs when creating or renaming alabel will always create
or rename the label even if you respond No to the Save Changes made for Labels? prompt.
You must press the Cancel button to cancel any changes. After alabel is created, it cannot be
deleted; however, you can rename it to an unused name, such as Unused_x.

Updating ConsoleOne from 1.2d to 1.3.6 does not update the products.dat file on the NetWare
server.

3. NMAS does not support AlX 4.3.3.

Thesimple password is used for various authentication servicesin NetWare 6.5. Thisincludes
the authentication support for CIFS and AFP.

A problem might arise if you set or change a user’'s simple password from the ConsoleOne
administrative snap-ins using Force Password Change. If you experience problems setting an
initial password, you might need to check the Force Password Change check box. If the user
already has a password set, Force Password Change might not work unless you remove the
current password and specify a new one.

You must giveexplicit rightsto userswith graded authentication. | nherited rights do not work.
For example, an administrator's Supervisor right is defined at the [Root] container. Rightsfor
the administrator are not defined in the Volume object. If the administrator changes the
volume's security label from Logged In to any other security label, the administrator cannot
get the appropriate rights. The administrator must assign explicit rights to the volume,
directories, or filesin the volume.

When auser logsinto atree other than the preferred tree using the client, the client incorrectly
gueriesthe preferred tree to find the User object. If auser object with the same name existsin
the preferred tree, the client uses that User object, which resultsin the login failing with a -
601 error (No Such Object). Thisis because the wrong tree was used. Thisissue will be
resolved in the next release of the client.
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eDirectory Considerations with NMAS

You need to make certain Novell® eDirectory™ considerations when configuring and managing
NMAS™. This section describes some of these situations.

* “Setting Up a Security Container As a Separate Partition” on page 57
* “Merging Trees with Multiple Security Containers’ on page 57

Setting Up a Security Container As a Separate Partition

NMAS relies on storage of policiesthat are global to the eDirectory tree. The eDirectory treeis
effectively the security domain. The security policies must be available to all serversin the tree.

NMAS places the authentication policies and login method configuration datain the Security
container that is created off of the [Root] in NetWare® 5.1 or later eDirectory trees. This
information must be readily accessible to all serversthat are enabled for NMAS. The purpose of
the Security container isto hold global policies that relate to security properties such aslogin,
authentication, and key management.

With NMAS, we recommend that you create the Security container as a separate partition, and that
the container be widely replicated. This partition should be replicated as a Read/Write partition
only on those serversin your tree that are highly trusted.

NOTE: Because the Security container contains global policies, be careful where writable replicas are placed,

because these servers can modify the overall security policies specified in the eDirectory tree. In order for
users to log in with NMAS, replicas of the User objects must be on the NMAS server.

Merging Trees with Multiple Security Containers

Specia considerations need to be made when merging eDirectory treeswhere a Security contai ner
has been installed in one or both of the trees. Make sure that this is something you really want to
do—this procedure has the potential to be a very time-consuming and laborious task.

IMPORTANT: These instructions are complete for trees with Novell Certificate Server™ 2.21 and earlier,
Novell Single Sign-on 2.x, and NMAS 2.x.

1 In ConsoleOne®, identify the trees that will be merged.
2 ldentify which tree will be the source tree and which tree will be the target tree.
Keep in mind these security considerations for the source and target trees:
+ Any certificates signed by the source tree's Organizational CA must be deleted.
¢ The sourcetree's Organizational CA must be deleted.
+ Al user secrets stored in Novell SecretStore® on the source tree must be deleted.

+ All NMAS Iogin methods in the source tree must be deleted and reinstalled in the target
tree.
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+ All NMAS usersthat were in the source tree must be re-enrolled when the trees are
merged.

+ All users and servers that were in the source tree must have new certificates created for
them when the trees are merged.

+ All usersthat were in the source tree must have their secrets reinstalled into their
SecretStore.

If neither the source tree nor the target tree has a container named Security under the [Root] of the
tree, or if only one of the trees has the Security container, no further action isrequired. Otherwise,
continue with the remaining proceduresin this section.

Product-Specific Operations to Perform Prior to Tree Merge
+ “Novell Certificate Server” on page 58
+ “Novell Single Sign-on” on page 59
+ “NMAS’ on page 59
+ “Novell Security Domain Infrastructure” on page 60
+ “Other Security-Specific Operations’ on page 60

Novell Certificate Server

If Novell Certificate Server (previously known as Public Key Infrastructure Services, or PK1S) has
been installed on any server in the source tree, you should complete the following steps.

NOTE: Depending on how the product was used, the objects and items referred to might or might not be
present. If the objects and items referred to in a given step are not present in the source tree, you can skip the
step.

1 Any Trusted Root certificates in the source tree should be installed in the target tree.

Trusted Root certificates are stored in Trusted Root objects, which are contained by Trusted
Root containers. Trusted Root containers can be created anywhere within the tree; however,
only the Trusted Root certificates that are in the Trusted Root containers within the Security
container must be moved manually from the source tree to the target tree.

2 Instal the Trusted Root certificates in the target tree.
2a Pick a Trusted Root container in the Security container in the source tree.

2b Create aTrusted Root container in the Security container of the target tree with the exact
name used in the source tree (Step 2a).

2c Inthe sourcetree, open a Trusted Root object in the selected Trusted Root container and
export the certificate.

IMPORTANT: Remember the location and filename you choose; you will use them in the next step.

2d Inthetarget tree, create a Trusted Root object in the container that you created in Step 2b.
Specify the same name as the source tree and, when prompted for the certificate, specify
the file that you created in Step 2c.

2e Dedlete the Trusted Root object in the source tree.

2f Repeat Step 2c through Step 2e until all Trusted Root objects in the selected Trust Root
container have been installed into the target tree.

2g Deélete the Trusted Root container in the source tree.
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2h Continue Step 2a through Step 2f until all Trusted Root containers have been deleted in
the source tree.

3 Delete the Organizational CA in the source tree.
The Organizational CA object isin the Security container.

IMPORTANT: Any certificates signed by the Organizational CA of the source tree will become unusable
following this step. This includes server certificates and user certificates that have been signed by the
Organizational CA of the source tree.

4 Deleteevery Key Materia object (KMO) in the sourcetree that has a certificate signed by the
Organizational CA of the source tree.

Key Material objectsin the source tree with certificates signed by other CAswill continue to
be valid and do not need to be deleted.

TIP: If you are uncertain about the identity of the signing CA for any Key Material object, look at the
Trusted Root Certificate section of the Certificates tab in the Key Material object property page.

5 Deleteall user certificates in the source tree that have been signed by the Organizational CA
of the source tree.

NOTE: If users in the source tree have already exported their certificates and private keys, those
exported certificates and keys will continue to be usable. Private keys and certificates that are still in
eDirectory will no longer be usable after you perform Step 3.

For each user with certificates, open the properties of the User object. Under the Certificates
section of the Security tab, atablelistsal the certificatesfor the user. All of those certificates
with the Organizational CA as the issuer must be del eted.

NOTE: User certificates will be present in the source tree only if Novell Certificate Server 2.0 or later has
been installed on the server that hosts the Organizational CA in the source tree.

Novell Single Sign-on

NMAS

If Novell Single Sign-on has been installed on any server in the source tree, you should delete all
Novell Single Sign-on secrets for usersin the source tree.

For every user using Novell Single Sign-on in the source tree, open the properties of the User
object. All of the user’s secrets will be listed under the SecretStore section of the Security tab.
Delete al listed secrets.

NOTE: Depending on how the product was used, the objects and items referred to might or might not be
present. If the objects and items referred to are not present in the source tree, you can skip this step.

If NMAS has been installed on any server in the source tree, you should complete the following
steps.

NOTE: Depending on how the product was used, the objects and items referred to might or might not be
present. If the objects and items referred to are not present in the source tree, you can skip the step.

1 Inthetarget tree, install any NMAS login methods that were in the source tree but not in the
target tree.

TIP: To ensure that all of the necessary client and server login components are properly installed in the
target tree, we recommend that you install all new login methods using original Novell or vendor-supplied
sources.

Although methods can be reinstalled from existing server files, establishing a clean installation from
Novell or vendor-supplied packages is typically simpler and more reliable.
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2 To ensure that the previously established login sequences in the source tree are available in
the target tree, migrate the desired login sequences.

2a In ConsoleOne, select the Security container in the source tree.
2b Right-click the Login Policy object > select Properties.

2c For each login sequence listed in the Defined Login Sequences drop-down list, note the
Login Methods used (listed in the right pane).

2d Select the Security container in the target tree and replicate the login sequences using the
same login methods note in Step 2c.

2e Click OK when you are finished.
3 Delete NMAS login security attributes in the source tree.
3a Inthe Security container of the source tree, delete the Login Policy object.
3b Inthe Authorized Login Methods container of the source tree, delete al login methods.
3c Déete the Authorized Login Methods container in the source tree.

3d Inthe Authorized Post-L ogin Methods container of the source tree, delete all login
methods.

3e Deélete the Authorized Post-L ogin Methods container in the source tree.

Novell Security Domain Infrastructure

If Novell Certificate Server 2.x or later, Novell Single Sign-on, NMAS, NetWare 5.1 or later, or
eDirectory eDirectory 8.5 or later has been installed on any server in the source tree, the Novell
Security Domain Infrastructure (SDI) will beinstalled. If SDI has been installed, you should
complete the following steps.

NOTE: Depending on how the product was used, the objects and items referred to might or might not be
present. If the objects and items referred to are not present in the source tree, you can skip the step.

1 Delete the WO object and the KAP container in the source tree.
The KAP container is in the Security container. The WO object isin the KAP container.

2 Onall serversin the source tree, delete the Security Domain Infrastructure (SDI) keys by
deleting the sys:\system\nici\nicisdi.key file.

IMPORTANT: Make sure that you delete this file on all servers in the source tree.

Other Security-Specific Operations

If a Security container existsin the sourcetree, del ete the Security container before you merge the
trees.
Performing the Tree Merge

eDirectory trees are merged using the DSMERGE utility. For more information, refer to the
DSMERGE documentation (http://www.novell.com/documentation/lg/nds73/
index.html ?maintenu/data/hqcragOy.html).

Product-Specific Operations to Perform after the Tree Merge
+ “Novell Security Domain Infrastructure” on page 61
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+ “Novell Certificate Server” on page 61
+ “Novell Single Sign-on” on page 61
+ “NMAS’ on page 61

Novell Security Domain Infrastructure

If the WO object existed in the target tree before the merge, the Security Domain Infrastructure
(SDI) keys used by the serversthat formerly resided in the target tree must be installed in the
servers that formerly resided in the source tree.

The easiest way to accomplish thisisto install Novell Certificate Server 2.0 or later on all servers
formerly in the source tree that held SDI keys (the sys:\system\nici\nicisdi.key file). This should
be done even if the Novell Certificate Server has aready been installed on the server.

If the WO object did not exist in the target tree before the merge but did exist in the source tree, the
SDI must be reinstalled in the resulting tree.

The easiest way to accomplish thisisto install Novell Certificate Server 2.0 or later on the servers
in the resulting tree. Novell Certificate Server must be installed on the servers formerly in the
source tree that held SDI keys (the sys:\system\nici\nicisdi.key file). It can also be installed on
other serversin the resulting tree.

Novell Certificate Server

If you are using Novell Certificate Server: After the tree merge, reissue certificatesfor serversand
users that were formerly in the source tree, as necessary.

NOTE: We recommend that you install Novell Certificate Server 2.0 or later on all servers that hold a replica
of the partition containing a User object.

In order to issue a certificate for a server, Novell Certificate Server 2.0 or later must be installed.

Novell Certificate Server 2.0 or later must be installed on the server that hosts the Organizational CA.

Novell Single Sign-on

NMAS

If youareusing Novell Single Sign-on: After thetree merge, re-create SecretStore secretsfor users
that were formerly in the source tree, as necessary.

If you are using NMAS: After the tree merge, re-enroll NMAS users that were formerly in the
source tree, as necessary.
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