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Section 1 0 Concepts and Prerequisites

Novell Privileged User Manager v2.2
Evaluation Quick Start Guide ”

1.0 Concepts and Overview

The Novell Privileged User Manager evaluation package is a collection of preconfigured databases that can
be added to any standard manager installation to create an environment pre-populated with sample events
and example configurations. Evaluation deployment steps involve:

Check prerequisites and download appropriate manager installer binaries (Section 1.1).
Obtain evaluation installer (Section 1.2).

Read and understand evaluation warnings (Section 1.3)

Install standard manager package onto your supported platform (Section 2.1).

Log on to the administration console and set initial password (Section 2.2).

Install and load evaluation package to create pre-populated environment (Section 2.3)
Follow initial orientation to familiarize environment (Section 3).

Walk step by step through the example exercises (Section 4).

N>R WNE

1.1 Prerequisites
- The administration console requires Adobe Flash to operate.

- Binaries for the standard Manager install can be obtained through download.novell.com

- Please make sure that you read and understand the implications of installing the evaluation package onto
an already configured system in Section 1.3.

SUSE Linux Enterprise Desktop and SUSE Linux Enterprise Server

1. You must make sure that the ksh shell is installed for the example exercises in Section 4 to work.

2. Edit /etc/ksh.kshrc as shown below to avoid the error below.

/bin/ls: cannot read symbolic link /proc/22154/exe: Permission denied

This is caused by the following line in /etc/ksh . kshrc

case "'/bin/ls -- color=never - | /proc/$$/exe™ in

You can prevent this message by changing the line to the following:

case "'/bin/ls -- color=never -1 /proc/$$/exe 2>/dev/null™ in

1.2 Obtaining Evaluation Installer
The evaluation installer can be obtained through sales or technical support.
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1.3 Important Information 1 Please Read Before You Start

Note

We recommend that you apply the evaluation database package to a clean installation of the
standard Manager. You should also uninstall the package when finished as per the instructions at the
bottom of this page.

The evaluation database package consists of pre-population versions of the following databases:

Command Control audit database
Compliance Auditor event database
Command Control rules database

Installing the evaluation package
Installing the evaluation database package will create a backup copy of your existing configuration and
replace with the following:

Sample log events, including keystrokes
Sample Compliance Auditor events and rule
Sample Command Control rule configuration
Sample Command-Risk configuration

Uninstalling the evaluation package

Uninstalling the evaluation database package will restore your previously backed up configuration. Please
note that any configuration changes or captured events generated with the evaluation package installed will
be permanently removed.

Notealsot hat t he evaluation environment can be oO0refreshe
reinstalling the evaluation package.

Recommendation
When you have finished your evaluation, we strongly recommend that you perform the following steps:

Uninstall the evaluation and restore your original configuration through the host console by clicking the
evaluation package, then selectingthe 6 Un i n st a | dptioRfeom kha lgftehdnd menu (as below).

(g Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

HomeHosts

v ¢ Hosts |Name | version | Title: | status ’
v [ me-lap-21708 @ admin 2.2.0 (Rev:14579,BId:4560) Adrrinistration Manager tarimam) %
RegElerPadkage @Packages @ audit 2.2.0 (Rev:14997 Bld:4560) Audit Manager (reqisterei.
Unre gister Paskage & auth 2.2.0 (Rev:14397 Bld:4560) Arcess Manager (prirnany
@ ceeval 220 (Rev:15054 Bld:4570) Evaluation Databases (agent)
@ cmdctrl 2.2.0 (Rev:1 4867 ,BId:4560) Cammand Contral Manager (register
o i N, g g | 25 Z 0 D B T A, 57

Remove the evaluation package from the Package Manager by clicking the package and selecting the
6Del et e sdptionkrangtlee left-hand menu (as below).

o Identity and Security Management N

NOVELL PRIVILEGED USER MANAGER

HomePackage Manager

e L

_ Title Description Version Platform Package
g S Evaluation Databases Sample databases for use in evaluating of Movell Privilegd 2.2.0 (Rev:15054,81d| All ceaval-2-2
etTor opdates ‘
Settings
————— X I S ST R R SRV Y S R D
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2.1 Install Std Manager Package

Copy the evaluation package appropriate for your platform to a temporary location on the machine that will
be used for testing, and install according to the following instructions.

Note: By default the installation will install the software into /opt/novell.
2.1.1 AIX Manager Install

The AlX installation package is compressed through gzip. In order to install the package, you must unzip the
package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the AIX manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

gunzip novell - npum- manager - X.X - aix - X.X - powerpc.bff.gz
2. After the AIX installation package is uncompressed, use one of the following methods to perform the
installation.

0 The AIX smitty program
0 The following command:

installp - acgNQgwX - d <directory of .bff file> novellnpum

3. After installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,BId:4550) [aix -5.1 - powerpc]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,BId:4550) ] module loaded

[audit 2.2.0 (Rev :14937,BId:4550) ] module loaded

[auth 2.2.0 (Rev:14897,BId:4550) ] module loaded

[ecmdctrl 2.2.0 (Rev:14867,Bld:4550) ] module loaded

[distrib 2.2.0 (Rev:14601,BId:4550) ] module loaded

[msgagnt 2.2.0 (Rev:14842,BId:4550) ] module loaded

[pkgman 2.2.0 (Rev :14972,BId:4550) ] module loaded

[regcint 2.2.0 (Rev:14845,BId:4550) ] module loaded

[registry 2.2.0 (Rev:14926,BId:4550) ] module loaded

[rexec 2.2.0 (Rev:14949,BId:4550) ] module loaded

[secaudit 2.2.0 (Rev:14793,Bld:4550) ] module loaded

[strfwd 2.2.0 ( Rev:14872,Bld:4550) ] module loaded

Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checki ng service registration for ussm -aixvl (ussm - aixvl )
valid from Mon Mar 09 16:34:59 2009 to Mon Apr 06 17:34:59 2009 (registry offset 0 seconds)
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2.1.2 HP-UX Framework Manager Install

The HP-UX installation package is compressed through gzip. In order to install the package, you must unzip
the package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the HP-UX manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

For HP/PA:

gunzipn ovell -npum manager - X.X - hpux - X.X - hppa.depot.gz
For ITA:

gunzip nove Il - npum manager - X.X - hpux - X.X - ia64 .depot.gz

2. After the HP-UX installation package is uncompressed, use the following command to install the
manager:

For HP/PA:

swinstall - s /<directory of .dep ot file>/n ovell - npum- manager - X.X - hpux - X.X - hppa.depot  \ *
For ITA:

swinstall - s /<directory of .de pot file>/nove Il - npum- manager - X.X - hpux - X.X - ia64 .d epot \*

3. Atfter installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,Bld:4552) [hpux -11.23 -iab4]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,BId:4552) ] module loaded

[audit 2.2.0 (Rev:14937,BId:4552) ] module loaded

[auth 2.2.0 (Rev:14897,BId:4552) ] module loaded

[emdctrl 2.2.0 (Rev:14867,BId:4552) ] module loaded

[distrib 2.2.0 (Rev:14601,BId:4552) ] module loaded

[msgagnt 2.2.0 (Rev:14842,BId:4552) ] module loaded

[pkgman 2.2.0 (Rev:14972,BId:4552) ] module loaded

[regcint 2.2.0 (Rev:14845,BId:4552) ] module loaded

[registry 2.2.0 (Rev:14926,BId:4552) ] module loaded

[rexec 2.2.0 (Rev:14949,Bld:4552) ] module loaded

[secaudit 2.2.0 (Rev:14793,BId:4552) ] module loaded

[strfwd 2.2.0 (Rev:14872,BId:4552) ] module load ed

Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm- hpuxvl (ussm - hpuxvl )
valid from Mon Mar 09 16:31:49 2009 to Mon Apr 06 17:31:49 2009 (registry offset O seconds)
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2.1.3 Linux Framework Manager Install
Linux hosts use the RPM packaging system for installation, upgrade, and removal.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the Linux manager:

1. Run the following command:
rpm -inovell - npum- manager - X.X - linux - X.X- intel.rpm

2. After installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,BId:4552) [linux - 2.6 -intel]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,BId:4552) ] module loaded

[audit 2.2.0 (Rev:14937,BId:4552) ] module loaded

[auth 2.2.0 (Rev:14897,BId:4552) ] module loaded

[emdctrl 2.2.0 (Rev:14867,BId:4552) ] module loaded

[distrib 2.2.0 (Rev:14601,Bld:4552) ] module loaded

[msgagnt 2.2.0 (Rev:14842,BId:4552) ] module loaded

[pkgman 2.2.0 (Rev:14972,BId:4552) ] module loaded

[regcint 2.2.0 (Rev:14845,BId:4552) ] module load ed
[registry 2.2.0 (Rev:14926,BId:4552) | module loaded

[rexec 2.2.0 (Rev:14949,Bld:4552) ] module loaded

[secaudit 2.2.0 (Rev:14793,BId:4552) ] module loaded

[strfwd 2.2.0 (Rev:14872,Bld:4552) ] module loaded

Service listening on 0.0.0.0:29120

Service | istening on 0.0.0.0:443

Checking service registration for ussm- linvl (ussm  -linvl )
valid from Mon Mar 09 18:18:27 2009 to Mon Apr 06 19:18:27 2009 (registry offset 0 seconds)
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2.1.4 Solaris Framework Manager Install

The Solaris installation package is compressed through gzip. In order to install the package, you must unzip
the package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the Solaris manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

For SPARC:

gunzip novell - npum- manager - X.X- solaris - X.X - sparc.pkg.gz
For Intel:

gunzip novell - npum- manager - X.X - solaris - X.X - intel.pkg.gz

2. After the Solaris installation package is uncompressed, use the following command to install th
manager:

For SPARC:

pkgadd - d /<directory of .pkg fil e>/novell - npum- manager - X.X - solaris - X.X - sparc.pkg
For Intel:

pkgadd - d /<directory of .pkg file>/novell - npum- manager - X.X - solaris - X.X - intel.pkg

3. Atfter installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was accepted.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,BId:4552) [solaris -2.10 - sparc]
Database Version 357

[admin 2.2.0 (Rev:14979,BId:4552) ] module loaded

[audit 2.2.0 (Rev:14937,BId:4552) ] module loaded

[auth 2.2.0 (Rev:14897,BId:4552) ] module loaded

[emdctrl 2.2.0 (Rev:14867,BId:4552) ] module loaded

[distrib 2.2.0 (Rev:14601,BId:4552) ] module loaded
[msgagnt 2.2.0 (Rev:14842,BId:4552) ] module loaded

[pkgman 2.2.0 (Rev:14972,Bld:4552) ] module loaded

[regcint 2.2.0 (Rev:14845,BId:4552) ] module loaded

[registry 2.2.0 (Rev:14926,BId:4552) ] module loaded

[rexec 2.2.0 (Rev:14949,Bld:4552) ] module loaded

[secaudit 2.2.0 (Rev:14793,BId:4552) ] module loaded

[strfwd 2.2.0 (Rev:14872,BId:4552) ] module loaded

Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm- solvl (ussm -solvl )
valid from Mon Mar 09 17:24:28 2009 to Mon Apr 06 18:24:28 2009 (registry offset O seconds)
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2.1.5 Tru64 Framework Manager Install

The Tru64 installation package is compressed through gzip. In order to install the package, you must unzip
the package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the Tru64 manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

gunzip novell - npum- manager - X.X - trué4 - X.X - alpha.tar.gz
tar Txvfnovell  -npum manager-X.X-tru64 -X.X- alpha.tar

2. After the Tru64 installation package is uncompressed, use the following command to install the manager:
setld -1 NOVELLNPUM/

3. After installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,Bld:4551) [tru64 -5.1 - alpha]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,BId:4551) ] module loaded

[audit 2. 2.0 (Rev:14937,BId:4551) ] module loaded

[auth 2.2.0 (Rev:14897,BId:4551) ] module loaded

[emdctrl 2.2.0 (Rev:14867,BId:4551) ] module loaded

[distrib 2.2.0 (Rev:14601,Bld:4551) ] module loaded

[msgagnt 2.2.0 (Rev:0,Bld:4551) ] module loaded

[pkgman 2.2.0 (Rev:14972,Bld:4551) ] module loaded

[regcint 2.2.0 (Rev:14845,BId:4551) ] module loaded

[rexec 2.2.0 (Rev:14949,Bld:4551) ] module loaded

[registry 2.2.0 (Rev:14926,BId:4551) ] module loaded

[secaudit 2.2.0 (Rev:0,BId:4551) | m odule loaded

[strfwd 2.2.0 (Rev:14872,Bld:4551) ] module loaded

Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm- truvl (ussm  -truvl )
valid from Mon Mar 09 16:42:59 2009 to Mon Apr 06 17:42:59 2009 (registry off
set 0 seconds)
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2.1.6 Windows Framework Manager Install

1. Run the following install executable to start the installation:
novell - npum- manager - X.X - windows - 5.0 - intel.exe

2. Follow the steps in the install wizard.

The Framework Manager service can be installed on any part of the normal file system. It defaults to the
C:\Program Files\Novell\npum folder.

3. After installation is complete, check that the service is running by viewing the log file. The log file is
located in C:\Program Files\Novel\npum\logs\unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,Bld:4554) [windows -5.0 -intel]
Database Version 3.5.7
Parent (1508) starting child

Version 2.2.0 (Rev:14967,Bld:4554) [windows -5.0 -intel]
Database Version 3.5.7

Child (1520) main thread starting

[admin 2.2.0 (Rev:14979,Bld:4554) ] module loaded

[audit 2.2.0 (Rev:14937,BId:4554) ] module loaded

[auth 2.2.0 (Rev:14897,BId:4554) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,Bld:4554) ] module loaded

[distrib 2.2.0 (Rev:14601,Bld:4554) ] module loaded

[msgagnt 2.2.0 (Rev:14842,BId:4554) ] module loaded

[pkgman 2.2.0 (Rev:14972,BId:4554) ] module loaded

[regcint 2.2.0 (Rev:14845,Bld:4554) ] module loaded

[registry 2.2.0 (Rev:14926,Bld:4554) ] module loaded

[secaudit 2.2.0 (Rev:14793,Bld:4554) ] module loaded

[strfwd 2.2.0 (Rev:14872,Bld:4554) ] module loaded

Service | istening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm- winvl (ussm - winvl )
valid from Tue Mar 10 11:12:34 2009 to Tue Apr 07 12:12:34 2009 (registry offset 0 seconds)
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2.2 Log on and Set Administrator Password

Log on to the Novell Privileged User Manager Administration console
In a browser with access to test machine, enter: https://testmachinename
Note: When prompted, accept security certificate

(5 Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

Passwort:

{ Logon

On first use, click through the license screen and enter the default credentials of:

Username: admin
Password: novell

Change password
You will be prompted to change your password: (minimum of 6 characters, 1 alpha and 1 numeric)

q Identity and Security M

=T NOVELL PRIVILEGED USE

Password Expired

our password has expired

New Password

Cortfirm Password

oK
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2.3 Load and Install Evaluation Databases

2.3.1 Load Evaluation Installer

UNIX/Linux
Copy the eval uadceva-B-2.pakdos tt @l laert efmplog aff y | ocati on on

Change to that directory and issue the following command to load the installer into your Framework Package
Manager.

/opt/novell/npum/sbin/unifi -u admin distrib publish -f cceval-2-2.pak

Note: You will be prompted for the administration password you set in section 2.2

Windows
Copy the eval uadcéva-B-2.pako® t @rhporary loctionl oe your server.

Change to that directory and issue the following command to load the installer into your Framework Package
Manager.

fi GRrogram Files\Novel\npum\bin\unifido-u admin distrib publish -f cceval-2-2.pak

Note: You will be prompted for the administration password you set in section 2.2

2.3.2 Install Evaluation Databases to Host

Log onto the Administration Console and select the Hosts option.
Expand the hostname of your machine as shown below and then click on Packages.

Now select Install Packages from the left-hand menu

(2 Identity and Security Management

N
Home/Hosts
v n% Hosts ‘Name ‘Varsion ‘Title |St -
v () el @ admin 7320 (Rev 14078 B10:4560)  Administration Manager (or
o . @ audit 2.2.0 (Rew14997,B10:4560) Autit Manager wr
Rullbadk Packages @ auth 2.2.0 (Rev 14897 B1d:4560) Access Manager ipr
Commit Padkages @ cmdctr| 2.2.0 (Rev 14867 Bld:4560) Command Control Manager ipr
Wiew Messages @ distrib 2.2.0 (Rev14601,Bld:4560) Distribution Agent (ac
Clear Cache @ msgaant 2.2.0 (Rev14242,Bld:4560) Messaging Component {r
Wiew Cache @ pkgman 2.2.0 (Rew 14372 Bld:4560) Package Manager fr
@ regeint 2.2.0 (Rev 14845 Bld:4560) Reqistry Agent (agE
@ registry 2.2.0 (Rev14826,B1d:4560) Reqistry Manager pr
@ secaudit 2.2.0 (Rev14783,Bld:4560) Carnpliance Auditor ipr
@ striwd 2.2.0 (Rew: 14872, Bld:4560) Stare and Forward Agent {ac
@ access 2.2.0 (Rev:14981,B1d:4560) Access Control Console ico
_ @ audit 2.2.0 (Rev14854,B1d:4560) Reporting Consale {to
@ cmdctr] 2.2.0 (Rev14865,B1d:4560) Carrmand Control Consale {to
Hors @ help 22.0(Revi5011 BI4560)  Help Console (co
::I:U( N @ pkgman 2.2.0 (Rew:14976,81d:4560) Fackage Management Console  (co
@ repori_comm 2.2.0 (Rev.14962,BId:4580) Command Reporting Console v~
Change Pazsaverd i ““ | EED

Log oft admin

Install Consoles
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Now select the Evaluation Databases package as shown below and click Next

(2 Identity and Security Management

Install Package

| version | Package

Title | Description

Mext > o Cancel

L

#

When the install is complete, return to the main menu by clicking Home in the breadcrumb trail, (underneath
the title-bar at the top) to complete the remaining exercises in this guide.
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3.0 Initial Orientation

Log on to the Novell Privileged User Manager administration console

In a browser with access to test machine, enter: https://testmachinename
Note: When prompted, accept security certificate

g Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

Please enter your username an! password
o logon.

Username:

Passwort:

Logon

If first use, click through the license screen and enter the default credentials of:

Username: admin
Password: novell

Change password
If first use, you will be prompted to change your password.

g Identity and Security Management
R

NOVELL PRIVILEGED USER

Password Expired

“Your password has expired

New Passward

Cortfirm Fassword

0K Cancel
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Orientation: Home Menu

The Home menu is where you are able to access the individualad mi ni stamsdlves & ct hat ar
part of your solution.

Manage security policies for
privilege management using an

intuitive GUI interface.
Proactive auditing tool that pulls

events from the event logs,
according to predefined rules, for

Centrally manage application
installation and update, load-

! balancing / redundancy of Manage users that will

analysis. resources, and host alerting. log onto the admin
console using role-
based grouping.

{E Identity and Security Management

NOVELL PRIVILEGED UFER MANAGER

Home

— B Compliance Auditar .% Hests & Command Control % Framework User Manager
§\ Reporting @ Package Manager

Home

Help

About Framewar
Change Pasamord
Log off admin

Install Consalas

Easily access and search event logs, review Any module can be easily updated via
user keystroke activity, color-coded through connection to an online update server
our uniqgue Command-Risk Analysis Engine. and pushed out to hosts.

NOTE
The administration console is Adobe Flash-driven and requires only a single click to select menu options.

IMPORTANT:
To navigate when in the administration console, DO NOT use your browserséforward or back buttons; use
the O6breadcrumb trail dexantplet he top of each page, for

fi H o rh@ompliance Auditordi click on Home to return to main console menu
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Orientation: Compliance Auditor

From the Home menu, select the Compliance Auditor console

New: Events have not been examined

Pending: Examination in progress

Authorized: Activity has been signed off as okay
Unauthorized: Activity not acceptable

Filters can be set on
combination of date
range and event status.

Each event record is color-coded
according to the highest rated
command risk (see below).

q Identity and Security Management

JVELL PRIVILEGED USER MANAGER

Home/Compliance Auditar

M Mew MPending | |gdthorized | |Unauthorized
View Resord CIFrom: [15 Mar 2000 [ 16141 (1To: [15Mar 2009 |5 16:41 ( Refresh
Audit Rules
Audit Reports * Level | Status /'fime Event Note
Aosess Cantral ] RI=1 10Jun 2008 10:08:40 | cusr! @fedvm 3 fusrhinfksh as cusrl @feduvrr]
] ¥ 10Jun 20081001113 | tusrl@fedvm? id as root@fedvm1
] [R=1 10Jun 2008 10:11:20 | tusrli@fedvm 15 -1 as tusr @fedvm1
] [R=1 10Jun 20081001 2:14 | tusrl @fedvm3 id as root@fedvm3
] [R=1 10Jun 20081001218 | tusrl @fedvm3 |5 -1 as tusrl @fedym3
] [R=1 10Jun 20081001 2:27 | tusr2i@fedvm id as tusr2g@fedvm
] [R=1 10Jun 2008 10:012:31 | tusr2i@fedvm |5 -1 as rootigfedym
] [R=1 10Jun 2008 10:12:40 | tusr2i@fedym3 id as tusr2@fedvm3
About Fram e ] [R=1 10Jun 20081001 2:43 | tusr2i@fedvm3 |5 -1 as tusr2 @fedym3
Changs Pabawerd | [R=1 10Jun 2008 10:12:89 | rusrl @fedvm fusrhinirush -0 audit 1 as roo)
Log off admjin
Install Conzdles
E] [ J [Il

Note: Events containing keystroke activity through the
6rushoé shell are colored
Green (low) to Red (high).

Event escalation level (manually set)

Context sensitive menus pro  vide access to the rules that pull events into the
Compliance Auditor, and to automated workflow email management.

The Compliance Auditor makes copies of events according to predefined rules. Command Control events
can be tagged wi t lensarethabuseusctantonlyGievoevgntd apprapriate to their role. In the
example below, only events with a risk rating greater than 3 are copied over each hour. When logged in, Bob
Jones can only see events in his Audit Group, likewise with Jane Green.

Ve N P N
+ Command Control Events /' Compliance Auditor Events

Arisklevel: 2
A auditgroup: Bob Jones

Rule

Arisklevel: 7
Aauditgroup: Bob Jones Bob Jones

Arisklevel: 7

A auditgroup: Bob Jones |nterVa|: HOUI’|y

Risk level > 3

|
|

Arisklevel: 4 I Jane Green
|

A risklevel: 4 Aaudltgroup: Jane Green

A auditgroup: Jane Green

v

Arisklevel: 5 )
Aauditgroup: Bob Jones 1

Copy

Arisklevel: 5

I
1
1
|
|
|
1
1
1
|
|
A auditgroup: Bob Jones !
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Orientation: Reporting

From the Home Menu, select the Reporting Console

Many reports with custom filters can be

created and stored for reuse.

Global settings such as log file rollover
and encryption settings.

Icon is shown for
accessing Command
Control activity logs

Create custom filters based on
submituser, runuser, host, command
string or date

used for the report
Change name or

Select log files to be J
description of report

If an event is highlighted that contains a
keystroke report, the keystroke player
can be launched.
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