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Preface

About Retain

Retain Unified Archiving

+ Archives email and text messages.
+ Catalogs them for search and retrieval.

Retain is not a backup/restore system.

About This Guide

This is the archiving documentation for Retain Unified Archiving version 4.9.2.

For Documentation Feedback

Scroll to the bottom of the online page and enter a User Comment.

To Join the Retain Idea Exchange

Got an idea for a new Retain feature or enhancement? Log in to Microfocus.com and join the
conversations happening inside the Retain Idea Exchange.

For Additional Documentation

See the Micro Focus Knowledge Base website.

To Contact Technical Support

Browse to the Micro Focus Support Page (https://www.microfocus.com/support-and-services/) and
begin typing Retain Unified Archiving in the Search for a Product field.

For Sales

Go to the Micro Focus Contact page (https://www.microfocus.com/en-us/contact).

For Professional Services

Contact Micro Focus Professional Services by sending an email to sales@microfocus.com or calling
(877) 772-4450.
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Getting Started with Retain Archiving

First, Plan Your Retain Archiving System

As a best practice, we recommend that you start by creating a written plan. Obviously, this plan will
evolve and expand over time, but beginning with a plan is the most effective and efficient way to
ensure a successful Retain deployment.

Do the following:
1. Identify stakeholders in your organization who have a vested interest in a successful Retain

deployment.

2. With the stakeholders, decide on a convenient and accessible way to propose, review, and
finalize your Retain deployment plan.

3. Create your plan by doing at least the following:
a. ldentify the messaging systems that Retain will service.
b. Record each system’s DNS and IP address information, physical location, administrator

information, and any other information relative to the system’s future interaction with Retain.

c. Save a space to record details identified during the deployment, such as system
credentials, licenses, and other information that Retain and third-party systems will require
as you connect them together.

d. Determine the times when systems and network traffic are slow and best suited for
archiving operations to take place. This will feed into schedule creation as proposed in
“Creating Schedules” on page 15.

e. Articulate the scope of what needs to be archived for each system: users, groups, message
types, date ranges, attachments, and so on.

f. Avoid redundant data collection.

Next, Match Your Messaging Systems to Retain’s
Archiving methods

Retain’s archiving methods are designed to match the messaging systems being archived.

Find your messaging platforms in Figure 1-1 to determine which of Retain’s archiving models your
organization requires.

Getting Started with Retain Archiving
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Figure 1-1 Retain’s Archiving Models Match Platform Needs

(
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Retain Pulls Data to Its Message Store

Messaging System Pushes to Retain’s Message Store

+ Traditional email systems store messages in

their message stores.

* You create jobs that run according to
schedules you set and “pull content” that
matches your profile-specified parameters
from those message stores.

+ Retain provides practically unlimited search
and retrieval capabilities for administrators
and users with sufficient archive-access
privileges.

*

IMPORTANT: These messaging systems require one or
more additional licenses to connect with Retain.

More recent messaging providers let users
communicate in real time as they exchange
voicemail, text messages, and so on.

These providers don't offer a centralized message
store. At best, data is temporarily kept in device-
based storage.

Retain works with these providers so that as message
data is generated, it is also archived by Retain.

Retain automatically organizes archived message
data for search and retrieval.

As the graphic shows, for three of the systems,
profiles let you control what is archived.
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Where to Go from Here

+ Pull-based: For your messaging platforms that require Retain-initiated archiving, continue with
“Understanding Retain Jobs.”

+ Push-based: For your messaging platforms that support push-based archiving, skip to
Chapter 3, “Setting Up Push-Based Archiving,” on page 165.

Getting Started with Retain Archiving 9
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Setting Up Pull-Based Archiving

After your Retain system is installed and running properly and you have planned for the components
needed for your target platforms, use the instructions in the following sections to set up Pull-based
archiving for your organization.

+ “Understanding Retain Jobs” on page 11

+ “Creating Modules” on page 13

+ “Schedules” on page 15

+ “Creating Workers” on page 17

+ “Worker Servers” on page 25

+ “Archiving Blackberry Server Data” on page 31

+ “Archiving Bloomberg” on page 47

+ “Archiving Exchange and Office 365” on page 55

+ “Archiving Google Apps ( GSuite)” on page 120

+ “Archiving GroupWise” on page 142

+ “Archiving Social Media Governance (Deprecated)” on page 163

Understanding Retain Jobs

If your messaging platforms require pull-based archiving, you need a basic understanding of Retain
Jobs and their components: modules, schedules, profiles, and workers, as illustrated in Figure 2-1
and explained in Table 2-1 on page 12.

Setting Up Pull-Based Archiving 1



Figure 2-1 The Components That Make Up a Job
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Table 2-1 Job Component Information and Links

Letter Brief Description

A Retain Modules are the foundation that links messaging systems to Retain. To set up a Job, you
must first create a Module for the targeted messaging system so that the Retain Server can
connect to it. Each module is as unique as the system it represents.

Both Retain archiving models require a module. For Pull-based archiving, you cannot create
Profiles or Jobs until after you create Modules for them.

After you complete the instructions in this chapter, you are directed to Chapter 2, “Setting Up Pull-
Based Archiving,” on page 11, which contains module-creation instructions.

12 Setting Up Pull-Based Archiving



Letter Brief Description

B Schedules define the time framework that jobs run within.
They can set up a single time for a job to run or they can specify recurring times.

Schedules are not module- or job-specific. You can use a schedule with as many jobs as makes
sense.

TIP: The order implied by the letters in Figure 2-1, reflects the process of creating jobs, beginning
with module creation.

However, as a best practice, you might want to start by planning the best times for your jobs to run,
and then create schedules that reflect your plans.

For instructions on creating schedules, see “Schedules” on page 15.

C Profiles define what Retain retrieves from the message system. You can archive everything or filter
by time periods, folders, subjects, and how the data is stored.

Profiles are module-specific and module-dependent.

Profiles perform duplicate checking, which keeps the Retain system from storing multiple instances
of the same message.

Instructions for creating profiles are contained in their relevant platform sections.

D Workers pull data from message-system servers.

They track their associated jobs, when to start them (the schedule), and which items to retrieve
(the profile).

Workers can only run one job at a time.

They are not module-specific, but they might require module-specific settings in the module-
specific tab.

Each Worker has two parts:

+ Worker Agent: Retrieves and initially processes message data.

+ Worker Web Object: Connects (bootstraps) the Worker Agent and the Retain Server.

Instructions for creating and setting up Workers are found in “Creating Workers” on page 17.

E Jobs tie all the other components together.
Jobs specify which mailboxes (users and groups) Retain archives on the targeted systems.

Jobs and Modules tie directly to each other. You select one or more modules by name before
creating the Job.

Instructions for creating jobs are contained in their relevant platform sections.

Creating Modules

Retain Modules are the foundation that links your messaging systems to Retain. Each module type is
as unique as the system it connects.

Both Retain archiving models (Push-based and Pull-based) require messaging-system-specific
modules. For Pull-based archiving, you cannot create Profiles or Jobs until after you create Modules
for their respective systems.

Path: Retain Server Manager > Configuration > Module Configuration

Setting Up Pull-Based Archiving 13
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Figure 2-2 The Module Configuration Page
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Table 2-2 Using the Module Configuration Page

Field, Option, or Button Information and/or Action

Configure New Module 1. Click the icon for the module you are configuring.
2. Follow the instructions in the section for your messaging platform.

Pull-based Modules are documented in this chapter, beginning with
“Archiving Blackberry Server Data” on page 31.

Push-based Modules are documented in “Setting Up Push-Based Archiving”
on page 165, beginning with “Archiving Android Messages and Call
Information” on page 166.

Schedules

Schedules tell jobs when to start.
They are only required for Pull-based archiving, not Push-based archiving.
Their creation and usage is completely flexible, as follows:

+ They can recur at regular intervals or be for one-time use only.
+ The total number of schedules is not restricted.
+ You can use each schedule with as many or as few jobs as needed.

Creating Schedules

If your messaging system uses push-based archiving, you must create at least one schedule.

Path: Retain Server Manager > Data Collection > Schedules

" Schedules 00

1!. |

ex-schedule

gw-schadule Add Schedule

0365-schedule Mo jobs are associated with this schedule.

1 Referring to the deployment plan that you began in “First, Plan Your Retain Archiving System” on
page 7, use the Add Schedule button to create one or more schedules that you can assign
during Job creation.

For example, you might create a recurring schedule named Dai |y at 12 a. m to start your
archiving jobs each day at midnight.

2 Record the names and basic information about the schedules that you create, including the Jobs
and/or messaging systems that they will be associated with.

3 Refer to the sections below for more information on Retain schedules.

Setting Up Pull-Based Archiving 15



16

Recurring Schedules

For day-to-day ongoing archiving work, use Recurring schedules.

Schedule Mame Daily at 08:00
Schedule Freguency FRecurring -

sunday

Monday

Tuesday Start Job at: 0w 00w
Wednesday Maximum job duration o1~ hours
Thursday Do not interrupt job, even when duration expires [

Friday

Saturday

Path: Retain Server Manager > Data Collection > Schedules > Add Schedule > Schedule Frequency
> Recurring

+ Schedule Name: Specify a name that clearly identifies the schedule for easy selection during
Job creation.

+ Schedule Frequency: Choose Recurring.

+ Day List: Select the days on which you want this schedule to occur.

+ Start Job at: Select the time for assigned jobs to start.

+ Maximum Job Duration: Specify the maximum time the job can run. If a job runs longer than
this limit, it is interrupted by default.

+ Do not interrupt job, ...: Select this option if you don’t want assigned Jobs to be interrupted
when they exceed the maximum job duration time.

Single (One-time) Schedules

You can use Single Schedules to start jobs manually (see “Starting a Job Manually” in Retain 4.9.2:
Configuration and Administration).

Schedule Name |today at4 pm |

Schedule Frequency

This job will run only once, at the time specified below unless an error occurs. If an error occurs the job will be retried unless
you select the checkbox below.

Date: [Jan v | [28~] [2020 %]  Time:

[C]  If time assigned for job start has elapsed, don't resend job

Setting Up Pull-Based Archiving



Path: Retain Server Manager > Data Collection > Schedules > Add Schedule > Schedule Frequency
> Single

+ Schedule Name: Specify a name that clearly identifies the schedule.

+ Schedule Frequency: Choose Single.

+ Date: Specify the date when the assigned jobs will start.

+ Time: Specify the time when the assigned jobs will start.

+ If time assigned for job start has elapsed, ... : As a general best practice, you should enable
this option. This prevents Jobs from queuing up after their start time has passed. Otherwise,
errors or schedule configuration adjustments can cause the system to redundantly resend jobs
even though a schedule has technically expired.

Creating Workers

+ “Workers Overview” on page 17
+ “Deciding Where to Install Your Workers” on page 17
+ “Installing and Configuring a Worker” on page 18

+ “Uploading a Worker Bootstrap to the Worker Console” on page 23

Workers dredge data from messaging systems that are archived through Retain-initiated archiving.
They have no role in Push-based archiving.

Workers Overview

SQL Database
Management
Software

Retain
Server g Archive

................................................ High
K Y Performance
Indexer

Database

Reporting and
Monitoring

Deciding Where to Install Your Workers

For Pull-based archiving, you must set up at least one Retain Worker to collect (dredge) the data from
each messaging system and deliver that data to the Retain Server.

Best practice is to install a Worker on each messaging server from which Retain collects data.

Setting Up Pull-Based Archiving 17



A Worker can also be installed on the Retain Server itself, but this is not a best practice and is only
sufficient for very small (100 or fewer users) systems or for evaluation purposes.

Worker traffic consumes network bandwidth and the archiving process is much slower than when the
worker runs locally.

Retain lets you create as many workers as you need on Linux and/or Windows servers.

Installing and Configuring a Worker

¢ “Installing a Worker” on page 18
+ “Polling Tab” on page 18

+ “Logging tab” on page 19

+ “Connection Tab” on page 20

+ “Module Specific Tab” on page 20
+ “Status Tab” on page 22

+ “Bootstrap Tab” on page 22

Installing a Worker

1. Install a Worker on each server identified in “Deciding Where to Install Your Workers” on
page 17. Refer to the instructions specific to each server’s platform:

+ Linux: “Deploying Production-Use Worker Agents on Linux” in Retain 4.9.2: Installation and
Upgrade

+ Windows: “Installing Additional Retain Workers on Windows” in Retain 4.9.2: Installation
and Upgrade

2. On the Retain home page in the left menu bar, click Workers.
3. Click Add Worker.
4. Click the Worker text field, then type a name for the worker, for example: Local Worker 0.

IMPORTANT: If you are creating multiple workers on different servers, assign them unique
names that identify where they are installed.

5. Click Save Changes to begin the creation process and continue with each of the tabs as
documented in the following sections.

Polling Tab

The default polling interval is 10 minutes and the update interval is 500 messages, shown on the
Status tab. You can adjust these as required for the schedule you are creating or modifying.

18 Setting Up Pull-Based Archiving



Polng  Logang  Connecton  Module specfic  Status  B0otstap

Interval

How often should the worker poll for configuration changes, and how many messages should the worker send before updating status?

Poll for configuration every minutes (5-255)
Update status every messages.

Logging tab

This tab lets you control logging. Having a record of what a Worker does can help with
troubleshooting.

 Poling . Logging  Connection Module speciic Status  Bootstrap

Logging Options

When age exceeds (days) 10

Logging is enabled by default.
There are four logging levels:

+ Diagnostic (Trace): Maximum logging level. Default logging level.
+ \erbose (Debug)

+ Normal (Info)

¢ Error Only: Minimum logging level.

Logs are compressed at midnight, by default.

Old logs are removed at midnight after 10 days, by default.

Setting Up Pull-Based Archiving
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Connection Tab

Polling Logging Connection Module specific
Server Connection

The worker will need to know how to connect to the Server. It is highly recommended that you use a DNS host name for
the Host Name. It's important to note that you are specifying the URL from the point of view of the Worker contacting
the Server, which may or may not match the URL you'd use from your browser to reach the Worker or Server.

For administrators using the GroupWise Disaster Recovery interface, note the worker password assigned must be the same
for each worker that contacts the GroupWise Disaster Recovery Server, As part of setting of the GroupWise Disaster
Recovery Server, you must know this password.

Server Protocol

Server Host Name retain-win

Server Port 48080

Worker Password

|

|
Server Path |,-"Retain5erver |

(

Password is default)

Mote: Changing any of these parameters will require recopying the worker bootstrap file!

Although this should be populated automatically, make sure that the Retain Server Host Name is
correct.

The specified Retain Server Host Name must resolve from within a browser running on the server
where the Worker is located.

IMPORTANT: If you do not set this correctly, the Retain Worker will not be able to contact the Retain
Server and any associated jobs won’t run. In that case, the host name information must be corrected
and the bootstrap must be replaced.

Module Specific Tab

The Module Specific tab contains information specific to individually configured GroupWise or
Exchange modules and allows for archiving at more granular levels when systems are very large or
complex. Generally, the settings can be left blank.

20 Setting Up Pull-Based Archiving



Polling Lozging Connection Module specific Status Bootstrap
Depending on the madules you have configured, you will need to provide additional configuration information here.

GroupWise SOAP Access

When using GroupWise, the Retain Worker needs to connect via S0OAP to a initial default POA (preferably one local to the
Worker) to gather job membership information. Imitially this is set to the default you specified in the Groupwise Module
Configuration, but it can be changed on a per waorker basis.

POA Haost Mame |ri:|-c- gwl32.0a.gewava.col

SOAP Port | 7191

Enable 55L

Exchange

As the worker processes each mailbox, it performs an auto-discovery process to find the "best” server to connect to.
Providing an Active Directory Site improves the accuracy of the algorithm, although this i= optional.

Active Directory Site (case sensitive) |

GroupWise SOAP Access Section

If your GroupWise deployment is complex, you can create multiple workers and use the settings in
this section to connect the different workers to only specific Post Office Agents.

This allows Retain to support multiple post offices with mixed SSL and non-SSL GroupWise
environments.

For example, if you have a version 2014R2 POA that doesn’t use SSL and a version 18 POA that
requires SSL, you could do the following:

1. Create two Worker Agents named gw no- ssl and gw- ssl .

2. For the gw no- ssl worker, in the Module Specific tab, specify the host name of the version
2014RD POA and disable SSL.

3. Inthe gw ssl worker’'s Module Specific tab, specify the host name of the version 18 POA and
enable SSL.

4. Finally, create two Jobs, one for each worker, and archive each post office separately.

Exchange Section

If your Exchange system is complex, you might want to create multiple workers that specify specific
Active Directory Sites that the workers are located in.

This approach allows Retain to find the closest Exchange Server that is appropriate for the user to be
archived.

The settings specified here are tied only to the specific worker configured, and do not affect the rest of
the system, different workers can point to different Active Directory Sites.

Setting Up Pull-Based Archiving 21
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Status Tab

After the worker has been saved, two additional tabs become visible for settings on the worker. You
MUST save changes on a newly created worker before the ‘Bootstrap’ tab is available to be used.
Before the bootstrap has been uploaded the Status is empty.

Paolling Logging Connection Module specific Status Bootstrap

Worker Status

Registered never
Last contact nevear
Last Job Unknown £}
Last job start never
Last job end time never

Total maiboxes scanned 0
Total messages stored 0
Total messages deleted 0

The status tab for the new worker will not display pertinent information until a job has been run or the
worker has registered and communicated with the server. After a job has been completed,
information displays on the general status of the selected Worker.

Check this page after the worker has connected to the Server for information and jobs, such as total
mailboxes scanned, messages stored, and so on.

Bootstrap Tab

1 After verifying your settings, click Save Changes before browsing to another page.
The Bootstrap tab displays (see below).

2 Open the Bootstrap tab and click Download File.

3 Save the bootstrap file to your management workstation.

Poling Logging Connection Module specific Status Bootstrap
Boot Strap

The Worker software needs a special "bootstrap” configuration file copied to its working directory before it can function correctly. You may copy
it manually or use a web browser to upload the file. (http://<RetainWorkeripAddress=/RetainWaorker)

Download File

Last downloaded: Thu Feb 19 14:18:38 MST 2015
Worker ID: 4F464 2 A0CEFCDBC31702C0C20EDESE2Y

Setting Up Pull-Based Archiving



Uploading a Worker Bootstrap to the Worker Console

After creating the bootstrap file in the Retain Server Console you must upload it to the Worker Agent
Console so that the worker can connect to the Retain Server.

1 On your management workstation, open a new browser window or tab and type:
http://retai n_worker_i p_address/ Ret ai nWr ker
The upload screen appears when a worker has not been initialized.
2 Click Browse and navigate to the file you just downloaded in Step 3 on page 22, and select it.
3 Click Open.
4 Click Upload File.
5 If the upload went well, you will see this screen:

Configuration Complete. From now on, you'll have to log in as a user (such as the inftially created admin user) with the Manage Workers right.

After you click the Continue button, you will be returned to the login page.
6 Log in as Admin.

<<>[Qetain

|admin

B

On all subsequent logins, you should see the configuration page first.
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o REta i n Welcormne, admin | Logout

Configuration Server Connection Status Scheduler

Worker Configuration

Friendly Mame Local Worker

Worker Unique ID AEDSECI000145578312C2DYEEDYFOCDS
URI to Server http:/fretain-win:48080/RetainServer/
Worker Version 4.2.0.0

Memory Free/Max/Total 1369794/16777216/4194304

| Check for New Version |

| Refresh job cache now |

Click "Refresh job cache now” to prompt the worker to poll for configuration changes right now.

Bootstrap information has been applied to this server. If the configuration must be changed in the future, replace the
configuration file at C\Program Files\Beginfinite\Retain\RetainWorker\WEB-INF\cfg\ and restart the Worker.

You should be able to see your configuration on the screen, as shown. The Check for New
Version button checks for updates. The Refresh job cache now button tells the worker to poll the
server for configuration changes and new jobs. After this button is selected, the Worker page will
refresh automatically after the Retain Server has been polled. It takes just a few seconds.

7 Verify the Retain Server connection success by selecting the Server Connection tab.

Configuration Server Connection Status Scheduler

Server Connection

Successfully connected to Retain server

8 Go back to the Retain Server console.
9 Click Workers.
10 Click the worker you just created, then click the Status tab.

24 Setting Up Pull-Based Archiving



You should now see the Registered and Last Contact data filled in:

Polling Logging Connection Module specific Status Bootstrap

Worker Status

Registered 28-Jan-2020 14:19:49
Last contact 28-Jan-2020 14:19:49
Last Job Unknown {)

Last job start never

Last job end time never

Total mailboxes scanned 0
Total messages stored 0
Total messages deleted 0

Worker Servers

- O X
= Retain Server 4.9.0.1 build 380 x = Retain Worker (worker) 4801 b X —+
<« C (@ localhost/RetainWorker/thanks.jsp Pr o e
o Reta i n ‘Welcome, admin | Logout
Configuration Server Connection Status Scheduler

Path: htt p: // wor ker - server - | P- or - DNS/ Ret ai nWor ker
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Configuration Tab

Configuration Server Connection

Worker Configuration

Friendly Name

Worker Unigue 1D

URI to Server

Worker Version

Memory Free/Max/Total

| Check for New Version |

| Refresh job cache now |

Status Scheduler

worker
1A308855F1EG8F69127A3635C26D663A44
http://localhost: 48080/ RetainServer/
4901

3377862/12582912/4194304

Click "Refresh job cache now" to prompt the worker to poll for configuration changes right now.

Bootstrap information has been applied to this server. If the configuration must be changed in the future, replace the
configuration file at C\Program Files\Beginfinite\Retain\RetainWorkerWWEB-INF\.cfg\, and restart the Worker.

Path: Retain Worker Manager > Configuration Tab

Table 2-3 Using the Worker Server Configuration Tab

Field, Option, or Button

Information and/or Action

<Dialog, Tab, Panel>

+ <field or button>

* <Description>.

+ Delete button 1.

<Action>.

<Subtab, Subpanel>

Server Connection Tab

Configuration

Server Connection

Server Connection

Status Scheduler

Successfully connected to Retain server

Path: Retain Worker Manager > Server Connection Tab
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Table 2-4 Using the Worker Server Connection Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> * <Description>.

+ Delete button 1. <Action>.

<Subtab, Subpanel>

Status Tab

Configuration Server Connection Status

Job Status 7

useful.

| Pause Refresh |

Scheduler

Please use this as informational anly. If you need to report an error to Technical Support. the logs are much maore

— Job Retriever Status

Na jobs available
Scheduled jobs: gw job, exchange job, 0365

— Job Information

Mo job status information is available

Path: Retain Worker Manager > Status Tab

Table 2-5 Using the Worker Status Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> * <Description>.

+ Delete button 1. <Action>.

<Subtab, Subpanel>
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Scheduler Tab

= O >
= Retain Server 4.9.0.1 build 380 ¥ = Retain Worker (worker) 4907100 X +
&« C @ localhost/RetainWorker/thanks.jsp i O e :
o Reta i n Welcome, admin | Logout
Configuration Server Connection Status Scheduler
Scheduler Status

To see advanced information regarding the thread scheduler, click here.

Path: Retain Worker Manager > Scheduler Tab

Table 2-6 Using the Worker Server Configuration Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>
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Admin View Scheduler Tab

> Retain Server 49.0.1 build 380 x @ localhost/RetainWorker/checkSc X +
& c @ lecalhost/RetainWorker/checkSchedulerjsp?factery=admin w e

Select Scheduler: |E|

Scheduler Information

Scheduler Name: RTWQuartzScheduler_Admin

Scheduler standby: false

Scheduler started: true

Scheduler paused: false

Summary: Quartz Scheduler (v1.8.6) RTWQuartzScheduler_Admin' with instanceld WON_CLUSTERED' Scheduler class: ‘org.quartz.impl.StdScheduler’ - running locally.
Running since: Tue Jun 30 14:25:49 PDT 2020 Not currently in standby mode. Number of jobs executed: 2 Using thread pool 'org quartz simpl SimpleThreadPool’ - with 2
threads. Using job-store 'org quartz simpl RAMJIobStore’ - which does not support persistence. and 1s not clustered.

Currently running jobs: NONE

Group: JobRetrieverGroup

Job: JobRetriever

Description: This regularly polls the Server for configuration changes and job scheduling
Class of Job: com gwava jobs_ArchivelobRetriever

Durable: false

Stateful: false

Volatile: false

requestRecovery: false

Trigger: JobRetrieverTrigger

Description: null

State: -1

Start: Tue Jun 30 14:55:32 PDT 2020
End: null

Last fired: null

Next fire: Tue Jun 30 14:55:52 PDT 2020
Final fire: Tue Jun 30 14:35:32 PDT 2020
Misfire Inst: 0

May fire again: true

SimpleTrigger specific properties

Repeat Count: 0
Repeat Interval: 0

Path: Retain Worker Manager > Configuration Tab > here link > Admin

Table 2-7 Using the Admin View Scheduler Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

+ <field or button> + <Description>.

* Delete button 1. <Action>.

<Subtab, Subpanel>
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Archiver View Scheduler Tab

wr Fetain Server 490 buid 380 X lucalhosy/Ret,

keicheckic x4
& C @ localhost/RetainWarker/checkScheduler fspTfactory= archiver i

Select Scheduler. [Archiver v Go |

Scheduler Information

Scheduler Name: RTW QuartzScheduler_Archive

Scheduler standby: false

Scheduler started: true

Scheduler paused: false

Summary: Quartz Scheduler (v1.8 8) RTWQuantzScheduler_Archive’ with instanceld WON_CLUSTERED Scheduler class: ‘org quartz impl StdSchedules’ - running locally. Running since: Tus Jun 30 14:25:49 PDT 2000 Net
currertly in standby mode, Number of jobs exscuted; 0 Using thread pool 'org quanz simpl SimpleThreadBool - with 9 threads, Using job-store 'org quarz simpl RAMIobStore’ - which does not support persistence, and is not
clustered.

Cusrently surming jobs, NONE

Group: 1C6FACO16ASSBZEFD2TC34ATA3T722573_group
Job: 1C6FACO16ASSBIEFD2TCI4ATAITI573

Description: ICGFACOLIGASSBIEFDITC34ATAITI2ST3 was placed in the scheduler at Tue Jum 30 14:45.52 PDT 2020 exchange job
Class of Job: com gwava jobs RetainArchivelob

Durable: false

Stateful: false

Velanle: false

requesifecoveny: false

Trigger: 1C6FACDISASSBIEFDITCIATARTIISTA iriggerName

Deseription: This tigger is a recurming friendly job name = exchange job
Sare: -1

Start: Tue Jun 30 14:45:32 PDT 2020

End: mull

Last fired: null

Next fire: Wed Jul 01 14:30:00 PDT 2020

Final fire: null

Musfire Inst: 0

May fire again’ rus

CroaTrigger specilic properibes

Cron Expression: 030 14 7% 1,2,3456,7
Expression Summary: seconds: § manutes: 30 houss: 14 daysOtMonth: ” months: * daysOfWeek: 1,2,3.4.2,6.7 landayOfWeek: false nearestWeekday: false NhDayOfWeek: 0 lastdayOiMonth: false years:

Group: D905955246DDFEC9ASF383F30F9280B4_group

Job: DROS9SS46DDFECOASEISIFI0F925084

Description: D#03933246DDFECOAIF383F30FI280B4 was placed m the scheduler at Tue Jun 30 14:4
Class of Job; com gwava jobs, RetainArchivelob

Durable: fals=

Stateful: false

Volatile: false

requestBecovery: false

2 BDT 2020 gw job

Trigger: CCIASFISIFS

Descripticn: This tigger is a recurring frisndly job name = gw job
State

Start: Tue Jun 30 14:43.32 PDT 2020

End: mull

Last fired: null

Next fise: Wed Jul 01 14:00.00 PDT 2020

Final fise: null

Musfire Inst: 0

May fire again: woe

CronTrigger ypecific propesiie

Cron Expression- 00 14 7% 1234567
Expression Summary: seconds: O minutes: 0 hours: 14 daysOfMenth: T months: * daysOfWeek: 1,234,567 lastdayOfWeek: false nearestWeekday: false NthDayOfWeek: 0 lastdayOMonth: false years: *

Group: AA3GS06FDABBESFISFBS6A072ACOT0FB_group

Job: AAZGS06FDABBESFOSFBR6ANTIACOTOFE

Descripuion: AAIGI0SFDABBESFOIFBESAITIACOTOFE was placed in the scheduler at Tue Jun 30 14:45:52 PDT 2020 o363
Class of Job: com. gwava jobs RetnnArchivelob

Durable: false

Sareful: false

\olanle false

requestilecovery: falie

Trigger: AAI6S06FDABBESFOSFBSGA0T2ACOTOFE triggerName

Description: This trigger is 2 recurming friendly job name = o365
State: -1

Start: Tue Jun 30 14:45:52 PDT 2020

End: null

Last fired: null

Next fire: Tue Jum 30 13:00.00 PDT 2020

Final fise: null

Musfre Inst: 0

May fire again: true

Path: Retain Worker Manager > Configuration Tab > here link > Archiver
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Table 2-8 Using the Archiver View Scheduler Tab

Field, Option, or Button Information and/or Action

<Dialog, Tab, Panel>

*

<field or button> * <Description>.

+ Delete button 1. <Action>.

<Subtab, Subpanel>

Archiving Blackberry Server Data

“Blackberry Prerequisites” on page 31
“Creating a Blackberry Module” on page 31
“Setting a Blackberry Schedule” on page 37
“Specifying a Blackberry Profile” on page 37
“Setting Up a Blackberry Worker” on page 41
“Creating a Blackberry Job” on page 41

Blackberry Prerequisites

*

Retain uses Blackberry server log files to collect the information about phone activity. System
phones require no changes.

Make sure that the Blackberry server is configured to log the data. Otherwise, Retain cannot
archive the information.

Make sure that SOAP is enabled on every Blackberry Enterprise and Unified Endpoint
Management server that Retain will archive from.

To archive the Blackberry information, Blackberry servers must be configured to log phone calls,
PIN, BBM and SMS data.

For BES 5.x, instructions to modify the logging in the Blackberry Enterprise Server can be found
in the Blackberry Enterprise Server help file. (Found under Start | Programs | Blackberry
Enterprise Server | Help | Blackberry Manager Help)

For BES 10.x and 12.x, users must be set on EMM — Regulated mode and have the logging set
to ‘yes’ for all types desired. Balanced mode users will not have logs created for them in the BES
system and as a result will not be archived.

Creating a Blackberry Module

1

To begin configuring the Blackberry Module, open Retain Server Manager > Configuration >
Module Configuration > Blackberry-Configure > Core Settings.

2 Use the information and options in the sections that follow to configure the Blackberry Module.
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Core Settings Tab (Blackberry Module)

@ BlackBerry

.1(_}

BlackBerry specific information is configured here.

Core Settings Enterprise Servers Messenger Enterprise Unified Endpoint Management

BES Integration

Normally these entries should be enabled.

« Enable Address Book Caching determines if this module caches address book entries from its directory services
during Maintenance.
« If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name |Blackherry-besl-m0dule

Enable Address Book Caching
Enable Jobs

MNormally this entry should be disabled.

» Send BlackBerry items to an external system.

Select Send Method | disabled

Path: Retain Server Manager > Configuration > Module Configuration > Blackberry-Configure >

Core Settings

Table 2-9 Configuring Blackberry Core Settings

Option, Field, or Sub-panel

Information and/or Action

Module Name

1.

Specify an arbitrary name that identifies this module.

Address Book Caching

1.

As a best practice, always have Address Book Caching enabled.
Retain uses the address book to match data with existing users in the
archive, thus preventing the creation of redundant user archives.

Enable Jobs

. This allows Jobs to run that are associated with the module and

should generally be enabled.
You can temporarily disable this option if needed.

In rare cases, administrators create modules that they run only
occasionally.

Select Send Method

. The Send Method option enables either the SMTP Forwarding or

FTP features. Both of these require that the Module Forwarding Tab
be configured on the Server Configuration page. See that section for
more information.
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Enterprise Servers (BES) Tab (Blackberry Module)

@ BlackBerry =¥

BlackBerry specific information is configured here.

Core Settings Enterprise Servers Messenger Enterprise Unified Endpoint Management
BlackBerry Enterprise Servers

The Retain Worker needs to know where the BES log files are located.

Retain accesses the BlackBerry Enterprise Servers via the SOAP protocol which needs to be enabled.

EII:II:I Add BlackBerry Enterprise Server

Server Mame |BB Enterprise 1 |

Logfile Path |C:\BIackBerry\BES‘.,Logs\devrce-logs

SOAP Host|192.168.1.225 |

SOAP Port

SOAP User|adm|'n |

SOAP Password

Path: Retain Server Manager > Configuration > Module Configuration > Blackberry-Configure >
Enterprise Servers

Table 2-10 Adding BlackBerry Enterprise Servers

Option, Field, or Sub-panel Information and/or Action
Add BlackBerry Enterprise 1. Use the green plus sign 5 to configure additional BB Enterprise
Server servers.

IMPORTANT: You must add each BB Enterprise server from which
the Retain system archives data.

Server Name 1. Type an arbitrary name that is unique within this module and clearly
identifies the server you are adding.

For example: bes- svr -1 or St ack- A- Ser ver
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Option, Field, or Sub-panel Information and/or Action

Logfile Path IMPORTANT: The Retain Worker must have open and active access to
the log files on the BlackBerry Enterprise server.

If not, you must set up a shared folder (Windows) or mount point (Linux),
and make sure there are no firewalls or other network security
mechanisms that block worker access to the server.

1.

Type the path to the BB Enterprise server’s log files from the
perspective of the Retain Worker.

Worker on BB server: Ideally, you have installed the worker on the
server that it targets, in which case you type a local path, such as
+ Windows example: C: \ Bl ackBer r y\ BES\ Logs\ devi ce_| ogs
+ Linux example: / bes/ Logs/ devi ce_l ogs
Worker on remote server: If the worker is not installed on the

BlackBerry server, use a UNC path on Windows or a mount point on
Linux.

* Windows example:

\\ret-srv-1\Bl ackBerry\ BES\ Logs\ devi ce_| ogs
¢ Linux example:

/ it/ bes/ Logs/ devi ce_l ogs

If you specify a UNC path to a remote Windows server, make sure
that the Retain service (Tomcat) is running as a user with
permissions to read the log data on the remote server.

SOAP Host Retain uses the SOAP protocol to obtain address book data for caching.

1.

Type the DNS name or IP address of the BlackBerry Enterprise
Server you are configuring.

SOAP Port 1.

Type the port on which the Enterprise server sends and receives
SOAP communications.

BlackBerry uses Port 18084 by default.

SOAP User 1.

Type the name of an internal BES administrative user that has
access to the BES server’'s administrative web console.

IMPORTANT: This cannot be a user that authenticates through an
external directory, such as Activity Directory or another LDAP
directory.

SOAP Password 1.

Type the password for the admin user

Test Connection button 1.

Always click this to ensure that Retain can successfully connect to
the server.

Results display after the test completes.

Messenger Enterprise Tab (Push-based Archiving)

See “Messenger Enterprise (BBME) Tab (Blackberry)” on page 176.
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Unified Endpoint Management (UEM) Tab (Blackberry Module)

@ BlackBerry - (—J

BlackBerry specific information is configured here.

Core Settings  Enterprise Servers Messenger Enterprise Unified Endpoint Management
BlackBerry Unified Enterprise Management

The Retain Worker needs to know where the UEM log files are located.

Retain accesses the Unified Enterprise Management Server via the SOAP protocol which needs to be enabled.

Iﬂl:ll] Add BlackBerry Unified Enterprise Management Sarver

¢ server Name |B3 UEM 1 |

Logfile Path |C:\BIackBe rry\BES\Logshdevice-logs |

SOAP Host 192.168.1.230 |

SOAP Port |18084 Test Connection |

S0AP User|admin |

SOAP Password

Add Encryption Key |f|]]

User-friendly Key Name |encryption—key—1 | Encryption Key |sssssssssssss |
User-friendly Key Name |encryption-key—2 | Encryption Key |sssssssssssss |
User-friendly Key Name |encryption—key—3 | Encryption Key [sssssssssssns |
User-friendly Key Name |encryption—key—4 | Encryption Key |sssssssssssss |
# User-friendly Key Name |encryption-key—2 | Encryption Key |sssssssssssss |
* User-friendly Key Name |encrvption—key—4 | Encryption Key [sesssssssssss |

* Modified Encryption Keys - See the Warning in the explanation table that follows.

Path: Retain Server Manager > Configuration > Module Configuration > Blackberry-Configure >
Unified Endpoint Management

Table 2-11 Using the Blackberry Unified Endpoint Management Tab

Option, Field, or Sub-panel Information and/or Action

Add BlackBerry Unified 1. Use the green plus sign = to configure additional UEM servers.
Endpoint Management Server

IMPORTANT: You must add each UEM server from which the Retain
system archives data.

Server Name 1. Type an arbitrary name that is unique within this module and clearly
identifies the server you are adding.

For example: uem svr -1 or St ack- B- Ser ver
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Option, Field, or Sub-panel

Information and/or Action

Logfile Path

IMPORTANT: The Retain Worker must have open and active access to
the log files on the UEM server.

If not, you must set up a shared folder (Windows) or mount point (Linux),
and make sure there are no firewalls or other network security
mechanisms that block worker access to the server.

1.

Type the path to the UEM server’s log files from the perspective of
the Retain Worker.

Worker on BB server: Ideally, you have installed the worker on the
server that it targets, in which case you type a local path, such as
+ Windows example: C: \ Bl ackBer r y\ UEM Logs\ devi ce_| ogs
+ Linux example: / ueni Logs/ devi ce_l ogs
Worker on remote server: If the worker is not installed on the

BlackBerry server, use a UNC path on Windows or a mount point on
Linux.

* Windows example:

\\ret-srv-1\Bl ackBerry\ UEM Logs\ devi ce_| ogs
¢ Linux example:

/ it / ueni Logs/ devi ce_l ogs

If you specify a UNC path to a remote Windows server, make sure
that the Retain service (Tomcat) is running as a user with
permissions to read the log data on the remote server.

SOAP Host

Retain uses the SOAP protocol to obtain address book data for caching.

1.

Type the DNS name or IP address of the UEM Server you are
configuring.

SOAP Port

. Type the port on which the UEM server sends and receives SOAP

communications.

BlackBerry uses Port 18084 by default.

SOAP User

. Type the name of an internal BlackBerry UEM administrative user

that has access to the UEM server’'s administrative web console.

IMPORTANT: This cannot be a user that authenticates through an
external directory, such as Activity Directory or another LDAP
directory.

SOAP Password

. Type the password for the admin user

Test Connection button

. Always click this to ensure that Retain can successfully connect to

the server.

Results display after the test completes.
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Option, Field, or Sub-panel Information and/or Action

WARNING: UEM servers let users encrypt their messages using keys that are stored on the UEM server.
Retain 4.9 and later supports UEM encryption and archives users’ message data using their encryption keys.

UEM needs only the latest passwords, etc. to protect users’ message data. Previously entered passwords are
overwritten on the system because they are no longer needed by UEM.

Retain, on the other hand, requires the exact encryption key that was used at the time a message was archived
in order to decrypt and retrieve it.

Therefore, it is critical that
1. During the initial configuration for a UEM server, you enter every User-friendly Key Name and its
companion Encryption Key as listed on the UEM server.

2. Every time a user changes anything in their encryption information, add the modified User-friendly key
name and its companion Encryption Key to the affected UEM Module.

For example, if the users of Encryption Key 2 and Encryption Key 4 change their passwords, you must
add new entries for these keys (as reflected in the screenshot of the Unified Endpoint Management panel
above).

3. Never remove or replace an Encryption Key entry in the module list. If you do, the data archived using that
key becomes inaccessible.

Add Encryption Key 1. Using the green plus sign, add the same encryption key information
as on the UEM server being targeted.
User-friendly Key Name 1. Copy and paste the User-friendly Key Name from the UEM server
console.
Encryption Key 1. Copy and paste the Encryption Key from the UEM server console.

Save the Blackberry Module Before Continuing.

Retain dialogs require that you always save your changes. Otherwise, the configurations you have
specified are lost.

Setting a Blackberry Schedule

If you have not already created one or more schedules for use with your Blackberry Job, go to
“Creating Schedules” on page 15 and complete the task now.

Specifying a Blackberry Profile

After you have created a Blackberry Module and one or more schedules, you can create a Blackberry

Profile.

1 To begin configuring the Blackberry Profile, open Retain Server Manager > Data Collection >
Profiles.

2 Click Blackberry > Add Profile.
3 Use the information and settings in the sections that follow to configure the profile.

+ “Core Settings Tab (Blackberry Profile)” on page 38
+ “Message Settings Tab (Blackberry Profile)’ on page 38
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+ “Scope Tab (Blackberry Profile)” on page 39
+ “Advanced Tab (Blackberry Profile)” on page 40

Core Settings Tab (Blackberry Profile)

Profile Name |elzckBerry-1] |

Core Settings Message Settings Scope Advanced

Profile Functions

Enable Archiving (store messages in Retain)

Path: Retain Server Manager > Data Collection > Profiles > Blackberry > Select the Profile > Core
Settings

Table 2-12 Using the Blackberry Profile Core Settings Tab

Option, Field, or Sub-panel Information and/or Action
Profile Name 1. Type a name that clearly identifies this profile.
Enable Archiving 1. Select this so that the Job associated with the profile will run.

2. Click Save Changes.

Message Settings Tab (Blackberry Profile)

Profile Name |BIackBerr5-'—1 |

Core Settings Message Settings ~ Scope  Advanced
Item Type

By default, Retain stores every type of message. You can restrict this.

Ecvs Eums Ephone call Eeepin EeeM

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

Received Sent

Path: Retain Server Manager > Data Collection > Profiles > Blackberry > Select the Profile >
Message Settings
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Table 2-13 Configuring Blackberry Profile Message Settings

Option, Field, or Sub-panel Information and/or Action

Item Type 1. Most administrators want to archive all message types, but you can
restrict the selection if desired.

If you want chat messages archived, be sure that BBM is selected.

IMPORTANT: The selections here must match your logging
selections on the BlackBerry server. If data isn’t logged on the server,
Retain can’t archive it.

Item Source 1. You can choose to archive only messages that are received, or that
are sent, or both.

2. Click Save Changes.Click Save Changes.

Scope Tab (Blackberry Profile)

Profile Mame |E!-|an:kBerr‘g,f—1

Core Settings Message Settings Scope Advanced

Date Range to Scan

I Mew items Vl

Advance Flags

You may not want to advance the flag after running the job.

(] Don't Advance Timestamp

Path: Retain Server Manager > Data Collection > Profiles > Blackberry > Select the Profile > Scope

Table 2-14 Configuring Blackberry Profile Message Settings

Option, Field, or Sub-panel Information and/or Action

IMPORTANT: This is the most critical tab, at least initially, because it limits how much data to archive.
For example, if a system has been running for years, it could take weeks or even months to archive everything.

A best practice might be to make sure that the most recent data is archived first, and then add other profiles
and jobs gradually, in order to work back through time, while keeping current at the same time.

Setting Up Pull-Based Archiving 39



40

Option, Field, or Sub-panel Information and/or Action

Date Range to Scan The Date Range determines which message items are collected,
depending on the date of the message.

*

New Items: All items that have not been archived by Retain since
the last time the job ran.

All Items in Mailbox: All items in the mailbox starting from 1/1/
1970, duplicates will be processed but not stored if they already exist
in the Retain archive.

Number of days before job start date and newer: Only items
from the relative number of days from the time the job began will be
archived. E.g. messages that came into the email system 7 days ago
or less.

Number of days from job start date and older: Only items
previous to the relative number of days from the time the job began
will be archived. E.g. messages that came into the email system 7
days ago or more.

Specify custom date range: Only items between two absolute
dates will be dredged.

Specify custom date range relative to job start: Only items
between two relative dates will be dredged. E.g. messages that came
into the email system between 7 and 5 days ago.

Advance Flags 1.

If you enable Don't Advance Timestamp, Retain doesn’t update the
timestamp flag on dredged messages.

As a result, all messages are considered “new” by Retain each time
the job runs.

This is generally only useful for troubleshooting purposes.

. Click Save Changes.

Advanced Tab (Blackberry Profile)

Generally, since storage space is inexpensive, Micro Focus recommends that you archive all

message content.

However, if you need to limit what is archived, you can use the Advanced tab to do it.

Profile Name |E!-Ia|:kBew—1

Core Settings Message Settings ~ Scope  Advanced

Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

| Add |

| Delete |[subsect v [is

v||
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Path: Retain Server Manager > Data Collection > Profiles > Blackberry > Select the Profile >
Advanced Settings

Table 2-15 Configuring Blackberry Profile Advanced Settings

Option, Field, or Sub-panel Information and/or Action
Advanced Criteria Use this dialog to define the conditions Retain uses to determine what to
archive.

Each line sets a specific parameter and the lines are all added together
(AND-ed). To check how Retain will interpret your settings, read through
the lines in turn, inserting AND between each one.

1. For the first field, select from among the following items:
+ Subject
+ Sender
+ Recipient
+ Size
+ Attachment Name

2. For the second field, specify the relationship of the first field to the
(third field):

¢ is
¢ isnot
+ contains
+ does not contain
3. Type a string for the third field.
4. Click Add to enter another statement

5. When the conditions are defined, click Save Changes.

Setting Up a Blackberry Worker

If you have not already created one or more Workers for use with your Blackberry Job, go to
“Creating Workers” on page 17 and complete the tasks there.

Creating a Blackberry Job

After completing the instructions in the preceding sections, you can create a Blackberry Job.

1 To begin creating a Blackberry Job, open Retain Server Manager > Data Collection > Jobs.
2 Click Blackberry > Add Job.
3 Use the information in the sections that follow to configure each tab.
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Core Settings Tab (Blackberry Job)

Core Settings Mailboxes

Core Settings

Job enabled

Maotification Status

Each Job must have the following assignad to it:

« schedule - How often to run
« profile - What to do when running

= worker - Where to run the job

Schedule | daily-at-midnight

Profile|| bberry-besi-profile + |

Waorker | Local Worker v

Items archived with this job can optionally be set with an "expiration timestamp" which the Deletion Manager can use to
remove obsolete items. The expiration timestamp can only be extended, never reduced.

Enable data expiration | |

~ o

Base Expiration Time on | Date Item is stored in Retain (recommended) v |

Path: Retain Server Manager > Data Collection > Jobs > Blackberry > Select the Job > Core

Settings

Table 2-16 Configuring Blackberry Job Core Settings

Option, Field, or Sub-panel

Information and/or Action

Job Enabled 1. Jobs are enabled for archiving by default. If you need to deactivate
the Job (stop archiving) for any reason, deselect the option.

Schedule 1. Using the drop-down list, select a previously defined schedule to
control when and how often the job will run.

Profile 1. Using the drop-down list, select a previously defined profile to control
what data to archive.

Worker 1. Using the drop-down list, select a previously defined worker to
dredge the targeted BlackBerry server.

Enable data expiration 1. When enabled, Retain places a timestamp on the data archived by

this job in the Retain database. The deletion manager can leverage
this to remove old data. NetApp, Centera, and Hitachi HCAP can use
this timestamp to enforce hardware-level deletion protection.

IMPORTANT: Data expiration timestamps are applied to data based on
the job configuration at the time when the data is archived. Data already in
the database is not affected.

Expire in

1.

Specify the number of days from the Base Expiration Time (below)
until archived data can be deleted.
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Option, Field, or Sub-panel Information and/or Action

Base Expiration Time on 1. Using the drop-down options, specify from these two options:
+ Date item is stored in Retain

+ Date item was delivered to mail server

Mailboxes Tab (Blackberry Job)

Core Seftings Mailboxes Motification Status
Mailboxes

Select the BES/UEM server to be included in this job.
=| Users

Include Users:

Add User

Exclude Users:

Add User

Path: Retain Server Manager > Data Collection > Jobs > Blackberry > Select the Job > Mailboxes

Table 2-17 Configuring Blackberry Job Mailboxes Settings

Option, Field, or Sub-panel Information and/or Action

The mailboxes tab specifies the BlackBerry server and its users to be archived by the job.
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Option, Field, or Sub-panel Information and/or Action

Select the BES/UEM server ... 1. Select a server for this job to target from the list of servers you
included in the BlackBerry module.

Users When you select a server, all of its associated users are automatically
included and not further action is required unless you want to limit which
users have their data archived.

Before you can create a list of users to include or exclude, you must first
populate the list to choose from by running the job.

Clicking the + Users link, opens the black lists shown in the screenshot.
TIP: In most situations, it is best to use only one of the following lists.

If the Include Users list has any entries, only those users will have their
data archived. All other users are logically excluded.

On the other hand, if only the Exclude Users list has entries, all users
except those users will have their data archived.

Include Users 1. Toinclude a subset of users on the BlackBerry server, add them to
this list. Only the specified users are then archived.

Exclude Users 1. To exclude a subset of users from all users on the BlackBerry server,
Add them to this list. All of the users will be archived, except the
users in this list.

Notification Tab (Blackberry Job)

Core Settings Mailboxes Motification Status
Notification

You can have Retain e-mail a summary of operations and/or errors that occurred when the job completes.

D |
_ |Retain@ret—duc—lab.cum |
_|admin@ret—duc—|ah.cum |
|
|

s

(Password is set)

| Test Connection |

Path: Retain Server Manager > Data Collection > Jobs > Blackberry > Select the Job > Notification
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Table 2-18 Configuring Blackberry Job Notification Settings

Option, Field, or Sub-panel

Information and/or Action

The Notification tab configures Retain to send email notifications regarding errors, and job summaries and

statistics.

SMTP Mail Server

. Specify the DNS name or IP address of the mail server that Retain

should send notifications through.

SMTP Security Protocol

. Specify whether Retain should use encryption when communicating

with the SMTP server. The default is to use an unencrypted
connection. Encryption requires installing certificates from an
industry-certified certificate authority.

SMTP Port

. The default port is 25. If your network uses a non-standard SMTP

port, you can change this.

SMTP Mail From Address

. Specify an email address that you want Retain to include as the

“From” address in notifications.

SMTP To Address

. Specify a valid email address for the one receiving the notifications.

SMTP Username

. If required, specify a username for Retain to use when

communicating with the SMTP server.

SMTP Mail Server

. Specify a password for the SMTP username.

Mail when errors occur

. Enable this option if you want Retain to send notifications when

errors occur.

Mail summary when job
completes

. Enable this option if you want Retain to send notifications each time

this job completes a run cycle.

Test Connection button

. After specifying the SMTP configuration, make sure you use this

button to verify that Retain can communicate with the SMTP server
using the settings you have specified.
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Status Tab (Blackberry Job)

Core Settings Mailboxes Motification Status

Status [Refreshes in 4]

Job: bes-job (076BAA3S4E928B3CDEFBSDC374C94281)

- Jowment _____iast ___foveran

Job began — never

Job ended = never =
Mailboxes 0 0 0
Messages Archived 0 0 0
Messages Processed o 0 1]
Messages Deleted 0 0 0
Errors o 0 o
. fcumemt  fast _ femor |
Mailbox

M5

Error i

Path: Retain Server Manager > Data Collection > Jobs > Blackberry > Select the Job > Status

Table 2-19 Configuring Blackberry Job Notification Settings

Option, Field, or Sub-panel Information and/or Action

The Notification tab configures Retain to send email notifications regarding errors, and job summaries and
statistics.

Status Initially, when the job has not yet run, there is no status to report.

As soon as a job begins, this tab becomes a monitoring tool, reporting
archive progress and any errors generated.

You can view job statistics for Current (meaning currently running), Last
(meaning most recently completed), and Overall (total) job runs, as
follows:

+ Job starting and ending dates and times.
+ The number of mailboxes dredged.
* The number of messages archived, processed, and deleted.

* The errors generated.

Next Step

Once a job has completed you can confirm the items are in the archive by checking the Search
Message interface. See “Using Retain’s Archives” in the Retain 4.9.2: User Guide.
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Archiving Bloomberg

+ “Creating a Bloomberg Module” on page 47
+ “Setting a Bloomberg Schedule” on page 49
+ “Specifying a Bloomberg Profile” on page 49
+ “Setting Up a Bloomberg Worker” on page 52
+ “Creating a Bloomberg Job” on page 52

Creating a Bloomberg Module

The Bloomberg module archives Bloomberg IM and Mail messages from daily FTP downloads to
Retain.

Prerequisites (Bloomberg Module)

On the Bloomberg server create a user that Retain can use to log in to the Bloomberg SFTP server.

Configuring the Bloomberg Module

1 To begin configuring the Bloomberg Module, open Retain Server Manager > Configuration >
Module Configuration > Bloomberg-Configure > Core Settings.

2 Use the information and options in the sections that follow to configure the Bloomberg Module.

Core Settings Tab (Bloomberg Module)
e Bloomberg =%

Bloomberg specific information is configured here.

Core Settings Bloomberg Servers
Core Settings

MNormally this entry should be enabled.

« If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name |Bloomberg-1

Enable Jobs

Normally this entry should be disablad.

« Send Bloomberg items to an external system.

Select Send Method

Path: Retain Server Manager > Configuration > Module Configuration > Bloomberg-Configure >
Core Settings

1 Type a name for the Bloomberg module.
2 Leave the module enabled and active in the Retain system.
3 The Send Method lets you send Bloomberg items to an external system using FTP or SMTP.
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In most cases this should be disabled so that items are archived in Retain.

To select the SMTP Forwarding or FTP features, you must first add and configure them in the
Module Forwarding Tab on the Server Configuration page, otherwise the drop-down list is empty.

4 Save your settings, then click the Bloomberg Server tab.

Bloomberg Servers Tab (Bloomberg Module)

=Bloom berg - O o

Bloomberg spedific information is configurad here.

Core Settings Bloamberg Servers
Bloomberg CCNS SFTP Servers

The Retain Worker needs to know where the Bloomberg CCNS log files are located.

Retain accesses the Bloomberg Servers via the SFTP protocol.

EEZI Add Bloomberg Server

Path: Retain Server Manager > Configuration > Module Configuration > Bloomberg-Configure >
Bloomberg Servers

1 Click the green plus sign to add a Bloomberg server.

You can add as many server as needed for your organization.

2 Specify the following settings:

*

Server Name: The name Retain will use to reference Bloomberg messages. You can use
any name you wish.

Logfile Path: Where the worker will transfer the lodfiles to locally before processing. The
log file path must be unique for each server.

Delete log files after archive?: By default, Retain processes and archives the log files,
keeping the log files in the Logfile Path directory indefinitely. Disabling this option allows you
to set the Numbers of days to keep Logfiles option.

Number of days to keep Logfiles: How many days to keep the files downloaded from
Bloomberg before Retain deletes the logfiles from the log file directory. 0 means never
delete the files.

SFTP Host: The IP address or hostname of the Bloomberg server.
SFTP Port: Port 22, by default, but can be changed by the admin.

SFTP User: This user is created on the Bloomberg server by the Bloomberg server
administrator. The user can authenticate either through password or SSH using a private
key.

SFTP Password: This password is created on the Bloomberg server.

SFTP SSH Key Filename: The local path to the SSH key file downloaded from the
Bloomberg Server.

SFTP SSH Key Passphrase: Created on the Bloomberg server.

SFTP Encryption Key Filename: The local path to the Encryption key file downloaded
from the Bloomberg Server.

SFTP Encryption Key Passphrase: Created on the Bloomberg server.
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Save the Bloomberg Module Before Continuing

Retain dialogs require that you always save your changes. Otherwise, the configurations you have
specified are lost.

Setting a Bloomberg Schedule

If you have not already created one or more schedules for use with your Bloomberg Job, go to
“Creating Schedules” on page 15 and complete the task now.

Specifying a Bloomberg Profile

1 To begin configuring the Blackberry Profile, open Retain Server Manager > Data Collection >
Profiles.

2 Click Bloomberg > Add Profile.
3 Use the information and settings in the sections that follow to configure the profile.
Core Settings Tab (Bloomberg Profile)

Core settings allow you to enable archiving.

Profile Name |BI oomberg-1

Core Settings Message Settings  Scope  Advanced

Profile Functions

Enable Archiving (store messages in Retain)

Path: Retain Server Manager > Data Collection > Profiles > Bloomberg > Select the Profile > Core
Settings

1 Type a name for the profile.

2 Make sure that Enable Archiving is selected.
3 Click Save Changes.

4 Continue with the Message Settings tab.

Message Settings Tab (Bloomberg Profile)

The message settings tab lets you restrict the types of messages to be archived.
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Profile Name |Eloomberg-1

Core Settings Message Settings  ~ Scope  Advanced
Item Type

By default, Retain stores every type of message. You can restrict this.

Meassage

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

Received Sent

Path: Retain Server Manager > Data Collection > Profiles > Bloomberg > Select the Profile >
Message Settings

All items are selected by default.

Scope Tab (Bloomberg Profile)

Profile Name |Blcmmberg—1

Core Settings Message Settings Scope Advanced

Date Range to Scan

[ &l Ttems in Mailbax ~

Path: Retain Server Manager > Data Collection > Profiles > Bloomberg > Select the Profile > Scope
The Date Range to Scan option determines how much data gets archived.

+ All Items in Mailbox: Archive all items in the mailbox starting from 1/1/1970. Duplicates are not
archived.

+ Number of day before job start date and newer: Archive items from the specified number of
days from the time the job began. For example, archive all messages that came into the email
system 7 days ago or less.

+ Number of days from job start date and older: Archive items starting with the specified
number of days before the job started. For example, archive messages that came into the email
system 7 days ago or more.

+ Specify custom date range: Archive items that came into the email system between two
specified dates.
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+ Specify custom date range relative to job start: Archive items that came into the system
between two dates relative to the start date. For example, archive messages that came into the
email system between 7 and 5 days ago.

Advanced Tab (Bloomberg Profile)

Generally, since storage space is inexpensive, Micro Focus recommends that you archive all
message content.

However, if you need to limit what is archived, you can use the Advanced tab to do it.

Profile Name |BIackE«erw—1 |

Core Settings Message Settings ~ Scope  Advanced
Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

[ Add |

| Delete |[subsect v [is | |

Path: Retain Server Manager > Data Collection > Profiles > Bloomberg > Select the Profile > Scope
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Table 2-20 Configuring Bloomberg Profile Advanced Settings

Option, Field, or Sub-panel Information and/or Action
Advanced Criteria Use this dialog to define the conditions Retain uses to determine what to
archive.

Each line sets a specific parameter and the lines are all added together
(AND-ed). To check how Retain will interpret your settings, read through
the lines in turn, inserting AND between each one.

1. For the first field, select from among the following items:
+ Subject
+ Sender
+ Recipient
+ Size
+ Attachment Name

2. For the second field, specify the relationship of the first field to the
(third field):

* s
* isnot
+ contains
+ does not contain
3. Type a string for the third field.
4. Click Add to enter another statement

5. When the conditions are defined, click Save Changes.

Setting Up a Bloomberg Worker
If you have not already created one or more Workers for use with your Bloomberg Job, go to

“Creating Workers” on page 17 and complete the tasks there.

Creating a Bloomberg Job

After completing the instructions in the preceding sections, you can create a Blackberry Job.

1 To begin creating a Bloomberg Job, open Retain Server Manager > Data Collection > Jobs.
2 Click Bloomberg > Add Job.
3 Use the information in the sections that follow to configure each tab.

4 Make sure that you save your changes before leaving the dialogs.
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Core Settings Tab (Bloomberg Job)

. [Bloomberg-1| |

Core Settings Mailboxes Motification Status

Core Settings

~ Jobenabled
Each Job must have the following assigned to it

« schedule - How often to run
« profile - What to do when running
« worker - Where to run the job

S e |
L o
O o |

Items archived with this job can optionally be set with an "expiration timestamp” which the Deletion Manager can use to
remove obsolete items. The expirztion timestamp can only be extended, never reduced.

 Enable cats expration
D e | [ ]

Base Expiration Time on | Date Item is stored in Retain (recommended) |

Path: Retain Server Manager > Data Collection > Jobs > Bloomberg > Select the Job > Core
Settings

A job must be enabled or it will not run.
Select the following from the drop-down lists presented:

1. Schedule
2. Profile
3. Worker
If you want Retain to remove data from your message system as it archives you may use Enable data

expiration, but it is recommended to remove items with your message system administration console
which is better suited to the task.
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Mailboxes Tab (Bloomberg Job)

. |Bluomberg—l |
| Coresettings | Malboxes | Notfication, | Status.

Mailboxes

Select the Bloomberg server to be included in this job.

(none] W

IJsers

Path: Retain Server Manager > Data Collection > Jobs > Bloomberg > Select the Job > Mailboxes

Select the server to archive from.

Alternatively, you may select to include or exclude individual users from the archive job.

Notification Tab (Bloomberg Job)

. |Bluom berg-1 |
| Coresetings | Malboxes  Notficaton | status

Motification

You can have Retzin e-mail 2 summary of operations and/or errors that occurred when the job completes,

C o SMTP MalServer |
0 TP SEHOPROED oo

{Password is not set)

Test Connection

Path: Retain Server Manager > Data Collection > Jobs > Bloomberg > Select the Job > Notifications
To send status messages about the job:

1. Enter the mail server connection data.
2. Enter the desired To: email address.
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3. Enable “Mail when errors occur”, if desired.
4. Enable “Mail summary when job is complete”, if desired.

After entering the data use the “Test Connection” button to send a test message from Retain.

Status Tab (Bloomberg Job)

Job |Blnﬂmherg-l

Care Settings Mailboxes Motification Status

Status [Refreshes in 10]

A new job is being created

Path: Retain Server Manager > Data Collection > Jobs > Bloomberg > Select the Job > Status
The Status tab will show the current status of the job.

While a job is running an abort button displays. See “Stopping a Job” in the Retain 4.9.2:
Configuration and Administration.

Next Step

Once a job has completed you can confirm the items are in the archive by checking the Search
Message interface. See “Using Retain’s Archives” in the Retain 4.9.2: User Guide..

Archiving Exchange and Office 365

+ “Prerequisites for Archiving Exchange Data” on page 55
+ “Creating an Exchange Module” on page 65

+ “Setting an Exchange Schedule” on page 109

+ “Specifying an Exchange Profile” on page 110

+ “Setting Up an Exchange Worker” on page 117

+ “Creating an Exchange Job” on page 117

Prerequisites for Archiving Exchange Data

There are several prerequisites that need to be completed for setting up an Exchange module.

+ “Make Sure That Autodiscover Is Enabled and Working (Office 365 Only)” on page 56
+ “Get the SMTP Server URL (Office 365 Only)” on page 56
+ “Preventing the Deletion of Unarchived Messages (Exchange Server Only)” on page 56

+ “Preventing the Deletion of Unarchived Messages (All Exchange Versions and Office 365)” on
page 58
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+ “Setting Up Users with a PowerShell Script” on page 58
+ “Synchronizing the Exchange Address Book with Retain” on page 59
+ “Configuring Retain for Archiving Site-Collection Document Links” on page 65

Make Sure That Autodiscover Is Enabled and Working (Office 365
Only)

IMPORTANT: Autodiscover is essential:

+ It lets you skip users or immediately abort a job.

+ If Autodiscover isn’'t working, serious errors occur when Retain attempts to archive users’
messages.

1 Test that Autodiscover is enabled and working for the domain by doing the following:

1a Browse to the Microsoft Remote Connectivity Analyzer (https://
testconnectivity.microsoft.com/).

1b On the Office 365 tab, under Microsoft Office Outlook Connectivity Tests, select Outlook
Autodiscover.

1c Enter your credentials and run the test.
2 [f the test succeeds, continue with the next section, Get the SMTP Server URL (Office 365 Only)

3 If the test fails, contact Microsoft and have them turn autodiscover on, then rerun the test until it
succeeds.

Get the SMTP Server URL (Office 365 Only)

Retain requires an SMTP server for sending notifications.

1. In the Microsoft Remote Connectivity Analyzer (https://testconnectivity.microsoft.com/ (https://
testconnectivity.microsoft.com/) > the Office 365 tab, under Microsoft Office Outlook
Connectivity Tests, select Inbound SMTP Email.

2. Enter your credentials and run the test.
3. Record the SMTP server URL .

Preventing the Deletion of Unarchived Messages (Exchange Server
Only)

NOTE: Prior to Retain 4.9.1, Micro Focus recommended using Microsoft in-place holds to prevent the
deletion of unarchived data.

Starting October 1, 2020, management of in-place holds is no longer possible in Exchange Online/
Office365.

For now, the information in this section still applies to Exchange Server deployments. However, as a
best practice, Micro Focus recommends that you begin replacing in-place holds with Microsoft’s
Retention Policies and Retention Labels. For more information, see this article on Microsoft.com.
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If you use Exchange Online/Office 365, you must skip to “Preventing the Deletion of Unarchived
Messages (All Exchange Versions and Office 365)” on page 58.

+ “How Message Deletion Works in Exchange” on page 57

+ “Set Retain Profile/Miscellaneous to Include Recoverable Items” on page 57
+ “Setting Up a Distribution List” on page 57

+ “Placing the Distribution List under a 90-day Hold” on page 57

+ “Finding How Many Mailboxes Were Placed Under Hold” on page 57

To prevent data loss, you must keep users from removing items before Retain has a chance to
archive them.

How Message Deletion Works in Exchange

When users delete messages in Outlook, the messages are moved, by default, to the trash.

When users empty their trash, deleted items are moved to the mostly hidden Recover abl e |tens

folder, where they are kept for 14 day before being removed from the disk.

In the interim, users can right-click the Trash to recover items, but they can also purge the items,
which immediately deletes them.

If a hold is in place, purged items are moved to a Pur ged folder that is not user-accessible and kept

there until the hold is lifted.

Set Retain Profile/Miscellaneous to Include Recoverable Items

In Retain, set Profile/Miscellaneous to Include user's recoverable items.

Setting Up a Distribution List

1 Access the Exchange Admin Console.
2 Set up a distribution list.

For example, create a list named Al | _Mai | boxes that contains all mailboxes.
3 Create a policy that adds new users to this distribution list by default.

Placing the Distribution List under a 90-day Hold

1 Access the Exchange Management Shell.

2 Enter the following command, replacing All_Mailboxes with the name of the distribution list
mailbox that you created in “Setting Up a Distribution List” above.

New Mai | boxSear ch " Ret ai n90DayHol d"* -1t enHol dPeri od 90 -1 nPl aceHol dEnabl ed
$true - SourceMai | boxes All _Mail boxes

It takes time for the hold to take effect.

Finding How Many Mailboxes Were Placed Under Hold
You can determine how many mailboxes were placed under hold with the following script:

((Get-Mailbox).InPlaceHolds).Count
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Preventing the Deletion of Unarchived Messages (All Exchange
Versions and Office 365)

IMPORTANT: Starting October 1, 2020, management of in-place holds is no longer allowed in
Exchange Online/Office 365. Existing in-place hold mechanisms are still enforced, but they cannot be
modified, only removed.

To prevent your users from deleting Exchange message data before Retain can archive it, you should
implement Microsoft Retention Policies within your organization’s Exchange or Office 365
infrastructure.

Organization requirements differ widely. Therefore, we recommend that you begin with this
informative article on Microsoft.com.

The article contains numerous links to additional information that you can use to identify and create
policies that fit your organization’s needs.

Setting Up Users with a PowerShell Script

NOTE: Retain uses PowerShell to connect to Office 365 .

PowerShell does not allow the following special characters in names or passwords: #$ () *+.[1?\/

"{H

Create a Retain Impersonation User

In the O365 Exchange Admin Center, create a Retain Impersonation user with a mailbox, making
sure to give it a license.

Give the Impersonation user the proper rights. Under Permissions, create a new Admin Role (e.g.
Retain Impersonation Management), add the ApplicationImpersonation right and the Retain
Impersonation user as a member .

Create a Retain Administrator User

Retain needs a user with Administrator rights to download the address book from Office 365 every
day with the Office 365 Address Book Synchronization Script. This can be an existing administrator
account or you can create a separate one. It needs to have sufficient rights to see all the users in the
address book.

Setting Up Access to Shared Mailboxes for the Impersonation User

Impersonation rights allow the Retain user to enter other mailboxes but those rights do not extend to
shared mailboxes. To access a shared mailbox, the Retain user needs rights to each shared mailbox
that is to be archived. These rights can be granted through the Exchange Management Shell.

For example, If the shared mailbox is owned by John Doe and your Retain impersonation account is
Ret ai n, you would issue the following command in an Exchange Management Shell (EMC):

Add- Mai | boxPermi ssion -ldentity "John Doe" -User Retain -AccessRights Full Access -
I nheritanceType Al -AutoMapping $fal se
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Synchronizing the Exchange Address Book with Retain

For Retain to authenticate users and access mailboxes for archiving, it needs to know what
mailboxes are in Office 365. There are two ways to do this:

+ “Synchronizing the Address Book Using Office 365 (Microsoft GraphAPI)” on page 59
+ “Synchronizing the Address Book Using PowerShell Scripts” on page 60

Synchronizing the Address Book Using Office 365 (Microsoft GraphAPI)
To enable Retain for access to the Office 365 Address Book through the GraphAPI, you must:
+ “Register the Retain Server on the Microsoft Azure Portal” on page 59
+ “Add the Azure Portal Information to the Office 365 Module” on page 59
Register the Retain Server on the Microsoft Azure Portal
1 Enter the following URL in your administrative browser:

https://portal.azure.conl #bl ade/ M crosoft _AAD Regi st er edApps/
appl i cationsLi st Bl ade

2 Create a new app registration pointing it to your Retain Server URL.
For example:

https://retain. gwava. conl Ret ai nSer ver

3 After creating the app registration, click APl permissions for the app > Add a permission >
Microsoft Graph > Application permissions.

NOTE: Adding the following permissions requires Admin credentials, for which you are
prompted the next time you log in.

4 Select the following permissions:
¢ User.Read.All
¢ Directory.Read.All
5 Click API permissions for the app > Add a permission > Exchange > Application permissions.
6 Select the following permission:
+ full_access_as_app (Only needed for archiving data, not address book synchronization)
7 Go to Certificates & secrets and select New client secret to create a secret for Retain.

IMPORTANT: Make a record of the Client secret value because it is only visible now.

8 Add the following information to the record you just made:
+ Application (client) id (found on the Overview page)
+ Directory (tenant) id (found on the Overview page)

Add the Azure Portal Information to the Office 365 Module

1 Access the Office 365 module.

2 In the Service Connection Details tab, configure the module to populate the address book using
Office 365.
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Synchronizing the Address Book Using PowerShell Scripts

Retain includes two PowerShell scripts (under the Tools menu) for extracting address book
information from Office 365.

Both scripts download the Office 365 address book and save it in two . csv files.
PowerShell Sync Script 1.0 saves the username and password in plaintext in the script.
PowerShell Sync Script 4.0 encrypts the password to a separate file.

Retain cannot archive members of the distribution lists if theH ddenFr omAddr essLi st sEnabl ed field:
is set to True.

If using multiple modules, you must create separate folders for the script and the resulting . csv files.
The folder location that Retain should pull the . csv file data from is set in the module as detailed
below. You must also create a scheduled task for each script.

+ “PowerShell Sync Script 1.0 (sync365.ps1)” on page 60

+ “Settin Up the PowerShell Scripts” on page 60

+ “PowerShell Sync Script 4.0 (sourcesync365.ps1)” on page 62

+ “Troubleshooting the PowerShell Export Process” on page 63

+ “Using PowerShell when Retain Is Linux-based” on page 64

+ “Create a Batch File to Transfer the Files” on page 64

+ “Automate the Script” on page 64

PowerShell Sync Script 1.0 (sync365.psl)

IMPORTANT: This script requires that you enter an Office 365 administrative password in cleartext. if
this is a concern, use the “PowerShell Sync Script 4.0 (sourcesync365.ps1)” on page 62 instead.

The script requires PowerShell 2.0 . This script connects to the target system and downloads the
address book and distribution group lists into two address book . csv files, exchangeuser . csv and
exchangegr oup. csv.

Settin Up the PowerShell Scripts
1 Install PowerShell 2.0 or higher. (Windows 7 and Server 2008 R2 already come with PowerShell
2.0)
2 Enable Microsoft .NET Framework 3.5.1.

3 Install the Office 365 PowerShell cmdlets. Two packages are needed which can be downloaded
from the Microsoft Azure Active Directory PowerShell Module Version Release History, currently
found at: Where Can | Find the Latest Version of AAD PowerShell.

+ Microsoft Online Services Sign-In Assistant for IT Professional RTW (this is the prerequisite
to the Azure AD Module)

+ Azure Active Directory Module for Windows PowerShell (64-bit version)
4 You might need to change the execution policy to allow these scripts to function:
+ Allow PowerShell script execution

The Default Execution Policy is set to restricted, it can be viewed by entering this command
in PowerShell:

Get - Execut i onPol i cy
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*

The script provided by Micro Focus must be run as an Administrator in PowerShell:
Set - Execut i onPol i cy RenpteSi gned

5 In the Retain Management Console, download the script by clicking Tools > 0365 Archiving >
PowerShell Sync Script 1.0.

The downloaded script filename is sync365. ps1.

6 If you plan to run the script on the Retain server itself, move the sync365. ps1 script to the
~\ Program Fi | es\ Begi ni fi ni t e\ Ret ai n\ Ret ai nSer ver\ VEB- | NF\ cf g folder.

Otherwise, if you run it on the management workstation, be sure to copy the resulting
exchangeuser . csv and excahngegr oup. csv files to that directory on the Retain server.

7 Edit the sync365. ps1 script with the Microsoft Integrated Scripting Environment (ISE) editor.

1.

2.

3.

At the top are 3 settings:
+ $User Set this to the UPN of an administrator account in Office 365.
+ $PlainPassword Set this to the plain text password of the administrator account.
+ $ExportBasePath Set this to a directory where the two resulting . csv files are saved.

If the path does not yet exist, you must create it manually, making sure to escape the
backslashes (\\).

For example:

$Expor t BasePat h="C: \\ Pr ogr am
Fi I es\\ Begi ni finite\\Retain\\RetainServer\\WEB-|NR\cfg"

Execute the script by clicking the play button. This process can take a while if there are
many users. When the script finishes, a message displays in the bottom status bar.

Make sure that the exchangeuser . csv and exchangegr oup. csv files are in ~\ Pr ogr am
Fi | es\ Begi ni fi ni t e\ Ret ai n\ Ret ai nSer ver\ VEB- | NF\ cf g for Retain to use for the
address book.

8 Set the Task Scheduler to run the script automatically once per day by doing the following.

If you create it at the Task Scheduler (Local) level, you can find it after it is created in the Task
Schedul er Li brary folder, center pane.

8a
8b
8c
&d
8e

8f

8g
8h

Create a New Task.

On the General tab, give it a name description.

Under Security options, choose: Run whether user is logged in or not.
In the Triggers tab, click New....

Under Settings, choose Daily and set the Start Time to an hour before the Exchange
archive job is set to begin to guarantee that the script finishes in time.

Choose Do not expire.

Enable the task.

Under the Actions tab: Create a New action.
8h1 Set the Action to “Start a program”

8h2 Program/script: powershell

8h3 Add arguments: -NoProfile -ExecutionPolicy Bypass -file "[drive]:\Program
Files\Beginfinite\Retain\RetainServe\WEB_INF\cfg\sync365.ps1" -Verb RunAs

8h4 Start In: (leave blank)
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PowerShell Sync Script 4.0 (sourcesync365.ps1)

Use this script if exposing the administrator password in plain text is not acceptable under your
organization’s security policy.

Requirements

+ The script must be run on the same machine as it was downloaded to because the password
encryption is specific to the machine it runs on.

+ This script requires PowerShell 4.0 or higher or it aborts .
You can determine the installed PowerShell version by running the cmdlet:

$PSVer si onTabl e. PSVer si on

+ If using Windows Server 2008R2 or earlier, the script generates errors because the Task
Scheduler cmdlets are not supported and the Scheduled Task must be created manually.

Running the Script
1 In the Retain Management Console, download the script by clicking Tools > 0365 Archiving >
PowerShell Sync Script 4.0.

2 After downloading and extracting the script, open PowerShell and change to the directory the
script is in.

3 enter.\Save- Credenti al sencrypted. psl

If you haven't run a PowerShell script before, you might have to change the Execution Policy to
get a script to run using the following command:

Set - Execut i onPol i cy - ExecutionPolicy Bypass -Scope Process.
4 Adialog box displays

5 Enter the user name (example: DomainAdmin@company.onmicrosoft.com) and password of an
administrator user with sufficient rights to download the address book from Office 365.

6 Specify the destination folder of the address book files.
Provide it with a name for the Scheduled task.

You can specify any arbitrary destination folder you want. However, the resulting address book
files, exchangeuser. csv and exchangegr oup. csv must be in the ~\ Progr am

Fi | es\ Begi nfi nite\Retain\ Retai nServer\ WEB | NF\ cf g folder on the Retain Server when
Retain refreshes the address book.

If you are using a Linux-based Retain Server, you must set up a process to move the address
book files to the Linux-based Retain Server's opt/beginfinite/retain/RetainServer/WEB-INF/cfg
folder, as outlined in “Using PowerShell when Retain Is Linux-based” on page 64.

7 Specify a separate task and destination folder for each Exchange module that you create.
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a5l Retain To 0365 Address Book Connector b = B

Enter a domain administrator username: (example: DomainAdmin@company.cnmicrosoft.com)

Enter the administrator passwaord:

Enter a name for the Scheduled Task

Choose a destination folder: (example: C:\Program Files\Beginfinite\Retain\RetainServerWEE_INF\cfgh)

Browse... Current destination folder:
] |

K Cancel

A

8 The script then sets up a recurring task (SyncO365) in Task Scheduler to download the address
book every day at 12:30am.

The script requests your logon credentials as it sets up the task. The script starts the task before
exiting. If you are using Windows Server 2008, multiple errors appear because the Task
Scheduler cmdlets do not exist, this is expected and the task can be created manually in Task
Scheduler.

9 It takes a moment to download the address book files: exchangeuser.csv and
exchangegroup.csv. For a small system (<100 users) it might take a few minutes, for a large
system (>10k users) it can take more than half an hour. After the script completes, make sure
that the address book files are in the same folder as your PowerShell script.

If there are no files, it may be an execution policy issue. See Troubleshooting the PowerShell
Export Process.
Troubleshooting the PowerShell Export Process
+ Task Scheduler Reliability: Because the scheduler has been known to stop working at times,
we recommend monitoring the . csv files to ensure that they are being updated every day.

+ Blank .csv files: Office 365 requires regular password changes. If the wrong credentials are
entered or the password has expired, two blank . csv files are created. You must run the script
again, entering the Administrator logon name, the new password, and the destination folder. The
script starts the task to update the address book files.

+ Red Text Displays and Window Closes: If you see red text and the window closes
immediately, there was an error of some kind.

1. Open a PowerShell window, change to the script folder

2. Run the following command in a PowerShell window to allow execution for the current
process:

Set - Execut i onPol i cy - ExecutionPol i cy Bypass -Scope Process
3. Run the script from the same process window using the following command.

.\ Save- Credenti al sEncrypted. psl
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Using PowerShell when Retain Is Linux-based
PowerShell scripts don’t run on Linux.

Instead, run the script on a Windows computer with the required version of PowerShell installed, then
copy the resulting . csv files to the Retain server.

Create a Batch File to Transfer the Files

You can create a small Windows VM that only runs the Powershell script and then copy the
exchangeuser. csv and exchangegr oup. csv files to the Retain server.

You can use the free program WinSCP (http://winscp.net/eng/index.php) to copy from a Windows
computer to a Linux server.

You can use wi ndscp. comas the basis of a batch file to copy the resulting .csv files to the Retain
server.

For example:

retain. bat

"C.\Program Fil es (x86)\WnSCP\w nscp.cont /command *
"option batch abort" *
"option confirmoff" ~
"open scp://[user]:[password] @retain server address]" *
"cd /opt/beginfinitel/retain/Retai nServer/WeB-|NF/ cfg" »
"option transfer binary" *
"put [file location on w ndows]*.csv" *
"close" 7
"exit"

Explanation of what each line does:

#Specify that all commands are run on the command |ine, while using » to split |ong
lines for readability.
"C:\Program Fi |l es (x86)\ WnSCP\w nscp. cont /command *
# Autonamtically abort script on errors
"option batch abort" *
# Disable overwite confirmations that conflict with the previous
"option confirmoff" ~
# Connect replacing your own usernane, password and retain server address
"open scp://[user]:[password] @retain server address]" *
# Change renmote directory
"cd /opt/beginfinite/retain/RetainServer/WEB-1NF/ cfg" »
# Force binary node transfer
"option transfer binary" *
# Upload the file to current working directory
"put [file location on w ndows]*.csv" *
# D sconnect

"close" N
# Exit WnSCP
"exit"

Automate the Script

You can now automate the running of this batch file in Task Scheduler (https://technet.microsoft.com/
en-us/library/cc721871.aspx) as a simple task to run before the Retain archive job. Set the run time of
the task so that it completes before the Retain job begins.
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Configuring Retain for Archiving Site-Collection Document Links

Online Exchange in Office 365 lets you attach documents that are stored in Site Collections in
SharePoint Online/OneDrive. However, Exchange only contains links to the documents, not actual
copies of them. The documents still reside only in the Site Collections themselves.

The Appl i cati onl nper sonati on right only provides Retain with access to what is stored in
Exchange. Therefore, when Retain attempts to archive an attached document, it generates an error
similar to the following:

11: 04: 16, 704[ Thread-4920] [ERROR] ExchangeAttachnent: error while creating
attachment. java.io.|OException: SharePointError - |npersonation has no access to:
htt ps://gwava- ny. shar epoi nt. coni per sonal / user 08_gwava_onni cr osof t _comnil/ Docurent s/
Enmi | attachnents/office 365 users(1l) (1).txt

Granting Access to a Site Collection

For Retain to archive an attached document in Exchange, the Retain user must be added asa Site
Col | ection Admi ni strator in SharePoint/OneDrive.
1 Browse to the Office 365 Admin page.

2 Select SharePoint, then click Site Collections and select the collection that contains the
attachment.

3 Click the Owners tab and choose Manage Administrators.
4 Add the Retain user as a Site Collection Administrator.

The Retain user now has rights to access the documents for archiving.

Granting Access to Multiple Site Collections

If you need to provide site collection administration access to multiple collections, consider a
soluction, such as the SharePoint Online Management Shell script (http://sharepointjack.com/2015/
add-a-person-as-a-site-collection-administrator-to-every-office-365-site-sharepoint-online-site-
collection/).

Creating an Exchange Module

+ “Office 365” on page 66

+ “Exchange without Access to Active Directory” on page 74

+ “Exchange with Access to Active Directory” on page 81

+ “Core Settings Tab (Exchange)’ on page 105

+ “Impersonation Tab (Exchange)” on page 105

+ “Hosted Services Tab - Office 365 Settings” on page 106

+ “Hosted Services Tab - Non-LDAP Exchange Settings” on page 107
+ “Exchange Forest Tab (Exchange)” on page 108

+ “User Forests Tab (Exchange)” on page 109

+ “Delegates Tab (Exchange)” on page 109
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Office 365

NOTE: If your organization uses Office 365, use this section to configure your Exchange module.
If you use Exchange, go to the following section that applies to your situation:

+ “Exchange without Access to Active Directory” on page 74.
+ “Exchange with Access to Active Directory” on page 81.

This section contains the following:

+ “Providing OpenlID Access (Modern Authentication) to Users” on page 66
+ “Configure the Exchange Module for Office 365” on page 67

+ “Core Settings Tab” on page 68

+ “Impersonation Tab” on page 70

+ “Hosted Services Tab” on page 71

+ “Refresh the Address Book” on page 73

Providing OpenID Access (Modern Authentication) to Users

Retain 4.9.2 lets users access Retain via a Log in with Office 365 button.

“<[Retain

|
| Password i
|

|
| English w

OR

I| 1]  LoginwithOffice 365 |I

Retain redirects users to Office 365 and they then have 10 minutes to log in.
After successfully authenticating, users can access their Retain archive.
Enabling OpenlID Access (Modern Authentication)

To enable this functionality you must do the following:

1 Complete the instructions in “Configure the Exchange Module for Office 365” on page 67,
making sure that you choose to populate the address book directly from Office 365.
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IMPORTANT: Using a .csv file to populate the address book is not compatible with this
functionality.

2 After you have created the module and verified (tested) the Office 365 connection, open the
Retain Server Manager.

3 Click Server Configuration > Accounts tab and go to the Office 365 End User Authentication
panel.

4 Copy and paste the same Tenant ID and Client ID as you used in the “Credentials Sub-panel” on
page 73.

5 In Microsoft Azure, on the Registered Apps page in the Authentication menu, do the following:

5a Under Web > Redirect URIs, add the URL of the openl dConnect . j sp file on the Retain
Server that you are configuring.

For example, htt ps: //your - Ret ai n-server/ Ret ai nServer/ Server/
openl dConnect . j sp

5b Under Implicit grant, enable the ID tokens option.
5¢ Under Supported account types, enable the Accounts in any organizational directory (Any
Azure AD directory - Multitenant option.

Enabling Multiple Retain Servers for OpenID Support

If you have multiple Retain servers archiving from the same Office 365 system, you must do the
following on each of those Retain servers.

1 Edit the / opt/ begi nfinite/retain/RetainServer/WEB-| NF/ cl asses/ confi g/
m sc. properti es file.
2 Add the following line:

msopenid.redirecturi=ht t ps: // your - Ret ai n- server/ Ret ai nSer ver/ Server/
openl dConnect . j sp

3 Restart Tomcat.
Configure the Exchange Module for Office 365

The Exchange module must be configured in the Retain Server before any communication between
Retain and an existing Exchange message system can occur. Open the Retain management page on
the Retain Server, and select Module Configuration.
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<<>[etain

Overview
Documentation
Search Messages
Auditing

System Log
Reporting
Monitoring

Data Collection

Schedules
[ Profiles

Workers
[ Jobs

Management

Users
Groups

[H Device Management
Deletion Management

Configuration

Server Configuration
Rules Configuration
Module Configuration
Router Configuration
Storage Manager
Stubbing Server
Reporting and Monitoring
Licensing

Select the ‘Configure’ option in the Exchange module. A new window or tab opens with the module

configuration.

Language English

‘eModule Configuration

After configuring a module, it is recommended you manually refresh the Address Book.

Refresh Address Book | Syncjob is not running at this time.

Mailbox Mapping Options

Configured Modules

w  Bsl'Welcome, admin | About | Tools | Status & Updates | Logout

=

Configure
Install 10-Feb-2014
Date 17:06:20
Last
Address  15-Sep-2015
Book 01:19:19
Cache

L Configured.

Conﬁgure
Install 10-Feb-2014
Date 17:06:20
Last
Address  15-Sep-2015
Book 01:19:21
Cache

St Configured.

Social Messaging

Configure

Install 10-Feb-2014
Date 17:06:20

Skl Configured.

o

Configure
Install 10-Feb-2014
Date 17:06:20

Sl Configured.

Google Apps

-3

Configure
Install 10-Feb-2014
Date 17:06:20
Last
Address  15-Sep-2015
Book 01:19:44
Cache

SELE Configured.

Configure

Install 10-Feb-2014
Date 17:06:20

Stalits Configured.

CelTrust

Configure

Install 17-0ct-2014
Date 21:21:07

Status Configured.

m

NOTE: Ensure that your Retain Server and your Exchange server use the same DNS server.

The Exchange module uses DNS settings to auto discover critical information about Exchange that is

stored in Active Directory. It cannot work correctly unless both systems use the same DNS server.

Core Settings Tab

The Core Setting Tab allows you to disable all jobs and disable users logging into Retain.

The module needs to be enabled on this page to make it active in the Retain system.

The module can be given a name.

The Send Method lets you send Exchange items to an external system using FTP or SMTP.

In most cases this should be disabled so that items are archived in Retain.

To select the SMTP Forwarding or FTP features, you must first add and configure them in the Module

Forwarding Tab on the Server Configuration page, otherwise the drop-down list is empty.
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Exchange Module “ CJ'

EXCHANGE

Exchange specific information is configured here. At 2 minimum, the CORE SETTIMGS and IMPERSOMATION tabs must be filled out completely.
Then, examine each of the other tabs to determine if they apply to your system.

Core Settings Impersonation Hosted Services Exchange Forest User Forests Delegates
Core Settings

Marmally all of these entries should be enabled.

# Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
# Enable Authentication indicates if users logging into Retain should be able to use the module's authentication system.
# If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name |Exchange4.213
Enable Address Book Caching
Enable Authentication
Enable Jobs
Message body | Storedefsult as provided from Exchange (ither HTML or plain text) W

If autodiscover fails for 2 user, take this action: | skipuser v

Mormally this entry should be disabled.

» Send Exchange items to an external system.

Select Send Method | disabled  w

Normally all the checkbox options on this tab are enabled. It is rare that you would ever deselect any
of them. Two cases where you might, would be: troubleshooting (as instructed by Technical Support),
and retiring an old email system.

The Enable Address Book Caching function allows Retain to regularly cache the online email
systems address book and synchronize it with Retain. This is critical for administration,
authentication, and archiving purposes. It is recommended to cache the Address Book once every 24
hours to keep the Retain storage system up to date. By default, maintenance is set to cache the
Address Book once every 24 hours.

The Enable Authentication checkbox determines if end-user authentication is performed when the
user logs into Retain. If it is deselected, the Retain system cannot authenticate the user against the
email system and the user cannot log in unless another authentication method is enabled.

The Enable Jobs checkbox determines if configured data retrieval jobs are ever passed to the
Worker. Even if the individual job is fully configured and enabled, if this checkbox is switched off, no
jobs configured for this module can be processed.

The Message body allows the administrator to decide whether to store either the HTML or plain text
message body, or both.

Send Method
The Send Method lets you send Exchange items to an external system using FTP or SMTP.
In most cases this should be disabled so that items are archived in Retain.

To select the SMTP Forwarding or FTP features, you must first add and configure them in the Module
Forwarding Tab on the Ser