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About This Manual

This administration guide is written to provide network administrators the conceptual and procedural
information for administering Micro Focus File Reporter.

+ Chapter 1, “What’s New,” on page 9

+ Chapter 2, “Overview,” on page 13

+ Chapter 3, “The Administrative Interface,” on page 23

+ Chapter 4, “Performing Setup Procedures,” on page 29

+ Chapter 5, “Scheduling and Performing Scans,” on page 39

+ Chapter 6, “Generating Reports,” on page 51

+ Chapter 7, “Performing Other Administrative Tasks,” on page 91

+ Chapter 8, “Using the Report Viewer,” on page 97

+ Chapter 9, “Using the Client Tools,” on page 101

+ Chapter 10, “Using Report Designer,” on page 109

+ Appendix A, “Filtering,” on page 121

+ Appendix B, “Security Settings,” on page 127

+ Appendix C, “Log File Locations,” on page 131

+ Appendix D, “Agent Scan Capabilities,” on page 133

+ Appendix E, “Glossary,” on page 137

+ Appendix F, “Documentation Updates,” on page 139

Audience

This guide is intended for network administrators who manage network storage resources.

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Micro Focus File Reporter 3.0 Administration Guide, visit the Novell
File Reporter Web site (http://www.novell.com/documentation/filereporter3).

Additional Documentation

For additional File Reporter 3.0 documentation, see the following guides at the Novell File Reporter
Web site: (http://www.novell.com/documentation/filereporter3)

+ Micro Focus File Reporter 3.0 Installation Guide
+ Micro Focus File Reporter 3.0 Database Schema and Custom Queries Guide

About This Manual 7
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1.1

1.2

What’s New

*

Section 1.1, “New in Version 3.0,” on page 9

*

Section 1.2, “New in Version 2.6,” on page 9

*

Section 1.3, “New in Version 2.5,” on page 10

*

Section 1.4, “New in Version 2.0.2,” on page 11

*

Section 1.5, “New in Version 2.0.1,” on page 11
+ Section 1.6, “New in Version 2.0,” on page 12

With each product update, Micro Focus File Reporter introduces significant architectural and feature
enhancements. Starting with the release of Version 2.0, we have provided a timeline summarizing
some of the more notable changes in architecture, performance, and features.

New in Version 3.0

Micro Focus Branding

Micro Focus File Reporter 3.0 is the first File Reporter release to implement the Micro Focus branding
elements. These are most apparent in the management and installation interfaces. In some cases,
the names of files and folders have changed to reflect the new product name.

Scan Processor

This new .NET application greatly improves the rate at which scans are added to the database. The
Scan Processor resides on the server hosting the Engine and is installed during the Engine
installation process.

Direct Upgrading from Various 2.x Versions

You can upgrade to File Reporter 3.0 directly from versions 2.5, and 2.6.

Updated Analytic Tools

No longer offered as a “Technology Preview,” these tools are now fully developed 64-bit applications.
The Heat Map has been renamed to the more applicably descriptive Tree Map.

New in Version 2.6

Baseline and Previous Scans

Previous versions of Novell File Reporter 2 let you keep only the most recent File System and
Permissions scans of a storage resource. With the release of Version 2.6, you can now designate a
particular scan to be retained as a “Baseline scan” and keep the existing scan as a “Previous scan.”
This means that you can now retain up to three scans for each storage resource: a Baseline scan, a
Previous scan, and a “Current scan.” Any combination of two scans are the means of generating new
built-in Historic Comparison reports being introduced in Version 2.6.

What's New
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1.3

Historic Comparison Reports

This new built-in report lets you view the changes to a storage resource through a comparison of any
two of the following scans: Baseline, Previous, or Current.

Historic Comparison reports include:

+ Historic File System Comparison reports
+ Historic NCP Permissions Comparison reports

+ Historic NTFS Permissions Comparison reports

Custom Query Report Designer Updates

The Custom Query Report Designer has been updated to support views for Previous and Baseline
scan data, as well as a number of other updates and bug fixes.

Ability to Delete a Scan Immediately

A scan can be manually deleted immediately, or it can be marked for deletion at the next
maintenance interval (by default, currently 12:00 midnight local time).

Ability to Copy a Report Definition

The ability to copy Report Definitions has been added to both the Web Application and the Report
Designer. The Web Application is able to copy any report definition type, and the Report Designer is
able to copy any Custom Query report definitions.

File Query Cookbook

Coinciding with the release of Novell File Reporter 2.6 is the introduction of a new collaborative
community portal for accessing and sharing Custom Query reports. The SQL commands for these
reports are included so all that you have to do is simply copy the commands and paste them into the
Report Designer. In addition, sample report layouts (. r epx files) are also included for some reports
which can be opened via the Report Designer report layout interface. Both the SQL and the report
layouts may be customized as needed. You can access the File Query Cookbook directly through the
Report Designer interface, or at http://www.filequerycookbook.com (http://
www.filequerycookbook.com).

New in Version 2.5

Custom Reports through Database Querying

In addition to the built-in report types, you can generate custom reports by crafting your own database
query. The report data is extracted from the scan and generated into a report in delimited text format
or a custom report layout via the new Report Designer.

Custom Query Report Designer

Custom query report data can be further customized for layout and presentation from a Windows
workstation with the Report Designer.

What's New
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1.4

1.5

Desktop Report Viewer

Stored reports can now be downloaded and viewed from a Windows workstation with the Report
Viewer application.

Early Access to Analytic Tools in Development

The release of Version 2.5 includes early access to analytic features in a new tool set that can be run
from a Windows workstation.

New in Version 2.0.2

Support for Microsoft SQL Server 2012

With the release of Novell File Reporter 2.0.2, supported databases now include both PostgreSQL
and Microsoft SQL Server 2012. For procedures on properly configuring a new SQL Server 2012
instance that is compatible with Novell File Reporter, see “Micro Focus File Reporter 3.0 Installation
Guide in the Novell File Reporter 2.0.2 Installation Guide.”

Configuration Dashboard

A new configuration dashboard is the means of managing the product licensing and sequentially
configuring and administering the database, Engine, and Web Application.

Reporting on Administrative Shares

Novell File Reporter can now report on administrative shares in Windows file systems.

Support for Microsoft Server 2012 R2
Novell File Reporter 2.0.2 fully supports Microsoft Server 2012 R2.

New in Version 2.0.1

Advanced Filtering

With the introduction of Novell File Reporter 2.0.1, you can use advanced filtering capabilities so that
your File Data reports include only the data you want. Boolean filtering is available through a new
Filters tab. For more information, see Appendix A, “Filtering,” on page 121.

Microsoft DFS Namespace Support

Distributed File System (DFS) namespace technology helps Microsoft network administrators group
shared folders located on different servers and presents them to users as a virtual tree of folders
known as a namespace. Novell File Reporter now presents these namespaces as available storage
resources that can be reported on.

What's New 1
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1.6

New in Version 2.0

Advanced Architecture

To provide expanded reporting capabilities Novell File Reporter 2.0 was built on a new advanced
architecture that supports:

+ Simultaneous integration with eDirectory and Active Directory

+ An SQL database

+ Web-based administration

Easier Configuration and Management

All of the complex DSI installation and configuration tasks have been replaced with a simple
installation and configuration wizard. Once installed, all management tasks are performed through a
browser-based interface.

New Reporting Capabilities

Novell File Reporter 2.0 has a much stronger tie-in to network directory services. File Reporter 2.0
authenticates to a primary identity system (either eDirectory or Active Directory) and then through a
proxy, establishes a connection to the other identity system. You can be connected to one Active
Directory domain and many eDirectory trees at the same time.

New Reports
In addition to the extensive file report types in Version 1, Novell File Reporter 2.0 introduces:
+ Permissions reports that identify who has access to a particular file or the access rights of a

particular user

+ Trending reports that show the growth of data on a Novell volume or Windows share over a
period of time

+ Detail reports that are specific to an individual user, file type, file, and more

+ Aggregate reports that report on file and folders located on storage resources in eDirectory and
Active Directory

What's New



2.1

2.2

Overview

This section provides an understanding of Micro Focus File Reporter, the supported third-party
databases, the Engine, and Agents, along with how reports and analytics information are generated.
+ Section 2.1, “Micro Focus File Reporter,” on page 13
¢ Section 2.2, “How File Reporter Works,” on page 13

Micro Focus File Reporter

Micro Focus File Reporter inventories network file systems and delivers the detailed file storage
intelligence you need to optimize and secure your network for efficiency and compliance. Engineered
for enterprise file system reporting, File Reporter gathers data across the millions of files and folders
scattered among the various network storage devices that make up your network. Flexible reporting,
filtering, and querying options then present the exact findings you need so you can demonstrate
compliance or take corrective action.

File Reporter identifies files currently stored on the network, the size of the files, when users last
accessed or modified the files, and the locations of duplicate files. File Reporter can also help you
calculate department or individual storage costs. File Reporter can even identify access rights to
folders and consequently, the files that are contained within.

How File Reporter Works

+ Section 2.2.1, “Web Application,” on page 14

+ Section 2.2.2, “Engine,” on page 14

¢ Section 2.2.3, “Scan Processor,” on page 15

+ Section 2.2.4, “Agents,” on page 15

¢ Section 2.2.5, “Database,” on page 15

+ Section 2.2.6, “Scans,” on page 16

¢ Section 2.2.7, “Reports,” on page 16

¢ Section 2.2.8, “Analytics,” on page 20
File Reporter was developed to examine, report and analyze petabytes of data—in other words,
millions of files, folders and volumes, scattered among the various storage devices that make up your

network. This reporting includes the associated rights of these files, folders, and network volumes or
shares.

To examine, report, and analyze this data efficiently, File Reporter disperses the work among a Web
application, Engine, Agents, a Scan Processor, either a PostgreSQL or Microsoft SQL Server (2012
or later) database, and either eDirectory or Active Directory.

Overview 13



Figure 2-1 File Reporter Work Process
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221 Web Application

The Web application runs on top of Microsoft Internet Information Services (IIS) and is the means of
all administrative interaction. Among other things, the Web application is responsible for:

+ Management of scan policies and report definitions

+ Generating Preview reports

+ Access to stored reports

+ All other management functions

222 Engine

The Engine is the mechanism that runs File Reporter and runs from a Windows Server host. The
Engine does the following:

+ Schedules the scans that the Agents conduct
+ Compiles scans for inclusion in a report
+ Runs scheduled reports

14 Overview



2.2.3

2.24

2.2.5

+ Manages scan delegations to Agents

+ Sends notifications that File Reporter has completed a scan or generated a report

Scan Processor

Introduced in File Reporter 3.0, the Scan Processor alleviates some of the workload that was
previously performed by the Engine. The Scan Processor does the following:

+ Stores scans in the database
+ Processes the scans

Agents

Agents are compact programs that can run on Micro Focus Open Enterprise Server and Microsoft
Windows Server hosts. Agents can examine and report on NSS and NTFS file systems. Additionally,
Agents examine and report on file system security, including file and folder rights, trustee
assignments, and permissions. For more information, see Appendix D, “Agent Scan Capabilities,” on
page 133.

IMPORTANT: For optimal results, you should install an Agent on every server that has a volume or
share you want to report on.

Agents cannot be installed on NAS devices or clustered hardware devices. For File Reporter to report
on these type of devices, Agents can be set up as proxy agents.

Database

The database stores information needed for generating reports. This information includes:

+ Cached Active Directory and eDirectory objects
+ Scans

+ Identity system information such as names of eDirectory trees and Active Directory domains and
forests

+ Schedule information pertaining to scans and reports
+ Notification information

+ Report definitions

¢ Scan history

+ Scan policies

+ Volume free space

Overview 15



226 Scans
Through the Agent, File Reporter takes a “scan” of the file system'’s storage resource at a given
moment. A storage resource can be a Micro Focus (formerly Novell) network server volume or a
Microsoft network share.
Scans are indexed data that are specific to a storage resource. They are the means of generating a
storage report or the means of analyzing data using the analytics tools. Scans include comprehensive
information on the file types users are storing, when files were created, when they were last modified,
permission data on the folders where these files reside, and much more.
File Reporter collects scans from the Agents and sends them to the Engine. The Engine then sends
the scans to the Scan Processor, which stores the scans in the database.
You can conduct scans at any time, but we recommend using a scheduled time after normal business
hours to minimize the effect on network performance.
NOTE: Procedures for performing scans are documented in Chapter 5, “Scheduling and Performing
Scans,” on page 39.
2.2.7 Reports
When File Reporter has a scan of a storage resource, you can utilize it to generate a report. You can
generate reports through the following means:
+ Built-in Reports
+ Custom Queries
Built-in Reports
Generating a built-in report is as simple as selecting the report type from a menu.
To generate a report, the Engine takes all of the needed scans that are applicable to the
specifications of the report and consolidates them into a single report by indexing the applicable
scans.
16 Overview



Table 2-1 Built-in Report Types

File System Reports

Security Reports

Trending Reports

Folder Summary
Detail Reports
File Extension
Duplicate Files

Date-Age

Owner

Storage Cost
Comparison
Directory Quota

Historic File System Comparison

Assigned NCP Permissions
Assigned NTFS Permissions
Permissions by Path
Permissions by Identity

Historic NCP Permissions
Comparison

Historic NTFS Permissions
Comparison

Volume Free Space

File Reporter lets you present built-in reports in various formats including PDF, Microsoft Excel, RTF,
HTML, TXT, and CSV. The product also includes built-in graphs for certain report types.

Overview
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Figure 2-2 Sample Report in Graphical Format
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Custom Queries

These reports allow administrators who are familiar with querying the database to generate very
specific report data that might not be available through one of the built-in report types.

Custom query report data can be further customized for layout and presentation from a Windows
workstation with the Report Designer.

18 Overview



Figure 2-3 Page from a Custom Query Report Designed with the Report Designer.
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2.2.8

Analytics

In addition to extensive reporting options, File Reporter provides the ability to graphically analyze file
system data using a variety of analytics tools that are available to administrators through the Client
Tools.

Dashboard

The Dashboard lets you graphically analyze data from file system scans according to the filters that
you specify.

Figure 2-4 The Dashboard
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Tree Map

The Tree Map lets you view graphical representations of hierarchical file system data and in the
process, gain insight very quickly.
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Figure 2-5 Tree Map

Tree Map - File Reporter Data Analytics - 3.0.0
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The Pivot Grid gives you the ability to visually analyze data according to combinations of variables.
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Figure 2-6 Pivot Grid
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The Administrative Interface

+ Section 3.1, “Supported Browsers,” on page 23
+ Section 3.2, “Launching the Administrative Interface,” on page 23

¢ Section 3.3, “Using the Administrative Interface,” on page 25

3.1 Supported Browsers

Micro Focus File Reporter is managed through a Web browser-based interface and is supported on
the latest versions of the following browsers:

Table 3-1 Supported Browsers

Windows Linux Mac OS X
Edge Firefox Firefox
Internet Explorer 11 Chrome
Internet Explorer 10 Safari
Firefox

Chrome

3.2 Launching the Administrative Interface

1 In the browser’s address bar, type:

https://nfr_web_server_dns_nane

The DNS name is the one you created in “Micro Focus File Reporter 3.0 Installation Guide.”
You must enter the DNS name. You cannot log in with an IP address.

The login screen appears.

The Administrative Interface
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2 Enter the username and password of a member of the SRS Admins group that you created and
click Log In.

If you are authenticating to Active Directory, the username can be entered in any of the standard
Active Directory formats:

domai n\ SAMAccount Nane ( AD\ User 1)

UPN(user 1@d. t est. | ab)

LDAP( CN=user 1, OU=hone, DC=ad, DC=t est , DC=I ab)

With LDAP, there may be partial case sensitivity, especially with the domain (DC=) components.
If you are authenticating to eDirectory, the username must be entered in typeless FDN:

adm n. nti r of ocus
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3.3

3.3.1

The File Reporter Home page appears:

) File Reporter 3.0

Main | Scans | Reports | Administration

NFMS\Administrator

License Info
License Type

Identity
System

Expiration
Date

Licensed
Features

Current
Time

Time Zone

Production
NFMS.UTOPIA.NOVELL.COM
9/8/2016

Active Directory Reporting
eDirectory Reporting

Server Local Time

3/29/2016 4:55:32 PM

GMT Daylight Time
(UTC +01:00)

Engine Data Path
C:\ProgramData\Micro Focus\SRS\Engine\data
Total Space 79.66 GB

Free Space 58.77 GB

Log Out
Home
=
@ General 0 Scans Il Reports
Version Info Scan Policies 20 Report Definitions 40
Web - =
e 3.0.0.2 Scan Collection Report Generation
Application
Engine 3.0.0.5 Scans In Progress 1] Reports In Progress 0
# Scans Last Day 0 # Stored Reports o
Scan 0.0.0.0
St #
Processor S/CARG asE otk o Stored Report Storage
Operating Microsoft Windows Server 2012
A 1 Bytes In U: 0 byt
System R2 Standard gents ytes in Use yies
Total A t: 2 Fi Bytes Re ini 58.77 GB
Database PostgreSQL 9.4.5 otal Agents ree Bytes Remaining
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Using the Administrative Interface

+ Section 3.3.1, “Viewing Notifications,” on page 25

¢ Section 3.3.2, “Configuring the Web Interface,” on page 27

+ Section 3.3.3, “Viewing System Information,” on page 28

All tasks are conducted by selecting an option from one of the menus at the top of the page.

The Main menu provides access to notifications and system information. The Web Interface

Configuration option in the Administration menu lets you set your preference for entries listed on a

page.

Viewing Notifications

File Reporter displays notifications for successfully completed scans, failed scans, completed reports,
failed reports, errors, warnings, and other information. You can use the filtering options to list only the
notification types you want.

1 From the Main menu, select Notifications.

The Administrative Interface
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Severity Timestamg

Error 2912016 7102132 PM

® ©¢ o Q0O OOQOOCOOO

Errer S/IWI0L6 T:02:09 PR

[ L 2006 70206 PH
9 Erer INI0E T:02:06 MM
Page 1 of 2 (54 iterns) x|z

* Create Fiter

Drag a cobenn header here ta group by that colemn

=  Status Code Category
(0} Operation successful. Scan
(0} Operation successful. scan
(0} Operation successful. Scan
(0} Operation successful. scan
(6} Gperation successful, Scan
() Gperation successful, Scan
(0} Gperation successful, Scan
() Gperation successful, Scan
(0] paraticn sussaesful. Sewn
[150) Netwerk sommusicationg asrar hae sesurrad. Sewn
(150) Network communications error has ocourred. Sean
(7] The recard data i invakd. Scan
(7) The recard data is invald. Scan
(7] The record data = invebd. Scen

Netifications

Tha schadulad o -
285) was unabie ba complete.
Thara are 3 retry Attampts

The scheduled data sean for sterage pat
unable ta eomeiete. Th
remaining. The next ath

The scheduled data scan for storage pasl
unable b comelete. The folomng errer ooe

msadutp.réms.uiopia,nvell.com\tQusers (Scan 10 2
wng error eeurred: (7) The record dota s wvahd. There are 3 v
ramaining, Tha nast sttampt wil B4 mada in 1554 tacend

Copyright © Comdeny Comerntion 2015

Like many pages in the administrative interface, you can modify the current display.

misadutp réms.utopia.nevell.cemMGShare (Szan 1D 254) was
) The 2 retry amermots

23] was

2 rebey sttermots

(Optional) Display columns in the order you want by dragging them to the desired location.

2
3 (Optional) List the most recent notification by clicking twice the column heading.
4

(Optional) Filter the notifications to display only the information you want:

4a At the desired column heading, click the “pin” icon.

For example, the Message column.

4b Select the desired filter option.

For example, Contains.

oy 10 281) was unable
id. There are 2 retry sttamess remai

4c In the field to the left of the “pin” icon, enter the distinguishing word or letter for the filter.

For example, Per ni ssi ons.
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The page is updated according to the filtering parameters.

Main | Scans | Reports | Administration

3 medreah Notifications

T Ot et — o sca for taeger [\\freusadutp,nlms. ueesin. nervellecer MunichUsers] wih id [289] completed

Bor tarpet [Vimendutp. nfme ueocia.noy

3.3.2 Configuring the Web Interface

After 20 minutes of inactivity in the administrative interface, you are required to log in again. You can
adjust this setting and specify the number of items displayed per page through the Web Config page.

1 From the Administration menu, select Web Interface Configuration.

NFMS\Administrator

@) File Reporter 3.0 Main | Scans | Reports | Administration It

Web Config

| Display Options

Grid Page Size 50| - | rows Note: This setting applies to the current browser only. ‘
| Session Options |

Authentication Timeout 20| © |minutes  Note: This sstting will not affect any current authenticated sessions.
Report Page Execution Timeout 900 | | seconds
Apply

Copyright ® Condrey Corporation 2016

2 In the Grid Page Size field, specify the number of entries you want displayed.

3 Inthe Authentication Timeout field, specify the minutes of inactivity before you will need to log in
again.

4 Click Apply.

5 When you are notified that the Web interface configuration was saved, click OK.
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3.3.3 Viewing System Information

When you work with a Micro Focus Support representative to diagnose the source of a problem, you
might be asked to access the System Info page. To do so, simply select System Info from the Main

menu.

System Info
Referanced Web Application Assemblies
PastgreSoL 9.4.5 on xB6_E4-suse-hnux-gou, compled by gos (SUSE Linux) Hame
e 3-branch revision 152973], 64-bit
ar, vles
17
Database Name sredb
3.000.1 =
69,903,448 bytes
" 18 DevExpress. Web ASPxTreelist.vi5.2
Permisicn Scans 15 DevEspress. Web.v!
Velume Trend Scans 12 DevEx
[= 152, Wk | ]
Tddentity System Data
dentity Systams Cownt ] =
Identity System Cached Objects 04 1 ST
Identity Systems Sae 409,600 bytes
Database Parameters
same valus Source Cwscrignion
Autovacuum autovacuum on default Starts the autovacuum subprocess.
Autovacusm autevacuum_analyze_scale_facto 0.1 default Number of tuple inserts, updates, or deletes prior to analyze as a fracten of reftuples.
At 5 d 50 default
200000000 dafault
Aukovacusm BUbSVACUUM_Max_warkers a default Sets the maximum number of simultanecusly nanning sutovacuum worker procasses.
Autovacuum autovacuum_mukicact_freeze_mi 400000000 default Multixact age at which to autovacuum a table to prevent mukixact wraparound.
Auovacuam Butovacuum_naptime &0 ¥ default Time to sleep between autovacuum runs.
At aut delay 20 ma default
St uts _limit <1 dafnult
Autovacuum ButovacuUm_vacuum_scals_facts 0.2 default Number of tuple updates or deletas prior ta vacuwm 8¢ a fraction of reRuples.
Ausovcinm autovacuum_vacuurn_threshold 50 default Hinimum number of tuple updates or deletes prior o vacuum. o
o

NOTE: The layout and content displayed in the System Info page varies between environments
utilizing a PostgreSQL database and Microsoft SQL Server.
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4.1

411

Performing Setup Procedures

Before you can start scanning storage resources and generating reports, you first need to perform
some setup procedures.

+ Section 4.1, “Enabling Other Identity Systems,” on page 29

*

Section 4.2, “Viewing Storage Resources,” on page 33

*

Section 4.3, “Assigning Proxy Targets,” on page 35

*

Section 4.4, “Configuring Notifications,” on page 36

*

Section 4.5, “Integrating with Micro Focus Storage Manager,” on page 37

Enabling Other Identity Systems

+ Section 4.1.1, “Enabling eDirectory,” on page 29
+ Section 4.1.2, “Enabling Active Directory,” on page 31

During the installation of the Engine, you specify the primary identity system (directory service) when
you load the File Reporter license file. If the File Reporter license file is for Active Directory, then
Active Directory is the primary identity system. If the license file is for eDirectory, then eDirectory is
the primary identity system.

File Reporter lets you enable other identity systems so that you can scan and report on the storage
resources that are within those systems.

+ Section 4.1.1, “Enabling eDirectory,” on page 29
+ Section 4.1.2, “Enabling Active Directory,” on page 31

Enabling eDirectory

File Reporter allows you to enable multiple eDirectory trees as identity systems.

IMPORTANT: If you have Universal Passwords set up for all users in your tree, you must have the
proper settings for File Reporter to work. Refer to “Micro Focus File Reporter 3.0 Installation Guide”
for more information.

IMPORTANT: If your primary identity system is Active Directory and you want to enable eDirectory,
you must first install the Client for Open Enterprise Server on the Windows server that is hosting the
Engine.

1 Select Administration > Identity Systems.
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NFMS\Administrator

W File Reporter 3.0 Main | Scans | Reports | Administration |
[ ©nds ot Default S . set Pro ord | 3 Refresn | Identity Systems
Drag a column header here to group by that column
Primary | Name Type Default Server Proxy Credentials Authenticated
@  nfms.utopia.novell.com Active Directory NFMS\nfrproxy (]
Copyright @ Condrey Corporation 2015
2 Click Add.

Add eDirectory Identity System

eDirectory Authentication:
Default Server Address:

Username:

Password:

Tree Mame:

Proxy Object FDM:

Assign Supervisor rights to [Root] for Proxy
Account

OK Cancel

Default Server Address: Specify the IP address of any server in the directory tree.
Username: Use typeless FDN format naming to specify an administrator name.
Password: Specify the administrator password.

Tree Name: Specify the name of the eDirectory tree.

Proxy Object FDN: Use typeless FDN format naming to specify a name for the proxy object that
you are creating.

For example, MFRPr oxyChj ect . syst em

Assign Supervisor rights to [Root] for Proxy Account: Leaving this check box selected
enables File Reporter to scan all volumes in the directory tree. If you deselect this option, the
Agent can scan only those volumes to which the File Reporter proxy object has been given
supervisor rights.

When this option is deselected, storage resources might not build properly.
We therefore recommend that this option remain selected.
3 Complete the fields and click OK.
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The eDirectory identity system is added.

: S 5 e NFMS\Administrator
i) File Reporter 3.0 Main | Scans | Reports | Administration Loa Out
[ ©nw <Dire o 5 Refresn | Identity Systems
Drag a column header here to group by that column
Primary | Name Type Default Server Proxy Credentials Authenticated
&  nfms.utopia.novell.com Active Directory NFMS\nfrproxy (]
NFMS_TREE eDirectory 172.17.2.180 CN=nfrproxy.O=system Q

Copyright © Condrey Corporation 2015

4 (Optional) Repeat these steps to add additional eDirectory identity systems.

41.2 Enabling Active Directory

File Reporter allows you to enable only one Active Directory forest as an identity system.

1 Select Administration > Identity Systems.

: e . an ' NFMS\Administrator
) File Reporter 3.0 Main | Scans | Reports | Administration [
[ @ Delete | Set eDire ese S Refresh | Identity Systems
Drag a column header here to group by that column
Primary | Name Type Default Server Proxy Credentials Authenticated
(] OES11-TREE eDirectory 10.250.220.210 (/]

Copyright © Condrey Corporation 2015

2 Click Add.
3 In the Identity System region, click the Active Directory option.
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Add Identity System
Identity System Type:

eDirectory (2 Active Directory

Comain Administrator Credentials:
Username:

Pagsword:

Forest Roaot:

Proxy User: LWLABS),
Proxy Rights
Group: LWLABSA

OK Cancel

Username: Specify a username for an administrator in Active Directory.
Password: Specify the password for the administrator.

Forest Root: Because the Windows Engine host server is already part of a domain, the forest
name is entered automatically.

Proxy User: Name the proxy user.
For example, MFRPr oxy.
Proxy Rights Group: Name the proxy rights group.
For example, MFRPr oxyRi ght s.
4 Click OK.
The Active Directory identity system is added.

NFMS\Administrator

@) File Reporter 3.0 Main | Scans | Reports | Administration O
| & Add Delete | Set Default Server for eDirecto eset Proxy Account Passwort 3 Refresh | Identity Systems
Drag a column header here to group by that column
Primary | Name Type Default Server Proxy Credentials Authenticated
@  OEsii-TREE eDirectory 10.250.220.210 NFMS\nfrproxy (]
Iwlabs. local Active Directory LWLABS\nfrproxy (]

Copyright @ Condrey Corporation 2015
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4.2

Viewing Storage Resources

When an identity system has been enabled, the associated storage resources, which include Micro
Focus volumes and Microsoft shares, are available for scanning and reporting.

File Reporter cannot see a Windows network disk drive that is not shared.

1 Select Administration > Storage Resources.

) File Reporter 3.0 Main | Scans | Reports | Administration
\ Rebuild Cancel Rebuild | 43y Refresh Storage Resources
Identity System In Progress | Discovery Strategy | Rebuild Start Time Rehuild Total Time Rebuild Status
nfms.utopia.novell.com Containers 3/30/2016 12:00:00 AM 00:00:48 Q
NFMS_TREE Containers 3/30/2016 12:00:00 AM 00:00:00 o

¥ Create Filter

Copyright @ Condrey Corporation 2016

2 Select a check box pertaining to one of the listed eDirectory trees or Active Directory forests.

The Rebuild button is enabled, allowing you to rebuild the storage resources for the selected
eDirectory tree or Active Directory forest. You should rebuild the storage resources whenever
you add a new server.

3 (Optional) Click Rebuild to rebuild the storage resources for the eDirectory tree or Active
Directory forest.

4 Click one of the listed eDirectory trees or Active Directory forests.

. - : e NFMS\Admini
) File Reporter 3.0 Main | Scans | Reports | Administration -
| O piscovery options | [E]schedule | Rebuild | = nly Selected Servers | G Refresh | Resources Editor - NFMS_TREE
| [Resource Operating System [ Fon [ File system Last Update [ Last Update attempt \
L4 OES11FM3 QES Linux CN=oes11fms.0 3/30/2016 3:01:14 PM 3/30/2016 3:01:14 PM
< >
Copyright © Condrey Corporation 2016
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All of the servers in the selected eDirectory tree or Active Directory forest are displayed.
5 Click each button to view options.

Discovery Options: For large organizations with eDirectory trees or Active Directory forests
spanning multiple geographic areas, rebuilding the storage resources can take many hours.
Rather than rebuilding the storage resources for the identity system, you can select this to create
a scope that specifies just those new containers or servers that need added.

Storage Resource Discovery Options - nfms.utopia.novell.com X4

Scope by Container List Scope by Server List

Container FOM

Mew
Mo Containers defined, The entire nfms.utopia.novell.com forest will be searched.

¥ Create Filter

o]’y Cancel

Select whether to specify the servers through a container FDN or server FDN, then click New to
enter the paths. Specify the FDN path and click Update. When all of the paths you want to be
searched are listed, click OK.

Schedule: By default, File Reporter rebuilds the identity system’s storage resources at 12:00
AM each day. Larger sites might want change this setting to weekly or on a specific day of the
month. To do so, click this option and modify the settings in the dialog box.

Rebuild: Clicking this button automatically rebuilds the identity system’s storage resources.
Rebuild Only Selected Servers: Use this option to rebuild the selected servers.
Refresh: Refreshes the resource list.
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6 Click the > for each server to browse the storage resources.

) File Reporter 3.0 Main | Scans | Reports | Administration
| O biscovery Options Schedule | Rebuild | Rebu Selected Servers | '3 Refrash | Resources Editor - NFMS_TREE
‘ ‘ Resource Operating System ‘ FON | File System Last Update ‘ Last Update Attempt |
¥ OESLIFMS OES Linux CN=oesi1fms.0 3/30/2016 3:01:14 PM 3/30/2016 3:01:14 PM
i@ ATvoLL NSS
& DsTVOLL NSS
& FILRVOL NSS
i HQvoLL NS5
i@ LonvoLt NSS
i NSMPROXYHOME Ext3
& NycvoLy NS5
¥ vauLT NSS

Copyright © Condrey Corporation 2016

4.3 Assigning Proxy Targets

File Reporter does not include a NetWare Agent. Furthermore, an Agent cannot be deployed on a
NAS device or server cluster. Finally, some organizations might not want Agents deployed on every
server. In situations such as these, you can have a deployed Agent on another server function as a
proxy agent.

1 Select Administration > Agents.
All of the Agents are listed.

) File Reporter 3.0 Main | Scans | Reports | Administration

| ssign Proxy Targe Delete | 3 Refresh Agents

Drag a column header here to group by that column

Agent Server Version Identity System Last Heartbeat Proxy Count | Status Message
@  fmsadutp.nfms.wtopia.novell.com 3.0.0.5 Active Directory, eDirectory 3/30/2016 3:55:47 PM 0
& oestifms.utopia.novell.com 3.0.0.5 eDirectary 3/30/2016 3:56:00 PM a

¥ Create Filter

Copyright @ Condrey Corporation 2015

2 Select the Agent you want to set up as a proxy agent and click Assign Proxy Targets.
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Azzign Proxy Targets for oesl 1fms.utopia.novell.com baxcd

Server Idantity System

LWELABS LWELABS

¥ Creste Filber

Ok Cancel

3 Select the proxy targets and click OK.

44 Configuring Notifications

Notification parameters specify what types of notifications are listed and how email notifications are
sent.

1 Select Administration > Notification Configuration.

@) File Reporter 3.0 Main | Scans | Reports | Administration NFMS"'*“"”"”l‘;"'a(“i"'

Notification Configuration

Notification Settings

Only notify me about events of at least this severity level: | Success -
Days to display notifications in the dashboard: 30

¥| Enable Mail Notifications

Mail Settings

Mail Server: 172.17.2.180

Port: 25

Connection Type: | Clear -

From Email Address: |support@utopia.novell.com
Use Authentication
Username:
Password:

Minutes to buffer multiple notications for a single email: |1

Save Changes

Copyright © Condrey Corporation 2016

Only notify me about events of at least this severity level: This field lets you specify the

severity level of events that are recorded and displayed in the Notifications page and through
email notifications.

The severity levels are listed from lowest to highest, with Success being the default setting.
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4.5

If you change the severity level, File Reporter records and displays only the events for that

severity level and higher. Older notifications from formerly recorded severity levels continue to
be displayed in the Notifications page. For example, if you change the setting from Success to

Warning, only warning and error events are recorded, but the formerly recorded success and
info events are still displayed, unless you filter them out.

To avoid receiving emails for every successful event, you should modify this setting to a more

restrictive level.

Days to display notifications in the dashboard: This field indicates the number of days an
event is listed in the Notifications page.

Enable Mail Notifications: Clicking this activates the fields in the Mail Settings region of the
page.

Mail Server: Specify the IP address or hostname of the mail server to use for sending the email

notifications.
Port: Specify the port number used by the mail server.
Connection Type: Specify the encryption type used by the mail server.

From Email Address: Specify the address you want displayed in the From field of the email
notifications that are sent.

Use Authentication: If your mail server requires authentication, select this.
Username: Specify the mail server username.
Password: Specify the mail server password.

Minutes to buffer multiple notifications in a single email: File Reporter can consolidate
messages into a single email notification. If you change this setting to 5, File Reporter
consolidates all of the events that took place in 5 minutes and emails you a notification.

2 Specify your notification parameters and click Save Changes.

Integrating with Micro Focus Storage Manager

If you have Micro Focus Storage Manager deployed, you can use Micro Focus File Reporter to report

on Storage Manager policies. Before you can do so, you must first specify the server address and
port number of the server hosting the Storage Manager Engine.

IMPORTANT: File Reporter 3.0 requires that you upgrade to Storage Manager 4.0 or above.

1 Select Administration > File Management Integration.
2 Specify the IP address or DNS name of the server hosting the Storage Manager Engine.
3 Specify the port number that the Storage Manager Engine is using.

The default port number is 3009.
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@ File Reporter 3.0

e s NFMS\Administrator

Main | Scans | Reports | Administration o

File Management Integration
Micro Focus Storage Manager Engine Communication

Server Address |172.17.2.82 @ Successfully connected to the Micro Focus Storage Manager Engine
Port 3009 -

Save Changes

Copyright @ Condrey Corporation 2016

4 Click Save Changes.
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5 Scheduling and Performing Scans

5.1

¢ Section 5.1, “Scans,” on page 39

¢ Section 5.2, “Adding a Scan Target,” on page 40

¢ Section 5.3, “Removing a Scan Target,” on page 42

+ Section 5.4, “Creating Scan Policies,” on page 42

¢ Section 5.5, “Establishing a Baseline Scan,” on page 45

¢ Section 5.6, “Clearing a Baseline Scan,” on page 45

+ Section 5.7, “Editing a Scan Policy,” on page 46

+ Section 5.8, “Deleting a Scan Policy,” on page 46

¢ Section 5.9, “Scheduling Scans,” on page 46

+ Section 5.10, “Editing a Scheduled Scan,” on page 47

¢ Section 5.11, “Clearing a Schedule on a Scheduled Scan,” on page 47
+ Section 5.12, “Conducting an Immediate Scan,” on page 47
+ Section 5.13, “Viewing Scans in Progress,” on page 47

+ Section 5.14, “Retrying Failed Scans,” on page 48

+ Section 5.15, “Viewing Scan Data,” on page 49

+ Section 5.16, “Viewing Scan History,” on page 49

¢ Section 5.17, “Troubleshooting a Failed Scan,” on page 50

Scans

Through the Agent, Micro Focus File Reporter takes a “scan” of the file system’s storage resource at
a given moment. A storage resource can be a Micro Focus network server volume or Microsoft
network share.

Scans are indexed data that are specific to a storage resource. They are the means of generating a
storage report. Scans include comprehensive information on the file types users are storing, when
files were created, when they were last modified, permission data on the folders where these files
reside, and much more.

File Reporter collects scans from the Agents, compresses them, and sends them to the Engine,
where the Scan Processor takes them and uploads them to the database.

Scans can be taken at any time, but we recommend using a scheduled time after normal business
hours to minimize the effect on network performance.

You should consider a number of factors as you decide how often to conduct a scan:

+ Although daily scanning always provides the most up-to-date information, scanning is not
throttled and may place a considerable load on the server hosting the Agent.
+ Most storage resources do not change rapidly enough to justify daily scanning.

+ Monthly scanning places the least total load on individual servers and on the network, but scans
are not as up-to-date as they could be.
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5.1.1

40

5.2

+ You can scan frequently changing volumes more often and scan the more static volumes less
often.

+ Part of the decision concerning scanning frequency involves the primary purpose of the
reporting. Reporting on storage trending can generally use less frequent scans, but reporting
that is intended to solve immediate problems, such as “Who filled up this volume?” needs more
frequent scans.

+ When information is needed immediately, you can manually trigger a scan.

+ For installations where you are not sure of the optimal scanning frequency, you can start with
weekly scanning, and then adjust that interval based on the needs of the particular site.

Scan Retention

By default, File Reporter only retains the most current File System scan and Permissions scan of a
storage resource. However, if you want to generate Historic Comparison reports, which let you
compare two scans of the same storage resource over two points in time, you will need to specify that
scans be retained. Depending on the retained scan type, this is done either manually or automatically.

Manual Retention

You can specify that a File System or Permissions scan be retained indefinitely as a “Baseline scan”
by manually specifying it in the Scan Data page. For procedures and more information on Baseline
scans, see Section 5.5, “Establishing a Baseline Scan,” on page 45.

Automatic Retention

Within the scan policy, you can specify that the last File System scan or Permissions scan be retained
when a new File System scan or Permissions scan is conducted. This version is known as a
“Previous scan.” For procedures and more information on Previous scans, see Section 5.4, “Creating
Scan Policies,” on page 42.

Adding a Scan Target

All volumes and shares must first be specified as a scan target before they can be scanned.

1 Select Scans > Scan Targets.
2 Click Add.
3 Click the > to view the volumes and shares of the listed servers.
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Storage Resource Browser

Resource

Filter: R

Refresh

¥ MNFMS_TREE
WOES11IFMSVATLWOLL
WOES11FMS\DSTVOLL
WOES11FMS\FILRVOL
WOES11FMS\HOQWOL1
WOES11FMS\LONVOLL
WOES11FMS\NSMPROXYHOME
WOES11FMS\NYCWOLL
WOES11IFMSWALLT
¥ nfms.utopia.novell.com
‘Wmsadutp.nfms.utopia.novell.com\ADMINS
‘Wmsadutp.nfms.utepia.novell.com\AtlantaSh:
‘Wmsadutp.nfms.utopia.novell.com\atlantallsi
‘Wmsadutp.nfms.utepia.novell.comiCs

Vifmsadutp.nfms.utopia.novell.com\F$

OK Cancel

4 Select the volumes and shares you want File Reporter to be able to scan and click OK.

The scan targets are added.

@) File Reporter 3.0

Main | Scans | Reports | Administration

NFMS\Adm

¥ Creats Filter

‘ & add Delete | ¥ Refresh | & Rebuild Storage Resources Scan Targets
Drag a column header here to group by that column
Identity System + | Target Path | File System 1d
A » £ v
nfms.utopia.novell.com \\fmsadutp.nfms.utopia.novell.com\MunichData NTFS 8~
nfms.utopia.nowell.com \\fmsadutp.nfms. utopia.novell.com\MunichUsers NTFS E]
nfms.utopia.novell.com \\fmsadutp.nfms. utopia.novell.com\NYCShare NTFS 10
nfms.utopia.novell.com \¥fmsadutp.nfms.utopia.novell.com\NYCUsers NTFS 11
nfms.utopia.novell.com \\fmsadutp.nfms.utopia.novell.com\Support NTFS 12
nfms.utopia.novell.com \\fmsadutp.nfms. utopia.novell.com\vault NTFS 13
NFMS_TREE \\OES11FMS\ATLVOLL NSS 14
NFMS_TREE \\OES11FMS\FILRVOL NSS 19
NFMS_TREE \\OES11FMS\HQVOL1 NSS 1 |5
NFMS_TREE \\OES11FMS\LONVOLL NSS 16
NFMS_TREE WOES11FMS\NYCVOLL NSS 17
NFMS_TREE \OES11FMS\WVAULT nNSS 18 [
Page 1 of 1 (19 items) 1
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5.3 Removing a Scan Target

1 Select Scans > Scan Targets.

2 Select the check box pertaining to the volume or share you want to remove as a scan target and
click Delete.

3 When the confirmation dialog box appears, click Yes.

5.4 Creating Scan Policies

The specifications for a scan are established in a scan policy. The scan policy specifies the following
parameters:

+ What type of scan to conduct (File System, Permissions, or Volume Free Space)

+ The scan targets

¢ Scan retry settings

+ The scan schedule

IMPORTANT: The scan policy name must be unique. If you attempt to give the scan policy an
existing name, File Reporter generates an error.

1 Select Scans > Scan Policies.
2 Click Add.

Mew Scan Policy 3

Policy Name

Policy Type
File System

Permissions

“olume Free Space

OK Cancel

3 In the Scan Policy Name field, specify a name for the scan policy.
You can provide a description of the policy in the next dialog box.
4 Select the type of scan that File Reporter is to conduct.

File System: Scans the files currently stored on the network volume or share, the size of those
files, when the files were last accessed, the locations of duplicate versions, and so forth.

Permissions: Scans the rights, trustee assignments, and permissions pertaining to the folders
stored on the volumes or shares.

Volume Free Space: Scans the availability of free space on the volumes or shares.
5 Click OK.
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Scan Policy Editor 22

Mame MS Munich File System

Crescription

Retry Count 3
Retry Interval 60| _ | |Minutes -
Directory Quotas Scan Directory Quotas

.ﬂ. MNote that this may ke 3 significant smeunt of time.

Previous Scans Save Previcus Scan

od Remowe

Target Path

o]’y Cancel

Name: Displays the name of the scan policy.
Description: Specify a description of the scan policy in this field.

Retry Count: Specify the number of times File Reporter attempts to scan the storage resource
targets listed in the scan policy if there is a failure.

Retry Interval: Specify the amount of time before File Reporter retries scanning the storage
resource targets listed in the scan policy if there is a failure.

Directory Quotas: By default, a scan does not include home folder quota information, because
gathering this information on Windows shares can extend the scan time significantly. Unless you
plan to generate a Directory Quota report, we recommend that you leave this option deselected.

This option applies only to File System scans.

Previous Scans: This option lets you specify whether to keep the previous version of a scan
generated through this policy. This scan is known as the “Previous scan” which you can then use
to generate a Historic Comparison report through a comparison with either a Baseline scan or a
“Current scan.” For more information, see Section 6.8, “Historic Comparison Reports,” on

page 77.

Previous scans are designated whenever a new scan is performed. The new scan is the Current
scan and the earlier scan becomes the Previous scan. When the target paths are eventually
scanned again, the new scan becomes the Current scan, the earlier Current scan becomes the
Previous scan, and the former Previous scan is deleted.

NOTE: If you want to maintain a scan indefinitely, you can do so by specifying it as a Baseline
scan. For more information, see Section 5.5, “Establishing a Baseline Scan,” on page 45.

The management of Previous scan retention occurs when processing a new scan. This means
that if you deselect Retain existing Previous scan, no existing Previous scan will be removed at
that time, but it will be removed when a new scan is processed.
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Add: Click this option to specify the scan targets for the scan policy.

IMPORTANT: After a target has been added to a scan policy, the same target cannot be added
to another scan policy of the same scan policy type. For example, if you specify \ \ Pi nyon\ Vol 1
in one File System scan, you cannot specify the same volume in another File System scan.

Clicking Add brings up a dialog box like the one below where you can select available storage
resources.

Scan Target Browser B

Identity System Target Path

nfms.utepia.nevell.com  WWmsadutp.nfms.utepia.novell.com'AatlantaShare
nfms.wtepia.novell.com  ‘\Wmsadutp.nfms.utopia.novell.com'Atlantallsers
nfms.utepia.novell.cem  \fmsadutp.nfms.utopia.novell.com\HGShare
nfms.utepia.novell.com  \Wmsadutp.nfms.utepia.novell.com\HQWUsers
nfms.utepia.novell.cem  \\fmsadutp.nfms.utopia.novell.com\HRDept
nfms.utepia.nevell.com  \Wmsadutp.nfms.utopia.novell.com\LondonShare
nfms.utepia.novell.com  ‘\Wmsadutp.nfms.utopia.novell.comiLondonUsers
nfms.utopia.nevell.com  \Wfmsadutp.nfms.utepia.novell.com\MunichData
nfms.utepia.novell.com  ‘\Wmsadutp.nfms.utopia.novell.com\MunichUsers
nfms.utepia.novell.cem  \Wmsadutp.nfms.utopia.novell.com\WYCShare
nfms.utopia.nevell.com  \Wmsadutp.nfms.utepia.novell.com\NYClUsers
nfms.utepia.novell.com  \\fmsadutp.nfms.utepia.novell.comiSuppert

nfms.utepia.nevell.com  \Wmsadutp.nfms.utepia.novell.comiault

MFMS5_TREE WMOES11IFMS\ATLVOLL
MFMS5_TREE WOES11FMS\FILRWOL
Page 1 of 2 {19 items} | s (>

ol Cancel

6 Click OK to save the scan policy.
The scan policy is now displayed on the Scan Policies page.
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5.6

NFMS\Administrator

@ File Reporter 3.0 Main | Scans | Reports | Administration

Log Out
| @ ads E : : ar Schedule 5 Refresh | Scan Policies
Drag 3 column header here to group by that column
Policy Name | Scan Type ¥ | Scan Target Count | Save Previous § Schedule Retry Count Retry Interval 1d
T £ £ T ® T £ A
o MS Munich File Systems  File System Data 2 Yes |3 [Not Scheduled] 3 60 minutes 23 A
D MS Munich Permissions Permissions 2 Yes |3 [Not Scheduled] 3 60 minutes 8
MS Volume Free Space -
Diccon Volume Free Space 13 (Yes) [ [Not Scheduled] 3 60 minutes 20
Novell Atlanta File File System Data 1 Yes '3 [Not Scheduled] 3 60 minutes g
P gystems =
Novell Atlanta . mcep =
D parrissions Permissions 1; Yes |3 [Not Scheduled] 3 60 minutes 10
D Novell Filr File System File System Data it Yes |3 [Not Scheduled] 3 60 minutes 17 S
B Novell Filr Permissions Permissions i Yes |3 [Not Scheduled] 3 60 minutes 18
D Novell HQ File Systems File System Data 1 Yes [ [Not Scheduled] 3 60 minutes 11
D Novell HQ Permissions  Permissions i} Yes [ [Not Scheduled] 3 60 minutes 12
Novell London File File System Data 1 Yes  ['2] [Not Scheduled] 3 60 minutes 13
P gystems 5 T
Page 1 of 1 (20 items) 1
¥ Create Filter
Copyright ® Condrey Corporation 2016

The scan policy still needs to be scheduled. For procedures on scheduling scans, go to
Section 5.9, “Scheduling Scans,” on page 46.

Establishing a Baseline Scan

A Baseline scan is a scan that you save as a reference for a comparison with another scan. You
compare scans when you generate a Historical Comparison report. Unlike a Previous scan, which
gets replaced as a new Current scan is created, a Baseline scan is retained indefinitely until you
decide to delete it. You can have only one Baseline scan per scan target.

IMPORTANT: Because you can have only one Baseline scan per scan type for a scan target,
establishing a scan as a Baseline will override any established Baseline scan of the same scan type
for the same scan target.

1 Select Scans > Scan Data.

2 In the far left column, select the check box pertaining to the scan you want to set as a Baseline
scan.

3 Click Set Baseline.
4 When the confirmation dialog box appears, click Yes.

Clearing a Baseline Scan

Scans designated as Baseline scans are retained until the baseline designation is cleared. If a
Baseline scan that is in the Retained state has its Baseline status removed, that scan will be
immediately marked for deletion.

1 Select Scans > Scan Data.

2 In the far left column, deselect the check box pertaining to the scan you want to clear as a
Baseline scan.

3 Click Clear Baseline.

4 When the confirmation dialog box appears, click Yes.
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5.7 Editing a Scan Policy

1 Select Scans > Scan Policies.

2 Click the check box that pertains to the scan policy that you want to create a edit.
3 Click Edit.

4 Change any of the settings you wish.

5 Click OK.

5.8 Deleting a Scan Policy

1 Select Scans > Scan Policies.
2 Click the check box that pertains to the scan policy that you want to delete.
3 Read the warning and click Yes.

5.9 Scheduling Scans

1 Select Scans > Scan Policies.
2 Click the check box that pertains to the scan policy for which you want to create a schedule.
3 Click Edit Schedule.

Schedule for MS HGQ Permissions Ex4

Schedule Start

Engine Local Time 12:00 AM

Engine Local Start Date | 4/1/2016 -

Schedule Recurrence

Cnce
Draily
Weekly |Friday -

Manthlhy

OK Cancel

Engine Local Time: Specify the time that you want the scan to begin.

The time you select is based on the time zone where the Engine is located and not the Agent
that conducts the scan.
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5.10

5.11

5.12

5.13

Engine Local Start Date: Specify the date when you want the scan schedule to take effect.

Be aware that entering a date does not mean that the scan takes place on that date. If the
Engine Local Start Date is set for today, which is a Monday, but the Schedule Recurrence setting
is set for Weekly on Sunday, the scan does not take place until Sunday.

Once: Select this option to scan the storage resources specified in the scan policy only once.
Daily: Select this option for a daily scan of the storage resources specified in the scan policy.

Weekly: Select this option and specify a weekday for a weekly scan of the storage resources
specified in the scan policy.

Monthly: Select this option and specify a day for a monthly scan of the storage resources
specified in the scan policy.

4 Specify the scheduling parameters and click OK.

Editing a Scheduled Scan

1 Select Scans > Scan Policies.

2 Click the check box that pertains to the scan policy for which you want to edit a schedule.
3 Click Edit Schedule.

4 Make the schedule changes you want.

5 Click OK.

Clearing a Schedule on a Scheduled Scan

1 Select Scans > Scan Policies.
2 Click the check box that pertains to the scan policy for which you want to clear a schedule.
3 Click Clear Schedule.

4 When the confirmation prompt appears, click Yes.

Conducting an Immediate Scan

1 Select Scans > Scan Policies.

2 Click the check box that pertains to the scan policy for which you want to conduct an immediate
scan.

3 Click Scan Now.
4 When the confirmation prompt appears, click Yes.

Viewing Scans in Progress

You can view details on the scans that are in progress through the Scans in Progress page. When the
scan has been completed, you can view the details in the Scan History page.

1 Select Scans > Scans in Progress.
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@) File Reporter 3.0 Main | Scans | Reports | Administration

¥ Refrash

Drag a column header here to group by that ealumn

Sean I | Scan Target Sean Pokcy Sean Type agent Start Time
* v * * *
327 VCESUIFMSVFILRVOL  Hevell volume free Valume Free Space 3/30/2016 8:40:09 PH
Spoce Scan

20 \WOLS: MEWYCVOLL Mavell NYC File System  File Systam Data ces1lfms 2016 Bi40:0% PM
ny MSLONVOLL | B den Permissions seslifms 140:0% PH
321 \WOESIIFMS\NYCVOLY Nevell Permissions  Permissions oesllims 140109 PM
3B VCESIIFMEWONVOLL ol Londan Fie File Syster Cata wesiifms 140:09 PH
217 NWOES1IFMEHQVOLL Mavell HQ Parmissions Permissans ces1lfms k! 2016 Bi40:0% PM
ne LIFMS\HQWOLL Novell HQ File Systems  File System Data ceslifms 140109 PM
315 \WOESIIFMS\FILRVOL Nowvell Filr Permissions Permissions oesllims 140109 PM
314 \\OES1IFME\FILRVOL Newvell Filr File Syetem Fila System Data oeelifme

Fage 1 of 1 (% items) 1

+ Crasts Filter

Waiting for Retry

Scan in Progress

Scan in Progress

Scan in Progress

Scan in Progress

Scan in Progress

Scan in Progress

Scan in Progress

Sean in Progress

"

Try Count

Mext Retry Time

-

3/30/2016 9:40:00 PM

Scans in Progress

Last Error
v

{10) An OF function has
failed.

(0) Operation
successful,

(0) Operation
successful,

{0} Cperation

As you click Refresh, the completed scan listings are removed and listen in the Scan Data and

Scan History pages.

5.14 Retrying Failed Scans

In the Scan Policy Editor dialog box, the default scan policy settings for Retry Count is three and the
Retry Interval is 60 minutes. You can adjust each of these settings. Assuming the default settings are
not adjusted, File Reporter retries the scan in 60 minutes and only retries to scan up to three times.

48

Until File Reporter has attempted all three retries, the failed scans remain listed on the Scans in
Progress page. After all retries have been performed, the scan listing is moved to the Scan History

page.

As long as a filed scan is listed on the Scans in Progress page, you can retry the scan manually by

doing the following:

1 From the Scans in Progress page, select the check box corresponding to the failed scan.

2 Click Retry.
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5.15 Viewing Scan Data

The Scan Data page lets you view a minimal set of details pertaining to the currently available scans

for each scan target.

1 Select Scans > Scan Data.

@

File Reporter 3.0

Main | Scans | Reports | Administration

[© <t Baceline | Clear Baseline | 5 Refresh | Scan Data
Drag a column header here to group by that column
Scan1d | Scan Target Scan Type ¥ | State « ¢ Baseline ¥ | Triggered Scan Time Policy + | Agent ® | status
Clear ¥ L4 -|® A ¥ »
\\fmsadutp.nfms.utopia.novell.com ] . ~
P i File System Data  Current  False 5/21/2015 3:32:40 PM MS Atlanta File Systems ~ FMSADUTP (0 Gperation successful.
peg| [N\ meadutp afina Utbaia navall. com Permissians Current  False 5/21/2015 :40 PM MS Atlanta Permissions FMSADUTP (0) Operation successful. |~
\Atlantashare
262 \\fmsadutp.nfms.utopiz.novell.com\AtlantaUsers  File System Data  Current  False 5/21/2015 3:32:40 PM MS Atlanta File Systems  FMSADUTP  (0) Gperation successful.
252 \\fmsadutp.nfms.utopia.novell.com\AtlantaUsers  Permissions Current  False 5/21/2015 3:32:40 PM MS Atlanta Permissions  FMSADUTP  (0) Operation successful.
257 \\fmsadutp.nfms.utopia.novell.com\HGShare File System Data  Current  False 5/21/2015 3:32:40 PM MS HQ File Systems FMSADUTP  (0) Operation successful.
261 \\fmsadutp.nfms.utopia.novell.com\HQShare Permissions Current  False 5/21/2015 3:32:40 PM MS HQ Permissions FMSADUTP (0) Operation successful.
256 \\fmsadutp.nfms.utopiz.novell.com\HQUsers File System Data  Current  False 5/21/2015 3:32:40 PM MS HQ File Systems FMSADUTP  (0) Operation successful.
260 \\fmsadutp.nfms.utopiz.novell.com\HQUsers Permissions Current  False 5/21/2015 3:32:40 PM MS HQ Permissions FMSADUTP  (0) Operation successful.
255 \\fmsadutp.nfms.utopia.navell.com\HRDept File System Data  Current  False 5/21/2015 3:32:40 PM MS HQ File Systems FMSADUTP  (0) Operation successful.
258 \\fmsadutp.nfms.utopia.novell.com\HRDept Permissions Current  False 5/21/2015 3:32:40 PM MS HQ Permissions FMSADUTP  (0) Operation successful.
114 mr:::‘;tﬁé:;mS'UtUD'E'”UVE”'Eum File System Data | Current  True 3/28/2014 10:36:16 AM M5 London File Systems  FMSADUTP (0) Operation successful.
v
Page 1 of 2 (78 items) 102 (>
¥ ¥ [State] Is any of ("Current', 'Previous’, 'Retained") Clear
Copyright @ Condrey Corporation 2016

5.16

Viewing Scan History

The Scan History page displays a complete history of all scans, along with details of the scan and
some basic information of the storage resource at the time of the scan, including the file and folder

count.

1 Select Scans > Scan History.

) File Reporter 3.0 Main | Scans | Reports | Administration
= .
Scan History
Drag a column header here to group by that column
Scan ; Database Folder
= Start Time | scan Target Sean Policy Scan Type Agent Scan Duration | D2 0% File Count | (3050 | status
v =L v v v v v v s - ¥
~
314 3/30/2016 8:40:09 PM  \\OES11FMS\FILRVOL g\”]:;” i E‘:(:ymm oeslifms  00.00:00:05.000 00.00:00:00.000 166 28 (0)- Success
315 3/30/2016 8:40:09 PM  \\OES11FMS\FILRVOL g:;’;‘l‘sggns Permissions  oesiifms  00.00:00:05.000 00.00:00:00.000 0 28 (0) - Success
316 3/30/2016 8:40:09 PM  \\OES11FMS\HQVOLL NovellHOUElE | |iFilsSyetarm oesiifms  00.00:00:12.000 00.00:00:00.000 6,685 567 (0) - Success
Systems Data
317 3/30/2016 8:40:09 PM  \\OES11FMS\HQVOLL g:;’ri‘l‘s:lnlns Permissions  oeslifms  00.00:00:09.000 00.00:00:00.000 0 567 (0) - Success
oy Novell London  File System s e 7
318 3/30/2016 8:40:09 PM  \\OES11FMS\LONWOLL File Systems Data oesiifms  00.00:00:04.000 00.00:00:01.000 382 125 (0) - Suecess
Novell London
313 3/30/2016 8:40:08 PM  WOES1IFMS\LONVOLL oo™ W™ Permissions  oeslifms  00.00:00:06.000  00.00:00:00.000 0 125 (0) - Success
320 3/30/2016 8:40:03 PM  \\OES11FMS\NYCVOL1 g\”[::;‘mwc ke g‘;:ys‘em oesiifms  00.00:00:07.000 00.00:00:00.000 823 84 (0) - Success
Novell NYC
321 3/30/2016 8:40:09 PM  WOES1IFMS\WNYCVOL1  pot® D0=  Permissions  oeslifns  00.00:00:05.000  00.00:00:00.000 0 91 (0) - Success
Novell Volume RS
326 3/30/2016 8:40:09 PM  \\OES11FMS\VAULT Free Space e oeslifms  00.00:00:01.000 00.00:00:00.000 0 0 (0) - Success
can v
Page 1 of 7 (325 items) 1|2 345|672
¥ Create Filter
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You can click the columns to list the data in ascending or descending order.

Because the Scan History page logs each successful scan, the most efficient way of locating a
scan is using a filter.

5.17 Troubleshooting a Failed Scan

1 Verify that the Agent service is running properly on its host machine.

2 Verify that the host machine where the Agent is installed has enough free disk space to
temporarily store a copy of the scan in its uncompressed and compressed form.

3 If an Agent is not installed directly on the server with the storage resource you want to scan,
verify that a proxy assignment for the storage resource has been established.

4 If the proxy agent is not scanning, assign the storage resource from a different proxy agent and
try scanning again.

5 When scanning Windows storage resources, verify that the Proxy Rights group has been
assigned the proper rights to the share.

The Proxy Rights group must be assigned to the builtin\administrators group or the local
administrators group on the server where the scan is being conducted.

6 Verify that the Windows Firewall is configured to permit network traffic to flow between the
Engine and the Agent.

For more information on the Windows Firewall, see Section B.2, “Windows Firewall
Requirements,” on page 127.
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6 Generating Reports

6.1

+ Section 6.1, “Overview,” on page 51

¢ Section 6.2, “Changing Your Cover Sheet Branding,” on page 52

¢ Section 6.3, “Changing the Report Data Font,” on page 53

+ Section 6.4, “Built-in Report Types,” on page 54

+ Section 6.5, “Directory Data Reports,” on page 54

+ Section 6.6, “Permissions Reports,” on page 64

+ Section 6.7, “File Data Reports,” on page 68

+ Section 6.8, “Historic Comparison Reports,” on page 77

+ Section 6.9, “Trending Report,” on page 82

¢ Section 6.10, “Custom Query Reports,” on page 83

¢ Section 6.11, “Unformatted Reports,” on page 85

+ Section 6.12, “Micro Focus Storage Manager Policy Reports,” on page 87
+ Section 6.13, “Scheduling Reports,” on page 87

¢ Section 6.14, “Editing a Scheduled Report,” on page 88

¢ Section 6.15, “Clearing a Schedule on a Scheduled Report,” on page 89
+ Section 6.16, “Copying a Report Definition,” on page 89

+ Section 6.17, “Viewing Reports in Progress,” on page 90

+ Section 6.18, “Troubleshooting Reports,” on page 90

Overview

After you have conducted scans on storage resources, Micro Focus File Reporter has the content
needed to generate reports. The type of report you can generate depends on the type of scan that
you have conducted. For example, in order to create an Assigned NTFS Permissions report, a
Permissions scan on a Windows share must first be conducted.

All reports are created by first creating report definitions. The report definition specifies the report
name, type, target path to the scans, and more.

IMPORTANT: The report definition name must be unique. If you attempt to give the report definition
an existing name, File Reporter generates an error.

File Reporter has built-in aggregate reporting capabilities, meaning that you can specify multiple
target paths in the same report. Additionally, File Reporter has built-in scoping, which allows you to
browse through the file path or identity system and specify the level where you want to start reporting
data. Finally, Boolean filtering is available for all File Data Reports. For more information, see
Appendix A, “Filtering,” on page 121.

When the definition has been saved, you can generate the report immediately, or schedule it to be
generated.
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You can generate reports in either Preview or in Stored Report mode. Preview lets you view the report
where you can save it locally if you want to. Stored Report saves the report to the server hosting the
Engine, where it remains for a set amount of days.

You can generate Detailed Reports from certain built-in report types. For example, a File Extension
Report can be the means of generating a Detailed Report that includes the specific details of all of the
*. nov files.

All built-in reports include a cover sheet that you can customize to include your organization’s logo.

6.2 Changing Your Cover Sheet Branding

All generated built-in reports include a cover sheet that includes a default graphic. If you want, you
can replace it with your organization’s logo.

1 Select Reports > Report Definitions.
2 Select Report Branding and Styling > Report Branding.

Report Branding 3

Company Mame

Company Logo

Images must meet the following criteria:

% less than one megabyte (1 MB)
» Dimensions no langer than S00x400 pixels
% File format is one of the following:

PNG (*.png)
IPEG (* jpg, * jpeg)
BMP (* bmp)
Browse... Reset
Save Cancel

3 In the Company Name field, specify the name of your organization.
This is the name that appears on the front cover.
4 Click Browse, then browse to and replace the default logo with a new logo.
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6.3

Report Branding 4

Company Mame Marthern Valley Bank

Company Logo

Northern Valley Bank

Images must meet the following criteria:

» less than one megabyte (1 MB)}
» Dimensions no larger than 500x400 pixels
» File format is one of the following:

PNG (*.png)
JPEG (* jpg, * jpeg)
BMP (* hmp)
iBrowse. Reset
Save Cancel

5 Click Save.

Changing the Report Data Font

Due to limitations of font encoding in PDF files, you might need to specify an alternate report data
font. Locales that have multi-byte characters or characters outside the Latin-1 set of characters
supported by the default font are especially at risk.

If you know the collected data is limited to a specific locale or language, choose a font that properly
displays all characters for that locale or language.

If the collected data might contain characters that span multiple locales or that include both multi-byte
and Latin-1 characters, for example, choose an appropriate Unicode Font that can accurately display
most characters from the Unicode set and not just a specific locale.

Two Unicode fonts known for having both good Unicode character coverage and good glyph
presentation are MS Arial Unicode (a sans-serif font) and CODE2000 (a serif font).

For more information on these fonts and on Unicode fonts in general, see http://en.wikipedia.org/wiki/
Unicode_font.

NOTE: You can change the data font to any font that is available on the server hosting the Web
Application.

Headers and parameters in the reports remain in the default Arial font.
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6.4

6.5

To change the report data font:

1 From the Reports menu, select Report Definitions.
2 From the Report Branding and Styling drop-down menu, select Report Data Font.

3 From the Report Data Font Name drop-down menu, select the font you want displayed in the
report.

4 Click Save.

Built-in Report Types
File Reporter has five different built-in report type classifications:

+ Directory Data

+ Permissions

+ File Data

+ Historic Comparison
+ Trending

Each classification includes one or more report types. For example, in the Permissions category,
there are four different reports that can be generated.

For more information about the procedures for generating built-in reports according to classification,
see the following sections:

+ Section 6.5, “Directory Data Reports,” on page 54

+ Section 6.6, “Permissions Reports,” on page 64

+ Section 6.7, “File Data Reports,” on page 68

+ Section 6.9, “Trending Report,” on page 82

¢ Section 6.11, “Unformatted Reports,” on page 85

Directory Data Reports

Reports in this classification include Summary, Directory Quota, Storage Cost, and Comparison
Reports.

Before generating any type of Directory Data report, you must first conduct a File System scan on the
volumes or shares you want to report on.

¢ Section 6.5.1, “Generating a Summary Report,” on page 55

+ Section 6.5.2, “Generating a Directory Quota Report,” on page 61

+ Section 6.5.3, “Generating a Storage Cost Report,” on page 61

+ Section 6.5.4, “Generating a Comparison Report,” on page 63
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6.5.1 Generating a Summary Report

Summary reports provide a summary of the contents of folders according to a specified level in the
file system.

1 Select Reports > Report Definitions.

2 Click Add.
Add Report Definition B
Mame
Report Type
Directory Data File Data
Summary Filename Extension Filename Extensicn Detail
Directory Quota Cwner Owner Detail
Storage Cost Duplicate File Duplicate File Detail
Comparison Diate-Age Date-&ge Detail
Permissions Historic Comparison Trending
Assigned MCP Permissions File System Comparisen “elume Free Space
Assigned NTFS Permissions MNCP Permissions Comparisen
Permissions by Path NTFS Permissions Lastm Query
Comparison Custem Qluery Report
Permissions by Identity Ouery Rep
Create report as Unformatted (for use with Text, Csv, or Xls exports)
oK Cancel

3 In the Name field, specify a descriptive name of the report definition.
For example, User Volume Summary Report.
The name can contain up to 64 alphanumeric characters.

4 Select the Summary option and click OK.
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Report Definition Editor - MS HQ File System Summary Report =

Mame MS HQ Filz System Summary Repa Report Path Depth of .
Initial Chart Path Depth o .
Type Summary Report mit= # = eH
Report Definition created on
|2/31/2016 7:51:59 PM by ﬂ'ﬂ\ Report Path Depth greater than 2 or 4 may resultin
Ciescription NFMS\administrator significant report size and processing time,

J Target Paths MSM Paolicies

Add Remowve

Target Path

Ok Cancel

5 In the Report Path Depth field, specify the depth of reporting.

For example, if you select 3, the Summary report lists the file contents of all file paths in the
specified shares up to 3 levels in the file structure.

For example, for a server named Las Vegas, the Summary report would list the contents of these
paths:

\\l asvegas. nvb. | ocal \ Users1

\\l asvegas. nvb. | ocal \ Users1\a

\\l asvegas. nvb. | ocal \ User s1\ a\ st uf f

\\l asvegas. nvb. | ocal \ User s1\ a\ st uf f\ nor est uf f

6 In the Initial Chart Path Depth field, specify the initial path depth for inclusion in the Top Ten
Folders by Size chart that is displayed in the report header section.

This is important so that when the Report Path Depth is greater than zero, the top level folders
are now conditionally included. The Chart Path Depth parameter is not allowed to be greater
than the currently specified Report Path Depth.

7 From the Target Paths tab, click Add.
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Scan Data Browser - File System Data

* M NFMS_TREE

3 mE P
BB nfms.utopia.novell.com

(8]

Cancel

8 Click the > to browse to and select the file paths you want included in the report, then click OK.
You must expand the eDirectory tree or Active Directory forest to be able to select the volumes

or shares, even if you want to select the root of the eDirectory tree or Active Directory forest.

9 Click OK.

The report definition is added to the list.

@) File Reporter 3.0

Main | Scans | Reports | Administration

[ @ aw

[#] schedule ~ = Generate ~

Report Branding and Styling

'3 Refresh

NFMS\Admin

Report Definitions

rator

Log Out

Drag a column header

Name

& mos:

M16:

MO2:

1]
=
|
& nz:
|
|
|

15

= LG
& mos:

& noi:
& oz

Page 1 of 1 (41 items)

LOL O PLOLOLOLOLOLOLOLOLHLL L

¥ Create Filter

here to group by that column

B s s
Comparisen

HQ Owners - Summary

Munich Owners

: HQ Owner Summary

: HQ Owner Detail - ataft

ataft Owner Report

: clawson Permissions

: clawson Permissions

Finance Folder Permissions

: Finance Folder - Permissions

HQ Home Folder Summary

] M14: Munich Home Folders
summ:;

MS HQ File Systems Summary
B report

NYC Users - Summary
NYC Depts - Summary

1

Report Type ¥
v

Historic File System Comparison
Qwner

Qwner

Owner

Owner Detail

Owner Detail
Permissions by Identity
Permissions by Identity
Permissions by Path
Permissians by Path
Summary

Summary

Summary
Summary

Summary

Targets | MSM Policies

)
1

)

Report Owner

nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator
nfms\administrator

nfms\administrator

nfms\administrator
nfms\administrator

nfms\administrator

Schedule

L] [not Scheduled]
[2] [not Scheduled]
[&] [vot Scheduled]
1] [vot Scheduled]
1] [Not Scheduled]
1] (Not Scheduled]
Day 1 of every month at 12:00 AM
1] [Not Scheduled]
Day 1 of every month at 12:00 AM
1] [Not Scheduled]
[ [Not Scheduled]

[E] [Not Scheduled]

[] [Not Scheduled]
[ Nt Scheduled]
[ Nt Scheduled]

16

18

18

22

21

15

43

30

28
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10 Do one of the following:

+ Generate the report in Preview mode by following the procedures under “Generating a
Preview Report” on page 58.

+ Generate the report in Stored mode by following the procedures under “Generating a Stored
Report” on page 59.

Generating a Preview Report

A preview report is generated from scan data in the database and is temporarily cached in the Web
application's data folder. When you close a preview report, you cannot access the report again until
you generate a new one using the same report definition.

When you view a report in Preview mode, you can print the report or save the report locally.
1 From the Report Definitions page, select the report definition from which you want to generate a
report.
2 Select Generate > Generate Preview.

3 (Conditional) If you get a message stating that your browser prevented pop-up windows from
appearing, enable pop-ups for this site.

& | S B Page |1 ~lof[a| & O |@ E |eor

~  Summary
Parameters
Top 10 Folders by File Size
> Report Data

Summary Report

Northern Valley Bank

Northern Valley Bank

Report Date:  3/10/2016 1:33:41 PM
Generated by: File Reporter

All reports are structured similarly, with a title page, report parameters, for some report types a
Top Ten summary, followed by a comprehensive breakdown of the data in the pages that follow.
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Display the Search Window button: Lets you conduct a search within the preview report.
Print the Report button: Prints the entire preview report.

Print the Current Page button: Prints the currently displayed page.

First Page button: Takes you to the first page of the preview report.

Previous Page button: Takes you to the page that precedes the page you are viewing.
Page drop-down menu: Lets you advance to a page number by selecting it.

Next Page button: Takes you to the page that follows the page you are viewing.

Last Page button: Takes you to the last page of the preview report.

Export a Report and Save it to the Disk button: Exports the preview report to the file type
listed in the drop-down menu and lets you view or save it in the new format.

Export a Report and Show it in a New Window button: Exports the preview report to the file
type listed in the drop-down menu.

File Type drop-down menu: Lets you select the file type format to export the report to.

Document Navigation: Lists the contents of the report. You can click any item to advance within
the preview report.

4 Export, save, or print the preview report.

Generating a Stored Report

Generating a report in Stored mode means that the report is saved and available for access for a set
number of days from the time it is generated. Of course, you can save the report locally where you
can keep it indefinitely.

1 From the Report Definitions page, select Generate > Generate Stored Report.
2 Select Reports > Stored Reports.

NFMS\Administrator

@) File Reporter 3.0 Main | Scans Reports | Administration Log Out

ele ‘G Refresh Stored Reports

Drag a column header here to group by that celumn

Name Size Report Type % | Report Time = | Expiration Date Id
¥ ¥ ¥ -| ¥ - ¥

& @ Ms HQ File Systems Summary Report 81.64 KB Summary 3/31/2016 5:32:37 PM 4/30/2016 12:00:00 AM 1

Page 1 of 1 (2 items) 1

¥ Create Filter

Copyright © Condrey Corporation 2016

3 Click the report you want to view.

4 (Conditional) If you get a message stating that your browser prevented pop-up windows from
appearing, enable pop-ups for this site.
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& | P B Page |1 vlofla| & B @ [ [por

v Summary
Parameters
Top 10 Folders by File Size
> Report Data

Summary Report

Northern Valley Bank

Northern Valley Bank

Report Date: ~ 3/10/2016 1:33:41 PM
Generated by:  File Reporter

All reports are structured similarly, with a title page, report parameters, for some report types a
Top Ten summary, followed by a comprehensive breakdown of the data in the pages that follow.

Display the Search Window button: Lets you conduct a search within the preview report.
Print the Report button: Prints the entire preview report.

Print the Current Page button: Prints the currently displayed page.

First Page button: Takes you to the first page of the preview report.

Previous Page button: Takes you to the page that precedes the page you are viewing.
Page drop-down menu: Lets you advance to a page number by selecting it.

Next Page button: Takes you to the page that follows the page you are viewing.

Last Page button: Takes you to the last page of the preview report.

Export a Report and Save it to the Disk button: Exports the preview report to the file type
listed in the drop-down menu and lets you view or save it in the new format.

Export a Report and Show it in a New Window button: Exports the preview report to the file
type listed in the drop-down menu.

File Type drop-down menu: Lets you select the file type format to export the report to.

Document Navigation: Lists the contents of the report. You can click any item to advance within
the preview report.

5 Save or print the stored report.
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6.5.2 Generating a Directory Quota Report

6.5.3

Directory Quota reports specify folders with assigned quota, the amount of quota assigned, and the
amount of quota consumed.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Directory Quota option and click OK.

Report Definition Editor - London Users Quota Report £x4
Mame Landen Users Quota Report

Unformatted

Type Diirectory Quota Report

Report Definition created on
3/31/2016 6:56:59 PM by
Description NFMS\Administrator

Target Paths MSM Policies

Add Remove

Target Path

Ok Cancel

From the Target Paths tab, click Add.
Browse to and select the file paths you want included in the report and click OK.
Click OK.

Generate the report as either a Preview report or a Stored report.

0 N O O

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

Generating a Storage Cost Report

Storage Cost reports indicate storage costs according to prices established in the Cost per Unit
setting of the Report Definition editor. You can use this report to determine which users or groups are
being irresponsible with network storage practices.
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NOTE: When the report is generated, the monetary symbol that is displayed comes from the local
Engine/Web server's Windows locale and region settings. For example, if the Windows server hosting
the engine and Web application is set up using US locale and region, it will show a $ for costing
displays in the report.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Storage Cost option and click OK.

Report Definition Editor - Atlanta Storage Cost Report £3
Mame Atlanta Storage Cost Report Unit GB |=
Cast Unit 1.0
Unfarmatted ol i
Type Storage Cost Report

Report Drefinition created on
3/21/2016 7:02:52 PM by
Description NFMS\administrator

Target Paths MSM Paolicies

Add Remove

Target Path

OK Cancel

In the Unit drop-down menu, select the storage unit value for which you want to establish a cost.
In the Cost per Unit field, indicate the cost of the selected storage unit.

From the Target Paths tab, click Add.

Browse to and select the file paths you want included in the report and click OK.

Click OK.

10 Generate the report as either a Preview report or as a Stored report.

© 00 N O O

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
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6.5.4

Generating a Comparison Report

A Comparison report specifies the differences between two selected folders on the network. This is
useful if you want to verify that servers are hosting the same version of software, library files on
servers are the same, and so forth.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.

4 Select the Comparison option and click OK.

Repart Definition Editar - Munich Comparison Report =

MName Munich Comparison Repart Comparisan Results )
Show unique paths from both targets -
Unfarmatted i

Type Comparison Report

Report Definition created on
3/31/2016 7:09:50 PM by
Ciescription MNFMSYAdministratar

Target Paths |

Ackd Remove

Target Path Index

OK Cancel

5 In the Comparison Results drop-down menu, select an option.

Show unique paths from both targets: The report indicates the differences in folder and file
names for the compared target paths.

Show paths unique to the first target: The report indicates only the unique folder and file
names found in the first target path.

Show paths unique to the second target: The report indicates only the unique folder and file
names found in the second target path.

6 From the Target Paths tab, click Add.

7 Browse to and select two volumes, shares, or folders whose data you want to compare and click
OK.

8 Click OK.

9 Generate the report as either a Preview report or as a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
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6.6 Permissions Reports

Reports in this classification include Assigned NCP Permissions, Assigned NTFS Permissions,
Permissions by Path, and Permissions by |dentity.

NOTE: The term “Permissions” in File Reporter includes NTFS permissions as well as NCP rights
and trustee assignments.

Before generating any type of Permissions report, you must first conduct a Permissions scan on the
volumes or shares you want to report on.

¢ Section 6.6.1, “Generating an Assigned NCP Permissions Report,” on page 64

+ Section 6.6.2, “Generating an Assigned NTFS Permissions Report,” on page 65

+ Section 6.6.3, “Generating a Permissions by Path Report,” on page 66

+ Section 6.6.4, “Generating a Permissions by ldentity Report,” on page 67

6.6.1 Generating an Assigned NCP Permissions Report

The Assigned NCP Permissions report indicates the assigned Micro Focus (formerly Novell) file
system rights and trustee assignments for all folders and subfolders from a specified path.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.

4 Select the Assigned NCP Permissions option and click OK.

Repart Definition Editor - London NCP Permissions bx4
Mame Landan NCP Permissiens Limit Path Depth

Unfarmatted

Type Assigned NCP Permissions Report

Report Definition created on
3/31/2016 7:24:26 PM by
Description MFMS\administrator

Target Paths MSM Policies

Add Remova

Target Path

OK Cancel

5 (Conditional) If you want to limit the scope of the report to a set depth in the file structure, click
the Limit Path Depth check box and specify the depth level.
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For example, if you specify 3, the report lists the file contents of all file paths in the specified
target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified target
path.

6 From the Target Paths tab, click Add.
7 Browse to and specify the file paths you want included in the report.

Scan Data Browser - Permissions Data b4

¥ ] NFMS_TREE

-

* =] VOESLIFMSWATLVOLL
¥ i WOES11FMS\FILRWOL
2 i VWOESLIFMS\HOWOLL
4 i WOES1IFMS\LONWOLL
& i WOESL1IFMS\NYCWOLL

OK Cancel

8 Click OK to close the Scan Data Browser.
9 Click OK to close the Report Definition Editor.

10 Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.

For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

6.6.2 Generating an Assigned NTFS Permissions Report

The Assigned NTFS Permissions report indicates the assigned Microsoft file system user
permissions for all folders and subfolders from a specified path.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Assigned NTFS Permissions option and click OK.
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6.6.3

5

Report Definition Editor - Londen NTFS Histeric Comparison Report =

Mame London NTFS Historic Cemparison Repor Limit Path Depth

T — Scans to Compare Current and Previous -
Histaric MTFS Permissions Comparison

Type Report Include Inherited ACEs
Report Definition created on 4/1/2016 #| Include Removed Paths

5:28:34 PM by NFMS\Administrator
Description

Target Paths

Add  Remove

Target Path

Ok Cancel

(Conditional) If you want to limit the scope of the report to a set depth in the file structure, click
the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the file contents of all file paths in the specified
target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified target
path.

(Conditional) If you don’t want the report to include inherited ACEs (Access Control Entries),
deselect the Include Inherited ACEs check box.

7 From the Target Paths tab, click Add.
8 Browse to and specify the file paths you want included in the report and click OK.
9 Click OK.

10

1

Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

Generating a Permissions by Path Report

The Permissions by Path report indicates the effective rights to the Micro Focus (formerly Novell) file
system or the permissions to the Microsoft file system according to the paths you specify.

Select Reports > Report Definitions.

2 Click Add.

3

In the Name field, specify a descriptive name of the report definition.

4 Select the Permissions by Path option and click OK.
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Report Definition Editor - London Permissions by Path Report =

MName Lendon Permissions by Path Report
Unformatted
Type Permissions by Path Report

Report Definition created on
12/321/2016 8:04:36 PM by
Drescription MFMS\Administrator

Target Paths MSM Policies

Acd Remove

Target Path

oK Cancel

5 From the Target Paths tab, click Add.

6 Browse to and specify the file paths you want included in the report and click OK.
7 Click OK.

8 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

6.6.4 Generating a Permissions by Identity Report

The Permissions by Identity report indicates the effective rights to the Micro Focus (formerly Novell)
file system or the permissions to the Microsoft file system according to the identities you specify.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Permissions by Identity option and click OK.
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Report Definition Editor - Atlanta Permissions by Identity Report =

Mame Atlanta Permissions by Identity Repo
Unfarmatted
Type Permissions by Identity Report

Report Definition created on
2/31/2016 8:10:02 PM by
Drescription NFMS\administrator

Identities

Add Remowve

Identity System Mame | Display Name

Ok Cancel

From the Identities tab, click Add.

Browse to and specify the identities you want included in the report.

Click OK to close the Identity Browser.

Click OK to close the Report Definition Editor.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

6.7 File Data Reports

Reports in this classification include Filename Extension, Owner, Duplicate File, and Date-Age, along
with detailed versions of each of these reports.

Before generating any type of File Data report, you must first conduct a File System scan on the
volumes or shares you want to report on.

*

*

Section 6.7.1, “Generating a Filename Extension Report,” on page 69

Section 6.7.2, “Generating a Detailed Filename Extension Report,” on page 70
Section 6.7.3, “Generating an Owner Report,” on page 71

Section 6.7.4, “Generating a Detailed Owner Report,” on page 72

Section 6.7.5, “Generating a Duplicate File Report,” on page 73

Section 6.7.6, “Generating a Detailed Duplicate File Report,” on page 74
Section 6.7.7, “Generating a Date-Age Report,” on page 75

Section 6.7.8, “Generating a Detailed Date-Age Report,” on page 76
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6.7.1

Generating a Filename Extension Report

The Filename Extension report presents data grouped according to filename extension. This report is
helpful for determining file types that you do not want stored on your network drives. For example,
you can easily identify who is storing .MP3 or .MQOYV files.

NOTE: File extensions in File Reporter are limited to 32 characters. File extensions longer than 32
characters are considered part of the file name and not as an extension.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Filename Extension option and click OK.

Report Definition Editor - N¥C Filename Extensions Report 2
Mame NYC Filename Extensions Report

Unformatted

Type Filename Extension Report

Repaort Definition created on
2/21/2016 8:20:04 PM by
Diescription NFMS\Administrator

Target Paths MSM Policies | Filters |

Add Remove

Target Path

Ok Cancel

5 From the Target Paths tab, click Add.
6 Browse to and specify the file paths you want included in the report and click OK.
7 (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

8 Click OK.

9 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

10 (Optional) Generate a Detailed report on an individual file extension by clicking a file extension
name in the report.

Generating Reports 69



70

6.7.2 Generating a Detailed Filename Extension Report

A Detailed Filename Extension report is similar to a standard Filename Extension report, except you
can filter the report to include only the files with the extension types you want.

1

Select Reports > Report Definitions.

2 Click Add.
3 In the Name field, specify a descriptive name of the report definition.

4 Select the Filename Extension Detail option and click OK.

Report Definition Editor - NYC Filename Extension Detail Report 1
Mame MY Filename Extension Detail Repor Filename Extensiens [no [=ading dot)

Unfarmatted

Type Filename Extension Detail Report

Repaort Definition created on
3/31/2016 8:42:29 PM by
Description MFMS\Administratar

Target Paths MSM Policies | Filters |

Add Remove

Target Path

Ok Cancel

In the Filename Extension field, specify the flename extensions you want included in the report
by listing each on an individual line. Do not precede the filename extension with a period.

For example:

mov

ipg

tnp

From the Target Paths tab, click Add.

7 Browse to and specify the file paths you want included in the report and click OK.
8 (Optional) Click the Filters tab and set the filters for the report.

10

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

Click OK.
Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.

For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
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6.7.3 Generating an Owner Report

An Owner report groups data according to file owners. If it is determined that certain users are using
a disproportionate amount of storage, you can see what these users are storing and if they are
justified in doing so.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.

4 Select the Owner option and click OK.

Report Definition Editor - Atlanta Owners Report 1
Mame Atlanta Owners Report

Unformatted

Type Cwner Report

Report Definition created an
3/31/2016 9:50:40 PM by
Diescription MNFMS\Aadministrator

Target Paths MSM Policies | Filters |

Add Remaowve

Target Path

Ok Cancel

5 From the Target Paths tab, click Add.
6 Browse to and specify the file paths you want included in the report and click OK.
7 (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

8 Click OK.

9 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

10 (Optional) Generate a Detailed report on an individual owner by clicking an owner’s name in the
report.
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6.7.4 Generating a Detailed Owner Report

A Detailed Owner report is similar to a standard Owner report, except you can specify the users you
want information on.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Owner Detail option and click OK.

Report Definition Editor - Atlanta Owners Detail Report =
Name Atlanta Owners Detail Report Cwners
Add Remowve
Unfarmatted
. = Identity System =« | Owner -

Type Orwner Detail Report i 2

Report Definition created on Mo data to display

2/21/2016 9:59:20 PM by
Diescription MNFMSYadministrator

Mo data to paginate

Target Paths MSM Palicies | Filters |

Add Remaowve

Target Path

Ok Cancel

5 In the Owners region, browse to and specify the owners you want in the report and click OK.
6 Browse to and specify the file paths you want included in the report and click OK.
7 (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

8 Click OK.

9 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
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6.7.5

Generating a Duplicate File Report

A Duplicate File report indicates duplicate versions of files being stored and their locations. A
principle objective for any organization determined to limit network storage usage should be the
elimination of duplicate versions of files.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Duplicate File option and click OK.

Report Definition Editor - London Duplicate File Report
Mame London Duplicate File Report
UiErrstiad ¥ Match Name
Match Create Time
Type Duplicate File Report
Match Medify Time
Report Definition created on —_— — -
4/1/2016 2:36:36 PM by Prull Lo DAL= atas
Description MFMS\Administrator
Target Paths MSM Policies Filters |
Add Remove
Target Path
Ok Cancel

5 Use the check boxes and Minimum Duplicates field to specify the parameters for reporting.

The more check boxes you select, the more likely it is that File Reporter can identify definitive
duplicate files.

Match Size: Specifies that files reported must have duplicate file sizes. This option cannot be
deselected.

Match Name: Specifies that files reported must have duplicate names with other files.

Match Create Time: Specifies that files reported must have duplicate file creation times with
other files.

Match Modify Time: Specifies that files reported must have duplicate file modification times with
other files.

Minimum Duplicates: Specifies the minimum number of duplicate files, according to the
parameters selected above, for inclusion in the report.

6 Browse to and specify the file paths you want included in the report and click OK.
7 (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.
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8 Click OK.

9 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

10 (Optional) Generate a Detailed report on a duplicate file by clicking a specific file name in the
report.

6.7.6 Generating a Detailed Duplicate File Report

A Detailed Duplicate File report is similar to a standard Duplicate File report, except you can specify
the exact filename to search for, along with exact create and modify times.

1 Select Reports > Report Definitions.
2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Duplicate File Detail option and click OK.

Report Definition Editor - London Detail Duplicate File Report £
MName London Detail Duplicate File Report Duplicate Criteria
Name
Unfarmatted -
Size i bytes
Type Duplicate File Detail Report RS R
Report Definition created on Madify Time
4/1/2016 4:02:01 PM by
Description MFEMS\Administrator

Target Paths MSM Policies | Filters |

Add  Remove

Target Path

Ok Cancel

5 In the Duplicate Criteria region, specify the file name size, and the dates and times that the file
was created or modified.

IMPORTANT: When specifying Create or Modify times, the time entered must be exact down to
the second. If a date range is required, do not enable the Create or Modify criteria here, but use
the date filters in the Filters tab. For more information on filters, see Appendix A, “Filtering,” on
page 121.

6 Browse to and specify the file paths you want included in the report and click OK.
7 (Optional) Click the Filters tab and set the filters for the report.
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For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

8 Click OK.

9 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

6.7.7 Generating a Date-Age Report

The Date-Age report presents file count data according to when files were created, last accessed, or
last modified. You can use this report to help you determine which files have not been accessed for a
given amount of time and then decide whether to delete, archive, or move those files to less
expensive storage.

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.

4 Select the Date-Age option and click OK.

Report Definition Editor - Munich Date-Age Report £

Mame Munich Date-Age Report Date Type Create Time -
Dretail L | hi -

Unformatted Zezl i Edl

Type Diate-Age Report

Report Definiticn created on
4/1/2016 4:18:22 PM by
Drescriptien MNFMS\Administrator

Target Paths MSM Policies | Filters |

Aad Remove

Target Path

Ok Cancel

5 In the Date Type drop-down menu, select an option.
Create Time: Reports when files were created.
Modify Time: Reports when files were last modified.
Access Time: Reports when files were last accessed.

6 In the Detail Level drop-down menu, select an option.

Year: Groups the file count in the report according to the year they were created, last modified,
or last accessed.
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Month: Groups the file count in the report according to the month they were created, last
modified, or last accessed.

Day: Groups the file count in the report according to the calendar date they were created, last
modified, or last accessed.

7 Browse to and specify the file paths you want included in the report and click OK.

8 (Optional) Click the Filters tab and set the filters for the report.

10
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2
3
4

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

Click OK.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
(Optional) Generate a Detailed report by clicking a specific year, month, or date in the report.

Unlike the original Date-Age report that lists the data by file count, the generated Detailed report
lists individual files.

6.7.8 Generating a Detailed Date-Age Report

A Detailed Date-Age report is similar to a standard Date-Age report, except you can specify the exact
create, modify, or access date parameters.

Select Reports > Report Definitions.

Click Add.

In the Name field, specify a descriptive name of the report definition.

Select the Date-Age Detail option and click OK.
Report Definition Editor - Munich Detail Date-Age Report =
Mame Munich Detail Date-Age Report Date Type Create Time -
Ty Detail Level Year -

Enter ane or mere dates with the farmat
. Selected Dates B i
Type Diate-Age Detzil Report ¥yyy-mm-dd, one per line.

Report Definitien created on
4/1/2016 4:22:07 PM by
Drescriptien MNFMS\Administrator

Target Paths MSM Policies | Filters |

Add  Remove

Target Path

Ok Cancel
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5 In the Date Type drop-down menu, select an option.
Create Time: Reports when files were created.
Modify Time: Reports when files were last modified.
Access Time: Reports when files were last accessed.

6 In the Detail Level drop-down menu, select an option.

Year: Groups the file count in the report according to the year they were created, last modified,
or last accessed.

Month: Groups the file count in the report according to the month they were created, last
modified, or last accessed.

Day: Groups the file count in the report according to the calendar date they were created, last
modified, or last accessed.

7 In the Selected Dates field, specify the dates you want.

This indicates that only the files created, last modified, or last accessed on those dates will be
included in the report.

8 Browse to and specify the file paths you want included in the report and click OK.
9 (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Appendix A, “Filtering,”
on page 121.

10 Click OK.

11 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

6.8 Historic Comparison Reports

Historic Comparison reports specify the differences between two similar scan types of the same
target system. For example, if you had a Previous Permissions scan of a Windows share and a
Current Permissions scan of the same share, you could generate a Historic NTFS Permissions
Comparison report that would specify the differences in permissions between the two points in time
that the scans were taken.

Historic Comparison reports can compare the following:

+ Baseline scans to Previous scans
+ Baseline scans to Current scans
+ Historic scans to Current scans

Reports in this classification include Historic File System Comparison, Historic NCP Permissions
Comparison, and Historic NTFS Permissions Comparison.

+ Section 6.8.1, “Generating a Historic File System Comparison Report,” on page 78
+ Section 6.8.2, “Generating a Historic NCP Permissions Comparison Report,” on page 80
+ Section 6.8.3, “Generating a Historic NTFS Permissions Comparison Report,” on page 81
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6.8.1 Generating a Historic File System Comparison Report

1 Select Reports > Report Definitions.
2 Click Add.
3 In the Name field, specify a descriptive name of the report definition.

4 Under Historic Comparison, select the File System Comparison option, then click OK.

Report Definition Editer - Atlanta Historic File System Comparison 34
Mame Atlanta Historic File System Comparisor Limit Path Depth
Uinksrmated Scans to Compare Current and Previous -
Query Filters
Type Histaric File System Comparison Report
— : 7| Added Entries #| Files
Report Definition created on 4/1/2016
5:04:29 PM by NFMS\Aadministratar ¥| Remowved Entries || Folders

Diescription
& Modified Entries

Include entries modified by:

¥| File Size Create Time Directory Quota
| Artributes Maodify Time
of| Owner Access Time

Detail Display Options
| Added Entries
#| Remowved Entries

¥ Maodified Entries
Always show modify detail for:

File Size Create Time Directory Quota
Attributes Maodify Time
Crwner Access Time
Target Paths
Add Remaove
Target Path
Ok Cancel

5 (Conditional) If you want to limit the scope of the report to a set depth in the file structure, click
the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the file contents of all file paths in the specified
target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified target
path.

6 From the Scans to Compare drop-down menu, select one of the following options:
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Current and Previous: Compares the Current scan of the storage resource to the Previous
scan of the storage resource.

Current and Baseline: Compares the Current scan of the storage resource to the Baseline
scan of the storage resource.

Previous and Baseline: Compares the Previous scan of the storage resource to the Baseline
scan of the storage resource.

All options appear whether you have scans or not. If you do not have scans, File Reporter will
generate an empty report.

In the Query Filters region, specify whether to include the following metadata categories in the
report:

Added Entries: If you want the report to list files or folders that have been added since the older
scan, leave this check box selected.

Removed Entries: If you want the report to list files or folders that have been removed since the
older scan, leave this check box selected.

Modified Entries: If you want the report to list files or folders that have been modified since the
older scan, leave this check box selected.

Files: If you want the report to list files, leave this check box selected.
Folders: If you want the report to list folders, leave this check box selected.

In the Include entries modified by: region of the Query Filters, specify which of the attributes
modified between the older and newer scan you want included in the report.

In the Detail Display Options region, identify whether to display the metadata categories
specified below in the Detail Data section of the report.

The categories below pertain to the Detail Data section of the report only, and not the Summary
Data section.

Added Entries: If you want the report to display this category, whether there are added entries
to list or not, select this check box.

Removed Entries: If you want the report to display this category, whether there are removed
entries to list or not, select this check box.

Modified Entries: If you want the report to display this category, whether there are modified
entries to list or not, select this check box.

(Conditional) If you selected the Modified Entries check box, in the Always show modify detail
for: region, select any of the category options you want displayed in the report whether these
metadata categories have been changed between the two scans or not.

By default, the Modified Entries section of the report only shows metadata that has changed.
The options in this region of the dialog box are to force the display of one or more particular
metadata properties.

Any metadata for an entry that File Reporter has determined has changed is displayed in bold
font. Any optional data that has not changed is displayed in regular font.

Browse to and specify the file paths you want included in the report, then click OK.

Click OK to close the Report Definition Editor.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
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6.8.2 Generating a Historic NCP Permissions Comparison Report

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Historic NCP Permissions option, then click OK.

Report Definition Editer - Landon Historic NCP Permissions Comparisoen Report £

Name Lendan Histeric NCP Permissions Comp Limit Path Depth

Wk Scans to Compare Current and Previous -
Historic MCP Permissions Comparison

Type Report ¥| Include Removed Paths

Report Definition created on 4/1/2016
5:14:32 PM by NFMS\administrator
Crescriptian

Target Paths

Add  Remowve

Target Path

Ok Cancel

5 (Conditional) If you want to limit the scope of the report to a set depth in the file structure, click
the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the permissions of file contents of all file paths in the
specified target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified target
path.

6 From the Scans to Compare drop-down menu, select one of the following options:

Current and Previous: Compares the Current scan of the storage resource to the Previous
scan of the storage resource.

Current and Baseline: Compares the Current scan of the storage resource to the Baseline
scan of the storage resource.

Previous and Baseline: Compares the Previous scan of the storage resource to the Baseline
scan of the storage resource.

All options appear whether you have scans or not. If you do not have scans, File Reporter will
generate an empty report.

7 (Conditional) If you do not want the report to list any paths that have been deleted or removed,
deselect the Include Removed Paths check box.

8 Browse to and specify the file paths you want included in the report, then click OK.
9 Click OK to close the Report Definition Editor.

80 Generating Reports



6.8.3

10 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

Generating a Historic NTFS Permissions Comparison
Report

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the Historic NTFS Permissions option, then click OK.

Report Definition Editor - Londen NTFS Histeric Comparison Report =
Mame London NTFS Historic Cemparison Repor Limit Path Depth
Scans to Compare Current and Previous -
Unfarmatted
Historic NTFS Permissions Comparison
Type Report Include Inherited ACEs
Report Definition created on 4/1/2016 #| Include Removed Paths

5:28:34 PM by NFMS\Administrator
Description

Target Paths

Add  Remove

Target Path

Ok Cancel

5 (Conditional) If you want to limit the scope of the report to a set depth in the file structure, click
the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the permissions of file contents of all file paths in the
specified target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified target
path.

6 From the Scans to Compare drop-down menu, select one of the following options:

Current and Previous: Compares the Current scan of the storage resource to the Previous
scan of the storage resource.

Current and Baseline: Compares the Current scan of the storage resource to the Baseline
scan of the storage resource.

Previous and Baseline: Compares the Previous scan of the storage resource to the Baseline
scan of the storage resource.
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All options appear whether you have scans or not. If you do not have scans, File Reporter will
generate an empty report.

(Conditional) If you want your report to include not only direct permissions, but inherited
permissions, select the Include Inherited ACEs check box.

Reporting inherited permissions could make the report significantly larger.

(Conditional) If you do not want the report to list any paths that have been deleted or removed,
deselect the Include Removed Paths check box.

Browse to and specify the file paths you want included in the report, then click OK.

Click OK to close the Report Definition Editor.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

Trending Report

Currently, the only report in this classification is the Volume Free Space report. Before generating a
Volume Free Space report, you must first conduct a Volume Free Space scan on the volumes or
shares you want to report on.

Generating a Volume Free Space Report

The Volume Free Space report lets you view available volume or share disk space over a set amount
of time. For best results, you should conduct regularly scheduled Volume Free Space scans on
specific volumes and shares. File Reporter then has the data it needs to graph the pattern of free
space on the volume or share.

1 Select Reports > Report Definitions.
2 Click Add.

3

In the Name field, specify a descriptive name of the report definition.

4 Select the Volume Free Space option and click OK.
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Report Definition Editor - Atlanta Windows Shares Growth Trending Report 4

Mame Atlanta Windows Shares Growth Trendi| 25t I'IIIJITIIJEI' of days to 365| *
include

Unformatted

Type Volume Free Space Trending Report

Report Definition created on 4/1/2016
5:52:29 PM by NFMSYadministrator
Drescriptien

Target Paths

Add Remaowe

Target Path

Ok Cancel

5 In the Last number of days to include field, specify the last number of days you want the report
to include.

For example, if you want the report to graph the last month, enter 30.
The lowest number you can specify is 7.
6 Browse to and specify the volumes or shares you want included in the report and click OK.
7 Click OK.
8 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

Custom Query Reports

Custom Query Reports are reports that are generated through a series of SQL commands that you
enter. These commands enable you to generate very specific detail in reports that are not available
through the built-in report types in File Reporter.

The SQL commands must be specific to the database (Microsoft SQL Server or PostgreSQL) that
your deployment of File Reporter is utilizing.

NOTE: For details and examples of the supported database functions, tables, and views that you can
utilize in Custom Query reports, refer to the Micro Focus File Reporter 3.0 Database Schema and
Custom Queries Guide.

SQL commands are entered through report editors available from the File Reporter browser-based
administrative interface and from the Report Designer client tool.
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NOTE: For details on using the report editor in the Report Designer, see Section 10.3, “Designing a

Custom Query Report,” on page 114.

TIP: Don't forget to utilize File Query Cookbook as a resource for obtaining SQL commands and
sample report layouts that have been submitted by the File Reporter community. Both the SQL
commands and report layouts can be customized as needed.You can access the File Query
Cookbook directly through the Report Designer interface, or at http://www.filequerycookbook.com.

(http://www.filequerycookbook.com.)

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name for the report definition.
4 Select Custom Query Report.

€]

Custom Query Editor - Internet Explorer

|@ https://nfr.nvb.local/Reports/CustomQueryEditor.aspx?rptld=25

&) e e

Editor

Save Execute
(Ctl-5)  (Ctl-E)
Query

E ’ | Include Column Headers

Delimiter |, (Comma)

Record Limit 100 -

Drag a column here...

lo data to display

No data to paginate

5 Enter the SQL commands according to what information you want included in your report.

As you enter commands, you can click Execute to get a preview in the bottom portion of the

editor of how the report will appear.

The Row Limit setting does not limit the size of the report. Instead, it limits the how much can be

previewed.
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ic] Custom Query Editor - Internet Explorer == -

|® https://nfr.nvb.local/Reports/CustomQueryE ditor.aspx?rptld=25 ﬂ| m E’:? {‘:’}

Editor

E > v Include Column Headers

Delimiter |, (Comma) -

Save Execute
(Ct-5)  [CH-E)
Query Delimited Text

SELECT serwer, scan_target, file_ count, directory_count
2 |FROM srs.active_fs_scans
2 WHERE server = 'nvb-main.nvb.local'

Custom Query modified - click Save or press Ctl-5 to commit changes
A -

Record Limit 100 5

# server scan_target file_count directory_count
1 | nvb-main.nvb.local Whvb-main.nvb.local\Users 37700 13365
2 | nvb-main.nvb.local ‘Wrvb-mainnvb.local\Shares 108 19

Page 10f 1 (2 items)

When you are satisfied with the report and the previewed results, click Save.
Close the Custom Query Report Editor.
Select Reports > Report Definitions.

© 00 N O

Select the Custom Query Report you just saved and generate the report as either a Preview
report or a Stored report.

For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.

Unformatted Reports

File Reporter allows you to generate unformatted reports. In some instances, having an unformatted
report might be useful for doing extensive sorting and filtering of the report data using a product such
as Microsoft Excel.

File Reporter can generate an unformatted report for all built-in report types except for Summary
reports.

You can generate unformatted reports by selecting the option in the Add Report Definition dialog box
or by selecting the Unformatted check box in the Report Definition Editor dialog box.
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6.11.1 Generating Unformatted Reports

1 Select Reports > Report Definitions.

2 Click Add.

3 In the Name field, specify a descriptive name of the report definition.
4 Select the report type you want to generate.

5 Select Create report as Unformatted.

Add Report Definition

5

Mame | Unfermatted Filename Extension Report

Report Type

Directory Data File Data
Summary Filename Extensicn Filename Extension Detail
Cirectory Quota Crhwner Cwner Detail
Storage Cost Duplicate File Duplicate File Detail
Comparison Ciate-Age Diate-fge Detail
Permissions Historic Comparison Trending
CAssigned MCP Permissions File System Comparison “olume Free Space
Assigned NTFS Permissions MCP Permissions Comparison
Permissions by Path MNTFS Permissions o fpueny
Comparisan Custom Query Report

Permissions by Identity

¥| Create report as Unformatted {for use with Text, Csv, or Xls exports)

Ok Cancel

6 Click OK.

7 In the Report Definition Editor, specify the settings and the file paths you want included in the
report, then click OK.

8 Click OK.
9 Generate the report as either a Preview report or a Stored report.
For procedures on generating a Preview report, see “Generating a Preview Report” on page 58.
For procedures on generating a Stored report, see “Generating a Stored Report” on page 59.
10 From the file type drop-down menu, select either XLS, XLSX, Text, or CSV.
11 Click the Export a Report and Save it to the Disk button.
12 Select Save File and click OK.
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6.12 Micro Focus Storage Manager Policy Reports

In most reports, you browse to and specify a file path for the report through the Target Paths tab. If
you have Micro Focus Storage Manager (MSM) managing your organization’s user and collaborative
storage, you can have File Reporter report on the storage according to the target paths of the MSM
policies, rather than through a specific file path.

IMPORTANT: File Reporter 3.0 requires that you upgrade to Storage Manager 4.0 or above.

The advantages to specifying an MSM policy rather than a file path is that an MSM policy can include
many different target paths. For example, in a large organization that utilizes Storage Manager’s load
balancing capabilities, a single MSM policy might have 10 or more target paths. If you chose to
specify the paths through the Target Paths tab, you would need to list all 10 paths. But if you have
each of the target paths listed in a single MSM policy, through the MSM Policies tab, all you need to
do is add the single MSM policy.

Another important advantage is that File Reporter reads the associated policy target paths each time
a report is generated, so that it dynamically responds to changes in assigned target paths for MSM
policies.

NOTE: Procedures for integrating File Reporter with Storage Manager are included in Section 4.5,
“Integrating with Micro Focus Storage Manager,” on page 37.

You can specify MSM policies for all File Reporter reports with the exception of Comparison reports,
Permissions by Identity reports, and Volume Free Space reports.

6.13 Scheduling Reports

You can generate reports on a one-time or regularly scheduled basis.

1 Select Reports > Report Definitions.
2 From the list of report definitions, select one that is not scheduled.
3 Select Schedule > Edit Schedule.
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Schedule for London Duplicate File Report x4

Schedule Start

Engine Local Time 12:00 &M

Engine Local Start Date  |[4/1/2016 -

Schedule Recurrence

COnce
Daily
Weekly Friday -

Monthlhy

OK Cancel

Engine Local Time: Specify the time that you want the report to generate.

The time you select should be based on the time zone where the Engine is located and not the
workstation where you are accessing the Web application.

Engine Local Start Date: Specify the date when you want the report schedule to take effect.

Be aware that entering a date does not mean that the report generates on that date. If the
Engine Local Start Date is set for today, which is a Monday, but the Schedule Recurrence setting
is set for Weekly on Sunday, the report does not generate until Sunday.

Once: Select this option to schedule the report to be generated only once.
Daily: Select this option to schedule the report to be generated daily.
Weekly: Select this option and specify a weekday to generate the report.
Monthly: Select this option and specify a day to generate the report each month.
4 Specify the scheduling parameters and click OK.
The new schedule is displayed in the Schedule column of the Report Definitions page.

6.14 Editing a Scheduled Report

1 Select Reports > Report Definitions.

2 From the list of report definitions, select one whose schedule you want to edit.
3 Select Schedule > Edit Schedule.

4 Make the schedule changes you want.

5 Click OK.
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6.15 Clearing a Schedule on a Scheduled Report

1 Select Reports > Report Definitions.
2 From the list of report definitions, select one whose schedule you want to clear.
3 Select Schedule > Clear Schedule.
4 When the confirmation screen appears, click Yes.
The status of the report definition appears in the Schedule column as Not Scheduled.

6.16 Copying a Report Definition

To save time in creating a new report definition and its associated properties, you can copy an
existing report definition.

When you copy a built-in report, the following properties are included:

+ Report Parameters
+ Report Targets Paths

*

Report Identity Targets
+ Filters
+ Storage Manager Policies

When you copy a Custom Query report, the following properties are included:

+ SQL Query
+ Report Layout

NOTE: Copying a report definition does not copy the content in the Description field, nor does it copy
the report schedule.

1 Select Reports > Report Definitions.
2 From the list of report definitions, select one that you want to copy.
3 From the taskbar, click Copy.

Copy Report Definition =
Source
Target Copy of M17: Munich tmp files
Copy Cancel
4 Click Copy.

The new report definition is added to the list of report definitions with the name Copy of
preceding the name of the original report definition.

5 Select the copy of the report definition.
6 From the taskbar, select Rename.
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Rename Report Definition 34

Mew Name Copy of M17: Munich tmp files

Rename Cancel

7 In the New Name field, specify a name for the new report definition, then click Rename.
8 From the taskbar, select Schedule > Edit Schedule.
9 Set the scheduling parameters for the new report definition, then click OK.

10 From the taskbar, click Edit.

11 In the Description field, enter a new description.

12 Click OK to save the report definition parameters.

6.17 Viewing Reports in Progress

When you generate large reports, you can view the progress in the Reports in Progress page.

1 Select Reports > Reports in Progress.
2 Click Refresh.
When the report disappears from the list, the report generation has completed.

6.18 Troubleshooting Reports

If there is potential for a reporting problem, File Reporter provides notifications to help resolve the
issue. The following points might also be helpful.

1 Verify that a scan exists for the storage resources you want to report on.

2 If your reports include too much data to be useful, narrow the scope of the report by
implementing filters. For more information, see Appendix A, “Filtering,” on page 121.
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Performing Other Administrative Tasks

This section provides procedures for performing administrative tasks not covered in the previous
sections.

+ Section 7.1, “Stopping and Restarting Services,” on page 91

¢ Section 7.2, “Using Folder Summary,” on page 92

¢ Section 7.3, “Considerations for Reporting on NAS Devices,” on page 93
¢ Section 7.4, “Changing the Default Path for Stored Reports,” on page 94
+ Section 7.5, “Changing the Life Span of Stored Reports,” on page 95

+ Section 7.6, “Resetting the Proxy User Password,” on page 95

Stopping and Restarting Services

Use the Configuration Dashboard to stop and restart the Engine, Web Application, Web Service, Web
Site, and Application Pool.
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Figure 7-1 Configuration Dashboard

%% MFR Configuration Dashboard - 3.0.0 = O X

5o License @ Vald license Install or Update License

Product: Micro Focus File Reporter
License Type: Production

Expiration: 9/8/2016

Identity System: nfms.utopia.novell.com
Platform: Active Directory

Features: Active Directory Reporting

o3 Database Q Conﬁgured Configure Database

Database Type: PostgresQL

Database Version: PostgreSQL 9.4.5 on x86_64-suse-inux-gnu, compiled
by gee (SUSE Linux) 4.3.4 [goc-4_3-branch revision 152973], 64-bit
Database Name: srsdb

Database User: srsadmin

Address: 172,17.2.180:5432

Schema Version: 3.0.0.1

O Running Configure Engine
Address: 172.17.2.82:3035 Stop Engine
Admin Group: NFMSinfradmins =ieRsnane
Communications Group: NFMS\SRSCommunications Stop Scan Processor

Proxy User: NFMS\nfrprosxy
Rights Group: NFMS\nfrproxyrights

Engine Timezone: (UTC +01:00) GMT Daylight Time

@ Web Apphcatlon V] Running Confiqure Web Application
Web Site: SRS Site Stop Web Service
AppPool: SRS AppPool
AppPool Identity: NFMS\SRSAppPoolSvec Stop Web Site
Disk Path: C:\jnetpublsrs_root, -
Https Listeners: [All IP Addresses]:443 Stop Application Pool

Hostname: mfr.nfms.utopia. novell.com
AppPool Recyde Time: 03:00:00

https:/imfr.nfms. utopia.novell.com

Q Active Directory forest 'nfms.utopia.novell.com' available - joined to domain NFMS

Q eDirectory available via Movell Client 2 5P3 for Windows Server 2012 (IR.4) 5.1 5P 3 Build 20130330 G Refresh | Close

7.2 Using Folder Summary

The Folder Summary feature provides you a visual folder structure according to the latest scanned
file system data. Folder Summary also provides extensive summary information for the folders and
files.

You can access Folder Summary by selecting Reports > Folder Summary.
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7.3

7.3.1

Figure 7-2 Folder Summary

= = MS\Administrator
@) File Reporter 3.0 Main | Scans Reports | Administration Log Out
[ B expore [[PdF_[+] GiRefresh Folder Summary
| Path a | Scan Start Time File Size File Count Folder Count Folder Quota | 9% of Parent Folder Size %% of Total Size
* ga nfms.utopiz.novell.com ~
> = \\fmsadutp.nfms.utepia.novell.com\AtlantaShare 5/21/2015 3:32:42 PM
v fmsadutp.nfms.utepiz.novell.com\Atlantalsers 5/21/2015 3:32:42 PM
v & 345MB 9,675 141 100 100
v = Home 345 MB 9,675 140 100 100
* E Files.. 951 KB 45 o o
¥ T gjames 37 MB 629 e 250 MB 11 i1 =
? T anance 24 MB o997 7 250mMB 7 7 i
> g arsid 23 M8 589 7 250MB (7 7
* =5 blawson 29MB 580 6 250MB 9 9
* = bnzbers 16 MB 564 8 250MB 5 5
? 5 cedwards 14 MB 579 7 250MB 4 4
> £ dadams same 570 7 250 MB |13 13
*» =5 dbetts 15 MB 570 7 250MB 5 5
» &5 dthomas 17 MB 590 8 250MB 5 5
* Syjmccerd 14 MB 570 7 250MB 4 4
> £ imunz 14 M8 546 7 250MB |4 4
> £ kparks 18 M8 se8 s 250MB |5 s
* =5 lhansen 2zme 621 8 250ME & &6
* =7 ljones 21 MB 600 7 250MB & 6
> P pdavis 18 M8 ss0 7 250MB |5 ]
> potest 3me 472 [ 250MB 2 &
* 55 utopiatest 4 MB 365 7 250 MB 1 1
* == \\fmsadutp.nfms.utopia. novell.com\HQShare 5/21/2015 3:32:41 PM Sl
Copyright @ Condrey Corporation 2016

You can print, save, or export the data as a PDF or XLS file.

Considerations for Reporting on NAS Devices

In Active Directory network environments, File Reporter can report on the contents of Network
Attached Storage (NAS) devices through an Agent proxy assignment. Integration information for
reporting on specific NAS device types is found below.

¢ Section 7.3.1, “EMC Celerra,” on page 93

+ Section 7.3.2, “NetApp filer,” on page 94

¢ Section 7.3.3, “EMC Isilon and Other NAS Devices,” on page 94

EMC Celerra

For an EMC Celerra NAS device, configuration is similar to configuring a server in the domain to be
managed by a proxy agent.

1 Join the NAS device to a domain where File Reporter can report from.

2 Grant the proxy rights group membership in the NAS device's built-in Administrators group.

3 Grant the proxy rights group the folder share and NTFS permissions that are required to access
the storage.

4 Grant the LSArights and privileges to the proxy rights group, except the rights and privileges that
don't exist on the EMC Celerra NAS device.
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7.3.2

7.3.3

94

7.4

NetApp filer

For a NetApp filer device, configuration is very simple because the device does not fully emulate a
Windows Server at the operating system level.

1 Use the NetApp filer administration utility to join the NAS device to a domain where File Reporter
can report.

2 Grant the proxy rights group membership in the NAS device's built-in Administrators group.

3 Grant the proxy rights group the folder share permissions that are required to access the
storage.

There are no LSA rights and privileges to grant on a NetApp filer NAS device.

EMC Isilon and Other NAS Devices

Perform the following steps to integrate an EMC Isilon device. You can use these same steps to see if
other NAS devices integrate with File Reporter.

1 In the associated Computer object in Active Directory, add the following text somewhere in the
description attribute for that object:

*** SRGener i cNASDevi ce** *
2 Rebuild the storage resources and verify that the NAS device is displayed on the list.

3 Perform any needed steps for giving the proxy rights group access to the desired shares and
folders on the NAS device.

Changing the Default Path for Stored Reports

The default path for stored reports is established during the installation of the Engine. If you want to
change the file path, you can do so if the new path is on the server hosting the Engine and Web
application.

Because both the Web application and the Engine via the Stored Reports DLL need access to the
report files, the service accounts those processes run as must have both Read and Write access to
the specified path. For the Engine, this is the Windows Proxy Account; for eDirectory (or the “service
account” when running in eDirectory mode) and for the Web Application, this is the associated IIS
AppPool Identity, which is a hidden account created by Windows and tied to the Application Pool
when the Web service was configured.

If you create a new folder for the stored reports, you must assign Read and Write access for the
associated Windows server/proxy account to that folder, as well as the AppPool Identity. Because you
cannot browse for the AppPool Identity, you need to use the name of the AppPool itself:
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7.6

Select Users, Computers, Service Accounts, or Groups -

Select this object type:

|Users. Groups, or Buitt-in securty principals | | Object Types... |

From this location:

|rrfm5.utnpia.nwell.u:nm || Locations... |

Enter the object names to select (=xamples):

SR5AppPoolSve Check Mames |

ok [ Gmes |

File Reporter does not move previously generated reports to the new location.

1 Select Administration > Stored Reports Configuration.
2 Inthe Stored Reports Folder field, specify a new path.
3 Click Save Changes.

Changing the Life Span of Stored Reports

By default, stored reports are available for access for 30 days. You can adjust this setting by following
the procedures below.

NOTE: You can always save a Preview or Stored report locally so it remains accessible indefinitely.

1 Select Administration > Stored Reports Configuration.
2 In the Default Expiration field, adjust the setting.
3 Click Save Changes.

Resetting the Proxy User Password

If the proxy user password is not working, you can reset it through the Engine Configuration Utility. As
part of the configuration process, it resets the proxy user password.
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8.1

Using the Report Viewer

NOTE: With the introduction of Micro Focus File Reporter 3.0, the Report Viewer is installed as a
separate application, rather than part of the Client Tools. This is so both administrators and other
users who need access to the reports, can access saved reports.

Use the Report Viewer

The Report Viewer lets you to view all stored reports locally from a Windows workstation. Because
the Report Viewer utilizes the resources of the Windows workstation, rather than those of the Engine,
the Report Viewer can display stored reports much faster in most instances.

In comparison to the viewing capabilities of the browser-based administrative interface, the Report
Viewer offers more capabilities. For example, with the Report Viewer you can change the visual
display parameters of the report.

1 Launch the File Reporter File Viewer application.

MFR. Report Viewer 3.0.0

Open

Document Print MNavigation Zoom Page Background Exp... &

The document does not contain any pages.

100% —

Naothing

2 Click Open, browse to the location of your stored reports, then click Open.

To determine where stored reports are located, in the File Reporter administrative interface,
select Administration > Stored Reports Configuration and view the location in the Stored

Reports Folder field.
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sH S~ «>»FF aaa @ 4 @

5
Open  Save Print  Quick Find | Bookmarks First  Pre s Mext Last Many Pages Zoom Out Zoom ZoomIn = Page Color \Watermark = Export
Print Page Page Page  Page = T ' = Tor
Document Print Navigation Zoom Page Background Exp... ]
~
Document Map L

4 Assigned NTFS Permissions
Parameters
File System Rights Legend
» ReportData

Assigned NTFS
Permissions Report

Northern Valley Bank

Northern Valley Bank

ReportDate:  4/1/2016 12:00:01 AM
Generatedby: File Reporter

Page 10of 13 100% —

3 (Optional) Adjust the view to your preferences using the tools discussed below.

Bookmarks: Click to toggle between the report Document Map being displayed and not
displayed.

Many Pages: Click to specify the number of pages you want displayed.

Zoom Out: Click to see more of the report page at a reduced size.

Zoom: Click to change the zoom level of the report preview.

Zoom In: Click to get a close-up view of the report.

Page Color: Click to change the color for the background of the report pages.

Watermark: Click to insert a ghosted text or image behind the content of each page of the
report. A watermark is often used to indicate how a document is to be treated specifically.

The Watermark dialog box lets you specify your watermark settings. Your watermark can either
be in text or graphic form.
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Watermark E3
Text Watermark | Picture Watermark
Text: DO MOT COPY W
Direction: |Forward Diagonal |w Color: 1 W
Font: Verdana W Size: 36 W
/| Bold Ttglic
Transparency (0-255): 50
Il
5 )
Position Page Range
In front e Al Pages:
@) Behind Enter page numbers andfor page ranges
= separated by commas. For example: 1,3,5-12
Clear Al oK Cancel

4 (Optional) Save the Report using the tools discussed below.

Save: Click to save the report. The report is saved as a . PNRX file, meaning that in this format,

the report can only be opened through the Report Viewer.

Export To: Click to export the report to a new format. Each selected format option brings up a
dialog box where you can provide specifics on how you want the report exported.

XLSX Export Options

Expart mode: Sinale file

Sheet name: Sheet

Text export mode: | Value
Show grid lines

v | Export hyperlinks

Raw data mode

L

Cancel
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9.1

Using the Client Tools

The Micro Focus File Reporter Client Tools are designed to provide members of the administrators
group expanded abilities in analyzing data and designing reports. The Client Tools are run from a
Windows workstation.

The analytics tools are an integrated set of data visualization applications that include a Dashboard,
Pivot Grid, and Tree Map.

The Report Designer allows you to design reports locally from a Windows workstation, while offering
significantly more reporting design capabilities to those of the browser-based administrative interface.

¢ Section 9.1, “Launching the Analytics Tools,” on page 101
¢ Section 9.2, “Using the Dashboard,” on page 103

¢ Section 9.3, “Using the Tree Map,” on page 104

+ Section 9.4, “Using the Pivot Grid,” on page 106

Launching the Analytics Tools

These procedures briefly introduce you to some of the capabilities of each of the applications. You will
discover more capabilities as you work with each of the applications on your own.

1 From the Apps page, double-click MFR Data Analytics.
The following login screen appears:

Login El

Web Service URI | https: /fmfr.nfms. utopia.novell, com
|Jser Mame nfms‘\administrator

Password

2 Enter your login credentials and click Login.
A selection dialog box similar to the following appears:
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©

Logout

Load from Database '

Database Connection

3 Expand the shares and volumes.

Server a

Identity System

Server &

Identity System & | Metwork Path
b Server: fmsadutp.nfms.utopia.novell.com

b Server: DES11FM5S

& | Network Path

4 Server: fmsadutp.nfms.utopia.novell.com

nfms.utopia.novel. com
nfms.utopia.novel.com
nfms.utopia.novell.com
nfms. utopia.novel. com

¥ | nfms.utopia. novell. com

4 Double-click the File System scan

VWmsadutp, nfms.utopia.novell.comAtlanta B & D
YWmsadutp. nfms.utopia.novell.com\Atlanta R & D
VWmsadutp.nfms.utopia.novell.com\AtantaShare
YWmsadutp, nfms. utopia.novell . com\AtantaShare
Vm=sadutp. nfms.utopia.novell . com\Atantalsers

you want to analyze.

The data from the scan is presented in the Dashboard.

Home

I FEH B YE

Load from Load from Saveto | Dashboard Pivot Tree Map Details
Database File File Grid Grid

Scan Data Data View Dashboar
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Using the Dashboard

NOTE: The exercises in the remainder of this chapter introduces you to some of the very basic
analytical features of the Analytics Tools. Through familiarizing yourself with these basic features, you
will become proficient enough with these tools to try more advanced features.

1 In the Filters region of the Dashboard, deselect one or two of the check boxes and observe how
the changes are reflected in the Summary Data, Top Extensions by Size, and Summary regions
of the Dashboard.

2 In the Files Created by Year region, click a specific year.

3 Observe the changes in the Summary Data, Top Extensions by Size, and Summary regions of
the Dashboard.

The graphical displays in the Summary Data, Top Extensions by Size, and Summary regions of
the Dashboard are driven by the Filters region and the selected years from the Files Created by
Year and Files Modified by Year regions.

4 In the Summary Data region, place the cursor over a pie graph section and observe how
sectional-specific information appears in a balloon.

5 Double-click the pie graph section and observe how the Dashboard drills down to show data
specific to the selected section in the Summary Data, Top Extensions by Size, and Summary

regions.
6 Right-click a section of the new pie graph and select Details Grid to view the individual
filenames.
= Filtered by: avi B - O x
18- Home
- m
QOpen Folder Export  Export
to Excel to CSV
-~
Full Path Mame File Mama E... | Size Ownier Create Time | Modify Time | Access Time | Index Parent Inde]
» ambience's.., avi 10KE NFMS\anance &8/2/20096... 11f12f201... 2f11f2014... ag8 i
\Wmsadut... amped.avi avi 21KB | NFMS\anance  7/18/2013 ... 7f15/2014... 12/3/2014... 990
\\fmsadut... anchors.avi  awi 6 KB NFMS\anance 1/2/20116... 1217/201... 6/29/2016... 993
\Wmsadut... | antbody's.avi avi 82KB NFMS\anance 6f21/2007... 6f172012... 12/31/201... 937
\\fmsadut... dasslessne... awi 51KB MFMS\anance 10/28/200... 1202013 ... 6/29/2016... 1099
\Wimsadut... | contritions.... avi 1KB | NFMS\anance  12f1/2008 ... 5/8/2012 3... 12/10/201... 1125
\Wmsadut...  cylindrical.avi  awi 42 KB NFMS\anance 7/5/20141... 12/20/201... 6/29/2016... 1148
\Wmsadut... | deliquesce.... avi 79 KB NFMS\anance  9/22/2009 ... 915/2011... &f17f2012... 1165
\\fmsadut... DOS.avi avi 57KE NFMS\anance B/8/20016... 8/30/2003... 1/22/2005... 1191
\\fmsadut... | dratting.avi | awi 45KE | NFMS\anance | 4/28/2005 ... | 10f20/201... | 1/26/2014 .., 1193
\\fmsadut... Family Reu... avi 3MB NFMS\anance 7/15/2012... 3/9/20139... 9/22/2014... 1233 w
Total Cou... SUM=4 MB
< >

7 From the grid, right-click a file and select Open Folder to open the folder where the file is located.
The Dashboard gives you the ability to easily access any files you might want to know about.
8 Close the grid.
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9 Drill up to the originally displayed data by clicking the Drill Up arrow pertaining to the Summary
Data region of the Dashboard.

10 In the Top Extensions by Size region, place the cursor over one of the bars and observe how
sectional-specific information appears in a balloon.

11 In the Top Extensions by Size region, right-click and select Export to Image.

12 In the Export to Image dialog box, from the Filter State drop-down menu, select None and click
Export.

13 Save the image to a location on your desktop.

The graphic can now be used in a presentation or report.

Top Extensions by Size
- 60
6M :
50
.M 0
|
E 4M 0
o)
< 0
@ M U
[~J =
A =
M 20 7
M - - 10
oM 0
mp3 exe ppt docx pub

14 In the Files Created by Year region, double-click a year span and observe how the displayed
data in the other regions is updated to data pertaining to the selected year.

15 Right-click the selected year span and select Clear Master Filter to have the graph span all of the
years again.

16 In the Files Modified by Year region, double-click a year span and observe the change in the
displayed data in the Dashboard.

17 Place the cursor over a bar in the Tope Extensions by Size region, right-click and select Print
Preview.

18 Observe that in addition to printing, you can save the graph as a PDF or email the graph.
19 Close the Print Preview page.

9.3 Using the Tree Map

The Tree Map lets you view graphical representations of hierarchical file system data and in the
process, gain insight very quickly.

1 From the Dashboard, click Load from Database.
2 Browse to select the file system scan you want and double-click it.
3 Click Tree Map.
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5 Click one of the larger squares to view the details of the file in the Properties region.

Home
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Database File File

Scan Data
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Folders
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Dashboard  Pivot  Tree Map
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Data View
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Tree Map - File Reporter Data Analytics - 3.0,

= & F = =

File Extension  Owner Date Range

Tree Map Category

Set Scope

Reset Root
Scope

Tree Map Scope

» \fimsadutp.nfins.utopia.novell.com\QShare

®) File Size

File Count

Tree Map Measure

Reset Dock
Panels

Tree Map Display

Record Count: 380

il 8 X
~
File Extension =13
value Count| Total Size
W e 2 &M
W b 1 1M
pdf 4 smB
W e 24 4MB
W o 1 2w
W o 25 3MB
B dox 14 2MB
W rrx [ 2MB
| CE 10 2MB
H 5 2MB
Properties =03
Name - |a
Full Path \\OES11FMS\AT...
Name culottes.mht
File Name Exten| mht
Meta Data R
Size 19.95 KB
Owner CN=AJAMES.OU...
Create Tme | 12/11/2005 5:48...
Modify Tme | 10/5/2014 1:05 ...
AccessTime | 6/29/2016 1:56 _.
Path Type File
Hierarchy -
Index 225 v

Observe how the Tree Map is presented according to file extension type with the specific color

assignments detailed in the File Extension region.

Each of the squares in the Tree Map represents a single file in the scanned storage resource.
The squares are represented according to the file size, relative to all of the other files in the scan.

6 Right-click the file and select Open Parent Folder to open the folder where the file resides.

10
1"

12

13
14

This gives you the ability to easily access any files you might want to know more about.

Expand the file system so it is displayed in the Folders region.
Click one of the folders to see the group of files that reside in that folder.
The files belonging to a selected folder are outlined by a magenta colored outline.

Right-click a folder and select Set Scope to drill down and view the contents of the folder in the

Tree Map.

In the Folders region, right click the listed scan and select Reset Root Scope.
Click Owner.

The Tree Map now displays files according to owners.

Using the color classifications in the Owner region, observe which users are storing the largest

files.

Click Date Range > Access Date.

Observe how the data in the Tree Map is now classified according to when files were last

accessed.

This is one of the most powerful means in File Reporter of quickly determining the relevance of

data being stored on network storage resources.
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9.4 Using the Pivot Grid

The Pivot Grid gives you the ability to visually analyze data according to combinations of variables.

1 From the Dashboard, click Load from Database.

2 Browse to select the file system scan you want and double-click it.
3 Click Pivot Grid.

B - Pivot Grid Pivot Grid - File Reporter Data Analytics - 3.0.0 H - O %
18- Home Chart  Reports
r.o E I u E‘ @ o & onner Create Year
> 2 A
04 [ File Extension Modify Year Bie=d | gl§ Show Chart
Load from Load from Saveto = Dashboard Pivot TreeMsp | LoadPvot SavePivot | ResetAl i Case Sensitive Reset Al Auto Fit
Datshase  File File Grid Layout  Layout Fields |3 Duplicate Fies Access Year Dock Panels  Data Columns
Scan Data Data View Fivot Grid Layout Pivot Grid Presets Fivot Grid Settings Fivot Grid Display ~
1/ Dashboard [ e vzp f
Pivot Fields n
Drag Items to the PivotGrid
4 [ Dimensions o) Grand Total
R AT Grand Total Drop Data Items
b B Create Time
» B Modify Time
88 File Extension
B8 File Name
B8 owner
4 [E5 Measures
28 count
95 cie ¥
Drag fields between areas below:
F Filter Area BB Column Area
Chart n
: 0.794328234724281 I Grand Total
[ Row Area % Data Area
0.398107170553487
0.199526231496588
Defer Layout Update Update 0

4 From the Pivot Fields region, select Size (residing in the Measures folder) and drag it up to the
area marked Drop Data Items Here.

5 Again in the Pivot Fields region, select Owner and drag and place it in the area marked Drop
Row Fields Here.

6 Observe the totals now calculated for the two data variables.
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Pivot Grid Pivot Grid - File Reporter Data Analytics -3.0.0 m - o0 x
Home | Chart  Reports
RS E® O Eo S o
0 1 i & File Extension Modify Year e Show Chart.
loadfron Load from Saveto | Dashboard Pivot TreeMap | LloadPivot SavePivot | ResetAl Case Sensitive Reset Al Auto Fit
Datzbase File File Grid Layout Layout Fields Duplicate Files Access Year Dock Panels  Data Columns
Scan Data Data View Pivot Grid Layout Pivot Grid Presets Pivot Grid Settings Pivot Grid Display ~
Dashboard [ rree Map Ad
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~
s NFMS\cedwards 2MB
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B8 File Extension NFMSYmecord 12MB
o8
55 File Name NFMSYjmunz 20MB
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NFMS\test SME
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7 From the Pivot Fields region, expand Access Time to locate Access Time (Year) and drag it up
to the area marked Drop Column Fields Here.

= Pivot Grid Pivot Grid - File Reporter Data Analytics - 3.0.0 m - 0O x
Home | Chart  Reports
1 O, Owner 5] Create Year
— = = Aa [
0 File Extension Modify Year o Show Chart
Load from Load from Saveto = Dashboard Pivot TreeMsp | LoadPivot SavePivot | ResetAl } Case Sengitive Reset Al Auto Fit
Datsbase  File File Grid layout  Layout Fields Duplicate Fies Access Year Dock Panels Data Columns
Scan Data Data View Fivot Grid Layout Pivot Grid Presets Fivot Grid Settings Fivot Grid Display ~
W Dashboard [ Tree Map o
Pivot Fields L
Drag Items to the PivotGrid Size Access Time (Year)
4 B Demensons A || Owner o 2000 2001 2002 2003 2004 2005 2006 2007
"
e NFMS\cedwards 474bytes KB 31KB 94KB
e NFMS\dadams 80 KB 64KB 28KB 260K8 95KB 384KB
B8 Access Time
= NFMS\dbetts 94 KB 32K8 12k8 180 KB 50 kB
23 Access Time (Day)
", NFMS\dthomas 56 KB 20KB 560 KB 374KB 111KB
Gl Acceas Time. (Moat) NEMSmecord 174KB 113K8 17268 1958
fete]
85 Access Time (Quarter) NEMSYjmunz 101KB 66KB 53KB 833KB 292kB
+ 3 Create Time NFMS Weparks 35KB 123KB T7KB 101KB
» B Modify Time NFMSYhanson 550 KB 95KB 55K8 109 KB 290 kB
B8 File Extension NFMSYjones 65KB 57KB 90 KB 32KB 108 kB
== ¥ | || nFMSipdavis 4 KB 14KB 44KB 153KB KB 212KB 774KB
""" NFMS\test 42KB 19K8 114KB 130 KB
Drag fields between areas below:
NFMS\utopiatest 23k8 16KB
T Filter Area Column Area o
Grand Tatal 24 KR 153KR 137 KR ? MR 2 MR 2MR AMR AMR
AccessTime (... & < >
Chart n
2000
[EH Row Area Z Data Area
Owner - Size 10K -
[ Defer Layout Update o

8 Click the filter icon from the Access Time (Year) filter that you just placed.
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9
10
1"

12
13

14

15
16
17
18

Access Time (Year) &
H @ W

(Show All) i
2000

2001

2002

2003

2004

2005

2000 Pl

IR KRR

QK Cancel

Deselect all but the last three years and click OK.
Click the Chart tab.
Highlight three consecutive rows to view the data analyzed as graphs in the Chart region.

= Pivot Grid Pivot Grid - File Reporter Data Analytics - 3.0.0 E - 0 x
8- Home Chart | Reports
[ ] L -
;Il El“ ] ol v i | Legaritnic sk
Chart  Load Chart  Save Chart - - || & selected Data On
Wizard  Layout  Layout Line Spline Bar - v
Chart Layout Chart Presets Chart Data -~
15 Dashboard ] rree Map -
Pivot Fields )
it
Drag Items to the PivotGrid £hr Access Time (Year)
4 B Dimensions 8 (|| Seo= 4 2014 2015 016 Grand Total
= ~
. = NEMS\cedwards 4MB SMB SME 17M8
Sl NFMS\dadams 5ME 13MB 18 MB
58 Access Time
e NEMS\dbetts 5MB SME 10 M8
Access Ti
E; ccess Time (Day) NFMS\dthomas 3MB &6MB 9MB 18 MB
B85 Access Time (Month) NFMSYimecord 5MB 3MB 8MB
o
55 Access Time (Quarter) NFMSjmunz 4MB aMB 7MB 14MB
+ B3 createTime NFMSYkparks ! 6MB 5MB 9MB 20 MB
» B Modify Time NEMS\hanson 3MB S5MB 14MB
58 File Extension NFMS\jones 9MB 4MB 16 MB 30 MB
22 Eile Name. ¥ || NEMS\pdavis &MB SMB IMB 20 MB
""" NEMS\test 3MB 218 5MB
Drag fields between areas below:
NEMS \utopiatest 1MB 1M 2MB
F Fiter Area [ column Area
Grand Total 102M8 33MB 38MB 78 MEB
AccessTime (.. « ¥ v
Chart L)
10M - W 2014
B Row Area 2 Data Ares B
Qwner B Size M 2016
w
Defer Layout Update Update 0

From the Chart Presets options, experiment with different chart views of the data.

Double-click a selected cell from the table to access the Scan Data Details table specifying all of
the files accessed by that user during that year.

From the Scan Data Details table, right-click a file and select Open Folder to open the parent
folder of the file.

With the parent folder open, you can examine the file, move it to another location, or delete it.
Click the Reports tab.

Again, highlight three consecutive rows.

Click Generate Report.

Observe that you have the option to print the report or export it to a number of different formats.
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10.1

Using Report Designer

Report Designer allows you to design reports locally from a Windows workstation, while offering
significantly more reporting design capabilities to those of the browser-based administrative interface.

Using the Report Designer Interface

NOTE: You must be a member of the srsadmins group to design reports using Report Designer. The
name srsadmins is the default name (which you can change) of the File Reporter administrators
group created during the installation of the Engine.

1 From the Apps page, double-click MFR Report Designer.

Login -

Web Service URI
User Mame

Password

2 Enter the login credentials and click Login.
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MFR. Report Designer - 3.0.0

] =p B X G S @ £3
Mew Custom Rename Copy Delete Refresh  EditQuery DesignReport Clear Report | Visit Community  Access Online
Query Report Layout Layout Portal Templates
Manage Edit Online Resources &
I Report Name - Report Type | Report Cwner [ Last Modified Id
L .No [Unknown]
Custom query report [ Custom Query [ nfms\administrator [ 4,"1‘:{10 16 6:52:... B85
3 ﬁ Find Access DB Files Custom Query nfms\Administrator 3/24/2016 :45... 334
FIIEI Find Media File Types Custom Query nfms‘Administrator 3(24/2016 3:45.., 35
% Home Folder Summary with Owner and Quota Custom Query nfms‘administrator 3/24/2016 9:45... 36
FIIEI Training Group Permissions Quota and Remainder Custom Query nfms‘Administrator 3/24/2016 3:45... 3
% wfe volumes at [atest scan Custom Query nfms‘administrator 3(24/2016 9:45... 32
| [Report Type] = 'Custom Query' Edit Filter

3 Familiarize yourself with the Report Designer interface.

All Custom Query Reports are listed. Those that have not been designed using the Report
Designed Layout interface are displayed with the green-bannered text icon, while those
designed using the Report Designer have the blue notebook icon.

All of the options on the toolbar are available by selecting a report and right-clicking.

New Custom Query Report: Click to create a new Custom Query Report by launching the
Query Editor.

Rename: Click to rename a selected Custom Query Report.

Copy: Click to create a copy of the report definition of a selected report.
Delete: Click to delete a selected Custom Query Report.

Refresh: Click to refresh the list of saved reports.

Edit Query: Click to edit the SQL commands pertaining to a selected Custom Query Report
through the Report Designer’'s Query Editor.

Design Report Layout: Launches the Report Designer Layout interface. For more information
on the Report Designer Layout interface, see Section 10.3, “Designing a Custom Query Report,”
on page 114.

Clear Report Layout: Click to clear custom design settings created using the Report Designer
Layout interface. This is a nonreversible procedure.

Visit Community Portal: Click to access the File Query Cookbook website.
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10.2

g) File Query Cookbook I O

Serving tasty file reports one query at a time!

HOME CUSTOM QUERY RECIPES FORUMS HELP

User login
- Welcome!
Each day we go about our business whether we create software, train a child in a school district, build planes in aerospace,
. provide healthcare, insure peoples stuff, etc. We all have data with varying degrees of importance, some highly critical to the
Pesimoit business directly and some highly aritical to our customers, while other data is the communication that helps our business units
successfully work together. Each of the data types have similarities in size, age, ownership, and a level of security.
» Create new account Having the ability to query our data helps us to answer a number of questions:

= Request new password

How old is the data?
How often is the data being accessed?

+ Where's the data?
Losiin » What types of data are we maintaining?
= Who owns the data?
» Who has permission to access the data?
Privacy Policy » How fast are we using up our storage space?
-
-

Once queried the data needs to be collated into reports. These reports are read differently based on the perspective of the
individual. A volume free space report, read by the Director of Information Technology will not be read with the same
perspective as the Business Manager, as the former is figuring out the storage budget, while the other is wondering where the
all the current data is. Reports may need to be laid out differently in order to drive the business intelligence needed, based on
perspective.

This site attempts to help you learn how to write queries and generate report layouts to help you achieve a new level of success,
while supporting, maintaining, and protecting your storage.

File Query Cookbook is a File Reporter community website for sharing Custom Query reports
and layouts created through the Report Designer. You can utilize a shared Custom Query report
by simply copying the SQL commands in a shared Custom Query report “recipe.” You can also
download shared layouts created through the Report Designer.

Access Online Templates: Click to directly access the list of all available Custom Query reports
shared on the File Query Cookbook website. From the Custom Query Recipes page, you can
filter your search by category, database host, and more.

Filter: The cell directly below the Report Name column heading is a report filter that lists saved
Custom Query reports according what you enter. For example, if you were to enter the word
access, the listed Custom Query reports would be only those with the word access in the report
name.

[Report Type]: By default, this check box is selected so that it displays only Custom Query
Reports, which are the only reports that can be designed using the Design Editor. You can
deselect the check box to view all of your reports.

Edit Filter: Use this button to further refine your filtering using Boolean operators.

Creating a Custom Query Report

NOTE: For details and examples of the supported database functions, tables, and views that you can
utilize in Custom Query reports, refer to the Micro Focus File Reporter 3.0 Database Schema and
Custom Queries Guide.

1 Click New Custom Query Report.
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Mew Custom Query >

Mame | | |

Create | | Cancel |

2 Specify a descriptive name, then click Create.
The Report Designer Query Editor is launched.

Query Editor - Custom Perms 2 = [} X
I Main

[] g SQL Text Editor

H» = B4
¥ &3 Query Builder

Save Execute ; Reset All Refresh Design

Query /| B2 QueryResults  Dock Panels Schema Layout

SQL Query View Schema Options Report Designer

50L Query Text X ot

SQL Query Buider nox
‘ ‘ % £ Main 4 Q Main

— </ Expressions
« Bl [ Objects

b [ srs

[ Visible | Expression Colu. [SotType  [SotOrder  |Aggegate [ | Grouping
[ m [

SQL Query Builder SQL Query Results

Records Loaded : 0

3 In the SQL Query Builder region, expand sr s to see the Tabl es and Vi ews folders.
4 Expand either the Tabl es or Vi ews folder.
5 Expand a displayed table or view.

6 Select the tables and fields you want included in the query by double-clicking each.
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Query Editor - Custom Perms 2
I Main

H »

SQL Text Editor

===

b |2 current_fs_scandata_ad A
b |2 current_fs_scandata_edir

b |2 current_fs_scans

+ [ current_nep_trustees

v || aurrent_ntfs_aces

+ [ current_permissions_scans

current_nt...

O

L] B

] identity_system_dom;
+ [ previous_fs_scandata [ server character va
+ [ previous_fs_scandata_ad []  scan_tamgst charact

Save Exeaute Reset All Refresh Design
Query Dock Panels Schema Layout
SQL Query Schema Options Report Designer

SOL Query Text X x
1 SELECT i
2 srs.current_ntfs_aces.fullpath,

5] srs.current_ntfs_aces.trustee_display_name,

4 srs.access_mask_basic_string(srs.current_ntfs_aces.access_mask, 2) AS basic_permissions,

5 srs.current_ntfs_aces.ace_type string

6 FROM

7l R e oy G Yo e W
SQL Query Buider rx
[ IE3 % Main 4 Q Man

v [ previous_fs_scandata_edir fdpsltitet i
» 5 previous_fs_scans | Visible | Expression [ Colu..._[Sort Type Sort Order | Aggregate | Grouping
» E previous_ncp_trustees ¥ ‘ 7 | srs.cument_nifs._ c
b |2 previous_ntfs_aces i

v £ =

» | previous nermissions sr

4 <7 Expressions
< fullpath (srs.current_ntfs_aces)
&7 trustee_display_name (srs.curre...
7 basic_permissions: srs.access_m...
7 ace_type_string (srs.current_nt.
4 [5] Objects
[E] current _ntfs_aces (srs)

SOL Query Builder SQL Query Results

Records Loaded : 6,118

7 Append the query with any additional SQL commands in the text editor.

8 Click Execute Query to get a preview of the Custom Query Report.

Query Editor - Custom Perms 2

I Main

El ’ - SQL Text Editor '1 @
Query Builder D o
Save Execute Reset All Refresh Design
Query 2 QueryResults  pock Panels Schema Layout
5QL Query View Schema Options Report Designer
-
1 SELECT 2
2 srs.current_ntfs_aces.fullpath,
3 srs.current_ntfs_aces.trustee_display_name,
4 srs.access_mask_basic_string(srs.current_ntfs_aces.access_mask, 2) AS basic_permissions,
5 srs.current_ntfs_aces.ace_type_string
6 FROM
7 T e T v
SQL Query Results - Limited to 10,000 Records rx
fullpath | trustee_display_name basic_permissions ace_type_... |
b \\fmsadutp.nfms.utopia.novell.comAtantaUsers{Home \bnabors\Approved Video Files | NFMS'bnabors FMELRW Access Allo... Lol
\\fmsadutp.nfms.utopia.novell.com‘AtantaUsers\Home \bnabors\Approved Video Files | MFMS'bnabars MELRW Access Allo...
\\fmsadutp.nfms.utopia.novell.com\AtantaUsers\Home \bnabors\Approved Video Files | MFMS'\bnabars ELR Access Allo...
\\fmsadutp.nfms.utopia.novell.com\AtantaUsers\Home \bnabors\Approved Video Files | BUILTIN\Administrators FMELRW Access Allo...
\\fmsadutp.nfms.utopia.novell.com‘AtantaUsers\Home \bnabors\Approved Video Files | NT AUTHORITY\SYSTEM FMELRW Access Allo...
\\fmsadutp.nfms.utopia.novell. com\AtantzUsers{Home \onabors'Approved Yideo Files | \CREATOR OWNER FMELRW Access Allo. ..
\\fmsadutp.nfms.utopia.novell. com\AtantzUsers Home \onabors\Approved Yidea Files | BUILTIN'\Administrators FMELRW Access Allo. ..
\\fmsadutp.nfms.utopia.novell.com'Atantalsers NFMSnfrproxyrights ELR Access Allo. ..
\\fmsadutp.nfms.utopia.novell.com‘AtantaUsers MFMSNSMProxyRights FMELRW Access Allo...
\\fmsaduto,nfims.utopia.novell.com'Atiantalser: IMFMS‘\Domgin Admir FMELRWY Access Allo, b
SQL Query Builder  SQL Query Results
Records Loaded : 6,118

9 Click Save.
10 Close the Query Editor.

Using Report Designer

113



10.3 Designing a Custom Query Report

114

After you have created a Custom Query Report, either through the Report Designer Query Editor or
the Query Editor built into the browser-based administration interface, you can design the layout of
the report.

NOTE: This exercise introduces you to some of the very basic design features of the Report
Designer. Through familiarizing yourself with the basic features, you will become proficient enough in
the interface to try more advanced features.

1 From the listed Custom Query Reports, select the one you want to design.

MFR Report Designer - 3.0.0

O =mexs M B B & B
Mew Custom Rename Copy Delete Refresh = Edit Query Design Report Cle. rt | Visit Community  Access Online
Query Repart Layout Portal Templates
Manage Edit Online Resources &
[ Report Name ) el Report Type M| Repart Cwner [ Last Modified [ Id
o | .[Unknown] 1 i |
| Custom Perms 2 Custom Query nfms\administrator 4f11/2016 1:27... 68
Custom query report Cugtom Query nfms\administrator 4{1/2016 6:52:... [
| El Find Access DB Files Custom Query nfms\Administrator 3/24/2016 9:45... 33
| E' Find Media File Types Custom Query nfms\Administrator 3/24/2016 9:45. ., 35
| % Home Folder Summary with Owner and Quota Cugtom Query nfms\Administrator 3/24/2016 9:45, ., 36
S?E, Training Group Permissions Quota and Remainder Custom Query nfmsWAdministrator 3/24/2016 9:45. .. 34
% wfz volumes at latest scan Cugtom Query nfms\Administrator 3/24/2016 9:45. .. 32
[] [Report Type] = 'Custom Query’ Edit Filter

2 Click Design Report Layout.
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Report Designer

I € Zoom Cut

: = s
r- d V E v ) M [ TmesNewRoman ~| B o S 52} =
E @i ¥ do [TmestewRoman || #E& S | |H e M =
Open... Save | RefieshData Download EdtQuery = Cut  Copy Paste | Undo Redo | [o75[v| B I U i 4l Layout Viindows | Scripts
- Bindngs  All Data ~ = o - @ zoomIn -
Report Report Data Edit Font Alignment Zoom View Saripts &
Tool Box LI Custom Perms 2 Field List oo x
H R 102 e @& e &6 [ || 4« ¥ ReportData
Standard Controls ~ = Query Results
g ponter
A Label
V| check
[] checieax . v [& Detil
Rich Text
[P Picture Box E
[ parel
Table = [ Report Explorer (25 Field List
\ Line = Property Grid onx
B shepe . CustomQueryReportBase Report |~ |
'
3 a
Bar Code = 24
Appearance <[
2z Background Colk [ Transparent
Border Color N Black
Chart
. 5 Border Dash Sty Solid
@ o Border Width 1
Group and Sort 1 x Borders None
] Sparkine » Font Times New Roman,...
B AddaGroup~ Va AddaSert~ 3 Delete | @ MoveUp ) Move Down Foreground Coli [ dlack
Pivot Grid Field Name [ Sort Order Show Header | Show Footer Formatting Rule (Collection)
i Formatting Rule (Collection)
» Padding 0,0,0,0
[ Paernfo To add 2 new grouping or serting level, fist provide a data source for the report. Page Color | [ Wihite v
e | —
"= PageBreak
= . = (& Groupand Sort [ Saripts Errors
CustomQueryReportBase { Paperkind: Letter } Record Count: 0 100% - ———I +

Click Refresh Data Binding.

In the upper-left corner of the layout grid, from the Data Member drop-down menu, select Query

Results.
This action properly ties the data to the Report Designer.

Report Tasks

Edit and Reorder Bands...
Edit Bindings...

Query Results
4 gy Data Set
» EH Query Results
[2] Mare

Data Member

Data Adapter

Filter String
Detail Count at Design Time

Measure Units

Formatting Rules

" | Formatting Rule Sheet
—| Style Sheet
Watermark

5 At the bottom of the Report Explorer region, click Field List.

6 Expand the Query Results to show all of the result fields of the Custom Query Report.

Using Report Designer

115



116

Field List O R X

4 Iy Report Data
4 FH Query Resultz
ace_type_string
basic_permizsions
fullpath
trustee_display_name

% Report Explorer @ Field List

7 Drag the result fields to the Detail region of the layout grid.

v E Detail

L}
o[baszic_permissions] @[ fullpath] [ftrustes display name]  @[volmme] 3,
| Fe. |
" |,“> [ ] n

8 Resize the frame so the bottom is aligned with the bottom of the four report elements.

i

=
L[[ﬁasic_permissionsl O[fullpath] 4 Oftrustee_display_name]  O[volume] [£]
v

¥ [E] Detail

9 Right-click above the Detail frame and select Insert Band > Page Header.

10 From the Tool Box, drag a Label over to the new PageHeader frame and line it up above the first
report element.

¥ |E| PageHeadgr [one bangl per pl]
|

labell [
 SEE R

11 Repeat the previous step for each label you want to have in the report.
12 Edit the label names.

v |E| PageHeadgr [one bangl per pfil]
.. label? label3 labeld
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13 Resize the frame so the bottom is aligned with the bottom of the report elements.

14 Click the Download All Data button.

15 When the confirmation dialog box appears, click Yes.

16 Click Print Preview to view how the report looks up to this point.

17
18
19

20

21
22

[t T

S &

coter  Scale  Margins Orientation  Size

Page Setup

BN

5]

Navigation

Custom Perms 2

~

(&), zoom Out

@), zoom -~

"~ @&, zoomIn

Zoom

18- Report Design: Print Preview

= ? = [T

@ o 8]

Save Repart Print Quick Options Parameters
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ER
ELR
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ELR
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mainnvb local Users Arthon
v Adams
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mainnvb local Users Arthon
v Adams
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main nvh local Users Arthon
v Adams
b
main nvh local Users Arthon
v Adams
T
main nvh local Users Arthon
v Adams
T
mainnvb local Users'Arthon
¥ Adams

mb-
mainnvblocal Users Arthon
¥ Adams

vb-
mainnvblocal Users Arthon
v Adamsito_acquited

vb-
mainnvb local Users Arthon
v Adamsito_acquited

vb-
mainnvb local Users Arthon
e

BUILTIN Users
BUILTIN Administrators
NT AUTHORITY SYSTEM
BUILTIN Users

Everyone

BUILTIN Users

BUILTIN Administrators
CREATOR OWNER
BUILTIN Administrators
BUILTIN Administrators
CREATOR OWNER

NT AUTHORITY'SYSTEM ¢
BUILTIN Users
BUILTIN Users
BUILTINUsers
BUILTIN Users

BUILTIN Users

BUILTIN Administrators

nvb-main nvb local Users

\'nvbh-main nvb local Users

nvb-mamnvb local Usars
nvb-mamnvb local Usars

nvb-main nvb local Users

\'nvbh-main nvb local Users

\'nvbh-main nvb local Users

nvb-mamnvb local Usars

nvb-main nvb local Users

nvb-main nvb local Users

nvb-main nvb local Users

nvb-mam nvb local Users

\'nvbh-main nvb local Users

\'nvbh-main nvb local Users

‘nvb-mainnvb local Usars

nvb-mamnvb local Usars

nvb-mamnvb local Usars

nvb-mamnvb local Usars

] Page Color -
(7] watermark

Page Background

5
Export
To-

Export

&

Page 10f6

Click the Report Designer tab.

Right-click above the PageHeader frame and select Insert Band > Report Header.

From the Tool Box, drag a Label over to the new ReportHeader frame and center it at the top of

the frame.
Enter a name for the report.

¥ E] ReportHeader [one band per report]

=  Permissions Report

From the Tool Box, drag a Picture Box below the report title.

Activate the frame, click the > and from the Image field, click the ellipses (...) to select a graphic.
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23

24
25
26

27

- &
>
v ﬂ ReportHeader [one band per report] o

Permissions Report

Northern Valley Bank

From the Tool Box, drag a Label over to the ReportHeader frame and center it below the
graphic.

In the new label, enter today’s date.
From the Tool Box, drag a Page Break to the Report Header frame and below the date label.

From the Tool Box, drag a Page Info to the right of the furthermost label on the right in the
GroupHeader frame.

You might need to adjust the width of the Page Info frame.

b 4 E PageHeader [ene band per page] . « H.
|Pe rmissions Full Path Trustee ' Network Share | 1/1 ‘%' !.

ey
w [0 Mat=il . N E

From the Group and Sort region, select Add a Group and select one of the result fields you
would like the report to sort.

f] Add aGroup Vi AddaSort 3¢

4 [Tpy Query Results
basic_permissions
fullpath
trustee_display_name I},
volume

[2<] Mone

28 From the Tool Box, drag a Label over to the new GroupHeader1 frame.

29 Give the label a descriptive name.

30 From the Field List region, expand the Query Results.
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31

32
33

34

35

36
37

Drag the applicable report element into the GroupHeader1 frame, next to the label you just
named.

If necessary, expand the length of the report element.

Select both items in the GroupHeader1 frame; from the Property Grid region, for the Borders
setting, select All.

Adjust the depth of the GroupHeader1 frame so that it has the desired space you want from the
columns in the report.

Click Preview Report.

MFR Report Designer 3.0.0

[ P U M 1 = l‘_L | 3 L] &) zoomout - mY
=L TIENECE N T
[ &
SaveReport | Print  Quick Options HeaderfFooter  Stale  Margins Orientation  Size Find  Bookmarks | First Many Pages 7] watermark Export
Print % & = = page D Las @ > @), Zoomm To-
Document Print Page Setup & Navigation Zoom Page Background Export &
Custom Perms 2
~
Permissions Full Path Trustee Network Share 2/8
(Name of BUILTIN' Adnunistrators
Trustee
FMELRW nvb-mainnvb local Usss  BUILTIN\Administraters nvb-main nvb local Users
FMELRW nvb-mainnvb local Usss  BUILTIN\Administraters nvb-main nvb local Users
FMELRW Viavb- BUILTIN Administraters ~ \'nvb-main nvb local Usas
main nvb local Users Arthon
y Adams
FMELRW Viavb- BUILTIN Administraters ~ \'nvb-main nvb local Usas
mainnvblocal Users\ Arthon
¥ Adams
FMELRW Viavb- BUILTIN Administraters ~ \'nvb-main nvb local Usas
mainnvk local Users\ Anthon
v Adamsito_acquitted
FMELRW ‘nvb- BUILTIN Administraters  'nvb-mainnvb local Users
mainnvk local Users\ Anthon
v Adams'to_acquitted
FMELRW nvb- BUILTIN Administraters nvb-main nvb local Users
main nvb local Users Anthon
y Allen
FMELRW nvb- BUILTIN Administraters nvb-main nvb local Users
main nvb local Users\ Arthon
v Allen
FMELRW nvb- BUILTIN' Administrators ‘nvb-main nvb local Users.

100% -

Page 20f8

Click Save to Database to save the report.
When notified that the report definition was successfully saved to the database, click OK.

10.4 Saving the Layout as a Template

When working with the Report Designer, you might create a layout design that you want to utilize as a
template for future Custom Query Reports. You can do so using Save As File.

1

2
3

In Report Designer, open the Custom Query Report whose design you want to save as a
template.

Select Save > Save As File.
Name and save the layout.
The layout is saved as a . r epx (Report Layout XML) file.
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10.5 Using a Saved Template for Custom Query
Reports

You can use saved . r epx files as design templates for Custom Query Reports.

TIP: You can also use the sample report layouts and SQL commands that are available from the File
Query Cookbook, the collaborative community portal for accessing and sharing Custom Query
reports. Both the SQL commands and report layouts can be customized as needed. You can access
the File Query Cookbook directly through the Report Designer interface, or at http://
www.filequerycookbook.com (http://www.filequerycookbook.com).

1 In Report Designer, open the Custom Query Report you want to design using a saved template.
2 Click Open, then select the . r epx file you want to use for designing your report.

The report is updated with the design from the . r epx file.
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Filtering

*

*

*

Section A.1, “Filters Tab,” on page 121
Section A.2, “Single Entry Filter Conditions,” on page 123
Section A.3, “Multi-Condition Filtering,” on page 125

Micro Focus File Reporter enables you to utilize advanced filtering capabilities so that your reports
include only the data you want. File Reporter provides this advanced filtering capability for all File
Data Reports, which include:

*

*

Filename Extension Reports
Filename Extension Detail Reports
Owner Reports

Owner Detail Reports

Duplicate File Reports

Duplicate File Detail Reports
Date-Age Reports

Date-Age Detail Reports

A.1 Filters Tab

*

*

Section A.1.1, “And Drop-Down Menu and + Button,” on page 122

Section A.1.2, “Relative Date Filtering Parameters,” on page 123

All filtering takes place in the Filters tab of the Report Definition Editor.

Filtering
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Figure A-1 Filters Tab

Report Definition Editor - NO2: NYCWOLL - GWArchive Files

Mame
Unformatted

Type

Drescription

Filename Extensions {no leading dot)

db
o dc

NOZ: NYCWOLL - GWArchive Files

Filename Extension Detail Unformatted
Report

Report Definition created on 2/28/2014
2:05:26 PM by NFMS\administrator

Target Paths MSM Policies | Filters |

And

Relative Create Date |Since
Relative Modify Date | Since

Relative Access Date | Since

ago
ago

ago

OK

Cancel

You set filter parameters using the Boolean operators available through the And drop-down menu,

and adding the search parameters with the+ button. Alternatively, you set date filters using the
Relative Date filter parameters on the right-hand portion of the page.

You can filter according to size, dates, or both.

And Drop-Down Menu and + Button

The And drop-down menu is used to:

Filtering

+ Select Boolean operators for creating a search filter

+ Create additional groups or conditions

+ Delete search filters, groups, or conditions
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Figure A-2 And Drop-Down Menu

@  And
Or

6

Mot And
Mot Or

Add Group
Add Condition

W +|||l i, E.; [é;

Remove

The + button next to the And drop-down menu is the used to create parameters for a search
condition.

Figure A-3 Parameters for Filter

And
File Size Equals <enter a value=

Relative Date Filtering Parameters

Select the Relative Create Date, Relative Modify Date, and Relative Access Date check boxes to
enable the corresponding drop-down menus and fields.

Figure A-4 Relative Date Filtering Parameters

¥| Relative Create Date | Since v 0| .| Days - | ago

Single Entry Filter Conditions

¢ Section A.2.1, “Using the And Drop-Down Menus and + Buttons,” on page 123
+ Section A.2.2, “Using the Relative Date Filtering Settings,” on page 125

You can use either the And drop-menu and + button, or the Relative Date filtering settings to create

single entry filter conditions.

Using the And Drop-Down Menus and + Buttons

1 From the And drop-down menu, select a Boolean operator.
2 Click the + button to add an entry.
3 From the File Extension drop-down menu, select a Boolean operator.

Filtering

123



File ExtensionBeqgins with<=enter a value=

File Extension
File Size
Create Time
Modify Time

Access Time

4 From the Equals drop-down menu, select a Boolean operator.

And
Access Time Equals <enter a value=

Equals

Does not equal

I= greater than

Is greater than or equal to
Is less than

Is less than or equal to

Iz between

Is not between

Iz any of

E B E b » A v v 4

Iz none of

5 In the <enter a value> field, enter a value.

And

Access Time Is greater than -

)|« March 2015 > L»

Sun Maon Tue Wed Thu Fri Sat

o 1 2 3 4 5 6
8 9 10 11 12 13 14

1z 15 16 18 19 20 21
22 23 24 25 26 27 28

4 29 30 31 1 2 3 4

]

Today Clear

File size values must be entered in bytes. For example, if your filtering parameters were for all
files larger than 500 MB, you would enter 524288000 (500 x 1024 x1024). A more practical entry
might be 500000000. Do not attempt to enter commas; they are placed automatically.

6 Click OK to save the settings in the Report Definition Editor.

Using the settings in this procedure as an example, when you generate a report, the data would
include only files that have been accessed after March 17, 2015.
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A.2.2 Using the Relative Date Filtering Settings

1 From the right-hand side of the Report Definition Editor, select a check box.
This enables the corresponding fields and drop-down menus.

2 From the first drop-down menu, select either Since or Before.

3 From the numeric field to the right, enter a numeric setting.

4 From the drop-down menu to the right, select from the options.

¥| Relative Access Date | Since hd 0| . ||Days * | ago

5 Click OK to save the settings in the Report Definition Editor.

Using the setting in this procedure as an example, when you generate a report, the data would
include only files that have been accessed in the last six months.

A.3 Multi-Condition Filtering

You can set multi-conditioned filters by:

+ Entering parameters for more than one entry using the And drop-down menu
+ Specifying multiple Relative Date filtering settings

+ Combining parameters specified through the And drop-down menu and the Relative Date
filtering settings

IMPORTANT: Be aware that when you set multiple entries in a condition for filtering, that all
entries must be met in order for File Reporter to report on the file.

For example, in the example below, the files would appear in the report only if they were greater
than 500 MB and had been accessed after April 1, 2012.

And
File Size Is greater than 524,288,000
Access Time Is greater than 4/1,/2012

Filtering 125



126 Filtering



B.1

B.1.1

B.2

Security Settings

*

Section B.1, “Rights and Privileges on Scanned Storage,” on page 127

*

Section B.2, “Windows Firewall Requirements,” on page 127

*

Section B.3, “Local Security Authority Rights and Privileges,” on page 128

*

Section B.4, “Proxy Rights Group,” on page 129

*

Section B.5, “Windows Clustering through Proxy Agents,” on page 129

Rights and Privileges on Scanned Storage

Micro Focus File Reporter must have the proper rights set on each network volume or share that it
scans. In addition, certain privileges must be granted to File Reporter on the machine hosting the
Engine and on each server where storage is managed.

Granting Rights

Every Windows network share to be scanned by File Reporter must have proper rights assigned to
the File Reporter proxy rights group.

1 As an Active Directory domain administrator, authenticate to the server where the storage is
located.

2 Grant Read Only sharing privileges to the proxy rights group for each share that File Reporter
will scan.

Windows Firewall Requirements

The Windows Firewall has different default configurations on Windows Server 2008, Windows Server
2008 R2, and Windows Server 2012, and Windows Server 2012 R2. The following Windows Firewall
exceptions are configured during component installations and upgrades:
¢ The Engine must remain permitted to make outbound connections.
+ The Engine must remain able to listen on port 3035.
This is the default port choice that is presented during the installation and configuration.
+ The Agent must remain permitted to make outbound connections.
+ The Agent must remain able to listen on port 3037.
This is the default port choice that is presented during the installation and configuration.
+ On each server hosting storage that you wish to collect quota via proxy, you must enable the
Remote File Server Resource Manager Management - FSRM Service (RPC-In) firewall rule.

On servers running Windows Server 2008, the firewall settings are applicable to each of three
different categories of network interfaces that are identified based upon their IP address range (public
IP addresses versus private IP addresses) and whether or not the computer is a member of a
domain.
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Depending upon the specific environment where File Reporter is installed, the firewall might need to
have these exceptions enabled in one or more of the following categories:

+ Domain

+ Private

+ Public

Local Security Authority Rights and Privileges

Local Security Authority (LSA) rights and privileges are assigned to accounts or groups, and they
determine how those accounts or group members may access the system. The rights and privileges
are modified through secpol . msc or Local Security Policy from:

Start > Administrative Tools > Local Security Policy

1 In Local Security Policy, go to the following:
Security Settings > Local Policies > User Rights Assignments

2 In the table of Privileges and the objects to which they apply located on the right, verify that the
File Reporter proxy rights group has the following privileges:

+ Access this computer from the network
+ Act as part of the operating system

+ Back up files and directories

+ Bypass traverse checking

+ Create a token object

+ Create symbolic links

+ Impersonate a client after authentication
+ Log on as a batch job

+ Manage auditing and security log

+ Restore files and directories

+ Take ownership of files or other objects

IMPORTANT: The Engine and Agent components attempt to repair these privileges on startup on the
servers on which they're installed. Absence of some of these privileges causes the Engine and Agent
components to not function properly. Removal of these rights and privileges via Group Policy Object
(GPO) results in the Engine and Agent not functioning properly.

If GPO conflicts are detected, set up an additional GPO with just the privileges listed above and
assign it to the proxy rights group for the appropriate servers.

IMPORTANT: Some people assume that assigning these rights and privileges to the proxy rights
group is sufficient so that they can thus remove the proxy rights group as a member of built-in
Administrators. This is incorrect. In order for the Agent to collect quota information on Windows, the
File Reporter proxy rights group must be a member of built-in Administrators.
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B.5

Proxy Rights Group

By default, whenever any of the components of File Reporter are installed on a server in a domain,
the proxy rights universal security group is granted membership in that server’s built-in Administrators
security group. This grants File Reporter certain permissions needed in addition to the LSA privileges
required for successful scanning of file system metadata.

On other servers in the domain that are hosting storage to be scanned by File Reporter through a
proxy agent, you must also grant the proxy rights group membership in the built-in Administrators
group. This is necessary because there are many actions performed that require membership in this
group regardless of the LSA privileges that the user has been granted—in particular, reading
directory quotas.

Additionally, the other servers in the domain that are not hosting components, but are hosting storage
to be scanned, must have the necessary rights and privileges, along with some file share and NTFS
permissions. The easiest way of granting these rights and privileges is through Group Policy objects
in Active Directory.

As explained previously, at a minimum, you must grant Read Only sharing and security privileges to
the proxy rights group for each share that File Reporter will scan.

Windows Clustering through Proxy Agents

File Reporter supports clustering of Windows Server through proxy agents. Configuring a cluster to
be scanned through a proxy agent is similar to configuring an individual server to be scanned by a
proxy agent. In particular, the File Reporter proxy rights group must be granted membership in the
built-in Administrators group and it must also be granted all of the LSA rights and privileges that are
granted at each cluster node. When this is done, the folder share permissions and NTFS permissions
that are required must be granted to the proxy rights group for all shares and NTFS volumes that will
be scanned by File Reporter.
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C Log File Locations

C.1

When troubleshooting Micro Focus File Reporter, you might need to refer to the Engine or Agent log

files. Procedures for finding each are provided below.

+ Section C.1, “Engine Log File,” on page 131
+ Section C.2, “Windows Agent Log File,” on page 131
¢ Section C.3, “Linux Agent Log File,” on page 131

Engine Log File

1 At the machine hosting the Engine, launch Windows Explorer.
2 In the Address Bar, type %r ogr andat a%and press Enter.
3 Use the following path to locate the log file:

M cro Focus\ SRS\ Engi ne\ Log\ srsengi ne. | og

C.2 Windows Agent Log File

1 At the machine hosting the Windows Agent, launch Windows Explorer.

2 In the Address Bar, type %r ogr andat a%and press Enter.
3 Use the following path to locate the log file:
M cro Focus\ SRS\ Agent \ Log\srsagent.log

C.3 Linux Agent Log File

1 At the server hosting the Linux Agent, launch a terminal session.
2 Use the following path to locate the log file:

/var/ opt/ m crofocus/srs/agent/| og\srsagentd. | og

Log File Locations
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D.1

Agent Scan Capabilities

¢ Section D.1, “Server Platform and NAS Device Support,” on page 133

+ Section D.2, “File System Metadata,” on page 134

¢ Section D.3, “Security Scans — Active Directory File Systems,” on page 135

+ Section D.4, “Security Scans — eDirectory File Systems,” on page 135

+ Section D.5, “Volume Free Space Scans,” on page 136

+ Section D.6, “Other Microsoft Supported Features,” on page 136

¢ Section D.7, “Current Limitations,” on page 136

Server Platform and NAS Device Support

Table D-1 Server Support Matrix

Server Platform

File Reporter 2.5 and 2.6

File Reporter 3.0

NetWare 6.5 SP8

OES Linux 2 SP3, SP4

OES Linux 11 RTM, SP1

OES 2015

OES 2015 SP1

Windows Server 2003

Windows Server 2008

Windows Server 2008 R2

Windows Server 2012

Windows Server 2012 R2

¢ £ £ ¢ X X < < <

<

L £ 4 X £ £ £ <«

<

S

S

*Specific down-level operating systems are supported as a storage platform to the extent that the

customer is able to obtain patches and fixes to that operating system as required during the support

process.
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Table D-2 NAS Device Support for Windows Environments

NAS Device File Reporter 2.5 and 2.6 File Reporter 3.0
NetApp filer v v

(7 mode or Cluster mode)

EMC Celerra v v

Isilon v v

D.2 File System Metadata

The following table lists file system scanning capabilities of File Reporter.

Table D-3 File System Metadata Support

File System Metadata Windows ReFS Novell NSS NCP Volumes

Full Path

File Name

File Name Extension
File Size

File Sparse Size

File Compressed Size

File Size on Disk?

Create Time

Modify Time3

¢ 4 £ € X X & < < <

Access Time3

5

X € € € € X X € < < <

Directory Quota

<

Owner

L X £ £ £ 4 X X & £ < <«

<

v

1. Even though NSS volumes support compression, they only report compression metrics at the
volume level, not on a per-file basis.

2. File size-on-disk calculations are currently performed using an assumed 4 KB block size.

3. Access and Modify time stamps for directories are not consistently defined across file system
types. These time stamps should only be considered for file entries.
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D.4

4. Directory or Folder Quotas for Windows NTFS volumes are only available on Windows 2008 R2
and later servers, and only if the File Server Resource Manager (FSRM) Role has been installed.

5. OES 2015 NSS 64 volumes are supported only by OES Agents running on OES 2015 servers or
Windows Server 2008 R2 or later with Open Enterprise Server Client 2 SP4 or later.

Security Scans — Active Directory File Systems

Table D-4 Permission Scan Capabilities for Active Directory Environments

Windows Component Supported Notes

Share Permissions

Security Descriptors Includes the ACLs and ACEs, owner, and all ACE and
security descriptor flags. However, only security
descriptors for folders are currently collected. Additionally,
deny ACEs are not factored into calculations for
Permission by Identity or Permission by Path reports.

Universal Security Groups
Global Security Groups

Local Security Groups b4 The local security groups themselves are collected, but
group memberships for local security groups are not
currently processed.

Nested Group Memberships Nested group membership is collected as a flat list of all
intermediate and leaf groups, users, and other security
principals. The hierarchy of group nesting is not currently

preserved.
Primary Groups
Local Security Authority (LSA) 4 LSA privileges are not currently collected.
Privileges

Security Scans — eDirectory File Systems

Table D-5 Permission Scan Capabilities for eDirectory Environments

Novell Component Supported Notes
Trustees Only trustees for directories are currently collected.
Inherited Rights Masks (IRMs) o These are fully scanned and collected, but reporting

does not calculate them for Permissions by Path or
Permissions by Identity reports.

Security Equivalence For calculation of effective rights, security equivalence
is collected for all objects that are direct trustees of any
file system folder entry, as well as implicit trustees.
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Novell Component Supported Notes

Rights Inherited from eDirectory All users in eDirectory that have Write or Supervisor
access to the server object automatically have
Supervisor rights to all volumes on that server.

eDirectory Inherited Rights Filters b4 IRFs are not currently collected nor reported.
(IRFs)

D.5 Volume Free Space Scans

+ Free space for NSS volumes is currently calculated as volume free space + purgeable space.

+ Used space for NSS volumes is currently calculated as total size — calculated free space. This
means that the volume compressed size is included along with actual space used.

+ For NSS volumes that are oversubscribed on a shared NSS Pool, the volume total size of each
volume in the pool will change as data is added or removed from other volumes in the pool. This
is known behavior for oversubscribed volumes.

Oversubscribed NSS volumes are defined as two or more NSS volumes that are set to grow to
the size of a shared NSS Pool.

+ NSS 64 volumes are supported by Agents running on OES 2015 servers or Windows Server
2008 R2 or later with Open Enterprise Server Client 2 SP4 or later.

D.6 Other Microsoft Supported Features

¢ Multiple domains in a single forest
+ Distribute File System (DFS) running in domain-based mode

D.7 Current Limitations

The following are scan limitations of File Reporter 3.0:

+ Microsoft Environments
+ No scanning for workstations
+ No scanning for standalone servers
+ No support for Distributed File System (DFS) in standalone mode
+ No support for Single Label Domains
+ No support for FAT or FAT32 file systems

+ No support for Trusted Forests

+ Micro Focus (Novell) Environments
+ NetWare Traditional File System (TFS) volumes are not supported.
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Glossary

Agent: Compact programs that can run on Micro Focus Open Enterprise Server and Microsoft
Windows Server hosts. Agents can examine and report on NNSS and NTFS file systems.
Additionally, Agents examine and report on file system security, including folder rights, trustee
assignments, and permissions.

Analytics Tools: Windows workstation application included in the Client Tools designed to analyze
data from scans. The current Analytics Tools include the Dashboard, Pivot Grid, and Tree Map.

Baseline Scan: A scan that you save as a reference for a comparison with another scan via a
Historical Comparison report. You can have one File System Baseline scan and one Permissions
Baseline scan for each storage resource.

Built-in Reports: With the exception of Custom Query reports, all of the report types that you can
generate through the options displayed on the Add Report Definition page.

Current Scan: The most recent scan of a storage resource.

Custom Query Reports: Custom reports generated through SQL commands to the database.
Custom Query reports can be generated both from the File Reporter browser-based administrative
interface and from the Report Designer client tool.

Engine: The component that runs File Reporter. It can be hosted on a Microsoft Windows Server
2008 R2, Windows Server 2012, or Windows Server 2012 R2.

The Engine does the following:

+ Schedules the scans that the Agents conduct

+ Compiles scans for inclusion in a report

+ Provides the report information to the user interface

+ Determines that a condition has been met to start a triggered report

+ Runs scheduled reports

+ Monitors how many agents are online

+ Sends notifications that File Reporter has completed a scan or generated a report
Historic Comparison Report: File system or permissions reports that specify the differences
between two similar scan types of the same target system. Historic Comparison reports can compare

Baseline scans to Previous scans, Baseline scans to Current scans, and Previous scans to Current
scans.

Identity System: Refers to the supported directory services, which are eDirectory and Active
Directory. File Reporter can report on storage resources that reside in either identity system.

Micro Focus Storage Manager: A network file management system that utilizes directory services
enacted policies to automatically manage user and group network storage. When installed and
configured in the same network, File Reporter can report on Storage Manager policies.

PostgreSQL Database: One of the supported databases developed by the PostgreSQL Global
Development Group.

Preview Report: A report generated through the Generate Preview option. Might also be referred to
as “viewing the report in Preview mode.”
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Previous Scan: When the Retain existing Previous scan option is selected in the Scan Policy Editor,
the status of the Current scan becomes the Previous scan. You can then use the Previous scan as a
reference for a Historic Comparison report. There is only one File System Previous scan and one
Permissions Previous scan for each storage resource.

Proxy Agent: An Agent that performs agent services on a storage resource through a proxy
association. NAS devices, clustered configurations, and NetWare servers require proxy agents.

Proxy Target: Servers, clusters, and NAS devices that are not hosting an Agent but are being
scanned through a proxy agent.

Report: The result of a report request specified through the report definition. Reports are first
presented on-screen in either Preview or Stored mode. You can save reports in a number of different
formats.

Scan: Comprehensive file information pertaining to a storage resource at a specific time. Information
from scans is the means of generating reports.

Scan Policy: Specifies how and where the scan is conducted. All scans are managed through a scan
policy.

Scan Processor: Introduced in File Reporter 3.0, the Scan Processor alleviates some of the
workload that was previously performed by the Engine. This workload includes storing the scans in
the database and processing the scans.

Scan Target: The storage resource on the network that can be scanned by File Reporter.

SQL Server: One of the supported databases developed and distributed by Microsoft. File Reporter
supports SQL Server 2012 and above.

Storage resource: A resource within the network environment that File Reporter monitors and
reports on. Depending on the environment in which File Reporter is deployed, a storage resource can
be a server volume, a Windows server share, a Micro Focus Storage Manager policy, or a network
folder path.

Stored Report: Areport that is stored in the Repor t s folder of the Engine. By default, a stored report
is only stored for 30 days, but this setting can be adjusted through the Stored Reports Configuration

page.

Unformatted Report: Report data generated as “raw” text rather than formatted and presented in a
formatted report. In some instances, having an unformatted report might be useful for doing extensive
sorting and filtering of the report data through a product such as Microsoft Excel.

Web Application: The File Reporter administrative interface that runs on top of Microsoft IIS.
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F.2

Documentation Updates

This section contains information about documentation content changes that were made in this Micro
Focus File Reporter 3.0 Administration Guide after the initial release of File Reporter 2.0. The
changes are listed according to the date they were published.

The documentation for this product is provided on the Web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

The documentation was updated on the following dates:

July 19, 2016

Updates were made to the following sections:

Location

Update Description

Section 2.2.3, “Scan Processor,” on page 15.
Chapter 8, “Using the Report Viewer,” on page 97.
Chapter 9, “Using the Client Tools,” on page 101.

Chapter 10, “Using Report Designer,” on page 109.

Appendix D, “Agent Scan Capabilities,” on page 133.

New section.
New section.
New section.
New section.

Updated this section.

August 5, 2015

Updates were made to the following sections:

Location

Update Description

Section 2.2.4, “Agents,” on page 15.

Table D-3 on page 134.

Section D.7, “Current Limitations,” on page 136.

Appendix E, “Glossary,” on page 137.

Removed information on support for NetWare
Traditional file system support.

Removed information on support for NetWare
Traditional file system support.

Removed information on support for NetWare
Traditional file system support.

Removed information on support for NetWare
Traditional file system support.
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F.3

F.4

F.5

April 27, 2015

Updates were made to the following sections:

Location

Update Description

Section 5.1.1, “Scan Retention,” on page 40.
Section 5.4, “Creating Scan Policies,” on page 42.

Section 5.5, “Establishing a Baseline Scan,” on
page 45.

Section 5.6, “Clearing a Baseline Scan,” on page 45.

Section 6.8, “Historic Comparison Reports,” on
page 77.

Section 6.16, “Copying a Report Definition,” on
page 89.

Appendix E, “Glossary,” on page 137.

New section.
Information on Previous scans.

New section.

New section.

New section.

New section.

New entries.

October 7, 2014

Updates were made to the following sections:

Location

Update Description

“Custom Queries” on page 18.
Section 5.14, “Retrying Failed Scans,” on page 48.
Section 6.10, “Custom Query Reports,” on page 83.

Chapter 9, “Using the Client Tools,” on page 101.

New section.
New section.
New section.

New section.

February 18, 2014

Updates were made to the following sections:

Location

Update Description

Various.

Section 7.3, “Considerations for Reporting on NAS
Devices,” on page 93.

Section 6.3, “Changing the Report Data Font,” on
page 53.

Appendix D, “Agent Scan Capabilities,” on page 133.

Updated references to database references to include
information specific to Microsoft SQL Server 2012.

Updated this section to include new procedures for
EMC Isilon and other NAS devices.

Expanded this section.

New section.
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F.7

F.8

November 26, 2013

Updates were made to the following sections:

Location

Update Description

Section 6.3, “Changing the Report Data Font,” on
page 53.

New section.

April 25, 2013

Updates were made to the following sections:

Location

Update Description

Section 3.3.2, “Configuring the Web Interface,” on
page 27.

Appendix A, “Filtering,” on page 121.
Appendix B, “Security Settings,” on page 127.

Appendix C, “Log File Locations,” on page 131.

New procedures.

New section.
New section.

New section.

February 13, 2013

Updates were made to the following sections:

Location

Update Description

Section 3.1, “Supported Browsers,” on page 23.

Section 5.4, “Creating Scan Policies,” on page 42.

Section 6.7.1, “Generating a Filename Extension
Report,” on page 69.

Removed Internet Explorer 8 from the list of supported
browsers.

Specified that a target path cannot be included in more
than one scan policy of the same type.

Inserted a note on the maximum length of file
extensions.
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