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About This Guide

This administration guide is written to provide network administrators the conceptual and
procedural information for managing user and collaborative storage by using Novell Storage
Manager for Active Directory.

*

*

*

Chapter 1, “What’s New,” on page 11

Chapter 2, “Overview,” on page 17

Chapter 3, “Using NSMAdmin,” on page 19

Chapter 4, “Managing Existing User Storage,” on page 23

Chapter 5, “Managing User Home Folders,” on page 39

Chapter 6, “Managing Existing Collaborative Storage,” on page 67
Chapter 7, “Managing Collaborative Storage,” on page 77

Chapter 8, “Using Quota Manager,” on page 97

Chapter 9, “Mobile Management,” on page 103

Chapter 10, “The Network Operations Center Dashboard,” on page 105
Chapter 11, “Performing a Cross-Empire Data Migration,” on page 111
Chapter 12, “Reference,” on page 205

Appendix A, “Security Specifications,” on page 241

Appendix B, “Distributed File System (DFS),” on page 245

Appendix C, “Active Directory Schema Extensions,” on page 255
Appendix D, “AuxMap,” on page 259

Appendix E, “Glossary,” on page 263

Appendix F, “Documentation Updates,” on page 265

Audience

This guide is intended for network administrators who manage user and collaborative network

storage resources.

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your

comments there.

Documentation Updates

For the most recent version of the Novell Storage Manager 3.1.1 for Active Directory Administration

Guide, visit the Novell Storage Manager Web site (http://www.novell.com/documentation/
storagemanager3/index.html).

About This Guide
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Additional Documentation

For additional Novell Storage Manager documentation, see the following guide at the Novell Storage
Manager Documentation Web site (http://www.novell.com/documentation/storagemanager3/
index.html):

¢ Novell Storage Manager 3.1.1 for Active Directory Installation Guide

Novell Storage Manager 3.1.1 for Active Directory Administration Guide
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1.1

What's New

Novell Storage Manager 3.1.1 for Active Directory has significant architectural and feature
enhancements compared to previous versions of the product. An overview of some of the more
notable changes in architecture, performance, and features follows:

¢ Section 1.1, “New in Version 3.1.1,” on page 11

¢ Section 1.2, “New in Version 3.1,” on page 12

¢ Section 1.3, “New in Version 3.0.4,” on page 13

¢ Section 1.4, “New in Version 3.0.3,” on page 13

¢ Section 1.5, “New in Version 3.0.2,” on page 13

¢ Section 1.6, “New in Version 3.0.1,” on page 13

¢ Section 1.7, “New in Version 3.0,” on page 14

New in Version 3.1.1

Leveling Algorithm

The Leveling Algorithm setting of a policy's Target Paths page now lets you structure the home
folders so that they are categorized by the first or last letter of a username through a subordinate
folder. A new Leveling Length field allows you to enter up to 4 characters, making it so that you can
organize home folders by year. For more information, see Section 5.5.4, “Setting Target Paths,” on
page 46.

Pending Events

You can now place comments on deferred pending events. This allows an administrator to specify to
other administrators the reason why he or she deferred the event. For more information, see
Section 12.1.6, “Pending Events,” on page 219.

Bypassable Events

Allows Novell Storage Manager to automatically attempt to address any pending events that can
bypass administrative action. For more information, see Section 5.5.1, “Setting Policy Options,” on
page 43.

Deleting Event Monitors and Agents

Event Monitors and Agents must be deauthorized before they can be deleted. For more information,
see “Deleting an Event Monitor” on page 234 and “Deleting an Agent” on page 235.

What's New 11
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1.2

Displaying Administrative and Hidden Shares:

You have the option to display Active Directory administrative and hidden shares in NSMAdmin.
For more information, see Section 12.3.1, “Engine Config,” on page 230.

New in Version 3.1

Cross-Empire Data Migration

For file to file migrations, Novell Storage Manager now lets you identify and move all files that are
new or have been modified after a given date. Additionally, you can verify that all of the files you
wanted to migrate from a source server have been migrated. You use four new utilities to perform
these tasks:

¢ novscan.nlm: A NetWare NLM that scans the contents of the target server and determines
which files have been modified or created since you performed a preliminary file to file
migration.

¢ NovScanConfig.exe: This Windows executable configures what file system data you want
identified from the NetWare or Novell Open Enterprise Server source.

¢ WinScan.exe: This Windows executable lists the contents of the file system on the target
Microsoft server following a file to file migration.

¢ ScanCompare.exe: This Windows executable compares the files on the NetWare or Open
Enterprise Server source server and the Microsoft Server target server.

All of these new utilities are used in Section 11.12, “Performing a Folder to Folder Migration,” on
page 166.

Mobile Management

You can now perform many management tasks by using a hand-held device running the iO6 or
Android operating systems. For more information, see Chapter 9, “Mobile Management,” on
page 103.

Network Operations Center (NOC) Dashboard

The Network Operations Center Dashboard monitors and displays Novell Storage Manager activity.

Its multiple monitoring regions help you track Novell Storage Manager activity, performance, and
potential problems. For more information, see Chapter 10, “The Network Operations Center
Dashboard,” on page 105.

Integration with Novell File Reporter 2.0

Novell File Reporter 2.0 can report on the files and folders of the target paths of Novell Storage
Manager 3.1 policies.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide
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1.3

1.4

1.5

1.6

New in Version 3.0.4

Tivoli Support

Novell Storage Manager 3.0.4 for AD now supports IBM Tivoli Hierarchical Storage Management.

Certificate Management

Enhanced SSL Certificate Management enables you to generate your own SSL certificates. For more
information, see “Upgrading from Storage Manager 2.5x to 3.1.1 ” or “Installing Novell Storage
Manager 3.1.1 for Active Directory”in the Novell Storage Manager 3.0.x for Active Directory Installation
Guide.

Enhanced DFS Namespace Support

Enhanced Microsoft Distributed File System support now allows for multiple namespaces to be
managed. For more information, see Appendix B, “Distributed File System (DFS),” on page 245.

New in Version 3.0.3

Performance Enhancements

This update includes significant performance enhancements that speed up provisioning user storage,
processing templates, enforcing policy paths, cross-empire data migrations, and vaulting.

New in Version 3.0.2

Identity Mapping in Cross-Empire Data Migration

To retain security and ownership information for files and folders being migrated from a Novell
network platform to a Microsoft network platform, an identity mapping technology has been added
to Cross-Empire Data Migration. Within the identity map, you indicate object equivalence from the
Novell network source to the Microsoft network target.

For more information, see Section 11.2.1, “Defining an Identity Map for Security and Ownership
Migration,” on page 114.

New in Version 3.0.1

Cross-Empire Data Migration

Cross-Empire Data Migration is a subsystem within Novell Storage Manager that allows for the
movement of file system data between storage infrastructures on different platforms governed by
different identity and security frameworks. You can perform the following types of data copying:

¢ User to User
+ Folder to User
¢ Group to Group

What's New 13
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+ Folder to Group
+ Folder to Folder

For more information, see Chapter 11, “Performing a Cross-Empire Data Migration,” on page 111.

Microsoft DFS Namespace Support

Distributed File System (DFS) namespace technology helps Microsoft network administrators group
shared folders located on different servers and presents them to users as a virtual tree of folders
known as a namespace. Novell Storage Manager now presents these namespaces as available storage
resources in the Storage Resource List.

Copy Policy Data

Copy Policy Data allows you to copy all or a portion of the policy settings of one policy into another
policy. For more information, see Section 5.10, “Copying Policy Data,” on page 59.

Export Policy

Provides the ability to export policies so that they can be imported later. For more information, see
Section 5.12, “Exporting Policies,” on page 64.

Import Policy

Provides the ability to import policies that were previously exported. For more information, see
Section 5.13, “Importing Policies,” on page 65.

New in Version 3.0

Collaborative Storage

Novell Storage Manager 3.0 for Active Directory provides administrators the ability to create and
manage collaborative storage areas for groups and containers. These storage areas can be structured
in multiple ways including:

¢ A single project folder where all project members have access

¢ A project folder with personal subfolders for each of the members of a group. This configuration
is done through Dynamic Template Processing

¢ Classroom-based storage for education customers providing the ability to structure the storage
to support assignment and class work turn-in folders for each student

For more information, see Chapter 7, “Managing Collaborative Storage,” on page 77.

Quota Management

Quota management lets administrators set storage quota limits for users based on their roles in the
organization. Additionally, administrators can designate individuals as quota managers, who can
then grant storage quota increase requests when needed. For user storage quota management, see
Section 5.4, “Enabling Your Network for Quota Management,” on page 40 and Section 5.5.5, “Setting

Novell Storage Manager 3.1.1 for Active Directory Administration Guide
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Quota Options,” on page 47. For collaborative storage quota management, see Section 7.7.5, “Setting
Group Policy Quota Options,” on page 89. For administering quota, see Chapter 8, “Using Quota
Manager,” on page 97.

Profile Path and Remote Desktop Services Support

In addition to creating User Home Folder policies, administrators can create a User Profile Path
policy, a User Remote Desktop Services Home Folder policy, and a User Remote Desktop Services
Profile Path policy, with each of these policies governing storage management independently. For
more information, see Section 5.6, “Creating a User Profile Path Policy,” on page 52, Section 5.7,
“Creating a User Remote Desktop Services Home Folder Policy,” on page 53, and Section 5.8,
“Creating a User Remote Desktop Services Profile Path Policy,” on page 55.

Auxiliary Storage Policies

Auxiliary storage allows administrators to create one or more policies for creating and managing
auxiliary storage folders when a new user is created. This auxiliary storage can even be hidden from
the user for whom it was created. For example, administrators can create an HR Folder for
confidential information about the user. For more information, see Section 5.11, “Using a Policy to
Manage Auxiliary Storage,” on page 60.

GSR Collector

The Global Statistics Reporting (GSR) Collector collects data for general statistics, presents historical
data, reports on anomalies such as potential orphaned home folders, and catalogs managed storage
movement. For more information, see Section 12.1.10, “GSR Collector,” on page 223.

Anomaly Reports
The GSR Collector generates anomaly reports that identify issues that might need to be addressed

before you create storage policies. For more information, see Section 12.2.3, “Anomaly Reports,” on
page 227.

Policy Location
In previous versions of Novell Storage Manager for Active Directory, the policies were stored as text

files in a POLICY folder where the NSM Engine was installed. Policies are now stored in an SQLite
database.

What's New 15
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Overview

Novell Storage Manager introduces management and structure to an unmanaged and unstructured
network storage system. In the process, it automates the full life cycle management of user and group
storage. Leveraging directory services (commonly referred to as “the directory”), Novell Storage
Manager automates a comprehensive set of storage management tasks based on events, identity, and
policies.

The Directory

Microsoft Active Directory stores the identity information about the users and groups that Novell
Storage Manager manages. When Novell Storage Manager is installed, it adds or modifies user and
group attributes so that they can be managed through Novell Storage Manager.

Events

When a user in Active Directory is added, moved, renamed, disabled, or deleted, it is known as a
directory “event.”

Policies

Policies within Novell Storage Manager indicate what storage-specific actions to enact when an event
in Active Directory takes place. These actions include creating user or collaborative storage when a
new user is added to Active Directory, moving storage when a user is moved from one organizational
unit or group to another, and archiving or deleting storage when a user is removed.

Novell Storage Manager lets you create the following types of policies:

User Home Folder: Manages home folders for users who access their storage from an assigned user
workstation.

User Profile Path: Used for profile path management

User Remote Desktop Services Home Folder: Used for users who get network access from remote
client machines. Prior to Windows Server 2008, these were referred to as Terminal Services Home
Folders.

User Remote Desktop Services Profile Path: Used for profile path management for users who get
network access from remote client machines.Prior to Windows Server 2008, these were referred to as
Terminal Services Profile Paths.

Container: Manages the users located in an organizational unit.
Group: Manages the users that are members of a group.

Auxiliary: Manages one or more additional storage locations in association with one of the four user
policy types.

Overview 17
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NSM Engine

The NSM Engine performs actions based on events in Active Directory and the defined Novell
Storage Manager policies. These actions include provisioning, moving, grooming, deleting,
renaming, and vaulting in the file system. There is only a single NSM Engine per forest and it can be
installed on a domain controller or a member server. The NSM Engine runs as a native NT service on
Windows.

Event Monitor

The Event Monitor monitors changes to Active Directory based on create, move, rename, and delete
events. You install one Event Monitor per domain, and it can run on a domain controller or a member
server. If you install the Event Monitor on a domain controller, the Event Monitor always monitors
the local server for changes in the domain. If the Event Monitor is installed on a member server, it
identifies the closest available domain controller and monitors it for changes in the domain. The
Event Monitor runs as a native NT service on Windows.

NSM Agent

NSM Agents perform copying, moving, grooming, deleting, and vaulting through directives from
the NSM Engine. For optimum performance, NSM Agents should be installed on all servers with
storage managed by Novell Storage Manager. The NSM Agent runs as a NT native service on
Windows.

Directory Sernvices
L
aq)
i
Storage [ ‘ \&::3
Policies { .If“ J * Provision Storage
p—

-5« Rename Storage

\l * Clean Up Storage

."'.*

=
Delegated

N5M
Agent
Work

v * Server-to-Server Diata Migration
T i ]___,, \ o5 ¢ Grooming and Vaulting of Storage

* File Template Copies
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3.1

Using NSMAdmin

NSMAdmin is the administrative interface for Novell Storage Manager. All management tasks run

from this easy-to use Windows application. NSMAdmin is built from the Microsoft NET Framework

and must run on a Windows workstation or server with .NET 3.5 installed.

Procedures for installing NSMAdmin are included in “Installing Novell Storage Manager 3.1.1 for

Active Directory” of the Novell Storage Manager 3.1.1 for Active Directory Installation Guide. If you have

not yet installed NSMAdmin, go to that guide to install it before proceeding with this section.

¢ Section 3.1, “Launching NSMAdmin,” on page 19
¢ Section 3.2, “Using the NSMAdmin Interface,” on page 21

Launching NSMAdmin

1 Double-click the NSMAdmin icon from the Windows desktop.

An authentication dialog box appears.

,! Movell storage Manager Admin Client - 3.0.4.4

O Novelle Storage Manager

Engine [10.112.20.2 =] Port |30[:|9

ser Mame |sawgrass—forest‘n,administrator

Pazsword quu-

B Proxy and Logging Options

Login I Cancel

Copyright & 2002-2012 Condrey Corporation. All rights ressrved, f}

2 In the Engine field, specify the DNS name or IP address where the NSM Engine service is

installed.
3 In the Port field, specify the secure port number.
The default setting is 3009.
4 Specify the username.
You must specify the username in the form Domain \username.

5 Specify the password.

Using NSMAdmin
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The user must be a member of the NSMAdmins group to be able to log in.
6 Click Login.

3.1.1 Overriding Proxy Settings at Login

As a NET application, NSMAdmin is managed by the proxy configurations and exceptions of
Microsoft Internet Explorer. If you do not have an exception in your proxy settings to allow for
NSMAdmin, the NSMAdmin application might not launch.

Try to launch NSMAdmin using the default setting first. If you are unable to log in, use the following
procedures:

1 Repeat Step 1 on page 19 through Step 5, then click the Proxy and Logging Options button to
expand the authentication dialog box.

! Novell Storage Manager Admin Client - 3.0.4.4 x

Q Novelle Storage Manager

Engine [10.112.20.2 | port |30[:|g

User Name |sawgrass—farest‘l.adminish'abar

Pazsword |
¥ Proxy and Logging Options

¥ Use System Proxy (use Internet Explorer settings)
{" Do not use a Proxy

[ Enable Temporary Logging Override

Login I Cancel

Copynight © 2002-2012 Condrey Corporation, All rights resenved, f'}

2 Select Do not use a Proxy.
3 Click Login.

3.1.2 Enabling Temporary Logging Override

Selecting Enable Temporary Logging Override indicates that you want Novell Storage Manager to
override any logging configuration settings you have set for the NSM Engine and the NSM Agent in
NSMAdmin, and to create log files during this session. The data contained in the log files might be
useful for troubleshooting.
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3.2

Using the NSMAdmin Interface

The NSMAdmin interface has three tabs: Main, Reports, and Configure. Clicking each tab displays an
associated toolbar directly below the tabs. The toolbar is divided into sections based on the actions
that are available. Clicking a tool displays data or an interface for performing a management task.

The left panes of the Start Page tool display an at-a-glance view of the management status of user
storage, collaborative storage, and users and groups that have home folders. The right pane displays
links to resources and product news.

Novell Storage Manager Admin 3.0.4.4

Reports Configure
== | = . o 0 I |
a] & B B ' H | = i I
Start Engine Storage Policy Pending Management Path Object Storage GSR Scheduled Data

Page  Status Management Management  Events Actions Analysis Properties Resource List Cpllecto_r Tasks Migration

Home Folders NSM News
90.28% c .
Chiby ; Novell Storage Manager Updated!
278%° 6.94% | ¥a
|.u995wim HD e ‘ |
jl Movell Storage Manager 3.0.3 Released 2011 November 15
This product update includes a variety of performance improvements, most notably during data copying and in the user interface of
User Storage NSMAdmin.
5 Novell Storage Manager 3.0.2 Released 2011 June 21
-98.98% This product update includes significant enhancements to how the Cross-Empire Data Migration subsystem in Movell Storage manager for

Active Directory transfers folder ownership and security rights during a data migration

Novell Storage Manager 3.0.2 Now Available:

0.04% "
|.Managed siiia: ‘ = The Administration Guide has been updated with a new chapter: "Managing Existing Collaborative Storage.”
jl Forinformation on each of the product enhancements mentioned above, refer, to the updated Novell Storage Manager 3.0.2 documentation
setat:
Collaborative Storage http:/iwww.novell.com/documentation/storagemanager3 2011 June 21
The Novell Storage Manager 3.0 2 Action Object Reference Guide includes reference information on all action objects, including those that
. 100.00% are updated and new to Novell Storage Manager 3.0.2
| Eanaged mare.|

All other Novell Storage Manager tools are covered in the other sections of this guide.
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Managing Existing User Storage

Because Novell Storage Manager 3.1.1 for Active Directory is deployed into an existing Microsoft
network with users, groups, containers, and domains already established in Active Directory, your
principle focus should be to start managing the storage that is assigned to these users. This process
involves several tasks:

¢ Running reports to determine the status of your user storage

¢ Creating policies that standardize the storage allocation, quota, rights, and more

¢ Managing the users through Manage Operations

¢ Testing these policies to verify that they are working as desired
By completing this section, you not only put your existing users’ storage into a managed state and set
it up for ongoing management through Novell Storage Manager, but you also learn the basic
procedures for reporting and for setting user policies.

¢ Section 4.1, “Running the GSR Collector,” on page 24

¢ Section 4.2, “Viewing Anomaly Reports,” on page 24

¢ Section 4.3, “Running Consistency Check Reports on Existing Storage,” on page 25

¢ Section 4.4, “Assigning Missing Home Folder Attributes,” on page 25

¢ Section 4.5, “Standardizing User Home Folder Attributes,” on page 27

¢ Section 4.6, “Creating a Blocking Policy,” on page 27

¢ Section 4.7, “Creating a User Home Folder Policy,” on page 29

¢ Section 4.8, “Removing a Preexisting Process for Creating User Home Folders,” on page 34

¢ Section 4.9, “Testing the User Home Folder Policy,” on page 35

¢ Section 4.10, “Performing a Consistency Check,” on page 35

¢ Section 4.11, “Testing a Rename Event,” on page 36

¢ Section 4.12, “Testing a Cleanup Rule,” on page 36

¢ Section 4.13, “What’s Next,” on page 36
After completing the procedures in this section, refer to the remainder of the Novell Storage Manager

3.1.1 for Active Directory Administration Guide for more detailed content on these tasks as well as many
others.
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4.1

4.2

Running the GSR Collector

The Global Statistics Reporting (GSR) Collector collects data for general statistics, presents historical
data, reports on anomalies such as potential orphaned home folders, and catalogs managed storage
movement. For more information, see Section 12.1.11, “Scheduled Tasks,” on page 224.

As the first step in managing your existing user storage through Novell Storage Manager, you should
run the GSR Collector. Depending on the size of your network, running the GSR Collector might be
resource intensive and can take some time to complete. After you run the GSR Collector the first time,
you should schedule it to run at a regularly scheduled time, preferably after regular business hours.
1 Launch NSMAdmin.
2 In the Main tab options, click GSR Collector.

3 Click Run Collector.

Viewing Anomaly Reports

The GSR Collector can generate anomaly reports to identify issues that might need to be addressed
before you create storage policies. The anomaly report, which is generated through data collected by
the GSR Collector, lists potential problems according to seven different categories:

Tab Name Explanation

Orphan Candidates Lists home folders that are not currently assigned to a User object in Active
Directory.

Name Mismatch Lists cases where a username and the associated home folder name do not

match. This is frequently the case when a User object is renamed, but the
corresponding home folder is not.

Path Overlap Lists home folders that are parent paths of other user home folders. For
example, a user’'s home folder attribute in Active Directory is set to
\SERVER\SHARE\HOME\USERS instead of
\SERVER\SHARE\HOME\USERS\JBANKS. This is a potential conflict
because if you move an object that resides in the first path, it moves all users
below the user.

Duplicate Storage Pointer Lists users that have identical home folder paths.

Missing Primary Folders Lists users who do not have assigned home folders.

Missing Auxiliary Folders Lists users that have auxiliary storage assigned, but the storage is not yet
created.

Objects Not Managed Lists users in Active Directory whose storage is presently not managed

through Novell Storage Manager.

1 In NSMAdmin, click the Reports tab.
2 Click Anomaly Reports.
3 Click the tab for the category you want to view.

At this point, because none of your existing users are being managed through Novell Storage
Manager, each user in Active Directory should be listed when you click the Objects Not Managed
tab. Additionally, you might notice other potential problems by viewing data categorized
through the other tabs.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€10z leqwaidas gz (ua) sAsoop



4.3

4.4

Running Consistency Check Reports on Existing Storage

When Novell Storage Manager is installed, you need to analyze and correct any issues that might
exist in the current user storage environment. Issues might include missing storage quotas,
inconsistent home folder attributes, inconsistent home folder rights, missing home folders, and
inconsistent file paths. Storage analysis begins by running consistency check reports on existing user
storage prior to creating and implementing storage policies.

In addition to reporting on storage issues, consistency check reports let you review current quota
assignments and can help you in designing and planning storage policies.

1 In NSMAdmin, click the Main tab.

2 Click Storage Management.

3 In the left pane, browse through the domain so that an organizational unit with the users for
whom you want to generate the consistency check report is displayed in the right pane.

4 In the right pane, right-click the container and select User Actions > Consistency Check.
5 Click Run and view the results in the bottom panel.
6 Click Expand to expand the view.

Because none of the users are currently managed through Novell Storage Manager, each user
has a Management status of Not Managed. Additionally, there are no established storage quotas
and there might be inconsistent directory attributes, rights, flags, and file paths, along with
various warnings or errors that you can mouse over to view the specifics.

To export a consistency check report for printing, see Section 12.2.1, “Consistency Check
Reports,” on page 224.

Assigning Missing Home Folder Attributes

The consistency check report’s DS Path column indicates the path (also referred to as “attributes”) of
the user’s assigned home folder. If no path is indicated, it is because the home folder attribute is not
set in Active Directory.

Novell Storage Manager allows you to populate any missing home folder attributes or correct
attributes that are not configured correctly. You do this by selecting a path and looking for a match on
each user’s ID. You also have the option to overwrite an existing attribute based on a match found.

If no home folder exists for the user, Novell Storage Manager can create one automatically when the
target path for the home folder is indicated in the policy. For more information, see Section 4.5,
“Standardizing User Home Folder Attributes,” on page 27.

1 In NSMAdmin, click the Main tab.

2 Click Storage Management.

3 In the left pane, browse through the domain so that an organizational unit with users that need
home folder attributes appears in the right pane.

4 In the right pane, select the desired container.

5 Click User Actions > Assign Managed Path.

Managing Existing User Storage 25

€10z leqwaidas gz (ua) sAsoop



10

11
12

13

14

Take Action - User Mode

-
o

aes - . ] &
Run User Mode Consistency Check Management Action Refresh Results
| s I " |

O add €3 Remove select Al | B Select None
Matched Path Assignment

| | FOM

% Assignif associated path attribute not set
" Assignifassociated path attribute not setor specified location notfound on disk
" Always overwrite associated path attribute

Explicit Path Assignment

[T Explicit Assianment (only works with single object)

Target Path

Parent Path I Browse

Select 3 policy type:
(¥ Home Folder " Remote Desktop Services Home Folder
" Profile Path (" Remote Desktop Services Profile Path
" Axuiliary Storage

¥ Process Subcontainers W Run in Check Mode Mask I

ﬂ Expand @ Check Mode Enabled

| Name | PathType Action

In the Matched Path Assignment portion of the window, make sure the Assign if Home Directory
attribute not set option is selected.

Click Browse, use the Path Browser dialog box to browse to the path where your user home
folders in the selected organizational unit reside, then click OK.

The selected path appears in the Parent Path field.

Verify that the Run in Check Mode check box is selected.

Check mode allows you to view the results of the action, without actually making changes.
Click Run.

Click Expand to expand the view.

Novell Storage Manager summarizes any problems it can resolve in the Action column.
Click Collapse.

If you approve of the actions Novell Storage Manager took in Check mode, deselect Run in Check
Mode and click Run.

Run a new consistency check report by selecting the organizational unit you selected in Step 3
on page 25, clicking Consistency Check, then clicking Run.

Observe that all users now have home folder attributes listed in the DS Path column.
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4.5

4.6

Standardizing User Home Folder Attributes

As a best practice, you should have all of your user home folder attributes set to a path that ends with
the user’s home folder name, rather than the parent path. For example, instead of user EBROWN
having a home folder attribute of \ \SERVER-NAME\SHARE-NAME\HOME\USERS, it should be
set to \\SERVER-NAME\SHARE-NAME\HOME \ USERS\EBROWN.

Novell Storage Manager lets you easily standardize home folder attributes by overwriting attributes
linked to the parent path.

1 In NSMAdmin, click the Main tab.

2 Click Storage Management.

3 In the left pane, browse through the domain so that a container with users that need standard
home folder attributes appears in the right pane.

4 In the right pane, right-click the desired organizational unit and select User Actions > Assign
Managed Path.

5 Select the Always overwrite Managed Path attribute option.

6 Click Browse, use the Path Browser dialog box to browse to the path where you want all home
folders in the selected container to reside, then click OK.

7 Verify that the Run in Check Mode check box is selected.
8 Click Run.
9 Click Expand to expand the view.

Novell Storage Manager summarizes any problems it can resolve in the Action column.
Resulting home folder attributes that will be created are displayed as “Match found. Managed
Path would be set.”

10 Click Collapse.

11 If you approve of the actions Novell Storage Manager took in check mode, deselect Run in Check
Mode and click Run.

12 Run a new consistency check report by selecting the organizational unit you selected in Step 4,
clicking Consistency Check, then clicking Run.

13 Observe that all users who did not previously have proper home folder attributes, now do.

Creating a Blocking Policy

Novell Storage Manager provides the ability to create “blocking policies” that block other Novell
Storage Manager policies from affecting members of organizational units, members of groups, or
even individual users. For example, you might have proxy users such as a BACKUP PROXY or
VIRUS SCAN PROXY who do not need a home folder. Or, you might have an organizational unit
within an organizational unit whose members you do not want to be assigned home folders.

Creating a blocking policy is as easy as creating a group, adding the users you want to block from a
policy to the group, and then using NSMAdmin to create the blocking policy and associate it to the

group.

IMPORTANT: Before proceeding, you should create a group in Active Directory whose members
you want to block from the effects of any Novell Storage Manager policies that you create.

1 In NSMAdmin, click the Main tab.
2 Click Policy Management.

Managing Existing User Storage 27

€10z leqwaidas gz (ua) sAsoop



28

3 In the Manage Policies menu, select Create Policy > Create User Home Folder Policy.

The following screen appears:

Create New Policy

Name ||
Policy Type User Folder Type
' |User *' Home Folder
™ Group ™ Profile Path
i~ Container " Remote Deskiop Services Home Folder
 Bupdiliary {™ Remote Deskiop Services Profile Path
1554 I Cancel

4 Specify a descriptive name in the Name field, such as “Block Policy,” leave the User and Home
Folder options selected, then click OK.

The Policy Options page appears.

Policy Editor - NSM304-HOME

_ General: Policy Options

e

J Policy Options | ¥ Process EventsforAssociated Managed Storage
-_-"n Assodations .
[z awdliary Policies
¥ Palicy appliesto subcontainers
[ ——

¥ Palicy applies to nested group members

Provisioning Options
= Policy Weight I UEC
. Target Paths

Folicy created at 5/4/2012 7:02 AM by sawgrass-forest\administrator

a] Quota Options
ey Move Schedule

[=r—

E Cleanup Options

g Vault Rules Characters Allowed: 1023 Characters Remaining: 956
fE Grooming Rules

E MNotes
=
Se

&, Policy Summary

‘] Copy Policy Dat I
[{"] Copy Policy Data 0K | Cancel Apply

5 Deselect the Process Events for Associated Managed Storage check box.

A description at the right of the check box indicates that the policy is now a blocking policy.
6 In the left pane, click Associations.
7 Click the + sign.
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8 Browse down and locate the group that you want to block from the effects of Novell Storage
Manager policies, then drag it to the Selected Items pane.

9 Click OK to save the setting.
10 Click OK to save the block policy.

4.7 Creating a User Home Folder Policy

A policy in Novell Storage Manager is the means by which Novell Storage Manager provisions,
manages, deletes, and archives storage. The parameters within the policy dictate where user storage
is created, what rights are granted, what quota to assign, what to do when a user leaves an
organization, and much more.

IMPORTANT: Only one policy of the same type can be associated with a domain, organizational
unit, group, or user.

1 In NSMAdmin, click the Main tab.
2 Click Policy Management.
3 In the Manage Policies menu, select Create Policy > Create User Home Folder Policy.

The following screen appears:

Create New Policy

Name ||
Policy Type User Folder Type
' |User *' Home Folder
™ Group ™ Profile Path
i~ Container " Remote Deskiop Services Home Folder
 Bupdiliary {™ Remote Deskiop Services Profile Path
1554 Cancel

4 Specity a descriptive name for the policy, such as “Los Angeles Division,” then click OK.

The Policy Options page appears.

Managing Existing User Storage 29

€T0Z Jaqwaldas Gz (ua) sAsaop



30

Policy Editor - NSM304-HOME

Policy Options

j Policy Options ¥ Process EventsforAssociated Managed Storage

-, i
=f) Associations
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[E.’f Auxiliary Policies Policy Inheritance

¥ Palicy applies to nested group members

Policy Weight m

Provisioning Options
._' Target Paths

E] Quota Options

ey Move Schedule

[r——

E Cleanup Options

Description

Policy created at 5/4/2012 7:02 AM by sawgrass-forest\administrator

g Vault Rules Characters Allowed: 1023 Characters Remaining: 956
E Grooming Rules

=
|=| Notes
o

Policy Summary

¥ Copy Policy Dati I
("] Copy Policy Data oK | Cancel Apply

5 Set the Policy Options specifications for the policy:

5a If you want the container’s subcontainers to inherit the policy settings, leave the Policy
applies to subcontainers check box selected. Otherwise, deselect it.

5b If you will have users that are members of multiple groups, which means they could be
affected by multiple policies, use the Policy Weight field to indicate a weight for this policy.

When multiple policies pertain to a user, Novell Storage Manager uses the highest weight
number to determine which policy to apply.

5¢ Click Apply to save your settings.
6 Set the associations:

6a In the left pane, click Associations.

6b Click the + button.

6c Browse to and locate the domain, organizational unit, Group object, or User object you
want the policy applied to, then drag it to the Selected Items pane.

6d Click Apply to save the settings.
7 Set the provisioning specifications:

7a In the Folder Properties region, specify the settings you want for the rights to be applied to
network home folders that are created through this policy. Select the Policy-Defined Default
Attributes check box, to activate additional check boxes.

7b In the Template Folder region, click the Browse button to locate and place a path to a
template directory that can be copied into each home folder.

For more information on templates, see Step 4 on page 46.
7¢ In the Home Folder region, indicate the network drive letter to assign to your users.

7d Click Apply to save the settings.
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8 Set the target paths:

8a In the left pane, click Target Paths.

8b Click the + button, browse to the share or folder where you want your home folders to
reside, right-click and choose Select to add the target path to the Selected Paths pane.

8c If you want to set the location of home directories among different paths, repeat Step 8b to
include all the paths you want.

8d If you have multiple paths listed, select a distribution method from the Distribution drop-

down list.

For an explanation of storage distribution, see Section 5.5.4, “Setting Target Paths,” on

page 46.

8e Leave the other fields as they are currently set.

8f Click Apply to save your settings.

9 Set the quota options:

9a In the left pane, click Quota Options.

3 Policy Options
_%\_ Associations

E—_’J_‘ Audliary Policies

Provisioning Options
| Target Paths

’“ﬂ-quota Options

;:r} Move Schedule

[r—

E Cleanup Options
B vault Rules
’B Grooming Rules

E Notes
c?: Policy Summary

("] Copy Policy Data

Initial Quota

™ Enabled
% No QuotaRestriction
€ Set Quota 1004 ms

Quota Management

I Enable QuotaManager/ Quota Preservation forthis policy

Quota Maximum

€ No Maximum Quota

& Maximum Quota 03: MB

Quota Managers

& Add €3 Remove

Policy Editor - NSM304-HOME

@ oquotais currently unlimited

Quota Increment

& Set quota increment manually

{7 Increment quota by 103: MB

| Manager Object

oK Cancel

Apply

9b In the Initial Quota region, specify the amount of initial storage space to be allocated to all
users associated with this policy.

9c (Optional) In the Quota Management region, click the Enable Quota Manager / Quota
Preservation for this Policy check box, to display additional options.

9d Select one of the following Quota Maximum options:

¢ Use the No Maximum Quota option to specify that the users managed by this policy will
be granted additional storage quota when they need more.

¢ Use the Maximum Quota field to specify the maximum amount of storage that is
allocated to a user. This allocation comes through the quota increment settings below.
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9e

of

(Optional) Select one of the following Quota Increment options:

¢ Select the Set quota increment manually option to allow users who are designated as
quota managers to set quotas manually.

+ Select the Increment quota by option to indicate the size in MB for each new allocation of
additional storage quota.

Click Apply to save your settings.

10 Set the move schedule:

10a
10b

10c

In the left pane, click Move Schedule.
Specify the hours when Novell Storage Manager can perform data migrations.

For more information on data migrations, see Section 5.5.6, “Setting the Move Schedule,”
on page 49.

Click Apply to save the settings.

11 Set the cleanup options:

1la

11b

1lic

In the left pane, click Cleanup Options.

Policy Editor - NSM304-HOME

E

43 Policy options I~ Enable /Iy No cleanup rules are currently set forthis policy.
-:“‘f_ Associations Cleanup storage 73: days after a cleanup event.
[E2 awdliary Folicies @ A value of zero { 0) days vill deanup immediately.
Provisioning Options
. Target Paths Vault on Cleanup
a} Quota Options
iy Move Schedule [” Enable
R Vault Path Browise
E— | L L
- - - @ Grooming rules and vault-on-cleanup rules share the same vault path.
[l Cleanup Options
g Vault Rules

E_ Grooming Rules

[ ——

E Notes

-.:T‘: Policy Summary

[{] Copy Policy Data oK Cancel Apply

In the Storage Cleanup region, select the Enable check box to indicate if you want user
storage associated with this policy deleted when a user is removed from Active Directory.

If you select the check box, you can specify the number of days a user home folder and its
contents will remain before it is deleted.

If you want user storage associated with this policy vaulted, in the Vault on Cleanup region,

select the Enable check box and use the Browse button to indicate a path to the vault location.
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Click Apply to save your settings.

If you have both Storage Cleanup and Vault on Cleanup enabled, Novell Storage Manager
vaults the data and then deletes it after the specified period of time. If you have Vault on
Cleanup but not Storage Cleanup enabled, Novell Storage Manager vaults the data
immediately and never cleans it up.

12 Set the vault rules:

12a
12b

12c

In the left pane, click Vault Rules.

Click the + button to create vault rules.

e e

Description I Delete Rules

Action I j {* Files (" Folders

Masks | *tmp d

-
4 k

* Only one Mask per Line

Comparative Criteria Mumeric Criteria Unit

File Size Filter |[Disabled] - Any Size [ *| | = | El

Create Time Filter I[Disabled] - Any Time j I 0 ::I I j El

Modify Time Filter I[Disabled] - Any Time j I Elﬁ I j EI
Access Time Filter I[Disabled] - Any Time j I 0 ﬁ I j

oK | Cancel |

For example, in the rule above, all .tmp files are deleted prior to their home folder being
vaulted. When the specified number of days in the Cleanup storage after field has passed, the
home folder is deleted from the specified vault location.

Click Apply to save your settings.

13 Set the grooming rules:

13a
13b
13c

13d

In the left pane, click Grooming Rules.
Click the + button.

Select either Vault or Delete from the Action drop-down menu to specify whether to vault or
delete a particular type of file.

In the File Name Mask field, indicate the type of file for which this grooming rule will take
action. For example, *.MP3.
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Grooming Rule Editor X

Description IGronming Rule

Action I\.-'ault j f* Files { Folders

Masks | =mp3| N

-
4 k

* Only one Mask per Line

Comparative Criteria Mumeric Criteria Unit

File Size Filter |[Disabled] - Any 5ize x| | = =l @l

Create Time Filter I[Disabled] - Any Time j I 0 :’ I j g
Modify Time Filter |[Disabled] - Any Time j | 0 j I j g
Access Time Filter I[Disabled] - Any Time j I 0 :’ I j

0K | Cancel |

To narrow the scope of the grooming rule, you can use the filter settings in the lower
portion of the dialog box.

For example, if you select Greater than from the File Size Filter drop-down menu, enter 2 as
the Numeric Criteria, and select MBs as the Unit setting, the grooming rule in this example
vaults all MP3 files greater than 2 MB. Setting additional filters narrows the scope of the
grooming action even more.

13e Click OK to save the grooming rule.
13f Repeat Step 13a through Step 13e to create additional grooming rules.
13g Click Apply to apply the grooming rules.

14 Click OK to save the policy settings.

4.8 Removing a Preexisting Process for Creating User Home
Folders

When you create and configure a policy, it is important to understand that Novell Storage Manager is
now set up to provision and manage all new users that are created in the associated container.

If you have a network tool such as Microsoft Active Directory Users and Computers creating home
folders when a new user is added to the domain, organizational unit, or group associated with a
policy, you need to remove the setting that creates the home folder.
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You might also need to notify anyone who previously managed storage for those users that are now
being managed by Novell Storage Manager, to cease any manual storage management tasks such as
home folder creation, renames, moves, etc., and let Novell Storage Manager now manage the user
storage.

4.9 Testing the User Home Folder Policy

You should now create a test user to confirm that Novell Storage Manager will provision and
deprovision the test user’s home folder according to the policy rules that you created.

1 Use Active Directory Users and Computers to create a new user such as TESTUSER in the
organizational unit associated with the policy you configured in Section 4.7, “Creating a User
Home Folder Policy,” on page 29.

2 In NSMAdmin, click the Main tab.
3 Click Path Analysis.

4 In the left pane, browse down to the location where the new home folder for the new TESTUSER
is located.

5 Select the TESTUSER home folder, then select Folder Trustees.
This displays the View Trustees page.
6 Verify that the rights that you set in Step 7a on page 30 are those that you set in the policy.
7 Click OK to close the View Trustees page.
8 Click Quota.
This displays the View Quota dialog box.

9 Verify that the quota specifications that you set in Step 9 on page 31 are those that you set in the
policy.
10 Click OK to close the View Quota dialog box.

4.10 Performing a Consistency Check

Performing a follow-up consistency check allows you to verify that other policy specifications that
you established in the user home folder policy are being enacted.

1 In NSMAdmin, click the Main tab.
2 Click Storage Management.

3 In the left pane, browse to select the organizational unit associated with the policy that you
created earlier.

4 Select the Filters check box that is associated with Users.

5 In the right pane, locate and right-click TESTUSER, then select User Actions > Consistency Check.
The Take Action — User Mode page appears.

6 Click Process Selected Targets.

7 Verify that the settings for the home folder attribute (DS Path), Flags, Rights, and Quota are what
you established when you configured the policy. Additionally, verify that the Management
status is set to “Managed” and that the Mgmt Path and DS Path match (a check mark in the Paths
Match column indicates a match).
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4.12

Testing a Rename Event

This procedure lets you verify that a user’s home folder attribute is updated following a rename
event.

1 Use Active Directory Users and Computers to rename the user from the suggested TESTUSER
name to a name such as TESTUSER2.

2 In NSMAdmin, while you are still displaying the users through the Storage Management page,
click Refresh to refresh the screen and see the renamed user.

3 Right-click the renamed user and select User Actions > Consistency Check.

4 Verify that the home folder and the directory attribute have been updated in the DS Path and
Mgmt Path columns.

Testing a Cleanup Rule

This procedure lets you verify that Novell Storage Manager cleans up a user’s storage according to
the user home folder policy that you created earlier.

1 Use Active Directory Users and Computers to delete TESTUSER?2.

2 If you chose to delay the cleanup of user storage for a set amount of days in Step 11b on page 32,
open NSMAdmin, click the Main tab > Pending Events > Deferred to view any information
indicating the deferred number of days for the storage cleanup.

3 Click Path Analysis.

4 In the left pane, browse to the location where the TESTUSER? resided and verify that the folder
has been deleted.

5 (Conditional) If you set your policy to vault deleted storage, browse to the location in the left
pane where you chose to vault deleted storage in Step 11c on page 32 and verify that
TESTUSER2 was vaulted:

5a If you set your policy to delay the cleanup of user storage for a set amount of days in
Step 11b on page 32, click Pending Events to view details on deferred action.

5b Right-click the listed deferred action, then select Properties. In the Properties dialog box,
then verify that the Next Eligible Time displays a date that corresponds to the number of
days you set in your policy for the deleted storage to be cleaned up.

5¢ Click OK to close the dialog box.

6 Because this is a test user, perform the storage cleanup immediately by once again right-clicking
the listed deferred action and selecting Make Eligible.

7 Click Path Analysis and browse to the location in the left pane where you viewed the vaulted
storage, then verify that the storage has been cleaned up.
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4.13

What's Next

Now that you have created and tested a User Home Folder policy, you can create User Home Folder
policies for the users in other organizational units or groups. You can do so based on the overview
and procedures you were given in this chapter, or you can review Chapter 5, “Managing User Home
Folders,” on page 39, which provides a more comprehensive discussion of performing user-based
storage tasks in NSMAdmin.

When you have a better understanding of the user-based storage capabilities in Novell Storage
Manager, you can proceed to have Novell Storage Manager manage your collaborative-based
storage. Refer to Chapter 7, “Managing Collaborative Storage,” on page 77 for a comprehensive
discussion and procedures for performing collaborative storage tasks.
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5 Managing User Home Folders

5.1

5.2

¢ Section 5.1, “Overview,” on page 39

¢ Section 5.2, “User Policies,” on page 39

¢ Section 5.3, “Setting Up a Vaulting Location,” on page 40

¢ Section 5.4, “Enabling Your Network for Quota Management,” on page 40

¢ Section 5.5, “Creating a User Home Folder Policy,” on page 42

¢ Section 5.6, “Creating a User Profile Path Policy,” on page 52

¢ Section 5.7, “Creating a User Remote Desktop Services Home Folder Policy,” on page 53
¢ Section 5.8, “Creating a User Remote Desktop Services Profile Path Policy,” on page 55
¢ Section 5.9, “Using a Policy to Manage Inactive Users,” on page 57

¢ Section 5.10, “Copying Policy Data,” on page 59

¢ Section 5.11, “Using a Policy to Manage Auxiliary Storage,” on page 60

¢ Section 5.12, “Exporting Policies,” on page 64

¢ Section 5.13, “Importing Policies,” on page 65

Overview

In Chapter 4, “Managing Existing User Storage,” on page 23, you created and configured a blocking
policy and a User Home Folder policy to put your existing storage in a managed state. In this section
you will learn in greater detail about how to create and configure User Home Folder policies, along
with other policies associated with user storage. These include:

¢ User policies

¢ Auxiliary storage policies

¢ Profile path policies

¢ Remote Desktop Services policies that include

¢ Remote desktop home folder

¢ Remote desktop policy path

User Policies

User policies automate the provisioning, ongoing management, and disposition of network user
home folders. A user policy can be associated with the following Active Directory objects:

¢ Domain

¢ Organizational Unit

Managing User Home Folders 39

€10z leqwaidas gz (ua) sAsoop



40

5.3

5.4

¢ Group
¢ User
If you associate the user policy to a Domain or Organizational Unit object, the policy affects all users

that reside in those areas of the directory, unless it is specifically blocked through a blocking policy. If
you associate the policy to a group, it affects all members of the group.

NOTE: Although creating a user policy for an individual User object is possible, it is somewhat
impractical and should only be done in rare circumstances.

User policies are stored in a database that is created during the NSM Engine installation.

Setting Up a Vaulting Location

Vaulting is the process of saving the contents of a user’s home folder after the user’s User object has
been removed from Active Directory. If your user storage policies are to include vaulting rules, you
must first set up a storage location (share) where the policy will vault the storage.

Ensure that the vault location has Full Control permission and Full Control security rights for the
NSMProxyRights group.

Enabling Your Network for Quota Management

Novell Storage Manager leverages the quota capabilities of Windows Server 2008.

IMPORTANT: Novell Storage Manager cannot manage quotas on home folders, collaborative
storage folders, or auxiliary storage hosted on Windows Server 2003 machines.

For all Windows Server 2008 servers hosting home, collaborative, or auxiliary storage managed by
Novell Storage Manager with quota management enabled, you must have the File Server Resource
Manager (FSRM) role installed. Additionally, if Windows Firewall is enabled, then you must set an
exception rule on each server that permits remote FSRM management. FSRM management is needed
because the NSM Engine is managing the quota remotely.

For more information, see Section A.1, “Windows Firewall Requirements,” on page 241.

Setting an exception rule is different for Windows Server 2008 and Windows Server 2008 R2.
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Figure 5-1 Setting a Firewall Exception Rule for Windows Server 2008

* windows Firewall Settings

'General Exceptions |Advam:ed|

Windows Firewall is turned off. Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On,

Windows Firewall is currently using settings for the domain network location.
What are the rizks of unblocking a program?

To enable an exception, select its check box:

Program or port |;|
Movell Storage Manager Agent

Movell Storage Manager Engine

Movell Storage Manager Event Monitor

[ Performance Logs and Alerts

O rRemate Administration

[ remote Desktop

[Jremote Event Log Management

Remote File Server Resource Manager Management

[ Remote Scheduled Tasks Management

[ Remote Service Management

[ rRemote Volume Management

[ routing and Remote Access

[Jsecure Socket Tunneling Protocol ;I

Add program... Add port. .. | Properties | Delete |

[ Motify me when Windows Firewall blocks a new program

0K I Cancel | Apply

Managing User Home Folders

41

€T0Z Jaqwaldas Gz (ua) sAsaop



42

5.5

Figure 5-2  Setting a Firewall Exception Rule for Windows Server 2008 R2
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Creating a User Home Folder Policy

Prior to creating the user policy, you must determine if the policy should pertain to the members of
the domain, organizational unit, or a group.

1 Launch NSMAdmin.

2 In the Main menu, click Policy Management.

3 In the Manage Policies menu, select Create Policy > Create User Home Folder Policy.

The following screen appears:
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Create New Policy

Name ||
Policy Type User Folder Type
&+ |ser &+ Home Folder
= Group " Profile Path
" Container ™ Remote Deskiop Senvices Home Folder
 Bupdiliary {™ Remote Deskiop Services Profile Path
]34 Cancel

4 Specify a descriptive name in the Name field and leave the User and Home Folder options selected.
The Policy Options page appears.
5 Continue with Section 5.5.1, “Setting Policy Options,” on page 43.

5.5.1  Setting Policy Options

Settings within Policy Options let you indicate how to apply the policy, set policy inheritance and
policy weight, and write an expanded policy description.

1 In the Policy options region, fill in the following fields:

Process Events for Associated Managed Storage: Select this check box to apply the settings in
this policy to all users within the domain or organizational unit where this policy is assigned.
Deselect this check box to create a blocking policy that can be applied to a specific user or group.
For more information on blocking policies, see Section 4.6, “Creating a Blocking Policy,” on
page 27.

Automatically Attempt to Bypass Events in Bypassable State: Select this check box to allow
Novell Storage Manager to automatically attempt to address any pending events that can bypass
administrative action.

Be careful when considering applying this setting to a policy. Doing so has the potential to make
incorrect associations and, thus, grant a user access to a folder that he or she shouldn’t have. For
example, suppose Tom Smith and Tammy Smith are in the same container and managed by the
same policy, and that there is a home folder already created named TSMITH. Novell Storage
Manager might consider this a bypassable event and, if this check box is selected, might
associate the home folder to Tammy Smith, when it should belong to Tom Smith.

2 In the Policy Inheritance region, fill in the following fields:

Policy applies to subcontainers: Select this check box to have the settings in this policy
inherited for all organizational units that reside within the domain or organizational unit where
this policy is assigned.

Policy applies to nested group members: Select this check box to have the settings inherited by
any nested groups you associate a policy to.

Policy Weight: When a user is a member of multiple groups and each group has a separate
policy, Novell Storage Manager uses this setting to determine which policy to apply. Novell
Storage Manager applies the policy with the largest numerical weight.

3 In the text field in the Description region, specify a description of the policy you are creating.
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4 Click Apply to save your settings.
5 Proceed with Section 5.5.2, “Setting Associations,” on page 44.

5.5.2  Setting Associations

The Associations page is where you assign the policy you are creating to a domain, organizational
unit, Group object, or—if you are creating a blocking policy —a User object.

1 In the left pane, click Associations.
2 Click the + button to bring up the Object Browser.

3 If you plan to assign the policy to a User object, select the Users check box in the Filter region of
the Object Browser.

4 Browse through the directory structure and select the domain, organizational unit, Group object,
or User object you want to associate the policy to.

The Domain Users group cannot be a target for a policy association.

:-,J:“_ Object Browser

Filker v Groups [ Users o
B [ROOT] Selected Items
E-g MvE
E-=3 Buikin
""ﬁ Cornpukers

B-=3 Domain Controllers

""ﬁ ForeignsecurityPrincipals
B=2 Henderson

E‘“ﬁ Las Yegas

4§ Tellers

=3 Managed Service Accounks

=3 Programm Data
=3 System

=0 sers

(a4 I Cancel

5 Drag the object to the Selected Items pane, then click OK.

The Object Browser is closed and the path is displayed in fully qualified name format in the right
pane of the window. For example, CN=Tellers,OU=Las Vegas,DC=NVB,DC=local.

6 Click OK to close the Object Browser.
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5.5.3

7 Click Apply to save your settings.
8 Proceed with Section 5.5.3, “Provisioning Options,” on page 45.

Provisioning Options

The Provisioning Options page is where you indicate home folder rights, the network drive letter for
the home folder, the location of a template for provisioning folder structure and content in a home
folder when it is created, and more.

1 In the left pane, click Provisioning Options.

The following page appears:

Policy Editor - NSM304-HOME

| K

23 Policy Opt: it [~ Policy-Defined Default Attributes

1 alicy Options

Jb Assodiations I™ Full control ¥ List = Archive I System ™ Hidden
[E2 Awdliary Policies ¥ Modify ¥ Read

¥ Read and Exzcute ¥ wirite

|| Provisioning Options | Path Owner

'_\' Target Paths
" Qverride Path Owner

E] Quota Options

gy Move Schedule I Browse | @
|
: Cleanup Options

g Vault Rules | Browse | &

IE Grooming Rules

P —_———N HHome Folder Options
o
E Notes Drive Letter IH =

ui': Policy Summary

[;"] Copy Policy Data oK Cancel Apply

2 In the Folder Properties region, specify the following settings:

Default Rights: By default, Novell Storage Manager grants the user all file rights to the home
folder except for Full Control. Granting Full Control is not recommended because it provides
administrator rights to the home folder, and enables the user to rename and delete the folder.

Policy Defined Default Attributes: Select this check box to enable the Archive, System, and
Hidden check boxes, which provide the user the ability to set these attributes for the home folder.
For example, if you wanted home folders to be hidden from view, you could enable the Hidden
attribute by selecting the Hidden check box.

3 By default, Novell Storage Manager assigns the user for whom a home folder is created as the
home folder owner. Because this essentially provides the owner administrative rights to the
home folder, you might want to provide ownership to the network administrator instead. To
override the ownership and indicate a new owner, click the Override Path Owner check box, then
browse to and select the User object you want to establish as the owner.

The home folder user still has all rights —with the exception of administrative rights—to the
home folder.
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(Optional) To have subfolders and documents provisioned in the home folder when it is created,
use an existing file path as a template.

For example, if you wanted each home folder to have an HR subfolder with some HR
documents inside, click Browse to locate and select the HR folder in the file system.

Everything beneath the selected folder is copied into the user’s home folder.

In the Home Folder Options region, indicate the network drive letter that users associated with
this policy will use to access their home folders.

Click Apply to save your settings.
Proceed with Section 5.5.4, “Setting Target Paths,” on page 46.

5.5.4  Setting Target Paths

46

The Target Paths page is where you set the paths to the shares where user home folders will be
hosted.

1 In the left pane, click Target Paths.
2 In the Target Placement region, fill in the following fields:

Distribution: If you create more than one target path for a policy, you can indicate any of the
following options:

¢ Random: Distributes storage in an ordered sequence. For example, if you have two target
paths listed on this page, User A’s home folder is created using the first path, User B’s home
folder is created using the second path, and User C’s home folder is created using the first
path.

¢ Actual Free Space: Distributes the creation of user home folders according to shares with the
largest amount of absolute free space. For example, if you have two target paths listed,
target path 1 has 15 GB of free space, and target path 2 has 10 GB, the home folders are
created using target path 1.

¢ Percentage Free Space: Distributes the creation of user home folders to volumes with the
largest percentage of free space. For example, if you have two target paths listed, target
path 1 is to a 10 TB share that has 30 percent free space and target path 2 is to a 500 GB share
with 40 percent free space, the home folders are created using target path 2, even though
target path 1 has more absolute available disk space. You should be cautious when using
this option with target paths to shares of different sizes.

Leveling Algorithm: Use this option to structure the home folders so that they are categorized
by the first or last letter of a username through a subordinate folder. For example, if you choose
Last Letter, and the Leveling Length field is set to 1, a user named BSMITH has a home folder
located in a path such as \ \SERVER1\HOME\ S\BSMITH.

The Leveling Length field allows you to enter up to 4 characters. This allows you to organize
home folders by year. For example, if your Leveling Algorithm setting is Last Letter, and the
Leveling Length setting is 4, a user named BMITH2013 has a home folder located in a path such as
\\SERVER\HOME\2013\BMITH2013.

Maximum Unreachable Paths: If you have a substantial number of target paths listed on this
page, this field lets you indicate the number of target paths Novell Storage Manager accesses to
attempt to create a home folder before it suspends the attempt.

3 For each target path that you want to establish, click the + button to access the Path Browser.

4 Browse to the location of the target path you want and click the + button to add the target path to

the Selected Paths pane.
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5 Click Apply to save your settings.
6 Proceed to Section 5.5.5, “Setting Quota Options,” on page 47.

Setting Quota Options

This page lets you establish user storage quotas. Until quota management is established, users have
unlimited storage disk space for their home folders.

NOTE: Novell Storage Manager can manage quota on NAS devices only if the NAS device
implements the Windows 2008 File Server Resource Manager DCOM interface for quota
management.

This page is also where you establish quota management settings for quota managers. A quota
manager is a specified user —for example, a help desk administrator or technical support rep—who is
granted the ability to increase a user’s quota, without having rights to the file system. Quota
management actions are performed through Quota Manager, which is a separate Web browser-based
management interface. For more information on Quota Manager, see Chapter 8, “Using Quota
Manager,” on page 97.

1 In the left pane, click Quota Options.
The following page appears:
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2 Select the Enabled check box to enable an initial storage quota for users to whom this policy will
apply.

Leaving this check box deselected gives users unlimited user home folder storage.

3 In the MB field, specify the initial storage quota for the user home folders.

4 Set up quota managers and enable the Quota Manager Web interface for this policy by filling in
the following fields:

Enable Quota Manager / Quota Preservation for this Policy: Select this check box to enable the
Quota Management region of the page and to enable quota preservation.

Quota preservation preserves the home folder quota settings for users that are moved. For
example, if a user is moved from the Sales organizational unit to the Marketing organizational
unit, if the user’s quota allocation for the policy that applies to Sales were higher than the quota
allocation for the policy that applies to Marketing, the quota allocations from the policy
associated with the Sales policy are preserved for the user.

Quota Maximum: Indicate whether the user home folders associated with this policy will have a
maximum quota setting. If so, indicate the maximum quota.

Quota Increment: Indicate whether quota managers will set the quota manually or in set
increments. If you use manual increments, the quota manager can increase the quota in any
increment until it meets the maximum quota setting. If you establish set increments, the quota
manager can only increase the quota by the increment setting.

Quota Managers: Click the + button and use the Object Browser to browse to and select a user or
group you want to serve as a quota manager by dragging the User or Group object over to the
right pane. Repeat this for each user or group you want to establish as a quota manager.

If you do not specify a user or group as a quota manager, only members of the NSMAdmins
group will be able to use the Quota Manager Web interface.
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5.5.6

5.5.7

5.5.8

5 Click Apply to save your settings.
6 Proceed with Section 5.5.6, “Setting the Move Schedule,” on page 49.

Setting the Move Schedule

This page lets you use a grid to specify when data can be moved during data migration operations.

By default, all days and times are available for data movement. If data movement during regular
business hours creates unacceptable network performance, you can choose to move data after regular
business hours.

1 In the left pane, click Move Schedule.

2 In the Data Move Schedule grid, click the squares for the day and hour you want to disable for
data movement.

3 Click Apply to save your settings.
4 Proceed with Section 5.5.7, “Setting Cleanup Options,” on page 49.

Setting Cleanup Options

This page lets you enable and specify cleanup rules for the user policy. Options for cleanup include
deleting a home folder after a set number of days following the removal of a User object from Active
Directory, or vaulting (rather than deleting) the home folder.
1 In the left pane, click Cleanup Options.
2 Enable storage cleanup by filling in the following fields:
Enable: Select this check box to enable storage cleanup rules.

Cleanup storage: Specify the number of days a user home folder remains after the associated
User object is removed from Active Directory.

3 Enable vault on cleanup by filling in the following fields:
Enable: Select this check box to enable vault on cleanup rules.

Vault Path: Click Browse to browse and select the share where you want the cleaned-up user
home folders to be vaulted.

When you indicate this path, it also appears in the Vault Path field of the Grooming Rules page,
because grooming rules and vault on cleanup rules share the same vault path.

4 Click Apply to save the settings.
5 Proceed with Section 5.5.8, “Setting Vault Rules,” on page 49.

Setting Vault Rules

When a User object is removed from Active Directory, you can have Novell Storage Manager vault
the contents of the user’s home folder from a primary storage device to a less expensive secondary
storage device. Novell Storage Manager lets you specify what to vault or delete through vault rules.
For example, before vaulting a user’s home folder, you might want to remove all .tmp files. Or, you
might want to vault only the user’s My Documents folder and nothing else in the home folder. You
accomplish all of this through settings in the Vault Rules Editor.

1 In the left pane, click Vault Rules.
The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click the + button to bring up the Vault Rules Editor.
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e e

Description ||

Action I j ¥ Files " Folders

Masks ﬂ

-
4 F

* 0Only one Mask per Line

Comparative Criteria MNumeric Criteria Unit

File Size Filter |[Disabled] - Anysize | | = =l ﬁl

Create Time Filter I [Disabled] - Any Time j I i ::I I j EI
Madify Time Filter | [Disabled] - Any Time j | i ﬁ I j El
Access Time Filter I [Disabled] - Any Time j I i ::I I j

0K | Cancel |

3 In the Description field, specify a description of the vault rule.
For example, “Files to delete before vaulting,” or “Files to vault.”
4 Fill in the following fields:
Action: Select whether this vault rule will delete or vault files.

If you select Vault, only the files or folders that you list in the Masks text box are vaulted and the
remainder of the home folder contents is deleted. Conversely, if you select Delete, only the files or
folder that you list in the Masks text box is deleted and the remainder is vaulted.

Files: If the vault rule you are creating will vault or delete content at the file level, leave the File
option selected.

Folders: If the vault rule you are creating will vault or delete content at the folder level, select the
Folders option.

Selecting Folders disables the filter settings in the lower portion of the Vault Rules Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

5 (Conditional) If the vault rule you are creating is specific to files, complete the applicable filter
settings.

Leaving the setting as [Disabled]-Any Size, vaults or deletes all file types listed in the Mask text
box according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size,
when created, when last modified, and when last accessed.
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5.5.11

6 Click OK to save the vault rule.
7 If necessary, create any needed additional vault rules by repeating the procedures above.

8 Proceed with Section 5.5.9, “Setting Grooming Rules,” on page 51.

Setting Grooming Rules

Grooming rules in Novell Storage Manager specify the file types that you do not want network users
storing in their home folders. Examples of these might be MP3 and MP4 files, MOV files, and many
others. You specify in the grooming rule whether to delete or vault a groomed file.

Grooming takes place as a Management Action that is run by the administrator. A Management
Action is a manual action that is enacted through NSMAdmin. For more information, see
Section 12.1.4, “Management Actions,” on page 209.
1 In the left pane, click Grooming Rules.
The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click the + button to bring up the Grooming Rules Editor.
3 In the Description field, enter a description of the grooming rule.
For example, “Files to groom in Henderson OU.”
4 Fill in the following fields:
Action: Select whether this grooming rule will delete or vault groomed files.

Files: If the grooming rule you are creating will vault or delete content at the file level, leave the
File option selected.

Folders: If the grooming rule you are creating will vault or delete content at the folder level,
select the Folders option.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

5 (Conditional) If the grooming rule you are creating is specific to files, complete the applicable
filter settings.

Leaving the setting as [Disabled]-Any Size, vaults or deletes all file types listed in the Mask text
box according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size,
when created, when last modified, and when last accessed.

6 Click OK to save the grooming rule.
7 Proceed with Section 5.5.10, “Notes,” on page 51.

Notes

The Notes page lets you enter up to 64,000 characters of notes for the policy you are creating. A
practical use of this page is to provide a better description of the policy.

Policy Summary

The Policy Summary page displays a summary of the policy settings in HTML format. The Policy
Summary page provides an easy way to view all of the policy settings in a single page.
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5.6

5.6.1

Creating a User Profile Path Policy

For users in Active Directory who access the network through Remote Desktop Services, Novell
Storage Manager can provision and manage a user’s profile path, quota, grooming, and vaulting by
setting and managing the profile path attribute.

Microsoft stores a user’s profile path as follows: \ \server-name\share-
name\users\user\profile.

In managing the roaming profile user’s profile path, Novell Storage Manager creates two separate
profile paths in the workstation’s file system. For Windows workstations running Windows Vista or
Windows 7, the path is similar to the following: \\ server-name\share-
name\users\user\profile.V2.

For Windows workstations running Windows XP and earlier, the path is similar to the following:
\\server-name\share-name\users\user\profile.

When a profile is specified for the policy, the profile is created in both of these locations. Additionally,
when quota and vault paths are specified, the specifications also apply to both of the paths.

When Novell Storage Manager has provisioned a profile path for the Remote Desktop Services user,
it enters settings in the Profile path field of the User object’s Profile property.

NOTE: The Windows Full Control NTFS permission is established and cannot be modified.

To Create a User Profile Path Policy

1 In NSMAdmin, click Policy Management.
2 In the Manage Policies menu, select Create Policy > Create User Profile Path Policy.

The following screen appears:

Create New Policy

Name |
Policy Type User Folder Type
' |User " Home Folder
™ Group % Profile Path
i~ Container " Remote Deskiop Services Home Folder
 Bupdiliary {™ Remote Deskiop Services Profile Path
1554 Cancel

3 Specify a name in the Name field and leave the User and Profile Path options selected.
The Policy Options page appears.
4 Select the options and settings that you want the policy to use.
User Profile Path Options: The fields presented on the Policy Options page are identical to those

presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting policy options, see Section 5.5.1, “Setting Policy Options,” on page 43.
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User Profile Path Policy Associations: The Associations page is identical to the Associations page
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting associations, see Section 5.5.2, “Setting Associations,” on page 44.

User Profile Path Provisioning Options: The Provisioning Options page provides only the Path
Owner and Template Folder settings that are described in detail in Section 5.5.3, “Provisioning
Options,” on page 45.

NOTE: When you create a User Profile Path policy, the Folder Properties and Home Folder Options
settings are included in the Provisioning Options page for User Home Folder policies are not
included because you are only setting the profile path and not the user home folder storage.

User Profile Path Target Paths: The fields presented on the Target Paths page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting target paths, see Section 5.5.4, “Setting Target Paths,” on page 46.

User Profile Path Quota Options: The fields presented on the Quota Options page are identical to
those presented when you create a user home folder policy. For an explanation of the page, along
with procedures for setting quota options, see Section 5.5.5, “Setting Quota Options,” on page 47.

User Profile Path Move Schedule: The fields presented on the Move Schedule page are identical to
those presented when you create a user home folder policy. For an explanation of the page, along
with procedures for setting the move schedule, see Section 5.5.6, “Setting the Move Schedule,” on
page 49.

User Profile Path Cleanup Options: The fields presented on the Cleanup Options page are identical
to those presented when you create a user home folder policy. For an explanation of the page, along
with procedures for setting cleanup options, see Section 5.5.7, “Setting Cleanup Options,” on

page 49.

User Profile Path Vault Rules: The fields presented on the Vault Rules page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting vault rules, see Section 5.5.8, “Setting Vault Rules,” on page 49.

User Profile Path Grooming Rules: The fields presented in the Grooming Rules page are identical to
those presented when you create a user home folder policy. For an explanation of the page, along
with procedures for setting grooming rules, see Section 5.5.9, “Setting Grooming Rules,” on page 51.

Creating a User Remote Desktop Services Home Folder
Policy
Remote Desktop Services, formerly known as Terminal Services, provides users network access from

remote client machines. Novell Storage Manager provisions and manages these users” home folders
through User Remote Desktop Services Home Folder policies.

To Create a User Remote Desktop Services Home Folder Policy

1 In NSMAdmin, click Policy Management.

2 In the Manage Policies menu, select Create Policy > Create User Remote Desktop Services Home Folder
Policy.

The following screen appears:
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Create New Policy

Name |
Policy Type User Folder Type
&+ |ser " Home Folder
= Group " Profile Path
" Container ¥ Remote Deskiop Services Home Folder
 Bupdiliary {™ Remote Deskiop Services Profile Path
]34 Cancel

3 Specify a name in the Name field and leave the User and Remote Desktop Services Home Folder
options selected.

The Policy Options page appears.

4 Select the options and setting that you want the policy to use:

User Remote Desktop Services Home Folder Policy Options: With the exception of the missing
Manage Corresponding Remote Desktop Path check box, which is not applicable for a user Remote
Desktop Services home folder policy, the fields presented on the Policy Options page are identical to
those presented when you create a user home folder policy. For an explanation of the page, along
with procedures for setting policy options, see Section 5.5.1, “Setting Policy Options,” on page 43.

User Remote Desktop Services Home Folder Policy Associations: The Associations page is
identical to the Association page presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting associations, see Section 5.5.2, “Setting
Associations,” on page 44.

User Remote Desktop Services Home Folder Provisioning Options: The fields presented on the
Provisioning Options page are identical to those presented when you create a user home folder
policy. For an explanation of the page, along with procedures for setting provisioning options, see
Section 5.5.3, “Provisioning Options,” on page 45.

User Remote Desktop Services Home Folder Target Paths: The fields presented on the Target Paths
page are identical to those presented when you create a user home folder policy. For an explanation
of the page, along with procedures for setting target paths, see Section 5.5.4, “Setting Target Paths,”
on page 46.

User Remote Desktop Services Home Folder Quota Options: The fields presented on the Quota
Options page are identical to those presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting quota options, see Section 5.5.5, “Setting
Quota Options,” on page 47.

User Remote Desktop Services Home Folder Move Schedule: The fields presented on the Move
Schedule page are identical to those presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting the move schedule, see Section 5.5.6,
“Setting the Move Schedule,” on page 49.

User Remote Desktop Services Home Folder Cleanup Options: The fields presented on the
Cleanup Options page are identical to those presented when you create a user home folder policy.
For an explanation of the page, along with procedures for setting cleanup options, see Section 5.5.7,
“Setting Cleanup Options,” on page 49.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€10z leqwaidas gz (ua) sAsoop



5.8

5.8.1

User Remote Desktop Services Home Folder Vault Rules: The fields presented on the Vault Rules
page are identical to those presented when you create a user home folder policy. For an explanation
of the page, along with procedures for setting vault rules, see Section 5.5.8, “Setting Vault Rules,” on
page 49.

User Remote Desktop Services Home Folder Grooming Rules: The fields presented on the
Grooming Rules page are identical to those presented when you create a user home folder policy. For
an explanation of the page, along with procedures for setting grooming rules, see Section 5.5.9,
“Setting Grooming Rules,” on page 51.

Crcleating a User Remote Desktop Services Profile Path
Policy

Novell Storage Manager provisions and manages Remote Desktop Services (formerly known as
Terminal Services) profile policy paths through Remote Desktop Services profile path policies.

For users in Active Directory who access the network through Remote Desktop Services, Novell
Storage Manager can provision and manage a user’s profile path, quota, grooming, and vaulting by
setting and managing the profile path attribute.

Microsoft stores a user’s profile path as follows: \ \server-name\share-name\users\user\profile

In managing the roaming profile user’s profile path, Novell Storage Manager creates two separate
profile paths in the workstation’s file system. For Windows workstations running Windows Vista or
Windows 7, the path is similar to: \ \server-name\share-name\users\user\profile.V2

For Windows workstations running Windows XP and earlier, the path is similar to: \ \server-
name\share-name\users\user\profile.

When a profile is specified for the policy, the profile is created in both of the locations above.
Additionally, when quota and vault paths are specified, the specifications apply to both of the paths
as well.

When Novell Storage Manager has provisioned a profile path for the Remote Desktop Services user
profile, it enters settings in the Profile path field of the User object’s Remote Desktop Services Profile

property.

To Create a User Remote Desktop Services Profile Path Policy:

1 In NSMAdmin, click Policy Management.

2 In the Manage Policies menu, select Create Policy > Create User Remote Desktop Services Profile Path
Policy.

The following screen appears:
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Create New Policy

Name |
Policy Type User Folder Type
&+ |ser " Home Folder
= Group " Profile Path
" Container ™ Remote Deskiop Senvices Home Folder
 Bupdiliary {*' Remote Deskiop Services Profile Path
]34 Cancel

3 Specify a name in the Name field and leave the User and Remote Desktop Services Profile Path
options selected.

The Policy Options page appears.

4 Select the options and settings that you want the policy to use:

User Remote Desktop Services Profile Path Policy Options: The fields presented on the Policy
Options page are identical to those presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting policy options, see Section 5.5.1, “Setting
Policy Options,” on page 43.

User Remote Desktop Services Profile Path Policy Associations: The Associations page is identical
to the Association page presented when you create a user home folder policy. For an explanation of
the page, along with procedures for setting associations, see Section 5.5.2, “Setting Associations,” on
page 44.

User Remote Desktop Services Profile Path Provisioning Options: The Provisioning Options page
provides only the Path Owner and Template Folder settings that are described in detail in
Section 5.5.3, “Provisioning Options,” on page 45.

NOTE: When you create a User Remote Desktop Services Profile Path policy, the Folder Properties
and Home Folder Options settings that are included in the Provisioning Options page for User Home
Folder policies are not included because you are only setting the profile path and not the user home
folder storage.

User Remote Desktop Services Profile Path Target Paths: The fields presented on the Target Paths
page are identical to those presented when you create a user home folder policy. For an explanation
of the page, along with procedures for setting target paths, see Section 5.5.4, “Setting Target Paths,”
on page 46.

User Remote Desktop Services Profile Path Quota Options: The fields presented on the Quota
Options page are identical to those presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting quota options, see Section 5.5.5, “Setting
Quota Options,” on page 47.

User Remote Desktop Services Profile Path Move Schedule: The fields presented on the Move
Schedule page are identical to those presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting the move schedule, see Section 5.5.6,
“Setting the Move Schedule,” on page 49.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€10z leqwaidas gz (ua) sAsoop



5.9

591

5.9.2

User Remote Desktop Services Profile Path Cleanup Options: The fields presented on the Cleanup
Options page are identical to those presented when you create a user home folder policy. For an
explanation of the page, along with procedures for setting cleanup options, see Section 5.5.7, “Setting
Cleanup Options,” on page 49.

User Remote Desktop Services Profile Path Vault Rules: The fields presented on the Vault Rules
page are identical to those presented when you create a user home folder policy. For an explanation
of the page, along with procedures for setting vault rules, see Section 5.5.8, “Setting Vault Rules,” on
page 49.

User Remote Desktop Services Profile Path Grooming Rules: The fields presented on the
Grooming Rules page are identical to those presented when you create a user home folder policy. For
an explanation of the page, along with procedures for setting grooming rules, see Section 5.5.9,
“Setting Grooming Rules,” on page 51.

Using a Policy to Manage Inactive Users

When a user leaves an organization, many organizations choose to make the User object inactive,
rather than immediately delete the User object. This provides the organization an indefinite amount
of time to review and determine what to do with the contents of the user’s home folder before finally
deleting the User object.

In Novell Storage Manager, you can easily create an Inactive Users policy that has all home folder
property rights removed and apply it to an organizational unit set up specifically for inactive users.
When the User object is moved to the organizational unit, the access rights for that user are
immediately removed.

¢ Section 5.9.1, “Creating an Inactive Users Organizational Unit,” on page 57

¢ Section 5.9.2, “Creating an Inactive Users Folder,” on page 57

¢ Section 5.9.3, “Creating an Inactive Users Policy,” on page 58

¢ Section 5.9.4, “Setting Inactive Users Policy Associations,” on page 58

¢ Section 5.9.5, “Setting Inactive Users Policy Provisioning Options,” on page 58

¢ Section 5.9.6, “Setting Inactive Users Policy Target Paths,” on page 59

¢ Section 5.9.7, “Setting Inactive Users Policy Cleanup Options,” on page 59

Creating an Inactive Users Organizational Unit

1 In NSMAdmin, click the Main tab.

2 Click Storage Management.

3 In the left pane, browse to where you want to create an inactive users organizational unit.
4 Right-click and select Create OU.

5 Give the object a descriptive name, such as “Inactive Users” and click OK.

6

Click Refresh to view the new organizational unit.

Creating an Inactive Users Folder

1 Launch Windows Explorer.
2 On a network share, create a folder to store inactive user home folders.

Give the folder a descriptive name, such as “Inactive Users.”
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5.9.3 Creating an Inactive Users Policy

1 In NSMAdmin, click Policy Management.
2 In the Manage Policies menu, select Create Policy > Create User Home Folder Policy.

The following screen appears:

Create New Policy

MName ||
Policy Type User Folder Type
& |ser &+ Home Folder
™ Group ™ Profile Path
™ Container ™ Remote Desktop Services Home Folder
i~ Auiliary " Remote Deskiop Services Profile Path
D Cancel

3 Specify a descriptive name in the Name field, leave the Home Folder option selected, then click
OK.

The Policy Options page appears.

4 Continue with Section 5.9.4, “Setting Inactive Users Policy Associations,” on page 58.

5.9.4  Setting Inactive Users Policy Associations

1 In the left pane, click Associations.

2 Click the + button, then browse to and select the inactive users organizational unit you created in
Step 3 on page 57.

3 Click the + button to add the inactive users organizational unit to the Selected Items panel.
4 Click OK to save the setting.

5 Proceed with Section 5.9.5, “Setting Inactive Users Policy Provisioning Options,” on page 58.

5.9.5 Setting Inactive Users Policy Provisioning Options

1 In the left pane, click Provisioning Options.
2 In the Folder Properties region of the page, deselect each of the rights check boxes.

This assures that User objects placed in the inactive users organizational unit do not have access
rights to home folders.

3 Click OK to save the setting.
4 Proceed with Section 5.9.6, “Setting Inactive Users Policy Target Paths,” on page 59.
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Setting Inactive Users Policy Target Paths

1 In the left pane, click Target Paths.

2 Click the + button, then browse to and select the inactive users folder that your created in Step 2
on page 57.

3 Click the + button to add the inactive users folder to the Selected Items panel.
4 Click OK to save the setting.
5 Proceed with Section 5.9.7, “Setting Inactive Users Policy Cleanup Options,” on page 59.

Setting Inactive Users Policy Cleanup Options

1 In the left pane, click Cleanup Options.
2 In the Storage Cleanup region, select the Enable check box.

3 In the Cleanup storage field, specify the number of days you want an inactive user’s home folder
to remain before it is removed from the target path for this policy.

4 Click Apply to save the settings.

Copying Policy Data
Copy Policy Data allows you to copy all or a portion of the policy settings of one policy into another
policy.

1 In NSMAdmin, click the Main tab.

2 Click Policy Management.

3 While creating a new policy or editing an existing policy, click Copy Policy Data in the left pane of
the Policy Editor dialog box.

Policy Import - Henderson Tellers

sourcepoey
- [Cieneral Henderson Tellers
[] Policy Options
[ Auxiliary Policies Properties
&[] Setup Type: User

[ Provisioning

[ Target paths Path Type: Home Folder

[ Quota Options Policy State: Enabled

[F] Mave Schedule Description: Policy created at 2/3/2011 9:17 AM by
=[] Cleanup highlandsfalls\administrator

[F] Cleanup Options

[F] vault Path

[ Vault Rules

[C] Grooming Rules

Cancel
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4 Click the Browse button. In the Policy Selector dialog box, select the policy from which you want
to copy policy settings, then click OK.

The dialog box is updated to list the name of the policy from which you are copying settings.

5 In the Policy Properties region, click the settings from the policy you want to copy.

Policy Import - Henderson Tellers

Source Policy  Testuni
.
5[] General Henderson Tellers TestUni
[ Policy Options
[7] Auxiliary Policies Properties Properties
[ setup Type: User Type: User

[ Provisioning
[] Target Paths
Quota Options
[] Move Schedule
=[] Cleanup

Path Type: Home Folder
Policy State: Enabled

Description: Policy created at 2/3/2011 9:17 AM by
highlandsfallsadministrator

Path Type: Home Folder
Policy State: Enabled

Description: Policy created at 8/27/2010 1:20 PM by
highlandsfalls\administrator

[] Cleanup Options Quota Quota
x:::t ::tl';s Initial Quota: Unlimited Initial Quota- 100 MB
] Groaming Rules Quota Management Enabled: Mo Quota Management Enabled: Yes
Cleanup Maximum Quota: 1200 MB
Delete Interval: Never Quota Increment: 151 MB
Vault-on-Cleanup Enabled: No Quota Managers: - None -
Vault Rules Cleanup
Vault Path: - None - Delete Interval: 0 days
Rules: - None - Wault-on-Cleanup Enabled: No

Grooming Rules Vault Rules
Wault Path: - None - Wault Path: - None -

Rules: - None - Rules: - None -

m

Cranminn Dulae
< [ r

6 When you are finished selecting settings to copy, click OK.

Using a Policy to Manage Auxiliary Storage

Auxiliary storage allows administrators to create a policy in Active Directory that creates auxiliary
storage folders when a new user is created. This auxiliary storage can even be invisible to the user for
whom it was created.

For example, an organization's HR department might keep an individual folder for each user in the
organization. With auxiliary user storage enabled, this folder can be created when the user joins the
company and Novell Storage Manager creates and provisions his or her home folder. The user never
sees the auxiliary storage, because as the policy gives Read and Write rights only to the HR
department.

Additionally, the auxiliary storage can be as large as the policy specifies. This means that even though
the user's home directory might have 500 MB, the auxiliary storage could be as small as the HR
department needed it to be for storing HR-specific documents about the user. In fact, the policy can
dictate that the auxiliary storage is provisioned with needed HR documents at the time the auxiliary
storage is created.

Of course, you can configure auxiliary user storage so that a user can access it. For example, you
might want to have a separate storage folder for application-specific files. It is important to remember
that auxiliary storage is simply another home folder for a user. To provide access to this storage, you
need to provide some sort of mapping for the user to get automated access to it.

There is no limit to the number of auxiliary folders that can be created. Auxiliary folders can be
created in shares that differ from the location of the user's home folder.
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Novell Storage Manager's life cycle management capabilities easily manage auxiliary storage to the
specific needs of the organization. For example, if a user transfers from one city to another and the
user home directory is moved to a new Organizational Unit object as a result, the policy can dictate
what becomes of the auxiliary storage including moving it, moving it and expanding it, moving it

and reprovisioning it, deleting it, or leaving it where it currently is.

¢ Section 5.11.1, “Creating an Auxiliary Storage Policy,” on page 61

¢ Section 5.11.2, “Linking a User Home Folder Policy to an Auxiliary Storage Policy,” on page 63

¢ Section 5.11.3, “Provisioning Auxiliary Storage for Existing Users,” on page 64

Creating an Auxiliary Storage Policy

1 In NSMAdmin, click Policy Management.

2 In the Manage Policies menu, select Create Policy > Create Auxiliary Policy.

The following screen appears:

Create New Policy

Policy Type
(" User
" Group
(" Container
% Mucliary

User Folder Type
{* | Home Eolder
{* | Profile Path

" Remote Deskiop Services Home Folde

" Remote Desktop Services Profie Fath

OK

Cancel

3 Specify a descriptive name in the Name field, such as “HR-AUX,” and click OK.

The Policy Options page appears.

4 Proceed with “Setting Auxiliary Storage Policy Options” on page 61.

Setting Auxiliary Storage Policy Options

1 Leave the Process Events for Associated Managed Storage check box selected.
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If you want the settings in this policy to be inherited for all organizational units that reside
within the domain or organizational unit where this policy is assigned, leave the Policy applies to
subcontainers check box selected.

2 Proceed with “Enabling Auxiliary Storage Extended Options” on page 62.

Enabling Auxiliary Storage Extended Options

Auxiliary storage extended options help other tools, such as the AuxMap utility, identify the
auxiliary storage policy through additional attributes. For information on the AuxMap utility, see
Appendix D, “AuxMap,” on page 259.
1 In the left pane, click Extended Options.
2 Click the Enable check box.
3 In the Tag field, enter a descriptive string for the auxiliary storage.
This field is used by the AuxMap utility to make auxiliary storage associations.

Novell recommends that once you have made an entry in the Tag field, that you do not change it.
If the value of the Tag field is changed after some users have already had their auxiliary storage
provisioned via that policy, the new tag value does not automatically get propagated to those
users. Only users who get storage provisioned after the change in the tag value will get the new
tag value.

4 In the Description field, specify a description of the auxiliary storage policy.
5 Click Apply to save your settings.

6 Proceed with “Setting Auxiliary Storage Provisioning Options” on page 62.

Setting Auxiliary Storage Provisioning Options

Before setting the provisioning options, you need to decide whether the user should have rights to
auxiliary storage.

Additionally, if you are going to provision auxiliary storage folders with a certain structure or with
specific documents, you need to place them somewhere in the file system so you can use them as a
template. For example, if the HR department wants the auxiliary storage folder to have an Annual
Reviews folder and an Insurance Forms folder, you need to set these up in the file system before
proceeding.

1 In the left pane, click Provisioning Options.

2 Do one of the following:

¢ If you do not want the associated user to have access to the auxiliary storage folder, deselect
all of the Default Rights check boxes.

¢ If you want the associated user to have access to the auxiliary storage folder, select the
appropriate rights from the Default Rights check boxes.

3 In the Template Folder region, click the Browse button, and then specify the template path in the
Path Browser dialog box.

4 Click Apply to save your settings.

Setting Additional Auxiliary Storage Options

1 Select the additional options that you want to use in the Auxiliary Storage policy.
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Auxiliary Storage Target Paths: You need to specify the location where the auxiliary storage
folders are to be located. For example, if these were HR Department folders, they would
probably be located on a network share specific to the HR Department.

The fields presented on the Target Paths page are identical to those presented when you create a
User Home Folder policy. For an explanation of the page along with procedures for setting
target paths, see Section 5.5.4, “Setting Target Paths,” on page 46.

Auxiliary Storage Quota Options: You need to specify the quota for the auxiliary storage folder
associated with a user. In many cases, such as the HR Department example, this folder can be
much smaller that the home folder.

The fields presented on the Quota Options page are identical to those presented when you create
a User Home Folder policy. For an explanation of the page, along with procedures for setting
quota options, see Section 5.5.5, “Setting Quota Options,” on page 47.

Auxiliary Storage Move Schedule: The fields presented on the Move Schedule page are
identical to those presented when you create a user home folder policy. For an explanation of the
page, along with procedures for setting the move schedule, see Section 5.5.6, “Setting the Move
Schedule,” on page 49.

Auxiliary Storage Cleanup Options: The fields presented on the Cleanup Options page are
identical to those presented when you create a User Home Folder policy. For an explanation of
the page, along with procedures for setting cleanup options, see Section 5.5.7, “Setting Cleanup
Options,” on page 49.

Auxiliary Storage Vault Rules: The fields presented on the Vault Rules page are identical to

those presented when you create a User Home Folder policy. For an explanation of the page,
along with procedures for setting vault rules, see Section 5.5.8, “Setting Vault Rules,” on page 49.

Auxiliary Storage Grooming Rules: The fields presented on the Grooming Rules page are
identical to those presented when you create a user home folder policy. For an explanation of the
page, along with procedures for setting grooming rules, see Section 5.5.9, “Setting Grooming
Rules,” on page 51.

Proceed with Section 5.11.2, “Linking a User Home Folder Policy to an Auxiliary Storage Policy,”
on page 63.

Linking a User Home Folder Policy to an Auxiliary Storage Policy

This procedure connects the Auxiliary Storage policy with an existing User Home Folder policy. All
new users that are added to a group or organizational unit associated with the linked user home
folder policy will also have auxiliary storage created. To provide existing users with auxiliary
storage, see Section 5.11.3, “Provisioning Auxiliary Storage for Existing Users,” on page 64.

a b~ W N P

In NSMAdmin, click the Main tab.

Click Policy Management.

In the list of policies, double-click the policy you want to link to the auxiliary storage policy.
In the left pane of the Policy Editor, click Auxiliary Policies.

Click the + button. In the Policy Selector dialog box, select the Auxiliary Storage policy, then click
OK.

Click OK to exit the Policy Editor.
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5.11.3

5.12

Provisioning Auxiliary Storage for Existing Users

This procedure lets Novell Storage Manager manage an existing second user home folder by
classifying the second home folder as an auxiliary storage folder and managing it through an
auxiliary storage policy. In the process, Novell Storage Manager corrects any potential problems.
1 In NSMAdmin, click the Main tab.
2 Click Policy Management.

3 Select the auxiliary storage policy linked to the user home folder policy of the users for whom
you want to create auxiliary storage.

4 In the Policy Action drop-down menu, select Assign Auxiliary Attributes.
5 Verify that the Assign using value in policy is Auxiliary Attribute is not set option is selected.

This option uses the defined auxiliary storage policy path and looks for a folder that matches the
common name of all users defined within the policy. If a match is found, the Auxiliary Storage
Attribute is set and the users are cataloged and managed by the Auxiliary Storage policy.

6 Verify that the Run in Check Mode check box is selected and click Run.

Run in Check Mode allows you to view the results of an action without actually making
changes.

7 Click Expand to see the results.
Note that the Auxiliary Attribute is set for each folder that matches a User object.
8 Click Collapse.
9 Deselect Run in Check Mode and click Run to set the Auxiliary Attribute.
10 From the Policy Action drop-down menu, select Apply Quota.

11 Select Set quota for all directories. Overwrite any existing quota assignments except where the existing
quota is larger than the quota defined in the policy.

12 Select Run in Check Mode and click Run to view the results.

13 Deselect Run in Check Mode, then click Run to put auxiliary storage into effect for existing users.

Exporting Policies

Novell Storage Manager provides the ability to export policies so that they can be imported later. For
example, many customers first evaluate Novell Storage Manager in a lab environment and create a
large number of policies in the process. You can export these policies and later import them into the
production environment. All exported policies are saved in a single XML file.

1 In NSMAdmin, click the Main tab.

2 Click Policy Management.

3 From the Manage Policies drop-down menu, select Export Policies.
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Policy Export

Select All B Select Mone

Path Type Mame
HomeFolder aa

HomeFolder abcd
Aucdliany Al
Avndliany A2

HomeFalder Hartford Migrated
HomeFolder Henderson Tellers
HomeFolder TestZTest

Home Falder TestdDoug
HomeFolder TestCont7
ProfilePath TestCont 7ProfilePath
TS5_Homedir TestCort7-RDP
T5_ProfilePath  TestCont7ROP-PP
Home Falder TestMigration
HomeFolder TestUni

]
]
]
]
]
]
]
]
]
]
]
]
]
]

Policy Export File C:‘\Users‘bgashlerDocuments Exported_Policies-201 10215100652 xml

4 Select the check boxes of those policies you want to export.

5 Accept the default export filename or indicate a new one in the Policy Export File field.
6 Accept the default path of the file or browse to select a new path.

7 Click Export.

8 After you are notified that the policies have been exported, click Close.

5.13 Importing Policies

Previously exported policies are imported by using the Import Policies feature.

1 In NSMAdmin, click the Main tab.
2 Click Policy Management.

3 From the Manage Policies drop-down menu, select Import Policies.
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Import Policies

Policy Import File

Select a policy import file.

The import file may contain one or more policies for import.

4 Browse to select the saved export file.

5 Click Next.

1§

Import Policies

Select All

Browse

B Unselect All

Path Type
HomeFolder
Auxiliary
HomeFolder
HomeFolder

T5_ProfilePath

HEEEEE

HomeFolder

Mame
aa
Auxl
Hartford Migrated
Henderson Tellers

TestCont/RDOP-PP

TestMigration

6 Verify that the check box for each policy you want to import is selected.

7 Click Next.

A status page appears indicating what policies were imported and when the import process is

complete.
8 Click Close.
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6.1

Managing Existing Collaborative
Storage

This section includes the procedures for using Novell Storage Manager to manage the home folders
that are assigned to Group objects or containers in Active Directory.

In a Novell Storage Manager environment, group-based or container-based storage is referred to as
“collaborative storage,” because Novell Storage Manager, through its collaborative policies, provides
the means of creating storage folders where members can easily collaborate through a single project
folder, or even through a structured project folder where all members have personal subfolders.

Similar to Chapter 4, “Managing Existing User Storage,” on page 23, this section provides the basic
procedures for managing collaborative storage, which includes associating groups and containers
with shared storage, and setting the target path, quota rules, and grooming rules.

This section does not provide procedures for establishing a structured project folder with personal
subfolders, which are enabled through template creation and Dynamic Template Processing. For a
comprehensive discussion on managing collaborative storage, including Dynamic Template
Processing, see Chapter 7, “Managing Collaborative Storage,” on page 77.

The process for managing existing storage and creating personal subfolders involves several tasks:

¢ Section 6.1, “Assigning a Managed Path to Existing Group-based or Container-based Storage,”
on page 67

¢ Section 6.2, “Creating a Collaborative Storage Policy,” on page 70

¢ Section 6.3, “Performing Management Actions,” on page 73

¢ Section 6.4, “Editing Collaborative Storage Policies,” on page 75

Assigning a Managed Path to Existing Group-based or
Container-based Storage

A managed path group home folder attribute is a folder attribute that is created by Novell Storage
Manager when the Active Directory schema is extended. It is needed to associate a Group or
container object with a managed path.

In this procedure, you assign a managed path group home folder attribute to a Group or container
object that has existing collaborative storage and then assign the storage path. This path is then used
in the collaborative storage policy that you create later.

1 In NSMAdmin, click the Main tab.
2 Click Management Action.
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Take Action - User Mode

g | | ]
Run | Use'ril;:‘:de i | Consis;eﬂ:’y Check | Management Action ¥ Refresh Results
. CmstenyCheoc | ____ ____________ Tages ______________|
°Add €I Remove | select Al | B Select None
| | Fom

Consistency Check

Perform action forthefollowing policy types:
[ Home Folder I Remote Desktop Services Home Folder
™ Profile Path [ Remote Desktop Services Profile Path
[T Auxiliary Storage

¥ Process Subcontainers ¥ Run in Check Mode Mask I

Lﬂ Expand @ Check Mode Enabled

GENEY  Primary Path Statistics

D5 Management
At Status
Exists

MName DS Path Path Type Folicy Flags

Rights ‘ Quota

Mamt Path

Mgmt
Path
Exists

Paths
Match

3 Use the menu to replace User Mode with Group Mode or Container Mode.
4 In the Targets region, click Add.

5 Browse to locate and select the container or group you want to associate to a group storage area,

then click Add.
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© 00 N o

10
11

Directory Services Browser

Groups Users
2}
REDWOOD

Filter Refresh

Tree Name:

EI"O [Root]

L:_l'ﬁ Buck

dh Marketing
dh Remote Workers

+-=2 LevelTest
+-=2 system
+-=g Test
+-=3 TestCollab

+-=2 TestMigrate

€ Add

Selected Items

CM=Marketing. 0=Budk

€3 Remove

Click OK.
Click Management Action > Assign Managed Path.
Select the Explicit Assignment check box.

Click Browse, then locate and select the group storage folder you want to manage through Novell

Storage Manager.

Verify that the Run in Check Mode check box is selected.

Click Run.
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Take Action - Group Mode

O B . s % . ©

Run Group Mode Consistency Check Managam;tA(t\nn Refresh Results

€) Add €3 Remove Select All | [ Select None

FDN
(@ Assianif associated path attribute not set h au-marketing.0=5uck
Assign if associated path attribute not setor specified location not found on disk

Matched Path Assignment

Always overwrite associated path attribute
Explicit Path Assignment
Explicit Assignment {only works with single object)

Target Path

Explicit Path  \IPINYON\BUCK\Collaborative WMarketing

Process Subcontainers Run in Check Mode Mask

Ed Bpand @ Check Mode Enabled

Mame (1) Path Type Action
%’\‘ Marketing. 0 =Buck Home Folder Match found. Managed path would be set.

12 Deselect Run in Check Mode, then click Run.
13 Observe in the bottom portion of the page that the managed path has been set.
14 Continue with Section 6.2, “Creating a Collaborative Storage Policy,” on page 70.

6.2 Creating a Collaborative Storage Policy

After you assign a managed path, the next step is to create a collaborative storage policy for the
group or container you selected in Step 5 on page 68. The collaborative storage policy will apply to all
existing users of the group or container, as well as any that are added at a later time.

1 In NSMAdmin, click the Main tab.
2 Click Policy Management.
3 Select Manage Policies > Create Policy > Create Group Policy.
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Create New Policy

Name |
Policy Type
" User

% Group

 Builiary

Uszer Folder Type
f¥ Home Folder,
£ Profile Path
" Remote Deskiop Services Home Folder
£ Bemote Desltop Services Profile Path

0]} I Cancel

Specify a descriptive name for the new policy and click OK.

5 In the left panel, click Associations.

selected in Step 5 on page 68.
Click Add, then click OK.

‘;} Policy Options

|.h Associations |

E.’_-."' Auxiliary Policies

Provisioning Options
-_' Target Paths

Quota Options

gy Move Schedule

[—

E Cleanup Options
g Vault Rules
B Grooming Rules

E Notes

;I: Policy Summary

Ea Copy Policy Data

Policy Editor - NSM304-HOME

General: Associations

€ add €3 Remove

6 At the top of the right pane, click Add and browse to select the group or container that you

| FON

1 ON=Marketing, O=Buck

0K

Cancel

Apply

In the left panel, click Provisioning Options.
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9

10

11

12
13
14
15
16

17

18
19

20

Policy Editor - NSM304-Group Policy

Folder Properties

= Default Rights [~ Policy-Defined Default Attributes

43 Policy Options

I Assodiations [ Full Control [ List = Archive [T Systsm I~ Hidden
™ Modify ™ Read

[EEE | redendseate [ wite
|[E Provisioning Options |
[ Target Paths Path Owner

ﬁ Quota Options

[~ Override Path Owner
iy Move Schedule

_+ Dynamic Templates I Browvise |_’,

e p
L o —————————————————

E Cleanup Options
g Vault Rules | Browse | @

E Grooming Rules

;=! Notes

=
&

Policy Summary

¥ Copy Policy Dati
("] Copy Policy Data oK Cancel Apply

In the Default Rights region, specify the rights that you want users in the specified group or
container to have to the collaborative storage home folder.

These rights are those that all members of the group or container will have to the folder.

In the Policy-Defined Default Attributes region, select the Policy-Defined Default Attributes check
box.

This enables the Rename Inhibit and Delete Inhibit attributes, which in most cases you should
leave selected.

(Conditional) From the other attributes in this region, select any additional attributes you want
to apply.

In the left panel, select Target Paths, then click Add.

Browse to select the folder you selected in Step 9 on page 69.

Click Add, then click OK.

In the left panel, select Quota Options.

In the Initial Quota region, select the Enabled check box and specify the amount of initial quota
you want assigned to the collaborative storage folder.

(Conditional) If you want to set specifications for a quota manager, select Enable Quota Manager /
Quota Preservation for this policy and set quota maximums, increments, and managers.

In the left pane, select Grooming Rules.

Browse to select the folder where you want to vault the files that will be groomed.
If the folder does not exist, you can right-click to create the folder.

Click OK to save the vault path, then click Add.
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Grooming Rule Editor

Description

Action = | @) Files () Folders

Masks

* Only one Mask per Line

Comparative Criteria MNumeric Criteria

File Size Filter [[Disabled] - Any Size ok

Create Time Filter [[Disabled] - Any Time

Modify Time Filter | [Disabled] - Any Time

© © B ©

Access Time Filter [[Disabled] - Any Time

Cancel

21 In the Grooming Rule Editor dialog box, indicate the files that Novell Storage Manager will
groom from the collaborative storage pertaining to this policy.

For information on each of the fields in this dialog box, refer to Section 5.5.9, “Setting Grooming

Rules,” on page 51.
22 Click OK to save the grooming rule.

23 Continue with Section 6.3, “Performing Management Actions,” on page 73.

6.3 Performing Management Actions

This procedure enforces the policy for all members of the group or container to which the
collaborative storage policy is applied.

1 In NSMAdmin, click the Main tab.
2 Click Storage Management.
3 Browse to and select the group or container that you specified in Step 5 on page 68.

4 Right-click the group or container and select Group Actions > Manage.
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Novell Storage Manager Admin 3.0.4.4

Reports Configure

= - =] = . i ;
O 2 = B % - 0 N © B
Start Engine Storage Policy Path Object Storage GSR Scheduled Data

‘ Page Status

Pending Management
Management Management Events Actions

Analysis Properties Resourcelist Collector Tasks Migration

l_ Storage Management Engine: 10.112.20.2

=
sawgrass-forest.brett- ~ = o @
dev.condreycorp.com q'_—-. 2 Ete Filter: [¥ Containers W Groups [ Users
. Management Actions Assign Policy Properties Refresh
E@ [Root] ‘ |
e Name (4 SAM Account N
B0 SAWGRASS-FOREST ame () e
o d classiot
'm ANOMALY " = User Actions L3
E-=3 Builti L . i
3 Builtin A [ Group Actions v | @ consistency Check
E=3 CLUSTER da | MANAGER- =
= Container Actions
B-=3 CLUSTER-MOVE & -MEMBER- | Manage
=3 COLLAB & Assign Policy Enforce Palicy Paths
E-=3 Computers @ Object Properties Groom
E-=a Domain Controllers Apply Attributes
E-=2 ForeignSecurityPrincipals Apply Memb,
IEMDErs
BEl=2 Kanaka Users i
O
E-=2 Managed Service Accounts Aopty Oumer
=@ NSM Users il Aevly Quota
=2 PROFILE USERS k| Aply Richt=
=2 Program Data Apply Template
[ ==
Bl-=g System Recover Managed Path Attribute
H-=3 test
it Assign Managed Path
E-=3 Users
Directory Merge
Q Remove from Datsbase

5 Verify that Run in Check Mode is selected, then click Run.

6 Verify that the following message appears in the lower panel of the window:

10
11

12
13
14
15
16

17
18
19
20

21

Catalog Existing Managed Path Location.

Deselect the Run in Check Mode check box, then click Run.

From the Management Action menu, select Apply Attributes.

Select the Use policy definitions check box.

Select the Run in Check Mode check box, then click Run.

Verify that the following message appears in the lower panel of the window:
Apply attributes will be applied for object.

Deselect the Run in Check Mode check box, then click Run.

From the Management Action menu, select Apply Quota.

Verify that the Set quota for directories that do not have quota defined option is selected.
Select the Run in Check Mode check box, then click Run.

Verify that the following message appears in the lower panel of the window:
Apply quota will be scheduled for object.

Deselect the Run in Check Mode check box, then click Run.

From the Management Action menu, select Apply Rights.

Select the Run in Check Mode check box, then click Run.

Verify that the following message appears in the lower panel of the window:
Apply rights will be scheduled for object.

Deselect the Run in Check Mode check box, then click Run.

74 Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€T0Z Jaqwaldas Gz (ua) sAsaop



6.4

22 From the Management Action menu, select Groom.
23 Select the Run in Check Mode check box, then click Run.
24 Verify that the following message appears in the lower panel of the window:

Groom scheduled for object.

25 Deselect the Run in Check Mode check box, then click Run.

Editing Collaborative Storage Policies

In this section, you created a basic collaborative storage policy designed to manage a non-structured
storage folder. If you decide later that you want to edit the policy to adjust the quota, modify the
target path, or even structure the group or container home folder with personal folders for each
group or container member, you can easily do so.

For more comprehensive information on collaborative storage policies, including their ability to
create structured group-based or container-based storage folders through Dynamic Template
Processing, see Chapter 7, “Managing Collaborative Storage,” on page 77.
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Managing Collaborative Storage

Collaborative storage is a shared storage area where a group of people in an organization can
collaborate by sharing files. For example, a cross-functional project team in an organization might
need a collaborative storage area where all members could access and submit project files.

Novell Storage Manager lets you easily create collaborative storage areas through collaborative
storage policies that you can assign to Group objects or to an organizational unit (also known as a
container). You can structure the collaborative storage in one of two ways:

¢ Creating a single project folder where all project members have access and have the same rights.

¢ Creating a project folder with a specified owner. The project folder has subfolders for each of the
members of the group. This configuration is done through Dynamic Template Processing. For
more information on Dynamic Template Processing, see Setting Group Policy Dynamic
Template Processing.

Novell Storage Manager works with Active Directory to ensure that only members of the Group
object have access to collaborative storage. As new members are added to the group, they are
automatically granted access to the collaborative storage. As members are removed, they are denied
access, but the files that they submitted to the collaborative storage folder remain.

In this chapter, you will learn how to create collaborative storage policies. These include:

¢ Group-based collaborative policies

¢ Container-based collaborative policies

¢ Section 7.1, “Creating Collaborative Storage Objects in Active Directory,” on page 77

¢ Section 7.2, “Understanding Collaborative Storage Template Folders,” on page 78

¢ Section 7.3, “Determining How You Want to Structure Your Collaborative Storage,” on page 78
¢ Section 7.4, “Creating a Collaborative Storage Template,” on page 79

¢ Section 7.5, “Setting Up Security for a Collaborative Storage Template,” on page 80

¢ Section 7.6, “Understanding Collaborative Storage Policies,” on page 85

¢ Section 7.7, “Creating a Group Collaborative Storage Policy,” on page 85

¢ Section 7.8, “Creating a Container Collaborative Storage Policy,” on page 95

7.1 Creating Collaborative Storage Objects in Active Directory

For Novell Storage Manager to manage collaborative storage, it must have the following Group or
User objects located in an organizational unit in Active Directory:

¢+ -MEMBER-
+ -MANAGER-
+ -GROUP-
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1.2

1.3

These objects are needed for assigning rights to the collaborative storage template folders (that you
will create later) for the group members, the manager, and the group itself.

IMPORTANT: You only need to create these objects in one organizational unit.

1 Ata Windows workstation, click Start > Administrative Tools > Active Directory Users and
Computers.

2 Right-click an organizational unit and select New > Group.

3 Give the Group object the name -MEMBER- and leave the Group Scope setting as Global and the
Group Type setting as Security.

4 Repeat Step 2 to create a -MANAGER- group and a -GROUP- group.

These three objects are used to automatically set rights for the collaborative storage. Make sure
you name the objects exactly as indicated. The object names can either be uppercase or
lowercase.

Understanding Collaborative Storage Template Folders

When you created user home folder policies in Chapter 5, “Managing User Home Folders,” on
page 39, a field in the Provisioning Options page let you indicate the path to a template for
provisioning folder structure and content in the home folder.

For collaborative storage management, you can also indicate a template path for provisioning and
folder structure within the collaborative storage folder. When Novell Storage Manager creates a
collaborative folder for a group, Novell Storage Manager examines the policy to determine if a
template has been defined and, if so, it copies the contents of the template directory along with all
attributes, trustee assignments, and quotas.

If you want to enable quota management for collaborative storage folders, the folders must have the
following characteristics:

¢ Be located on servers running either Windows Server 2008 or above

¢ Have a firewall exception for the Remote File Server Resource Manager

¢ Have a quota assignment set through the Windows Server Manager tool for any of the following

folders: -MEMBER-, -GROUP-, -MANAGER-

Unlike user home folders, collaborative disk space managed by Novell Storage Manager is dynamic
in that the member attributes of Group objects are monitored so that the addition and deletion of
members can have a direct impact on the structure of the individual file system of a group as well as
the rights given within the structure.

Determining How You Want to Structure Your Collaborative
Storage

Your collaborative storage area should be structured so that it optimally serves the needs of your
collaborative users. The collaborative storage needs of a cross-functional team at an architectural firm
would be quite different from a junior high school history class.

Two sample designs are shown below.
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Figure 7-1 Sample Collaborative Storage Templates

Sample Work Project Sample Classroom
Collaborative Storage Collaborative Storage
Template Template

) Network share l Nerwork share

D Project D Sth Grzde U.S. History
—D Documents Attendees
—D Design Templates

I
IEIJ Design_specs.doc

Assignment Twm-in Foldar

-MEMEER-

—D Documentation Class Materizks

W] Reference_guide doc W Grading_poiicy.doc

—D Procedures J Syliabus. doc

|
IﬂJ Procedures.doc J Term_paper_topics.doC

—D Project Plans Teacher
IE|J Work_template.doc \_%D -MANAGER-
Project Manager
-MAMAGER-
" Project Team
-MEMBER-

In the template structures above, both have -MANAGER- and -MEMBER- folders. This means that
there is a personal folder created for the designated manager of the group, along with personal
folders created for each member of the group.

In order for those folders to be created and managed properly, the -MANAGER- and -MEMBER-
folders must not exist in the same folder.

In the project collaborative storage template, all members can see the contents of each member’s
folder —except for the designated manager’s folder. In the classroom template, class members cannot
see the contents of other classmate’s folders because members have rights only to their personal
folders.

7.4 Creating a Collaborative Storage Template

1 Launch Windows Explorer.

2 On a network share, create a file structure for a group for which you will provide collaborative
storage.

3 Place any documents you want available to the group in the appropriate folders.
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7.5

Setting Up Security for a Collaborative Storage Template

Properly setting security and rights for collaborative storage in Active Directory can be potentially
confusing. For this reason, we are providing an example of the correct way to set up security for a
collaborative storage template.

The example provided is for a school class where the instructor is using a collaborative storage folder
as the means of distributing assignments to students, as well as the means of retrieving assignments
that the students turn in. The students cannot see the personal folders of the other students.

Figure 7-2  Common Academic Setting Collaborative Storage Template Structure

L COLLAB_TEMPLATES

L Class-Template

~ Handouts

~ Students

\\ -MEMBER-

 Teacher

. Turn-in

\\ -MEMBER-

The file structure above is a common structure that can be used as a template for collaborative
storage in an academic setting. By establishing the correct permissions, the course instructor can be
established as the owner with full control of the collaborative storage area. Students can be provided
with personal folders for retrieving and turning in assignments.

The diagram below shows the security permissions that must be established.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€10z leqwaidas gz (ua) sAsoop



Figure 7-3  Security Permissions for Each Folder in the Sample Template

L COLLAB_TEMPLATES
Policy Template ROOT  _ N L Class-Template

___ Handouts

| Students

| Teacher

L Turn-in

L -MEMBER-

L -MEMBER-

Security Assignments

-GROUP- List (This Folder Only)
-MAMAGER- FC (This will flow down!)

-GROUP- REL

-GROUP- Traverse Folder/List Folder
(This Folder Only)

-MEMBER- MELRW

-GROUP- Trawverse Folder/List Folder
(This Folder Only)

-MEMBER- MELRW

The diagram above shows the security permissions that must be established for each of the folders in
the template structure. For example, the -GROUP- object must be given the List permission to the
Class-Template folder and the -MANAGER- object must be given Full Control. List, Traverse Folder,

and List Folder are all advanced permissions.

IMPORTANT: When you set the provisioning options for the collaborative storage policy, you must
override the path owner and indicate an owner, unless you want all users in the group to have all

rights to the collaborative storage area.

In the example in Figure 7-3, Teacherl is specified as the owner.
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Figure 7-4 Ouwner of a Collaborative Storage Folder
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™ Full Control ™ List [T Archive = system [T Hidden
™ Modify ™ Read

[T Read and Execute  [— Write

Path Owner

¥ Override Path Owner
Browse | &

Browse | @

ICN =TEACHER 1,0U=COLLAB-CLASS, DC=pinehurst,DC =brett-dev, DC=condreycorp, DC=com

I\PM—MKMEM_TE‘PLATES%—TE@E

[ ok || cancal Epply

The Owverride Path Owner check box is selected and the owner of the folder is set to TEACHERI1. The
template is indicated in the Template Folder region.

You use the Group properties of Active Directory Users and Computers to indicate the group owner
in the Managed By screen. In this example, the owner is TEACHERI.
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7.5.1

Figure 7-5 An Owner in the Name Field Enables -MANAGER- to Function Properly

BOUY-101 Properties 2=

General | Members | Member Of  Managed By |

Hame: |chvmﬂqmpmm‘33LUBCU55!TEA:HEH1

[ Cenge. | Propeties |  Cear |

[¥ Manager can update membership list

Country/region:

Telephone number:
Faot number:

oK I Cancel I A potl

Establishing Permissions

You establish the permissions specified for each of the folders in Figure 7-3 through the Windows
Explorer Security tab. Permissions such as Traverse Folder are special permissions.

To set special permissions:

In Windows Explorer, right-click the desired folder and select Properties.
Click the Security tab.

Click Advanced.

Click Change Permissions.

Click Add.

In the Enter the object name to select field, specify the name of the desired user or group and click
OK.

7 In the new dialog box, use the Apply to drop-down menu to select the desired application level,
select the check boxes for all special permissions for the user or group, and click OK.

o 01 A W N P
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71.5.2

Configuring Rights for the Group Manager

This procedure grants Manager rights to the group’s designated manager, meaning that he or she is
given all rights needed to view and modify any document within the structure of the collaborative
storage area.

1 Launch Windows Explorer.

© 00 N oo 0 b~ W

10

7.5.3

In the file structure that you created earlier, browse to and right-click the topmost folder, then
select Properties.

For example, in the sample work project collaborative storage template example in Figure 7-1 on
page 79, the topmost folder would be the Project folder.

Click the Security tab.

Click Edit.

Click Add.

In the Enter the object names to select field, specify -MANAGER-.

Click Check Names.

Click OK.

In the Permissions dialog box, select the Modify check box and click OK to save the settings.
Click OK to close the Properties dialog box.

Configuring Rights for the Group Members’ Personal Folders

This procedure grants the rights needed for group members to work in their personal folders within
the collaborative storage area.

1

Launch Windows Explorer.

2 In the structure that you created in Section 7.4, “Creating a Collaborative Storage Template,” on

© 00 N o o b~ W

10

page 79, browse to and right-click the -MEMBER- folder, then select Properties.

Click the Security tab.

Click Edit.

Click Add.

In the Enter the object names to select field, specify -MEMBER-.

Click Check Names.

Click OK.

In the Permissions dialog box, select the Modify check box and click OK to save the settings.
Click OK to close the Properties dialog box.

7.5.4  Configuring Group Member Rights to Other Folders

This procedure grants List and Read rights to other areas of the collaborative storage area.

1
2

Launch Windows Explorer.

In the structure that you created in Section 7.4, “Creating a Collaborative Storage Template,” on
page 79, browse to and right-click one of the subfolders, then click Properties.

For example, in the sample work project collaborative storage template example in Figure 7-1 on
page 79, a subfolder would be the Documents folder.
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Click the Security tab.

Click Edit.

Click Add.

In the Enter the object names to select field, specify -MEMBER-.
Click Check Names.

Click OK.

Click OK to close the Properties dialog box.

© 00 N o 0o b~ W

10 Repeat Step 1 through Step 9 for each additional folder where you want to grant users List and
Read rights.

7.6 Understanding Collaborative Storage Policies

Before setting up collaborative storage policies, you need to understand the two types of
collaborative storage policies and the differences between the two.

¢ A Group collaborative storage policy is triggered when a new Group object is created in an
organizational unit where the policy is associated. For example, if a cross-functional team
named HEALTHFAIR2011 is created in an organizational unit associated with the Group
collaborative storage policy, the collaborative storage area is be created when the group is
created.

¢ A Container collaborative storage policy is triggered when a new User object is added to an
organizational unit where the policy is associated. For example, if user BSMITH is added to an
organizational unit that had an associated Container policy, BSMITH is granted access to the
collaborative storage area. Furthermore, if the template associated with the policy is structured
with a -MEMBER- Group object, the user is given a personal storage area within the
collaborative storage area.

7.7 Creating a Group Collaborative Storage Policy

1 Launch NSMAdmin.
2 In the Main menu, click Policy Management.
3 In the Manage Policies menu, select Create Policy > Create Group Policy.

The following screen appears:

Create New Policy

Name I
Policy Type User Folder Type
" User % Home Folder
% Group " Profile Path
" Container " Bemote Desltop Services Home Folder
" Mapdliary £ Eemote Deshtop Services Profile Path
oK Cancel
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5

Specify a name in the Name field.
The Policy Options page appears.
Continue with Section 7.7.1, “Setting Group Policy Options,” on page 86.

7.7.1  Setting Group Policy Options

Settings within Policy Options let you indicate how the policy is applied, set policy inheritance, and
write an expanded policy description.

NOTE: Group policies in Novell Storage Manager are completely independent of Microsoft Group
policies.

1

2

3
4
5

Leave the Process Events for Associated Managed Storage check box selected.

This indicates that you want the settings in this policy to be applied to all users within the
Domain or Organizational Unit where this policy is assigned. Deselecting this check box
indicates that you want to create a blocking policy that can be applied to a specific user or group.
For more information on blocking policies, see Section 4.6, “Creating a Blocking Policy,” on
page 27.

Do one of the following:

¢ If you are assigning this policy to a container rather than a group, and you want the settings
to apply to subcontainers, leave the Policy applies to subcontainers check box selected.

¢ If you are assigning this policy to a container, and you do not want the settings to apply to
subcontainers, deselect the Policy applies to subcontainers check box.

¢ If you are assigning this policy to a group rather than a container, deselect the Policy applies
to subcontainers check box.

In the Description region, use the text field to specify a description of the policy you are creating.

Click OK to save your settings.
Proceed with Section 7.7.2, “Setting Group Policy Associations,” on page 86.

7.7.2  Setting Group Policy Associations

The Associations page is where you assign the collaborative policy you are creating to a domain,
organizational unit, Group object, or (if you are creating a blocking policy) a User object.

1
2
3

In the left pane, click Associations.
Click the + button to bring up the Object Browser.

Browse through the directory structure and select the domain, organizational unit or Group
object you want to associate the policy to.

Drag the object to the Selected Items pane and click OK.

The Object Browser is closed and the path is displayed in fully qualified name format in the right
pane of the window. For example, OU=Las Vegas, DC=NVB,DC=local.

Click OK to close the Object Browser.
Click Apply to save your settings.
Proceed with Section 7.7.3, “Setting Group Policy Provisioning Options,” on page 87.
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7.7.3

Setting Group Policy Provisioning Options

The Provisioning Options page is where you indicate collaborative storage rights, the location of a
template for provisioning the collaborative storage folder structure and content in a home folder
when it is created, and more.

1

In the left pane, click Provisioning Options.

The following page appears:

! Policy Editor - Las Yegas Group Policy

Setup: Provisioning Options

Folder Properties

%3 Policy Opt Default Rights I Policy-Defined Default Attributes
4 Policy Options
T, Assodiations ™ Full Cantrol I List ™ archive I System I~ Hidden
)
¥ Madify ¥ Read

V¥ Read and Execute W Write

Provisioning Options

__ Target Paths Path Dwner

m Quiota Options

™ override Path Cwner
ey Move Schedule

o Dynamic Templates I Browse & |

Template Folder

& Cleanup Options
g Wault Rules I Browse “l

E Grooming Rules

=: Motes

C\“: Policy Summary

QK Cancel Apply

In the Folder Properties region, deselect all rights.

If you chose to create a collaborative storage template, the rights will be applied from the
template that you created earlier under Section 7.5.3, “Configuring Rights for the Group
Members’ Personal Folders,” on page 84 and Section 7.5.4, “Configuring Group Member Rights
to Other Folders,” on page 84.

Select the Override Path Owner check box.

When you create collaborative storage policies, it's very important to override the path owner.
By default, each group owns the entire group home folder, so all members of the group inherit
Full Control of all subdirectories in the group folder, including other users' personal folders.

In the field below the Override Path Owner check box, browse to indicate a path owner (that is,
the owner of the group folder).

In the Template Folder region, click the Browse button and locate the file structure that you
created in Section 7.4, “Creating a Collaborative Storage Template,” on page 79.

Select the topmost folder in the file structure and click OK.

For example, if you had a structure similar to the Sample Classroom Collaborative Storage
Template in Figure 7-1 on page 79, you would select “8th Grade U.S. History.”
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7 Click Apply to save your settings.
8 Proceed with Section 7.7.4, “Setting Group Policy Target Paths,” on page 88.

7.7.4  Setting Group Policy Target Paths

88

The Target Paths page is where you set the paths to the shares where the collaborative storage area
for this policy will be hosted.

1 In the left pane, click Target Paths.
2 In the Target Placement region, fill in the following fields:

Random: Distributes storage in an ordered sequence. For example, if you have two target paths
listed on this page, Group A’s collaborative storage folder is created using the first path, Group
B’s collaborative storage folder is created using the second path, and Group C’s home
collaborative storage folder is created using the first path.

Actual Free Space: Distributes the creation of collaborative storage folders according to shares
with the largest amount of absolute free space. For example, if you have two target paths listed,
target path 1 has 15 GB of free space, and target path 2 has 10 GB, the collaborative storage
folders are created using target path 1.

Percentage Free Space: Distributes the creation of collaborative storage folders to shares with
the largest percentage of free space. For example, if you have two target paths listed and target
path 1is to a 10 TB drive that has 30 percent free space, and target path 2 is to a 500 GB drive
with 40 percent free space, the collaborative storage folders are created using target path 2, even
though target path 1 has more absolute available disk space. You should be cautious when using
this option with target paths to shares of different sizes.

Leveling Algorithm: Use this option to structure the collaborative storage folders so that they
are categorized by the Group object’s first or last name through a subordinate folder. For
example, if you choose First Letter, all collaborative storage folders are grouped by first name,
with individual folders for each first letter.

Maximum Unreachable Paths: If you have a substantial number of target paths listed on this
page, this field lets you indicate the number of target paths Novell Storage Manager accesses to
attempt to create a collaborative storage folder before it suspends the attempt.

3 For each target path that you want to establish, click the + button to access the Path Browser.

Browse to the location of the target path you want and click the + button to add the target path to
the Selected Paths pane.
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7.1.5

5 Path Browser ol

B M © | Fiter| 00

B [ROOT] Selected Paths
E! LASYEGAS VLASYEGAS|\Henderson_Lisers
..
..

Baulder _Citv_Lsers
FSFProxyHome

Henderson_Users

Inactive Users

EFEFEEEEE

Las_Vegas_llsers
MSM Templates
MSMPR.OXYHOME

Users

Waulk

H.

Ok I Cancel

WLASVEGASHenderson_Lsers

5 Click Apply to save your settings.
6 Proceed to Section 7.7.5, “Setting Group Policy Quota Options,” on page 89.

Setting Group Policy Quota Options

This page lets you establish storage quota for the collaborative storage folder. Until quota
management is enabled, a collaborative storage area has unlimited storage. Quota management for
collaborative storage applies to:

¢ The quota for the entire storage folder

¢ Quotas for personal folders in the collaborative storage folder

NOTE: In order for the quota to be managed on a personal folder, you must also manage the quota
on the -MANAGER- or -MEMBER- folder. You can set this in the template through the Windows
Server Manager in the same way you set the folder options.

The Quota Options page is also where you establish quota management settings for quota managers.
A quota manager is a specified user or group —for example, a help desk administrator or technical
support rep, who is granted the ability to increase quotas without having rights to the file system.
Quota management actions are performed through Quota Manager, which is a separate Web
browser-based management interface. For more information on Quota Manager, see Chapter 8,
“Using Quota Manager,” on page 97.

1 In the left pane, click Quota Options.
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The following page appears:

J Policy Options
:n Assodations

E{ Auxiliary Policies

Provisioning Options
| Target Paths

:"a-Quuta Options

;i¢ Move Schedule

[ ceaner |

: Cleanup Options
g Vault Rules

Policy Editor - NSM304-HOME

Initial Quota

[¥ Enzbled

" No QuotaRestriction

% Set Quota I 1_005‘ MB
Quota Management

[V Enable Quota Manager / Quota Preservation for this policy

Quota Maximum

" No Maximum Quota

= Maximum Quota 500 =] MB

Quota Managers
©add €3 Remove

Quota Increment

{* Set quota increment manually

" Increment quota by 10 3: MB

| Manager Object

€T0Z Jaqwaldas Gz (ua) sAsaop

rE Grooming Rules

T Notes

-;.': Policy Summary

("] Copy Policy Data oK Cancel Apply

!\ Changes to this policy have not been saved,

2 Select the Enabled check box to enable an initial storage quota for the group to whom this policy
will apply.

3 In the MB field, specify the initial storage quota for the collaborative storage folders.

4 Set up quota managers and enable the Quota Manager Web interface for this policy by filling in
the following fields:

Enable Quota Manager / Quota Preservation for this Policy: Select this check box to enable the
Quota Management region of the page.

Quota Maximum: Indicate whether the folders associated with this policy will have a maximum
quota setting. If so, indicate the maximum quota.

Quota Increment: Indicate whether quota managers will set quotas manually or in set
increments. If you select manual increments, the quota manager can increase the quota in any
increment until it meets the maximum quota setting. If you select set increments, the quota
manager can only increase the quota by the increment setting.

Quota Managers: Click the + button and use the Object Browser to browse to and select a user or
group you want to be a quota manager, then drag the User or Group object to the right pane.
Repeat this for each user or group you want to be a quota manager.

If you do not specify a user or group as a quota manager, only members of the NSMAdmins
group will be able to use the Quota Manager Web interface.

5 Click Apply to save your settings.
6 Proceed with Section 7.7.6, “Setting the Group Policy Move Schedule,” on page 91.
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1.1.6

1.1.7

Setting the Group Policy Move Schedule

This page lets you use a grid to specify when collaborative storage data can be moved during data
migration operations.

By default, all days and times are available for data movement. You might decide that data
movement during regular business hours creates unacceptable network performance, and choose to
move data after regular business hours.

NOTE: The collaborative storage folder will not move if someone is accessing the folder or there are
any open files. Until the folder can be moved, the Move event will be listed as a pending event.

1 In the left pane, click Move Schedule.

2 In the Data Move Schedule grid, click the squares for the day and hour you want to disable for
data movement.

3 Click Apply to save your settings.
4 Proceed with Section 7.7.7, “Setting Group Policy Dynamic Template Processing,” on page 91.

Setting Group Policy Dynamic Template Processing

Dynamic Template Processing is the term used in Novell Storage Manager for creating personal

folders in a collaborative storage folder. If Dynamic Template Processing is enabled, creating a -

MEMBER- Group object in the collaborative storage file structure automates the creation of a new
user’s personal folder when he or she is added to the group.

1 In the left pane, click Dynamic File Processing.

The following screen appears:

Policy Editor - NSM304-Group Policy
[emmr—

Dynamic Template Processing

J Policy Options
:P Assodations [¥ Enable Dynamic Template Processing

(* Do notlimit folder search depth

[Setr ] € Lini foldrsearchto »depthof [ RS

Provisioning Options

[¥ Process members of nested groups
. Target Paths e

ﬁ Quota Options [ 1gnore Hidden attribute on dynamic template
s Move Schedule

.+ Dynamic Templates

| ES—

: Cleanup Options
ﬂ Vault Rules
IE Grooming Rules

[ —

T MNotes

u:': Policy Summary

("] Copy Policy Dat
[;"] Copy Policy Data 0K Cancel Apply
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2 Do one of the following:

¢ If the file structure in your collaborative storage template includes a -MEMBER- folder,
Novell Storage Manager automatically creates personal folders within the collaborative
storage folder. Leave the Enable Dynamic Template Processing check box selected and proceed
with Step 3.

¢ If your collaborative storage template does not include a -MEMBER- folder, Novell Storage
Manager does not create personal folders within the collaborative storage folder. Deselect
the Enable Dynamic Template Processing check box and proceed with Section 7.7.8, “Setting
Group Policy Cleanup Options,” on page 92.

3 Choose one of the following options:

¢ Do not limit folder search depth: The NSM Engine searches through the collaborative
storage folder looking for -GROUP-, -MANAGER-, and -MEMBER- folders. Depending on
the number of folders in the collaborative storage folder, this can take significant time. It is
therefore best to not select this option.

¢ Limit folder search to a depth of: If you know the level where the -MEMBER- folder is
structured in your collaborative storage template, you can select this option and indicate
the level.

For example, in the Sample Classroom Collaborative Storage Template in Figure 7-1 on
page 79, the -MEMBER- folder is located four levels down.

4 Select the applicable check boxes:

Process members of nested groups: If you have nested groups in your Active Directory
deployment, selecting this check box creates personal storage for group members that are part of
a group via group nesting.

Ignore hidden attribute on dynamic template: Selecting this check box ignores the HIDDEN
flag on the -MEMBER, -MANAGER-, and -GROUP- folders in the collaborative home folder
when provisioning the corresponding folder for the user or group.

5 Click Apply to save your settings.
6 Proceed with Section 7.7.8, “Setting Group Policy Cleanup Options,” on page 92.

7.7.8  Setting Group Policy Cleanup Options

This page lets you enable and specify cleanup rules for the Group policy. Options for cleanup include
deleting a collaborative storage folder after a set number of days following the removal of the
associated Group object from Active Directory, or vaulting (rather than deleting) the collaborative
storage folder.
1 In the left pane, click Cleanup Options.
2 Enable storage cleanup by filling in the following fields:
Enable: Select this check box to enable storage cleanup rules.

Cleanup storage: Specify the number of days a collaborative storage folder remains after the
associated Group object is removed from Active Directory.

3 Enable vaulting on cleanup by filling in the following fields:
Enable: Select this check box to enable vaulting on cleanup rules.

Vault Path: Click Browse to browse and select the share where you want the collaborative storage
folders vaulted after cleanup.

When you indicate this path, it also appears in the Vault Path field of the Grooming Rules page,
because grooming rules and vault on cleanup rules share the same vault path.
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7.71.9

4 Click Apply to save the settings.
5 Proceed with Section 7.7.9, “Setting Group Policy Vault Rules,” on page 93.

Setting Group Policy Vault Rules

When a Group object is removed from Active Directory, you can have Novell Storage Manager vault
the contents of the associated collaborative storage folder from a primary storage device to a less
expensive secondary storage device. Novell Storage Manager lets you specify what to vault or delete
by using vault rules. For example, you might want to remove all TMP files before vaulting the
collaborative storage folder. Or, you might want to vault only a single folder, such as Final Proposal
and nothing else in the other folders. You accomplish all of this through settings in the Vault Rules
Editor.

1 In the left pane, click Vault Rules.

The Vault Path field displays the vault path that you established when you set up collaborative
storage cleanup rules.

2 Click the + button to bring up the Vault Rules Editor.

Vault Rule Editor X

Description ||

Action | j {+ Files (" Folders

Masks ;I

-
4 k

* Only one Mask per Line

Comparative Criteria MNumeric Criteria Unit

File Size Filter I[Disabled] -AnySze ¥ | 0= | =l El

Create Time Filter I[Disabled] - Any Time j I Dﬁ I j El

Modify Time Filter I[Disabled] - any Time j | 'ZI::I I j El
Access Time Filter I[Disabled] - Any Time j | Elﬁ I j

aK | Cancel |

3 In the Description field, specify a description of the vault rule.
For example, “Files to delete before vaulting,” or “Files to vault.”
4 Fill in the following fields:

Action: Select whether this vault rule deletes or vaults.
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Be aware that if you select Vault, only the files or folders that you list in the Masks text box are
vaulted and the remainder of the home folder content is deleted. Conversely, if you select Delete,
only the files or folders that you list in the Masks text box are deleted, and everything else is
vaulted.

Files: If the vault rule you are creating will vault or delete content at the file level, leave the File
option selected.

Folders: If the vault rule you are creating will vault or delete content at the folder level, select the
Folders option.

Selecting Folders disables the filter settings in the lower portion of the Vault Rules Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

5 (Conditional) If the vault rule you are creating is specific to files, complete the applicable filter
settings.

Leaving the setting as [Disabled]-Any Size vaults or deletes all file types listed in the Mask text
box, according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size,
when created, when last modified, and when last accessed.

6 Click OK to save the vault rule.
7 If necessary, create any needed additional vault rules by repeating the procedures above.

8 Proceed with Section 7.7.10, “Setting Group Policy Grooming Rules,” on page 94.

7.7.10  Setting Group Policy Grooming Rules

Grooming rules in Novell Storage Manager specify the file types that you do not want network users
storing in their home folders or collaborative storage areas. Examples of these might be MP3 and
MP4 tiles, MOV files, and many others. You use the Grooming rule to specify whether to delete or
vault a groomed file.

Grooming takes place as a Management Action that is run by the administrator. A Management
Action is a manual action that is enacted through NSMAdmin. For more information, see
Section 12.1.4, “Management Actions,” on page 209.
1 In the left pane, click Grooming Rules.
The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click the + button to bring up the Grooming Rules Editor.
3 In the Description field, specify a description of the grooming rule.
For example, “Files to groom in Community Outreach Group.”
4 Fill in the following fields:
Action: Select whether this grooming rule will delete or vault groomed files.

Files: If the grooming rule you are creating will vault or delete content at the file level, leave the
File option selected.

Folders: If the grooming rule you are creating will vault or delete content at the folder level,
select the Folders option.

Selecting Folders disables the filter settings in the lower portion of the Grooming Rules Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.
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File or folder names can contain an asterisk.

5 (Conditional) If the grooming rule you are creating is specific to files, complete the applicable
filter settings.

Leaving the setting as [Disabled]-Any Size vaults or deletes all file types listed in the Mask text
box, according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size,
when created, when last modified, and when last accessed.

6 Click Apply to save the grooming rule.

7.8 Creating a Container Collaborative Storage Policy

1 In NSMAdmin, click the Main tab.
2 Click Policy Management.
3 In the Manage Policies menu, select Create Policy > Create Container Policy.

The following screen appears:

Create New Policy

MName I
Policy Type User Folder Type
i~ User * Home Folder
™ Group " Profile Path
{* Container = Remote Deskiop Services Home Folder
™ Mupdliary " Eemote Deskiop Services Profile Path
0]} Cancel

4 Specify a name in the Name field.
The Policy Options page appears.
5 Continue with Section 7.8.1, “Setting Container Policy Options,” on page 95.

7.8.1 Setting Container Policy Options

Settings within Policy Options let you indicate how the policy is applied and lets you write an
expanded policy description.
1 Leave the Process Events for Associated Managed Storage check box selected.

This indicates that you want the settings in this policy to be applied to all users within the
domain or organizational unit where this policy is assigned. Deselecting this check box indicates
that you want to create a blocking policy that can be applied to a specific user or group. For more
information on blocking policies, see Section 4.6, “Creating a Blocking Policy,” on page 27.

2 In the Description region, specify a description of the policy you are creating in the text field.
3 Click Apply to save your settings.

4 Select the options and setting that you want to policy to use:
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Container Policy Associations: The Associations page is identical to the Association page
presented when you create a Group policy. For an explanation of the page, along with
procedures for setting associations, see Section 7.7.2, “Setting Group Policy Associations,” on
page 86.

Container Policy Provisioning Options: The fields presented on the Provisioning Options page
are identical to those presented when you create a Group policy. For an explanation of the page,
along with procedures for setting provisioning options, see Section 7.7.3, “Setting Group Policy
Provisioning Options,” on page 87.

Container Policy Target Paths: The fields presented on the Target Paths page are identical to
those presented when you create a Group policy. For an explanation of the page, along with
procedures for setting target paths, see Section 7.7.4, “Setting Group Policy Target Paths,” on
page 88.

Container Policy Quota Options: The fields presented on the Quota Options page are identical
to those presented when you create a Group policy. For an explanation of the page, along with
procedures for setting quota options, see Section 7.7.5, “Setting Group Policy Quota Options,”
on page 89.

Container Policy Move Schedule: The fields presented in the Move Schedule page are identical
to those presented when you create a Group policy. For an explanation of the page, along with
procedures for setting the move schedule, see Section 7.7.6, “Setting the Group Policy Move
Schedule,” on page 91.

Container Policy Dynamic Template Processing: The fields presented on the Dynamic
Templates page are identical to those presented when you create a Group policy. For an
explanation of the page, along with procedures for setting the move schedule, see Section 7.7.7,
“Setting Group Policy Dynamic Template Processing,” on page 91.

Container Policy Cleanup Options: The fields presented on the Cleanup Options page are
identical to those presented when you create a Group policy. For an explanation of the page,
along with procedures for setting cleanup options, see Section 7.7.8, “Setting Group Policy
Cleanup Options,” on page 92.

Container Policy Vault Rules: The fields presented on the Vault Rules page are identical to
those presented when you create a Group policy. For an explanation of the page, along with
procedures for setting vault rules, see Section 7.7.9, “Setting Group Policy Vault Rules,” on
page 93.

Container Policy Grooming Rules: The fields presented on the Grooming Rules page are
identical to those presented when you create a Group policy. For an explanation of the page,
along with procedures for setting grooming rules, see Section 7.7.10, “Setting Group Policy
Grooming Rules,” on page 94.

5 Click Apply to save your settings.
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8.1

Using Quota Manager

Quota Manager is a separate management interface for designated users such as help desk
administrators or support personnel, to adjust user home folder or collaborative storage quota
without needing rights to the file system.

Quota Manager can also provide storage information such as the total number of files and file types
in a home folder. With this type of information, the help desk or support rep can make suggestions
for freeing up space in the home folder rather than simply granting additional storage quota.

¢ Section 8.1, “Quota Management Prerequisites,” on page 97
¢ Section 8.2, “Managing Quotas Through Quota Manager,” on page 98
¢ Section 8.3, “Understanding Quota Manager Status Indicators,” on page 100

Quota Management Prerequisites

1 Using NSMAdmin, verify that all of the policies managing the users for whom you want to

manage quotas through Quota Manager have the Enable Quota Manager check box selected, with

a Quota Maximum and/or Quota Increment setting.
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';J- Policy Options
uh Assodations

E.’ﬂ' Auxiliary Policies

[ ——

Provisioning Options
-_' Target Paths
E"ﬁ-quuta Options

ey Move Schedule

Policy Editor - NSM304-HOME

Initial Quota

[ Enabled

& No QuotaRestriction

{7 Set Quota 100== M5 @ Quotais currently unlimited

Quota Management

" Enable Quota Manager / Quota Preservation forthis paolicy

Quota Maximum
€ No Maximum Quota

& Maximum Quota I UE: MB

Quota Increment

% Set quots increment manually

" Increment guota by 103: MB

[ Geamup |
&= Quota Managers
%] Cleanup Options
&2 Add €3 Remov
B vault Rules Add €3 Remove

[B- Grooming Rules | Manager Object

E Notes

q‘l Policy Summary

Lﬂ Copy Policy Data B e o

2 Verify that you have users or groups listed in the list box in the Quota Managers region of the
page.

8.2 Managing Quotas Through Quota Manager

IMPORTANT: You can run Quota Manager from most modern Web browsers when JavaScript is
enabled. To run it from Internet Explorer, you must enable META REFRESH. Workstation
deployments of Internet Explorer come with META REFRESH enabled. If META REFRESH has been
disabled, you need to enable it before proceeding.

1 Launch a Web browser.
2 Enter the following address: https://ip-address-or-dns-name-of-nms-engine-server:3009/qm

3 (Conditional) If a message appears informing you that the connection is not trusted, proceed by
adding the security exception and downloading the certificate.

The following screen appears:
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E Novells Storage Manager

Copyright & 2002-2010 Condrey Corporation. Al Rights Reserved

4 Enter a username and password and click Login.

The username and password must correspond to a user that has been designated as a quota

manager either directly or through a group association.

The username must be in SAM account format such as domain \user or user@full.domain.com.

E Novell. Storage Manager NVBladministrator Logout

Object(s) to Quota Manager

This farm provides the ability to manage quata by directly accessing the guota definitions of the object.

Enter the name of the user, group, or container far which you would like to manage quota

Ohject(s): |

Display in table:

® CNonly € FDN
I DisplayMame (User objects anly)

™ DomainSaAM (User objects only)

Filter by Purpese:

User Storage Group Storage  Container Storage
¥ Home Folder I Home Folder ™ Home Folder
™ Profile Path

™ Remote Desktop Home Falder

™ Remnote Desktop Profile Path

C Auxiliary Storage

Unchecking all will default to a list of ohjects of all types

Copyright @ 2002-2010 Condrey Corporation. 8l Rights Reserved.

5 In the Object(s) field, specify a user, group, or container name, or use an asterisk (*).

In large networks, building a list through the asterisk can be time consuming.
6 Specify your display and filter preferences in the corresponding regions.

7 Click Submit.
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5 Novells Storage Manager

NVB\Administrator Logout

Managed Paths for Objects matching: ~

& Carol Johnson | Carol Johnson | WLASVEGASWsers\cjohnson @ 09 ME (99%)
A Kim Bowers Kirm Bowers I MLASYEGAS W sersikhowers @ 09 ME (99%)
& Dorothy Harris - Dorothy Harris L3 WL_ASVEGASWsers\dharris @ 99 ME (99%)
& Tom Jones Tom Jones WMLASYEGAS\Henderson_Users\Tones @ 05 MB (99%)
& Charles Totten  Charles Tatten [ WLASYEGAS\Henderson_Users\CTotten @ 93 MB (99%)
& Fred Jones Fred Jones I WMLASYEGASWsersifiones @ o5 MB (99%)
A Georgia Hill Georgia Hill MLASYEGAS W sersighil @ 09 ME (99%)
& Donna Gates  Donna Gates L WLASYEGASIUsersidgates @ o3 MB (99%)
A Mike Morley Mike Marley L WMLASYEGASWsersimimorley @ 99 MB (99%)
& Steven Parsonz Steven Parsons i MLASYEGAS W sersisparsons @ 93 MB (99%)
& Alita Sarnuels  Alita Sarmuels LI LASYEGAS\Henderson_Users\&Samuels @ 95 MB (99%)
A Jacob Ellis Jacoh Ellis LI WLASYEGAS\Usershellis @ 09 ME (99%)
& Bill Taylor Bill Taylar i MLASYEGAS W sersibtaylor @ o3 MB (99%)
& Tom Smith Tom Smith LI LASYEGAS sersitsmith @ 95 MB (99%)
A Susan Fullmer  Susan Fullrmer LYW ASVEGASUsersisfullmer @ 93 MB (99%)

Copyright @ 2002-2010 Condrey Corporation. &Il Rights Reserved

Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderson Users
Henderzon Users
Henderson Users
Henderson Users
Henderson Users

MNew Search

User Home Folder
User Hame Falder
User Home Folder
User Home Folder
User Home Folder
User Home Folder
Uszer Hame Falder
User Home Folder
User Home Folder
User Home Folder
User Home Foalder
Uszer Home Folder
User Home Folder
User Home Folder
User Home Folder

8 Click the user, group, or container you want to manage.

s Novell. Storage Manager

NVB\Administrator Logout

Details for || WLASVEGASIUsers\fjones

Purpose: User Home Folder

s Fred.Jones
Object “% Ch=Fred Jones, GU=Henderson DC=NYE,DC=local

Managed Path ) WLASVEGASWsers'fjones
Paolicy Name Henderson Users

Space Available @ 93 ME (99%)

Current Giuota 100 MB

Folicy Maximum 200 ME

Cuota Revision

Statistics

Copyright @ 2002-2010 Condrey Corporation. All Rights Reserved.

Mew Search | Objects Matching ™'

9 Add or remove a quota or perform a storage analysis by using the buttons provided.

8.3 Understanding Quota Manager Status Indicators

Quota Manager uses three different status indicators to show the current storage quota status for a

user home folder or collaborative storage folder.
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New Search
Managed Paths for Objects matching: Paul®
| | Object CN | DisplayName | Folder | 3ace Available
& Paul Jones  Paul Jones _/ \DRYFALLS\Buck\Home'\Paul (Aiota exceeded by 50MB.| Hartford Migrated | User Home Folder
£ Paula Jenkins Paula Jenkins || WDRYFALLS\Buck\Home\Paula MB (19%) Hartford Migrated User Home Folder
AL Pauline Smith Pauline Smith ||| WDRYFALLS\Buck\Home\Paulind 43 MB (59%) Hartford Migrated | User Home Folder

Copyright ® 20022011 Condrey Corporation. All Rights Reserved.

Red: Denotes one of the following conditions:

¢ Quota usage has exceeded 90 percent.

¢ The NSM Engine is unable to contact the server containing the share.
¢ The share does not support quota management.

¢ The home folder does not exist.

¢ The server containing the share gave an Access Denied error, indicating that either remote
storage management is not configured or enabled for the NSM Engine, or that the firewall
disallows remote storage management.

Yellow: Denotes that the quota usage has exceeded 75 percent.

Green: Denotes that quota usage is under 75 percent and that there are none of the problems
specified above.
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Mobile Management

As part of the release of Novell Storage Manager 3.1, Novell has introduced a new Novell Storage
Manager mobile app.

Figure 9-1 Login Screen

I——|
|. Novell Storage Manager

| Remember Password

The mobile app is available for download for iOS and Android devices from the Apple AppStore and
Google Play respectively.
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Figure 9-2 Engine Status Screen

& Engine Status

Accapling Events  Processing Events  GSR Running

Engine Name: dscsrvii
Engine Version: 3103

Engine Load Time: TueJan152013 11:06:37
GMT-0500
Last Event Time:

License Expires: 364 Days

License Type: Evaluation

An intuitive user interface allows administrators to remotely monitor NSM Agent and Event Monitor
connectivity, monitor the pending event queue, change event and processing settings, view reports,
and much more.

The Novell Storage Manager mobile app continues to be updated with new features and
performance enhancements, so be sure to take advantage of these by keeping your app up-to-date.
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10.1

10.2

The Network Operations Center
Dashboard

The Network Operations Center Dashboard monitors and displays Novell Storage Manager activity.
Its multiple monitoring regions help you to track Novell Storage Manager activity, performance, and
potential problems.

¢ Section 10.1, “Prerequisites,” on page 105

¢ Section 10.2, “Installing and Configuring the Network Operations Center Dashboard,” on
page 105

¢ Section 10.3, “Using the Network Operations Center Dashboard,” on page 108

Prerequisites

The Network Operations Center Dashboard requires the .NET 4 (Full) Framework installed on the
server where it will be run.

Installing and Configuring the Network Operations Center
Dashboard

Perform the following procedures on each computer where you want to run the dashboard.

1 From the Novell Storage Manager 3.1.1 ISO image, copy the
Utilities\Dashboard\NSMDashboard.zip file to the computer.

2 Unzip the NSMDashboard. zip file.

3 Launch the NSMDashboard. exe file.

The configuration screen appears.
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Metwork | Pending Events | Processed Events | Agent/Event Server | Logging
Engine Address
10.82.2.1

Engine Port
3009

Poll Interval (minutes)
10

Restore Default Settings

Save Cancel

Engine Address: The IP address of the server hosting the NSM Engine.
Engine Port: The port number used by Novell Storage Manager.

The default port number for Novell Storage Manager is 3009.

Poll Interval (minutes): The number of minutes before an update.

Because each update utilizes the database, it can affect Novell Storage Manager performance.
We recommend using a higher number of minutes.

4 Specify your settings and click Pending Events.

] x

Metwork | Pending Events | Processed Events | Agent/EventServer | Logging
Show Try Count =
1

Restore Default Settings

Save Cancel

The dashboard displays the number of pending events with try counts greater than the number
in the Show Try Count > field.
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5 Specify your preferred number and click Processed Events.

gt

| Metwork | Pending Events | Processed Events ! AgentEvent Server I Logaing

User Events
W add W Deferred Delete /] Set Policy i/ Delete
m Rename E‘[ Mave @ Total

Collaborative Events
W Add A/ Add Member W Deferred Delete /] Delete
ET Delete Member Iﬂ Rename m Set Policy I\_ﬂ Total

Restore Default Settings
Save I Cancel

The information displayed on the dashboard depends on events that are being processed. You
specify which events to process in this page.

6 Specify which events to process and click Agent/Event Server.

o x
Metwork | Pending Events | Processed Events | Agent/Event Server | Logging
Heartbeat Timeout
10

Restore Default Settings
| save I Cancel

The dashboard displays NSM Agents and Event Monitors that have not generated a heartbeat
after the number of minutes set in the Heartbeat Timeout field.

7 Set the heartbeat timeout number and click Logging.

The Network Operations Center Dashboard
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Metwork | Pending Events | Processed Events | Agent/Event Server | Logging

Logging
Enable Dashboard Debug Logaing

Restore Default Settings

Save Cancel

Because logging can quickly fill up disk space, this option is turned off. During a call with a
Novell Support representative, you might be asked to turn this on.

8 Click Save to save the configuration settings.

If you want to change the configuration settings, you can do so by clicking the Config button.

10.3  Using the Network Operations Center Dashboard

108

The Network Operations Center Dashboard presents the following information:
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Figure 10-1 The Network Operations Center Dashboard

Hovell Storage Manager - a || x

3 Component Server Name Server Address Component Version Last Heartbeat -
@ Event Monitar LASVEGAS 10.250.60.100 3.1.0.0 1/14/2013 9:36:41 AM Pendlng EVGntS
Agent LASVEGAS 10.250.60.100 3.1.0.0 1/14/2013 9:36:25 AM

— Eligible Events 3 B]
Processing |
O Deferred Events | 5 9]

Accepting

O Events with Try Count > 1 | D]

User Events Last 24 Hours Collaborative Events Last 24 Hours Events Last Week
| 10 4
a0 - s0
\ &
80 80
| 4]
70 + 70
i "1
&0 - "y &0
50 - <] s0
40 ‘ 44 40
30 ‘ 34 30
20 - 2 20
10 1 14 10
0l [ T T T T T T T T 0
% % K> L3 " (3 3 (3 2 %, (3 %, = @ (3 @ %, %, % %, %, %, %,
L 7 e %ty W i % Py Ty %, O S L £ T, % %, Y, % %,
% % 3 2 2 % 3 o % - 2 % ii-Jy
—— Add —— Delere. - Deferred Delete —— Renarme —— Set Palicy —— Mowe | —— Add —— Delete —— Defemed Delete —— Rename —— Ser Policy
Total Delete Member —— Add Mermber Tatal —— User Everts —— Callaborative Events Total Events
9:36:52 AM | Server Load Time: 1/14/2013 9:16:23 AM | Event Sever Count: 1 | Agent Server Count: 1 | Last Event Time: 1/14/2013 9:26:06 AM Config

Processing: Displays a green light if the NSM Engine is processing events. A red light indicates that
the NSM Engine is not processing events.

Accepting: Displays a green light if the NSM Engine is accepting events from the Event Monitor. A
red light indicates the NSM Engine is not accepting events for processing.

Components: Displays all Event Monitors and NSM Agents and relevant data for each.

Pending Events: Displays the eligible events, deferred events, and the number of events that are
greater than the try count setting you established in Step 5 on page 107.

User Events Last 24 Hours: Graphs the user storage events that have taken place in the last 24 hours.
Each user event is graphed with a different colored line. You can mouse over a given hour on the
graph to see how many events in each category took place at that hour.

Collaborative Events Last 24 Hours: Graphs the collaborative storage events that have taken place in
the last 24 hours. Each collaborative event is graphed with a different colored line. You can mouse
over a given hour on the graph to see how many events in each category took place at that hour.

Events Last Week: Graphs the total number of user storage and collaborative storage events that
have taken place in the last 24 hours. Each category is graphed with a different colored line. You can
mouse over a given hour on the graph to see how many events in each category took place at that
hour.
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11.1

Performing a Cross-Empire Data
Migration

Cross-Empire Data Migration is a subsystem within Novell Storage Manager that allows for the
movement of file system data between storage infrastructures on different platforms governed by
different identity and security frameworks. Many customer initiatives can precipitate the need for
such a move, including a migration to a different server operating system, a merger and acquisition
by the organization, or just the consolidation of environments.

¢ Section 11.1, “Understanding Cross-Empire Data Migration,” on page 111
¢ Section 11.2, “Security and Ownership,” on page 114

¢ Section 11.3, “Prerequisites,” on page 115

¢ Section 11.4, “Creating the Migration Proxy Account,” on page 117

¢ Section 11.5, “Creating and Modifying an Identity Map,” on page 119

¢ Section 11.6, “Migration Options,” on page 137

¢ Section 11.7, “Viewing the Migration Log File,” on page 138

¢ Section 11.8, “Performing a User to User Data Migration,” on page 139

¢ Section 11.9, “Performing a Folder to User Data Migration,” on page 146
¢ Section 11.10, “Performing a Group to Group Data Migration,” on page 153
¢ Section 11.11, “Performing a Folder to Group Migration,” on page 159

¢ Section 11.12, “Performing a Folder to Folder Migration,” on page 166

Understanding Cross-Empire Data Migration

The mission of Cross-Empire Data Migration is to quickly and easily perform automated movement
of data, based on a variety of scenarios, including the movement of data for multiple users and
groups directly to its intended location across multiple servers or shares in a single operation, all
while preserving certain file system metadata. Further, Cross-Empire Data Migration lets you
leverage the policies provided in Novell Storage Manager to allow the customer to move to a
managed storage environment on the target system and optionally restructure and reorganize data in
the process.

An organization can use a wizard in NSMAdmin to implement a phased approach to migration by
incorporating one or more migration types offered through the interface to add work onto the Novell
Storage Manager event queue. In taking advantage of the dispatching and state machine architecture
features of the event queue, the migration effort can be enhanced both in terms of performance
through the NSM Agent subsystem and in terms of reliability in overcoming outages and other
factors that occur in real-world environments. Additionally, other options involving copying rights,
file ownership, filtering of the files to be copied and more, allow for greater control and flexibility
during a data migration operation.
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112

The Cross-Empire Data Migration architecture is engineered to eventually support multiple types of
source platforms and targets, but the current release is limited to a Novell eDirectory source
environment and a Microsoft Active Directory target environment.

Cross-Empire Data Migration generally supports three constructs for movement:

¢ Section 11.1.1, “User Storage Migration,” on page 112
¢ Section 11.1.2, “Collaborative or Group Storage Migration,” on page 113
¢ Section 11.1.3, “Direct Folder Storage Migration,” on page 113

User Storage Migration

Cross-Empire Data Migration can be used to copy User object personal file data from the source
platform to the target platform. In an eDirectory to Active Directory scenario, this would likely be a
migration of the data from the Novell home directory to the Microsoft home folder. There are two
options for migrating personal storage. The difference between the two is related to how Novell
Storage Manager determines the path to a specific user’s data on the source network. These options
can be used exclusively or in combination with one another during a migration project:

¢ “User to User” on page 112
¢ “Folder to User” on page 112

User to User

This option allows you to instruct Novell Storage Manager to determine the source location for user
data by using the Home Directory attribute in eDirectory. As part of the migration wizard, you
specify a source eDirectory container. The user objects within that container are listed for matching
with the target, and you can select one or more users for migration. For each user selected, the Home
Directory attribute provides the source file system path to be used. This option is very useful when
the Home Directory attribute in the source tree is populated correctly and there is a need to migrate
data simultaneously from multiple locations on the source network. It is also very useful if the user
directory name on the source does not match the account name on the target.

For procedures on performing a user to user data migration, see Section 11.8, “Performing a User to
User Data Migration,” on page 139.

Folder to User

This option allows you to specify the location of user data by providing a file system path as the
source. Instead of specifying an eDirectory container, you specify a parent folder location on the file
system in the source network. From this folder, all immediate subfolders are listed for matching with
the target, and you can select one or more for migration. This option is useful when the Home
Directory attribute in the source tree is not populated or reliable, or there is a need to migrate a set of
users with folders in a single path on a single volume.

For procedures on performing a folder to user data migration, see Section 11.9, “Performing a Folder
to User Data Migration,” on page 146.
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11.1.3

Collaborative or Group Storage Migration

File system data used by groups can also be copied by using the Cross-Empire Data Migration
subsystem. The options available to the administrator are similar to those available for user storage,
but are different in whether to rely on data in directory services or specify the file system paths
directly.

The underlying concept behind both options is that the collaborative storage is being moved to a
managed storage environment on the target network, which means that the Group Home Directory
attribute is being populated and managed in directory services in the target tree. If you don’t want to
move some of the collaborative group directories, you should consider using Direct Folder Storage
migration, which is documented at Section 11.1.3, “Direct Folder Storage Migration,” on page 113.

The following options are available for moving collaborative storage:

¢ “Group to Group” on page 113
¢ “Folder to Group” on page 113

Group to Group

This option allows you to instruct Novell Storage Manager to determine the source location for user
data by using the Group Home Directory attribute in eDirectory. As part of the migration wizard,
you specify a source eDirectory container. The group objects within that container are listed for
matching with the target, and you can select one or more groups for migration. For each group
selected, the Group Home Directory attribute provides the source file system path to be used. This
option is very useful when Novell Storage Manager has been used to manage collaborative storage in
the source tree.

For procedures on performing a group to group data migration, see Section 11.10, “Performing a
Group to Group Data Migration,” on page 153.

Folder to Group

This option allows you to specify the location of group data by providing a file system path. Instead
of specifying an eDirectory container, you specify a parent folder location on the file system in the
source network. From this folder, all immediate subfolders are listed for matching with the target,
and you can select one or more for migration. This option is useful when Novell Storage Manager has
not been used in the source tree to manage collaborative group storage or when you are migrating
only some of the group storage.

For procedures on performing a folder to group data migration, see Section 11.11, “Performing a
Folder to Group Migration,” on page 159.

Direct Folder Storage Migration

A major benefit in using Novell Storage Manager is that your organization can move to a managed
storage environment for its file system data. Novell Storage Manager allows you to define and
enforce policies on the data by driving management of it throughout the life cycle of the user or
group associated with the data. The architecture of the Cross-Empire Data Migration subsystem
allows organizations to move to this paradigm for both user and group storage.

However, you are not required to use this method during the migration process. You might not want
to move to managed storage for all of the data, or you might want to move to it in phases. For this
reason, the Cross-Empire Data Migration subsystem has provisions for direct movement of data
outside of the policy construct by performing a folder to folder data migration.
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Folder to Folder

A folder to folder migration allows you to move a folder and its contents directly from the source
network to a designated location on the target network. Selecting this method in the wizard allows
you to specify distinct file system paths on both the source and the target networks. All file system
contents and metadata are copied during the operation.

For your convenience, there is a Skip Open Files option that allows you to migrate all of the closed files
located in a folder. Open files are not migrated, but the filenames and paths of all of the open files are
logged in a text file. You can then close all of the open files and do a follow-up migration of these
remaining files by simply specifying the location of the text file.

With the introduction of Novell Storage Manager 3.1, you can now identify and move all files that are
new or have been modified from a given date. Additionally, you can verify that all of the files you
wanted to migrate from a source server have been migrated. Performing these tasks is done using
four new utilities:

¢ novscan.nlm: A NetWare NLM that scans the contents of the target server and determines what
files have been modified or created since you performed a preliminary file to file migration.

¢ NovScanConfig.exe: This Windows executable configures what file system data you want
identified from the NetWare or Novell Open Enterprise Server source.

¢ WinScan.exe: This Windows executable lists the contents of the file system on the target
Microsoft server following a file to file migration.

¢ ScanCompare.exe: This Windows executable compares the files on the NetWare or Open
Enterprise Server source server and the Microsoft Server target server.

For procedures on performing a folder to folder migration, see Section 11.12, “Performing a Folder to
Folder Migration,” on page 166

Security and Ownership

Moving to a managed storage environment presents an opportunity to refine the security on the data
itself. By defining the security that should be on the file system as a part of the policy, you are assured
that the security of the data on the target network is in line with the security and governance
requirements that your organization wants to employ. This can also contribute to present and future
compliance requirements for your organization. Avoiding these types of exposure is another benefit
of moving to a managed storage environment.

However, in many environments, there is a desire to migrate security and ownership assignments
directly from the source environment to the target. This capability is accomplished through the
creation and optional usage of an Identity Map as a part of a migration operation.

¢ Section 11.2.1, “Defining an Identity Map for Security and Ownership Migration,” on page 114
¢ Section 11.2.2, “Using an Identity Map,” on page 115

Defining an Identity Map for Security and Ownership Migration

For security and ownership information to be migrated between environments, the Cross-Empire
Data Migration subsystem requires a series of object equivalence definitions to identify an object in
the source environment as equivalent to an analogous object in the target environment. In other
words, if an object in the source environment is given rights to a file or folder, and you want that
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trustee assignment to be migrated along with the data, then Novell Storage Manager must be told
which object in the target environment is equivalent to it so that the appropriate rights assignment
can be made. An identity map is a construct for creating and managing these equivalence definitions.

You can create and populate an identity map within the Cross-Empire Data Migration subsystem of
the NSMAdmin interface. There are various options for automatically locating and matching objects
based on a number of matching rules. There are options for creating manual assignments as well as

for editing assignments.

However, some objects that are assigned rights in the source environment might not have an
analogous object that already exists in the target environment. These objects need to be created before
they can be defined to an identity map.

In addition, an analogous object might exist in the target environment, but might not be able to be
assigned as a trustee, such as a container that is given rights in the source environment. The same
container might exist in the target environment (Active Directory), but Active Directory does not
support the assignment of a container as a security object. In these instances, a group representing the
container is usually created for rights assignments.

You can import data into an identity map. This can be useful when you already have a data set
defining equivalences, or you can easily create one using data from an external system.

In general, it is standard practice to iteratively evolve an identity map as needed to perform a
migration. Within the interface, you can run a check scan against a given source file system path to
check rights and ownership assignments against an identity map. This identifies which objects still
need a definition within the map in order for a migration to finish with 100 percent coverage for
security and ownership.

Using an Identity Map

When you are satisfied with the coverage within the identity map for a given file system path, you
can use the identity map as a part of a migration. You can optionally use the identity map in
conjunction with any migration operation type supported by the Cross-Empire Data Migration
subsystem:

¢ User storage migration

¢ Collaborative or group storage migration
¢ Direct folder storage migration
The system supports a single identity map within the framework at any one time. When the map is

created or edited, the master copy is held by the NSM Engine and is automatically distributed to
NSM Agents as necessary.

IMPORTANT: Certain operations during a Cross-Empire Data Migration involve building a cache
on the local workstation or the NSM Engine. If the identity map contains more than 20,000 objects,
the time it takes to cache all of the objects could significantly inhibit the speed of the migration.

Once the cache has been built the first time on the workstation or NSM Engine, it does not have to be
rebuilt again.

Prerequisites

The server on which the NSM Engine in Active Directory is installed must have the Novell Client
installed while the migration is being performed. After the migration is complete, the client can be
removed. Additionally, the NSM Engine can delegate migration operations to NSM Agents for
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improved migration performance. If Agents are deployed as a part of a Novell Storage Manager
installation, these agents are individually used for migration if the Novell Client is installed on them.
In order for an agent to participate in a migration, the server that has the agent installed must also
have the Novell Client installed. This determination is made automatically within Novell Storage
Manager as a part of Agent/Engine communications and no additional configuration is required in
order to use this feature.

The Novell Client installed on the NSM Engine in the Active Directory should be properly
configured to use SLP (Service Location Protocol) for the Novell eDirectory that serves as the source
of a data migration. For information on SLP configuration, see Section 4.0, “Setting Client Properties”
in the Novell Client 2 SP1 for Windows Administration Guide.

Prerequisite Tasks

Before you proceed with a Cross-Empire Data Migration, perform the following tasks:

1. Log in with Administrative access to the Domain.
2. Install the Novell Storage Manager Engine on the Windows 2008 server.

See “Installing the NSM Engine” in the Nowvell Storage Manager 3.1.1 for Active Directory
Installation Guide.

3. Install the Novell Client with the NMAS installation default option on the NSM Engine server.
The Novell Client can be removed after you have completed your migrations.
4. Extend the Active Directory schema.

This is required only if you are migrating to a target share managed by a collaborative storage
policy.

See “Active Directory Schema” in the Novell Storage Manager 3.1.1 for Active Directory Installation
Guide.

5. Install NSMAdmin, run the Setup Wizard, and complete installation steps.

See “Installing and Configuring NSMAdmin” in the Novell Storage Manager 3.1.1 for Active
Directory Installation Guide.

6. Install and authorize the NSM Event Monitor.
This is required if you are creating and testing storage policies for the migration of data.

See “Installing and Configuring the Event Monitor” and “Authorizing the Event Monitor” in the
Novell Storage Manager 3.1.1 for Active Directory Installation Guide.

7. Assign Full Control permission to the NSMProxyRights group for shares that you will be
migrating data to on the target devices.

See “Setting Rights and Privileges on Managed Storage” in the Nowvell Storage Manager 3.1.1 for
Active Directory Installation Guide.

8. Install and authorize NSM Agents and configure Proxy Agents on all servers that will be target
servers for Cross-Empire Data Migrations.

See “Installing and Configuring an NSM Agent” and “Authorizing the NSM Agents” in the
Novell Storage Manager 3.1.1 for Active Directory Installation Guide.

9. (Conditional) If you plan to migrate data to a NAS device, make the NSMProxyRights group a
member of the Local Administrators group on each NAS device.

See “Setting Rights and Privileges on Managed Storage” in the Nowvell Storage Manager 3.1.1 for
Active Directory Installation Guide.

10. Install the Novell Client and configure SLP on any NSM Agent servers that will be involved in a
Cross-Empire Data Migration.
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The Novell Clients can be removed after you have completed your migrations.
11. Create Novell Storage Manager policies for the migration of storage.

These policies are needed if the Cross-Empire Data Migrations will be driven by Novell Storage
Manager 3.1.1 for Active Directory policies, which we recommend for migrating user data.

12. For all objects in eDirectory that have rights assigned to the file system, create matching objects
in Active Directory.

To migrate rights assigned to containers, you must create an equivalent Group object in Active
Directory for each container object in eDirectory,.

Creating the Migration Proxy Account

The NSM Engine running in Active Directory uses a migration proxy account to log in to the
eDirectory tree. Any time you perform a migration from the eDirectory tree to the Active Directory
domain, NSMAdmin uses the migration proxy account that you establish in this procedure.

IMPORTANT: This process creates a new User object in Novell eDirectory with a 32-character
password that is generated automatically by Novell Storage Manager. If your Universal Password
policy does not accommodate 32-character passwords, you must modify or create a new Universal
Password policy before proceeding. For more information, refer to Section 3.4, “Creating Password
Policies,” (http://www.novell.com/documentation/password_management33/pwm_administration/
data/an4bun5.html) in the Novell Password Management 3.3.1 Administration Guide, especially the
information in Figure 3.3, “Advanced Password Rules Continued.”

1 Launch NSMAdmin.
2 From the Main tab, click Data Migration.
The following page appears:
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s B Novell Storage Manager Admin

Main R Configure

1] Data Migration

-
0 Start Migration Wizard v Provision Proxy Account

Migration Source Information

Default Server Address
Tree Name

Migration Proxy Account

3 Click Provision Proxy.
Provision Migration Source Proxy Account

Default Source Server Address  10.10.10.250

Migration Proxy Sccount  CN=MigrationProoer O=system

Admin Name

Password

o Enter Migration Proxy Account and Admin Name as dotted FDONs

4 Fill in the following fields:

Default source Server Address: Specify the IP address or DNS name of a server in the
eDirectory tree where the files you want to migrate are located. The NSM Engine in the Active
Directory environment must be able to communicate with this server when performing data
migrations.

Migration Proxy Account: Provision a migration proxy account by specifying the typeless fully
distinguished name (FDN) of the proxy account that you want to provision.
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The NSM Engine running in Active Directory uses the migration proxy account to log in to the
eDirectory tree. Any time you perform a migration from the eDirectory tree to the Active
Directory domain, the NSM Engine uses the migration proxy account that you establish in this
step.

Admin Name: Specify the typeless FDN of an account in the source eDirectory tree that has the
appropriate right to provision the Migration Proxy Account (MPA).

Password: Specify the password for the typeless FDN provided above.
Click OK.

The information entered in the Provision Migration Proxy Account dialog box is now displayed
in the fields of the Data Migration page.

The NSM Engine logs in as the Admin account provided, and provisions the MPA as a User
object in the source eDirectory tree. It also grants the MPA object full rights to the root of the
source tree, which allows Novell Storage Manager to pull eDirectory and file system
information during the course of migration operations.

Creating and Modifying an Identity Map

Novell Storage Manager for Active Directory uses an identity map to make associations between the
users, groups, and containers that are the owners and trustees of the Novell network data and the
corresponding data owners on the Microsoft network target.

You create a single identity map for each eDirectory tree that you are migrating.

IMPORTANT: You must create an identity map so that file and folder rights, trustee assignments,
and other metadata are maintained during the migration. If you do not want to maintain these rights,
trustee assignments, and other metadata, you can skip this section and migrate through using the
Migrate Data Only option from the Migrate Data and Trustees menu.

*

*

Section 11.5.1, “Creating an Identity Map,” on page 119

Section 11.5.2, “Importing a Source Path List,” on page 127

Section 11.5.3, “Adding Source Entries to the Identity Map,” on page 129

Section 11.5.4, “Adding or Modifying Target Entries to the Identity Map,” on page 131
Section 11.5.5, “Saving the Identity Map,” on page 132

Section 11.5.6, “Exporting an Identity Map,” on page 132

Section 11.5.7, “Importing an Identity Map,” on page 132

Section 11.5.8, “Generating a Preview Report,” on page 133

Section 11.5.9, “Review Rights and Trustee Assignment Mappings,” on page 135
Section 11.5.10, “Adding Entries from Preview Reports,” on page 136

Creating an Identity Map

1 In NSMAdmin, click the Main tab.
2 Click Data Migration.
3 Click Identity Map Management.

The following page appears:
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Identity Map
?Idantity Map Entry Wizard " Manage Map Entries + ! Source Paths + | [Import + [ Export @ Reload &) Refresh
Source FON Target FON Target SAM Account [ ELVCREN N Search Targets  Well-Known Security IDs
[Public] _h Everyone “\Everyone &) Refrech
[Supervisor] l Local System *Local System = 0 [Root]
ma cclec
-
FON [Public] FDN Everyone 0
Type Index (21) Pseudo Security Principal Type Index {2) Group L
Class Name ceoc-Pseudo SecurityPrincipal Class Name Buitt-In
GUID {701E5E13-9C91-4DEE-BADF-G3A. GUID L4
Last Status (0) Operation successful. SAM Account Everyone
Domain " -
Total Entries: 2 Mapped Entries: 2 0K ] [ Cancel ] [ Apply ]

The page displays an initial identity map with a small number of suggested entries that you can
append.

4 Do one of the following:

¢ To import associations between users in eDirectory and Active Directory using a delimited
text CSV file, go to “Importing Identity Associations through Delimited Text” on page 120.

¢ To associate the users between the two directory services yourself, go to “Creating Object
Associations” on page 124.

Importing Identity Associations through Delimited Text

If you have a delimited text CSV file that associates eDirectory user and group objects with Active
directory user and group objects, you can import it into the identity map using the Import Identity
Map from Delimited Text option.

The CSV file can have entries using either typeful or typless Fully Distinguished Names (FDNs).

& C\Users\ Administrator\Desktop\ImportIdentity.csv - Notepad++

File Edit Search View Encoding Language Settings Maco Run  Plugins Window ? X
| cOBE S B sMk(oe|nk = |BE(S51[ERED(EE 6B 5L

[=] Import Identity cev 3 |

1 cn=ted.c=marketing users,nvb'\ted
2 cn=kelszie.o=marketing users,nvkbi\kels=ie
3 cn=ken.oc=marketing users,nvb'\ken
4 crn=ray.oc=marketing users,nvb\ray
5 cn=sophia.o—marketing users,nvb\sophia

|Norma| text file |Iengﬂ1 1180 lines: 5 |Ln :5 Col:39 Sel:of0 |Dos‘|.Windows AMSI as UTF-8 NS 4

1 Select Import > Import Identity Map from Delimited Text.
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Load Import File

2 Click Browse.

3 Select the file, then click Open.

Import File I

Import Identity Map Entries

Load Import File

Browse | Reload

Source Type IFDN

Preview

Count: 0

| Target Type [saM Account =]

Source

| Target | status

Previous | Next I Cancel |

The following page appears and specifies whether the names in the CSV file are formatted
properly.

L=

Load Import File

Import Identity Map Entries

Load Import File

Import File IC:V.JsErs\AdTiistatxDedctop\erportIdmﬁty.csv Browse | Reload
Source Type [FON | Target Type [sam account |
Preview Count: 5
| | Source | Target Status

~ cn=ted.o=marketing users nvbited

~ cn=kelsie.o=marketing users nvbikelsie

~ cn=ken,o=marketing users nvbiken

~ cn=ray.o=marketing users nvblray

v cn=sophia.o=marketing users nvblsophia
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4 (Conditional) If incorrect options in the Source Type or Target Type fields are displayed, select the
correct options.

5 Click Next.

The following page appears and specifies whether the user and group objects exist in eDirectory
and Active Directory.

Import Identity Map Entries

Verify Entries
" Load Import File | | | Source | | Target | SAM Account | Current Target |
s I3 2 CN=Ted.O=Marketi.. [ CN=TedSmith,0U...  NVB\Ted
() Verify Entries I3 S CN=Kelsie.0=Mark... . CN=Kelsie Sanders,... NVB\Kelsie
v _—.Q_ CN=Ken.O=Marketi... g% CMN=KenBrown,OU...  NVBen
2 2 cN=Ray.0=Market.. . CN=RayTumer,0U.. NVERay
I _—.Q_ CN=Sophia.O=Mar... g4 CN=Sophia Anders... MNVB\Sophia

Source Objects to validate: 0 Target Objects to validate: 0

6 Click Next.
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+ Load Import File

¥ Verify Entries

(= Update Identity Map

7 Click Finish.

Import Identity Map Entries

Update Identity Map

1 - Adding mapping for ‘Ted.Marketing Users' to  Ted Smith.Marketing Users.NVEB. local'

2 - Adding mapping for 'Kelsie.Marketing Users' to  'Kelsie Sanders.Marketing Users.NVB. local'

3 - Adding mapping for 'Ken.Marketing Users' to  'Ken Brown.Marketing Users.NVEB.local'

4 - Adding mapping for ‘Ray.Marketing Users' to

5 - Adding mapping for 'Sophia.Marketing Users' to

‘Ray Turner. Marketing Users,MVE. local

"Sophia Anderson.Marketing Users, NVE. local

Previous | Finish I

Cancel |

Identity Map

[ Identity Map Entry Wizard | _-"Manage MapEntries ~ | | SourcePaths + | [SiImport ~ [ Export | @ Reload | (E)Refresh

| [ Browse Targets g

| Source FON + || Target FON | Target SAM Account
[Public] -ih Evenyone “\Everyone @ Refresh
[Supervisor] . Local System “\Local System E"O [Reat]
_-_‘-“_-_ Kelsie. Marketing Users _-_‘."_ Kelsie Sanders Marketing User.. NVB'\Kelsie & |i.-l NVE
2 Ken Marketing Users £ Ken Brown Marketing Users .. NVE'Kan
2 Ray Marketing Users £ Ray Tumer Marketing Users N NVB\Ray
_;Q_ Sophiz. Marketing Users 5_ Sophia Anderson.Marketing Us...  NVB“Sophia
2 Ted Marketing Users 2 Ted Smith Marketing Users NV NVB\Ted
! =
FDN [Public] FDN Everyone
Type Index (21) Peeudo Security Principal Type Index (2) Group
Class Name cece-Pseudo SecurityPrincipal Class Name Built-in
GUID {701E5E19-9C91-4DEE-BADF-93A... GUID
Last Status (0) Operation successful SAM Account Everyone B
Domain - =

Total Entries: 7

Mapped Entries: 7

h Targets

Well-Known Security IDs

Apply

8 Click Apply to save the updated identity map.

9 (Conditional) If you have additional users to import from another delimited text CSV file, select
the new CSV file and repeat the procedures in this section.

10 (Conditional) If you need to add additional users that were not listed in the CSV file, proceed to
“Creating Object Associations” on page 124.
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Creating Object Associations
1 Click Identity Map Entry Wizard.

Identity Map Entry Wizard

Select Mapping Type

+ Select Mapping Type Match Type - Select the type of objects to automatically match:
User to User - match source user objects to corresponding target user objects.
Group to Group - match source group objects to corresponding target group objects.

Container to Group - match source container objects to corresponding target group objects.

Target Matching Pattern - Enter a pattern for matching a source object with a target object.

For example, to match a source Organizational Unit Users.org with a group named Users-QU, use the
target pattern *-OU. Any instance of an asterisk (*) is replaced with the common name from the source.

Match Type @) User to User

(") Group To Group

() Container To Group

Target Matching Pattern ¥

Cancel

2 Leave the User to User option selected and click Next.
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Identity Map Entry Wizard
Select Options

Matching Criteria
Match source | Common Name {CM) - to target |SAM Account Name S

Select Mapping Type

Select Options

Search Base  [Root]

Search Subtree

Target Scope
Search Base

Search Subtree @ note: subtree searches are limited to a single Domain in Active Directory.

Previous

In the Matching Criteria region of the page, use the to target drop-down menu to specify if the
target accounts to locate are SAM accounts or Common Name (CN) accounts.

If you need to match using both account types on your target server, you can choose one option

now and then run the wizard again and choose the other option. You might need to run the
wizard multiple times in order to add all of the users, groups, and containers to the identity
map.

In the Source Scope region, browse to and select the source container with the users you want
included in the identity map.

In the Target Scope region, browse to and select the target container with the users you want
included in the identity map.

Click Next.
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Map Entn

Generate Map

Select All B Select None

@ Rebuild

Select Mapping Type
Select Options

Generate Map

Source (23)

Target

SAM Account

Current Target

ACOX.HQ.CORP
AJAMES, ATL.CORP
AKEISLER.LON.CORP
AMARTIN.LON.CORP
ANANCE. ATL.CORP
ARICHARDS.LON.CORP
ASANDERS.HQ.CORP
BADAMS. ATL.CORP
BCLARK.HQ.CORP
BOB.SYSTEM
CEDWARDS.ATL.CORP
DIENKINS.LON.CORP
DTHOMAS, ATL.CORP
EBROWN.HQ.CORP

Amanda Cox.Employees....
Adam James.Employees....
Adam Keisler Employees....
Alex Martin.Employees.L...
Alice Nance.Employees....

Alice Richards.Employee...
Alex Sanders.Employees...
Bruce Adams.Employees...
Brian Clark. Employees.H...

bob.Users.cctec.org

Cathy Edwards.Employe...
Don Jenkins.Employees....
Dan Thomas.Employees....
Edward Brown.Employee...

CCTEC\acox
CCTEC\ajames
CCTEC\akeisler
CCTEC\amartin
CCTEC\anance
CCTECarichards
CCTEC\asanders
CCTEC\badams
CCTECbdark
CCTEC\bob
CCTEC\cedwards
CCTEC\djenkins
CCTEC\dthomas
CCTEC‘ebrown
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ECLAPTON.HQ.CORP
GALLMAN.HQ.CORP

Eric Clapton.Employees.... CCTEC\edapton
Greg Allman.Employees.... CCTEC\gallman

IEEEEEEREEEEEEEEE

Entry already assigned to the matched target
Entry assigned to the [Do Not Translate] target
Entry assigned to an existing target

Previous Cancel

7 (Conditional) Deselect any names you do not want appended to the identity map file.
8 Click Next.

Identity Map Entry W

Import Map Entries

Adding source entry 'CN=ACOX.0U=HQ.0O=CORP"' with target 'Amanda Cox.Employees.HQ.CCTEC. cctec.org'

Adding source entry 'CN=AJAMES, OU=ATL.O=CORF' with target 'Adam James.Employees. Atlanta. CCTEC.cctec.org!
Adding source entry 'CN=AKEISLER.OU=LON.0O=CORP' with target 'Adam Keisler.Employees.London. CCTEC.cctec.org’
Adding source entry 'CN=AMARTIN.OU=LON.0=CORF' with target 'Alex Martin.Employees.London.CCTEC. cotec. org'
Adding source entry 'CN=ANANCE.OU=ATL.O=CORP" with target 'Alice Nance .Employees.Aflanta. CCTEC. cctec.org'
Adding source entry 'CN=ARICHARDS.OU=LOMN.Q=CORP' with target 'Alice Richards.Employees.London. CCTEC. cctec.org'
Adding source entry 'CN=ASANDERS.OU=HQ.O=CORP" with target 'Alex Sanders.Employees.HQ.CCTEC. cctec.org'
Adding source entry 'CN=BADAMS. OU=ATL.O=CORP" with target 'Bruce Adams.Employees.Atlanta.CCTEC.cctec.org'
Adding source entry 'CN=BCLARK.QU=HQ.0=CORP" with target 'Brian Clark. Employees.HQ.CCTEC. cctec.org

: Adding source entry 'CN=B0B.0=5YSTEM' with target 'hob.Users.cctec.org'

: Adding source entry 'CN=CEDWARDS. OU=ATL.O=CORP" with target 'Cathy Edwards.Employees. Atlanta. CCTEC. cctec.org'
: Adding source entry 'CN=DJEMNKINS.OU=LON.O=CORP" with target 'Don Jenkins.Employees.London.CCTEC. cctec.org'

: Adding source entry 'CN=DTHOMAS.OU=ATL.O=CORF" with target 'Dan Thomas.Employees. Atlanta.CCTEC. cctec.org'

: Adding source entry 'CN=EBROWN.OU=HQ.0=CORF" with target 'Edward Brown.Employees.HQ.CCTEC. cctec.org'

: Adding source entry 'CN=ECLAPTON.0U=HQ.0=CORF" with target Eric Clapton.Employees.HQ.CCTEC. cetec.org'

: Adding source entry 'CN=GALLMAN.OU=HQ.0=CORF' with target 'Greg Allman.Employees.HQ.CCTEC. cctec.org'

: Adding source entry 'CN=KPARKS.OU=ATL.O=CORP" with target 'Karen Parks.Employees. Atlanta. CCTEC. cctec.org'

: Adding source entry 'CN=LJONES.OU=ATL.Q=CORP" with target ‘Lawrence Jones.Employees.Atlanta. CCTEC.cctec.org
: Adding source entry 'CN=PDAVIS.OU=ATL.O=CORF" with target 'Pat Davis.Employees. Atlanta. CCTEC.cctec.org

: Adding source entry 'CN=RCOLEMAN.OU=HQ.0=CORP" with target 'Randy Coleman.Employees.HQ.CCTEC. cotec.org'

: Adding source entry 'CN=TCONYERS.OU=HQ.0=CORP" with target Tammy Conyers.Employees.HQ.CCTEC. cctec.org'

: Adding source entry 'CN=WBARNES.OU=HQ.O=CORP" with target "Wiliam Barnes.Employees.HQ.CCTEC.cctec.org'

: Adding source entry 'CN=\WCAMPEELL.OU=HQ.O=CORP" with target "Wanda Campbell. Employees.HQ.CCTEC. cctec.org'

Select Mapping Type
Select Options
Generate Map

Import Map Entries

bh R D O N B B [

HeeS
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9 Click Finish.

The identity map is appended with the new entries.

[ Identity Map Entry Wizard

. " Manage Map Entries ~

_ Source Paths -

Identity Map

[#Import ~ [ Export

Source FON

[Public]

[Supervisor]
ACOX HQ.CORP
AJAMES ATLCORP
AKEISLER.LON CORP
AMARTIN.LON.CORP
ANANCE ATLCORP
ARICHARDS.LON.CORP
ASANDERS.HQ.CORP
BADAMS ATLCORP
BCLARK HQ CORP
BOB.SYSTEM
CEDWARDS.ATLCORP
DJENKINS LON.CORP

ba bo Bo Bo Bo bo Po Bo Bo Po bo Bo

By By By By By B B B B B B (B 2
:"z":":"z":‘J:"z“:":":“:"‘ﬁ

Target FDN

Everyone

Local System

Amanda Cox Employees HQ C
Adam James Employees Atlant...

Adam Keisler Employees. Londo ...

Alex Martin Employees London

Alice Mance.Employees Atlanta..

Mice Richards. Employees.Lon..
Alex Sanders Employees HO.C

Bruce Adams.Employees. Atlant...
Brian Clark.Employees HQ.CCT..

bob.Users cctec org

Cathy Edwards.Employses Atla..
Don Jenkins Employees. Londo. .

Target SAM Account

“\Everyone
“Local System
CCTEC acox
CCTEC ajames
CCTEC akeisler
CCTEC \amartin
CCTEC\anance
CCTEC arichards
CCTEC\asanders
CCTEC badams
CCTEC belark
CCTEC'bob
CCTEC cedwards
CCTECdjenkins

-

@ Reload

&) Refresh

&) Refresh

[ EGUSCAETGEEN  Scarch Targets  Well-Known Secunity 1Ds

=@ [Root]

E-[§f cctec

FDN [Public] FDM Everyone
Type Index (21) Pseudo Security Principal Type Index {2) Group L
Class Name cco-Peeudo SecurityPrincipal Clazs Name Buik-In i
GUID {701E5E19-9CS1-4DEE-BADF-93A... GUID L4
Last Status (0) Operation successful SAM Account Everyone
Domain - -
Total Entries: 25 Mapped Entries: 25 oK ] [ Cancel ] [ Lpply

10 Click Apply to save the updated identity map.

11 Repeat Step 1 and Step 2 and select the account type you did not select previously.

12 Repeat Step 3 through Step 10.

Importing a Source Path List

Depending on the size of your network, you might need to specify a significant number of different
source paths as you build your identity map. You can easily import a list of your UNC paths from a
text file so that these paths are accessible from drop-down menu. Additionally, the search is filtered
so that it can locate the specific UNC path as you type.

1 Using a text editor, create a file with UNC paths for each server and volume that you want to

import, then save the file.
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mj uncpaths.txt - Motepad

File Edit Format View Help

“woesnwhwvoll
Yhoesnwi\wvol2
“woesnwhwvol3
hwoesTlinuxhwvoll
“hwoeslinux'wol2
hwoesTlinuxiwvol3

2 In NSMAdmin, click the Main tab.

3 Click Data Migration.

4 Select Source Management > Source Path Cache.

5 Click Import, browse to and select the text file, then click Open.
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6

Manage Source Paths

£ Remove

Source Path
Whoeslinuedwol 1
“hoeslinwdwal 2
\hoeglinwdwal 3
“hoesrwwol 1
“hoesmw'wol2

“oesnwwold

Click OK.

11.5.3  Adding Source Entries to the Identity Map

To append additional users or groups to the identity map from the Novell eDirectory source:

a A W N P

In NSMAdmin, click the Main tab.

Click Data Migration.

Click Identity Map Management.

Select Manage Map Entries > Add Source Entries.

In the Add Source Objects page, use the Search Base, browse button, Search Scope, and Name Mask
fields to locate and select the container you want to use for your search.

If you wish to limit your search to a selected set of object types, under the Class heading, deselect
those object types you do not want included in the search.
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Directory Services Browser

&) Refresh

EI"O [Root]
=-=S Corp
"-‘3 ATL
: "'ﬁ Courses
"'ﬁ INACTIVE
i =S Projects
=g LON
=g SYSTEM

6 Click OK.
7 On the Add Source Object page, click Search.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€T0Z Jaqwaldas Gz (ua) sAsaop



8 Deselect the objects you do not want to append to the identity map.

9

11.5.4  Adding or Modifying Target Entries to the Identity Map

1
2
3
4

i Add Source Objects

Search Base OU=Projects,OU=HQ,0=CORP

Search Scope Search entire subtree

Name Mask

Select All | Select None

Selected (4)

Select All B Select Mone Selected (192)

Class (192)

AFP Server

Alias
apchadmnConfiguration
apchadmnConfigurationBlock
apchadmnModule
apchadmnServer
apchadmnvirtualHost
applicationEntity
applicationProcess
Audit:File Object
bhCommunity
bhCommunityMembership
bhGadget

bhModule

¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
¥ @
om0

hho
Search

&
&
h

]
‘m

EEEE

FOM (4)
CN=DevProj3.0U=Projects.0U=HQ.0=CORP
CN=DevProj2, OU=Projects.0U=HQ,0=CORP
CN=DevProjl,0U=Projects,OU=HQ.0=CORP
QlU=Projects.OU=HQ.0=CORP

Class
Group
Group
Group

Organizational Unit

By default, all located objects are selected.

Click OK.

In NSMAdmin, click the Main tab.
Click Data Migration.
Click Identity Map Management.

In the Identity Map page, select the listing for the source entry to which you want to add a target

or that you want to modify.

Use one of the tabs in the right panel of the Identity Map page to locate and select the desired

target.

Performing a Cross-Empire Data Migration

131

€T0Z Jaqwaldas Gz (ua) sAsaop



11.5.5

11.5.6

11.5.7

132

English101 Courses HQ CORP & Engish101 Courses Groups H CCTEC\English101 ®a Departments

m

[ Identity Map Entry Wizard * Manage Map Entries » _SourcePaths ~ | [%Import + |2 Export @ Reload &) Refresh
Source FON Target FON Targel SAM Account [ rowse Targets

o  BOB.SYSTEM ‘1 bob.Users cotec.org CCTEC bab (&) Refresh

2§,  IT Support.HQ.CORP :a IT Support.Groups HQ.CCTEC.... CCTECNT Support = O [Rooi] -
_:L ARICHARDS.LON.CORP _:L Aice Richards Employees Lon..  CCTECharichards =-§5 cctec

_:'__ EBROWN.HQ.CORP _:'_ Edward Brown Employees.HQ.... ~ CCTEC‘ebrown =3 Builtin

<f)  DevProj2 Projects.HQ.CORP :a DevProj2 Projects.Groups HQ.... CCTEC\DevProj2 =-=3 CCTEC

_:L ECLAPTON. HQ.CORP _:L Eric Clapton Employees HA.CC...  CCTEC‘\eclapton =2 Atlanta

5 ANANCEATLCORP & Hice Nance Employees Atlanta.. | CCTEC‘anance =2 HQ

2 DJENKINS.LON CORP 2 Don Jenkins Employees.Londo...  CCTEC\dierkins =G Employees =
S DevProj3 Projects HQ.CORP [Do Not Translate] El=a Groups

_:'__ GALLMAN HQ.CORP 2 Greg Allman.Employees. HQ.CC.. CCTEChgallman =a Courses

2

o

5

RCOLEMAMN.HQ.CORP _:L Randy Coleman.Employees.HQ...  CCTEC‘rcoleman =G Projects
BADAMS. ATLCORFP 2 Bruce Adams Employees Atlant..  CCTEC‘badams B DevProit -
CEDWARDS ATL.CORP % Cathy Edwards Employess Atla.. ~ CCTEC\cedwards — B DevProi2
- 2 I, Ha-ou
_'%‘_ IT Managers
FDN DevProj3.Projects. HQ CORP T 1T Support
Type Index (2) Group -%L Risk Management
Class Name Group =& London
GUID {D54EBF5A-4986-44AC-70BA-5A8 =a Computers
Last Status (0) Operation successful =a Domain Controllers
=a ForeignSecurityPrincipals -

Total Entries: 40 Mapped Entries: 32

6 Specify the object as the new target object.

For example, if you were using the Browse Targets tab in the example above, you could right-click
or drag the object to place it in the Target SAM Account field of the selected source object.

7 Click Apply to save the modified identity map.

Saving the Identity Map

As you develop your identity map, you might find that you need to work on it at different time
intervals during the day or week. To save the identity map, simply click OK.

Exporting an Identity Map

When working with identity maps, you might find that you want to experiment with different
associations. In such cases, you should have multiple identity maps. To save an identity map that
differs from the original, you must export it.

1 Click Export.
2 Save the XML file to the location you prefer.

Importing an Identity Map

This action retrieves exported versions of identity maps.

1 Select Import > Import Identity Map File.
2 Select the file, then click Open.
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11.5.8

Generating a Preview Report

Before performing a Cross-Empire Data Migration, you should generate a preview report. The report
indicates any concerns that might need to be addressed such as objects which have file rights but
which have not yet been mapped in the identity map.

The preview report uses your identity map, and searches file and folder rights assignments and
ownership of the actual data which you will be migrating to indicate which objects actually have
ownership or rights, and if an object is mapped in the identity map.

1 In NSMAdmin, click the Main tab.
2 Click Data Migration.
3 Click Identity Map Management.

4 In the Identity Map page, select Source Paths > Generate Preview Report.

Preview Migration Source Paths

Preview Paths File Scan Options:  Scan File Owners @ Report Type: Full Report - Remove
Base Path |Fnter an initial UNC path Path
Trustee Entries (0) [ESINEE= T (1) BERUL T TR (1))
Trustee Path Assigned Rights Target Trustee Target Rights Last Error
< | 1} +
& Unmapped Trustees 0 & Unmapped Owners [ o Missing Owners [

5 From the File Scan Options drop-down menu, choose one of the following:

*

*

Scan Folders Only: Select this option to view the trustee assignments and owners of folders.

Scan File Owners: Select this option to view the trustee assignments and owners of folders,
along with the owners of files.

Scan File Owners and Trustees: Select this option to view the trustee assignments and
owners of folders, as well as the trustee assignments and owners of files.

Depending on the number of files and folders on your Novell network, the Scan File Owners
and Trustees option can take a significant amount of time to generate. We recommend using
one of the other options first.
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6 From the Report Type drop-down menu, choose one of the following;:

¢ Anomaly Report: Depending on which of the File Scan Options is selected, this generates a
report of all of the folders and files that have trustees or owners that are not mapped to a
target object in the identity map.

¢ Full Report: Depending on which of the File Scan Options are selected, this generates a
report of all of the folders and files, along with their corresponding owners and trustees,
and indicates whether they are mapped to a target object in the identity map or not.

Depending on the number of files and folders on your Novell network, generating a full
report can take a significant amount of time. We recommend generating an anomaly report
instead.

7 In the Base Path field, specify an initial UNC path for a server and volume to browse.
For example, \\server name\volume name\ or \\ip address\volume name.

After you enter a path, you can click the Browse button to browse to the folder you want, such as
the Users folder.

8 Drag the selected folder to the Path pane.
9 Repeat Step 7 and Step 8 to add all other paths to use for generating reports.

10 In the Path pane, select the path you want to use for the preview report, then click Preview Paths.

Preview Migration Source Paths

© Preview Paths File Scan Options: & Report Type: Ancmaly Report - ) Remove
Base Path \loesrw\vol2 [ Browse ] Path
= m vol2 Voesnw'vol 1\USERS
1 courses Vipesnw\yol 1\GROLIPS
| Dept Shares \\oesnw'\vol 3\USERS
Al HR Yoesnwlvol2YUSERS
I macTve
| Projects
1 users
Trustee Entries (12) OIS Gl BT TR s - k) |
Trustee Path Assigned Rights Target Trustee Target Rights Last Error i
/A S ATLANTA SHARE.ATL.CORP 1 V\OESNW\WOL1\GROUPS\ATL ...  RWECMF (0) Operation ¢
é ‘F__, AYOUNG,LON.CORP 4 WOESMW\YOL3WISERS\AYOUNG ~ RWECMFA {0) Operation L
My 8 CHODGE.LON.CORP 1 \\OESNW\WOL3\USERS\CHODGE ~ SRWECMFA (@) Operation{
é ‘F__, DWILLIAMS .LOM.CORP A WOESNWIVOL3WSERS\DWILL...  SRWECMFA (0) Operation ¢
Ay A GMATHIS.LON.CORP 1 \\OESNW\WOL3\USERS\GMAT...  RWECMF (0) Operation 4
é __T_ HLEWIS.LON.CORP A WOESNWIYOL3WSERS\HLEWIS RWECMFA (0) Operation ¢
Ay A ICOOKE.LON.CORP | \\OESNW\WOL3\USERS\ICOOKE ~ RWECMFA (0) Cperation <
AL 8 | riinrn i ma conn Nnrrnnantes aleencran | marcnae PR
< T b
& Unmapped Trustees 12 é Unmapped Owners 23 ) Missing Owners ¢

11 Use the tabbed reports to preview targets according to trustees, owners, and unique IDs.

For example, in the graphic above, the Trustee Entries tab displays the source IDs that have a
trustee assignment to a folder but a target ID has not yet been created in the identity map.

The Owner Entries tab displays owners of files and folders that do not have a corresponding
target in the identity map.

The Unique IDs tab displays a single entry for each ID that is mapped in the identity report.
12 Click Add Entries to append the entries to the identity map.
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11.5.9

The entries are added to the identity map and you can now add target entries by following the
procedures in Section 11.5.4, “Adding or Modifying Target Entries to the Identity Map,” on
page 131.

13 Repeat Step 10 through Step 12 for each of the paths listed in the Path pane.

Review Rights and Trustee Assignment Mappings

Despite the inherent differences in rights, trustee assignments, and permissions between Novell and
Microsoft networks, the Cross-Empire Data Migration subsystem of Novell Storage Manager for
Active Directory does its best to match the Novell rights trustee assignments with the equivalent
Microsoft permissions and advanced permissions.

When you generate a Preview Report, you should pay particular attention to the actual rights in the
Assigned Rights column and the proposed file and folder rights listed in the Target Rights column.

You can modify the rights mappings by using the File System Rights Map. When you do this, you
specify a mapping between one particular set of rights on the Novell servers to one particular set of
rights on the Microsoft Active Directory servers. As an example, the default mapping is to map the
Novell rights RWECMF to the Active Directory rights MELRW. As a further example, perhaps when
files have this set of rights you do not want to grant the E (erase) right to files on the target. You could
modify the mapping using the procedures below to change the mapping of Novell rights RWECMF
to the Active Directory rights MLRW. When you do this, you change the mapping for every file that
has that exact set of rights, but it does not change the E mapping in any other set of rights. For
instance, if you had trustees that had RWCEEF, that mapping would not be changed because you
changed the mapping for RWCEMF.

To view or modify these rights:

1 In NSMAdmin, click the Main tab.
2 Click Data Migration.
3 Click Identity Map Management > File System Rights Map.

Data Migration File System Rights Map

Path Type: |Folder v] Show Advanced Permissions [ Import [H] Bxport

Custom Entries | IMAMSILC UL NTFS Hle SystemRgbts |

Permissions Advanced Permissions

[ Read

-
[ Write Full Cantrol Full Cantrol Write Attributes

[ Create Maodify Traverse Folder [ Execute File Write Extended Attributes

Read and Execute List Folder / Read Data Delete Subfolders and Files
[F] Erase
[ Modify List Folder Contents Read Attributes Delete

Attri o
[ File Scan Read Read Extended Attributes Read Permissions

[ Access Control Write Create Files [ Write Data Change Permissions

I A )
[ Supervisor Special Create Folders / Append Data Take Ownership

© rermissionsin green are the default permissions forthe selected rights map entry
Add Entry

Reset to Defaults ACEs Add Remove

Remove Entry Basic Advanced Applies To
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4 In the Novell Rights column, click the rights to see the equivalent NTFS permissions and
advanced permissions.

Data Migration File System Rights Map

Path Type: |Folder vl Show Advanced Permissions [ Import [ Bxport

Custom Entries Novell Rights NTFS File System Rights

Permissions Advanced Permissions

Read

[ wirite
[T Create [E] Madify Traverse Folder | Execute File || Write Extended Attributes

[ Erase Read and Execute List Folder / Read Data Delete Subfolders and Files
Modify List Folder Contents Read Attributes Delete

File Scan Read Read Extended Attributes Read Permissions

[ write Create Files / Write Data [] change Permissions

[T Full Control [ Full Control [7] write Attributes

[ Access control

[7] Supervisor Special Create Folders [ Append Data [] Take Ownership

@ Permissions in green are the default permissions forthe selected rights map entry
Add Entry

Reset to Defaults ACEs @ Add Remove

Remave Entry Basic Advanced Applies To

ELR* Tf,Ex,Lf,Rd,Ra,Rx,Cf,Wwd,Cs,Ad,Ds,De,Rp,5y This Folder, Subfolders, Files

The default rights are indicated in green.
5 Select or deselect rights as needed.

6 Click Apply to save the settings.

11.5.10 Adding Entries from Preview Reports

In Step 12 on page 134, you added entries to the identity map by using the Preview Migration Source
Path page’s Add Entries button. You can also use the Add Entries from Preview Report option to retrieve
any preview report that you have generated for the directory tree you are working with, and add
those entries to the identity map.

In NSMAdmin, click the Main tab.

Click Data Migration.

Click Identity Map Management.

Click Source Paths > Add Entries from Preview Report.

a A W N P

From the Browse Migration Preview Reports dialog box, select the preview report you want to
add, then click OK.
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11.6

11.6.1

Update Identity Map Source Entries

Preview Migration Source Paths

Report Type: Anomaly Report Admin: CN=Administrator,CN=Users,DC=cctec,DC=org

Source Tree: DA_TREE Path: \\oesnw'\voll\USERS
‘W\oesnwivoll\GROUPS
‘\oesnw'vol3\LISERS

/1y Unmapped Trustees: 12 /1y Unmapped: 0 @ Missing Owners: 0

Scan Files Option: Do not scan files

Owner Entries (11)  Unigue [Ds (0)

Trustee Path Assigned Rights Target Trustee Target Rights
ATLANTA SHAREATLCORP WOESNWAVOLINGROUPSMWA..  RWECMF
ATLCORP WOESNWAVOLINGROUPS'WA..  RWECMF
AYOUNG.LON.CORP WOESNWAVOLIWISERSVAY...  RWECMFA
CHODGE.LON.CORP WWOESNWAVOLIWISERS'CH...  SRWECMFA
DWILLIAMS LON.CORP WWOESNWAVOLIWISERSAD... SRWECMFA
GMATHIS.LON.CORP WWOESNWAVOLIWISERSYWGM...  RWECMF
HLEWIS.LON.CORP WOESNWAVOLIWISERS'HL..  RWECMFA
JCOOKE.LON.CORP WWOESNWAWOLIWISERSAIC... RWECMFA
KTAYLOR.LON.CORP WWOESNWAVOLIWISERSWKT...  RWECMF
THARRISON.LON.CORP WWOESNWAVOLIWISERSATH...  RWECMFA
WFRANKLIN.LON.CORP WWOESNWAWOLIWISERSWWF..  SRWECMFA

T
n}u}u}u}u}u}u}u}u}u"n{\'j’
Heue e EHE R = EE

-

I

At this point, you can view the preview report according to the tabbed options.
6 Click Add to append the entries to the identity map.

The entries are added to the identity map and you can now add target entries to each by
following the procedures under Section 11.5.4, “Adding or Modifying Target Entries to the
Identity Map,” on page 131.

Migration Options

The Cross-Empire Data Migration subsystem of Novell Storage Manager for Active Directory
provides the following options for migration:

¢ Section 11.6.1, “Data and Trustees,” on page 137
¢ Section 11.6.2, “Trustees Only,” on page 138
¢ Section 11.6.3, “Data Only,” on page 138

Data and Trustees

This option migrates the data and the associated folder and file rights and trustee assignments
specified in the identity map.

NOTE: The initial identity map referenced in Step 3 on page 119 does not function as an identity map

until you have appended entries to it.

The procedures that begin in Section 11.8, “Performing a User to User Data Migration,” on page 139

use the Data and Trustees option.
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11.6.2

11.6.3

11.7

Trustees Only

This option migrates the rights and trustee assignments of data that has already been migrated. If the
data to which the trustee assignments are assigned has not been migrated, the associated rights and
trustee assignments for those files or folders are not migrated.

If you attempt to use this option and you have not created an identity map, you cannot proceed.

This option is frequently used when migrating the rights and trustee assignments from a single
Novell source to a remote Windows Server that does not have an installed Novell Client.

NOTE: In this scenario, you can avoid installing a Novell Client on the Windows Server and instead
install the Novell Client with NMAS, along with the NSM Agent, on a Windows 7 workstation in the
same domain.

Data Only

This option migrates only the data and not the associated rights and trustee assignments. After you
have migrated the data, you can later go back and apply the file rights and trustee assignments to the
data through the Migrate Trustees option.

When data is migrated by using this option, file ownership is set according to the Novell Storage
Manager policy for the migration target. If there is no policy in place, the owner is the Novell Storage
Manager proxy user in Active Directory.

In the procedures included in the remainder of this section, the Copy Options - Rights and Ownership
page is not applicable for a Data Only migration.

Viewing the Migration Log File

The migration log file can be used to track the status of the migration. You can view the file by using
a Windows tail program or an application such as dogview.exe.

To view the log file using dgbview. exe, refer to the application’s documentation for configuring and
viewing log file data.

Procedures for viewing the log file data using a Windows tail program follow:

1 Download a Windows tail program and install it on the NSM Engine host or the Cross-Empire
Data Migration enabled NSM Agent tasked with the migration.

To verify that the NSM Agent is Cross-Empire Data Migration enabled, refer to the Agent
Servers page in NSMAdmin. For more information, see Section 12.3.3, “Agent Servers,” on
page 234.
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2 Do one of the following:

¢ If the server to which you are migrating data is running a Cross-Empire Data Migration
capable agent, or is set up to be proxied by a Cross-Empire Data Migration capable agent, at
the NSM Agent server, use the Windows tail application to open the log file at:

C:\ProgramData\Novell\Storage Manager\Agent\Log\nsmagent-ad.log

¢ If the server to which you are migrating data is not running a Cross-Empire Data Migration
capable agent, and is not set up to be proxied by a Cross-Empire Data Migration capable
agent, at the NSM Engine server, use the Windows tail application to open the log file at:

C:\ProgramData\Novell\Storage Manager\Engine\Log\nsmengine-ad.log

3 Refer to the log file during the migration to view the status.

11.8 Performing a User to User Data Migration

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 11.3, “Prerequisites,” on page 115. For
more information on creating a migration proxy account, see Section 11.4, “Creating the
Migration Proxy Account,” on page 117.

2 In NSMAdmin, click the Main tab.
3 Click Data Migration.
4 Click Migrate Data and Trustees.

npire Data Migration Wizard - Data and Trustees

Cross-Empire Data Migration - Select Migration Type

Directory Service

-+ Migration Type
- < U= Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:
User to User - maps source and target based on the selected folder type for users.
Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups
Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [eDirecbor\r

Migration Type [

Target Path Type [

Data and Trustees Migrate

5 From the Migration Type drop-down menu, select User to User.

6 From the Target Path Type drop-down menu, select the target path type for the data that you will
migrate.
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140

For example, if you select Home Folder, the data is copied to each user’s home folder path as
defined in directory services.

7 Click Next.

Empire Data Migration Wizard - Data and Trustees

User to User Migration - Define Auto Mappings

Migration Type Generate Automatic Mappings

Select this option to create auto-generated mappings between selected source and target objects and
Define Auto Mappings folders. Object matching is based on the folder name, or on the object name. Object names are derived
from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Name or CMN.
For Active Directory, the name is based on the SAM Account Mame.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected target
container.

|:| Generate Automatic Mappings

Source Container

Target Container

Data and Trustees Migrate

8 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of users, select this
check box to activate the other fields.

Source Container: Browse to select the source container.
Target Container: Browse to select the target container.

Include Source items not having a matching target: Indicate if you want to identify
source objects not having a matching target object.

¢ If you are migrating only a few users, use the Add button on the next wizard page to add the
users individually.

9 Click Next.

The Data Migration Wizard attempts to match the Common Name (CN) of objects from the
eDirectory source with the SAM (Security Accounts Manager) Account Names in the Active
Directory target. If there is a match, the listed object in the Source Object field is selected and a
corresponding match is listed in the Target Object column.
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Migration Type

Define Auto Mappings

Define Mappings

Data and Trustees

@ Add " Edit €3 Remove

mpire Data Migration Wizard - Data and Trustees

User to User Migration

Select All

- Define Mappings

& Select None

[ Import [ save

Source Object

Target Object

SAM Account MName

OFREEEREEREE

AJAMES.ATL.CORP
AMNANCE.ATL.CORP
BADAMS. ATL.CORP
CEDWARDS. ATL.CORP
DTHOMAS. ATL.CORP
KPARKS. ATL.CORP
LIOMES. ATL.CORP
FDAVIS.ATL.CORP
RIOHNSON.ATL.CORP

Adam James.Employees. Alanta. CCTE...
Alice Mance .Employees. Aflanta.CCTE. ..
Bruce Adams.Employees. Atlanta.CCT...

Cathy Edwards.Employees. Aflanta.CC...

Dan Thomas.Employees. Atlanta. CCTE...
Karen Parks.Employees. Atlanta.CCTE. ..

Lawrence Jones.Employees. Atlanta.C...

Pat Davis.Employees, Atlanta. CCTEC.c...

Roberta Johnson.Employees.At...

ajames
anance
badams
cedwards
dthomas
kparks
liones
pdavis

rjohnson

Auto Map Count:

oo

Selected: &

Cancel

10 Specify a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

11

12
13

14

Medify Data Map Entry

Source Object CN=RJOHNSON.OU=ATL.O=CORP

Target Object

Click Browse, specify the target object, then click OK.

The target object is displayed in the Target Object column.

Click the check box corresponding to the listing with the new target.

Repeat Step 10 and Step 11 to specify all target objects that are not listed.

To change the specified target object, use the Edit button.

To add an object to the Source Object column, use the Add button.

When all of the objects you want to migrate are selected and have an associated target object,

click Next.
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mpire Data Migration Wizard - Data and Trustees

User to User Migration - Copy Options - Data

Policy Options

Require use of Policies for target objects

) Migration Type
Define Auto Mappings

! Define Mappings Overwrite Options

Copy Options - Data

Option [Never Owverwrite ']

Directory Quota

Option [.\\pply Source Directory Quota if Policy Quota Mot Defined V]

Target Subfolder

[F] usesubfolder |MigrationData

Data and Trustees

15 Fill in the following fields:

Require use of policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Novell Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Novell Storage Manager policy, the object’s
data is not eligible for migration.

Additionally, if you are migrating a user and the target user is not currently managed by an
associated policy, but the object does have a policy that would apply to it, then Novell Storage
Manager automatically applies that policy to the target user.

If you are migrating object data to an Active Directory container that does not have an associated
Novell Storage Manager policy, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell file system should be
applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use Subfolder
check box and specify the subfolder name in the field.

16 Click Next.
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mpire Data Migration Wizard - Data and Trustees

User to User Migration - Copy Options - Rights and Ownership

Owner for Target Folder

Migration Type

Define Auto Mappings
Pping [Use Policy-Defined Path Owner v] Browse

Define Mappings Override policy owner setting

3 Owner tor Target rolder Contents
Copy Options - Data Owner for Target Folder Contents

[SetboTarget Object Browse

Copy Options - Rights
and Ownership

Override policy owner setting

[ Use the Identity Map

(@) Transfer Rights and Ownership
Transfer Rights only
o MNote: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
@ Overwrite Trustees

Merge Trustees

17 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on the drop-
down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Novell Storage Manager policy associated with the container where the
object is managed.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the migrated
folder contents is determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Set to Target Object and Set Explicit Owner options are available on the drop-down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Novell Storage Manager
to utilize the identity map you created earlier and use the corresponding IDs to copy security
rights and file ownership from eDirectory to Microsoft Active Directory.

¢ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network,
you are granting the owner Full Rights, which you may not want to provide.

¢ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

¢ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder, to be overridden by the established Novell eDirectory
trustee assignments for those files and folders.

¢ Merge Trustees: Selecting this option indicates that you want the established Novell
eDirectory trustee assignments merged with those of the target files or folders in Active
Directory.

18 Click Next.

19 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

19a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
19b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 5.5.8, “Setting Vault
Rules,” on page 49

19c Click OK.
20 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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Migration Type
Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Copy Filter

Validate Migration

Data and Trustees

Select All

pire Data Migration Wizard - Data and Trustees

User to User Migration - Validate Migration

& Select Mone

Source Target

Result

EEEEEEEE

(/]
(/]
(/]
[/
[/
[/
[

CN=AJAMES.OU=ATL.O=CORP CN=Adam James,Ol=Employ

CN=ANAMNCE.OU=ATL.O=CORP CN=Alice Mance, OU=Employees,O...
CN=BADAMS.OU=ATL.O=CORP CN=Bruce Adams,OU=Employees, ...
CN=CEDWARDS.OU=ATL.O=CORP CN=Cathy Edwards,OU=Emplayee. ..

CN=DTHOMAS.OU=ATL.O=CORP CN=Dan Thomas,OU=Employees, ...

CN=KPARKS.OU=ATL.O=CORP CN=Karen Parks,0U=Employees,0. ..
CM=LJONES.OU=ATL.O=CORP CN=Lawrence Jones,OU=Employe...

CN=PDAVIS.OU=ATL.O=CORP CN=Pat Davis,OU=Employees,OU...

Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.

Operation successful.

21 (Conditional) Take any necessary action in the Active Directory target and then re-run the Data

Migration Wizard.
22 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events, see
Section 12.1.6, “Pending Events,” on page 219.
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pire Data Migration Wizard - Data and Trustees

User to User Migration - Perform Migration

Migration Type Source Target Result
CN=AJAMES.OU=ATL.O=CORP Cl dam James,OU=Employees,... Successfully queued event.

CN=AMANCE.QU=ATL.O=CORP CN=Alice Nance,OU=Employees,O... Successfully queued event.
CN=BADAMS.0OU=ATL.O=CORP CN=Bruce Adams,OU=Employees,... Successfully queued event.
CM=CEDWARDS,QU=ATL.O=CORP CN=Cathy Edwards,OlU=Employee... Successfully queued event.
CN=DTHOMAS.OU=ATL.O=CORP CN=Dan Thomas,OU=Emplayees,... Successfully queued event.
CN=KPARKS.OU=ATL.O=CORF CN=Karen Parks,0U=Employees,0...  Successfully queued event.
CN=LIONES.OU=ATL.O=CORP CN=Lawrence Jones,OU=Emplaye... Successfully queued event.
CN=PDAVIS.OU=ATL.O=CORP CN=Pat Davis,OlU=Employees,OU... Successfully queued event.
CN=RJOHNSON.ATL.CORP CN=Roberta Johnson,OU=Emp... Successfully queued event.

Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

00000000

Copy Filter
Preview Migration

Perform Migration

Data and Trustees oo [

23 Click Finish to close the Data Migration Wizard.

11.9 Performing a Folder to User Data Migration

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 11.3, “Prerequisites,” on page 115. For
more information on creating a migration proxy account, see Section 11.4, “Creating the
Migration Proxy Account,” on page 117.

In NSMAdmin, click the Main tab.
Click Data Migration.
Click Migrate Data and Trustees.
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=+ Migration Type

Data and Trustees

mpire Data Migration Wizard - Data and Trustees

Cross-Empire Data Migration - Select Migration Type

Directory Service
Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [eDirecbory

Migration Type [

Target Path Type [

Cancel

5 From the Migration Type drop-down menu, select Folder to User.

6 From the Target Path Type drop-down menu, select the target path type for the data that you will

migrate.

For example, if you select Home Folder, the data is copied to each user’s home folder path as
defined in directory services.

7 Click Next.
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Empire Data Migration Wizard - Data and Trustees

Folder to User Migration - Define Auto Mappings

Migration Type Generate Automatic Mappings

Select this option to create auto-generated mappings between selected source and target objects and
Define Auto Mappings falders. Object matching is based on the folder name, or on the object name. Object names are derived
from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected, the mappings are built as follows:

Userto User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Mame or CN.
For Active Directory, the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected target
container.

|:| Generate AutomaticMappings

Source Folder

OFora Folder source, enter an initial UNC path such as Y\ServeriVoll

Target Container

Data and Trustees

8 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of folders, select this
check box to activate the other fields.

Source Folder: Specify an initial UNC path for a server and volume to browse.

For example, \\server name\volume name\ or \\ip address\volume name.

After a path is entered, you can click the Browse button to browse to the folder you want.
Target Container: Browse to select the target container.

Include source items not having a matching target: Indicate if you want to identify source
data not having a matching target.

¢ If you are migrating only a few users, use the Add button on the next wizard page to add the
users individually.

9 Click Next.

The Data Migration Wizard attempts to match the names of the subfolders of the source path
with the SAM (Security Accounts Manager) Account Names in the Active Directory target. If
there is a match, the listed folder in the Source Folder field is selected and a corresponding match
is listed in the Target Object column.
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npire Data Migration Wizard - Data and Trustees

Folder to User Migration - Define Mappings

@ Add " Edit €3 Remove Select All B Select None [FImport [ Save
Migration Type
Source Folder Target Object SAM Account Name
Define Auto Mappings Yoesnwivol 1\USERSAJAMES Adam James.Employees, Atianta.CCTE...  ajames
- - esnwivol 1YUSERSVANANCE Alice Mance.Employees. Atlanta, CCTE. . anance
Define Mappings @ Voesnw\vol1SERS\AN. ploy
Vieesnwivol 1YUSERS\BADAMS Bruce Adams.Employees. Atlanta.CCT... badams
Voesnwivol 1YUSERS\CEDWARDS Cathy Edwards.Employees. Atlanta.CC...  cedwards
Voesnwlvol 1\USERS\DTHOMAS Dan Thomas.Employees.Aflanta.CCTE...  dthomas
Voesnwivol 1\WUSERS\KPARKS Karen Parks.Employees. Atlanta. CCTE... kparks
Voesnwivol 1YUSERS\LIONES Lawrence Jones.Employees. Atlanta.C... liones
Voesnwlvol 1\WUSERS\PDAVIS Pat Davis.Employees. Atlanta. CCTEC.c...  pdavis
Auto Map Count: 8 Total: 8 Selected: &

10 Specify a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

Medify Data Map Entry

Source Folder “\10.250.101.110NBuck\Home \Edward

Target Object |

11 Click Browse, specify the target object, then click OK.
The target object is displayed in the Target Object column.

12 Click the check box corresponding to the listing with the new target.

13 Repeat Step 10 and Step 11 to specify all target objects that are not listed.
To change the specified target object, use the Edit button.
To add an object to the Source Object column, use the Add button.

14 When all of the objects you want to migrate are selected and have an associated target object,
click Next.
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npire Data Migration Wizard - Data and Trustees

Folder to User Migration - Copy Options - Data

Policy Options

Reqguire use of Policies for target objects

Migration Type
Define Auto Mappings

Define Mappings ‘Overwrite Options

Copy Options - Data

Option [Ne\rer Overwrite ']

Directory Quota

Option [Applv Source Directory Quota if Policy Quota Not Defined ']

Target Subfolder

[F] UseSubfolder |MigrationData

Data and Trustees

15 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Novell Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Novell Storage Manager policy, the object’s
data is not eligible for migration.

Additionally, if you are migrating a folder and the target user is not currently managed by an
associated policy, but the user does have a policy that would apply to it, Novell Storage Manager
automatically applies that policy to the target user.

If you are migrating folders to an Active Directory container that does not have an associated
Novell Storage Manager policy, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell file system should be
applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use subfolder
check box and specify the subfolder name in the field.

16 Click Next.
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mpire Data Migration Wizard - Data and Trustees

Folder to User Migration - Copy Options - Rights and Ownership

Owner for Target Folder

Migration Type

Define Auto Mappings
Pping [Use Policy-Defined Path Owner v] Browse

Define Mappings Override policy owner setting

3 Owner tor Target rolder Contents
Copy Options - Data Owner for Target Folder Contents

[SetboTarget Object Browse

Copy Options - Rights
and Ownership

Override policy owner setting

Identity Map
[ Use the Identity Map
(@) Transfer Rights and Ownership
Transfer Rights only
o MNote: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.

Target Rights
@ Overwrite Trustees

Merge Trustees

17 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on the drop-
down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Novell Storage Manager policy associated with the container where the
object is managed.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the migrated
folder contents is determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Set fo Target Object, and Set Explicit Owner options are available on the drop-down
menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Novell Storage Manager
to utilize the identity map you created earlier and use the corresponding IDs to copy security
rights and file ownership from eDirectory to Microsoft Active Directory.

¢ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network,
you are granting the owner Full Rights, which you may not want to provide.

¢ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

¢ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder, to be overridden by the established Novell eDirectory
trustee assignments for those files and folders.

¢ Merge Trustees: Selecting this option indicates that you want the established Novell
eDirectory trustee assignments merged with those of the target files or folders in Active
Directory.

18 Click Next.

19 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

19a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
19b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 5.5.8, “Setting Vault
Rules,” on page 49.

19c Click OK.
20 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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11.10

Migration Type
Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Copy Filter

Validate Migration

Data and Trustees

npire Data Migration Wizard - Data and Trustees

Folder to User Migration - Preview Migration

Select All B Select Mone

Source

Target

Result

EEEEEEEE
Q0000000

Vipesnw ol 1YWSERS\AJAMES
Vipesnw ol 1YWSERSVANANCE
Vipesnwval 1YWUSERS\BADAMS

CN=Adam James,OU=Employees,...

V\pesnwvol 1WWSERS\DTHOMAS CN=Dan Thomas,OU=Employees,...

Vipesnwval 1\USERSWPARKS

Vipesnw ol 1YUSERSLJONES
Vipesnwvol 1\WUSERSIPDAVIS

CN=Karen Parks,0U=Employees,O...
CN=Lawrence Jones,OU=Employe...

CN=Pat Davis,OU=Employees,OU...

CN=Alice Nance,OU=Employees,O...
CN=Bruce Adams,OU=Employees,...
V\pesnw ol 1YUSERS\CEDWARDS CN=Cathy Edwards,OU=Emplayee...

Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.

Operation successful.

Cancel

21 (Conditional) Take any necessary action in the Active Directory target and then re-run the Data

Migration Wizard.
22 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events, see
Section 12.1.6, “Pending Events,” on page 219.

23 Click Finish to close the Data Migration Wizard.

Performing a Group to Group Data Migration

IMPORTANT: This migration option can be performed only if the source volume from which you
are migrating has group home folders being managed by Novell Storage Manager for eDirectory
group-based collaborative storage policies.

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 11.3, “Prerequisites,” on page 115. For
more information on creating a migration proxy account, see Section 11.4, “Creating the
Migration Proxy Account,” on page 117.

In NSMAdmin, click the Main tab.

Click Data Migration.
Click Migrate Data and Trustees.
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154

mpire Data Migration Wizard - Data and Trustees

Cross-Empire Data Migration - Select Migration Type

+ Migration Type Directory Service ] ) o ) )
N Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [eDirecbory

Migration Type [

Target Path Type [

Data and Trustees TEvious Migrat

5 From the Migration Type drop-down menu, select Group to Group.
6 Click Next.

vire Data Migration Wizard - Data and Trustees

Group to Group Migration - Define Auto Mappings

« Migration Type Generate Automatic Mappings

Select this option to create auto-generated mappings between selected source and target objects and

=+ Define Auto Mappings folders. Object matching is based on the folder name, or on the object name. Object names are derived
from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected. the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Name or CN.
For Active Directory, the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected target
container.

|:| Generate Automatic Mappings

Source Container ‘

Target Container ‘

Include source items n

Data and Trustees Migrat
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7 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of folders, select this
check box to activate the other fields.

Source Container: Browse to select the source container.
Target Container: Browse to select the target container.

Include source items not having a matching target: Indicate if you want to identify source
data not having a matching target.

¢ If you are migrating only a few groups, use the Add button in the next wizard page to add
the groups individually.
8 Click Next.
The Data Migration Wizard attempts to match the Common Names (CN) of objects from the
eDirectory source with the SAM (Security Accounts Manager) Account Names in the Active

Directory target. If there is a match, the listed object in the Source Object field is selected and a
corresponding match is listed in the Target Object column.

mpire Data Migration Wizard - Data and Trustees

Group to Group Migration - Define Mappings

@ Add " Edit €3 Remove Select All & Select Mone [HImport [ Save
« Migration Type

Source Object Target Object SAM Account Name
HR. Employees.HQ.CORP HR. Employees. Groups.HQ.CCTEC. cct... HR. Employees
HR. Managers.HQ.CORP HR. Managers.Groups. HQ.CCTEC .ccte. .. HR. Managers
IT Support.HQ.CORP IT Support. Groups.HQ.CCTEC. cctec.org IT Support
Marketing Dept.HQ.CORP
Risk Management.HQ.CORP Risk Management. Groups.HQ.CCTEC. ... Risk Management
Sales Dept.HQ.CORP

« Define Auto Mappings

-+ Define Mappings

OEO0EEE

Auto Map Count: Total: 6 Selected: 4

Data and Trustees Migrate

9 Specity a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.
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10

11
12

13

Medify Data Map Entry

Source Object  CMN=Marketing Dept. OU=HQ.0=CORFP

Target Oyect

Click Browse, specify the target object, then click OK.

The target object is displayed in the Target Object column.

Click the check box corresponding to the listing with the new target.
Repeat Step 9 and Step 10 to specify all target objects that are not listed.
To change the specified target object, use the Edit button.

To add an object to the Source Object column, use the Add button.

When all of the objects you want to migrate are selected and have an associated target object,
click Next.

npire Data Migration Wizard - Data and Trustees

Group to Group Migration - Copy Options - Data

Policy Options
Migration Type

’ _ Require use of Policies for target objects
Define Auto Mappings @

Define Mappings

Overwrite Options

Copy Options - Data Option [Ne\rerO\rerwrite

Directory Quota

Option [Appl\r Source Directory Quota if Policy Quota Not Defined

Target Subfolder

[F] UseSubfolder |MigrationData

Data and Trustees

14 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Novell Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Novell Storage Manager policy, the object’s
data is not eligible for migration.
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Additionally, if you are migrating a group folder and the target group is not currently managed
by an associated policy, but the group does have a policy that would apply to it, Novell Storage
Manager will automatically apply that policy to the target group.

If you are migrating group folders to an Active Directory container that does not have an
associated Novell Storage Manager policy, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell file system should be
applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use subfolder
check box and specify the subfolder name in the field.

15 Click Next.

Migration Type
Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Data and Trustees

mpire Data Migration Wizard - Data and Trustees

Group to Group Migration - Copy Options - Rights and Ownership

Owner for Target Folder

[Use Policy Defined Path Owner v] Browse

Override policy owner setting

owner for Target Folder Contents

[SetboTarget Object Browse

Override policy owner setting

[ Use the Identity Map

(@) Transfer Rights and Ownership
Transfer Rights only
o MNote: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
@ Overwrite Trustees

Merge Trustees

Previous Migrate Cancel

16 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is

determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on the drop-
down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Novell Storage Manager policy associated with the container where the
object is managed.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the migrated
folder contents is determined.

If you selected the Require use of Policies for target objects check box in the previous wizard page,

only the Set to Target Object and Set Explicit Owner options are available on the drop-down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Novell Storage Manager
to utilize the identity map you created earlier and use the corresponding IDs to copy security
rights and file ownership from eDirectory to Microsoft Active Directory.

¢ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network,
you are granting the owner Full Rights, which you may not want to provide.

¢ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

¢ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder, to be overridden by the established Novell eDirectory
trustee assignments for those files and folders.

¢ Merge Trustees: Selecting this option indicates that you want the established Novell
eDirectory trustee assignments merged with those of the target files or folders in Active
Directory.

17 Click Next.

18 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

18a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
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Masks: List the file types to migrate or ignore.
18b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 5.5.8, “Setting Vault
Rules,” on page 49.

18c Click OK.
19 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.

npire Data Migration Wizard - Data and Trustees

Group to Group Migration - Preview Migration

Migration Type Select All  [B| Select Mone

Source Target Result

Define Auto Mappings

Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

EEEEEE

CN=HR Employees.0lU=HG.0=CORP
CM=HR Managers.OU=HQ.0=CORP
CN=IT Support.OU=HQ.0=CORP
CN=Marketing Dept.OU=HQ.0=C...
CN=Risk Management.QlU=HQ.0=..,
CN=Sales Dept.OU=HQ.0=CORP

CN=HR Employees,OU=Groups,0U...
CN=HR Managers,OU=Groups,CU...
CN=IT Support,OU=Groups,OU=H...
CN=Marketing,OU=Groups,OU=H...
CN=Risk Management, OlU=Groups...
CN=5ales Dept,OU=Groups,0U=H...

Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.
Operation successful.

Copy Filter

Validate Migration

20 (Conditional) Take any necessary action in the Active Directory target and then re-run the Data
Migration Wizard.

21 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events, see
Section 12.1.6, “Pending Events,” on page 219.

22 Click Finish to close the Data Migration Wizard.

11.11 Performing a Folder to Group Migration

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 11.3, “Prerequisites,” on page 115. For
more information on creating a migration proxy account, see Section 11.4, “Creating the
Migration Proxy Account,” on page 117.

2 In NSMAdmin, click the Main tab.
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3 Click Data Migration.
4 Click Migrate Data and Trustees.

mpire Data Migr: zard - Data and Tru

Cross-Empire Data Migration - Select Migration Type

5 Migration Type Directory Service ) ) o ) )
N Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [aDirecbory'

Migration Type [

Target Path Type [

Data and Trustees TEvious Migrat

5 From the Migration Type drop-down menu, select Folder to Group.
6 Click Next.
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npire Data Migration Wizard - Data and Trustees

Folder to Group Migration - Define Auto Mappings

Migration Type

Define Auto Mappings

Generate Automatic Mappings
Select this option to create auto-generated mappings between selected source and target objects and
folders. Object matching is based on the folder name, or on the object name. Object names are derived
from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Name or CN.
For Active Directory. the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected target
container.

|:| Generate Automatic Mappings

Data and Trustees

7 Do one of the following:

Source Folder

@ For a Folder source, enter an initial UNC path such as \\Serverivoll

Target Container

Cancel

¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of folders, select this
check box to activate the other fields.

Source Folder: Specify an initial UNC path for a server and volume to browse.

For example \\server name\volume name\ or \\ip address\volume name.

After a path is entered, you can click the Browse button to browse to the folder you want.

Target Container: Browse to select the target container.

Include source items not having a matching target: Indicate if you want to identify source
data not having a matching target.

¢ If you are migrating only a few users, use the Add button on the next wizard page to add the

users individually.
8 Click Next.

The Data Migration Wizard attempts to match the names of subfolders of the source path with
the SAM (Security Accounts Manager) Account Names of groups in the Active Directory target.

If there is a match, the listed folder in the Source Folder field is selected and a corresponding

match is listed in the Target Object column.
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npire Data Migration Wizard - Data and Trustees

Folder to Group Migration - Define Mappings

@ Add " Edit €3 Remove Select All B Select None [FImport [ Save

» Migration Type

Source Folder Target Object SAM Account Name

v Define Auto Mappings Yoesnwivol2\Projects\DevProj 1 DevProjl.Projects.Groups.HQ.CCTEC....  DevProjl
Voesnwivol2\Projects\DevProj2 DevProj2.Projects.Groups.HQ.CCTEC....  DevProj2

Define Mappings
> pping [ Veesnwivol2\Projects\DevProj3

Auto Map Count: Total: 3 Selected: 2

9 Specify a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

Medify Data Map Entry

Source Folder “wesmw'wol2'ProjectshDevProjd

Target Object

10 Click Browse, specify the target object, then click OK.
The target object is displayed in the Target Object column.

11 Click the check box corresponding to the listing with the new target.

12 Repeat Step 9 and Step 10 to specify all target objects that are not listed.
To change the specified target object, use the Edit button.
To add an object to the Source Object column, use the Add button.

13 When all of the objects you want to migrate are selected and have an associated target object,
click Next.
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mpire Data Migration Wizard - Data and Trustees
Folder to Group Migration - Copy Options - Data

Policy Opticns

Require use of Policies for target objects

) Migration Type
) Define Auto Mappings

. Define Mappings

Copy Options - Data

Option [Never Overwrite ']

Directory Quota

Option [Apply Source Directory Quota if Policy Quota Mot Defined V]

Target Subfolder

[F] UseSubfolder |MigrationData

Data and Trustees

14 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Novell Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Novell Storage Manager policy, the object’s
data is not eligible for migration.

Additionally, if you are migrating a folder and the target group is not currently managed by an
associated policy, but the group does have a policy that would apply to it, Novell Storage
Manager automatically applies that policy to the target group.

If you are migrating folders to an Active Directory container that does not have an associated
Novell Storage Manager policy, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell file system should be
applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use subfolder
check box and specify the subfolder name in the field.

15 Click Next.
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mpire Data Migration Wizard - Data and Trustees

Folder to Group Migration - Copy Options - Rights and Ownership

Owner for Target Folder

Migration Type

) Define Auto Mappings
pPINg [Use Policy-Defined Path Owner v] Browse

) Define Mappings Override policy owner setting

3 - rg
Copy Options - Data Owner for Target Folder Contents

[Set to Target Object Browse

Copy Options - Rights
and Ownership

Override policy owner setting

[ Use the Identity Map

(@ Transfer Rights and Ownership
Transfer Rights only
o MNote: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
@ Overwrite Trustees

Merge Trustees

16 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on the drop-
down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Novell Storage Manager policy associated with the container where the
object is managed.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the migrated
folder contents is determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard page,
only the Set to Target Object and Set Explicit Owner options are available on the drop-down menu.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Novell Storage Manager
to utilize the identity map you created earlier and use the corresponding IDs to copy security
rights and file ownership from eDirectory to Microsoft Active Directory.

¢ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network,
you are granting the owner Full Rights, which you may not want to provide.

¢ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

¢ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder, to be overridden by the established Novell eDirectory
trustee assignments for those files and folders.

¢ Merge Trustees: Selecting this option indicates that you want the established Novell
eDirectory trustee assignments merged with those of the target files or folders in Active
Directory.

17 Click Next.

18 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

18a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
18b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 5.5.8, “Setting Vault
Rules,” on page 49.

18c Click OK.
19 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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11.12

166

Cr mpire Data Migration Wizard - Data and Trustees

Folder to Group Migration - Preview Migration

) Migration Type Select All - [B Select None

Source Target Result
O Voesnwivol2\Projects\DevProj 1 CN=DevProj1,0U=Projects,OU=Gr...  Operation successful.
/) Define Mappings @  \oesnw\yol2\Projects\DevProj2 CN=DevProj2,0lU=Projects,OU=Gr...  Operation successful.
[} 0 Vioesnwivol2\Projects\DevProj3 CN=Engineering,OU=Departments...  Target folder not found

/) Define Auto Mappings

Copy Options - Data

) Copy Options - Rights
and Ownership

) Copy Filter

Validate Migration

20 (Conditional) Take any necessary action in the Active Directory target and then re-run the Data
Migration Wizard.

21 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events, see
Section 12.1.6, “Pending Events,” on page 219.

22 Click Finish to close the Data Migration Wizard.

Performing a Folder to Folder Migration

A folder to folder migration has flexible target specification options that are not available in the
previous migration options. When you perform a folder to folder migration, you can either specify an
existing target folder or create a target folder in the Data Migration Wizard. You can also decide
whether to migrate all of the files at once, or skip some files and migrate them later.

The preferred time for performing a folder to folder migration is when all files located in the folders
to be migrated are closed, such as during the weekend. However, if you have terabytes of data to
migrate, some folder to folder migrations might need to be started during the week, when some of
the files intended for migration are open. In cases such as these, we recommend a two-phased folder
to folder migration:

Migrating Closed Files: While users are still logged in, you migrate all of the closed files on your
network. This will be the vast majority of your network files. Because the Skip Open Files option is
selected, open files are not migrated, but the filenames and paths of all of the open files are logged in
a text file.
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NOTE: If you perform a Cross-Empire Data Migration when all users are logged off, you do not need
to migrate skipped files.

Migrating Skipped, New, and Modified Files: After having all users log off, migrate the skipped
files, migrate the new and modified files, then compare the files on the source and target servers to
verify that everything migrated correctly.

¢ Section 11.12.1, “Migrating to an Existing Target Folder,” on page 167

¢ Section 11.12.2, “Creating a Target Folder in the Data Migration Wizard,” on page 196

11.12.1  Migrating to an Existing Target Folder

+ “Migrating Closed Files” on page 167
¢ “Migrating Skipped Files” on page 175

¢ “Creating a Job File to Scan the Source Server for New or Modified Folders and Files” on
page 179

¢ “Using the NovScan NLM to Run the Job File” on page 181

¢ “Migrating the New and Modified Files” on page 182

¢ “Creating a Job File to Scan the Source Server for All Folders and Files” on page 186
¢ “Using the NovScan NLM to Run the Job File” on page 188

¢ “Scanning the Target Server for All Folders and Files” on page 189

¢ “Comparing the Source and Target Lists” on page 193

Migrating Closed Files

1 Make sure you have completed the prerequisites and have created a migration proxy account.

For more information on the prerequisites, see Section 11.3, “Prerequisites,” on page 115. For
more information on creating a migration proxy account, see Section 11.4, “Creating the
Migration Proxy Account,” on page 117.

2 (Conditional) If you want to migrate closed files now and skip some files to migrate later,
complete the following steps:

2a From the Novell Storage Manager ISO image, copy the CEDM folder to the Windows target
server.

2b On each NetWare server from which you are going to migrate data, create a NovScan
directory.

2c From the Novell Storage Manager ISO image, copy the novscan.nlm file from the
Utilities\CEDM\NovScan folder to the NovScan directory you created in Step 2b.

2d In the new NovScan directory, create a new subdirectory and name it Open.
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Figure 11-1 Summary of Substeps to Complete
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WIN2K8-01
Target

3 In NSMAdmin, click the Main tab.
4 Click Data Migration.
5 Click Migrate Data and Trustees.
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-Empire Dat; tion rd - Data and Tru

Cross-Empire Data Migration - Select Migration Type

+ Migration Type Directory Service ] ) o ) )
N Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [eDirecbory

Migration Type [

Target Path Type [

Data and Trustees TEvious Migrat

6 From the Migration Type drop-down menu, select Folder to Folder.
7 Click Next.

pire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Define Auto Mappings

« Migration Type Generate Automatic Mappings

Select this option to create auto-generated mappings between selected source and target objects and

=+ Define Auto Mappings folders. Object matching is based on the folder name, or on the object name. Object names are derived
from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Mame or CN.
For Active Directory, the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected target
container.

|:| Generate AutomaticMappings

Source Folder |

@ For a Folder source, enter an initial UNC path such as \\Server\Voll

Target Folder |

Data and Trustees
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8 Fill in the following fields:
Generate Automatic Mappings: Select this check box to activate the other fields.
Source Folder: Specify an initial UNC path for a server and volume to browse.
For example, \\server name\volume name\ or \\ip address\volume name.
After a path is entered, you can click the Browse button to browse to the folder you want.
Target Folder: Browse to select the target folder.

Create new folder entries for items not having a matching target: Selecting this check box
indicates that you want Novell Storage Manager to display both matching and non-matching
source and target folders.

Selecting this check box also indicates that you want Novell Storage Manager to create and
populate any subfolders that do not exist in the target folder.

For example, assume that the source path at \\10.10.10.233\Vol2\Projects is being
migrated to \\Corpserver\Projects and the Projects directory on the source server has a
Stategov subfolder. If there is no Stategov subfolder in the target folder, a Stategov
subdirectory is created to include the directory contents.

9 Click Next.
The Data Migration Wizard attempts to match the names of the subfolders of the source path
with the subfolders of the specified target directory. If there is a match, the listed folder in the
Source Folder field is selected and a corresponding match is listed in the Target Folder column.
npire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Define Mappings

@ Add " Edit €3 Remove Select All B Select None [FImport [ Save

« Migration Type
Source Folder Target Folder

« Define Auto Mappings Voesnw\wol2\Dept Shares\Marketing Dept WIN2K8-DC\Collaborative_Storage\Dept Shares\Market. ..
Vyoesnwivol2\Dept Shares\sales Dept TWVINZ2KS-DC\Collaborative_Storage\Dept Shares\Sales ...

(= Define Mappings
. Vioesnwivol2\Dept Shares\support TIWWINZ2KE-DC\Collaborative_Storage\Dept Shares\Support

o - Matching target path found Auto Map Count: 0 Total: 3 Selected: 3

10 Specify a target folder for each source folder that is not automatically matched or that has an
improperly matched subfolder by double-clicking the name to bring up the Modify Data Map
Entry dialog box.
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Medify Data Map Entry

Source Folder  “\10.250.101.1104Buck Collaborative\Legal

L=l ol D RYFAL LS  Buck \CollaborativeLegal

11 Remove the existing path in the Target Folder field and click Browse.
12 Locate and select the desired target folder, then click OK.

Target File System Path Browser

o | Mew | - Rename [E'Rebuild () Refresh

B"O [Root] =
- oryFALLS

m ADU-share

Bm Buck

@[ sRECYCLEBIN

E|_1|' Collaborative
_“. HE
_1|' Human Resources
_1|' Legal Department
_1|' Marketing
_u' Sales

H-) |/ Home

7 | HR

H-) ) NSM Templates

- | System Volume Information
0-[l] Ciusers

- m Containeri-Vaol

b - E] FSFProxyHome

o[l FsFUserval

- [l NSM-Misc

Filter

WORYFALLS\Buck\Collaborative\Legal Departrnent

The new target path is indicated in the Target Folder field of the Modify Data Map Entry dialog

box.
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Medify Data Map Entry

Source Folder  “\10.250.101.1104Buck Collaborative\Legal

Target Folder “\DRYFALLSBuckCollaborativeLegal Department

13 Click OK.
14 Click the check box corresponding to the listing with the new target.
15 Click Next.

mpire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Copy Options - Data

Policy Options
) Migration Type

N . Require use of Policies for target objects @ Folicy optionsnot availablefor Folderto Folderoperations
) Define Auto Mappings

) Define Mappings Overwrite Options

GEgy e =T Option [Never Overwrite

Directory Quota

Option [Apply Source Directory Quota

Target Subfolder

[ UseSubfolder |MigrationData

Advanced Namespace Handling

™ Use alternate source namespace for file names

Open File Options

Enter the full UNC path for the File List file.
r Skip Open Files o Example: WNWFS1WOLTINOYSCANOPENISKIP. TXT

File List UNC Path |

Data and Trustees

16 Fill in the following fields:

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell file system should be
applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use subfolder
check box and specify the subfolder name in the field.

Advanced Namespace Handling: Selecting this check box allows the Cross-Empire Data
Migration subsystem to look for alternate namespaces for files that the Novell file system cannot
resolve and therefore cannot migrate.
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For example, files originally saved on a Mac or Linux system might use characters that the
Novell file system cannot recognize. By looking for an alternative namespace, the Novell file
system might be able to resolve the problem and migrate the file.

Open File Options: If you want the Cross-Empire Data Migration subsystem to skip all open
files on the network and not migrate them, select Skip Open Files.

Selecting Skip Open Files activates the File List UNC Path field where you specify the name and
location of the log file listing all of the open files that are skipped during the migration.

Specify the UNC path for the directory you created in Step 2d on page 167 along with a filename
for the text file that will list the skipped files.

For example, \\server_name\volume name\directory_ name\Open\skip.txt
or

\\ip address\volume name\Open\skip.txt

Open File Options

Enter the full UMC path for the File List file.
™ Skip Open Files 0 Example: WNWFSTWOL1INOWVSCAMIDPENSKIP TXT

File List UNC Path I\\uasnw\svs\r\l ovScan\Open'skip.txt

The Cross-Empire Data Migration subsystem does not validate the path, so you must make sure
that the path entered is correct. Otherwise, the migration fails.

17 Click Next.
mpire Data Migration Wizard - Data and Trustees
Folder to Folder Migration - Copy Options - Rights and Ownership

Owner for Target Folder

Migration Type

Define Auto Mappings [Use Operating System Defadlts v] Browse

Define Mappings

i Uwner tor larget Folder Lontents
Copy Options - Data Owner for Target Folder Contents

[Use Operating System Defaults v] Browse

Copy Options - Rights
and Ownership

Identity Map

[ Use the Identity Map

(@ Transfer Rights and Ownership
Transfer Rights only
@ Mote: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
(@ Overwrite Trustees

Merge Trustees

18 Fill in the following fields:
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19
20

21

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the setting on the target server.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.

Owner for Target Folder Contents: Use these settings to specify how ownership of the migrated
folder contents is determined.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.

Use the Identity Map: Select this check box if you want Novell Storage Manager to utilize the
identity map you created earlier and use the corresponding IDs to copy security rights and file
ownership from eDirectory to Microsoft Active Directory.

¢ Transfer Rights and Ownership: Select this option if you want to transfer the file and
folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network,
you are granting the owner Full Rights, which you might not want to provide.

¢ Transfer Rights Only: Select this option to transfer only the file and folder security rights.

¢ Overwrite Trustees: Select this option to override any existing trustee assignments for a
target file or folder with the established Novell eDirectory trustee assignments for those
files and folders.

¢ Merge Trustees: Select this option to merge the established Novell eDirectory trustee
assignments with those of the target files or folders in Active Directory.

Click Next.

(Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

20a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
20b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 5.5.8, “Setting Vault
Rules,” on page 49.

20c Click OK.
Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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npire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Preview Migration

Migration Type Select All [ Select None

Source

Target Result

Define Auto Mappings

Copy Options - Data

Copy Options - Rights
and Ownership

Copy Filter

Validate Migration

0 Vioesnwivol2\Dept Shares\Marketi... VWWINZKS-DC\Collaborative_Storag...
Define Mappings 0 \loesnwvol2\Dept Shares\Sales Dept  \WWIN2KS-DC\Collaborative_Storag. ..
o Vioesnwlvol 2\Dept Shares\Suppart

Operation successful.
Operation successful,

VWINZKE-DC\Collaborative_Storag...  Operation successful.

Data and Trustees

Cancel

22 (Conditional) Take any necessary action in the Active Directory target and then re-run the Data

Migration Wizard.
23 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events, see

Section 12.1.6, “Pending Events,” on page 219.

24 Do one of the following:

¢ If you skipped some files to migrate later, click Finish and then continue with “Migrating

Skipped Files” on page 175.

¢ If you have migrated all of your data, click Finish.

You are now finished with the folder to folder migration.

Migrating Skipped Files

The second phase of a folder to folder data migration is conducted when all of the users are logged

off the network, so all network files are closed.

1 Have everyone log off the network so that there are no open files on the source NetWare or Open

Enterprise Server machines.

2 Open the text file that you created in Step 16 on page 172 and view the files that were skipped.

Do not make any changes to the file. Doing so causes errors during the migration.

3 Save a copy of the text file.

For example, if you named the file skip. txt, save a copy as skip_copy.txt.

After the Cross-Empire Data Migration subsystem migrates the skipped files, it deletes the text
file. You can use the copy to verify that the files were migrated.
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4 In NSMAdmin, click the Main tab.
5 Click Data Migration.
6 Click Migrate Data and Trustees.

npire Data Migration Wizard - Data and Trustees

Cross-Empire Data Migration - Select Migration Type

% Migration Type Directory Service ) - ) .
. N Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [eD\recbor\r

Migration Type [

Target Path Type [

Data and Trustees Previous Migrate

7 From the Migration Type drop-down menu, select Folder to Folder Using File List.
8 Click Next.
9 Skip the Automatic Mappings settings by clicking Next.

10 On the Define Mappings wizard page, click Add.

11 In the Add Data Entry dialog box, browse to and select the source and target.

Add Data Map Entry

Source Folder “oesnw'wol2\ Dept_Shares Browse
&) Fora Folder source, enter an initial UNC path such as \\ServerVol1

Target Folder \WCCTEC-SRV\HQ\Dept_Shares Browse

0K || Cancel |

12 Click OK.

13 On the Define Mappings wizard page, verify the source folder and the destination folder and
click Next.
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Migration Type
Define Auto Mappings
Define Mappings

Copy Options - Data

Data and Trustees

pire Data Migration Wizard - Data and Trustees
Folder to Folder Migration - Copy Options - Data
Policy Options

Require use of Policies for target objects o Policy options not availablefor Folderto Folderoperations

Overwrite Options

Option [Neve( Owerwrite

Directory Quota

Option [Apply Source Directory Quota

Target Subfolder

[F] UseSubfolder |Migrah’mnData

Advanced Namespace Handling
™ Use alternate source namespace for file names

Open File Options

Enter the full UNC path for the File List file.
r Skip Open Files o Example: WNWFS1WOLTINOYSCANOPENSHIP. TXT

File List UNC Path |

s

14 On the Copy Options - Data wizard page, from the Option drop-down menu in the Overwrite
Options region, select Overwrite if Newer and click Next.
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mpire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Copy Options - Rights and Ownership

Owner for Target Folder

Migration Type

Define Auto Mappings [USE Operating System Defaults v] Browse

Define Mappings

Copy Options - Data Owner for Target Folder Contents

[Use Operating System Defaults V] Browse

Copy Options - Rights
and Ownership

Identity Map

[F] Use the Identity Map

(@ Transfer Rights and Ownership
Transfer Rights only
o Note: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
@ Overwrite Trustees

Merge Trustees

15 (Optional) On the Copy Options - Rights and Owners wizard page, from the drop-down menu
of the Owner for Target Folder region, select Set Explicit Owner.

16 (Conditional) If you chose to set an explicit owner for the folder, click the corresponding Browse
button and browse to specify an owner for the target folder.

17 (Optional) From the drop-down menu of the Owner for Target Folder Contents region, select Set
Explicit Owner.

18 (Conditional) if you chose to set an explicit owner for the folder contents, click the
corresponding Browse button and browse to specify an owner for the target folder contents.

19 Select the Use Identity Map check box and click Next.

20 On the Copy Filter wizard page, specify the UNC path to the file you created in Step 16 on
page 172.
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Cross-Empire Data Migration Wizard - Data and Trustees
Folder to Folder Using File List Migration - File List Entry

Delta File

Migration Type
File List UNC Path I\\Desnw\sys\Nqucan\Open\skip.bct

Define SREES @ Enter the full UNC path for the file list file.
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Copy Filter

Data and Trustees Previous Validate Migrate Cancel |

21 Click Validate to confirm that the path is correct.
22 Click Migrate.

The skipped files are migrated and the text file that you created in Step 16 on page 172 is deleted.
23 Click Finish.

24 Continue with “Creating a Job File to Scan the Source Server for New or Modified Folders and
Files” on page 179.

Creating a Job File to Scan the Source Server for New or Modified Folders and
Files

With the skipped files migrated, you are now ready to create a job file so the NovScanConfig utility
can scan the source server.

1 From the CEDM folder that you copied in Step 2a on page 167, open the NovScan folder and
launch the NovScanConfig utility.
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File Help

Root Subdirectory Scan Filter

Directory Mame

@ Novells Storage Manager

Foot Directory To Scan for Files

Scan for files located in the root directory above
Threads

Folders
Indude an entry if created between 12002012 [E~ and Erao/2012 (B
© O © O
Files
Created between 11/20/2012  [Ev oy 11/20/2012 [~
© oo © 0o
Modified between 11/20/2012 E~ and 11/20/2012 B~
© oo © O

In the Root Directory To Scan for Files field, enter the UNC path to the directory on the NetWare or
Open Enterprise Server you want to scan.

For example: \\oesnw\vol2\dept shares

In the Root Subdirectory Scan Filter region, click the List button, then click the All button to include
all of the subdirectories, including new subdirectories, in the directory you specified in Step 2.

Ensure that the drop-down menu listing displays Include.

5 From the Threads drop-down menu, select the thread count you want for the migration.

10
11

12
13

14

In the Folders region, in the first date entry, select the date when you migrated the closed files.

This specifies that the job file created by the NovScanCofig utility lists all folders that are new or
modified since midnight of the selected date.

In the second date entry, select a concluding date for the range.

In the Files region, in the date entry pertaining to Created between, select the date when you
migrated the closed files.

This specifies that the job file lists all files that have been created since midnight of the selected
date.

In the second date entry for and, select a concluding date for the range.
Ensure that the drop-down menu listing displays OR.
In the date entry for Modified between, select the date when you migrated the closed files.

This specifies that the job file lists all files that have been modified since midnight of the selected
date.

In the second date entry for and, select a concluding date for the range.

From the File menu, select Save As and save the file as a text file with a . job extension in the
NovScan folder that you created in Step 2b on page 167.

For example: vol2_ dept.job
When you are notified that the text file has been saved, click OK.
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15 Close the NovScanConfig utility.
16 Continue with “Using the NovScan NLM to Run the Job File” on page 181.

Using the NovScan NLM to Run the Job File

1 At the NetWare server, load the novscan.nlm from the path that you established in Step 2b on
page 167.

Howvell Storage Manager - File System Scanmner,

Threads =should login as a user?
[Y”N]

2 Select either Y or N.

If you are scanning an Open Enterprise Server, select Y and then log in as an administrator so
that this NetWare server can make a connection to the remote Open Enterprise Server machine.

If you are scanning a local NetWare server, select N.
3 At the NetWare console, run the job file that you created in Step 13 on page 180.
The following commands can be used at the NetWare console command prompt to perform
actions with the NovScan NLM:
JOB=path to job file on local server
The following example is a NovScan NLM directive to run a job file:
SERVER65: novscan job=sys:novscan\scanvoll.job
¢ STOPSCAN

The NovScan NLM can run one scan job at a time. You might want to stop a scan that is in
progress. The following example is a directive for the NovScan NLM to stop a scan that is
running.

SERVER65: novscan stopscan
¢ SHOW=ON/OFF

The NovScan NLM by default shows the names of the directories as they are being scanned.
These scanned directories are also logged. You can turn the display and logging on or off by
using this parameter. For example:

SERVER65: novscan show=on

SERVER65: novscan show=off
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Login_As_Server
11-13-2812 A7:51:57

DA_TREE
OESHH

The Files Selected field displays the number of files created or modified since the first phase of the
migration.

4 From your Windows workstation, go to the NovScan folder that you created in Step 2b on
page 167.

5 Observe that a new text file has been created with the same name as the job file that you created
in Step 13 on page 180 but with the addition of -FLIST.

This new file is a list of all the new and modified files since the first phase of the migration. If
you open this file, do not make any changes, because this causes errors during the next phase of
the migration.

6 Save a copy of the text file.

For example, if the file is named vol2_ dept-FLIST.job, save a copy as vol2_ dept-
FLIST copy.job.

7 Continue with “Migrating the New and Modified Files” on page 182.

Migrating the New and Modified Files

Migrating all of the files that are new or modified since the first phase of the folder to folder
migration follows the same process as migrating the skipped files. The only difference is that you
enter a different UNC path.

1 In NSMAdmin, click the Main tab.
2 Click Data Migration.
3 Click Migrate Data and Trustees.
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pire Data Migration Wizard - Data and Trustees

Cross-Empire Data Migration - Select Migration Type

+ Migration Type Directory Service ) ) o ) )
N Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [qurecbory

Migration Type [

Target Path Type [

Data and Trustees Migrate

4 From the Migration Type drop-down menu, select Folder to Folder Using File List.
5 Click Next.

6 Skip the Automatic Mappings settings by clicking Next.

7 On the Define Mappings wizard page, click Add.

8 In the Add Data Entry dialog box, browse to and select the source and target.

Add Data Map Entry

Source Folder  “oesnw'wol2\Dept_Shares Browse
o Faor a Folder source, enter an initial UNC path such as WServeriVol1

Target Folder  \\WCCTEC-SRVA\HQ'\Dept_Shares

9 Click OK.

10 On the Define Mappings wizard page, verify the source folder and the destination folder and
click Next.
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pire Data Migration Wizard - Data and Trustees
Folder to Folder Migration - Copy Options - Data

Policy Options
Migration Type
_ Require use of Policies for target objects Policy options not availablefor Folderto Folderoperations
Define Auto Mappings E gerenl o

Define Mappings Overwrite Options

Copy Options - Data Option [Neve( Overwrite

Directory Quota

Option [Apply Source Directory Quota

Target Subfolder

[F] UseSubfolder |MigrationData

Advanced Namespace Handling

™ Use alternate source namespace for file names

Open File Options

Enter the full UNC path for the File List file.
r Skip Open Files o Example: WNWFS1WOLTINOYSCANOPENSHIP. TXT

File List UNC Path |

Data and Trustees

11 On the Copy Options - Data wizard page, from the Option drop-down menu in the Overwrite
Options region, select Overwrite if Newer, then click Next.
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12

13

14

15

16
17

Migration Type
Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Data and Trustees

mpire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Copy Options - Rights and Ownership

Owner for Target Folder

[Use Operating System Defaults '] Browse

Owner for Target Folder Contents

[Use Operating System Defaults V] Browse

Identity Map

[F] Use the Identity Map

(@ Transfer Rights and Ownership
Transfer Rights only
o Note: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
@ Overwrite Trustees

Merge Trustees

Previous Migrate Cancel

(Optional) On the Copy Options - Rights and Owners wizard page, from the drop-down menu
of the Owner for Target Folder region, select Set Explicit Owner.

(Conditional) If you chose to set an explicit owner for the folder, click the corresponding Browse
button and browse to specify an owner for the target folder.

(Optional) From the drop-down menu of the Owner for Target Folder Contents region, select Set

Explicit Owner.

(Conditional) If you chose to set an explicit owner for the folder contents, click the
corresponding Browse button and browse to specify an owner for the target folder contents.

Select the Use Identity Map check box and click Next.
On the Copy Filter wizard page, specify the UNC path to the new text file that you viewed in

Step 5 on page 182.
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Cross-Empire Data Migration Wizard - Data and Trustees

Folder to Folder Using File List Migration - File List Entry

Migration Type
File List UNC Path I\\Desnw\svs\Nqucan\vulz_dept-flist. job

Define Auto Mappings @ Enter the full UNC path for the file list file.

Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Copy Filter

Data and Trustees Previous validate Migrate Cancel |

18 Click Validate to confirm that the path is correct.
19 Click Migrate.

The new and modified files are migrated and the text file that you viewed in Step 5 on page 182
is deleted.

20 Click Finish.

21 Continue with “Creating a Job File to Scan the Source Server for All Folders and Files” on
page 186.

Creating a Job File to Scan the Source Server for All Folders and Files

1 From the CEDM folder that you copied in Step 2a on page 167, open the NovScan folder and
launch the NovScanConfig utility.
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10
11
12

13
14
15

File Help

Root Subdirectory Scan Filter

@ Novelle Storage Manager

Directory Mame

Foot Directory To Scan for Files

Scan for files located in the root directory above
Threads

Folders
Indude an entry if created between 12002012 [E~ and Erao/2012 (B
© O © O
Files
Created between 11/20/2012  [Ev oy 11/20/2012 [~

T
Modified between  11/20/2012 [ and 11/20/2012 -
oo o 0 O o

In the Root Directory To Scan for Files field, enter the UNC path to the directory on the NetWare or
Open Enterprise Server you want to scan.

For example: \\oesnw\vol2\dept shares

In the Root Subdirectory Scan Filter region, click the List button, and then click the All button to
include all of the subdirectories in the directory you specified in Step 2.

Ensure that the drop-down menu listing displays Include.

From the Threads drop-down menu, select the thread count you want for the migration.

In the Folders region, in the first date entry, select the left button, which sets the date to 1/1/1970.
In the second date entry, select the right button, which sets the date to 12/31/2036.

This range of dates ensures that you identify all folders that exist in the specified path.

In the Files region, in the date entry for Created between, select the left button, which sets the date
to 1/1/1970.

In the second date entry for and, select the right button, which sets the date to 12/31/2036.
Again, this range of dates ensures that you identify all files created in the specified path.
Ensure that the drop-down menu listing displays OR.

Set the date range for modified files to the same dates you used for new folders and new files.

From the File menu, select Save As and save the file as a text file with a . job extension in the
NovScan folder that you created in Step 2b on page 167.

For example: vol2_dept-all.job

When you are notified that text file has been saved, click OK.

Close the NovScanConfig utility.

Continue with “Using the NovScan NLM to Run the Job File” on page 188.
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Using the NovScan NLM to Run the Job File

1 At the NetWare server, load the novscan.nlm from the path that you established in Step 2b on

page 167.

Hovell Storage Manager - File System Scanmer,

Threads should login as a user?
[¥sN1]

Select either Y or N.

If you are scanning an Open Enterprise Server, select Y and then log in as an administrator so
that this NetWare server can make a connection to the remote Open Enterprise Server machine.

If you are scanning a local NetWare server, select N.
At the NetWare console, run the job file that you created in Step 12 on page 187.

The following commands can be used at the NetWare console command prompt to perform
actions with the NovScan NLM:

JOB=path to job file on local server

The following example is a NovScan NLM directive to run a job file:
SERVER65: novscan job=sys:novscan\scanvoll.job
¢ STOPSCAN

The NovScan NLM can run one scan job at a time. You might want to stop a scan that is in
progress. The following example is a directive for the NovScan NLM to stop a scan that is
running.

SERVER65: novscan stopscan
¢ SHOW=ON/OFF

The NovScan NLM by default shows the names of the directories as they are being scanned.
These scanned directories are also logged. You can turn the display and logging on or off by
using this parameter. For example:

SERVER65: novscan show=on

SERVER65: novscan show=off
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The Files Selected field now displays the total number of files.

4 From your Windows workstation, go to the NovScan folder that you created in Step 2b on
page 167.

5 Observe that a a new text file has been created with the same name as the job file that you
created in Step 12 on page 187 but with the addition of -FLIST.

This new file is a list of all the files from the specified path. If you open this file, do not make any
changes, because this can cause errors during the file comparison.

6 Continue with “Scanning the Target Server for All Folders and Files” on page 189.

Scanning the Target Server for All Folders and Files

1 From the CEDM folder that you copied in Step 2a on page 167, open the WinScan folder and
launch the WinScan utility.
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[IBE Winciows File System Scanns

—7 Novells Storage Manager

Target Directory to Scan:

Cutput File Path:

Copyright © 2012-2013 Condrey Corporation. All Rights Reserved. Build:Mov 15 2012 12:44:08

2 Click the browse button for the Target Directory to Scan field and browse to select the target
folder.

3 Click the browse button for the Output File Path field, browse to the WinScan folder, and in the
File name field of the Open dialog box, specify a filename with a . txt extension.

For example, target-all.txt
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T o [] ~ ceom - winsean = Seardh
[<le8 @

o

£ Recent Places

4 Libraries
@ Documents
JT Music
[ Pictures
E Videos —

1% Computer
&, Local Disk (C:)
[ HQ (G:)
[y Atlanta (1)
[ London {K:)

[ [ |

Organize *  Mew folder Bz - E;l @
e - -
I Favorites [ A | Date modified | Type
B Desktop g";' WinScan.exe 11/9/2012 2:25FPM Application
4 Downloads

File name: | target-all.bxt

4 Click Open.
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IS5 Windows File System Scanne

7 Novells Storage Manager

Target Directory to Scan:  G:'\Department Shares
Output File Path:  C:\CEDM \FSScanner | target-all. tet

Run

Copyright © 2012-2013 Condrey Corporation. All Rights Reserved. Build:Nov 15 2012 12:44:08

5 Click Run.
All of the files for the target path are displayed.
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@ Novelle Storage Manager

Target Directory to Scan:  G:'\Department Shares

Output File Path:  C:\CEDM \FSScanner | target-all. tet

Run

G:\Department Shares\Marketing DeptiMarketing Archives\Presentations
G:\Department Shares\Marketing DeptiMarketing Archives'\Reports
G:\Department Shares\Marketing DeptMarketing Archives!Videos
G:'\Department Shares\Marketing Dept\Monthly Reports
G:'\Department Shares\Marketing Dept'\Presentations
G:'\Department Shares'Sales Dept

G:'Department Shares'\Sales DeptiFlyers

G:\Department SharesSales DeptiPresentations

G:\Department Shares\Sales Dept\Sales Archives

G:'\Department Shares'\Sales Dept\Sales Archives\2008-2010
G:\Department Shares'\Sales Dept\Sales Archives\Sales Reports
G:'\Department Shares'\Sales Depti\Sales Archives\Videos
G:\Department Shares'\Sales DeptiSales Funnel

G:\Department Shares\Support

G:'\Department Shares\Support\Reports

G:\Department Shares\Support\Software

G:'\Department Shares\Support'\SoftwareMacintosh
G:'\Department Shares\Support\Software\Windows
G:\Department Shares\Support|Tickets

Sean End. ET=30

Files=313

Dirs=24

Copyright © 2012-2013 Condrey Corporation. All Rights Reserved. Build:Nov 15 2012 12:44:08

6 Close the WinScan utility.
7 Continue with “Comparing the Source and Target Lists” on page 193.

Comparing the Source and Target Lists

With file lists generated from the source and target servers, you can now compare the two lists by
using the ScanCompare utility.

1 From the CEDM folder that you copied in Step 2a on page 167, open the ScanCompare folder and
launch the ScanCompare utility.
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@ Novelle Storage Manager

Source

Datafile: | E]

Common Path Start Peint:

Target

Datafile:

Common Path Start Point:

Qutput Files

Directory:

File Name forTarget-Missing:  targetmissing. txt
File Name for Target-New: targetnew.txt

Enter information above and dick the 'Run’ button.

Copyright & 2012-2013 Condrey Corporation, All Rights Reserved, Build:Mov 15 2012 12:40:17

2 In the Source region, click the browse button for the Datafile field, then browse to and select
the. job text file that you observed in Step 5 on page 189.

3 In the Target region, click the browse button for the Datafile field, then browse to and select the
text file that you created in Step 3 on page 190.

After you have specified the source and target files, the Common Path Start Point fields
automatically display the first line of each file.

The next task is to specify a common starting point for the file comparison.

4 In the Source region, edit the path so that it concludes with the directory name containing the
subfolders and files that you migrated earlier.

For example: \\oesnw\vol2\dept shares

5 In the Target region, edit the path so that it concludes with the folder name containing the
subfolders and files that were migrated earlier.

For example: G: \Department Shares\

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€T0Z Jaqwaldas Gz (ua) sAsaop



—7 Novelle Storage Manager

Source

Datafile: | YV:\NovScan\WOL2_DEPT-ALL-FLIST.TXT E]
Common Path Start Point:  \\oesnwwol2\dept shares'

Target
Datafile: c:\CEDM\WinScan\target-all. tet

Common Path Start Point: - G:\Department Shares),

Qutput Files

Directory: v NovScan
File Name forTarget-Missing:  targetmissing. txt
File Name for Target-New: targetnew.txt

Enter information above and dick the 'Run’ button.

Copyright & 2012-2013 Condrey Corporation, All Rights Reserved, Build:Mov 15 2012 12:40:17

6 Click Run.
The ScanCompare utility compares the files and displays the findings.
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O Novelle Storage Manager

Source

Datafie: | Y:\NovScan\VOL2_DEPT-ALL-FLIST.TXT () P —e—

Common Path Start Point: Woesnwhvol2idept sharesh

Source Record Count: I313

Target
g Target Record Count: I313

Datafile:  C:\CEDM \WinScan\target-all. bt |313

Match File Count:

Common Path Start Point:  G:\Department Shares), MNew on Target: ID

Output Files Missing on Target: ID

Directory: YiyMowScan

File Mame forTarget-Missing:  targetmissing. bet

Filz Mame for Target-New: targetnew.txt

verifying input data. ..

confirming record formats. ..

reading source data file. ..

confirming against target data file. ..

performing final analysis. ..

dosing output files...

deaning up internal tables. ..

deanup complete.

Run is complete. Click "Close’ button to make changes or rerun.

Copyright © 2012-2013 Condrey Corporation. All Rights Reserved. Build:Mov 15 2012 12:40:17

7 Use the findings to verify that all files were migrated.

If the New on Target or Missing on Target fields display entries other than zero, you will need to
review the targetnew. txt or targetmissing. txt files to determine the cause of the source and
target record count discrepancy.

You are now finished with both phases of the folder to folder migration.

11.12.2  Creating a Target Folder in the Data Migration Wizard

1 Make sure you have completed the prerequisites and have created a migration proxy account.

For more information on the prerequisites, see Section 11.3, “Prerequisites,” on page 115. For
more information on creating a migration proxy account, see Section 11.4, “Creating the
Migration Proxy Account,” on page 117.

2 (Conditional) If you want to migrate closed files now and skip some files to migrate later,
complete the following steps:

2a From the Novell Storage Manager ISO image, copy the CEDM folder to the Windows target
server.

2b On each NetWare server from which you are going to migrate data, create a NovScan
directory.

2c From the Novell Storage Manager ISO image, copy the novscan.nlm file from the
Utilities\CEDM\NovScan folder to the NovScan directory you created in Step 2b.
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2d In the new NovScan directory, create a new subdirectory and name it Open.

Figure 11-2  Summary of Substeps to Complete.

WINZK8-HQ —
) CEDM —=—

., NovScan
Q NSM Event
: || novscan.nlm

J WinScan
ﬁ Winscan.exe

N |
pﬂs NSM Engine

. ScanCompare
ScanCompare.exe

Copy CEDM
folder to

Windows server.

85 NovscanConfig.exe

Delegate to
agent
Agent
NW65-01 af
Source a N
8 5Y5 N
s NowvScan
7_“—*‘;;_ Open
. voL2 HQ (G:)
Create NovScan directory on novstan.alm = Dent [ e
Netware server and copy = ' | Lept shares " Dats Migration | — || Department Shares
novscan.nlm to directory.
Create Open directory for
skipped files. WIN2K8-01
Target

3 In NSMAdmin, click the Main tab.
4 Click Data Migration.
5 Click Migrate Data and Trustees.
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198

mpire Data Migration Wizard - Data and Trustees

Cross-Empire Data Migration - Select Migration Type

+ Migration Type Directory Service ] ) o ) )
N Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service [eDirecbory

Migration Type [

Target Path Type [

Data and Trustees TEvious Migrat

6 From the Migration Type drop-down menu, select Folder to Folder.
7 Click Next.

npire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Define Auto Mappings

« Migration Type Generate Automatic Mappings

Select this option to create auto-generated mappings between selected source and target objects and

=+ Define Auto Mappings folders. Object matching is based on the folder name, or on the object name. Object names are derived
from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Mame or CN.
For Active Directory, the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected target
container.

|:| Generate AutomaticMappings

Source Folder |

@ For a Folder source, enter an initial UNC path such as \\Server\Voll

Target Folder |

Data and Trustees
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8
9

10

11

12
13
14

15

Click Next.
Click Add.

Add Data Map Entry

Source Folder Browse

@0 Fora Folder source, enter an initial UNC path such as WServerVol 1

Target Folder Browse

In the Source Folder field, specify an initial UNC path for a server and volume to browse.
For example, \\server_name\volume name\ or \\ip_address\volume_name.
After a path is entered, you can click the Browse button to browse to the folder you want.

Click the Browse button that corresponds to the Target Folder field to locate the share where you
want to create the new folder for the migrated data.

Right-click the share, select Create Folder, name the new folder, and click OK.
Click OK to close the Target File System Path Browser.

In the Add Data Map Entry dialog box, click the Browse button that corresponds to the Target
Folder field again, browse to and select the new folder, then click OK.

Add Data Map Entry

Source Folder “hwoesnw'wol2Courses Browse

&P For a Folder source, enter an initial UNC path such as WServeriVal1

Target Folder  “WWINZKE-DC Collaborative _Storage\Courses

0K || Cancel |

Click OK.
The defined source and target mappings are displayed.
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¥ Migration Type
v Define Auto Mappings

-+ Define Mappings

Data and Trustees

16 Click Next.

Migration Type
Define Auto Mappings
Define Mappings

Copy Options - Data

Data and Trustees

Folder to Folder Migration - Define Mappings

oAdd Edit €3 Remove Select All B Select None |3 Import H Save

Source Folder Target Folder

o Vioesnwivol2\Courses TWINZKB-DC\Collaborative_Storage\Courses

o = Matching target path found Auto Map Count: 0 Selected: 1

v

e Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Copy Options - Data
Policy Options

Require use of Policies for target objects o Policy optionsnot availablefor Folderto Folderoperations

Overwrite Options

Option [Never Overwrite

Directory Quota

Option [Apply Source Directory Quota

Target Subfolder

Cancel

[] usesubfolder |M|grathData

Advanced Namespace Handling
[ Use alternate source namespace for file names

'Open File Options

Erter the full UNC path for the File List file.
r Skip Open Files o Example: WNWFS1WOL1TINOYSCANOPENISKIP. TXT

File List UNC Path |

oo
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17 Fill in the following fields:

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell file system should be
applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use subfolder
check box and specify the subfolder name in the field.

Advanced Namespace Handling: Selecting this check box allows the Cross-Empire Data
Migration subsystem to look for alternate namespaces for files that the Novell file system cannot
resolve and therefore cannot migrate.

For example, files originally saved on a Mac or Linux system might use characters that the
Novell file system cannot recognize. By looking for an alternative namespace, the Novell file
system might be able to resolve the problem and migrate the file.

Open File Options: If you want the Cross-Empire Data Migration subsystem to skip all open
files on the network and not migrate them, select Skip Open Files.

Selecting Skip Open Files activates the File List UNC Path field where you specify the name and
location of the log file listing all of the open files that are skipped during the migration.

Specify the UNC path for the directory you created in Step 2d on page 197 along with a filename
for the text file that will list the skipped files.

For example, \\server name\volume name\directory name\Open\skip.txt
or

\\ip_address\volume name\Open\skip.txt

Open File Options

Enter the full UMC path for the File List file.
™ Skip Open Files ﬂ Example: WWWFS1WOL1T INOWSCANOPENISKIP TXT

File List UNC Path I Ywoesnwhsys\NovScan\Open'skip.txt

The Cross-Empire Data Migration subsystem does not validate the path, so you must make sure
that the path entered is correct. Otherwise, the migration fails.

18 Click Next.
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pire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Copy Options - Rights and Ownership

Owner for Target Folder

Migration Type

Define Auto Mappings [u;e Operating System Defadlts v] Browse

Define Mappings

Copy Options - Data Owner for Target Folder Contents

[Use Operating System Defaults v] Browse

Copy Options - Rights
and Ownership

[7] Use the Identity Map

(@ Transfer Rights and Ownership
Transfer Rights only
o Note: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
@ Overwrite Trustees

Merge Trustees

Data and Trustees

19 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the setting on the target server.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.

Owner for Target Folder Contents: Use these settings to specify how ownership of the migrated
folder contents is determined.

¢ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

¢ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.
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Use the Identity Map: Select this check box if you want Novell Storage Manager to utilize the
identity map you created earlier and use the corresponding IDs to copy security rights and file
ownership from eDirectory to Microsoft Active Directory.

¢ Transfer Rights and Ownership: Select this option if you want to transfer the file and
folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network,
you are granting the owner Full Rights, which you might not want to provide.

¢ Transfer Rights Only: Select this option to transfer only the file and folder security rights.

¢ Overwrite Trustees: Select this option to override any existing trustee assignments for a
target file or folder with the established Novell eDirectory trustee assignments for those
files and folders.

¢ Merge Trustees: Select this option to merge the established Novell eDirectory trustee
assignments with those of the target files or folders in Active Directory.

20 Click Next.

21 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

21a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
21b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 5.5.8, “Setting Vault
Rules,” on page 49.

21c Click OK.
22 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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mpire Data Migration Wizard - Data and Trustees

Folder to Folder Migration - Preview Migration

Migration Type Select All & Select None

Source Target Result

0 Vpesnwvaol2\Courses \WWIN2KB-DC\Collaborative_Storag...  Operation successful.

Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Copy Filter

Validate Migration

23 (Conditional) Take any necessary action in the Active Directory target and then re-run the Data
Migration Wizard.

24 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events, see
Section 12.1.6, “Pending Events,” on page 219.

25 Do one of the following:

¢ If you skipped some files to migrate later, click Finish and then continue with “Migrating
Skipped Files” on page 175.

¢ If you have migrated all of you data, click Finish.

You are now finished with the folder to folder migration.
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12.1

1211

Reference

This section presents the tabs and tools in NSMAdmin in a reference format. All of the tools are

covered as they are presented in the NSMAdmin interface, beginning with the Main tab.

*

*

*

Section 12.1, “Main Tab,” on page 205
Section 12.2, “Reports Tab,” on page 224
Section 12.3, “Configure Tab,” on page 230

Main Tab

The Main tab provides access to all of the active management interfaces for Novell Storage Manager.
You use the Main tab to create, edit, deploy, and analyze Novell Storage Manager policies.

*

*

*

Section 12.1.1, “Start Page,” on page 205

Section 12.1.2, “Engine Status,” on page 206
Section 12.1.3, “Storage Management,” on page 207
Section 12.1.4, “Management Actions,” on page 209
Section 12.1.5, “Policy Management,” on page 216
Section 12.1.6, “Pending Events,” on page 219
Section 12.1.7, “Path Analysis,” on page 220
Section 12.1.8, “Object Properties,” on page 221
Section 12.1.9, “Storage Resource List,” on page 221
Section 12.1.10, “GSR Collector,” on page 223
Section 12.1.11, “Scheduled Tasks,” on page 224
Section 12.1.12, “Data Migration,” on page 224

Start Page

The left panes of the Start Page tool display an at-a-glance view of the management status of user

storage, collaborative storage, and users and groups that have home folders. The right pane displays
links to resources and product news.
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12.1.2

Novell Storage Manager Admin

Reports Configure
- ‘ = = % j 3] G ET
a3 | 2 e ] ) || mLd o &) @ i
Start  Engine Storage Policy Pending Management Path Object Storage GSR  Scheduled  Data
Page  Status || Management Management Events Actions Analysis Properties Resourcelist Collector  Tasks  Migration
m Start Page
- O News
Home Folders NSM News
eDirectory Platform
74.84%
NSM 2.5.2 Released! 2010 Apr22
24 A% - ‘{ MNovell releases Novell Storage Manager Version 2.5.2
§ NSM 2.5 SP1 Released! 2010 Jan 19
0.48% MNovell releases Novell Storage Manager Version 2.5 SP1
NSM 2.5 Videos Updated 2008 Feb 26
[WlUsers with HD Hothers Novell Storage Manager 2.5 technical and solution videos now available
Eusers without HO Action Object Reference 2009 Mar 15
MNovell Storage Manager 2.5 Action Object reference guide now available
Il @) ctve Directory Patform
User Storage
NSM 3.0 Beta Released! 2010 July 6
Movell works on Novell Storage Manager Version 3.0 Beta
57.63% « NSM 2.5.2 for Active Directory Released! 2010 Apr 22
Movell releases Novell Storage Manager Version 2.5.2 for Active Directory
“4z37% NSM 2.5.2 for AD Documentation 2010 Jan 18
: MNovell Storage Manager 2.5 for Active Directory Installation and Administration Guide
NSM 2.5 for Active Directory Released! 2010 Jan 19
MNovell releases Novell Storage Manager Version 2.5 for Active Directory
[EManzged NSM 2.5 for AD Documentation 2010 Jan 19
.unm"aggd Novell Storage Manager 2.5 for Active Directory Installation and Administration Guide
Collaborative Storage
+100.00%
WManaged
Wurmanaged

Engine Status

The Engine Status page provides an overview of the current status of the NSM Engine through the
Engine tab. If you are not seeing Novell Storage Manager enact actions after events in Active
Directory take place, viewing whether the NSM Engine is processing and accepting events through
this page is a good first step in troubleshooting.

Expanded details pertaining to events are detailed in different regions of the page. The General
region provides general details including naming and version numbers. The User Event Counts
region displays user storage actions. The Work Queue region provides details on actions yet to be
completed. The Collaborative Event Counts region provides collaborative storage actions.
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12.1.3

Figure 12-1 Engine Status Page

Novell Storage Manager Admin 3.0.4.4

Reports Configure

= @ 2m e M o © B9
al & Ee B ) |l | 0 5] @ FE
Start Engine Storage Policy Path Object Storage GSR Scheduled Data

Page Status Management Management Events Actions

Pending Management J

Anslysis Properties Resourcelist Collector Tasks Migration

Engine: 10.112.20.2

Database File Reporter Integration

| Event Status ‘ Reason
] Accepting Events
] Processing Events
General User Event Counts | Primary | Ausiliary Storage
License Type Production Add 1] i}
Licensed Features Basic System, Cross-Empire Data Migration Delete [u] a
Operating System Windows Deferred Delete i 1]
Operating System Build Version 0.5, Name: Microsoft Windows, Architect... Rename 0 1]
Engine Server SAWGRASSDC Set Palicy [¥] N/A
Engine Version 3.0.4.33 May 32012 10:39:38 Move o a
Managed Forest Name sawgrass-forest. brett-dev. condreycorp.com
Current Engine Server Time 5/4/2012 9:21:39 AM
High Transaction Mumber 1]
Work Queue Collaborative Event Counts |
Event Servers 1 Add 0
Queued Pending Events 4 Delete [1}
Unparsed Pending Events 1} Add Member 1]
Last Event Processed Time 5/4/2012 7:09 AM Delete Member a
Agent Servers 1] Deferred Delete a
Agent Copy Directory Jobs 1] Rename i}
Agent Delete Directory Jobs i} Set Palicy [1]
Agent Vault Directory Jobs 1}

If you have Novell File Reporter installed in your network, you can click the File Reporter Integration
tab to view the status of the integration between Novell Storage Manager and Novell File Reporter.

NOTE: Novell File Reporter reports on Novell Storage Manager policies through a plug-in installed
in NSMAdmin. The plug-in allows administrators to create Novell Storage Manager detailed, policy-
based storage reports by reporting on the target paths associated with Novell Storage Manager
policies. For more details, see Section 4.6, “Configuring Novell Storage Manager to Work with Novell
File Reporter (Conditional)” in the Nowvell File Reporter 1.0.1 Installation Guide (http://www.novell.com/
documentation/filereporter10/file_reporter_install/?page=/documentation/filereporter10/
file_reporter_install/data/a20gkue.html).

Storage Management

The Storage Management tool lets you manage the associations between Novell Storage Manager
policies and Active Directory objects such as organizational units, groups and users. This includes
creating organizational units, setting context, viewing properties, performing Management Actions,
and assigning policies.
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Figure 12-2 Storage Management Page

Novell Storage Manager Admin 3.0.4.4

Reports Configure
= @ 2 @ % |« 0 B O © B3
al & Ee B ) Bl | 5] FE
Start Engine Storage Policy Pending Management Path Object Storage GSR Scheduled Data
Page Status Management Management Events Actions Anslysis Properties Resourcelist Collector Tasks Migration

E_ Storage Management Engine: 10.112.20.2

r:g;ﬁxi:f: :. X < @ Filter: ¥ Containers W Groups W Users
- Management Actions Assign Policy Properties Refresh
E'e [Root]
BdL SAWGRASS-FOREST 3 l e::':k:? l :iz:ai:ounmame
E-=5 ANOMALY "_r
E-=2 Builtin &% | MIGUSER1 MIGUSER 1
E-=2 CLUSTER __-o_ MIGUSER2 MIGUSER2
E-=2 CLUSTER-MOVE _;':‘._ MIGUSER3 MIGUSER3
H-=3 COLLAB _-?_ MIGUSER4 MIGUSER4
=2 Computers S miGUsERs MIGUSERS
E-=2 Domain Controllers ___U_ NSMUser 1 namuser 1
B-=3 ForeignSecurityPrincipals -] WINT WINT
E-=g Kanaka Users :q: WINKP WINKP
E-=3 Managed Service Accounts
@ NSM Users
BE-=2 PROFILE USERS
E-®=3 Program Data
E-=3 system
BE-mg test
B-= Users

Left Pane

Use the left pane to browse and select organizational units in the directory. Right-clicking an
organizational unit in the left pane lets you take additional actions:

¢ Create an organizational unit (OU)

¢ Set the directory context in the left pane to display the hierarchy from the root or from the
selected organizational unit

Right Pane

Use the right pane to view the objects within a selected organizational unit as well as view properties,
perform Management Actions, and assign policies. The right pane displays containers
(organizational units), groups, and users, according to what you have selected in the Filter check
boxes.

The right pane also provides details such as whether the User or Group object is managed through
Novell Storage Manager, if it has an assigned and effective policy, and more.

IMPORTANT: When you perform actions in the right pane, it is important that you know whether
you are performing management specific to users, groups, or organizational units (containers).
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Management Actions

In managing user and collaborative storage with Novell Storage Manager, there are cases when you
need to retroactively apply policies, rights, attributes, and quotas to existing user storage, or perform
some administrative corrective action or operation on a large set of users, groups, or containers.

In Novell Storage Manager, performing these types of operations is collectively referred to as
performing a Management Action, and is done through the Storage Management page by right-
clicking the object and selecting Management Action, or clicking the Management Actions drop-down
menu.

You can perform a Management Action on an organizational unit, a Group object, or a User object.
Management Action operations on a Group object apply to users who are members of the group.
Management Action operations on an organizational unit apply to users in the organizational unit,
and optionally to all subordinate organizational units.

Novell Storage Manager analyzes each User object independently, regardless of whether the
Management Action is initiated via organizational unit, Group objects, or User objects.

¢+ “Management Actions Dialog Box” on page 209
¢ “Available Management Actions” on page 211

¢ “Assign Policy” on page 215

¢ “Object Properties” on page 216

Management Actions Dialog Box

Whenever you initiate a Management Action, you work in a dialog box similar to the one below. A
description of the components follows the graphic.
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Figure 12-3 Management Action Dialog Box

Take Action - User Mode

v, | )
LV R4 b -
Run User Mode Consistency Check Management Action Refresh Results
| e e ]
@ Add  £3Remove Select Al | B Select None
Matched Path Assignment

| | FoN

% Assignif associated path attribute notset
" Assignif associated path attribute not setorspecified location notfound on disk
" Always overwrite associated path attribute

Explicit Path Assignment

™ Explicit Assignment (only works with single object)

Target Path

Parant Path I Browse

Select a policy type:
{* Home Folder (" Remote Desktop Services Home Folder
" Profile Path (" Remote Desktop Services Profile Path

" Axuiliary Storage

¥ Process Subcontainers W Run in Check Mode Mask

3 Epand @ Check Mode Enabled

I | Mame \ Path Type | Action

Run: Clicking this button executes the management action.

Mode: This drop-down menu lets you indicate if the Management Action is to apply to User, Group,
or Container policy.

Consistency Check: This button lets you perform a consistency check before determining what
Management Actions to perform. You can also use the Consistency Check button to view the results
after you perform a Management Action.

Management Action: This drop-down menu lets you change from one Management Action to
another while you are in the dialog box.

Refresh Results: This button refreshes the results displayed in the bottom pane of the dialog box.

Top Left Pane: The fields, options, and check boxes in this region vary based on the Management
Action you are performing. In some cases, there is nothing in this region, because there are no
settings to create. This region includes some powerful options for Management Actions, including
the following:

¢ Process Subcontainers

¢ Run in Check Mode

+ Mask
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When you perform a Management Action on an organizational unit, Novell Storage Manager applies
the action to all subcontainers. If you do not want the action applied to subcontainers, you can
deselect the Process Subcontainers check box.

The Run in Check Mode check box lets you view the potential outcome of performing a Management
Action before you actually perform the action. The action is evaluated and all tasks associated with

the action are listed. We recommend that you perform all Management Actions in check mode and

observe the outcomes before actually performing a Management Action.

For Management Actions performed on organizational units or Group objects, you can enter a search
filter in the Mask field to limit the number of objects that Novell Storage Manager analyzes. You can
enter standard wildcard characters with multiple strings separated by the “|” character.

Top Right Pane: This part of the dialog box lets you add, delete, or select objects to which the
Management Action applies.

Bottom Pane: This part of the dialog box displays the results after the Management Action has taken
place. To expand the viewable area, click Expand.

Available Management Actions

¢ “Consistency Check” on page 211

¢ “Manage” on page 212

¢ “Enforce Policy Paths” on page 212
¢ “Groom” on page 212

¢ “Apply Attributes” on page 212

¢ “Apply Home Drive” on page 212

¢ “Apply Members” on page 212

¢ “Apply Ownership” on page 213

¢ “Apply Quota” on page 214

+ “Apply Rights” on page 214

¢ “Apply Template” on page 214

¢ “Recover Managed Path Attribute” on page 215
¢ “Assign Managed Path” on page 215
¢ “Directory Merge” on page 215

¢ “Remove from Database” on page 215

Consistency Check

This Management Action notifies you of inconsistencies or potential problems pertaining to user and
group storage being managed through Novell Storage Manager. These potential problems might be
missing storage quotas, inconsistent directory attributes, missing home directories, inconsistent file
paths, and more.

In addition to reporting on storage issues, consistency check reports let you review current quota
assignments and can help you with the design and planning of storage policies. In Section 4.3,
“Running Consistency Check Reports on Existing Storage,” on page 25, you ran a consistency check
before creating your first primary user policy to help you determine how to configure the policy.
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Manage

This Management Action catalogs existing network users in Novell Storage Manager, putting them in
a managed state.

If the existing users already have established home folders, attributes, and rights, Novell Storage
Manager does not change these settings, nor does it enforce policy paths, grooming, and quota
management. If you need to change attributes and rights, or enforce policy paths, grooming, and
quotas, you can do so through the specific Management Actions.

If these existing users do not have established folders, Manage creates the home folders and sets the
rights, attributes, quotas, etc. according to the policies that apply to the users.

Enforce Policy Paths

This Management Action moves data to where the policy’s target path specifies. If you decide to
move your user home folders from one location to another, you can simply change the target path in
the policy and then run Enforce Policy Paths to move the home folders.

Groom

This Management Action carries out file grooming according to the file grooming specifications in
the applied policy.

Apply Attributes

This Management Action lets you apply file system attributes. If you decide to modify the file system
attributes in a policy, you can select Apply Attributes to immediately apply the new attributes for all of
the affected users.

If you cataloged existing network users with existing home folders through Manage, the attributes
for the home folder are not modified when a user and his or her associated home folder are cataloged
(see Manage above). If you want to modify the original attributes for the home folder, you can do so
through the settings in the in the left pane of the Apply Attributes dialog box.

Apply Home Drive

When the Home Folder check box is selected, this Management Action changes the home drive letter
for the user that is assigned under Active Directory, to the drive letter that is specified in the Novell
Storage Manager policy.

If you have a Novell Storage Manager Remote Desktop Services home folder policy and you want to
apply the drive letter that is established in that policy, you can select the Remote Desktop Services Home
Folder check box.

€10z leqwaidas gz (ua) sAsoop

NOTE: The new drive letter does not take effect until the user logs out and then logs in again.

Apply Members

This Management Action is included to create the owner folder and personal folders in a
collaborative storage area, where these folders did not exist previously. You must first modify the
collaborative storage template in the policy to include -OWNER- and -MEMBER-. For more
information, see Chapter 7, “Managing Collaborative Storage,” on page 77.

If you do have personal folders in the collaborative storage area and you later change the rights on
-MEMBER-, you use the Apply Members Management Action to enforce the new rights.
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Apply Ownership
This Management Action lets you set ownership of the home folder and home folder contents.

Figure 12-4 Apply Ownership Management Action Page.
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NOTE: The ownership specifications you make on the page shown above are applied to folders and
files that exist at the time the Management Action takes place. The ownership of files and folders that
are created later is not affected by this action. For example, if a user's home folder is moved due to an
Enforce Policy Path action, the ownership of the user’s home folder will be determined by the settings
in the policy.

Set Target Folder Owner: Select this check box to specify that the ownership applies only to the
home folder and not to any subfolders.

Use policy-defined ownership: This option sets the home folder owner according to the specified
owner in the Path Owner field of the policy.

Set to target object: When this option is selected, each of the selected users’ home folders is set to
have that user object as the owner.

Set to explicit object: This option lets you browse to select a specific owner for the home folder.

Set Contents Owner: Select this check box to specify that the ownership applies to the subfolders
and files contained in the home folder.
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Use policy-defined ownership: This option sets the home folder contents owner according to the
specified owner in the Path Owner field of the policy.

Set to target object: When this option is selected, each of the selected users’ home folders is set to
have that user object as the owner.

Set to explicit object: This option lets you browse to select a specific owner for the contents of the
home folder.

Perform action for the following policy types: Specify the policy types you want this Management
Action to apply to.

Process Subcontainers: Selecting this option specifies that you want the settings on this page to
apply to users that reside in the subcontainers within the container where this policy is applied.

Run in check mode: Selecting this check box lets you view the potential outcome of performing a
Management Action before you actually perform it. The action is evaluated and all tasks associated
with the action are listed. We recommend that you perform all Management Actions in check mode
and observe the outcomes before actually performing a Management Action.

Mask: For Management Actions performed on organizational units or Group objects, you can enter a
search filter in the Mask field to limit the number of objects that Novell Storage Manager analyzes.
You can enter standard wildcard characters with multiple strings separated by the “|” character.

Apply Quota

This Management Action lets you apply home folder and collaborative storage quotas. If you decide
to modify the quota settings in a policy, you can select Apply Quota to immediately apply the new
quota setting to all of the affected users.

If you cataloged existing network users with existing home folders through Manage, there might be
no quota settings for the user home folders. Or, the quota settings might be inconsistent with those
specified in the policy. If you want to establish or reset the quota for the home folder, you can do so
through the settings in the in the left pane of the Apply Quota dialog box.

Apply Rights

This Management Action lets you apply file system rights. If you decide to modify the file system
rights in a policy, you can select Apply Rights to immediately apply the new rights for all of the
affected users.

Apply Template

This Management Action lets you apply a template specifying how to provision user or collaborative
storage. If you decide to modify the template in a policy, you can select Apply Template to immediately
apply the new template structure to all of the affected users. This can be especially useful if you need
to quickly provision a new subfolder with a document, such as a new health benefits document for
all employees. All you need to do is modify the template to include the new subfolder and document
inside the subfolder and then use Apply Template to provision it to everyone.

If you cataloged existing network users with existing home folders through Manage, the file structure
created by the template is not modified after the user and his or her associated home folder are
cataloged (see Manage above). If you want to modify the original file structure for the home folder,
you can do so through the settings in the in the left pane of the Apply Template dialog box.
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Recover Managed Path Attribute

If the attribute for a user home folder, profile path, Remote Desktop Services home folder, or Remote
Desktop Services profile path ever becomes corrupted, this Management Action can be used to
recover an uncorrupted version of the attribute from the Novell Storage Manager database.

Assign Managed Path

You can use this Management Action to assign an attribute to a user folder, profile path, Remote
Desktop Services home folder, or Remote Desktop Services profile path.

Directory Merge

This Management Action lets you merge contents of one home folder with those of another. This is
especially useful if a user leaves an organization and you want to transition the files from the former
user to another user. Another example might be if a user has two home folders and wanted to merge
the contents into one.

Remove from Database

This Management Action removes object from the Novell Storage Manager database and makes the
object unmanaged.

Assign Policy

Lets you easily assign a User, Group, or Organizational Unit object a policy while you are in the
Storage Management page. If an effective policy is already assigned to one of these objects, you can
assign a new policy, replacing the effective policy with an assigned policy.

Figure 12-5 Policy Selector Dialog Box

t Policy Selector X

Filter |
| Palicy | Policy Type | Path Tvpe
(Tome)
__,"' Henderson Users ser Home Folder
=_,'h Henderson Profile Path User Profile Path

(0] I Cancel

The Filter field filters policy names as you type.
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Object Properties

You can easily view an expanded set of object properties in the Storage Management page by right-
clicking an object in the right pane and selecting Object Properties.

The five tabs display the following information:

Properties: Displays Active Directory values and NSM Engine database values. If you are working
with a Novell Support representative to resolve a problem, you might need to provide information
from this screen.

Effective Policies: Lists all of the effective policies for the selected object. An effective policy is a
policy that affects a user either directly through association or inheritance by membership in a
domain, container, group, or domain.

Associated Policies: Lists all of the associated policies for an object. An associated policy is an
explicitly assigned policy associated with a domain, container, group, or user.

Transactions: Shows pending events for the selected object. If there are many pending events, but
you only want to see those pertaining to a particular user, you can see the pending events for the User
object.

History: Shows a history of move and rename events that pertain to the selected User object.

Having historical information can be beneficial for a number of reasons. One in particular is for
restoring files. Suppose a project manager was working on a project three years ago and then the
company decided to discontinue funding the project. After one year, the project manager decided to
delete the project files from her personal folder. Now suppose that two years later, a new executive in
the organization wants to renew the project. To locate the original project files from backed up
storage would be quite time consuming, but by viewing the information in the History tab, you could
easily find the original location of the backed up home folder, if it was moved, and if so, where it was
moved to, so that you could retrieve the project files.

Policy Management

The Policy Management page displays all policies, along with a summary of policy details. When you
select a policy, applicable tools in the toolbar are activated. A summary of the toolbar follows.

NOTE: All of these tools are also accessible by right-clicking a selected policy.

Manage Policies: Lets you create any of the following policies:

¢ User Home Folder policy
¢ User Profile Path policy
¢ User Remote Desktop Services Home Folder policy
¢ User Remote Desktop Services Profile Path policy
¢ Group policy
¢ Container policy
¢ Auxiliary policy
Rename Policy: Lets you rename the selected policy.

Delete Policy: Lets you delete the selected policy.

Edit Policy: Brings up the Policy Editor, where you can edit the selected policy.
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Import Policies: Provides the ability to import policies that were previously exported through the
Export Policies menu option.

NOTE: Policy associations are not imported. After policies are imported, you need to associate the
policies to containers or groups.

For more information on importing policies, see Section 5.13, “Importing Policies,” on page 65.

Export Policies: Provides the ability to export policies so that they can be imported later. For
example, many customers first evaluate Novell Storage Manager in a lab environment and create a
large number of policies in the process. You can export these policies and later import them into the
production environment. All exported policies are saved in a single XML file. For more information,
see Section 5.12, “Exporting Policies,” on page 64.

Import Upgraded Policies: Provides the ability to import policies migrated from a Novell Storage
Manager 2.5x NSM Engine after the NSMAdmin Setup Wizard has been run. This feature is provided
in case you chose not to import the policies when you ran the Setup Wizard.

Actions for Auxiliary Policies: Provides menu options that are applicable to Auxiliary policies. To
activate this menu, click an Auxiliary policy. Menu options include Manage, Groom, Apply Attributes,
Apply Quota, Apply Rights, and Assign Auxiliary Attributes.

Auxiliary Policy Mappings: Auxiliary policy mappings give you the ability to specify a purpose or
classification for auxiliary storage policies. For example, you might want to create an HR purpose for
all of the auxiliary storage policies that create HR folders for employees. With each of the auxiliary
storage policies that create HR folder assigned the same purpose, it makes it possible for Novell
Storage Manager to make intelligent decisions for auxiliary storage when a user is moved.

For example, if a user in the Detroit office transfers to the Dallas office, and the user has a home
folder and an auxiliary storage folder in the Detroit office’s HR department, you want to migrate both
the home folder and the auxiliary storage folder to correct locations in Dallas. Having the Detroit
auxiliary storage policy and the Dallas auxiliary storage policy identified with the same HR purpose,
ensures that the user moved from Detroit to Dallas, will have his auxiliary storage properly
established with the move.
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Figure 12-6  Auxiliary Purpose Mappings Dialog Box
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Redistribute Policy Paths: Allows you to define additional target paths in the policy and then
redistribute or load-balance the data among the various paths.

Figure 12-7 Redistribute Policy Paths Dialog Box
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Using the Redistribute Policy Paths dialog box, you can redistribute the user and collaborative
storage across the target paths associated with a policy.
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NOTE: The data displayed in the dialog box is taken from the most recent report from the GSR
Collector.

Use the Distribution Type drop-down menu to view your data distribution according data size,
directory count, and quota commitment.

Click Next to view the current locations of the home folders and collaborative storage folders, and the
location where Novell Storage Manager proposes to redistribute the folders. If you want, you can
deselect a folder for distribution by deselecting the check box corresponding to the folder. You can
also indicate a new target path for the folder by clicking in the Target Policy Path column and selecting
a new target path.

Clicking Submit begins the process of redistributing the folders.

Report on Policy Paths: If your network includes Novell File Reporter, this button is the means of
Novell File Reporter reporting on Novell Storage Manager policy paths.

This capability is particularly powerful because it allows you to specify the target paths where user
and collaborative storage resides on the network. Because network user and collaborative home
folders tend to be the source of most of the stale, redundant, and non-work-related file types, the
Policy Path Reporter can quickly and easily be the means of generating reports on the storage areas
that you care about most. For procedures, refer to the Novell File Reporter 1.0 Administration Guide.

Refresh: Refreshes the list of policies.

NOTE: Refreshing locks the database during the refresh operation. For best performance, do not
refresh more than is necessary.

Reload Policy Cache: Reloads your policies from the database. For example, you can use this tool if
you have a policy that is not displayed in the list.

Check Boxes: NSMAdmin shows only the policy types that are checked.

Filter: Filters policy names as you type.

Pending Events

This page displays a list of pending events for the NSM Engine. All of the pending events are listed
with details on the status of those events. Some events process very quickly and might actually be
completed before they can be viewed in the list. Other events might remain in the queue for a long
time, waiting for some condition to be met before they can be completed.

Clicking a listed event or events activates the toolbar. The toolbar has the following options:
Properties: Displays event properties such as FDN, ID, Action, and Current Status.

Make Eligible: If an event is deferred, you can click this option to make the event eligible
immediately.

Defer: If an event is eligible, you can click this option to manually defer it to a specific date. The
chosen deferral date is displayed in a Notes field. You can also enter any notes explaining the reason
you are deferring the event. Text from the Notes field is also displayed in the Deferred Notes field of the
Properties dialog box.

Bypass: Lets you bypass the status that is holding up the event.

Abort: Lets you terminate the selected event or events.
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Refresh: Refreshes the event list.

Previous/Next: The arrows let you move forward or back in the event list according to the Events Per
Page setting.

Events Per Page: Indicates the number of events you want displayed on each page.

¢ Accepting: A green check mark indicates that Novell Storage Manager is accepting events to
process. You can stop accepting events to process by clicking this button. You are prompted to
enter text in a field indicating your reason for stopping the acceptance of events. The text you
enter is recorded on the Engine Status page.

¢ Processing: A green check mark indicates that Novell Storage Manager is processing events.
You can stop processing events by clicking this button. You are prompted to enter text in a field
indicating your reason for stopping the processing of events. The text you enter is recorded on
the Engine Status page.

Path Analysis

The Path Analysis page shows a tree view of your Novell Storage Manager managed storage and
provides various storage reports. These reports are a quick way to determine the trustees of a share
or folder, the number of files and file types in a given folder, whether a quota is assigned to a folder
and if so, how much, and the trustees of individual files.

NOTE: Whether managed by Novell Storage Manager or not, all of the storage visible in the left
panel is eligible for path analysis.

Use the left pane to browse and select network shares and folders. Use the right pane to view the files
within a selected folder.

Clicking a share or folder in the left pane activates the toolbar. Options are also available by right-
clicking a share or folder. The toolbar has the following options:

Path Analysis: A drop-down menu with the following options:
¢ Quota: Indicates if a quota is set for a folder, the quota size, and the amount of free space
remaining in the folder.

¢ File Types: Categorizes the content of the selected folder by displaying the various file types, the
total number of each file type, and the total size of each file type. For example, to know if a user
is storing non-work related files in his or her home folder and the total size of these files, you
could use this feature to quickly determine this information.

¢ Trustees: Opens the View Trustees dialog box, which lists all users and objects that have any type
of rights to the selected volume, folder, or file. The View Trustees dialog box also indicates the
rights that each of these users and objects have as well as how these rights are obtained.

Path Management: A drop-down menu with the following options:

¢ Create Folder: Lets you create a new folder within a selected folder.
¢ Rename Folder: Lets you rename a selected folder.

¢ Delete Folder: Lets you delete a selected folder.

Rebuild: Rebuilds your volume list. You might need to do this to display the volume structure after it
has been modified.

Refresh: Refreshes the view within the Path Analysis page.
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Object Properties

You can display the object properties through the Storage Management page, and you can also
display them through the Object Properties page.

Use the Browse button to select an object from the Object Browser to place the fully distinguished
name of the object in the FDN field, then click Submit. The five tabs display the following
information:

Properties: Displays Active Directory values and NSM Engine database values. If you are working
with a Novell Support representative to resolve a problem, you might need to provide information
from this page.

Effective Policies: Lists all of the effective policies for the selected object. An effective policy is a
policy that affects a user either directly through association or inheritance by membership in a
domain, container, or group.

Associated Policies: Lists all of the associated policies for an object. An associated policy is an
explicitly assigned policy associated with a domain, container, group, or user.

Transactions: Shows pending events for the selected object. If there are many pending events, but
you only want to see those for a particular user, you can see the pending events for the User object.

History: Shows a history of the managed storage location that pertains to the selected User object.
This information is only available after the GSR Collector has run.

Storage Resource List

This page lets you rebuild the storage resource cache used in Novell Storage Manager. Because
Novell Storage Manager uses the storage resource cache to accelerate operations, there might be
times when you need to use this page to populate the cache with new shares.
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Figure 12-8 Storage Resource List Page
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Last Rebuild Date: Displays the last date that the storage list was rebuilt.
Last Rebuild Duration: Displays the length of time it took to generate the new storage resource list.

Next Rebuild Scheduled For: Displays the date and time when Novell Storage Manager next
rebuilds the storage list. Unless it is rebuilt through the Rebuild Storage List, the storage list is rebuilt
automatically at midnight each day.

Discover: Clicking this button initiates a search within the entire forest domain for any new shares or
DFS namespaces. Depending on the size, configuration, and topology of your network, this can take
a significant amount of time.

Rebuild: Clicking this button initiates a search within the entire forest domain for all available shares
or DFS namespaces. When you create or edit a policy, you might need to rebuild the list if the share or
DFS namespace you need does not appear in the storage resource list. Depending on the size,
configuration, and topology of your network, this can take a significant amount of time.

Set Schedule: Allows you to set the schedule for rebuilding the storage resource cache.

Path Analysis: Provided to let you determine the trustees of a share or folder, the number of files and
file types in a given folder, whether a quota is assigned to a folder and if so, how much, and the
trustees of individual files. For more information, see Section 12.1.7, “Path Analysis,” on page 220.
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Displaying Windows Server Clusters

If a Windows Cluster File Server Resource is not displayed in the Storage Resource List, verify that
the Description field of the cluster file server resource includes the words cluster and virtual. If
these two words are not included in the description, Novell Storage Manager cannot see it as a
storage resource.

\ 5!.._* SGADVST

Computer name {pre-Windows 2000): SGEAD-VET

DNS name: ISGP«D-‘u’S1 SAWGRASS-FOREST.BRETT-DEV.CONDI
DC Type: |Wnrkstatinn Or Server

Site: |

Description: |Fai|u:uver cluster virtual network name account

Once you modify the description in the Description field, you can click Discover to add the resource to
the Storage Resource List.

GSR Collector

Formerly known as the “Janitor,” the Global Statistics Reporting (GSR) Collector gathers and
presents an extensive amount of statistical summaries pertaining to file system data. Running the
GSR Collector, provides data for the various reports that you can generate in Novell Storage
Manager.

The GSR Collector can be run manually or based on a schedule.

Additionally, the GSR Collector maintains a history of file movements in the Novell Storage Manager
catalog. The GSR Collector updates the catalog with time-based data. This means that whenever an
administrator moves data managed by Novell Storage Manager, it is recorded in the catalog. This can
be especially useful when Novell Storage Manager has archived data. When data is archived,
network administrators tend to move data from one storage area to another. With each move, Novell
Storage Manager updates the movement in the catalog, so that the data can be easily located; for
example, if an audit is necessary.

To view the cataloged data from the Storage Management page, display a User object in the right
pane and then double-click it. In the Object Properties dialog box, click the History tab to view
historical information of data movement pertaining to the User object.

The GSR Collector can be resource intensive. You should be careful when running the GSR Collector
during peak traffic load on the NSM Engine.
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12.2

1221

Scheduled Tasks

You can use Scheduled Tasks to view, edit, and run tasks that are currently scheduled. Scheduled
tasks include storage resource discovery, file grooming, and running the GSR Collector. To edit a
scheduled task, select the task listing, click Edit Scheduled Task, and then select Edit Schedule to access
the schedule dialog box. You can also access the same dialog box through the GSR Collector page, the
Storage Resource List page, and on the Add Scheduled Tasks page to schedule grooming.

Data Migration

Cross-Empire Data Migration is a subsystem within Novell Storage Manager that allows for the
movement of file system data between storage infrastructures on different platforms governed by
different identity and security frameworks. The Cross-Empire Data Migration architecture is
engineered to eventually support multiple types of source platforms and targets, but the current
release is limited to a Novell eDirectory source environment and a Microsoft Active Directory target
environment.

Clicking Data Migration launches the Data Migration Wizard, which enables the automated
movement of data quickly and easily. You have a number of migration options, including moving
data for multiple users and or groups directly to its intended location across multiple servers or
shares in a single operation, all while preserving critical file system metadata.

For more information, see Chapter 11, “Performing a Cross-Empire Data Migration,” on page 111.

Reports Tab

The Reports tab provides access to existing Consistency and Management Action reports for events
and network storage. It also provides access to a Runtime Config report that reports on your Novell
Storage Manager configuration, environment, and pending events.

¢ Section 12.2.1, “Consistency Check Reports,” on page 224

¢ Section 12.2.2, “Action Reports,” on page 226

¢ Section 12.2.3, “Anomaly Reports,” on page 227

¢ Section 12.2.4, “Runtime Config,” on page 228

¢ Section 12.2.5, “Storage Resource Statistics,” on page 228

¢ Section 12.2.6, “Global Statistics,” on page 229

Consistency Check Reports

This page is used to access and export stored Consistency Check reports.

To access a report, double-click a report listing to access the View Report dialog box.
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Figure 12-9 Consistency Check Report
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The dialog box displays the contents of the Consistency Check report.

The Primary Path Statistics tab shows the rights, flag, and path distribution data in text and graphical
format.
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Figure 12-10 Primary Statistics in a Consistency Check Report
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To export a Consistency Check report, double-click a report listing to access the View Report dialog
box, and then in the upper-left corner of the dialog box, click either the Save CSV Report or Save
HTML Report icons.

For more information on Consistency Check Reports, see Section 4.3, “Running Consistency Check
Reports on Existing Storage,” on page 25 and Section 4.10, “Performing a Consistency Check,” on
page 35.

Action Reports

Action reports are stored each time a Management Action is performed. Use this page to view or
export to a report, the results of any Management Action performed. A list of available Management
Action reports is presented, identifying the report by the Active Directory object it was run on, and
the time the report was generated.

Double-clicking any item in the list brings up the individual Management Action report.
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12.2.3

Figure 12-11 Action Report

'T. Yiew Report

Assign Managed Path - 0OU=Hendersonh,DC=NVB,DC=local

Target Type: User Enforce Path: ‘es Admin: CN=Administrator, CN=Users,DC=NYB,DC=local
Subcontainers: Yes Path: ‘L ASYEGASYUsers
Mask: Path Types: Home Folder

Check Mode: ‘es

| Mame | Path Type | Action
E_ Alita 5 amuels. Henderson MYE . local Home Folder M anaged path attribute already set.
_F__, Bill Tavlor. Henderson MVE local Home Falder Mo matching directary found.
i Caral Johnzon Henderson. NVEB local Home Folder Mo matching directarny found.
_F__, Charles T otten Henderzon NWE. local Home Falder Managed path attribute already et
i Donna Gates.Henderson MYE local Home Folder Mo matching directany found.
E_, Dorothy Harriz. Henderson, MYE local Home Falder Mo matching directary found.
i Fred Jones. Henderson NYE.local Home Folder Mo matching directany found.
E_, Georgia Hill Henderson, MYE local Home Falder Mo matching directary found.
i Jacob Ellis Henderson MVE local Home Folder Mo matching directany found.
E_, Kim Bowers. Henderson NVE local Home Folder Mo matching dirsctory found.
i Mike kMorley. Henderson NVE. local Home Folder Mo matching directory found.
E_, Steven Parsons. Henderson NVE local Home Folder Mo matching dirsctory found.
i Suszan Fullmer Henderson NYB. local Home Folder Mo matching directany found.
E_, Tom Jones Henderzon MVE.local Home Falder Managed path attribute already et
i Tam Smith. Henderson NYB. local Home Folder Mo matching directary found.

Cloze |

To export an Action report, double-click a report listing to access the View Report dialog box, and
then in the upper-left corner of the dialog box, click either the Save CSV Report or Save HTML Report
icons.

Anomaly Reports

Anomaly reports indicate anomalies that can occur over time as a result of manual storage
management practices. See Chapter 4, “Managing Existing User Storage,” on page 23, for
information on Management Actions that are based on the anomalies in the Anomaly reports.

Anomaly reports are generated after the first time you run the GSR Collector. Any anomalies the GSR
Collector finds are listed in one of the following category reports:

Table 12-1 Categories for Anomaly Reports

Tab Name Explanation

Orphan Candidates Lists home folders that are not currently assigned to a User object in Active
Directory.

Name Mismatch Lists cases where a username and the associated home folder name do not

match. This is frequently the case when a User object is renamed, but the
corresponding home folder is not.
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Tab Name Explanation

Path Overlap Lists home folders that are parent paths of other user home folders. For
example, a user’s home folder attribute in Active Directory is set to
\SERVER\SHARE\HOME\USERS instead of
\SERVER\SHARE\HOME\USERS\JBANKS. This is a potential conflict because
if you move an object that resides in the first path, it moves all users below the
user.

Duplicate Storage Pointer Lists users that have identical home folder paths.

Missing Primary Folders Lists users who do not have assigned home folders.

Missing Auxiliary Folders Lists users that have auxiliary storage assigned, but the storage is not yet
created.

Objects Not Managed Lists users in Active Directory whose storage is presently not managed through

Novell Storage Manager.

12.2.4  Runtime Config

Runtime Config reports are used to build reports on the current configuration and pending events
from the NSM Engine. In earlier versions of Novell Storage Manager, these reports were known as
DumpConfig reports and they could be quite large because they reported on the entire configuration
and status of the NSM Engine. For this reason, you can indicate which configuration data you want
included in the report by selecting the desired check boxes.

Figure 12-12  Sample Runtime Config Report

il RuntimeConfig-20100812-215716.txt - Notepad [_[Olx]
File Edit Format Wiew Help

[
I -

CONFIGURATIORN

Current server UTC time is: Thursday, August 12, 2010 21:57:1l@
Current server local time is: Thursday, August 12, 2010 17:57:16
Current server local offset is: -4.00 hours (-14400 secs)

7777777 SERVER INFORMATION-———-—

Engine Server: LASVEGAS

Engine version: 3.0.0.45 Jul 26 2010 13:18:40

Engine o5 Build version: 0.S. nName: Microsoft windows, Architecture: x86_864, platform ID: 2, version: wé.1, Build: 7600, sP: w0.0 [],
Product Type: 2, suite mask: 0x190

Tree Name: NVB.local

Domain Level: Level:2 WwWinZk3 Natiwve Domain Mode

Proxy AcCct: MWEBNFSFProxy

HTTPS POFT: 3009

HTTR Port: 0

Engine Loaded (UTC): 2010-07-27 14:32:32

Last Event (UTC): **% none since Engine start wwx

Event Server Count: Total: 1 Authorized: 1

Agent Server Count: Total: 1 Authorized: 1

Pending Event Count: @

Thread configuration: user:10  collab:5 Generic:lo  managed:s  action object:d  auxilary:s

FLAGS
accepting Events: true
Processing Events: true

——————— EVENT SERWERS ———————
EventServer = LASVEGAS
Host = 10.250.80.100
GUID = {24044620-A61C-40E7-ACF7-3B60GCL7OBES]
Domain Level: Level:2 Wwin2k3 Native Domain Mode
monitored Server = DC=NVE,DC=local
authorized = true
EVent Count = 0
Event Time (UTC) = Mone since Engine load.
wversion = 3.0.6.105
Last Heartheat (UTC) = Thursday, august 12, 2010 21:56:48

12.25 Storage Resource Statistics

This page shows high-level statistical information pertaining to your policies, their corresponding
target paths, and size and free space information.
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12.2.6

Figure 12-13 Storage Resource Statistics Report

Movell Storage Manager Admin

Reporks

: —n A

| 4 :

e B E| & Ly

Consistency Ackion  Anomaly Runtime Storage Resource Global
Check Reports  Reports  Reports Config Statistics Satistics
orag 0

Palicy | Path | Total Size | Size InUse | Free Space | Percent Free |
Henderson Users.Hendersan. MYE.local ViMYE-REMO\Sharedvolume|Users 1.95 GB 35.03 MB 1,92 GB NRBECLCOD
Las Yegas Palicy LASYEGASILas_Vegas_Users 9,77 GB 180,3 MB 959G8  NEEEECC

. Updates Available

Global Statistics

Global Statistics provides a graphic view of the current state of your storage. The reports can be
configured to show different servers, shares and paths. The class (user, collaborative, or auxiliary
storage) can also be selected.
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12.3

12.3.1

Figure 12-14 Global Statistics Report

Novell Storage Manager Admin 3.0.4.4

Configure

Reports

i =—1 " A

s B Bd o @ ¢
Storage Resource  Global
Statistics Statistics

Consistency Action  Anomaly
Check Reports  Reports  Reports Reports Paths Reports Config

Data Migration Preview Source H Runtime

" Global Statistics
Filter

Engine: 10.112.20.2

gCumuIat\ueg Servers Storage Resources

SEervers: Check All  Uncheck all

Quota Commitment by Class

Data Size by Class

[v| SAWGRASSDC Storage Counts by Class

[w] SGAD-CLUSTERFS

SGAD-VS1

& 100.00%
Volumes: Check All Uncheck All

[v] \\SAWGRASS-DC\HOME -

[v] \\SAWGRASS-DC\PROFILE 2.94% " 0.00%*

[ \SGAD-CLUSTERFS\DATA

[wl \\SGAD-VSINCLUSTER-PROFILE LI

[Juser Home Folder [[user Home Foider [EUser Home Folder

Paths: Check All  Uncheck &ll

] \SAWGRASS-DCIHOME) oz
[l 1\SAWGRASS-DC\HOME\COLLAB
vl 1\SAWGRASS-DCIHOME\MACHON

[l \\SAWGRASS-DC\HOME\test =
4 I »

Class: Managed:

User and Group Data Size Distribution

User and Group Count Distribution

W UserHome Both -
|7 Group Home
W User Awdliary

Update Charts |

278%"

226%7 '301% 0.04% " "6.94%

[[users with HD

.Managed Usars .Managed Usar Data

Expanding or stretching NSMAdmin increases the size of the charts and the legend under each chart.

Configure Tab

The Configure tab includes all of the operations to set up and configure Novell Storage Manager, as
well as integrate Novell File Reporter.

¢ Section 12.3.1, “Engine Config,” on page 230

¢ Section 12.3.2, “Event Servers,” on page 234

¢ Section 12.3.3, “Agent Servers,” on page 234

¢ Section 12.3.4, “File Reporter,” on page 237

¢ Section 12.3.5, “Client Config,” on page 237

¢ Section 12.3.6, “Check Updates,” on page 239

Engine Config
¢ “Replacing an Unexpired License File” on page 233
¢ “Replacing an Expired License File” on page 234
This page lets you view and set NSM Engine configuration settings.

The General tab includes proxy and management access settings. Each of the fields is described below.
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Figure 12-15 Engine Config General Tab Settings

s 5 Novell Storage Manager Admin 3.0.4.4

Main Reports Configure
i@ Engine Config Engine: 10.112.20.2

(-l Log Management Advanced Options  License Update

Management Access

Proxy Rights Group I5»"-“""G"»“55‘*:0RESTWS"“"PF")(\"RJQht {Read only)

Admin Users Group |5AWGRA55FORESTW5MAG|W"5 (Read only)
HTTPS Port | 3009 (Read only)
HTTF Port I 3008 {(Read only)

User Session Timeout I 303: minutes ochangestc session timeout apply at next login. Current sessions will not be affected.

Proxy Home Path I\\SAWGR&SS-DCWSMProxw—!ome Browse & |

Reapply Rights | Copy Template |

Apply

Proxy Rights Group: Displays the Proxy Rights Group that you established when you installed
Novell Storage Manager.

Admin Users Group: Displays the Admin Users Group that you established during the installation
of Novell Storage Manager.

Client Session Timeout: Indicates the number of minutes NSMAdmin can be left dormant before
you need to reauthenticate.

HTTPS Port: Displays the HTTPS port that you chose when you installed Novell Storage Manager.

HTTP Port: If you chose to use an HT'TP port during the installation of Novell Storage Manager, the
HTTP port is displayed here.

Proxy Home Path: This path was established during the installation of NSMAdmin. If you need to,
you can change the path by using the Browse button.

The Log Management tab includes settings specific to log files, which are accessible only from the
server hosting the NSM Engine. Each of the fields is described below.
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Figure 12-16 Engine Config Log Management Tab Settings.

a 5 Novell Storage Manager Admin 3.0.4.4

Main Reports Configure

i@ Engine Config Engine: 10.112.20.2

General Advanced Options  License Update

Log Management
Default Logging Level IInfUrmaﬁDﬂal ¥ Log File Retention Limit | 103: MB.

LogFile RolloverType  [Size et Log File Retention Count | 103: files

Advanced Logging

¥ Enable Advanced Logaing

Event Processor I[Default] hd UI Session Manager I[Default] 'I HTTPx Server | [Default] 'I
Policy Management I[Default] ¥ Task Manager |[Default] ‘I HTTPx Client [Default] 'I
Agent Manager |[DefEU|t] s File System Toals |Debug 'I Mowvell XPlat [Default] 'I
Quota Manager |[Defau|t] it Directory Services Tools |[Default] ‘I
GSR Collector I[Default] ¥ Storage Resources I [Default] ¥ I

Apply

Global Logging Level: By default, the log records warning level details. You can change the log to
record the level you want. Be aware that some settings, such as debug or verbose, record much more
information and can potentially make the log file much larger.

Log File Retention Count: By default, Novell Storage Manager retains the 10 most recent log files,
according to the Log File Rollover Type setting. For example, if the Log File Rollover Type setting is set
to Daily, the retained log files are from the last 10 days.

Log File Rollover Type: You can choose whether to have log files roll over daily, hourly, when the log
has reached a set size limit, or have no rollover setting. If you select None, the same log file is opened
each time you start the NSM Engine, and log entries are appended to it.

NOTE: If you delete the log file while the NSM Engine is not running, a new log file is created the
next time you start the NSM Engine.

Log File Retention Limit: This field appears only when you select Size from the Log File Rollover Type
field. You need to enter the size limit in MB for the log file before it creates a new file.

Enable Advanced Logging: Selecting this check box activates the Advanced Logging region of the
page. This region allows you to specify the output of the log file according to the setting you indicate
in each of 12 categories.

The Advanced Options tab lets you view or reconfigure the thread count settings allocated for the
actions that Novell Storage Manager performs.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€T0Z Jaqwaldas Gz (ua) sAsaop



Figure 12-17 Engine Config Configure Tab

s = Novell Storage Manager Admin 3.1.1.12 - Expires in 216 days.

Main Reports Configure

B (o@a| x| @

Event  Agent ‘ Client H Check ‘

Config Servers Servers

| Engine
Config Updates

L@ Engine Config Engine: 10.250.60.100

General Log Management [EYVELICReliLIEY License Update

Engine Threading

User Event Thread Count I 10 3: Generic Event Thread Count I 10 3:
Collaborative Event Thread Count I 53: Managed Action Thread Count I 53:
Auxiliary Event Thread Count I 53: GSR Processing Thread Count I 103:

Event Processing

™ Process Group Moves

Event Cache Logging
Event Cache Log Purge I 303: days

Storage Resources

I Display Administrative/Hidden Shares

Apply |

These settings are optimized for a normal Novell Storage Manager workload. However, if you are
starting a project where you need to add up to 1,000 users, you might want to increase the User Thread
Count setting.

Event Cache Log Purge: By default, Novell Storage Manager keeps the most recent 30 days of event
entries in cache. You can adjust the setting in the Days field.

The event cache can be helpful in providing you a recent history of all of the events that were sent
from the Event Monitor.

Display Administrative/Hidden Shares: Selecting this check box displays in NSMAdmin, all
administrative and hidden shares.

The License Update tab lets you replace an unexpired license file.

Replacing an Unexpired License File

1 Click Browse to locate and select the new license file.
2 Click Upload.
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12.3.2

12.3.3

234

Replacing an Expired License File
You cannot replace an expired license using NSMAdmin. To replace an expired license file:
1 At the server that is hosting the NSM Engine, go to C: \ProgrambData\Novell Storage
Manager\Engine\config.

2 Replace the old nsm. 1ic file with the new one.

Event Servers

The Event Monitor monitors changes to Active Directory based on create, move, rename, and delete
events. The host for the Event Monitor is referred to as the Event Server.

You install one Event Monitor per domain, and it can run on a domain controller or a member server.
If you install the Event Monitor on a domain controller, the Event Monitor always monitors the local
server for changes in the domain. If you install the Event Monitor on a member server, the Event
Monitor identifies the closest available domain controller and monitors it for changes in the domain.
The Event Monitor runs as a native service on Windows.

The Event Server page lets you:

¢ Authorize an Event Monitor

¢ Verify that an Event Monitor is authorized

¢ View the Event Monitor software version installed
+ View Event Monitor statistics

¢ Remove an Event Monitor

The Event Count number indicates the total number of events sent from the Event Monitor to the
NSM Engine.

Procedures for authorizing the Event Monitor are located in “Authorizing the Event Monitor”in the
Nowell Storage Manager for Active Directory Installation Guide.

Deleting an Event Monitor

With the release of Novell Storage Manager 3.1.1, functionality has been added within NSMAdmin
and the NSM Engine to delete a deauthorized Event Monitor. Only deauthorized Event Monitors can
be deleted. If you want to remove an Event Monitor, you must deauthorize it first.

Agent Servers

NSM Agents perform copying, moving, grooming, and vaulting through directives from the NSM
Engine. Novell Storage Manager determines which agent to use based on the target destination of the
data.

For optimum performance, NSM Agents should be installed on all servers with storage managed by
Novell Storage Manager. NSM Agents run as a native service on Windows.

The Agent Server page lets you:

¢ Authorize an NSM Agent
¢ Verify that NSM Agents are authorized

¢ View NSM Agents software versions installed
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¢ View NSM Agent statistics
¢ Remove an NSM Agent

¢ Configure a proxy agent
The Agent Server page also indicates:

¢ Whether the NSM Agent is capable of being utilized in a Cross-Empire Data Migration
¢ Whether the NSM Agent is functioning as a proxy agent and for which device

Procedures for authorizing an NSM Agent are located in “Authorizing the NSM Agents” of the
Nowell Storage Manager for Active Directory Installation Guide.

Deleting an Agent

With the release of Novell Storage Manager 3.1.1, functionality has been added to NSMAdmin and
the NSM Engine to delete a deauthorized NSM Agent. Only deauthorized NSM Agents can be
deleted. If you want to remove an NSM Agent, you must deauthorize it first.

NOTE: If an NSM Agent is deauthorized and it hasn't successfully sent a heartbeat within 7 days, it
will automatically be removed.

Proxy Agents

For storage resources that do not or cannot host an NSM Agent, for example a NAS (Network
Attached Storage) device, Novell Storage Manager can utilize an NSM Agent running on another
server to perform the copying, moving, grooming, and vaulting on the server or NAS device. In this
type of scenario, the NSM Agent is serving as a “proxy agent.”

A proxy agent can also be set up to reduce the workload on the NSM Engine. For example, a proxy
agent can be configured for a server on one side of a WAN environment to move data from one server
to another on the same side of the WAN link. This keeps the data from crossing the WAN link only to
cross back again.

Configuring an NSM Agent to be a Proxy Agent

1 Launch NSMAdmin.
2 Click the Configure tab.

3 Right-click the NSM Agent you want to authorize to be a proxy agent and select Configure Proxy.

The left side of the Proxy Agent Configuration dialog box shows the list of servers without NSM
Agents installed. The right side shows the servers with NSM Agents installed. In the example
below, the NSM Agent on the WIN2KS8-DC could be set up to be the proxy agent for the
WIN2K8-LON server.
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Proxy Agent Configuration

Proocy Agent Yiew | Target Server Wiew |

WIN2EB-1OMN - Agent Proxy Servers

o WINZKB-DC

QK Cancel

4 Click the Target Server View tab.

5 From the drop-down list, select the NSM Agent server you want to serve as the proxy agent for
the server on the left.
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12.3.4

12.3.5

Proxy Agent Configuration

Procey Agent Wiew  Target Server Wiew

WINZ2KS-L0M [‘a'-.l'INZKE.-DC V]

Mo Prox
WIN HB-DC

K Cancel

6 Click OK to save and close the proxy setting association.

File Reporter

Novell File Reporter helps organizations more effectively manage network storage by providing
administrators the ability to access a comprehensive set of information about their network storage
so that they can determine the best means of addressing their storage content. The separately sold
product is built upon the premise that when organizations know what files are being stored, where
they are stored, when they were last accessed, how many versions of a file exist, etc., they are better
informed to make decisions about where to store files, what files can be deleted, how to tier their
storage, how to plan for storage growth, and more.

NOTE: Novell File Reporter, Novell Storage Manager, and Novell Dynamic File Services are sold
together in the Novell File Management Suite.

The File Reporter button is included in NSMAdmin because it is through NSMAdmin that Novell File
Reporter reports on Novell Storage Manager policies. In order to do so, you must configure Novell
Storage Manager to work with Novell File Reporter. For procedures on configuring Novell Storage
Manager to work with Novell File Reporter, see “Configuring Novell Storage Manager to work with
Novell File Reporter (http://www.novell.com/documentation/filereporter10/file_reporter_install/
?page=/documentation/filereporter10/file_reporter_install/data/a20gkue.html)” in the Nowvell File
Reporter Installation Guide.

Client Config

This page lets you configure various settings within NSMAdmin.

An overview of settings specific to the General tab follows the graphic.
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Figure 12-18 Client Config General Tab

s 5 Novell Storage Manager Admin 3.0.4.4

Main Reports Configure
¥ dlient Config Engine: 10.112.20.2

Quick Access

€T0Z Jaqwaldas Gz (ua) sAsaop

Logging Options

¥ EnableLogging LuggingLeveI|Dehug vI View Log | Roll LagFiIel

Directory Object Selector Settings

¥ Enable Caching

Cache Timeout : 03: minutes. {0 means no timeout).

Application Startup and Close

¥ Check forupdates afterlogin

¥ Prompt for confirmation when dosing

Client Data Path

Default Data Path IC:UJsErs‘v\dmmishatur‘.DuU.lmems Browse ‘?ﬂl

Enable Logging: Selecting this check box enables logging the operations of NSMAdmin and lets you
specify the logging level and whether to roll the log or close the old log and start a new log.

Logging Level: This drop-down menu lets you select the classification of entry you want logged.
View Log: Clicking this button opens the log file.

Roll Log File: Clicking this button discontinues entries in the current log file and begins a new log
file.

Enable Caching: When you are working in the Storage Management page, selecting this check box
enables NSMAdmin to maintain the area of the directory tree that is visible in the right pane, if you
move from the page to another. For example, if you locate a Group object in a container and then
need to move to another page, when you return to the Storage Management page, you do not need to
navigate the directory tree to locate the Group object again.

Check for Updates after Login: Selecting this check box allows NSMAdmin to notify you of the
availability of newer Novell Storage Manager components.

Check for Confirmation When Closing: Selecting this check box prompts you with a confirmation
of your choice when you close NSMAdmin.

An overview of settings specific to the Quick Access tab follows:

This page lets you access the items you use most in NSMAdmin from the Quick Access Toolbar. Items
can be added or removed from the Quick Access Toolbar by right-clicking the item from its location
in the interface, or through the Quick Access page shown below.
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Figure 12-19 Client Config Quick Access Tab

ﬁ, - Novell Storage Manager Admin 3.0.4.4

Main Reports Configure
¥r dient Config Engine: 10.112.20.2
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* Small
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| Tool e | Tool
i Action Reports Eg Pending Events
m Agent Servers Engine Status

o= |
m 4! Anomaly Reparts
g Check Updates

| Client Config

d Consistency Check Reports = | L
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EEE Diata Migration

Eri Diata Migration Reports
mﬂ Engine Config

7y EventServers
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o s

File Reporter

S |

Global Statistics
GSR Collector
Management Actions

Object Properties
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Path Analysis -

By default, the Quick Access Toolbar is located in the title bar of NSMAdmin, but the location can be
changed by using the menu at the end of the Quick Access Toolbar.

A discussion of the settings in the Advanced tab follows.

Settings on this page should be changed only under the supervision of Novell Support.

NOTE: Current values on this page are only active during the current session of NSMAdmin and are
reset when NSMAdmin is closed or times out.

Bucket Load Parameters

These parameters are for adjusting the settings for the NSM Engine and NSMAdmin during
enumeration operations.

Check Updates

This page compares the version numbers of Novell Storage Manager components that you have
installed with the latest versions available. It also provides links for downloading the latest versions
of each of the components.
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A.l

Security Specifications

This section provides details on configuring your Windows firewall to accommodate the components
of Novell Storage Manager 3.1.1 for Active Directory. It also specifies the Local Security Authority
(LSA) rights and privileges that must be set.

¢ Section A.1, “Windows Firewall Requirements,” on page 241

¢ Section A.2, “LSA Rights and Privileges,” on page 242

¢ Section A.3, “ProxyRights Group,” on page 243

¢ Section A .4, “Windows Clustering via Proxy Agents,” on page 244

¢ Section A.5, “NAS Devices,” on page 244

Windows Firewall Requirements

The Windows Firewall has different default configurations on Windows Server 2003, Windows
Server 2008, and Windows Server 2008 R2. Unless you have disabled the Windows Firewall, you
must set the following exceptions:

¢ The NSM Engine must be permitted to make outbound connections.

¢ The NSM Engine must be able to listen on ports 3008 and 3009. These are the default port choices
that are presented during the installation and configuration. If you use different values, you
must adjust the firewall port exceptions to match the port values.

¢ The NSM Agent must be permitted to make outbound connections.

¢ The NSM Agent must be able to listen on ports 3010 and 3011. These are the default port choices
that are presented during the installation and configuration. If you use different values, you
must adjust the firewall port exceptions to match the port values.

¢ The Event Monitor component must be permitted to make outbound connections.

¢ On each server running Windows Server 2008 or later and hosting user or collaborative storage
with managed quota, you must enable the Remote File Server Resource Manager
Management - FSRM Service (RPC-In) firewall rule.

On servers running Windows Server 2008, the firewall settings are applicable to each of three
different categories of network interfaces that are identified based upon their IP address range
(public IP addresses versus private IP addresses) and whether or not the computer is a member of a
domain. Depending upon the specific environment where Novell Storage Manager 3.1.1 for Active
Directory is installed, the firewall might need to have these exceptions enabled in one or more of the
following categories:

¢ Domain
¢ Private
+ Public
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A.2 LSA Rights and Privileges

The following table identifies the security principals, sets of rights and privileges and the computers
on which the rights and privileges must be granted for Novell Storage Manager 3.1.1 for Active

Directory to function properly.

Right/Privilege

Applies to Security Principle

"Access this computer from the
network” [SeNetworkLogonRight]

"Create a token object"
[SeCreateTokenPrivilege],

"Impersonate a client after
authentication”

[SelmpersonatePrivilege],

"Act as part of the operating
system"

[SeTcbPrivilege]

"Back up files and directories"
[SeBackupPrivilege],

"Bypass traverse checking"
[SeChangeNotifyPrivilege],
"Manage auditing and security log"
[SeSecurityPrivilege],

"Restore files and directories"”
[SeRestorePrivilege],

"Take ownership of files or other
objects”

[SeTakeOwnershipPrivilege]
"Create symbolic links"
[SeCreateSymbolicLinkPrivilege]

Only on Vista / Win2K8 & newer.

All systems hosting folder shares
that are to be managed by the
product; all domain controllers in all
managed domains; all systems on
which the Engine, Agent or Event
Monitor components are installed.

"ProxyRights"

All systems on which the Engine,
Agent or Event Monitor components
are installed.

"ProxyRights"

All systems hosting folder shares
that are to be managed by the
product; all domain controllers in all
managed domains; all systems on
which the Engine, Agent or Event
Monitor components are installed.

"ProxyRights"

All systems hosting folder shares
that are to be managed by the
product; all domain controllers in all
managed domains; all systems on
which the Engine, Agent or Event
Monitor components are installed.

"ProxyRights"
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A3

Right/Privilege Applies to Security Principle
"Synchronize directory service All domain controllers in all "ProxyRights"
data” managed domains; the system on )
. which the Event Monitor component  f this group has been granted Read
[SeSyncAgentPrivilege] is installed. access to all attributes of all objects

in a managed domain, then this
privilege is not needed on any
domain controllers in that same

domain.
"Log on as a batch job" The system on which the Engine The administrative user whose
) component is installed. credentials are used to log in to the
[SeBatchLogonRight] Setup Wizard during configuration

of the NSM Engine. By default, the
build-in NSMAdministrators group
is granted this right on all domain
controllers and member servers.

"Log on as a batch job" The system on which the Engine "Admins", File / Storage Reporting

) component is installed. Users
[SeBatchLogonRight]

As indicated in the table above, installing any of the product components grants the appropriate
rights and privileges on the server on which the component is installed. However, in certain
situations, the security changes that are configured automatically during the installation process are
not sufficient to meet all of the security requirements needed to monitor events and manage storage
across an entire domain or multiple domains.

ProxyRights Group

By default, whenever any of the components of Novell Storage Manager 3.1.1 for Active Directory are
installed on a computer in a domain, the NSMProxyRights universal security group is granted
membership in that domain's Administrators built-in security group. This grants the product all of
the necessary permissions to read and write attribute values on objects in the domain. This also
eliminates the need for the Synchronize directory service data privilege to be granted to the
NSMProxyRights group on each domain controller in the domain.

By default, whenever any of the components of Novell Storage Manager 3.1.1 for Active Directory are
installed on a member server in a domain, NSMProxyRights is granted membership in the built-in
Administrators group on the member server.

On other servers in the domain that are hosting user or collaborative storage managed by Novell
Storage Manager 3.1.1 for Active Directory, you must also grant NSMProxyRights group
membership in the built-in Administrators group. This is necessary because there are many storage
management actions performed that require membership in this group regardless of the LSA
privileges that the user has been granted —in particular, managing file shares and directory quotas.

Additionally, the other servers in the domain that are not hosting components, but are hosting user or
collaborative storage, must have the rights and privileges described in the table above, along with
some file share and NTFS permissions. The easiest way of granting these rights and privileges is
through Group Policy objects in Active Directory.

As explained in “Setting Rights and Privileges on Managed Storage” and of the Novell Storage
Manager 3.1.1 for Active Directory Installation Guide, you must grant Full Control sharing and security
privileges to the NSMProxyRights group for each share that Novell Storage Manager 3.1.1 for Active
Directory will manage.
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A4

A5

Windows Clustering via Proxy Agents

Novell Storage Manager 3.1.1 for Active Directory supports clustering of Windows Server 2003 and
later through proxy agents. Configuring a cluster to be managed through a proxy agent is similar to
configuring an individual server to be managed by a proxy agent. In particular, the NSMProxyRights
group must be granted membership in the built-in Administrators group and it must also be granted
all of the LSA rights and privileges, that are granted at each cluster node. When this is done, the
folder share permissions and NTFS permissions that are required must be granted to the
NSMProxyRights group for all shares and NTFS volumes that will be managed by Novell Storage
Manager 3.1.1 for Active Directory.

NAS Devices

Novell Storage Manager 3.1.1 for Active Directory also supports Network Attached Storage (NAS)
devices as hosts for managed user or collaborative storage. NAS device support testing has been
conducted exclusively on EMC Celerra and NetApp filer, which is also known as a NetApp fabric-
attached storage (FAS) device. Although Novell Storage Manager 3.1.1 for Active Directory might be
able to manage storage on other NAS devices, no other testing had been conducted at the time of this
publication.

For a NetApp filer device, configuration is very simple because the device does not fully emulate a
Windows Server at the operating system level. Use the NetApp filer administration utility to join the
NAS device to a domain that is being managed by Novell Storage Manager 3.1.1 for Active Directory.
Then grant the NSMProxyRights group membership in the NAS device's built-in Administrators
group. When this is done, grant the NSMProxyRights group the folder share and NTFS permissions
that are required to manage the storage. There are no LSA rights and privileges to grant on a NetApp
filer NAS device.

For an EMC Celerra NAS device, configuration is similar to configuring a server in the domain to be
managed by a proxy agent. Join the NAS device to a domain that is being managed by Novell Storage
Manager 3.1.1 for Active Directory. Then grant the NSMProxyRights group membership in the NAS
device's built-in Administrators group. When this is done, grant the NSMProxyRights group the
folder share and NTFS permissions that are required to manage the storage. Finally, grant the LSA
rights and privileges to the NSMProxyRights group, except the rights and privileges that don't exist
on the EMC Celerra NAS device.

NOTE: If the EMC Celerra NAS device is set up to simultaneously support Windows clients via CIFS
and UNIX or Linux clients via NFS, it is necessary for all Windows user accounts to have valid non-
zero values configured in their UID and GID attributes within Active Directory. This UID/GID
requirement becomes effective when the NAS device is configured to simultaneously use both CIFS
and NFS.
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B.1

Distributed File System (DFS)

Previous versions of Novell Storage Manager 3 supported Windows Distributed File System (DES)
namespaces, with some significant limitations. With the release of Version 3.0.4, Novell Storage
Manager provided complete support for DFS.

This section provides procedures for configuring the DFS namespaces to work with Novell Storage
Manager.

¢ Section B.1, “Creating DFS Namespace Permissions,” on page 245

¢ Section B.2, “Configuring DFS Folders,” on page 251

Creating DFS Namespace Permissions

The Novell Storage Manager Proxy Rights Group (named NSMProxyRights by default) requires Full
Control in the CIFS permissions on the root share of the DFS namespace.

1 Click Start > Administrative Tools > DFS Management to launch the DFS Management console.

‘DFS Management P e 5[
<, File  Action View Window Help | =] =]
e | 2mli= HiE
gt A
5 Namespaces .
g Namespaces -
Y Replication o -
There are no items to show in this view. oEi Mew Namespace...
2 Add Namespaces to Displ...
Delegate Management F...
View 4
Mew Window from Here
|5 Ewportlist...
Help

iSb:ris a wizard to aeate a new namespace.

2 Right-click the Namespaces node and select New Namespace.

Distributed File System (DFS) 245

€T0Z Jaqwaldas Gz (ua) sAsaop



246

This launches the New Namespace Wizard.

r,‘;_ New Namespace Wizard

3 Use the Browse button to specify the server that will host the namespace.
4 Click Next.
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ﬁ,‘i, Mew Namespace Wizard

*lg— Namespace Name and Settings

B

Namespace Server

MNamespace Type
Review Settings and Create
Namespace

5 In the Name field, specify the name of the namespace.
For example, HomeNamespace or Public.
6 Click Edit Settings.

Distributed File System (DFS)
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Edit Settings

7 Select Use custom permissions and click Customize.
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Editsettings x|
x
| Secuy |

Emup Qar User names:

| 52 Everyone

M5 M ProyRights (F53604M 5MProsyRights)

Add | Remove |
Permissions for FSFProxyRights Allow Dery
Full Cortrol O
Change O
Fead O

Leam about access control and permissions

| QK [_: ! Cancel Apply

8 In the Permissions dialog box, select the proxy rights group, select the Full Control check box,
then click OK.
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-5l

;i: — Namespace Type
|
Steps: Select the type of namespace to create.

Namespace Server
(¥ Domainbased namespace

Namespace Name and Settings A domain-based namespace is stored on one or mare namespace servers and in Active Directory
Domain Services. You can increase the availability of a domain-based namespace by using
Namespace Type multiple servers. When created in Windows Server 2008 mode, the namespace supports

Review Settings and Create increased scalability and access-based enumeration.

Namespace
Corfirmation ¥ Enable Windows Server 2008 mode

Preview of domain-based namespace:

I\\fs?.ﬁﬂ.breﬂ-dev.mndreymrp com“SampleNamespace

{” Stand-alone namespace

A stand-alone namespace is stored on a single namespace server. You can increase the
availability of a stand-alone namespace by hosting it on a failover cluster.

Preview of stand-alone namespace:
I\\fsﬂﬂl—ad\SampleNamespace

For more information about namespace types and scalability guidelines, see DES
Manzagement Help.

< Previous | Mext = Cancel

9 In the Namespace Type wizard page, select the type of namespace to create, then click Next.
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B.2

B.2.1

‘ New Mamespace Wizard

;:: — Review Settings and Create Namespace
=
Steps:

N S
BMESpACs Senver Previous, or select the appropriate page in the orientation pane.

Namespace Mame and Settings
Mamespace settings:

You selected the following settings for the new namespace. If the settings are
comect, click Create to create your new namespace. To change a setting, click

Namespace Type

Mamespace
Review Settings and Create Namespace name: “\fs360 brett-dev condreycorp .com
Namespace "SampleMNamespace
Namespace type: Domain (Windows Server 2008 mode)
Confirmation Namespace server: fs360-ad

Local path of namespace shared folder: C:\DFSRoats
"SampleMamespace
Pemissions for namespace shared folder: Custom pemissions

Root shared folder: A shared folder will be created f one does not exist.

=13l x|

< Previous | %ate I Cancel

10 Review settings and click Create.
11 Click Close to close the wizard.

Configuring DFS Folders

Novell Storage Manager 3.1.1 for Active Directory requires definite paths in its policies. Because
namespaces can provide multiple targets for DFS links and thereby introduce ambiguity, a DFS

namespace must be configured with one of the following three options:

¢ Section B.2.1, “Providing Only One Target Per DFS Link,” on page 251
¢ Section B.2.2, “Disabling All but One Target Per DFS Link,” on page 252

¢ Section B.2.3, “Enabling Multiple Target Paths,” on page 253

Providing Only One Target Per DFS Link

The simplest way to guarantee that NSM has unambiguous DFS paths is to give each DFS link a

single target.

In the following graphic, there is just one target path and it is enabled.
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B.2.2

Figure B-1 One Target Path

~lojx]
."-_ File Action View Window Help |;|i|ﬁ|

= rold=

5 0P Henagement S — || Actens
[ 5§ Namespaces Y1
] yid \\fs360.brett-dev.condrey | - Folder Targets | Replication I

z% pllill_l Home 1 entries Add Folder Target...
Replication

Rename Folder...

Type | Referral Status | site | Path £
& Enabled Default-First-Ste-Name  \\FS360-AD\DATA\DFS Folder Target 1 Move Folder...
Replicate Folder. ..
View »

New Window from Here

& cut

K Delete
|G Refresh
[= Propertes

Help

Disabling All but One Target Per DFS Link

If a DFS namespace is used for high availability, such as ensuring that users can access a replicated
copy of their data, it might be appropriate to create multiple targets in a DFS link and disable all but
one. If the enabled link target becomes unavailable, an administrator can disable the downed target
and enable a replication target. As long as only one target is enabled for a given DFS link, Novell
Storage Manager can successfully provision and manage storage through the DFS path.

In the following graphic, there are multiple target paths, but only one is enabled.
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B.2.3

Figure B-2 Multiple Target Paths with One Enabled

~lojx]
."-_ File Action View Window Help |;|i|ﬁ|

= rold=

5 0P Henagement S — || Actens
[ 5§ Namespaces Y1
[l yii \\fs360.brett-dev.condrey | - Folder Targets | Replication I

z% pllill_l Home 2 ertries Add Folder Target...
Replication

Rename Folder...

Type | Referral Status | site | Path i
7 Enabled Default First Site-Mame ~ \\FS360-AD\DATA\DFS Folder Target 1 Move Folder...
[ Disabled Default-First-Site-Mame ~ \\FS360-AD\DATANDFS Folder Target 2 Replicate Folder. ..

View »
New Window from Here

& cut

K Delete

|G Refresh

D Properties

Help

Enabling Multiple Target Paths

Novell Storage Manager can parse the description field on a DFS folder to determine which of several
enabled targets is the primary, unambiguous target. This allows Novell Storage Manager to manage
namespaces with multiple enabled targets in a DFS link.

To do this, the description for the DFS link must enclose the complete UNC path of the path Novell
Storage Manager should use in double curly braces. For example, {{\ \Server\Share\ Path}}. This
must be identical to the UNC path in the target link; it cannot be a subdirectory.

In the following graphic, there are two target paths enabled.
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Figure B-3 Two Target Paths Enabled

KT — i

% DFS Management ;Iglﬂ
< File  Action View Window Help |;|i|1|
R e 2 e fecw | 7 l e
5 il {mempaces [rodetoses |rocmen] R
1 g \Yfs360.brett-dev.condrer |  Folder Targets | Replication |
) E\_‘ _Homa 2 ertries. Add Folder Target...
@ Replication Rename Folder...
| Type | Referral Status | site | path +|
Enabled Defaut-First-Ste-Name Move Foider...
[] Enabled Defaut-First Replicate Folder...
View 3

New Window from Here

& cut
x Delete

| Refresh

B Properties

Help
Open in Explorer...
Disable Folder Target

B Properties

x Delete

Help

Home Properties

General | Refa—ra\sl Advanced I

. Home
Folder: IHome
Mamespace path: I\\fsﬂ]brett-dev tondreycomp.comSample!
Description:

o]

Cancel |

Apply |

The Home Properties dialog box is accessed by double-clicking the listing in the DFS Management

console.
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C.1l1

Active Directory Schema
Extensions

Novell Storage Manager 3.1.1 for Active Directory extends the Active Directory schema by adding
two new attributes and one new class. These are:

¢ Section C.1, “Attributes,” on page 255
¢ Section C.2, “Classes,” on page 256

Attributes

¢ Section C.1.1, “ccx-FSFAuxiliaryStorage,” on page 255
¢ Section C.1.2, “ccx-FSFManagedPath,” on page 256

ccx-FSFAuxiliaryStorage

A list of one or more paths pointing to managed auxiliary storage associated with this object

Table C-1 ccx-FSFAuxiliaryStorage Specifications

Active Directory Attribute Property Value

Name ccx-FSFAuxiliaryStorage

LDAP Display Name ccx-FSFAuxiliaryStorage

Admin Display Name ccx-FSF-Auxiliary-Storage

Admin Description List of one or more paths pointing to managed auxiliary

storage associated with this object
ASN.1ID 1.3.6.1.4.1.35052.1.1.100.1.1
Syntax ADSTYPE_CASE_IGNORE_STRING
Sized — Lower Limit -
Sized — Upper Limit -
Single Valued False
Schema ID GUID c4bachb95-075e-11df-bcab-eee40b817162
Search Flags -
System Flags -
Link ID -
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Active Directory Attribute Property Value
Attribute Security GUID cd55682f-3987-446d-a18e-cfd8d53b95f2
Partial Attribute Set Member False

C.1.2 ccx-FSFManagedPath

The managed path attribute for objects (such as groups and containers) that do not inherently have a
home folder attribute.

Table C-2 ccx-FSFManagedPath Specifications

€10z leqwaidas gz (ua) sAsoop

Active Directory Attribute Property Value

Name ccx-FSFManagedPath

LDAP Display Name ccx-FSFManagedPath

Admin Display Name ccx-FSF-Managed-Path

Admin Description Managed path attribute for collaborative objects
ASN.1ID 1.3.6.1.4.1.35052.1.1.100.2.1

Syntax ADSTYPE_CASE_IGNORE_STRING

Sized — Lower Limit -

Sized — Upper Limit -

Single Valued True

Schema ID GUID c4bacb96-075e-11df-bcab-eee40b817f62
Search Flags -

System Flags -

Link ID -
Attribute Security GUID cd55682f-3987-446d-al18e-cfd8d53b95f2
Partial Attribute Set Member False

C.2 Classes

¢ Section C.2.1, “ccx-FSFManagedAttributes,” on page 256

C.2.1 ccx-FSFManagedAttributes

An auxiliary class holding common attributes managed by Novell Storage Manager 3.1.1 for Active
Directory.
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Table C-3 ccx-FSFManagedAttributes Specifications

Active Directory Class Property

Value

Name
LDAP Display Name
Admin Display Name

Admin Description

ASN.1ID

Schema ID GUID

Class Type

Parent Class

Default Object Category
Naming Attribute
Mandatory Attributes

Optional Attributes

Possible Superiors
System Possible Superiors
System Flags

Default Security Descriptor

ccx-FSF-Managed-Attributes
ccx-FSF-Managed-Attributes
ccx-FSF-Managed-Attributes

Auxiliary class holding common attributes managed by
Novell Storage Manager

1.3.6.1.4.1.35052.1.1.2.1.1
c4bacb93-075e-11df-bcab-eee40b817{62
Auxiliary

top

ccx-FSFManagedAttributes

ccx-FSFAuxiliaryStorage

ccx-FSFManagedPath
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AuxMap

The AuxMap utility lets you map drive letters to a user’s auxiliary storage folders through command
line parameters in a Windows logon script. When the user logs in to Active Directory, AuxMap reads
the auxiliary attribute associated with each auxiliary storage folder assigned to the user and then
enables the drive mappings.

AuxMap is supported on Windows XP SP2 and later, Windows Vista, Windows Server 2008, and
Windows 7.

You must have the Enable check box checked, and an entry in the Tag field of the Extended Options of
an auxiliary storage policy.

Figure D-1 Extended Options Page of an Auxiliary Storage Policy

& policy Editor - HR Auxiliary

General: Extended Options

;j Palicy Options Enable
Extended Options

Ta HR. Auiliar .
J‘: Assodiated Policies 9 | ¥ |

Pravisioning Options
... Target Paths
ﬂ Quota Options

eay Move Schedule

[=——

: Cleanup Options

u Yault Rules

Characters allowed: 1023 Remaining: 1023

B Grooming Rules

E Hotes

g}:‘: Policy Summary

s

I@ All changes ta this policy successfully saved.,

For more information, see “Enabling Auxiliary Storage Extended Options” on page 62.
At the root of the ISO, go to the applicable path to locate AuxMap:

¢ \Windows\x86\AuxMap.exe

¢ \Windows\x86_ 64\AuxMap.exe
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Example Usage:

AuxMap --drive=<drive-letter> --storage=<storage-names>

AuxMap -d=<drive-letter> -s=<storage-name>

AuxMap --delete --drive=<drive-letters>

AuxMap --list-mappings

The following command line switches are supported:

Table D-1 AuxMap Command Line Switches

--help
or

-2

Displays command line switch help information for
AuxMap.

--list-mappings
or

-1m

Lists all currently mapped network drives.

--drive=<drive-letter-or-path>

or

-d=<drive-letter-or-path>

This must be a single uppercase letter in the range A
through Z. The storage referred to in the storage
parameter will be mapped to the chosen drive letter.

--storage=<storage-names>

or

-s=<storage-name>

This must be the name of an auxiliary storage area
that has been provisioned for the user and is currently
enabled and specified in the Tag field of the Extended
Options page of an auxiliary storage policy. If the string
in the Tag field contains a space, you must have
quotes around the auxiliary storage area name.

--delete Performs a map delete on the specified drive letter or
path. Use with the - -drive or -d switches.
- -debug If present, this causes AuxMap to produce more

detailed diagnostic logging as it executes.

The following command line switches are ignored if present. They were valid in versions prior to
Novell Storage Manager 3.0, but they are no longer applicable.
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Table D-2  Ignored Command Line Switches

--root Deprecated. All mappings are map-rooted.

or

-r

--force Deprecated. The drive letter or path will always be
unmapped (if it is currently mapped) before being

or mapped.

-f

--quiet Deprecated. Redirect the output by using >NUL:

o 2>NUL: to suppress all console output.

-q

--log=<log-file> Deprecated. Redirect the output using >filename or
2>filename.

or

-l=<log-file>

AuxMap
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Glossary

Associated policy: A policy specifically assigned to a container, group, or user through the
Associations settings in the Policy Editor.

Auxiliary policy: A policy associated with a User Home Folder policy that creates auxiliary storage
for a user (along with the user home folder that is created from a user home folder policy) when a
new user is created in Active Directory.

Auxiliary storage: Home folders associated to a user in addition to the regular network home folder.
Depending on the storage policy, auxiliary storage can be made accessible or unaccessible to the
associated user.

Backfill operation: Previous terminology for what is now known as a “Management Action.”

Blocking policy: A policy designed to block other Novell Storage Manager policies from affecting
members of organizational units, members of groups, or even individual users.

Consistency check: This Management Action notifies you of inconsistencies or potential problems
pertaining to user and group storage being managed through Novell Storage Manager. These
potential problems might be missing storage quotas, inconsistent directory attributes, missing home
directories, inconsistent file paths, and more.

Container: A synonym for organizational unit in the Novell Storage Manager documentation.

Collaborative storage: A shared storage area where a group of people in an organization can
collaborate by sharing files. Novell Storage Manager lets you easily create collaborative storage areas
through collaborative storage policies that you can assign to Group objects or to an organizational
unit.

Cross-Empire Data Migration: A susbsystem introduced in Novell Storage Manager 3.0.1 that
allows for the movement of file system data between storage infrastructures on different platforms
governed by different identity and security frameworks. Novell Storage Manager currently migrates
data only from a Novell network to a Microsoft network.

Deferred delete event: The scheduled deletion of a user home folder or a collaborative storage
folder, but has not yet taken place because the number of days in the Cleanup Storage parameter of
the policy has not been met.

Dynamic Template Processing: Within Novell Storage Manager, the process that creates personal
folders in a collaborative storage folder.

Effective policy: A policy that is applied by default to a group, user, or subcontainer when no
associated policy is specifically assigned.

Enumeration operation: The process of locating and displaying all User objects.

Identity map: Within the Cross-Empire Data Migration subsystem, the file that lets you make
security and ownership associations between the source Novell platform and the target Microsoft
platform.
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Management Action: A manual action that allows you to enact a setting from a policy on existing
users.

NSMAdmin: The management interface for Novell Storage Manager.
Personal folder: A user-specific folder in a collaborative storage area.

Policy: Rules and settings within Novell Storage Manager that indicate what storage-specific actions
to enact when an event in Active Directory takes place. These actions include creating user storage
when a new user is added to Active Directory, moving storage when a user is moved from one
organizational unit to another, and archiving or deleting storage when a user is removed.

Policy weight: When a user is a member of multiple groups and each group has a separate policy,
Novell Storage Manager uses this setting to determine which policies to apply. Novell Storage
Manager applies the policy with the largest numerical weight.

Primary policy: Previous terminology specific to user-based storage. Because there are so many
different types of user-based policies in Novell Storage Manager for Active Directory, this term is
now rarely used.

Quota Manager: A Web browser-based management interface for designated users such as help desk
administrators or support personnel that enables them to adjust user home folder or collaborative
storage areas without needing rights to the file system. Quota Manager can also provide select
storage information such as total number of files and file types in a home folder.

Target Path: The path to the network share where user home folders are hosted.

Template: If you want to have subfolders and documents provisioned in a home folder, auxiliary
storage folder, or collaborative storage folder when they is created, you can use an existing file path
in the file system as a template.
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F.1

F.2

Documentation Updates

This section contains information about documentation content changes that were made in this

Novell Storage Manager 3.1.1 for Active Directory Administration Guide after the initial release of Novell

Storage Manager 3.0 for Active Directory. The changes are listed according to the date they were

published.

The documentation for this product is provided on the Web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

The documentation was updated on the following dates:

October 17, 2013

Updates were made to the following sections:

Location

Update Description

“Apply Home Drive” on page 212.

“Apply Ownership” on page 213.

New section.

New section.

September 26, 2013

Updates were made to the following sections:

Location

Update Description

“Importing Identity Associations through Delimited
Text” on page 120.

“Creating Object Associations” on page 124.

Section 11.5.5, “Saving the Identity Map,” on
page 132.

Section 11.5.6, “Exporting an Identity Map,” on
page 132.

Section 11.5.7, “Importing an Identity Map,” on
page 132.

New section.

New section.

New section.

New section.

New section.

Documentation Updates

265

€10z leqwaidas gz (ua) sAsoop



266

F.3

F4

F.5

June 12, 2013

Updates were made to the following sections:

Location

Update Description

Section 5.5.1, “Setting Policy Options,” on page 43.
Section 5.5.4, “Setting Target Paths,” on page 46.

Section 12.1.6, “Pending Events,” on page 219.

“Replacing an Unexpired License File” on page 233.

“Replacing an Expired License File” on page 234.
“Deleting an Event Monitor” on page 234.

“Deleting an Agent” on page 235.

Updated the description of Bypassable Events.
Updated the description of the Leveling Algorithm.
Updated the description of the Defer field.

New section.

New section.

New section.

New section.

February 13, 2013

Updates were made to the following sections:

Location

Update Description

“Using the NovScan NLM to Run the Job File” on
page 181.

“Using the NovScan NLM to Run the Job File” on
page 188.

Added parameters for using the NovScan NLM.

Added parameters for using the NovScan NLM.

January 18, 2013

Updates were made to the following sections:

Location

Update Description

Multiple locations throughout the manual.
Chapter 9, “Mobile Management,” on page 103.

Chapter 10, “The Network Operations Center
Dashboard,” on page 105.

“Folder to Folder” on page 114.

Section 11.12, “Performing a Folder to Folder
Migration,” on page 166.

Appendix E, “Glossary,” on page 263.

Changed references of 3.0.x to 3.1.
New chapter.

New chapter.

Discussion of new Cross-Empire Data Migration
utilities.

Presented a two-phased approach for folder to folder
migration, including the use of the new utilities.

Added new glossary entries.

Novell Storage Manager 3.1.1 for Active Directory Administration Guide

€10z leqwaidas gz (ua) sAsoop



F.6

F.7

F.8

F.9

F.10

October 15, 2012

Updates were made to the following sections:

Location

Update Description

“Folder to Folder” on page 114.

Section 11.12, “Performing a Folder to Folder
Migration,” on page 166.

Section 11.12.1, “Migrating to an Existing Target
Folder,” on page 167.

Section 11.12.2, “Creating a Target Folder in the Data
Migration Wizard,” on page 196.

New paragraph about the Skip Open Files option.

IMPORTANT information added about the Skip Open
Files option.

Inserted a new Step 2 on page 167. Expanded Step 16
on page 172 to include the Advanced Namespace
Handling and Open File Options.

Inserted a new Step 2 on page 196. Expanded Step 17
on page 201 to include Advanced Namespace
Handling and Open File Options.

May 18, 2012

Updates were made in the following section:

Location

Update Description

Appendix B, “Distributed File System (DFS),” on
page 245.

New appendix.

February 2, 2012

Updates were made to the following sections:

Location

Update Description

Throughout the manual.

Section 5.5.5, “Setting Quota Options,” on page 47

Changed 3.0.2 to 3.0.x.

Added a note about managing quota on NAS devices.

July 5, 2011

Updates were made to the following sections:

Location

Update Description

Section 8.3, “Understanding Quota Manager Status
Indicators,” on page 100

Added this section.

May 16, 2011

Updates were made to the following sections:
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F11

F.12

F.13

Location

Update Description

“What's New” on page 11

Chapter 6, “Managing Existing Collaborative Storage,”
on page 67

Section 11.2, “Security and Ownership,” on page 114

Section 11.5, “Creating and Modifying an ldentity
Map,” on page 119

Appendix E, “Glossary,” on page 263

Description of identity mapping in the Cross-Empire
Data Migration subsystem.

Added this chapter.
Updated this section with new information on identity
mapping.

Added this section.

Added new glossary terms.

March 16, 2011

Updates were made to the following sections:

Location

Update Description

Section 11.3.1, “Prerequisite Tasks,” on page 116

Section 11.10, “Performing a Group to Group Data
Migration,” on page 153

Added this section.

Prefaced the procedures with an Important notice
stating that the group folders to be migrated must be
managed through group-based collaborative storage
policies in eDirectory.

March 1, 2011

Updates were made to the following sections:

Location

Update Description

Section 11.4, “Creating the Migration Proxy Account,”
on page 117

Inserted information on the need for the Universal
Password policy to support 32-character passwords,
and provided a link to documentation on how to
reconfigure the policy.

February 14, 2011

Updates were made to the following sections:

Location

Update Description

Chapter 1, “What's New,” on page 11

Section 5.10, “Copying Policy Data,” on page 59

Descriptions of features new to Novell Storage
Manager 3.0.1.

Procedures for importing a policy.
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Location

Update Description

Chapter 11, “Performing a Cross-Empire Data
Migration,” on page 111

Section 12.1.12, “Data Migration,” on page 224

Procedures for using Data Migration.

Summary of Data Migration.

Documentation Updates
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