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About This Guide

This administration guide is written to provide network administrators the conceptual and procedural
information for managing user and collaborative storage by using Micro Focus Storage Manager for
Active Directory.

*

*

Chapter 1, “What’s New,” on page 11

Chapter 2, “Overview,” on page 19

Chapter 3, “Using SMAdmin,” on page 23

Chapter 4, “Configure the Event Monitor Scope,” on page 27
Chapter 5, “Managing Existing User Storage,” on page 33
Chapter 6, “Managing User Home Folders,” on page 49

Chapter 7, “Managing Existing Collaborative Storage,” on page 79
Chapter 8, “Managing Collaborative Storage,” on page 87
Chapter 9, “Using Quota Manager,” on page 119

Chapter 10, “Performing an eDirectory to Active Directory Cross-Empire Data Migration,” on
page 125

Chapter 11, “Performing an Active Directory to Active Directory Cross-Empire Data Migration,”
on page 207

Chapter 12, “Work Log Reports,” on page 229

Chapter 13, “Reference,” on page 245

Appendix A, “SMAdmin and Database Communication,” on page 331
Appendix B, “Security Specifications,” on page 335

Appendix C, “Distributed File System (DFS),” on page 339

Appendix D, “Active Directory Schema Extensions,” on page 351
Appendix E, “AuxMap,” on page 355

Appendix F, “Managed Path Naming Attribute Specifications,” on page 357
Appendix G, “Event Monitor Scope,” on page 359

Appendix H, “Glossary,” on page 363

Appendix I, “Documentation Updates,” on page 365

Audience

This guide is intended for network administrators who manage user and collaborative network
storage resources.

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

About This Guide
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Documentation Updates

For the most recent version of the Micro Focus Storage Manager 5.2 for Active Directory
Administration Guide, visit the Micro Focus Storage Manager Web site (http://www.novell.com/
documentation/storagemanager5/index.html).

Additional Documentation

For additional Micro Focus Storage Manager documentation, see the following guide at the Micro
Focus Storage Manager Documentation Web site (http://www.novell.com/documentation/
storagemanager5/index.html):

+ Micro Focus Storage Manager 5.2 for Active Directory Installation Guide

10 About This Guide
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1.1

What’s New

Micro Focus Storage Manager 5.2 for Active Directory includes performance enhancements and new
features that expand the management capabilities of the product. An overview of these performance
enhancements and new features follows:

+ Section 1.1, “New in Version 5.2,” on page 11

¢ Section 1.2, “New in Version 5.1,” on page 12

+ Section 1.3, “New in Version 5.0,” on page 12

¢ Section 1.4, “New in Version 4.0,” on page 13

¢ Section 1.5, “New in Version 3.1.1,” on page 14
+ Section 1.6, “New in Version 3.1,” on page 14

¢ Section 1.7, “New in Version 3.0.4,” on page 15
+ Section 1.8, “New in Version 3.0.3,” on page 15
+ Section 1.9, “New in Version 3.0.2,” on page 15
¢ Section 1.10, “New in Version 3.0.1,” on page 15

+ Section 1.11, “New in Version 3.0,” on page 16

New in Version 5.2

Work Log Reports

The Work Log is a mechanism that maintains a history of Storage Manager events. The Work Log
contains summary records for events that have reached the processed state; in other words, those
that have run to completion or have been aborted by administrative action.

Data from the Work Log is presented in a pivot grid based on the parameters you choose. You can
use this data for historical event tracking.

The Work Log is an optional component of Storage Manager and requires you to install Apache
CouchDB. For more information see Chapter 12, “Work Log Reports,” on page 229.

New Action Blocks

There are new Action Blocks for Move Schedule and Target Path. For more information, see
“Creating a Move Schedule Action Block” on page 263 and “Creating a Target Paths Action Block” on
page 266.

Nested DFS Namespace Support

This enhancement addresses DFS configurations where a DFS link is configured to point to the root
of a DFS namespace.

Updated Engine Status Page

Information on this page is now presented graphically. Additionally, the event logging is now on a
persistent basis. For more information, see Section 13.1.1, “Status,” on page 245.

What's New 1
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1.2

1.3

Ability to Specify Years for File Retention and Grooming

A new option for groom rules lets you now specify a set number of years that the contents of a user or
group folder will be vaulted, based on a specified policy or groom operation. This is particularly useful
for archiving files that have not been accessed or modified since a specific year.

New in Version 5.1

Event Monitor Scope

Rather than burdening the Storage Manager Event Monitor in observing all events in the Active
Directory forest or domain, this new feature lets you “scope” the segments of the forest or domain that
the Event Monitor will monitor. A scoped segment of the forest or domain might include specific
containers or groups. For more information, see Chapter 4, “Configure the Event Monitor Scope,” on
page 27 and Appendix G, “Event Monitor Scope,” on page 359.

Managed Path Naming Attribute

No longer dependent on the name of the sAMAccount Nane attribute value, which might or might not
be a descriptive name of the user or group, you can now choose from among multiple attributes for
the user or group folder name. For more information, see Section 6.5.4, “Setting Target Paths,” on
page 54.

Multi-Principal Group Storage Policies

This new policy type allows for multiple groups to access a shared group folder, with each group
having different sets of permissions to the group folder. For more information, see Section 8.9,
“Creating a Multi-Principal Collaborative Storage Policy,” on page 107.

Cross-Forest Data Management

Once you have established a trust relationship, you now have the ability to manage data in a
secondary forest. For more information, see “Cross-Forest Data Management” on page 309.

Faster Data Copying

Multi-threaded data copying now speeds up any management task involving data movement.

New Action Blocks

There are new Action Blocks for Managed Path Naming Attributes and Multi-Principal Group Storage
policies. For more information, see “Creating a Managed Path Naming Attribute Action Block” on
page 261 and “Creating a Multi-Principal Suffix Mapping Action Block” on page 264.

New in Version 5.0

Action Blocks

Action Blocks are a new feature in Storage Manager that allow the sharing of specific policy options
among multiple policies. This eliminates the need for policies to inherit from each other and promotes
the sharing of general and often repeated policy options such as groom and vault rules. For more
information, see Section 13.1.5, “Action Blocks,” on page 257.

What's New



1.4

Extended Capabilities for Non-Policy Managed Storage

In version 4.0, we introduced the ability to copy data across the network without the need for a policy.
This ability to perform what we now term “operations” (an action performed in Storage Manager that is
not tied to a policy) has now been extended to include File Grooming. For more information, see
Section 13.1.9, “Operations,” on page 276.

Active Directory to Active Directory Cross-Empire Data Migration

This new feature allows you to migrate data from Active Directory forest to another. Similar in
approach to the previously-available eDirectory to Active Directory Cross-Empire Data Migration, this
feature uses an easy-to-use wizard interface. For more information, see Chapter 11, “Performing an
Active Directory to Active Directory Cross-Empire Data Migration,” on page 207.

Updated Management Interface

The interface for what is now known as SMAdmin has been modernized.

Other Changes

In addition to a number of bug fixes, the speed of data copying and migrations has been increased.

New in Version 4.0

SQL Server Database

Novell Storage Manager for Active Directory now utilizes Microsoft SQL Server 2012 or 2014 as the
product database. If you do not already have SQL Server, you can download the Express version of
SQL Server for free. Novell Storage Manager 4.0 includes a utility for migrating the contents of the
SQLite database to the SQL Server database. These contents include policies, schedules, pending
events, and so forth. For more information, see “Migrating the Database”in the Novell Storage
Manager 4.0 for Active Directory Installation Guide.

Data Copying

This new feature allows you to copy specific data across the network without the need for a policy.

Pre-copy during Enforce Policy Path

Lets you move files in two stages—closed files first, then the open ones once they have been closed.
For more information, see “Enforce Policy Path” on page 271.

Search Feature Enabled on New Pages in NSMAdmin

Allows you to browse and filter through a tree structure of the file system to locate data.

Re-Drive Management Actions

Allows you to select a subset of the results of a management action and perform other actions to that
subset.

Clear Managed Path Attribute

This new Management Action allows for the desired policy type attribute to be cleared in Active
Directory. For more information, see “Clear Managed Path Attribute” on page 273.
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1.5

1.6

New in Version 3.1.1

Leveling Algorithm

The Leveling Algorithm setting of a policy's Target Paths page now lets you structure the home
folders so that they are categorized by the first or last letter of a username through a subordinate
folder. Anew Leveling Length field allows you to enter up to 4 characters, making it so that you can
organize home folders by year. For more information, see Section 6.5.4, “Setting Target Paths,” on
page 54.

Pending Events

You can now place comments on deferred pending events. This allows an administrator to specify to
other administrators the reason why he or she deferred the event. For more information, see
Section 13.1.7, “Events,” on page 274.

Bypassable Events

Allows Novell Storage Manager to automatically attempt to address any pending events that can
bypass administrative action. For more information, see Section 6.5.1, “Setting Policy Options,” on
page 51.

Displaying Administrative and Hidden Shares:

You have the option to display Active Directory administrative and hidden shares in NSMAdmin.

New in Version 3.1

Cross-Empire Data Migration

For file to file migrations, Novell Storage Manager now lets you identify and move all files that are new
or have been modified after a given date. Additionally, you can verify that all of the files you wanted to
migrate from a source server have been migrated. You use four new utilities to perform these tasks:

+ novscan.nlm: A NetWare NLM that scans the contents of the target server and determines
which files have been modified or created since you performed a preliminary file to file migration.

+ NovScanConfig.exe: This Windows executable configures what file system data you want
identified from the NetWare or Novell Open Enterprise Server source.

+ WinScan.exe: This Windows executable lists the contents of the file system on the target
Microsoft server following a file to file migration.

+ ScanCompare.exe: This Windows executable compares the files on the NetWare or Open
Enterprise Server source server and the Microsoft Server target server.

All of these new utilities are used in Section 10.12, “Performing a Folder to Folder Migration,” on
page 180.

Integration with Novell File Reporter 2.0

Novell File Reporter 2.0 can report on the files and folders of the target paths of Novell Storage
Manager 3.1 policies.
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1.7 New in Version 3.0.4

Tivoli Support

Novell Storage Manager 3.0.4 for AD now supports IBM Tivoli Hierarchical Storage Management.

Certificate Management

Enhanced SSL Certificate Management enables you to generate your own SSL certificates.

Enhanced DFS Namespace Support

Enhanced Microsoft Distributed File System support now allows for multiple namespaces to be
managed. For more information, see Appendix C, “Distributed File System (DFS),” on page 339.

1.8 New in Version 3.0.3

Performance Enhancements

This update includes significant performance enhancements that speed up provisioning user storage,
processing templates, enforcing policy paths, cross-empire data migrations, and vaulting.

1.9 New in Version 3.0.2

Identity Mapping in Cross-Empire Data Migration

To retain security and ownership information for files and folders being migrated from a Novell
network platform to a Microsoft network platform, an identity mapping technology has been added to
Cross-Empire Data Migration. Within the identity map, you indicate object equivalence from the
Novell network source to the Microsoft network target.

For more information, see Section 10.2.1, “Defining an Identity Map for Security and Ownership
Migration,” on page 129.

110 New in Version 3.0.1

Cross-Empire Data Migration

Cross-Empire Data Migration is a subsystem within Novell Storage Manager that allows for the
movement of file system data between storage infrastructures on different platforms governed by
different identity and security frameworks. You can perform the following types of data copying:

+ User to User

*

Folder to User

*

Group to Group

*

Folder to Group
Folder to Folder

*

For more information, see Chapter 10, “Performing an eDirectory to Active Directory Cross-Empire
Data Migration,” on page 125.
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1.11

Microsoft DFS Namespace Support

Distributed File System (DFS) namespace technology helps Microsoft network administrators group
shared folders located on different servers and presents them to users as a virtual tree of folders
known as a namespace. Novell Storage Manager now presents these namespaces as available
storage resources in the Storage Resource List.

Copy Policy Data

Copy Policy Data allows you to copy all or a portion of the policy settings of one policy into another
policy. For more information, see Section 6.10, “Copying Policy Data,” on page 68.

Export Policy

Provides the ability to export policies so that they can be imported later. For more information, see
Section 6.12, “Exporting Policies,” on page 74.

Import Policy

Provides the ability to import policies that were previously exported. For more information, see
Section 6.13, “Importing Policies,” on page 75.

New in Version 3.0

Collaborative Storage

Novell Storage Manager 3.0 for Active Directory provides administrators the ability to create and
manage collaborative storage areas for groups and containers. These storage areas can be
structured in multiple ways including:

+ A single project folder where all project members have access

+ A project folder with personal subfolders for each of the members of a group. This configuration
is done through Dynamic Template Processing

+ Classroom-based storage for education customers providing the ability to structure the storage
to support assignment and class work turn-in folders for each student

For more information, see Chapter 8, “Managing Collaborative Storage,” on page 87.

Quota Management

Quota management lets administrators set storage quota limits for users based on their roles in the
organization. Additionally, administrators can designate individuals as quota managers, who can then
grant storage quota increase requests when needed. For user storage quota management, see
Section 6.4, “Enabling Your Network for Quota Management,” on page 50 and Section 6.5.5, “Setting
Quota Options,” on page 56. For collaborative storage quota management, see Section 8.7.5,
“Setting Group Collaborative Storage Policy Quota Options,” on page 99. For administering quota,
see Chapter 9, “Using Quota Manager,” on page 119.

Profile Path and Remote Desktop Services Support

In addition to creating User Home Folder policies, administrators can create a User Profile Path
policy, a User Remote Desktop Services Home Folder policy, and a User Remote Desktop Services
Profile Path policy, with each of these policies governing storage management independently. For
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more information, see Section 6.6, “Creating a User Profile Path Policy,” on page 61, Section 6.7,
“Creating a User Remote Desktop Services Home Folder Policy,” on page 63, and Section 6.8,
“Creating a User Remote Desktop Services Profile Path Policy,” on page 64.

Auxiliary Storage Policies

Auxiliary storage allows administrators to create one or more policies for creating and managing
auxiliary storage folders when a new user is created. This auxiliary storage can even be hidden from
the user for whom it was created. For example, administrators can create an HR Folder for
confidential information about the user. For more information, see Section 6.11, “Using a Policy to
Manage Auxiliary Storage,” on page 69.

GSR Collector

The Global Statistics Reporting (GSR) Collector collects data for general statistics, presents historical
data, reports on anomalies such as potential orphaned home folders, and catalogs managed storage
movement. For more information, see Section 13.1.13, “GSR Collector,” on page 283.

Anomaly Reports

The GSR Collector generates anomaly reports that identify issues that might need to be addressed
before you create storage policies.

Policy Location

In previous versions of Novell Storage Manager for Active Directory, the policies were stored as text
files in a PCLI CY folder where the NSM Engine was installed. Policies are now stored in an SQLite
database.
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Overview

Micro Focus Storage Manager introduces management and structure to an unmanaged and
unstructured network storage system. In the process, it automates the full life cycle management of
user and group storage. Leveraging directory services (commonly referred to as “the directory”),
Storage Manager automates a comprehensive set of storage management tasks based on events,
identity, and policies.

The Directory

Microsoft Active Directory stores the identity information about the users and groups that Storage
Manager manages. When Storage Manager is installed, it adds or modifies user and group attributes
so that they can be managed through Storage Manager.

Events

When a user in Active Directory is added, moved, renamed, or deleted, it is known as a directory
“event.”

Policies

Policies within Storage Manager indicate what storage-specific actions to enact when an event in
Active Directory takes place. These actions include creating user or collaborative storage when a new
user is added to Active Directory, moving storage when a user is moved from one organizational unit
or group to another, and archiving or deleting storage when a user is removed.

Storage Manager lets you create the following types of policies:

User Home Folder: Manages home folders for users who access their storage from an assigned
user workstation.

User Profile Path: Used for profile path management

User Remote Desktop Services Home Folder: Used for users who get network access from
remote client machines. Prior to Windows Server 2008, these were referred to as Terminal Services
Home Folders.

User Remote Desktop Services Profile Path: Used for profile path management for users who get
network access from remote client machines. Prior to Windows Server 2008, these were referred to
as Terminal Services Profile Paths.

Container: Manages the users located in an organizational unit.
Group: Manages the users that are members of a group.

Auxiliary: Manages one or more additional storage locations in association with one of the four user
policy types.

Multi-Principal Group Storage: Allows for multiple groups to access a shared group folder, with
each group having different sets of permissions to the group folder.
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Management Actions

In managing user and collaborative storage with Storage Manager, there are cases when you need to
retroactively apply policies, rights, attributes, and quotas to existing user storage, or perform some
administrative corrective action or operation on a large set of users, groups, or containers.

In Storage Manager, performing these types of operations is collectively referred to as performing a
Management Action and is done through the Take Action page.

You can perform a Management Action on an organizational unit, a Group object, or a User object.
Management Action operations on a Group object apply to users who are members of the group.
Management Action operations on an organizational unit apply to users in the organizational unit, and
optionally to all subordinate organizational units.

Operations

Despite Storage Manager’s ability to automate network file system management actions through
policies or Management Actions, there are some cases where you will want to perform non-policy
based management tasks. For example, suppose that in addition to Storage Manager, you also had
Micro Focus File Reporter and through a Date-Age report, you determined that you had some
department shares storing files that had not been accessed for five years or more.

Through a Groom operation, you could move these files to a less expensive secondary storage
location, without having to first create a policy associated to the department shares.

Engine

The Engine performs actions based on events in Active Directory and the defined Storage Manager
policies. These actions include provisioning, moving, grooming, deleting, renaming, and vaulting in
the file system. There is only a single Engine per forest and it can be installed on a domain controller
or a member server. The Engine runs as a native NT service on Windows.

Event Monitor

The Event Monitor monitors changes to Active Directory based on create, move, rename, delete, add
member to group, and delete user from group events. You install one Event Monitor per domain, and
it can run on a domain controller or a member server. If you install the Event Monitor on a domain
controller, the Event Monitor always monitors the local server for changes in the domain. If the Event
Monitor is installed on a member server, it identifies the closest available domain controller and
monitors it for changes in the domain. The Event Monitor runs as a native NT service on Windows.

Agents

Agents perform copying, moving, grooming, deleting, and vaulting through directives from the Engine.
For optimum performance, Agents should be installed on all servers with storage managed by
Storage Manager. The Agent runs as a NT native service on Windows.
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3 Using SMAdmin

3.1

SMAdmin is the administrative interface for Micro Focus Storage Manager. All management tasks run
from this easy-to use Windows application. SMAdmin requires the Microsoft .NET 4.5.2 Framework,
which is installed automatically on the Windows workstation or server during the SMAdmin
installation.

Procedures for installing SMAdmin are included in the “Micro Focus Storage Manager 5.2 for Active
Directory Installation Guide.” If you have not yet installed SMAdmin, go to that guide to install it before
proceeding with this section.

¢ Section 3.1, “Launching SMAdmin,” on page 23

¢ Section 3.2, “Using the SMAdmin Interface,” on page 25

IMPORTANT: For detailed information on the interaction between SMAdmin and the database,
review Appendix A, “SMAdmin and Database Communication,” on page 331.

Launching SMAdmin

1 Double-click the SMAdmin icon from the Windows desktop.
An authentication dialog box appears.

Micro Focus Storage Manager Admin - 5.2.0.20 B3

i

v] Micro Focuse Storage Manager 5.2

Engine |astinus.chranide.local Port | 3009
IUser Mame | chronide\administrator

Password

P Proxy and Logging Options

ﬂ- Could not communicate with the engine

Login | | Cancel

Copyright £ 2002-2017 Condreny Corporation,  All rights reserved,

2 In the Engine field, specify the DNS name or IP address where the Engine service is installed.
3 In the Port field, specify the secure port number.

The default setting is 3009.
4 Specify the username.
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You must specify the username in the form Domain\username.
5 Specify the password.

The user must be a member of the smadmins group to be able to log in.
6 Click Login.

3.1.1 Overriding Proxy Settings at Login

24

As a .NET application, SMAdmin is managed by the proxy configurations and exceptions of Microsoft
Internet Explorer. If you do not have an exception in your proxy settings to allow for SMAdmin, the
SMAdmin application might not launch.

Try to launch SMAdmin using the default setting first. If you are unable to log in, use the following
procedures:

1 Repeat Step 1 on page 23 through Step 5, then click the Proxy and Logging Options button to
expand the authentication dialog box.

Micro Focus Storage Manager Admin - 5.2.0.20 E3

v] Micro Focus® Storage Manager 5.2

Engine |astinus.chranide.local Port | 3009
User Mame |chronide\administrator

Password

¥ Proxy and Logging Options

®) Lse System Proxy (use Internet Explorer settings)

Do not use a Proxy

Enable Temporary Logging Override

0 Could not communicate with the engine

Login | | Cancel

Copyright © 2002-2017 Condrey Corporation.  All rights reserved,

2 Select Do not use a Proxy.
3 Click Login.
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3.1.2

3.2

Enabling Temporary Logging Override

Selecting Enable Temporary Logging Override indicates that you want Storage Manager to override
any logging configuration settings you have set for the Engine and the Agent in SMAdmin, and to
create log files during this session. The data contained in the log files might be useful for
troubleshooting.

Using the SMAdmin Interface

SMAdmin has two tabs: Home and Reports. Clicking each tab displays an associated toolbar directly
below the tabs. The toolbar is divided into sections based on the actions that are available. Clicking a
tool displays data or an interface for performing a management task.

The default display is the Engine Status page, which displays current running statistics of the Engine.
The Engine Status page is discussed in detail in the Reference chapter of this guide (see
Section 13.1.1, “Status,” on page 245).

@ = Micro Focus Storage Manager Admin 5,2.0,21 - Expires in 76 days. il - = x
18- Home Reports

EO Q_ T= z_f‘% % @ 'l: 1;% 1= E_"T:: [ GsR Collector | & Agents E\/

[ﬂ Forest Trusts !:-}w Event Monitors

Status Configure | Objects Polices Action Actions Events Path Analysis Operations Cross-Empire Scheduled Storage Check
Blocks - Data Migrations - Tasks Resources '@‘ Scope L dlient Updates
Engine Management Tools Assets Components el
@,status Engine: 172.17.2.82 Version: 5.2.0.9
Engine Agents (1)
License Type: Type Count
&1
Production 4 [l iobs 49 Al Jobs
¥ e e - —@- All Jobs
- sadutp.n...
feens satures: ki 10 b fmsadutp.nfms.utopia.novel.com

Core G
Cross-Empire Data Migration eDirectory P
Cross-Empire Data Migration Active Directory

Copy
" —8- Delete

Engine Server: !

FMSADUTP

Engine Version:

5.2.0.9 Mar 31 2017 16:06:50 0

Managed Forest Name 4/6{2017 4f8f2017 4/10/2017 4/12f2017

NFMS, UTOPIA.NOVELL.COM

Current Engine Time:

Ewvent Monitors (1)
4{12/2017 8:56:24 PM :
Engine Start Time: i Queued Pending Events: 0 Latest Event: 4/12/2017 7:30 PM Q Accepting Events
4/10/2017 7:27:17 PM Unparsed Pending Events: 0 High Transaction Number: 86 o Processing Events
Database Host Address:
fmsadutp.nfms.utopia.novell.com Type {3

—@- Add Member

Database Port: 4 AllEvents 7B A

e —@- Remove Member
1433 4 | Collaborative 27 .
PR B 10 —@- Create Collaborative
Database Name: Ember ol Set Policy User
fafdb Remove Member . SR

A
Sy Create Collaborative 1 —®- Rename User
fsfadmin 4 User b ! User Attribute Change
_— Set Policy User 44 Delete User
Statistics Create User 2 Create Auxiliary Storage
Show stats for: | 30 days v Hrizhes - 0 Groom Operation
User Attrbute Change 1 4/6/2017 4/8/2017 4/10/2017 4/12/2017

All other Storage Manager tools are covered in the other sections of this guide.
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4.1

Configure the Event Monitor Scope

Products like Microsoft Exchange frequently create and remove objects such as groups that are not
managed by Storage Manager. Prior to the release of Storage Manager for Active Directory 5.1, the
Event Monitor would monitor all of these types of events, oftentimes burdening the Event Monitor and
slowing down Storage Manager’s ability to monitor and respond to relevant network storage events.

As a means of avoiding the monitoring of non-applicable network events, the Event Monitor no longer
monitors the following Active Directory containers:

¢ Builtin

+ Foreign Security Principals

+ Managed Service Accounts

+ Program Data

+ System
Additionally, Storage Manager for Active Directory lets you specify the Active Directory containers or

subcontainers that will be included or excluded for monitoring. When you specify the containers and
subcontainers to be monitored, you set the Event Monitor scope.

NOTE: For a complete discussion of the Scope feature, including Include and Exclude behaviors, see
Appendix G, “Event Monitor Scope,” on page 359.

+ Section 4.1, “Configuring the Event Monitor Scope,” on page 27
+ Section 4.2, “Example Scenarios,” on page 30

Configuring the Event Monitor Scope

1 In SMAdmin, click the Home tab.
2 Click Scope.
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Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 218 days. &) - (] x

Home: Reports

% ﬁ E E% % I;é;} r%\ éﬁ% Eﬁ @ iT:i iﬁ,:::::i:: (‘;:::fmmmrs E/

Status Configure | Objects Polides Action Actions Events | Path Analysis Operations Cross-Empire Scheduled Storage Check

Blocks Data Migrations = Tasks Resources '@‘ Scope L ciient Updates
Engine Management Tools Assets Components ~
3 Scope Engine: 172.17.2.52 Version: 5.1.0.25
» Ao ] |
€3 Remove
| Object -

@ Remove

| Object &

| Apply

3 In the Scope pane, click the arrow to view the Active Directory containers.

28 Configure the Event Monitor Scope



4 X nfms.utopia.novell.com -
b T: Builtin
b T: Computers
b T: Domain Controllers
3 T: ForeignSecurityPrincpals
b T: Managed Service Accounts

4 = NFMS
k T: Atlanta
b = HQ
b T: Londan
b T: Munich
b = NYC
[ T: PrimoParts
[ T: Program Data

[ T: System

4 T: Lsers
8\ Access-Denied Assist...
i Allowed RODC Passw...
f8% Cert Publishers
& Cloneable Domain Co...
&\ Denied RODC Passwo...
&% DnsAdmins
Iii. DnslipdateProxy
fEh Domain Admins
f8} Domain Computers
&% Domain Controllers
&% Domain Guests
&% Domain Users

&% Dynamic File Services

aks .. sl e

4 Drag to the Include and Exclude panes, the containers, subcontainers, and groups you want

included and excluded respectively.

Remember that the Builtin, Foreign Security Principals, Managed Service Accounts, Program
Data, and System containers are excluded automatically.

Action

Result

Dragging one or more containers or groups to the
Include pane

Dragging one or more containers or groups to the
Exclude pane

Specifies that those selected containers and their
subcontainers, and groups and their nested groups will
be monitored by the Event Monitor, while all other
containers and groups will not be monitored.

Specifies that those selected containers and their
subcontainers, and groups and their nested groups will
not be monitored by the Event Monitor, while other
containers and groups residing at the same level of the
excluded container and group in the AD forest or
domain, will be monitored.

5 Click Apply.
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4.2 Example Scenarios

The following are example scenarios of Event Monitor scoping that might help you configure your
Event Monitor scope. For expanded information, see Appendix G, “Event Monitor Scope,” on
page 359.

Figure 4-1 Containers Specified to Include

Q i Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 218 days. M - O %
8- Home Reports
21 g = 2 r@ B smm= 4 GSR Collector | G Agents
= o] 1 B ollector gen
O EEIAXKE & & = O = 2 &
L bt e "= g ForestTrusts | (4 EventMonitors
Status Configure | Objects Polides Action Actions Events Path Analysis Operations Cross-Empire Scheduled Storage Check
Blocks - Data Migrations - Tasks Resources ‘@‘ Scope £ client Updates
Engine Management Tools Assets Components ~
3 scope Engine: 172,17.2.32 Version: 5.1.0.25
4 X nfms.utopia.novell.com Include
3 T: Builtin
3 T: Computers
b T: Domain Controllers Obiect o
+ i ForeignSecurityPrindpais T OU=NFMS,DC=nfms,DC=utopia,DC=novell,DC=com
b T: Managed Service Accounts T: PP e D e DG e 1.0C
4 T= NS =PrimoParts,DC =nfns, DC =utopia,DC=novell, DC=com
3 T: Atlanta
» T HQ
» T: London
» T: Munich

b T: Auto Manufacturing Exclude
3 T: Program Data
3 T: System -
» T Users Object =

Apply

In the example in Figure 4-1, the Event Monitor will monitor only the events that pertain to the NFMS
and PrimoParts containers, including their subcontainers.
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Figure 4-2 Container Specified to Exclude

. ¥ Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 218 days. M - a x
8- Home Reports
% Q T= [=D% }/ ';Li (B BE @ tm== [ GSR Collector | {ifi Agents E/
— ! ‘ > g8 =h= Mg ForestTrusts | (@) Event Monitors
Status Configure | Objects Polides Action Actions Events | Path Analysis Operations Cross-Empire Scheduled Storage Check
EBlocks = Data Migrations = Tasks Resources ‘@‘ Scope L client Updates
Engine Management Tools Assets Components ~
£ Scope Engine: 172.17.2.82 Version: 5.1.0.25
3 T: Builtin
b T: Computers Q Remove
3 T: Domain Controllers ‘Object

» T: ForeignSecurityPrincipals
3 T: Managed Service Accounts
4 T NEMS
b T Atlanta
» = HO
=
3 T: Munich
» = nvC
4 T: PrimoParts
» T Auto Manufacturing
3 T: Program Data
» T: System

3 T: Users

Q-:) Remove
| Object
P OU=London, DU =NFMS, DC =nfms, DC=utopia,DC=novell, DC =com

In the example in Figure 4-2, the Event Monitor will monitor all containers except for the London

subcontainer.
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Figure 4-3 Containers Specified to Include and Exclude

o -

18- Home Reports

Engine
€ Scope

4 X nfms.utopia.novell.com
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784 CertPublishers
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ii'u DnsUpdateProxy
#&% Domain Admins
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m Drynamic File Services

e
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Status Configure | Objects Polices

JXE

b T: Managed Service Accounts

ﬁi Access-Denied Assist...
& Allowed RODC Passw...

##% Cloneable Domain Co...
&} Denied RODC Passwo. ..

Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 217 days.

r‘% d 3% A= == SR Collctar

SR Mg Forest Trusts

Action  Actions Events Path Analysis  Operations Cross-Empire Scheduled Storage
- Data Migrations ~ Tasks Resources '@‘ Scope
Management Tools ! Assets

Include

Object
&% CN=5torage Admins,CN=Users,DC=nfms, DC=utopia,DC=novell, DC=com
T: 0U=PrimaParts,DC =nfms,DC =utopia,DC=novell,DC=com

Object
T: 0OU=Landon,OU=NFMS,DC =nfms,DC =utopia,DC=novel,DC=com

H - O X

fﬁ Agents E\/

@ Event Monitors
Check
L:J Client Updates
Components ~

Engine: 172.17.2.82 Version: 5.1.0.25

Apply

In the example in Figure 4-3, the Event Monitor will monitor the PrimoParts container and Auto
Manufacturing subcontainer, and all of the subcontainers in the NFMS container, with the exception of
London. It will also exclusively monitor the Storage Admins group and exclude all other groups.
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Managing Existing User Storage

Because Storage Manager 5.2 for Active Directory is deployed into an existing Microsoft network with
users, groups, containers, and domains already established in Active Directory, your principle focus
should be to start managing the storage that is assigned to these users. This process involves
several tasks:

+ Running reports to determine the status of your user storage

+ Creating policies that standardize the storage allocation, quota, rights, and more

+ Running Management Actions to invoke the policies settings on the existing users

+ Testing these policies to verify that they are working as desired
By completing this section, you not only put your existing users’ storage into a managed state and set
it up for ongoing management through Storage Manager, but you also learn the basic procedures for
reporting and for setting user policies. After completing the procedures in this chapter, refer to the
remainder of the Micro Focus Storage Manager 5.2 for Active Directory Administration Guide for
more detailed content on these tasks as well as many others.

¢ Section 5.1, “Running the GSR Collector,” on page 34

+ Section 5.2, “Viewing Anomaly Reports,” on page 34

+ Section 5.3, “Running Consistency Check Reports on Existing Storage,” on page 35

+ Section 5.4, “Assigning Missing Home Folder Attributes,” on page 36

+ Section 5.5, “Standardizing User Home Folder Attributes,” on page 37

+ Section 5.6, “Creating a Blocking Policy,” on page 37

¢ Section 5.7, “Creating a User Home Folder Policy,” on page 39

+ Section 5.8, “Removing a Preexisting Process for Creating User Home Folders,” on page 45

+ Section 5.9, “Testing the User Home Folder Policy,” on page 45

+ Section 5.10, “Performing a Consistency Check,” on page 45

+ Section 5.11, “Running Management Actions,” on page 46

+ Section 5.12, “Testing a Rename Event,” on page 46

¢ Section 5.13, “Testing a Cleanup Rule,” on page 47

+ Section 5.14, “What’s Next,” on page 47
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5.1

5.2

Running the GSR Collector

The Global Statistics Reporting (GSR) Collector collects data for general statistics, presents historical
data, reports on anomalies such as potential orphaned home folders, and catalogs managed storage
movement. For details about the GSR Collector and its usage scenarios, see Section 13.1.13, “GSR
Collector,” on page 283.

As the first step in managing your existing user storage through Storage Manager, you should run the
GSR Collector. Depending on the size of your network, running the GSR Collector might be resource
intensive and can take some time to complete. After you run the GSR Collector the first time, you
should schedule it to run at a regularly scheduled time, preferably after regular business hours. For
more information, see Section 13.1.11, “Scheduled Tasks,” on page 279.

1 Launch SMAdmin.
2 In the Home tab options, click GSR Collector.
3 Click Run.

Viewing Anomaly Reports

The GSR Collector performs Anomaly Analysis that generates data for Anomaly Reports. These
reports are designed to help you evaluate the state of your storage infrastructure. Additionally, they
can be used in preparation for using Storage Manager to bring storage under management by policy.
Anomaly data will be produced for each object and path type specified in the GSR Collector
configuration.

By default, the following Anomaly Reports are available:

Anomaly Report Explanation

Attribute Value Missing The respective path attribute (such as home folder) does not have a value. For
more information, see “Attribute Value Missing” on page 319.

Path Missing On Disk The respective path attribute (such as home folder) value cannot be found on
disk. For more information, see “Path Missing on Disk” on page 320.

Path Validation Issue Attempting to retrieve or verify the existence of the respective path attribute
(such as home folder) value failed. For more information, see “Path Validation
Issue” on page 321.

Name Mismatch The leaf path name of the respective attribute (such as home folder) value
does not match that of the respective object’'s name. For more information, see
“Name Mismatch” on page 322.

Path Duplicate Value Two or more objects have been detected that contain the same path for the
respective path attribute (such as home folder). For more information, see
“Path Duplicate Value” on page 322.

Path Parent CrossTalk The object’s respective path attribute (such as home folder) has been detected
as being the parent of another object’s path attribute (such as home folder).
For more information, see “Path Parent Crosstalk” on page 323.

Path Child CrossTalk The object’s respective path attribute (such as home folder) has been detected
as being the subordinate of another object’s path attribute (such as home
folder). For more information, see “Path Child Crosstalk” on page 323.
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5.2.1

5.3

Anomaly Report Explanation

Orphan Path Candidate The path is directly subordinate to a path at which other DS-associated paths
have been found, but has not been detected as being associated with any DS
object via a path attribute (such as home folder). For more information, see
“Orphan Path Candidate” on page 324.

View Anomaly Reports

1 In SMAdmin, click the Reports tab.
2 Click GSR Anomaly.
3 Within the graph, click the category you want to view.

At this point, because none of your existing users are being managed through Storage Manager,
each user in Active Directory should be listed when you click Objects Not Managed. Additionally,
you might notice other potential problems by viewing data categorized in other areas.

Running Consistency Check Reports on Existing
Storage

When Storage Manager is installed, you need to analyze and correct any issues that might exist in
the current user storage environment. Issues might include missing storage quotas, inconsistent
home folder attributes, inconsistent home folder rights, missing home folders, and inconsistent file
paths. Storage analysis begins by running consistency check reports on existing user storage prior to
creating and implementing storage policies.

In addition to reporting on storage issues, consistency check reports let you review current quota
assignments and can help you in designing and planning storage policies.

1 In SMAdmin, click the Home tab.

2 Click Objects.

3 In the left pane, browse through the domain so that an organizational unit with the users for
whom you want to generate the consistency check report is displayed in the right pane.

4 In the right pane, right-click the container and select User > Consistency Check.
5 Click Execute and view the results in the bottom panel.
6 Click the expansion arrow in the split view slider to expand the view.

Because none of the users are currently managed through Storage Manager, each user has a
Management status of Not Managed. Additionally, there are no established storage quotas and
there might be inconsistent directory attributes, rights, flags, and file paths, along with various
warnings or errors that you can mouse over to view the specifics.

To export a consistency check report for printing, see Section 13.2.1, “Consistency Check,” on
page 315.
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5.4

Assigning Missing Home Folder Attributes

The consistency check report’s DS Path column indicates the path (also referred to as “attributes”) of
the user’s assigned home folder. If no path is indicated, it is because the home folder attribute is not
set in Active Directory.

Storage Manager allows you to populate any missing home folder attributes or correct attributes that
are not configured correctly. You do this by selecting a path and looking for a match on each user’s
ID. You also have the option to overwrite an existing attribute based on a match found.

If no home folder exists for the user, Storage Manager can create one automatically once the target
path for the home folder is indicated in the policy. For more information, see Section 5.5,
“Standardizing User Home Folder Attributes,” on page 37.

In SMAdmin, click the Home tab.

2 Click Objects.
3 In the left pane, browse through the domain so that an organizational unit with users that need

home folder attributes appears in the right pane.

4 In the right pane, select the desired container.
5 Click User > Assign Managed Path.

Take Action - User Mode - o IEEH
& Preview o Execute i User Mode ~ [B‘g Consistency Check | 3% Management Action = (:} Refresh Results
Assign Managed Path Targets (1)
e © Add @) Select All ) Select None
FDN

et /| T= Employees
et or spedfied location not found on disk

Always overwrite assodiated path atiribute

Explicit Path Assignment

Explicit Assignment {only works with single object)

Target Path

Parent Path Browse Clear
Home Drive Letter Assignment
#®) Do not modify home drive letter Drive Letter [H b
Overwrite home drive letter
Set home drive letter if missing
®) Home Folder Remote Desktop Services Home Folder
Profile Path Remote Desktop Services Profile Path

/| Process Subcontainers Mask

Q Select All @ Select None 0 Add to Targets

MName 4 | Path Type Action Status

6 Inthe Matched Path Assignment region of the window, make sure the Assign if associated path

attribute not set option is selected.

7 Click Browse, use the Path Browser dialog box to browse to the path where you want all home

folders in the selected organizational unit to reside, then click OK.
The selected path appears in the Parent Path field.
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9.5

5.6

8 Click Preview.
9 If you approve of the actions Storage Manager took in Preview mode, click Execute.

10 Run a new consistency check by selecting the organizational unit you selected in Step 4, clicking
Consistency Check, then clicking Execute.

11 Observe that all users now have home folder attributes listed in the DS Path column.

Standardizing User Home Folder Attributes

As a best practice, you should have all of your user home folder attributes set to a path that ends with
the user's home folder name, rather than the parent path. For example, instead of user EBROWN
having a home folder attribute of \SERVER-NAME\SHARE-NAME\HOME\USERS, it should be set
to \SERVER-NAME\SHARE-NAME\HOME\USERS\EBROWN.

Storage Manager lets you easily standardize home folder attributes by overwriting attributes linked to
the parent path.

1 In SMAdmin, click the Home tab.

2 Click Objects.

3 In the left pane, browse through the domain so that a container with users that need standard
home folder attributes appears in the right pane.

4 In the right pane, right-click the desired organizational unit and select User > Assign Managed
Path.

5 Select the Always overwrite associated path attribute option.

6 Click Browse, use the Path Browser dialog box to browse to the path where you want all home
folders in the selected container to reside, then click OK.

7 Click Preview.

Storage Manager summarizes any problems it can resolve in the Action column. Resulting home
folder attributes that are created will be displayed as “Match found. Managed Path would be set.”

8 If you approve of the actions Storage Manager took in preview mode, click Execute.

9 Run a new consistency check by selecting the organizational unit you selected in Step 4, clicking
Consistency Check, then clicking Execute.

10 Observe that all users who did not previously have proper home folder attributes, now do.

Creating a Blocking Policy

Storage Manager provides the ability to create “Blocking policies” that block other Storage Manager
policies from affecting members of organizational units, members of groups, or even individual users.
For example, you might have proxy users such as a BACKUP PROXY or VIRUS SCAN PROXY who
do not need a home folder. Or, you might have an organizational unit within an organizational unit
whose members you do not want to be assigned home folders or managed by Storage Manager.

Creating a Blocking policy is as easy as creating a group, adding the users you want to block from a
policy to the group, and then using SMAdmin to create the Blocking policy and associate it to the

group.
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NOTE: Blocking policies can be assigned to users, groups or containers.

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 In the Manage menu, select New > User Home Folder.
The following dialog box appears:

Create New Policy

Mame | |
Policy Type |User (¥
Managed Path Type |Home Faolder (¥

o | [Coma ]

4 Specify a descriptive name in the Name field, such as “Block Policy,” leave the User and Home
Folder options selected, then click OK.

The Policy Options page appears.

Policy Editor - Block Policy

- o ER
General Policy Options
4% Policy Options Process Events for Assodated Managed Storage
&= Assodations
Policy Inheritance

= Auxiliary Polides

Policy applies to subcontainers

P Policy applies to nested group members
@ Provisioning Options Policy Weight 1] :
¥ TargetPaths
€=} Quota Options Description

e Move Schedule

Policy created at 10/31/2016 6: 15 PM by chronide \administrator
Cleanup

ﬁ Cleanup Options
Vault
Y Groom

Characters Allowed: 1023 Characters Remaining: 965

Other
% Notes

E?, Summary

r. Copy Policy Data

5 Deselect the Process Events for Associated Managed Storage check box.

A description at the right of the check box indicates that the policy is now a Blocking policy.
6 In the left pane, click Associations.
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7 Click Add.

8 Browse down and locate the user, group, or container that you want to block from the effects of
Storage Manager policies, then drag it to the Selected Items pane.

9 Click OK to select the objects.
10 Click OK to save the Blocking policy.

5.7 Creating a User Home Folder Policy

A policy in Storage Manager is the means by which the product provisions, manages, deletes, and
archives storage. The parameters within the policy dictate where user storage is created, what rights
are granted, what quota to assign, what to do when a user is deleted, and much more.

IMPORTANT: Only one policy of the same type can be associated with a domain, organizational unit,
group, or user.

1 In SMAdmin, click the Home tab.
2 Click Policies.
3 In the Manage menu, select New > User Home Folder.

The following dialog box appears:

Create New Policy

MName |
Policy Type |User W
Managed Path Type |Home Folder (¥

o | ]

4 Specify a descriptive name for the policy, such as “Los Angeles Division,” then click OK.

The Policy Options page appears.
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Policy Editor - Los Angeles Division =N x |
General Policy Options

£+ Policy Options Process Events for Assodated Managed Storage

&2 Assodations

i, Auxiliary Policies e e
Policy applies to subcontainers

Setup Policy applies to nested group members

0 Provisioning Options Palicy Weight o|d

¥ TargetPaths

=) Quota Options Description

c Move Schedule

Policy created at 10,/31,/2016 6:38 PM by chronideadministrator
Cleanup

ﬁ Cleanup Options
Vault
i’ Groom

Characters Allowed: 1023 Characters Remaining: 965
Other
% MNotes
%‘, Summary

r. Copy Policy Data

5 Set the Policy Options specifications for the policy:

5a If you want the container’s subcontainers to inherit the policy settings, leave the Policy
applies to subcontainers check box selected. Otherwise, deselect it.

5b If you will have users that are members of multiple groups, which means they could be
affected by multiple policies, use the Policy Weight field to indicate a weight for this policy.

When multiple policies pertain to a user, Storage Manager uses the highest weight number
to determine which policy to apply.

5¢c Click Apply to save your settings.
6 Set the associations:

6a In the left pane, click Associations.

6b Click Add.

6c Browse to and locate the domain, organizational unit, Group object, or User object you want
the policy applied to, then drag it to the Selected Object pane.

6d Click Apply to save the settings.
7 Set the provisioning specifications:

7a In the Folder Properties region, specify the default permissions you want applied to network
home folders that are created through this policy. Check the Set Attributes on Target Folder
check box to activate additional check boxes to specify the desired DOS attributes.

7b In the Home Folder Options region, indicate the network drive letter to assign to your users.

7c In the Template Folder region, click the Browse button to locate and place a path to a
template directory that can be copied into each home folder.

For more information on templates, see Step 3 on page 53.
7d Click Apply to save the settings.
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8 Set the target paths:

8a
8b

8c

8d

8e
8f

In the left pane, click Target Paths.

Click Add, browse to the share where you want your home folders to reside, right-click and
choose Select to add the target path to the Selected Paths pane.

If you want to set the location of home folders among different paths, repeat Step 8b to
include all the paths you want.

If you have multiple paths listed, select a distribution method from the Distribution drop-
down list.

For an explanation of storage distribution, see Section 6.5.4, “Setting Target Paths,” on
page 54.

Leave the other fields as they are currently set.
Click Apply to save your settings.

9 Set the quota options:

9a

In the left pane, click Quota Options.

Policy Editor - Los Angeles Division - o IEE2
General Quota

£ Policy Options [0 Enabied
G Assodations .
M, Auxiliary Policies

Setup

Quota Management
Q Provisioning Options
[[] Enable Quota Manager [ Quota Preservation for this policy
B TargetPaths
€2 Cuota Options

c Move Schedule )

Cleanup

ﬁ Cleanup Options
Vault
i Groom

Other
E Motes

I;i?, Summary

r. Copy Policy Data

oK Cancel

All changes to this policy successfully saved.

9b In the Quota region, click Enabled and specify the initial quota limit assigned to all users

associated with this policy.

9c (Optional) In the Quota Management region, click the Enable Quota Manager / Quota

Preservation for this Policy check box, to display additional options.

9d Select one of the following Quota Maximum options:

+ Use the No Maximum Quota option to specify that the users managed by this policy will
be granted additional storage quota when they need more.

¢ Use the Maximum Quota field to specify the maximum amount of storage that is
allocated to a user. This allocation comes through the quota increment settings below.
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9e (Optional) Select one of the following Quota Increment options:

+ Select the Set Quota Increment Manually option to allow users who are designated as
quota managers to set quotas manually.

+ Select the Increment quota by option to indicate the size in MB for each new allocation
of additional storage quota.

9f Click Apply to save your settings.
10 Set the move schedule:
10a In the left pane, click Move Schedule.

10b Specify the hours when Storage Manager can perform movement of data between multiple
policy paths.

For more information on movement of data between multiple policy paths, see
Section 6.5.6, “Setting the Move Schedule,” on page 58.

10c Click Apply to save the settings.
11 Set the cleanup options:
11a In the left pane, click Cleanup Options.

Policy Editor - Los Angeles Division - o EEH

General Storage Cleanup

4% Policy Options [ Enable No deanup rules are currently set for this policy.

©o Assodations

. Auxiliary Policies
Setup Vault on Delete

0 Provisioning Options [] Enable

[ TargetPaths

€2) Quota Options
Move Schedule

Browse Clear

Cleanup

@ Cleanup Options
Vault
'i’ Groom

Other
% Motes

I;is, Summary
r. Copy Policy Data

OK Cancel

All changes to this policy successfully saved.

11b In the Storage Cleanup region, select the Enable check box to indicate if you want user
storage associated with this policy deleted when a user is removed from Active Directory.

If you select the check box, you can specify the number of days, weeks, or years a user
home folder and its contents will remain before it is deleted.

11c If you want user storage associated with this policy vaulted, in the Vault on Delete region,
select the Enable check box and use the Browse button to indicate a path to the vault
location.
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11d Click Apply to save your settings.

If you have both Storage Cleanup and Vault on Delete enabled, Storage Manager vaults the
data and then deletes it after the specified period of time. If you have Vault on Delete but not
Storage Cleanup enabled, Storage Manager vaults the data immediately and never cleans it

up.
12 Set the vault rules:
12a In the left pane, click Vault.

12b Click Add to create vault rules.

Rule Editor ES

Description  [Vault Rule |

Action | Delete ~| (@ Files () Folders

Masks | * tmp|

* Only one Mask per Line

Cormparative Criteria Murneric Criteria Unit
File Size Filter | [Disabled] - Any Size v 03 @
Create Time Filter | [Disabled] - Any Time = @
Modify Time Filter | [Disabled] - Any Tme ~ ~ = @
Access Time Filter | [Disabled] - Any Tme 0 @
oK Cancel

For example, in the rule above, all .t np files are deleted prior to their home folder being
vaulted. When the specified number of days in the Cleanup storage after field has passed,
the home folder is deleted from the specified vault location.

12¢ Click Apply to save your settings.
13 Set the groom rules:
13a In the left pane, click Groom.
13b Click Add.
This brings up the Rule Editor dialog box.
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13c Select either Vault, Delete, or Ignore from the Action drop-down menu to specify whether to
vault, delete, or ignore files or folders.

13d In the Masks field, indicate the type of file or the name of a folder for which this groom rule
will take action. For example, *.mp3 and *.mp4.

If you choose to vault files, you must have a specified vault path in the Vault Path field.

Rule Editor E3

Deszcription  [Groom Rule |

Action | Delete w| (@ Files ) Folders
Masks | *.mp3
= mp4|

*Only one Mask per Line

Comparative Criteria Mumeric Criteria Unit
File Size Filter | [Disabled] - Any Size = @
Create Time Filter | [Disabled] - Any Time = @
Modify Time Filter | [Disabled] - Any Time ~ ~ 0 {t-}
Access Time Filter | [Disabled] - Any Time 0F @
0K, Cancel

To narrow the scope of the groom rule, you can use the filter settings in the lower portion of
the dialog box.

For example, if you select Greater than from the File Size Filter drop-down menu, enter 2 as
the Numeric Criteria, and select MBs as the Unit setting, the groom rule in this example
vaults all MP3 files greater than 2 MB. Setting additional filters narrows the scope of the
grooming action even more.

13e Click OK to save the groom rule.
13f Repeat Step 13a through Step 13e to create additional grooming rules.
13g Click Apply to apply the groom rules.

14 Click OK to save the policy settings.
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5.8 Removing a Preexisting Process for Creating User
Home Folders

When you create and configure a policy, it is important to understand that Storage Manager is now set
up to provision and manage all new users that are created in the associated container.

If you have a network tool such as Microsoft Active Directory Users and Computers creating home
folders when a new user is added to the domain, organizational unit, or group associated with a
policy, you need to remove the setting that creates the home folder.

You might also need to notify anyone who previously managed storage for those users that are now
being managed by Storage Manager, to cease any manual storage management tasks such as home
folder creation, renames, moves, etc., and allow Storage Manager to now manage the user storage.

5.9 Testing the User Home Folder Policy

You should now create a test user to confirm that Storage Manager will provision and deprovision the
test user’'s home folder according to the policy rules that you created.

1 Use Active Directory Users and Computers to create a new user such as TESTUSER in the
organizational unit associated with the policy you configured in Section 5.7, “Creating a User
Home Folder Policy,” on page 39.

2 In SMAdmin, click the Home tab.
3 Click Path Analysis.

4 In the left pane, browse down to the location where the new home folder for the new TESTUSER
is located.

5 Select the TESTUSER home folder, then select Permissions.
This displays the View Permissions page.
6 Verify that the rights that you set in Step 7a on page 40 are those that you set in the policy.
7 Click OK to close the View Permissions page.
8 Right-click and select Quota.
This displays the View Quota dialog box.

9 Verify that the quota specifications that you set in Step 9 on page 41 are those that you set in the
policy.
10 Click OK to close the View Quota dialog box.

510 Performing a Consistency Check

Performing a follow-up consistency check allows you to verify that other policy specifications that you
established in the user home folder policy are being enacted.

1 In SMAdmin, click the Home tab.

2 Click Objects.

3 In the left pane, browse to select the organizational unit associated with the policy that you
created earlier.

4 Select the Users check box.
5 In the right pane, locate and right-click TESTUSER, then select User > Consistency Check.
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The Take Action — User Mode page appears.

6 Verify that the settings for the home folder attribute (DS Path), Flags, Rights, and Quota are what
you established when you configured the policy. Additionally, verify that the Management status
is set to Managed and that the Mgmt Path and DS Path match (a check mark in the Paths Match
column indicates a match).

5.11 Running Management Actions

This procedure does the cataloging that enables the existing storage to be managed by Storage
Manager.

1 In SMAdmin, click the Home tab.

2 Click Objects.

In the left pane, browse to select the organizational unit associated with the policy that you
created earlier.

w

Right-click the organizational unit and select User > Manage.

Verify that the selected organizational unit is listed in the Targets region of the Take Action page.
From the Management Action menu, select Manage.

Click Preview to view what actions will be taken.

Click Execute to initiate the Management Actions.

© 00 N O 0 »

(Conditional) If you have other policy settings to apply, including quota, permissions, and a
template, do so using the Apply Quota, Apply Permissions, and Apply Template menu options
respectively.

For more information on these, and other Management Actions, see Section 13.1.6, “Actions,”
on page 268.

5.12 Testing a Rename Event

46

This procedure lets you verify that a user’'s home folder attribute is updated following a rename event.
1 Use Active Directory Users and Computers to rename the user from the suggested TESTUSER
name to a name such as TESTUSER2.

When renaming a user object, you must rename the SAM (Service Account Manager), whose
value is used to create managed storage.

2 In SMAdmin, while you are still displaying the users through the Objects form, click Refresh to
refresh the screen and see the renamed user.

3 Right-click the renamed user and select User > Consistency Check.

4 Verify that the home folder and the directory attribute have been updated in the DS Path and
Mgmt Path columns.
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5.13

5.14

Testing a Cleanup Rule

This procedure lets you verify that Storage Manager cleans up a user’s storage according to the user
home folder policy that you created earlier.

1 Use Active Directory Users and Computers to delete TESTUSER?2.

2 If you chose to delay the cleanup of user storage for a set amount of days in Step 11b on
page 42, open SMAdmin, click the Home tab and then click Events to view any information
indicating the deferred number of days for the storage cleanup.

3 Click Path Analysis.

4 In the left pane, browse to the location where the TESTUSER?2 resided and verify that the folder
has been deleted.

5 (Conditional) If you set your policy to vault deleted storage, browse to the location in the left pane
where you chose to vault deleted storage in Step 11¢ on page 42 and verify that TESTUSER2
was vaulted:

5a If you set your policy to delay the cleanup of user storage for a set amount of days in
Step 11b on page 42, click Events to view details on deferred action.

5b Right-click the listed deferred action, then select Properties. In the Properties dialog box,
verify that the Next Eligible Time displays a date that corresponds to the number of days
you set in your policy for the deleted storage to be cleaned up.

5¢ Click OK to close the dialog box.

6 Because this is a test user, perform the storage cleanup immediately by once again right-clicking
the listed deferred action and selecting Make Eligible.

7 Click Path Analysis and browse to the location in the left pane where you viewed the vaulted
storage, then verify that the storage has been cleaned up.

What’s Next

Now that you have created and tested a User Home Folder policy, you can create User Home Folder
policies for the users in other organizational units or groups. You can do so based on the overview
and procedures you were given in this chapter, or you can review Chapter 6, “Managing User Home
Folders,” on page 49, which provides a more comprehensive discussion of performing user-based
storage tasks in SMAdmin.

When you have a better understanding of the user-based storage capabilities in Storage Manager,
you can proceed to have Storage Manager manage your collaborative-based storage. Refer to
Chapter 8, “Managing Collaborative Storage,” on page 87 for a comprehensive discussion and
procedures for performing collaborative storage tasks.
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6 Managing User Home Folders

6.1

+ Section 6.1, “Overview,” on page 49

+ Section 6.2, “User Policies,” on page 49

+ Section 6.3, “Setting Up a Vault Location,” on page 50

+ Section 6.4, “Enabling Your Network for Quota Management,” on page 50

+ Section 6.5, “Creating a User Home Folder Policy,” on page 50

+ Section 6.6, “Creating a User Profile Path Policy,” on page 61

+ Section 6.7, “Creating a User Remote Desktop Services Home Folder Policy,” on page 63
+ Section 6.8, “Creating a User Remote Desktop Services Profile Path Policy,” on page 64
+ Section 6.9, “Using a Policy to Manage Inactive Users,” on page 66

¢ Section 6.10, “Copying Policy Data,” on page 68

¢ Section 6.11, “Using a Policy to Manage Auxiliary Storage,” on page 69

+ Section 6.12, “Exporting Policies,” on page 74

+ Section 6.13, “Importing Policies,” on page 75

Overview

In Chapter 5, “Managing Existing User Storage,” on page 33, you created and configured a Blocking
policy and a User Home Folder policy to put your existing storage in a managed state. In this section
you will learn in greater detail about how to create and configure User Home Folder policies, along
with other policies associated with user storage. These include:
+ User policies
+ Auxiliary storage policies
+ Profile path policies
+ Remote Desktop Services policies that include
+ Remote desktop home folder
+ Remote desktop policy path

User Policies

User policies automate the provisioning, ongoing management, and disposition of network user home
folders. A user policy can be associated with the following Active Directory objects:

+ Domain

+ Organizational Unit
+ Security Group

+ User
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6.3

6.4

6.5

If you associate a user policy to a Domain or Organizational Unit object, the policy affects all users
that reside in those areas of the directory, unless it is specifically blocked through a Blocking policy. If
you associate the policy to a group, it affects all members of the group.

NOTE: Although creating a user policy for an individual User object is possible, it is somewhat
impractical and should only be done in rare circumstances.

User policies, as well as all other policy types, are stored in the SQL Server database.

Setting Up a Vault Location

Vaulting is the process of saving the contents of the object’'s managed storage after the object has
been removed from Active Directory. If your user policies are to include vault rules, you must first set
up a storage location (share) where the policy will vault the storage.

Ensure that the SMProxyRights group has Full Control permissions to the share hosting the vault
path.

Enabling Your Network for Quota Management

Storage Manager leverages the disk quota capabilities of Windows Server 2008 and later that are
exposed via File Server Resource Manager (FSRM).

IMPORTANT: Storage Manager cannot manage quotas on home folders, collaborative storage
folders, or auxiliary storage hosted on Windows Server 2003 machines. Furthermore, Storage
Manager cannot manage quotas on NAS devices.

For all Windows Server 2008 and later servers hosting home, collaborative, or auxiliary storage
managed by Storage Manager with quota management enabled, you must have the File Server
Resource Manager (FSRM) role installed. Additionally, if the Windows Firewall is enabled, then you
must set an exception rule on each server that permits remote FSRM management. FSRM
management is needed because the Engine is managing the quota remotely. FSRM must also be
installed on the server hosting the Engine.

For more information, see Section B.1, “Windows Firewall Requirements,” on page 335.

The process for setting an exception rule differs among the various offerings of Windows Server.

Creating a User Home Folder Policy

Prior to creating the user policy, you must determine if the policy should pertain to the members of the
domain, organizational unit, or a group.
1 In SMAdmin, click the Home tab.
2 Click Policies.
3 In the Manage menu, select New > User Home Folder.
The following dialog box appears:
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Create New Policy

Mame | |
Policy Type |User (¥
Managed Path Type | Home Folder W

o | ]

4 Specify a descriptive name in the Name field and leave the User and Home Folder options
selected.

The Policy Options page appears.
5 Continue with Section 6.5.1, “Setting Policy Options,” on page 51.

6.5.1 Setting Policy Options

Settings within Policy Options let you indicate how to apply the policy, set policy inheritance and
policy weight, and write an expanded policy description.

1 In the Policy Options region, fill in the following fields:

Process Events for Associated Managed Storage: Select this check box to apply the settings
in this policy to all users within the domain or organizational unit where this policy is assigned.
Deselect this check box to create a Blocking policy that can be applied to a specific user, group,
or container. For more information on blocking policies, see Section 5.6, “Creating a Blocking
Policy,” on page 37.

2 In the Policy Inheritance region, fill in the following fields:

Policy applies to subcontainers: Select this check box to have this policy inherited for all
organizational units that reside within the domain or organizational unit where this policy is
assigned.

Policy applies to nested group members: When the policy applies to or is effective for
groups, this option determines if nested group members will also be affected.

Policy Weight: When a user is a member of multiple groups and each group has a separate
effective policy, Storage Manager uses this setting to determine which policy to apply. Storage
Manager applies the policy with the largest numerical weight.

In the case where multiple policies have the same weight, the event will go into a pending state
indicating that multiple polices have the same weight and one must be changed in order for the
event to process.

3 In the text field in the Description region, specify a description of the policy you are creating.
4 Click Apply to save your settings.
5 Proceed with Section 6.5.2, “Setting Associations,” on page 52.
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6.5.2 Setting Associations

52

Associations is where you assign the policy you are creating to a domain, organizational unit, group,
or user object.

1 In the left pane, click Associations.

2 Click Add to bring up the Directory Services Browser.

3 If you plan to assign the policy to a User object, select the Users check box as a Filter option in
the Directory Services Browser.

4 Browse through the directory structure and select the domain, organizational unit, Group object,
or User object you want to associate the policy to.

Directory Services Browser E3
A2 Search (':} Refresh | Filter |w|Users  |v|Groups
4 2% chronide.local || Selected Object
b T: Builtin

3 T: Computers
b T: Domain Controllers
b T: Employees
3 T: ForeignzecurityPrincipals
i T: Henderson

3 T: Employees

3 T: Groups

3 T: HR. Department

3 T: Inactive Users
3 T: History
b T: Histary Rewritten
b T: History Unmanaged
4 T: Las Vegas

3 T: Groups

8% Power Users

» T: Los Angeles
b T: Managed Groups
3 T: Managed Service Accounts
3 T: Program Data
b T: Stages
3 T: System
3 T: Lsers

Cancel

5 Drag the object to the Selected Object pane, then click OK.

The Directory Services Browser is closed and the object is displayed in fully qualified name
format in the right pane of the window. For example, CN=Tel | er s, O=HR
Depar t nent , OU=Hender son, DC=chr oni cl e, DC=I ocal.

6 Click OK to close the Directory Services Browser.
7 Click Apply to save your settings.
8 Proceed with Section 6.5.3, “Setting Provisioning Options,” on page 53.
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6.5.3

Setting Provisioning Options

The Provisioning Options page is where you indicate home folder rights, the network drive letter for
the home folder, the location of a template for provisioning folder structure and content in a home
folder when it is created, and more.

1 In the left pane, click Provisioning Options.

The following page appears:

Policy Editor - Los Angeles Division - o IEH#
General Folder Properties
4% Policy Options Default Permissions DOS Attributes
G2 Assodations [ Full Cantrel List [] Set Attributes on Target Folder
. Auxiliary Polices Modify Read Archive System Hidden
Read and Executs Write
Setup
@ Provisioning Options
(5 Target Paths Home Folder Options
) Quota Options Drive Letter |H v
c Move Schedule
Path Owner
Cleanup
[ override Path Owner
[l Cleanup Options Browse Clear
a Vault
¥ Groom Template Folder
Other Browse Clear
a Motes
E@, Summary

r. Copy Policy Data

OK Cancel

2 In the Folder Properties region, specify the following settings:

Default Permissions: By default, Storage Manager grants the user all file rights to the managed
folder except for Full Control. Granting Full Control is not recommended because it provides
administrator rights to the managed path and enables the user to rename and delete the folder.

Set Attributes on Target Folder: Select this check box to enable the Archive, System, and
Hidden check boxes. If you wanted home folders to be hidden from view, for example, you could
enable the Hidden attribute by selecting the Hidden check box.

By default, Storage Manager assigns the user for whom a home folder is created as the home
folder owner. Because this essentially provides the owner administrative rights to the home
folder, you might want to provide ownership to a network administrator instead. To override the
ownership and indicate a new owner, click the Override Path Owner check box, then browse to
and select the User object you want to establish as the owner.

The home folder user still has all rights—with the exception of administrative rights—to the home
folder.

3 (Optional) To have subfolders and documents provisioned in the home folder when it is created,
use an existing file path as a template.

For example, if you wanted each home folder to have an HR subfolder with some HR documents
inside, click Browse to locate and select the HR folder in the file system.
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Everything beneath the selected folder is copied into the user's home folder.

4 In the Home Folder Options region, indicate the network drive letter that users associated with
this policy will use to access their home folders.

You can select an empty drive letter. In this scenario, the user's home drive property will not be
set. This results in Windows clients not mounting the network home folder when a user logs in.

5 Click Apply to save your settings.
6 Proceed with Section 6.5.4, “Setting Target Paths,” on page 54.

6.5.4 Setting Target Paths

The Target Paths page is where you select the naming attribute for the managed path, as well as set
the paths to the shares where user home folders will be hosted.

1 In the left pane, click Target Paths.
2 In the Managed Path Naming Attribute region, do one of the following:

+ From the drop-down menu, select the single-value Active Directory attribute you want as the
means of naming your home folders.

+ Click Link Action Block and select a previously saved Action Block for the naming attribute.

For some organizations, having the default sAMAccount Narre attribute as the means of naming
home folders is not desirable. A school that generates student accounts using an account
provisioning system for example, might generate a student account and sAMAccount Nanme such
as SA74556, rather than a more descriptive name such as William Sanders. To allow Storage
Manager to create a home folder with a name like WSanders, rather than SA74556, you can
select a different attribute from the drop-down list.

Managed Path Naming Attribute

sAMAccountMame W
company A
department

desktopProfie

displayMame

division %

employeelD

employeeMumber v

Once you have saved the policy, you can use an account provisioning system such as NetlQ
Identity Manager to automatically populate the selected attribute with the desired folder name
and then Storage Manager will automatically provision the home folder based on this attribute
setting. Using the example above, the home folder name would be Wsander s rather than
SA74556.

For existing users whose home folders you would like to change to a new attribute value, you
would follow the same procedures, followed by performing an Enforce Policy Path Management
Action.

For specifications pertaining to Managed Path Naming Attribute, see Appendix F, “Managed
Path Naming Attribute Specifications,” on page 357.

3 In the Target Placement region, fill in the following fields:

Distribution: If you create more than one target path for a policy, you can indicate any of the
following options:

+ Random: Distributes storage randomly among the number of target paths.
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¢ Actual Free Space: Distributes the creation of user home folders according to shares with
the largest amount of absolute free space. For example, if you have two target paths listed,
target path 1 has 15 GB of free space, and target path 2 has 10 GB, the home folders are
created using target path 1.

+ Percentage Free Space: Distributes the creation of user home folders to shares with the
largest percentage of free space. For example, if you have two target paths listed, target
path 1 is to a 10 TB share that has 30 percent free space and target path 2 is to a 500 GB
share with 40 percent free space, the home folders are created using target path 2, even
though target path 1 has more absolute available disk space. You should be cautious when
using this option with target paths to shares of different sizes.

Leveling Algorithm: Use this option to structure the home folders so that they are categorized
by the first or last letter of a username through a subordinate folder. For example, if you choose
First Letter, and the Leveling Length field is set to 1, a user named BSMITH has a home folder
located in a path such as \ \ SERVER1\ HOVE\ B\ BSM TH.

If you choose Last Letter, and the Leveling Length field is set to 1, the same user has a home
folder located in a path such as \ \ SERVER1\ HOVE\ H\ BSM TH.

The Last Letter means the last character of the attribute Storage Manager uses to create
storage. Once again, Storage Manager uses the SAM, not the character of the last name.

The Leveling Length field allows you to enter up to 4 characters. This makes it so that you can
organize home folders by year. For example, if your Leveling Algorithm setting is Last Letter,
and the Leveling Length setting is 4, a user named BMITH2014 has a home folder located in a
path such as \ \ SERVER\ HOVE\ 2014\ BSM TH2014.

Maximum Unreachable Paths: If you have a substantial number of target paths listed on this
page, this field lets you indicate the number of target paths Storage Manager accesses to
attempt to create a home folder before it suspends the attempt.

For example, suppose you have 100 target paths and you're using Random Distribution and the
Maximum Unreachable Paths setting is 20. Storage Manager will try 20 of those 100 paths
before the event will become a pending event. A path can be unreachable for any error
condition. For example, the server is down or the share is not available.

4 For each target path that you want to establish, click Add to access the Path Browser.

5 Browse to the location of the target path you want and click Add to add the target path to the

Selected Paths pane.
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File System Path Browser E3

Mew Folder _j" Rename Folder ﬁ Rebuild {:_} Refresh Oﬁkdd Oﬂemwe

4 2 chronide.local Selected Paths
b E] astinus. chronide. local :\\herodotus, chronice, local\Boulder\... |
4 E] herodotus.chronice . local
4 ™8 Boylder
» @@ Users
v 8 Henderson

b _'?_ Inactive_Lisers
b 9 | a5 vegas

= | Cancel

Wherodotus.chroniclelocal\Boulder Users

6 Click Apply to save your settings.
7 Proceed to Section 6.5.5, “Setting Quota Options,” on page 56.

6.5.5 Setting Quota Options

This page lets you establish user storage quotas. Until quota management is established, users have
unlimited storage disk space for their home folders.

NOTE: Quota management on NAS devices needs to be managed by the NAS vendor software.

This page is also where you establish quota management settings for quota managers. A quota
manager is a specified user or group—for example, a help desk administrator or technical support
representative—who is granted the ability to increase a user’s quota, without having rights to the file
system. Quota management actions are performed through Quota Manager, which is a separate Web
browser-based management interface. For more information on Quota Manager, see Chapter 9,
“Using Quota Manager,” on page 119.

1 In the left pane, click Quota Options.
The following page appears:
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Policy Editor - Los Angeles Division - o IEH

General Quota
1%, Policy Options [] Enabied
&2 Assodations

. Auxiliary Polices

Setup

Quota Management

@ Provisioning Options
[] Enable Quota Manager [ Quota Preservation for this policy
¥ TargetPaths

) Quota Cptions
c Move Schedule

Cleanup

M Cleanup Options

B vault

f Groom

Other

B notes
%‘, Summary

[_. Copy Policy Data

[o1:4 Cancel

All changes to this policy successfully saved.

2 Select the Enabled check box to enable an initial storage quota for users to whom this policy will
apply.
Leaving this check box deselected gives users unlimited user home folder storage.

3 In the MB field, specify the initial storage quota for the user home folders.

4 Set up quota managers and enable the Quota Manager Web interface for this policy by filling in
the following fields:

Enable Quota Manager / Quota Preservation for this policy: Select this check box to enable
the Quota Management region of the page and to enable quota preservation.

Quota preservation preserves the home folder quota settings for users that are moved. For
example, if a user is moved from the Sales organizational unit to the Marketing organizational
unit, if the user’s quota allocation for the policy that applies to Sales were higher than the quota
allocation for the policy that applies to Marketing, the quota allocations from the policy
associated with the Sales policy are preserved for the user.

Quota Maximum: Indicate whether the user home folders associated with this policy will have a
maximum quota setting. If so, indicate the maximum quota.

Quota Increment: Indicate whether quota managers will set the quota manually or in set
increments. If you use manual increments, the quota manager can increase the quota in any
increment until it meets the maximum quota setting. If you establish set increments, the quota
manager can only increase the quota by the increment setting.

Quota Managers: Click Add and use the Directory Services Browser to browse to and select a
user or group you want to serve as a quota manager by dragging the User or Group object over
to the right pane. Repeat this for each user or group you want to establish as a quota manager.

If you do not specify a user or group as a quota manager, only members of the SMAdmins group
will be able to use the Quota Manager Web interface.
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6.5.6

6.5.7

6.5.8

5 Click Apply to save your settings.
6 Proceed with Section 6.5.6, “Setting the Move Schedule,” on page 58.

Setting the Move Schedule

This page lets you use a grid to specify when data can be moved during data movement operations.

By default, all days and times are available for data movement. If data movement during regular
business hours creates unacceptable network performance, you can choose to move data after
regular business hours.

1 In the left pane, click Move Schedule.

2 In the Data Move Schedule grid, click the squares for the day and hour you want to disable for
data movement.

3 Click Apply to save your settings.
4 Proceed with Section 6.5.7, “Setting Cleanup Options,” on page 58.

Setting Cleanup Options

This page lets you enable and specify cleanup rules for the user home folder policy. Options for
cleanup include deleting a home folder after a set number of days following the removal of a User
object from Active Directory, or vaulting (rather than deleting) the home folder.
1 In the left pane, click Cleanup Options.
2 Enable storage cleanup by filling in the following fields:
Enable: Select this check box to enable storage cleanup rules.

Cleanup storage: Specify the number of days, weeks, or years a user home folder remains
after the associated User object is removed from Active Directory.

3 Enable Vault on Delete by filling in the following fields:

Enable: Select this check box to enable Vault on Delete. If this is checked and storage cleanup
is not enabled, the managed path will be immediately vaulted to the vault location based on the
specified vault rules. If there are no vault rules, the managed path will be immediately vaulted to
the vault location and removed from the source.

Vault Path: Click Browse to browse and select the path where you want the managed storage
vaulted after cleanup.

When you indicate this path, it also appears in the Vault Path field of the Groom page because
groom and vault rules share the same path.

4 Click Apply to save the settings.
5 Proceed with Section 6.5.8, “Setting Vault Rules,” on page 58.

Setting Vault Rules

When a User object is removed from Active Directory, you can have Storage Manager vault the
contents of the user’s home folder from primary storage to less expensive secondary storage.
Storage Manager lets you specify what to vault or delete through vault rules. For example, before
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vaulting a user’s home folder, you might want to remove all .t np files. Or, you might want to vault only

the user's My Docurrent s folder and nothing else in the home folder. You accomplish all of this

through settings in the Rule Editor.

1 In the left pane, click Vault.

The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click Add to open the Rule Editor.

Rule Editor

Description

Action

Masks

File Size Filter

Create Time Filter

Modify Time Filter

Access Time Filter

e

(® Files () Folders

Cormparative Criteria

[Cisabled] - Any Size

[Disabled] - Any Time

[Disabled] - Any Time

[Cisabled] - Any Time

* Only one Mask per Line

Murneric Criteria

o=

-

<

<
o
i

<
o
3

<
]

Unit

Ok

Cancel

3 In the Description field, specify a description of the vault rule.

For example, “Files to delete before vaulting,” or “Files to vault.”

4 Fill in the following fields:

Action: Select whether this vault rule will delete or vault files.

If you select Vault, only the files or folders that you list in the Masks text box are vaulted and the
remainder of the home folder contents is deleted. Conversely, if you select Delete, only the files
or folder that you list in the Masks text box is deleted and the remainder is vaulted.

Files: If the vault rule you are creating will vault or delete content at the file level, leave the File

option selected.
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6.5.9

Folders: If the vault rule you are creating will vault or delete content at the folder level, select the
Folders option.

Selecting Folders disables the filter settings in the lower portion of the Rule Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

(Conditional) If the vault rule you are creating is specific to files, complete the applicable filter
settings.

Leaving the setting as [Disabled]-Any Size, vaults or deletes all file types listed in the Mask text
box according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size, when
created, when last modified, and when last accessed.

6 Click OK to save the vault rule.
7 If necessary, create any needed additional vault rules by repeating the procedures above.
8 Proceed with Section 6.5.9, “Setting Groom Rules,” on page 60.

Setting Groom Rules

Grooming rules in Storage Manager specify the file types that you want to be removed from managed
primary storage. Examples of these might be MP3 and MP4 files, MOV files, and many others. You
specify in a groom rule whether to delete or vault a file based on the rule’s criteria.

Grooming takes place as a Management Action that is run by the administrator. A Management
Action is a manual action that is enacted through SMAdmin. For more information, see
Section 13.1.6, “Actions,” on page 268.

1 In the left pane, click Groom.

The Vault Path field displays the vault path that you established when you set up cleanup rules.
Click Add to bring up the Rule Editor.

3 In the Description field, enter a description of the groom rule.

For example, “Files to groom in Henderson OU.”
Fill in the following fields:
Action: Select whether this groom rule will delete or vault files.

Files: If the groom rule you are creating will vault or delete content at the file level, leave the File
option selected.

Folders: If the groom rule you are creating will vault or delete content at the folder level, select
the Folders option.

Selecting Folders disables the filter settings in the lower portion of the Rule Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

(Conditional) If the groom rule you are creating is specific to files, complete the applicable filter
settings.

Leaving the setting as [Disabled]-Any Size, vaults or deletes all file types listed in the Mask text
box according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size, when
created, when last modified, and when last accessed.
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6.5.10

6.5.11

6.6

6.6.1

6 Click OK to save the groom rule.
7 Proceed with Section 6.5.10, “Notes,” on page 61.

Notes

The Notes page lets you enter up to 64,000 characters of notes for the policy you are creating. A
practical use of this page is to provide a better description of the policy.

Policy Summary

The Policy Summary page displays a summary of the policy settings in HTML format. The Policy
Summary page provides an easy way to view all of the policy settings in a single page.

Creating a User Profile Path Policy

For users in Active Directory who access the network through Remote Desktop Services, Storage
Manager can provision and manage a user’s profile path, quota, grooming, and vaulting by setting
and managing the profile path attribute.

Microsoft stores a user’s profile path as follows: \ \ ser ver - nane\ shar e-
name\ users\user\profile.

In managing the user’s roaming profile path, Storage Manager creates two separate profile paths in
the UNC network path. For Windows workstations running Windows Vista, Windows 7, or Windows 8,
the path is similar to the following: \ \ ser ver - nane\ shar e- nane\ user s\ user\ profil e. V2.

For Windows workstations running Windows XP and earlier, the path is similar to the following:
\\'server - name\ shar e- nanme\ users\user\profile.

Support for Windows XP and earlier has been kept for backwards compatibility and will be
deprecated in a future release.

When a profile is specified for the policy, the profile is created in both of these locations. Additionally,
when quota and vault paths are specified, the specifications also apply to both of the paths.

When Storage Manager has provisioned a profile path for the Remote Desktop Services user, it
enters settings in the Profile path field of the User object’s Profile property.

NOTE: The Windows Full Control NTFS permission is established and cannot be modified.

To Create a User Profile Path Policy

1 In SMAdmin, click Policies.
2 In the Manage menu, select New > User Profile Path.
The following dialog box appears:
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Create New Policy

Mame | |
Policy Type |User (¥
Managed Path Type |Profie Path W

o | ]

3 Specify a name in the Name field and leave the User and Profile Path options selected.
The Policy Options page appears.

4 Select the options and settings that you want the policy to use.

Policy Options: The fields presented on the Policy Options page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting policy options, see Section 6.5.1, “Setting Policy Options,” on page 51.

Associations: The Associations page is identical to the Associations page presented when you
create a user home folder policy. For an explanation of the page, along with procedures for setting
associations, see Section 6.5.2, “Setting Associations,” on page 52.

Auxiliary Policies: Lets you link an Auxiliary policy to the profile path. For more information on
Auxiliary policies, see Section 6.11, “Using a Policy to Manage Auxiliary Storage,” on page 69.

Provisioning Options: The Provisioning Options page provides only the Path Owner and Template
Folder settings that are described in detail in Section 6.5.3, “Setting Provisioning Options,” on
page 53.

NOTE: When you create a User Profile Path policy, the Folder Properties and Home Folder Options
settings are included in the Provisioning Options page for User Home Folder policies are not included
because you are only setting the profile path and not the user home folder storage.

Target Paths: The fields presented on the Target Paths page are identical to those presented when
you create a user home folder policy. For an explanation of the page, along with procedures for
setting target paths, see Section 6.5.4, “Setting Target Paths,” on page 54.

Quota Options: The fields presented on the Quota Options page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting quota options, see Section 6.5.5, “Setting Quota Options,” on page 56.

Move Schedule: The fields presented on the Move Schedule page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting the move schedule, see Section 6.5.6, “Setting the Move Schedule,” on page 58.

Cleanup Options: The fields presented on the Cleanup Options page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting cleanup options, see Section 6.5.7, “Setting Cleanup Options,” on page 58.

Vault: The fields presented on the Vault Rules page are identical to those presented when you create
a user home folder policy. For an explanation of the page, along with procedures for setting vault
rules, see Section 6.5.8, “Setting Vault Rules,” on page 58.
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6.7.1

Groom: The fields presented in the Groom Rules page are identical to those presented when you
create a user home folder policy. For an explanation of the page, along with procedures for setting
grooming rules, see Section 6.5.9, “Setting Groom Rules,” on page 60.

Creating a User Remote Desktop Services Home
Folder Policy

Remote Desktop Services provides users network access from remote client machines. Storage
Manager provisions and manages these users’ home folders through User Remote Desktop Services
Home Folder policies.

To Create a User Remote Desktop Services Home Folder
Policy
1 In SMAdmin, click Policies.

2 In the Manage menu, select New > User Remote Desktop Services Home Folder.

The following dialog box appears:

Create New Policy

Mame
Policy Type | User W
Managed Path Type |Remote Desktop Services Home Folder W

o | ]

3 Specify a name in the Name field and leave the User and Remote Desktop Services Home
Folder options selected.

The Policy Options page appears.
4 Select the options and setting that you want the policy to use:

Policy Options: The fields presented on the Policy Options page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting policy options, see Section 6.5.1, “Setting Policy Options,” on page 51.

Associations: The Associations page is identical to the Associations page presented when you
create a user home folder policy. For an explanation of the page, along with procedures for setting
associations, see Section 6.5.2, “Setting Associations,” on page 52.

Provisioning Options: The fields presented on the Provisioning Options page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting provisioning options, see Section 6.5.3, “Setting Provisioning Options,” on
page 53.

Target Paths: The fields presented on the Target Paths page are identical to those presented when
you create a user home folder policy. For an explanation of the page, along with procedures for
setting target paths, see Section 6.5.4, “Setting Target Paths,” on page 54.
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Quota Options: The fields presented on the Quota Options page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting quota options, see Section 6.5.5, “Setting Quota Options,” on page 56.

Move Schedule: The fields presented on the Move Schedule page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting the move schedule, see Section 6.5.6, “Setting the Move Schedule,” on page 58.

Cleanup Options: The fields presented on the Cleanup Options page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting cleanup options, see Section 6.5.7, “Setting Cleanup Options,” on page 58.

Vault: The fields presented on the Vault Rules page are identical to those presented when you create
a user home folder policy. For an explanation of the page, along with procedures for setting vault
rules, see Section 6.5.8, “Setting Vault Rules,” on page 58.

Groom: The fields presented on the Groom Rules page are identical to those presented when you
create a user home folder policy. For an explanation of the page, along with procedures for setting
grooming rules, see Section 6.5.9, “Setting Groom Rules,” on page 60.

Creating a User Remote Desktop Services Profile
Path Policy

Storage Manager provisions and manages Remote Desktop Services profile policy paths through
Remote Desktop Services profile path policies.

For users in Active Directory who access the network through Remote Desktop Services, Storage
Manager can provision and manage a user’s profile path, quota, grooming, and vaulting by setting
and managing the profile path attribute.

Microsoft stores a user’s profile path as follows: \ \ ser ver - nane\ shar e- nane\ user s\ user\profile

In managing the user’s roaming profile path, Storage Manager creates two separate profile paths in
the UNC network path. For Windows workstations running Windows Vista, Windows 7, or Windows 8,
the path is similar to: \ \ ser ver - narme\ shar e- nane\ user s\ user\ profile. V2

For Windows workstations running Windows XP and earlier, the path is similar to: \\ ser ver -
nane\ shar e- name\ user s\ user\ profile.

Support for Windows XP and earlier has been kept for backwards compatibility and will be
deprecated in a future release.

When a profile is specified for the policy, the profile is created in both of the locations above.
Additionally, when quota and vault paths are specified, the specifications apply to both of the paths as
well.

When Storage Manager has provisioned a profile path for the Remote Desktop Services user, it
enters settings in the Profile path field of the User object's Remote Desktop Services Profile property.

NOTE: The Windows Full Control NTFS permission is established and cannot be modified.
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6.8.1 To Create a User Remote Desktop Services Profile Path
Policy:
1 In SMAdmin, click Policies.

2 In the Manage menu, select New > User Remote Desktop Services Profile Path.

The following dialog box appears:

Create New Policy

Mame
Policy Type |User W
Managed Fath Type | Remote Desktop Services Profile Path W

o | o ]

3 Specify a name in the Name field and leave the User and Remote Desktop Services Profile Path
options selected.

The Policy Options page appears.
4 Select the options and settings that you want the policy to use:

Policy Options: The fields presented on the Policy Options page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting policy options, see Section 6.5.1, “Setting Policy Options,” on page 51.

Associations: The Associations page is identical to the Associations page presented when you
create a user home folder policy. For an explanation of the page, along with procedures for setting
associations, see Section 6.5.2, “Setting Associations,” on page 52.

Provisioning Options: The Provisioning Options page provides only the Path Owner and Template
Folder settings that are described in detail in Section 6.5.3, “Setting Provisioning Options,” on
page 53.

NOTE: When you create a User Remote Desktop Services Profile Path policy, the Folder Properties
and Home Folder Options settings that are included in the Provisioning Options page for User Home
Folder policies are not included because you are only setting the profile path and not the user home
folder storage.

Target Paths: The fields presented on the Target Paths page are identical to those presented when
you create a user home folder policy. For an explanation of the page, along with procedures for
setting target paths, see Section 6.5.4, “Setting Target Paths,” on page 54.

Quota Options: The fields presented on the Quota Options page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting quota options, see Section 6.5.5, “Setting Quota Options,” on page 56.

Move Schedule: The fields presented on the Move Schedule page are identical to those presented
when you create a user home folder policy. For an explanation of the page, along with procedures for
setting the move schedule, see Section 6.5.6, “Setting the Move Schedule,” on page 58.
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6.9

6.9.1

6.9.2

Cleanup Options: The fields presented on the Cleanup Options page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting cleanup options, see Section 6.5.7, “Setting Cleanup Options,” on page 58.

Vault: The fields presented on the Vault Rules page are identical to those presented when you create
a user home folder policy. For an explanation of the page, along with procedures for setting vault
rules, see Section 6.5.8, “Setting Vault Rules,” on page 58.

Groom: The fields presented on the Groom Rules page are identical to those presented when you
create a user home folder policy. For an explanation of the page, along with procedures for setting
grooming rules, see Section 6.5.9, “Setting Groom Rules,” on page 60.

Using a Policy to Manage Inactive Users

When a user leaves an organization, many organizations choose to make the User object inactive,
rather than immediately delete the User object. This provides the organization an indefinite amount of
time to review and determine what to do with the contents of the user’'s home folder before finally
deleting the User object.

With Storage Manager, you can easily create an Inactive Users policy that has all home folder
property rights removed and apply it to an organizational unit set up specifically for inactive users.
When the User object is moved to the inactive users organizational unit, the access rights for that
user are immediately removed.

+ Section 6.9.1, “Creating an Inactive Users Organizational Unit,” on page 66

+ Section 6.9.2, “Creating an Inactive Users Folder,” on page 66

+ Section 6.9.3, “Creating an Inactive Users Policy,” on page 67

+ Section 6.9.4, “Setting Inactive Users Policy Associations,” on page 67

+ Section 6.9.5, “Setting Inactive Users Policy Provisioning Options,” on page 67

+ Section 6.9.6, “Setting Inactive Users Policy Target Paths,” on page 67

+ Section 6.9.7, “Setting Inactive Users Policy Cleanup Options,” on page 68

Creating an Inactive Users Organizational Unit

In SMAdmin, click the Home tab.

Click Objects.

In the left pane, browse to where you want to create an inactive users organizational unit.
Right-click and select Create OU.

Give the object a descriptive name, such as “Inactive Users” and click OK.

O g A WON -

Click Refresh to view the new organizational unit.

Creating an Inactive Users Folder

1 Launch Windows Explorer.
2 On a network share, create a folder to store inactive user home folders.
Give the folder a descriptive name, such as “Inactive Users.”
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6.9.3 Creating an Inactive Users Policy

1 In SMAdmin, click the Home tab.
2 In the Manage menu, select New > User Home Folder.

The following dialog box appears:

Create New Policy

MName |
Policy Type |User (¥
Managed Path Type |Home Folder W

oo ]

3 Specify a descriptive name in the Name field, leave the User and Home Folder options selected,
then click OK.

The Policy Options page appears.
4 Continue with Section 6.9.4, “Setting Inactive Users Policy Associations,” on page 67.

6.9.4 Setting Inactive Users Policy Associations

1 In the left pane, click Associations.

2 Click Add, then browse to and select the inactive users organizational unit you created in Step 3
on page 66.

3 Click Add to add the inactive users organizational unit to the Selected Object panel.

4 Click OK to save the setting.

5 Proceed with Section 6.9.5, “Setting Inactive Users Policy Provisioning Options,” on page 67.

6.9.5 Setting Inactive Users Policy Provisioning Options

1 In the left pane, click Provisioning Options.
2 In the Folder Properties region of the page, deselect each of the permissions check boxes.

This assures that User objects placed in the inactive users organizational unit do not have
permissions to home folders.

3 Click Apply to save the setting.
4 Proceed with Section 6.9.6, “Setting Inactive Users Policy Target Paths,” on page 67.

6.9.6 Setting Inactive Users Policy Target Paths

1 In the left pane, click Target Paths.

2 Click Add, then browse to and select the inactive users folder that your created in Step 2 on
page 66.

3 Click Add to add the inactive users folder to the Selected Items panel.
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4 Click Apply to save the setting.
5 Proceed with Section 6.9.7, “Setting Inactive Users Policy Cleanup Options,” on page 68.

6.9.7 Setting Inactive Users Policy Cleanup Options

1 In the left pane, click Cleanup Options.
2 In the Storage Cleanup region, select the Enable check box.

3 Inthe Cleanup storage field, specify the number of days you want an inactive user’'s home folder
to remain before it is removed from the target path for this policy.

4 Click OK to save the settings.

6.10 Copying Policy Data

Policy Import allows you to copy all or a portion of the policy settings of one policy into another policy.

1 In SMAdmin, click the Home tab.
2 Click Policies.

3 While creating a new policy or editing an existing policy, click Copy Policy Data in the left pane of
the Policy Editor dialog box.

Policy Import - Los Angeles Division - o EEHE
Source Policy || Browse
Policy Properties
G | ivigi
4 LS Los Angeles Division
Palicy Options
Auxdliary Policies Properties
4 Setup Type: User
» [] Provisioning Options Path Type: Home Folder
» [] TergetPaths Pulicy State: Enabled
» [] Quota Options Auto Bypass Events: Disabled
Mave Schedule Description: Policy created at 4/19/2016 10:14 AM by
4 Cleanup chronicle\administratar

Cleanup Options
Vault Path

Vault Rules
Groom Rules

Cancel

4 Click the Browse button. In the Policy Selector dialog box, select the policy from which you want
to copy policy settings, then click OK.

The dialog box is updated with the name of the policy from which you are copying settings.

5 In the Policy Properties tree, click the settings from the policy you want to import.
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Policy Import - Los Angeles Division - o IEH
Source Policy | User Home Folder Template Policy Browse
Policy Properties
« [ \Gaiee Los Angeles Division User Home Folder Template Policy
Palicy Options
Auxiliary Policies Properties Properties
4 |m] Setup Type: User Type: User
» L Provisioning Options Path Type: Home Folder Path Type: Home Folder
v [l TargetPaths Policy State: Enabled Policy State: Enabled
¥ Iyl Quota Cptions Auto Bypass Events: Disabled Auto Bypass Events: Disabled
Move Scheduie Description: Policy created at 4/19/2016 10:14 AM by Description: Policy created at 4/20/2016 3:46 PM by
4 [m] Cleanup chronicle\administrator chronicle\administrator
Cl Opti
< ,IF,:::::mD ns Target Paths Target Paths
Vault Rules Path Distnbution: Random Path Distribution: Random
Groom Fules Leveling Algorithm: None Leveling Algorithm: None
Mazx Unavailable Paths: 100 Mazx Unavailable Paths: 100
Quota Options Quota Options
Quota Enabled: No Quota Enabled: Mo
Initial Quota: Unlimited Initial Quota: Unlimited
Quota Management Enabled: Mo Quota Management Enabled: Mo
Cleanup Options Cleanup Options
Delete Interval: Never Delete Interval: Never
Vault on Delete Enabled: No Vault on Delete Enabled: No
< >
oK Cancel

6 When you are finished selecting settings to copy, click OK.

Using a Policy to Manage Auxiliary Storage

Auxiliary storage allows administrators to create auxiliary storage folders when a new user is created.
This auxiliary storage can even be invisible to the user for whom it was created.

For example, an organization's HR department might keep an individual folder for each user in the
organization. With auxiliary user storage enabled, this folder can be created when the user joins the
company and Storage Manager creates and provisions his or her home folder. The user never sees
the auxiliary storage, because the policy gives Read and Write permissions only to the HR
department.

Additionally, the auxiliary storage can be as large as the policy specifies. This means that even
though the user's home directory might have 500 MB, the auxiliary storage could be as small as the
HR department needs it to be for storing HR-specific documents about the user. In fact, the policy can
dictate that the auxiliary storage is provisioned with needed HR documents at the time the auxiliary
storage is created.

Of course, you can configure auxiliary user storage so that a user can access it. For example, you
might want to have a separate storage folder for application-specific files. It is important to remember
that auxiliary storage is simply another home folder for a user. To provide access to this storage, you
need to provide some sort of mapping for the user to get automated access to it.

There is no limit to the number of auxiliary folders that can be created. Auxiliary folders can be
created in shares that differ from the location of the user's home folder.

Storage Manager's life cycle management capabilities easily manage auxiliary storage to the specific
needs of the organization. For example, if a user transfers from one city to another and the user home
folder is moved to a new Organizational Unit object as a result, the policy can dictate what becomes
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of the auxiliary storage including moving it, moving it and adjusting the quota settings, leaving it
where it currently is, etc. For more information on moving Auxiliary storage, see Section 6.11.4,
“Establishing Auxiliary Purpose Mappings,” on page 73.

+ Section 6.11.1, “Creating an Auxiliary Storage Policy,” on page 70

¢ Section 6.11.2, “Linking a User Home Folder Policy to an Auxiliary Storage Policy,” on page 72

+ Section 6.11.3, “Provisioning Auxiliary Storage for Existing Users,” on page 72

+ Section 6.11.4, “Establishing Auxiliary Purpose Mappings,” on page 73

6.11.1 Creating an Auxiliary Storage Policy

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 In the Manage menu, select New > Auxiliary.
The following dialog box appears:

Create New Policy

Mame

Policy Type [Auxiliary User IR

o | o ]

4 Specify a descriptive name in the Name field, such as “HR-AUX,” and click OK.
The Policy Options page appears.
5 Proceed with “Setting Auxiliary Storage Policy Options” on page 70.

Setting Auxiliary Storage Policy Options

1 Leave the Process Events for Associated Managed Storage check box selected.
2 Proceed with “Enabling Auxiliary Storage Extended Options” on page 70.

Enabling Auxiliary Storage Extended Options

Auxiliary storage extended options help other tools, such as the AuxMap utility, identify the auxiliary
storage policy through additional attributes. For information on the AuxMap utility, see Appendix E,
“‘AuxMap,” on page 355.
1 In the left pane, click Extended Options.
2 Click the Enable check box.
3 In the Tag field, enter a descriptive string for the auxiliary storage.
This field is used by the AuxMap utility to make auxiliary storage associations.
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Micro Focus recommends that once you have made an entry in the Tag field, that you do not
change it. If the value of the Tag field is changed after some users have already had their
auxiliary storage provisioned via that policy, the new tag value does not automatically get
propagated to those users. Only users who get storage provisioned after the change in the tag
value will get the new tag value.

4 In the Description field, specify a description of the Auxiliary Storage policy.
5 Click Apply to save your settings.
6 Proceed with “Setting Auxiliary Storage Provisioning Options” on page 71.

Setting Auxiliary Storage Provisioning Options

Before setting the provisioning options, you need to decide whether the user should have rights to
auxiliary storage.

Additionally, if you are going to provision auxiliary storage folders with a certain structure or with
specific documents, you need to place them somewhere in the file system so you can use them as a
template. For example, if the HR department wants the auxiliary storage folder to have an Annual
Reviews folder and an Insurance Forms folder, you need to set these up in the file system before
proceeding.

1 In the left pane, click Provisioning Options.

2 Do one of the following:

+ If you do not want the associated user to have access to the auxiliary storage folder,
deselect all of the Default Rights check boxes.

+ |If you want the associated user to have access to the auxiliary storage folder, select the
appropriate permissions from the Default Rights check boxes.

3 In the Template Folder region, click the Browse button, and then specify the template path in the
Path Browser dialog box.

4 Click Apply to save your settings.
5 Proceed with “Setting Additional Auxiliary Storage Options” on page 71.

Setting Additional Auxiliary Storage Options

1 Select the additional options that you want to use in the Auxiliary Storage policy.

Target Paths: You need to specify the location where the auxiliary storage folders are to be
located. For example, if these were HR Department folders, they would probably be located on a
network share specific to the HR Department.

The fields presented on the Target Paths page are identical to those presented when you create
a User Home Folder policy. For an explanation of the page along with procedures for setting
target paths, see Section 6.5.4, “Setting Target Paths,” on page 54.

Quota Options: You need to specify the quota for the auxiliary storage folder associated with a
user. In many cases, such as the HR Department example, this folder can be much smaller that
the home folder.

The fields presented on the Quota Options page are identical to those presented when you
create a User Home Folder policy. For an explanation of the page, along with procedures for
setting quota options, see Section 6.5.5, “Setting Quota Options,” on page 56.
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6.11.2

6.11.3

72

Move Schedule: The fields presented on the Move Schedule page are identical to those
presented when you create a user home folder policy. For an explanation of the page, along with
procedures for setting the move schedule, see Section 6.5.6, “Setting the Move Schedule,” on
page 58.

Cleanup Options: The fields presented on the Cleanup Options page are identical to those
presented when you create a User Home Folder policy. For an explanation of the page, along
with procedures for setting cleanup options, see Section 6.5.7, “Setting Cleanup Options,” on
page 58.

Vault: The fields presented on the Vault page are identical to those presented when you create a
User Home Folder policy. For an explanation of the page, along with procedures for setting vault
rules, see Section 6.5.8, “Setting Vault Rules,” on page 58.

Groom: The fields presented on the Groom page are identical to those presented when you
create a user home folder policy. For an explanation of the page, along with procedures for
setting grooming rules, see Section 6.5.9, “Setting Groom Rules,” on page 60.

Proceed with Section 6.11.2, “Linking a User Home Folder Policy to an Auxiliary Storage Policy,”
on page 72.

Linking a User Home Folder Policy to an Auxiliary Storage

Policy

This procedure connects the Auxiliary Storage policy with an existing User Home Folder policy. All
new users that are added to a group or organizational unit associated with the linked User Home
Folder policy will also have auxiliary storage created. To provide existing users with auxiliary storage,
see Section 6.11.3, “Provisioning Auxiliary Storage for Existing Users,” on page 72.

1
2
3
4
5
6

In SMAdmin, click the Home tab.

Click Policies.

In the list of policies, double-click the policy you want to link to the Auxiliary Storage policy.

In the left pane of the Policy Editor, click Auxiliary Policies.

Click Add. In the Policy Selector dialog box, select the Auxiliary Storage policy, then click OK.
Click OK to exit the Policy Editor.

Provisioning Auxiliary Storage for Existing Users

This procedure lets Storage Manager manage an existing second user home folder by classifying the
second home folder as an auxiliary storage folder and managing it through an Auxiliary Storage
policy. In the process, Storage Manager corrects any potential problems.

1 In SMAdmin, click the Home tab.

Click Policies.

3 Select the Auxiliary Storage policy linked to the user home folder policy of the users for whom

you want to create auxiliary storage.

4 In the Actions drop-down menu, select Assign Auxiliary Attributes.

5 Verify that the Assign using value in policy if Auxiliary Attribute is not set option is selected.

This option uses the defined Auxiliary Storage policy path and looks for a folder that matches the
SAM of all users defined within the policy. If a match is found, the Auxiliary Storage Attribute is
set and the users are cataloged and managed by the Auxiliary Storage policy.

Click Preview.
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Preview mode allows you to view the results of an action without actually making changes.
7 Click Execute to set the Auxiliary Attribute.
8 From the Auxiliary Policy Action drop-down menu, select Apply Quota.

9 Select Set quota for all directories. Overwrite any existing quota assignments except where
the existing quota is larger than the quota defined in the policy.

10 Click Preview.
11 Click Execute to set the quota for the auxiliary storage.
Establishing Auxiliary Purpose Mappings

Aucxiliary Purpose Mappings are the means of moving a user’s auxiliary storage when a user is

moved in Active Directory. For example, if a user were moved from the Atlanta container to the Detroit
container, and the two container’s Auxiliary Storage policies were part of the same Auxiliary Purpose

Mapping, the user’s Auxiliary storage would move to the Detroit Auxiliary storage location.

WARNING: If there is no established Auxiliary Purpose Mapping between the source and destination

container, the user’s Auxiliary storage is deleted once the user is moved.

1 In SMAdmin, click the Home tab.
2 Click Policies.
3 From the Manage drop-down menu, select Auxiliary Purpose Mappings.

Type

Description

Characters Allowed: 1024 Remaining: 1024

Mapped Policies

€ Add

Policy

Close

Auxiiary Policy Purpose Mappings E3
Auxiliary Policy Purposes Details
.'*
€ Add () Refresh o
Purpose cuD

4 Click Add.
5 Give the new Auxiliary Purpose Mapping a descriptive name.

For example, “HR.”
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6 Click OK.
7 In the Mapped Policies region, click Add.

9

From the Policy Selector dialog box, hold down the Control key to select each of the Auxiliary
storage policies you want associated with the Auxiliary Purpose Mapping.

You can hold down the Control key to select multiple Auxiliary Policy purposes.

Using the example above, you would select the Auxiliary storage policy for the Atlanta container,
the Detroit container, and any others you want included.

Click OK.

10 In the Description field, specify the details of the Auxiliary Purpose Mapping.

Auxiiary Policy Purpose Mappings E3
Auxiliary Policy Purposes Details

0 Add ° Rermove -fi) Refresh

Purpose
HR

Name |HR.
GUID |{F8A240D7-A59D-415F-9CAQ-3A78D0BCT129}
Type |User Defined

Description | Maintains HR. folder (Auxiliary storage) folder for employees when they transfer
between the Las Vegas and Henderson branches.

Characters Allowed: 1024 Remaining: 899

Mapped Policies

0 Add ° Rermove

Policy

FI': Las Vegas Aux

[#2. Henderson Aux

Apply Undo Close

11 Click Apply.
12 Click Close.

Exporting Policies

Storage Manager provides the ability to export policies so that they can be imported later. For
example, many customers first evaluate Storage Manager in a lab environment and create a large
number of policies in the process. You can export these policies and later import them into the
production environment. All exported policies are saved in a single XML file.

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 From the Manage drop-down menu, select Export Policies.
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Policy Export E3
Q Select All O Select Mone
Path Type Mame
] i HomeFolder Stage 5
0 & HomeFolder History
] i HomeFolder History Rewritten
(] &  Auxliary HR-Aux
#  HomeFolder Elack Policy
] i HomeFolder Los Angeles Division
] i- HomeFolder |User Home Folder Template Policy
(] & Auiliary Las Vegas Aux
(] & Auiliary Henderson Aux
Policy Export File |C: WWeersimattd\Documents'\Exported_Policies-20160420 170122, xml Browse
Expaort Close

4 Select the check boxes of those policies you want to export.

5 Accept the default export filename or indicate a new one in the Policy Export File field.
6 Accept the default path of the file or browse to select a new path.

7 Click Export.

8 After you are notified that the policies have been exported, click Close.

6.13 Importing Policies

Previously exported policies are imported by using the Import Policies feature.

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 From the Manage drop-down menu, select Import.
The following wizard is launched.
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Policy Import Wizard

Import Policies

Select a policy import file

The impaort file may contain one or more polides for import.

Policy Import File

| | Eruuy_se

4 Browse to select the saved export file.

5 Click Next.

Policy Import Wizard

@ Import Policies

¥ Rename

Select Policies to Import

&P Select All G Unselect All

Path Type

Marne

‘ HomeFolder

IIser Home Folder Template Policy

Mext = || Cancel
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6 Verify that the check box for each policy you want to import is selected.
7 Click Next.

A status page appears indicating what policies were imported and when the import process is
complete.

8 Click Close.
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Managing Existing Collaborative
Storage

This section includes the procedures for using Storage Manager to manage the managed paths that
are assigned to Group objects or containers in Active Directory.

In a Storage Manager environment, group-based or container-based storage is referred to as
“collaborative storage,” because Storage Manager, through its collaborative policies, provides the
means of creating storage folders where members can easily collaborate through a single project
folder, or even through a structured project folder where all members have personal subfolders.

Similar to Chapter 5, “Managing Existing User Storage,” on page 33, this section provides the basic
procedures for managing collaborative storage, which includes associating groups and containers
with shared storage, and setting the target path, quota rules, and grooming rules.

This section does not provide procedures for establishing a structured project folder with personal
subfolders, which are enabled through template creation and Dynamic Template Processing. For a
comprehensive discussion on managing collaborative storage, including Dynamic Template
Processing, see Chapter 8, “Managing Collaborative Storage,” on page 87.

The process for managing existing storage and creating personal subfolders involves several tasks:
¢ Section 7.1, “Assigning a Managed Path to Existing Group-based or Container-based Storage,”
on page 79

+ Section 7.2, “Creating a Collaborative Storage Policy,” on page 82

+ Section 7.3, “Performing Management Actions,” on page 85

+ Section 7.4, “Editing Collaborative Storage Policies,” on page 86

Assigning a Managed Path to Existing Group-
based or Container-based Storage

A collaborative managed path attribute is created by Storage Manager when the Active Directory
schema is extended. The attribute is used to associate a Group or container object with a managed
path.

In this procedure, you assign a managed path to a Group or container object that has existing
collaborative storage and then assign the storage path.

1 In SMAdmin, click the Home tab.
2 Click Actions.

Managing Existing Collaborative Storage 79



80

Take Action - User Mode - o IEEH

i User Mode ~ [B% Consistency Check | 3¢, Management Action - '.':) Refresh Results

Consistency Check Targets
/| Home Folder Remote Desktop Services Home Folder 0 o
Profile Path Remote Desktop Services Profile Path X
Avndliary
/| Process Subcontainers Mask

Results | Primary Path Statistics
Name & | DS Path Path Type DS Path Exi... | Policy Flags Permissions Quota | Manageme... |Magmt Path Mgmt P... | Paths Match

3 Use the menu to replace User Mode with Group Collaborative or Container Collaborative mode.

4 In the Targets region, click Add.
5 Browse to locate and select the container or group you want to associate to a collaborative

storage area, then click Add.
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Directory Services Browser

PSEarch (:J Refresh | Filter: [ |Users Groups

0 Add Remove

4 X chronide.local
b T: Builtin
3 T: Computers
3 T: Domain Controllers
3 T: Employees
3 T: ForeignSecurityPrincipals
i T: Henderson
3 T: Employees

] T: Groups

# | | Selected Object

4 "T=! HR Department

#8% IT Help Desk
#8% Loan Officers
#8% Marketing
i Tellers
3 T: Inactive Users

3 T: Histary

3 T: History Rewritten

3 T: History Unmanaged

3 T: Las Vegas

3 T: Los Angeles

3 T: Managed Groups

3 T: Managed Service Accounts

k T: Program Data

3 T: Stages

e T— Suetem

S [ e |

6 Click OK.

7 Click Management Action > Assign Managed Path.

8 Select the Explicit Assignment check box.

9 Click Browse, then locate and select the group storage folder you want to manage through

Storage Manager.
10 Click Preview.
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Take Action - Group Mode - o IEd
@ Preview o Execute | 7§k Group Mode~ [% Consistency Check | 3% Management Action - (‘:} Refresh Results
Assign Managed Path Targets (1)
o Add ° Remove Q Select All (:) Select Mone

FDMN
/| Explicit Assignment (only warks with single object) > T: OU=HR Department, OU=Henderson,DC=chronide,DC=local

Explicit Path Assignment

Target Path

Explicit Path | \\herodotus. chronide. local{HendersonHR Dep Browse Clear

Mask.

O Select All (:Q Select None 9 Add to Targets
Mame a | Path Type Action Status

11 Click Execute.
12 Observe in the bottom portion of the page that the managed path has been set.
13 Continue with Section 7.2, “Creating a Collaborative Storage Policy,” on page 82.

7.2 Creating a Collaborative Storage Policy

After you assign a managed path, the next step is to create a Collaborative Storage policy for the
group or container you selected in Step 5 on page 80. In this procedure, the Collaborative Storage
policy will apply to the Group object. However, a Collaborative Storage policy can apply to a Group's
parent container thus making it applicable to all existing and new groups located therein.

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 Select Manage > New > Group Collaborative.

The following dialog box appears.

Create New Policy

Marme

Policy Type | Group Collaborative W

o |[Comm ]

4 Specify a descriptive name for the new policy and click OK.
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5 In the left panel, click Associations.

6 At the top of the right pane, click Add and browse to select the group or container that you

selected in Step 5 on page 80.

7 Click Add, then click Apply to save your changes.

Associations
General :

4% Policy Options € Add @ Remove
&2 Assodations FON

T: OU=HR Department,OU=Henderson,DC =chronide, DC =local

Setup

Q Provisioning Options
8 TargetPaths

Q Quota Options

c Move Schedule

A, Dynamic Template
@ Cleanup Options
EY vault

"i’ Groom

Othe
E Notes

EE, Summary

|_. Copy Policy Data

All changes to this pc

essfully saved,

8 In the left panel, click Provisioning Options.
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10
1"
12
13
14
15

16

17
18

19

Policy Editor - Henderson HR. Group Policy - o IEH

General Folder Properties
£ Policy Options Default Permissions DOS Attributes
©2 Assodations [ Ful Contral [ st [] set Attributes on Target Folder
5 [ Modify [ Read Archive System Hidden

[[] Read and Execute [ wirite
G Provisioning Options

[ TargetPaths
€2) Quota Options Path Owner
Move Schedule [] override Path Owner

/5 Dynamic Template Browse Clear

LEETLE Template Folder

ﬁ Cleanup Options ‘
B vault
Y Groom

Browse Clear

Other
g Motes

%‘, Summary

r. Copy Policy Data

OK Cancel

In the Default Permissions region, specify the permissions that you want the managed object to
have to the collaborative managed path.

(Conditional) Select any DOS Attributes you want to apply to the target folder.

In the left panel, select Target Paths, then click Add.

Browse to and select the parent of the folder you selected in Step 9 on page 81.
Click Add, then click OK.

In the left panel, select Quota Options.

In the Quota region, select the Enabled check box and specify the amount of initial quota you
want assigned to the collaborative storage folder.

(Conditional) If you want to set specifications for a quota manager, select Enable Quota Manager
/ Quota Preservation for this policy and set quota maximums, increments, and managers.

In the left pane, select Groom.

Browse to select the folder where you want to vault the files that will be groomed.
If the folder does not exist, you can right-click to create the folder.

Click OK to save the vault path, then click Add.
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Rule Editor

Description

Action

Masks

File Size Filter

Create Time Filter

Maodify Time Filter

Access Time Filter

b

(@ Files () Folders

Comparative Criteria

[Disabled] - Any Size

[Cisabled] - Any Time

[Disabled] - Any Time

[Disabled] - Any Time

* Only one Mask per Line

Mumeric Criteria

|:|:

<

<
o
i

<
=
3

<
o
i

Unit

QK Cancel

20 In the Rule Editor dialog box, indicate the files that Storage Manager will groom from the

collaborative storage pertaining to this policy.

For information on each of the fields in this dialog box, refer to Section 6.5.9, “Setting Groom
Rules,” on page 60.

21 Click OK to save the groom rule.

22 Continue with Section 7.3, “Performing Management Actions,” on page 85.

Performing Management Actions

This procedure manages and creates collaborative storage for groups through Dynamic Template
Processing. For more information on Dynamic Template Processing, see Chapter 8, “Managing

Collaborative Storage,” on page 87.

1 In SMAdmin, click the Home tab.

2 Click Objects.

3 Browse to and select the group or container that you specified in Step 5 on page 80.

4 Right-click the group or container and select Group > Manage.

Managing Existing Collaborative Storage

85



5 Click Preview.
6 Verify that the following message appears in the lower panel of the window:
Cat al og Exi sting Managed Path Locati on.
7 Click Execute.
8 From the Management Action menu, select Apply Attributes.
9 Select the Use policy defined DOS attributes check box.
10 Click Preview.
11 Verify that the following message appears in the lower panel of the window:
Apply attributes will be applied for object.
12 Click Execute.
13 From the Management Action menu, select Apply Quota.

14 Verify that the Set quota for directories that do not currently have a quota defined option is
selected.

15 Click Preview.

16 Verify that the following message appears in the lower panel of the window:
Apply quota will be schedul ed for object.

17 Click Execute.

18 From the Management Action menu, select Apply Permissions.

19 Click Preview.

20 Verify that the following message appears in the lower panel of the window:
Apply rights will be schedul ed for object.

21 Click Execute.

22 From the Management Action menu, select Groom.

23 Click Preview.

24 \Verify that the following message appears in the lower panel of the window:
Groom schedul ed for object.

25 Click Execute.

7.4 Editing Collaborative Storage Policies

In this section, you created a basic collaborative storage policy designed to manage a non-structured
storage folder. If you decide later that you want to edit the policy to adjust the quota, modify the target
path, or even structure the group or container managed path with personal folders for each group or
container member, you can easily do so.

For more comprehensive information on collaborative storage policies, including their ability to create
structured group-based or container-based storage folders through Dynamic Template Processing,
see Chapter 8, “Managing Collaborative Storage,” on page 87.
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8 Managing Collaborative Storage

Collaborative storage is a shared storage area where a group of people in an organization can
collaborate by accessing the same collaborative storage. For example, a cross-functional project
team in an organization might need a collaborative storage area where all members could access
and submit project files.

Storage Manager lets you easily create collaborative storage areas through Collaborative Storage
policies that you can assign to Group objects or to an organizational unit (also known as a container).
You can structure the collaborative storage in one of three ways:

+ Creating a single project folder where all project members have access and have the same
rights.

+ Creating a project folder with a specified owner. The project folder has subfolders for each of the
members of the group. This configuration is done through Dynamic Template Processing. For
more information on Dynamic Template Processing, see Setting Group Collaborative Storage
Policy Dynamic Template Processing.

+ Creating a multi-group owned project folder with each group having distinct access rights. This
capability is available through Multi-Principal Group Collaborative Storage policies. For more
information, see Section 8.9, “Creating a Multi-Principal Collaborative Storage Policy,” on
page 107.

Storage Manager works with Active Directory to ensure that only members of the Group object have
access to collaborative storage. As new members are added to the group, they are automatically
granted access to the collaborative storage. As members are removed, they no longer have access
to the collaborative storage.

In cases where personal folders are issued through Dynamic Template Processing, when a user is
removed from the group, the personal folder is renamed to #REMOVED#user nane, leaving the file
content in the storage location, but making the former group member unable to access the files
within.

In this chapter, you will learn how to create collaborative storage policies. These include:

+ Group-based collaborative policies
+ Container-based collaborative policies
+ Group Multi Principal collaborative policies

+ Section 8.1, “Creating Collaborative Storage Objects in Active Directory,” on page 88

+ Section 8.2, “Understanding Collaborative Storage Templates,” on page 88

¢ Section 8.3, “Determining How You Want to Structure Your Collaborative Storage,” on page 89
+ Section 8.4, “Creating a Collaborative Storage Template,” on page 90

+ Section 8.5, “Setting Up Security for a Collaborative Storage Template,” on page 90

+ Section 8.6, “Understanding Collaborative Storage Policies,” on page 95

+ Section 8.7, “Creating a Group Collaborative Storage Policy,” on page 95

+ Section 8.8, “Creating a Container Collaborative Storage Policy,” on page 106

+ Section 8.9, “Creating a Multi-Principal Collaborative Storage Policy,” on page 107
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8.1

8.2

Creating Collaborative Storage Objects in Active
Directory

For Storage Manager to manage collaborative storage, it must have the following Group or User
objects located in an organizational unit in Active Directory:

+ -MEMBER-
+ -MANAGER-
+ -GROUP-

These objects are needed for assigning permissions to the collaborative storage template folders
(that you will create later) for the group members, the manager, and the group itself.

IMPORTANT: You only need to create these objects in one organizational unit.

1 At a Windows workstation, launch Active Directory Users and Computers.
2 Right-click an organizational unit and select New > Group.

3 Give the Group object the name -MEMBER- and leave the Group Scope setting as Global and
the Group Type setting as Security.

4 Repeat Step 2 to create a -MANAGER- group and a -GROUP- group.

These three objects are used to automatically set permissions for the collaborative storage.
Make sure you name the objects exactly as indicated. The object names can either be
uppercase or lowercase.

Understanding Collaborative Storage Templates

When you created user home folder policies in Chapter 6, “Managing User Home Folders,” on
page 49, a field in the Provisioning Options page let you indicate the path to a template for
provisioning folder structure and content in the home folder.

For collaborative storage management, you can also indicate a template path for provisioning and
folder structure within the collaborative managed path. When Storage Manager creates a
collaborative managed path for a group, Storage Manager examines the policy to determine if a
template has been defined and, if so, it copies the contents of the template directory along with all
attributes, permissions, and quotas.

If you want to enable quota management for collaborative storage folders, the folders must have the
following characteristics:

+ Be located on servers running either Windows Server 2008 or above

+ Have a firewall exception for the Remote File Server Resource Manager

Unlike user home folders, collaborative storage managed by Storage Manager is dynamic in that the
member attributes of Group objects are monitored so that the addition and deletion of members can
have a direct impact on the structure of the individual file system of a group as well as the
permissions given within the structure.
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Determining How You Want to Structure Your
Collaborative Storage

Your collaborative storage area should be structured so that it optimally serves the needs of your
collaborative users. The collaborative storage needs of a cross-functional team at an architectural
firm would be quite different from a junior high school history class.

Two sample designs are shown below.

Figure 8-1 Sample Collaborative Storage Templates

Sample Work Project Sample Classroom
Collaborative Storage Collaborative Storage
Template Template

P Network share D Network share

D Project D Eth Geade U.5. History

_D Documents Attendess
— I Diesign Templstes
|

Assignment Twmn-in Folder

IEJ Design_specs.doc -MEMEBER-
-—<:| Documentation Clzzz Materizls

I

IEIJ Reference_guide.doc J Grading_policy.doc
'_'—T\—I Frocedures J Sylabus. doc

E_] Procedures. doc J Term_paper_topics.doc

'—':I Project Plans Tescher
|ﬂ|_] Work_template.doc \_%D -MAMAGER-
Project Manager
-MAMNAGER-
- Project Team
-MEMBER-

In the template structures above, both have -MANAGER- and -MEMBER- folders. This means that
there is a personal folder created for the designated manager of the group, along with personal
folders created for each member of the group.

In order for those folders to be created and managed properly, the -MANAGER- and -MEMBER-
folders must not exist in the same folder.

In the project collaborative storage template, all members can see the contents of each member’s
folder—except for the designated manager’s folder. In the classroom template, class members
cannot see the contents of other classmate’s folders because members have rights only to their
personal folders.
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8.4 Creating a Collaborative Storage Template

1 Launch Windows Explorer.
2 On a network share, create a file structure for a group that you will provide collaborative storage.

3 Place any documents you want available to the group in the appropriate folders.

8.5 Setting Up Security for a Collaborative Storage
Template
Properly setting security and permissions for collaborative storage in Active Directory can be

potentially confusing. For this reason, we are providing an example of the correct way to set up
security for a collaborative storage template.

The example provided is for a school class where the instructor is using a collaborative storage folder
as the means of distributing assignments to students, as well as the means of retrieving assignments
that the students turn in. The students cannot see the personal folders of the other students.

Figure 8-2 Common Academic Setting Collaborative Storage Template Structure

‘_ COLLAB_TEMPLATES

‘_ Class-Template

~ Handouts

~ Students

\\ -MEMBER-

 Teacher

. Turn-in

\\ -MEMBER-
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The file structure above is a common structure that can be used as a template for collaborative
storage in an academic setting. By establishing the correct permissions, the course instructor can be
established as the owner with full control of the collaborative storage area. Students can be provided
with personal folders for retrieving and turning in assignments.

The diagram below shows the security permissions that must be established.

Figure 8-3 Security Permissions for Each Folder in the Sample Template

COLLAB TEMPLATES Security Assignments

Policy Template ROOT  _ L Class-Template -GROUP- List (This Folder Only)
-MAMAGER- EC (This will flow down!)

_ Handouts -GROUP- REL

R -GROUP- Traverse Folder/List Folder
s (Thiz Folder Only)

L -MEMBER- -MEMBER- MELRW

| Teacher

= : -GROWUP- Trawverse Folder/List Folder
MBI (This Folder Only)

L -MEMBER- -MEMBER- MELRW

The diagram above shows the security permissions that must be established for each of the folders in
the template structure. For example, the -GROUP- object must be given the List permission to the
Class-Template folder and the -MANAGER- object must be given Full Control. List, Traverse Folder,
and List Folder are all advanced permissions.

IMPORTANT: When you set the provisioning options for the Collaborative Storage policy, you must
override the path owner and indicate an owner, unless you want all users in the group to have all
rights to the collaborative storage area.

In the example in Figure 8-3, Teacher1 is specified as the owner.
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Figure 8-4 Owner of a Collaborative Storage Folder

Policy Editor - Ms Nelson's 3rd Period English Class - b

-& Policy Options
G5 Assodations

& Provisioning Options
% Target Paths

@ Quota Options

c Move Schedule

A Dynamic Template

ﬁ Cleanup Cptions
@ Wault
? Groom

E Notes

E@, Summary

ﬁ Copy Policy Data

Default Permissk DOS Attributes
[ Full Control [] uist [] Set Attributes on Target Folder
[ Modify [] Read [7] archive [ ] System || Hidden

[[] Read and Execute [ ] Write

[w] Override Path Owner

|CN=Teacher1,0U=C|asses,DC=chromcIe,DC=|oca| || Browse | | Clear |

|\\astlnus.chromcleIocEI\COLLAB\COLLAB_TEMPLATES\Class-Temp\ate || Browse || Clear |

o[ [ o]

The Override Path Owner check box is selected and the owner of the folder is set to TEACHER1. The
template is indicated in the Template Folder region.

You use the Group properties of Active Directory Users and Computers to indicate the group owner in
the Managed By screen. In this example, the owner is TEACHER1.
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8.5.1

Figure 8-5 An Owner in the Name Field Enables -MANAGER- to Function Properly

Ms Melson's 3rd Period English Class Properties _

| General | Members | Member Of | Managed By |

Mame: |chn:uniu:le.Incalfﬂassesﬂeacher 1 |

| Change... || Properties || Clear |

[ ] Manager can update membership list

Office:

Street: A

City:
State/province:

Country/region:

Telephone number:

Fax number:

oK || Cancel || Aopy |

Establishing an owner in the Name field enables the -MANAGER- object to function properly.

Establishing Permissions

You establish the permissions specified for each of the folders in Figure 8-3 through the Windows
Explorer Security tab. Permissions such as Traverse Folder, are special permissions.

To set special permissions:

In Windows Explorer, right-click the desired folder and select Properties.
Click the Security tab.

Click Advanced.

Click Change Permissions.

Click Add.

In the Enter the object name to select field, specify the name of the desired user or group and
click OK.

7 In the new dialog box, use the Apply to drop-down menu to select the desired application level,
select the check boxes for all special permissions for the user or group, and click OK.

O g A WON -
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8.5.2

8.5.3

Configuring Permissions for the Group Manager

This procedure grants Manager permissions to the group’s designated manager, meaning that he or
she is given all permissions needed to view and modify any document within the structure of the
collaborative storage area.

1 Launch Windows Explorer.

© 00 N O O A~ W

10

In the file structure that you created earlier, browse to and right-click the topmost folder, then
select Properties.

For example, in the sample work project collaborative storage template example in Figure 8-1 on
page 89, the topmost folder would be the Project folder.

Click the Security tab.

Click Edit.

Click Add.

In the Enter the object names to select field, specify - MANAGER- .

Click Check Names.

Click OK.

In the Permissions dialog box, select the Modify check box and click OK to save the settings.
Click OK to close the Properties dialog box.

Configuring Permissions for the Group Members’ Personal

Folders

This procedure grants the permissions needed for group members to work in their personal folders
within the collaborative storage area.

1 Launch Windows Explorer.

2 In the structure that you created in Section 8.4, “Creating a Collaborative Storage Template,” on

© 00 N OO O A~ W

10

page 90, browse to and right-click the -MEMBER- folder, then select Properties.

Click the Security tab.

Click Edit.

Click Add.

In the Enter the object names to select field, specify - MEMBER- .

Click Check Names.

Click OK.

In the Permissions dialog box, select the Modify check box and click OK to save the settings.
Click OK to close the Properties dialog box.

8.5.4 Configuring Group Member Permissions to Other Folders

94

This procedure grants List and Read permissions to other areas of the collaborative storage area.

1
2

Launch Windows Explorer.

In the structure that you created in Section 8.4, “Creating a Collaborative Storage Template,” on
page 90, browse to and right-click one of the subfolders, then click Properties.
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8.6

8.7

© 00 N OO 0o A~ W

10

For example, in the sample work project collaborative storage template example in Figure 8-1 on
page 89, a subfolder would be the Documents folder.

Click the Security tab.

Click Edit.

Click Add.

In the Enter the object names to select field, specify - MEMBER- .
Click Check Names.

Click OK.

Click OK to close the Properties dialog box.

Repeat Step 1 through Step 9 for each additional folder where you want to grant users List and
Read permissions.

Understanding Collaborative Storage Policies

Before setting up Collaborative Storage policies, you need to understand the two types of
Collaborative Storage policies and the differences between the two.

*

A Group Collaborative Storage policy creates storage for a group when a Group object is created
in an organizational unit where the policy is associated. For example, if a cross-functional team
named HEALTHFAIR2014 is created in an organizational unit associated with the Group
Collaborative Storage policy, the collaborative storage area is created when the group is created.

A Container Collaborative Storage policy grants access to collaborative storage when a new
User object is added to an organizational unit where the policy is associated. For example, if
user BSMITH is added to an organizational unit that had an associated Container policy,
BSMITH is granted access to the collaborative storage area. Furthermore, if the template
associated with the policy is structured with a -MEMBER- Group object, the user is given a
personal storage area within the collaborative storage area.

Creating a Group Collaborative Storage Policy

1
2
3

In SMAdmin, click the Home tab.
Click Policies.
In the Manage menu, select New > Group Collaborative.

The following dialog box appears:

Create New Policy

Mame

Policy Type | Group Collaborative (¥

o | o ]

4 Specify a descriptive name in the Name field.
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The Policy Options page appears.
5 Continue with Section 8.7.1, “Setting Group Collaborative Storage Policy Options,” on page 96.

8.7.1 Setting Group Collaborative Storage Policy Options

Settings within Policy Options let you indicate how the policy is applied, set policy inheritance, and
write an expanded policy description.

NOTE: Group Policies in Storage Manager are completely independent of Microsoft Group policies.

1 Leave the Process Events for Associated Managed Storage check box selected.

This indicates that you want the settings in this policy to be applied to all groups within the
domain or organizational unit where this policy is assigned. Deselecting this check box indicates
that you want to create a Blocking policy that can be applied to a specific group. For more
information on blocking policies, see Section 5.6, “Creating a Blocking Policy,” on page 37.

2 Do one of the following:

+ If you are assigning this policy to a container rather than a group, and you want the settings
to apply to subcontainers, leave the Policy applies to subcontainers check box selected.

+ If you are assigning this policy to a container, and you do not want the settings to apply to
subcontainers, deselect the Policy applies to subcontainers check box.

3 In the Description region, use the text field to specify a description of the policy you are creating.
4 Click Apply to save your settings.

5 Proceed with Section 8.7.2, “Setting Group Collaborative Storage Policy Associations,” on
page 96.

8.7.2 Setting Group Collaborative Storage Policy Associations

The Associations page is where you assign the collaborative policy you are creating to a domain,
organizational unit, or Group object.

1 In the left pane, click Associations.

2 Click Add to bring up the Directory Services Browser.

3 Browse through the directory structure and select the domain, organizational unit or Group
object you want to associate the policy to.

4 Drag the object to the Selected Items pane and click OK.

The Directory Services Browser is closed and the object is displayed in fully qualified name
format in the right pane of the window. For example, OU=Las Vegas, DC=NVB, DC=| ocal .

5 Click OK to close the Object Browser.
6 Click Apply to save your settings.

7 Proceed with Section 8.7.3, “Setting Group Collaborative Storage Policy Provisioning Options,”
on page 97.
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8.7.3

Setting Group Collaborative Storage Policy Provisioning
Options
The Provisioning Options page is where you indicate collaborative storage permissions, the location

of a template for provisioning the collaborative storage folder structure and content in a managed
path when it is created, and more.

1 In the left pane, click Provisioning Options.

The following page appears:

Policy Editor - Henderson HR Group Policy - o IEH
General Folder Properties
f‘{ Policy Options Default Permissions DOS Attributes
G5 Assodations [ Full Control [ List [ Set Attributes on Target Folder
Setup [] Modify [ Read Archive System Hidden

[] Read and Execute [ Wirite
Q Provisioning Options
¥ TargetPaths
C—} Quota Options Path Owner

E5 Move Schedule [] override Path Owner

/A, Dynamic Template Browse Clear

GeanuD Template Folder

@ Cleanup Options ‘
Vault
Y Groom

Browse Clear

Other

% Motes

E@, Summary
r. Copy Policy Data

OK Cancel

2 In the Folder Properties region, select the desired permissions to be applied to the target folder.

If you chose to create a Collaborative Storage template, the permissions will be applied from the
template that you created earlier under Section 8.5.3, “Configuring Permissions for the Group
Members’ Personal Folders,” on page 94 and Section 8.5.4, “Configuring Group Member
Permissions to Other Folders,” on page 94.

3 Select the Override Path Owner check box.

When you create Collaborative Storage policies, it's very important to override the path owner.
By default, each group owns the entire group managed path, so all members of the group inherit
Full Control of all subdirectories in the group folder, including other users' personal folders.

4 In the field below the Override Path Owner check box, browse to indicate a path owner (that is,
the owner of the group’s managed path).

5 In the Template Folder region, click the Browse button and locate the folder structure that you
created in Section 8.4, “Creating a Collaborative Storage Template,” on page 90.

6 Select the topmost folder in the folder structure and click OK.

For example, if you had a structure similar to the Sample Classroom Collaborative Storage
Template in Figure 8-1 on page 89, you would select “8th Grade U.S. History.”
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7 Click Apply to save your settings.
8 Proceed with Section 8.7.4, “Setting Group Collaborative Storage Policy Target Paths,” on

page 98.

8.7.4 Setting Group Collaborative Storage Policy Target Paths

98

The Target Paths page is where you set the paths to where the collaborative storage area for this
policy will be hosted.

1 In the left pane, click Target Paths.
2 In the Target Placement region, select a option from the Distribution drop-down menu.

If you create more than one target path for a policy, you can indicate any of the following options:
Random: Distributes storage randomly among the number of target paths.

Actual Free Space: Distributes the creation of collaborative storage folders according to shares
with the largest amount of absolute free space. For example, if you have two target paths listed,
target path 1 has 15 GB of free space, and target path 2 has 10 GB, the collaborative storage
folders are created using target path 1.

Percentage Free Space: Distributes the creation of collaborative storage folders to shares with
the largest percentage of free space. For example, if you have two target paths listed and target
path 1 is to a 10 TB drive that has 30 percent free space, and target path 2 is to a 500 GB drive
with 40 percent free space, the collaborative storage folders are created using target path 2,
even though target path 1 has more absolute available disk space. You should be cautious when
using this option with target paths to shares of different sizes.

From the Leveling drop-down menu, choose an option.

This setting is used to structure the home folders so that they are categorized by the first or last
letter of a username through a subordinate folder. For example, if you choose First Letter, and
the Leveling Length field is set to 1, a user named BSMITH has a home folder located in a path
such as \ \ SERVER1\ HOVE\ B\ BSM TH.

If you choose Last Letter, and the Leveling Length field is set to 1, the same user has a home
folder located in a path such as \ \ SERVER1\ HOVE\ H\ BSM TH

The Last Letter means the last character of the attribute Storage Manager uses to create
storage. Once again, Storage Manager uses the SAM, not the character of the last name.

The Leveling Length field allows you to enter up to 4 characters. This makes it so that you can
organize home folders by year. For example, if your Leveling Algorithm setting is Last Letter,
and the Leveling Length setting is 4, a user named BMITH2014 has a home folder located in a
path such as \ \ SERVER HOVE\ 2014\ BSM TH2014.

In the Maximum Unreachable Paths field, specify a setting.

If you have a substantial number of target paths listed on this page, this field lets you indicate the
number of target paths Storage Manager accesses to attempt to create a home folder before it
suspends the attempt.

For example, suppose you have 100 target paths and you're using Random Distribution and the
Maximum Unreachable Paths setting is 20. Storage Manager will try 20 of those 100 paths
before the event will become a pending event. A path can be unreachable for any error
condition. For example: the server is down or the share is not available.

5 For each target path that you want to establish, click Add to access the Path Browser.
6 Browse to the location of the target path you want and click Add to add the target path to the

Selected Paths pane.
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8.7.5

File System Path Browser E3

New Folder §# RenameFolder %% Rebuild (}) Refresh &y Add
4 2 chronide.local Selected Paths
b E] astinus. chronicle. local Vtherodotus. chronide. local\Henders. ..
i E] herodotus. chronide.local
v B8 Boulder

4 ™ Henderson

¢ (@B Groups
¢ (@@ HR Department
b I Inactive_Users

b 9 | a5 vegas

= | Cancel

‘Wherodotus.chroniclelocal\Henderson\ Groups

7 Click Apply to save your settings.

8 Proceed to Section 8.7.5, “Setting Group Collaborative Storage Policy Quota Options,” on
page 99.

Setting Group Collaborative Storage Policy Quota Options

This page lets you establish storage quota settings for the group collaborative storage folder. Until
quota management is established, a collaborative storage area has unlimited space. Quota
management for collaborative storage applies to:

+ The quota for the entire storage folder

+ Quotas for personal folders in the collaborative storage folder

NOTE: In order for the quota to be managed on a personal folder, you must also manage the quota
on the -MANAGER- or -MEMBER- folder. You can set this in the template through the Windows
Server Manager in the same way you set the folder options.

Quota management on NAS devices needs to be managed by the NAS vendor software.

This page is also where you establish quota management settings for quota managers. A quota
manager is a specified user or group—for example, a help desk administrator or technical support

representative—who is granted the ability to increase quotas without having rights to the file system.
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Quota management actions are performed through Quota Manager, which is a separate Web
browser-based management interface. For more information on Quota Manager, see Chapter 9,
“Using Quota Manager,” on page 119.

1 In the left pane, click Quota Options.
The following page appears:

Policy Editor - Henderson HR Group Policy - o IEH
General L
4% Policy Options [] Enabled
&= Assodations
Setup
O Provisioning Options Quota Management
¥ TargetPaths
[] Enable Quata Manager [ Quots Preservation for this policy
€=) Quota Options

c Move Schedule
/f\ Dynamic Template

Cleanup

m Cleanup Options

EY vault

‘-r Groom

Other

a MNotes
Ea. Summary

r. Copy Policy Data

OK Cancel

2 Select the Enabled check box to enable an initial storage quota for collaborative storage paths

managed by this policy.

3 In the MB field, specify the initial storage quota for the collaborative storage folders.
4 Set up quota managers by filling in the following fields:

Enable Quota Manager / Quota Preservation for this Policy: Select this check box to enable

the Quota Management region of the page and to allow the Quota Manager Web interface to
apply to this policy.

Quota Maximum: Indicate whether the collaborative storage folders associated with this policy
will have a maximum quota setting. If so, indicate the maximum quota.

Quota Increment: Indicate whether quota managers will set quotas manually or in set
increments. If you select manual increments, the quota manager can increase the quota in any
increment until it meets the maximum quota setting. If you select set increments, the quota
manager can only increase the quota by the increment setting.

Quota Managers: Click Add and use the Directory Services Browser to browse to and select a
user or group you want to be a quota manager, then drag the User or Group object to the right
pane. Repeat this for each user or group you want to be a quota manager.

If you do not specify a user or group as a quota manager, only members of the SMAdmins group
will be able to use the Quota Manager Web interface.
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8.7.6

8.7.7

5 Click Apply to save your settings.

6 Proceed with Section 8.7.6, “Setting the Group Collaborative Storage Policy Move Schedule,” on
page 101.

Setting the Group Collaborative Storage Policy Move
Schedule

This page lets you use a grid to specify when data can be moved during data movement operations.

By default, all days and times are available for data movement. If data movement during regular
business hours creates unacceptable network performance, you can choose to move data after
regular business hours.

NOTE: The collaborative storage folder will not move if there are any open files. Until the folder can
be moved, the Move event will be listed as a pending event.

1 In the left pane, click Move Schedule.

2 In the Data Move Schedule grid, click the squares for the day and hour you want to disable for
data movement.

3 Click Apply to save your settings.

4 Proceed with Section 8.7.7, “Setting Group Collaborative Storage Policy Dynamic Template
Processing,” on page 101.

Setting Group Collaborative Storage Policy Dynamic
Template Processing

Dynamic Template Processing is the term used in Storage Manager for creating personal folders in a
collaborative storage folder. If Dynamic Template Processing is enabled, creating a -MEMBER- or -
MANAGER- folder in the collaborative storage file structure automates the management of personal

storage within the collaborative storage when a user is added, deleted, or renamed in Active
Directory.

1 In the left pane, click Dynamic Template.

The following page appears:

Managing Collaborative Storage 101



102

Policy Editor - Henderson HR. Group Policy

Q Quota Options
Move Schedule

;5‘\ Dynamic Template

Cleanup

ﬁ Cleanup Options
B vault
\i’ Groom

Other

a Motes
%‘, Summary

r. Copy Policy Data

General I sU
r‘; Policy Options Enable Dynamic Template Processing
G2 Assodations #®) Do not limit folder search depth
Limit folder search to a depth of
Setup
G‘ Provisioning Options Process members of nested groups
[ TargetPaths [ Ignore Hidden atiribute on dynamic template

OK Cancel

2 Do one of the following:

+ |If the folder structure in your collaborative storage template includes a - MEMBER- folder,
Storage Manager can create personal folders within the collaborative storage folder. Leave
the Enable Dynamic Template Processing check box selected and proceed with Step 3.

+ |f your collaborative storage template does not include a - MEMBER- folder, Storage Manager
will not create personal folders within the collaborative storage folder. Deselect the Enable
Dynamic Template Processing check box and proceed with Section 8.7.8, “Setting Group

Collaborative Storage Policy Cleanup Options,” on page 103.

3 Choose one of the following options:

+ Do not limit folder search depth: The Engine searches through the collaborative storage
folder looking for - GROUP- , - MANAGER- , and - MEMBER- folders. Depending on the number of
folders in the collaborative storage folder, this can take significant time. It is therefore best to

not select this option.

+ Limit folder search to a depth of: If you know the maximum level where the - GROUP-, -
MEMBER- , and - MANAGER- folders are located in your collaborative storage template, you can

select this option and indicate the level.

For example, in the Sample Classroom Collaborative Storage Template in Figure 8-1 on

page 89, the - MEMBER- folder is located four levels down.

4 Select the applicable check boxes:

Process members of nested groups: If you have nested groups in your Active Directory
deployment, selecting this check box creates personal storage for group members that are part

of a group via group nesting.

Ignore hidden attribute on dynamic template: Selecting this check box ignores the Hidden
DOS attribute on the - MEMBER- , - MANAGER- , and - GROUP- folders in the collaborative managed
path when provisioning the corresponding folder for the user or group. Thus, the Dynamic
Template Processing folder will not have the Hidden DOS attribute set when it is created.
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8.7.8

8.7.9

5 Click Apply to save your settings.

6 Proceed with Section 8.7.8, “Setting Group Collaborative Storage Policy Cleanup Options,” on
page 103.

Setting Group Collaborative Storage Policy Cleanup
Options

This page lets you enable and specify cleanup rules for the Group Collaborative Storage policy.
Options for cleanup include deleting a collaborative storage folder after a set number of days
following the removal of the associated Group object from Active Directory, or vaulting (rather than
deleting) the collaborative storage folder.
1 In the left pane, click Cleanup Options.
2 Enable storage cleanup by filling in the following fields:
Enable: Select this check box to enable storage cleanup rules.

Cleanup storage: Specify the number of days, weeks, or years a collaborative storage folder
remains after the associated Group object is removed from Active Directory.

3 Enable Vault on Delete by filling in the following fields:
Enable: Select this check box to enable Vault on Delete.

Vault Path: Click Browse to browse and select the path where you want the collaborative
storage folders vaulted after cleanup.

When you indicate this path, it also appears in the Vault Path field of the Groom page, because
groom rules and vault rules share the same vault path.

4 Click Apply to save the settings.

5 Proceed with Section 8.7.9, “Setting Group Collaborative Storage Policy Vault Rules,” on
page 103.

Setting Group Collaborative Storage Policy Vault Rules

When a Group object is removed from Active Directory, you can have Storage Manager vault the
contents of the associated collaborative storage folder from primary storage less expensive
secondary storage. Storage Manager lets you specify what to vault or delete by using vault rules. For
example, you might want to remove all . t np files before vaulting the collaborative storage folder. Or,
you might want to vault only a single folder, such as Final Proposal and nothing else in the other
folders. You accomplish all of this through settings in the Vault Rules Editor.

1 In the left pane, click Vault.

The Vault Path field displays the vault path that you established when you set up collaborative
storage cleanup rules.

2 Click Add to bring up the Vault Rules Editor.
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Rule Editor

Description ||

Action

b

(@ Files () Folders

Masks

File Size Filter

Create Time Filter

Maodify Time Filter

Access Time Filter

Comparative Criteria

[Disabled] - Any Size

[Cisabled] - Any Time

[Disabled] - Any Time

[Disabled] - Any Time

* Only one Mask per Line

Mumeric Criteria

|:|:

<

<
o
i

<
=

<
o
i

Unit

Ok

Cancel

3 In the Description field, specify a description of the vault rule.

For example, “Files to delete before vaulting,” or “Files to vault.”

4 Fill in the following fields:

Action: Select whether this vault rule deletes or vaults files.

Be aware that if you select Vault, only the files or folders that you list in the Masks text box are
vaulted and the remainder of the managed path content is deleted. Conversely, if you select
Delete, only the files or folders that you list in the Masks text box are deleted, and everything

else is vaulted.

Files: If the vault rule you are creating will vault or delete content at the file level, leave the File

option selected.

Folders: If the vault rule you are creating will vault or delete content at the folder level, select the

Folders option.

Selecting Folders disables the filter settings in the lower portion of the Rules Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated

in the Action drop-down menu.

File or folder names can contain an asterisk.
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8.7.10

5 (Conditional) If the vault rule you are creating is specific to files, complete the applicable filter
settings.

Leaving the setting as [Disabled]-Any Size vaults or deletes all file types listed in the Mask text
box, according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size, when
created, when last modified, and when last accessed.

6 Click OK to save the vault rule.
7 If necessary, create any needed additional vault rules by repeating the procedures above.

8 Proceed with Section 8.7.10, “Setting Group Collaborative Storage Policy Groom Rules,” on
page 105.

Setting Group Collaborative Storage Policy Groom Rules

Groom rules in Storage Manager specify the file types that you want to be removed from primary
managed storage. Examples of these might be mp3 and mp4 files, mov files, and many others. You
specify in a groom rule whether to delete or vault a file based on the rule's criteria.

Grooming takes place as a Management Action that is run by the administrator. A Management
Action is a manual action that is enacted through SMAdmin. For more information, see
Section 13.1.6, “Actions,” on page 268.
1 In the left pane, click Groom.
The Vault Path field displays the vault path that you established when you set up cleanup rules.
2 Click Add to bring up the Rule Editor.
3 In the Description field, specify a description of the groom rule.
For example, “Files to groom in Community Outreach Group.”
4 Fill in the following fields:
Action: Select whether this groom rule will delete or vault files.

Files: If the groom rule you are creating will vault or delete content at the file level, leave the File
option selected.

Folders: If the groom rule you are creating will vault or delete content at the folder level, select
the Folders option.

Selecting Folders disables the filter settings in the lower portion of the Rule Editor.

Masks: List the files or folders you want to be vaulted or deleted, according to what is indicated
in the Action drop-down menu.

File or folder names can contain an asterisk.

5 (Conditional) If the groom rule you are creating is specific to files, complete the applicable filter
settings.

Leaving the setting as [Disabled]-Any Size vaults or deletes all file types listed in the Mask text
box, according to what is indicated in the Action drop-down menu. Choosing any of the other
options from the drop-down menu lets you indicate files to delete or vault according to size, when
created, when last modified, and when last accessed.

6 Click Apply to save the groom rule.
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8.8 Creating a Container Collaborative Storage Policy

8.8.1

106

1 In SMAdmin, click the Home tab.
2 Click Policies.
3 In the Manage menu, select New > Container Collaborative.

The following dialog box appears:

Create New Policy

Mame

Policy Type | Container Collaborative [¥]

o | ]

Specify a name in the Name field.
The Policy Options page appears.

Continue with Section 8.8.1, “Setting Container Collaborative Storage Policy Options,” on
page 106.

Setting Container Collaborative Storage Policy Options

Settings within Policy Options let you indicate how the policy is applied and lets you write an
expanded policy description.

1 Leave the Process Events for Associated Managed Storage check box selected.

In this example, the Collaborative Storage policy will apply to a container object. However, it
could apply to the parents’ container thus making it applicable to all existing and new containers
located therein. Deselecting this check box indicates that you want to create a Blocking policy.
For more information on blocking policies, see Section 5.6, “Creating a Blocking Policy,” on
page 37.

2 In the Description region, specify a description of the policy you are creating in the text field.
3 Click Apply to save your settings.
4 Select the options and setting that you want to policy to use:

Associations: The Associations page is identical to the Association page presented when you
create a Group Collaborative Storage policy. For an explanation of the page, along with
procedures for setting associations, see Section 8.7.2, “Setting Group Collaborative Storage
Policy Associations,” on page 96.

Provisioning Options: The fields presented on the Provisioning Options page are identical to
those presented when you create a Group Collaborative Storage policy. For an explanation of
the page, along with procedures for setting provisioning options, see Section 8.7.3, “Setting
Group Collaborative Storage Policy Provisioning Options,” on page 97.

Target Paths: The fields presented on the Target Paths page are identical to those presented
when you create a Group Collaborative Storage policy. For an explanation of the page, along
with procedures for setting target paths, see Section 8.7.4, “Setting Group Collaborative Storage
Policy Target Paths,” on page 98.
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8.9

8.9.1

Quota Options: The fields presented on the Quota Options page are identical to those
presented when you create a Group Collaborative Storage policy. For an explanation of the
page, along with procedures for setting quota options, see Section 8.7.5, “Setting Group
Collaborative Storage Policy Quota Options,” on page 99.

Move Schedule: The fields presented in the Move Schedule page are identical to those
presented when you create a Group Collaborative Storage policy. For an explanation of the
page, along with procedures for setting the move schedule, see Section 8.7.6, “Setting the
Group Collaborative Storage Policy Move Schedule,” on page 101.

Dynamic Template Processing: The fields presented on the Dynamic Templates page are
identical to those presented when you create a Group Collaborative Storage policy. For an
explanation of the page, along with procedures for setting the move schedule, see Section 8.7.7,
“Setting Group Collaborative Storage Policy Dynamic Template Processing,” on page 101.

Cleanup Options: The fields presented on the Cleanup Options page are identical to those
presented when you create a Group Collaborative Storage policy. For an explanation of the
page, along with procedures for setting cleanup options, see Section 8.7.8, “Setting Group
Collaborative Storage Policy Cleanup Options,” on page 103.

Vault: The fields presented on the Vault Rules page are identical to those presented when you
create a Group Collaborative Storage policy. For an explanation of the page, along with
procedures for setting vault rules, see Section 8.7.9, “Setting Group Collaborative Storage Policy
Vault Rules,” on page 103.

Groom: The fields presented on the Groom Rules page are identical to those presented when
you create a Group Collaborative Storage policy. For an explanation of the page, along with
procedures for setting grooming rules, see Section 8.7.10, “Setting Group Collaborative Storage
Policy Groom Rules,” on page 105.

5 Click Apply to save your settings.

Creating a Multi-Principal Collaborative Storage
Policy

+ Section 8.9.1, “Overview,” on page 107

*

Section 8.9.2, “Group Naming Parameters,” on page 108

*

Section 8.9.3, “Multi-Principal Collaborative Policies,” on page 108

*

Section 8.9.4, “Multi-Principal Collaborative Events,” on page 108

*

Section 8.9.5, “Create a Multi-Principal Collaborative Storage Policy,” on page 109

Overview

Storage Manager for Active Directory provides the ability to provision and manage folders that can be
owned by multiple Active Directory security groups. Each group’s access to these folders is
dependent on the security group object’s security principal. For example, one group’s access could
be RO, another’s could RW, and another’s could be FUL. Based on their support for multiple security
principals, these folders are known as “Multi-Principal Managed Paths,” and they are issued through
“Multi-Principal Collaborative Storage” policies.

Multi-Principal Managed Paths are owned and accessed by security groups with the same group
prefix name separated by a suffix separator, and then distinguished by a unique security separator. In
Figure 8-6 on page 108 for example, the managed path Group1 is owned by both Group1-RO and
Group1-RW, with the members of each group having Read Only and Read Write permissions
respectively.
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Figure 8-6 Example of a Multi-Principal Managed Path

Groupl-RW

8.9.2 Group Naming Parameters

Security groups that own and access a Multi-Principal Path must be in the G- oup_Pr ef i x_Nane-
Security_ Suffix format. In Table 8-1, the naming components of the security group names in
Figure 8-6 are identified.

Table 8-1 Components of Security Group Names Owning and Accessing Multi-Principal Paths

Group Prefix Name Suffix Separator Character/Sequence Security Suffix
Group1 - RO
Group1 - RW

The group prefix names cannot be different. For example, you cannot have Accounting-RW and
Sales-RO groups managed by a Multi-Principal Collaborative policy against the same managed path.
Multiple groups are considered to be participating in the security of the managed path if they have the
same group prefix name up to the well-defined suffix separator string. The suffix separator can be a
character or a string of characters and is configured in a Multi-Principal Suffix Mapping Action Block.

8.9.3 Multi-Principal Collaborative Policies

The change in paradigm to support Multi-Principal Managed Paths requires the introduction of a new
Multi-Principal Collaborative policy type. The policy follows the standard association rules to support
effective policy calculation. This means that the policy can be associated to a container or directly to
security groups.

The new policy type provides the ability to link to a Multi-Principal Suffix Mapping Action Block where
the separator character or string sequence that differentiates the group’s name from its security suffix.

8.9.4 Multi-Principal Collaborative Events

108

To handle the constraints on the managed path imposed from multiple security principals managing a
folder, new provisioning and de-provisioning events have been introduced. The primary reason for
this is that provisioned managed paths for the Multi-Principal Collaborative policy can be thought of
as referenced-counted based on the number of participating security groups. For instance, if Group1-
RW, Group1-RO, and Group1-A all have active ACEs on the managed path, then the reference-count
for the managed path is 3 and deletion of only one of these groups does not imply deletion of the
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folder as a whole. Rather, when any given security principal is deleted or moved out of policy scope,
the corresponding event needs to scan the corresponding Active Directory container to look for the
presence of any other groups by the group name prefix. If none exist, then the folder can potentially
be scheduled for cleanup, otherwise no action is taken, except for when the ACE is removed.

Similarly, for provisioning, the first group for which an event is received would be responsible for
creating the folder based on the group name prefix and assigning its respective rights. Any other
events for complimentary groups must perform the equivalent of an apply permissions (ACE) in order
to populate their respective transform entries. This allows for a flexible implementation that does not
require a base security principal to be created first.

8.9.5 Create a Multi-Principal Collaborative Storage Policy

+ “Prerequisites” on page 109

¢ “Create a Multi-Principal Suffix Mapping Action Block” on page 110
+ “Create a Multi-Principal Collaborative Storage Policy” on page 112
+ “Setting Policy Options” on page 112

+ “Setting Associations” on page 113

+ “Setting Provisioning Options” on page 113

+ “Setting the Target Path” on page 114

+ “Setting Cleanup Options” on page 115

+ “Testing the Policy” on page 116

Prerequisites

+ Structure Active Directory in a logical manner for the new groups that you will be creating.

For example, a manufacturer of automotive parts that distributes parts to Germany, Japan, and
the United States might structure their Active Directory domain as follows:

4 [2] PrimoParts

4 [2] Auto Manufacturing
2| Germany
o Japan
2] UsA

+ Structure your network file system so that there is a storage area that will host the collaborative
storage for the new groups.
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Using the auto parts manufacturer example, the file system might look like this:

4 — HQF)
4 HGQShare
Automobile Manufacturers
J Commaon Share
| Courses
| Departments

; Filr Access

VW W

/| Projects
B HQUsers
F ¢ HRDept

Create a Multi-Principal Suffix Mapping Action Block

This procedure lets you standardize the groups and their associated permissions for the collaborative
storage folders that will be provisioned by Storage Manager.

1 In SMAdmin, click the Home tab.
2 Click Action Blocks.
3 From the Manage menu, select New > Multi-Principal Suffix Mapping.

Create New Multi-Principal Suffix Mapping Action Block

Mame

o | o |

4 Enter a descriptive name for the new Action Block and click OK.

Using the auto parts manufacturer example, the Action Block might be named something like
Auto Storage.

The following page appears:
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Action Block Editor - Auto Storage
General

Multi-Principal Suffix Settings

Options

Y

Linked Policies

i
.}

Multi-Principal Suffix Settings
Suffix Separator |§

Suffix Mappings

@ Add

Security Suffix

/A Changes to this Action Block have not been saved.

4 | Permission

oK ‘ | Cancel | ‘ Apply

5 Click Add.

6 In the Security Suffix column, highlight Sanpl eSecuri t ySuf fi x and edit it to a more descriptive
name of a group that will access the collaborative storage folder.

For example: Shipping.

7 Click the Full Control setting to access a drop-down menu of access permissions.

8 Specify the permissions for the particular group and click OK.

Security Suffix

4 | Permission

 Transportation

Full Contral v

Full Control
Modify
Read & Execute
List

v*| Read

Elw| Write

Ok Cancel

9 Repeat Step 5 through Step 8 to create all groups and permissions to the collaborative storage

folder.

Managing Collaborative Storage 111



112

Action Block Editor - Auto Storage - o IEH
General e
@@ Multi-Prindpal Suffix Settings Suffix Separator |-
£& Options Suffix Mappings
o- o
=l Linked Policies €9 Add 3 Remove
Security Suffix 4 | Permission
Accounting Read & Execute, List, Read, Write
Engineering Modify, List, Read, Write
Legal Full Control
i Shipping Read, Write
oK ‘ | Cancel | ‘ Apply

/A Changes to this Action Block have not been saved.

10 Click Apply.
11 Click OK.

Create a Multi-Principal Collaborative Storage Policy

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 In the Manage menu, select New > Group Multi-Principal Collaborative.
The following dialog box appears:

Create New Policy

MName

Policy Type | Group MultiPrindpal Collaborative W

o |[Comm ]

4 Specify a descriptive name in the Name field and click OK.
For example, Auto Manufacturers.
5 Proceed with “Setting Policy Options” on page 112.

Setting Policy Options

1 Verify that the Process Events for Associated Managed Storage check box is selected.
2 Verify that the Policy applies to subcontainers check box is selected.

3 (Optional) Enter an expanded description of the policy in the Description field.

4 Proceed with “Setting Associations” on page 113.
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Setting Associations

1 Click Associations.
2 Click Add.

3 In the browser, locate the organizational unit where the group objects will reside and drag it to

the right pane.

Directory Services Browser

ﬁ Search {:,}- Refresh

4 X nfms.utopia.novell.com
b T: Builtin
3 T: Computers
b T: Domain Controllers
3 T: ForeignSecurityPrindpals
3 T: Managed Service Accounts

b T NEMS

4 T: PrimoParts

0 Add c Remove

Selected Object
OlU=Auto Manufacturing, OU=PrimaF...

b T: Auto Manufacturing

3 T: Program Data
3 T: System
3 T: Users

oK | | Cancel

4 Click OK to close the browser.

5 Proceed with “Setting Provisioning Options” on page 113.

Setting Provisioning Options

1 Click Provisioning Options.

2 Click Link Action Block, select the Action Block you created earlier, and click OK.
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Policy Editor - Auto Manufacturers

a

&_ Folicy Options

&2 Assodations

0 Provisioning Options
% TargetPaths

G) Quota Options

a Move Schedule

ﬁT] Cleanup Options
B vaut
? Groom

E Motes

% Summary

ﬁ Copy Policy Data

Suffix Separator | -

&2 Link Action Block 0 Unlink Action Block

— Suffix Mappings

0 Add !/3 Remove

Security Suffix

- | Permission

ACCOUNTING
ENGIMEERING
LEGAL
SHIPPING

Reead & Execute, List, Read, Write
Modify, List, Read, Write

Full Control

Read, Write

— DOS Atiributes

[[] Set Attributes on Target Folder
[] Archive [ ] System

[] Hidden

[/] Override Path Owner

3 In the Path Owner region of the page, click Browse and browse to specify an owner of the all of
the collaborative storage folders that will be created with this policy.

4 (Optional) In the Template Folder region, click Browse to specify a template for the collaborative

storage folders that will be created by this policy.
5 Proceed with “Setting the Target Path” on page 114.

Setting the Target Path

1 Click Target Paths.

2 In the Target Paths region of the page, click Add.

3 In the browser, locate the share or folder where the collaborative storage folders will reside and
drag it to the right pane.
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File System Path Browser izl

New Folder ¥ Rename Folder % Rebuild ) Refresh & Add
4 X nfms.utopia.novell.com Selected Paths
4 | fmsadutp.nfms.utopia.novell.com \\fmsadutp.nfms.utopia.novell.comHOShare. .

» 8 Atantashare

9 AtantaUsers

@ HQshare
v (@@ Automobile Manufacturers
» @@ Common Share

-

[ %

» (@@ Courses
» (@@ Departments
» /@@ Filr Access
» (@@ Projects
» (@@ Templates
_'?_ HQUsers
@ HRDept
8 | ondonShare
B | ondonUsers
@ MunichData
B MunichUsers
_'?_ MN5MProxyHome
@ NyCShare
_'?_ MYCUsers
I Support

[ yault

* T T OWT W W W W W W W

Filter

oK | | Cancel

\\frnsadutp.nfms.utopia.novell.com\HOSharelAutomobile Manufacturers

4 Click OK to close the browser.
5 Click Apply.
6 Proceed with “Setting Cleanup Options” on page 115.

Setting Cleanup Options

In the Vault on Delete region, select the Enable check box.
2 Click Browse.

In the browser, locate the share or folder where deleted folders will be archived once all of the
groups that own a collaborative storage folder have been deleted and click OK.

4 Click Apply.
5 Click OK to close the Policy Editor.
6 Proceed with “Testing the Policy” on page 116.
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Testing the Policy
These procedures let you verify that the policy is functioning as you designed it.

1 In one of the organizational units associated with the new Multi-Principal Collaborative Storage
policy, create a new group that includes a - and one of the security suffixes you established

earlier.
Using automobile manufacturers as an example, you might create a new BMM ACCOUNTI NG

group.

a Create in:  pia.novel.com/PrimoParts/Auto Manufacturing/Germany

Group name:
| BMW-ACCOUNTING

Group name (pre-Windows 2000}
| BMW-ACCOUNTING

Group scope Group type

) Domain local ®) security
®) Global (O Distribution
() Universal

2 In the same organizational unit, and using the same group prefix name and suffix separator,
create additional groups for each of the security suffixes you created earlier.

File Action View Help
es fE BB BHE 2 auT?E%

I [ Program Data |~ [ Mame Type Description
b [ System 52 BMW-ACCOUNTING Security Group..
[ j Users %BMW—ENGINEERING Security Group...

(7] NTDS Quotas 42 BMW-LEGAL Security Group...

b (] TPM Devices 2 BMW-SHIPPING Security Group...
4 2| PrimoParts
a [2] Auto Manufacturing
2| Germany
[Z] Japan
=] usa
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3 Using File Explorer, verify that each of the collaborative storage folders were created.

Home Share Wiew

© - 1 |j,; « HQ(F) » HQShare » Automobile Manufacturers » BMW » v c,| | Search BMW

Fe

45 HQ(F) Name Date modified Type
4, HOShare
4 || Automobile Manufacturers
4 [ BMW
L. Billing
4 Orders
_\J Shipping
b . Common Share
. Courses
I- | Departments
Iitems  State 3B Shared

. Billing 11/10/2016 3:34 PM  File folder
. Orders 11/10/2016 3:34 PM  File folder
. Shipping 11/10/2016 3:34 PM  File folder

Previous Versions | Classffication
General | Security

Object name:  F:\HQShare' futomobile Manufacturers BMW

GI’OIJD ar uUser names:

% BMW-ACCOUNTING (NFMSBMW-ACCOUNTING)
% BMW-ENGINEERING {NFMS“BMW-ENGINEERING)
% BMW-LEGAL (NFMS"BMW-LEGAL)
BMW-SHIPPING (NFMSSBMW-SHIPPING)
: Domain Admins (NFMS*Domain Admins)
£ m

To change permissions, click Edit.

Permissions for BMW-SHIPPING

Full control

Modify

Read & execute

List folder contents

Read vy
Write o
Special pemissions

For special pemissions or advanced settings,
click Advanced.
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5 Once you have verified that the Multi-Principal Collaborative Storage policy is creating
collaborative storage with the correct access permissions for the various groups, create the
remaining groups in all of the organizational units associated with the new Multi-Principal
Collaborative Storage policy.

=IFEN=]

Home Share WView

© _— |lj » ThisPC » HQ(F) » v c,.| [ Search HO(F)

b iy Local Disk (C) 2 Narme Date modified Type
| 4t @) |
4 || HQShare
4 || Automobile Manufacturers
b | AUDI
bl BMW
bl CHRYSLER
I .. DODGE
b |, FORD
I | GEMERAL MOTORS
1) HONDA
b TOYOTA
I |, Common Share
- | Courses

Jitems  1item selected

|1 HOShare 11/9/2016 10:06 PM  File folder
Ju HQUsers 2/25/2014 6:36 PM  File folder
. HRDept 2/25/2014 6:36 PM File folder
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9.1

Using Quota Manager

Quota Manager is a separate management interface for designated users such as help desk

administrators or support personnel, to adjust user home folder or collaborative storage quota without
needing permissions to the file system.

Quota Manager can also provide storage information such as the total number of files and file types in
a managed path. With this type of information, the help desk or support representative can make

suggestions for freeing up space in the managed path rather than simply granting additional storage
quota.

+ Section 9.1, “Quota Management Prerequisites,” on page 119
¢ Section 9.2, “Managing Quotas Through Quota Manager,” on page 120

+ Section 9.3, “Understanding Quota Manager Status Indicators,” on page 122

Quota Management Prerequisites

1 Using SMAdmin, verify that all of the policies managing the users for whom you want to manage
quotas through Quota Manager have the Enable Quota Manager check box selected, with a
Quota Maximum and/or Quota Increment setting.

Policy Editor - User Home Folder Template Policy

- - ER
General Quota
4% Policy Options Enabled
@5 Assodiations & Unlimited
. Auxiliary Polices Quota
Setup
Quota Management

Q Provisioning Options

Enable Quota Manager [ Quota Preservation for this policy
9 TargetPaths

C) Quota Maximum Quota Increment
- uota Options

B3 Move Schedule Mo Maximum Quota ®) Set Quots Increment Manually

®) Maximum Quota 500 : MEB Increment Quota by

Cleanup

] Cleanup Options Quota Managers

EY vaut

_ e Add O Remove

Y Groom

Manager -

Other Ffi} CHRONICLE\Quota Managers

% Motes

E@, Summary

r. Copy Policy Data

OK Cancel

2 Verify that you have users or groups listed in the list box in the Quota Managers region of the
page.
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9.2 Managing Quotas Through Quota Manager

120

1 Launch a Web browser.
2 Enter the following address: https://ip-address-or-dns-name-of-nms-engine-server:3009/gm

3 (Conditional) If a message appears informing you that the connection is not trusted, proceed by

adding the security exception and downloading the certificate.

The following screen appears:

@ Micro Focus Storage Manager

Username

Password

Copyright @ 2002-2016 Condrey Corporation. All Rights Reserved.

4 Enter a username and password and click Login.

The username and password must correspond to a user that has been designated as a quota
manager either directly or through a group association.

The username must be in SAM account format such as domai n\ user or
user @ul | . dormai n. com
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@ Micro Focus Storage Manager chronicleladministrator | Logout

Quota Manager Search Criteria

This form provides the ability to manage quota based on defined policy rules.

Enter the name of the user, group, or container for which you would like to manage guota:

Object(s): |

User Storage

[] Home Folder

[ Profile Path

[] Remote Desktop Home Folder
[] Remote Desktop Profile Path
[J Auxiliary Storage

Unchecking all will default to a list of objects of all types

Group Storage ~ Container Storage
[] Home Folder [] Home Folder

5 In the Object(s) field, specify a user, group, or container name, or use an asterisk (*).
In large networks, building a list through the asterisk can be time consuming.

6 Specify your display and filter preferences in the corresponding regions.
7 Click Submit.

New Search
Managed Paths for Objects matching: *

Object CN DisplayName | Folder

| Space Available | Policy
& William Waters William Waters @ \\astinus chronicle local\Share1\Los Angeles\wwaters |Q 99 MB (99%)

Purpose
Los Angeles Division | User Home Folder

8 Click the user, group, or container you want to manage.
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MNew Search = Objects Matching 'william'

Details for ™ \\astinus.chronicle.local\Share1\Los Angeles\wwaters

Purpose: User Home Folder

e & 1IICﬂ‘rl:»:lI:a‘l.lf'u’ﬂiI1lll:'H:::rtfj‘l.rl'ﬁaters,C}U:Los Angeles DC=chronicle, DC=local
Managed Path |@® |V\astinus.chronicle local\'Share1\Los Angelesiwwaters

Folicy Name Los Angeles Division

Space Available | 99 MB (99%)

Current Quota (100 MB

Policy Maximum

500 MB

Quota Revision

|
100 I Upctc

Statistics

Perform Analysis

9 Add or remove a quota or perform a storage analysis by using the buttons provided.

9.3 Understanding Quota Manager Status Indicators

Quota Manager uses three different status indicators to show the current storage quota status for a
user home folder or collaborative storage folder.

N Space
oo e e

s CN=Elizabeth

® \FMSADUTP @218

= Ferris, OU=Employees, OU=London, OU=NFMS,DC=nfms, DC=utopia, DC=novell DC=com \LondonUSe_rS (4%)
‘Home'eferris
=
+ CN=Kathy e “SMSUADUTP 13 MB
& Callaway, OU=Employees, OU=London OU=NFMS, DC=nfms, DC=utopia, DC=novell DG=com | -Ondonvsers (18%)
‘Home'\kcallaway
=
4 CN=Susan \:Q“E MSADUTP @ 435 mB
Barnes, OU=Employees, OU=HQ,OU=NFMS DC=nfms DC=utopia,DC=novell DC=com SES (96%)

\Home'\sbames

Red: Denotes one of the following conditions:

+ Quota usage has exceeded 90 percent.

+ The Engine is unable to contact the server containing the share.

+ The share does not support quota management.

+ The home folder does

not exist.

London
Users
Home

London
Users
Home

HQ
Users
Home

User Home
Folder

User
Home
Folder

User Home
Folder

+ The server containing the share gave an Access Denied error, indicating that either remote
storage management is not configured or enabled for the Engine, or that the firewall disallows
remote storage management.

Yellow: Denotes that the quota usage has exceeded 75 percent.
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Green: Denotes that quota usage is under 75 percent and that there are none of the problems
specified above.
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10.1

Performing an eDirectory to Active
Directory Cross-Empire Data Migration

IMPORTANT: With the release of Storage Manager 5.0, Micro Focus began providing the eDirectory
to Active Directory Cross-Empire Data Migration and the new Active Directory to Active Directory
Cross-Empire Data Migration subsystems only as additive support pack purchases to Storage
Manager.

For example, if you wanted to migrate user data from OES to Microsoft, you would need to purchase
licenses for Storage Manager 5.x for Active Directory + the eDirectory to Active Directory Cross-
Empire Data Migration support pack.

If you do not have the additional support pack licenses, the Cross-Empire Data Migration options in
SMAdmin are disabled.

eDirectory to Active Directory Cross-Empire Data Migration is a for-purchase add-on subsystem for
Storage Manager that allows for the movement of file system data from the Novell or Micro Focus
NSS network file system and eDirectory directory service, to the Microsoft NTFS network file system
and Active Directory directory service.

Many customer initiatives can precipitate the need for such a move, including a migration to a
different server operating system, a merger and acquisition by the organization, or just the
consolidation of environments.

¢ Section 10.1, “Understanding an eDirectory to Active Directory Cross-Empire Data Migration,”
on page 125

+ Section 10.2, “Security and Ownership,” on page 128

+ Section 10.3, “Prerequisites,” on page 130

+ Section 10.4, “Creating the Migration Proxy Account,” on page 131

+ Section 10.5, “Creating and Modifying an Identity Map,” on page 133

+ Section 10.6, “Migration Options,” on page 150

+ Section 10.7, “Viewing the Migration Log File,” on page 150

+ Section 10.8, “Performing a User to User Data Migration,” on page 151

¢ Section 10.9, “Performing a Folder to User Data Migration,” on page 159

¢ Section 10.10, “Performing a Group to Group Data Migration,” on page 166

+ Section 10.11, “Performing a Folder to Group Migration,” on page 173

¢ Section 10.12, “Performing a Folder to Folder Migration,” on page 180

Understanding an eDirectory to Active Directory
Cross-Empire Data Migration

The mission of Cross-Empire Data Migration is to quickly and easily perform automated movement of
data, based on a variety of scenarios, including the movement of data for multiple users and groups
directly to its intended location across multiple servers or shares in a single operation, all while
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preserving certain file system metadata. Further, Cross-Empire Data Migration lets you leverage the
policies provided in Storage Manager to allow you to move to a managed storage environment on the
target system and optionally restructure and reorganize data in the process.

A wizard in SMAdmin allows you to implement a phased approach to migration by incorporating one
or more migration types offered through the interface to add work onto the Storage Manager event
queue. In taking advantage of the dispatching and state machine architecture features of the event
queue, the migration effort can be enhanced both in terms of performance through the Agent
subsystem and in terms of reliability in overcoming outages and other factors that occur in real-world
environments. Additionally, other options involving copying permissions, file ownership, filtering of the
files to be copied and more, allow for greater control and flexibility during a data migration operation.

In addition to the eDirectory to Active Directory Cross-Empire Data Migration, there is a separate for-
purchase Active Directory to Active Directory Cross-Empire Data Migration offering. For more
information, see Chapter 11, “Performing an Active Directory to Active Directory Cross-Empire Data
Migration,” on page 207.

Cross-Empire Data Migration generally supports three constructs for movement:

¢ Section 10.1.1, “User Storage Migration,” on page 126
+ Section 10.1.2, “Collaborative or Group Storage Migration,” on page 127
¢ Section 10.1.3, “Direct Folder Migration,” on page 128

10.1.1 User Storage Migration

Cross-Empire Data Migration can be used to copy User object personal file data from the source
platform to the target platform. In an eDirectory to Active Directory scenario, this would likely be a
migration of the data from the Novell or Micro Focus home directory to the Microsoft home folder.
There are two options for migrating personal storage. The difference between the two is related to
how Storage Manager determines the path to a specific user’s data on the source network. These
options can be used exclusively or in combination with one another during a migration project:

+ “User to User” on page 126
+ “Folder to User” on page 126

User to User

This option allows you to instruct Storage Manager to determine the source location for user data by
using the Home Directory attribute in eDirectory. As part of the migration wizard, you specify a source
eDirectory container. The User objects within that container are listed for matching with the target,
and you can select one or more users for migration. For each user selected, the Home Directory
attribute provides the source file system path to be used. This option is very useful when the Home
Directory attribute in the source tree is populated correctly and there is a need to migrate data
simultaneously from multiple locations on the source network. It is also very useful if the user
directory name on the source does not match the account name on the target.

For procedures on performing a user to user data migration, see Section 10.8, “Performing a User to
User Data Migration,” on page 151.

Folder to User
This option allows you to specify the location of user data by providing a file system path as the

source. Instead of specifying an eDirectory container, you specify a parent folder location on the file
system in the source network. From this folder, all immediate subfolders are listed for matching with
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10.1.2

the target, and you can select one or more for migration. This option is useful when the Home
Directory attribute in the source tree is not populated or reliable, or there is a need to migrate a set of
users with folders in a single path on a single volume.

For procedures on performing a folder to user data migration, see Section 10.9, “Performing a Folder
to User Data Migration,” on page 159.

Collaborative or Group Storage Migration

File system data used by groups can also be copied by using the eDirectory to Active Directory
Cross-Empire Data Migration subsystem. The options available to the administrator are similar to
those available for user storage, but are different in whether to rely on data in directory services or
specify the file system paths directly.

The underlying concept behind both options is that the collaborative storage is being moved to a
managed storage environment on the target network, which means that the collaborative managed
path attribute is being populated and managed in directory services in the target. If you don’t want to
move some of the collaborative group directories, you should consider using direct folder storage
migration., which is documented at Section 10.1.3, “Direct Folder Migration,” on page 128.

The following options are available for moving collaborative storage:

+ “Group to Group” on page 127
+ “Folder to Group” on page 127

Group to Group

This option allows you to instruct Storage Manager to determine the source location for user data by
using the group managed path attribute in eDirectory. As part of the migration wizard, you specify a
source eDirectory container. The Group objects within that container are listed for matching with the
target, and you can select one or more groups for migration. For each group selected, the group
managed path attribute provides the source file system path to be used. This option is very useful
when Storage Manager has been used to manage collaborative storage in the source tree.

For procedures on performing a group to group data migration, see Section 10.10, “Performing a
Group to Group Data Migration,” on page 166.

Folder to Group

This option allows you to specify the location of group data by providing a file system path. Instead of
specifying an eDirectory container, you specify a parent folder location on the file system in the
source network. From this folder, all immediate subfolders are listed for matching with the target, and
you can select one or more for migration. This option is useful when Storage Manager has not been
used in the source tree to manage collaborative group storage or when you are migrating only some
of the group storage.

For procedures on performing a folder to group data migration, see Section 10.11, “Performing a
Folder to Group Migration,” on page 173.
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10.2

Direct Folder Migration

A major benefit in using Storage Manager is that your organization can move to a managed storage
environment for its file system data. Storage Manager allows you to define and enforce policies on the
data by driving management of it throughout the life cycle of the user or group associated with the
data. The architecture of the Cross-Empire Data Migration subsystem allows organizations to move
to this paradigm for both user and group storage.

However, you are not required to use this method during the migration process. You might not want to
move to managed storage for all of the data, or you might want to move to it in phases. For this
reason, the Cross-Empire Data Migration subsystem has provisions for direct movement of data
outside of the policy construct by performing a folder to folder data migration.

Folder to Folder

A folder to folder migration allows you to move a folder and its contents directly from the source
network to a designated location on the target network. Selecting this method in the wizard allows you
to specify distinct file system paths on both the source and the target networks. All file system
contents and metadata are copied during the operation.

For your convenience, there is a Skip Open Files option that will migrate all unopened files located in
a folder. Open files are not migrated, but the filenames and paths of all of the open files are logged in
a delta file. You can then ensure that all open files are closed and do a follow-up migration of these
remaining files by simply specifying the location of the delta file.

You can identify and move all files that are new or have been modified from a given date. Additionally,
you can verify that all of the files you wanted to migrate from a source server have been migrated.

Following the folder to folder migration, use the CEDMScanCompare utility to scan the NetWare or
Open Enterprise Server source for all new and modified folders and files. Once these new folders and
files have been migrated, use CEDMScanCompare again to generate a folder and file content list for
both the source server and the target server, then use the application to compare the two lists to
verify that all folders and files migrated properly.

For procedures on performing a folder to folder migration, see Section 10.12, “Performing a Folder to
Folder Migration,” on page 180

Security and Ownership

Moving to a managed storage environment presents an opportunity to refine the security on the data
itself. By defining the security that should be on the file system as a part of the policy, you are assured
that the security of the data on the target network is in line with the security and governance
requirements that your organization wants to employ. This can also contribute to present and future
compliance requirements for your organization. Avoiding these types of exposure is another benefit of
moving to a managed storage environment.

However, in many environments, there is a desire to migrate security and ownership assignments
directly from the source environment to the target. This capability is accomplished through the
creation and optional usage of an Identity Map as a part of a migration operation.

¢ Section 10.2.1, “Defining an Identity Map for Security and Ownership Migration,” on page 129

¢ Section 10.2.2, “Using an Identity Map,” on page 129
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10.2.2

Defining an Identity Map for Security and Ownership
Migration

For security and ownership information to be migrated between environments, the Cross-Empire
Data Migration subsystem requires a series of object equivalence definitions to identify an object in
the source environment as equivalent to an analogous object in the target environment. In other
words, if an object in the source environment is given rights to a file or folder, and you want that
trustee assignment to be migrated along with the data, then Storage Manager must be told which
object in the target environment is equivalent to it so that the appropriate rights assignment can be
made. An identity map is a construct for creating and managing these equivalence definitions.

You can create and populate an identity map within the Cross-Empire Data Migration subsystem of
the SMAdmin interface. There are various options for automatically locating and matching objects
based on a number of matching rules. There are options for creating manual assignments as well as
for editing assignments.

However, some objects that are assigned rights in the source environment might not have an
analogous object that already exists in the target environment. These objects need to be created
before they can be defined to an identity map.

In addition, an analogous object might exist in the target environment, but might not be able to be
assigned as a trustee, such as a container that is given rights in the source environment. The same
container might exist in the target environment (Active Directory), but Active Directory does not
support the assignment of a container as a security object. In these instances, a group representing
the container is usually created for assigning permissions.

You can import data into an identity map. This can be useful when you already have a data set
defining equivalences, or you can easily create one using data from an external system.

In general, it is standard practice to iteratively evolve an identity map as needed to perform a
migration. Within the interface, you can run a check scan against a given source file system path to
check rights and ownership assignments against an identity map. This identifies which objects still
need a definition within the map in order for a migration to finish with 100 percent coverage for
security and ownership.

Using an Identity Map

When you are satisfied with the coverage within the identity map for a given file system path, you can
use the identity map as a part of a migration. You can optionally use the identity map in conjunction
with any migration operation type supported by the Cross-Empire Data Migration subsystem:

¢ User storage migration

+ Collaborative or group storage migration

+ Direct folder storage migration
The system supports a single identity map within the framework at any one time. When the map is

created or edited, the master copy is held by the Engine and is automatically distributed to Agents as
necessary.

IMPORTANT: Certain operations during a Cross-Empire Data Migration involve building a cache on
the local workstation or the Engine. If the identity map contains more than 20,000 objects, the time it
takes to cache all of the objects could significantly inhibit the speed of the migration.

Once the cache has been built the first time on the workstation or Engine, it does not have to be
rebuilt again.
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10.3 Prerequisites

The server on which the Engine in Active Directory is installed must have the Client for OES installed
while the migration is being performed. After the migration is complete, the client can be removed.
Additionally, the Engine can delegate migration operations to Agents for improved migration
performance. If Agents are deployed as a part of a Storage Manager installation, these Agents are
individually used for migration if the Client for OES is installed on them. In order for an Agent to
participate in a migration, the server that has the Agent installed must also have the Client for OES
installed. This determination is made automatically within Storage Manager as a part of Agent/Engine
communications and no additional configuration is required in order to use this feature.

The Client for OES installed on the Engine in Active Directory should be properly configured to use
SLP (Service Location Protocol) for the eDirectory tree source of a data migration. For information on
SLP configuration, see “Setting Client Properties” (https://www.novell.com/documentation/
windows_client/windows_client_admin/data/hbgx7szx.html) in the Novell Client 2 SP3 for Windows
Administration Guide.

10.3.1 Prerequisite Tasks

Before you proceed with an eDirectory to Active Directory Cross-Empire Data Migration, perform the
following tasks:

1. Log in with Administrative access to the Domain.

2. Install the Storage Manager Engine on the target Windows server.

See “Installing the Engine” in the Micro Focus Storage Manager 5.2 for Active Directory
Installation Guide.

3. Install the Client for OES with the NMAS installation default option on the Engine server.
The Client for OES can be removed after you have completed your migrations.
4. Extend the Active Directory schema.

This is required only if you are migrating to a target share managed by a collaborative storage
policy.

See “Active Directory Schema” in the Micro Focus Storage Manager 5.2 for Active Directory
Installation Guide.

5. Install SMAdmin.

See “Installing SMAdmin” in the Micro Focus Storage Manager 5.2 for Active Directory
Installation Guide.

6. (Optional) Install and authorize the Event Monitor.

The Event Monitor is not needed for a Cross-Empire Data Migration, but is needed for managing
storage once your data has been migrated to the Microsoft network.

See “Installing and Configuring the Event Monitor” and “Authorizing the Event Monitor” in the
Micro Focus Storage Manager 5.2 for Active Directory Installation Guide.

7. Assign SMProxyRights group Full Control permission to the shares to which you will be
migrating data.

See “Setting Rights and Privileges on Managed Storage” in the Micro Focus Storage Manager
5.2 for Active Directory Installation Guide.

8. Install and authorize Agents and configure Proxy Agents for all servers that will be target servers
for Cross-Empire Data Migrations.

See “Installing and Configuring the Agents” and “Authorizing the Agents ” in the Micro Focus
Storage Manager 5.2 for Active Directory Installation Guide.
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10.4

9. (Conditional) If you plan to migrate data to a NAS device, make the SMProxyRights group a
member of the Local Administrators group on each NAS device.

See “Setting Rights and Privileges on Managed Storage” in the Micro Focus Storage Manager
5.2 for Active Directory Installation Guide.

10. Install the Client for OES and configure SLP on any Agent servers that will be involved in a
Cross-Empire Data Migration.

The Client for OES can be removed after you have completed your migrations.
11. Create Storage Manager policies for the migration of storage.

These policies are needed if the Cross-Empire Data Migrations will be driven by Storage
Manager policies, which we recommend for migrating user data.

12. For all objects in eDirectory that have rights assigned to the file system, create matching objects
in Active Directory.

To migrate rights assigned to containers, you must create an equivalent Group object in Active
Directory for each container object in eDirectory,.

Creating the Migration Proxy Account

The Engine running in Active Directory uses a migration proxy account to log in to the eDirectory tree.
Any time you perform a migration from the eDirectory tree to the Active Directory domain, SMAdmin
uses the migration proxy account that you establish in this procedure.

IMPORTANT: This process creates a new User object in eDirectory with a 32-character password
that is generated automatically by Storage Manager. If your Universal Password policy does not
accommodate 32-character passwords, you must modify or create a new Universal Password policy
before proceeding. For more information, refer to Section 3.4, “Creating Password Policies,” (http://
www.novell.com/documentation/password_management33/pwm_administration/data/an4bun5.html)
in the Novell Password Management 3.3.1 Administration Guide, especially the information in Figure
3.3, “Advanced Password Rules Continued.”

1 Launch SMAdmin.
2 From the Home tab, click Cross-Empire Data Migrations > eDirectory to Active Directory.

3 From the Proxy Account Management drop-down menu, select Provision Source Proxy
Account.
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Default Source Server Address
Enter the IP address or DNS name of the default eDirectory server in the source tree.

Migration Proxy Account
Enter the name of the Migration Proxy account to create in the source tree. The
account may be entered as a typeful or typeless FDN such as admin.org ar
cn=admin.org.
This account will be created as a user object, and will be granted full Supervisor
access to the root of the source eDirectory tree.

Admin Name
Enter the name of an administrator account in the source tree. The account may be
entered as a typeful or typeless FOM such as admin.org or cn=admin. o=org.

Password
Enter the password for the admin account.

Default Source Server Address | |

Migration Proxy Account | |

Admin Name | |

Password | |

ﬂ Enter Migration Proxy &ccount and Admin Name as dotted FONs

Cancel

4 Fill in the following fields:

Default source Server Address: Specify the IP address or DNS name of a server in the
eDirectory tree where the files you want to migrate are located. The Engine in the Active
Directory environment must be able to communicate with this server when performing data
migrations.

Migration Proxy Account: Provision a migration proxy account by specifying the typeless fully
distinguished name (FDN) of the proxy account that you want to provision.

The Engine running in Active Directory uses the migration proxy account to log in to the
eDirectory tree. Any time you perform a migration from the eDirectory tree to the Active Directory
domain, the Engine uses the migration proxy account that you establish in this step.

Admin Name: Specify the typeless FDN of an account in the source eDirectory tree that has the
appropriate right to provision the Migration Proxy Account (MPA).

132 Performing an eDirectory to Active Directory Cross-Empire Data Migration



Password: Specify the password for the typeless FDN provided above.
5 Click OK
6 When the confirmation dialog box appears, click Yes.

The information entered in the Provision Migration Source Proxy Account dialog box is now
displayed in the fields of the Migration Source Information region of the page.

The Engine logs in as the Admin account provided and provisions the MPA as a User object in
the source eDirectory tree. It also grants the MPA object full rights to the root of the source tree,
which allows Storage Manager to pull eDirectory and file system information during the course of
migration operations.

10.5 Creating and Modifying an Identity Map

Micro Focus Storage Manager for Active Directory uses an identity map to make associations
between the users, groups, and containers that are the owners and trustees of the Novell or Micro
Focus network data and the corresponding data owners on the Microsoft network target.

You create a single identity map for each eDirectory tree that you are migrating.

IMPORTANT: You must create an identity map so that file and folder rights, trustee assignments, and
other metadata are maintained during the migration. If you do not want to maintain these rights,
trustee assignments, and other metadata, you can skip this section and migrate through using the
Data Only option from the Migration Wizards menu.

¢ Section 10.5.1, “Creating an Identity Map,” on page 133

+ Section 10.5.2, “Importing a Source Path List,” on page 141

¢ Section 10.5.3, “Adding Source Entries to the Identity Map,” on page 142

+ Section 10.5.4, “Adding or Modifying Target Entries to the Identity Map,” on page 144
+ Section 10.5.5, “Saving a Local Instance of the Identity Map,” on page 145

+ Section 10.5.6, “Loading a Saved Identity Map,” on page 145

+ Section 10.5.7, “Generating a Migration Preview Report,” on page 145

+ Section 10.5.8, “Adding Entries from Preview Reports,” on page 147

+ Section 10.5.9, “Review Rights and Trustee Assignment Mappings,” on page 148

10.5.1 Creating an Identity Map

1 In SMAdmin, click the Home tab.
2 Click Cross-Empire Data Migration > eDirectory to Active Directory.
3 Click Identity Map Management > Edit Identity Map.

The following page appears:
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é} Identity Map Entry Wizard &*a Manage Map Entries = | &% Source Paths ~ hé.: Load ~ {}3 Save ) Reload () Refresh
Source FDN . Target FON Target SAM Account Browse Targets | Search Targets  Well-Known Security IDs
[Public] /&  Everyone *\Everyone (') Refresh
[Supervisor] é Local System *WLocal System » 2 chronide.local
] A
FDN [Public] FDM Everyone
Type Index (21) Pseudo Security Principal Type Index (2) Group
Class Name cce-PseudoSecurityPrincipal Class Name Built-In
GUID {701ESE13-9C91-4DEE-BADF-93A... GUID
Last Status {0) Operation successful. SAM Account Everyone
Domain ¥
tind 110 o
Total Entries: 0 Mapped Eniries: 0 oK Ay

The page displays an initial identity map with a small number of suggested entries that you can
append.

4 Do one of the following:

+ To import associations between users in eDirectory and Active Directory using a delimited
text CSV file, go to “Importing Identity Associations through Delimited Text” on page 134.

+ To associate the users between the two directory services yourself, go to “Creating Object
Associations” on page 138.

Importing Identity Associations through Delimited Text

If you have a delimited text CSV file that associates eDirectory user and group objects with Active
directory user and group objects, you can import it into the identity map using the Import Identity Map
from Delimited Text option.

The CSV file can have entries using either typeful or typeless Fully Distinguished Names (FDNs).

cn=pjones.ou=1lo3 angeles.o=novell,chronicle’\pjones
cn=pjenkins.ou=los angeles.o=novell,chronicle‘\pienkins

(WU

cn=psmith.ow=loz angeles.o=novell,chronicle’\psmith

cn=wwaters.ou=los angeles.o=novell,chronicle’\wwaters

1 Select Load > Import Identity Map from Delimited Text.
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Import Identity Map Entries - X
@ Load Import Fie ImportFie | |[ rowse || Reoad |
Verify Entries Source Type |FON | Target Type |SAM Account ~]
Update Identity Map
Preview Count: 0
Source Target Status

2 Click Browse.
3 Select the CSV file, then click Open.
The following page appears and specifies whether the names in the CSV file are formatted

properly.

Import Identity Map Entries —
@ Load Import Eile Import File |C:V..lsers\mathiboﬂmmis\ced’n identity map import.csv | | Browse | | Reload |
Verify Entries Source Type |FON | Target Type | SAM Account v
Update Identity Map
Preview Count: 4
Source Target Status

=) cn=pjones.ou=los angeles.o=novell chronide'pjones

) cn=pjenkins.ou=los angeles.o=novel  chronide\pjenkins

= | | cn=psmith.ou=los angeles.o=novell | chronide\psmith

= m=wwaters.ou=los angeles.o=novell  dhronide\wwaters

Prevals || et | [ Cancel
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4 (Conditional) If incorrect options in the Source Type or Target Type fields are displayed, select
the correct options.
5 Click Next.

The following page appears and specifies whether the user and group objects exist in eDirectory
and Active Directory.

Import Identity Map Entries - o I E&
& Load Import File Source Target SAM Account Current Target
@ Verffy Entries ™ & N=pjones.OU=lo... @& CN=PaulJones,OU... CHRONICLE\pjores
™ & CN=pjenkins.OU=L.. @& CN=Paula Jerkins,... = CHRONICLE\pjerkins
Update Identity Map ) _ )
™ &  CN=psmith.OU=lo.. @  CN=Pauline Smith,... = CHRONICLE\psmith
] & CN=wwaters.OU=L... @ CN=Willam Waters... = CHRONICLE\wwaters
Source Objects to validate: 0 Target Objects to validate: 0
prevoss | [ ne || cancel

6 Click Next.
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| Import Identity Map Entries

@ Load Import Fie
& Verffy Entries
(= Update Identity Map

7 Click Finish.

1 - Adding mapping for 'pjones.Los Angeles.novell' to

2 - Adding mapping for ‘pjenkins.Los Angeles.novell' to

3 - Adding mapping for 'psmith.Los Angeles.novell to

‘Paul Jones.Los Angeles.chronide local'
'Paula Jenkins.Los Angeles.chronide.local'

‘Pauline Smith.Los Angeles.chronide.local'

4 - Adding mapping for 'wwaters.Los Angeles.novell to  "William Waters.Los Angeles.chronide local'

Previous | |

Finish

| | Cancel

Identity Map

ﬁ, Identity Map Entry Wizard | 474 Manage Map Entries + | f&, Source Paths = | 1, Load - %Save |

O Reload | (:) Refresh

Source FDN s Target FDN Target SAM Account Browse Targets | Search Targets | Well-known SIDs
[Public] il Everyone BUILTIN\Everyone (:) Refresh
[Supervisor] El Local System BUILTIMLocal System ) 2 chronice.local
‘ pjenkins.Los Angeles.novell ‘ Paula Jenkins.Los Angeles.chr...  CHRONICLE\pjenkins
‘ pjones.Los Angeles.novell ‘ Paul Jones.Los Angeles.chroni... | CHRONICLE'pjones
‘ psmith.Los Angeles.novel ‘ Pauline Smith.Los Angeles.chr... CHRONICLE\psmith
‘ wwaters.Los Angeles.novell ‘ William Waters.Los Angeles.c... CHRONICLEYwwaters
~
FDN [Public] FDN Everyone
Type Index (21) Pseudo Security Principal Type Index {2) Group
Class Name ccc-PseudoSecurityPrincpal Class Mame Built-In =
GUID {701E5E19-0C91-4DEE-BADF-93A... GUID
Last Status () Operation successful, SAM Account Everyone
Domain BUILTIN
LsID -1-1-0 hd

Total Entries: &

Mapped Entries: 6

Cancel

Apply

8 Click Apply to save the updated identity map.
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9 (Conditional) If you have additional users to import from another delimited text CSV file, select
the new CSV file and repeat the procedures in this section.

10 (Conditional) If you need to add additional users that were not listed in the CSV file, proceed to
“Creating Object Associations” on page 138.

Creating Object Associations

1 Click Identity Map Entry Wizard.

Identity Map Entry Wizard

Select Mapping Type

= Select Mapping Type

Match Type - Select the type of objects to automatically match: A
User to User - match source user objects to corresponding target user objects.
Group to Group - match source group objects to corresponding target group objects.

Container to Group - match source container objects to comesponding target group objects.

Target Matching Pattern - Enter a pattemn for matching a source object with a target object.

For example. to match a source Organizational Unit Users.org with a group named Users-OU, use
the target pattern *-OU. Any instance of an asterisk (*) is replaced with the common name from
the source.

Match Type (@) User to User
(O Group To Group
O Container To Group

Target Matching Pattern |*

2 Leave the User to User option selected and click Next.
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Identity Map Entry Wizard - o IE3

@ Select Mapping Type

@ Select Options Match source |Common MName (CN) ~ | to target |sm Account Mame ~ |

Generate Map
Import Map Entries

Search Base |[Root] || Browse |

Search Subtree

Target Scope

Search Base | || Browse |

Search Subtree o Mote: Subtree searches are limited to a single Domain in Active Directory.

In the Matching Criteria region of the page, use the target drop-down menu to specify if the
target accounts to locate are SAM accounts or Common Name (CN) accounts.

If you need to match using both account types on your target server, you can choose one option
now and then run the wizard again and choose the other option. You might need to run the
wizard multiple times in order to add all of the users, groups, and containers to the identity map.

In the Source Scope region, browse to and select the source container with the users you want
included in the identity map.

In the Target Scope region, browse to and select the target container with the users you want
included in the identity map.

Click Next.
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Identity Map Entry Wizard - o IE3

@ Select Mapping Type @ Select All €3 Select None | &) Rebuild
Q SelectOpﬁors Source (4) Target SAM Account Current Target
P & wwaters.losAngeles.no... &  Wiliam Waters.Los Angel...  CHRONICLE\wwat...
@ Generate Map [} i psmith.Los Angeles.novell i Pauline Smith.Los Angele... = CHROMICLE‘\psmith
Import Map Entries [} i pienkins.Los Angeles.novell i Paula Jenkins.Los Angele...  CHRONICLE\pjenkins
[} i pjones.Los Angeles.novell i Paul Jones.Los Angeles.... CHROMICLE\pjones
O = Entry already assigned to the matched target Source Objects Loaded: 4
o = Entry assigned to the [Do Mot Translate] target Target Objects Loaded: 4
,& = Entry assigned to an existing target
| Previous | | Mext | I Cancel

7 (Conditional) Deselect any names you do not want appended to the identity map file.

8 Click Next.

Identity Map Entry Wizard - o IE3

@ Select Mapping Type 1: Adding source entry ‘wwaters,Los Angeles.novell with target 'William Waters.Los Angeles. chronide. local
2: Adding source entry ‘psmith.Los Angeles.novell with target ‘Pauline Smith.Los Angeles.chronide. local'

0 Select Options 3¢ Adding source entry ‘pjenkins.Los Angeles.novell' with target 'Paula Jenkins.Los Angeles. chronide. local
4: Adding source entry 'pjones.Los Angeles.novell' with target 'Paul Jones.Los Angeles. chronide. local'

@& Generate Map

= Import Map Entries

[~ Auto-cave Identity Map updates to the Engine

Previous || Finish || Cancel

9 Click Finish.
The identity map is appended with the new entries.
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Identity Map - o IEH
(.-': Identity Map Entry Wizard 4% Manage Map Entries » | [ Source Paths » | B, Load = % Save &) Reload ) Refresh
Source FDN Target FDMN Target SAM Account Browse Targets | Search Targets  Well-Known Security IDs
[Public] Jfh Everyone *|Everyone ") Refresh
[Supervisor] §| Local System *Local System » 2 chronide.local
i pienkins.Los Angeles.novell i Paula Jenkins.Los Angeles.chr... | CHRONICLE'pjenkins
i pjones.Los Angeles.novell i Paul Jones.Los Angeles.chroni... = CHRONICLE'pjones
i psmith.Los Angeles.novell i Pauline Smith.Los Angeles.chr... CHRONICLE\psmith
i wwaters.Los Angeles.novell i William Waters.Los Angeles.c... CHRONICLEywwaters
~
FDN [Public] FDN Everyone
Type Index (21) Pseudo Security Principal Type Index {2) Group
Clasz Name cec-PseudoSecurityPrincpal Clasz Mame Built-In
GUID {701E5E19-0C91-4DEE-BADF-93A.... GUID
Last Status (0) Operation successful. SAM Account Everyone
Daomain =
10 140 b
Total Entries: & Mapped Entries: 6 oK Apply

10 Click OK to save the updated identity map.
11 Repeat Step 4 and Step 5 and select the account type you did not select previously.
12 Repeat Step 6 through Step 10.

10.5.2 Importing a Source Path List

Depending on the size of your network, you might need to specify a significant number of different
source paths as you build your identity map. You can easily import a list of your UNC paths from a text
file so that these paths are accessible from a drop-down menu. Additionally, the search is filtered so
that it can locate the specific UNC path as you type.

1 Using a text editor, create a file with UNC paths for each server and volume that you want to
import, then save the file.

YWWlaprashdatal
“WWlaprashdataZ
“YWheracrossh\datal

[ L% I

Lad

4  ‘\\heracross\dataZ?
ZWVifletchinder\data

2 In SMAdmin, click the Home tab.
3 Click Cross-Empire Data Migrations > eDirectory to Active Directory.
4 Select Source Management > Source Path Cache.

5 Click Load, browse to and select the text file, then click Open.
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Manage Source Paths - o IES
f:}F{emmre .l.Lu:uau:I

Source Path
Wietchinderdata
V\heracross'datal
V\heracross'dataz
\Waprasidatal
\Wapras'dataz

oK Cancel

6 Click OK.

10.5.3 Adding Source Entries to the Identity Map

142

Once the identity map has been created, you can add new users or groups at any time.

1 In SMAdmin, click the Home tab.

2 Select Cross-Empire Data Migrations > eDirectory to Active Directory.
3 Select Identity Map Management > Edit Identity Map.

4 Select Manage Map Entries > Add Source Entries.

5 In the Add Source Objects page, use the Search Base, Browse button, Search Scope, and
Name Mask fields to locate and select the container you want to use for your search.

If you wish to limit your search to a selected set of object types, under the Class heading,
deselect those object types you do not want included in the search.

Performing an eDirectory to Active Directory Cross-Empire Data Migration



Directory Services Browser
ﬁ Search {t} Refresh

4 X Root
i T: novell
b T: Bugs

b Te= Henderson

b T: Los Angeles
3 T: ProductProxies

b T: Users

oK Cancel
6 Click OK.
7 On the Add Source Object page, click Search.
a2 Add Source Objects - o IEH
@) Select All €03 Select None Selected (3)
search tese
FDN (3) Class
Search Scope Search entire subtree i CN=awilkinson. OU =Employees.OU=Henderson.O=novel User

Name Mask | =

@ Select All €} Select None Selected (138)

Class {138)

AFP Server

Alias

applicationEntity
applicationProcess
Audit:File Object

Bindery Object

Bindery Queus
cocFSFactoryAction
cockanakaGidiumberClass
cox-FSFManagedAtiributes

HEEEIERAERE
OO0NOOOO0O000

Search

T: OU=Employees.OlU=Henderson.O=novell
T=  OU=Henderson.O=novel

Organizational Unit

Organizational Unit

Cancel
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By default, all located objects are selected.

8 Deselect the objects you do not want to append to the identity map.
9 Click OK.

10.5.4 Adding or Modifying Target Entries to the Identity Map

144

In SMAdmin, click the Home tab.

Select Cross-Empire Data Migrations > eDirectory to Active Directory.

1
2
3 Select Identity Map Management > Edit Identity Map.
4

In the Identity Map page, select the listing for the source entry to which you want to add a target
or that you want to modify.

5 Use one of the tabs in the right panel of the Identity Map page to locate and select the desired

target.
Identity Map - o IEH
(..v,x Identity Map Entry Wizard &' Manage Map Entries ~ | &, Source Paths - .L Load ~ @ Save ) Reload () Refresh
Source FDN Target FDM Target SAM Account Browse Targets | Search Targets  Well-Known Security IDs
[Public] i\ | Everyone *|Everyone ') Refresh
[Supervisar] @ Local System *\Local System 4 2 chronide.local -
i awilkinson,Employees, Hender... [Do Mot Translate] 3 T: Builtin
&  pienkins.Los Angeles.novell &  Paula Jenkins.Los Angeles.chr... | CHRONICLE\pjenkins b T: Classes
i pjonesz.Los Angeles.novel i Paul Jones. Loz Angeles.chroni...  CHRONICLE\pjones ' T= Computers
b Domain Controllers
i pemith.Los Angeles.novel i Pauline Smith.Los Angeles.chr...  CHRONICLE\psmith E Emol
. . o ) 2 ‘mployees
8  wwaters.Los Angeles.novell @  Wiliam Waters.Los Angeles.c... CHRONICLEywwaters N T: ForeignsecurityPrincipals
T: Employees. Henderson. novell [Do Mot Translate] 4 T= Hendersan
T: Henderson.novell [Do Mot Translate] Pl T: Employees
i i Arnold Wilkinson
b T: Groups
FDN awilkinson.Employees.Henderson.... 3 T: HR Department
Type Index (1) User 3 T: Inactive Users
Class Mame User v T History
GUID {39C59883-1E72-4190-16A3-839... ' TT: History Rewritten ,
» History Unmanage
Last Status (0) Operation successful, .
3 T= Las Vegas
3 T: Los Angeles w
Total Entries: 5 Mapped Eniries: 6 oK Cancel Apply

6 Specify the object as the new target object.

For example, if you were using the Browse Targets tab in the example above, you could right-
click or drag the object to place it in the Target SAM Account field of the selected source object.

Performing an eDirectory to Active Directory Cross-Empire Data Migration




10.5.5

10.5.6

10.5.7

Identity Map = IEEH
Identity Map Entry Wizard Manage Map Entries ~ Source Paths » Load - Save Reload Refresh
Source FDN Target FDMN Target SAM Account Browse Targets | Search Targets  Well-Known Security IDs
[Public] Everyone *\Everyone Refresh
[Supervisor] Local System *Local System P chronide.lacal
awilkinson.Employees.Hender... Arnold Wilkinson.Employees.H...  CHRONICLE\awilkinson b Builtin
pienkins.Los Angeles.novell Paula Jenkins.Los Angeles.chr... | CHRONICLE'pjenkins L Classes
piones.Los Angeles.novell Paul Jones.Los Angeles.chroni... | CHRONICLE'pjones L Computers
2 Domain Controllers
psmith.Los Angeles.novel Pauline Smith.Los Angeles.chr... CHRONICLE\psmith
- 3 Employees
wwaters.Los Angeles.novell William Waters.Los Angeles.c... CHRONICLEywwaters N ForeignSecurityPrincipals
Employees.Henderson. novell [Do Not Translate] 4 Henderson
Henderson.novell [Do Not Translate] 4 Employees
i Arnold Wilkinson
3 Groups
FDM awilkinson.Employees.Henderson.... b HR Department
Type Index (1) User b Inactive Users
Class Name User » History
QD {39C59683-1E72-419D-16A3-839. . > I History Rewritten
X 3 History Unmanaged
Last Status (0) Operation successful, .
3 Las Vegas
3 Los Angeles W
Total Entries: 2 Mapped Entries: 7 oK Cancel Apply

7 Click Apply to save the modified identity map.

Saving a Local Instance of the Identity Map

When working with identity maps, you might find that you want to experiment with different
associations. In such cases, you should have multiple identity maps. To save an identity map that
differs from the original, you must save it locally.

1 Click Save.
2 Save the XML formatted identity map file to a location you prefer.

Loading a Saved Identity Map

This action retrieves saved versions of identity maps.

1 Select Load > Import Identity Map File.
2 Select the file, then click Open.

Generating a Migration Preview Report

Before performing a Cross-Empire Data Migration, you should generate a preview report. The report
indicates any concerns that might need to be addressed such as objects which have file rights but
which have not yet been mapped in the identity map.

The preview report uses your identity map, and searches file and folder rights assignments and
ownership of the actual data which you will be migrating to indicate which objects actually have
ownership or rights, and if an object is mapped in the identity map.

1 In SMAdmin, click the Home tab.

2 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

3 Select Source Paths > Generate Preview Report.

Performing an eDirectory to Active Directory Cross-Empire Data Migration 145



Preview Migration Source Paths - o EEl

Jf Manage Source Paths

Base Path | v Path

Trustee Entries (0) | Owner Entries (0) | Unigue IDs {0)

Trustee Path Assigned Rights Target Trustee Target Rights Last Error

Unmapped Trustees 0 Unmapped Owners 0 &) Missing Owners 0 Cloze

4 In the Base Path field, specify an initial UNC path for a server and volume to browse.
For example, \\ server _nane\ vol une_nare\ or \\ip_address\vol ume_nane.

After you enter a path, you can click the Browse button to browse to the folder you want, such as
the User s folder.

5 Drag the selected folder to the Path pane.
6 From the Path Scan Options drop-down menu, choose one of the following:

¢ Scan Folders Only: Select this option to view the trustee assignments and owners of
folders.

¢ Scan File Owners: Select this option to view the trustee assignments and owners of folders,
along with the owners of files.

¢ Scan File Owners and Trustees: Select this option to view the trustee assignments and
owners of folders, as well as the trustee assignments and owners of files.

Depending on the number of files and folders on your Novell or Micro Focus network, the
Scan File Owners and Trustees option can take a significant amount of time to generate.
We recommend using one of the other options first.

7 From the Report Type drop-down menu, choose one of the following:

+ Anomaly Report: Depending on which of the File Scan Options is selected, this generates
a report of all of the folders and files that have trustees or owners that are not mapped to a
target object in the identity map.

¢ Full Report: Depending on which of the File Scan Options are selected, this generates a
report of all of the folders and files, along with their corresponding owners and trustees, and
indicates whether they are mapped to a target object in the identity map or not.

Depending on the number of files and folders on your Novell or Micro Focus network,
generating a full report can take a significant amount of time. We recommend generating an
Anomaly report instead.

8 Click Preview Paths.
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10.5.8

Preview Migration Source Paths

o Preview Paths

I Manage Source Paths Path Scan Options: |ScanFile... || Report Type: | Anoma... | ¥

Base Path | \Vapras\data2

bl Browse

4 [ data2
v @m Users

Path

\Wapras'data2\Users

Trustee Entries (6)

Owner Entries (5)

Unique IDs (6)

Trustee Path Assigned Rights Target Trustee Target Rights Last Error

i pbauer.Users.novell @ \\LAPRAS\DATA2\Users\psmith RWECMF {0) Operation succe:

i pienkins.Los Angeles.novell @ \\LAPRAS\DATA2\Users\pjenkins ~ RWECMF {0) Operation succes

i pjones.Los Angeles.novel @ \\LAPRAS\DATAZ\Jsers\pjones RWECMF {0) Operation succe:

i psmith.Los Angeles.novell @ \\LAPRAS\DATAZ\sers\psmith RWECMF {0) Operation succe:

i wwaters.Los Angeles.novell @ \\LAPRAS\DATAZ|Jsers\pjenkine = RFA {0) Operation succe:

i wwaters.Los Angeles.novell @ \\LAPRAS\DATAZ\Users\wwaters =~ RWECMF (0) Operation succe:
< >

Unmapped Trustees 6 Unmapped Owners 5 ) Missing Owners 0 Add Entries Cloze

9 Use the tabbed reports to preview targets according to trustees, owners, and unique IDs.

For example, in the graphic above, the Trustee Entries tab displays the source IDs that have a
trustee assignment to a folder but a target ID has not yet been created in the identity map.

The Owner Entries tab displays owners of files and folders that do not have a corresponding
target in the identity map.

The Unique IDs tab displays a single entry for each ID that is mapped in the identity report.
10 Click Add Entries to add the entries to the identity map.

The entries are added to the identity map and you can now add target entries by following the
procedures in Section 10.5.4, “Adding or Modifying Target Entries to the Identity Map,” on
page 144.

Adding Entries from Preview Reports

In Step 10 on page 147, you added entries to the identity map by using the Preview Migration Source
Path page’s Add Entries button. You can also use the Add Entries from Preview Report option to
retrieve any preview report that you have generated for the directory tree you are working with, and
add those entries to the identity map.

1 In SMAdmin, click the Home tab.

2 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

3 Select Source Paths > Add Entries from Preview Report.

4 From the Browse Migration Preview Reports dialog box, select the preview report you want to
add, then click OK.
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o5 Update Identity Map Source Entries - oI E3

Preview Migration Source Paths

Source: POKEMON Alerts

Target: chronide local
Administrator: CHROMICLE \administrator Unmapped Permissions: &
Report Type: Anomaly Report Unmapped Owners: L

Indude Files: Scan file owners
Path: \Yapras'data2\Users

Trustee Entries (6) | Owner Entries (5) | UniqueIDs (&)

Trustee Path Assigned Rights Target Trustee Target Rights Last Error

pbauer.Users.novell VWAPRAS\DATAZ2 Users \psmith RWECMF {0) Operation sy
pienkins.Los Angeles.novell VWAPRAS\DATA2\Users'pjenkins ~ RWECMF {0) Operation sy
pjones.Los Angeles. novel VWAPRAS\DATAZ2 Users pjones RWECMF {0) Operation sy
psmith.Los Angeles.novell VWAPRAS\DATAZ2 Users \psmith RWECMF {0) Operation sy
wwaters.Los Angeles.novel VWAPRAS\DATAZ\Users'pjenking ~ RFA {0) Operation sy
wwaters.Los Angeles.novel \WAPRAS\DATA2\Users\wwat...  RWECMF {0) Operation sy

£ >
Add Cancel

At this point, you can view the preview report according to the tabbed options.
5 Click Add to add the entries to the identity map.

The entries are added to the identity map and you can now add target entries to each by
following the procedures under Section 10.5.4, “Adding or Modifying Target Entries to the
Identity Map,” on page 144.

10.5.9 Review Rights and Trustee Assignment Mappings

Despite the inherent differences in rights, trustee assignments, and permissions between Novell or
Micro Focus and Microsoft networks, the Cross-Empire Data Migration subsystem of Storage
Manager for Active Directory does its best to match the Novell or Micro Focus rights and trustee
assignments with the equivalent Microsoft permissions and advanced permissions.

When you generate a Preview Report, you should pay particular attention to the actual rights in the
Assigned Rights column and the proposed file and folder rights listed in the Target Rights column.

You can modify the rights mappings by using the File System Rights Map. When you do this, you
specify a mapping between one particular set of rights on the Novell or Micro Focus servers to one
particular set of rights on the Microsoft Windows servers. As an example, the default mapping is to
map the Novell or Micro Focus NSS rights RWECMF to the Windows NTFS rights MELRW. As a
further example, perhaps when files have this set of rights you do not want to grant the E (erase) right
to files on the target. You could modify the mapping using the procedures below to change the
mapping of Novell or Micro Focus NSS rights RWECMF to the Windows NTFS rights MLRW. When
you do this, you change the mapping for every file that has that exact set of rights, but it does not
change the E mapping in any other set of rights. For instance, if you had trustees that had RWCEF,
that mapping would not be changed because you changed the mapping for RWCEMF.

To view or modify these rights:

1 In SMAdmin, click the Home tab.
2 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

3 Select Identity Map Management > File System Rights Map.
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o5l Data Migration File System Rights Map

Path Type: ‘ Folder

v

Custom Entries

[ read

[ wirite

D Create

I:‘ Erase

[ Modify

[] File Scan

[ Access Control

D Supervisor

Permissions

Full Control

Modify

Read and Execute
List Folder Contents
Read

Write

Spedial

ACEs

Show Advanced Permissions Il.Load %Save

Advanced Permissions

Full Control Write Attributes

Traverse Falder [ Execute File Write Extended Attributes
List Folder /Read Data Delete Subfolders and Files
Read Attributes Delete

Read Extended Attributes Read Permissions
Create Files [ Write Data Change Permissions

Create Folders [ Append Data Take Ownership

Add Remove

Basic Advanced

Applies To

=y

4 In the NSS Rights column, click the rights to see the equivalent NTFS permissions and
advanced permissions.

s Data Migration File System Rights Map

Path Type: ‘ Folder

|

Custom Entries

Read

[ write

D Create

D Erase

Modify

File Scan

[] Access Contral

D Supervisor

Add Entry

I~
Ly

Permissions

[ Full Control

[ Modify

Read and Execute
List Folder Contents
Read
[ write

Special

Show Advanced Permissions  }, Load %Save

Fissghts——J Trs e System mights

Advanced Permissions

[ Full control [ wurite Attributes
Traverse Folder | Execute File [] Write Extended Attributes
List Folder [ Read Data Delete Subfolders and Files

Read Attributes

Read Extended Attributes Read Permissions

Create Files [ Write Data [] change Permissions

Create Folders [ Append Data [ ] Take Ownership

o Permissions in green are the default permissions for the selected rights map entry

ACEs € Add Remove
Basic Advanced Applies To
BHR* Tf,Ex,Lf,Rd,Ra,Rx,Cf,wd,Cs,Ad,Ds,De Rp,Sy This Folder, Subfaolders, Files

oply

The default permissions are indicated in green.

5 Select or deselect permissions as needed.

6 Click Apply to save the settings.

Performing an eDirectory to Active Directory Cross-Empire Data Migration

149



10.6

10.6.1

10.6.2

10.6.3

10.7

Migration Options

The Cross-Empire Data Migration subsystem of Storage Manager for Active Directory provides the
following options for migration:

¢ Section 10.6.1, “Data and Security,” on page 150
+ Section 10.6.2, “Data Only,” on page 150
+ Section 10.6.3, “Security Only,” on page 150

Data and Security

This option migrates the data and the associated folder and file rights and trustee assignments
specified in the identity map.

NOTE: The initial identity map referenced in Step 3 on page 133 does not function as an identity map
until you have appended entries to it.

The procedures that begin in Section 10.8, “Performing a User to User Data Migration,” on page 151
use the Data and Security option.

Data Only

This option migrates only the data and not the associated rights and trustee assignments. After you
have migrated the data, you can later go back and apply the file rights and trustee assignments to the
data through the Security Only option.

When data is migrated by using this option, file ownership is set according to the Storage Manager
policy for the migration target. If there is no policy in place, the owner is the Storage Manager proxy
user in Active Directory.

In the procedures included in the remainder of this section, the Copy Options - Rights and
Ownership page is not applicable for a Data Only migration.

Security Only

This option migrates the rights and trustee assignments of data that has already been migrated. If the
data to which the trustee assignments are assigned has not been migrated, the associated rights and
trustee assignments for those files or folders are not migrated.

If you attempt to use this option and you have not created an identity map, you cannot proceed.

This option is frequently used when migrating the rights and trustee assignments from a single Novell
or Micro Focus source to a remote Windows Server that does not have an installed Client for OES.

Viewing the Migration Log File

The migration log file can be used to track the status of the migration. You can view the file by using a
Windows tail program or an application such as dbgvi ew. exe.

To view the log file using dgbvi ew. exe, refer to the application’s documentation for configuring and
viewing log file data.
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Procedures for viewing the log file data using a Windows tail program follow:
1 Download a Windows tail program and install it on the Engine host or the Cross-Empire Data
Migration enabled Agent tasked with the migration.

To verify that the Agent is Cross-Empire Data Migration enabled, refer to the Agent page in
SMAdmin. For more information, see Section 13.1.16, “Agents,” on page 310.

2 Do one of the following:

+ |f the server to which you are migrating data is running a Cross-Empire Data Migration
capable Agent, or is set up to be proxied by a Cross-Empire Data Migration capable Agent,
at the Agent server, use the Windows tail application to open the log file at:

C.\ ProgranbDat a\ M cro Focus\ St orage Manager\ Agent\ | og\ smagent . | og

+ If the server to which you are migrating data is not running a Cross-Empire Data Migration
capable Agent, and is not set up to be proxied by a Cross-Empire Data Migration capable
Agent, at the Engine server, use the Windows tail application to open the log file at:

C.\ ProgranDat a\ M cro Focus\ St orage Manager\ Engi ne\ | og\ smengi ne. | og
3 Refer to the log file during the migration to view the status.

10.8 Performing a User to User Data Migration

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 10.3, “Prerequisites,” on page 130. For
more information on creating a migration proxy account, see Section 10.4, “Creating the
Migration Proxy Account,” on page 131.

2 In SMAdmin, click the Home tab.
3 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

4 Select Migration Wizards > Data and Security.
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= Migration Type Directory Service
Select the source directory semvice for the migration. Only eDirectory is currently supported.

Define Auto Mappings
S, : Migration Type
LETERENTE Select from the following types of migrations:
Copy Options - Data

Py P! User to User - maps source and target based on the selected folder type for users.
Copy Options - Rights

and Ownership Folder to User - maps folders from the source tree to the selected folder type for users in the target tree

Copy Fitter Group to Group - maps source and target based on the home folder for selected groups
Validate Migration Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Perform Migration Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service |eD'rechory e |

Migration Type | ¥ |

Target Path Type | v |
Migrate Previous Mext I | Cancel |

5 From the Migration Type drop-down menu, select User to User.

6 From the Target Path Type drop-down menu, select the target path type for the data that you will
migrate.

For example, if you select Home Folder, the data is copied to each user’'s home folder path as
defined in directory services.

7 Click Next.
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User to User Migration - Define Auto Mappings

& Migration Type Generate Automatic Mappings ~
5 Define Auto Mappings Select this option to create auto-generated mappings between selected source and target objects and

= pping folders. Object matching is based on the folder name, or on the object name. Object names are derived

from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected. the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common MName or CN.
For Active Directory, the name is based on the SAM Account Mame.

Folder to User / Folder to Group - select a parent source folder and a parent target container. Folder
names from the source parent path are matched to object names in the selected target container.

Folder to Folder - select a source parent folder and a target parent folder. Folder names from the
source parent path are matched to folder names in the selected target parent path.

Source Container / Source Folder
Select the source parent folder or parent container to search for matches. Mote that only the immediate
falder or container is searched for matches, not subfolders or subcontainers.

Target Container / Target Folder
Select the target parent folder or parent container to search for matches. Mote that only the immediate
folder or container is searched for matches, not subfolders or subcontainers.

Include Source ltems not Havinn a Matchinn Taraet

[[] Generate Automatic Mappings (Optional)

@D Click Next to skip Automatic Mappings and continue with custom mappings.

Previous || Next || Cancel

8 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of users, select this
check box to activate the other fields.

Source Container: Browse to select the source container.
Target Container: Browse to select the target container.

Include Source items not having a matching target: Indicate if you want to identify
source objects not having a matching target object.

+ If you are migrating only a few users, use the Add button on the next wizard page to add the
users individually.

9 Click Next.

The Data Migration Wizard attempts to match the Common Name (CN) of objects from the
eDirectory source with the SAM (Security Accounts Manager) Account Names in the Active
Directory target. If there is a match, the listed object in the Source Object field is selected and a
corresponding match is listed in the Target Object column.
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10

1"

12
13

14

Cross-Empire Data Migration Wizard - Data and Trustees

User to User Migration - Define Mappings

Migration Type Add Edit Remove ) Select ~ €% Deselect - ,Load [Z] Save
; Source Object Target Object SAM Account Name

Define Auto Mappings ) getth

pjenkins.Los Angeles.novell Paula Jenkins.Los Angeles. chronide. local pienkins
Define Mappings pjones.Los Angeles.novell Paul Jones.Los Angeles. chronice.local pjones

psmith.Los Angeles.novel Pauline Smith.Los Angeles.chronide.local psmith

wwaters.Los Angeles.novell William Waters.Los Angeles.chronide.local — wwaters

Auto Map Count: 4 Total: 4 Selected: 4
Previous Mext Cancel

Specify a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

Click Browse, specify the target object, then click OK.

The target object is displayed in the Target Object column.

Click the check box corresponding to the listing with the new target.

Repeat Step 10 and Step 11 to specify all target objects that are not listed.

To change the specified target object, use the Edit button.

To add an object to the Source Object column, use the Add button.

When all of the objects you want to migrate are selected and have an associated target object,

click Next.
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User to User Migration - Copy Options - Data

S -
@ Define Auto Mappings Require use of Polides for target objects

@ Define Mappings
& Copy Options - Data

Option | Never Overwrite b |

Directory Quota

Option |Du Mot Apply Source Directory Quota hd |

Target Subfolder

[] Use Subfolder  |MigrationData

Previous || Next || Cancel

15 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Storage Manager policy, the object’s data
is not eligible for migration.

Additionally, if you are migrating a user and the target user is not currently managed by an
associated policy, but the object does have a policy that would apply to it, then Storage Manager
automatically applies that policy to the target user.

If you are migrating object data to an Active Directory container that does not have an associated
Storage Manager policy, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell or Micro Focus file system
should be applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use
Subfolder check box and specify the subfolder name in the field.

16 Click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEJ

User to User Migration - Copy Options - Rights and Ownership

& Migration Type

Define Auto Mappings Owner for Target Folder

<
Q Define Mappings Use Policy-Defined Path Owner ~ Browse
Override policy owner setting
& Copy Options - Data
) Owner for Target Folder Contents
(= Copy Options - Rights
and Dwnersh'lp Set to Target Object ~ Browse

Override policy owner setting

[ use the Identity Map ﬂ |dentity Map Entry Count: Identity Map

Transfer Rights and Ownership
Transfer Rights only

Merge Trustees

Overwrite Trustees

Previous Mext Cancel

17 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on
the drop-down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Storage Manager policy associated with the container where the object is
managed.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the
migrated folder contents is determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Set to Target Object and Set Explicit Owner options are available on the drop-
down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated files, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Storage Manager to
utilize the identity map you created earlier and use the corresponding IDs to copy security rights
and file ownership from the Novell or Micro Focus network file system to the Windows network
file system.

+ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network, you
are granting the owner Full Rights, which you might not want to provide.

+ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

+ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder, to be overridden by the established eDirectory trustee
assignments for those files and folders.

+ Merge Trustees: Selecting this option indicates that you want the established eDirectory
trustee assignments merged with those of the target files or folders in the Windows file
system.

Identity Map: Clicking this button opens your identity map where you can make any desired
changes.

Click Next.

(Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

19a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
19b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 6.5.8, “Setting Vault
Rules,” on page 58

19c¢ Click OK.
Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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& Mygration Type @) Select All €} Select None
& Define Auto Mappings | ‘Souroe |Target I} - | Result
o Define Mappings . 0 CMN=pjones.OU=Los Angeles.O=novell | CN=Paul Jones,OlU=Los Angeles,DC=chronid... ' Operation successful.

- CM=pjenkins.OU=Los Angeles.O=novell CM=Paula Jenkins,OU=Los Angeles,DC=chron... Operation successful,
& Copy Options - Data M9 - :

0 CM=psmith.OU=Los Angeles.O=novell | CN=Pauline Smith,OU=Los Angeles,DC=chron...  Operation successful.
0 Copy ODtIOHS'_- - nghtS Q CN=wwaters.OU=Los Angeles.O=novell | CN=William Waters,OU=Los Angeles,DC=chro... Operation successful.
and Ownership

& Copy Fitter

Validate Migration

Perform Migration

| Migrate || Previous | Validate

21 (Conditional) Take any necessary action in the Windows network file system target and click
Previous and then Validate again.

22 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events,
see Section 13.1.7, “Events,” on page 274.
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User to User Migration - Perform Migration

Migration Type
Define Auto Mappings Source Target Result
Define Mapp]ngs @ CM=pjenkins.0OU=Los Angeles.O=n... CMN=Paula Jenkins,OU=Los Angeles,... Successfully queued event.

- CM=pjones.OU=Los Angeles.O=novell  CN=Paul Jones,OU=Los Angeles,DC... | Successfully queued event.
Copy Options - Data o

@ CM=psmith.OU=Los Angeles.O=novell | CN=Pauline Smith,0U=Los Angeles,... | Successfully queued event.
Copy DDthn?_- - RJghtS @ CN=wwaters.OU=Los Angeles.O=n... CM=Wiliam Waters,OU=Los Angeles... Successfully queued event.
and Ownership

Copy Fitter

Validate Migration

PO Q330

Perform Migration

23 Click Finish to close the Data Migration Wizard.

10.9 Performing a Folder to User Data Migration

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 10.3, “Prerequisites,” on page 130. For
more information on creating a migration proxy account, see Section 10.4, “Creating the
Migration Proxy Account,” on page 131.

2 In SMAdmin, click the Home tab.
3 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

4 Select Migration Wizards > Data and Security.
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= Migration Type Directory Service
Select the source directory semvice for the migration. Only eDirectory is currently supported.

Define Auto Mappings
S, : Migration Type
LETERENTE Select from the following types of migrations:
Copy Options - Data

Py P! User to User - maps source and target based on the selected folder type for users.
Copy Options - Rights

and Ownership Folder to User - maps folders from the source tree to the selected folder type for users in the target tree

Copy Fitter Group to Group - maps source and target based on the home folder for selected groups
Validate Migration Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Perform Migration Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service |eD'rechory e |

Migration Type | ¥ |

Target Path Type | v |
Migrate Previous Mext I | Cancel |

5 From the Migration Type drop-down menu, select Folder to User.

6 From the Target Path Type drop-down menu, select the target path type for the data that you will
migrate.

For example, if you select Home Folder, the data is copied to each user’'s home folder path as
defined in directory services.

7 Click Next.
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Folder to User Migration - Define Auto Mappings

& Migration Type Generate Automatic Mappings ~
@ Define Auto Mappings Select this option to create auto-generated mappings between selected source and target objects and

= pping folders. Object matching is based on the folder name, or on the object name. Object names are derived

from the Common Name (CN) for eDirectory and from the SAM Account Mame for Active Directory.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common Mame or CM.
For Active Directory, the name is based on the SAM Account Name.

Folder to User { Folder to Group - select a parent source folder and a parent target container. Folder
names from the source parent path are matched to object names in the selected target container.

Folder to Folder - select a source parent folder and a target parent folder. Folder names from the
source parent path are matched to folder names in the selected target parent path.

Source Container / Source Folder
Select the source parent folder or parent container to search for matches. Mote that only the immediate
falder or container is searched for matches, not subfolders or subcontainers.

Target Container / Target Folder
Select the target parent folder or parent container to search for matches. Note that only the immediate
folder or container is searched for matches, not subfolders or subcontainers.

Include Source Items not Havina a Matchina Taraet

[[] Generate Automatic Mappings {Optional)

For a Folder source, enter an initial UNC path such as \\Serverivoll

@D dlick Next to skip Automatic Mappings and continue with custom mappings.

Previous || Next || Cancel

8 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of folders, select this
check box to activate the other fields.

Source Folder: Specify an initial UNC path for a server and volume to browse.

For example, \\ ser ver _nane\ vol une_nane\ or\\i p_address\vol une_nane.

After a path is entered, you can click the Browse button to browse to the folder you want.
Target Container: Browse to select the target container.

Include source items not having a matching target: Indicate if you want to identify
source data not having a matching target.

+ If you are migrating only a few users, use the Add button on the next wizard page to add the
users individually.

9 Click Next.

The Data Migration Wizard attempts to match the names of the subfolders of the source path
with the SAM (Security Accounts Manager) Account Names in the Active Directory target. If
there is a match, the listed folder in the Source Folder field is selected and a corresponding
match is listed in the Target Object column.
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Cross-Empire Data Migration Wizard - Data and Trustees NS - o IEJ
Folder to User Migration - Define Mappings
Migration Type Add Edit Remove Select - Deselect - Load Save
; Source Folder Target Object SAM Account Name

Define Auto Mappings getth
\Wapras\data2\Users'pjenkins Paula Jenkins.Los Angeles. chronide. local pienkins

Define Mappings \Wapras\data2Users'pjones Paul Jones.Los Angeles.chronice. local pjones
\Wapras\data2\Users'psmith Pauline Smith.Los Angeles.chronide.local psmith
\Wapras\data2\Userswwaters William Waters.Los Angeles. chronide. local wwaters

Auto Map Count: 4 Total: 4 Selected: 4
Previous Mext Cancel

10 Specify a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

11 Click Browse, specify the target object, then click OK.
The target object is displayed in the Target Object column.

12 Click the check box corresponding to the listing with the new target.

13 Repeat Step 10 and Step 11 to specify all target objects that are not listed.
To change the specified target object, use the Edit button.
To add an object to the Source Object column, use the Add button.

14 When all of the objects you want to migrate are selected and have an associated target object,
click Next.
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Folder to User Migration - Copy Options - Data

S -
@ Define Auto Mappings Require use of Polides for target objects

@ Define Mappings
& Copy Options - Data

Option | Never Overwrite b |

Directory Quota

Option |Du Mot Apply Source Directory Quota hd |

Target Subfolder

[] Use Subfolder  |MigrationData

Previous || Next || Cancel

15 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Storage Manager policy, the object’s data
is not eligible for migration.

Additionally, if you are migrating a folder and the target user is not currently managed by an
associated policy, but the user does have a policy that would apply to it, Storage Manager
automatically applies that policy to the target user.

If you are migrating folders to an Active Directory container that does not have an associated
Storage Manager policy, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell or Micro Focus file system
should be applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use
subfolder check box and specify the subfolder name in the field.

16 Click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEl

Folder to User Migration - Copy Options - Rights and Ownership

Migration Type
Define Auto Mappings Owner for Target Folder
Define Mappings |Use Policy-Defined Path Owner v| Fhatas

} Override policy owner setting
Copy Options - Data
Copy Options - Rights
and Ownership |5et to Target Object "] | Browse

Override policy owner setting

Owner for Target Folder Contents

PAAQRQ

[] use the Identity Map 0 Identity Map Entry Count: 63

Transfer Rights and Ownership
Transfer Rights only

Merge Trustees

Overwrite Trustees

Previous || Next || Cancel

17 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on
the drop-down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Storage Manager policy associated with the container where the object is
managed.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the
migrated folder contents is determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Set to Target Object, and Set Explicit Owner options are available on the drop-
down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Storage Manager to
utilize the identity map you created earlier and use the corresponding IDs to copy security rights
and file ownership from the Novell or Micro Focus network file system to the Windows network
file system.

+ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network, you
are granting the owner Full Rights, which you might not want to provide.

+ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

+ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder, to be overridden by the established eDirectory trustee
assignments for those files and folders.

+ Merge Trustees: Selecting this option indicates that you want the established eDirectory
trustee assignments merged with those of the target files or folders in the Windows network
file system.

Identity Map: Clicking this button opens your identity map where you can make any desired
changes.

Click Next.

(Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

19a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
19b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 6.5.8, “Setting Vault
Rules,” on page 58.

19c¢ Click OK.
Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEJ
Folder to User Migration - Validate Migration
& Migration Type Q Select All t:} Select None
& Define Auto Mappings Source Target Result
@ Define Mappings v cf \Vapras\data2\Users\pjenkins CM=Paula Jenkins,OU=Los Ange... Operation successful,
- W ¢ Wapras\data2\Users\pjones CM=Paul Jones,0U=Los Angeles... Operation successful,
@ Copy Options - Data o
v & \Vapras'data2Users\psmith CM=Pauline Smith,OU=Los Angel... Operation successful,
& Copy Dptnong - RJghtS v cf \Wapras\data2\Users\wwaters CM=Wiliam Waters,OlU=Los Ang... Operation successful,
and Ownership
& Copy Fitter
= Validate Migration
Migrate Previous

21 (Conditional) Take any necessary action in the Windows network file system target and click
Previous and then Validate again.

22 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events,
see Section 13.1.7, “Events,” on page 274.

23 Click Finish to close the Data Migration Wizard.

10.10 Performing a Group to Group Data Migration

IMPORTANT: This migration option can be performed only if the source volume from which you are
migrating has group home folders being managed by Micro Focus Storage Manager for eDirectory
group-based collaborative storage policies.

1 Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 10.3, “Prerequisites,” on page 130. For
more information on creating a migration proxy account, see Section 10.4, “Creating the
Migration Proxy Account,” on page 131.

2 In SMAdmin, click the Home tab.
3 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

4 Select Migration Wizards > Data and Security.

166  Performing an eDirectory to Active Directory Cross-Empire Data Migration



Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

= Migration Type Directory Service
Select the source directory semvice for the migration. Only eDirectory is currently supported.

Define Auto Mappings

S : Migration Type
LETERENTE Select from the following types of migrations:
Copy Options - Data
Py P! User to User - maps source and target based on the selected folder type for users.
Copy Options - Rights

and Ownership Folder to User - maps folders from the source tree to the selected folder type for users in the target tree

Copy Fitter Group to Group - maps source and target based on the home folder for selected groups
Validate Migration Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Perform Migration Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service |eD'rechory e |

Migration Type | ¥ |

Target Path Type | o |
Migrate Previous MNext I | Cancel |

5 From the Migration Type drop-down menu, select Group to Group.
6 Click Next.
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Group to Group Migration - Define Auto Mappings

& Migration Type Generate Automatic Mappings ~
5 Define Auto Mappings Select this option to create auto-generated mappings between selected source and target objects and

= pping folders. Object matching is based on the folder name, or on the object name. Object names are derived

from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected. the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common MName or CN.
For Active Directory, the name is based on the SAM Account Mame.

Folder to User / Folder to Group - select a parent source folder and a parent target container. Folder
names from the source parent path are matched to object names in the selected target container.

Folder to Folder - select a source parent folder and a target parent folder. Folder names from the
source parent path are matched to folder names in the selected target parent path.

Source Container / Source Folder
Select the source parent folder or parent container to search for matches. Mote that only the immediate
falder or container is searched for matches, not subfolders or subcontainers.

Target Container / Target Folder
Select the target parent folder or parent container to search for matches. Mote that only the immediate
folder or container is searched for matches, not subfolders or subcontainers.

Include Source ltems not Havinn a Matchinn Taraet

[[] Generate Automatic Mappings (Optional)

@D Click Next to skip Automatic Mappings and continue with custom mappings.

Previous || Next || Cancel

7 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of groups, select this
check box to activate the other fields.

Source Container: Browse to select the source container.
Target Container: Browse to select the target container.

Include source items not having a matching target: Indicate if you want to identify
source data not having a matching target.

+ If you are migrating only a few groups, use the Add button in the next wizard page to add
the groups individually.

8 Click Next.

The Data Migration Wizard attempts to match the Common Names (CN) of objects from the
eDirectory source with the SAM (Security Accounts Manager) Account Names in the Active
Directory target. If there is a match, the listed object in the Source Object field is selected and a
corresponding match is listed in the Target Object column.
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1"
12

13

Cross-Empire Data Migration Wizard - Data and Trustees

Group to Group Migration - Define Mappings

Migration Type

Define Auto Mappings
Marketing.Los Angeles.novell

Remote Workers,Los Angeles.novell
Sales.Los Angeles.novel

Define Mappings

Marketing.Los Angeles.chronidle,

N - - KX
Add Edit Remove Select - Deselect - Load Save
Source Object Taraet Object SAM Account Name

local Marketing

Remote Workers.Los Angeles.chronic...  Remote Workers

Sales.Los Angeles.chronide.local

Sales

Auto Map Count: 3

Total: 3 Selected: 3

Previous Mext Cancel

Specify a target object for each source object that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

Click Browse, specify the target object, then click OK.

The target object is displayed in the Target Object column.

Click the check box corresponding to the listing with the new target.

Repeat Step 9 and Step 10 to specify all target objects that are not listed.

To change the specified target object, use the Edit button.

To add an object to the Source Object column, use the Add button.

When all of the objects you want to migrate are selected and have an associated target object,

click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees I - o IEJ

Group to Group Migration - Copy Options - Data

S

@& Define Auto Mappings Require use of Polides for target objects

& Define Mappings

& Copy Options - Data
Co 3 :_'_s - Rights Option | Never Overwrite R

Directory Quota

Option | Do Mot Apply Source Directory Quota =

[ Use Subfolder | MigrationData

Migrate Previous Mext Cancel

14 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Storage Manager policy, the object’s data
is not eligible for migration.

Additionally, if you are migrating a group folder and the target group is not currently managed by
an associated policy, but the object does have a policy that would apply to it, Storage Manager
will automatically apply that policy to the target object.

If you are migrating group folders data to Active Directory objects that do not have policy
associations, deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell or Micro Focus file system
should be applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use
subfolder check box and specify the subfolder name in the field.

15 Click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEJ

Group to Group Migration - Copy Options - Rights and Ownership

& Migration Type

Define Auto Mappings Owner for Target Folder

<
Q Define Mappings Use Policy-Defined Path Owner ~ Browse
Override policy owner setting
& Copy Options - Data
) Owner for Target Folder Contents
(= Copy Options - Rights
and Dwnersh'lp Set to Target Object ~ Browse

Override policy owner setting

[ use the Identity Map ﬂ |dentity Map Entry Count: & Identity Map

Transfer Rights and Ownership
Transfer Rights only

Merge Trustees

Overwrite Trustees

Previous Mext Cancel

16 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on
the drop-down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Storage Manager policy associated with the container where the object is
managed.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the
migrated folder contents is determined.
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If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Set to Target Object and Set Explicit Owner options are available on the drop-
down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of all
of the migrated files, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Storage Manager to
utilize the identity map you created earlier and use the corresponding IDs to copy security rights
and file ownership from the Novell or Micro Focus network file system to the Windows network
file system.

+ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network, you
are granting the owner Full Rights, which you might not want to provide.

+ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

+ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder to be overridden by the established eDirectory trustee
assignments for those files and folders.

+ Merge Trustees: Selecting this option indicates that you want the established eDirectory
trustee assignments merged with those of the target files or folders in the Windows network
file system.

Identity Map: Clicking this button opens your identity map where you can make any desired
changes.

17 Click Next.

18 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

18a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
18b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 6.5.8, “Setting Vault
Rules,” on page 58.

18c Click OK.
19 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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20 (Conditional) Take any necessary action in the Windows network file system target and click

21

Cross-Empire Data Migration Wizard - Data and Trustees

Group to Group Migration - Validate Migration

Migrate

@ Migration Type @ Select All Q Select None
& Define Auto Mappings Source Target
@ Define Mappings 0 CM=Marketing.OU=Los Angeles.... CM=Marketing,OU=Los Angeles,...
, CN=Remote Workers.OlU=Los A... CN=Remote Workers,OU=Los A...
@ Copy Options - Data o - -
0 CM=Sales.OU=Los Angeles.O=n... CM=Sales,OU=Los Angeles,DC=...
& Copy Options - Rights
and Ownership
& Copy Fitter
= Validate Migration

Result

Source object has no home directory defined.
Source object has no home directory defined.

Source object has no home directory defined.

Previous Cancel

Previous and then Validate again.
Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events,

see Section 13.1.7, “Events,” on page 274.

22 Click Finish to close the Data Migration Wizard.

10.11 Performing a Folder to Group Migration

1

Make sure you have completed the prerequisites and have created a migration proxy account.
For more information on the prerequisites, see Section 10.3, “Prerequisites,” on page 130. For
more information on creating a migration proxy account, see Section 10.4, “Creating the

Migration Proxy Account,” on page 131.

2 In SMAdmin, click the Home tab.

3 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

4 Select Migration Wizards > Data and Security.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

= Migration Type Directory Service
Select the source directory semvice for the migration. Only eDirectory is currently supported.

Define Auto Mappings

S : Migration Type
LETERENTE Select from the following types of migrations:
Copy Options - Data
Py P! User to User - maps source and target based on the selected folder type for users.
Copy Options - Rights

and Ownership Folder to User - maps folders from the source tree to the selected folder type for users in the target tree

Copy Fitter Group to Group - maps source and target based on the home folder for selected groups
Validate Migration Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Perform Migration Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service |eD'rechory e |

Migration Type | ¥ |

Target Path Type | o |
Migrate Previous MNext I | Cancel |

5 From the Migration Type drop-down menu, select Folder to Group.
6 Click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEl

Folder to Group Migration - Define Auto Mappings

& Migration Type Generate Automatic Mappings ~
5 Define Auto Mappings Select this option to create auto-generated mappings between selected source and target objects and

= pping folders. Object matching is based on the folder name, or on the object name. Object names are derived

from the Common Name (CN) for eDirectory and from the SAM Account Name for Active Directory.

Depending on the Migration Type previously selected. the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects to
target objects based on object name.
For eDirectory, name is based on Common MName or CN.
For Active Directory, the name is based on the SAM Account Mame.

Folder to User / Folder to Group - select a parent source folder and a parent target container. Folder
names from the source parent path are matched to object names in the selected target container.

Folder to Folder - select a source parent folder and a target parent folder. Folder names from the
source parent path are matched to folder names in the selected target parent path.

Source Container / Source Folder
Select the source parent folder or parent container to search for matches. Mote that only the immediate
falder or container is searched for matches, not subfolders or subcontainers.

Target Container / Target Folder
Select the target parent folder or parent container to search for matches. Mote that only the immediate
folder or container is searched for matches, not subfolders or subcontainers.

Include Source ltems not Havinn a Matchinn Taraet

[[] Generate Automatic Mappings (Optional)

For a Folder source, enter an initial UNC path such as W\Server\Voll

@D Click Next to skip Automatic Mappings and continue with custom mappings.

Previous || Next || Cancel

7 Do one of the following:
¢ Fill in the following fields:

Generate Automatic Mappings: If you are migrating a large number of folders, select this
check box to activate the other fields.

Source Folder: Specify an initial UNC path for a server and volume to browse.

For example \\ server _nane\ vol une_nane\ or \\i p_address\vol une_nane.

After a path is entered, you can click the Browse button to browse to the folder you want.
Target Container: Browse to select the target container.

Include source items not having a matching target: Indicate if you want to identify
source data not having a matching target object.

+ If you are migrating only a few users, use the Add button on the next wizard page to add the
users individually.

8 Click Next.

The Data Migration Wizard attempts to match the names of subfolders of the source path with
the SAM (Security Accounts Manager) Account Names in the Active Directory target. If there is a
match, the listed folder in the Source Folder field is selected and a corresponding match is listed
in the Target Object column.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEJ

Folder to Group Migration - Define Mappings

@ Migraton Type oAdd Edit Remove @) Select ~ +:} Deselect - L, Load % Save
@ Define Auto Mappings Source Folder Target Object SAM Account Name
) \Wapras\data2\Groups\Marketing Marketing.Los Angeles. chronide local Marketing
= Define Mappings \Wapras\data2\Groups'\Remote Workers  Remote Workers,Los Angeles. chronide.local Remote Workers
\Wapras\data2\Groups\sales Sales.Los Angeles.chronide.local Sales

Auto Map Count: 3 Total: 3 Selected: 3

Previous Mext Cancel

9 Specify a target object for each source folder that is not automatically matched by double-
clicking the name to bring up the Modify Data Map Entry dialog box.

10 Click Browse, specify the target object, then click OK.
The target object is displayed in the Target Object column.

11 Click the check box corresponding to the listing with the new target.

12 Repeat Step 9 and Step 10 to specify all target objects that are not listed.
To change the specified target object, use the Edit button.
To add an object to the Source Object column, use the Add button.

13 When all of the objects you want to migrate are selected and have an associated target object,
click Next.

Performing an eDirectory to Active Directory Cross-Empire Data Migration



Cross-Empire Data Migration Wizard - Data and Trustees - o IEJ

Folder to Group Migration - Copy Options - Data

S

@& Define Auto Mappings Require use of Polides for target objects

& Define Mappings

& Copy Options - Data
Co 3 :_'_s - Rights Option | Never Overwrite R

Directory Quota

Option | Do Mot Apply Source Directory Quota =

[ Use Subfolder | MigrationData

Migrate Previous Mext Cancel

14 Fill in the following fields:

Require use of Policies for target objects: If you are migrating data for objects to an Active
Directory container that has an associated Storage Manager policy, leave this check box
selected.

If this check box is selected and there is no associated Storage Manager policy, the object’s data
is not eligible for migration.

Additionally, if you are migrating a folder and the target group is not currently managed by an
associated policy, but the group does have a policy that would apply to it, Storage Manager
automatically applies that policy to the target group.

If you are migrating folder data to Active Directory objects that do not have policy associations,
deselect this check box.

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source Novell or Micro Focus file system
should be applied after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use
subfolder check box and specify the subfolder name in the field.

15 Click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IEJ

Folder to Group Migration - Copy Options - Rights and Ownership

& Migration Type

Define Auto Mappings Owner for Target Folder

<
Q Define Mappings Use Policy-Defined Path Owner ~ Browse
Override policy owner setting
& Copy Options - Data
) Owner for Target Folder Contents
(= Copy Options - Rights
and Dwnersh'lp Set to Target Object ~ Browse

Override policy owner setting

[ use the Identity Map ﬂ |dentity Map Entry Count: & Identity Map

Transfer Rights and Ownership
Transfer Rights only

Merge Trustees

Overwrite Trustees

Previous Mext Cancel

16 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Use Policy-Defined Path Owner and Set Explicit Owner options are available on
the drop-down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Use Policy-Defined Path Owner: Ownership of the files is determined according to the
settings in the Storage Manager policy associated with the container where the object is
managed.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Owner for Target Folder Contents: Use these settings to specify how ownership of the
migrated folder contents is determined.
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18

19

If you selected the Require use of Policies for target objects check box in the previous wizard
page, only the Set to Target Object and Set Explicit Owner options are available on the drop-
down menu.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set to Target Object: Specifies the target object as the owner of the migrated files. If the
policy specifies a different owner, the policy’s owner is applied.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated files, unless the policy specifies another object as the owner. To override the
policy’s configuration, select the Override policy owner setting check box.

Use the Identity Map: Selecting this check box indicates that you want Storage Manager to
utilize the identity map you created earlier and use the corresponding IDs to copy security rights
and file ownership from the Novell or Micro Focus network file system to the Windows network
file system.

+ Transfer Rights and Ownership: Selecting this option indicates that you want to transfer
the file and folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network, you
are granting the owner Full Rights, which you might not want to provide.

+ Transfer Rights Only: Selecting this option indicates that you want to transfer only the file
and folder security rights.

+ Overwrite Trustees: Selecting this option indicates that you want any existing trustee
assignments for a target file or folder to be overridden by the established eDirectory trustee
assignments for those files and folders.

+ Merge Trustees: Selecting this option indicates that you want the established eDirectory
trustee assignments merged with those of the target files or folders in the Windows network
file system.

Identity Map: Clicking this button opens your identity map where you can make any desired
changes.

Click Next.

(Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

18a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
18b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 6.5.8, “Setting Vault
Rules,” on page 58.

18c Click OK.
Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.

Performing an eDirectory to Active Directory Cross-Empire Data Migration 179



Cross-Empire Data Migration Wizard - Data and Trustees

Folder to Group Migration - Validate Migration

kg Elionype Select All Select None
Define Auto Mappings Source
Define Mapping5 W \Vapras\data2\GroupsMarketing

Copy Options - Data

Copy Options - Rights
and Ownership

\Wapras\data2\Groups\Sales

Copy Filter
Validate Migration

Wapras\data2\Groups\Remote ...

Target

CM=Marketing,OU=Los Angeles,...
CN=Remote Workers,OlU=Los A...
CM=5ales,OU=Los Angeles,DC=...

Migrate

Result

Operation successful.
Operation successful.

Operation successful.

Previous

Cancel

20 (Conditional) Take any needed action that needs to be corrected and click Previous and then

Validate again.
21 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Pending Events. For more information on Pending Events,

see Section 13.1.7, “Events,” on page 274.

22 Click Finish to close the Data Migration Wizard.

10.12 Performing a Folder to Folder Migration

A folder to folder migration has flexible target specification options that are not available in the other
migration options. When you perform a folder to folder migration, you can either specify an existing
target folder or create a target folder in the Data Migration Wizard. You can also decide whether to

migrate all of the files at once, or skip some files and migrate them later.

The preferred time for performing a folder to folder migration is when all files located in the folders to
be migrated are closed, such as during the weekend. However, if you have large data sets to migrate,
some folder to folder migrations might need to be started during the week, when some of the files

intended for migration are open. In cases such as these, we recommend a two-phased folder to folder

migration:
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10.12.1

10.12.2

Migrating Unopened Files: While users are still logged in, you migrate all of the unopened files in
the source location. This will be the vast majority of your network files. Because the Skip Open Files
option is selected, open files are not migrated, but the filenames and paths of all of the open files are
logged in a text file.

NOTE: If you perform a Cross-Empire Data Migration when all users are logged off, you do not need
to migrate skipped files.

Migrating Skipped, New, and Modified Files: After having all users log off or all previously open
files have been closed, migrate the skipped files, migrate the new and modified files, then compare
the files on the source and target servers to verify that everything migrated correctly.

+ Section 10.12.1, “Determine Whether You Will Be Migrating to an Existing Target Folder or
Creating a Target Folder During the Migration,” on page 181
+ Section 10.12.2, “Migrating to an Existing Target Folder,” on page 181

¢ Section 10.12.3, “Scanning the Source Server for New or Modified Directories and Files,” on
page 192

+ Section 10.12.4, “Migrating the New and Modified Directories and Files,” on page 195

¢ Section 10.12.5, “Verifying that All Directories and Files were Migrated by Comparing Source
Server and Target Server Contents,” on page 198

+ Section 10.12.6, “Creating a Target Folder in the Data Migration Wizard,” on page 200

Determine Whether You Will Be Migrating to an Existing
Target Folder or Creating a Target Folder During the
Migration

You have the option of migrating data to an existing target folder on the target server, or creating the
target folder on the target server during the migration. The procedures differ for both, so at this point
you must decide and then follow the appropriate procedures.

If you are plan to migrate folder data to an existing target folder on the target server, proceed with
Section 10.12.2, “Migrating to an Existing Target Folder,” on page 181.

If you plan to migrate folder data to a target folder that you create during the migration, proceed with
Section 10.12.6, “Creating a Target Folder in the Data Migration Wizard,” on page 200.

Migrating to an Existing Target Folder
+ “Migrating Unopened Files” on page 181
+ “Migrating Skipped Files” on page 188

Migrating Unopened Files

1 Make sure you have completed the prerequisites and have created a migration proxy account.

For more information on the prerequisites, see Section 10.3, “Prerequisites,” on page 130. For
more information on creating a migration proxy account, see Section 10.4, “Creating the
Migration Proxy Account,” on page 131.
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2 (Conditional) If you want to migrate closed files now and skip some files to migrate later:

2a Fromthe Wi lities\ CEDMfolder on the Storage Manager ISO image, copy the
CEDMBcanConpar e. exe utility to either the Windows target server or to a Windows server
where you are going to administer the migration.

2b On each NetWare or Open Enterprise Server from which you are going to migrate data,
create a new subdirectory and name it Open.

3 In SMAdmin, click the Home tab.
4 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

5 Select Migration Wizards > Data and Security.

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Cross-Empire Data Migration - Select Migration Type

(= Migration Type Directory Service
Select the source directory service for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service | eDirectory >
Migration Type ¥
Target Path Type v

6 From the Migration Type drop-down menu, select Folder to Folder.
7 Click Next.

Performing an eDirectory to Active Directory Cross-Empire Data Migration



Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Folder to Folder Migration - Define Auto Mappings

Migration Type Generate Automatic Mappings ~

Define Auto Mappings Select this option to create auto-generated mappings between selected source and target objects and
pping folders. Object matching is based on the folder name, or on the object name. Object names are

derived from the Common MName (CN) for eDirectory and from the SAM Account Name for Active

Directary.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects
to target objects based on object name.
For eDirectory, name is based on Common Name or CN.
For Active Directory, the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected targst
container.

Folder to Folder - select a source parent folder and a target parent folder. Folder names from the
source parent path are matched to folder names in the selected target parent path.

Source Container / Source Folder

Calart tha canrma narant faldar ar narant fantainar ta caarch far matehne Mata that anhetha

[] Generate Automatic Mappings (Optional)

For a Folder source, enter an initial UNC path such as \\Serverivoll

Click Next to skip Autornatic Mappings and continue with custom mappings.

Previous MNext Cancel

8 Fill in the following fields:
Generate Automatic Mappings: Select this check box to activate the other fields.
Source Folder: Specify an initial UNC path for a server and volume to browse.
For example, \\ server _nare\ vol unme_nane\ or\\i p_address\vol ume_nare.
After a path is entered, you can click the Browse button to browse to the folder you want.
Target Folder: Browse to select the target folder.

Create new folder entries for items not having a matching target: Selecting this check box
indicates that you want Storage Manager to display both matching and non-matching source and
target folders.

Selecting this check box also indicates that you want Storage Manager to create and populate
any subfolders that do not exist in the target folder.

For example, assume that the source path at\\ 10. 10. 10. 233\ Vol 2\ Pr oj ect s is being
migrated to \ \ Cor pser ver\ Proj ect s and the Pr oj ect s directory on the source server has a
St at egov subfolder. If there is no St at egov subfolder in the target folder, a St at egov
subdirectory is created to include the directory contents.

9 Click Next.

The Data Migration Wizard attempts to match the names of the subfolders of the source path
with the subfolders of the specified target directory. If there is a match, the listed folder in the
Source Folder field is selected and a corresponding match is listed in the Target Folder column.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IE3
Folder to Folder Migration - Define Mappings
) ) A ¥ Edi lemov - 5 - [ |
O Migration Type oadd _¥ Edit QF‘emo e @Select DDE elect o, Load %Sa e
_ S Fold T t Foldh
@ Define Auto Mappings ource Folder arget Folder
) O Wapras'data2Users'pjenkins Wastinus. chronicle.local\Share 1Y os Angeles\pjenkins
= Define Mappings @ \Vapras\data2\Users'pjones \\astinus.chronide. local\Share 1Y os Angelesipjones
@ \Vapras'data2Users'\psmith \\astinus.chronide.local\Share 11Los Angeles'psmith
@ \apras'data2\Users\wwaters \\astinus. chronide. local\share 11Los Angeles\wwaters
@ = Matching target path found Auto Map Count: 4 Total: 4 Selected: 4
Previous Mext

10 Specify a target folder for each source folder that is not automatically matched by double-clicking
the name to bring up the Modify Data Map Entry dialog box.

11 Click Browse, specify the target folder, then click OK.
The target folder is placed in the Target Folder column.
12 Click the check box corresponding to the listing with the new target.

13 When all of the folders you want to migrate are selected and have an associated target folder,
click Next.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

- - Policy Opti
o grston Ty
@& Define Auto Mappings Require use of Polices for target objects @) Policy options not available for Folder to Folder operations
& Define Mappings
© Copy Options. Data
Copy Options - Rights Option |Ne\rer Overwrite V|

and Ownership

Copy Filter

Directory Quota
Validate Migration

Option |Do Mot Apply Source Directory Quota V |

Perform Migration

Target Subfolder

[ Use Subfolder | MigrationData

Open File Options

[ skip Open Files OFiIeList UNC path is required when using this option.

File Li Path

Migrate Previous || Mext || Cancel

14 Fill in the following fields:

Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source NSS file system should be applied
after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use
subfolder check box and specify the subfolder name in the field.

Open File Options: If you want the Cross-Empire Data Migration subsystem to skip all open
files on the network and not migrate them, select Skip Open Files.

Selecting Skip Open Files activates the File List UNC Path field where you specify the name and
location of the log file listing all of the open files that are skipped during the migration.

Specify the UNC path for the Open directory you created along with a filename for the text file that
will list the skipped files.

For example, \\ ser ver _nane\ vol une_nane\ di r ect ory_nane\ Open\ ski p. t xt
or
\\'i p_addr ess\ vol une_nane\ Qpen\ ski p. t xt

The Cross-Empire Data Migration subsystem does not validate the path, so you must make sure
that the path entered is correct. Otherwise, the migration fails.

15 Click Next.
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186

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Folder to Folder Migration - Copy Options - Rights and Ownership

@ Migration Type

Define Auto Ma ppings Owner for Target Folder

@ Define Mappings Use Operating System Defaults ~ Browse

Copy Options - Data
Owner for Target Folder Contents
1 Copy Options - Rights
and Ownership Use Operating System Defaults ~ Tores

[ Use the Identity Map e Identity Map Entry Count: & Identity Map

Transfer Rights and Ownership
Transfer Rights only

Merge Trustees

Overwrite Trustees

Previous MNext Cancel

16 Fill in the following fields:

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the setting on the target server.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.

Owner for Target Folder Contents: Use these settings to specify how ownership of the
migrated folder contents is determined.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of all
of the migrated files.

Performing an eDirectory to Active Directory Cross-Empire Data Migration




Use the Identity Map: Select this check box if you want Storage Manager to utilize the identity
map you created earlier and use the corresponding IDs to copy security rights and file ownership
from the Novell or Micro Focus network file system to the Windows network file system.

+ Transfer Rights and Ownership: Select this option if you want to transfer the file and
folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network, you
are granting the owner Full Rights, which you might not want to provide.

+ Transfer Rights Only: Select this option to transfer only the file and folder security rights.

+ Overwrite Trustees: Select this option to override any existing trustee assignments for a
target file or folder with the established eDirectory trustee assignments for those files and
folders.

+ Merge Trustees: Select this option to merge the established eDirectory trustee
assignments with those of the target files or folders in the Windows network file system.

Identity Map: Clicking this button opens your identity map where you can make any desired
changes.

17 Click Next.

18 (Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

18a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
18b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 6.5.8, “Setting Vault
Rules,” on page 58.

18c Click OK.
19 Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IE3
Folder to Folder Migration - Validate Migration
Migration Type Select All Select None
Define Auto Mappings Source Target Result
Define Mappings \apras\data2\Users\pjenking \\astinus. chronide. local\Share 1\Los Angeles\pierkins Operation successful.
- Wapras\data2iUsers\pjones \\astinus. chronide. local\Share 1}.os Angeles\pjones | Operation successful,
Copy Options - Data \apras\data2iUsers\pj Ve s Los Angeles\pj p
W \Wapras\data2\Users'psmith Vastinus. chronide.local\Share 1 os Angeles'psmith | Operation successful,
Copy Dptvon:? - Rights W \Wapras\data2\Userswwaters Vastinus. chronide.local\Share 1 os Angelesiwwaters | Operation successful,
and Ownership
Caopy Fitter
Validate Migration
Migrate Previous Cancel

20 (Conditional) Take any necessary corrective action, click Previous and then click Validate again.
21 Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Events. For more information on Pending Events, see
Section 13.1.7, “Events,” on page 274.

22 Do one of the following:

+ If you skipped some files to migrate later, click Finish and then continue with “Migrating
Skipped Files” on page 188.

+ If you have migrated all of your data, click Finish.
You are now finished with the folder to folder migration.

Migrating Skipped Files

The second phase of a folder to folder data migration is conducted when all of the users are logged
off the network, so all network files are closed.

1 Have everyone log off the network so that there are no open files on the source NetWare or
Open Enterprise Server machines.

2 Open the text file that you created in Step 14 on page 185 and view the files that were skipped.
Do not make any changes to the file. Doing so causes errors during the migration.

3 Save a copy of the text file.
For example, if you named the file ski p. t xt , save a copy as ski p_copy. t xt.
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After the Cross-Empire Data Migration subsystem migrates the skipped files, it deletes the text
file. You can use the copy to verify that the files were migrated.

4 In SMAdmin, click the Home tab.
5 Select Cross-Empire Data Migrations > eDirectory to Active Directory.
6 Select Migration Wizards > Data and Security.

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3
= Migration Type Directory Service

Define Auto Mappings Select the source directory service for the migration. Only eDirectory is currently supported.
e ; Migration Type
L LI Select from the following types of migrations:
Copy Options - Data

Py op User to User - maps source and target based on the selected folder type for users.
Copy Options - Rights

and Ownership Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Copy Fitter Group to Group - maps source and target based on the home folder for selected groups

Validate Migration Folder to Group - maps folders fram the source tree to the home folder for groups in the target tree
Perform Migration Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service |eDirechory > |

Migration Type | v |

Target Path Type | - |
Migrate Previous Mext I | Cancel |

7 From the Migration Type drop-down menu, select Delta File.
8 Click Next.
9 Skip the Automatic Mappings settings by clicking Next.
10 On the Define Mappings wizard page, click Add.
11 In the Add Data Entry dialog box, browse to and select the source and target folders.
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Add Data Map Entry E3

Source Folder |‘|,‘|,Iapras‘||da132‘l,l_lsers v|| Browse |

o For a Folder source, enter an initial UNC path such as \\Serverivall

Target Folder |‘|,‘|,as1jnus.mrunide.luml‘lﬂhare 1'Los Angeles | | Browse |
(5] 4 | | Cancel |
12 Click OK.
13 On the Define Mappings wizard page, verify the source folder and the destination folder and click
Next.
Cross-Empire Data Migration Wizard - Data and Trustees - o IE3
© Mgraton Type
& Define Auto Mappings Require use of Polides for targetobjects @) Palicy options not available for Folder to Folder operations
& Define Mappings
@ Copy Options - Data

Copy Options - Rights Option |Neua Overwrite v|
and Ownership

Copy Filter

Directory Quota
Validate Migration

Option |Do Mot Apply Source Directory Quota ~ |

Perform Migration

Target Subfolder

[ use subfolder | MigrationData

Open File Options

Skip Open Files oskip Open Files option not available with File List migrations

File List UNC Path

Migrate | Previous || Next || Cancel |

14 On the Copy Options - Data wizard page, from the Option drop-down menu in the Overwrite
Options region, select Overwrite if Newer and click Next.
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Migration Type
Define Auto Mappings
Define Mappings
Copy Options - Data

®AAAQ

Copy Options - Rights
and Ownership

Copy Filter
Validate Migration

Perform Migration

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Owner for Target Folder
|Use Operating System Defaults w | Browse

Owner for Target Folder Contents

|Use Operating System Defaults w | Browse

[ Use the Identity Map oldentih.r Map Entry Count: &

Transfer Rights and Ownership

Transfer Rights only
o Note: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights

Merge Trustees

Overwrite Trustees

Migrate | Previous || Next || Cancel |

15 (Optional) On the Copy Options - Rights and Owners wizard page, from the drop-down menu of
the Owner for Target Folder region, select Set Explicit Owner.

16 (Conditional) If you chose to set an explicit owner for the folder, click the corresponding Browse
button and browse to specify an owner for the target folder.

17 (Optional) From the drop-down menu of the Owner for Target Folder Contents region, select Set

Explicit Owner.

18 (Conditional) if you chose to set an explicit owner for the folder contents, click the corresponding
Browse button and browse to specify an owner for the target folder contents.

19 Select the Use Identity Map check box and click Next.

20 On the Copy Filter wizard page, specify the UNC path to the file you created in Step 14 on

page 185.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Folder to Folder Using File List Migration - Copy Filter

File List UNC Path

File List UNC Path | |

Migration Type

Define Auto Mappings

Define Mappings ) Enter the full UNC pathto the File List file

Copy Options - Data

QAR

Copy Options - Rights
and Ownership

= Copy Fiter

Migrate Previous Validate Cancel

21 Click Validate to confirm that the path is correct.
22 Click Migrate.

The skipped files are migrated and the text file that you created in Step 14 on page 185 is
deleted.

23 Click Finish.

24 Continue with “Scanning the Source Server for New or Modified Directories and Files” on
page 192.

10.12.3 Scanning the Source Server for New or Modified Directories
and Files

Before you can migrate all of the new and modified directories and files since the first phase of the
migration, you must first generate a list of these new and modified directories and files. This is done
using the CEDMScanCompare utility.

1 Launch the CEDMScanCompare utility.

The following message appears:
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Info >

To begin, click OK to specify a working directory for this utility to use for writing
scan and comparison data.

2 Click OK.
3 Browse to a folder where you want to store the comparison data and click Select Folder.
The CEDMScanCompare utility interface is launched.

File System Scan and Compare | x |
File Help
Control
Threads  Operation WorkingDirectory
Micro Focus Storage Manager 5.0 1 | [outputFie Systembate | - [c:itemp |
Source Targel
Path to Scan; ‘ Path to Scan; ‘
Filter Filter
/| Include al Files and Folders regardiess of age | Include fies located in root directory | Indlude l Flles and Folders regardless of age | Indlude fies located in root directory
Root subdirectory Mame Scan Filter Root subdirectory Name Scan Filter
indude /[ &l || ust | [unchedk indude v |[ Al [[ st | [ unchedk
Directory Name Directory Name
Scan Output File Sean Output File
FileName: |FS-scan-output. tet Fe=r FileName: |FS-scan-output.tet
Compare / Analyze
Output Format Results
Common Path Start Points Compare Target Record Count: l:l Only on Source: I:l
targetmissing. bet
Target: l:l Mewer on Target: I:l Open Full Differences File

The selected folder location is specified in the Working Directory field.

4 In the Source region, for the Path to Scan field, browse to specify the UNC path to the directory
on the NetWare or Open Enterprise Server you want to scan.

For example: \\ oesnw\ vol 2\ dept _shares

You can scan both NetWare and OES Linux servers in your tree by using the above syntax. For
example, to scan Vol2 of an OES Linux server, you would use a syntax like the following:

\\oeslinux\vol 2

5 In the Target region, for the Path to Scan field, browse to specify the UNC path to the folder in
the target forest you want to scan.

6 In the Source region, click Scan.
7 In the Scan Result region, note the findings in the Folders and Files fields.
8 In the Target region, click Scan.
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In the Scan Result region, note the findings in the Folders and Files fields.

10 Inthe Compare / Analyze region, from the FileName drop-down menu, select Cross-Empire Data
Migration-eDir.

11 Click Compare.
12 Do one of the following:

+ If the results show no discrepancies between the source and target, there are no new or
modified directories and files. You are finished with the folder to folder data migration.

+ If the results show discrepancies between the source and target, follow the remaining
procedures in this section.

13 Click Open Full Differences File.
A spreadsheet appears listing:

+ Allfiles on the source that are newer than the same named files on the target, along with the
source and target path of each file.

+ All files on the source that are missing from the target.

e L - o x

ur o REVE €

“n #- Bad Good Fix

=5 | checkcen |8 v [Input o imert Dol
stat v
[ =

T_Meditiod TaegetPath

11/20/2008 11 NW\VOLT\Dapt Shares|$alas Dept\Salus Archives|\Fab Sales.zlsz AN 2012-R2.CCTIC COMUNYC\Departmants\Sabes Dapt\Sales Atchined|Fab Sabet ki

11/20/2008 11:47 \\CESNW\VOLY\Dept Shares\Sales Dept\Sales Archives\March Sales. xlsx WAIN-2012-R2.CCTEC COMANYC Depart Sales.als

q 1112008 233 1\
§ ChangedOnSource 7/12/2002 2049 3/13/200 2049 \
& ChangedOnSource 7/13/2012 2050  7/12/2012 20:50 Y\

H\upn Shares\Sales Deptjure Notesta1
WWoR\ gt Sh g Dept) &
VOLH\Dept 5

leOpend.exe - Shertutink VIWIN- 2002 R CCTEC COM\NTE Dy
e - Shortout.Ink WIN- 2002 R2.CCTEC COM\NYC\ Dey

chives\holdFileCpenl.ex
d pend.exe

! ChangedOnsource /1820161908 12/26/2011 15:50 \OLSNWAVOLTOwE Sh £ Dt duess. pet AWIN- 2012 CCTHE COMUNTC\DR oot
B MistsngOnTarget NOESNWAVOLY\Dept Shares\ Marketing Dept\New Graphics\FSF.png
9 MissngOnTarget NOESNWA VO e S g Dept)! P Chub Wallpaper 126.benp

10 MissangCnTarget WL\t Sh £ Dept\Niw Graphics\Pointspin g

1 MissingOnTarget VUDESNWVOLY Dt 51 g Dept) o ety ong

2 MissingOnTarget WOESNWVOLH\Dept 5 g Depty P q Club Wallpager - 16.6mp
13 MissingOeTarget NWAVELY\Dept Sh £ Dept) iraphict\Kanakapng
4 MissingOaTarget VWOESNWAVOLH Dept § g Dept) P I Club Wallpaper 13 bmg.
5 MissngOnTargat WOESNWIVOLH\Dept 3 g Depty P P8
16 MistingOrTarget NWAVELT\Dept Sh £ Dept) raph T
7 MissingOnTargee WOESNWAVIOLZ\Deps Shares\Marketing Dept\New Graphics|Galiles_diagram.pog
B MissingOnTarget \GESNWAVIDLZ\Depd Shares\Marketing Dept\New Graphics\Galileo_diagram Ig.png
10 MistingOnTarget NWAVELT\Dept Sh £ Dept) sraphics), If it wallpaper - 124.bmg
20 MissingOnTarget VOESNWAVIDLE\Dept Shares\Marketing Dept\New Graphics\PS_diagram.png
21 MissingOrTargat VOESNWIVOLH\Dept Sharet\Markating Dept\New Graphics\lurcra png
2 MisiengonTarger NWAVELT\Dept 3h g Dept) raphict\TIGERICEAW. Jpg
23 MissingOnTarget WOESNWIVOLH\Dept 5 pty P 22520514150 g
28 MistingOeTargat NWAVOLY\Dept Sh g Dept! raphics\Galiles png

targaediterent +

14 View the files that are newer on the source server as well as those files on the source server that
were not migrated.

15 In the CEDMScanCompare utility interface, note the t ar get mi ssi ng. t xt output file.
This is the file listing all of the new and modified directories and files on the source server.

16 Locate the t ar get mi ssi ng. t xt file in the folder you specified earlier and copy the file to a
location on the source server.

17 Have all of your network users close any open files in the source area, and then proceed to
“Migrating the New and Modified Directories and Files” on page 195.
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10.12.4

Migrating the New and Modified Directories and Files

Migrating all of the directories and files that are new or modified since the first phase of the folder to
folder migration follows the same process as migrating the skipped files. The only difference is that
you enter a different UNC path.

1 In SMAdmin, click the Home tab.
2 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

3 Select Migration Wizards > Data and Security.

(= Migration Type

Cross-Empire Data Migration Wizard - Data and Trustees - o IEH

Cross-Empire Data Migration - Select Migration Type

Directory Service
Select the source directory semvice for the migration. Only eDirectory is currently supported.

Migration Type
Select from the following types of migrations:

User to User - maps source and target based on the selected folder type for users.

Folder to User - maps folders from the source tree to the selected folder type for users in the target tree
Group to Group - maps source and target based on the home folder for selected groups

Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service | eDirectory >
Migration Type >
Target Path Type w

4 From the Migration Type drop-down menu, select Delta File.

5 Click Next.

6 Skip the Automatic Mappings settings by clicking Next.

7 On the Define Mappings wizard page, click Add.
8 In the Add Data Entry dialog box, browse to and select the source and target folders.
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Add Data Map Entry E3

Source Folder |‘|,‘|,Iapras‘||da132‘l,l_lsers v|| Browse |

o For a Folder source, enter an initial UNC path such as \\Serverivall

Target Folder |‘|,‘|,as1jnus.mrunide.luml‘lﬂhare 1'Los Angeles | | Browse |
(5] 4 | | Cancel |
9 Click OK.
10 On the Define Mappings wizard page, verify the source folder and the destination folder and click
Next.
Cross-Empire Data Migration Wizard - Data and Trustees - o IE3
© Mgraton Type
& Define Auto Mappings Require use of Polides for targetobjects @) Palicy options not available for Folder to Folder operations
& Define Mappings
@ Copy Options - Data

Copy Options - Rights Option |Neua Overwrite v|
and Ownership

Copy Filter

Directory Quota
Validate Migration

Option |Do Mot Apply Source Directory Quota ~ |

Perform Migration

Target Subfolder

[ use subfolder | MigrationData

Open File Options

Skip Open Files oskip Open Files option not available with File List migrations

File List UNC Path

Migrate | Previous || Next || Cancel |

11 On the Copy Options - Data wizard page, from the Option drop-down menu in the Overwrite
Options region, select Overwrite if Newer, then click Next.
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Migration Type
Define Auto Mappings
Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

®AAAQ

Copy Filter
Validate Migration

Perform Migration

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Owner for Target Folder
|Use Operating System Defaults w | Browse

Owner for Target Folder Contents

|Use Operating System Defaults w | Browse

[ Use the Identity Map oldentih.r Map Entry Count: &

Transfer Rights and Ownership
Transfer Rights only
o Note: Owners not defined in the Identity Map will be set to the values defined above in the Ownership panel.
Target Rights
Merge Trustees

Overwrite Trustees

Migrate | Previous || Next || Cancel |

12 (Optional) On the Copy Options - Rights and Owners wizard page, from the drop-down menu of
the Owner for Target Folder region, select Set Explicit Owner.

13 (Conditional) If you chose to set an explicit owner for the folder, click the corresponding Browse
button and browse to specify an owner for the target folder.

14 (Optional) From the drop-down menu of the Owner for Target Folder Contents region, select Set

Explicit Owner.

15 (Conditional) If you chose to set an explicit owner for the folder contents, click the corresponding
Browse button and browse to specify an owner for the target folder contents.

16 Select the Use Identity Map check box and click Next.

17 On the Copy Filter wizard page, specify the UNC path to the t ar get mi ssi ng. t xt file that you
copied to the source server.
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Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Folder to Folder Using File List Migration - Copy Filter

File List UNC Path

File List UNC Path | |

Migration Type

Define Auto Mappings

Define Mappings ) Enter the full UNC pathto the File List file

Copy Options - Data

QAR

Copy Options - Rights
and Ownership

= Copy Fiter

Migrate Previous Validate Cancel

18 Click Validate to confirm that the path is correct.
19 Click Migrate.
The new and modified files are migrated.

20 Continue with Section 10.12.5, “Verifying that All Directories and Files were Migrated by
Comparing Source Server and Target Server Contents,” on page 198.

10.12.5 Verifying that All Directories and Files were Migrated by
Comparing Source Server and Target Server Contents

With all of the directories and files now migrated, you should now compare the contents of the source
server and target server to verify that everything migrated properly. The process is as follows:

1 Launch the CEDMScanCompare utility.

2 When the message appears about the need to specify a working directory for the scan and
comparison data, click OK.

3 Browse to a folder where you want to store the comparison data and click Select Folder.
The CEDMScanCompare utility interface is launched.
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File System Scan and Compare

File Help

@ Micro Focus Storage Manager 5.0

Source

Fath to Scan: ‘
Filter
/| Indude sl Fies and Folders regardless of age

v#| Indude files located in root directory
Root Subdirectory Name Scan Filter
Uncheck

Include ~| Al List

Directory Name

Scan Output Flle

FileName: |FS-scan-output.tet

Compare / Analyze
Cutput Format

|Cross-Empire Data Migration-eDir ~
Common Path Start Points

Compare

Control
Threads  Operation WorkingDirectory
1 v Output Fie System Data_+ | |C:\tEmp ‘
Target
Path to Scan: =
Fiter

| Indude al Files and Falders regardess of age | Indude fies located in root directary
Root Subdirectory Name Scan Filter

Include ~| Al Uncheck.

Directory Name

Scan Qutput File

FileName: |FS-scan-output.tet

Results

sorceRecordcounts ||
TargetRecardcount: |
MatchFecoun: ]

orwantarges [ ]
o
Newer on Source: |:|
e

Gpen Full Differences File

In the Source region, for the Path to Scan field, browse to specify the UNC path to the folder

from the source server you want to scan.

In the Target region, for the Path to Scan field, browse to specify the UNC path to the folder in

the target server you want to scan.
In the Source region, click Scan.

In the Target region, click Scan.

In the Compare / Analyze region, from the FileName drop-down menu, select Cross-Empire Data

Migration-eDir.

Click Compare.
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File System Scan and Compare | x |
File Help
Control
Threads  Operation WorkingDirectory
Micro Focus Storage Manager 5.0 [output Fie SystemData_v|  [c:\temn [
Source Target
Path to Scan: |N\OESMW\WOL2\Dept Shares =] Path to Scan: |\WIN-2012-R2.CCTEC.COMNYC\Departments =]
Filter Fiter
vl Incude all Fies and Folders regardless of age | Indude fies located in root directary | Indude all Files and Folders regardless of age | Include files located in oot directory
Root Subdirectory Name Scan Filter Root Subdirectory Name Scan Filter
al || st | [ Unchedc Al | [ wst | [ uncheck
Directory Name Directory Name
Sean Result
Scan Output Fie Scan Output File Sean Reslt
FileName: |Scan-QESNW-VOL2-Dept Shares Scan FileName: |Scan-WIN-2012-R2.CCTEC.COM-MY Scan
Compare / Analyze
OQutput Format Results
Cross-Empire Data Migration-eDir v Source Record Counts l:' Crly on Target: I:l
targetmissing. txt
Source: | \OESNWAVOLZ\ Dept Shares MastchFeCounts || MNemeronSowesi[ |
Target: [\\WIN-2012-R2.CCTEC.COMWY] Newer on Target: I:l ©Open Ful Differences File
Scan Complete.

10 Do one of the following:

+ If the results show no discrepancies between the source and target, all of the folders and
files were migrated. You can close the CEDMScanCompare utility as you are now finished
with the folder to folder data migration.

+ If the results show discrepancies between the source and target, take measures to close the
open files and repeat the procedures in “Migrating the New and Modified Directories and

Files” on page 195.

10.12.6 Creating a Target Folder in the Data Migration Wizard

1 Make sure you have completed the prerequisites and have created a migration proxy account.

For more information on the prerequisites, see Section 10.3, “Prerequisites,” on page 130. For
more information on creating a migration proxy account, see Section 10.4, “Creating the
Migration Proxy Account,” on page 131.

2 (Conditional) If you want to migrate closed files now and skip some files to migrate later:

2a Fromthe Wi lities\ CEDMfolder on the Storage Manager ISO image, copy the
CEDMScanConpar e. exe utility to either the Windows target server or to a Windows server
where you are going to administer the migration.

2b On each NetWare or Open Enterprise Server from which you are going to migrate data,
create a new subdirectory and name it Open.

3 In SMAdmin, click the Home tab.
4 Select Cross-Empire Data Migrations > eDirectory to Active Directory.

5 Select Migration Wizards > Data and Security.

200 Performing an eDirectory to Active Directory Cross-Empire Data Migration



Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

= Migration Type Directory Service
Select the source directory semvice for the migration. Only eDirectory is currently supported.

Define Auto Mappings

S : Migration Type
LETERENTE Select from the following types of migrations:
Copy Options - Data
Py P! User to User - maps source and target based on the selected folder type for users.
Copy Options - Rights

and Ownership Folder to User - maps folders from the source tree to the selected folder type for users in the target tree

Copy Fitter Group to Group - maps source and target based on the home folder for selected groups
Validate Migration Folder to Group - maps folders from the source tree to the home folder for groups in the target tree
Perform Migration Folder to Folder - maps folders from the source tree to a folder in the target tree

Target Path Type
Select the path type for migration. Selection choices only apply to user folder migrations.

Migration Type Parameters

Directory Service |eD'rechory e |

Migration Type | ¥ |

Target Path Type | o |
Migrate Previous MNext I | Cancel |

6 From the Migration Type drop-down menu, select Folder to Folder.
7 Click Next.
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& Migration Type
= Define Auto Mappings

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Folder to Folder Migration - Define Auto Mappings

Generate Automatic Mappings ~
Select this option to create auto-generated mappings between selected source and target objects and
folders. Object matching is based on the folder name, or on the object name. Object names are
derived from the Common MName (CN) for eDirectory and from the SAM Account Name for Active
Directary.

Depending on the Migration Type previously selected, the mappings are built as follows:

User to User / Group to Group - select parent containers to automatically match source objects
to target objects based on object name.
For eDirectory, name is based on Commaon Name or CN.
For Active Directory, the name is based on the SAM Account Name.

Folder to User / Folder to Group - select a parent source folder and a parent target container.
Folder names from the source parent path are matched to object names in the selected targst

container.

Folder to Folder - select a source parent folder and a target parent folder. Folder names from the
source parent path are matched to folder names in the selected target parent path.

Source Container / Source Folder v

Calart tha canrma narant faldar ar narant fantainar ta caarch far matehne Mata that anhetha

[] Generate Automatic Mappings (Optional)

For a Folder source, enter an initial UNC path such as \\Serverivoll

) Click Next to skip Automatic Mappings and continue with custom mappings.

Previous MNext Cancel

8 Click Next.
9 Click Add.

Add Data Map Entry

Source Folder |

w | Browse

ﬂ For a Folder source, enter an initial UNC path such as \\Serverivoll

Target Folder |

| | Browse

oK Cancel

10 In the Source Folder field, specify an initial UNC path for a server and volume to browse.

For example, \\ server _nane\ vol une_nare\ or\\i p_address\vol une_nare.

After a path is entered,

you can click the Browse button to browse to the folder you want.

11 Click the Browse button that corresponds to the Target Folder field to locate the share where
you want to create the new folder for the migrated data.

12 Right-click the share, select Create Folder, name the new folder, and click OK.
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13 Click OK to close the Target File System Path Browser.

14 In the Add Data Map Entry dialog box, click the Browse button that corresponds to the Target
Folder field again, browse to and select the new folder, then click OK.
Add Data Map Entry ES
Source Folder |R\aesnw\vul2\(:aurses i | | Browse |
o' For a Folder source, enter an initial UMC path such as Y\Sserverivoll
Target Folder | SWWINZKE-DC\Collabarative_Storage'\Courses | | Browse |
QK | | Cancel |
15 Click OK.
The defined source and target mappings are displayed.
16 Click Next.
Cross-Empire Data Migration Wizard - Data and Trustees - o IE3

Policy Options

and Ownership

CDD\’{ Fiter Directory Quota

Validate Migration

Option |Do Mot Apply Source Directory Quota ~ |

Perform Migration

Target Subfolder

[ Use Subfolder | MigrationData

Open File Options

[ skip Open Files OFiIeList UNC path is required when using this option.

File List UNC Path

& Migration Type

& Define Auto Mappings Require use of Polides for targetobjects @) Palicy options not available for Folder to Folder operations

& Define Mappings

& Copy Options - Data
Copy Options - Rights Option |Never Owverwrite V|

Migrate Previous || Mext || Cancel

17 Fill in the following fields:
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Overwrite Options: Indicate what you want to take place when duplicate filenames are
encountered in the source and target.

Directory Quota: Specify how quota settings from the source NSS file system should be applied
after the migration.

Target Subfolder: If you want migrated data to be placed in a subfolder, select the Use
subfolder check box and specify the subfolder name in the field.

Open File Options: If you want the Cross-Empire Data Migration subsystem to skip all open
files on the network and not migrate them, select Skip Open Files.

Selecting Skip Open Files activates the File List UNC Path field where you specify the name and
location of the log file listing all of the open files that are skipped during the migration.

Specify the UNC path for the Open directory you created along with a filename for the text file
that will list the skipped files.

For example, \\ server _nane\ vol ure_nane\ di rect ory_nane\ Qpen\ ski p. t xt
or
\\'i p_addr ess\ vol une_nane\ Qpen\ ski p. t xt

The Cross-Empire Data Migration subsystem does not validate the path, so you must make sure
that the path entered is correct. Otherwise, the migration fails.

18 Click Next.

Cross-Empire Data Migration Wizard - Data and Trustees - o IE3
Folder to Folder Using File List Migration - Copy Options - Rights and Ownership
@ Migration Type

Define Auto Mappings Owner for Target Folder

Use Operating System Defaults w Browse

Copy Options - Data

o
& Define Mappings
o

) Owner for Target Folder Contents

1 Copy Options - Rights
and Ownership Use Operating System Defaults w Browse

[ Use the Identity Map e Identity Map Entry Count: & Identity Map

Transfer Rights and Ownership
Transfer Rights only

Merge Trustees

Overwrite Trustees

Previous MNext Cancel

19 Fill in the following fields:
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21

22

Owner for Target Folder: Use these settings to specify how ownership of the migrated folder is
determined.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the setting on the target server.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.

Owner for Target Folder Contents: Use these settings to specify how ownership of the
migrated folder contents is determined.

+ Use Operating System Defaults: This default setting allows the target Microsoft Windows
Server to adjust the file ownership according to the settings on the target server.

+ Set Explicit Owner: Allows you to browse and select an object as the explicit owner of the
migrated folder.

Use the Identity Map: Select this check box if you want Storage Manager to utilize the identity
map you created earlier and use the corresponding IDs to copy security rights and file ownership
from the Novell or Micro Focus network file system to the Windows network file system.

+ Transfer Rights and Ownership: Select this option if you want to transfer the file and
folder security rights along with the ownership settings.

Be aware that when you transfer the ownership of a file or folder in a Windows network, you
are granting the owner Full Rights, which you might not want to provide.

+ Transfer Rights Only: Select this option to transfer only the file and folder security rights.

+ Overwrite Trustees: Select this option to override any existing trustee assignments for a
target file or folder with the established eDirectory trustee assignments for those files and
folders.

+ Merge Trustees: Select this option to merge the established eDirectory trustee
assignments with those of the target files or folders in the Windows network file system.

Identity Map: Clicking this button opens your identity map where you can make any desired
changes.

Click Next.

(Conditional) If you want to use a filter to include or exclude specific files, select the Use Copy
Filter check box and click the Add button.

21a Fill in the following fields:
Description: Specify a description of the filter.

Action: From the drop-down menu, select either Migrate or Ignore, based on whether the
filter specifies to migrate files or folders or to ignore them.

Files, Folders: Specify if the filter applies to files or folders.
Masks: List the file types to migrate or ignore.
21b Specify any additional filter criteria in the menus and fields that remain.

For a detailed explanation of this region of the dialog box, see Section 6.5.8, “Setting Vault
Rules,” on page 58.

21c Click OK.
Click Validate.

Validate shows the result of certain checks that can be run prior to the migration. The Result
column shows the status of the validation checks. If errors are displayed, you can choose to
correct those errors prior to running the migration.
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24

25

26

27

28
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Cross-Empire Data Migration Wizard - Data and Trustees -

Folder to Folder Migration - Validate Migration

Migration Type 6 Select All Q Select None

Source Result

v @ Y\oesnwivol2\Courses

Define Auto Mappings Target

YWWIN2KS-DC\Collaborative_Storage Operation successful.

Define Mappings
Copy Options - Data

Copy Options - Rights
and Ownership

Copy Fitter

@A AAA3AQ

Validate Migration

Migrate Previous Cancel

(Conditional) Take any necessary action in the Windows network file system target and then re-
run the Data Migration Wizard.

Click Migrate.

A page appears with details of the data migration events that are queued for processing. To view
the status of migration events, click Events. For more information on Pending Events, see
Section 13.1.7, “Events,” on page 274.

Do one of the following:

+ If you skipped some files to migrate later, click Finish and then continue with “Migrating
Skipped Files” on page 188.

+ If you have migrated all of you data, click Finish.

Scan the source server for new of modified directories and files by following the procedures in
Section 10.12.3, “Scanning the Source Server for New or Modified Directories and Files,” on
page 192.

Migrate all new and modified directories and files by following the procedures in Section 10.12.4,
“Migrating the New and Modified Directories and Files,” on page 195.

Verify that all directories and files were migrated by following the procedures in Section 10.12.5,
“Verifying that All Directories and Files were Migrated by Comparing Source Server and Target
Server Contents,” on page 198.
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11.1

11.2

Performing an Active Directory to Active
Directory Cross-Empire Data Migration

+ Section 11.1, “Overview,” on page 207
+ Section 11.2, “Prerequisite Tasks,” on page 207
+ Section 11.3, “Perform an AD to AD Cross-Empire Data Migration,” on page 208

IMPORTANT: With the release of Storage Manager 5.0, Micro Focus began providing the eDirectory
to Active Directory Cross-Empire Data Migration and the new AD to AD Cross-Empire Data Migration
subsystems only as additive support pack purchases to Storage Manager.

For example, if you wanted to migrate user data from one Active Directory forest to another, you
would need to purchase licenses for Storage Manager 5.x for Active Directory + the AD to AD Cross-
Empire Data Migration support pack.

If you do not have the additional support pack licenses, the Cross-Empire Data Migration options in
SMAdmin are disabled.

Overview

The AD to AD Cross-Empire Data Migration Support Pack enables you to migrate user and group
folders from one Active Directory forest to another, and in the process, maintain the original
permissions, ownership, and disk quota settings.

Of course, you can modify the permissions, ownership, and disk quota settings automatically
following the migration through Storage Manager policies and Management Actions.

IMPORTANT: Because of the potential complexity of an AD to AD Cross-Empire Data Migration,
Micro Focus highly recommends that you utilize the expertise of a Micro Focus Support
representative or a qualified partner.

Prerequisite Tasks

Before you can perform an AD to AD Cross-Empire Data Migration, you must first perform some
prerequisite tasks on the source and target servers, along with establishing a configured trust
relationship between the two.

1. Create matching user and group objects in the target forest for objects in the source forest.

2. Make sure you have installed all Storage Manager for Active Directory components in the target
forest.

3. Disable file screening and virus protection software on the target server during the migration.
4. Configure DNS so that the source and target forest can communicate.
5. Configure a forest trust between the source and target forest.
At a minimum, a one-way trust is required so that the target forest can access the source forest.
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For a detailed explanation of forest trust requirements, see Section 13.1.14, “Forest Trusts,” on
page 290.

6. Fromthe Uil ities\ CEDMfolder on the Storage Manager ISO image, copy the
CEDMscanConpar e. exe utility to either the Windows target server or to a Windows server where
you are going to administer the migration.

11.3 Perform an AD to AD Cross-Empire Data Migration

¢ Section 11.3.1, “Establish a Forest Trust Configuration in SMAdmin,” on page 208

+ Section 11.3.2, “Assign Administrative Rights to the SMProxyRights Group,” on page 208
+ Section 11.3.3, “Assign Permissions to the SMProxyRights Group,” on page 209

+ Section 11.3.4, “Verify that SMAdmin Can See Shares on the Source Server,” on page 210
+ Section 11.3.5, “Create an Identity Map,” on page 210

+ Section 11.3.6, “Preview the Source Paths for the Migration,” on page 214

+ Section 11.3.7, “Add Unmapped Objects to the Identity Map,” on page 216

+ Section 11.3.8, “Generating a Preview Report Before Migrating,” on page 217

¢ Section 11.3.9, “Determine If You Are Going to Migrate the Data in Two Phases or One,” on
page 217

¢ Section 11.3.10, “Migrate Group Data,” on page 217

+ Section 11.3.11, “Migrate User Data,” on page 222

¢ Section 11.3.12, “Determine If Any Files Were Skipped,” on page 223

+ Section 11.3.13, “Migrate Skipped, Modified and New Files,” on page 223

¢ Section 11.3.14, “Using CEDMScanCompare.exe to Compare Folders and Files Between the
Source and Target,” on page 225

+ Section 11.3.15, “Manage the Migrated User Folders through a Storage Manager Home Folder
Policy,” on page 227

11.3.1 Establish a Forest Trust Configuration in SMAdmin

1 Launch SMAdmin and click the Home tab.

2 Click Forest Trusts and select the check box next to the displayed source forest.
3 Close out of SMAdmin.

4 Launch SMAdmin and log in.

5 Click Forest Trusts and verify that the status for forest trust reads:

Trust is fully configured and usabl e.

11.3.2 Assign Administrative Rights to the SMProxyRights Group

208

Follow these procedures to add the SMProxyRights group of the target forest as a member of the
local administrators group on the server or appliance in the source forest.

1 On the source server, launch Active Directory Users and Computers.
2 From the Bui | ti n directory of the forest, double-click Admi ni strators.
3 Click the Members tab.
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Click Add.

This opens the Select Users, Contacts, Computers, Service Accounts, or Groups dialog box.
Click Locations.

This opens the Locations dialog box.

Select the target forest and click OK.

7 In the Enter the object names to select field of the Select Users, Contacts, Computers, Service

Accounts, or Groups dialog box, type snp and click check names.
This opens the Multiple Names Found dialog box.
Select SMPr oxyRi ght s and click OK.

Select Users, Contacts, Computers, Service Accounts, or Groups -

Select this ohject type:
|L|sers. Service Accounts, Groups, Built4in security principals, or Other n| | Ohbject Types... |

FErom this location:

|nfms.LrtDpia.n|:n.reII.|:um || Locations... |

Enter the object names to select (sxamples):

SMPromey Bights Check Mames

oK [ ]

9 Click OK to close the Select Users, Contact, Computers, Service Accounts, or Groups dialog

box.
SMProxyRights is added to the list of members in the Administrators dialog box.

10 Click OK to close the Administrators dialog box.

11.3.3 Assign Permissions to the SMProxyRights Group

Follow these procedures to assign the SMProxyRights group of the target server, FULL Share
Permissions to shares that Storage Manager will be migrating from the source forest.

1

Using Windows Explorer on the source server, right-click the shares you plan to migrate and
select Properties.

This opens the Properties dialog box.

Click the Sharing tab and click Advanced Sharing.

This opens the Advanced Sharing dialog box.

Click Permissions.

This opens the Permissions dialog box.

Click Add.

This opens the Select Users, Computers, Service Accounts, or Groups dialog box.
Click Locations.

This opens the Locations dialog box.
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6 Select the target forest and click OK.

7 In the Enter the object names to select field of the Select Users, Computers, Service Accounts,
or Groups dialog box, type snp and click Check names.

This opens the Multiple Names Found dialog box.
8 Select SMProxyRi ght s and click OK.

9 In the Permissions dialog box pertaining to the share you selected previously, assign
SMProxyRights Full Control.

10 Click OK to save the setting and close the Permission dialog box.
11 Repeat these steps for all other shares you plan to migrate.
12 Close the Advanced Sharing and Properties dialog boxes.

11.3.4 Verify that SMAdmin Can See Shares on the Source Server

Follow these procedures to verify that SMAdmin can see the shares that you plan to migrate.

1 Launch SMAdmin and click the Home tab.

2 Click Storage Resources.

3 Verify that the shares you want to migrate are listed.
If the shares are not listed click Rebuild.

11.3.5 Create an Identity Map

Storage Manager for Active Directory uses an identity map to specify associations between the users
and groups of the source forest with the users and groups of the target forest.

As specified in Section 11.2, “Prerequisite Tasks,” on page 207, you must create the associated
target server users, groups, and shares before you migrate as the AD to AD Cross-Empire Data
Migration Solution Pack does not create these associated objects on the target server.

IMPORTANT: If you are creating an identity map of more than 25,000 objects, we recommend 8GB
to 12GB of memory for the workstation or server running SMAdmin.

1 Launch SMAdmin and click the Home tab.

2 Click Cross-Empire Data Migrations > Active Directory to Active Directory.
3 Click Edit Identity Map.

4 Click Identity Map Entry Wizard.

5 Select both the User to User and Group to Group check boxes.

6 From the Match Attribute drop-down menu, select on of the following options:

SAM-Account-Name: This attribute can be used when you want to populate the identity map
with objects in the source and target forest that have the same corresponding attribute value. By
choosing SAM-Account-Name (SAM) as the Match Attribute, (depending on your Source and
Target Scopes) the engine will search the source and target forests for objects whose SAM are
the same value.

Common-Name: This attribute selection functions in the same manner as the SAM-Account
Name, but for Common-Names(CN).
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Object-SID: This option is only applicable in the case where accounts have been migrated from
the source to the target using a tool such as Active Directory Migration Tool (ADMT). When
ADMT is used, you can opt to copy the Object-Sid. This results in the target object containing the
Object-Sid of the originating source object in the SID-History attribute.

For more information, refer to these Microsoft documents:
+ https://msdn.microsoft.com/en-us/library/ms679833(v=vs.85).aspx
+ https://technet.microsoft.com/en-us/library/cc778824(v=ws.10).aspx

When this Match Attribute is chosen, the engine will enumerate objects in the source and then
search for objects whose SID-History attribute contains the source object's Object-Sid. If objects
have not been migrated such that the source's Object-Sid is in the target's SID-History, you must
use either SAM-Account-Name or Common-Name to populate the identity map.

Well-known SIDS: This option should be used when you want to populate the identity map with
well-known SIDs whose relative identifiers (RIDs) are relative to each domain (e.g.
chroni cl e\ admi ni st rat or ) and whose domain identifier is not "Builtin" (32).

For more information, refer to this Microsoft document: https://msdn.microsoft.com/en-us/library/
windows/desktop/aa379649(v=vs.85).aspx

Builtin well-known SIDs can be added and mapped manually in the Identity Map editor by
selecting an object from the Well-known SIDs tab, right-clicking and selecting Add Identity Map
Entry.
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Identity Map Entry Wizard o IEH

Identity Map Entry Wizard

Select Options for Matching Criteria

Match Type: User to User
Group to Group
Match Attribute: | SAM-Account-Name v]

S S

Search Base: |Foresﬂ:.org || Browse |
Search Subtree

Search Base: |ccbec.r.:om || Browse |
Search Subtree

| MNext> || Cancel

7 Verify that the source forest and target forest in the Source Scope and Target Scope regions
respectively, are correct and click Next.

8 Observe the matching results of source and target groups and users.
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Identity Map Entry Wizard o IEH

@ Identity Map Entry Wizard

Generate Identity Map

@ Select All €3 Select None | &) Rebuild
| | | Source SAM Account (25) | Target SAM | Current Target SAM |
#8% FORESTB\IT Support CCTECMT Support [Do Mot Translate] L]
#8% FORESTBWMarketing Dept CCTEC\Marketing Dept [Do Mot Translate]
#8% FORESTB\Risk Management | CCTEC\Risk Management [Do Mot Translate]
784 FORESTB\Sales Dept CCTEC\Sales Dept [Do Mot Translate]
784 FORESTBNYC Employees CCTECYNYC Employees [Do Mot Translate]
784 FORESTB\IT Managers CCTECVIT Managers [Do Mot Translate]
784 FORESTB\Software Support | CCTEC\Software Support [Do Mot Translate]
& FORESTE\acox CCTECYacox [Do Mot Translate]
‘ FORESTE\asanders CCTEC\asanders [Do Mot Translate]
& FORESTE\bdlark CCTEC\bdark [Do Mot Translate]
‘ FORESTE\dconner CCTEC\dconner [Do Mot Translate]
‘ FORESTE'\ebrown CCTEC\ebrown [Do Mot Translate]
i FORESTBE\edapton CCTEC\edapton [Do Mot Translate] v
0 = Entry already assigned to the matched target Source Objects Loaded: 27
o = Entry assigned to the [Do Mot Translate] target Target Objects Loaded: 25
,& = Entry assigned to an existing target

Mext = | | Cancel

9 Click Next.

10 In the Import Map Entries page, leave the Auto-save Identity Map updates to Engine check box
selected and click Finish.
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The users and groups on the source and target forests are now matched.

Identity Map

('Q Identity Map Entry Wizard

Source Account
£ [Al Wel-known SIDs]
& FORESTBlacox
i FORESTB\asanders
& FORESTB\bdlark
i FORESTB\dconner

#f\ FORESTB'\DnsUpdateProxy

& | FORESTB'ebrown
& FORESTBedlapton
& | FORESTB\galiman
&  FORESTB\ggamble
& | FORESTB\gnichols

4% Manage Map Entries ~ | i, Source Paths = .L Load -~ % Save

Target Account
[Do Not Translate]
i CCTECacox
i CCTECasanders
i CCTECbdlark
i CCTEC‘dconner
i CCTEC'DnsUpdateProxy
i CCTEC‘ebrown
i CCTEC‘edlapton
i CCTEC\gallman
i CCTEC'ggamble
i CCTEC\gnichols

) Reload | ) Refresh
Browse Target Search Target Wellknown 5IDs
) Refresh

b &, cctec.com

Ff} FORESTB'HR Managers 7} CCTEC'HR Managers

[Ffi\ FORESTB\IT Managers Ffii CCTECVIT Managers v
Domain All Domains

sID [all well-known SIDs]

Total Entries: 26 | Mapped Entries: 25

11.3.6 Preview the Source Paths for the Migration

Follow these procedures to preview the migration source paths as well as add and match any missing
objects to the identity map.

1 In the Identity Map interface, click Source Paths > Generate Preview Report.

2 In the Preview Migration Source Paths dialog box, in the upper left-hand pane, navigate to the
desired share and double-click it to add it to the Path window to the right.
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Preview Migration Source Paths - o IEd

o Preview Paths | Path Scan Options: | Scan File Owners v | | Report Type: | Full Report ~
4 X forestb.org Path
4 ﬁ] win-2012-a1.foresth.org \\win-2012-a1.foresth.org\NYCVOL1\Dept Shares

4 0 wycvoLl
} (@ Dept Shares
@@ USERS

Permission Entries () | Owner Entries (0) | Unique IDs {0)
Source Account Path Assigned Rights Target Account Last Error

Unmapped Permissions 0 Unmapped Owners 0 0 Missing Owners 0

3 From the Path Scan Options drop-down menu, select from the following options:

Scan Folders Only: Scans only the folder permissions in the specified paths.
Scan File Owners: Scans the folder permissions and the file owners in the specified paths.

Scan File Owners and Permissions: Scans the folder permissions, file owners, and file
permissions in the specified paths.

4 Click Preview Paths.

Preview Migration Source Paths - o IEEHE
0 Preview Paths | Path Scan Options: | Scan File Owners v | | Report Type: | Full Report -
4 X forestb.org Path
Fl ﬁ] win-2012-a1.foresth.org \win-2012-a 1. forestb.org\NYCVOL1\Dept Shares

4 B nycvoLl
» (@@ Dept Shares
» @@ USERS

Permission Entries (20) | Owner Entries (350) | Unique IDs (24)

Source Account Path Assigned Rights Target Account Last Error ~

FORESTBAdministrator @ \win-2012-31.foresth.org NYCVOL 1\Dept Shares\Support FMELRW (0) Operation successful.
Q FORESTB'asanders @@ \\win-2012-a1.foresth.org\WYCVOL 1\Dept Shares\Marketing Dept MELRWY 6 CCTEC\asanders (0) Operation successful. | g

FORESTE\CREATOR OWNER /@@ \\win-2012-a 1.forestb.org\NYCVOL1\Dept Shares\Sales Deptiannu. .. (0} Operation successful.

FORESTE'\Domain Admins @  \win-2012-21.forestb.org\WYCVOL1\Dept Shares\Marketing Dept FMELRW (0} Operation successful.
Q FORESTBMIT Managers @™ \\win-2012-3 1.foresth.org\NYCVOL 1\Dept Shares\Support FMELRW CCTECNIT Managers (0) Operation successful.
Q FORESTENIT Support @  \\win-2012-a1.forestb.org\NYCVOL1\Dept Shares\Support MELRW CCTECNIT Support (0) Operation successful.
Q /8\  FORESTE\Marketing Dept @  \win-2012-a1.forestb.org\NYCVOL1\Dept Shares\Marketing Dept MELRW 8% CCTEC\Marketing ... = (0) Operation successful,
@ i& FORESTB\NYC Emplayees (@ \\win-2012-a1.foresth.orgNYCVOL1\Dept Shares\Support\Software ELR. 8% CCTECWYC Emplo...  (0) Operation successful. | >
< m >

Unmapped Permissions 5 Unmapped Owners 23 0 Missing Owners 10 Add Entries
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For ease in identifying all unmapped (orphaned) SIDs, use the sort arrow which is located on the
first column heading in the lower portion of the interface.

5 Click the Owner Entries tab and view the orphaned SIDs, meaning all of the folders and files
without owners.

6 Click the Unique IDs tab and view the unmatched objects.
These are objects that you will need to add to the identity map.

11.3.7 Add Unmapped Objects to the Identity Map

Follow these procedures to add any unmapped objects listed in the Unique IDs tab to the identity
map.

1 In the identity map, click the Target Account column heading to sort unmapped objects so they
are all listed as a group at the top of the list.

2 From the Browser Target tab on the right pane, locate an object you want to indicate as an
owner for an unmapped object and drag the object up to the unmapped object’s corresponding
Target Account column entry.

Identity Map

Source Account
& | [All Wellknown SIDs]
&\ FORESTB\Domain Admins
& | BULLTIN\Administrators
i | CREATOR OWNER,
& | FORESTB\Administrator

(.o Identity Map Entry Wizard

Last Status (0) Operation successful,

4% Manage Map Entries ~ | &, Source Paths ~ | ¥, Load - % Save

Target Account

[Do Mot Translate]
[Do Mot Translate]
[Do Mot Translate]
[Do Mot Translate]
[Do Mot Translate]

& FORESTBlacox & | CCTEC'acox

i FORESTB'asanders i CCTEC\asanders
& FORESTB\bclark & CCTEC\bdark
i FORESTE'\dconner i CCTEC\dconner
{84 FORESTB\DnsUpdateProxy &% CCTEC\PnsUpdateProxy
i FORESTB'ebrown i CCTECebrown
& FORESTB\edlapton & CCTEC\edapton
i FORESTB'\galiman i CCTEC\gallman
FON CN=Domain Admins,CN=Users, DC=for...
Type Index (2) Group

Class Name | group

GUID {FED541CA-DFOD-4EE3-BF04-BSEESST. ..
SAM Account | Domain Admins

Domain FORESTE

SID 5-1-5-21-3470637595-159654537-4010....

Total Entries: 31 |P'J'1EF.‘F.|EIj Entries: 26 |

- - EN
) Reload | () Refresh
Browse Target Search Target Wellknown SIDs
f:) Refresh
i T: Users L]

Ff} Access-Denied Assistance Users

;ﬁ Allowed RODC Password Replication Group
& =urora_adming

&% aurora_users

.Fi'l auroraext_proxyrights

&\ CertPublishers

#&} Cloneable Domain Controllers

ii'l Denied RODC Password Replication Group
&% Dnsadmins

#&} DnsUpdateProxy

#&% Domain Admins

#&% Domain Computers L\\:

&% Domain Controllers

#&} Domain Guests

#} Domain Users

I8\ Enterprise Admins

fii Enterprise Read-only Domain Controllers
& fsfadmins

& fsforoxyrights

& o_admins

F&} g_proxyrights

Ff\ o_reportusers

&% -group- ¥

OK. || Cancel || Apply

This changes the unmapped object’s Target Account listing from [Do Not Translate] to the new

owner object.

3 When you are finished specifying owners for your unmapped objects, click Apply.
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11.3.8

11.3.9

11.3.10

Generating a Preview Report Before Migrating

You can easily generate a preview report as a CSV file before you migrate. This might be useful if you
needed to provide a report to a CIP or other members of the migration team.

1 Launch SMAdmin and click the Reports tab.

2 Click Preview Source Path.

3 Double-click the top entry in the list.

4 From the View Report page, click the CSV icon to save the report as a CSV file.

Determine If You Are Going to Migrate the Data in Two
Phases or One

Before you migrate data from the source to the target forest, you must determine if you will be
migrating in two phases or one.

Two-Phase Migration

In the first phase, you migrate all unopened files while skipping all opened files. In the second phase,
you get all of your users to log off of the network (assuring that they have no files opened), then you
migrate all of the skipped files, then all of the new and modified files.

A two-phased migration is more suitable to organizations with data sets to large to migrate over a
weekend.

Single-Phase Migration

This approach lets you migrate all of the data in one phase. You must have all users logged off of the
network and be able to migrate the data before the users return to work.

Migrate Group Data

TIP: To view the status of the migration, we recommend that you install and run a Tail program and
use it to tail the Agent log path located at: " %pr ogr andat a% M cro Focus\ St or age
Manager\ Agent \ | og\ snegent . | og”

Follow these procedures to migrate group data from the source forest to the target forest.

1 In SMAdmin, click the Home tab.
2 Select Cross-Empire Data Migration > Active Directory to Active Directory.
3 Select Migration Wizards > Data and Security.

This launches the Folder to Folder Migration wizard.
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Cross-Empire Data Migration Wizard - Data and Security =N x |

Folder to Folder Migraticn

Select Migration Type Options
Migration Type Options
Migration Type: |Folder to Folder W
i Mapph

Generate Automatic Mappings

Browse

Browse

Cancel

4 Do one of the following:

+ If you plan to do a two-phase migration by skipping open files, leave the Generate
Automatic Mappings check box deselected and click Next. Browse to specify the source
and target folders and click Next.

This method will create a single source path and single target path, which alleviates
potential problems that can surface when skipping open files during a migration.

+ If you plan to do a single-phase migration, you can select the Generate Automatic
Mappings check box to create any needed subfolders on the target that do not already
exist. Browse to specify the source and target folders and click Next.

5 In the Define Mappings page of the wizard, observe the migration events that are now queued
up.
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Cross-Empire Data Migration Wizard - Data and Security =N x |

@ Folder to Folder Migration

Define Mappings

o Add _f Edit ° Remove | Q Select - G Deselect - | 4, Load % Save
Source Folder Target Folder
[w] Q \\win-2012-a1. forestb.orgWYCVOL 1\Dept Shares \win-2012-r2. cctec, com\NYC\Departments
0 = Matching target path found Auto Map Count: 0 Total: 1 Selected: 1

Next > || Cancel

6 Click Next.

7 (Conditional) If you are doing a two-phase migration, in the Data Copy Options page, select the

Skip Open Files check box.

7a Click the Browse button that corresponds to the Delta File field and through the path
browser, select the folder where you want to store the delta file.

7b Right-click and select New Folder and click OK.
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The delta file name is created and displayed in the Delta File field.

Cross-Empire Data Migration Wizard - Data and Security o IEH

© Folder to Folder Migration

Data Copy Options

|Never QOwerwrite W |

|Do Mot Apply Source Directory Quota W |

[ Use Subfolder

Folder Mame: | MigrationData |

skip Open Files
Delta File: | Y\win-20122.cctec. com\NYC\Skipped Files\foresth . org-13112407033245839 3-delta. b |[ Browse |

Next> || Cancel

8 Click Next.
9 In the Security and Ownership page, select the Use the Identity Map check box.
10 Select either the Merge Security or Overwrite Security option.

Merge Security: This option merges the permissions of the source folder with those of the target
folder.

Overwrite Security: This option overwrites the permissions of the target folder with those of the
source folder.
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11 From the Owner for Target Folder drop-down menu, select your preferred option.

11a If you select either Default Owner if not in Identity Map or Set Explicit Owner, browse to
assign an owner.

12 From the Owner for Target Folder Contents drop-down menu, select your preferred option.

12a If you select either Default Owner if not in Identity Map or Set Explicit Owner, browse to
assign an owner.

Cross-Empire Data Migration Wizard - Data and Security o IEH

@ Folder to Folder Migration

Security and Ownership

Use Identity Map o Identity Map Entry Count: 31 Identity Map

Target Security

(@) Merge Security
() Overwrite Security

— Owner for Target Folder

|De1’ault Qwner if not in Identity Map v | |CN=Administrators,CN=Eui|ﬁn,DC=ocbec,DC=corn || Browse |

— Owner for Target Folder Contents

Default Owner if not in Identity Mag v||CN=Administrators,cm=Euilﬁn,Dc=ochec,Dc=com || Toes

MNext = || Cancel

13 Click Next.
14 Click Migrate.
The queued migration events are listed.
15 Click Finish.
16 In SMAdmin, from the Home tab, click Events to view the status of the migration.
17 (Optional) If you have a Tail program, you can view the status of the migration.
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11.3.11 Migrate User Data

Use these procedures to migrate user home folders from the source forest to the target forest.

1 In SMAdmin, click the Home tab.
2 Select Cross-Empire Data Migration > Active Directory to Active Directory.
3 Select Migration Wizards > Data and Security.

This launches the Folder to Folder Migration wizard.

Cross-Empire Data Migration Wizard - Data and Security o IEH

Folder to Folder Migration

Select Migration Type Options
Migration Type Options
Migration Type: |Folder to Folder w
Aut tic Mapp

Generate Automatic Mappings

Browse

Browse

Cancel

4 Do one of the following:

+ If you plan to do a two-phase migration by skipping open files, leave the Generate
Automatic Mappings check box deselected and click Next. Browse to specify the source

and target folders and click Next.

This method will create a single source path and single target path, which alleviates
potential problems that can surface when skipping open files during a migration.

+ If you plan to do a single-phase migration, you can select the Generate Automatic
Mappings check box to create any needed subfolders on the target that do not already
exist. Browse to specify the source and target folders and click Next.

5 In the Define Mappings page of the wizard, observe the migration events that are now queued
up.
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6 Click Next.

7 (Conditional) If you are doing a two-phase migration, in the Data Copy Options page, select the
Skip Open Files check box.

7a Click the Browse button that corresponds to the Delta File field and through the path
browser, select the folder of the delta file that you created previously for your group data.

8 Click Next.
9 In the Security and Ownership page, select the Use the Identity Map check box.
10 Select either the Merge Security or Overwrite Security option.

11 From the Owner for Target Folder and Owner for Target Contents drop-down menus, select
Copy Existing Source Owner.

As a best practice, each user should be established as the owner of their files and folders. For
those instances where folders and files that aren’t owned by the users, we will address them
later once we create a policy and then perform Management Actions following the migration.

12 Click Next.
13 In the Copy Filter page, select the User Copy Filter check box.
14 Click Add to create a copy filter of those files you do not want to copy to the target forest.
For example, you probably want to avoid copying .TMP files.
15 Click Validate and observe what will be migrated.
If you observe any potential problems, you will want to correct them at this time.
16 Click Migrate.
The queued migration events are listed.
17 Click Finish.
18 In SMAdmin, from the Home tab, click Events to view the status of the migration.
19 (Optional) If you have a Tail program, you can view the status of the migration.

11.3.12 Determine If Any Files Were Skipped

Follow these procedures to see if the Delta file lists any skipped files.

1 From the location where you saved the Delta file, open it to see if any files are listed.
If any are listed, those are all of the files that were skipped during the first phase of the migration.

2 (Conditional) If files are listed, you must have the owners of these files close the files before
proceeding with Section 11.3.13, “Migrate Skipped, Modified and New Files,” on page 223

11.3.13 Migrate Skipped, Modified and New Files

Follow these procedures to migrate any files that were skipped, modified or that were created since
the first phase of the migration.

In SMAdmin, click the Home tab.

Select Cross-Empire Data Migration > Active Directory to Active Directory.

Select Migration Wizards > Data and Security.

In the Select Migration Type Options page, click Next.

a A WO N =

In the Define Mappings page, specify the same source and target paths that you specified in
Section 11.3.11, “Migrate User Data,” on page 222 and click Next.
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6 In the Data Copy Options page, from the Overwrite Options drop-down menu, select Overwrite
if Newer, select the Skip Open Files check box, and browse to the location where you stored
your original Delta file to create a new Delta file.

Cross-Empire Data Migration Wizard - Data and Security o IES

@ Folder to Folder Migration

Data Copy Options

|Dverwrite if Mewer W |

|Do Mot Apply Source Directory Quota v |

[ | use subfolder

Folder Name: | MigrationData |

skip Open Files
Delta File: | \\win-2012-+2. cctec.com\NYC\Migration Jobs forestb.org-1311334345885p0315-delta. txt || Browse |
Next > | | Cancel
7 Click Next.

8 In the Security and Ownership page, select the Use Identity Map check box, and specify the
same Owner for Target Folder, Owner for Target Folder Contents, and related paths as you did
in Section 11.3.11, “Migrate User Data,” on page 222.

9 Click Next.
10 Click Validate and observe what will be migrated.
If you observe any potential problems, you will want to correct them at this time.
11 Click Migrate.
The queued migration events are listed.
12 Click Finish.
13 In SMAdmin, from the Home tab, click Events to view the status of the migration.
1

F N

(Optional) If you have a Tail program, you can view the status of the migration.
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11.3.14 Using CEDMScanCompare.exe to Compare Folders and
Files Between the Source and Target

With the skipped, modified, and new files and folders migrated, you are now ready to compare the
folders and files between the source and target forests to verify that everything migrated properly.

1 Launch the CEDMScanCompare utility that you copied earlier.

The following message appears:

Info

To begin, click OK to specify a working directory for this utility to use for writing

scan and comparison data.

OK

2 Click OK.
3 Browse to a folder where you want to store the comparison data and click Select Folder.

The CEDMScanCompare utility interface is launched.

File System Scan and Compare EBE
File Help
Control
Threads  Operation WorkingDirectory
Micro Focus Storage Manager 5.0 1~ [outputFie SystemData | [c:\iemp ]
Source Targel
Path to Scan: | Path to Scan:

Filter Filter

/| Indude 2l Files and Folders regardless of age v Include fles located in root directory | Indude all Files and Folders regardless of age | Indude fies located in root directory

Root Subdirectory Name Scan Fifter Root Subdirectory Name Scan Fifter
Indude  ~|| Al || List || Uncheck Indude v | Al Uncheck
Directory Name Directory Name

Sean Cutput File Sean Cutput File

FileName: [FS-scan-output.txt FileName: |FS-scan-output.tt
Compare / Analyze
Output Format Reslits

Cross-Empire Data Maration-<Dir ~ Source Record Counts l:l Only on Target: |:|

Cammen Path Start Points Compare Target Record Count: l:l Only on Source: I:l

targetmissing bt

Target: I:l Mewer on Target: I:l Open Full Differences File

The selected folder location is specified in the Working Directory field.

4 In the Source region, for the Path to Scan field, browse to specify the UNC path to the folder in
the source forest you want to scan.
For example: \\ W N- 2012- AlFor est B. ORG NYCvol 1\ Dept Shar es
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Filter
| Indude al Files and Folders regardless of age ] Indude fles located in root directory

Root Subdirectory Name Scan Filter

Al |[ st | [ undhedc

5 In the Target region, for the Path to Scan field, browse to specify the UNC path to the folder in
the target forest you want to scan.
For example: \\ W N- 2012- R2. CCTEC. COM NYC\ Depar t ment s
6 In the Source region, click Scan.
7 In the Scan Result region, note the findings in the Folders and Files fields.
8 In the Target region, click Scan.
9 In the Scan Result region, note the findings in the Folders and Files fields.
10 Inthe Compare / Analyze region, from the FileName drop-down menu, select Cross-Empire Data
Migration-AD.
11 Click Compare.
File System Sean and Compare E2
@ Micro Focus Storage Manager 5.0 Tsz:j:;\esymmm v |:f:ehmn:D‘rEEwry =]
Path to scan: | WIN-2012-A 1. FORESTE. ORGWNYCVOL1\Dept Shares =] Path to Scan: | \WIN-2012-R2.CCTEC. COMNYC Departments =]

Filter
/| Indude ol Files and Folders regardiess of age [ Indude fles located in root directory

Root Subdirectory Name Scan Filter

Al [ st || undreck

Directory Name Directory Name

Scan Result Scan Result

Scan Cutput Fie Scan Output Fie
FileName: [Scan-WWIN-2012-A1.FORESTE ORG FileName: [Scan-WIN-2012-R2.CCTEC, COMAV)
Scan Scan
Compare / Analyze
Output Format Resuits
Commen Path Start Points Target Record Count: Only on Source:

} targetmissing. txt

Open Ful ifferences File

Source: |\WWIN-2012-A1.FORESTB.OR(
Newer on Target: j

Target: |\\WIN-2012-R2.CCTEC.COMNY|

deanup complete.
collsion count=0
Comparison s complete.

Scan Complete.

12 Do one of the following:

+ If the results show no discrepancies between the source and target, all of the folders and
files were migrated. Proceed with Section 11.3.15, “Manage the Migrated User Folders
through a Storage Manager Home Folder Policy,” on page 227.

+ |f the results show discrepancies between the source and target, follow the remaining
procedures in this section.

13 Click Open Full Differences File.

A spreadsheet appears listing:

+ Allfiles on the source that are newer than the same named files on the target, along with the
source and target path of each file.

+ All files on the source that are missing from the target.

14 View the files that are newer on the source server as well as those files on the source server that
were not migrated.
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11.3.15

15 Have all of your network users close any open files in the source area, and once again, follow
the procedures in Section 11.3.13, “Migrate Skipped, Modified and New Files,” on page 223.

16 Run the CEDMScanCompare utility again. When the you have verified that all of the folders and
files have migrated, proceed with Section 11.3.15, “Manage the Migrated User Folders through a
Storage Manager Home Folder Policy,” on page 227.

Manage the Migrated User Folders through a Storage
Manager Home Folder Policy

Once you have migrated all of the user data, you will want to manage it through Storage Manager.
Follow these procedures to create a Home Folder policy and then enforce the policies settings
through Management Actions.

Prerequisite

If the container where you migrated the user home folders does not already have a Storage Manager
policy, create a Home Folder policy by following the procedures in Section 6.5, “Creating a User
Home Folder Policy,” on page 50.

Enforcing the Policy through Management Actions

Perform the following tasks and Management Actions to enforce the policy settings on the migrated
home folders.
1 Run a Consistency Check.

For more information, see Section 5.3, “Running Consistency Check Reports on Existing
Storage,” on page 35.

2 Preform the following Management Actions:
+ Assign Managed Path
See “Assign Managed Path” on page 274.
+ Manage
See “Manage” on page 270.
+ Apply Permissions
See “Apply Permissions” on page 273.
+ Apply Owner
See “Apply Owner” on page 271.

Performing an Active Directory to Active Directory Cross-Empire Data Migration = 227



228 Performing an Active Directory to Active Directory Cross-Empire Data Migration



12.1

1211

12.1.2

Work Log Reports

*

Section 12.1, “Overview,” on page 229

*

Section 12.2, “Installing CouchDB,” on page 231
Section 12.3, “Establishing the Work Log Database Settings in SMAdmin,” on page 233
Section 12.4, “Building Work Log Reports,” on page 234

*

*

Overview

The Work Log is a mechanism that maintains a history of Storage Manager events. The Work Log
contains summary records for events that have reached the processed state; in other words, those
that have run to completion or have been aborted by administrative action.

Data from the Work Log is presented in a pivot grid based on the parameters you choose. You can
use this data for historical event tracking.

The Work Log is an optional component of Storage Manager and requires you to install Apache
CouchDB.

¢ Section 12.1.1, “Restrictions,” on page 229

¢ Section 12.1.2, “Database,” on page 229

+ Section 12.1.3, “Configuration,” on page 230

Restrictions

The current Work Log implementation has the following restrictions:
+ Not all incoming events from the Event Monitor are logged. Only Event Monitor generated events
that have calculated an effective policy are logged.
+ A Work Log entry is written only after the event has run to completion or has been aborted.
+ Events are written to the database once every minute.

+ After an upgrade of a previous Storage Manager version that does not support the Work Log,
any existing events that are active or pending will not be logged. Only new events, new events
generated via Management Actions, and new Operations will be logged.

Database

Due to the potentially large amount of data that can be logged, the Work Log leverages Apache
CouchDB, an open source NoSQL database. The use of CouchDB is intended to provide you with the
flexibility to scale your Work Log needs outside of SQL Server and to the cloud, if you prefer.

NOTE: Additional NoSQL databases might be supported in the future.

Figure 12-1 on page 230 depicts an environment where CouchDB is installed and deployed on a
separate server in an on-premise network:
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Figure 12-1 CouchDB Deployed on a Separate, On-premise Server

Admin Client
v
I

CouchDB Engine Server 54QL Server

Figure 12-2 on page 230 depicts an environment where CouchDB is installed and deployed in the
cloud:

Figure 12-2 CouchDB Deployed in the Cloud

Admin| Client

Engine Server 5QL Server

In each deployment scenario, care must be taken to deploy CouchDB such that sufficient disk space
and processing resources are available. For recommended disk space and RAM allocations, see
Section 12.2, “Installing CouchDB,” on page 231.

121.3 Configuration

You are required to install and configure CouchDB prior to enabling and configuring the Work Log.

Similar to Storage Manager SQL Server configuration, the following will be created and managed for
you via the Storage Manager Client:

+ User for managing the CouchDB instance from the Engine
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+ User for reading from CouchDB instance from the Admin Client
¢ CouchDB database for the Work Log
+ Any necessary views for querying the CouchDB database

The following options are provided:

¢ The number of days to retain Work Log Entries
+ The ability to turn the Work Log on or off

12.2 Installing CouchDB

Recommendations

+ Disk space requirements depend on how many events are being recorded and will vary based
on the number of objects that are managed and how dynamic your environment is. A good
estimate is allocating 30 MB per 100,000 stored events.

+ Micro Focus recommends that the CouchDB host be a multi-processor system with a minimum
of 4 GB of RAM. If you host CouchDB on a server that also hosts the Engine, Event Monitor, or
SQL Server, the RAM requirements are in addition to the RAM for those services.

The following are a minimal set of procedures for installing CouchDB. For more detailed procedures,
refer to the Apache CouchDB installation documentation.

1 From couchdb.apache.org, download the platform version of Couch DB 2.0 for the server that
will host the CouchDB database.

€« > C @ couchdb.apache.org w @ v |
,
|=' CO uc h D B About  Docs  Contribute  News  Download  More...
relax

- Seamless multi-master sync, that
scales from Big Data to Mobile,
with an Intuitive HTTP/JSON API

and designed for Reliability.
DOWNLOAD

' Bng e yuigns:

2.0.0 (Sept. 20th 2016)

0 Data Where You Need It

Apache CouchDB™ lets you access your data where you need it by defining the Couch

Reblication Protocol that is implemented by a variety of projects and products that span

couchdb.apache.org/#download

2 Launch the downloaded installation file.
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3 Follow the wizard steps to complete the installation.

4 (Conditional) if you are logged in as a built-in administrator, you must log out and then log in as a
user with administrative permissions.

CouchDB requires that the database be administered through a user account with administrative
permissions rather than through the server’s built-in administrator.

5 Launch Apache CouchDB Fauxton.
This launches the Apache CouchDB administrative interface in a web browser.
6 Click Setup.

Setup Apache CouchDB Garl | A

Databases

Welcome to Apache CouchDB!

The recommended way to run the wizard i1s directly on your node (e.g without a Loadbalancer) in front of it.

Setup

Active Tasks Do you want to setup a cluster with multiple nodes or just a single node CouchDB installation?

Replication
Documentation
Admin Partyl

Verify

CouchDB

7 Click Configure Single Node.

Setup Apache CouchDB %At | A
Databases

SPECIFY CREDENTIALS
Setup Admin Usermame & Password that you want to use

) Admin Username Admin Pz
Active Tasks

Configuration P

Bind address to listen on
Replication

0.0.0.0
Documentation
: PORT
(ST PG Port that the Node uses
5984

Verify

@ Configure Node

CouchDB
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8 Specify a new administrator username and password, leave the IP address setting open, and
leave the Port setting at 5984, then click Configure Node.

9 Proceed with Section 12.3, “Establishing the Work Log Database Settings in SMAdmin,” on
page 233

12.3 Establishing the Work Log Database Settings in
SMAdmin

Follow these procedures to establish the CouchDB settings in SMAdmin.

1 In SMAdmin, click the Reports tab.
2 Click Configuration.

Q s Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 77 days. H - O X

1B~ Home Reports

B X B = & « & & B

Consistency Actions GSR Anomaly | CompletedData  Preview Engine Policy Global | Configuration Reports
Check Migration Source Path Runtime Paths

Management Cross-Empire Data Migration Configuration Statistics Work Log ~
{:t Configuration Engine: 172.17.2.82 Version: 5.2.0.9

Work Log Database Settings

Database Host: Port:
Database Mame:
Admin Username:

Admin Password:

‘Work Log Configuration

3 In the Database Host field, enter the IP address or DNS hostname of the server hosting the
CouchDB database.

4 |n the Port field, enter 5984.

5 In the Database Name field, establish a name for the CouchDB database instance for the Work
Log.

Letters used for the database name must be lowercase.

6 In the Admin Username and Admin Password fields, enter the username and passwords you
established in Step 8 on page 233.

7 Click Provision.

If you go back to the Apache CouchDB administrative interface and click Databases in the menu
bar, you should now see the database name you entered in Step 5.
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8 Return to SMAdmin and in the Work Log Configuration region, specify the settings you want for
Work Log entries.

9 Click Apply.

124 Building Work Log Reports

¢ Section 12.4.1, “Loading Work Log Entries,” on page 234

+ Section 12.4.2, “Setting the Work Log Scope,” on page 236
+ Section 12.4.3, “Data View Options,” on page 238

¢ Section 12.4.4, “Build a Work Log Report,” on page 242

¢ Section 12.4.5, “Saving a View,” on page 243

+ Section 12.4.6, “Exporting a Work Log Report,” on page 243

With the CouchDB database installed and the Work Log database settings established in SMAdmin,
you are ready to build Work Log reports.

Work Log reports are built in SMAdmin using a pivot grid interface. There are four preset options for

viewing data, along with a playground option that lets you choose the parameters and presentation of
the report.

The remainder of this chapter briefly introduces you to the features and capabilities of Work Log
reports through some basic procedures.

1241 Loading Work Log Entries

1 In SMAdmin, click the Reports tab.
2 Click Reports.

234  Work Log Reports



3 Click Load Work Log Entries.
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Work Log
File Export
Work Log View

Work Log Scope: |7 Days, Work Completed

Data View: |Data Lifecyle M... | ¥ | Time Metric:

Event Type Count WorkCompleted Year &
4 2017

Policy Type & Policy “ Action & April

4 User 4 Atlanta Users Home | Enforce Path 17

v | Time Wiew: |Month + | Completion Scope: |MNo

WorkCompleted Month &

- - EX

Chart

v | | Load Waork Log Entries

W

All Work Log entries in the CouchDB database are loaded and displayed with default parameters

that you can modify.

124.2 Setting the Work Log Scope

1 Click the down arrow that pertains to the Work Log Scope field.
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Work Log - o IEl

File
Work Log View
Work Log Scope: |7 Days, Werk Completed + | | Load Work Log Entries Mo Work Log Entries have been loaded!
Scope

Data View: Data ] W

Thursday, April 27, 2017

< April 2017 e
SU MO TU WE TH FR SA

Custom 2 3 4 5 1 7 8
g 1 11 12 13 14 15
Time Metric 15 17 18 19 2N 20 22

23 24 25 B EEN 28 29
® Work Completed

Work Begin
Queued Clear

Set as Default oK | | Cancel

2 In the dialog box, specify the parameters you want by selecting applicable options.

Scope: Lets you specify the timespan for the report. All of the Days options will include events,
according to the selected Time Metric option, from today’s date. The All option will include all
events, according to the selected Time Metric option. The Custom option lets you select a start
and stop date from the calendar using the Shift key.

Time Metric: Lets you specify what types of events to include in the Work Log report.

Custom Start and End Date: This calendar is activated when you select the Custom option
from the Scope region. Select a start and end date using the Shift key.

Set as Default: Lets you establish your selected options and specifications as the default setting
for all Work Log reports.

3 Click OK.
The new parameters are specified in the Work Log Scope field.
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12.4.3

Data View Options

The Data View drop-down menu has five options:

+ Playground: This Work Log report option enables you to specify what fields to include in the

report. All of the reporting parameters are available for selection in the top portion of the pivot
grid. You build the Work Log report by dragging the desired fields where you want them placed in
the report. These fields can be displayed as either rows or columns.

Work Log View - C:\Users\Administrator.NFMS\Documents\eventtype-action.wiv - oI E3
File Export Chart
Work Log View

Work Log Scope: | 7 Days, Work Completed v | | Load Work Log Entries
Create Time Delete Time Event ID Policy Path Type Path Type Count Policy Type Policy Type Count Trigger Type

Triggered By Object Type Fdn Domain SAM Aborted By Storage Path Completion Status WorkCompleted Week
WarkBegin Day WaorkBegin Week WaorkBegin Month WaorkBegin Year Queued Day Queued Week Queusd Month

Queued Year

Event Type Count WaorkCompleted Year & WaorkCompleted Month WaorkCompleted Day «
4 2017
4 April
Event Type = Action - B ] 1T pE
4 Create Auxiliary Storage | Create Auxiliary Storage 1 1
4 Create User Create User 2 2
4 Delete User Delete User 1 1
4 Rename User Rename User 1 1
4 SetPolicy User Enforce Path 17 17
Manage 25 25
Move User 1| “E 2
Set Policy User Total i, 2 W -
Grand Total 17|29 3

In any cell with a numeral, you can double-click to access an expanded, detailed report of
events.

You can also click Chart to view the data in a graphical format of your choosing.

Policy Activity: This Work Log report option specifies events for all policies regardless of how
they were triggered. according to the selected Time Metric, Time View, and Completion Scope
options.

In the example below, the Work Log report lists completed Storage Manager events for the
Month of April 2017.

238 Work Log Reports



Work Log - o I E2

File Export Chart
Work Log View
Work Log Scope: | 7 Days, Work Completed + | | Load Work Log Entries
Data View: |Policy Activity v | Time Metric: |Work Co... | % | Time View: |Month w | Completion Scope: [Yes W
Event Type Co... WorkCompleted Year & WorkCompleted Month & Completion Status &
4 2017
4 April
Palicy - Completed
Atlanta Users Home 17
HQ Users Home 1
HR. Employees Folder 1
Munich Home Primary 5
NYC Users Home 20
SFO Employees Home 2
Grand Total 46

In any cell with a numeral, you can double-click to access an expanded, detailed report of
events.

You can also click Chart to view the data in a graphical format of your choosing.

Event Trigger: This Work Log report option specifies events generated by an Event Monitor or a
Storage Manager administrator performing Management Actions, according to the selected Time
Metric, Time View, and Completion Scope options.

In the example below, the Work Log report lists completed Active Directory enacted events for
the Month of April 2017.
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Work Log
File Export
Work Log View

Event Type Count

Triggered By -
4 fmsadutp.nfms.utopia.novell.com

fmsadutp.nfms.utopia.novell.com Total
4 NFMS\Administrator
Grand Total

Work Log Scope: | 7 Days, Work Completed

Data View: |Event Trigger w | Time Metric: |Work Co... |

Event Type -~
Create Auxiliary Storage
Create User

Set Policy User

Set Policy User

- o EN

Chart

+ | | Load Work Log Entries

Time View: |Month v | Completion Scope: [Yes HEY

WorkCompleted Year « WorkCompleted Month « Completion Status &

4 2017

4 April

Completed
1
2
1
4
42
46

In any cell with a numeral, you can double-click to access an expanded, detailed report of

events.

You can also click Chart to view the data in a graphical format of your choosing.

+ Policy Type Event Distribution: This Work Log report option distinguishes events by Storage
Manager policy types according to the selected Time Metric, Time View, and Completion Scope

options.

In the example below, the Work Log report lists completed events for the Month of April 2017.
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Work Log View

Data View: |Policy Type Ev... |% | Time Metric: |Work Co... | % | Time View: |Month v | Completion Scope: [Yes i
Event Type Count WorkCompleted Year « WorkCompleted Month Completion Status &
4 2017
4 April
Paolicy Type - Event Type e Completed
4 Auxiliary User Create Auxiliary Storage i
4 Group Collaborative | Add Member 5
Create Collaborative 1
Remove Member 1
Group Collaborative Total 7
4 Unknown Groom Operation 1
4 User Create User 2
Delete User 1
Rename User 1
Set Policy User 44
User Total 43
Grand Total 57

Work Log - o IE3

File Export Chart

Work Leg Scope: | 7 Days, Work Completed + | | Load Work Log Entries

In any cell with a numeral, you can double-click to access an expanded, detailed report of
events.

You can also click Chart to view the data in a graphical format of your choosing.

Data Lifecycle Monthly: This Work Log report option specifies events by policy type, policy
name, action, and month according to the selected Time Metric, Time View, and Completion
Scope options.

In the example below, the Work Log report lists completed events for the Month of April 2017.
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Work Log - o IE3

File Export Chart
Work Log View
Work Log Scope: | 7 Days, Work Completed + | | Load Work Log Entries
Data View: Data Lifecyle M... | | Time Metric: |Work Co... | % | Time View: |Month v | Completion Scope: |Yes W
Event Type Count WorkCompleted Year « WorkCompleted Month - Completion Status -
4 2017
4 April
Policy Type « Policy -~ Action - Completed
4 Auxiliary User | 4 HR Employees Folder | Create Auxiliary Storage i
4 User 4 Atlanta Users Home | Enforce Path 17
4 HQ Users Home Move User 1
4 Munich Home Primary | Manage 5
4 MYC Users Home Manage 20
4 SFQ Employees Home | Create User 2
User Total 45
Grand Total 45

In any cell with a numeral, you can double-click to access an expanded, detailed report of
events.

You can also click Chart to view the data in a graphical format of your choosing.

12.4.4 Build a Work Log Report

1 In SMAdmin, click the Reports tab.

2 Click Reports.

3 Click Load Work Log Entries.

4 From the Data View drop-down menu, select the data view option you want.

5 (Conditional) If you select Playground, select and position the fields you want in the report.
6

Select your Time Metric, Time View, and Completion Scope options.
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1245 Saving a View

After you have designed a Work Log report using the Playground data view option, you can save it
and then use it to again to report on updated event data.

0 N O g A~ WODN -

In SMAdmin, click the Reports tab.

Click Reports.

Click Load Work Log Entries.

From the Data View drop-down menu, select Playground.

Select your Time Metric, Time View, and Completion Scope options.
Select and position the fields you want in the report.

From the File menu, select Save View.

Name and save the view.

With the view saved, you can retrieve through the Load View or Views menu options of the File

menu.

124.6 Exporting a Work Log Report

Storage Manager enables you to export Work Log reports to the following formats:

*

*

0 N O g A WON =

CSv
HTML
MHT
PDF
RTF
TXT
XLS
XLSX

In SMAdmin, click the Reports tab.

Click Reports.

Click Load Work Log Entries.

From the Data View drop-down menu, select the data view option you want.

(Conditional) If you select Playground, select and position the fields you want in the report.

Select your Time Metric, Time View, and Completion Scope options.
From the Export menu, select the format you want.
Name and save the exported Work Log report.

Work Log Reports
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13.1

13.1.1

Reference

This section presents the tabs and tools in SMAdmin in a reference format. All of the tools are
covered as they are presented in the SMAdmin interface, beginning with the Home tab.

+ Section 13.1, “Home Tab,” on page 245
+ Section 13.2, “Reports Tab,” on page 315

Home Tab

The Home tab provides access to the active management interfaces for Storage Manager. You use
the Home tab to create, edit, deploy, and analyze Storage Manager policies, as well as perform a
variety of other management tasks.

¢ Section 13.1.1, “Status,” on page 245

+ Section 13.1.2, “Configure,” on page 246

+ Section 13.1.3, “Objects,” on page 249

+ Section 13.1.4, “Policies,” on page 255

¢ Section 13.1.5, “Action Blocks,” on page 257

+ Section 13.1.6, “Actions,” on page 268

¢ Section 13.1.7, “Events,” on page 274

+ Section 13.1.8, “Path Analysis,” on page 275

¢ Section 13.1.9, “Operations,” on page 276

+ Section 13.1.10, “Cross-Empire Data Migrations,” on page 279

¢ Section 13.1.11, “Scheduled Tasks,” on page 279

+ Section 13.1.12, “Storage Resources,” on page 282

¢ Section 13.1.13, “GSR Collector,” on page 283

¢ Section 13.1.14, “Forest Trusts,” on page 290

+ Section 13.1.15, “Scope,” on page 310

+ Section 13.1.16, “Agents,” on page 310

¢ Section 13.1.17, “Event Monitors,” on page 313

¢ Section 13.1.18, “Client,” on page 314

¢ Section 13.1.19, “Check Updates,” on page 315

Status

The Status page provides status information on the Engine and the database.

If you are not seeing Storage Manager enact actions after events in Active Directory take place,
viewing whether the Engine is processing and accepting events through this page is a good first step
in troubleshooting.
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Details pertaining to events are indicated in different regions of the page. The Agents region
enumerates events enacted by the Agents. The Event Monitors region enumerates events enacted
as a result of Active Directory events. By holding down the Control key and selecting table cells, you
can specify what parameters are graphed over a selected number of days. The Engine region
provides a summary of details pertaining to the Engine.

Figure 13-1 Status Page

e = Micro Focus Storage Manager Admin 5,2.0,21 - Expires in 76 days. H - 0O %

18- Home Reports

Sq 5 9 k] r@ (B s 3} GSR Collector Agents
Bl EEIXKE & & =2 & =T . &
- = === g ForestTrusts (4 Event Monitors
Status Configure | Objects Polides Action Actions Events Path Analysis Operations Cross-Empire Scheduled Storage Check
Blocks - Data Migrations = Tasks Resources '@‘ Scope £ Client Updates
Engine Management Tools Assets Components ~

E,Status Engine: 172.17.2.532 Version: 5.2.0.9
Engine Agents (1)

License Type: Type Count

Production 4 Al Jobs 49 —&— AllJobs

—&— AllJobs
Licensed Features: 4 fmsadutpn... 49 10 X
®- fmsadutp.nfms.utopia.novel.com

Core Copy 47 3

Cross-Empire Data Migration eDirectory i Copy

Cross-Empire Data Migration Active Directory :Delete 2 - —@— Delete

Engine Server: 1

FMSADUTP

Engine Version:

5.2.0.9 Mar 31 2017 16:06:50 0

Managed Forest Name 4/6/2017 4/8/2017 4/10/2017 4{12f2017

NFMS.UTOPIA.NOVELL.COM

CurrentEngine Time: | BEmsmmese

4/12/2017 8:56:29 PM

Engine Start Time:
4/10/2017 7:27:17 PM

Event Monitors (1)

Queued Pending Events: 0

Unparsed Pending Events: 0

Database Host Address:
fmsadutp.nfms.utopia.novell.com Type [y
—@- Add Member
Database Port: 4 [WiEeent L - : —&- Remove Member
S 4 {Geboaive 2t 10 —@- Create Collzborative
Database Name: Add Member = L Set Policy User
fsfdb Remove Member 2 _®- Create User
Datahase Lieae Create Collaborative 1 o @ Rename User
fafadmin 4 User 4 L User Attribute Change
Set Policy User - Delete User
S Create User 2 Create Auxiliary Storage
Show stats for: | 30 days v il b : 0 Groom Operation
User Attrbute Change 1 4f6/2017 4/8/2017 4/10/2017 4/12/2017

Latest Event: 4/12/2017 7:30 PM Q Accepting Events

High Transaction Number: 85 Q Processing Events

13.1.2

Configure

This page lets you view and set Engine configuration settings.

+ “General’ on page 246
+ “Log Management” on page 248
+ “Advanced Options” on page 249

246

General

The General tab includes proxy and management access settings. Each of the fields is described

below.
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Figure 13-2 The General Tab of the Configure Page

9 = Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 339 days. m - O %
IB- Home Reparts
1 =9 L1 7i=5) I ] = T I= Storage Resources | i Agents
3 EEAXKE & & s O 5 M
- » L i G5R Collector (3 Event Monitors
Status  Configure | Objects Polides Action Actions Events | Path Analysis Operations Cross-Empire Scheduled - Check
Elocks - Data Migrations ~ Tasks Mg Forest Trusts = Client Updates
Engine Management Tools Assets Components ~
{}Conﬁgure Engine: 172.17.2.82 Version: 5.0.0.38
General | LogManagement | Advanced Options
Management Access
Proxy Rights Group | MFMS'nsmproxyrights
Admin Users Group | MFMSY4SMAdmins
HTTPS Port 3009
HTTP Port 0
User Session Timeout 30 : minutes 0 Changes to session timeout apply at next login. Current Sessions will not be affected.
Proxy Home
Proxy Home Path VWMSADUTPNSMProxyHome

| Reapply Rights | | Copy Template |

Apply

Proxy Rights Group: Displays the Proxy Rights Group that you established when you installed
Storage Manager.

Admin Users Group: Displays the Admin Users Group that you established during the installation of
Storage Manager.

HTTPS Port: Displays the HTTPS port that you chose when you installed Storage Manager.

HTTP Port: If you chose to use an HTTP port during the installation of Storage Manager, the HTTP
port is displayed here.

User Session Timeout: Indicates the number of minutes SMAdmin can be left dormant before you
need to reauthenticate.

Proxy Home Path: This path was established during the installation of SMAdmin. If you need to, you
can change the path by using the Browse button.

Reapply Rights: Clicking this button reestablishes the ability of the proxy rights group to manage the
Proxy home share. It also reestablishes the group Everyone with the Read right so that its members
can read contents. The Read right is needed in case the Proxy home share is being used as the
managed path attribute while storage is being moved.

Copy Template: Clicking this button recopies files located in C. Pr ogr anDat a\ M cr o

Focus\ St or age Manager\ Engi ne\ dat a\ Pr oxyHone to the location specified by the share. If the
proxy home is not located on the server hosting the Engine, this makes it so you can recopy the
template files without having to do it manually.
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Log Management

The Log Management tab includes settings specific to log files. Log files are accessible only from the
server hosting the Engine at C: \ Progr anDat a\ M cro Focus\ St or age Manager\ Engi ne\l og.

Each of the fields is described below.

Figure 13-3 The Log Tab of the Configure Page

o -

18- Reports

ke 3\ T

Status Configure | Objects Polides

Home

E=)
ZE

IxE| &

Action Actions Events Path Analysis
Blocks

Engine

1} configure

Management

General Log Management | Advanced Options

Log Management

Default Logging Level | Informational

Log Rollover Type |Size

II

Advanced Logging

Enable Advanced Logging

Event Processor UI Session Manager
Paolicy Management Task Manager
Agent Manager File System Tools
Quota Manager Directory Services Tools
GSR Collector Storage Resources

=]

Operations Cross-Empire

Tools

Log File Retention Limit

Log File Retention Count

Data Migrations -

Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 339 days. i3] - (m] x

Scheduled
Tasks

= sStorage Resources | {ifi Agents g
1 GsR Collectar (3 Event Monitors
Mg Forest Trusts L client u(p:'glzﬁs
Assets Components ~

Engine: 172,17.2,82 Version: 5.0.0.38

MB

files

HTTP Server | [Default] v
HTTP Client | [Default] v
Micro Focus ¥Plat | [Default] v

Apply

Default Logging Level: By default, the log records warning level details. You can change the log to
record the level you want. Be aware that some settings, such as debug or verbose, record much
more information and can potentially make the log file much larger.

Log File Retention Limit: This field appears only when you select Size from the Log Rollover Type
field. You need to enter the size limit in MB for the log file before it creates a new file.

Log Rollover Type: You can choose whether to have log files roll over daily, hourly, when the log has
reached a set size limit, or have no rollover setting. If you select None, the same log file is opened
each time you start the Engine, and log entries are appended to it.

NOTE: If you delete the log file while the Engine is not running, a new log file is created the next time

you start the Engine.

Log File Retention Count: By default, Storage Manager retains the 10 most recent log files,
according to the Log Rollover Type setting. For example, if the Log Rollover Type setting is set to

Daily, the retained log files are from the la
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13.1.3

Enable Advanced Logging: Selecting this check box activates the Advanced Logging region of the
page. This region allows you to specify the output of the log file according to the setting you indicate
in each of 13 categories.

Advanced Options

The Advanced Options tab lets you view or reconfigure the thread count settings allocated for the
actions that Storage Manager performs.

Figure 13-4 The Advanced Options Tab of the Configure Page

@ ¥ Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 339 days. M - O %
8- Home Reports
=] = n pi=in] ] Y = Storage Resources ﬁt" Agents
B =EAXKE = s D |E . M
b B Gk Collector (4 Event Monitors
Status Configure | Objects Polides Action Actions Events Path Analysis Operations Cross-Empire Scheduled s Check
Blocks - Data Migrations ~ Tasks Mg Forest Trusts L client Updates
Engine Management Tools Assets Components ~
I,‘.}Conﬁgnre Engine: 172,17.2,82 Version: 5.0.0.38

General | LogManagement | Advanced Options

Work Queue
User Event Thread Count 03 Generic Event Thread Count 10(5
Collaborative Event Thread Count 5 Management Action Thread Count 5 i
Auxiliary Event Thread Count 5 :

Event Processing

|:| Process Group Moves

Event Cache Log Purge 30 : days

Apply

Work Queue: These settings are optimized for a normal Storage Manager workload.
Process Group Moves: Click this box to enable Storage Manager to move collaborative storage.

Event Cache Log Purge: By default, Storage Manager keeps the most recent 30 days of event
entries in cache. You can adjust the setting in the Days field.

The event cache can be helpful in providing you a recent history of all of the events that were sent
from the Event Monitor.

Objects

The Objects page lets you manage the associations between Storage Manager policies and Active
Directory objects such as organizational units, groups and users. This management includes creating
organizational units, setting context, viewing properties, performing Management Actions, and
assigning policies.

Reference 249



Figure 13-5 Objects Page

9 - Micro Focus Storage Manager Admin 5.2.0.20 - Expires in 350 days. H - O %
18 - Home Reports
ﬁ' -84 =——|| 3/ [:9__1/ B (8 BB @ = Storage Resources | ) Agents g
& =E H % = L E S 3P R Colector @E
ko {4 Event Monitors
Status Configure | Objects Polices Action Actions Events | Path Analysis Operations Cross-Empire Scheduled = Check
Blocks - Data Migrations ~ Tasks Mg Forest Trusts £ client Updates
Engine Management Tools Assets Components ~
EOHECE - nfms.utopia.novell.com Engine: 172,17.2.82 Version: 5.0.0,32|
Browse Search {:) Refresh v Containers |v| Groups |v/ Users
4 &, nfms,utopia.novel.com Name (18) SAM Account Name
3 T: Builtin i Albert Marx amarx
b T= Gomputers i Carl Munser cmunser
b T: Domain Controllers 2 i
» T: ForeignSecurityPrincipals ? Canda oy davger
» P Managed Service Accounts & DavidKeiing dkeiling
4 T NFMS &  Frederick Heitmann fheitmann
4 T: Atianta i Georg Loeffler dloeffler
T: Employees *
&  Helene Stern hstern
» T: Groups =
) T: HQ ? Hirrich Stemmler hstemmler
b T: London &  Katharine Knocke kknocke
4 T: Munich i Kristen Hoffman khoffman
E;EWIDYEES i Marlene Dietrich mdietrich
2 T: Groups . .
! T: e ? Martin Anders manders
+ "Ti= Program Data &  Michael Graf mgraf
» T System & Peterun putz
r T Users &  Richard Becker rbecker
‘ Sofie Birkner shirkner
i Steffi Strauss sstrauss
i Thomas Schafer tschafer

]
Left Pane

Use the left pane to browse and select organizational units in the directory. Right-clicking an
organizational unit in the left pane lets you take additional actions:
+ Create an organizational unit (OU)

+ Set the directory context in the left pane to display the hierarchy from the root or from the
selected organizational unit

Right Pane

Use the right pane to view the objects within a selected organizational unit as well as view properties,
perform Management Actions, and assign policies. The right pane displays containers (organizational
units), groups, and users, according to what you have selected in the Filter check boxes.

IMPORTANT: When you perform actions in the right pane, it is important that you know whether you
are performing management specific to users, groups, or organizational units (containers).
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Assign Policy

Right-clicking a User, Group, or Organizational Unit object and selecting Assign Policy lets you easily
assign any of these objects a policy while you are in the Objects page. If an effective policy is already
assigned to one of these objects, you can assign a new policy, replacing the effective policy with an
assigned policy.

Figure 13-6 Policy Selector Dialog Box

Assign Policy for CN=Larry Hanson,OU=Employees,OU=Atlanta,0U=N... [|E3
v Find Clear

Policy Palicy Type Path Type
{Mong) LInknown Linknown "

% Atlanta Users Home Lser Home Folder

E}; HQ Users Home |zer Home Folder

@_- London Users Home Lser Home Folder

% Inactive Employees Home | User Home Folder

@: Munich Home Primary |zer Home Folder

% Los Angeles Division Izer Home Folder

EL Furk Drafile Dath Liser Drrfile Dath %

Ok | | Cancel

Properties

You can easily view an expanded set of object properties in the Objects page by right-clicking an
object in the right pane and selecting Object Properties.

The five tabs display the following information:

Properties: Displays Active Directory values and Engine database values. If you are working with a
Micro Focus Support representative to resolve a problem, you might need to provide information from
this page.

Effective Policies: Lists all of the effective policies for the selected object. An effective policy is a
policy that affects a user either directly through association or inheritance by membership in a
domain, container, group, or domain.

Associated Policies: Lists all of the associated policies for an object. An associated policy is an
explicitly assigned policy associated with a domain, container, group, or user.

Transactions: Shows pending events for the selected object. If there are many pending events, but
you only want to see those pertaining to a particular user, you can see the pending events for the
User object.

History: The GSR Collector maintains multiple histories for an object in Active Directory.
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The FDN History records the FDN and SAM Account name of an object, when applicable (e.g.
organization unit objects do not have a sAMAccount attribute). When an object gets renamed or
moved, on the next run, it will catalog the new location or new name and the corresponding
timestamp when the change was recorded.

The Path History records the location of paths that are commonly associated to users. When the
Active Directory schema is extended to support user auxiliary storage and collaborative storage, the
managed path attributes for user auxiliary, groups, and containers can be cataloged as well. The Path
History consists of path types that are managed by Storage Manager. The possible recorded path
types are:

+ User Home folder

+ User Profile path

+ User Remote Desktop Services Home Folder

+ User Remote Desktop Services Profile Path

¢ User Auxiliary (ccx-FSFAuxiliaryStorage)

¢ Collaborative — Groups (ccx-FSFManagedPath)

¢ Collaborative — Container (ccx-FSFManagedPath)

The granularity of the historical data is only as fine as the frequency at which you schedule the GSR
Collector to run. For more information, see Section 13.1.13, “GSR Collector,” on page 283.

If you schedule it to run once a week and you have objects that move several times over the course of
a week between the runs, you'll lose the interim historical move data.

The GSR Collector's historical data can be especially useful when managed paths are moved based
on policy.

To view the history of an object, from the Objects page, display a User object in the right pane and
then double-click it.

In the Object Properties dialog box, click the History tab.
The example below shows an unmanaged user without a cataloged path.

Figure 13-7 Example of an Unmanaged User without a Cataloged Path

Properties Effective Policies Asspciated Polides Transactions History

FDOM SAM Account Mame Date/Time
Andrew W. Mellon,History.chronide. local amellon 414/2016 3:24FM
Purpose Path Palicy Date/Time
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The FDN column is the LDAP formatted location of the object. The SAM Account Name column is the
sAMAccount attribute value. The Date/Time column is based on the local time of the Engine when the
history record was cataloged.

The example below shows the same unmanaged user that was moved from one organizational unit
to another. This example demonstrates a change in the FDN and the date when the new value was
cataloged by the GSR Collector when it was run.

Figure 13-8 Example of a Moved Unmanaged User

Properties Effective Policies Asspciated Polides Transactions History

FDM SAM Account Name Date/Time

Andrew W. Mellon,History.chronide. local amellon 414/2016 3:24FM
Andrew W, Mellon,History Rewritten. chronide.local | amellon 414/2016 3:26 PM
Purpose Path Palicy Date/Time

The example below shows an unmanaged user that has a home folder. The Policy column is empty
because this user has not been managed. The Date/Time column for the path indicates the time at
which the GSR Collector recorded the path.

Figure 13-9 Example of an Unmanaged User with a Home Folder

Properties Effective Polices Assodated Polices Transactions History

FDM SAM Account Mame Date/Time
Edward Weston.History. chronide.local eweston 4/14/2016 3:28 PM
Purpose Path Palicy Date/Time

Home Folder \\astinus. chronicle.local\Share 1\His. .. 4/14/2016 3:28 PM

The example below shows the same user that has now been managed. The path now contains two
entries. The first path reflects when the user was originally cataloged. The second path reflects that
the user is now managed and the policy that is managing it. This is useful because the Date/Time for
Policy “History” indicates when the object became managed.
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Figure 13-10 Example of a Managed User

Properties Effective Policies Associated Policies Transactions History

FDM SAM Account Mame Date/Time

Edward Weston.History. chronide.local eweston 4/14/2016 3:28 PM

Purpose Path Policy Date/Time

Home Folder \\astinus. chronicle.local\Share 1History \eweston 4/14/2016 3:28 FM
\\astinus. chronicle.local\Share 1\History\eweston | History 4/14/2016 3:31FM

The example below shows the same user has now been moved from one container to another that is
managed by a different policy. The user’'s new FDN has been recorded as well as the new location of
the path.

Figure 13-11 Example of a Moved Managed User

Properties | Effective Polices | Assodated Polides | Transactions | History

FDM SAM Account Name Date/Time

Edward Weston.History. chronide.local eweston 4/14/2016 3:28 PM

Edward Weston.History Rewritten. chronicle.local eweston 414/2016 3:36 PM

Purpose Path Palicy Date/Time

Home Folder \\astinus. chronicle.local\Share1'His. .. 414/2016 3:28 PM
. | Viastinus. chronide. local\share1'His...  History 4/14/2016 3:31PM
! \\astinus. chronicle.local\Share 1\His...  History Rewritten 4/14/2016 3:36 PM

The example below shows the same user has now been moved to a container that is not managed by
policy. The Policy column now shows that the path is no longer managed by an effective policy.

Figure 13-12 Example of a Moved User to a Container Not Managed by a Policy

Properties Effective Policies Associated Polices Transactions History

FDM SAM Account Mame Date/Time

Edward Weston.History, chronide. local eweston 414/2016 3:28 FM

Edward Weston.History Rewritten,chronicle.local eweston 414/2016 3:36 FM

Edward Weston.History Unmanaged. chronide.local | eweston 414/2016 3:36 FM

Purpose Path Paolicy Date /Time

Home Folder \\astinus. chronicle. local\Share 1 History\eweston 4/14/2016 3:28 FM
t | Wiastinus. chronide. local\share 1 History \eweston History 4/14/2016 3:31FPM
’ \\astinus. chronicle. local\Share 1'History Rewritten\eweston | History Rewritten 4/14/2016 3:36 PM

\\astinus. chronicle. local\Share 1'History Rewritten\eweston 4/14/2016 3:56 PM

The History data also tracks the rename of objects and the relevant paths. The example below shows
a managed user before it has been renamed.
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Figure 13-13 Example of a Managed User Before Being Renamed

Properties Effective Policies Associated Policies Transactions History

FDM SAM Account Name Date/Time
Casius Clay.History.chronide.local cday 4/14/2016 3:59 PM
Purpose Path Palicy Date/Time

Home Folder . | VWastinus. chronide. local\Share1'His...  History 4/14/2016 3:59 PM

The example below shows the new FDN, SAM Account Name, and Path after having been renamed.

Figure 13-14 Example of a Managed User After Being Renamed

Properties | Effective Polices | Assodated Polides | Transactions | History

FDM SAM Account Mame Date/Time

Casius Clay.History.chronide.local cday 4/14/2016 3:59 PM

Muhammad Al History. chronide. local mali 4/14/2016 4:01PM

Purpose Path Palicy Date/Time

Home Folder . | WWastinus. chronidle. local\Share 1\His...  History 4/14/2016 3:59 PM
i \\astinus.chronicle. local\Share1'His...  History 414/2016 4:01PM

13.1.4 Policies

The Policies page displays all policies, along with a summary of policy details. When you select a
policy, applicable tools in the toolbar are activated. A summary of the toolbar follows.

NOTE: All of these tools are also accessible by right-clicking a selected policy.

Manage: Lets you create any of the following policies:

+ User Home Folder policy

+ User Profile Path policy

+ User Remote Desktop Services Home Folder policy

+ User Remote Desktop Services Profile Path policy

+ Group policy

+ Container policy

+ Auxiliary policy
Edit: Brings up the Policy Editor, where you can edit the selected policy.
Rename: Lets you rename the selected policy.

Delete: Lets you delete the selected policy.

Auxiliary Purpose Mappings: Selecting this brings up the Auxiliary Purpose Mappings page, where
you can establish or edit and Auxiliary Purpose Mappings.
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Auxiliary policy mappings give you the ability to specify a purpose or classification for auxiliary
storage policies. For example, you might want to create an HR purpose for all of the auxiliary storage
policies that create HR folders for employees. With each of the auxiliary storage policies that create
HR folder assigned the same purpose, it makes it possible for Storage Manager to make intelligent
decisions for auxiliary storage when a user is moved.

For example, if a user in the Detroit office transfers to the Dallas office, and the user has a home
folder and an auxiliary storage folder in the Detroit office’s HR department, you want to migrate both
the home folder and the auxiliary storage folder to correct locations in Dallas. Having the Detroit
auxiliary storage policy and the Dallas auxiliary storage policy identified with the same HR purpose,
ensures that the user moved from Detroit to Dallas, will have his auxiliary storage properly
established with the move. For procedures on establishing Auxiliary Purpose Mappings,

seeSection 6.11.4, “Establishing Auxiliary Purpose Mappings,” on page 73.

Import: Provides the ability to import policies that were previously exported through the Export menu
option.

NOTE: Policy associations are not imported. After policies are imported, you need to associate the
policies to containers or groups.

For more information on importing policies, see Section 6.13, “Importing Policies,” on page 75.

Export: Provides the ability to export policies so that they can be imported later. For example, many
customers first evaluate Storage Manager in a lab environment and create a large number of policies
in the process. You can export these policies and later import them into the production environment.
All exported policies are saved in a single XML file. For more information, see Section 6.12,
“Exporting Policies,” on page 74.

Actions: Provides menu options that are applicable to Auxiliary policies. To activate this menu, click
an Auxiliary policy. Menu options include Manage, Groom, Apply Attributes, Apply Quota, Apply
Rights, and Assign Auxiliary Attributes.

Redistribute: Allows you to define additional target paths in the policy and then redistribute or load-
balance the data among the various paths.

Figure 13-15 Redistribute Policy Paths Dialog Box

Redistribute Paths for: Atlanta Employees Share - o IEEHX
Path Selection Criteria
Policy Atlanta Employees Share
0 The GSR. Collector Process was Last Run on 6/1/2016 9:45 FM
Distribution Type | Data Size v| ‘ Calculate Show All Fields
Path Volume Size Valume Free Current Percent | Target Percent Current Data Size | Projected Data. .. | Current Direct... | Projected Direc... | Current Quota ... | Projected Quota ...
Wimsadutp.nf... 0 bytes 1.02GB 0% 50%| & 0 bytes 0 bytes i 1] 0 bytes 0 bytes:

Wmsadutp.nf... Obytes 1.02 GB 0% 25%| & O bytes 0 bytes 1] 1] 0 bytes 0 bytes
VWmsadutp.nf... 0 bytes 1.02GB 0% 25%| & 0 bytes 0 bytes [} 1] 0 bytes 0 bytes

Total Assigned Percentage: 100%
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13.1.5

Using the Redistribute Paths dialog box, you can redistribute the user and collaborative storage
across the target paths associated with a policy.

NOTE: The data displayed in the dialog box is taken from the most recent report from the GSR
Collector.

Use the Distribution Type drop-down menu to view your data distribution according data size,
directory count, and quota commitment.

Click Next to view the current locations of the home folders and collaborative storage folders, and the
location where Storage Manager proposes to redistribute the folders. If you want, you can deselect a
folder for distribution by deselecting the check box corresponding to the folder. You can also indicate
a new target path for the folder by clicking in the Target Policy Path column and selecting a new
target path.

Clicking Submit begins the process of redistributing the folders.
Search: Provides a search field for locating policies.

Refresh: Refreshes the list of policies.

NOTE: Refreshing locks the database during the refresh operation. For best performance, do not
refresh more than is necessary.

Reload: Reloads your policies from the database. You can use this tool, for example, if you have a
new policy that is not displayed in the list.

Check Boxes: SMAdmin shows only the policy types that are checked.

Action Blocks

This page lets you create Action Blocks that can be linked to a policy or that can be associated with a
Groom operation not associated with a policy.

Overview

Action Blocks allow the sharing of specific policy options between multiple policies. The design goal
behind Action Blocks is to provide a framework where the sharing of options between policies can be
achieved in a straightforward and easy to understand manner.

Figure 13-16 Action Block Overview

User Policy A | @ -

h
User Policy B HIPAA Kill After 7
Group Policy X @
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Action Blocks do not introduce a new policy type. Rather, they are extensions of policies in that the
set of options they represent are not contained within the policy itself. This eliminates the need for
policies to inherit from each other and promotes the sharing of general and often-repeated policy
options such as groom and vault rules. Existing User, Group, and Collaborative policy types remain
as they previously did with the exception that they have been extended to support a relationship value
providing the necessary link for a given Action Block.

An Action Block can have a many-to-one relationship. This means that any number of policies can
share any particular Action Block for a given policy option. Action Block inheritance cannot be
chained. That is to say, “Policy A” cannot inherit the Filter rules from “Groom Block A” and “Groom
Block B”. “Policy A” can only be to linked to one of the two Action Blocks and they do not inherit from
each other. When changes are made to an Action Block, those changes are implicitly taken up by
every linked policy. Thus, before making changes to an Action Block, it is important to understand the
impact of those changes. As with normal event processing and policy editing, if a change is made to
an Action Block while an event is in-flight for its given options, those changes may not be reflected in
the outcome of the event.

Private Versus Shared

Regardless of an Action Block's type, it is either Private or Shared.

A Private Action Block represents a set of policy options that aren’t shared, yet have been migrated to
the Action Block architecture. Private Action Blocks are also created and associated to a policy when
the policy is upgraded as new Action Block types are supported. Below is an example of the
relationships between policies and their Private Action Blocks for Filters. Any of these might be the
result of creating a new policy with Groom Rules or an upgrade from the legacy policy architecture.

Figure 13-17 Relationships Between Policies and their Private Action Blocks for Filters

Private Action Block
User Policy A User Folicy A
Groom Rules
User Policy B @
Frivate Action Block
Group Policy X Group Policy %
Groom Rules

When you create an Action Block, it is automatically marked as Shared and is available for being
shared with other policies. However, if you edit a policy that does not derive a particular policy option
from an Action Block, a Private Action Block is created and associated to the policy when the policy is
saved. If you change a policy that has a Private Action Block to use a Shared Action Block, the
policy’s Action Block reference is updated to that of the Shared Action Block and the Private Action
Block is deleted.
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Figure 13-18 Shared and Private Action Block Associations

Private Action Blodk
User Policy A Usar Policy A

Grmoom Rules

User Policy B .
v

Shared Action Block
Group Policy X Linked to

By default, a Private Action Block is not viewable in the list of Shared Action Blocks.

Greom Rules

Creating a Filter Action Block

1 In SMAdmin, click the Home tab.

2 Click Action Blocks.

3 Select Manage > New> Filter.

4 In the Name field, give the new Action Block a name and click OK.

The following dialog box appears:

Action Block Editor - User Grooming Action Block - o IEH
? Rules ﬂAdd Q Delete _,.’!' Edit | 4 Promote § Demote
ﬁ Options Description | Action | Masks | File Size ‘ Create Time | Modify Time | Access Time

o o
=l Linked Policies

= - |

Rules: Rules are composed of the standard Storage Manager rule options. Rules cans be
added, deleted, edited, promoted, and demoted. Once a Filter Action Block is saved, those
settings will be effective immediately.
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Options: The Description option can be used to provide detailed context for the usage and
implementation of the Filter Action Block.

Linked Policies: Linked Policies is a read-only view of which policies are linked to the Filter
Action Block.

5 Click Add.
6 In the Rule Editor, specify the parameters for the Action Block Filter and click OK.

For procedures on entering settings in the Rule Editor, see Section 6.5.8, “Setting Vault Rules,”
on page 58.

7 Click OK to close the Action Block Editor dialog box.

Linking Filter Action Blocks
Filter Action Blocks can be linked to the following:

+ Policy-based Vault
+ Policy-based Groom

+ Groom Operations

Linking a Filter Action Block to a Policy

These procedures specify how to link a Filter Action Block to an existing policy. You can also link a
Filter Action Block to a new policy as you create one.

In SMAdmin, click the Home tab.

Click Policies.

Right-click a selected policy and select Edit.

Click either Vault or Groom.

Click Link Action Block.

From the Action Block Selector dialog box, select the Filter Action Block you want to link.

O g A WON -
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Action Block Selector E3
W Find Clear
Mame Type
*_r Ilzer Grooming Action Block Filter
Ok, | | Cancel

7 Click OK.
The link is specified in the Groom Rules or Vault on Delete Rules header.

When a policy's Vault or Groom Rules are linked to a Filter Action Block, the rules displayed in
the policy editor are read-only. To edit the Filter Action Block, click the name as it appears in the
header.

8 Click OK to save the link.

Linking a Filter Action Block to a Groom Operation

Non-policy based Groom Operations require a linked Filter Action Block. For procedures on linking a
Filter Action Block with a Groom Operation, see “Performing a Groom Operation” on page 278.

Creating a Managed Path Naming Attribute Action Block

You can use a Managed Path Naming Attribute Action Block to specify the naming attribute and its
corresponding definition, to an existing policy.

For specifications pertaining to Managed Path Naming Attribute, see Appendix F, “Managed Path
Naming Attribute Specifications,” on page 357.

1 In SMAdmin, click the Home tab.

2 Click Action Blocks.

3 Select Manage > New> Managed Path Naming Attribute.

4 In the Name field, give the new Action Block a name and click OK.
The following dialog box appears:
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7

Action Block Editor - Home Folder Naming - o IEH
General Options
(@@ Managed Path Naming Attribute Policy Type [User [User Awdliary 1 v
lft Options
!%_"_ Linked Policies

Attribute | sAMAccountMName L

oK ‘ | Cancel | ‘ Apply

/A Changes to this Action Block have not been saved.

Managed Path Naming Attribute: Displays the Policy Type and Attribute drop-down menus.

Options: The Description option can be used to provide detailed context for the usage and
implementation of the Managed Path Naming Attribute Action Block.

Linked Policies: Linked Policies is a read-only view of which policies are linked to the Managed
Path Naming Attribute Action Block.

From the Policy Type drop-down menu, specify whether the Managed Path Naming Attribute
Action Block will be linked to a User/User Auxiliary policy or a Group Collaborative storage
policy.

The attributes types that you can select vary based on the selected policy type.

From the Attribute drop-down list, select one of the single-valued Active Directory attributes for
the user of group object.

With the introduction of Storage Manager for Active Directory 5.1, you have the ability to specify
an attribute other than sAMAccount Nane. This ability was added to provide network
administrators the ability to give provisioned folders a more descriptive name.

Once you select a different attribute, you can then use an account provisioning system such as
NetlQ Identity Manager to automatically populate the selected attribute with a desired folder
name and then Storage Manager will automatically provision the home folder based on this
attribute setting.

For more information, see Section 6.5.4, “Setting Target Paths,” on page 54.
Click Apply.

Linking a Managed Path Naming Attribute Action Block to a Policy

These procedures specify how to link a Managed Path Naming Attribute Action Block to an existing
policy. You can also link a Managed Path Naming Attribute Action Block to a new policy as you create

one.

1
2
3
4

Reference

In SMAdmin, click the Home tab.

Click Policies.

Right-click a selected policy and select Edit.
In the Policy Editor, click Target Paths.



5 Click Link Action Block.

Action Block Selector Bl
W Find Clear
MName Type
I'ﬁ Home Folder Maming Managed Path Naming ... |
Ok | | Cancel

6 Select the Action Block you want to link.
7 Click OK.

Creating a Move Schedule Action Block

Use Move Schedule Action Blocks to standardize when data can be moved during data movement
operations.

1 In SMAdmin, click the Home tab.
2 Click Action Blocks.

3 From the Manage menu, select New > Move Schedule.

Create New Move Schedule Action Block

Mame |

o | o ]

4 Enter a descriptive name for the new Action Block and click OK.
The following page appears:
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Action Block Editor - User Policy Move Action Block - o IE8
General
c Move Schedule Color Key
{‘{ Options
[E] Linked Policies

. Allowed to move

Not allowed to move

Ooo0
o
1 o
o ]

By default, all days and times are available for data movement. If data movement during regular
business hours creates unacceptable network performance, you can choose to move data after
regular business hours.

5 In the Move Schedule grid, click the squares for the day and hour you want to disable for data
movement.

6 Click Apply to save your settings.
7 Click OK to close the page.

Linking a Move Schedule Action Block to a Policy

These procedures specify how to link a Move Schedule Action Block to an existing policy. You can
also link a Move Schedule Action Block to a new policy as you create one.

In SMAdmin, click the Home tab.

Click Policies.

Right-click a selected policy and select Edit.
In the Policy Editor, click Move Schedule.
Click Link Action Block.

Select the Action Block you want to link.
Click OK.

N O A WON -

Creating a Multi-Principal Suffix Mapping Action Block

Use Multi-Principal Suffix Mapping Action Blocks to standardize the groups and their associated
permissions for the collaborative storage folders that are provisioned by Storage Manager.

1 In SMAdmin, click the Home tab.
2 Click Action Blocks.

3 From the Manage menu, select New > Multi-Principal Suffix Mapping.
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Create New Multi-Principal Suffix Mapping Action Block

Mame

o | ol |

4 Enter a descriptive name for the new Action Block and click OK.

The following page appears:

Action Block Editor - Auto Storage - o IEH
General LB T LR S

f@ MultiPrincipal Suffix Settings Suffix Separator |§

{'{ Options
=) Linked Polides € Add

Suffix Mappings

Security Suffix a | Permission

oK H Cancel H Apply

/A Changes to this Action Block have not been saved.

5 Click Add.

6 In the Security Suffix column, highlight SampleSecuritySuffix and edit it to a more descriptive
name of a group that will access the collaborative storage folder.

7 Click the Full Control setting to access a drop-down menu of access permissions.
8 Specify the permissions for the particular group and click OK.

Security Suffix A | Permission
‘ Transpor tation Full Control
Full Contral
Madify
Read & Execute
List
w| Read
Ev| Write

oK Cancel

9 Repeat Step 5 through Step 8 to create all groups and permissions to the collaborative storage
folder.
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10
1"

Action Block Editor - Auto Storage - o IEH
Eapee Multi-Principal Suffix Settings

@@ Multi-Prindpal Suffix Settinas Suffix Separator |-

f?. Options Suffix Mappings
- -
L Linked Policies €9 Add 3 Remove
Security Suffix 4 | Permission
Accounting Read & Execute, List, Read, Write
Engineering Modify, List, Read, Write
Legal Full Control
i Shipping Read, Write

oK ‘ | Cancel | ‘ Apply

/A Changes to this Action Block have not been saved.

Click Apply.
Click OK.

Linking a Multi-Principal Suffix Mapping Action Block to a Policy

These procedures specify how to link a Multi-Principal Suffix Mapping Action Block to an existing
policy. You can also link a Multi-Principal Suffix Mapping Action Block to a new policy as you create

one.

N O g WON -

In SMAdmin, click the Home tab.

Click Policies.

Right-click a selected Group Multi-Principal Collaborative policy and select Edit.
In the Policy Editor, click Provisioning Options.

Click Link Action Block.

Select the Action Block you want to link.

Click OK.

Creating a Target Paths Action Block

Use Target Paths Action Blocks to standardize the placement rules for the managed path, as well as
the paths to the shares where managed paths will be hosted.

1

In SMAdmin, click the Home tab.

2 Click Action Blocks.

3
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From the Manage menu, select New > Target Paths.




Create New Target Paths Action Block

Mame

o | ol |

4 Enter a descriptive name for the new Action Block and click OK.
The following page appears:

Action Block Editor - User Target Paths - o IEH
General Target Paths

Placement Rules
09 TargetPaths

£ Optons L

o e
EL Linked Policies Leveling

| [T

Leveling Length 0

Paths

€ Add

Path —

5 Click Add to access the Path Browser.

6 Browse to the location of the target path you want and click Add to add the target path to the
Selected Paths pane.

7 Click OK to close the Path Browser.

8 In the Placement Rules region, specify a Distribution field setting and if you choose, Leveling
parameters.

For more information on target path distribution and leveling, see Section 6.5.4, “Setting Target
Paths,” on page 54.

9 Click Apply.
10 Click OK.

Linking a Target Paths Action Block to a Policy

These procedures specify how to link a Target Paths Action Block to an existing policy. You can also
link a Target Paths Action Block to a new policy as you create one.

1 In SMAdmin, click the Home tab.

2 Click Policies.

3 Right-click a selected policy and select Edit.
4 In the Policy Editor, click Target Path Options.
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5 Click Link Action Block.
6 Select the Action Block you want to link.
7 Click OK.

Actions

In managing user and collaborative storage with Storage Manager, there are cases when you need to
retroactively apply policies, rights, attributes, and quotas to existing user storage, or perform some
administrative corrective action or operation on a large set of users, groups, or containers.

In Storage Manager, performing these types of operations is collectively referred to as performing a
Management Action and is done through the Take Action page.

You can perform a Management Action on an organizational unit, a Group object, or a User object.
Management Action operations on a Group object apply to users who are members of the group.
Management Action operations on an organizational unit apply to users in the organizational unit, and
optionally to all subordinate organizational units.

IMPORTANT: The Management Actions vary based on whether the selected mode is User, Group,
or Container. For example, if Group mode is selected, the Management Action will be performed for
collaborative storage processing using Dynamic Template processing. If Collaborative mode is
selected, the Management Action will be performed for container based collaborative storage.

Storage Manager analyzes each User object independently, regardless of whether the Management
Action is initiated via organizational unit, Group objects, or User objects.

+ “Management Actions Dialog Box” on page 268

+ “Available Management Actions” on page 270

Management Actions Dialog Box

Whenever you initiate a Management Action, you work in a dialog box similar to the one below. A
description of the components follows the graphic.
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Figure 13-19 Management Action Dialog Box

Take Action - User Mode - o IEEH
& User Mode » [ﬁj:, Consistency Check | 3¢, Management Action v | () Refresh Results
Consistency Check Targets

@ Add @ Select All €3 Select None

FDN

/| Home Folder Remote Desktop Services Home Folder
Profile Path Remote Desktop Services Profile Path

Auxiliary

| Process Subcontainers Mask

@ Select All Q Select None 0 Add to Targets
Results | Primary Path Statistics

Mame a4 | DS Path Path Type D5 Path Exi... |Policy Flags Rights Quota | Manageme... |MgmtPath Mgmt Path ... | Paths Match

Execute: Clicking this button executes the management action.

Mode: This drop-down menu lets you indicate if the Management Action is to apply to a User, Group,
or Container policy.

Consistency Check: This button lets you perform a consistency check before determining what
Management Actions to perform. You can also use the Consistency Check button to view the results
after you perform a Management Action.

A consistency check notifies you of inconsistencies or potential problems pertaining to user and
group storage being managed through Storage Manager. These potential problems might be missing
storage quotas, inconsistent directory attributes, missing and inconsistent managed paths, and more.

In addition to reporting on storage issues, consistency check reports let you review current quota
assignments and can help you with the design and planning of storage policies. In Section 5.3,
“‘Running Consistency Check Reports on Existing Storage,” on page 35, you ran a consistency check
before creating your first primary user policy to help you determine how to configure the policy.

Management Action: This drop-down menu lets you change from one Management Action to
another while you are in the dialog box.
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Refresh Results: This button refreshes the results displayed in the bottom pane of the dialog box.

Top Left Pane: The fields, options, and check boxes in this region vary based on the Management
Action you are performing. In some cases, there is nothing in this region, because there are no
settings to create. This region includes some powerful options for Management Actions, including the
following:

+ Process Subcontainers

+ Mask
When you perform a Management Action on an organizational unit, Storage Manager applies the

action to all subcontainers. If you do not want the action applied to subcontainers, you can deselect
the Process Subcontainers check box.

For Management Actions performed on organizational units or Group objects, you can enter a search
filter in the Mask field to limit the number of objects that Storage Manager analyzes. You can enter
standard wildcard characters with multiple strings separated by the “|” character.

Top Right Pane: This part of the dialog box lets you add, delete, or select objects to which the
Management Action applies.

Bottom Pane: This part of the dialog box displays the results after the Management Action has taken
place. To expand the viewable area, click the *.

Available Management Actions

+ “Manage” on page 270

+ “Enforce Policy Path” on page 271

+ “Groom” on page 271

+ “Apply Attributes” on page 271

+ “Apply Home Drive” on page 271

+ “Apply Members” on page 271

+ “Apply Owner” on page 271

+ “Apply Quota” on page 273

+ “Apply Permissions” on page 273

+ “Apply Template” on page 273

+ “Clear Managed Path Attribute” on page 273
+ “Recover Managed Path Attribute” on page 274
+ “Assign Managed Path” on page 274

+ “Directory Merge” on page 274

+ “Remove from Engine Database” on page 274

Manage
This Management Action catalogs objects in Storage Manager, putting them in a managed state.

If the existing objects already have established managed paths, attributes, and rights, Storage
Manager does not change these settings, nor does it enforce policy paths, grooming, and quota
management. If you need to change attributes and rights, or enforce policy paths, grooming, and
quotas, you can do so through the specific Management Actions.

Reference



If these existing objects do not have established managed paths, Manage creates the managed paths
and sets the rights, attributes, quotas, etc. according to the policies that apply to the objects.

Enforce Policy Path

This Management Action moves data to where the policy’s target path specifies. If you decide to
move your user home folders from one location to another, you can simply change the target path in
the policy and then select Enforce Policy Path to move the home folders.

The Enable pre-stage data copy option lets you copy data without alerting you to failures if there are
files open. When a user is moved in Active Directory and the policy dictates that the home folder is to
be moved to a new target path, this option allows for all closed files to be moved. At a later time, you
can go back and run an Enforce Policy Path Management Action without the Enable pre-stage data
copy check box selected, to move the files that were previously open.

Groom

This Management Action carries out file grooming according to the file grooming specifications in the
applied policy.

Apply Attributes

This Management Action lets you apply file system attributes. If you decide to modify the file system
attributes in a policy, you can select Apply Attributes to immediately apply the new attributes for all of
the affected objects.

If you cataloged existing objects with existing managed paths through Manage, the attributes for the
managed path are not modified once the object’'s managed path attribute is cataloged (see Manage
above). If you want to modify the original attributes of the managed path, you can do so through the
settings in the in the left pane of the Apply Attributes dialog box.

Apply Home Drive

When the Home Folder check box is selected, this Management Action changes the home drive letter
for the user that is assigned under Active Directory, to the drive letter that is specified in the Storage
Manager policy.

If you have a Storage Manager Remote Desktop Services home folder policy and you want to apply
the drive letter that is established in that policy, you can select the Remote Desktop Services Home
Folder check box.

NOTE: The new drive letter does not take effect until the user logs out and then logs in again.

Apply Members

This Management Action is included to create the owner folder and personal folders in a collaborative
storage area, where these folders did not exist previously. You must first modify the collaborative
storage template in the policy to include -OWNER- and -MEMBER-. For more information, see
Chapter 8, “Managing Collaborative Storage,” on page 87.

If you do have personal folders in the collaborative storage area and you later change the rights on
-MEMBER-, you use the Apply Members Management Action to enforce the new rights.

Apply Owner

This Management Action lets you set ownership of the home folder and home folder contents.
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Figure 13-20 Apply Ownership Management Action Page

Take Action - User Mode - o I EH
@@ Preview 1) Execute i User Mode » [915 Consistency Check | ¢ Management Action ~ | ¢} Refresh Results
Apply Ownership Targets (1)
Set Target Folder Owner & Add @ Select All €) Select None

FDN
W i CN=Lance Jones,OU =Employees, OU=Atlanta,0U=NFMS,DC=nfms, DC=utopia,DC=nov...

)

Set Contents Owner

0}

| Home Folder Remote Desktop Services Home Folder
Profile Path Remote Desktop Services Profile Path
Auxiliary

| Process Subcontainers Mask

@ Select All Q Select None @ Add to Targets

Name 4 | Path Type Action Status

NOTE: The ownership specifications you make on the page shown above are applied to folders and
files that exist at the time the Management Action takes place. The ownership of files and folders that
are created later is not affected by this action. For example, if a user's home folder is moved due to
an Enforce Policy Path action, the ownership of the user’s home folder will be determined by the
settings in the policy.

Set Target Folder Owner: Select this check box to specify that the ownership applies only to the
home folder and not to any subfolders.

Use policy-defined ownership: This option sets the home folder owner according to the specified
owner in the Path Owner field of the policy.

Set to target object: When this option is selected, each of the selected users’ home folders is set to
have that user object as the owner.

Set to explicit object: This option lets you browse to select a specific owner for the home folder.

Set Contents Owner: Select this check box to specify that the ownership applies to the subfolders
and files contained in the home folder.
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Use policy-defined ownership: This option sets the home folder contents owner according to the
specified owner in the Path Owner field of the policy.

Set to target object: When this option is selected, each of the selected users’ home folders is set to
have that user object as the owner.

Set to explicit object: This option lets you browse to select a specific owner for the contents of the
home folder.

Specify the policy types you want this Management Action to apply to by selecting from the policy
type check boxes.

Process Subcontainers: Selecting this option specifies that you want the settings on this page to
apply to users that reside in the subcontainers within the container where this policy is applied.

Mask: For Management Actions performed on organizational units or Group objects, you can enter a
search filter in the Mask field to limit the number of objects that Storage Manager analyzes. You can
enter standard wildcard characters with multiple strings separated by the “|” character.

Apply Quota

This Management Action lets you apply managed path quotas. If you decide to modify the quota
settings in a policy, you can select Apply Quota to immediately apply the new quota setting to all of
the affected users.

If you cataloged existing network users with existing home folders through Manage, there might be no
quota settings for the user home folders. Or, the quota settings might be inconsistent with those
specified in the policy. If you want to establish or reset the quota for the home folder, you can do so
through the settings in the left pane of the Apply Quota dialog box.

Apply Permissions

This Management Action lets you apply NTFS file system permissions. If you decide to modify the file
system permissions in a policy, you can select Apply Permissions to immediately apply the new
permissions for all of the affected users.

Apply Template

This Management Action lets you apply a template specifying how to provision user or collaborative
storage. If you decide to modify the template in a policy, you can select Apply Template to
immediately apply the new template structure to all of the affected users. This can be especially
useful if you need to quickly provision a new subfolder with a document, such as a new health
benefits document for all employees. All you need to do is modify the template to include the new
subfolder and document inside the subfolder and then use Apply Template to provision it to
everyone.

If you cataloged existing network users with existing home folders through Manage, the file structure
created by the template is not modified after the user and his or her associated home folder are
cataloged (see Manage above). If you want to modify the original file structure for the home folder,
you can do so through the settings in the in the left pane of the Apply Template dialog box.

Clear Managed Path Attribute

This Management Action removes the managed path attribute so you can create a new one.
Administrators might find this useful when users have invalid values for their home folder attributes
and want to start over by creating new ones.
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Recover Managed Path Attribute

If the attribute for a user home folder, profile path, Remote Desktop Services home folder, or Remote
Desktop Services profile path ever becomes corrupted, this Management Action can be used to
recover an uncorrupted version of the attribute from the Storage Manager database.

Assign Managed Path

You can use this Management Action to assign an attribute to a user folder, profile path, Remote
Desktop Services home folder, or Remote Desktop Services profile path.

Directory Merge

This Management Action lets you merge contents of one home folder with those of another. This is
especially useful if a user leaves an organization and you want to transition the files from the former
user to another user. Another example might be if a user has two home folders and you want to
merge the contents into one.

Remove from Engine Database

This Management Action removes objects from the Storage Manager database and makes the object
unmanaged.

Events

This page displays a list of pending events for the Engine. All of the pending events are listed with
details on the status of those events. Some events process very quickly and might actually be
completed before they can be viewed in the list. Other events might remain in the queue for a long
time, waiting for some condition to be met before they can be completed.

Clicking a listed event or events activates the toolbar. The toolbar has the following options:
Properties: Displays event properties such as FDN, ID, Action, and Current Status.

Make Eligible: If an event is deferred, you can click this option to make the event eligible
immediately.

Defer: If an event is eligible, you can click this option to manually defer it to a specific date. The
chosen deferral date is displayed in a Notes field. You can also enter any notes explaining the reason
you are deferring the event. Text from the Notes field is also displayed in the Deferred Notes field of
the Properties dialog box.

Configure: Lets you adjust the time parameter for making pending events eligible for display as
deferred events.

The default setting is one hour, meaning that any pending events scheduled to be addressed within
one hour will be displayed when the Active Only menu option is selected. Those events scheduled to
be addressed later than one hour will be displayed when the Deferred Only menu option is selected.
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Figure 13-21 Configure Pending Event Defer Time Dialog Box

Configure Pending Event Defer Time E3

Events having a next eligible processing time greater than or equal to this
value will only be displayed in the Deferred Events tab.

Minimum Defer Time: 1] 3 |H|:|urs hd || O‘- |

| OK | | Cancel |

Bypass: Lets you bypass the status that is holding up the event.
Abort: Lets you terminate the selected event or events.
Refresh: Refreshes the event list.

View Events: Lets you filter the displayed events by displaying All, Active, or Deferred pending
events.

NOTE: These settings are persisted across Engine restarts. Therefore, if you stop processing and
restart the Engine or the server hosting the Engine reboots for some reason, event processing will
remain off until you turn it back on.

+ Accepting: A green check mark indicates that Storage Manager is accepting events to process.
You can stop accepting events to process by clicking this button. You are prompted to enter text
in a field indicating your reason for stopping the acceptance of events. The text you enter is
recorded on the Engine Status page.

+ Processing: A green check mark indicates that Storage Manager is processing events. You can
stop processing events by clicking this button. You are prompted to enter text in a field indicating
your reason for stopping the processing of events. The text you enter is recorded on the Engine
Status page.

Path Analysis

The Path Analysis page shows a tree view of your network storage and provides various storage
reports. These reports are a quick way to determine the trustees of a share or folder, the number of
files and file types in a given folder, whether a quota is assigned to a folder and if so, how much, and
the permissions assigned to individual files.

NOTE: Whether managed by Storage Manager or not, all of the storage visible in the left panel is
eligible for path analysis.

Use the left pane to browse and select network shares and folders. Use the right pane to view the
files within a selected folder.

Clicking a share or folder in the left pane activates the toolbar. The toolbar has the following options:
Information: Lets you view a variety of information pertaining to a selected share or folder.

+ Quota: Specifies if quota is set for a folder, the quota size, and the amount of free space
remaining in the folder.
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+ File Types: Categorizes the content of the selected folder by displaying the various file types, the
total number of each file type, and the total size of each file type. For example, to know if a user
is storing non-work related files in his or her home folder and the total size of these files, you
could use this feature to quickly determine this information.

+ Permissions: Opens the View Permissions dialog box, which lists all users and objects that have
any type of rights to the selected share, folder, or file. The View Permissions dialog box also
indicates the permissions that each of these users and objects have as well as how these rights
are obtained.

Tools: Lets you create, rename, and delete folders within the network file system.

Rebuild: Rebuilds your storage resource list. You might need to do this to display the storage
resource list structure after it has been modified.

Refresh: Refreshes the view within the Path Analysis page.

File Permissions: This opens a dialog box displaying all the objects that have permissions to a
selected folder, the specific permissions, and how those permissions were obtained.

Filter: This lets you filter the view of the subfolders for a specified folder.

Operations

The Operations page provides you the ability to perform operations outside of policy-based managed
storage. The available Operation types are:

+ Copy: A copy operation can be used to copy the data of any arbitrary path to another.
+ Groom: A groom operation can be used to vault data from any arbitrary path to a vault location.

Operations can be run once, scheduled to run once in the future, or can be run on a regular
occurrence. Each operation has a specific event and their status can be monitored via Events.
Multiple operations can be created and run in parallel. Likewise, any number of scheduled operations
can be created and run in parallel.

Unless an operation is scheduled, the copy or groom operation takes place immediately. To check on
its status, click Events.

Performing a Copy Operation

Copy operations copy folders and their contents to a target parent folder. If the parent folder does not
have a subfolder with the name of the folder being copied, it will create a new subfolder with that
name. If it already has a subfolder with the same name, it will merge the contents of the folder into the
existing subfolder with the same name and then, based on your overwrite settings, either overwrite
the same named files or not copy the same named files.

NOTE: In previous versions of Storage Manager, this operation was called a “Data Management”
operation. If you have previously scheduled Data Management tasks, they will still continue to work.
They have just been renamed to Copy Operation.

1 In SMAdmin, click the Home tab.
2 Click Operations > Copy.
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Copy Operation IEd

Source Path: | | Browse

Target Parent Path: | | Browse

Copy Options
|:| Owerwrite existing data

Copy Security

Copy Quota
|:| Remove Source after copy
[ ] skip open files

3 Click the Browse button to select a folder for the Source Path field.
4 Click the Browse button to select a folder for the Target Parent Path field.
This is the parent folder where the copied folder will be structured as a subfolder.

5 (Conditional) If you want to overwrite the existing data in the target folder, select the Overwrite
existing data check box, and then specify either the Always or Only if newer option.

+ Always: Duplicate named files on the target will always be overwritten by the source file.

+ Only if newer: Duplicate named files on the target will only be overwritten if the
modification timestamp on the source is newer than the timestamp of the file on the target.

If no option is selected, all duplicate named files will not be copied.
6 Select from the following options:

¢ Copy Security: Maintains the file permissions from the source location to the destination
location.

+ Copy Quota: If the target supports quota management, maintains the disk quota settings
from the source location to the destination location.

+ Remove Source after copy: Removes the folder from its original location in the file system
after it has been copied.

+ Skip open files: Skips all of the files that are opened from the source folder.

With copy operations, Storage Manager does not attempt to copy skipped files later. You
might want to therefore schedule a copy operation during a time when users are logged out.
For procedures on scheduling a copy operation, see Section 13.1.11, “Scheduled Tasks,”
on page 279.
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Performing a Groom Operation

Groom operations remove files from any arbitrary path to a vault location. The files that are groomed
are in accordance to the specifications that you establish in an Action Block. For more information on
Action Blocks, see Section 13.1.5, “Action Blocks,” on page 257.

1 In SMAdmin, click the Home tab.
2 Click Operations > Groom.

Groom Operation

[
Filter Action Blodk: ||
Source Path:
Target Path:
Security Options
Copy Security ]

3 Click Choose Filter, select an Action Block, and click OK.
4 Click the Browse button to select a folder for the Source Path field.
5 Click the Browse button to select the vault location for the Target Path field.

6 (Conditional) If you want you users to be able to continue to access groomed files from the new
vault location, select the Copy Security check box and choose one of the following options:

+ Merge Permissions: Merges permissions from the source to the target if the target
contains permissions that are not present in the source. This applies to all folders and files
in the source folder structure.

+ Overwrite Permissions: Overwrites permissions in the target with those found in the
source. This applies to all folders and files in the target folder structure.

7 Click Submit.

Scheduling Operations

Operations are scheduled through the Scheduled Tasks page. For information on scheduling copy
and groom operations see Section 13.1.11, “Scheduled Tasks,” on page 279.
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13.1.11

Cross-Empire Data Migrations

For customers who have purchased either the eDirectory to Active Directory Cross-Empire Data
Migration Solution Pack, or the Active Directory to Active Directory Cross-Empire Data Migration
Solution Pack, this page is the means of launching either Cross-Empire Data Migration project.

+ For information and procedures on performing an eDirectory to Active Directory Cross-Empire
Data Migration, see Chapter 10, “Performing an eDirectory to Active Directory Cross-Empire
Data Migration,” on page 125.

+ For information and procedures on performing an Active Directory to Active Directory Cross-
Empire Data Migration, see Chapter 11, “Performing an Active Directory to Active Directory
Cross-Empire Data Migration,” on page 207.

Scheduled Tasks

Use the Scheduled Tasks page to schedule storage resources discoveries and database cleanup
tasks as well as schedule copy and groom operations.

Schedule a Storage Resources Discovery

This task initiates a search within the entire forest domain for any new shares or DFS namespaces.
Depending on the size, configuration, and topology of your network, this can take a significant
amount of time.

1 In SMAdmin, click the Home tab.

2 Click Scheduled Tasks.

3 From the list of scheduled tasks, double-click Storage Resources Discovery.

4

In the Schedule Start region, set the time and data parameters when you want the storage
resources discovery to take place.

a

In the Schedule Recurrence region, specify the frequency of the storage resources discovery.
6 Click OK.

Run a Storage Resources Discovery

In addition to scheduling a storage resources discovery, you can run the storage resources discovery
immediately.

1 In SMAdmin, click the Home tab.
2 Click Scheduled Tasks.
3 From the list of scheduled tasks, right-click Storage Resources Discovery and select Run.

4 Click Yes in the confirmation dialog box.

Schedule a Database Cleanup

A database cleanup reduces database bloat that can affect Storage Manager performance. A
database cleanup does the following:

+ Removes old scan entries
+ Removes deleted path history entries
+ Removes deleted object entries
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+ Removes events that are marked as completed
+ Cleans up DS objects based on their delete time
+ Removes orphaned action blocks

While the database cleanup is in process, event processing is turned off. Once the cleanup finishes,
event processing is turned on.

In SMAdmin, click the Home tab.
Click Scheduled Tasks.

From the list of scheduled tasks, double-click Database Cleanup.

H WO DN -

In the Schedule Start region, set the time and data parameters when you want the database
cleanup to take place.

a

In the Schedule Recurrence region, specify the frequency of the database cleanup.
6 Click OK.

Run a Database Cleanup

In addition to scheduling a database cleanup, you can run a database cleanup immediately.

1 In SMAdmin, click the Home tab.

2 Click Scheduled Tasks.

3 From the list of scheduled tasks, right-click Database Cleanup and select Run.
4 Click Yes in the confirmation dialog box.

Schedule an Operation

1 In SMAdmin, click the Home tab.
2 Click Scheduled Tasks.
3 Click Add.
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9 In the Schedule Recurrence region, specify the frequency of the operation.

Schedule ==
Task Mame: | — Select Task — V| | Options |
Description:

Schedule Start
Engine Local Time: |12:DI]:DI:I AM e
Engine Local Start Date: | Monday , June 20,2016 @ w
Schedule Recurrence
) Onee
® Daily
0 weekly |sunday
() Monthly
1 5
First Sunday
oK | | Cancel

From the Task Name drop-down menu, select an operation.

Click Options to access the task-specific dialog box.

Enter the settings in the dialog box and click Save or OK.

In the Description field, enter a description of the operation.

In the Schedule Start region, set the time and data parameters when you want the operation to

take place.

Click OK.
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Storage Resources

This page lets you rebuild the storage resource cache used in Storage Manager. Because Storage
Manager uses the storage resource cache to accelerate operations, there might be times when you
need to use this page to populate the cache with new shares.

Figure 13-22 Storage Resources Page
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Rebuild: Clicking this button initiates a search within the entire forest domain for all available shares
or DFS namespaces. When you create or edit a policy, you might need to rebuild the list if the share
or DFS namespace you need does not appear in the storage resource list. Depending on the size,
configuration, and topology of your network, this can take a significant amount of time.

Set Schedule: Allows you to set the schedule for rebuilding the storage resource cache.

Path Analysis: Clicking this button opens the path analysis page for the selected share, allowing you
to browse it and do path analysis on any folder you select.

Search: Provides a search field for storage resources.
Last Rebuild Time: Displays the last date and time that the storage resource list was rebuilt.
Last Rebuild Duration: Displays the length of time it took to generate the new storage resource list.

Next Rebuild Time: Displays the date and time when Storage Manager next rebuilds the storage
resource list. Unless rebuilt through the Rebuild button, the storage resource list is rebuilt
automatically at midnight each day.
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Displaying Windows Server Clusters

If a Windows Cluster File Server Resource is not displayed in the Storage Resource List, verify that
the Description field of the cluster file server resource includes the words cl ust er and virtual . If
these two words are not included in the description, Storage Manager cannot see it as a storage

resource.
SGAD-VS1 Properties [2 ]

General |Opemting System I Member Of | Delegation | Location I Managed By I DiglHn |

uld  NVB-MAIN

Computer name (pre-Windows 2000): | SGAD-VS |

DNS name: | SGADVE1 SAWGRASS-FOREST.DEV.C GNDRE|

DC Type: |GI|:|I:|aI Catalog |

Site: | Defautt-First-5ite-Mame |

Description: |Fai|nuer cluster virtual network name account |

NTDS Settings. ..

[41]

0K || Cancel Aoply =

Once you modify the description in the Description field, you can perform a storage resources
discovery from the Scheduled Tasks page to add the resource to the Storage Resource List. For more
information, see “Run a Storage Resources Discovery” on page 279.

GSR Collector

+ “GSR Collector Configuration” on page 284

+ “GSR Collector Configuration Scenarios” on page 287
The Global Statistics Report (GSR) Collector is a multi-purpose mechanism that collects data for
storage usage statistics and policy-based storage redistribution, generates reports on anomalies

such as a user with a non-existent home folder, and catalogs objects and their paths for historical
purposes.
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The data collected by the GSR Collector has four primary uses:

+ GSR Collector Anomaly Analysis
+ Global Statistics

+ History

+ Policy-based Path Redistribution

Your usage of the GSR Collector data may be specific to all of these or some subset. You should
analyze your needs of the feature set it provides and weigh them with the frequency and scope that
best suits your needs.

For example, Anomaly Analysis may be an important tool for helping you determine the state of your
unmanaged data when you have no configured policies or when you're initially implementing Storage
Manager. Thereafter, you may not need to examine the reports on a daily basis. In this case, after
your policies are configured and users are managed, you might opt to change the schedule of the
GSR Collector to run weekly.

NOTE: GSR Anomaly Analysis is discussed in Section 13.2.3, “GSR Anomaly,” on page 318.

The Global Statistics provided by the GSR Collector offer insight into how your storage is being
consumed by the supported categories of objects (e.g. user and collaborative) but it comes at a price.
It can be expensive to run if you do not have quotas enabled via File Storage Resource Manager
(FSRM) or your managed storage resources primarily consist of NAS devices.

Alternatively, you might find that the Global Statistics are less important in lieu of your need for a finer
granularity of historical data. The same size data used for the Global Statistics is also used for Policy-
based Path Redistribution. Depending on the policies for which you plan to redistribute data, you
might configure the GSR Collector to perform a Complete Inspection on the paths for a specific policy.
Thus eliminating the need to wait for Complete Inspection to be performed needlessly against all
storage resources.

The GSR Collector is designed to be run on a scheduled interval so that you can collect the
appropriate data to provide the necessary granularity for your needs. By default, the GSR Collector
will not run unless you run it manually or configure it to run based on a schedule.

Performance Caveats

Due to the number of objects, amount of data to scan, and your configuration, the GSR Collector can
be resource intensive and long running. By default, it will collect data on all objects and accessible
shares in Active Directory. This default configuration is not ideal for most Storage Manager
deployments. However, the configuration of the GSR Collector allows you to scope it according to
your needs. You are encouraged to scope it according to the objects and shares that will be managed
by Storage Manager. You should be careful when running the GSR Collector during peak traffic load
on the Engine.

GSR Collector Configuration

The default configuration of the GSR Collector forces it to behave in a manner consistent with legacy
versions of the product. However, it is not optimal for most deployments. The GSR Collector can be
scoped by File System and Directory Service parameters.
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Figure 13-23 File System Configuration Settings for the GSR Collector
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File System

Scope: The file system scope provides the means for you to determine which shares should be
scanned by the GSR Collector. The file system scopes are:

+ All Storage Resources: This is the default option and mutually exclusive of Policy Target Paths

and User Specified Storage Resources. This will cause the GSR Collector to scan the root of all
shares that appear in Storage Resources for size and anomaly data. This can take a significant
amount of time to complete depending on the share type, contents, and the chosen Size
Gathering option. In large environments, this is not the recommended configuration.

Policy Target Paths: This option can be checked separately or combined with User Specified
Storage Resources for greater flexibility. This will cause the GSR Collector to only scan paths
defined as policy target paths for size and anomaly data. After you have your storage managed
by policy, use this option to limit the scope and provide meaningful size and anomaly analysis
data for the storage resources that matter most.

User Specified Resources: This option can be checked separately or combined with Policy

Target Paths for greater flexibility. This will cause the GSR Collector to only scan paths defined
by you for size and anomaly data. When running the GSR Collector for the first time, this option
serves as the best choice because it allows you to target specific paths and storage resources.
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Size Gathering: The size gathering options allow you to control the method by which aggregate size
data for global statistics and policy-based path redistribution is collected.

+ Complete Inspection: This is the default option. To collect size data, folders are checked for
quota. If quota is determined to be supported by the hosting server and the folder has a quota,
FSRM is queried to obtain the relevant data. In the case where the folder does not have a quota
managed by FSRM or it simply has no quota at all, the folder is traversed to collect size data of
all files.

+ Limit to Storage Resources that have quota enabled: If quota is determined to be supported
by the hosting server and the folder has a quota, FSRM is queried to obtain the relevant data.
The folder must have a quota set to eliminate brute force enumeration to collect size data.

+ No Size Collection: No size data collection is attempted.
Anomaly Analysis: The file system anomaly analysis provides the means for you to determine the
level of anomaly analysis. The options are:

+ None: Anomaly analysis will not be performed.

+ Simple: This is the default option and sufficient for most purposes. The following anomalies are
reported:

+ Attribute Value Missing: The respective path attribute (e.g. home folder) does not have a
value.

+ Path Missing On Disk: The respective path attribute value cannot be found on disk.

+ Path Validation Issue: Attempting to retrieve or verify the existence of the respective path
attribute value failed.

+ Name Mismatch: The respective leaf path value does not match the object’s name value.

+ Path Mismatch: The respective path attribute value does not match the last known
managed path database entry.

+ DS Path Duplicate Value: Two or more objects have been detected that contain the same
path for the respective path attribute.

+ DS Path Crosstalk Parent: The object’s respective path attribute has been detected as
being the parent of another object’s path attribute.

+ DS Path Crosstalk Child: The object’s respective path attribute has been detected as
being the subordinate of another object’s path attribute.

+ Orphan Path Candidate: The path is directly subordinate to a path at which other DS-
associated paths have been found, but has not been detected as being associated with any
DS object via a path attribute.

+ Full: Reports additional policy related anomalies.

+ Policy Not Found: The respective auxiliary policy attribute entry references an auxiliary
policy that was not found in the database.

+ Policy Object Not Managed: Effective policy calculations indicate that a policy is effective
for the respective object and path type, but the object is not known to be managed.

+ Policy Mismatch: The respective path is indicated as being managed in the database, but
the policy under which it is currently managed does not match what effective policy
calculation indicates it should be.

+ Policy Validation: An error occurred while attempting to calculate effective policy for the
object and respective path type.
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Directory Service

Container Scope: The directory service container scope provides the means for you to determine
which containers should be enumerated by the GSR Collector for Anomaly Analysis, Global
Statistics, and History. The container scopes are:

+ All Containers: This is the default option and mutually exclusive of Policy Associated Objects
and User Specified Containers. This will cause the GSR Collector to enumerate all object types
specified by the Object Scope for size and anomaly data.

+ Policy Associated Objects: This option can be checked separately or combined with User
Specified Containers for greater flexibility. This will cause the GSR Collector to only enumerate
and evaluate objects that are associated to policies. After you have your objects managed by
policy, use this option to limit the scope and provide meaningful anomaly analysis data for the
objects that matter most.

+ User Specified Containers: This option can be checked separately or combined with Policy
Associated Objects for greater flexibility. This will cause the GSR Collector to only enumerate
and evaluate objects defined by you for size and anomaly data. When running the GSR Collector
for the first time, this option serves as the best choice because it allows you to target specific
objects for analysis.

The containers specified in the container scope are searched recursively for object types configured
in the Object Scope.

Object Scope: The directory service object scope provides the means for you to determine which
object types and path types should be enumerated by the GSR Collector for Anomaly Analysis,
Global Statistics, and History. The object scopes and path types are:
+ Users
+ Home Folder
+ Profile Path
+ Remote Desktop Services Home Folder
+ Remote Desktop Services Profile Path
+ Auxiliary (ccx-FSFAuxiliaryStorage)
+ Groups — Collaborative managed path (ccx-FSFManagedPath)
+ Containers — Collaborative managed path (ccx-FSFManagedPath)

GSR Collector Configuration Scenarios

+ “All Storage Resources + Complete Inspection” on page 287
+ “All Storage Resources + Limited to Storage Resources that Have Quota Enabled” on page 288

+ “All Storage Resources + No Size Collection” on page 289

All Storage Resources + Complete Inspection

This default configuration will cause the GSR Collector to enumerate all shares found in Storage
Resources. During the enumeration, child folders at the root of shares are inspected for anomaly
analysis and checked to determine if they have a quota applied to them via File Server Resource
Manager (FSRM). If they have a quota, FSRM is queried to obtain it. In the case where a server
hosting a share does not support quota (e.g. FSRM is not installed, the server is a NAS device) a
brute force enumeration of the child directories is performed to collect size data for statistics and
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policy-based storage redistribution. Depending on the number of directories and their contents, this is
a time consuming and resource intensive operation. While it ensures that all of the available shares
are scanned, it is not the most efficient use of the GSR Collector.

Figure 13-24 All Storage Resources + Complete Inspection

GSR Collector Engine: astinus Version: 5.0.0.23
Home | Configure
File System Directory Service
Scope Paths
All Storage Resources
Policy Target Paths
[] Policy Targ =
[] User Specified Storage Resources
Size Gathering
® Complete Inspection
Limit to Storage Resources that have quota enabled
No Size Callection
Apply

All Storage Resources + Limited to Storage Resources that Have Quota Enabled

This configuration will cause the GSR Collector to enumerate all shares found in Storage Resources.
During the enumeration, child folders at the root of shares are inspected for anomaly analysis and
checked to determine if they have a quota applied to them via FSRM. If they have a quota, FSRM is
queried to obtain it. This configuration is more efficient than Complete Inspection. However, if you
have folders that do not have quota, there will be size data missing from Global Statistics and Policy-
based Path Redistribution that would skew your results.
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Figure 13-25 All Storage Resources + Limited to Storage Resources that Have Quota Enabled

GSR Collector
Home | Configure
File System Directory Service
Scope

All Storage Resources
[] Policy Target Paths

[[] user Specified Storage Resources

Size Gathering

Complete Inspection

®) Limit to Storage Resources that have quota enabled

Mo Size Collection

All Storage Resources + No Size Collection

This configuration will cause the GSR Collector to skip enumeration of all shares found in Storage

Paths

Path

Engine: astinus Version: 5.0.0.23

Apply

Resources for size related data. If Global Statistics are not needed on a regular basis or you have a
need for finer granularity in your historical data, this option may be best suited for your goals.

However, if you choose this option, there will be no size data to drive Global Statistics and Policy-

based Path Redistribution.

Figure 13-26 All Storage Resources + No Size Collection

G5R Collector
Home | Configure

File System Directory Service
Scope

All Storage Resources
[] Policy Target Paths

[] User Specified Storage Resources

Size Gathering
Complete Inspection

Limit to Storage Resources that have quota enabled
@) Mo Size Collection

Paths

Path

Engine: astinus Version: 5.0.0.23

Apply
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13.1.14

Forest Trusts

+ “Overview” on page 290
+ “Configuring a Forest Trust” on page 291
+ “Managing Forest Trusts” on page 300
¢ “Cross-Forest Data Management” on page 309
Forest trust relationships provide security across multiple Active Directory forests. Before you can

authenticate across trusts and migrate folders from one forest to another, Windows must first
establish a trust path between the forests.

Overview

Storage Manager has limited support for forest trusts for Active Directory to Active Directory Cross-
Empire Data Migration and for managing storage resources in another forest. The trust cannot be
leveraged to monitor for events in another forest.

To configure a supported forest trust, see “Configuring a Forest Trust” on page 291. After a forest
trust is configured for use, you will need to set the appropriate permissions on shares so that they can
be made available for access and management.

After a supported forest trust is established, SMAdmin can be used to enable it for use. Multiple forest
trusts can be established and configured for use.To enable an established forest trust for use, refer to
“Managing Forest Trusts” on page 300.

Table 13-1 Supported Trusts

Trust Type Direction Scope of Authentication Supported
External One-way or two-way Selective or Forest-wide  No

Realm One-way or two-way Selective or Forest-wide  No

Forest One-way or two-way Selective No

Forest One-way incoming or two-way Forest-wide Yes
Shortcut One-way or two-way Selective No

Active Directory Cross-Empire Data Migration Trust Scenarios

One-way Incoming

In this scenario, a one-way incoming trust has been established between Forest A and Forest B.
Here, Storage Manager will copy data and permissions from storage resources in Forest B to Forest
A
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Figure 13-27 One-way: Incoming Forest Trust

Direction of Access
et i

Forest A—
Target Domain

Forest B —
Source Domain

Direction of Trust—
Cne-way: Incoming

Two-way

In this scenario, a two-way trust has been established between Forest A and Forest B. Here, Storage
Manager will copy data and permissions from storage resources in Forest B to Forest A.

Figure 13-28 Two-way Forest Trust

Forest A —
Target Domain

Forest B —
Source Domain

TwWo-Wway

Trusted Resource Management Scenario

In this scenario, a one-way incoming trust has been established between Forest A and Forest B.

Here, Storage Manager will monitor for events in Forest A account forest and manage data in the
Forest B resource forest.

Figure 13-29 One-way: Incoming Trust

Forest A — Forest B —

Account Domain Re=ource Domain

Direction of Trust—

One-way: InComing

For more information on Active Directory Domains and Trusts, see https://technet.microsoft.com/en-
us/library/cc770299.aspx.

Configuring a Forest Trust

1 On a server in the target forest in which Storage Manager is installed, open Active Directory
Domains and Trusts.

2 Right click the target forest in which Storage Manager is installed and click Properties.
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3 In the properties dialog box, click New Trust.

chronicle.local Properties ? | &5

Tiusts | Managed By
Domains trusted by this domain (outgoing trusts):

Domain Name Trust Type  Transitive Properties...

Remaove

Domains that trust this domain {incoming trusts):

Domain Name Trust Type  Transitive Properties...
Femove
| Mew Trust... |
| ok || Ccancel Apply Help

4 In the New Trust Wizard dialog box, enter the DNS name for the incoming forest trust and click
Next.
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New Trust Wizard | X |

Trust Name
You can create a trust by using a NetBIOS or DNS name.

Type the name of the domain, forest, or realm for this tust. f you type the name of a forest, you
must type a DNS name.

Example MetBIOS name: supplierd14nt
Example DMNS name: supplierd-ntemal microsoft.com

Mame:

5 For the Trust Type, select Forest trust and click Next.

New Trust Wizard | £t |

Trust Type

This domain is a forest root domain. i the specified domain qualifies, you can
create a forest trust.

Select the type of trust you want to create.

() Extemal trust
An extemnal trust is a nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

(®) Forest trust
Aforest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

<Back || Ned> | | Cancel
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6 Unless you need a two-way trust, select One-way: incoming and click Next.

Storage Manager supports Two-way or One-way: incoming directional trusts.

New Trust Wizard | £l |

Direction of Trust
You can create ane-way or two-way trusts.
v

Select the direction for this trust.

() Two-way
IUsers in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

(®) One-way: incoming

|Users in this domain can be authenticated in the specified domain, realm, or forest.

() One-way: outgoing
|lzers in the specified domain, realm, or forest can be authenticated in this domain.

7 (Conditional) If you have the necessary permissions, specify Both this domain and the specified
domain and click Next.

Depending on the appropriate permissions that you have as the user you're logged in as, you
can create both sides of the trust relationship.
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Sides of Trust

ff you have appropriate permissions in both domains, you can create both sides of
the trust relationship.

To beqin using a trust, both sides of the trust relationship must be created. For example.,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must alsa be created in the specified domain before authentication traffic will begin
flowing across the tnust.

Create the trust for the following:

() This domain only
This option creates the trust relationship in the local domain.

(#) Both this domain and the specified domain
This option creates trust relationships in baoth the local and the specified domains.
fou must have trust creation privileges in the specified domain.

New Trust Wizard | X |

8 Enter credentials for the specified source domain and click Next.

Specified domain: ephemeris local

Type the user name and password of an account that has administrative privileges in
the specified domain.

User name: | | W |

Password: | |

New Trust Wizard | x|
User Name and Password
To create this trust relationship, you must have administrative privileges for the
specified domain.

Reference

295



296

9 Specify Forest-wide authentication and click Next

Storage Manager requires Forest-wide authentication.

Outgoing Trust Authentication Level—Specified Forest
|Users in the local forest can be autherticated to use all of the resources in the
specified forest or only those resources that you specify. ¥

Select the scope of authentication for users from the local forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the local forest for all resources in the
ephemeris local forest. This option is prefemed when both forests belong to the same
organization.

() Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the ephemeris local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users from the local forest. This
option is prefemed if the forests belong to different organizations.

New Trust Wizard | £l |

10 Review the selected trust settings. If everything is correct, click Next.
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New Trust Wizard | X |

Trust Selections Complete
The Mew Trust Wizard is ready to create the trust.

You have selected the following trust settings:

This domain: chronicle local -
Specified domain: ephemeris Jocal

Direction:
Imcoming: Users in the local domain can authenticate in the specified domain.

Trust type: Forest trust

Transttive: Yes

To make changes to this trust, click Back. To create the trust, click Mext.

<Back | Net> | | Cancel

11 Once the trust is successfully created, click Next.

New Trust Wizard | £t |

Trust Creation Complete
The trust relationship was successfully created.

Status of changes:

Trust relationship created successfully. .
Specified domain: ephemers local

Direction:
Incoming: Users in the local domain can authenticate in the specified domain.

Trust type: Forest tust
Outgoing trust authertication level: Forest-wide authentication.

Transitive: Yes

To configure the new trust, click Mext.

< Back Nest > | | Cancel
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12 To validate the trust, specify Yes, confirm the incoming trust and click Next.

Mew Trust Wizard

Confirm Incoming Trust

[ x|

You should confirm this trust only if the other side of the trust has been created. %

Do you want to confirm the incoming trust ?
() No, do not confim the incoming trust

(®) Yes, confimn the incoming trust

To confim the trust now, click Mext.

< Back

Ned> | | Cancel

13 View the updated status of changes and click Finish.
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New Trust Wizard | X |

Completing the New Trust
Wizard

You have successfully completed the Mew Trust Wizand.

i Status of changes:

The trust relationship was successfully created and ”
confimed.

Route these names to the specified forest :
* ephemeris local

Route these names to the local forest:
* chronicle local

To close this wizard, click Finish.

< Back Finish | | Cancel

14 In the Properties dialog box, view the new Transitive Forest Trust.
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- - 2
chronicle.local Properties I_ILl

Trusts | Managed By
Domains trusted by this domain (outgoing trusts):

Domain Name Trust Type  Transtive Properties...

Domains that trust this domain {ncoming trusts):

Domain Name Trust Type  Transitive Properties. ..
ephemeris local Forest es

| Mew Trust... |

| ok || Cancel Apply Help

15 In the Properties dialog box, examine the properties of the trust by selecting the trust and clicking
Properties.

16 Click OK to close the trust properties dialog box.
17 Click OK to close the domain properties dialog box.

Storage Manager can now be configured to use the trust for Active Directory to Active Directory
Cross-Empire Data Migrations.

Managing Forest Trusts

Once a supported forest trust is established, SMAdmin can be used to enable it for use. Forest trusts
are primarily used for Active Directory to Active Directory Cross-Empire Data Migrations. However,
they can also be used in a scenario where a storage resource resides in a trusted forest.

After a forest trust is configured for use, you will need to set the appropriate permissions on shares so
that they can be made available for access and management.

Multiple forest trusts can be established and configured for use.

Example 1

1 In SMAdmin, click the Home tab.
2 Click Forest Trusts.
If you have configured forest trusts, they will appear in the list of Forest Trusts.
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Forest Trusts Engine: astinus.chronide.local Version: 5.0.0.24

Forest Status
ephemeris.local Trust is fully configured and usable.

lambda.local Failed to retrieve forest status: Access denied because of insufficient rights, privileges, permissions or the file ...

Supported forest trusts will have a check mark next to them. Unsupported forest trusts will be
designated with an exclamation point. The Status column provides descriptive text as to why the
forest trust is unsupported. If you select the check box to enable an unsupported forest trust, you
will receive an error dialog indicating that the forest trust cannot be managed.

The properties for the chronicle.local forest are shown below.

Reference 301



302

Reference

chronicle.local Properties

Trusts. | Managed By

?|)(

Diomains trusted by this domain (outgoing trusts):
Domain Mame Trust Type  Transttive Properties. ..
lambda local Forest fes
Femove
Domains that trust this domain {incoming trosts):
Domain Mame Trust Type  Transttive Properties. ..
ephemeris local Forest fes
lambda local Forest Yes Remove
| Mew Trust... |
| oK || Cancel Apply Help

In the example above, epheneri s. | ocal is supported.




ephemeris.local Properties ? | 25

General | Name Suffix Routing |

This Domain: |u:hroniu:|e.|ou:al |
Cther Domain: |ephemeris.lc:n:al |
Trust type: | Forest

[ ] The other domain supports Kerberos AES Encryption
Direction of trust:

Incoming: Users in the local domain can autherticate in the specified

domain, but users in the specified domain cannot authenticate in the local
domain.

Transitivity of trust:

This trust is forest transitive. Users from indirectly trusted domains within
the erterprise may autherticate in the trusting enterprise.

To confim or reget this trust relationship and update its

routed name suffies, click Validate. Validate

To save a file with the details about the status of the
names associated with this trust, click Save As.

Save As...

OK || Cancel Apply Help

It is supported because it is a one-way incoming trust.

In the example below, | anbda. | ocal is not supported.
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lambda.local Properties 2| x

General | Name Suffic Routing | Buthentication |

This Domain: |chmnicle.lncal |
Other Domain: |Iambda.lcn::al |
Trust type: | Farest

[ ] The other domain supports Kerberos AES Encryption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specified

domain and users in the specified domain can authenticate in the local
domain.

Transitivity of trust:

This trust is forest transtive. Users from indirecthy trusted domains within
the enterprise may authenticate in the trusting enterprise.

To confim or reget this trust relationship and update its

routed name suffixes, click Validate. Validate

To save a file with the details about the status of the
names associated with this trust, click Save As.

Save As..

OK || Cancel Apply Help

While it is a two-way transitive trust, it is configured for selective authentication.
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lambda.local Properties 2| x

| General | Name Suffix Routing | Authertication |

Select the scope of authentication for users in the lambda local forest.

() Forest-wide authentication
Windows will automatically authenticate users from the specified forest
for all resources in the local forest . This option is prefemed when baoth
forests belong to the same organization.

(®) Selective authertication
Windows will not automatically authenticate users from the specified
forest for any resources in the local forest. After you close this dialog,
grant individual access to each domain and server that you want to
make available to users in the specified forest. This option is prefered §
the forests belong to diferent organizations.

OK || Cancel Apply Help

Selective authentication is an unsupported authentication scope.

Example 2

1 In SMAdmin, click the Home tab.
2 Click Forest Trusts.
If you have configured forest trusts, they will appear in the list of Forest Trusts.
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Forest Trusts Engine: astinus.chronide.local Version: 5.0.0.24

Forest Status
ephemeris.local Trust is fully configured and usable.

lambda.local Mo incoming trust present.

Supported forest trusts will have a check mark next to them. Unsupported forest trusts will be
designated with an exclamation point. The Status column provides descriptive text as to why the
forest trust is unsupported. If you select the check box to enable an unsupported forest trust, you
will receive an error dialog indicating that the forest trust cannot be managed.

The properties for the chronicle.local forest are shown below.
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chronicle.local Properties ? | 25

Trusts | Managed By
Diomains trusted by this domain {outgeing trusts):

Domain Name Trust Type  Transitive Froperties...

lambda local Forest Yes
Remove

Domains that trust this domain {(ncoming trusts):

Domain Name Trust Type  Transitive Properties...
ephemeris local Forest fes
Remove
| Mew Trust... |
| oK || Cancel Apply Help

In the example above, epheneri s. | ocal is supported.
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ephemeris.local Properties

General | Name Suffec Routing |

This Domain: |chmnicle.lncal |
Cther Domain: |ephemeris.ln::n:al |
Trust type: | Farest

[ ] The other domain supports Kerberos AES Encryption
Direction of trust:

domain.

Incoming: Users in the local domain can autherticate in the specified
domain, but users in the specified domain cannot authenticate in the local

Transitivity of trust:

the enterprise may authenticate in the trusting enterprise.

This trust is forest transtive. Users from indirecthy trusted domains within

To confim or reget this trust relationship and update its
routed name suffoees, click Validate.

To save a file with the details about the status of the
names associated with this trust, click Save As.

Validate

Save As..

OK || Cancel Apply

Help

It is supported because it is a one-way incoming trust.




In the example below, | anbda. | ocal is not supported because it is configured as a one-way

outgoing trust.
lambda.local Properties 2| x

General | Name Suffix Routing | Authentication |

This Domain: |u:hrc:niu:|e.|nu:al |
Other Domain: |Iambda.lucal |
Trust type: | Forest |
Direction of trust:

Outgoing: Users in the specified domain can authenticate in the local
domain, but users in the local domain cannot authenticate in the specified
domain.

Transitivity of trust:

This trust is forest transitive. Users from indirectly trusted domains within
the enterprise may authenticate in the trusting entemprise.

To confirm ar reget this trust relationship and update its Validate

routed name suffees, click Validate.

To save a file with the details about the status of the Save As
names associated with this trust, click Save As.

| ok || Cancel | copy Help

Cross-Forest Data Management

After you have established a trust relationship, you can manage data in a secondary forest. The User
and Group objects must reside in the primary forest, but these objects’ data can be managed in the
secondary forest’s network file system.

For example, a User Home Folder policy assigned to User objects in Forest A can be set to a target
path in Forest B. Similarly, data residing in the file system of Forest A can me moved, copied, or
vaulted to Forest B through an operation.
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13.1.16

Figure 13-30 Target Path on a Secondary Forest
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Scope

Rather than burdening the Storage Manager Event Monitor in observing all events in the Active
Directory forest or domain, this feature lets you “scope” the segments of the forest or domain that the

Event Monitor will monitor. A scoped segment of the forest or domain might include specific
containers or groups.

For procedures on how to use this feature, see Chapter 4, “Configure the Event Monitor Scope,” on
page 27. For a complete discussion of the Scope feature, including Include and Exclude behaviors,
see Appendix G, “Event Monitor Scope,” on page 359.

Agents

Agents perform copying, moving, grooming, and vaulting through directives from the Engine. Storage

Manager determines which Agent to use based on the target destination of the data or via proxy
configuration.

For optimum performance, Agents should be installed on all servers with storage managed by
Storage Manager. Agents run as a native service on Windows.

The Agent page lets you:
+ Authorize an Agent

+ Verify that Agents are authorized
+ View Agents software versions installed
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+ View Agent statistics
+ Remove an Agent
+ Configure a Proxy Agent

The Agent page also indicates:

+ Whether the Agent is capable of being utilized in a Cross-Empire Data Migration
+ Whether the Agent is functioning as a Proxy Agent and for which server and share

Procedures for authorizing an Agent are located in Authorizing the Agents in the Micro Focus Storage
Manager 5.2 for Active Directory Installation Guide.

Deleting an Agent

Within SMAdmin, you can delete a deauthorized Agent. Only deauthorized Agents can be deleted. If
you want to remove an Agent, you must deauthorize it first.

NOTE: If an Agent is deauthorized and it hasn't successfully sent a heartbeat within 7 days, it will
automatically be removed.

Proxy Agents

For storage resources that do not or cannot host an Agent, for example a NAS (Network Attached
Storage) device, Storage Manager can utilize an Agent running on another server to perform the
copying, moving, grooming, and vaulting on the server or NAS device. In this type of scenario, the
Agent is serving as a “Proxy Agent.”

A Proxy Agent can also be set up to reduce the workload on the Engine. For example, a Proxy Agent
can be configured for a server on one side of a WAN environment to move data from one server to
another on the same side of the WAN link. This keeps the data from crossing the WAN link only to
cross back again.

Configuring an Agent to be a Proxy Agent

1 In SMAdmin, click the Home tab.
2 Click Agents.
3 Select the Agent you want to authorize to be a Proxy Agent and click Proxy.

The left side of the Proxy Agent Configuration dialog box shows the list of servers without Agents
installed. The right side shows the servers with Agents installed. In the example below, the Agent
on Windows 2012 R2 - DAL could be set up to be the Proxy Agent for the Windows 2012 - DET
server.
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Proxy Agent Configuration E3

Proxy Agent View TargetServeriiew

Servers without Authorized Agents E- A:;lent Proxy Servers
Windows 2012 -DET - Windows 2012 R2 - DAL

| 0K H Cancel |

4 Click the Target Server View tab.

5 From the drop-down list, select the Agent server you want to serve as the Proxy Agent for the
server on the left.
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Proxy Agent Configuration E3

Proxy Agent View TargetServeryiew

Mon-Agent Target Server Proxy Agent Server
rvb-main. ivb. local [ Mo Proxy ] W

Windows 2012 R2 - DAL

| oK || Cancel |

6 Click OK to save and close the proxy setting association.

Event Monitors

The Event Monitor monitors changes to Active Directory based on create, move, rename, and delete
events.

You install one Event Monitor per domain, and it can run on a domain controller or a member server.
If you install the Event Monitor on a domain controller, the Event Monitor always monitors the local
server for changes in the domain. If you install the Event Monitor on a member server, the Event
Monitor identifies the closest available domain controller and monitors it for changes in the domain.
The Event Monitor runs as a native service on Windows.

In the Event Monitors page, you can:

+ Authorize an Event Monitor

*

Verify that an Event Monitor is authorized

*

View the Event Monitor software version installed
+ View Event Monitor statistics

+ Remove an Event Monitor

The Event Count number indicates the total number of events sent from the Event Monitor to the
Engine.

Procedures for authorizing the Event Monitor are located in Authorizing the Event Monitor in the
Micro Focus Storage Manager 5.2 for Active Directory Installation Guide.
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13.1.18

Deleting an Event Monitor

Within SMAdmin, you can delete a deauthorized Event Monitor. Only deauthorized Event Monitors
can be deleted. If you want to remove an Event Monitor, you must deauthorize it first.

Client

This page lets you configure various settings within SMAdmin.
An overview of settings specific to the General tab follows the graphic.

Figure 13-31 The General Tab of the Client Page

9 ¥ Micro Focus Storage Manager Admin 5.0.0.85 - Expires in 342 days. = - (m| x
1B~ Home Reports
=l L~ % Lim b p = st R & Agents
= o 2 i =} =% Storage Resources | g Agen
B8 T=EID X w & B Q@ : M
= » e 4 GsR Collector (3 Event Monitors
Status Configure | Objects Polides Action Actions Events | Path Analysis Operations Cross-Empire Scheduled B2 Check
Blocks - Data Migrations ~ Tasks My Forest Trusts 3 dlient Updates
Engine Management Tools Assets Components ~
L Client Engine: 172.17.2.82 Version: 5.0.0.33
General | Advanced
Logging Options
/| Enable Logging Logging Level | Warning v Raoll Log File
Directory Object Selector Settings
/| Enable Caching Cache Timeout in minutes ols
Application Startup and Close
| Check for updates after login
| Prompt for confirmation when dosing
Client Data Path
Default Data Path | C:Wsers\Administrator, NFMS \Documents

Enable Logging: Selecting this check box enables logging the operations of SMAdmin and lets you
specify the logging level and whether to roll the log or close the old log and start a new log.

Logging Level: This drop-down menu lets you select the classification of entry you want logged.
View Log: Clicking this button opens the log file.

Roll Log File: Clicking this button discontinues entries in the current log file and begins a new log
file.

Enable Caching: Selecting this check box enables SMAdmin to maintain the area of the directory
tree that is visible in the right pane of the Objects page, if you move from the Objects page to another.
For example, if you locate a Group object in a container and then need to move to another page,
when you return to the Objects page, you do not need to navigate the directory tree to locate the
Group object again.
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13.2

13.2.1

Check for Updates after Login: Selecting this check box allows SMAdmin to notify you of the
availability of newer Micro Focus Storage Manager components.

Check for Confirmation When Closing: Selecting this check box prompts you with a confirmation
of your choice when you close SMAdmin.

Default Data Path: This field specifies the location where all exported reports are stored. Fro
example, if you were to export a Consistency Check report as a CSV or HTML file, it would be saved
in this location.

NOTE: As stated on the Advanced tab page, the configuration settings on this page should be
adjusted only under the direction of a Micro Focus Support representative during a support instance.

Check Updates

This page compares the version numbers of Storage Manager components that you have installed
with the latest versions available. It also provides links for downloading the latest versions of each of
the components.

Reports Tab

The Reports tab provides the ability to generate and access various management reports, and Cross-
Empire Data Management reports, Engine runtime reports, as well as view statistical information.

¢ Section 13.2.1, “Consistency Check,” on page 315

+ Section 13.2.2, “Actions,” on page 317

¢ Section 13.2.3, “GSR Anomaly,” on page 318

+ Section 13.2.4, “Completed Data Migration,” on page 324

¢ Section 13.2.5, “Preview Source Path,” on page 325

+ Section 13.2.6, “Runtime Config,” on page 326

+ Section 13.2.7, “Policy Paths,” on page 327

+ Section 13.2.8, “Global,” on page 328

+ Section 13.2.9, “Configuration,” on page 329

+ Section 13.2.10, “Reports,” on page 329

Consistency Check

This page is used to access and export stored Consistency Check reports.

To access a report, double-click a report listing to access the View Report dialog box.
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Figure 13-32 Consistency Check Report
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'Q & Brianlaw... \WMSAD...  Home Folder Atlanta U... | (none) MELRW 250 MB Managed | \\FMSAD... ()
'Q & CharlesE... | \FMSAD... | Home Folder Atlanta U... | (none) MELRW 250 MB Managed | \\FMSAD... (v}
Q & DarylTho... \FMSAD... | Home Folder Atlanta U... | (none) MELRW Z50ME Managed | \WFMSAD... [}
'Q & Diane Ad... |\FMSAD... | Home Folder Atlanta U... | (none) MELRW 250 ME Managed | \WFMSAD... (]
'Q & DickeyBe... \\FMSAD... ' Home Folder Atlanta U... | (none) MELRW 250ME Managed  \WFMSAD... (]
Q & JamesMc.. \FMSAD...  Home Folder Atlanta U... | (none) MELRW 250MB Managed | \\FMSAD... /)
'Q & JdiaMun... \FMSAD... Home Folder AtlantaU... | (none) MELRW 250 MB Managed | \\FMSAD... ()
Q & KarenPar.. \FMSAD...  Home Folder Atlanta U... | (none) MELRW 250ME Managed | \\FMSAD... (v}
'Q & Lance Jon... | \WFMSAD... | Home Folder Atlanta U... | (none) MELRW Z50ME Managed  \WFMSAD... (]
'Q & larryHan... \\FMSAD... | Home Folder Atlanta U... | (none) MELRW Z50ME Managed  \WFMSAD... (]
Q & PatDavis... |\FMSAD... | Home Folder Atlanta U... | (none) MELRW 250MB | Managed | \\FMSAD... )
Q i test novel... | \\fmsadu...  Home Folder Atlanta U... | (none) MELRW/ 250 MEB  Managed Wmsadu... Q
Q i utopiates... | \{fmsadu... = Home Folder Atlanta U... | (none) MELRW 250 MB  Managed Vfmsadu... Q

The dialog box displays the contents of the Consistency Check report.

The Primary Path Statistics tab shows the rights, flag, and path distribution data in text and graphical
format.
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13.2.2

Figure 13-33 Primary Statistics in a Consistency Check Report

View Report - o IEEB
CsV fi HTML
[« Check - OU=Employ OU=NFMS,DC=nfms,DC=utopia,DC=novel,DC=com
Target Type: User
Subcontainers:  Yes
Administrator: MNFMS\Administrator
Path Types: Home Folder
Results (17) | Primary Path Statistics
Rights Distribution Flags Distribution Quota Distribution
Rights - Count | % Flags “ Count | % Quota - Count | %
MELRWY 17 (none) 17 100%. 250 MB 17
Path Distribution
. |Path - Count | %
\\fmsadutp.nfms.utopia.novell. com\AtantaUse. .. z - 11%
\FYSAOUTP s e i

To export a Consistency Check report, double-click a report listing to access the View Report dialog
box, and then in the upper-left corner of the dialog box, click either the CSV or HTML icons.

For more information on Consistency Check Reports, see Section 5.3, “Running Consistency Check
Reports on Existing Storage,” on page 35 and Section 5.10, “Performing a Consistency Check,” on
page 45.

Actions

Action reports are stored each time a Management Action is performed. Use this page to view or
export to a report, the results of any Management Action performed. A list of available Management
Action reports is presented, identifying the report by the Active Directory object it was run on, and the
time the report was generated.

Double-clicking any item in the list brings up the individual Management Action report.
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Figure 13-34 Action Report

View Report

] €5V ] HTML
Apply Rights - OU=Employees,0U

Target Type: User
Subcontainers: Yes

Check Mode: Mo
Enforce Path: No

OU=NFMS,DC=nfms,DC=utopia,DC=novell,DC=com

Path Types: Home Folder

Administrator: NFMS\Administrator

Name (17) 4 | Path Type Action Status

ECN=Adam James,OU=Employees, OU=At... Home Folder Apply rights scheduled for object. Operation successful,
CM=Alicia Nance,OU=Employees,OU=Atl... Home Folder Apply rights scheduled for object. Operation successful,
CN=Ann Reid,OU=Employees,OU=Atan... Home Folder Apply rights scheduled for object. Operation successful,
CM=Brenda Nabors,OlU=Employees,OU=... Home Folder Apply rights scheduled for object. Operation successful,
CN=Brian Lawson,OU=Employees,OU=A... Home Folder Apply rights scheduled for object. Operation successful.
CN=Charles Edwards,0lU=Employees,0...  Home Folder Apply rights scheduled for object. Operation successful,
CN=Daryll Thomas,OU=Employees,OU=... Home Folder Apply rights scheduled for object. Operation successful,
CN=Diane Adams,OU=Employees,OU=A... Home Folder Apply rights scheduled for object. Operation successful,
CMN=Dickey Betts,OU=Employees,OlU=At... Home Folder Apply rights scheduled for object. Operation successful,
CN=James Mccord, OU=Employees,OU=... Home Folder Apply rights scheduled for object. Operation successful.
CN=Julia Munz,OU=Employees,0U=Atla... Home Folder Apply rights scheduled for object. Operation successful,
CN=Karen Parks,OU=Employees,OU=At... Home Folder Apply rights scheduled for object. Operation successful,
CM=Lance Jones,OU=Employees,OlU=At... Home Folder Apply rights scheduled for object. Operation successful,
CM=Larry Hanson,OU=Employees,OU=A... Home Folder Apply rights scheduled for object. Operation successful,
CMN=Pat Davis,OU=Employees,OU=Atlan... Home Folder Apply rights scheduled for object. Operation successful,
CN=test novell,OU=Employees,OlU=Ata... Home Folder Apply rights scheduled for object. Operation successful.
CN=utopiatest novell,OU=Employees,0...  Home Folder Apply rights scheduled for object. Operation successful.

To export an Action report, double-click a report listing to access the View Report dialog box, and
then in the upper-left corner of the dialog box, click either the CSV or HTML icons.

13.2.3 GSR Anomaly

+ “Attribute Value Missing” on page 319

+ “Path Missing on Disk” on page 320

+ “Path Validation Issue” on page 321

+ “Name Mismatch” on page 322

+ “Path Duplicate Value” on page 322

+ “Path Parent Crosstalk” on page 323

+ “Path Child Crosstalk” on page 323

+ “Orphan Path Candidate” on page 324
The GSR Collector performs Anomaly Analysis that generates data for Anomaly Reports. These
reports are designed to help you evaluate the state of your storage infrastructure. Additionally, they
can be used in preparation for using Storage Manager to bring storage under management by policy.

Anomaly data will be produced for each object and path type specified in the GSR Collector
configuration.
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Figure 13-35 GSR Anomaly Analysis

5}EEGSRA.nnmalv Engine: astinus Version: 5.0.0.23

Home Folder

I Group Home Folder

I container Home Folder
100

0
Path Missing on Disk Path Mismatch Path ParentCrosstalk Orphan Path Candidate
Attribute Value Missing Path validationIssue Path Duplicate Value Path Child Crosstalk MName Mismatch

To see further detail about a specific anomaly report, single-click on the column.

A detailed summary of each of the GSR Anomaly reports follows.

Attribute Value Missing

This Anomaly report indicates that the respective path attribute (e.g. home folder) does not have a
value for a given object in Active Directory.

Figure 13-36 on page 320 is an example of an Attribute Value Missing Anomaly report. The Object
FDN and Object SAM Account Name columns display the respective attributes. The Managed Path
column does not have a value because this object is not yet managed by Storage Manager. These
objects are reported because they do not have homeDirectory attribute values. This report can be
used to identify objects that should be managed. It can also identify objects that have had their
respective path attribute cleared accidentally or erroneously by an identity management system.
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Figure 13-36 Attribute Value Missing

iF! eGSR Anomaly

r:-:\ Attribute Value Missing - User home folder '@ csv '@ HTML

Object FDN a | Object SAM Account Name

CN=Adin_M_ROCKE660,0U=1,0U=5tages,DC=chronide, DC =local
CN=ADIT_Y_LAEGE227,0U=1,0U=5tages,DC=chronide,DC=local
CN=Administrator, CN=Users,DC=chronicle,DC =local
CN=Ange_J_SANDA777,0U=1,0l=Stages,DC=chronide,DC =local
CN=ANGE_Z_KUTSC337,0U=1,0U=5tages, DC=chronide, DC=local
CM=ASHI_U_STRIC111,0U=1,0U=5tages, DC=chronide,DC=local
CN=ASHT_A_KRIGES86,0U=1,0U=5tages,DC=chronide, DC=local
CN=AYAM_D_MODES 116,0U=1,0U=5tages,DC =chronide, DC=local
CN=Bong_I_GUDIE112,0U=1,0U=5tages,DC =chronide DC=local
CM=Carl_B_SERFA338,0U=1,0U=>5tages,DC=chronide,DC =local
CM=Char_D_BETTO&65,0U=1,0U=5tages,DC=chronicle, DC=local
CN=CHAV_O_SCHWES39,0U=1,0U=5tages,DC=chronide,DC =local
CN=CLOR_S_CHILD664,0U=1,0U=5tages,DC=chronide, DC =local
CN=Clyd_Y¥_DARUG773,0U=1,0U=5tages, DC=chronicle, DC=local
CN=Crys_T_HOWESB88,0U =1,0U=5tages,DC =chronicle, DC=local
CN=Darc_I_L OURI394,0U=1,0U=5tages, DC=chronide,DC=local
CM=Deid_E_JAKEM111,0U=1,0U=5tages,DC =chronide, DC=local
CN=Delm_C_HULTS555,0U=1,0U=5tages, DC=chronide,DC=local
CN=Deni_Z_CIANO&61,0U=1,0U=5tages, DC=chronide,DC=local
CN=Dorr_F_RUBIN225,0U=1,0U=5tages,DC =chronide, DC=local
CM=Eart_U_GROML 113,0U=1,0U=>5tages,DC=chronicle, DC=local
CM=Elen_A_BET50335,0U=1,0U=5tages,DC =chronicle, DC=local
CM=Elen_H_VALLI222,0U=1,0U=5tages,DC=chronide,DC=local
CN=Elsi_L_MCKEES25,0U=1,0U=5tages, DC=chronide,DC =local
CN=ELVI_B_LOUDES95,0U=1,0U=5Stages,DC=chronide,DC=local
CN=Elvi_G_TOUSA100,0U=1,0U=5tages, DC=chronide,DC =local
Record 10f 109 » # w

Path Missing on Disk

Adin_M_ROCKESS0
ADIT_Y_LAEGE227
Administrator
Ange_]1_SANDATT?
ANGE_Z_KUTSC337
ASHI_U_STRIC111
ASHT_A_KRIGES86
AYAM_D_MODES116
Bong_I_GUDIE112
Carl_B_SERFA338
Char_D_BETTO665
CHAV_O_SCHWEB29
CLOR_S_CHILDS64
Clyd_Y_DARUGT73
Crys_T_HOWESS88
Darc_I_LOURI294
Deid_E_JAKEM111
Delm_C_HULTSS555
Deni_Z_CIANOG61
Dorr_F_RUBIN225
Eart_U_GROML113
Elen_A_BETSO335
Elen_H_VALLI222
Elsi_L_MCKEES95
ELVI_B_LOUDE996
Elvi_G_TOUSA100

Managed Path

Engine: astinus Version: 5.0.0.23

This Anomaly report indicates that the respective path attribute value (e.g. home folder) for a given

object cannot be found on disk.

Figure 13-37 on page 321 is an example of a Path Missing on Disk Anomaly report. The Object FDN
and Object SAM Account Name columns display the respective attributes. The Path column is the
value of the homeDirectory attribute. The Managed Path column does not have a value because this
object is not yet managed by Storage Manager. This object is reported because the path specified by
its homeDirectory attribute does not exist on disk or could not be found. This report can be used to
identify objects whose respective path attribute value no longer exists at that location because of
accidental deletion or being moved manually.
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Figure 13-37 Path Missing on Disk

EiﬂEGSRAnomalv Engine: astinus Version: 5.0.0.23

r:-:\ Path Missing on Disk - User home folder csv ﬁ HTML

Object FDN a | Object SAM Account Name Path Managed Path
CN=Abbe_© BRZEZ115,0U=2,0lU=5tages,DC=... Abbe_Q BRZEZ116 \\astinus.chronide.local\Share1\5tages'2\Abbe_Q_BRZEZ116 ~
CN=ABRA_M_ELG555,0U=2,0U=5tages DC=ch... ABRA_M_ELGS55 \lastinus. chronide.local\Share 1\5tages\2\ABRA_M_ELG555
CN=Adri_K_KETEL226,0U=2,0U=5tages,DC=ch... | Adri_K_KETEL226 \\astinus.chronide.local\Share1\Stages\2\Adri_K_KETEL226
CN=ADRI_X_MINIS440,0U=2,0U=Stages,DC=c... |ADRI_X_MINIS440 \lastinus. chronicle.local\Share 1\Stages\2\ADRI_X_MINIS440
CN=Alta_D_LIAW774,0U=2,0U=Stages,DC=chr... | Alta_D_LIAWT74 Vlastinus. chronicle.local\Share 1\Stages\2\Alta_D_LTAWT74
CN=angl_N_BITZE556,0U=2,0U=5tages,DC=ch... | Angl_N_BITZE556 \\astinus.chronide.local\Share 1\Stages\2\Angl_N_BITZES56
CN=ARCH_W_MELLES67,0U=2,0U=5tages,DC... | ARCH_W_MELLESET \\astinus.chronide.local\Share 1\Stages\2\ARCH_W_MELLEGGT
CN=ARLY_R_KRATZ558,0U=2,0U=5tages,DC=... ARLY_R_KRATZS553 \\astinus.chronide.local\share1\Stages\2\ARLY_R_KRATZ558
CN=AVON_M_NORQUS552,0U=2,0U=5tages,DC... | AYON_M_NORQUS552 \\astinus.chronide.local\Share 1\5tages \2\AVON_M_NORQUS52
CM=Bobb_M_IMBER776,0U=2,0U=5tages,DC=...  Bobb_M_IMBER77& V\astinus.chronide.local\Share 1\5tages\2\Bobb_M_IMBER 776
CN=CAME_P_HOLTO777,0U=2,0U=5tages,DC... |CAME_P_HOLTQ777 \\astinus.chronide.local\share 1\5tages\2\CAME_P_HOLTO777
CN=Char_H_BEYDA100,0U=2,0U=>5tages,DC=c...  Char_H_BEYDA100 \\astinus.chronide.local\share1\5tages2\Char_H_BEYDA 100
CN=CHAS_H_LAMBO117,0U=2,0U=3tages, DC... | CHAS_H_LAMBO117 \lastinus. chronide.local\Share 1\5tages\2\CHAS_H_LAMBO117
CN=CHEZ_E_GUAMAS21,0U=2,0U=Stages, DC... | CHEZ_E_GUAMA231 \lastinus. chronide.local\Share 1\5tages\2\CHEZ_E_GUAMASS1
CN=Cora_H_NICES773,0U=2,0U=5tages,DC=c... |Cors_H_NICES773 \\astinus.chronide.local\Share 1\5tages\2\Cora_H_NICES773
CN=DARC__CARLIS85,0U=2,0U=Stages,DC=c... |DARC_ CARLISS5 \lastinus. chronide.local\Share 1\5tages\?\DARC__CARLIBSS
CM=Delm_L_BAIZE111,0U=2,0U=5tages,DC=c... | Delm_L_BAIZE111 \\astinus.chronide.local\Share 1\Stages2\Delm_L_BAIZE111
CN=DERE_R_LYDA113,0U=2,0U=5tages,DC=c... DERE_R_LYDA118 \\astinus.chronide.local\share1\Stages\2\DERB_R_LYDA118
CN=Dia_L_RASE220,0U=2,0U=5tages,DC=chro... Dia_L_RASE220 \\astinus.chronide.local\Share 1\Stages\2\Dia_L_RASE220
CN=DICK_K_ROBIC446,0U=2,0U=5tages,DC=c... DICK_K_ROBIC446 \\astinus.chronide.local\share 1\5tages\2\DICK_K_ROBIC446
CM=DORE_]_VERE770,0U=2,0U=5tages,DC=c... |DORE_] VERE770 Vastinus. chronide.local\Share 1\5tages\2\DORE _1_VERE770
CN=DUKE_E_BARS50221,0U=2,0U=5tages,DC=... | DUKE_E_BAR50221 \\astinus.chronide.local\Share1\5tages\2\DUKE_E_BARS0221
CM=Eart_D_BYRAS65,0U=2,0U=5tages,DC=ch... |Eart D_BYRAGS5 \\astinus.chronide.local\Share1\5tages\2\Eart_D_BYRAGSS
CN=EDNA_Y_BOERI225,0U=2,0l=5tages,DC=... EDNA_Y_BOERI225 \\astinus. chronide.local\Share 115tages\2\EDNA_Y_BOERIZ25
CN=Elay_Z_MAHLM772,0U=2,0U=5tages,DC=c... Elay_7_MAHLM772 \\astinus.chronide.local\share1\5tages\2\Elay_Z_MAHLM772
CN=FRAN_I_EISEN111,0U=2,0U=Stages, DC=c... FRAN_I_EISEN111 \lastinus. chronicle.local\Share 1\Stages\2\FRAN_I_EISEN111 -

Record 1of 50+ » W

Path Validation Issue

This Anomaly report indicates that there were errors when attempting to retrieve or verify the
existence of the respective path attribute value (e.g. home folder).

Figure 13-38 on page 322 is an example of the Path Validation Issue Anomaly report. The Object
FDN and Object SAM Account Name columns display the respective attributes. The Path column is
the value of the homeDirectory attribute. The Managed Path column does not have a value because
this object is not yet managed by Storage Manager. These objects are reported because there was
an error when trying to verify the existence of the path specified by their homeDirectory attribute. This
report can be used to identify objects whose respective path attribute value no longer exists at the
specified location or if the Engine has an issue communicating with the server or share on which the
path is located. The symptoms can be:

+ The share no longer exists.

+ The server is down or no longer in commission.

+ Apermissions issue keeps Storage Manager from asking for the path.
+ Some other connectivity issue exists.
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Figure 13-38 Path Validation Issues

[ GSR Anomaly Engine: astinus  Version: 5.0.0.23

=) Path Validation lssue - User home folder | 5] CSV i HTML

Object FDN 4 | Object SAM Account Name Path Error Managed Path
CN=CLIN_Q_SOMER111,0U=3,0U=St... |CLIN_Q_SOMER111 Vlgstinus.chronicle. local\Stage 3\CLIN_... | 54
CN=MALR_E_HOCKE333,0U=3,0U=5... 'MAUR_E_HOCKE333 Vastinus.chronide. local\Stage 3\MAUR... | 54
CN=NURI_W_SAVEL222,00U=3,0U=5t... MURI_W_SAVEL222 Wastinus.chronide. local\Stage 3\NURI_... | 54
CN=Cliv_L_ANNIC444,0U=3,0U=5taqg... Oliv_L_ANNIC444 Wastinus.chronide. local\Stage 3\0liv_L... 54
CN=TATE_E_LALTTS55,0U=3,0U=5t.. | TATE_E_LAUTTSSS Wastinus.chronide. local\Stage 3\TATE_... 54

Record 1of5 » » M

Name Mismatch

This Anomaly report indicates that the leaf path name of the respective attribute value (e.g. home
folder) does not match that of the respective object’'s name.

Figure 13-39 on page 322 is an example of the Name Mismatch report. The Object FDN and Object
SAM Account Name columns display the respective attributes. The Path column is the value of the
homeDirectory attribute. The Path column contains the current respective path attribute value
obtained from Active Directory. The Managed Path column contains the path value when the object
was last managed. This object is reported because the leaf path name specified by its homeDirectory
attribute does not match the sAMAccount name attribute. This report can be used to identify objects
whose respective path might have been changed manually.

Figure 13-39 Name Mismatch

[ GSR Anomaly Engine: astinus Version: 5.0.0.23

'- Mame Mismatch - User home folder 'i'a csv Tj HTML

Object FDM 4 | Object SAM Account Name Path Managed Path
CN=Rostam Batmanglij, OU=4,0U=>5tages,DC=chr... batmanglij \\astinus.chronide.local\share 1\5tages'4\batman

Record 1of 1

Path Duplicate Value

This Anomaly report indicates that two or more objects have been detected that contain the same
value for the respective path attribute (e.g. home folder).

Figure 13-40 on page 323 is an example of the Path Duplicate Value report. The Object FDN and
Object SAM Account Name columns display the respective attributes. The Path column is the value
of the homeDirectory attribute. The Path column contains the current respective path attribute value
obtained from Active Directory. The Managed Path column does not have a value because these
objects are not yet managed by Storage Manager. These objects are reported because they have the
same value for their homeDirectory attribute. This report can be used to identify objects who
erroneously share the same path for the respective path attribute.
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Figure 13-40 Path Duplicate Value

B! GSR Anomaly Engine: astnus  Version: 5.0.0.23
@) Path Duplicate Value - User home folder | f=] CSV fz) HTML

Object FDN 4 | Object SAM Account Name Path
W\astinus.chronide. local\share 1\5tages\é \thecaptain
W\astinus.chronide. local\share 1\5tages\é \thecaptain

Managed Path

CN=James B. Barnes,OU=6,0U=5tages,DC=chro... | jbarnes
CN=5teve Rogers,OU=5,0U =5tages,DC=chronid... | srogers

Record Lof2 » » M

Path Parent Crosstalk

This Anomaly report indicates that the object’s respective path attribute value (e.g. home folder) has
been detected as being the parent of another object’s path attribute value (e.g. home folder).

Figure 13-41 on page 323 is an example of the Path Parent Crosstalk report. The Object FDN and
Object SAM Account Name columns display the respective attributes. The Path column is the value
of the homeDirectory attribute. The Path column contains the current respective path attribute value
obtained from Active Directory. The Managed Path column does not have a value because these
objects are not yet managed by Storage Manager. This object is reported because the value for its
homeDirectory attribute has been detected as being the parent of another object’'s homeDirectory
attribute. This report can be used to identify objects whose respective path attribute is set to the
wrong location and might impact another object’s storage.

Figure 13-41 Path Parent Crosstalk

[ GSR Anomaly Engine: astinus  Version: 5.0.0.23

=) Path Parent Crosstalk - User home folder | 5] C5V ) HTML

Object FDM 4 | Object SAM Account Name Path Managed Path

CN=Fistandantilus,0U=7,0U=5tages,DC=chronid... | Fistandantius \\astinus.chronide.local\Share1\Stages7

Record 10f 1

Path Child Crosstalk

This Anomaly report indicates that the object’s respective path attribute value (e.g. home folder) has
been detected as being the subordinate of another object’s path attribute value (e.g. home folder).

Figure 13-42 on page 324 is an example of the Path Child Crosstalk report. The Object FDN and
Object SAM Account Name columns display the respective attributes. The Path column is the value
of the homeDirectory attribute. The Path column contains the current respective path attribute value
obtained from Active Directory. The Managed Path column does not have a value because these
objects are not yet managed by Storage Manager. This object is reported because the value for its
homeDirectory attribute has been detected as being the child of another object’s homeDirectory
attribute. This report can be used to identify objects whose respective path attribute might be
impacted by another object’s storage.
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Figure 13-42 Path Child Crosstalk

[ GSR Anomaly Engine: astrus Version: 5.0.0.23

=) Path Child Crosstalk - User home folder | =] C8V iz HTML

Object FDN a | Object SAM Account Name Path Managed Path
CM=Raistlin Majere, 0l =7,0U=Stages, DC=chroni... | raistlin V\astinus.chronide.local\Share1\Stages\7\raistin

Record Lof 1

To see which object is a parent of this object’s homeDirectory attribute value, see “Path Parent
Crosstalk” on page 323.

Orphan Path Candidate

This anomaly report indicates that the path is directly subordinate to a path at which other DS-
associated paths have been found, but has not been detected as being associated with any DS
object via a path attribute (e.g. home folder).

Figure 13-43 on page 324 is an example of the Orphan Path Candidate report. The Path column is

any path that is directly subordinate to a path at which other DS-associated paths have been found.
However, the path is not associated with any object via a path attribute. This report can be used to

identify folders that don’t belong to objects or are considered unmanaged.

Figure 13-43 Orphan Path Candidate

[ GSR Anomaly Engine: astinus Version: 5.0.0.23

@) Orphan Path Candidate - User home folder | 5] CSV ] HTML

Path 4 |Path Size
\\astinus.chronide.local\share 1\Stages\2 69.04MB
\\astinus.chronide.local\share1\Stages\4 0 bytes
\\astinus.chronide.local\share 1\5tages\s 0 bytes
\\astinus,chronide.local\share 1\5tages |5 \Burm_H_ALVAR 444 0 bytes
\\astinus,chronide.local\share 1\5tages's 0 bytes

Record 1of5 » w M

13.24 Completed Data Migration

This page is used to access and export stored Completed Data Migration reports.

To access a report, double-click a report listing to access the View Report dialog box.
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13.2.5

Figure 13-44 Completed Data Migration Reports

View Report

= CsV el HTML

Details

Source

@ \\172.17.2. 180\ATLVOL 1\DEPARTMENTS \SALES

QOverwrite:
Quota:

Target Owner:
Contents Owner:

\\172. 17.2. 180\ATLVOL 1\DEPARTMENTSMARKET. ..

Cross-Empire Data Migration - Folder to Folder
Source: NFMS_TREE
Target: nfms.utopia.novell.com

Never Qverwrite

Do Mot Preserve Source Quota
Use Operating System Default
Use Operating System Default

Target

Copy Mode: Data Only
Check Mode: Mo
Administrator: NFMS\Administrator

Result

\\fmsadutp.nfms.utopia.novel.com\atiantasharel... Successfully gueued event.

V\\fmsadutp.nfms.utopia.novel..com\AtlantaSharel... | Successfully gueued event.

To export a Completed Cross-Empire Data Migration report, double-click a report listing to access the

View Report dialog box, and then in the upper-left corner of the dialog box, click either the CSV or

HTML icons.

Preview Source Path

This page is used to access and export stored Migration Preview reports. For more information of

Migration Preview reports, see Section 10.5.7, “Generating a Migration Preview Report,” on

page 145.

To access a report, double-click a report listing to access the View Report dialog box.

Reference
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13.2.6

Figure 13-45 Preview Source Path Report

View Report

5 CsV el HTML

Preview Migration Source Paths

Source:
Target:
Administrator:
Report Type:
Indude Files:
Path:

MNFMS_TREE

nfms.utopia.novell.com
NFMS\Administrator

Full Report

Scan file owners and trustees
\\172.17.2. 180\ATLVOL 1\DEPARTMENTS

Trustee Entries (6) | Owner Entries (75) | Unigque IDs (38)

Alerts

Unmapped Permissions: 4

Unmapped Owners:

ﬂ Missing Owners:

3
1

Trustee

@

3 B e

o | mm,
*
= T =

3 @ B

~y
-

ATAFT.EMPLOYEES.HQ.CORP
ATL Managers. ATLANTA.CORP
ATL Marketing. ATLANTA.CORP
ATL Sales. ATLANTA.CORP
dlawson. EMPLOYEES.HQ.CORP
IT Administrators.HQ.CORP

Path Assigned Rights
\\172.17.2. 180\ATLVOL1\DEP...  RWECMF
W172.17.2, 180\ATLVOL 1\DEP... RWECMF
1\172.17.2. 180\ATLVOL 1\DEP... RWECMF
1\172.17.2. 180\ATLVOL 1\DEP... RWECMF
1\172.17.2. 180\ATLVOL 1\DEP... SRWECMFA
W172.17.2.180\ATLVOL1\DEP... = SRWECMFA

TN

Target Trustee
Amelia Taft.Employees.HQ.NF...

Carl Lawson.Employees.HQ.N. ..

Target Rights
MELRW

FMELRW

Last]
©
(@
(@
(@
(@

()
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Runtime Config

To export a Preview Source Path report, double-click a report listing to access the View Report dialog
box, and then in the upper-left corner of the dialog box, click either the CSV or HTML icons.

Runtime Config reports are used to build reports on the current configuration and pending events
from the Engine. You can indicate which configuration data you want included in the report by
selecting the desired check boxes.



Figure 13-46 Sample Runtime Config Report

g RuntimeConfig-20160624-172106.txt - Notepad == -
File Edit Format View Help

CONFIGURATION -
Current server UTC time is: Friday, June 24, 2816 17:21:86

Current server local time is: Friday, June 24, 2016 18:21:06

Current server local offset is: 1.88 hours (3668 secs)

——————— SERVER INFORMATION -------

Engine Server: FMSADUTP

Engine Version: 5.8.8.38 Jun 16 2016 14:49:13

Engine 0S Build Version: 0.5. Name: Microsoft Windows, Architecture: x86_64, Platform ID: 2, Version: v6.3, Build:
Forest Root Domain: nfms.utopia.novell.com

Domain Level: Level:5 MNewer than Win2K8

Proxy Acct: NFMS\nsmproxy

HTTPS Port: @

HTTP Port: 3809

Engine Loaded (UTC): 2016-06-23 21:23:42

Last Event (UTC): *** None since Engine Start *%*

Event Server Count: Total: 1 Authorized: 1

Agent Server Count: Total: 1 Authorized: 1

Pending Event Count: @

Thread Configuration: User: 18, Collab: 5, Generic: 1@, Managed: 5, Auxiliary: 5

132.7 Policy Paths

This page shows high-level statistical information pertaining to your policies, their corresponding
target paths, and size and free space information.
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13.2.8

Figure 13-47 Policy Paths Report

o = Micro Focus Storage Manager Admin 5.0.0.85 - Expires in 342 days. m - O X
[CR Home | Reports
= - n | —— S,
XK B = & | «#© ®&Q
Consistency  Actions  G5R Anomaly | Completed Data Preview Engine Policy  Global
Check Migration Source Path Runtime Paths
Management Cross-Empire Data Migration Configuration Statistics ~
[& Policy Paths Engine: 172.17.2.82 Version: 5.0.0.38
Palicy 4 |Path Total Size Size In Use Free Space Percent Free
{ Atlanta Employees Share \\fmsadutp.nfms.utopia.novell.... 1.97GB 1002.22 MB 1013.65 MB
Atlanta Employees Share \Wmsadutp.nfms.utopia.novel.... | 1.97GB 1002.22 MB 1013.65 MB
Atlanta Employees Share \Wmsadutp.nfms.utopia.novell.... | 1.97GB 1002.22 MB 1013.65 MB
Atlanta Users Home \Wmsadutp.nfms.utopia.novell.... | 1.97GB 1002.22 MB 1013.65 MB
Filr Employee Folder \Wmsadutp.nfms.utopia.novell.... | 4GB 949.33MB 3.07GB
HQ Employees Share \Wmsadutp.nfms.utopia.novell.... 4GB 949.33MB 3.07GB
HQ Projects \Wmsadutp.nfms.utopia.novell.... 4GB 949,33 MB 3.07GB
HQ Users Home \\fmsadutp.nfms.utopia.novell.... 4GB 949,33 MB 3.07GB
HR Employees Folder \\fmsadutp.nfms.utopia.novell.... | 4GB 949,33 MB 3.07GB
Inactive Employees Home \\fmsadutp.nfms.utopia.novel.... | 1.97 GB 1.04GB 954.69 MB
London Employees Share \Wmsadutp.nfms.utopia.novell.... | 1.97GB 756.32 MB 1.23GB
London Users Home \Wmsadutp.nfms.utopia.novell.... | 1.97GB 756,32 MB 1.23GB
Munich Home Primary \Wmsadutp.nfms.utopia.novell.... 4GB 662,86 MB 3.35GB
Training Courses \Wmsadutp.nfms.utopia.novell.... 4GB 949,33 MB 3.07GB

Global

This page provides a graphic view of the current state of your storage. The reports can be configured
to show different servers, shares and paths. The class (user, collaborative, or auxiliary storage) can
also be selected.

The reports can be configured to show different servers, shares and paths. The class (user,
collaborative, or auxiliary storage) can also be selected. Expanding or stretching SMAdmin increases
the size of the charts and the legend under each chart.
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13.2.9

13.2.10

Figure 13-48 Global Report

o b Micro Focus Storage Manager Admin 5.0.0.85 - Expires in 342 days. m - O X
18- Home Reports
= 1 | —
B, Q Iy ] L5 e
B X B | = # 2.0
Consistency  Actions GSR Anomaly | Completed Data Preview Engine Policy  Global
Chedk Migration Source Path Runtime Paths
Management Cross-Empire Data Migration Configuration Statistics ~
{; Global Statistics Engine: 172.17.2.82 Version: 5.0.0.38
Filter

Servers: Check Al Uncheck Al

fmsadutp.nfms.utopia.novell.com Storage Counts by Class Data Size by Class Quota Commitment by Class

Volumes: Checkall  Uncheck all

\fmsadutp.nfms.utopia. novell.con
Wfmsadutp.nfms, utopia.novell.con |
\\fmsadutp.nfms.utopia.novell.con |
W{fmsadutp.nfms. utopia.novell.con

4.85% 080%*

< w l > [Juser Home Folder [Juser Home Folder [luser Home Folder
B Group Home Folder Wother= [l Group Home Folder

Paths: Check All  Uncheck Al

[w] \\fmsadutp.nfms.utopia.novell.con
\fmsadutp.nfms. utopia.novel.con | User and Group Count Distribution User and Group Data Size Distribution
\\fmsadutp.nfms, utopia.novell.con

Vfmsadutp.nfms. utopia. novell.con

\\ﬁﬂsadgjp.nﬁﬂs_‘umpia‘nuuell.cun W
< m | >

Class:
User Home [ User Profile A 1)
[] user TSHome  [] User TS Profile GInE L8nse T cliie sy
User Auxiliary
Group Home

Managed: WM=naged Users [WlM=naged User Dot [[users with HO
e 5 [Munmanaged Usars [[unmanaged Usar Data [Busers without HD

Update Charts

Expanding or stretching SMAdmin increases the size of the charts and the legend under each chart.

Configuration

Use the Configuration page to establish the Work Log reporting database settings in SMAdmin.

Work Log reporting is an optional feature introduced in Storage Manager 5.2. The Work Log database
is hosted on a CouchDB database deployed either on-site or in the cloud. Once the CouchDB
database has been deployed, you specify the CouchDB host system parameters in the fields on this
page.

For procedures on how to set these parameters, see Section 12.3, “Establishing the Work Log
Database Settings in SMAdmin,” on page 233.

Reports

Use the Reports page to build Work Log Reports.

Work Log reporting is an optional feature introduced in Storage Manager 5.2. Work Log reports are
built using a pivot grid interface. There are four preset options for viewing data, along with a
playground option that lets you choose the parameters and presentation of the report.

For an overview of each of the report types, along with procedures for building Work Log reports, see
Section 12.4, “Building Work Log Reports,” on page 234.
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A1

A11

SMAdmin and Database
Communication

Transition to Direct Database Access

Historically, SMAdmin has used XML-RPC to perform all interactions with the Engine. Beginning with
the release of version 4.1, Storage Manager is slowly transitioning away from that model and moving
towards directly accessing certain resources where direct access makes more sense. Direct access
to the SQL Server database now takes place for the following:

+ Events

*

Event Properties

*

Object History
GSR Collector Data

*

This change in behavior means that SMAdmin will no longer only be subject to firewall rules regarding
the Engine’s listening port (3009 is the default). Instead, greater consideration needs to be given to
the environment and how SMAdmin will be used to access it. This also introduces a breaking change
with interaction between SMAdmin and the Engine.

NOTE: SMAdmin can authenticate only to a matching version of the Engine. For example, SMAdmin
5.2 can only authenticate to a matching Storage Manager 5.2 Engine.

Legacy Environment
In a legacy configuration, the SMAdmin would communicate with the Engine server host directly over

a WAN, over the internet, and perhaps through a proxy. In all cases, communication would ultimately
go through a firewall to the Engine server host.
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Figure A-1 Legacy Environment
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A.1.2 New Environment
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Given the new requirements of direct database access, SMAdmin will now need to have access to
the SQL Server host through a proxy server or firewall, depending on the your requirements. If
access to the SQL Server host is allowed over the internet, the following represents a likely scenario:

Figure A-2 New Environment
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If access to the SQL Server host is restricted to the LAN/WAN, the following represents a likely
scenario. In this case, it might be necessary for an administrator to connect through a VPN to access
and manage the product. In most cases, it will no longer possible to manage the product outside of

the corporate network.
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Figure A-3 New Environment Restricted to LAN/WAN
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A.1.3 Database Host Address

In previous releases, the Database Host Address in the Engine's configuration was able to be set to
the localhost address of 127.0.0.1. Now that SMAdmin is reliant upon direct access to the SQL
Server database, this is no longer supported. A valid DNS FQDN or IP address is required.

This value needs to be updated and saved by using the Engine's Database Configuration Wizard. If
the Database Host Address is set to 127.0.0.1, the Wizard will attempt to convert it to a DNS FQDN
and correct this value automatically on an upgrade. During a new installation, the DNS FQDN of the
local machine will be used by default.

A.2 SMAdmin Database User Setup

SMAdmin uses a specific database user created during the Engine's Database Configuration Wizard.
Because it is a product managed login, the administrator is not given the opportunity to change the
name of the login or database user that are created. They are blindly managed by the Engine's
Database Configuration Wizard.

The name of the login and database user created is f sf ui . The login is created with

CHECK_EXPI RATI ON=CFF to disable password expiration. However, enforcement of password policy
still applies because CHECK_PQOLI CY=CFF is not specified. Therefore, normal Windows password
policy mechanisms still apply. For further details, see: https://msdn.microsoft.com/en-us/library/
ms161959.aspx

To satisfy the default Windows password complexity, a random password with a minimum length of
20 characters will be generated. For example, a password will be produced that looks something like
the following:

I #U) FAKV! ED?UVRIODN&

The login and database user are created in the Database Connection step of the Engine's Database
Configuration Wizard. Each time the Database Configuration Wizard successfully moves beyond the
Database Connection step, the login’s password is set to a new value and CHECK_EXPI RATI ON=OFF is
set.
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A.21

If there’s an existing login and database user by f sfui, Storage Manager will attempt to use it. The
following properties on the login will cause the Wizard to return an error:

¢ Login type is not SQL Login

+ Login is disabled

¢ Login is locked

+ Login is expired
If the login’s password is set to expire, a warning will be reported informing the administrator that they
should consider disabling password expiration for the login.

The database user is added to the db_dat ar eader database-level role of the target database. For
further details, see: https://msdn.microsoft.com/en-us/library/ms189121.aspx.

SMAdmin Database Access

SMAdmin performs database access once it has received the database credentials from the Engine
after a user has successfully performed a logon. It will perform direct database queries for the
following:

+ Events

+ Event Properties

+ Object History

+ GSR Collector Data
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B.1

Security Specifications

This section provides details on configuring your Windows firewall to accommodate the components
of Storage Manager for Active Directory. It also specifies the Local Security Authority (LSA) rights and
privileges that must be set.

¢ Section B.1, “Windows Firewall Requirements,” on page 335

+ Section B.2, “LSA Rights and Privileges,” on page 336

*

Section B.3, “ProxyRights Group Permissions,” on page 337

*

Section B.4, “Windows Clustering via Proxy Agents,” on page 337

*

Section B.5, “Considerations for NAS Devices,” on page 338

Windows Firewall Requirements

The Windows Firewall has different default configurations on Windows Server 2012 R2, Windows
Server 2012, and Windows Server 2008 R2.

In most cases, the Storage Manager installation enables the following firewall settings. In the rare
circumstances where it does not, you will have to establish these manually.

+ The Engine must be permitted to make outbound connections.

+ The Engine must be able to listen on ports 3008 and 3009. These are the default port choices
that are presented during the installation and configuration. If you use different values, you must
adjust the firewall port exceptions to match the port values.

+ The Agent must be permitted to make outbound connections.

+ The Agent must be able to listen on ports 3010 and 3011. These are the default port choices that
are presented during the installation and configuration. If you use different values, you must
adjust the firewall port exceptions to match the port values.

+ The Event Monitor component must be permitted to make outbound connections.

+ On each server hosting user or collaborative storage with managed quota, you must enable the
Renote File Server Resource Manager Managenent - FSRM Service (RPCGIn) firewall
rule.

On servers running Windows Server 2008, the firewall settings are applicable to each of three
different categories of network interfaces that are identified based upon their IP address range (public
IP addresses versus private IP addresses) and whether or not the computer is a member of a
domain. Depending upon the specific environment where Storage Manager for Active Directory is
installed, the firewall might need to have these exceptions enabled in one or more of the following
categories:

+ Domain
+ Private
+ Public
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B.2

LSA Rights and Privileges

The following table identifies the security principals, sets of rights and privileges and the computers
on which the rights and privileges must be granted for Storage Manager for Active Directory to

function properly.

Right/Privilege

Applies to

Security Principal

"Access this computer from the
network" [SeNetworkLogonRight]

"Create a token object"
[SeCreateTokenPrivilegel],

"Impersonate a client after
authentication"

[SelmpersonatePrivilege],

"Act as part of the operating
system"

[SeTcbPrivilege]

"Back up files and directories"
[SeBackupPrivilege],

"Bypass traverse checking"
[SeChangeNotifyPrivilege],
"Manage auditing and security log"
[SeSecurityPrivilege],

"Restore files and directories”
[SeRestorePrivilege],

"Take ownership of files or other
objects"”

[SeTakeOwnershipPrivilege]
"Create symbolic links"
[SeCreateSymbolicLinkPrivilege]
Only on Vista / Win2K8 & newer.

"Log on as a batch job"

[SeBatchLogonRight]

All systems hosting folder shares
that are to be managed by the
product; all domain controllers in all
managed domains; all systems on
which the Engine, Agent or Event
Monitor components are installed.

All systems on which the Engine,

Agent or Event Monitor components

are installed.

All systems hosting folder shares
that are to be managed by the
product; all domain controllers in all
managed domains; all systems on
which the Engine, Agent or Event
Monitor components are installed.

All systems hosting folder shares
that are to be managed by the
product; all domain controllers in all
managed domains; all systems on
which the Engine, Agent or Event
Monitor components are installed.

The system on which the Engine
component is installed.

"ProxyRights"

"ProxyRights"

"ProxyRights"

"ProxyRights"

The administrative user whose
credentials are used to log in to the
Setup Wizard during configuration
of the Engine. By default, the built-
in SMAdministrators group is
granted this right on all domain
controllers and member servers.
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B.3

B.4

Right/Privilege Applies to Security Principal

"Log on as a batch job" The system on which the Engine "Admins", File / Storage Reporting

component is installed. Users
[SeBatchLogonRight]

As indicated in the table above, installing any of the product components grants the appropriate rights
and privileges on the server on which the component is installed. However, in certain situations, the
security changes that are configured automatically during the installation process are not sufficient to
meet all of the security requirements needed to monitor events and manage storage across an entire
domain or multiple domains.

ProxyRights Group Permissions

By default, whenever any of the components of Storage Manager for Active Directory are installed on
a computer in a domain, the SMProxyRights universal security group is granted membership in that
domain's Administrators built-in security group. This grants the product all of the necessary
permissions to read and write attribute values on objects in the domain. This also eliminates the need
for the Synchronize directory service data privilege to be granted to the SMProxyRights group on
each domain controller in the domain.

IMPORTANT: If your organization's security policies do not allow for SMProxyRights to be a member
of each domain's Administrators built-in security group in each managed domain, then you need to
explicitly grant permissions and extend rights in Active Directory to SMProxyRights at the domain
level of every managed domain. Please contact Micro Focus technical support for assistance when
configuring these detailed permissions.

By default, whenever any of the components of Storage Manager for Active Directory are installed on
a member server in a domain, SMProxyRights is granted membership in the built-in Administrators
group on the member server.

On other servers in the domain that are hosting user or collaborative storage managed by Storage
Manager for Active Directory, you must also grant SMProxyRights group membership in the built-in
Administrators group. This is necessary because there are many storage management actions
performed that require membership in this group regardless of the LSA privileges that the user has
been granted—in particular, managing file shares and directory quotas.

Additionally, the other servers in the domain that are not hosting components, but are hosting user or
collaborative storage, must have the rights and privileges described in the table above, along with Full
Control share permissions. The easiest way of granting these rights and privileges is through Group
Policy objects in Active Directory.

As explained in “Setting Rights and Privileges on Managed Storage” and of the Micro Focus Storage
Manager 5.2 for Active Directory Installation Guide, you must grant Full Control sharing and security
privileges to the SMProxyRights group for each share that Storage Manager for Active Directory will
manage.

Windows Clustering via Proxy Agents

Storage Manager for Active Directory supports clustering of Windows Server 2003 and later through
Proxy Agents. Configuring a cluster to be managed through a Proxy Agent is similar to configuring an
individual server to be managed by a Proxy Agent. In particular, the SMProxyRights group must be
granted membership in the built-in Administrators group and it must also be granted all of the LSA
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B.5

B.5.1

B.5.2

rights and privileges that are granted at each cluster node. When this is done, the folder share
permissions that are required must be granted to the SMProxyRights group for all shares that will be
managed by Storage Manager for Active Directory.

Considerations for NAS Devices

Storage Manager for Active Directory can manage storage on Network Attached Storage (NAS)
devices through a Proxy Agent. Integration information for reporting on specific NAS device types is
found below.

EMC Celerra

For an EMC Celerra NAS device, configuration is similar to configuring a server in the domain to be
managed by a Proxy Agent.
1 Join the NAS device to a domain where Storage Manager for Active Directory can manage from.
2 Grant the proxy rights group membership in the NAS device's built-in Administrators group.
3 Grant the proxy rights group the folder share that are required to access the storage.

4 Grant the LSArights and privileges to the proxy rights group, except the rights and privileges that
don't exist on the EMC Celerra NAS device.

EMC Isilon and Other NAS Devices

Perform the following steps to integrate an EMC Isilon device. You can use these same steps to see if
other NAS devices integrate with Storage Manager for Active Directory.

1 In the associated Computer object in Active Directory, add the following text somewhere in the
description attribute for that object:
*** SRGener i cNASDevi ce** *

2 Rebuild the storage resources and verify that the NAS device is displayed on the list.

3 Perform any needed steps for giving the proxy rights group access to the desired shares and
folders on the NAS device.
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C.1

C.2

Distributed File System (DFS)

This section provides procedures for configuring the DFS namespaces to work with Storage
Manager.

+ Section C.1, “Prerequisites,” on page 339
+ Section C.2, “Creating DFS Namespace Permissions,” on page 339
+ Section C.3, “Configuring DFS Folders,” on page 346

Prerequisites

+ Enable DFS Namespaces on an appropriate server in your domain.

Creating DFS Namespace Permissions

The Storage Manager Proxy Rights Group (named SMProxyRights by default) requires Full Control in
the CIFS permissions on the root share of the DFS namespace.

1 From Server Manager, click Tools > DFS Management.
2 Double-click DFS Management.

] DFS Management I;‘i-
74 File Action View Window Help
Y B

T2 N
[; % R:;:::a;es DFS Management -

A
Use this snap+n to create and manage Distrbuted File System (DFS) namespaces and replication groups. af MNew Namespace...
| 8§ Mew Replication Group...
| otz Add Mamespaces to Di..
A ,

DFS Management Tasks 5_5 Add Replication Group...
Publish Data to Multiple Servers View 4
Create a namespace to make shared folders located on multiple servers appear as & single tree of folders. To MNew Window from Here
increase redundancy of the folders or make them available to users in remote locations, use DFS Replication to
keep the content synchronized on multiple ssrvers. E Help
Collect Data for Backup Purposes
Use DFS Replication to replicate data from a serverin a branch office to a server in a hub office or data center H
for backup purposes. You can optionally publish the content in a namespace to ensure that branch clierts
always connect to the branch server or fail over to a hub server if the branch server is unavailable:

Manage Namespaces and Replication Groups
Manage existing namespaces and replication groups by adding them to the console display.
,“;_ Add namespace to display...

% Add replication group to display...

lllustration of a Namespace Yl
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340

3 Right-click the Namespaces node and select New Namespace.
This launches the New Namespace Wizard.

i Mew Namespace Wizard

;:: - Namespace Server

=
e Enter the name of the server that will host the namespace. The server you specify
Namespace Server will be known as the namespace server.
Namespace Name and Settings  Server:

herodotus Browse...
Namespace Type | | = |
Feview Settings and Create
Namespace
Confirmation
Previous Mext >

4 Use the Browse button to specify the server that will host the namespace.
5 Click Next.
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Tyl

LI 112

S

Namespace Server

Namespace Name and Settings

Namespace Type

Feview Settings and Create
Namespace

Confirmation

MNew Namespace Wizard

Namespace Name and Settings

Enter @ name for the namespace. This name will appear after the server or domain
name in the namespace path, such as “\Server\Mame or “\Domain‘MName.

Mame:
[Public]

Example: Public

If necessary, the wizard will create a shared folder on the namespace server. To

modify the settings of the shared folder, such as its local path and pemissions, click
Edit Settings.

| Edit Settings...

< Previous || Mext > || Cancel

6 In the Name field, specify the name of the namespace.

For example, HomeNamespace or Public.

7 Click Edit Settings.
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Namespace server:

|hemdntus

Shared folder:

|F‘ublic:

Local path of shared folder:
|C:\DFSRoots\Public

Shared folder pemissions:
() All users have read-only permissions

() Ml users have read and write permissions

0 Administrators have full access; other users have read-onhy
pemissions

O Administratars have full access; other users have read and write
permissions

(® Use custom permissions: Customize...

8 Select Use custom permissions, then click Customize.
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Securty

Group or user Names:

Everyone

Pemissions for Evenrone
Full Control

Change

Fead

9 Click Add.
10 In the Enter the object names to select field, type smand click Check Names.
11 From the dialog box, select snpr oxyri ght s and click OK.
12 Click OK to close the Select Users Computers, Service Accounts, or Groups dialog box.
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Securty

(Sroup or user Names:

% Everyone
as mproxyrights {CHRONICLE\smproxyrights )

Pemnissions for
senergyproxymights
Full Control
Change

Fead

13 With snproxyri ght s selected, select the Full Control check box.
14 Click OK.

15 Click OK to close the Edit Settings dialog box.

16 Click Next.
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MNew Namespace Wizard

Namespace Type

Select the type of namespace to create.

MNamespace Server
® Domain-based namespace

Namespace Name and Settings A domain-based namespace is stored on one or more namespace servers and in Active Directony

Domain Services. You can increase the availability of a d
Namespace Type multiple servers. When created in Windows Server 2008
Review Settings and Create increased scalabilty and access-based enumeration.

Namespace
Confirmation Enable Windows Server 2008 mode

Preview of domain-based namespace:

omain-based namespace by using
mode, the namespace supports

[\\chronicle localPublic

() Stand-alone namespace

A stand-alone namespace is stored on a single namespace server. You can increase the
availability of a stand-alone namespace by hosting it on a failover cluster.

Preview of stand-alone namespace:

“Wherodotus™Public

17

| < Previous || Mext = || Cancel

Choose your preferred namespace option and click Next.
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C.3

C.31

346

e
Hl!

e

Steps:

MNamespace Server
Namespace MName and Settings

MNamespace Type

Review Settings and Create
Namespace

Confirmation

- Review Settings and Create Namespace

MNew Namespace Wizard [=[a ]

You selected the following settings for the new namespace. f the settings are
comect, click Create to create your new namespace. To change a setting, click
Previous, or select the appropriate page in the orientation pane.

Namespace settings:

Namespace
MNamespace name: “‘chronicle localPublic
Namespace type: Domain (Windows Server 2008 mode)
Mamespace server: herodotus
Root shared folder: A shared folder will be created f one does not exdst.
Local path of namespace shared folder: C:\DF5Roots Public
Pemizsions for namespace shared folder: Custom pemissions

< Previous || Create || Cancel

18 Review the settings and click Create.

19 Click Close to close the wizard.

Configuring DFS Folders

Storage Manager requires definite paths in its policies. Because namespaces can provide multiple

targets for DFS links and thereby introduce ambiguity, a DFS namespace must be configured with
one of the following three options:

¢ Section C.3.1, “Providing Only One Target Per DFS Link,” on page 346
¢ Section C.3.2, “Disabling All but One Target Per DFS Link,” on page 347
¢ Section C.3.3, “Enabling Multiple Target Paths,” on page 348

Providing Only One Target Per DFS Link

The simplest way to guarantee that Storage Manager has unambiguous DFS paths is to give each

DFS link a single target.

In the following graphic, there is just one target path and it is enabled.
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Figure C-1 One Target Path
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Disabling All but One Target Per DFS Link

If a DFS namespace is used for high availability, such as ensuring that users can access a replicated
copy of their data, it might be appropriate to create multiple targets in a DFS link and disable all but
one. If the enabled link target becomes unavailable, an administrator can disable the downed target
and enable a replication target. As long as only one target is enabled for a given DFS link, Storage
Manager can successfully provision and manage storage through the DFS path.

In the following graphic, there are multiple target paths, but only one is enabled.
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Figure C-2 Multiple Target Paths with One Enabled
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Enabling Multiple Target Paths

Storage Manager can parse the description field on a DFS folder to determine which of several
enabled targets is the primary, unambiguous target. This allows Storage Manager to manage
namespaces with multiple enabled targets in a DFS link.

To do this, the description for the DFS link must enclose the complete UNC path of the path Storage
Manager should use in double curly braces. For example, { {\\ Ser ver\ Shar e\ Pat h}}. This must be
identical to the UNC path in the target link; it cannot be a subdirectory.

In the following graphic, there are two target paths enabled.

The Home Properties dialog box is accessed by double-clicking the listing in the DFS Management
console.
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Figure C-3 Two Target Paths Enabled
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D.1

D.1.1

Active Directory Schema

Extensions

Micro Focus Storage Manager for Active Directory extends the Active Directory schema by adding

new attributes and classes.

¢ Section D.1, “Attributes,” on page 351
+ Section D.2, “Classes,” on page 352

Attributes

+ Section D.1.1, “ccx-FSFAuxiliaryStorage,” on page 351
+ Section D.1.2, “ccx-FSFManagedPath,” on page 352

ccx-FSFAuxiliaryStorage

A list of one or more paths pointing to managed auxiliary storage associated with this object

Table D-1 ccx-FSFAuxiliaryStorage Specifications

Active Directory Attribute Property

Value

Name
LDAP Display Name
Admin Display Name

Admin Description

ASN.1ID

Syntax

Sized — Lower Limit
Sized — Upper Limit
Single Valued

Schema ID GUID
Search Flags

System Flags

Link ID

Attribute Security GUID
Partial Attribute Set Member

cex-FSFAuxiliaryStorage
cex-FSFAuxiliaryStorage
ccx-FSF-Auxiliary-Storage

List of one or more paths pointing to managed auxiliary

storage associated with this object
1.3.6.1.4.1.35052.1.1.100.1.1
ADSTYPE_CASE_IGNORE_STRING

False

c4bacb95-075e-11df-bcab-eee40b817f62

cd55682f-3987-446d-a18e-cfd8d53b95f2

False
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D.1.2 ccx-FSFManagedPath

The managed path attribute for objects (such as groups and containers) that do not inherently have a
home folder attribute.

Table D-2 ccx-FSFManagedPath Specifications

Active Directory Attribute Property Value

Name ccx-FSFManagedPath

LDAP Display Name ccx-FSFManagedPath

Admin Display Name cex-FSF-Managed-Path

Admin Description Managed path attribute for collaborative objects
ASN.1ID 1.3.6.1.4.1.35052.1.1.100.2.1

Syntax ADSTYPE_CASE_IGNORE_STRING

Sized — Lower Limit -

Sized — Upper Limit -

Single Valued True

Schema ID GUID c4bacb96-075e-11df-bcab-eee40b817f62
Search Flags -

System Flags -

Link ID -
Attribute Security GUID cd55682f-3987-446d-a18e-cfd8d53b95f2
Partial Attribute Set Member False

D.2 Classes

+ Section D.2.1, “ccx-FSFManagedAttributes,” on page 352

D.2.1 ccx-FSFManagedAttributes

An auxiliary class holding common attributes managed by Storage Manager for Active Directory.

Table D-3 ccx-FSFManagedAttributes Specifications

Active Directory Class Property Value

Name ccx-FSF-Managed-Attributes

LDAP Display Name ccx-FSF-Managed-Attributes

Admin Display Name ccx-FSF-Managed-Attributes

Admin Description Auxiliary class holding common attributes managed by

Storage Manager
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Active Directory Class Property

Value

ASN.1ID

Schema ID GUID

Class Type

Parent Class

Default Object Category
Naming Attribute
Mandatory Attributes
Optional Attributes

Possible Superiors
System Possible Superiors
System Flags

Default Security Descriptor

1.3.6.1.4.1.35052.1.1.2.1.1
c4bacb93-075e-11df-bcab-eee40b817f62
Auxiliary

top

ccx-FSFManagedAttributes

ccx-FSFAuxiliaryStorage
ccx-FSFManagedPath

Active Directory Schema Extensions
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AuxMap

The AuxMap utility lets you map drive letters to a user’s auxiliary storage folders through command
line parameters in a Windows logon script. When the user logs in to Active Directory, AuxMap reads
the auxiliary attribute associated with each auxiliary storage folder assigned to the user and then
enables the drive mappings.

You must have the Enable check box checked, and an entry in the Tag field of the Extended Options
of an auxiliary storage policy.

Figure E-1 Extended Options Page of an Auxiliary Storage Policy

Policy Editor - HR-Aux =
General Auxiliary Storage Directive
Policy Options Enable
Extended Options Tag HR-Aux —
Assodiated Policies Description __
Setup
Provisioning Options
Target Paths
Quota Options
Move Schedule
Cleanup
Cleanup Options
Vault
Groom Characters Allowed: 1023 Remaining: 1023
Other
Motes
Summary
Copy Policy Data

For more information, see “Enabling Auxiliary Storage Extended Options” on page 70.
At the root of the ISO, go to the applicable path to locate AuxMap:

o \Utilities\AuxMap\wi n32\ AuxMap. exe
o \Utilities\AuxMap\w n64\ AuxMap. exe

Example Usage:
AuxMap --drive=<drive-|etter> --storage=<storage-nane>

AuxMap -d=<drive-|etter> -s=<storage-nane>
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AuxMap --delete --drive=<drive-letter>

AuxMap --1ist-mappi ngs

The following command line switches are supported:

Table E-1 AuxMap Command Line Switches

--help
or

-2

Displays command line switch help information for
AuxMap.

--1ist-nmappi ngs
or

-lm

Lists all currently mapped network drives.

--drive=<drive-letter-or-path>
or

-d=<drive-letter-or-path>

This must be a single uppercase letter in the range A
through Z. The storage referred to in the storage
parameter will be mapped to the chosen drive letter.

- - st or age=<st or age- nane>
or

- s=<st or age- nane>

This must be the name of an auxiliary storage area
that has been provisioned for the user and is currently
enabled and specified in the Tag field of the Extended
Options page of an auxiliary storage policy. If the string
in the Tag field contains a space, you must have
quotes around the auxiliary storage area name.

--delete Performs a map delete on the specified drive letter or
path. Use with the - - dri ve or - d switches.
- -debug If present, this causes AuxMap to produce more

detailed diagnostic logging as it executes.
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F.1

F.1.1

Managed Path Naming Attribute
Specifications

¢ Section F.1, “Rules,” on page 357
+ Section F.2, “Event Processing,” on page 358

+ Section F.3, “Management Actions,” on page 358

Storage Manager traditionally uses the sAMAccount Nane attribute values for naming managed paths
for user and group collaborative policies. The Managed Path Naming Attribute (MPNA) provides
more granular control over how managed paths are named for user and group collaborative policies.
Each MPNA Action Block applies to either a User/User Auxiliary policy type or a Group Collaborative
policy type. You can link one or more policies to an appropriate MPNA Action Block to control which
attribute applies for naming the managed path as well as the Groom and Vault paths.

The MPNA doesn't apply to Dynamic Template Folders that are created as part of the collaborative
template processing. These folders are not managed per se and will continue to be named based on
the sAMAccount Nane attribute.

As with the sAMAccount Nane attribute, values should be unique for the attribute you choose for an
MPNA Action Block or policy in order to avoid naming collisions in the file system as you manage
storage with Storage Manager. If you choose an attribute other than sAMAccount Nane for a MPNA
Action Block or policy, ensure that the process used to populate the attribute’s values can guarantee
unique values for the storage objects being managed by that policy. If duplicate values occur for the
policy, it is possible for related storage management events to go pending because the target path is
not available.

Rules

¢ Section F.1.1, “General,” on page 357
¢ Section F.1.2, “Groom and Vault Paths,” on page 358

General

The MPNA is configured through an MPNA Action Block. For procedures on creating an MPNA
Action Block, see “Creating a Managed Path Naming Attribute Action Block” on page 261.

+ |f you do not configure an explicit MPNA Action Block, a private Action Block applies in which the
sAMAccount Nane is used for user and group collaborative policies.

+ An MPNA Action Block can be linked only to policies that match its type. An MPNA Action Block
can be one of the following policy types:

+ User/User Auxiliary
+ Group Collaborative

+ After you link an MPNA Action Block to one or more policies, you cannot change the block's
policy type without first removing the policy links.
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F.1.2

358

F.2

F.3

The list of available attributes for an MPNA Action Block depend on its associated policy type.
The User/User Auxiliary policy type displays only attributes for the User object class. The Group
Collaborative policy type displays only attributes for the Group object class.

+ Only single-valued domain-replicated, stored attributes are eligible to be chosen as the MPNA.

+ Multi-valued domain-replicated, stored attributes are not eligible to be chosen as the MPNA. One
example is the Descri pti on attribute:

https://msdn.microsoft.com/en-us/library/ms675492(v=vs.85).aspx

+ Constructed and non-replicated attributes are not eligible to be chosen as the MPNA. See
Attributes:

https://msdn.microsoft.com/en-us/library/ms675155(v=vs.85).aspx

+ A constructed attribute has values that are computed from normal attributes for read, or
affects the values of normal attributes for writes. For example, canoni cal Nane and
al | onedAt t ri but es are non-stored, constructed attributes.

+ Non-replicated attributes are stored on each domain controller, but are not replicated. For
example, badPwdCount , Last - Logon, and Last - Logof f are non-replicated attributes.

+ MPNA does not support auxiliary classes and their attributes.

Groom and Vault Paths

A Groom or Vault path follows the MPNA for the policy's managed path. For example, if Policy 1's
MPNA is the enpl oyeeNunber attribute, the attribute's value is used in the managed path and in the
path for a Groom or Vault action.

+ Policy 1 Managed Path for user Keith whose enpl oyeeNunber attribute is “123456789":
\\ Server 1\ Shar el\ User s\ 123456789

+ Policy 1 Vault or Groom Path for user Keith whose enpl oyeeNunber attribute is “123456789”;
\\ Server 9\ Vaul t\ User s\ 123456789

Event Processing

The MPNA is retrieved from Active Directory during Create events and when it is time for an event to
calculate the best target path based on the MPNA and other policy leveling and distribution criteria. If
the MPNA has not yet been populated (such as if the MPNA value is blank or the attribute doesn’t
exist), the event will go pending until the MPNA has a value.

The Event Monitor watches for changes to the MPNA. When the attribute’s value changes, a Rename
event is generated.

If you unlink a policy from an MPNA Action Block, and link it to a different MPNA Action Block, you will
need to issue the Enforce Paths Management Action to enforce policy compliance.

Management Actions

If you modify the MPNA Action Block to use a new attribute, you must run an Enforce Paths
management action to bring the affected objects’ managed paths into compliance with the policy.
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G Event Monitor Scope

The Event Monitor scope identifies the portions of an AD environment that are relevant for event
monitoring purposes. Setting the scope allows Storage Manager to generate actionable events only
for the appropriate containers and groups. A scope is defined by explicit Include and/or Exclude lists.
You can define a scope to encompass a multi-domain forest environment with subsets of scoped
elements being individual AD domains and containers or group objects within them.

The Event Monitor scope does not affect the AD Forest Trust Filter or Storage Resources. These
have separate configuration mechanisms that limit what portions of the AD environment they make
use of. However, an AD Forest Trust Filter can affect the scope if the filter excludes entire AD forests
that are otherwise included by the scope. The accessible portions of AD will be the intersection of the
AD Forest Trust Filter and the scope. Or, to put it another way, every AD forest that is included by the
AD Forest Trust Filter will, by default, have all of its AD domains also implicitly included in the
absence of a scope that explicitly excludes any AD domains.

¢ Section G.1, “Include and Exclude,” on page 359
+ Section G.2, “Event Monitoring,” on page 360

+ Section G.3, “Non-Monitored Active Directory Containers,” on page 361

¢ Section G.4, “Operational Containers,” on page 362

G.1 Include and Exclude

An Event Monitor scope is defined by the domain, container and group objects that are specified in its
Include and Exclude lists. Presence in either one of the lists has different effects based upon the type
of object chosen. By default, if there are no entries in either of these lists, the domain and all of its
objects in which the product is installed are implicitly included. This is the default behavior of Storage
Manager prior to the introduction of the scope feature.

Within an AD domain, there can be no ancestor/descendent relationship between areas of inclusion:
+ After you explicitly exclude a container, its subordinate containers are by default implicitly
excluded. You cannot include any of its subordinate containers by explicitly including them.

+ If the scope is defined only by includes, the remainder of the AD domain is by default implicitly
excluded, except for the explicitly included containers and their subordinate containers. You
must explicitly include all portions of the AD domain that are of interest.

+ |f the scope is defined only by excludes, the remainder of the AD domain is by default implicitly
included, except for the explicitly excluded containers and their subordinate containers.

¢ Section G.1.1, “Include,” on page 359
+ Section G.1.2, “Exclude,” on page 360

G.1.1 Include

The Include list provides a means for creating a white-list such that only specified objects are white-
listed. Consequently, anything not contained within the Include list is implicitly excluded. This holds
true for domains, containers, and groups.
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G.1.2

G.2

Containers

After a container has been added to the Include list, all other objects that are not subordinate to it that
are not added to the Include list are implicitly excluded. Any explicit include of a container applies to
that container and the entire sub tree that is subordinate to it. In the case of includes, subordinate
containers at any depth under the included container may be explicitly excluded to “prune off’
portions of the domain that should be ignored.

Groups

After a group has been added to the Include list, all other groups in the same container as that group,
which were not added to the Include list, are implicitly excluded. The members of a group are
independently evaluated to determine if they are in scope or out of scope for event monitoring
purposes. Any monitored change that occurs where the pairing of a group and a group member has
either or both objects out of scope results in no change being reported for that particular pairing.

Exclude

The Exclude list provides a means for creating a black-list such that the specified objects and their
respective subordinate objects are excluded and everything else is implicitly included. This holds true
for domains, containers, and groups.

Containers

After a container has been added to the Exclude list, all other objects that are not subordinate to it
that are not added to the Exclude list are implicitly included. Any explicit exclude of a container
applies to the container and the entire sub tree that is subordinate to it. Explicit excludes of containers
are “final”, in that no subordinate objects below and explicit exclude are allowed to be explicitly
included.

Groups

After a group has been added to the Exclude list, all other groups in the same container as that group,
which were not added to the Exclude list, are implicitly included. The members of a group are
independently evaluated to determine if they are in scope or out of scope for event monitoring
purposes. Any monitored change that occurs where the pairing of a group and a group member has
either or both objects out of scope results in no change being reported for that particular pairing.

Event Monitoring

The content of the Event Monitor Partial Replica (PR) is not currently being limited by the explicitly set
scope. However, the PR content is limited by the internal scope that the Event Monitor constructs and
populates with explicit exclude filter elements for the CN=Bui | t i n, <donai n- | dap- f dn> container and
for all of the “[Other] Well Known Objects” containers except the “Users”, “Computers” and “Domain
Controllers” containers.

The suppression of Event Record Entry (ERE) creation is limited by the scope.
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Given a constant scoping filter, the following behavior is expected as the Partial Replica is built and
maintained over time:

+ Objects that are within scope when created or deleted will have Partial Replica Entries (PRES)
created and maintained for them, with appropriate Event Record Entries (EREs) being created
and made available for use.

+ If an object is created while out of scope and is then moved in scope, the Event Monitor will
process the move as if it was a create for a new object.

+ If an object is created while in scope and is then moved out of scope, the PRE will be updated
and an ERE will be created for the object move, after which no other EREs will be created for the
object for as long as it remains out of scope. Additionally, the PRE for the object will not be
maintained while it is out of scope.

+ |f an object that was previously in scope and had a PRE create for it is deleted after it was moved
out of scope, the PRE will be marked as being a stub that represents a tombstone, but no EREs
will be generated related to the object being deleted.

When the scope changes (e.g. the portion that affects the content of the PR) after the PR has been
created, then the following behavior can be expected as the PR is maintained over time:

+ A partial rebuild or full rebuild of the partial replica will be initiated when the Event Monitor
receives the updated scope and determines that it is different from the previous scope that it had
been using. This rebuild happens only if the portions of the filter that affect the PR have changed;
changes to the portions of the scope that affect only ERE filtering will go into effect immediately
without triggering a PR rebuild.

+ If an object was created when it was out of scope, and then the scope is altered so that the
object is now in scope, then the next time that the object is modified, it will be handled as if it was
just created.

+ If an object was created when it was in scope, and then the scope is altered so that the object is
now out of scope, then no further EREs will be generated for the object and its PRE will not be
maintained, for as long as it remains out of scope. If the object is deleted while it is out of scope,
the PRE will be marked as being a stub that represents a tombstone, but no EREs will be
generated related to the object being deleted.

G.3 Non-Monitored Active Directory Containers

As a means of avoiding the monitoring of non-applicable network events, the Event Monitor excludes
the monitoring of the following Active Directory containers:

¢ Builtin

+ Foreign Security Principals

*

Managed Service Accounts
+ Program Data
+ System
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G.4 Operational Containers

Certain operational portions of an AD domain are considered to be off-limits for event monitoring
activities. These portions of an AD domain will always be excluded from consideration for event
monitoring purposes regardless of the scope.

Only a subset of object classes are permitted for container include/exclude elements, as follows:

+ container

+ groupPolicyContainer [exclude only]

+ configuration [exclude only]

+ builtinDomain [exclude only]

¢ organization

¢ organizationalUnit

¢ country

+ locality

+ msExchSystemObjectsContainer [exclude only]
+ msDS-QuotaContainer [exclude only]
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Glossary

Action Block: A feature of Storage Manager that allow the sharing of specific policy options between
multiple policies. With the release of Storage Manager 5.0, you can create Action Blocks for policy-
based vaulting, policy-based grooming, and non-policy-based grooming.

Associated policy: A policy specifically assigned to a container, group, or user through the
Associations settings in the Policy Editor.

Auxiliary policy: A policy associated with a User Home Folder policy that creates auxiliary storage
for a user (along with the user home folder that is created from a user home folder policy) when a new
user is created in Active Directory.

Auxiliary storage: Home folders associated to a user in addition to the regular network home folder.
Depending on the storage policy, auxiliary storage can be made accessible or unaccessible to the
associated user.

Blocking policy: A policy designed to block other Storage Manager policies from affecting members
of organizational units, members of groups, or even individual users.

Consistency check: This Management Action notifies you of inconsistencies or potential problems
pertaining to user and group storage being managed through Storage Manager. These potential
problems might be missing storage quotas, inconsistent directory attributes, missing home
directories, inconsistent file paths, and more.

Container: A synonym for organizational unit in the Micro Focus Storage Manager documentation.

Collaborative storage: A shared storage area where a group of people in an organization can
collaborate by accessing files. Storage Manager lets you easily create collaborative storage areas
through collaborative storage policies that you can assign to Group objects or to an organizational
unit.

Cross-Empire Data Migration: Separately-purchased susbsystems of Storage Manager that allow
for the movement of file system data, along with associated permissions, and metadata, between
storage infrastructures on different platforms or different Active Directory forests. There is a Cross-
Empire Data Migration offering from eDirectory to Active Directory, and another from Active Directory
to Active Directory.

Deferred delete event: The scheduled deletion of a managed path, but has not yet taken place
because the number of days in the Cleanup Storage parameter of the policy has not been met.

Dynamic Template Processing: Within Storage Manager, the process that creates personal folders
in a collaborative storage folder.

Effective policy: A policy that is applied by default to a group, user, or subcontainer when no
associated policy is specifically assigned.

Enumeration operation: The process of locating and displaying all objects.

Identity map: Within the Cross-Empire Data Migration subsystem, the mechanism that lets you
make security and ownership associations between the source and the target.

Managed Path: A location that Storage Manager manages in an automated fashion for any of the
following: Home folder, Profile path, Remote Desktop Services Home folder, Remote Desktop
Services Profile path, Collaborative storage (group and container), and Auxiliary storage.
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Management Action: A manual action that allows you to enact a setting from a policy on existing
users.

Operation: An action performed in Storage Manager that is not tied to a policy. At the present time,
Storage Manager can perform Vault and Groom operations.

Personal folder: A user-specific folder in a collaborative storage area.

Policy: Rules and settings within Storage Manager that indicate what storage-specific actions to
enact when an event in Active Directory takes place. These actions include creating user storage
when a new user is added to Active Directory, moving storage when a user is moved from one
organizational unit to another, and archiving or deleting storage when a user is removed.

Policy weight: When a user is a member of multiple groups and each group has a separate policy,
Storage Manager uses this setting to determine which policies to apply. Storage Manager applies the
policy with the largest numerical weight.

Quota Manager: A Web browser-based management interface for designated users such as help
desk administrators or support personnel that enables them to adjust quota on user home folder or
collaborative storage areas without needing rights to the file system. Quota Manager can also provide
select storage information such as total number of files and file types in a home folder.

SMAdmin: The management interface for Storage Manager.
Target Path: The path to the network share where managed paths are hosted.

Template: If you want to have subfolders and documents provisioned in a home folder, auxiliary
storage folder, or collaborative storage folder when they are created, you can use an existing path in
the file system as a template.

Work Log: An optional mechanism that maintains a history of Storage Manager events. The Work
Log contains summary records for events that have reached the processed state; in other words,
those for which an effective policy has been calculated and run to completion or have been aborted
by administrative action.
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1.1

1.2

Documentation Updates

This section contains information about documentation content changes that were made in this Micro

Focus Storage Manager 5.2 for Active Directory Administration Guide after the initial release of
Storage Manager 3.0 for Active Directory. The changes are listed according to the date they were

published.

The documentation for this product is provided on the Web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

The documentation was updated on the following dates:

May 16, 2017

Updates were made to the following sections:

Location

Update Description

Chapter 12, “Work Log Reports,” on page 229.
“Status” on page 245.

“Creating a Move Schedule Action Block” on
page 263.

“Creating a Target Paths Action Block” on page 266.
Section 13.2.9, “Configuration,” on page 329.

Section 13.2.10, “Reports,” on page 329.

New section.
Updated section.

New section.

New section.
New section.

New section.

December 13, 2016

Updates were made to the following sections:

Location

Update Description

Chapter 4, “Configure the Event Monitor Scope,” on
page 27.

Section 6.5.4, “Setting Target Paths,” on page 54.

Section 8.9, “Creating a Multi-Principal Collaborative
Storage Policy,” on page 107.

“Creating a Managed Path Naming Attribute Action
Block” on page 261.

New section.

Updated section.

New section.

New section.

Documentation Updates
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1.4

Location

Update Description

“Creating a Multi-Principal Suffix Mapping Action
Block” on page 264.

“Cross-Forest Data Management” on page 309.
Section 13.1.15, “Scope,” on page 310.

Appendix F, “Managed Path Naming Attribute
Specifications,” on page 357.

Appendix G, “Event Monitor Scope,” on page 359.

New section.

New section.
New section.

New section.

New section.

July 19, 2016

Updates were made to the following sections:

Location

Update Description

Section 5.2, “Viewing Anomaly Reports,” on page 34.

Chapter 11, “Performing an Active Directory to Active
Directory Cross-Empire Data Migration,” on page 207.

“Properties” on page 251.

Section 13.1.5, “Action Blocks,” on page 257.
Section 13.1.13, “GSR Collector,” on page 283.
Section 13.1.14, “Forest Trusts,” on page 290.
Section 13.2.3, “GSR Anomaly,” on page 318.

Section 13.2.4, “Completed Data Migration,” on
page 324.

Appendix A, “SMAdmin and Database
Communication,” on page 331.

Updated with information on new Anomaly reports.

New section.

An extensive set of new information has been written
about the GSR Collector and the History tab.

New section.
New content in section.
New section.

An extensive set of new information has been added
to this section.

New section.

New section.

October 7, 2014

Updates were made to the following sections:

Location

Update Description

Section 6.11.4, “Establishing Auxiliary Purpose
Mappings,” on page 73.

“Enforce Policy Path” on page 271.

Appendix C, “Distributed File System (DFS),” on
page 339.

New section.

Added new feature information.

Updated procedures.
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1.5

1.6

1.7

1.8

October 17, 2013

Updates were made to the following sections:

Location

Update Description

“Apply Home Drive” on page 271.
“Apply Owner” on page 271.

New section.

New section.

September 26, 2013

Updates were made to the following sections:

Location

Update Description

“Importing ldentity Associations through Delimited
Text” on page 134.

“Creating Object Associations” on page 138.

Section 10.5.5, “Saving a Local Instance of the Identity

Map,” on page 145.

Section 10.5.6, “Loading a Saved Identity Map,” on
page 145.

New section.

New section.

New section.

New section.

June 12, 2013

Updates were made to the following sections:

Location

Update Description

Section 6.5.1, “Setting Policy Options,” on page 51.

Section 6.5.4, “Setting Target Paths,” on page 54.

Section 13.1.7, “Events,” on page 274.

Updated the description of Bypassable Events.
Updated the description of the Leveling Algorithm.
Updated the description of the Defer field.

January 18, 2013

Updates were made to the following sections:

Location

Update Description

Multiple locations throughout the manual.

“Folder to Folder” on page 128.

Section 10.12, “Performing a Folder to Folder
Migration,” on page 180.

Changed references of 3.0.x to 3.1.

Discussion of new Cross-Empire Data Migration
utilities.

Presented a two-phased approach for folder to folder

migration, including the use of the new utilities.

Documentation Updates



1.9

1.10

1.11

1.12

368

Location

Update Description

Appendix H, “Glossary,” on page 363.

Added new glossary entries.

October 15, 2012

Updates were made to the following sections:

Location

Update Description

“Folder to Folder” on page 128.

Section 10.12, “Performing a Folder to Folder
Migration,” on page 180.

Section 10.12.2, “Migrating to an Existing Target
Folder,” on page 181.

Section 10.12.6, “Creating a Target Folder in the Data
Migration Wizard,” on page 200.

New paragraph about the Skip Open Files option.

IMPORTANT information added about the Skip Open
Files option.

Inserted a new Step 2 on page 182. Expanded Step 14
on page 185 to include the Advanced Namespace
Handling and Open File Options.

Inserted a new Step 2 on page 200. Expanded Step 17
on page 203 to include Advanced Namespace
Handling and Open File Options.

May 18, 2012

Updates were made in the following section:

Location

Update Description

Appendix C, “Distributed File System (DFS),” on
page 339.

New appendix.

February 2, 2012

Updates were made to the following sections:

Location

Update Description

Throughout the manual.

Section 6.5.5, “Setting Quota Options,” on page 56

Changed 3.0.2 to 3.0.x.

Added a note about managing quota on NAS devices.

July 5, 2011

Updates were made to the following sections:

Location

Update Description

Section 9.3, “Understanding Quota Manager Status
Indicators,” on page 122

Added this section.
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1.13

.14

1.15

1.16

May 16, 2011

Updates were made to the following sections:

Location

Update Description

“What's New” on page 11

Chapter 7, “Managing Existing Collaborative Storage,”
on page 79

Section 10.2, “Security and Ownership,” on page 128

Section 10.5, “Creating and Modifying an Identity
Map,” on page 133

Appendix H, “Glossary,” on page 363

Description of identity mapping in the Cross-Empire
Data Migration subsystem.

Added this chapter.
Updated this section with new information on identity
mapping.

Added this section.

Added new glossary terms.

March 16, 2011

Updates were made to the following sections:

Location

Update Description

Section 10.3.1, “Prerequisite Tasks,” on page 130

Section 10.10, “Performing a Group to Group Data
Migration,” on page 166

Added this section.

Prefaced the procedures with an Important notice
stating that the group folders to be migrated must be
managed through group-based collaborative storage
policies in eDirectory.

March 1, 2011

Updates were made to the following sections:

Location

Update Description

Section 10.4, “Creating the Migration Proxy Account,”
on page 131

Inserted information on the need for the Universal
Password policy to support 32-character passwords,
and provided a link to documentation on how to
reconfigure the policy.

February 14, 2011

Updates were made to the following sections:

Location

Update Description

Chapter 1, “What's New,” on page 11

Descriptions of features new to Novell Storage
Manager 3.0.1.
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Location Update Description

Section 6.10, “Copying Policy Data,” on page 68 Procedures for importing a policy.

Chapter 10, “Performing an eDirectory to Active Procedures for using Data Migration.
Directory Cross-Empire Data Migration,” on page 125
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