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About This Reference

This ZENworks Security reference provides an overview of how to get started with enabling and
employing all the security capabilities of the ZENworks Suite, which includes security features from
ZENworks Patch Management, Full Disk Encryption, Endpoint Security, Mobile Management, and
Configuration Management.

Audience

This guide is intended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks Security is supported by other documentation for the ZENworks products mentioned
above (in both PDF and HTML formats) that you can use to learn about and implement security
features. For additional documentation, see the ZENworks Documentation website.
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Getting Started

ZENworks Security provides a three-tiered approach to protect the managed devices in your
enterprise by mitigating software vulnerabilities, encrypting device drives, and securing device
features. By accessing Security in ZENworks Control Center, you have first level navigation access to
take action on a variety of security related functions directly from the Getting Started pages. For
more information about the capabilities launched from these pages, continue reading:

+ Mitigating Vulnerabilities. ZENworks helps you stay in front of emerging threats by tracking
software vulnerabilities for devices through the use of Common Vulnerabilities and Exposures
(CVE) data and then responding to those vulnerabilities by applying the appropriate patches.
This enables you to establish regularly scheduled maintenance patching to ensure that your
devices have the most recent security and quality updates.

For information on how to get started with mitigating vulnerabilities using ZENworks, see
Mitigating Vulnerabilities.

+ Encrypting Devices. Manage encryption of fixed disk volumes, fixed disk folders, and removable
drives on devices in your environment by activating Full Disk Encryption and Endpoint Security
and creating, configuring, and applying encryption-based policies.

For information on how to get started with encrypting your manage devices, see Encrypting
Devices.

+ Securing Devices. Secure Windows and mobile devices by creating, configuring, and applying
policies to manage application, storage, communication hardware, and mobile device security
in your environment.

For information on how to get started with securing your manage devices, see Securing Devices.

Getting Started
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2 Mitigating Vulnerabilities

In today’s rapidly increasing reliance on software upgrades and security for managed devices,
ZENworks can ensure that Windows and Linux devices in your enterprise stay protected with the
latest security patches, software updates, and service packs that are critical to mitigate
vulnerabilities and maintain a secure environment.

This is done with an automated patch policy process that draws on the world’s largest repository of
automated patches, including patches for all major operating systems and various third-party
applications to detect patch vulnerabilities and deploy them to managed devices. You can also
customize patch deployment and rapidly remediate vulnerabilities manually to pro-actively manage
threats.

A key ZENworks feature for maintaining security and awareness of patch vulnerabilities is a robust
monitoring system of dashlets and reports to maintain security compliance on all of your managed
devices. This includes interactive features in the dashlets that enable you to go directly to devices or
patches or to take action to deploy patch remediations, assign devices to a patch policy or group, or
generate an immediate vulnerability scan on devices.

Getting Started Mitigating Vulnerabilities

When you access Security in the ZENworks navigation menu, Mitigating Vulnerabilities is one of
three Getting Started pages for Security. This page is designed to be a single point of entry to
activate, configure, and begin protecting your devices using the capabilities of the ZENworks Patch
Management security features. You can create a CVE subscription to import CVE data from the NVD
repository and a Patch subscription to import the patch data from the Patch content repository.
After ZENworks maps the CVE and patch data, you can identify the vulnerable devices through a
patch scan and then remediate these devices by deploying remediation bundles or assigning patch
policies. You can also directly access and create security dashlets from this page to monitor the
vulnerability status of your zone and to take actions to further mitigate vulnerabilities.

More Information

For detailed information about the Security capabilities related to mitigating vulnerabilities in your
zone, reference the following document:

¢ ZENworks CVE Reference

+ ZENworks Patch Management Reference
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Encrypting Devices

ZENworks has three distinct encryption capabilities: (1) encrypting fixed disk volumes, (2) encrypting
removable data drives, and (3) encrypting fixed disk folders.

+ Encrypting fixed disk volumes is enabled by configuring and deploying the Disk Encryption Policy
to devices after activating Full Disk Encryption.

+ Encrypting removable data drives and fixed disk folders is enabled by configuring and deploying
the Microsoft Data Encryption Policy to devices after activating Endpoint Security.

The Microsoft Data Encryption Policy manages the encrypting capabilities of Microsoft
BitLocker and Encrypting File System (EFS) to encrypt removable data drives and fixed disk
folders, respectively. You can enable either feature independently in the policy or enable them
both in the policy.

Getting Started Encrypting Devices

When you navigate in the ZENworks Control Center to Security > Getting Started > Encrypting
Devices, you access a page that is designed to simplify the process of implementing the encryption
features of ZENworks Security.

From this page you can access several quick links to activate Full Disk Encryption and Endpoint
Security, create and assign the policies that manage encryption capabilities, and enable audit events
for fixed disk encryption processes. You can also access how-to videos  that walk you through
these actions.

More Information

For more detailed information about the capabilities and employment of the Disk Encryption and
Microsoft Data Encryption policies, reference the following documents:

+ ZENworks Full Disk Encryption Policy Reference

+ ZENworks Endpoint Security Policies Reference
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https://www.novell.com/documentation/zenworks-2020-update-2/pdfdoc/zen_fde_policies/zen_fde_policies.pdf#bookinfo
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Securing Devices

ZENworks secures Windows and mobile devices by creating and assigning security policies to those
devices via the ZENworks Control Center. These security policies include the following:

Security Policies for Windows Devices Security Polices for Mobile Devices
Location Assignment Mobile Security

Application Control Mobile Device Control
Communication Hardware Mobile Compliance

Firewall

Storage Device Control
USB Connectivity
VPN Enforcement

Wi-Fi

Getting Started Securing Devices

When you navigate in the ZENworks Control Center to Security > Getting Started > Securing Devices,
you access a page that is designed to simplify the process of creating and deploying security policies
for Windows and mobile devices.

From this page you can access several quick links to activate Endpoint Security, update Endpoint
Security and Configuration Management licenses, set the Security Override Password, create
security locations, and create and assign security policies that protect Windows and mobile devices.
You can also access how-to videos ' that walk you through these actions.

More Information

For more detailed information about the capabilities and employment of Endpoint Security and
Mobile Management policies, reference the following documents:

+ ZENworks Endpoint Security Policies Reference

+ ZENworks Mobile Management Reference
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https://www.novell.com/documentation/zenworks-2020-update-2/pdfdoc/zen_mobile/zen_mobile.pdf#bookinfo
https://www.novell.com/documentation/zenworks-2020-update-2/pdfdoc/zen_es_policies/zen_es_policies.pdf#bookinfo
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