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About This Guide

This guides includes information to help an end user enroll their mobile devices to ZENworks
Configuration Management.

The information in this guide is organized as follows:
+ Chapter 1, “Overview,” on page 7
+ Chapter 2, “Enrolling i0S/iPadQOS Devices,” on page 9
+ Chapter 3, “Enrolling Android Devices,” on page 23
+ Chapter 4, “Enrolling Email-only Devices,” on page 37

Audience

This guide is intended for end users.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks is supported by other documentation (in both PDF and HTML formats) that you can use to
learn about and implement the product. For additional documentation, see the Online
Documentation site.

About This Guide
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Overview

The mobile management feature in ZENworks Configuration Management helps organizations
manage mobile devices being used in the workplace. ZENworks supports management of the
following devices:

+ Android Devices: Android version 5.0 and newer versions.

+ [0S Devices: iOS version 9.3 and newer versions.

+ iPadOS Devices: iPad devices iOS version 13 and newer versions.
+ Devices using ActiveSync 12.0 and newer that include:

+ Windows version 8 and newer versions.
ZENworks lets you enroll your devices in either of the following ways:

+ Managed Device: Enables ZENworks to fully manage a device by performing various device
management operations such as apply policies to the device, deploy applications on the device,
synchronize email for Exchange ActiveSync accounts, and capture device information
(inventory). Only iOS, iPadOS or Android devices can be enrolled as fully managed devices. Full
management of an Android device is performed through the ZENworks Agent App that is hosted
on the Google Play Store. Full management of an iOS or an iPadOS device is performed through
the device’s in-built MDM client.

+ Email Only (ActiveSync Only): Enables ZENworks to manage only the corporate email account
on the device. Also, certain policies that are enforceable through the ActiveSync protocol can be
applied. Android, iOS, iPadOS and Windows devices can be enrolled as Email Only devices.

Overview
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2 Enrolling i0OS/iPadOS Devices

iOS devices can be enrolled to ZENworks through:

+ Apple Device Enrollment Program

+ ZENworks User Portal

+ “Enrolling using Apple Device Enrollment Program” on page 9

+ “Enrolling an i0S/iPadOS Device Manually” on page 9

Contact your system administrator to identify the manner in which your device should be enrolled.

Enrolling using Apple Device Enroliment Program

Procedure

Switch on the device and follow the setup prompts to enroll the device. After you configure the Wi-
Fi settings on your device, log-in to the device with your credentials. The device automatically
enrolls to ZENworks.

Enrolling an i0S/iPadOS Device Manually

This scenario shows you how to enroll an i0S/iPadOS device as a hon-supervised device using the
ZENworks User Portal. The following enrollment procedure was performed on an iOS 12.2 device.

1 Inthe Safari browser on the iOS device, enter ZENwor ks_ser ver _addr ess/ zenwor ks- eup,
where ZENwor ks_server _addr ess is the DNS name or IP address of the ZENworks MDM
Server.

NOTE: Ensure that the Safari browser is not running in the private mode if the iOS version of the
device is less than 11.

Enrolling i0S/iPadOS Devices
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The login screen for the ZENworks User Portal is displayed. You use the ZENworks User Portal to
enroll devices to the zone.

e ZENworks, User Portal

Sign in

Copyright © 2015 Miom Foous Sottwore Inc. Al nghis

2 Enter the user name and password. Tap Sign In.

All associated devices are displayed in the ZENworks User Portal.

=
S s o

[ Sign out ) Device is Actrve i

g L_ﬁ:eﬂ-".rhmil'e Virlual Plattoem o P

Devies Is Aetis
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3 Tap Enroll in the upper-right corner to display the enroliment options for the device.

e ZENworks. < Enroll Device Modes
‘m How do you want to enroll your i0S device?

Managed Device Only

& Sign out L e Instal recommended applications, keep up-to-date with
dnia securlly policies, secunly access your
erganizabon's emall, locals your misplaced device, and
mare.

T
Tecurely AToeEE Your cruanizetion’s email on your h]

device.

4 Tap Managed Device Only to display the Enroll Device Options screen and select the relevant
option.

o ZEMworks, < Enroll Device Options
EXT—
Ta Bogin lhe ennllmes! of your devies, ploass provide e Telloaireg:

1
E* ﬂgnmﬂ. e Is, B diewicg @ corpo mbs ovned deeoe of o personal devce?
0 Cotporste () Persanal

5 Tap Download Certificate.

e ZENworks, ¢ Enroll as Managed Device

Too ool & & mARAGed device, you nsod 1o complote 1hosa stops:
1. Doamilond and install the ennoliment cortilicate

o Derwritond Cortificate

‘ ﬂ- Homio

[ Sign out
2, Enabio thy enrolimant Codlificabi sl spe. i sl s on this dovice
by following the stops monlicned baicw,

3. Dowmlond and instal the ¥05 peofile

Derwridaad Proldo

4, Reeturn to tha Homa pago 1o vew yous deice,

It reqrred, you may have 10 confEm your deics snrclment,

Enrolling i0S/iPadOS Devices
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NOTE: If you are enrolling an iOS 12.1.2 or older device, on clicking Download Certificate, you
will be navigated to the Install Profile screen. Click Install and follow the prompts to install the
profile.

5a Allow the website to download the configuration profile.

This website is trying to download a
configuration profile. Do you want to
allow this?

lgnore  Allow

5b The configuration profile will be downloaded. You can now proceed to the Settings menu
to download the profile.

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close

5¢ Navigate to the Settings menu on the device, click General > Profiles.

12 Enrolling i0S/iPadQS Devices



No Service & 4231 PM
Settings
u Do Mot Disturb

Screen Time

/mm | No Service ¥ 4:31PM (-
{ Settings General
Date & Time
Keyboard

General

Language & Region

Control Centre
Display & Brightness
Wallpaper

Siri & Search

Touch ID & Passcode
Emergency SOS

Battery

Privacy

iTunes & App Store

5d Tap ZENworks Trust Profile.

Mo Service = 4:32 PM

< General Profile

CONFIGURATIOM PROFILE

@ ZENworks Trust Profile

Micro Focus Software Inc.

Dictionary

iTunes Wi-Fi Sync

VPN Not Connected

Profile

Regulatory

Reset

Shut Down

Enrolling i0S/iPadOS Devices
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5e Install the profile.

Mo Service = 4:31 PM -

Cancel Install Profile Install

Z_E Nworks Trl._| st Profile

Micro Focus aoftware Inc.

signed by Not Signed

Description  Install this profile to establish trust with
ZENworks server

Contains Certificate

More Details

Remove Downloaded Profile

6 Enable the enrollment certificate on the device. To enable the certificate:

NOTE: These steps are not applicable for an iOS 10.2 or older device and you need to proceed
with installing the ZENworks Device Enrollment Program Profile.

6a Navigate to the Settings menu on the device and click General > About.

14 Enrolling i0S/iPadQS Devices



Settings

L Sotkings

This Pad s supsrsised and managed
by Micredodus. Laarn mare abaut device

suparvision..,

{/’F‘_\-\\‘I

1/ Apple 10, ICioud, TTunes & App St

Airplane Mode g

E Wi-Fi Mowell

a Bluetooth On
Maobile Data Mo SiM

u VPN Mot Connected

B wotitications

3 contral Contre

Do Not Disturb

6b Click Certificate Trust Settings.

s AN & Ny

Software Update

Spotlight Search
Handoff

Multitasking

Accessibility

USE SIDE SWITCH TO:

Lock Rotation

Mute o
Rotation Lock is available in Contrgl Condre.

Storage & iCloud Usage

Background App Refrash

Enrolling i0S/iPadOS Devices
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Thiss (P 8 Supervited and managad
by hiciolecus, Loarn mang abaul devico
wparvision...

Airplane Mode -
B8 i Novel
n Bluetoath On

Mobile Dala Mo SiIn
VPN Mot Connected
@ notifications

=1 Contrel Centre

Do Not Disturb

& General

B oisplay & Erightness
Wallpaper

B sounds

™ s
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Applications 4
Capacity 12,48 GB
Avallable 8.48GB
Version 10.3.2 (14FS065h)
Carrier ATET 2815
Model MGHV2HN/A
Serial Number DLXNP3ZKGEY
Maobile Data Nurmbser Unknown
Wi-Fi Address GCO4FR:COER 32
Bluetooth L84 FBICERZS
IMEI 35 442106 754092 0
MEID 35442106784092
Maodem Firmvware 750,01
SEID

Legal

Certificate Trust Settings




6¢c Enable the root certificate displayed on the screen and follow the prompts to install the

root certificate. Navigate back to the EUP page.

Mo S T

Settings

Thits irad is suponised and mansged
by Miorafocus. Loddn moro about devito

SLIPE S Oa,

.-f.. -.\'-.
&, Apple 1D, iCloud, Munes & App 51

£3 airplane Mode

Wi-Fi

Bluetooth
W

Ve

Motifications

ct
8 Control Centre
o

(| Do Mot Disturb

Movell

o

o
L+
[7]

Mot Connecled

10:40 Al Y -

¢ About Certificate Trust Settings

Trust Store Version 2016102100

ENABLE FULL TRUST FOR ROOT CERTIFICATES

- [ Jee— - - - (_)

Learn moee about trusted cortificates

7 Tap Download Profile in the Enroll as Managed Device screen.

NOTE: If the user is enrolling an i0OS 12.1.2 or older device, then on clicking Download Profile,
the user will be navigated to Install Profile screen. Tap Install and follow the prompts to install

the profile.

7a Allow the website to download the profile.

Enrolling i0S/iPadOS Devices
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This website is trying to download a
configuration profile. Do you want to
allow this?

Ignore  Allow

7b The configuration profile will be downloaded. You can now proceed to the Settings menu
to download the profile.

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close

7c Navigate to the Settings menu on the device to install the profile and tap General > Profiles.

18 Enrolling i0S/iPadQS Devices



Mo Servica & 4:31 PM (MM Mo Service & 4:31PM (-

Settings < Settings General
u Do Not Disturb
Screen Time Date & Time
Keyboard
General Language & Region
Control Centre Dictionary

Display & Brightness
iTunes Wi-Fi Sync

00 8 o[

Wallpaper
Siri & Search VPN Not Connected
Touch ID & Passcode Profile
@ Emergency SOS
Regulatory
EE] Battery
m Privacy
Reset
Shut Down

iTunes & App Store

e

7d Tap ZENworks Device Enrollment Program Profile.

Mo Service T 4:33 PM -

< General Profiles

DOWNLOADED PROFILE

Micro Focus Software Inc.

@ ZENworks Device Enroliment Pro...

CONFIGURATION PROFILE

Micro Focus Software Inc.

@ ZENworks Trust Profile

Enrolling i0S/iPadOS Devices
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The ZENworks Device Enrollment Program Profile contains the MDM profile required for
ZENworks to manage the device.

7e Tap Install and follow the prompts to install the profile.

Mo Service = 4:33 PM -

Cancel Install Profile Install

ZENworks Device Enrollment Pr...
J' o] F Qcus .‘:'..".' yare inc.

Signed by tapan.epm.blr.novell.com
Verified +

Description  Install this profile to enrall your device

Contains Device Enralment Challenge

More Details

Remove Downloaded Profile

8 Navigate back to the EUP page. The device is displayed in the My Devices list with the status as
Enrollment in Progress. You need to refresh the browser to update the status to Device is Active.

NOTE: If the device remains in Enrollment in Progress state for a considerable amount of time,
then in the ZENworks User Portal, tap the refresh icon appearing against the device.

20 Enrolling i0S/iPadQS Devices



@ o

E user! -20BUADKHIG 01:01 P

v
Windows Prons 100014350

(% Sign out ot Devica ks Active

D user] -MCTEOHN 48 P Y

Device is Active

g userl -viMware Virtual Platfarm 02:33 PM

At s F p 100014350
Devioe is Active

9 An email account is automatically set up on the device based on the Mobile Email Policy
assigned to the user or the device.

Enrolling i0S/iPadOS Devices 21
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3 Enrolling Android Devices

An Android device can be enrolled using the ZENworks Agent App. ZENworks supports the following
types of enrollment for Android devices:

+ Work Profile Mode: As a part of the Android in the enterprise program, in this mode a
dedicated container is created on the device that separates corporate data from personal data,
so that administrators can manage corporate data while employees can keep their personal
data private.

+ Work-managed Device Mode: As a part of the Android in the enterprise program, in this mode
your organization manages the entire device and has full control over the data and apps
installed on it, thereby restricting the device to corporate use only.

+ “Prerequisites” on page 23

+ “Enrolling Devices in the Work Profile Mode” on page 23

+ “Enrolling devices in the work-managed device mode” on page 29

Prerequisites

Before enrolling your device, you need to ensure that the following prerequisites are met:

+ ZENworks supports devices running on Android version 5.0 or newer versions (for the work
profile mode of enrollment) or 6.0 or newer devices (for work-managed device mode of
enrollment).

Enrolling Devices in the Work Profile Mode

The work profile mode, also known as the Profile Owner mode, creates dedicated containers on
devices for corporate apps and other related data, thereby enabling the organization to manage only
the corporate data without compromising on the security of your personal data. Also, your system
administrator can remotely wipe off only the business data on your device without affecting your
personal data.

This section explains the procedure to enroll your device in the work profile mode. If you have
already enrolled to ZENworks, see Work Profile Enrollment for Existing Users.

1 Install the ZENworks Agent App from Google Play Store. Alternatively, follow the procedure
mentioned in the invite letter to download the ZENworks Agent app.

2 After installation, click Open. A brief description of the ZENworks Agent is displayed. Click
Continue.

Enrolling Android Devices 23
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ZENworks Agent

ZEMworks Agent helps securely connect your devion 10 your eiganization’s
netwidk, 50 Thal you cin JCC03S COMPOFALE NC3OUG0S O Your device ina
SOCUTE MANNEL,

I thie neext sereen, you will be asked o activate ZENworks Agent as Device
Administrator fof you device. After you do this, your arganization an thei
dizeretion would be able to eontrol the following aspects of your devioe:

* Enfecce password rules, possword expiry coneol and encryplion on
wousr disvice, $0 a5 1o ensure security of data on the deviee

+ Disable camers, £0 88 to ensuwe security of date cutslde your device

+  Erage your device in casda it s Slolen of lost,

= Lock your device in case it is stolen of unleck the devioe in case you
haves Torgodtien your dovice password.

Howevit, your ofganization will not have aconss 10 any of your parsenal
data, such a5 coll details, text messages, videos, phatos, and conact
detaide.

AR any point In time, you con choose te opl out by revoldng the Device
Administrator permission from the Settings menu and subsequently
uningtalling the ZENworks Apent opplication.

CANCEL CONTERUE

4 O O

3 Log in to the app by specifying the following:

Username, Password, Domain, Server URL: Specify the username, password, and registration
domain (if Allow Simple Enroliment is disabled for the user) along with the server URL of the
ZENworks MDM Server.

Alternatively, tap Scan to autofill in the ZENworks Agent app, to autofill the login credentials. If
you have enabled the permission to allow ZENworks to access the device camera, then the
camera will automatically open and you need to point the camera to the QR code appearing in
the Invite Email. After scanning the QR code, the user is redirected to the ZENworks Agent App,
in which all the login details are automatically filled and you need to only specify the login

password.

Enrolling Android Devices



@ ZENworkss Agent

Scan to autcfill

Sign in

018 Micro Focus Software Inc. all nghts

4 You might be prompted to specify the device ownership (corporate or personal). Select the
appropriate ownership and tap OK.

Enroll Device Options

Enrollment Options
To begin the enreliment of your device, plrase anmwer the
Tedlgwineg queesticns:

I the device 8 corposate cwmed devics of & pirsonal device?
) Corporate ) Personal

Enrolling Android Devices 25



5 Follow the prompts appearing in the remaining screens and the device will automatically set up
a work profile and enroll to ZENworks. The following screens are displayed during work profile
setup.

NOTE: Ensure that you do not interrupt the work profile setup process.

[E—CY0 3R AT R o CBDOV 4002

Work Profile Setup

Setting up your work profile... %

Waork profile setup is almost complete. The ZENworks app
will resume shortly.

6 The ZENworks Agent App Home screen is displayed that shows the device as enrolled and
active.

26 Enrolling Android Devices



CBOTD ' 401025m

User 1-Pixel

D User 1-Pixel 1017 4M 22
Active
< O O

Enrolling Android Devices 27



28

7 After your device is enrolled, a Badge icon attached to the ZENworks Agent App icon and other
system apps will help differentiate work apps from personal apps.

! -"T“'FP’-! __," -':-"3'!5‘._’,.1"5

éT
o

Pilay Saone Dewnlnads

On an Android 8.0+ device that has a device password already enabled, ZENworks will send a
notification to confirm the existing device credentials, immediately after enrollment. Confirm your
existing device credentials by specifying your PIN, pattern or passcode. This will enable your
administrator to unlock your device in case you forget your device credentials in the future. .

Work Profile Enrollment for Existing Users

This section is meant for users who have already enrolled to ZENworks using the basic mode of
enrollment (Android App only) and now want to be enrolled in the work profile mode.

NOTE: If you have already configured an email account, then it is recommended that you remove
this account. The email account will be automatically configured in your device.

When your system administrator enables work profile setup for your device, you will receive a
notification on your device to set up a work profile.

Enrolling Android Devices



v .d 0l a7

Work Profile Setup
To access your organization data and corporate
apps, & work profile needs to be set up on this

device,

gh-Nexus &

D gb-Nexus 6 M AM &
Active
< O O

You need to open the ZENworks Agent app and click Set Up and follows the prompts to set up the
work profile. The device will automatically set up the work profile.

Enrolling devices in the work-managed device mode

To enroll an Android device as a work-managed device, you need to start up the device. If you have

already turned the device on and completed device setup, a factory reset of the device will be
required.

Procedure

1 Follow the initial setup screens such as language setup and Wi-Fi configuration.

2 Specify the AFW identifier (afw#zenworks) in the Email field in the Add your Account setup
screen.

Enrolling Android Devices 29
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Add your account :

Google

Sign in to get the most out of your
device. Learn more

Emall or phone

afwi#zenwaorks

Or create a new account

£ MNEXT >

3 Click Next in the Android for Work page to proceed with the ZENworks App installation.

30 Enrolling Android Devices



PR 00:0

Android for Work

This account requires mobile device
management. Install the ZENworks
Agent app to enforce security policies
required by the account.

e ZENworks Agent

MEXT >

The ZENworks agent app will be automatically downloaded on the device.
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ZENworks Agent
Downloading...

CANCEL

4 Click Install to install the app on the device and follow the prompts to complete setting up the
device.
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©  ZENworks

Do you want to install this application? It
does not require any special access.

CANCEL  INSTALL

<

5 Follow the prompts appearing in the remaining screens to set up a work-managed device. The
following screens are displayed:

Enrolling Android Devices 33



Work-managed Device Setup

ZENworks Agent app helps securely connect your
device to your arganization’s network so that you
AR BECESS COTPOTRIE MESOURCES IN 3 SECUMe Manher.
Setting up the Work-managed Device mode will
enalble your organization 1o have complete control
over the device.

With a work-managed device, your organization can:
Configure network settings

Deploy work apps and manage their permissions
= Configure security setfings

Manage davice restrictions such as enable or
disable the device camera

Wi you continue..,

Qne or more of the following will occur

= Encryption of your device, if it is net already
encrypied (this may fake a while)

Setting up of the Work-maneged Device mode
Enroliment of the device to your organization
Installation of work apps assigned by your
organization

-

For a successful work-managed device setup,
ensure that your device has sufficient charge and do
et intesrupt the selup process,

Work-managed Device Setup Set up work device

Your arganisation will control this
device and keep it secure.

Wipe the device (factony rese
¥ 0 The fallawing apg will manage your

device:

@ ZEMworks

CANCEL NEXT BACK COMTINUE BACK CONTINUE

6 The device is now setup but is yet to be enrolled as a work-managed device. You need to login
to the app with the following details:

Username, Password, Domain, Server URL: Specify the username, password, and registration
domain (if Allow Simple Enrollment is disabled for the user) along with the server URL of the
ZENworks MDM Server.

Alternatively, tap Scan to autofill in the ZENworks Agent app, to autofill the login credentials. If
you have enabled the permission to allow ZENworks to access the device camera, then the
camera will automatically open and you need to point the camera to the QR code appearing in
the Invite Email. After scanning the QR code, the user is redirected to the ZENworks Agent App,
in which all the login details are automatically filled and you need to only specify the login
password

NOTE: If instead of the login screen, the device’s home screen is displayed, then open the
ZENworks Agent App from the Applications Menu on your device.
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@ ZENworkss Agent

Scan to autofill

Sign in

are Inc. All rights

The work-managed device is automatically setup on the device.

On an Android 8.0+ device that has a device password already enabled, ZENworks will send a
notification to confirm the existing device credentials, immediately after enrollment. Confirm your
existing device credentials by specifying your PIN, pattern or passcode. This will enable your
administrator to unlock your device in case you forget your device credentials in the future.

Enrolling Android Devices
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Enrolling Email-only Devices

ZENworks supports email-only enrollment for the following devices:

+ i0S/iPadOS Devices
+ Android Devices

+ Windows Devices
This scenario shows you how to enroll a device as an Email Only device in your ZENworks
Management Zone. This scenario details the procedure to enroll an iOS device as an Email Only
Device.
1 In a browser on the device, enter ZENwor ks_ser ver _addr ess/ zenwor ks- eup, where
ZENwor ks_server _addr ess is the DNS name or IP address of the ZENworks MDM Server.
You can obtain these details from invite letter or your system administrator.
The login screen for the ZENworks User Portal is displayed. You use the ZENworks User Portal to
enroll the device.

e ZENworks, User Portal

0 PP .
.-i"-, Usermame

Sign in

Copyright © 2016 Micno Foous Sothware Inc. Al ights
L= ]

2 Enter your username, password, and the registration domain (if required). You can obtain these

details from the invite letter or from your system administrator.

All devices associated with the user, are displayed in the ZENworks User Portal.

Enrolling Email-only Devices
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Devies is Actirs

3 Tap Enroll on the upper-right corner, to display the enroliment options for the device.

e ZENworks, < Enroll Device Modes
‘m How do you want to enroll your i0S device?

@ Managed Device Only

[ Signout . Install recommended apphications, keep up-ta-date with
dnla securily policies, sacumly accoss your ]
crganizabon’s amail, locate your misplaced device, and
mare.

Email Only
SoCuEey atoess your organizetion’s email on your h]

dewice,
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4 Tap Email Only to display the Enroll as Email Only screen. Use the displayed information to
create an email account.

e ZENworks, < Enroll as Email only
‘ To anroll your dévica as an Email-only devics, complote theas shopa:

1. Create a rew M5 Exchangs emal account with the loliowlng setfings:
[ Sign out ot o Username: uport
@ Password: Uss your passwond
& [Domain: roatad com
o Server Address: cpmeaulo-53 19 labs blongwell.oom
& Email Addre s user @roalad.oom

2. Aciivaie the emal account
3. Retum (o the Horme page to view you| drvies,

IF resusingsd, you miry haws o confinm y our dewico anmliment.

5 After configuring an email account, an email is sent to the user stating that the enroliment
process needs to be completed.

To complete the enrollment process, click the link to the ZENworks End User Portal provided in
the email or visit the ZENworks End User Portal as described in Step 1.

6 On the ZENworks User Portal, the device is displayed in the My Devices list. At this point, the
device has been added to the ZENworks Management Zone but is pending enrollment.

—
‘m g user!-20BUADKHIG o101 P

l:* Sig.l'l aut Ll Davice is Active

@ userl-iPad2C4 05:04 PR

Enmlimant Pending

E user!-Viware Virtual Platiorm 0233 P

Davice i Activa
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7 On the device, tap Complete Enroliment.

Specify the device ownership (corporate or personal) and then tap OK.

€ zENworks,
#it Homa

(% Sign out usert

¢ userl-iPad2C4

Complete Enrollment

T cormplite Thi anmollrent of your deicn, phiase answar s following
quiersticns:

In e dovice a corponie ownaed devics or 0 peracnal dinsce?
Q) Corporate () Porscnnd

8 The My Devices list is updated to show that the device is enrolled and active.

@ zEnworks,

‘ # Home

[ Sign out user)

Enrolling Email-only Devices

My Devices

userl -208UADKHIG 01:01 P

Wiand oot Pheane 1000.14303
Device is Active

E userl-iPad2C4 05:04 P

Corpeormbs Desviee

1861

Device 8 Aclive

@ uger] -Whware Virtual Platform a3 PM

Corpeorata Dovics
wind ows Prone 100014353

Device is Active
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