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Adding an IP and Domain
Restrictions Server Role

These instructions can be used to allow administrators the ability to limit access to the ZENworks Mobile Management
dashboard to only those IP or IP ranges that are necessary for the administration of ZENworks Mobile Management.
This will allow admins the ability to minimize the exposure to any content contained within the dashboard.

*Note: if the IP and Domain Restrictions server role has already been added, skip to the next section (here)

1. Open Server manager and access the Add Roles and Features option (Manage > Access Roles and Features).

[ Server Manager

Manage Tools View  Help

Server Manager * Dashboard -@ 1 r

Add Roles and Features
Remove Roles and Features
% Dashboard WELCOME TO SERVER MANAGER
Add Servers
Local Server Create Server Group
ii All Servers . . N g
- o Configure this local server|  ServerManager Properties
BE File and Storage Services P -
e Is QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW P ) ) |
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Servergroups:1 | Server
= File and Storage -
i 9 1 s 1
B cervices o
@ Manageability @ Manageability
Events Events
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2. On the Before you begin screen, tap Next.

[z Add Roles and Features Wizard

DESTINATION SERVER

Before you begin

=7 EE This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or

Installation hosting a website.

Selection

Sen
To remaove rales, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Install

TVETTT 1 TVENT: T

R

Loc
All
File
s
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T Add Roles and Features Wizard - O X

DESTINATION SERVER

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin - P
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment

=

TVETT: T TVETTT T
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4. On the Select destination server screen, please select the server hosting the ZENworks Mobile Management
Server Web/HTTP component. If you are on the ZENworks Mobile Management Server Web/HTTP component,
that should be the highlighted server. Please double check before proceeding. Highlight the ZENworks Mobile
Management Server Web/HTTP component and click Next.

[ Add Roles and Features Wizard

DESTINATION SERVER

Select destination server

1 Loc Select a server or a virtual hard disk on which to install roles and features.
i Al ®)i Select a server from the server pool
R File ) Select a virtual hard disk
iio us Server Pool
Filter: |
Name 1P Address Operating System

Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

< Previous Next > Install Cancel

Ve 1 TVETT T

5. On the Server Select roles screen, navigate to IP and Domain Restrictions (expand Web Server (lIS) > expand
Web Server > expand Security). Now, checkmark the box to the left of IP and Domain Restrictions and click

Next.

f& Add Roles and Features Wizard — [m] e Help
_ Seleft server I'O‘eS DESTINATION SERVER
IEf Dashby
B local 3 Before You Begin Select one or more roles ta install on the selected server. ]
H& Al Sery Installation Roles Description
= E
| [em | Print and Document Services IP and Domain Restrictions allow
o s ] Remote Access you ta enable ar deny cantent based
[] Remote Desktop Services upon the originating IP address or
[ Volume Activation Services domain name of the request. Instead
4 (W] Web Server (IIS) (23 of 43 installed) of using groups, roles, or NTFS file
4 [W] Web Server (18 of 24 installed) system permissions to control access
I (W] Commen HTTP Features (5 of & installed) to content, you can specific IP

I (W] Health and Diagnostics (5 of 6 installed) addresses or domain names.

| W] Performance (1 of 2 installed)

4 W] Security (1 of 9 installed)
| Request Filtering (Installed)
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authenticatic —
[] Digest Authentication
[1 11S Client Certificate Mapping Authentic
IP and Domain Restrictions
[] URL Authorization
[] Windows Authentication

CVETTE 1 CVETT T
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6. No changes should be needed on Select features screen, just click Next.

T Add Roles and Features Wizard _ o x

DESTINATICN SERVER

Select features

Select one or more features to install on the selected server, [
Features Description
] .NET Framework 3.5 combines the
- [W] NET Framework 46 Features (3 of 7 installed) power of the .NET Framewark 2.0
1 [ Background Intelligent Transfer Service (BITS) APls with new technologies for
[[] BitLocker Drive Encryption building applications that offer
Confirmation [ BitLocker Network Unlock appealing user interfaces, protect
[ BranchCache your customers' personal identity
[ Client for NFS information, enable seamless and
[ Containers secure communication, and provide
[ Data Center Bridging the ability to macel a range of
L] Direct Play business processes.
[] Enhanced Storage
[ Failover Clustering
[ Group Policy Management

[1 O Quality of Service —
[ IS Hostable Web Core

[ Internet Printing Client

[] 1P Address Management (IPAM) Server
[ iSNS Server service

I"1 LPR Port Menitor

< Previous Install Cancel

TVETTT 1

7. On the Confirm installation selections screen, verify that only the IP and Domain Restrictions server roles are
being installed and then click Install.

DESTIMATION SZRVER

B Local§ Before You Beain To install the following roles, role services, or features on selected server, click Install.

& All Sery Installatior [ Restart the destination server automatically if required
W File an Optional features (such as administration tools) might be displayed on this page because they have
fio Iis been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Web Server
Security
P and Domain Restrictions

Export configuration settings
Specify an alternate source path

] [ news Canca

TVETTT 1 TVETTC I

Once the IP and Domain Restrictions server role has been added/installed, the ZENworks Mobile Management
dashboard can have IP addresses either whitelisted or blacklisted within Internet Information Services (lIS).
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llow or Restrict Access to the
ashboard IIS/Virtual Directory

1. Open the Windows Administrative Tools (Start Menu > Windows Administrative Tools)

Windows Server

R 2 E

) ) Windows Windows
Microsoft SQL Server Server Manager  PowerShell PowerShell ISE

-0

Windows.
Notepad++ Administrativ... Task Manager Control Panel

Google Chrome

Microsoft SQL Server 2014

Search H -

Server Manager Event Viewer File Explorer

Settings

Vivware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windnwe BruarShall

g € m [

2. Locate and double-click on Internet Information Services (1I1S) Manger

Ié_‘l | “ = Manage Manage Administrative Tools — O e
Home Share View Shorteut Tools Application Tools e
A I « System and Security > Administrative Tools » ~ @ | Search Administrative Tools o
Name Date modified Type Size &
7t Quick access
Terminal Services File folder
|5 Documents . . "
=’ Component Services Shortcut 2KB
" Downloads & Computer Mznagement Shortcut 2KB
=] Pictures 4 Defragment and Optimize Drives Shortcut 2KB
Logs 72 Disk Cleanup Shortcut 2KB
NotifyMDM Server 3] Event Viewer Shortcut 2K
- fg Internet Information Services (/15) 6.0 Ma.. Shortcut 2KB
This PC o
= 54 Internet Information Services (|IS) Manager Shortcut 2KB
B 3D Objects 4, 5CSl Initiator Shorteut 2B
; ocal Securr olic Shortcut 2
I Desktop Local S Policy Sh KB
£ Documents £ Microsoft Azure Services Shorteut 2kB
¥ Downloads 5% ODBC Data Sources (32-bit) Shortcut 2KB
J" Music @ QDBC Data Sources (64-bit) Shortcut 2KB
() Performance Monitor Shortcut 2KB
=] Pictures -
?:1 Print Management Shorteut 2KB
Vid
B Videos = Recovery Drive Shortcut 2KB
i Local Disk (C) B Registry Editor Shortcut 2 KB
= Network ,S-.J Rescurce Monitor Shortcut 2KB
?g.- Server Manager Shortcut 2KB
s Services Shortcut 2KB
& System Cenfiguration / Shortcut 2KB -
26items  1item selected 1.10KB =
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3. Expand the server name listed. Now, expand the Sites folder. Please locate the ZENworks Mobile Management

web site folder (by default installation, it will be labeled Default Web Site). Please expand that web site folder
and click on the dashboard folder.

Qj Internet Information Services (15) Manager

A al » S

File View Help

(— )
¥ Application Pools
- Sites
v & Default Web Site
4 api

y x| ciscoise

. -#_ dashboard

) x| EnrolimentServer

| includes
) 5| mobile
. % PHP
~ores
. 4 sig
. & sync

4. Within the dashboard Home area (center window), scroll to the IIS section and double-click on IP and Domain
Restrictions

Q}] Internet Information Services (II5) Manager

q— al v b Sites b Default Web Site » dashboard » b s @

File  View Help

Connections
r= = dashboard Home
1 12 |8 LI
+- & Start Page
am — Filter: - Go +] Show All | Group by: 5
v.d3 ( ) L & p by ’
-2} Application Pools NET NET NET Error NET  .NET Profile ~
v -[@] Sites Authorizat.. Compilation Pages Globalization
v @ Default Web Site 12N ) 3 =] Manage Virtual Directory ~ (
A 2 S i = 2k Browse Virtual Directory
e clscolse .MET Roles  .MET Trust  MNET Users Application Connection Br
< | dashboard Levels Settings Strings =

4% | EnrollmentServer

¥ bil
= ?:p‘ € MachineKey Pagesand  Providers Session State SMTP E-mail
e Contrals
| res
2 sig s ~
e syme ) n & b
= :g&;J | 9
AsP Authentic.. Compression  Default Directory
Document  Browsing
o . 5= a—" _
2 € [ §
Error Pages Handler HTTP IP Address Logging
Mappings Respon.. and Domaini
nm ra (RoEOE] . A2

[ Features View (7 Content View

Ready Gﬁ _
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5. You can whitelist IP addresses (Add Allow Restriction Rule) or blacklisting IP addresses (Add Deny Restriction
Rule) for access to the dashboard.

6. Add Allow Restriction Rule (Actions > Add Allow Entry)

W Internet Information Services (IIS) Manage = ] X
i— El v » Sites » Default Web Site » dashboard » (52 f"h @ M
Eile View Help
Connections - . L.
Q-7 @ = IP Address and Domain Restrictions
:ij Start Page Use this feature to restrict or grant access to Web content based on IP addresses
A ﬂ ( ) or domain names. Set the restrictions in order of priority.
«-[} Application Pools
&[] Sites Add Allow Restriction Rule ? X
+ & Default Web Site
s 5 api Allow access for the following IP address or domain name:
| ciscoise @) Specific IP address: _
| dashboard ®@ Hep
| EnrollmentServer [
() IP address fange:
L Cancel ||
i
Configuration: 'localhost' applicationHost.config, <location path="Default Web Site/dashboard"> eﬂ o
7. Add Deny Restriction Rule (Actions > Add Deny Entry)
WY Internet Information Services (IIS) Manage = [} ks
.(- v » Sites » Default Web Site » dashboard » £+ 8 f-’h @ <
Eile View Help

Connections = . -
e s IP Address and Domain Restrictions
@-dH|5 |8 LI
:E Start Page Use this feature to restrict or grant access to Web content based on IP addresses
A ﬂ ( ) or domain names, Set the restrictions in erder of priority.
([} Application Pools
«-[B] Sites Add Deny Restriction Rule ? X
~ & Default Web Site
s G api Deny access to the following IP address or domain name:
45 ciscoise @) Specific IP address:

@ Help

#| dashboard
- EnrollmentServer [ |

7 includes
s 5 mobile O IP address range:
-] PHP | |

res

il sig
; gl sync | |

Cancel

r

Configuration: 'localhost' applicationHost.config , <location path="Default Web Site/dashboard">

4

8. Click OK when finished. Both Add Allow Restriction Rule and Add Deny Restriction Rule allow a specific IP
address, a range of IP addresses.
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