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Sizing for Best Performance

Architecture

The ZENworks Mobile Management system is comprised of an SQL Database component and a Web/HTTP
component. Both components can be installed on a single server.

The system may also be configured with multiple web servers for a Network Load Balanced setup. With this
configuration, you can install the SQL component and first instance of the web component on a single
machine and install the second instance of the web component on a second machine. Machines where SQL
is not installed will be able to support more devices than recommended below. These web servers can
support approximately 2,000 users per 3 GB RAM.

A note about firewalls or host providers: Device traffic is routed through the ZENworks Mobile
Management server. Because of this, the IP address of any server that sits between the ZENworks Mobile
Management server and the ActiveSync Server (or LDAP server) will appear to have an increased amount of
traffic. Some firewalls or hosts providers view increased traffic as an attempted attack and may limit or throttle
connections. As a result, devices can experience sporadic connections with the ActiveSync, LDAP or
ZENworks Mobile Management server.

Minimum System Requirements

CPU RAM Hard Drive Maximum Devices

4 GB RAM .
Dual Core 1.60 GHz CPU (SQL restricted to 300 MB) 80 GB HD 1000 Devices

This environment can be setup on supported MS SQL Express versions with proper database maintenance.

Performance Requirements

Maximum Devices CPU RAM Hard Drive
4,000 Devices Quad Core 2.13 GHz (SQL regtrcif:?eg'?c!\/l?SO MB) 80 GB HD
8,000 Devices Quad Core 2.13 GHz (SQL re%s,(tsricc;tidRél\gSO MB) 120 GB HD
20000 Deuces | DU C 2 tper g | 200R g0 om0
40,000 Devices Dual Hex Core 2.40 GHz 64 GB RAM 320 GB HD

w/ Hyper Threading Enabled (24 Logical Cores) (SQL restricted to 3 GB)

* This environment can be setup on supported MS SQL Express versions with proper database maintenance.

ZENworks Mobile Management 3.2.x System Performance Sizing for Best Performance o 4



Usage Parameters

These system requirements are based on the usage parameters used in the test setting, which are listed
below:

All devices are in Direct Push mode, set with a Direct Push Interval of 30 minutes.
Location data is reported based on the 30 minute interval, as well.

Email usage is as follows:

15% of the devices receive 12 emails/hour 25% of the emails are 500K
50% of the devices receive 8 emails/hour 50% of the emails are 75K
30% of the devices receive 4 emails/hour 25% of the emails are 10K

5% of the devices receive no email

Test environments are configured with a 50/50 split between iOS & Android devices. All iOS devices have
server side APNs enabled while all Android devices have server side GCM enabled.

Disabling APNs and/or GCM will result in an overall performance reduction of the ZENworks Mobile
Management system.
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Tuning ZENworks Mobile
Management

PoolThreadLimit Registry Key

Adjust the PoolThreadLimit registry key on systems with more than 125 devices.

The value of this registry key should be configured to 2 times the total number of devices. For example, if
there are 2000 devices on the system, you should adjust this setting to 4000.

If the system is configured with multiple Web servers for a Network Load Balanced setup, you should adjust
this setting on every server where a ZENworks Mobile Management component is installed. The value

should be the same on every server.

1. Navigate through the ZENworks Mobile Management registry to adjust the setting:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Inetinfo\Parameters

2. If the PoolThreadLimit key already exists, double click on it and adjust the value to 2 times the total

number of devices.

Add the PoolThreadLimit registry key if it does not exist by right clicking on Parameters and selecting
New > DWORD. Rename the newly created key, then double click on it to adjust the value to 2 times
the total number of devices.

4 Registry Editor
File Edit View Favorites Help

----- HidBatt =] | name | Type | Data
B L hidsery ab|(Default) REG_SZ (walue not set)
""" HidLisb T PoalThreadLimit REG_DWORD 000001000 (4096)
[ | hkmswe
[ HpSaMD
[ HTTP
- | hwpalicy
[ | iB042prt
::]--- Flsvc Walue name:
[ L dirsp
----- TISADMIN |FoalT hreadLimit
B .IKEEXT Walue data: Baze
[ | inetaccs
=l | Inetlnfo i4DUE| " Hewadecimal
..... . Parameters % Decimal
i || Perfarmance
- | intelide ,TI Cancel
- | intelppm
----- inatdma
B 0 IPBusEnum
----- IpFilterDriver
- | iphlpswec
[ IPMIDRY
----- IPMNAT
..... isapnp
[+ | i5csiPre
[ | kbdclass
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MaxUserPort Registry Key

Due to a default Windows setting allowing a maximum of 5000 concurrent open ports, it is a good idea to

adjust the MaxUserPort registry key on systems with more than 1000 devices. The value of this registry key
should be set to 5 times the total number of devices on the system. For example, if there are 2,000 devices
on the system, adjust this key to 10,000.

If the system is configured with multiple web servers for a Network Load Balanced setup, you should adjust
this setting on every server where a ZENworks Mobile Management component is installed. The value should
be the same on every server.

1. Navigate to the following location in the registry:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Parameters

2. If the MaxUserPort key already exists, double click on it and adjust the value to 5 times the total

number of devices.

Add the MaxUserPort registry key if it does not exist by right clicking on Parameters and selecting
New > DWORD. Rename the newly created key, then double click on it to adjust the value to 5 times
the total number of devices.

:3;" Registry Editor

Edit  Yiew es Help
[#- . SQLWriter _:J Name: \ Type \ Data
- sty ab|{Default) REG_SZ (value not set)
[<2) srv2 ab|DataBasePath REG_EXPAND_SZ %SystemRoot %\ System32\driversietc
B L srvnet |DeadGWDetectDefault  REG_DWORD 0x00000001 (1)
EH-fg SSOPSRY 35| DhepNameServer REG_SZ 192.168.1.12 172.16.3.204
El-yg SstpSve 2b)Domain REG_SZ
2 z;::;:"' #8 DontAddDefaultGatew... REG_DWORD 0x00000000 (0)
TR Horvee #s|EnableICMPRedirect REG_DWORD 0x00000001 (1)
: storvep EnablelPAutoConfigur... REG_DWORD 0x00000001 (1)
-4 swenum #is|ForwardBroadcasts REG_DWORD 0x00000000 (0)
-l swpey 2b|Hostname REG_SZ WIN-BIHE279EMCS
@ L Tapisry 2b1CSDomain REG_SZ mshome.net
&) TBS /5| IPEnableRouter REG_DWORD 0x00000000 (0) Walue name:
- L. Tepip 8jMaxUserPort REG_DWORD 0x0000ea60 (60000) |MaxUselPort
Enum ab|NameServer REG_SZ
Linkage 25|y Hostname REG_SZ WIN-BIHE279EMC3 Value dater Base
# Parameters ab|ReservedPorts REG_MULTI_SZ 1433-1434 ]EDDDD € Hexadecimal
Performance ab]SearchList REG_SZ % Decimal
ServiceProvider $8|SyncDomaintithMemb. .. REG_DWORD 0x00000001 (1)
&= TCPIPE o :
b fopiie s #s|UseDomainiameDevol... REG_DWORD 0x00000001 (1) e
& tcpipreg
. TCPIPTUNNEL
TDPIPE
- L, TDTCP
B L bdx
[#- |, TermDD
[ | TermService
[ THREADORDER
B L Trkwks
3} TrustedInstaller
[#- |, TSDDD
&= tssecsry
. TsUsbFlt
[#- . tunnel
[#- |, uagp35
L udfs
UlI0Detect
. uliagpkx
3} umbus
. UmPass
3} UmRdpService
[#- | upnphost
I ot _l;l
«| | 3

‘C0mputev\HKEV_LOCAL_MACHINE\SVSTEM\CuvrentCuntrDISet\services\Tcpip\ParameterS
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Setting Up a Web Garden

Configuring a Web Garden for the ZENworks Mobile Management Web Server

A Web Garden is a server configuration where multiple processes run on a single Web server. This is
accomplished by activating the Web Garden feature in Microsoft Internet Information Services (IIS), version 7
or 8. By default, an application pool in IIS runs in a single process on the server; however, there is an option
to increase the Maximum Worker Processes to a value greater than 1. The result is that the server runs
multiple processes, thus improving system performance.

If you have configured your system with multiple Web servers for a Network Load Balanced setup, the Web
Garden feature (Maximum Worker Processes) should be adjusted on all servers running the ZENworks
Mobile Management Web/Http component.

Recommendations

e 1-2 Worker Processes per CPU core.
o 4 CPU cores — Increase Worker Processes to 4-8
o 8 CPU cores — Increase Worker Processes to 8-16
o 16 CPU cores — Increase Worker Processes to 16-32

e Increasing the number of Worker Processes beyond 2 per CPU core could result in a reduction in
performance.

Instructions follow for setting up a Web Garden with IS 7 or IS 8.
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Setting Up a Web Garden in IS 7 or 8

1. Open Internet Information Services Manager, located under Administrative Tools.

Server Manager

Command Prompt

1 Windows Update

e Internet Explorer

” l MNotepad

\@\ Ease of Access Center

“‘” Internet Information Services (IIS)
i‘ Manager
u

SQL Server Management Studio

> All Programs

Administrator
Terminal Services 2

Documents M

“. Component Services

A
Computer £ Computer Management

= Data Sources (ODBC)
Netwark E] Event Yiewer

"g Internet Information Services (115) 6.0 Manager

Control Panel

. i5CSI Initiator

Local Security Policy

Help and Support

Reliability and Performance Monitor

Run... Security Configuration Wizard

<

A

'3 Memory Diagnostics Tool
2B

T Server Manager
Windows Security Services
‘31 Share and Storage Management
\® Storage Explorer

System Configuration

Task Scheduler

[

search

[Eon|man|F|

ﬂ Windows Firewall with Advanced Security
£4 Windows Powershell Modules

[ “Start liz,! é@n I

W Windows Server Backup

2. Inthe left menu, expand the server and select Application Pools.

3.

In the Application Pools section, select DefaultAppPool.

4. Right-click DefaultAppPool and select Advanced Settings from the menu.

p—
@»ﬂ e

File

=93

Il

» ENGYM-MDM-64BIT » Application Pools

Yiew  Help

ENGYM-MDM-64BIT (ENGYM-MDM-64BIT|Administrator)
- Application Pools
@ Sites

d : Application Pools

This page lets you view and manage the list of application pools on the server. Application
pools are associated with worker processes, contain one or more applications, and provide
isolation among different applications.

Filter: - Go

« (5 Show all | Group by: -

Set Application Pool Defaults. ..

Start

@ Stop

~  Recycle...

\' '1 Basic Settings...

Recycling...

| Advanced Settings...

Rename

X Remove

View Applications

Help

Online Help

Ready
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5. Under the Process Model section, adjust the Maximum Worker Processes to a value greater than
1, (see the recommendations listed earlier in this section). The value should remain at 1 for a non-
Web garden setup or on single core machines.

Advanced Settings [ 2]
E {General) =
MET Framework Yersion w20
Enable 32-Eit Applications True
Managed Pipeline Mode Integrated
Mame DefaultappPool
Queue Length 1000
Start Automatically True
= cPu
Lirnit 1]
Lirnit Action Modction
Lirnit Interval {minutes) 5
Processor affinity Enabled False -
Pracessor Affinity Mask. 4294967295
= Process Model
Identity MetworkService
Idle Time-ouk {minutes) z0
Load User Profile False
|
Ping Enabled True
Ping Maximum Response Time {(seconc 90
Ping Period (seconds) 30
Shutdown Time Limit {seconds) a0
Farbun Time Limit fseconds) an LI
Maximum Worker Processes
[maxProcesses] Maximurn number of worker processes permitted to service
requests For the application pool. IF this number is greater than 1, the application
poal is a "wWeb Garden",

oK Cancel |
4
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Hardware Requirements for
Scaling ZENworks Mobile
Management

100K Devices

Web Component

e 4 physical servers set up as a Web Cluster, each consisting of:

@)

@)

@)

@)

@)

Windows 2008 Enterprise Server R2 SP1 (64-bit version)
48 GB RAM

2 —eight-core CPUs with hyper-threading enabled

150 GB HDD space (recommended mirrored configuration)

32 worker processes

Database Component

e Use a dedicated SAN

@)

o

o

o

Dual Head (High Availability)
5 - 250 GB SAS Drives
4 set up in a RAID 5 configuration

1 set up as a hot spare

e 2 physical host servers connecting to the SAN, each consisting of:

o

o

o

2 — Hex-core processors with hyper-threading enabled
16 GB of RAM per server (10 GB allocated to SQL)
Windows 2008 Enterprise Server R2 SP1 (64 bit version)
SQL Server 2008 R2 Advanced / Enterprise

Using SAN as shared storage
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100K Devices

ZENworks Mobile Management

ZENworks Mobile Management Architecture
Scaled for 100,000 users

External Network

Customer Data Center

Customer 7
PLf) End User Seif

ZENworks Server
Database Component

BlackBerry

HTTPS 443

Novell Customer Center

Novell Customer Center
(Product Updates)

ZENworks Mobile Management
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200K Devices

Web Component
e 6 physical servers set up as a Web Cluster, each consisting of:
o Windows 2008 Enterprise Server R2 SP1 (64-bit version)
o 60GBRAM
o 2 —Eight-core CPUs with hyper-threading enabled
o 150 GB HDD space (recommended mirrored configuration)
o 32 worker processes
Database Component
e Use a dedicated SAN
o Dual Head (High Availability)
o 5-500 GB SAS Drives
o 4 setupinaRAID 5 configuration
o 1 setup as ahot spare
e 2 physical host servers connecting to the SAN, each consisting of:
o 2 - Hex-core processors with hyper-threading enabled
o 32 GB of RAM per server (20 GB allocated to SQL)
o Windows 2008 Enterprise Server R2 SP1 (64 bit version)
o SQL Server 2008 R2 Advanced / Enterprise

o Using SAN as shared storage
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200K Devices

ZENworks Mobile Management

ZENworks Mobile Management Architecture
Internal Private Network Scaled for 200,000 users

External Network

Customer ZENworks Server

Web Component

0€76°8225

1
1
|
I
|
|
|
|
35 [}
Service ]
1
\
|
v

] {
ZENworks Server ~

GCM
Connection Servers
Database Component

HTTPS 443

Novell Customer Center
Novell Customer Center

(Product Updates)

ZENworks Mobile Management
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