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About This Guide

This document contains information on the following:

• Chapter 1, “Overview,” on page 9
• Chapter 2, “Installing SecureLogin On Citrix Server,” on page 13
• Chapter 3, “Citrix Application Deployment,” on page 15
• Chapter 4, “Configuring Citrix Load Balancing,” on page 23
• Chapter 5, “Using Connectors,” on page 27
• Chapter 6, “Using Secure Workstation with Citrix,” on page 29
• Chapter 7, “Upgrading SecureLogin,” on page 33

Feedback

We want to hear your comments and suggestions about this manual and the other documentation 
included with this product. Please use the User Comments feature at the bottom of each page of the 
online documentation, or go to www.novell.com/documentation/feedback.html and enter your 
comments there.

Documentation Updates

For the most recent version of the Terminal Services Guide, visit the Novell Documentation Web site 
(http://www.novell.com/documentation/securelogin60/index.html).

Additional Documentation

This Installation Guide is a part of documentation set for SecureLogin 6.0. Other documents 
include:

• Novell SecureLogin 6.0 Overview
• Novell SecureLogin 6.0 Administration Guide
• Novell SecureLogin 6.0 Installation Guide
• Novell SecureLogin 6.0 Application Definition Guide
• Novell SecureLogin 6.0 User Guide
• Novell SecureLogin 6.0 Congifuration Guide for Terminal Emulation

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and 
items in a cross-reference path.

A trademark symbol (®, TM, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party 
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for 
other platforms, the pathname is presented with a backslash. Users of platforms that require a 
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.
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1Overview

SecureLogin provides tools to configure single sign-on access to applications in Citrix and terminal 
service environments. This guide provides instructions for directory server and terminal server or 
Citrix server environment. 

You must configure the Citrix and terminal server and user workstations prior to installing 
SecureLogin. This is because, the SecureLogin installation package detects Citrix or terminal server 
files and installs the requisite supporting files automatically. If Citrix or terminal services are 
deployed post SecureLogin implementation, the SecureLogin installation package must be deployed 
again to install the required SecureLogin components.

This section has the following information:

• Section 1.1, “Prerequisites,” on page 9
• Section 1.2, “About Citrix Application Deployment,” on page 9
• Section 1.3, “SecureLogin Attributes,” on page 10

1.1  Prerequisites
The following are the prerequisites to installing SecureLogin on the Citrix and Terminal Services 
server:

• Extend the corporate directory schema. If the schema was extended in a SecureLogin version 
3.5.x deployment, do not repeat the process. For more information see “Extending the 
eDirectory Schema”.

• Administrator level access to the Citrix or Terminal Services server.
• A Java Runtime Engine version 1.4, or later, installed on server or workstations, if you want to 

enable Java applications for single sign-on.
• Unionist SecureLogin versions prior to version 3.5.x before the upgrade.

1.2  About Citrix Application Deployment
There are three modes of Citrix application deployment:

Deployment Description

Full Desktop Only the Citrix client runs on the Desktop and all 
other applications operate on the Citrix server.

Published Applications A combination of applications operating on the 
Desktop and some accessed (published) using the 
Citrix server.

Citrix Desktop and Published Applications The option to run a full Citrix Desktop or a 
combination of Citrix published applications 
published and applications executed on the 
workstation.
Overview 9
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1.2.1  Corporate Directory Deployment
In corporate directory environments SecureLogin data is stored on the directory. To facilitate this, 
the directory schema is extended to include SecureLogin attributes. For more information on 
extending the directory schema for your directory, refer to the Novell SecureLogin 6.0 Installation 
Guide. If you have previously installed SecureLogin version 3.5.x the required SecureLogin 
attributes are already installed. 

1.2.2  Full Citrix Desktop Deployment
Full Citrix Desktop Deployment requires SecureLogin schema extensions on the network directory 
server and client installation on the Citrix server. Users operate SecureLogin using the Citrix server 
remotely and their SecureLogin user data is stored on the Citrix server and the network directory. 

1.2.3  Published Application Deployment 
Deploying published applications requires SecureLogin on the network directory server with client 
installation on the Citrix server and user workstation. SecureLogin executes from the workstation to 
log onto applications published on the Citrix server. SecureLogin user data is stored on the directory 
server and the user’s workstation. 

1.2.4  Citrix Desktop and Published Application Deployment
The Citrix Desktop and Published Applications requires: 

• SecureLogin schema extensions on the network directory server
• Citrix server and the user workstation

SecureLogin executes from the workstation or the Citrix server, depending on the mode selected by 
the user. SecureLogin user data is stored on the directory server, the Citrix server and the user 
workstation.

1.3  SecureLogin Attributes
Extending the directory schema adds the following six SecureLogin attributes:

• Protocom-SSO-Auth-Data
• Protocom-SSO-Entries
• Protocom-SSO-SecurityPrefs
• Protocom-SSO-Profile
• Protocom-SSO-Entries-Checksum
• Protocom-SSO-Security-Prefs-Checksum

NOTE: If SecureLogin version 3.5 or 3.5.x is installed, then you do not need to extend the 
Directory schema since the attributes are the same. However, any new directory objects, for example 
organizational units, still require you to assign rights.

1 Log on to the server as administrator.
reLogin 6.0 Citrix and Terminal Services Guide
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2 Install the SecureLogin installation CD. The main menu is displayed.
3 Click Install and follow the prompts for your installation type.
4 Double-click the ndsschema.exe file in the Tools folder of the CD.
Overview 11
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2Installing SecureLogin On Citrix 
Server

To install SecureLogin on the Citrix server:

1 Logon to the workstation as administrator.
2 Insert the SecureLogin Distribution CD. The SecureLogin main menu is displayed.
3 Select a language, then click Next.
4 Accept the license agreement, then click Next. The Setup Type dialog box is displayed.

5 Select Custom, then click Next. The Choose a Platform for SecureLogin dialog box is 
displayed.

6 Select a platform, then click Next.
7 During the rest of the installation, select options according to the platform that you selected.
Installing SecureLogin On Citrix Server 13
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For information on installation options, see the relevant section in the Novell SecureLogin 6.0 
Installation Guide.  

8 In the Select Features dialog box, make sure that the Citrix check box is checked.

9 Click Install.
10 By default, the Launch Readme option is selected.  Click Next.
11 Click Finish.
12 Select when you want to restart your workstation, then click OK.
reLogin 6.0 Citrix and Terminal Services Guide
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3Citrix Application Deployment

This section has the following information:

• Section 3.1, “Launch an Application in a Citrix Environment,” on page 15
• Section 3.2, “Publish an Application for Citrix Deployment,” on page 15

3.1  Launch an Application in a Citrix 
Environment
SecureLogin is unable to detect individual application screens in a Citrix environment as the 
Window cues are not available. You must launch SecureLogin before the application to activate the 
SecureLogin.

You must include the SecureLogin executable SLLauncher in the Citrix published application 
executable path, to achieve this. When the user starts the application, the SecureLogin runs and logs 
in the user then launches the application.

3.2  Publish an Application for Citrix Deployment
To publish an application for Citrix deployment from the Citrix Management Console and 
SecureLogin do the following:

1 Select Applications from the Citrix farm. 
Citrix Application Deployment 15
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2 Right-click Applications, then select Publish Application option from the menu. The Welcome 
to the Application Publishing Wizard is displayed.

3 Specify a name for the published application in the Display Name field and description in the 
Application Description field.

4 Click Next. The Specify What to Publish dialog box is displayed.

5 Click Browse to find the location of the application program files and select the executable.
6 Click OK  to return to the Specify What to Publish dialog box.
7 Specify the relevant directory path in the Working Directory field. The working directory is the 

directory path of the program executable.
The path to the SLLauncher.exe file of SecureLogin is specified before the published 
application executable. Enter a space between the SecureLogin and application executable path 
descriptions.

8 In the Command Line field, specify the published application executable path.
reLogin 6.0 Citrix and Terminal Services Guide
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NOTE: Executing 16 bit applications requires the switch /16 in the command line. For more 
information on SLLauncher switches, see Section 3.2.1, “SLLauncher Switches,” on page 20.

9 Click Next. The Program Neighborhood Settings dialog box is displayed.

10 Select the options and configure neighborhood settings as required.
11 Click Next. The Specify Application Appearance dialog box is displayed.

12 Select and configure application appearance options as required
Citrix Application Deployment 17
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13 Click Next. The Specify ICA Client Requirements dialog box is displayed.

14 Select and configure ICA Client Requirement options as required.
15 Click Next. The Specify Application Limits dialog box is displayed.

16 Select and configure application limits as required.
reLogin 6.0 Citrix and Terminal Services Guide
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17 Click Next. The Specify Servers dialog box is displayed. You need to specify a server for 
application publication and deployment.

18 Select the relevant server from the Available Servers list.
19 Click Add. 
20 Click Next. The Specify Users dialog box is displayed.

21 Check the Show users check box, then drag the pointer to select the users.
Citrix Application Deployment 19
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22 Click Add. Depending on the published application, the Specify File Type Associations dialog 
box may be displayed.

23 Check the file type check boxes as required.
24 Click Finish. The published application now displays in the Contents tab of the Citrix 

Management Console.
25 Repeat publishing steps for all SecureLogin enabled applications.

When all required applications have been published, test executing an application to make sure 
SecureLogin for Citrix is successfully installed.

3.2.1  SLLauncher Switches
You can use three switches in conjunction with the SLLauncher executable /d, /16 and /w. 
Switches are not case sensitive, that is, both /d and /D are valid, however in the case of /w, the 
process name specified is case sensitive.

• /d is used to initiate a trace file that is saved in the SecureLogin program directory. Example 
syntax:

“C:\Program Files\Novell\SecureLogin\SSLauncher.exe” /d 
C:\WINNT\System32\notepad.exe

• /w used to delay SLLauncher executing until a specific application has executed or 
environment is present. 
For example, to run the executable notepad.exe with SecureLogin, the syntax is:
“C:\Program Files\Novell\SecureLogin\SSLauncher.exe” 
C:\WINNT\System32\notepad.exe

However, in order for notepad.exe to execute as required, you must set up an environment 
variable first. This environment is created when the batch file runtest.bat is run on the server. 

Use the /w switch, to specify SLLauncher wait to execute until the batch file runtest.bat has 
completed running, for example:
reLogin 6.0 Citrix and Terminal Services Guide
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“C:\Program Files\Novell\SecureLogin\SSLauncher.exe” /w 
notepad.exe 

C:\runtest.bat

Switch Combinations

You can also use switches in combination, for example:

“C:\Program Files\Novell\SecureLogin\SSLauncher.exe” /d /w 
notepad.exe C:\runtest.bat

When enabling SecureLogin 16 bit application, you must include /16 switch in the Citrix 
publishing command. You must identify the 16 bit applications because they execute differently to 
32 bit applications. For SecureLogin to single sign-on an application, the 16 bit emulator 
NTVDM.exe must be active.

The following is an example syntax:

“C:\Program Files\Novell\SecureLogin\SSLauncher.exe” /16 
C:\WINNT\System32\notepad.exe

Subsequently, each time a 16 bit application is SecureLogin signed-on, the executable NTVDM.exe 
continues to run. This may cause memory issues if multiple 16 bit applications are SecureLogin 
single sign-on enabled.

Add the switch /w NTVDM.exe to the Citrix publishing command to terminate NTVDM.exe 
when the 16 bit application is closed, 

To terminate NTVDM.exe when the 16 bit application is closed, add the switch /w NTVDM.exe to 
the Citrix publishing command.

The following is an example syntax:

“C:\Program Files\Novell\SecureLogin\SSLauncher.exe” /16 /w 
NTVDM.exe 

C:\WINNT\System32\notepad.exe
Citrix Application Deployment 21
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4Configuring Citrix Load Balancing

A SecureLogin operation implemented for memory optimization may result in client connection 
dropouts. This has no adverse impact on your Citrix server and is resolved by configuring Citrix 
Load Balancers to increase the number of allowed page faults.

The following instructions present the procedure for configuring Load Balancers, however 
recommendations for specific values are not provided. Due to the wide variety and complexity of 
system architectures it is not possible to account for all the variables that would impact on load 
balancing requirements. 

The following procedures apply to Citrix Metaframe XP FR2:

• Section 4.1, “Create a New Load Evaluator,” on page 23
• Section 4.2, “Load New Evaluators to the Citrix Server,” on page 25

4.1  Create a New Load Evaluator
To create a new Load Evaluator:

1 Start the Citrix Management Console, then Select Load Evaluators.
2 Right-click to display the option menu. 
Configuring Citrix Load Balancing 23
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3 Select New Load Evaluator. The New Evaluator dialog box is displayed.

4 Specify a name for the Load Evaluator in the Name field.
5 Specify a description for the new evaluator in the Description field.
6 Select Page Faults and Page Swaps from the Available Rules list.
7 Click the Add button to add to the Assigned Rules list.
8 Drag to select Page Faults in the Assigned Rules list. 

Page Fault settings are configured in the Rule Settings section, displayed in the bottom half of 
the New Evaluator dialog box.

9 Specify a value into the Report full load when the number of page faults per second is greater 
than this value: field.

10 Drag to select Page Swaps in the Assigned Rules list. Page Swap settings display in the Rule 
Settings section.

11 Specify a value into the Report full load when the number of page swaps per second is greater 
than this value: field.

12 Specify a value into the Report no load when the number of page swaps per second is less than 
or equal to this value: field.

13 Click OK. 
The required Load Evaluators are configured and loaded to the Citrix server that SecureLogin 
is installed.
reLogin 6.0 Citrix and Terminal Services Guide
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4.2  Load New Evaluators to the Citrix Server
1 From the Citrix Management Console select the Servers  > Citrix servers.

2 Right-click on the relevant Citrix server name.
3 Select Load Manage Server from the options menu.The Load Manage Server – [server name] is 

displayed.
4 Select the configured Load Evaluator option from the Available Load Evaluators list.
5 Click OK.

The new Load Evaluators are loaded to the Citrix server. 
Configuring Citrix Load Balancing 25
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5Using Connectors

SecureLogin enables applications for single sign-on by using connectors. A connector is the 
program that recognizes the specific application and runs the application definition Connectors have 
been created for most commonly used applications. You can build new connectors for proprietary 
applications or modify existing connectors.

This section provides information on the following:

• Section 5.1, “Enabling an Application with Connectors,” on page 27
• Section 5.2, “Deleting Connectors,” on page 28

 For information on building or modifying connectors, see the Novell SecureLogin 6.0 
Administration Guide and the Novell SecureLogin 6.0 Application Definition Guide.

5.1  Enabling an Application with Connectors
The SecureLogin Yahoo e-mail connector demonstrates how SecureLogin enables a standard 
application for single sign-on. If you do not have a Yahoo account you can use a similar application, 
for example Hotmail. 

To use the Yahoo connector:

1 Start your Web browser.
2 Go to www.yahoo.com.
3 Click Mail.

SecureLogin detects the Yahoo login screen, executes the Yahoo connector, and displays a 
dialog box confirming that a password field has been detected.

4 Click Yes.
5 In the Enter Your User ID Information dialog box, type your Yahoo username and password, 

then click OK. SecureLogin automatically enters your login credentials, activates the Sign In 
button, and logs you in to your Yahoo account. 
If the username or password entered is incorrect, a dialog box displays, requesting that you 
enter the correct credentials. Enter the correct credentials, then click OK. 
SecureLogin saves your credentials and uses it to automatically log you in to your account 
every time you want to access Yahoo account. 

6 (Optional) Test logging in and out of Yahoo, click Sign Out, then click Yes.
6a Click Sign Out.
6b Click Yes.
Using Connectors 27
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SecureLogin enters your credentials to log you back in to your Yahoo e-mail account. 
If the login wasn’t successful, delete the SecureLogin connector by using Manage Logins. 
Then repeat the steps. 

5.2  Deleting Connectors
1 Double-click the SecureLogin icon located in the system tray.
2 Select Applications.
3 Select Yahoo.com, then click Delete.
4 Click OK.
reLogin 6.0 Citrix and Terminal Services Guide
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6Using Secure Workstation with 
Citrix

If the installation program discovers a Citrix client, the drivers for NMAS, Secure Workstation, and 
pcProx are installed.

If you have never installed SecureLogin, or if SecureLogin is not currently installed, then the ICA 
client components will be installed by default.

This section provides information on the following:

• Section 6.1, “Requirements,” on page 29
• Section 6.2, “The Server Login Method,” on page 29
• Section 6.3, “Using pcProx with Citrix,” on page 30
• Section 6.4, “Using Secure Workstation with Citrix,” on page 31

6.1  Requirements
The ICA Citrix Client must be 6.0 or later.
When using NMAS with Client32 or LDAPAuth, NMAS must be 3.2 or later on the client. 
Otherwise, NMAS will not call SecureLogin.
If you use Client32 and NMAS on a Citrix server, the NMAS on the eDirectory server must 
also be 3.2 or later.
If you use LDAPAuth on the server, the NMAS version does not matter.

6.2  The Server Login Method
The login server method uses standard NMAS authentication. It authenticates to eDirectory. The 
NetWare Core Protocol (NCP) communicates with NMAS and NMAS then authenticates.

The following must be running on the Citrix server:

• Client32 or LDAPAuth
• NMAS 3.2 or later
• SecureLogin

Scenario: Problem.  The user at the ICA client launches a remote session. The devices (for 
example, a pcProx reader, smart card, or fingerprint reader) are also at the remote client. In the past, 
NMAS in this environment launched a session on the Citrix server. The output was redirected to the 
ICA client. The programs are running on the Citrix server, but input and output occur at the ICA 
client. NMAS couldn’t communicate with its authentication devices at the ICA client.

The user at the ICA client wants to log in with Client32 NMAS and a fingerprint reader. A Client32 
login dialog box appears. Client32 and the NMAS client are running on the Citrix server. NMAS 
launches LCM (login client method) on the Citrix server.
Using Secure Workstation with Citrix 29
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The fingerprint reader is attached to the ICA client, but the LCM is being launched on the Citrix 
server. The LCM can't read the fingerprint reader because the network link is in the middle.The 
virtual channel solves this problem.

Scenario: Solution by Using Virtual Channels.  Client32 calls NMAS, and NMAS calls 
SecureLogin before it authenticates the user. SecureLogin determines whether it is running in a 
remote Citrix session or in a console session. (It tries to determine whether another workstation is on 
the network—another workstation on the network for the session that it is attached to. The Citrix 
server could be serving sessions to--for example--1,000 ICA clients. One session could be running 
on the console.) SecureLogin determines whether it is running in a console session or one of the 
remote sessions.

If SecureLogin is running in a remote session, it uses the virtual channel, which runs over the Citrix 
protocol. SecureLogin communicates with a .dll file that is plugged in to the ICA client. The 
.dll file invokes NMAS. The client invokes an LCM on the ICA client, which communicates with 
the devices attached to the ICA client. NMAS running on the Citrix server knows that SecureLogin 
is handling the login.

SecureLogin redirects to the ICA client, called NMAS on that client. It is redirecting the output from 
NMAS across the virtual channel. Client 32 sends NetWare Core Protocols to the NMAS server like 
it normally would.

After redirection, Secure Workstation communicates to NMAS running on the Citrix server that the 
user is logged in. NMAS then provides a session.

The user is not aware that anything special or different happened. The user at the ICA client sees the 
login dialog box with instructions to place a thumb on the thumbprint reader. The user uses the 
thumbprint reader to log in.

6.3  Using pcProx with Citrix
You can configure pcProx to automatically populate the fields on a login dialog box, based on the 
proximity card. pcProx reads the card, does an LDAP search, figures out which user the card 
belongs to, puts the username in the Username field, looks up credential data (a tree name context, 
server name, NMAS sequence, NMAS clearance), places all the data into the login dialog box, then 
starts the login process.

Scenario: pcProx Reader.  A doctor walks to a workstation and places his pcProx card on a reader. 
The doctor logs in without typing any data. The username comes from eDirectory, the other data 
comes from a registry on the local workstation.

Identifying the user based on the badge is a user identification process. It is separate from the 
authentication process that NMAS handles. The Secure Workstation plug-in plugs in to the NMAS 
component on the login dialog box. NMAS has its own Active X control on the login dialog box. It 
contains the username and password field. You sometimes don't see the password field with NMAS 
because the NMAS client can hide it. That control can use a .dll file, which is a user ID plug-in 
interface, and request a username from the device.

Thus, the identification process, the user ID plug-in, is separate from authentication. A user can 
identify himself with the pcProx card and then authenticate with the password. The identification 
process specifies to Client32 who the user is. The process could be as simple as typing a username. 
After the user clicks OK, Client32 starts the authentication process, verifying that the user is who he 
claims to be by making sure that the password is valid. 
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You can type your username or put your pcProx card on a reader and have the card get your 
username. After you click OK, NMAS is launched. NMAS does not know or care how you identify 
yourself (by putting down a pcProx card or typing your username). NMAS runs the login sequence, 
which might or might not include a proximity card.

Identification and authentication are separate so that you have the option to authenticate by using a 
proximity card but you are not required to use on. 

Therefore, the pcProx method will use the virtual channel on its own. 

Scenario.  Client32 is running on a Citrix server. Client32 displays a login dialog box, which calls 
pcProx. pcProx asks who the user is. It uses the virtual channel to communicate with the ICA client. 
The process calls pcProx method at the ICA client. The pcProx method communicates with the 
reader. 

At that point, the process can access the reader and request the badge number, which is returned to 
pcProx on the Citrix server. Using LDAP, PCProx communicates with eDirectory and gets the user 
ID, sends the badge number to LDAP, passes the data back to Client32. The user is identified. Then 
the authentication process begins.

6.4  Using Secure Workstation with Citrix
Secure Workstation uses device removal plugs. Secure Workstation renders a service on the 
machine. The registry has a list of .dll files that implement device removal plug-ins for different 
devices. Therefore, Secure Workstation can receive device removal events from PCProx cards, 
smart cards, and third-party plug-ins.

The registry can register a .dll file with Secure Workstation. The .dll file implements entry points 
to be a device removal plug-in. The .dll file is loaded into Secure Workstation Service’s address 
space so that device removal events can be reported.

When a Secure Workstation service starts up, it loads those .dll files. As part of the Secure 
Workstation policy, you can configure a device removal event. At the core, the Secure Workstation 
policy is just events and actions. It listens for events and then, depending on the event, takes some 
action. For example, you can configure Secure Workstation to lock a workstation as soon as a device 
is removed. 

In this case, when you configure the device removal event, you can specify which devices you want 
to listen for.

Scenario: Entry Points.  A Secure Workstation post-login method delivered a policy to the 
workstation. Secure Workstation activates the device removal plug-in for the device specified in the 
policy. Secure Workstation instructs the workstation to call an entry point in the .dll file to start 
monitoring the device. Secure Workstation provides an entry point to call when the device gets 
removed. If the plug-in detects that the device isn’t there, it informs Secure Workstation of the 
change. Secure Workstation then takes the action associated with the device removal event.

The problem with this scenario is that the Secure Workstation service is running on the Citrix server, 
but the devices are attached to the ICA client. In this case, the Secure Workstation service uses the 
virtual channel to communicate with a .dll file running on the ICA client. The .dll file calls the 
device removal plug-ins for the devices. 

You don't install anything extra on the Citrix server. You just install SecureLogin there. All the files 
are copied to the server. 
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7Upgrading SecureLogin

All versions of SecureLogin Single Sign-On, prior to versions 3.5.1.x, must be uninstalled before 
upgrading to version 6.0. For more information on upgrading SecureLogin from earlier versions see, 
“Upgrading from Earlier Versions” in the Novell SecureLogin 6.0 Installation Guide.

7.1  Uninstalling Version 3.0.x
To uninstall previous versions prior to version 3.5.x of SecureLogin:

1 Select Start > Settings > Control Panel > Add/Remove programs.
2 Select SecureLogin 3.0[.x], then click Remove.
3 A SecureLogin message box may display requesting system restart, click Yes if it is convenient 

to restart the workstation now, or No button to restart later.
SecureLogin is now uninstalled. 

4 Before installing the new version of SecureLogin, Logoff and logon again.

7.2  Phased Upgrades
SecureLogin currently does not support phased upgrades for Citrix or Terminal Services 
deployments.
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