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About This Guide

This manual provides you information about administering Novell SecureLogin. This manual
contains the following sections.

¢ Chapter 1, “Getting Started,” on page 11

¢ Chapter 2, “Configuring,” on page 15

¢ Chapter 3, “Managing Preferences,” on page 21

¢ Chapter 4, “Managing Passphrases,” on page 45

¢ Chapter 5, “Managing Passphrase Policies,” on page 53

¢ Chapter 6, “Managing Credentials,” on page 63

¢ Chapter 7, “Managing Password Policies,” on page 69

¢ Chapter 8, “Managing Smart Card Integration,” on page 79

¢ Chapter 9, “Enabling Terminal Emulator Applications,” on page 99

¢ Chapter 10, “Reauthenticating Applications,” on page 113

¢ Chapter 11, “Managing Application Definitions,” on page 115

¢ Chapter 12, “Adding Multiple Logins,” on page 117

¢ Chapter 13, “Distributing Configurations,” on page 119

¢ Chapter 14, “Exporting and Importing Configurations,” on page 133

¢ Chapter 15, “Using The SLAP Tool,” on page 151

¢ Chapter 16, “Managing the Workstation Cache,” on page 157

¢ Chapter 17, “Auditing,” on page 161

¢ Chapter 18, “Audit Configuration for Sentinel,” on page 165

¢ Chapter 19, “Configuring Secure Workstation Events,” on page 171

¢ Chapter 20, “Administering Desktop Automation Services,” on page 179

¢ Chapter 21, “LDAP SSL Server Certificate Verification,” on page 213

¢ Chapter 22, “Security Considerations,” on page 217

¢ Chapter 23, “Novell SecureLogin Security Role Configuration for Active Directory,” on page 219

¢ Chapter 24, “Limiting Concurrent Connections,” on page 241

¢ Chapter 25, “Authasas Support,” on page 245

¢ Chapter 26, “Troubleshooting,” on page 247

¢ Appendix A, “Error Messages,” on page 249

¢ Appendix B, “Schema Updates,” on page 281

Audience

This guide is intended for:

+ Network Administrators
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¢ System Administrators

¢ IT Support Staff

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Novell SecureLogin 7.0 Administration Guide, visit the Novell
Documentation Web site. (http://www.novell.com/documentation/securelogin70).
Additional Documentation

The other documents available with this release of Novell SecureLogin are:

¢ Getting Started:
¢ Nowvell SecureLogin Release Notes 7.0 Service Pack 3
¢ Novell SecureLogin Quick Start Guide

¢ Novell SecureLogin Overview Guide

*

Installation:

¢ Novell SecureLogin Installation Guide

*

Administration:
¢ Nowvell SecureLogin Application Definition Wizard Administration Guide
¢ Nowvell SecureLogin Citrix and Terminal Services Guide
¢ pcProx Guide
End User:
¢ Novell SecureLogin User Guide

*

*

Reference:

¢ Nowvell SecureLogin Application Definition Guide

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

Novell SecureLogin Administration Guide
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1.2

Getting Started

Novell SecureLogin is an enterprise single sign-on product. It provides authentication solutions to
Web, Windows, host, and legacy application-based single sign-on. Novell SecureLogin functions as
an identity overseer for all the systems that users access.

It is a credential management tool developed to increase an organization’s network security, while
lowering support costs.

Novell SecureLogin securely manages and encrypts the authentication information in a directory. It
stores usernames and passwords and automatically retrieves them for users, when required.

¢ Section 1.1, “Recommendations,” on page 11

¢ Section 1.2, “The Administrative Management Utilities,” on page 11

¢ Section 1.3, “Known Issues,” on page 13

¢ Section 1.4, “Enhancements,” on page 14

Recommendations

Before you begin configuring and administering Novell SecureLogin, it is recommended that you
have a strong working knowledge of the following;:

¢ Microsoft Active Directory

¢ Microsoft Management Console (MMC)

¢ Microsoft Group Policy Object Management Console (GPMC)
¢ Microsoft Windows operating systems

¢ Lightweight Directory Access Protocol (LDAP)

The Administrative Management Utilities

Novell SecureLogin consists of the Administrative Management utilities and plug-in for inclusion in
Novell SecureLogin, which are used for administering Novell SecureLogin.

The utilities are:

¢ Section 1.2.1, “Novell iManager,” on page 12
¢ Section 1.2.2, “SLManager,” on page 12

¢ Section 1.2.3, “Microsoft Management Console Snap-In,” on page 13

Getting Started 11
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1.2.1

1.2.2

Novell iManager

Novell iManager is a state-of-the-art Web-based administration console that provides customized
secure access to network administration utilities and content from any location in the world. With a
global view of your network from one browser-based tool, you can proactively assess and respond to
changing network demands.

Novell recommends using Novell iManager to administer Novell SecureLogin in LDAP
environments.

IMPORTANT: Throughout this document, we refer to iManager as the Administrative Management
Utility to explain the various administration procedures.

The graphics also represent iManager set up.

Starting iManager

Accessing iManager varies based on the iManager version (server-based or workstation) and the
platform on which iManager is running.

Accessing Server-Based iManager

1 Enter one of the following in the Address (URL) field of a supported Web browser:

¢ Default URL on non-OES 2 platforms: https://<server ip address>:8443/nps/
iManager.html

On platforms other than Novell Open Enterprise Server 2 (OES 2), you must specify the
Tomcat port as part of the iManager URL because iManager 2.7 uses only Tomcat 5 for its
Web server requirements.

¢ Default URL for OES 2 platforms: https://<server ip address>/nps/iManager.html

Although slightly different, iManager URLs might work on some platforms. Novell
recommends using these URLs for consistency.

2 Log in by using your username, password, and the tree name.

Accessing iManager on a Workstation

1 Browse to the iManager set up on your workstation.
2 Execute imanager\bin\iManager.bat.

3 Log in by using your username, password, and tree name.

SLManager

Use SecureLogin Manager (SLManager) for LDAP mode installations.

There is no difference in the features and components of iManager and SLManager. The menu
options in both the utilities are similar. Only the user interfaces are different.

Starting SLManager

1 On the Start menu, select Programs > Novell SecureLogin > SecureLogin Manager. The
Administrative Management utility is displayed.

2 In the Object field, specify your object name, then press the Enter key.

Novell SecureLogin Administration Guide
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1.3

You must press the Enter key to submit the entry typed in the Object field. Clicking OK closes

the dialog box but does not accept the entry you typed. The object name should be in the LDAP

convention (username, objectname) if you are using LDAP mode and in the eDirectory
convention (username. objectname), if you are using the eDirectory mode.

Microsoft Management Console Snap-In

Use the Microsoft Management Console (MMC) snap-in for Active Directory deployments.

Starting MMC

1 On the Windows Start menu, select Programs > Administrative Tools > Active Directory Users and
Computers. The Microsoft Management Console is displayed.

Known Issues

Note the following issue before you begin configuring and administering Novell SecureLogin.

Applications, Preferences, and Policies Added at the Group Leve

The applications and policies added at the group level through iManager are not reflected on the
client.

Every time a new group is created, you must re-assign the rights. You must manually assign read
permissions for the correct functioning of the configured group.

Do the following on iManager for the applications, preferences, policies, and others added at the
level to be reflected on the client:
1 Log in to iManager.
2 Select Rights > Modify Trustees.
3 Specify the object name.
4 Click Add Trustee. Browse and locate more objects.
Selection of multiple trustees is allowed.
5 Select Assigned Rights > Add Properties. Add the following attributes:
¢ Proto:SSO Entry
¢ Proto:SSO Entry Checksum
¢ Proto:SS50 Security Prefs
¢ Proto:SSO Security Prefs Checksum
6 Click OK.

7 Click Done to save the changes and exit.

Getting Started
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1.4

14.1

1.4.2

1.4.3

Enhancements

This section provides information on the enhancements made to Novell SecureLogin 7.0 post-release,
through the various hotfixes.

¢ Section 1.4.1, “Forcing Users to Change Password Before Grace Login Expires,” on page 14
¢ Section 1.4.2, “Support for NET Framework,” on page 14
¢ Section 1.4.3, “Support for Oracle Forms,” on page 14

Forcing Users to Change Password Before Grace Login Expires

Novell SecureLogin has introduced an enhancement in Novell SecureLogin 7.0 hotfix 1 where an
administrators can force users to change their password before the grace login expires.

Scenario: Novell SecureLogin is installed in LDAP mode with eDirectory. When the password
expires, the authentication process consumes the all grace logins and users cannot log in. To avoid
this, create the following registry keys.

¢ GraceDaysBeforePasswordExpire registry of DWORD value. This displays a warning message
to the users about the number of days remaining for password expiry.

¢ DaysForcePasswordChange of DWORD value. This forces the users to change their password.
Although the grace login available, this forces the users to change their password before the
grace login expires.

For example, if the password policy is set to change every 90 days, the
GraceDaysBeforePasswordExpire can be set to 5 and DaysForcePasswordChange can be set to 3.
On the day 85 when users logs in, a message indicating the number of days left before password
expiry appears. The users can choose to change the password immediately or change it later.

Similarly, when a users logs in on day 87 another message appears that forces the users to change the
password. They cannot continue without changing the password.

Support for .NET Framework

Novell SecureLogin 7.0 SP1 supports .NET Framework 3.5 SP1 or above, which should be already
available in the system.

Support for Oracle Forms

Novell SecureLogin 7.0 SP1 uses the pre-installed Oracle JInitiator or JRE to support Web enabled
Oracle form applications. If any of these Java components is added in the machine after installing (or
upgrading to) SecureLogin 7.0 SP1, you need to enable SecureLogin to use the newly added Java
component. To enable support to the new Java component, run the repair option of the SecureLogin
installer.

Novell SecureLogin Administration Guide
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2.1.1

Configuring

User IDs, applications, and password policies must all have unique names. Additionally, you cannot
create an application named Error.

If you install SecureLogin with the SecretStore client in the eDirectory mode, you cannot add an
application and name it App1 (for example) if a password policy already exists with the name Appl.

Before you deploy Novell SecureLogin, you must complete the following configuration tasks:

¢ Section 2.1, “Setting User Preferences,” on page 15

¢ Section 2.2, “Disabling User Access,” on page 16

*

Section 2.3, “Updating the Datastore Objects,” on page 16

*

Section 2.4, “Changing the Organizational Unit Level Datastore,” on page 17

*

Section 2.5, “Changing the Directory Datastore,” on page 18

*

Section 2.6, “Deleting or Re-setting User Data,” on page 18

Setting User Preferences

You can set the user preferences in the Preferences table in the administrative management utilities.
Each user preference has a default value that is implemented until an alternative value is manually
configured. In directory hierarchies, the preference values are inherited from higher level objects.
However, the preference values set at the user object level override all higher level object values.

You can restrict users from setting or modifying the preferences.

Changing a Preference Value

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Preference. The Preference properties table is displayed.

3 Locate the setting you want to change and then, in the Value column, select the appropriate
value.

Some of the value settings are text field entries where you have to provide the value.

4 Click OK. The selected value is saved and the Administrative Management utility closes.
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2.2 Disabling User Access

You can disable a user’s access to the Novell SecureLogin Client Utility as a part of the configuration.
By default, the user has permission to change application definitions and predefined applications,
passwords, and functionality. You do this through the administrative management utilities.

You have several options for restricting user access by setting preferences at the user, group policy,
container, or organizational unit level. This includes:

¢ Full access to all administrative tools.

¢ Access to selected administrative tools.

¢ Hiding the SecureLogin icon on the notification area (system tray).

¢ Hiding and password protecting the SecureLogin icon in the notification area (system tray).
If the SecureLogin icon is password protected, anyone attempting to access the Novell SecureLogin
Client Utility through the SecureLogin icon is prompted to provide the network password. This

prevents non-authorized users from viewing SecureLogin data. However, an authorized user can use
the administration tools to modify SecureLogin.

2.3 Updating the Datastore Objects

Novell SecureLogin 6.0 introduced a range of security features, including storing the single sign-on
credentials on the user’s smart card, encrypting the datastore by using the Public Key Infrastructure
(PKI)-based credentials and the Advanced Encryption Standard (AES) encryption algorithm support.

To support the new features, you must change the Novell SecureLogin 6.0 datastore format.

The Novell SecureLogin 6.0 client can read data created by all the previous versions of Novell
SecureLogin. However, the older versions cannot read the data created by version 6.0 and later. In
case of a mixed corporate environment where some workstations are running Novell SecureLogin
6.0, 6.1, or 7.0, and other workstations are running previous versions, data compatibility issues arise
when a user moves between different versions of Novell SecureLogin on different workstations. This
is particularly problematic in Citrix environments or in large enterprise deployments.

If Novell SecureLogin 3.5 is present when you install Novell SecureLogin 7.0, it detects that version
3.5 data is in use and continues to function correctly. In this mode, version 3.5 functions are available.
However, any new function that relies on version 7.0 data, is not available.

If you require the new functions, complete the following processes:
1. Choose a section of the tree to upgrade.

For example:
+ Container
¢ Group
¢ Organization
* User

2. Make sure that all user workstations in that section of the tree are upgraded with the Novell
SecureLogin 7.0 client.

The next time the users log in, their data is converted to version 7.0 format and the new functions are
available.
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2.4 Changing the Organizational Unit Level Datastore

¢ Section 2.4.1, “Changing the Organizational Unit Level Datastore in an Active Directory
Environment,” on page 17

¢ Section 2.4.2, “Changing the Organizational Unit Level Datastore in an eDirectory
Environment,” on page 17

¢ Section 2.4.3, “Deploying an Upgrade,” on page 18

2.4.1 Changing the Organizational Unit Level Datastore in an Active
Directory Environment

Perform the following to set the directory datastore version at the organizational unit level in an
Active Directory environment:

1 On Microsoft Windows Vista: On the Windows Start icon, select All Programs > Control Panel >
System Maintenance > Administrative Tools.

On Microsoft Windows XP: On the Windows Start menu, select Programs > Administrative Tools
> Active Directory Users and Computers. The Microsoft Management Console is displayed.

2 Right click the required group policy, container, or OU, then click Properties. The properties
dialog box is displayed.

3 Click the SecureLogin tab. The SecureLogin page is displayed.

4 Click Manage. The Advanced Settings page of the administrative management (SecureLogin
Manager) utility is displayed

5 On the left pane, click Advanced Settings. The Advanced Settings page is displayed.
6 Click the Datastore tab.
7 From the Select version drop-down list, select the required version. A warning is displayed.

The warning message refers to 3.0 clients that were used by some users who later upgraded the
datastore mode to version 7.0.

When a user’s directory data version is upgraded, the datastore information displayed in the
Novell SecureLogin About box is not updated. To update this information, the user must
activate Refresh Cache from the Advanced menu of the Novell SecureLogin icon on the
notification area (system tray).

2.4.2 Changing the Organizational Unit Level Datastore in an eDirectory
Environment

Log in to iManager.

Specify the organizational unit object.

Click OK.

Click Advanced Settings. The Advanced Settings page is displayed.

a b~ W N P

From the Select version under the Datastore section, select the required version. A warning is
displayed.

6 Click OK to save the changes.
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2.4.3  Deploying an Upgrade

When you are deploying an upgrade across a series of workstations, follow the procedure explained
in Section 2.5, “Changing the Directory Datastore,” on page 18. The next time the directory server
and the workstation caches are synchronized and SecureLogin operates in the new version mode.

2.5 Changing the Directory Datastore

When the directory is upgraded, the new features of Novell SecureLogin 7.0 are not available on the
workstation. So, users must upgrade to the new version.

You can configure directory datastore version at the group policy, user object, container, or
organizational unit levels. Set the datastore version at the container or the organization unit levels.
This helps enterprises to manage the datastore base and minimize the possibility of conflicting
versions.

If you require to update a single new feature of Novell SecureLogin preference that requires 7.0
datastore, you are prompted with a warning before proceeding to change. For example, when you
upgrade the Use AES for SSO data encryption preference.

2.6 Deleting or Re-setting User Data

If a user forget the network password and passphrase answer or if the login credential data is
corrupted, you must delete all SecureLogin data.

You as an administrator must do this because the user does not have access to the administrative
management utilities.

Before you delete a user’s datastore object, consider the following important aspects:

User Data Re-set Option Action

Select the required directory object only The Delete single sign-on configuration for this
datastore object option is available at the container,
group policy, ou, and user object level.

Record (external to SecureLogin) all usernames, For example, if you delete a single sign-on-enabled

password, and additional required credential application at the ou level, you might also be deleting

information the credentials for all users that reside in that
container.

Delete the local cache on the workstation The object or user continues to inherit configuration

from higher-level objects in the directory even though
you deleted the user data in the directory cache.

This means that you should delete the local cache on
the workstation first. This ensures that it does not
synchronize with the directory cache and re-create the
configuration in the directory.

To reset the user data:

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).

2 If you are using iManager, browse to SecureLogin SSO > Manage SecureLogin SSO > Advanced
Settings. The Advanced Settings page is displayed.
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3 Click Delete in the Datastore section. A warning message appears.

Warning |E|

'T Warning! You are about to delete all SecureLogin data on the following object:
L
cn=\riter o =naovel

If you are deleting single sign-on data on a container object (e.g. OU), this
deletion will remove all data induding (but not limited to) corporately
enabled applications, preferences and password policies. If you proceed,
any corporate single sign-on data currently stored on the container will no
longer be available to users that reside in the container and sub containers.

If you are deleting single sign-on data on a user object, this deletion wil
remove all data induding credentials and user specdific applications and
preferences on this user object only and will not affect other users or
containers. If you proceed, the user must re-enter all single sign-on data
induding application credentials.

If you are unsure, before proceeding view the Securelogin Administration guide.

Are you sure you would like to proceed?

4 Click Yes. The Datastore object is deleted.

If you did not delete the SecureLogin cache from the local cache, before you deleted the
Datastore object data, you get an error message.

NOTE: When Securelogin is installed in the SecretStore environment, the data will not be
deleted from the SecretStore datastore.

In a SecretStore environment, use the SecretStore iManager plugin to clear the credentials
instead of the SecureLogin plugin .

5 Click Yes.
When you do this, you delete the complete data of the user, including;:
¢ Credentials, including usernames and passwords
¢ Application definitions
¢ Predefined applications
¢ Password policies
¢ Preferences

¢ Passphrase questions and answers

WARNING: The deleted data cannot be retrieved.

The next time the user logs in, the user is asked to set up a new passphrase question and
response and re-enter the credentials for each application enabled for single sign-on.

Novell SecureLogin supports setting a cache expiry by using the following registry entry on the
client:

HKEY LOCAL MACHINE/SOFTWARE/Protocom/SecurelLogin

DWORD Value CacheExpiryDays
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The value data is the number of days. Do not provide zero (o) because the cache would expire
immediately on refresh. The cache expiry period is updated at each cache or directory
synchronization, or each time Novell SecureLogin loads in an online mode.

NOTE: No warning is provided at cache expiry. If a cache is expired, the users cannot access
Novell SecureLogin in an offline mode until they log in, and create the cache again in an online
session.
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Managing Preferences

Novell SecureLogin preferences are tools, options, and parameters used by the enterprise
administrators to configure the user’s Novell SecureLogin corporate environment.

You can restrict a user’s access to his or her Novell SecureLogin preferences through the
administrative management utilities.

The preferences also include applications that are permitted to be enabled for single sign-on and the
tools to enable users to access their own Novell SecureLogin management and administration
functions.

You can configure user preferences from the Preference properties table in the administrative
management utilities. This section provides information on the following;:

¢ Section 3.1, “Changes to Preferences,” on page 21

¢ Section 3.2, “Preferences Categories,” on page 22

¢ Section 3.3, “The Default Preference Values,” on page 22

¢ Section 3.4, “Setting User Preferences,” on page 23

¢ Section 3.5, “Changing Preference Value,” on page 23

¢ Section 3.6, “Setting the Preferences,” on page 23

3.1 Changes to Preferences

¢ Section 3.1.1, “Rights for Installing JREs,” on page 21
¢ Section 3.1.2, “Installing a New Version Java on Windows Vista,” on page 22

¢ Section 3.1.3, “Update Rights on Microsoft Windows Vista,” on page 22

3.1.1 Rights for Installing JREs

Novell SecureLogin now checks for new JREs installed on the client when Novell SecureLogin is
launched. If new JREs are detected and they are allowed by user’s permissions, the new JREs are
enabled for single-sign on automatically, without any user prompts or intervention.

The JRE update process requires local administrative rights on the client. If the user is not logged in
with administrative rights, the update fails without displaying any notification to the user.

The JREs are updated the next time the user logs in with administrative rights and launches Novell
SecureLogin on the workstation.
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3.1.2

3.13

22

3.2

3.3

331

Installing a New Version Java on Windows Vista

If a new version of Java is installed after installing Novell SecureLogin, the next time you run Novell
SecureLogin, it checks for new versions of Java to enable single sign-on.

If a new version of Java (if Java is installed for the first time after Novell SecureLogin is installed) is
detected, the required information must be updated in C:\Program Files\Java, and a few files
must also be modified in the process. But, Microsoft Windows Vista does not permit the user to write
to the C:\ProgramFiles\Java files.

To resolve this:

1 Stop the Novell SecureLogin application.
2 Locate slproto.exe > right-click, then select Run As Administrator.
3 Specify the administrator passsword.

The user is now working with administrator privileges and can successfully write to the Java
folder.

Update Rights on Microsoft Windows Vista

In User Access Control (UAC) mode, Microsoft Windows Vista requires elevated privileges to
perform certain runtime updates. Microsoft Windows Vista enforces elevated privileges for JRE
updates that are required to enable single sign-on for Java applications.

NOTE: Microsoft Windows Vista does not enforce this elevation during the installation process.

For this, when a new JRE is installed on Vista client, the you must update after elevating your
privileges using the Run As command and selecting the appropriate administrator command.

Preferences Categories

The Novell SecureLogin preferences are divided into the following categories:

* General
¢ Java
¢ Security
* Web

* Windows

The Default Preference Values

Each preference value has a default value that is implemented during installation or deployment.
You can configure alternative values.

Inheriting Preference Values

In corporate directory hierarchies, preference values are inherited from higher-level objects, while
some lower-level objects can override preferences set at higher-levels.

Therefore, the preference values set at the user object-level override all higher-level object values.
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3.4

3.5

3.6

Setting User Preferences

ou can set the SecureLogin user preferences in the Preferences Properties table in the Administrative
Management utilities (Novell iManager or SecureLogin Manager).

Each SecureLogin preference has a default value that is implemented until an alternative value is
manually configured. In directory hierarchies, preference values are inherited from a higher-level
object, while some lower-level objects can override preference set at higher level.

For example, preference values set at the user object level override all higher level object values.

NOTE: This can be controlled for users by restricting their ability to set preferences.

For more information about inheriting configuration settings, see Chapter 13, “Distributing
Configurations,” on page 119.

Changing Preference Value

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Preference. The Preference properties table is displayed.

3 Locate the setting you want to change and then, in the Value column, select the appropriate
value.

NOTE: Some of the value settings are text field entries where you have to provide the value.

4 Click OK. The selected value is saved and the Administrative Management utility closes.

Setting the Preferences

You set preferences for managing SecureLogin in the Administration Management utility:

1 Log in to iManager.

2 Click Novell SecureLogin > Manage SecureLogin > Preferences. The list of preferences is displayed.
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3 Make the changes you want, then click OK.
Use the information in the following tables to assist you in making the changes:

¢ Table 3-1, “The General Preferences,” on page 25

*

Table 3-2, “The Security Preferences Properties Table,” on page 37

*

Table 3-3, “The Java Preferences Properties Table,” on page 40

*

Table 3-4, “The Web Preferences Properties Table,” on page 41

*

Table 3-5, “The Windows Preferences Properties Table,” on page 43

Changes in Preferences in Novell SecureLogin 6.1

Novell SecureLogin 6.1 modified the Allow users to view and modify application definitions preference.
This preference was divided into two preferences:

+ Allow application definition to be modified by users

¢+ Allow application definition to be viewed by users

When upgrading from previous versions of Novell SecureLogin to version 7.0 by using a legacy
directory data (6.0 or 3.5), if the Allow users to view and modify application definitions option was set to
No, then the Allow application definition to be modified by users for 6.1 is dimmed.

You must reset the Allow application definition to be viewed by users to Yes before users can modify the
application definitions.
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Table 3-1 The General Preferences

Possible _
Preference values Description Default Value
Allow "Close" Yes/No/Default  This preference controls whether users can access The default value is
option via system the Close option from Novell SecureLogin icon on  Yes.
tray the notification area (system tray).

If the option is set to No, the Close option is shown
as disabled in the Novell SecureLogin notification
area (system tray) icon.

If this option is set to Yes or Default, the Close
option is displayed and accessible in the Novell
SecureLogin notification area (system tray) icon.

NOTE: This preference requires Novell
SecureLogin 6.0 datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow "Refresh Yes/No/Default
Cache" option via
system tray

This preference controls whether users can refresh  The default value is
cache using the Advanced > Refresh Cache option No.

from the Novell SecureLogin icon on the

notification area (system tray).

If this option is set to Yes, the Refresh Cache
option is displayed and accessible in the
notification area (system tray) icon.

If this option is set to No or Default, the Refresh
Cache option is not displayed in the notification
area (system tray) icon.

NOTE: This preference requires Novell
SecurelLogin 6.0 datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow "Log Off" Yes/No/Default
option via system
tray

This preference controls if users can log out from a The default value is
session using Log Off User option from the Novell Yes.
SecureLogin icon on the notification area (system

tray).

If this option is set to No, the Log Off User option is
not displayed and accessible in the Novell
SecurelLogin notification area (system tray) icon.

If this option is set to Yes or Default, the Log Off
User option is displayed and accessible in the
Novell SecureLogin notification area (system tray)
icon.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Preference

Possible
Values

Description Default Value

Allow "Work
Offline" option via
system tray

Yes/No/Default

This preference controls whether users can work in  The default value is
offline cache mode using the Advanced > Work Yes.
Offline option.

If this option is set to Yes or Default, the Work
Offline option is displayed in the notification area
(system tray) icon.

If this option is set to No, the Work Offline option is
not displayed in the naotification area (system tray)
icon.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow application
definition to be
modified by users

Yes/No/Default

This preference controls whether users can modify The default option
application definitions using the Definitions tabs in is Yes.
the Applications pane of Novell SecureLogin client.

If this option is set to Yes or Default, the end user
can view and modify their application definitions.

If this option is set to No, the end user cannot
change their application definitions.

NOTE: If the Allow application definition to be
viewed by users is set to No, then this option is
cannot be edited.

Disabling this preference does not disable the
users from creating new applications through the
wizards.

This preference requires Novell SecureLogin 6.0
datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow application
definition to be
viewed by users

Yes/No/Default

This preference controls whether users can view  The default value is
application definitions using the Definitions tabs in ~ Yes.
the Applications pane of Novell SecureLogin client.

If this option is set to Yes or Default, users can view
the application definition.

If this option is set to No, users cannot view the
application definition.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Preference

Possible
Values

Description Default Value

Allow credentials
to be deleted by
users through the
GUI

Yes/No/Default

This preference controls whether users can delete The default value is
their credentials using Novell SecureLogin client Yes.

available from Manage Logins from the Novell

SecurelLogin icon in the notification area (system

tray).

NOTE: If Allow credentials to be modified by users
through the GUI is set to No, then this option is
automatically set to No and not editable.

This preference requires Novell SecureLogin 6.0
datastore if the value is changed.

If this option is set to Yes or Default, users can
delete their credentials through the GUI.

If this option is set to No, users cannot delete their
credentials.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow credentials
to be modified by
users through the
GUI

Yes/No/Default

This preference controls whether users can modify The default value is
their credentials using Novell SecureLogin client Yes.

available from Manage Logins from the Novell

SecureLogin icon in the notification area (system

tray).

If this option is set to Yes or Default, users can
modify their credentials through the GUI.

If this option is set to No, users cannot modify their
credentials through the GUI. They can only view
the credentials.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Possible

Preferen
eterence Values

Description Default Value

Allow usersto (de) Yes/No/Default This preference controls whether users can The default value is
activate SSO via activate or deactivate SecurelLogin through the Yes.
system tray SecurelLogin icon in the notification area (system

tray).

If this option is set to Yes or Default, users can
switch between active and inactive modes of
Novell SecureLogin.

If this option is set to No, users cannot switch
between active and inactive modes.

+ If SecureLogin status was active when this
preference was applied, it remains as active
and the user cannot de-activate SecureLogin.

+ |f SecurelLogin status was inactive when this
preference was applied, it remains as inactive
and the user cannot change SecurelLogin
status to Active.

This preference requires Novell SecureLogin 6.0
datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow users to Yes/No/Default  This preference controls whether users can backup The default value is
backup/restore and restore their information from the Advanced Yes.

menu of the SecureLogin icon on the notification

area (system tray).

If this option is set to Yes or Default, users can
back up and restore their single sign-on
information.

If this option is set to No, users cannot back up and
restore their single sign-on configuration.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Preference

Possible
Values

Description Default Value

Allow users to
change
passphrase

Yes/No/Default

This preference controls whether users can The default value is
change their passphrase question and answer. The Yes.

Change Passphrase option is available from the

Advanced menu of the Novell SecureLogin icon on

the notification area (system tray).

If this option is set to Yes or Default, users can
change their passphrase through the notification
area (system tray) icon.

If this option is set to No, users cannot change their
passphrase through the notification area (system
tray) icon.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow users to
modify names of
Applications and
Logins

Yes/No/Default

This preference controls whether users can editthe The default value is
names of their Application login credentials using  Yes.

the Details tab > Edit function in Novell

SecurelLogin client.

If this option is set to Yes or Default, the user can
edit the names of their credentials (either by right-
clicking on the credential and selecting Rename, or
by a slow double-click on the credential name).

If this option is set to No, the use cannot edit the
names of the credentials.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow user to set
Obscure Show
Password

Yes/No/Default

This preference controls whether the user can The default value is
modify the Obscure Show Password option. Yes.

If this option is set to Yes or Default, users can
modify the Obscure Show Password option and
change the duration of time a password is visible.

If this option is set to No, users cannot modify the
Obscure Show Password option.
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Preference

Possible
Values

Description Default Value

Allow users to
view and change
Preferences

Yes/No/Default

This preference controls whether users can view  The default value is
and update their preferences. Yes.

If this option is set to Yes or Default, users can view
and change their preferences.

If this option is set to No, users cannot view and
change their preferences.

NOTE: Create a separate ou for administrators to
ensure that they are not adversely affected by the
general user configuration preferences at the ou
level.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Allow users to
view and modify
API preferences

Yes/No/Default

This preference controls whether users can view  The default value is
and modify API options using the Preferences Yes.
pane of Novell SecureLogin client.

The API preference defines the following options
for users to:

¢ Enter an API license key(s).

+ Provide API access.

If this option is set to Yes or Default users can view
and modify the API preference.

If this option is set to No, users cannot view and
modify the API preference.

NOTE: This preference affects what is displayed in
Novell SecureLogin client using Change
Preferences from the Advanced menu.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Possible

Preference values Description Default Value
Allow users to Yes/Yes, per This preference controls whether users can view  The default value is
view passwords application/No/  their passwords using Show Passwords in the Yes.

Default Application pane > Details of Novell SecureLogin

client.

If this option is set to Yes or Default, users can view
their passwords.

If this option is set to No, users cannot view their
passwords.

NOTE: Allowing users to view their passwords
gives them an opportunity to view and record
passwords if they need to reset the Novell
SecurelLogin configuration.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Change the cache 5
refresh interval (in
minutes)

This preference defines the time in minutes the
synchronization of user data and directory on the
local workstation.

This preference is available in both Novell
Securelogin client and the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

The default value is
set to 5 minutes.

Detect incorrect Yes/No/Default
passwords

Predefined applications generally include
commands to respond to incorrect password
dialogs. This preference enables SecureLogin to
respond to incorrect passwords for web
applications.

If this option is set to Yes or Default, incorrect
passwords for Web applications are detected.

If this option is set to No, incorrect passwords for
Web applications are not detected.

This preference is available in both Novell
SecurelLogin client and the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

The default value is
Yes.
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Possible

Preference values Description Default Value
Disable single Yes/No/Default  This preference controls the users access to The default value is
sign-on running Novell SecureLogin. No.

If this option is set to Yes, access to Novell
SecurelLogin is disabled and it will not start when
run either automatically at startup or when run
manually.

If this option is set to No or Default, access to
Novell SecureLogin is enabled and will start
normally.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Display splash Yes/No/Default
screen on startup

This preference controls the display of the Novell
SecureLogin splash screen during startup.

If this option is set to Yes or Default, the splash

screen appears when Novell SecureLogin startsup.

If this option is set to No, the splash screen is
hidden and users cannot see the splash screen
when Novell SecureLogin startsup.

NOTE: This preference requires Novell
SecurelLogin 6.0 datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

The default value is
Yes.

Display the system Yes/No/Default
tray icon

This preference controls the display of Novell
SecurelLogin icon in the notification area (system

tray).

If this option is set to Yes or Default, the Novell
SecurelLogin icon appears on the notification area
(system tray).

If this option is set to No, the Novell SecureLogin
icon does not appear on the notification area
(system tray).

NOTE: When the Novell SecureLogin icon is
visible, users can double-click the icon on the
notification area (system tray) to launch Novell
SecurelLogin client.

When the Novell SecureLogin is not visible, users
can start Novell SecureLogin client through Start >
Programs > Novell SecureLogin > Novell
SecurelLogin

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

The default value is
Yes.
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Preference

Possible
Values

Description

Default Value

Display user name Yes/No/Default

on mouse over
tray icon

This preference allows SecurelLogin to display the
current user name, when you mouse over the
SecureLogin tray icon.

When the user logs in to SecureLogin in the offline
mode, the full qualified distinguished name (FQDN)
is displayed when you mouse over the
SecurelLogin tray icon. In the online mode, the
current user’s full name is displayed.

The default value is
No.

Enable cache file

Yes/No/Default

This preference controls creating and updating of a
SecureLogin cache file on the local workstation.
The cache file stores all user configuration data;
local and inherited.

Set this option to Yes or Default, the cache file is
saved on the local workstation in the directory that
was specified during install.

Users with roaming profiles should always have
this setting as Yes.

Set this option to No if you cannot store cache files
locally or if this causes conflicts with your
organizational security policy.

This preference is available in both Novell
SecurelLogin client and the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

The default value is
Yes.
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Possible

Values Description Default Value

Preference

Enable loggingto  Yes/No/Default This preference controls sending the log events to The default value is
Windows Event Windows Event Log. This includes the entire user  Yes.
log configuration, both local and inherited.

If set to Yes or Default, log events are sent
automatically to Windows Event Log.

If set to No, the log events are not sent to Windows
Event Log.

Only the following events are logged:

+ SSO client started

¢ SSO client exited

¢ SSO client activated by user

¢ SSO client deactivated by user

+ Password provided to an application by a
script

+ Password changed by the user in response to
a change password command

+ Password changed automatically in response
to a change password command.

NOTE: This preference requires Novell
SecurelLogin 6.0 datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Enable the New Yes/No/Default  This preference controls whether users can create The default value is

Login Wizard on multiple logins on the same application using the  Yes.
the system tray New Login > Add New Login option from the Novell
icon Securelogin icon on the notification area (system

tray).

If this option is set to Yes or Default, the New Login
menu option is enabled and users can create
multiple logins.

If this option is set to No, New Login menu option is
disabled and users cannot create multiple logins.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Preference

Possible
Values

Description

Default Value

Enforce
passphrase use

Yes/No/Default

This preference forces users to set up a
passphrase question and answer when Novell

SecurelLogin is launched by a user for the first time.

If this option is set to Yes, users must complete
setting up their passphrase before they proceed
with any other activity on the workstation.

If this option is set to No or Default, users can
postpone setting up the passphrase. If the users
clicks Cancel or closes the dialog, then
SecurelLogin does not start.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

The default value is
No.

Enter API license
key(s)

Specify API
license key(s)

Specify the API license key(s) provided by Novell
SecurelLogin to activate the API functionality for an
application.

You can add more than one API license key.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Specify the API
license key

Obscure Show

Integer value in

Restricts the password display time when you click

The default value is

Password seconds the Show Password button in the local interface. 30.
(seconds)
Password protect Yes/No/Default This preference restricts the users from accessing The default value is

the system tray
icon

the Novell SecureLogin icon menu option (from the
notification area (system tray) without their network
login password.

If this option is set to Yes, the Novell SecureLogin
icon on the notification area (system tray) is
password protected.

If this option is set to No or Default, the Novell
SecurelLogin icon on the notification area (system
tray) is not password protected.

This preference is available in both Novell
SecurelLogin client and the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

NOTE: Always check the Synchronize NDS
password with Universal Password option when
NMAS is used.

No.
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36

Possible

Preference values Description Default Value
Provide API Yes/No/Default  This preference controls the API functionality use. The default value is
Access No.

If this option is set to Yes, the API access is
enabled.

If this option is set to No or Default, the API access
is disabled.

This preference is available in both Novell
SecurelLogin client and the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

Stop walking here  Yes/No/Default

This preference controls the inheritance of settings The default value is
from higher level containers or organizational units. No.

If this option is set to Yes, the inheritance of
settings from higher level containers or
organizational units is disabled.

Set the option to Yes during phased upgrades
when higher levels might have a different version of
Novell SecureLogin implemented.

If this option is set to No or Default, the inheritance
of settings from higher level containers or
organizational units is enabled.

This preference does not apply when Novell
SecurelLogin is installed in eDirectory environment.
The Corporate redirection functionality; that is, the
inheritance settings from higher level container or
organizational units is bypassed in an eDirectory
environment.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).

Wizard mode

Administrator/
User/Disabled

This preference controls that access to the The default value is
application definition wizard. Administrator.

If this option is set to Administrator, it gives users’
complete access to the application definition
wizard. Users can create their own application
definitions.

If this option is set to User, users are only allowed
to create new login credential sets for new
applications using the auto-detection settings.

If this option is set to Disabled, the application
definition wizard is not launched.

NOTE: This preference requires Novell
SecurelLogin 6.0 datastore if the value is changed.

This preference is available through the
administrative management utilities (iManager,
SLManager, and MMC snap-ins).
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Table 3-2 The Security Preferences Properties Table

Preference Possible Values Description Default Value
Certificate selection  Specify text to This preference allows you to specify a text to Not applicable
criteria identify your uniquely identify a certificate (within searchable
certificate field only).
Current certificate No certificate This preference allows you to select a certificate  Not applicable
selected from the multiple certificates available for a

smartcard user.
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Preference Possible Values Description Default Value

Enable passphrase  Yes/No/Hidden This passphrase is an additional mechanism for  The default
security system unlocking a user’s single sign-on data if the value is Yes.
primary key (network password, smartcard, or
PIN) used to encrypt the single sign-on data is
lost or forgotten.

It also prevents unauthorized access to a user’s
single sign-on data in the event their primary key
is deliberately changed by a third party. In this
case even if the unauthorized person is able to
bypass a user’s primary key, he or she must
answer the passphrase answer to access the
user’s single sign-on data.

If this option is set to Yes or Default, the correct
passphrase answer is prompted in situations
where the user cannot provide the primary key
(network password, smart card, or PIN). If the
correct passphrase answer is not provided, SSO
data will not be available to the user.

If you change the preference from Hidden to Yes
after the user has set up a passphrase, users
must answer the passphrase questions to use
Novell SecureLogin. Typically, users not
prompted to create a passphrase after the first
login.

If this option is set to Hidden, the user is not
requested to answer a passphrase question. It is
automatically generated by SecurelLogin
according to the user’s parameters. This process
is then automatically used in the configuration
where a passphrase is required.

If this option is set to No, the passphrase system
is not enabled and cannot be used. If the primary
key is lost or forgotten, users’ single sign-on data
cannot be accessed.

You can set this preference to No if the
preference for Use smart card to encrypt SSO
data is also set to PKI Credentials.

NOTE: The Enable passphrase security system
preference is supported only with the datastore
version 6.0.

The Disable passphrase security system
preference applicable for datastore version 3.5 is
removed and is no longer supported.

If you are using this preference with datastore
version 3.5, you must upgrade the datastore
version 6.0 to use the Enable passphrase security
system preference.
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Preference Possible Values Description Default Value

Lost card scenario  Allow passphrase/ This preference determines how Novell The default
Require smart SecurelLogin handles a user forgetting, losing or  value is Allow
card damaging his or her smart card. passphrase.

The Lost card option can only be used if the
Enable passphrase security system option is set
to Yes or Hidden and Use smart card to encrypt
single sign-on data is set to one of the smart card
values.

If this option is set to Allow passphrase or Default,
the passphrase functions as a secondary key. If
the smart card is not available, the passphrase is
required in online mode to retrieve credentials
from the directory.

If this option is set to Require smart card, then the
users single sign-on data is not accessible if the
users’ smartcard is not available..

NOTE: This preference is not available to users
who have not upgraded their datastore to version
6.0.

Use AES for SSO
data encryption

Yes/No

This option is defined to change the data The default
encryption mode. This option is not available prior value is No.
to version 6.0 of Novell SecureLogin.

If the preference is set to Yes or Default, AES
encryption is used for encrypting single sign-on
data.

If the preference is set to No, Triple DES is used
for encrypting single sign-on data.

Use enhanced
protection by default

Yes/No/Default

This setting is only relevant in a Novell The default
environment; it relates to using SecretStore value is Yes.
protection.

If this option is set to Yes or Default, then a
password protection is added.

If this option is set to No, a password protection is
not added.

This preference is not available to users who
have not upgraded their datastore to version 6.0.
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Preference Possible Values Description Default Value

Use smart card to No/PKI Allows PKI credentials or a self-generated key to  The default
encrypt SSO data credentials/Key be created as the encryption source to encrypt preference is
generated on the single sign-on data in the directory. No.
smart card

If this preference is set to No or Default, all other
smart card options are dimmed.

If this preference is set to PKI credentials, single
sign-on data is encrypted using the user's PKI
credentials. Single sign-on data stored in the
Directory and in the offline cache (if enabled) is
encrypted using the public key from the selected
certificate and the private key (stored on a PIN-
protected smart card) is used for decryption.

If this preference is set to Key generated on smart
card, single sign-on data is encrypted using a
randomly generated symmetric key that is stored
on the user's smart card. This key is used to
encrypt and decrypt single sign-on data stored in
the Directory and in the offline cache (if enabled).

eDirectory network  Public Key / Public Key of NDS password in e-Directory Mode Public Key
authentication using Password is used to encrypt SecureLogin data.

Password allows SecureLogin to use the user's
password (NDS or Universal) to encrypt
SecurelLogin data.

Table 3-3 The Java Preferences Properties Table

Preference Possible Values Description Default Value
Add application Yes/No/Default This preference controls whether Novell The default
prompts for Java SecurelLogin detects Java application. value is Yes.
applications

If the preference is set to Yes or Default, Novell
SecurelLogin prompts to create a script when a
Java application login page is loaded.

Novell SecureLogin will not prompt when Java
application login page is loaded.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).
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Preference

Possible Values

Allow single sign-on
to Java applications

Yes/No/Default

Description Default Value
This preference controls whether Novell The default
SecurelLogin allows single sign-on for Java value is Yes.
applications.

If the preference is set to Yes or Default, Novell
SecurelLogin prompts the user to enter
credentials (if none already exist), or submits
existing credentials on the Java application login

page.

If this option is set to No, Java applications are
not enabled for single sign-on.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

Table 3-4 The Web Preferences Properties Table

Preference

Possible Values

Description Default Value

Add application
prompts for Internet
Explorer

Yes/No/Default

This preference controls the display of the Web ~ The default
login detection wizard and confirmation dialog value is Yes.
box when a Web application is detected and

recognized by Internet Explorer.

If you select Yes or Default, the user is initially
prompted to enable the application and enter the
credentials for the application (if not done
previously).

NOTE: Setting the preference to Yes when
displayed to users depends on the settings of the
Wizard mode preference.

On subsequent runs of the application, the user is
not prompted for credentials and single sign-on
occurs seamlessly.

If you select No, Novell SecureLogin skips
enabling the application for single sign-on, the
user is never be prompted to enable the
application.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).
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Preference Possible Values Description Default Value

Add application Yes/No/Default This preference controls the display of Web login  The default
prompts for Mozilla detection wizard and confirmation dialog box value is Yes.
Firefox when a Web application is detected and

recognized by Mozilla Firefox.

NOTE: Setting the preference to Yes when
displayed to users depends on the settings of the
Wizard mode preference.

If you select Yes or Default, the user is initially
prompted to enable the application and enter the
credentials for the application (if not done
previously). On subsequent runs of the
application, the user is not prompted for
credentials and single sign-on occurs seamlessly.

If you select No, Novell SecureLogin skips
enabling the application for single sign-on on this
instance. You are prompted to enable the
application when you launch it the next time.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

Allow single sign-on  Yes/No/Default This preference defines single sign-on access to  The default
to Internet Explorer Web application using Internet Explorer. value is Yes.

If you select Yes or Default the specified
credentials are saved and the application is
enabled for single sign-on.

If you select No, Novell SecureLogin does not
prompt for credentials (if none exist or are
incorrect) and does not submit credentials into the
application.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

Allow single sign-on  Yes/No/Default This preference defines single sign-on accessto  The default
Mozilla Firefox Web application using Mozilla Firefox. value is Yes.

If you select Yes or Default the specified
credentials are saved and the application is
enabled for single sign-on.

If you select No, Novell SecureLogin does not
prompt for credentials (if none exist or are
incorrect) and does not submit credentials into the
application.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).
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Table 3-5 The Windows Preferences Properties Table

Preference Possible Values Description Default Value
Add application Yes/No/Default This preference controls the display of a Windows The default
prompts for login detection and confirmation message when a value is Yes.
Windows Windows application is detected and recognized.

applications

If you select Yes or Default, the user prompted to
enable the application and to enter the credentials
for the application (if not done previously).

On subsequent runs of the application, the user is
not prompted for credentials and single sign-on
occurs seamlessly.

If you select No, Novell SecureLogin skips
enabling the application for single sign-on on this
instance. You are prompted to enable the
application when you launch it the next time.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).

Allow single sign-on  Yes/No/Default This preference defines single sign-on access to  The default
to Windows Windows applications. value is Yes.

applications i
If you select Yes or Default the specified

credentials are saved and the application is
enabled for single sign-on.

If you select No, Novell SecureLogin will not
prompt for credentials (if none exist or are
incorrect) and will not submit credentials into the
application.

This preference is available in both Novell
SecurelLogin client and all the administrative
management utilities (iManager, SLManager, and
MMC snap-ins).
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4.1

Managing Passphrases

This section provides information on the following:

¢ Section 4.1, “About Passphrases,” on page 45

¢ Section 4.2, “Creating a Passphrase Question,” on page 47
¢ Section 4.3, “Editing a Passphrase Question,” on page 48

¢ Section 4.4, “Deleting a Passphrase Question,” on page 49

¢ Section 4.5, “Re-setting a Passphrase Answer,” on page 49
¢ Section 4.6, “Changing the Passphrase Prompt,” on page 49
¢ Section 4.7, “Changing a Passphrase,” on page 50

About Passphrases

Passphrases are an important security component in the implementation of Novell® SecureLogin.
Passphrases are unique question and answer combinations created to verify and authenticate the
identity of a user. In a directory environment, you can create passphrase questions for users. Users
can select one of these questions and provide an answer for it. You can also permit users to provide a
question of their choice and the answer for it.

Passphrases protect user credentials from unauthorized use. For example, in a Microsoft Active
Directory environment, you can potentially log in to the network by resetting the user’s network
password.

However, this cannot happen when you are using Novell SecureLogin. If someone other than the
actual users tries to reset the network password, Novell SecureLogin triggers the passphrase
question. The user must provide the correct answer before successfully logging in. Even an
administrator cannot access the user’s single sign-on-enabled applications without knowing the
user’s passphrase answer.

When Novell SecureLogin is launched for the first time on a user’s workstation, the Passphrase Setup
dialog box is displayed.

In a Microsoft Windows Vista environment, when you log in to Novell SecureLogin in an offline
mode with an incorrect password, you are prompted to provide the passphrase answer. If an
incorrect passphrase answer is specified, you are prompted to retry the authentication.

However, if you again provide a wrong password, instead of seeing a prompt for the passphrase
answer, you are prompted to specify the password (that is, instead of the passphrase dialog box, the
password dialog box is displayed).

Close and relaunch Novell SecureLogin to be prompted for the password first, then prompted for the
passphrase answer if the incorrect password is specified.
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SecureLogin using the Novell Client™ does not support non-password-based NMAS™ logins if the
passphrase options are disabled. This is not supported because SecureLogin either fails to open the
local cache or opens the local cache file without any password.

Also, Offline authentication does not work if you do a non-password-based NMAS authentication
with the Passphrase Security System disabled. This is because SecureLogin in offline mode accepts only
passphrases for non-password-based NMAS authentication. This scenario occurs only if SecureLogin
is installed in Novell Client mode

Figure 4-1 Passphrase Setup Dialog Box

Passphrase Setup

‘:: Mgg'ur:ur:ta-Lr:ug.]in,.

If you need to access your single sign-on details when you are not connected
to the network or if your password is ever reset, SecureLogin will ask you a
passphrase guestion. You must then enter your passphrase answer.

1. Select or enter a passphrase question.
2, Enter and confirm a passphrase answer.

Enter an obscure answer so that no one is likely to guess it.

Enter a question:

| [

Enter the answer:

Confirm the answer:

Passphrase Authentication

Passphrases are used to authenticate when:

¢ A user is working either remotely or offline in an eDirectory or non-Microsoft Active Directory
LDAP environment.

¢ Someone other than the actual user resets the network password.

Benefits of Passphrases

Some of the benefits of using passphrase include:

¢ Anindividual cannot access a user’s credentials by resetting the network password.
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¢ Passphrases can be used in conjunction with SecureLogin Self-Service Password Reset, which
enables users to reset their network password after answering the passphrase question.

* You can use this functionality to disable access to user credentials if the computer is stolen.

NOTE: You can disable the passphrase security system, but it also removes the features mentioned in
the preceding section.

4.2 Creating a Passphrase Question

As an administrator, you can:

¢ Create one or more passphrase questions for users to select.
¢ Enable users to create their own passphrase question and answer.

¢ Set up a combination of both.

If you have installed Novell SecureLogin in LDAP GINA mode with eDirectory, Novell SecureLogin
does not work while setting a passphrase for a new user if the eDirectory user’s fully distinguished
name (FDN) has 128 characters or more.

To create a passphrase question:

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Advanced Setting. The advanced setting options are deployed.

By default, User-defined passphrase questions is selected. Deselect this option if you do not want
users to create their own passphrase question and answer.

3 Click New.

4 In the Enter a new passphrase question dialog box, provide your passphrase question.

Manage Securelogin 550: QWritEr-nUVE“

Securelogin 550

Applications | Logins | Distribution | Password policies | Preferences | Advanced Settings
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{ F:;' Enter a new passphrase question -
;) Edit
What is your favorite quote?
| Y q ! | Delete

I OK ] ’ Cancel l
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0K | Cancel | Apply |

5 Click OK. The question you provided is displayed in the Corporate passphrase questions field.
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This passphrase question is displayed to all users associated with the selected object.

6 Repeat the Steps 3 to Step 5 to create additional passphrases.

IMPORTANT: Make sure you click OK after you have created the passphrase question to save the

changes and exit the page.

The passphrase answer is specified by the user when he or she sets up the passphrase question and
answer. Ideally, passphrase answers must contain a minimum of six characters. However, you can
change the policy to suit your security requirement. For more information, see Section 5.2,

“Changing a Passphrase Policy,” on page 53.

We recommend that you do not apply strict policies to passphrase answers as it make them harder to
remember. Instead, we recommend you to use a multivalue question, such as What is you driving

license number plus your age? and seta passphrase policy based on that.

4.3 Editing a Passphrase Question

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).

2 Click Advanced Settings. The Advanced Settings options are displayed.

3 In the Corporate passphrase questions box, select the passphrase question you want to edit.

4 Click Edit.

Manage Securelogin 550: awﬂter.nnvell

Securelogin 550

Applications | Logins | Distribution | Password policies | Preferences | Advanced Settings

Corporate passph

( ?) Edit passphrase question

| What is your favorite quote?

| ok ][ cance |

S

User-defined passphrase questions Default »

E

5 Make the required changes, then click OK. The passphrase question is updated with the

changes.

IMPORTANT: Make sure that you click OK after you have created the passphrase question to save

the changes and exit the page.
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4.4 Deleting a Passphrase Question

To delete an existing passphrase question:

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Advanced Settings. The Advanced Settings options are displayed.
3 In the Corporate passphrase questions box, select the passphrase question you want to delete.

4 Click Delete. The selected passphrase question is deleted.

4.5 Re-setting a Passphrase Answer

If a user forgets the passphrase answer, you must reset the user’s Novell SecureLogin configuration
to ensure that the user’s data is secure. This deletes all user-specific information, including
usernames and passwords.

For more information on re-setting user data, see Section 2.6, “Deleting or Re-setting User Data,” on
page 18.

IMPORTANT: When you set up a user’s passphrase question and answer policies, we recommend
that you keep them simple so that the user can easily remember the answer.

4.6 Changing the Passphrase Prompt

You can change the passphrase prompt that users see in the Passphrase Setup dialog box the first
time they log in.
1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Advanced Settings. The Advanced Settings options are displayed.

3 Under Customized Passphrase Prompt, select the Modify the passphrase prompt window text check
box. The Custom prompt is now active.

Customized Passphrase Prompt

Modify the passphrase prompt window text

Custom prompt:

oK | Cancel | Apply |

4 Specify the new prompt.

5 Click OK to save the changes and close the Administrative Management utility. Log in as a new
user to view the customized prompt.

Managing Passphrases 49



4.7 Changing a Passphrase

Users can change their passphrase answer depending on how you configure Novell SecureLogin.

1 Right-click @ in the notification area (system tray), then select Advanced > Change Passphrase. The
Passphrase dialog box is displayed.

- Securelegin

£ "SecureLogin, N

company

Ok I Cancel

2 Specify the passphrase answer in the field.

3 Click OK. The Passphrase Setup dialog box is displayed.

4 In the Enter a question field, select or specify a passphrase question.
5 In the Enter the answer field, specify the new passphrase answer.

6 In the Confirm the answer field, retype the new passphrase answer.
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7 Click OK.

Passphrase Setup

“ Novell .
T Securelogin,

If you need to access your single sign-on details when you are not connected
to the network ar if your password is ever reset, SecureLogin will ask you a
passphrase question. You must then enter your passphrase answer,

1. Select or enter a passphrase guestion.
2, Enter and confirm a passphrase answer.

Enter an obscure answer so that no one is likely to quess it.

Enter a guestion:
Who is your favorite poet? ﬂ

Wha is your favorite poet?

Enter the answer:

Confirm the answer:

S

NOTE: Users who do not have access to the Novell SecureLogin icon cannot change their
passphrases. You can temporarily enable access to the icon to allow the user to change the passphrase
with the Display the system tray icon preference setting.
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5.1

5.2

Managing Passphrase Policies

¢ Section 5.1, “About Passphrase Policies,” on page 53

¢ Section 5.2, “Changing a Passphrase Policy,” on page 53

¢ Section 5.3, “Enabling the Passphrase Security System,” on page 56

¢ Section 5.4, “Checking the Passphrase Security System Status,” on page 60

¢ Section 5.5, “Passphrase Security System Scenarios,” on page 60

About Passphrase Policies

A passphrase is an integral part of the security architecture of SecureLogin. It can be used to secure
single sign-on data when a user authenticates to applications.

A policy is used to restrict the format and content of passphrase answers, including length, whether
numeric characters are required, and whether passphrases must be uppercase or lowercase. For
example, you could set Begin with an uppercase character to Yes and Maximum uppercase characters to 1,
and Prohibit characters to Disallow spaces. You could also require all passphrase answers to start with
uppercase and have the rest of the characters as lowercase.

You can set passphrase policies in the Passphrase Policy properties table of the Administrative
Management utility, the iManager single sign-on plug-in, or the Group Policy plug-in.

Changing a Passphrase Policy

The passphrase policy now applies to all users inheriting configuration from the selected object. You
can change or disable it at any time.

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Advanced Settings. The Advanced Settings options are displayed.
3 Select the Use a passphrase policy check box.
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| [l Categories]

Directory Administration
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Corporate passphrase questions

Applications | Logins | Distribution | Password policies | Preferences | Advanced Settings
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¥ Movell Secure Workstation

Partition and Replicas User-defined passphrase questions Yes I |
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Schema Customized Passphrase Prompt

El SecureLogin 550 ] Madify the passphrase prompt window text

Hanage Securelogin S50

Use:
=R Passphrase Policy

I WAN Traffic 7
Use a passphrase policy Edit Policy

=

LDAP Password Policy

OK | Cancel | Apply |

4 Click Edit Policy. The Passphrase Policy settings page is displayed.
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Password Policies

Setting Description Value

Minimum length | |
Maximum length | |
Minimum punctuation characters | |
Maximum punctuation characters | |
Minimum uppercase characters | |
Maximum uppercase characters | |
Minimum lowercase characters | |
Maximum lowercase characters | |
Kinimum numeric characters | |
Maximum numeric characters | |
Disallow repeated characters | Mo b |
Disallow duplicate characters | Mo |£||
Dizallow sequential characters | Mo w |
Begins with an uppercase character | Mo ha |
Ends with an uppercase character | Mo b |
Prohibited characters | |
Begins with any character | Mo w |
Begins with a Number | Mo V|
Begins with a special character | Mo w |
Ends with any character | Mo b |
Ends with a Number | No v|
Ends with a special character | Mo A |

oK |  cancel

5 Inthe Setting Description column, click the policy rule you want to edit, then in the Value column,

specify the required value.

For example, if you think that users might find it easier to remember basic rules for all
passphrases instead of remembering exactly how they typed a passphrase when they created it,
you could require all passphrases to contain a minimum of four characters and a maximum of 12
characters. Set Minimum length to 6 and set Maximum length to 12.

By default, passphrase responses are required to contain a minimum of six characters. For

security reasons, any passphrase policy you implement must also contain a minimum of six

characters.
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6 When you have finished setting the values in the table, click OK. The new values are added to
the Value column.

(b

Passphrase Policy

sz a passphrase policy Edit Policy
Passphrase Policy

LDAP P. Setting Description Value
Minimum length |E'-
Maximum length |'|2 |
Minimum punctuation characters |‘I

Maximum punctuation characters |

Minimum uppercase characters

Minimum lowercase characters

Maximum uppercase characters |

oK |  cancel |

5.3 Enabling the Passphrase Security System

This section contains information on the following:

¢ Section 5.3.1, “Enabling the Passphrase Security Using PKI Encryption,” on page 58
¢ Section 5.3.2, “Enabling the Passphrase Security Using PKI Encryption,” on page 59

The Enable Passphrase Security System option determines if users can use a passphrase to decrypt
single sign-on data.

If the passphrase system is not used, this exposes the users’ single sign-on data if a third party can to
reset the users network password. It is strongly recommended you enforce passphrase system on
users environment.

To view or modify this preference:

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Preferences. The Preferences page is displayed.

3 Select Security > Enable passphrase security system and from the drop-down list, select either Yes or
Hidden.
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El Security
Certificate selection criteria
Current certificate
Enable passphrase security system Hidden w
Lest card scenario I.»’/%S ‘-‘R\.
Require smart card is present for 550 and administration Gperatic-nsl‘\“x-._.,____ B
ttore credentials on smart card Mo L
Use AES for 550 data encryption Mo W
Use Enhanced Protection by default Mo W
Use smart card to encrypt 350 data Mo w

4 Click Apply.
5 Click OK.

You can set the Enable Passphrase Security System preference to Yes or Hidden depending on the
enterprise security requirements.

If the Enable Passphrase Security System is set to Yes, (which is the default preference) the user is
prompted to set the passphrase question and answer when Novell SecureLogin is launched for the
first time.

If the Enable Passphrase Security System is set to Hidden, the user is not prompted to set the passphrase
question and answer when Novell SecureLogin is launched for the first time.

WARNING: If you change the preference from Hidden to Yes, users must answer the passphrase
questions to use Novell SecureLogin. Typically, users not prompted to create a passphrase after the
first login.

Without any message indicating the change in the preference, users are prompted for the passphrase
answer. So, avoid changing the preference.

You have two options, depending on what you specified.

¢ Users can create both the passphrase question and answer.

¢ You predefine a list of questions and answers, and the user selects from the list.

When users have set a passphrase, the application generates a random key, and a one-way hash of the
passphrase answer encrypts this key. Later, the application key encrypts the new key. This key
protects users’ SecureLogin credentials and passwords so that even someone with Supervisor rights
to the network and access to Microsoft Management Console (MMC) is unable to view a user's
passwords to applications.

After the passphrase is set, every time a user logs in to the network, Novell SecureLogin loads
seamlessly.

Typically, the prompt to create a passphrase is never seen after the first login. However, if an
administrator resets the user's directory or network, the next time SecureLogin launches, users must
answer the passphrase question before SecureLogin continues. This prevents other users from
changing the user's directory password, logging on as the user, obtaining access to the Novell
SecureLogin data, and using it to run applications.
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Enabling the Passphrase Security Using PKI Encryption

You cannot toggle the Enable Passphrase Security System setting when the users forget their smart card
unless they had previously set a passphrase or had it randomly generated using the Hidden option.

If users are required to authenticate to the network by using passwords, Enable Passphrase Security
System must be set either to Yes or Hidden.

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Preferences. The Preferences page is displayed.

3 Under Security, select either Yes or Hidden in the Enable passphrase security passphrase drop-down

list.
E Security

Certificate selection criteria
Current certificate
Enable passphrase security system Hidden Lv
Lost card scenaric I.«"J%S H‘H‘x
Require smart card is present for 550 and administration Gperatic-ns.‘\“x.,__h___ B
5tore credentials on smart card Mo w
Use AES for 550 data encryption Mo w
Use Enhanced Protection by default Mo w
Use smart card to encrypt 550 data Mo w

4 Click Apply.
5 Click OK.
If you select Yes, users must select a passphrase question and answer when they log in to SecureLogin

for the first time. When the passphrase system is enabled, users are prompted to answer their
passphrase question if their password has been reset by the administrator.

NOTE: With the Use smart card to encrypt SSO data option selected (either PKI credentials or Key
generated on smart card), you can use the passphrase to decrypt single sign-on data if the user’s smart
card is damaged or lost.

This setting must be used in conjunction with the Lost card scenario preference set to Allow passphrase
and Store credentials on the smart card preference set to No. You can toggle these preferences if the
user’s smart card is forgotten providing the user’s passphrase has already been set. The user is
prompted to answer the passphrase question before SecureLogin loads.

For more information, see Section 8.5, “Lost Card Scenarios,” on page 89.

If the Hidden preference is selected, users are not prompted to set a user-defined passphrase. A user
key is generated automatically with any input from the user.

The Enable Passphrase Security System cannot be set to No unless Use smart card to encrypt SSO data is
set to PKI credentials.

If users are required to authenticate to the network by using passwords, the Enable passphrase security
system option must be set to Yes or No or Hidden.
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5.3.2

IMPORTANT: With the passphrase security system set to Hidden, a directory administrator can reset
a user’s directory password, log in as the user, and access the user’s single sign-on data because they
are not prompted to answer a passphrase question.

Enabling the Passphrase Security Using PKI Encryption

If the Use smart card to encrypt SSO data is set to PKI credentials, the user’s single sign-on data is
encrypted by using the public key from the selected certificate and the private key and stored on a
PIN-protected container on the user’s smart card. Both, the user’s directory datastore and the local
cache are now protected by the PKI credentials.

The single sign-on data can be encrypted by using the private key that is PIN-protected and stored on
the user’s smart card for added security. Only the user who has the physical possession of the smart
card and knowledge of the PIN can decrypt the single sign-on data.

To set the Use smart card to encrypt SSO data preference:

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).
2 Click Preferences. The Preferences page is displayed.

3 Select Security > Use smart card to encrypt SSO data and from the drop-down list, select either PKI
credentials or Key Generated On Smart Card or No.

E Security
Certificate selection criteria | |
Current certificate |ND Certificate Selected |
Enable passphrase security system | Yes e |
Lost card scenario | Allow Passphrase |

Reguire smart card is present for 550 and administration operations | |

Store credentials on smart card | Mo L |

Use ALS for 550 data encryption

Use Enhanced Protection by default

Use smart card to encrypt 550 data

_ |Key Generated On Smart Card
N _~

4 Click Apply.
5 Click OK.

If the Use smart card to encrypt SSO data is set to PKI credentials, the Enable passphrase security system can
be optionally set to No.

If the Use smart card to encrypt SSO data is set to No, the user’s passphrases are completely disabled
and the user’s smart card is always required to decrypt the single sign-on data.
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2.4

5.5

IMPORTANT: If your enterprise chooses to disable the passphrase security system:

¢ You can still access a user’s credentials by resetting the network password.

¢ The functions of using the passphrases in conjunction with SecureLogin Self Service Password
Reset (SLSSPR) is disabled. The SecureLogin Self Service Password Reset enables a user to reset
his or her network passwords after answering the passphrase questions.

The supported directory modes for disabling the passphrase security system are:

¢ Active Directory
¢ LDAP-compatible

¢ eDirectory (if SecretStore is used)

For detailed information on the likely scenarios that a user might experience in environments where
the Enable passphrase security system option is set to No, see Section 5.5, “Passphrase Security System
Scenarios,” on page 60.

Checking the Passphrase Security System Status

1 On the notification area (system tray), right-click the Novell SecureLogin icon @ > About. The
About dialog box is displayed.

The status appears next to the Database Mode and is listed as either PP Enabled or PP
Disabled.

Passphrase Security System Scenarios

The information provided in this section describes the user experience in environments where the
passphrase security system has been enabled and disabled.

Scenario 1: The passphrase security system is disabled in a previously enabled
environment

When the passphrase security system is disabled in an environment where it was previously enabled,
the following message appears to users the next time they log in.

Figure 5-1 Passphrase Security Prompt

Securelogin @

<> Securelogin has detected vou have previously set a Single Sign-on passphrase.

-t

However, Single Sign-on security passphrases have been disabled by the administrator,

If wou disable wour passphrase, Single Sign-on administrators may be able ko view vour Single Sign-on credentials,

Cancel

If the user clicks OK, the disabling of the passphrase security system is approved and the user is
prompted for the current password. The approval is complete when the user provides the password.
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If the user click Cancel, the passphrase security system disabling is delayed and the user is prompted
with the message until he or she clicks OK to approve the change.

NOTE: Users must answer the passphrase answer to prevent the administrators to toggle this
preference and allow an unauthorized user access Novell SecureLogin.

Scenario 2: The passphrase security system is re-enabled in a previously
disabled environment

If the passphrase security system is re-enabled, the Passphrase Setup dialog box is displayed (similar
to when a user logs in for the first time after installing Novell SecureLogin.)

If the user clicks OK, the user resets the passphrase question and answer.

If the user clicks Cancel, there is a delay in enabling the passphrases for the user’s workstation. The
user is prompted at subsequent log ins until he or she specifies a passphrase question and answer.

Scenario 3: The passphrase security system is disabled and the user has
changed his or her passwords (restrictions for moving user objects)

If you reset the user’s password when the passphrase security system is disabled:

¢ In an LDAP-compatible and eDirectory (with SecretStore) modes, you cannot move the user
object to another organizational unit until that user has logged in to Novell SecureLogin on his
or her workstation. You must move the object back to its previous location to enable the user to
run Novell SecureLogin.

¢ In an Active Directory mode, you can move the user object within the directory. However,
copying is limited. If the user object is moved, you must move the object back to its previous
location to enable the user to run Novell SecureLogin.

Scenario 4: Forgotten Passphrase

If a user forgets SecureLogin data, including his or her passphrase or passphrase answer, you must
delete the user’s existing SecureLogin datastore.

After the datastore is deleted, the user’s corporate applications, credentials, preferences, and user
policies are permanently removed. You must then reset the user’s corporate password before he or
she can log in and reconfigure the applications by using Novell SecureLogin.

The next time Novell SecureLogin starts, he or she must manually log in. Novell SecureLogin then
detects that a passphrase is not set and prompts the user to set up the passphrase before continuing.
You can create a list of predefined list of passphrases questions.

After the user has set a new passphrase, he or she must re-enter the application usernames and
passwords. If it is not done, an unauthorized could breach security by clearing the passphrase,
entering a new passphrase, and accessing the actual user’s credentials.

You might need to reset the user’s application passwords as they might have forgotten them.
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6.1

Managing Credentials

This section provides information on the following:

¢ Section 6.1, “About Credentials,” on page 63

¢ Section 6.2, “Creating a User Login and Credentials,” on page 64

*

Section 6.3, “Linking a Login to an Application,” on page 66

*

Section 6.4, “Deleting Login Credentials,” on page 67

*

Section 6.5, “Recovering a Forgotten Password,” on page 67

About Credentials

The first time a user logs in after creating an application definition and activating it for single sign-on,
the user is prompted to provide credentials in a SecureLogin dialog box. SecureLogin then stores and
associates these credentials with the application definition and uses it in subsequent logins.

Because individual application requirements determine the credentials that users must enter when
manually logging in, only those credentials are stored and remembered by SecureLogin. For
example, if users have an application that only requires username and password, SecureLogin
encrypts and stores the username and password for subsequent logins. Alternatively, some
applications require the user to enter domain and database names, IP addresses, and select various
options on Web pages. SecureLogin can handle all these on behalf of the user.

You can display and manage these credentials in the Logins page of the Administrative Management
utility and the My Logins pane of the Novell SecureLogin Client Utility.

Credentials stored in a directory environment apply to all associated objects. For example, if users
access an application located on a specific domain, and they are required to manually select or
provide the domain address, then the domain must be configured as a credential in the Logins pane at
the organizational unit level. Thereby, users need not manually provide the domain location when
they log in. You can then change the domain at any time without notifying users.

Application credentials such as e-mail, finance system, human resource system, and travel system are
typically stored for user objects and apply only to (and can be used by) the particular user. For
example, John's application credentials are encrypted and stored against John's user object and only
available to him. When he starts an application, SecureLogin retrieves, decrypts, and enters the
credentials on behalf of John.
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6.2

Creating a User Login and Credentials

Logins and credentials are typically created automatically as part of the application definition, but

you can manually create and edit them, if required.

To create logins and credentials:

1 On the notification area (system tray), double-click the Novell SecureLogin ) icon. The Novell

SecureLogin Client Utility is displayed.

2 Click My Logins. The existing Logins are displayed.

F. Novell Securelogin,

=] Applications

@ciMy Logins|

My Logins

N

4} Preferences Gi|new gl Delete
~[& Password Policies
Login | Username | Id |
NSL Admin NSL Admin
Yahoo messenger writer Yahoo messenger

oK Cancel Apply

3 Click New. The Create Login dialog box is displayed.

Create Login

Mame/ID

|Gmai|

oK Cancel

4 In the Name/Id field, specify a Name/ID for the login.
5 Click OK. The Login name/ID is added to the My Logins pane.
6 From the My Logins on the left pane, select the login you have created.
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E Novell SecurelLogin,

N

# 5 Applications Login - "Gmail"

=25 My Logins
Em Access Manager 3.0 Lo & |New il Oclete | @ﬁshow passwords
=1 Gmail
&= NSL Admin Username
&= Yahoo messenger Password
46k Preferences

~|= Password Policies

oK Cancel Apply

7 Click New. The Create Credential dialog box is displayed.

8 In the Name field, specify a name for the new credential.

X

Create Credential

MName

I accountl]

oK Cancel

9 Click OK. The new credential is added to the Login details.

l%:l Mew ﬂ:l Delete | @%Show passwords

Username
Password

| accountl

10 In the Value column, specify a value for the credential.

11 Click Apply. The new credential variable and its value are displayed.
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6.3 Linking a Login to an Application

You can link a login to an application in the appropriate Login pane. For example, if users are logging
in to Microsoft Outlook using a set of credentials and they are also logging in to Outlook Web Access,
then they can share or link the credentials to the Web login application definition.

To link a login to an application:

1 In the notification area (system tray), double-click the Novell SecureLogin @ icon. The Novell
SecureLogin Client Utility is displayed.

2 Click My Login and the login that you want to an application.

3 Click Link icon. The Applications List dialog box displays the list of enabled predefined
applications and application definitions.

Applications List

Select applications to link to this Login.

Application |T1,rpe | Id | -
blr Web Wizard blr

eBay Web ebay.co

EiconAviva Terminal Emulator EiconAviva

Internet Explorer  Windows IEXFLORER.EXE

MSH Hotmail Web Wizard Script login.live.com

test Java test.com

test2 Web Wizard Script  test2.com

test3 Windows Stest B
test4 Generic testd .

oK Cancel

4 Select the application that you want to link.
5 Click OK. The linked application is added.

=2 Link

Application Type Id
Internet Explorer Windows IEXPLORER.EXE

6 Click OK to save changes and close the Novell SecureLogin Client Utility.
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6.4 Deleting Login Credentials

6.5

To delete log in credentials:

1 Open the Novell SecureLogin Client Utility.

2 From the navigation on the left pane, select My Logins, then select the credential you want to
delete.

3 On the right pane, click the username of the credential that you want to delete.
4 Click Delete.

E Novell SecurelLogin,

+ =1 Applications Login - "Gmail"
= My Logins

©= Access Manager 3.0 Lc 4 |New ® |Delete \ii%]show passwords
o sename e

LUsername esth
& NSL Admin - -

Password WEREEEEE T

iZ= Yahoo messenger
+-£5¢ Preferences
= password Policies

5 Click Password.
6 Click Delete.

The credential is deleted.

IMPORTANT: Delete only two or three credential sets (usernames and passwords) in one session of
the management utilities. This is particularly important when the user’s Security preference Store
credentials on smart card is set to Yes.

Recovering a Forgotten Password

The Client Login Extension 3.7 provides password recovery support for applications that are
accessed through Novell SecureLogin 7.0 SP1. The password recovery support is available for
graphical authentication interfaces such as GINA and Credential Provider for LDAP clients, Novell
Client, and Microsoft clients. Clients in the Windows 7 and Windows Vista operating systems
support Credential Provider model of graphical authentication interface. Clients in other operating
systems support GINA model of graphical authentication interface.

NOTE: To enable the Client Login Extension support for Novell Client in a SecureLogin setup, install
Novell Client before installing the Client Login Extension tool.

The password recovery support through Client Login Extension tool is also available for locked
workstations and for workstations in which user operations are controlled by Desktop Automation
Services (DAS).

To know more about using Client Login Extension tool for recovering forgotten passwords, see the
Client Login Extension Guide (http://www.novell.com/documentation/idm36/idm_cle/data/
front.html).
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7.1

7.1.1

Managing Password Policies

SecureLogin provides the password policy functionality to enable you to efficiently and effectively
manage user passwords, in order to comply with your organization's security policies.

This section provides information on the following:

¢ Section 7.1, “About Password Policies,” on page 69

¢ Section 7.2, “Password Policy Properties,” on page 70

¢ Section 7.3, “Creating a New Password Policy,” on page 73
¢ Section 7.4, “Editing a Password Policy,” on page 74

¢ Section 7.5, “Deleting a Password Policy,” on page 76

¢ Section 7.6, “Linking a Policy to an Application,” on page 76

About Password Policies

You can create password policies at a container, OU, Group Policy, and user object level. Policies set
at the container or organizational unit level are inherited by all associated directory objects. Password
policies set at the user object level override all higher-level policies. Password policies are linked to
application definitions through scripting and are not applied to directory objects. You can do this by
creating a password policy in the Password Policies pane and then linking the policy to the application
definition using the RestrictVariable command. However, the application definition is applied at
the directory object.

Password policies are comprised of one or more password rules applicable to one or more single
sign-on enabled applications and to specific directory objects. You can configure password policies in
the Password Policy Properties tables of the Administrative Management utilities.

SecureLogin remembers the passwords and handles password changes after they expire on the back-
end application. For example, after 30 days or when users decide to change their password. The
SecureLogin password management functionality includes the capability to set password expiry
duration and generate passwords that comply with specified password policies.

Password policies are typically created to match existing password policies. You should consult
application owners before changing an existing password policy.

To determine the requirements and parameters of the password policy and the applications the
password policy applies to, test complex policies on a test user account to ensure that they are viable.

Using Application Definition Wizard to Create Password Policy

You can create password policies through the application definition wizard while enabling
application for single sign-on. For details on using the application definition wizard, refer to the
Nowell SecureLogin Application Definition Wizard Administration Guide .

However, you cannot use the wizard to edit or delete password policies.
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7.2 Password Policy Properties

Organizations and applications often have rules about the content of passwords, including the
required number and type of characters. The Password Policy Properties table helps you to create and
enforce these password rules through a password policy, and apply this policy to one or more

applications.

Table 7-1 The Password Policy Properties Table

Policy Value To Be provided Description

Minimum length Whole number Defines the required minimum number of
characters.

Maximum length Whole number Defines the required maximum number of
characters.

Minimum punctuation characters Punctuation characters  Defines the minimum number of punctuation

Maximum punctuation characters Punctuation characters

Minimum uppercase characters Whole number
Maximum uppercase characters Whole number
Minimum lowercase characters Whole number
Maximum lowercase characters Whole number
Minimum numeric characters Whole number
Maximum numeric characters Whole number
Disallow repeat characters No/Yes/Yes, case
insensitive

characters allowed in a password.

Defines the maximum number of punctuation
characters allowed in a password.

Defines the minimum number of uppercase
characters allowed in a password.

Defines the maximum number of uppercase
characters allowed in a password.

Defines the minimum number of lowercase
characters allowed in a password.

Defines the maximum number of lowercase
characters allowed in a password.

Defines the minimum number of numeric
characters allowed in a password.

Defines the maximum number of numeric
characters allowed in a password.

Disallows the use of repeated characters, or
the use of the same successive characters.

If this option is set to No, characters can be
repeated. This is the default value.

If this option is set to Yes, same alphabetic
characters in a different case are considered
as different characters. For example, A and a
are different.

If this option is set to Yes, case insensitive,
the successive use of the same alphabetic
characters in a different case is not allowed.
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Policy

Value To Be provided

Description

Disallow duplicate characters

Disallow sequential characters

Begin with an uppercase character

End with an uppercase character

Prohibited characters

No/Yes/Yes, case
insensitive

No/Yes/Yes, case
insensitive

No/Yes

No/Yes

Keyboard characters

Disallows the use of the same non-
successive characters.

If this option is set to No, duplicate characters
are allowed. This is the default value.

If this option is set to Yes, the same
alphabetic characters in a different case are
considered as different characters. For
example, A (uppercase) and a (lowercase)
are different.

If this option is set to Yes, case insensitive,
duplication of the same alphabetic characters
in a different case is not allowed.

Disallows the use of successive characters in
an alphabetical order.

If this option is set to No, sequential
characters are allowed. This is the default
value.

If this option is set to Yes, sequential
characters in a different case are considered
as non-sequential. For example, a and b and
non-sequential.

If this option is set to Yes, case insensitive,
sequential characters in different cases is
disallowed.

This parameter requires a password to start
with an uppercase character.

The default value is No.

If this option is set to Yes, all other policies
that indicate that a password must begin with
a particular character or in a specific manner
are disabled.

IMPORTANT: Only one type of character can
be designated as the first value of a
password.

Enforces the use of an uppercase letter at the
end of a password.

The default value is No.

If this option is set to Yes, all other policies
that indicate that a password must end with a
particular character or in a specific manner
are disabled.

Defines a list of characters that cannot be
used in a password.

NOTE: There is no need of a separator in the
list of prohibited characters. For example,
@#$N&*
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Policy Value To Be provided

Description

Begin with any Alpha character No/Yes
Begin with any number No/Yes
Begin with any symbol No/Yes
End with any Alpha character No/Yes
End with any number No/Yes
End with any symbol No/Yes

This parameter requires a password to start
with an alphabetical letter that is, [a-z] or [A-
Z].

The default value is No.

If this option is set to Yes, it automatically
disables all other policies that specify what
the first character of the password should be.

Enforces the use of a numeric character as
the first character of the password.

The default value is No.

If this option is set to Yes, it automatically
disables all other policies that specify what
the first character of the password should be.

This parameter requires a password to start
with a symbol. These characters are:

~1@#$%N&*()_+|-=\{}[:\";'<>2/,.
The default value is No.

If this option is set to Yes, it automatically
disables all other policies that specify what
the first character of the password should be.

Enforces the use of an alphabetic character
as the last character of the password.

The default value is No.

If this option is set to Yes, it automatically
disables all other policies that specify what
the password should end with.

Enforces the use of a numeric character as
the last character of the password.

The default value is No.

If this option is set to Yes, it automatically
disables all other policies that specify what
the password should end with.

This parameter requires a password to end
with a symbol. These characters are:

~l@#SYN&*()_+|-=\]:\'<>2/,.
The default value is No.

If this option is set to Yes, it automatically
disables all other policies that specify what
the password should end with.
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7.3 Creating a New Password Policy

To create a new password policy:

1 Access the Administration Management Utility.

For information on accessing the Administrative Management utility, see “Accessing
iManager”in the Novell SecureLogin Installation Guide and, or, “iManager Plug-In”.

2 Click Password Policies. The Password Policies page is displayed.

Manage Securelogin 550: aWriter.nnvell

SecurelLogin 550
Logins | Applications | Distribution | Password policies | Preferences | Advanced Settings

Available Password Policies

New | Edit | Delete

[] Password Policies Source

3 Click New. The New Password Policy dialog box is displayed.

It is important to use a unique name for all logins, applications, and password policies.
Password policies cannot have the same name as any other SecureLogin attribute. Typically,
organizations employ the naming convention ApplicationNamePwdPolicy, for example,
LotusNotesPwdPolicy.

4 In the Enter a name for the new password policy field, specify a name for the policy. The new policy
is added under the Password Policies.

Please enter the name for the new policy: |MyPasswurdPulicy

0K |  cancel |

5 Click OK. The new password policy is added.
6 Click the new password policy. The Password policy properties table is displayed.

The table contains Description and Value columns. Most policy rules are not enforced and do not
have a default value. Values are either Yes, No, or a whole number.
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) Novell iManager - Mozilla Firefox E
Ea

Password Policies

Setting Description Value

Minimum length

Maximum length

Minimum punctuation characters

Maximum punctuation characters

Minimum uppercase characters

Minimum lowercase characters

Maximum lowercase characters

Minimum numeric characters

Maximum numeric characters

Maximum uppercase characters |
Disallow repeated characters |

Done

7 In the Description column, locate the policy you want to change, then either select the
appropriate value from the drop-down list or enter the required text field values in the adjacent
Value column.

8 Click Apply to save changes.
9 Click OK to close the Administrative Management utility.

IMPORTANT: Password policies are linked to applications by using the SecureLogin
application definition command RestrictVariable. You can use this command to apply
password policies to one or more applications.

7.4 Editing a Password Policy

You can change a password policy by adjusting the parameters of each rule, or by having no
parameters for a rule.
1 Access the Administration Management Utility.

For information on accessing the Administrative Management utility, see “Accessing iManager”
in the Novell SecureLogin Installation Guide and, or, “iManager Plug-In".

2 Click Password Policies. The Password policies page is displayed.
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SecureLogin 550
Logins | Applications | Distribution | Password policies | Preferences | Advanced Settings

Available Password Policies

Hew | Edit | Delete

[] Password Policies Source

3 Click the password policy that you want to change. The policy details are displayed.

4 In the Description column, locate the description you want to change, then in the Value column,
select the appropriate value from the drop-down list.

IMPORTANT: If you are using the application definition wizard to create and edit password
policies, the values of the password policy cannot be changed.

For example, when creating a new password policy if the value of Disallow repeated characters is
set to No, you cannot change it later through the wizard.

This is an expected behavior. You must use the Administrative Management Utility to create and
edit the password policy. We do not recommend using the wizard.

Password Policies

Setting Description Value
Minimum length |'|'|:|'
Maximum length |1 7

Minimum punctuation characters

Maximum punctuation characters

Minimum uppercase characters

Minimum lowercase characters

Maximum lowercase characters

Minimum numeric characters

Maximum numeric characters

Maximum uppercase characters | |

Disallow repeated characters | Mo w

Yes, case insensitive

Disallow duplicate characters

Yes
Disallow seguential characters
Default
Begins with an uppercase character | Mo L
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5 Click Apply to save changes.
6 Click OK to close the Administrative Management utility.

7.5 Deleting a Password Policy

To delete a password policy:

1 Access the Administration Management Utility.

For information on accessing the Administrative Management utility, see “Accessing iManager”
in the Novell SecureLogin Installation Guide and, or, “iManager Plug-In".

2 Click Password Policies. The password policies page is displayed.
3 Click the password policy that you want to delete.
4 Click Delete. The Password policy is deleted from the Password policies list.

You can also delete a Password policy by right-clicking the Password policy in the left or right
pane of the Administrative Management utility and selecting the Delete option.

Available Password Policies

New | Edit | [Delete |

[] Password Policies

O B3

5 Click Apply.
6 Click OK.

7.6 Linking a Policy to an Application

You can set or select a password policy, while enabling applications for single sign-on using the
application definition wizard. You can also link the password policies to applications by using the
SecureLogin application definition command RestrictVariable. With this command, you can
apply the password policies to one or more applications, as in the example below.

The following definition restricts the $Password variable to the Finance password policy. The user’s

password must match the policy when he or she saves the credentials. When the password requires

changing, the application generates a new password based on the policy randomly because Random
is included in the definition at ChangePassword.
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# Set the Password to use the Finance Password Policy

RestrictVariable $Password FinancePwdPolicy
# Login Dialog Box
Dialog

Class #32770

Title “Login”
EndDialog
Type $Username #1001
Type $Password #1002
# Change Password Dialog Box
Dialog

Class #32770

Title “Change Password”
EndDialog
Type $Username #1015
Type $Password #1004
ChangePassword S$Password Random
Type S$Password #1005
Type S$Password #1006
Click #1

The following example uses an application definition to restrict the ?NewPwd variable to the Finance
password policy. The user’s current password ($Password) is saved and used when the application

starts for the first time and prompts the user to enter the credentials. When the password expires, the

password policy is enforced on any new password.

# Set the Password to use the Finance Password Policy

RestrictVariable ?NewPwd FinancePwdPolicy
# Log on Dialog Box

Dialog

Class #32770

Title "Log on"

EndDialog

Type $Username #1001

Type $Password #1002

Click #1

# Change Password Dialog Box
Dialog

Class #32770

Title "Change Password"
EndDialog

Type $Username #1015

Type S$Password #1004
ChangePassword ?NewPwd Random
Type ?NewPwd #1005

Type ?NewPwd #1006

Set S$Password ?NewPwd

Click #1
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Managing Smart Card Integration

The use of a smart card with Novell SecureLogin is based on the enterprise preference to have users

utilize a smart card to log on and store their single sign-on data or to encrypt their directory data

using a Public Key Infrastructure (PKI).

To continue working with Novell SecureLogin, you must manually add the entry and set the value to

File.

The secondary store entry under HKLM/Protocom/SecureLogin/Security is deleted when the

installer is modified to remove smart card support.

If you are using smart card authentication for the Citrix login prompt, enter the smart card PIN

manually, because the PIN is not cached for the Citrix server authentication.

This section provides information on the following:

*

*

*

Section 8.1, “How Novell SecureLogin Uses Smart Cards,” on page 79
Section 8.2, “Installing Novell SecureLogin for Smart Cards,” on page 83
Section 8.3, “Configuring SecureLogin for Smart Cards,” on page 85

Section 8.4, “Using PKI Encryption for the Datastore and Cache,” on page 87
Section 8.5, “Lost Card Scenarios,” on page 89

Section 8.6, “Smart Card with DAS Integration,” on page 94

Section 8.7, “Disconnected Login using NESCM,” on page 95

Section 8.8, “SecureLogin in Kiosk Mode,” on page 96

Section 8.9, “Enable Pin Caching for Smart Card,” on page 97

Section 8.10, “Changing Smart Card Login Password on Expiry,” on page 97

8.1 How Novell SecureLogin Uses Smart Cards

This
*
*

*

section provides information on the following:

Section 8.1.1, “Prerequisites,” on page 80
Section 8.1.2, “Using Smart Card to Log In to Workstation,” on page 80
Section 8.1.3, “Strong Authentication Methods,” on page 80

Managing Smart Card Integration
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8.1.1

8.1.2

8.1.3

Prerequisites

SecureLogin supports ActivClient, Gemalto (formerly Axalto), AET SafeSign, Athena, and Fujitsu
mPollux DigiSign smart card middleware only. ActiveClient 6.2 is supported on 32-bit and 64-bit
systesm on all platforms.

To enable smart card support with Novell SecureLogin, the Use smart card option must be selected
during installation, regardless of the administrator’s intended preferences for setting the Novell
SecureLogin security preference Require smart card is present for SSO and administration operations.

IMPORTANT: Contact Novell Support for information on other cryptographic service providers.

If you are using Novell Enhanced Smart Card Method (NESCM) as NMAS™ Client Method, NESCM
is supported on Microsoft Windows XP SP3 and Microsoft Windows 2003 Server only.

Refer Section 8.2, “Installing Novell SecureLogin for Smart Cards,” on page 83 in the Novell
SecureLogin Installation Guidefor more information on enabling smart card support during installation
and deployment.

NOTE

When you use eDirectory to create a certificate for a smart card user, ensure that the key usage
options Digital Signature and Key Encipherment are checked.

Using Smart Card to Log In to Workstation

Novell SecureLogin allows a user to alternate their log in method by using smart card.

However, a user can only log in by using a smart card to access the SecureLogin credentials only if
the smart card option is selected during installation.

If the smart card option is not selected during installation, a user attempting to access SecureLogin on
the workstation is forced to log in with his or her username and network password.

Strong Authentication Methods

The following sections explain the strong authentication methods used in Novell SecureLogin.

Advanced Authentication

Novell SecureLogin uses AAVerify command to enforce strong security on applications and
functions that are cannot enforce strong security, natively. Use the command in conjunction with
Novell SecureLogin re-authentication feature or Novell Modular Authentication Services (NMAS)
and enforce users to log in with smartcard.

For details of the AAVerify application definition command, see the Novell SecureLogin Application
Definition Guide.

¢ “New Functionality in the AAVerify Command” on page 81

¢ “The New ?IsPin Variable” on page 81

¢ “Recommended Configuration” on page 81

¢ “Example Application Definition” on page 82

¢ “Reauthenticating a Predefined Web Application” on page 82
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New Functionality in the AAVerify Command

The existing version of the AAVerify command relies on Novell Modular Authentication Services
(NMAS) or anyother advanced authentication method like smartcard, being deployed at the
backend to process any reauthentication calls.

The new AAVerify command was developed specifically provide a secure method to reauthenticate a
user successfully before populating the Novell SecureLogin credentials for designated sensitive
applications. In an enterprise or corporate environment, a sensitive application is one where a Novell
SecureLogin application definition is applied calling for reauthentication.

To process the reauthentication request, the new AAVerify command now takes into account the
method by which users are currently logged in, as well as their directory connectivity status.

If users have logged in with a username and password, they are prompted to reauthenticate by using
the password, regardless of whether they are offline or online.

If users have logged in with a smart card, they are prompted to reauthenticate by using the original
smart card PIN, regardless of whether they are offline or online.

The new AAVerify command is independent of NMAS and can be used to enforce strong user-
friendly re-authentication by using a smart card and PIN or password without installing NMAS.

The new AAVerify command caters to a mixed environment where either of the following conditions
exists:

¢ A user might log in to a number of workstations by using a combination of both smart card or
password authentication

¢ A scenario where several users might log in to one workstation by either smart card or password
authentication.

The New ?IsPin Variable
?IsPin is a new Novell SecureLogin variable available in Microsoft Active Directory mode only.

The ?IsPin variable is automatically generated when a user logs in and stores, information based on
whether the user has logged in to the workstation by using a smart card and PIN, or has logged in by
using a password.

When the ?IsPin variable is called from an application definition, it indicates the following;:

¢ If the returned value is true, it means that the user has logged in by using a smart card, and only
the PIN value is passed through to the Novell SecureLogin.

¢ If the returned value is false, it means that the user has logged with a password.

NOTE: The ?IsPin variable is updated only at a login and is not updated at a screen unlock.

Recommended Configuration

The Use smart card option option is normally based on your preference to have the Novell SecureLogin
users utilize a smart card to store the single sign-on data or to encrypt their user’s directory data by
using a Public Key Infrastructure (PKI).

If you decide to allow users to log in to their workstations by using a smart card and reauthenticate
against their smart card, then the Use smart card option option must be selected during the installation
regardless of the option set for Require smart card is present for SSO and administration operations.
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NOTE: We recommend that you use a smart card configuration policy to lock the screen on card
removal to ensure that the smart card belongs to the currently logged-in user.

Example Application Definition

The following application definition shows how to call the AAverify command based on the login
method. It uses the Notepad application. After the Notepad application is started, the AAVerify
command is invoked to prompt the user to reauthenticate, using the login method for the
workstation.

Dialog
Class Notepad
EndDialog

OnException AAVerifyFailed Call AAVerifyFailed
OnException AAVerifyCancelled Call AAVerifyCancelled

If ?isPin Eq “true”

AAVerify -method "smartcard" ?result
Else

AAVerify -method "password" ?result
EndIf
ClearException AAVerifyFailed
ClearException AAVerifyCancelled

Type S$Susername

Type \n

Type Spassword

Type \n

Sub AAVerifyFailed
MessageBox "Reauthentication failed."
EndScript

EndSub

Sub AAVerifyCancelled

MessageBox "Reauthentication cancelled."
EndScript

EndSub

## EndSection: "Login Window"

Reauthenticating a Predefined Web Application

If the new AAVerify command is used to reauthenticate a Web browser-based application or if the
Prompt for device authentication for this device option is enabled for Web applications, then the
predefined application definition for the Web browser must be applied for that particular user to
avoid confusion when prompting for reauthentication.

One Time Password

The use of multiple passwords places high maintenance overheads on large enterprises. This results
in significant cost where users use and manage multiple logins. The calls to helpdesk to reset
forgotten password, providing all password when a new employee joins, or deleting the logins when
an employee quits can be high in cost.

A one time password (OTP) reduces the cost, particularly with regard to calls to the help desk to reset
a forgotten password, or to ensure that all passwords are provisioned when a new user starts, or
deleted when existing user leaves the organization.
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SecureLogin integrates with Activldentity’s one time password authentication functionality and
provides you access to the GenerateOTP application definition command, which can be used to
generate synchronous authentication and asynchronous authentication soft token support for smart
card user authentication.

Smart Card Password Login

Activldentity’s Smart Card Password Login (SCPL) provides smart card-based Windows login that is
not PKI-based. SCPL, when used in conjunction with SecureLogin, stores and manages a user’s
Windows login and SecureLogin credentials. It provides efficient network login by allowing a user to
simply insert their smart card and enter their PIN.

Network Authentication

Network authentication is the verification of a user's login credentials before granting access to a
network or operating system. Users typically authenticate to a network using one of the following
methods:

¢ Password

¢ Biometric device (fingerprint or iris scan)

¢ Smart card and PIN

¢ Token

When a user authenticates successfully and the operating system loads, SecureLogin starts and
manages the login credentials to the user's single sign-on-enabled applications.

If you want to enforce biometric, smart card, or token authentication at the application (or
transaction) level, AAVerify can be used with SecureLogin to prompt the user to re-authenticate
before SecureLogin retrieves their credentials and logs in to single sign-on enabled applications.

You can also integrate network authentication methods such as Activldentity’s SCPL with Novell
SecureLogin to manage user’s Windows login credentials (user name, password, and network
selection). SCPL provides secure and convenient network log in by allowing a user to simply insert
the smart card and enter the PIN to gain network access. SCPL retrieves the user's Windows
username and password from the smartcard and automatically enters these into the Windows
Graphical Identification and Authorization (GINA) interface after a user enters his or her PIN.

Smartcard Application Reauthentication

You can configure SecureLogin to reauthenticate an application using the SecureLogin
Administrative Management Utility or application definition wizard. To use this, enable Prompt for
device re-authentication for this application and configure the Re-authentication method.

For more details refer Chapter 10, “Reauthenticating Applications,” on page 113.

Installing Novell SecureLogin for Smart Cards

¢ Section 8.2.1, “Client Setup,” on page 84
¢ Section 8.2.2, “Server Side Administration Preferences,” on page 84
¢ Section 8.2.3, “Minimum Requirements,” on page 84

¢ Section 8.2.4, “Supported Configurations,” on page 84
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8.2.1

8.2.2

8.2.3

8.2.4

Client Setup

During the installation of Novell SecureLogin the smart card option can be selected by the
administrator to enable a Novell SecureLogin user to utilize a smart card to encrypt their directory
data using a Public Key Infrastructure (PKI) token.

Existing ActivClient smart card settings is used by Novell SecureLogin if they are detected (highly
recommended) unless the administrator chooses otherwise.

The administrator can optionally select an alternative cryptographic service provider (Microsoft
Crypto API) from a drop-down list. Novell SecureLogin supports ActivClient, Gemalto (formerly
Axalto), AET SafeSign, Athena, and Fujitsu mPollux DigiSign smart card middleware. Contact
Novell Support if your organization uses any other cryptographic service provider.

Server Side Administration Preferences

Novell SecureLogin is a highly configurable and flexible product and numerous preferences and
options are available to the system administrator to implement and enforce corporate directory
policy across an enterprise.

Corporate policies may include, but are not limited to, enabling strong application security, how SSO
data is encrypted and stored, how password and passphrase policies are implemented and enforced,
and setting of management procedures for lost smart card scenarios.

In the case of strong security requirements, administrators should be fully aware of the implications
of linking the use of Novell SecureLogin to a smart card and disabling the passphrase functionality.

Various combinations and permutations of configuring Novell SecureLogin for use with smart cards
are covered in following sections.

Minimum Requirements

For general information about the minimum requirements for using smart cards with Novell
SecureLogin, see the Novell SecureLogin Installation Guidefor your directory environment.

Supported Configurations

SecureLogin supports the following smart card middleware:

+ ActivClient version 6.2 or later.
Gemalto (formerly Axalto) 5.3 hotfix 11
AET SafeSign 2.3.0

Athena Middleware v5.22

Fujitsu mPollux DigiSign v3.1.9

*

*

*

*

NOTE: SecureLogin might work with other smart card vendor middleware but these are untested
and are not supported.

While installing SecureLogin with smart card option selected, select the appropriate cryptographic
service provider and PKCS#11 dynamic link library file path. If the appropriate version of PKCS#11
library file is not present during installation, SecureLogin installs without smart card support.
However, if a required library file is missing errors can occur.
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For example, if the PKCS#11 wrapper library file aetpksse.dl1 is missing, the error message
Access to smart card failedis shown when the Access Manager attempts to access the smart
card. To avoid this error, ensure that the aetpksse.d11 file is available at C: \WINDOWS\system32\.

If ActivClient is installed after SecureLogin is installed, the registry key settings must be changed
manually; to activate smart the card support, uninstall or re-install SecureLogin.

PKCS 11 Library Path

Smart Card Middleware PKCS 11 Library path

ActivClient 6.2 C:\Program
Files\ActivIdentity\ActivClient\acpkcs21l
1.d11

ActivClient versions previous to 6.2 C:\Windows\Sytem32\acpkcs211.d11l

Gemalto C:\Program Files\Gemalto\DotNet
PKCS11\gtoplldotnet.dll

AET SafeSign C:\Windows\System32\aetpksse.dll

Athena Middleware C:\Windows\System32\asepkcs.dll

Fujitsu mPollux DigiSign C:\Program Files\Fujitsu

Services\Fujitsu mPollux DigiSign
Client\Cryptoki.dll

If smart card middleware is installed after SecureLogin is installed, the registry key settings for
cryptographic service provider and PKCS#11 dynamic link library file path must be changed
manually; to activate smart the card support, uninstall or re-install SecureLogin.

NOTE: Manually configuring a third party smart card PKCS #11 link library assumes a high level of
understanding of the crypto-graphic service provider’s product. System administrators are
encouraged to use the ActivClient smart card support with Novell SecureLogin whenever possible.

For detailed instructions about installing Novell SecureLogin for use with smart cards and
cryptographic tokens, see the Novell SecureLogin Installation Guidefor your directory environment.

Configuring SecureLogin for Smart Cards

No two organizations have the same environment and requirements, SecureLogin includes a number
of options that determine SecureLogin's behavior, such as how single sign-on data is encrypted (that
is, using the smart card or a passphrase question and answer) and how to handle scenarios such as
lost cards.

To configure the preferences, use the iManager in eDirectory environments, MMC plug-in for Active
Directory environments, and SecureLogin Manager in LDAP v3-compliant directories such as Sun,
Oracle, and IBM.

1 Launch the Administrative Management utility (iManager, SLManager, or MMC snap-ins).

2 Click Preferences. The Preferences Properties table is displayed.

3 In the Setting Description column, go to Security and select the appropriate preferences.

Managing Smart Card Integration 85



86

8.3.1

Current certificate

Enable passphrase security system

Lost card scenario

Require smart card is present for 550 and administraticn operations
Store credentials on smart card

Use AES for 550 data encryption

Use Enhanced Protection by default

Use smart card to encrypt 550 data

4 Click Apply.
5 Click OK.

Using AES for SSO Data Encryption

This option determines the level and standard of encryption used to encrypt single sign-on data
stored on the smart card by allowing the use of AES instead of triple DES.

Figure 8-1 Using AES for SSO Data Encryption

Mo Certificate Selected || .
Yes |E|
Allow Passphrase
Mo
Mo
Mo
Mo
Mo

ENJ[EN|EN

The following sections explain the various security preferences:

Security

Certificate selection criteria

Current certificate

Enable passphrase security system

Lost card scenario

Require smart card is present for 550 and administration operations
5tore credentials on smart card

Use AES for 550 data encryption

Use Enhanced Protection by default

Use smart card to encrypt 550 data

|Yes
| Require Smartcard
| Mo
| Mo

| Mo
Yes

(< ||| B2 ||| ||

ey baenerale n.a

If you select No, a 168-bit key used with triple DES (EDE) in Cipher-Block Chaining (CBC) mode is
used to encrypt the user's single sign-on credentials.

NOTE: The input key for DES is 64 bits long and includes 8 parity bits. These 8 parity bits are not
used during the encryption process, resulting in a DES encryption key length of 56 bits. Therefore,
the key strength for Triple DES is actually 168 bits.

If you select Yes, then a 256-bit key used with AES (EDE) in CBC mode is used to encrypt the user's
credentials.

If a previous version of SecureLogin has been implemented with passphrases enabled and if this
option is set to Yes, users must answer with a passphrase before data can be decrypted and
reencrypted by using AES.
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8.4.1

Using PKI Encryption for the Datastore and Cache

If PKI credentials are used to encrypt Novell SecureLogin data with the passphrase security system
off (set to No), you should consider implementing a key archive/backup and recovery. If key archive/
backup and recovery is not implemented and the passphrases security system is not enabled, the
users can never decrypt their Novell SecureLogin data if they lose their smart card because the
private key is stored on the lost smart card.

Without private key recovery, you have to clear the user’s Novell SecureLogin data store and reset
users’ application passwords before they use Novell SecureLogin again. This is a high security
solution but is inconvenient to end users as they cannot Novell SecureLogin access without the smart
card.

¢ Section 8.4.1, “Choosing a Certificate,” on page 87
¢ Section 8.4.2, “Certificate Selection Criteria,” on page 88

¢ Section 8.4.3, “Current Certificate,” on page 89

Choosing a Certificate

When a smart card is configured to use PKI credentials to encrypt single sign-on data, SecureLogin
retrieves the serial number of the current certificate and locates the certificate in the certificate store
as specified in the relevant SecureLogin preferences. SecureLogin then loads the associated private
key and attempts to decrypt the user key with the private key.

Current certificate @

Cenlifials Suljet  [DC-com, DC-fredd
Certificatz |ssuer I—
Certficats Serial (D [0DOO0O0O00004EE
Certificatz Type

If the decryption fails or the certificate is not located, a smart card is present, and a certificate that
matches the selection criteria is not located, then Novell SecureLogin assumes that a recovered smart
card is in use. It then attempts to decrypt the user key with each key pair stored on the card.

IMPORTANT: If you using PKI encryption and the certificate selection criteria depends on the
certificate’s friendly name, disable the Microsoft certificate propogation.

Because the windows certificate propogation method does not propagate the certificate friendly
name, you cannot successfully start Novell SecureLogin.

To disable the Microsoft certificate propogation, set the registry key value to 0.

1. On the Windows Start menu, click Start > Run to display the Run dialog box.
2. Type regedit then click OK to open the Registry Editor.

3. Browse to the HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\ScCertProp
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4. Create a DWORD Value named Enabled.
5. Set the value of the DWORD to 0.
6. Exit the Registry Editor.

Figure 8-2 Setting the DWORD Value for Disabling Microsoft Certificate Propogation

% Registry Editor

File Edit View Favorites Help
([ credentials Al Mame Type Data
{1 GPExtensions (Default) REG_SZ (value not set)
=0 Notify 8] Asynchronous REG_DWORD 0x00000001 (1)
a arsScreensaver [3b]DLL ame REG 57 winotify.dl
% g:ﬁii‘?am B¥Enabled REG_DWORD 0x00000001 (1) |
3 cscdl Impersnnate REG_DWORD 0x00000001 (1)
£ ighxai Ll:n:k REG_SZ SCardSuspendCertProp
{3 NavLogon Lu:ngcn‘f REG_S57 SCardStopCertProp
.a Lu:ugon REG_SZ SCardStartCertProp
(23 schedule Unlcu:k REG_SZ SCardResumeCertProp
{13 sdontfy
Cl SensLogn
[ termsrv 0
(1 waoalogon
3 wiballoon
[:l SCLogon p
< | B (= | >
My Computer \HKEY _LOCAL_MACHINE\SOFTWARE Wicrosoft\Windows NT\CurrentVersion\Winlogon\Motify\ScCertProp

8.4.2 Certificate Selection Criteria

The Certificate Selection Criteria option allows you to select an encryption or authentication certificate
to encrypt user's single sign-on information in the directory.

Figure 8-3 Certificate Selection Criteria

El security

Certificate selection criteria

Current certificate

Lost card scenario

Require smart card is present for 550 and administration operations

|
|
Enable passphrase security system | Yes w
|
|
|

Store credentials on smart card Mo W
Use AES for 550 data encryption | Mo w
Use Enhanced Protection by default | Mo W
Use smart card to encrypt 550 data | Mo w

The certificate selection criteria determine which certificate to select if multiple certificates are in use
(for example, if an enterprise has configured an Entrust certificate for single sign-on encryption and a
Microsoft certificate for login and or, authentication).
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If only one certificate is used, the field is blank and the certificate is detected automatically and set to
User Certificate. When entering certificate selection criteria, no special formatting is required and the
search string is not case sensitive. Wildcards are not used and a search matches if the search text is a

substring of the certificate subject field. SecureLogin attempts to match against certificate subject,
issuer, and friendly name in the following order:

1. Certificate Subject
2. Certificate Issuer

3. Friendly Name
For example if the subject is

CN=Writer,OU=Users, OQU=Accounts, OU=APAC,DC=Novell,DC=Int

Then Writer is a valid search value, as are Accounts, APAC, and Int. The prefixes CN=, OU=, or DC=
are not required.

Similarly, if the Certificate Issuer is
CN=IssuingCAl,OU=AD, DC=undiscovered, DC=com

Then IssuingCA1 is a valid search value, as are AD, undiscovered, and com.

8.4.3 Current Certificate

This option displays the certificate that is currently being used by SecureLogin to encrypt a user’s
single sign-on data.

Figure 8-4 Current Certificate

El security

Certificate selection criteria

urrent certificate

|
|
Enable passphrase security system | Yes bl
|
|

Lost card scenario

Require smart card is present for 550 and administration operations

5tore credentials on smart card | Mo w
Use AES for 550 data encryption | Mo w
Use Enhanced Protection by default | Mo “
Use smart card to encrypt 550 data | Mo W

8.5 Lost Card Scenarios

*

Section 8.5.1, “Lost Card Scenario Preference,” on page 90

*

Section 8.5.2, “Requiring a Smart Card,” on page 91

*

Section 8.5.3, “Allowing a Passphrase,” on page 91

*

Section 8.5.4, “Passphrases for Temporary Access,” on page 91

*

Section 8.5.5, “Using a Card Management System,” on page 92
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8.5.1

Lost Card Scenario Preference

The Lost Card Scenario option determines how SecureLogin handles a user forgetting, losing or
damaging a smart card. The Lost Card scenario option can only be used if, the Enable passphrase security
system option is enabled, that is set to either Yes or Hidden.

NOTE: For users upgrading from Novell SecureLogin version 5.5, setting Enable passphrase security
system to Hidden is equivalent to setting the old Disable passphrase security system to Off.

B Security
Certificate selection criteria
Current certificate Uszer cerificate selected
Enable pazsphrasze security system Ve
Lozt card scenario Allow Pazsphraze A
Store credentialz on zmart card Require Smartcard
IJse AES for 550 data encryption Allow Pazzphrase
Ilze gmart card to encrept 550 data D efault

If the lost smart card is used to encrypt single sign-on data and a card is lost, stolen, or damaged, and
key escrow or recovery is not used, the user does not have access to single sign-on data unless Enable
passphrase security system is set to Yes or Hidden.

¢ If Enable passphrase security system is set to Yes, if the user has previously set a passphrase, and if
Lost card scenario is set to Allow Passphrase, the user is prompted to answer with his or her
passphrase before SecureLogin is available.

¢ If Enable passphrase security system is set to Hidden, the user is not prompted for the answer and
SecureLogin loads seamlessly.

Allow Passphrase

This preference allows the user to start Novell SecureLogin using their passphrase if their smart card
is not available. The Enable passphrase security system preference must be set to Yes or Hidden for this
to work. Hidden replaces a user-generated passphrase with a system-generated passphrase,
effectively removing the need for the user to remember the passphrase answer.

IMPORTANT: For the user to decrypt data using their passphrase, the passphrase must already have
been set. Administrators cannot simply toggle the Enable passphrase security system preference on the
day the user forgets their smart card unless the user has previously set a passphrase (or had it
randomly generated using Hidden).

NOTE: Administrators can manually disable inheritance of higher level preferences by selecting the
Yes option for Stop walking here in the Novell SecureLogin Administrative Management Utility,
Preferences — General options.

Default

The default preference is to allow the user to start Novell SecureLogin using their passphrase, unless
it inherits a Lost card scenario preference from a higher-level container.
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8.5.2

8.5.3

8.5.4

Requiring a Smart Card

The Require smart card option prevents a user from starting single sign-on without his or her smart
card. This option is for high security implementations where organizations want to tie the use of a
user's single sign-on credentials to the user's smart card. This means that the user cannot access
single sign-on with any other method; that is, they cannot use a username and password without the
smart card.

IMPORTANT: If the Require smart card option is changed while the user is logged in, refreshing the
cache using the Advanced > Refresh Cache option from the taskbar does not refresh the Lost card scenario
option.

The user must log out and log in again (or restart SecureLogin) for the new option to take effect.

Allowing a Passphrase

The Allow passphrase option must be used in conjunction with the Enable passphrase security system
option. It allows the user to start SecureLogin by using a passphrase if the smart card is not available.
The passphrase security system must be set to Yes or Hidden for this setting to apply.

The Hidden option replaces a user-generated passphrase with a system-generated passphrase,
effectively removing the need for the user to remember the passphrase answer.

IMPORTANT: For the user to decrypt data using a passphrase, the passphrase must already be set.
You cannot simply toggle the Enable passphrase security system setting to on the day the user forgets a
smart card unless the user has previously set a passphrase (or had it randomly generated by using
the Hidden option).

The Default option allows the user to start SecureLogin by using a passphrase if the smart card is not
available through the Allow Passphrase option. Alternatively, this option inherits the Lost Card scenario
preference set by the higher-level container.

You can manually disable inheritance of higher-level options by selecting the Yes option for Stop
walking here (SecureLogin Administrative Management utility > Preferences > General options.)

Passphrases for Temporary Access

There are a number of options available that permit access if a user loses or forgets his or her smart
card. For example, If a user loses or forgets his or her smart card and the Lost card scenario option is set
to Require smart card, you can grant temporary access to systems by resetting the user's password. The
user is then required to log in and enter the passphrase. This option is possible only if the Enable
passphrase security system is turned on.

However, the user should not expect easy or automatic access to the system. Users should
understand that, a strong and secure solution has been implemented and that they have the
responsibility of looking after their own smart cards.
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8.5.5

Using a Card Management System

Enterprise server or web-based card management system (CMS) software enables corporations to
implement and easily manage smart card-based identity management, provisioning, and
authentication devices and enforce policy across geographically-dispersed locations.

These systems provide a complete and flexible solution to manage the issuance, administration, and
configuration required for the successful and seamless smart card integration with SecureLogin 6.0
and later and Smart Card Password Login.

Novell CMS provides a complete and flexible solution to manage the issuance, administration and
configuration required for a successful and seamless smart card integration with Novell SecureLogin
and Smart Card Password Login (SCPL). It can be configured to perform key escrow, archive and
recovery as described throughout this document.

¢ “Restoring a Smart Card Using Card Management System” on page 92
¢ “Accessing Without a Card Management System” on page 92

¢ “PKI Credentials” on page 93

¢ “Key Generated on Smart Card” on page 94

Restoring a Smart Card Using Card Management System

You must then reset the user's corporate passwords and issue a new smart card (with a new key pair)
before the user can log in and reconfigure the single sign-on applications using SecureLogin again.

The user must manually enter all application credentials into SecureLogin the first time he or she logs
in after the data was cleared from the directory.

Enterprises should consider implementing key escrow, archiving, or backup through a suitable CMS
to allow a user's encryption key to be recovered in the event of a lost or damaged smart card.

The use of a CMS is crucial if an enterprise opts to deploy corporate smart cards with a very high
level of security by disabling the Enable passphrase security system option combined with using the Store
credentials on smart card set to Yes and the Use smart card to encrypt SSO data options of PKI credentials
or Key generated on smart card options.

In the event of a lost or damaged smart card, the user can never decrypt their single sign-on data
because the key stored on the smart card is not recoverable.

It is recommended that you extensively test the CMS and smart card restoration techniques before
selecting the high security options described above that tie single sign-on to the user's smart card.

The procedure to reset a user’s data store is described in Section 2.6, “Deleting or Re-setting User
Data,” on page 18.

Accessing Without a Card Management System

If an enterprise opts to deploy corporate smart cards without a suitable card management system
(CMS) user key escrow, archiving, and backup system combined, you can still create a very high level
of security by setting Enable passphrase security system to No and selecting the Use smart card to encrypt
S50 data options of PKI credentials or Key generated on smart card options. However, in the event of a
lost or damaged smart card the user can never decrypt the single sign-on data because the key stored
on the smart card is not recoverable.
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WARNING: Deleting the user's single sign-on datastore permanently deletes the user's corporate
applications, credentials, options, and user policies.

If you still decide to delete the user's existing single sign-on configuration data store, delete it from
the Advanced Setting > Datastore tab.

Warning X

'T Warning! You are about to delete all SecureLogin data on the following object:

*
cn=Writer,o=novell

If you are deleting single sign-on data on a container object (e.q. OU), this
deletion will remove all data induding (but not limited to) corporately
enabled applications, preferences and password policies. If you proceed,
any corporate single sign-on data currently stored on the container will no
longer be available to users that reside in the container and sub containers,

If vou are deleting single sign-on data on a user object, this deletion wil
remove all data induding credentials and user specific applications and
preferences on this user object only and will not affect other users or
containers. If you proceed, the user must re-enter all single sign-on data
incuding application credentials.

If you are unsure, before proceeding view the Securelogin Administration guide.

Are you sure you would like to proceed?

The administrator must then reset the user’s corporate passwords and issue a new smart card (with a
new key pair) before the user can log on and reconfigure their single sign-on enabled applications
using Novell SecureLogin again.

The user will have to re-enter all their application credentials into Novell SecureLogin the first time it
is used after having them deleted from the directory.

PKI Credentials

If the Use smart card to encrypt SSO data option is set to use PKI credentials to encrypt a user's single
sign-on data and Enable passphrase security system is set to No, in the event of a lost or damaged smart
card the user can never decrypt the single sign-on data because the key stored on the smart card is
the only key that can be used for decryption and is not recoverable unless key archiving and recovery
are implemented.

If a CMS-based key archive is used, then the encryption key needs to be recovered to the new smart
card, the single sign-on data unencrypted, and an administrator needs to chose a new certificate to
encrypt the user’s data.

If you are using the enterprise CMS-based recovery system, you must issue the user a replacement
smart card based on a CMS backup of the user's original key.
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8.6

8.6.1

Key Generated on Smart Card

Similarly, if the Use smart card to encrypt SSO data option is set to use Key generated on smart card to
encrypt a user's single sign-on data, then in the event of a lost or damaged smart card the user can
never decrypt the single sign-on data because the key stored on the smart card and is not recoverable.

You should consider setting the Enable passphrase security system option to Yes when the Key generated
on smart card option is used to provide an alternative mechanism for decrypting single sign-on data if
the smart card is lost/stolen/damaged.

Using the enterprise CMS-based recovery system, the administrator must issue the user a
replacement smart card based on a CMS backup of the user's original key. The replacement card
includes the recovered private key and a new key pair so data can be decrypted using the old key and
re-encrypted using the new key.

Smart Card with DAS Integration

In the earlier versions of SecureLogin, Active Directory authentication of the workstation was used to
log in to SecureLogin.With SecureLogin 7.0 SP1 Hotfix 2 and later, you can enable users to log in to
SecureLogin separately by using the smart card credentials.

With SecureLogin 7.0 SP2, you can enable users to log in to SecureLogin separately by using the
smart card credentials

To enable this behaviour:

1 On the Windows desktop, click start > Run to display the Run dialog box.

Enter regedit, then click OK to open the Registry Editor.

Browse to the HKEY LOCAL MACHINE\SOFTWARE\Protocom\SecureLogin\NSLADAuth.
Create DWORD NSLADAuth and set the value of NSLADAuth to 1.

Exit the Registry Editor.

Log out from the workstation and log in again.

~N o oA WN

Launch the Novell SecureLogin.

This feature can be effectively used for Desktop sharing using DAS. To enable smart card with DAS
you have to use on-cardmon and card-insert elements.

This feature enable users to log in by using the Smart Card credentials in Desktop Automation
Services, the on-cardmon element is modified. The card-insert and LoginAction attributes are
added to the on-cardmon element. For more information on these new attributes, see “on-cardmon”
on page 186 in Administering Desktop Automation Services.

Fast user switch using Smart Card in Active Directory Mode

The changes in smart card and Desktop Automation Services allows switching of users using smart
card in Active Directory mode.
1 Log in to the workstation where you want to launch the Novell SecureLogin.
2 Configure actions.xml to hide and unhide the desktop using the smart card fast user switch.
3 Insert the smart card.

The SecureLogin PinPrompt dialog box is displayed prompting you to enter a valid PIN.
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8.7

8.7.1

8.7.2

4 Enter the valid PIN.

SecureLogin is launched successfully for the smart card user.

Disconnected Login using NESCM

With this feature enabled, LDAPAuth will encrypt and store the Windows workstation or the AD
domain user password locally and retrieve it when required, hence the user need not re-enter the
workstation password from the next login onwards.

With NESCM as the login method, this feature is supported in the LDAP Gina or Credential Provider
mode with eDirectory. When logging in with NESCM in either online or offline mode, just entering
the PIN is sufficient.

Prerequisites

¢ ActivClient version 6.2 or later / Gemalto PKCS11 for .NET V2+
* NICIv2.7.6

+ NMASv3.5.0

¢+ NESCM v3.0.8

NOTE: Disconnected Login Using NESCM is not supported on Windows server 2003 and Windows
server 2008.

Registry Settings

To enable Disconnected Login using NESCM, create the following registry settings:

Registry Path Registry Type Registry Name Registry Value
HKEY LOCAL MACHINE\ DWORD DisconnectedRequire 1
SOFTWARE\Novell\Log d
in\LDAP
DWORD LDAPAuthNMASSelecte 1
d
DWORD UsePasswordFieldfor 1
NMAS
String LDAPAuthNMASSequenc Enhanced Smart Card
e
DWORD DoNotShutdownNSL 1
HKEY LOCAL MACHINE\ DWORD TryRegCredInOffline 1
SOFTWARE\Protocom\S
ecurelLogin
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8.8

8.8.1

8.8.2

SecureLogin in Kiosk Mode

In Active Directory mode, by default SecureLogin uses the workstation logged in session to login to
SecureLogin. User can also login to SecureLogin using different credentials by updating the registry
setting:

On the Windows desktop, click start > Run to display the Run dialog box.

Enter regedit, then click OK to open the Registry Editor.

Browse to the HKEY LOCAL MACHINE\SOFTWARE\Protocom\SecureLogin\NSLADAuth.

Create DWORD NSLADAuth and set the value of NSLADAuth to 1.

Exit the Registry Editor.

Log out from the workstation and log in again.

~N o oA WN P

Launch the Novell SecureLogin.

This feature can be effectively used for desktop sharing using DAS. To enable smart card with DAS
you have to use on-cardmon and card-insert elements. For more information on these new
attributes, see “on-cardmon” on page 186 in Administering Desktop Automation Services.

NOTE: This feature is not supported with SecureLogin installed in ADAM mode

Kiosk Mode using Smart Card

The changes in smart card and Desktop Automation Services allows switching of users using smart
card in Active Directory mode.
1 Log in to the workstation where you want to launch the Novell SecureLogin.
2 Insert the smart card and Launch SecureLogin.
The NSL PinPrompt dialog box is displayed prompting you to enter a valid PIN.
3 Enter the valid PIN.

The Novell SecureLogin is launched successfully for the smart card user.

Kiosk Mode without using Smart Card

If smartcard is invalid or not present, then you can login to SecureLogin with different credential.

1 Log in to the workstation and launch the Novell SecureLogin.
2 The NSL Login dialog box is displayed prompting you to enter a valid username and password.
3 Enter the valid credentials

The Novell SecureLogin is launched successfully.

NOTE: If the Active Directory user password is expired, user has to change the password through
the Windows settings before logging in to Novel SecureLogin. In this case, SecureLogin will not
prompt the user to change an expired password.
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8.9 Enable Pin Caching for Smart Card

To enable pin caching for smart card, update the registry settings:

1 Browse to HKEY LOCAL MACHINE\Software\Protocom\SecureLogin.
2 Create a new DWORD value EnableSmartCardPinCache.

3 Set this value to 1.

8.10 Changing Smart Card Login Password on Expiry

In eDirectory mode when the user logs in using NESCM (Novell Enhanced Smart Card Method) and
the user password is expired, SecureLogin detects the expired password and changes automatically
on behalf of the logged in user. To enable this, update the registry settings:

1 Browse to HKEY LOCAL_MACHINE\Software\Protocom\SecureLogin.

2 Create a new DWORD value ChangePasswordOnExpiry.

3 Set this value to 1.

NOTE: This feature is supported only with SecureLogin installed in eDirectory Novell Client mode
without selecting Novell SecretStore Client.

The ChangePasswordOnExpiry feature does not work with complex eDirectory password policy
settings in SecureLogin.
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9.1

Enabling Terminal Emulator
Applications

This sections provides information on enabling single sign-on for terminal emulator applications,
single sign-on support for MEDITECH applications, and the application that are exluded for single
sign-on.

It consists of the following sections:

¢ Section 9.1, “Enabling Applications for Single Sign-On,” on page 99

¢ Section 9.2, “Enabling Terminal Emulator Applications,” on page 100

¢ Section 9.3, “Support for the MEDITECH Predefined Application,” on page 109
¢ Section 9.4, “Applications Excluded for Single Sign-On,” on page 109

For detailed explanation on enabling single sign-on for Windows, Web, and Java applications, refer
the Novell SecureLogin Application Definition Wizard Administration Guide .

Enabling Applications for Single Sign-On

Novell SecureLogin has the following features:

¢ Predefined applications for single sign-on to access a wide range of commercially available
applications.

¢ The ability to detect applications for which a predefined application exists. For example, if
SecureLogin detects a SAP login dialog box, then SecureLogin prompts the user with an option
to allow SecureLogin to automatically enable the application for single sign-on.

Predefined applications for commonly used applications are provided with the SecureLogin
application, and with each new version, more are developed and made available to the Novell
customers.

¢ Wizards and application definitions to facilitate single sign-on to almost any new or proprietary
application if a predefined application is not available. This helps you or Novell Support to build
an application definition for almost any proprietary application or upgrade.

¢ Support for single sign-on-enabling of most standard terminal emulator applications.

¢ Additional single sign-on tools, such as the Window Finder and LoginWatch, which help you
enable even the most difficult applications for single sign-on.

NOTE: You can enable terminal emulators for single sign-on by using the Terminal Launcher
tool.

¢ [t stores the login information requirements for applications including:
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9.2

Table 9-1 Login Information Stored by Novell SecureLogin

Credentials, including but not limited to: + Username
* UserlD
* Login ID
+ Password
* PINs
+ Domain
+ Database names

+ Server IP address

Responses to dialog boxes, messages and * Login

windows events, for example: .
+ Incorrect credentials

+ Password expiry and reset

* Error messages, including non-compliance to
password rules

+ Account locked

+ Database locked

Before SecureLogin can enable an application for single sign-on for a particular user, it must learn the
user’s application credentials so that SecureLogin can encrypt and store them for future logins, unless
it is used in conjunction with Identity Management solutions such as Novell Identity Manager.

When a user starts an application for the first time after the application was enabled for single sign-
on, SecureLogin prompts the user for application credentials, and then encrypts and stores them in
the directory against the user object. The credentials are passed automatically to the application for
subsequent logins.

Automated single sign-on is achieved by using proprietary application definitions. Application
definitions are managed in directory environments through SecureLogin management utilities,
including the Administrative Management utility, iManager plug-in, and Active Directory MMC
plug-in. Locally and in standalone deployments, application definitions are managed in the Novell
SecureLogin Client Utility or distributed by using the advanced offline signed and encrypted
method.

You can create application definitions with the Novell SecureLogin application definition wizard.
Single sign-on enabled application definitions may also be created, modified or deleted in the
Applications pane of the management utilities. Regardless of the origin of the application definition,
when an application is enabled single sign-on for, it is added to and maintained in the Applications
Properties Table.

Enabling Terminal Emulator Applications

You can configure terminal emulators for single sign-on in the application definition editor in the
Administrative Management utility, in the Novell SecureLogin Client Utility, and the Terminal
Launcher tool.

To enable a terminal emulator for single sign-on, you must run t1launch. exe, which y