Configuring HP OpenView Service Desk

Configuration of HP OpenView Service Desk is accomplished through the
Service Desk Client. Before modifying the configuration of HP Service Desk to
communicate to the FTP Server, have the following information available:

Name: IP address of your FTP Server

Username/Password: any user set in the FTP Server

Target Folder: recommend entering "./". This places your FTP directory to
the current FTP directory.

Uncheck Use Passive FTP

Check Save attachment in background

NOTE: For more information, see the Post Installation Tasks section of
the HP OpenView Service Desk Installation Guide for detailed
configuration steps.

To set Attachment Settings:

1.

2.
3.
4

5.
6.

Start the HP Service Desk Client.

Click Tools > System.

Click System Panel in the navigator pane on the left.
Double-click Attachment Settings. Enter:

= Name — IP address of your FTP Server

= Username/Password — any user set in the FTP Server

= Target Folder — recommend entering "./". This places your FTP
directory to the current FTP directory.

= Uncheck Use Passive FTP
= Check Save attachment in background

NOTE: For more information, see the Post-Installation Tasks section of
the HP OpenView Service Desk Installation Guide for detailed
configuration steps.

Click Test Connection.
Click Apply and then OK.
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Enabling Service Desk to Sentinel (bi-directional) Interface

This option allows HP OVO OpenView Service Desk to notify Sentinel whenever
the Status of an Incident (that originated from Sentinel) has been changed by a
Service Desk user. This allows you to provide the ability to track the current state
of each Incident that has been previously sent to HP OVO OpenView Service
Desk.

To have enable this feature, you must install a HP OVO OpenView Service Agent
must be installed on the same machine where as Sentinel (das_cmd.bat) is
installed. This allows HP Service Desk to execute Sentinel's das_cmd utility.

To enable bi-directional interface:

Start the Service Desk Client.

Bring up the Administrator’s Console by selecting the Tools > System.
Click Business Logic in the navigator pane on the left.

Double-click Database Rules.

Double-click Incident. The Database Rules list window will appear.
Right-click in the Database Rules pane > New Database Rule.
Highlight When incident is modified and click Next.

wihen incident iz created or modified
‘when incident iz created

No ak~owdhRE

“wihen incident 1z modified
When incident iz deleted

8. Click Condition... button.
9. Click Add Criterion... button.

10. Click Quick Find button, select Status and select is anything in the
operator field.

Criterion il
Field Dperator = Vallie " Field
¥ Evaluate this rule wher this field has b uick Find d
[
Criterion |
Field Operator = Walue € Field
I LI |Status g"is anything j I
¥ Evaluate thiz rule wher this field has been changed
[

Click OK and Click OK again.
11. Click Add. Select Command Exec Action.
|

Fiodify, | Femove

Command Exec Action
Update Data
Data update From External System

Send e-mail message
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12. Add a new “Command Exec Action” such that the “das_cmd.bat” script
is executed on the Sentinel Server whenever the rule is evaluated.

When configuring the action, be sure to specify the name (or IP address) of
your Sentinel Server (machine where das_cmd.bat is located) as the “Host”.
Also be sure to specify the full path of the “das_cmd.bat” file on the Sentinel
Server in the “Command Line”, such as:

c:\progra~1\esecur~1\sentinel\bin\das_cmd.bat

NOTE: You must use the DOS 8.3 naming convention to specify
directory names with spaces. For example, use “progra~1" instead of
“Program Files”.

And finally, be sure to specify the action “Parameters” as:

Updatelncident servicedesk esecadm [Source I1D]
[ID] "[Status]"

Command Exec Action 5'

M arne: INDtif_l,l e-5ecLrty Sentingl

Drescription:
M atify e-Security Sentinel of a change in Incident Statuz, ;I

—Huost

T hiz command will be executed on the fallowing host:

|<IF' of Sentinel Server [where daz_cmd.bat isf

[ Blocked

Command line: Il::"xprl:ugra”1 hesecur™1zentinelbintdas_crnd.bat
Parameters

IJpdatelncident servicedesk esecadm [Source ID] [ID] "[Status]" ﬂ

=
Inzert at cursor pozsition: Field - |

ak, | Canicel |

Give the new Database Rule any name you want with a description. Click OK
and then click Next.
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13. In the Category field, select Integration and specify a name for this rule.
Do not select Block this rule.

Specify a name for thiz mile:

INDtif_'.-' e-Securty Sentinel of Inzident Statuz Change

Categony Integration LI

™ Block this e D'ata Update

"'hen incident is mo

where Statug [*] iz an [n}
Hatify -5 ecurity Sentinel [Caommand ERec Action] . Matify &

Click Finish.

14. Upon completion of the new Database Rule, a new rule should be listed
in the Database Rule list.

B4 Administrator Console

| Eile Edit Yiew Tocls Help

BRIk

b4 | Database Rule (System) - | + 4

hp Openyiew service desk =

-0 Analyzed Data

-] Business Logic

-] Actions

4 Application

B~ Database Rules

41 Change

"3 Configuration [tem

[ Incident

B Maintenance contrac

= [Organization

--E=] Perzon

-2 Problem

Froject

Service

& Service cal

-4 & Service Level Ageen
2] wiork arder

Workgioup

35 Scheduled Tasks

- [ia] Ul Rules

- EF Data

[#-f1 Presentation
£ Security

@ System Panel =
Il — | _>I_I

|1 Itern(z)
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HP OpenView Service Desk Integration

HP OpenView Service Desk for Sentinel allows you to send events from any
screen displaying incidents and events to HP OpenView Service Desk.

HP OpenView Service Desk

Sentinel integration with HP OpenView Service Desk enables you to have
additional asset management capability. This additional asset management
capability allows:

= Send Incident(s) to HP Service Desk (SD)
s Attach Event(s) to a HP SD Incident
s Attach Vulnerability Information to a HP SD Incident
o Attach Advisor Information to a HP SD Incident
s Query and Populate Configuration Item (Asset) information in Sentinel
Control Console
= Update SD Incident Status from Sentinel Control Console
= Update Sentinel’s Incident Status from HP SD

Sentinel Incident information sent to HP OpenView Service Desk includes:

= Sentinel Incident ID = Events (attachment)

= State = Vulnerability Information

= Title (attachment)

= Annotations/History = Advisor Information (attachment)

When sending or receiving information from HP OpenView Service Desk, there
is an automatic state, status mapping, and conversion that takes place.

The Sentinel State to Service Desk Status mapping and conversion is as follows:

Sentinel State Service Desk Status
Open Registered
Acknowledged Waiting

Assigned Informed
Investigating In Progress

False Positive Closed

Verified Completed
Approved In Progress

Closed Closed

The Service Desk Status to Sentinel State mapping and conversion is as follows:

Service Desk Status Sentinel State
Registered Open

In Progress Investigating
Waiting Acknowledged
Completed Verified
Informed Assigned
Closed Closed
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Sending Incidents to HP OpenView Service Desk

How to send an Incident to HP OpenView Service Desk

1. Click Incidents tab.

2. Inthe navigator pane, expand the Incident Views folder and high light
Incident View Manager.

NOTE: If you already have an incident set for another external system,
you cannot change it.

3. Expand one of the incident views and double-click on your incident.
Your incident will open.

4. Click the HP SD button.

File Actions  Opkions

| 5] | E = | o ” (83 HP 5D | Remedy |

5. The Send Incident to HP Service Desk window will appear. The Send To
Service Desk drop down menu provides a Configuration Item selection
list, populated with Configuration Items queried from HP Service Desk.

Select Cl and Workgroup for Service Desk Incident:

Configuration kem: Leave Previously Configured Cl LI

Leave Previausly Configured Cl -

o I S
Additional Information: Application: Mictosoft Office 2000 (MSOFFICE2I

Business PC: PCRAYAK P3 900 Mhz (PCEAYOC
Business PC: PCRAYAK P2 900 Mhz (PCEAYOC
Business PC: PCKAYAK P3 900 Mhz (PCKAYD
Business PC: PCHAYAK P3 900 Mhz (PCEAYDC
Business PC: PCKAYAK P2 900 Mhz (PCKAYOL =

Refresh | ok Cancel

An Autodetect option is available in the Configuration Item selection list. If
you select Autodetect, Sentinel will attempt to use the Destination IP
addresses of the Events associated with the Sentinel Incident to automatically
determine the related Service Desk CI.

6. (optional) The Send To Service Desk dialog also provides a Workgroup
selection list populated with Workgroups queried from Service Desk.

7. Click OK and the incident is forwarded to HP OpenView Service Desk.

NOTE: The Sentinel’s Incident display is updated with an External Data
tab. The External Data tab indicates the Service Desk Incident ID and the
Service Desk Configuration Item to which the new Service Desk Incident
was assigned.
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Fle Actions Options
j@a]e|%]@es |

Priority: INDnE (W] i

Vulnerabilty | Advisor ||‘IRAC | History |Attathments External Data | 4 I x

Incident ID: 105 Events | Assets
v B External Data Source: |HP Senice Desk
State: [OPEN -]
External Data ID: Jin1
Severity: ITr'rw'aI 1) o |
External Data:

Category: IWSSIGMED CONFIGURATION ITEM:
| Configuration ltem: PCEAY0DOT
Originator: esecadin Name: PCKAYAK P3 900 Mhz
IP Address: 127.0.01
Responsible: w ! Category. Business PC
Location: USA
Description: Service Level Bronze (8 x 5)
RELATED CONFIGURATIOM ITEM(S):
Mo Clinfarmation found for IP Address(es) 100.01,100.03,10005,10009
Resolution:
Seve | Canel I

HP OpenView Service Desk Client

After sending an incident to HP OpenView Service Desk, the incident will appear
in the HP OpenView Service Desk Client. In the Service Desk Client, the incident
is listed by the Extended Data ID, not the Incident ID number.

[=] hp OpenYiew service desk _ ||:||1|

File Edit Yiew Favorites Tools Actions Help |

O-2 & i X @c-7E.

‘ Advanced Find,., &l Incidents {Table)

_
|E0nf|gurat|on Item |Deadl |Descnpt|0n |Eategory | Status # I_
JHeglstered 12 item(z)
208 e-Secunty Incident 203: Reqistered
209 Secunty Incident 204: . Heglstered
195 MSOFFICE2000 e Secunty Incident 101: ... Fegistered
196 DBSQL2000 e-Security Incident 201 |... Registered
197 OSHPL=10 e-Security Incident 3071: 1. Fegistered
158 SRYHPOOS e-Securty Incident 401: 1. Fegistered
165 SRYHPOD4 CPLU bottleneck detected... Hardware Registered |-
151 OSHPLE=11001 Fioot pazsword changed ... Hardware Fegistered
— 152 PCkAYDOE Memary error: mapping: F... Hardware Fegistered
gy 153 PCkAYDOS Server down: Mo connec... Hardware Fiegistered
EMDB 155 PCkAYDDZ Server 02 booted Hardware Fegistered
SLM - |In Progress - 3 itemis) LI
[161tem(s) | =2 4

Double clicking on an incident and the detail display for that incident will appear.

Extended Source ID

= Status

= Configuration Item
= Description

» [nformation

= Workgroup

HP OpenView Service Desk Integration

Event Information (attachment)

Vulnerability Information
(attachment)

Advisor Information (attachment)
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8210 - Incident B -|E||,1|

J Eile Edit Yiew Tools Actions Help |

J [ save and Close | Main Incident template - | * | §| 1] | % E| ~ v | [z}

General |W0rk ordersl Subcantract callsl Flelationsl Time.-"Eostl Histor_l,ll

) |10
<@ Severity I ﬂ
Impact INone ﬂ
Configuration | CESGL2000
| Configuration |... = ﬁ Py ISu RO ﬂ
Mame 1: Dabasze MS SOL 2000 =
Mame 2 Deadine |23fD?£D4 17.00 LI
IP Address: i
Laocation: LI Actual Finish I LI
Azl t
Description Toworkgoup ) + |

€ 0 |m

e-Secunty Theident 201: Comelation
To person - | I
Information Mare

o]

Fiifap 07 06:21:00 EDT 2004 [ESEC_CORR] - ]
<emphys;
|
& :
Solution SEMCE;I I ﬁ
=) | sevicatevs - |[Bone@sd ®
LI Falder |
‘whorkaround Category |
;I Classification I
LI Closure code I Ll
@ @ Attachments :I
Ingideat201.. Incident-201... Incident: ;I
HP OpenView Service Desk — Bi-Directional Interface
If this option is enabled, (see Sentinel Installation Guide) Service Desk will notify
Sentinel whenever the Status of an Incident (that originated from Sentinel) has
been changed by a Service Desk user. This allows Sentinel users to track the
current state of each Incident that has been sent over to Service Desk.
If you bring up a detail display, change it and then save, the detail display will
indicate an in-progress status.
WE/210 - Incident _ =10l
File Edit Wiew Tools Actions Help |
& Save and Close | Main Incidant kemplate - | by | @l Il | & ﬁ| & v | @ .

4-4

General | “Work arders | Subcontract callsl Relations | TimeCost | Histor}ll

D

Status

L
/>S everity I j
Impact I Mone j

| Confinuation |+ | [DESOL2000 «'rc||

This update can also be seen in the HP OpénView Service Desk Client and the
Incident window in the Sentinel Console.
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|| Progress - 4 item(s]
207 DESEL2000 e-Security Incident 205: ... In Progress

DESOL2000 e-Security Incident 201: ..

In Progress

201 e-Security Incident 707: 1... In Progress

MoteEs | Al Trail:

FO04.06 30 F13.11:08 EDT (esecadrm) - Lipdate received from HF -
Sarice Desk Serice Desk Incident 207 Stale satba: In Progress
Serdinal Siata changed o Invesbgading.

Manually Reconfiguring the HP OpenView Service Desk
Interface Settings

During the initial installation of the 3rd Party HP OpenView Service Desk
Interface, the Service Desk settings are stored in the das_query.xml file. Use the
information in this section of the documentation if you need to modify these
settings after installation.

HP OpenView Service Desk Settings

HP OpenView Service Desk settings are stored in the das_query.xml file under
the HpServiceDeskService component as follows:

= server: Set to the Service Desk Server hostname/ip address.

= username: Set to the Service Desk Server username.

= password: Set to the encrypted Service Desk Server password using the
utility described in the section Resetting the HP OpenView Passwords.

= attachment_path: Automatically set to the "attach" 3rd party directory.

= ftp_server: Set to the FTP Server hostname/ip address (that Service Desk
will use for attachments).

= ftp_username: Set to the FTP username (that Service Desk will use for
attachments).

= ftp_password: Set to the encrypted FTP user's password (that Service Desk
will use for attachments) using the utility described in the section Resetting
the HP OpenView Passwords.

= ftp_user_home: Set to the full directory path of the FTP user.

= attachment.events: Set to "yes" to indicate that the Events attachment will
be used.

= attachment.events.filename: The file name used for Event attachment files.

= attachment.vuln - Set to "yes" to indicate that the Vulnerability attachment
will be used.

= attachment.vuln.filename: The file name used for Vulnerability attachment
files.

= attachment.adv.attack: Set to "yes" to indicate that the Advisor Attack
attachment will be used.

= attachment.adv.attack.filename: The file name used for Advisor Attack
attachment files.

Resetting the HP OpenView Passwords

The HP OpenView passwords are stored in an encrypted format in the
das_query.xml file. Therefore, if you need to reset the passwords stored in this
file, you must use the utility described below.
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To reset the HP OpenView Service Desk interface settings:
1. cd %ESEC_HOME%/sentinel/bin/
2. Enter:

extconfig -n das_query.xml [-s sd_password] [-
T sd_ftp_password]

» -sisthe HP OpenView Service Desk server password

= -fisthe FTP server password (for FTP server that Service Desk will
use for attachments)
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HP OpenView Service DesK............ccuuve.... 3-4
HP - Service DeSK........ccoceeviiiieeeiiiieeenns 4-1
HP OpenView Service Desk.............. 3-1,4-1

configuring to FTP Server ..........cccccccoeenee 3-3

installation ........c.cccooeviiiiiiee e 3-2

sending an Incident (V5.0) .......ccceevvveennnee. 4-2

to set attachment settings ..........ccccccvveennnee. 3-3
HP SD o 4-1
HP Service DeSK........ccocvvveveeeeeerinnnnn. 3-1, 4-1

configuring to FTP Server ..........cccccceeve 3-3

installation ..o 3-2

sending an Incident (vV5.0) ........ooocciiieeeennnn. 4-2

to set attachment settings ..........cccocvveennee. 3-3
HP-OpenView Operations.............c.ceeueee 4-1
HP-OVO ... 4-1

installation

HP OpenView Service Desk..........cccccoeuee 3-2
Sentinel ......cceviiiiieei 1-8
installing Sentinel ...........coccciiiniiiiee. 1-8
Remedy ... 11
Remedy Help Desk ........cccceeeieeiiiiiinnnee. 2-1
changing the case form ..............cccecvvveeeennn. 1-1
creating the web service...........ccooouiieeeenn. 1-2
data flow .......cceveiiiiiii e 1-5
data flow - input mapping .........ccccceeevnnneen. 1-7
data flow - output mapping ........cccceeeeeuveeen. 1-7
Incident Setup (v5.0.1 and later) ................ 2-1
installing Sentinel...........cocovevviiiiiiie e, 1-8
opCreate - iNPUL......ccuveveeeeiiiiiieieee e, 1-4
opCreate - OULPUL.......coeeeveieieieieeeeeee e 1-3
OPSet - INPUL ..o 1-5
sending an Incident to Remedy Help Desk
(v5.0.1 and later)......ccoceeeeeeeeiiiiieeeeen 2-1

Index - i



