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Figure 14-27: Reports Panel

Click Connect. The Login to Crystal Server window displays. Specify the Server
Name, User Name and Password in their respective fields.

NOTE: In a default Crystal installation, the User Name is “Administrator” and
the password is blank.

Click Login
All the report folders will be available as a dropdown. Select the folder to view all
corresponding reports.

gy Reports

Folder: | | | SentinglReports :! Connect |

i -entinelReparts

| Advisor_Wulnerability
| Dashboards

| Incident Management
| Internal Events

| Security Events

| Top 10

- e

4 | ]
Figure 14-28: Sentinel Reports

Select a report, drag and drop the report in the Solution Pack frame. The report
can now be exported using the Save option in the File menu.

NOTE: Only reports from the SentinelReports folder and its subfolders are
available. The folder hierarchy is preserved when the reports are added to a target
Sentinel system. (Reports must be in the SentinelReports folder to be viewed on
the Analysis tab of the Sentinel Control Center.

To add a report from the local file system:

1.

Log into Solution Designer (in connected or offline mode) on the machine where
the . rpt files reside.

Open or create a Solution Pack.
Click Report panel in the Content Palette. The Report Panel will expand.
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Figure 14-29: Reports Panel

4. Select a control in the Content tree. Select a Local Report File... in Content
Palette and click Add Selected Content button on the top left corner.

5. The Add From Local Report File window displays. Browse to the location on
your local drive where the report is located.

x|

Select Local Report File

Browse

File Description
Report Marme:
Description:

Relative Path:

Figure 14-30: Add From Local Report File window
6. Select the file and click Open. The file description is displayed.
7. Click OK.

Placeholders

If the user is working in offline mode or is not ready to associate content with a control, an
empty placeholder can be used instead.

To add a placeholder:
1. Click a button in the Content Palette to open the panel for the type of placeholder
you want to add: Correlation, Event Enrichment, iTRAC workflow or Report.

2. Drag and drop the placeholder to the appropriate Control in the Solution Pack
frame.

3. Rename if desired.

To replace a placeholder with content:

1. Click a button in the Content Palette to open the panel for the type of placeholder
you want to replace: Correlation, Event Enrichment, iTRAC workflow or Report.

2. Drag and drop the appropriate Content Group from the Content Palette to the
placeholder in the Solution Pack frame.

File Attachments

You can attach a file or files to any node in the hierarchy, and they will be included in the
Solution Pack. These files can include anything useful for a user who must deploy the
Solution Kit, such as a PDF view of a report, sample map data for event enrichment, or a
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script for an Execute Command Correlation Action. These files can be added, deleted,
viewed, renamed, or saved to the local machine.

Add
File

@

Add an attachment to a node. The system prompts for
another file if you attempt to add one that is already
attached.

Select a node. Click Add a new attachment icon in the
Attachments panel. Locate the file, provide a
description, and save.

View

View an attachment.

Select a node and then select the attachment in the
Attachment panel. Right-click and select View File. The
file displays in the associated application.

N/A Rename

Rename an attachment.

Select a node and then select the attachment in the
Attachment panel. Right-click and select Rename.
Specify the new name and click OK.

Delete

Delete an attachment.

Select a node and then select the attachment in the
Attachment panel. Right-click and select Delete. Click
OK to delete.

Save
=

Save a copy of the attachment to the local system.

Select a node and then select the attachment in the
Attachment panel. Right-click and select Save As.
Select a file location and click Save.

Table 14-6: File Attachment

Documenting a Solution Pack

Implementation Steps

Add the steps required to implement the content in the target Sentinel system to the
Implementation tab of the Documentation frame. The steps might include instructions for
the following types of implementation actions:

= Populating a - csv file that is used by the mapping service for event enrichment.

= Scheduling automatic report execution in the Crystal Server.

= Enabling auditing on source devices.

= Copying an attached script for an Execute Command Correlation Action to the
appropriate location on the correlation engine(s).

After the content implementation, the content should be tested to verify that it is working
as expected. Testing might require steps such as the following:

Testing Steps

Add the steps required to test the content in the target Sentinel system to the Testing tab of
the Documentation frame. The steps can include instructions for the following types of

testing activities:
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= Run areport and verify that data is returned.
=  Generate a failed login in a critical server and verify that a correlated event is created

and assigned to an iTRAC workflow.

Editing a Solution Pack

A saved Solution Pack can be edited using Solution Designer. For information about
deploying the changes into an existing system, see “Deploying an Edited Solution Pack.”

When an existing Solution Pack is saved, the user has several options:

= Save: Saves an updated version of the original Solution Pack. If the Solution Pack is
re-imported into a Sentinel system, it replaces the old version.

= Save As: Saves a renamed version of the original Solution Pack. If the Solution Pack
is re-imported into a Sentinel system, it replaces the old version.

= Save As New: Saves a Solution Pack with a new unique identifier. If the Solution
Pack is imported into a Sentinel system, it does not impact any previously imported
Solution Packs.

To edit a Solution Pack:

1. In Windows, use the Sentinel Solution Designer shortcut on the desktop, or start
Solution Designer by executing one of the following commands:

solution_designer.bat (in %ESEC_HOME%\bin on
Windows)

solution_designer.sh (in $ESEC_HOME/bin on
Solaris/Linux)

The Sentinel Solution Designer login window displays.

2. Provide your login credentials. Check Work Offline checkbox if desired, then
click Login. The Solution Designer displays.

N Solution Designer Q@E

File  Tools

i Content Palstte g 7 i Solution Pack i Documentation

® 2 sync all Content Description | % @

I
W Correlation Hame External ID:
= @ PCI Solution Pack
- g Requirsment 1: Install and maintain & firswall configuration to prote. ..
Show contents of sub-Folders - Redquirement 2:Do not use vendar-supplied defaults For system pas...
- @l Requirement 4: Encrypt transmission of cardholder data across ope. .,
+ I Requirement &: Develop and maintain security syskems and applicat...
- i@l Requirement 7: Restrict access to cardhalder data by business nee. ..

Falder:| Correlation Rules v

- i@l Requirement 8: Assign a unique I0 to each person with computer a. ..
- g Requirementt 10: Track and monitor all access to network resaurces ...
i fig Requirement 12; Maintain a policy that addresses information securi. .

/" Evenk Enrichment

%, TRAC

4l Reporting Attachments

Hame Description
i Content Description g B x
A placeholder for a correlation deployment.

[ ]

Figure 14-31: Solution Designer window

3. Toedit a Solution Pack, click File > Open. Browse and select the existing
Solution Pack zip file. Click Open.
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To update the Solution Pack with modified content from the source Sentinel
system, drag and drop the content from the Content Palette to the appropriate
Control.

Add or delete Controls as necessary.
Click File > Save, Save As, or Save As New.

If you selected Save or Save As and some of the content is out of sync, you will be
prompted to synchronize.

Out of Sync Content

If the content in the source system is modified, the content in the source system and the
content in the original Solution Pack can be out of sync.

You can drag and drop the content from the Content Palette onto the control.

For simple content with no dependencies, the modified content is immediately
updated. For example, a report has no dependencies.

For content with dependencies, the dependencies are checked and updates are made
when you click Sync All Content or when you save the Solution Pack.

Deploying an Edited Solution Pack

When a Solution Pack is modified and saved using the Save or Save As options in
Solution Designer, it is considered a new version of the original Solution Pack. When it is
imported, it replaces any older versions of the original Solution Pack. There is no
immediate impact on any installed content in the target Sentinel system.

After the Solution Pack is installed, its behavior varies depending on the status of the
original Solution Pack’s content.

If the content from the original Solution Pack was not installed yet, the content is
simply replaced. When a user installs content, the new content is installed to the target
Sentinel system.

If the content from the original Solution Pack was installed (Not Implemented),
Implemented, or Tested, the original content is compared to the new content.

= If the content version is the same, the original content is still valid and no
action is necessary.

o If the content version is different, the content status is set to Out of Sync.
The user must decide how to resolve the synchronization issue. For more
information, see “Out of Sync.”

If the content didn’t exist in the original Solution Pack, it is displayed in Solution
Manager as not installed. You can install, implement, and test the new content.
If the content existed in the original Solution Pack but has been deleted from the
modified Solution Pack, it does not appear in the Solution Manager.

NOTE: The Solution Manager only handles differences in the contents of
Solution Packs. It does not recognize manual content changes that are performed
after content is installed.
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Sentinel comes with “out-of-the-box™ process templates that use the SANS Institute’s
guidelines for incident handling. Users can start with these pre-defined processes and
configure specific activities to reflect their organization’s best practices. iTRAC processes
can be automatically triggered from incident creation or correlation rules or manually
engaged by an authorized security or audit professional. iTRAC keeps an audit trail of all
actions to support compliance reporting and historical analysis.

Process Monitor

Worklist Handler

Figure A-16: Process Template

A worklist provides the user with all tasks that have been assigned to the user and a
process monitor provides real-time visibility into process status during a resolution
process lifecycle.

iTRAC’s activity framework enables users to customize automated or manual tasks for
specific incident-resolution processes. The iTRAC process templates can be configured
using the activity framework to match the template with an organization’s best practices.
Activities are executed directly from the Sentinel Control Center.

iTRAC’s automation framework works using two key components:

Activity container

It automates the activities execution for the specified set of steps based on input rules
Workflow container

It automates the workflow execution based on activities through a work-list.

The input rules are based on the XPDL (XML Processing Description Language) standard
and provide a formal model for expressing executable processes in a business enterprise.
This standards-based approach to the implementation of business-specific rules and rule
sets ensures future-proofing of process definitions for customers.

The iTRAC system uses three Sentinel 6 objects that can be defined outside the iTRAC
framework:
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