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Excelerator

IMPORTANT:

The following sections outline known issues and other tips for working with
the Excelerator 2.2 product.

Known Issues

Administration through a Forward Proxy Service with NTLM
Authentication Enabled Is Not Supported

For more information, see “Browsers Can’'t Administer through a Forward
Proxy Servicethat Uses NTLM Authentication” on page 24.

FTP Total Failures Field Doesn’t Include Connection Failures

In the browser-based tool > Monitoring > FTP > FTP Accessed Through FTP
Proxy > Total Number of Failures, thetotal shown does not include
connection establishment failures. These are, however, shown in the Total
Number of Connection Failuresfield.

Removing or Deactivating Filtering Disables Internet Access

If you areusing an X-Stop or N2H2 filtering service on acachedeviceand you
have set a Block Unrated rule, you must change the rule before disabling or
uninstalling the filtering service. Otherwise, all Internet access through the
deviceis disabled.

If you disable or uninstall a service before changing the Block Unrated rule,
you must reimage the cache device to re-establish Internet access.
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Authentication Bypass Not Working for NTLM Basic Profiles

When assigning authentication profilesto aproxy service, you havetheoption
of specifying that authentication will be required only when users attempt to
access pages that are covered by an access control policy. For more
information, see Add Authentication Profiles Dialog Box > Authenticate Only
When a User Attempts to Access a Restricted Page.

Thisfeatureis not working for Basic profiles in the Excelerator 2.2 release.

In other words, if you assign a Basic profile to a service, users accessing the
service will be required to authenticate whether they are accessing pages
covered by access control policies or not.

Changing Reverse Accelerator DNS Name Requires Manually
Changing the Cookie Domain

If you create a Reverse accel erator service on acache device, and later change
the DN'S name associ ated with the service, the Cookie Domain settings are not
automatically updated.

You must access the service, click the Authentication Options button, and
manually change the cookie domain settings to match the DNS name change.

Excelerator Doesn’t Authenticate to Hierarchical Parents or Peers

Caveats

The Excelerator cache device cannot authenticate with other cache devices
that are defined asits hierarchical parents or peers.

Browsers can authenticate directly to a device that has authentication enabled
for aservice and is also amember of ahierarchy, but if the hierarchical parent
or peer of the device requires authentication, the browser request will fail.

256 MB RAM Required for Excelerator 2.2

The appliance running Excelerator 2.2 must have at least 256 MB RAM. If
you are unsure whether your appliance meets this requirement, check with
your appliance vendor.
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If appliance-based content filtering is employed, we recommend at least 512
MB RAM for most installations. However, filtering is supported on low-
memory cache devices. For moreinformation, see Configuring RAM Usage
onalL ow-Memory Cache DeviceintheVoleraExcelerator 2.2 Administration
Guide.

Annotator-Created Rules Aren’t Automatically Saved

Access control settings and service-based rewriter rules created with the
Annotator are not saved to the system until you do both of the following

¢ Click Apply in the Annotator dialog box.
+ Click Apply in the main browser-based tool.

If the system shuts down for any reason before Annotator-created changes are
applied, the changes are lost.

Appliance Fails to Restart Completely

The appliancewill not restart completely when all of the following conditions
exist in combination with each other:

+ The ethO network adapter is connected to the network

+ The P address assigned to the ethO network adapter has been changed as
follows:

+ |t has been set to use avalid | P address.
Or

+ After being set to adifferent IP address, it has been reconfigured to
use a 10-net address again.

+ No other network adapters have IP addresses set and these adapters are
not connected to the network

+ Factory settings have been restored from the browser-based management
tool or the command line

To get around this problem, do the following:
1 Disconnect ethO from the network.
2 Manually restart the appliance.
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3 After the appliance restarts and you hear the startup beep sequence,
reconnect ethO to the network.

Certificate Pasting Hints

Some certificate maintenance tasks require copying text from ASCII editors
or e-mail messages and pasting the text to fields within the browser-based
management tool. For example, see the Administration Guide >
Authentication Services > Managing Appliance Certificates > Obtaining a
Certificate from an External CA > Storing the Certificate.

If the paste operation does not work in your browser, you must download and
install the Microsoft virtual machine on your workstation. To obtain this
component, search for Microsoft VM on the Microsoft Web site (http://www.
mi crosoft.com/downl oads/search.asp?).

Clearing All Appliance IP Addresses Is Not Allowed

You cannot clear the | P addresses for all appliance network cards at the same
time. The EthO card is automatically reset to 10.1.1.1 to prevent accidently
disabling configuration access to the appliance.

To clear the 10-net | P address for the EthO card, ensure that at |east one other
network card is configured with an | P address. You can then clear all of EthO's
IP addresses.

If you subsequently attempt to clear the addresses for the other appliance
cards, the system will automatically set EthO to 10.1.1.1 again.

Command Line Parser Does Not Handle the Question Mark (?) or
Equal Sign (=) in URLs
When presented with a URL that contains asingle question mark (?), asingle
equal sign (=), or aquestion mark immediately followed by an equal sign (?=),

the command line parser attemptsto access ahelp file or assign avariable
value.

If you need to configure the appliance with URLSs that contain these
characters, use the Browser-based tool rather than the command line.

NOTE: The command line parser correctly handles URLSs containing an equal sign
immediately followed by a question mark (=7?).
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Cross-Over Cables and Windows 2000

Windows 2000 requires modification of itsregistry to work with a cross-over
cable.

Therefore, to initialize an appliance from a Windows 2000 workstation, you
must complete the instructions found at the Microsoft support Web site (http:/
/support.microsoft.com/support/kb/articles/ Q239/9/24.ASP).

Duplex Settings Not Always Detected Correctly

Some network adapter drivers do not detect duplex settings correctly. Thisis
ageneral, industry problem with Fast Ethernet technol ogy.

If your applianceisn't performing as expected, check to ensure that the duplex
settings for its network adapters match your network configuration. It might
be necessary to manually configure the duplex settings on both your appliance
and your Ethernet switch or hub.

Filtering Service Shows Pending after Service Download Completes

If the appliance experiences a shutdown during afilter service download, the
system might incorrectly report that the service download is pending even
though it is actually complete.

If this happens, you must delete thefiltering service and createit again for the
system to report status correctly.

Hot-Swapping Is Not Supported by Some Hardware

IMPORTANT: Check with your appliance vendor before attempting to hot swap
drives on your appliance.

Some appliances do not interface properly with the hardware fault tolerance
capabilitiesin Excelerator 2.x.

Swapping hard drives on these boxes causes system problemsthat can only be
resolved by reimaging the appliance.
If Installation Halts, Reimaging Is Required

If the installation process halts for any reason, you will need to reimage your
appliance. Make sure to follow these steps:

Excelerator 13



1 Removetheinstallation CD.
2 Turn the appliance's power switch off then on.
3 Re-insert the CD and start again.
If the installation problems persist, check the VVolera.com Support Web site

(http:/lwww.volera.com/support) for hardware certification information
pertinent to the hardware you are using.

Initial Startup and Temporary Sluggishness

Appliances with more than one disk drive execute mirroring and cloning
processes when the system starts the first time. These one-time processes are
required for system fault tolerance and must run to completion.

While the processes are running, the console and the browser-based
management tool might seem sluggish for as long as a couple of minutes.

Cache performance is also somewhat affected by the processes.

IMPORTANT: Do not restart the appliance. This only causes the mirroring and

cloning processes to restart and delays the arrival of normal system response
times.

IP Address/Port Combinations Must Be Unique

Version 2.x does not allow services to share | P address/port combinations.

For example WPAD, Web accelerators, and transparent proxy services all
normally listen on port 80. They cannot, therefore be configured to use the
same | P address unless non-default ports are used to make the address/port
combination unique for each service.

To restate, you must ensure that the 1P addresses/port combinations used for
one services are not used by another service.

Leading Zeros in Web Server Accelerator Addresses

10.100.0.010), the server will not be recognized once the setting has been
applied. You must change the addresstoiiii.iii.iii.ii (e.g., 10.100.0.10) without
the leading zero and then apply the setting for the server to be recognized.
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Network Time Protocol Servers

For efficient time synchronization, you should choose NTP time servers that
are geographically close to the cache devices using them.

For alist of time servers, see Public NTP Secondary (stratum 2) Time Servers
(http://www.eecis.udel .edu/~mills/ntp/clock2.htm).

For more information on NTP, see Public NTP Time Servers (http://
www.eecis.udel .edu/~mills/ntp/servers.htm).

No Site Downloads from SSL (HTTPS) Sites

Version 2.x does not allow scheduling site downloads of SSL sites from the
command line or through the Cache > Download tab.

Rewriter Configurations Must Be Deleted

When areverse proxy serviceisdeleted, any rewriter configurationsthat were
created in conjunction with the service are retained in an inactive state by the
system. If you create another reverse proxy service with the same name, the
previously configured rewriter services are reactivated.

To prevent this from happening, you must delete the rewriter rules before
deleting the reverse proxy service.

Some HTML Chat Types Don’t Work

Some types of HTML chat do not work through proxy servers.

Thisis ageneral issue unrelated to Excelerator.

Transparent Proxy and NAT Can't Coexist on the Same Network Card

If your network uses non-unique, private | P addresses and you need to use the
appliance's network address tranglation (NAT) feature on one or more of its
network cards, be aware that transparent proxy services will not work on |P
addresses assigned to those cards with NAT enabled.
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Viewing Appliance Configuration (.NAS) Files

The option for viewing appliance configuration files available in System >
Import/Export requires that the configuration files are displayed in a separate
browser window.

For the view option to function, you must ensure that the .NAS file extension
isnot associated with an application on the configuration workstation, such as
Notepad or Wordpad.

If a.NASfile extension association exists on your Windows 9x workstation,
you must remove it before the view function will work correctly.

WPAD Problems

If WPAD is not working as expected, you have probably configured an |P
address/port conflict with another service.

Check to ensure that the appliance | P addresses enabled for forward proxy
services are not aso enabled for Web server acceleration services or
transparent proxy services.

For more information, see “1P Address/Port Combinations Must Be Unique”
on page 14.

Third Party Issues

WebTrends Error Code Support

WebTrends does not currently support rs_status error codes. For WebTrends
to process the errors, change the rs_status codes to cs_status codes.

WebTrends Enterprise Edition 5.5b and Firewall Suite 5.5¢ Log

Parser

Due to issues with the log parser, double quotation marks (") appear as
invalid datain WebTrends Enterprise Edition 5.5b and Firewall Suite 5.5c.
Thisissue will be resolved with WebTrends Enterprise Edition 5.5¢c and
Firewall Suite 5.5d.
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Streaming Services

The following sections explain known issues and tips for working with
Excelerator streaming services.

IMPORTANT: Excelerator and the Media Excelerator add-on products are tightly
integrated. If you purchased Media Excelerator for Windows Media and/or Media
Excelerator for RealProxy to run on an earlier version of Excelerator, and you are
upgrading Excelerator, you must also upgrade the Media Excelerator products you
are using.

Known Issues

There are no known issues for basic Media Excelerator (Apple QuickTime)
services.

For information on issues specific to the Media Excelerator add-on products,
see Volera Media Excelerator for Windows Media 1.2 Release Notes and
VoleraMedia Excelerator 1.2 for Real System Proxy 8 Startup Guide.

Caveats

Authentication Support Limitations

If you have enabled an authentication profile (other than a basic profile) on a
service that is handling HTTP-tunneled MM S or QuickTime object requests,
the object requests will fail.

Excelerator handles HTTP-tunnel ed objects using the same system
parameters asit uses for HT TP objects. Therefore, the authentication method
specified for the HTTP service will also be used for HTTP-tunneled requests.
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However, media players support only basic authentication. Therefore, if a
non-basic authentication profile is specified for the service, requests for
HTTP-tunneled objects will fail.

Port Considerations

The browser-based management tool allows multiple streaming services of
the same type on the same port.

For Apple QuickTime RTSP and Windows Media services, you should ensure
that each streaming serviceis set to use a unique port.

In contrast, for Real Media services, you should ensure that all Real Proxy
services use the same port and that this port is not used by any other non-
Real Proxy service.

For example, if an Apple QuickTime RTSP streaming serviceis set to use port
554, then al Real services must be configured to use a port other than 554,
such as 555.

QuickTime RTSP Transparent Proxy Does Not Work with Real

Streaming

The base Excelerator RTSP transparent service attempts to cache both
QuickTime and Real traffic. However, the Real content will not play.

If you have both QuickTime RTSP and Real RTSP traffic on your network,
you need to purchase the Media Excel erator for Real Proxy to handle the Real
traffic and configure the Real servicesto use aport that is not used by another
service type. For moreinformation on using portswith streaming services, see
“Port Considerations’ on page 18.

Updating Can Interrupt Streaming

Applying changes in the browser-based management tool may disrupt any
cache streams currently being accessed by network users.

You Must Match Streaming Output and Network Capacity

Excelerator 2.x's SMC parameters default settings are for unlimited network
bandwidth.
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You must set the Maximum Downstream Bandwidth parameter to match your
network. Otherwise, Excelerator can serve streaming media output that
exceeds the capacity of your network hardware, including the appliance's
network cards.

When this happens, the resulting back log can result in lost packets and other
more severe problems, including the Excelerator system crashing.

For information on this and other SMC tuning parameters, see Streaming
Management Configuration Dialog Box in the Volera Excelerator 2.2
Administration Guide.
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Authentication

The following sections explain known issues and tips for working with
Excelerator’s authentication services.

Known Issues

Browser-Based Tool Doesn’t Prompt for Authentication Profile
Selection

When you enabl e authentication for one of the proxy services, you must click
Authentication Options and select a profile.

The system will not prompt you to do this. However, when you attempt to
apply the action, authentication will be disabled.

Preventing Single Sign On to an Entire Domain

To prevent single sign on behavior from occurring between different sites on
the same domain, you need to change the cookie domain in the authentication
profile so that the domain name specified for the profile does not apply to any
other domain being accel erated.

For more information, see Add Authentication Profiles Dialog Box in the
Volera Excelerator 2.2 Administration Guide.

Websense/lnternet Explorer Issues

If Websense is integrated with Excelerator, users will experience some
unexpected authentication behavior asexplained in“ FTP Authentication Fails
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(Websense)” on page 30, and “FTP Authentication Is Bypassed (Websense)”

on page 30.

FTP Issues
If you use Internet Explorer to download afile using an ftp:// connection
through aforward proxy service that has authentication enabled, the file
extension is not included in the Save dialog box.
You can either rename the file after it is downloaded or use the following
command to work around the issue;
set forward authentication requiredonnonhttp=no
WARNING: Changing the forward authentication setting will allow non-
authenticated users to access ftp:// URLSs.

Caveats

Active Authentication Profiles Cannot Be Deleted

You can't delete an authentication profile that is currently in use. The browser-
based management tool appears to let you select and delete any profilein
Cache > Authentication > the Authentication Profiles list. But the system
prevents the deletion, and the profiles you’ ve attempted to delete reappear in
the list after you click Apply.

To delete an active profile, you must first remove it from the Service Profiles
lists of al proxy services usingit.

For example, if you want to delete a profile that is active for the appliance's
forward proxy services, you should complete the following steps:

1 Inthe browser-based management tool, click Cache > Client Accelerator
> Authentication Options.

2 Remove the profile from the Service Profileslist by selecting it and
clicking Delete.

3 If you want authentication of users accessing the service to continue,
select adifferent profile in the Existing Profileslist, then click Add.

4 Click OK > Apply.
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After you completethis processfor al proxy services using the target profile,
you can del ete the profile from the Authentication Profileslist in the Cache >
Authentication tab.

Using Authentication Profile Pairs for Different Accelerators
Servicing the Same Domain

Asexplained in the Volera Excelerator 2.2 Administration Guide, you can
assign two authentication profilesto one proxy serviceif one of the profilesis
amutual profile and the other is either an LDAP, an NDS, or aRADIUS
profile.

However, if you assign two profiles to two or more Web server accelerators
that are servicing multiple origin Web serversin the same domain, your users
could receive username mismatch errors from the accelerators.

To prevent this, you must create one pair of authentication profiles for each
accelerator service.

For more information, see Combining Authentication Profiles for Same-
Domain Acceleratorsin the Volera Excelerator 2.2 Administration Guide.

Basic Authentication Can Apply to Either a Reverse Proxy or a Web
Server but Not Both

Theindustry specification for basic authentication allows only one of the
following to use basic authentication:

+ A reverse proxy service
Or

+ A Web server the reverse proxy services

Therefore, you cannot enable basic authentication for both a Web Server
Accelerator (reverse proxy) and for an origin Web server assigned to the
reverse proxy service.

If you attempt to use basic authentication for both of the above, authentication
to the proxy service will succeed, but authentication to the origin Web server
will fail, causing the browser request to not be filled.
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Browsers Can’t Administer through a Forward Proxy Service that
Uses NTLM Authentication

You cannot administer an appliance (appliance B) using abrowser that usesa
forward proxy service on another appliance (appliance A) if appliance A has
an NTLM authentication profile enabled for the forward service.

You must do one of the following things:

+ Temporarily disable authentication for the forward service on appliance
A. The browser will then be able to administer appliance B.

Or
+ Connect directly to appliance B.

DNS Name Must Be Used for Accelerators Requiring Authentication

Entering an IP addressin the DNS Name field in the Web Server Accelerator
dialog box is not supported when authentication is enabled for the accel erator.

If authentication is enabled, the actual DNS name must be used.

Transparent and Reverse Services on Same IP Address and Port

As stated throughout the documentation, thereis ageneral rule that each
service must be assigned a unique | P address and port combination.

Some network configurations support an exception to thisrule, allowing
administratorsto assign both atransparent service and areverse serviceto the
same | P address and port. However, attempting to assign an authentication
profile to either service will cause both servicesto fail.

Max Idletime Doesn’t Apply with Basic Authentication

Max idletime is indefinite when using basic authentication. Once users have
authenticated, they are authenticated for the entire session until the browser is
closed.
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Web Accelerator Authentication Is Skipped When Using Forward
Proxy

If abrowser is configured to use aforward proxy service, it doesn't
authenticate to a Web server accelerator service on the same appliance. The
authentication process is skipped.
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Velocity CDN Management Suite

This chapter contains information regarding the interaction between Vel ocity
CDN management suite and Excelerator.

Authentication and Secure Excelerator Are
Unexpectedly Disabled

If you are using the Velocity CDN management suite and either the Enable
Authentication or the Enable Secure Excelerator check box isunchecked after
applying changes, thereis probably aport conflict with the management suite.

Unfortunately, port conflictswith the management suite are not reported in the
Excelerator browser-based management tool.

Check to ensure that each service, including the management suite server, is
using a unique address/port combination for SSL communications.

Velocity CDN Management Suite 27
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Browsers

This chapter contains information regarding the interaction between
Excelerator and the browsers used to administer it and access its proxy
services.

General

Browser Access Requires Appliance Recycling after Initialization

Whenever you initialize an appliance with network |P address information,
access through the browser-based management tool is suspended until the

appliance has been shut down and recycled, and its power switch has been
toggled off and on.

This applies to the initialization of both new appliances and appliances you
have reimaged.
Internet Explorer

Browser-Based Tool Buttons Can Disappear
Occasionally some buttons on the browser-based management tool disappear.

To make them reappear, resize the window.
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Error 302

Diagnosis

Work-Around

Usersreceive a 302 error when they request access to an FTP site through an
HTTP forward proxy service (FTPin HTTP) if authentication is enabled for
the HTTP forward service.

This appears to happen because |E doesn’t follow the redirect commands as
expected.

Users are presented with a series of links that will take them to the FTP site
and allow the authentication processto complete. They can then download the
data as expected.

FTP Authentication Fails (Websense)

If Websense isintegrated with Excelerator and the proxy receivesan HTTP
get request for an FTP object, Internet Explorer receives the 401
(authentication required) message but fails to display the authentication
diaog.

HTTP get requests for HT TP objects are authenticated as expected.

FTP Authentication Is Bypassed (Websense)

If Websense isintegrated with Excelerator and Internet Explorer (IE) is
configured with the folder view of FTP sites, | E will bypass the proxy and the
authentication challenge and alow accessto the site.

Thisis aknown Websense issue (base reference #518).

Images Might Not Display

In some cases when authentication through the appliance is enabled, Internet
Explorer 5.x fails to display certain images.

Clicking Refresh usually causes the images to be displayed.
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However, if LDAP authentication is used and the browser is earlier than

version 5.5 with SP2 installed, clicking refresh will not fix the problem. Users
will need to upgrade to a later version of the browser to view images.

WinZip Error when Viewing Certificate Signing Request

If you are using Internet Explorer when trying to view a certificate signing
request (CSR), you might receive the following WinZip error message:
Warning: Boundary expected on Multipart message but found EOF.

To stop thiserror from occurring, disassociate Base 64 files (.B64) in WinZip.

Using the HTML Annotator with Internet Explorer

Netscape

In Home > Add Ons, both the Service-Based Rewriters and Access Control
Policies add-ons employ drop-down lists. If you select a drop-down option
and then move outside the list before releasing the | eft button on the mouse as
you would in adrag operation, the browser will crash. Thisseemsto bea
problem with only Internet Explorer browsers.

Netscape Is Not Supported for Excelerator Administration

Netscape browsers do not properly display the browser-based management
tool and associated documentation. We recommend using another Java
capable browser.

Persistent Connection Feature Causes Display Problems

If Enable Persistent Connections to Browsersis checked in the Cache >
Tuning tab, the content from some Web sites doesn't display properly.

Thisisrelated to aproblem with the Netscape browser's persistent connection
support.

When this occurs, users can usually display the content properly by reloading
the page.

Alternatively, you can disable persistent connection support with browserson
the appliance.
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Opera 4.02

The browser-based tool does not fully load in the Opera 4.02 browser.

The development team hopes to address thisissue in afuture product release.
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Upgrading to Excelerator 2.2

Use the information in this section when upgrading to Excelerator 2.2.

Excelerator 2.2 Upgrade Path

If you are running a previous version of Excelerator (or Novell ICS), usethe
following table to determine your upgrade path to Excelerator 2.2. See the
Volera Support Web site (http://www.volera.com/support/patches) for more

information.

Current product version you're using

Steps to upgrade to Excelerator 2.2

Any version of Novell ICS earlier than
1.3SP1

You must reimage your machine with
the Excelerator 2.2 CD

Novell ICS 1.3 SP1

Two steps:

1) Upgrade to the ICS 1.3 SP1
Electronic Software Distribution (ESD)
patch

2) Download and install the 2.2 Web
upgrade

Excelerator 2.0.99, 2.0.99A, 2.0.99B,
2.0.130, and 2.0.130D

Two steps:

1) Upgrade to the Excelerator 2.0
Electronic Software Distribution (ESD)
patch

2) Download and install the 2.2 Web
upgrade
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Current product version you’re using Steps to upgrade to Excelerator 2.2

Excelerator 2.0 Patch Release 2 Download and install the 2.2 Web

(2.0.134) upgrade

Excelerator 2.1 Download and install the 2.2 Web
upgrade

Excelerator 2.1 Feature Pack 2 Download and install the 2.2 Web
upgrade

Understanding the Functional Changes in Excelerator
2.2

Before upgrading, you should be aware of functional changes introduced in
Excelerator 2.2 and possible implications for your network. For more
information, see Appendix C, “Functionality Changesin Excelerator 2.2,” on

page 41.

Authentication Profiles Must Be Deleted Prior to an
Upgrade
Because of changes to the mechanism for storing authentication profile
settingsin version 2.2, it is necessary to delete all profiles prior to upgrading

to version 2.2. You can then re-create the profiles after upgrading the cache
device.

Upgrading Filtering Services Implications

If you havefiltering servicesinstalled on adevice and have specified blocking
of unrated content for any category within the service, attempts to upgrade
through an HTTP connection will fail.

You must either uncheck the Block Unrated options while upgrading, or
upgrade using the Documentation and Upgrade CD.
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Forward Authentication Must Be Disabled During an

Upgrade

You can't perform a network-based upgrade on an appliance that has the
Enable Authentication option checked on the Client Acceleration tab. You
must first uncheck the option and apply the change.

After the upgrade completes, you can recheck the option and apply the change.

IP Access Control Must Be Disabled During an Upgrade

If you have enabled IP access control, you must temporarily disable the
feature before upgrading.

You Should Update Clones Option Both Before and
After Upgrading

We strongly recommend that you update the clone image both before and after
performing the upgrade. You should wait to update the clone image after the
upgrade until you are sure the appliance is behaving as expected.

To update the clone image, click System > Actions > Update Clonesin the
browser-based management tool.

After the upgrade, if you are unhappy with results for any reason, you can
revert back to the previous system image while also leaving the appliance's
object cache intact.

Torestoreacloneimage, click System > Actions> Restorefrom Clonesin the
browser-based management tool.

After you have verified the upgrade is performing as expected, you should
then update the clone image to the upgraded version.

Upgrading Licenses for Excelerator 2.2

You must install al new licenses for Excelerator 2.2. If you are upgrading
from apreviousversion, you will berequired to remove your existing licenses
and replace them with the new 2.2 license files. For more information on
license management, see Installing and Upgrading Licensesin the Volera
Excelerator 2.2 Administration Guide.
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Upgrading Media Excelerator

Excelerator and the Media Excel erator add-on products aretightly integrated.

If you purchased Media Excelerator for Windows Media and/or Media
Excelerator for Real Proxy to run on an earlier version of Excelerator, and you
are upgrading Excelerator, you must also upgrade the Media Excelerator
products you plan to use.

Upgrading from the Documentation CD

Asdescribedin the Excelerator 2.2 Getting Sarted Guide, you can do an over-
the-wire upgrade (OTWUG) from the Excelerator 2.2 Documentation and
Upgrade CD. To upgrade your appliance using the documentation CD, do the
following:

1 Start the browser-based management tool.

2 Open your workstation’s CD drive > place the Excelerator 2.2
Documentation and Upgrade CD in aworkstation’s CD drive > browse
to the OTWUG directory > record the name of the .TXT filein the
directory.

You will need the filenamein Step 7 below.

3 Removethe Excelerator 2.2 Documentation and Upgrade CD from your
workstation.

4 Open the appliance’s CD tray and insert the Excelerator 2.2
Documentation and Upgrade CD.

5 Inthe browser-based management tool, click System > Upgrade.
6 Check Enable Download.
7 Inthelnstall from URL field, type:

file:///doc_cd: otwig/fil enane.txt

where filename is the name of the file you noted in Step 2.

8 Click the Download Time drop-down list > select the time you want the
download to occur > check Enable Install.

9 Click the Install Time drop-down list > select the time you want the
upgrade to be installed.

10 Click Apply.

36 Excelerator 2.2 Release Notes



The upgrade process aways restarts the appliance, temporarily
disconnecting the browser-based management tool.
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New Features in Excelerator 2.2

Thefollowing are new and enhanced features in the VVolera™ Excelerator 2.2
product release. For specific feature information, see the Excelerator 2.2
Administration Guide.

Feature

Description

Referer Validation

You can limit and control which other sites can embed links pointing to a Web
Server Accelerator on the cache device. For more information, see Controlling
Referred Access to Content in the Volera Excelerator 2.2 Administration
Guide.

DNS Lookup of Partially
Qualified Requests

You can control all aspects of DNS lookup request handling. For more
information, see Modifying the DNS Lookup Sequence in the Volera
Excelerator 2.2 Administration Guide.

DNS Lookup via
Hierarchy

You can configure cache devices to request DNS name resolution from
hierarchical parents. For more information, see Resolving DNS Names in
Hierarchies in the Volera Excelerator 2.2 Administration Guide.

Purge DNS Cache

You can purge all DNS entries or only those for specific host names. For more
information, see Purging the Appliance's DNS Cache in the Volera
Excelerator 2.2 Administration Guide.

LDAP Group
Authentication

LDAP groups are now supported. For more information, see Using LDAP
Authentication in the Volera Excelerator 2.2 Administration Guide.

Novell Directory Services
(NDS) Group
Authentication

NDS groups are now supported through an LDAP group implementation. For
more information, see Using NDS (eDirectory) Authentication in the Volera
Excelerator 2.2 Administration Guide.

NTLM Authentication

You can now create NTLM authentication profiles. For more information, see
Using NTLM Authentication in the Volera Excelerator 2.2 Administration
Guide.
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Feature Description

Filtering on Low-Memory Filtering is now supported on all cache devices. For more information, see
Cache Devices Configuring RAM Usage on a Low-Memory Cache Device in the Volera
Excelerator 2.2 Administration Guide.
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Functionality Changes in Excelerator
2.2

The following functionality changes have been made in the Volera™
Excelerator 2.2 product release. For specific feature information, see the
Excelerator 2.2 Administration Guide.

Feature Description Implications to Consider

Log Rollover The log rollover time base increment has If you have configured your system to
Time changed to allow more granularity. roll log files over by time, and if, for
Increment example, your log files were rolling

In the browser-based tool, a Minutes option  eyery 1 hour, they will now roll over
has been added to the Rollover Options > every 1 minute.
Rollover Every drop-down list.

) B You must manually change the rollover
Atthe command line, the values specified for  settings for each service either in the

ComLogRollPeriod and ExtLogRollPeriod browser-based tool or at the command
values now represent minutes rather than line.
hours.

For example, if you had set
ComLogRollPeriod=1, you will need to
change the setting to
ComLogRollPeriod=60 to keep the
same rollover interval.
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Feature Description Implications to Consider

Require You can now control, by request type, To access the Require Authentication on
Authentication whether the system must enforce Request Header dialog box, click Cache
for Request authentication for an initial request to a proxy > any proxy service > Enable

Types service with authentication enabled. Authentication > Authentication Options

Key points:

1. Excelerator’s authentication mechanism
employs redirection for all authentication
profile types except Basic and NTLM.

2. The HTTP specification allows for
redirection of only GET and HEAD
requests. Other request types, such as
POST, PUT, CONNECT, etc., cannot be
redirected.

3. Since most initial requests are either GET
or HEAD requests, Excelerator’s
authentication mechanisms have worked
in almost all situations.

4. The authentication mechanisms have not
worked for sites that use POST or other
request types for their initial requests.

What has changed:

1. Starting with version 2.2, GET and HEAD
HTTP requests always require
authentication. This behavior is not
configurable.

2. Non-HTTP GET and HEAD requests also
require authentication by default, however
this is optional and can be changed.

3. Other request types do not require
authentication by default, but they can be
set to require authentication if desired.

The net effect is that, if the initial request is a
non-redirectable request, and if the default
settings have not been changed, Excelerator
simply forwards the request to the origin Web
server.

Invariably, the follow-up request willbe a GET
or HEAD request type for which Excelerator
will require authentication.

> Require Authentication Options.

Basic and NTLM Authentication
Profiles: Since Excelerator doesn'’t
employ redirection with Basic or NTLM-
based authentication profiles, requests
to services using only these profile types
will not generate errors.

Therefore, if you use only these profile
types, you can require authentication of
any and all request types without
causing authentication errors.

Other Authentication Profiles: Since
Excelerator can only authenticate GET
or HEAD request types, any other
request types that you enable for
authentication will result in Cannot
Redirect errors and be effectively
blocked.

The question to consider, therefore, is
whether you want to block initial
requests that are not GET or HEAD
request types.

If your Web site uses initial requests
other than GET or HEAD requests, you
will want to leave these other request
types disabled. Otherwise, initial
request to your site will fail and your site
will be inaccessible.

On the other hand, if your security
scheme has assumed the earlier
Excelerator functionality (all request
types required authentication), you will
want to enable authentication for all
request types. This assumes, of course,
that the first requests to your site are
always either GET or HEAD requests.

42 Excelerator 2.2 Release Notes



	1 Excelerator
	Known Issues
	Administration through a Forward Proxy Service with NTLM Authentication Enabled Is Not Supported
	FTP Total Failures Field Doesn’t Include Connection Failures
	Removing or Deactivating Filtering Disables Internet Access
	Authentication Bypass Not Working for NTLM Basic Profiles
	Changing Reverse Accelerator DNS Name Requires Manually Changing the Cookie Domain
	Excelerator Doesn’t Authenticate to Hierarchical Parents or Peers

	Caveats
	256 MB RAM Required for Excelerator 2.2
	Annotator-Created Rules Aren’t Automatically Saved
	Appliance Fails to Restart Completely
	Certificate Pasting Hints
	Clearing All Appliance IP Addresses Is Not Allowed
	Command Line Parser Does Not Handle the Question Mark (?) or Equal Sign (=) in URLs
	Cross-Over Cables and Windows 2000
	Duplex Settings Not Always Detected Correctly
	Filtering Service Shows Pending after Service Download Completes
	Hot-Swapping Is Not Supported by Some Hardware
	If Installation Halts, Reimaging Is Required
	Initial Startup and Temporary Sluggishness
	IP Address/Port Combinations Must Be Unique
	Leading Zeros in Web Server Accelerator Addresses
	Network Time Protocol Servers
	No Site Downloads from SSL (HTTPS) Sites
	Rewriter Configurations Must Be Deleted
	Some HTML Chat Types Don’t Work
	Transparent Proxy and NAT Can't Coexist on the Same Network Card
	Viewing Appliance Configuration (.NAS) Files
	WPAD Problems

	Third Party Issues
	WebTrends Error Code Support
	WebTrends Enterprise Edition 5.5b and Firewall Suite 5.5c Log Parser


	2 Streaming Services
	Known Issues
	Caveats
	Authentication Support Limitations
	Port Considerations
	QuickTime RTSP Transparent Proxy Does Not Work with Real Streaming
	Updating Can Interrupt Streaming
	You Must Match Streaming Output and Network Capacity


	3 Authentication
	Known Issues
	Browser-Based Tool Doesn’t Prompt for Authentication Profile Selection
	Preventing Single Sign On to an Entire Domain
	Websense/Internet Explorer Issues
	FTP Issues

	Caveats
	Active Authentication Profiles Cannot Be Deleted
	Using Authentication Profile Pairs for Different Accelerators Servicing the Same Domain
	Basic Authentication Can Apply to Either a Reverse Proxy or a Web Server but Not Both
	Browsers Can’t Administer through a Forward Proxy Service that Uses NTLM Authentication
	DNS Name Must Be Used for Accelerators Requiring Authentication
	Transparent and Reverse Services on Same IP Address and Port
	Max Idletime Doesn’t Apply with Basic Authentication
	Web Accelerator Authentication Is Skipped When Using Forward Proxy


	4 Velocity CDN Management Suite
	Authentication and Secure Excelerator Are Unexpectedly Disabled

	5 Browsers
	General
	Browser Access Requires Appliance Recycling after Initialization

	Internet Explorer
	Browser-Based Tool Buttons Can Disappear
	Error 302
	Diagnosis
	Work-Around

	FTP Authentication Fails (Websense)
	FTP Authentication Is Bypassed (Websense)
	Images Might Not Display
	WinZip Error when Viewing Certificate Signing Request
	Using the HTML Annotator with Internet Explorer

	Netscape
	Netscape Is Not Supported for Excelerator Administration
	Persistent Connection Feature Causes Display Problems

	Opera 4.02

	A Upgrading to Excelerator 2.2
	Excelerator 2.2 Upgrade Path
	Understanding the Functional Changes in Excelerator 2.2
	Authentication Profiles Must Be Deleted Prior to an Upgrade
	Upgrading Filtering Services Implications
	Forward Authentication Must Be Disabled During an Upgrade
	IP Access Control Must Be Disabled During an Upgrade
	You Should Update Clones Option Both Before and After Upgrading
	Upgrading Licenses for Excelerator 2.2
	Upgrading Media Excelerator
	Upgrading from the Documentation CD

	B New Features in Excelerator 2.2
	C Functionality Changes in Excelerator 2.2

