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About the Management Interface Help

This chapter contains descriptions and definitions for each page in the user
interface of the Velocity CDN™ browser-based management tool. You can
view the Management Interface Help in abook outline format by clicking on
the headings in the contents menu to the left.

Additionally, the following sections comprise the context-sensitive online
hel p topics. Context-sensitive hel p topics can be accessed by clicking the Help
link on any page in the management interface. When you click the Help link,
the related help topic will open directly in a separate browser window.

NOTE: For in-depth conceptual and procedural information, see the Planning,
Creating, and Managing books in the online Velocity CDN Documentation.
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12 Management Interface Help



Using the VCDN Management Server’s
Interface Tool

This chapter provides information on how to access and use the Velocity
CDN™ management server’sinterface tool to configure and manage your
content distribution network.

Before You Access the Interface Tool
In order to use the VCDN management server’sinterface tool, you need the
following:

+ A VCDN management server that has been initialized and is currently
running

+ A Java-enabled browser, such as Netscape* Navigator* 4.07 (or higher),
Netscape Communicator* 4.5 (or higher), or Internet Explorer 4.01 (or
higher) running on your workstation

+ A network connection to the cache device

+ The P address of the VCDN management server

Once the VCDN management server has been configured with an | P address,
subnet mask, gateway server, and DNS server, you can access the browser-
based management tool and administer Velocity CDN servicesfrom any client
workstation that can communicate with the server over IP.

Accessing the Interface Tool

To access the browser-based management tool, complete the following steps:

1 Start aWeb browser on your client workstation.

Using the VCDN Management Server’s Interface Tool 13



2 Point the browser to the URL of the VCDN management server you want
to access.

TheURL isthe P addressof the Linux 7.0 server where you have already
installed the System Controller and Content Controller management
software.

3 AttheLogin page (seeFigure 1 below), enter the user name and password
for the Super Administrator user you defined during the System
Controller installation.

Figure 1 Login Page

ﬁ";foi era

support | u log oud

VORGSO

Welcome to Velocity CDN

User Name: | Select Your Start Page:
Password: |5umman.- A

Loain |

E Volera, Ine. v1.2.47

Applying Configuration Changes

Asyou make changesto server configuration settingsin the management tool,
the changes are tracked and stored in a buffer until you either apply or cancel
them.You can make changes in multiple service settings pages and wait to
apply them all at once with common task buttons.

These buttons (colored blue) appear at either the top or bottom of many of the
interface pages. Below isalist of the names and functionality of the buttons:

Return to: Returns to the previous page without saving changes.
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OK and Return to: Saves any changes made to the settings on the current
page, and returns to the previous page.

Apply Changes Now: Immediately applies all of the changes made to the
settings on the page for the selected device, group, job, or collection.

Schedule Update: Lets you schedule a specific date and time when the
changes made to the settings on the page will be applied to the selected device,
group, job, or collection.

Cancel Changes: Cancelsall of the changes made to the settings on that page.

Except in the casesjust mentioned, clicking Apply Changes Now commitsall
changes made in any page since the last time you started the VCDN
management server or clicked Cancel. Clicking Cancel cancels all changes
made since the last time you started the server or clicked Apply.

WARNING: Once you click Apply or Cancel, the action cannot be undone.

Viewing the Online Management Interface Help

Click the Help link on any page in the management tool’s user interface to
open the online documentation to the help topic for that specific page. The
documentation will open in a separate browser window.

To navigate through the documentation, click the book titlesin the table of
contents. You can aso use the Index and Search tabs to look for specific
information.

NOTE: The Management Interface Help provides page descriptions and field
definitions. For more detailed information, such as product overviews for the
Velocity CDN components and step-by-step instructions on how to set up and
manage your complete Velocity CDN, see the Planning, Creating, and Managing
books in the Velocity CDN Documentation.

Using the VCDN Management Server’s Interface Tool 15



16 Management Interface Help



Summary

Path: Summary (see Figure 2 below)

The Summary panel displays critical system information such as alerts and
scheduled events, and provides access to the other main panels of the
management interface: System, Content, and User Administration.

The Available Tools menu to the left al'so provides links to the same
administrative features, which are provided by the System Controller and
Content Controller software componentsinstalled on the V CDN management
server.

HINT: The name of the currently logged-in administrator user appears below the
links in the toolbar running across the top of the interface.

Summary 17



Figure 2

Summary Panel

Available Tools
System Management

content
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administration
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Content Management
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= Create Mew Collection
* Vigw Collection List

Administration

* Create Mew Admin
* Vigw Admin List

= Create Mew CORN
* View CDM List

User Guides

= Index
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* Release Notes

El
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Summary Panel

Click on alink below to see a description of that section of the management
tool’s Summary Panel:

*

*

*

Logged-In User Name
Personal Profile

Global Alerts

Scheduled System Updates
Scheduled Content Jobs
Available Tools

Other Links

Logged-In User Name

The name of the currently logged-in administrator user displays at the top of
all of theinterface pages. Thisisthe User Name entered at the Login pageto
access the management tool.

Personal Profile

The Personal Profile link appears next to the currently logged-in user. Click
this link to access the User Detail page, where personal profile attributes can
be viewed and edited.

The User Detail page displays the following information:

User Information:

*

*

*

First Name: The user’sfirst name.
Last Name: The user’s last name.

User ID: Thelogin user name for the user, which must be four or more
charactersin length.

Email Address: The user’'svalid e-mail address.

Business Phone: The user’s office phone number.

SummaryPanel 19



+ Mobile Phone: The user’s cell phone number.
+ Pager: The user’s pager number.
Company Information:

+ Company Name: Name of the company or office where the user is
located.

*

Address 1: Primary address where the user is located.

*

Address 2: Additional address information, or another address.
+ City: Name of the city where the user is located.

+ Sate: Name of the state where the user is located.

+ ZIP/Postal Code: ZIP or Postal code where the user is located.

Edit: Click the corresponding Edit button to make changesto profile
information.

Global Alerts

The Global Alerts section on the Summary panel shows presently occurring
system-generated alertsfor both the VCDN management server and the cache
deviceson your network. You can use these alertsto troubleshoot your system.

View All Alerts: Accessesthe main Alert List page where you can view a
complete list of both management server and device aerts.

Severity: Thelevel of threat posed to your system by the problem generating
the alert. Severity levelsinclude Warning and Critical. Critical aerts should
be acknowledged and resolved in atimely manner.

Dateand Time: The date and time the aert was generated by the system.
Name: The name of the device or group that has generated the alert.
Type: The dert’s source as either adevice or agroup.

View: Click to access the device or group’s Alert page and see detailed
information about the alert.
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Scheduled System Updates

The Scheduled System Updates section on the Summary panel lists currently
scheduled events for the devices and groups in your Velocity CDN.

View All Scheduled System Updates. Accesses the main Schedule page
where you can view a complete list of scheduled eventsfor all of the devices
and groups in the system.

Satus: The current status of the scheduled event. Scheduled Event status
possibilities include: Pending, Executing, Succeeded, or Failed.

Date and Time: The date and time when the scheduled event will be
executed.

Device/Group: Name of the device or group for which the event has been
scheduled.

Type: Thetype of event that has been scheduled, such as: Configuration
Update, Shutdown, Restart, or Upgrade.

User: Name of the administrator user who scheduled the event.

View: Click to access the View Scheduled Event page and see details about
the event. At the View Scheduled Event page you can also disable, modify, or
delete the event.

Scheduled Content Jobs

The Scheduled Content Jobs section on the Summary pand lists currently
scheduled content distribution jobs for devices and groupsin the system.

View All Scheduled Jobs: Accesses the main Job List page where you can
view acomplete list of scheduled content distribution jobs.

Satus: Current status of the scheduled job. Job Status possibilities include:
Succeeded, and Failed.

Date and Time: The date and time when the content distribution job was
scheduled.

Name: The name of the content job that has been scheduled.
Type: Thetype of job that has been scheduled, including: Content Job.

User: Name of the administrator user who created the job.

SummaryPanel 21



View: Click to access the Job Status page and see details about the job.

Available Tools

The Available Tools menu organizes the management server’s functionality
into System Management, Content Management, and User Administration
categories.

NOTE: These functional management categories match the links in the toolbar
running across the top of the interface. Click on a toolbar link to open the main List
page for that category.

Use the links under each heading to access the System, Content, and User
panel s respectively, and their associated pages, to configure and manage your
devices, groups, jobs, collections, and users.

You can also access the Velocity CDN Documentation from the Available
Tools menu. Documentation is availablein full-text searchable HTML format
for online browsing, or in PDF format for offline reading and printing.

System M anagement

+ Create New Device: Startsthe device creation wizard allowing you to add
new cache devicesto your VCDN.

+ View Device List: Displays the Device List page listing all of the cache
devicesin your content distribution network.

+ Create New Group: Starts the group creation wizard allowing you to add
new groups (multiple devices) to your VCDN.

+ View Group List: Displaysthe Group List pagelisting all of the groupsin
your VCDN.

Content M anagement

+ Create New Job: Starts the job creation wizard allowing you to add new
content distribution jobs and assign them to devices and groups.

+ View Job List: Displaysthe Job List page showing all of the existing jobs
inyour VCDN.

+ CreateNew Collection: Startsthe collection creation wizard allowing you
to add new collections (Web site URL s and objects) that can be used to
design distribution jobs.

+ View Collection List: Displaysthe Collection List page showing all of the
existing collections managed by the Content Controller.
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Other Links

User Administration

+ Create New User: Startsthe user creation wizard allowing you to add new
administrator users and assign them to manage devices and groups.

+ View User List: Displaysthe User List page showing all of the
administrator usersin your system.

User Guides

+ Index: Opensthe Velocity CDN Documentation directly to the Index
facility in a separate browser window.

+ Documentation: Opensthe Velocity CDN Documentation to the Contents
page in a separate browser window. You can view the online HTML
version of the documentation as well as download PDF versions of the
same books for later viewing and printing.

+ Release Notes: Opens the Velocity CDN Documentation directly to the
Release Notes book, which provides important product information.

The following links appear at the top of every page of the user interface:

www.volera.com: Visit the official VoleraWeb site to get the latest news and
product updates.

Support: The Volera Support site provides hel pful troubleshooting tips and
information on how to contact Voleratechnical support. You can also learn
more about the Volera Consulting Services programs.

User Guides: View and print the Velocity CDN Documentation.

Log Out: Exit the Velocity CDN management tool and return to the Login
page.

SummaryPanel 23



24 Management Interface Help



System

Path: System

The System panel provides accessto your Velocity CDN™ system settings as
well asindividual devices and groups of devices. The System panel opensto
the Device List page which shows alist of the available Excelerator cache
devicesin your VCDN.

You can click on the page tabs to access the other system-specific pages:
Group List, Schedule, and Alert List.

System 25
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Add New Device

Path: System > Add New Device
Or: Summary > Create New Device

Use the Add Device page to add a new cache device to your Velocity CDN.

Add New Device: Name

Path: System > Add New Device

Use the Name Device page to identify the cache device.
+ Device Name: Enter a unique name for the device.

+ Management |P Address. Enter the | P address of the Excelerator cache
device that you want to add to your VCDN.

+ Management Password: Enter the management password for the cache
device (optional).

+ Device Geographic Location: Enter the geographic location for the cache
deviceto help you quickly locateit in your distributed network.

+ Device Description: Enter a meaningful description for the device.

Add New Device: Add Admins

Path: System > Add New Device > Add Admins

Use the Add Admins page to assign administrator users who can manage the
device.

¢ Search by Admin Name: Enter anamein the text box, and click Search to
locate a specific user if the list is very long.

+ Administrator Name: User namesfor all of the administrator usersinyour
VCDN. Select the users you want to be able to manage the device.

Add New Device: Summary

Path: System > Add New Device > Summary

Add New Device 27



Use the Device Summary page to review device settings, make changes, and
add the new device to your network.

+ Device Name: Unique name for the cache device.
+ Management |P Address. | P address for the cache device.
+ Device Geographic Location: Wherethe deviceislocatedinyour VCDN.

+ Device Configuration: The IP address where device configuration
information will imported.

+ Administrators. Users who have been granted management rights to the
device.

+ Description: Description entered at the Name Device page.

Edit: Click to change configuration settings before adding the device to your
system.

Add Device Now: Click to add the device to your system, and return to the
DeviceList page.

Cancel: Do not add the device, and return to the Device List page.
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Device List

Path: System > Device List

Or:

Summary > View Device List

The Device List page shows acomplete list of all the available Excelerator
cache devicesin your distribution network.

NOTE: Click the name of a device in the list to access detailed configuration
settings.

Add New Device: Click to add a new cache device to your VCDN.

Sear ch by Device Name: Enter a device name in the text box, and click
Search to locate a specific deviceif thelist is very long.

Available Devices:

*

*

*

Device Name: Unique name for the device.
Location: Geographic location of the device in your distribution network.
Groups. Groups that the device belongs to.

Health: Indicator shows the status of the device. You can click the status
indicator to view the device's detail ed Health page.

Alerts: Shows the number of alerts currently generated for the device.
Last Update: The date when the device's configuration was last updated.

Monitoring: Click the Monitoring icon to access the device's detailed
Monitoring page.

Select All Devices: Click to select al of the available devicesin thelist.

Deselect All Devices: Click to unselect all of the available devicesin thelist.

Remove Selected Devices: Removes the selected devices from your VCDN.

Device Details

Path: System > Device List > Device Name > Details

The Device Detail page displayswhen you click adevice name. Device Detail
shows the network and configuration settings specific to that cache device.
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You can use the tabbed pages to view the current configuration and to make
and schedul e changes.

You can also use the buttons at the bottom of the Device Detail page to
perform various management tasks on the device.

Device Details:
+ Management |P Address: | P address of the Excelerator cache device.

+ Geographic Location: Where the deviceislocated in your distribution
network.

+ Administrators: Users who have been given management rights to the
device.

+ Groups: A list of the groups that the device belongs to.
+ Excelerator Version: Excelerator version running on the device.

+ Description: Description entered at the Name Device page.
Edit: Click to edit device configuration settings.

Upgrade: Click to access the Upgrade page where you can upgrade the
version of caching software running on the device.

Shutdown Now: Click toimmediately shutdown the device's caching system.
The hardware remains turned on until manually powered off.

Schedule Shutdown: Click to access the Schedul e page to specify adate and
time when the device will shutdown.

Restart Now: Click to shut down and restart the device.

Schedule Restart: Click to access the Schedule page to specify a date and
time to restart the device.

Update Clone: Click to update the clone image with the current working
deviceimage. If the clone was previously updated, it will be replaced.

Restore from Clone: Click to update the primary device configuration with
the current cloned image.

New Disk: Click to have the device scan for new hard disk drives.

View Debug Log: Click to access the debug log file. When a device
experiences an abnormal shutdown due to a configuration error or other
problem, the cache devicelogs critical history information associated with the
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shutdown. You can save the log file locally, print it, and e-mail it to technical
support.

PurgeList Now: Click to purge all of the content that is currently in the
device's purge list. Purging cannot be undone.

Selecting this option allows you to specify URL patterns or masks for the
pages or sites whose objects you want to purge. When defining the masks,
keep in mind that the device interprets everything in the URL mask between
the asterisk wildcard (*) and the following delimiter asawildcard. Delimiters
include the forward slash (/), the period (.), and the colon () characters.

This option also allows purging of cache objects whose URL contains a
specified query string or cookie. This mask is defined by placing a question
mark (?) at the start of the mask followed by text strings and wildcard as
necessary. String comparisons are not case sensitive. For example,
2*=SPORTS will purge all objects with thetext “=SPORTS" or any other
combination of upper and lower case letters for “=SPORTS’ following the
guestion mark in the URL.

Purge All Cache: Click to purge all of the content currently being cached on
the device. Purging cannot be undone.

Device Upgrade

Path: System > Device List > Device Name > Details > Upgrade

Use the Device Upgrade page to upgrade the caching software currently
running on the Excelerator cache device to a newer version. You can also
schedule the upgrade, restore the previous version, and view the upgrade log
file.

Upgrade:

+ New Install Version: The version number of the current caching software
update appearsin this field the moment the update process begins.

+ \ersion Description: A text name associated with the update file,
retrieved from the upgrade server.

+ Currently Running Version: The version number of the caching software
that is currently running on the Excelerator cache device.

+ Last Installed \ersion: Version number of the caching software that was
previously running the cache device.
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+ Upgrade Sate: A state value indicating upgrade status. State values
include Not Started, Download Pending, Version Download Complete,
etc. Thefield is updated each time you click Upgrade.

¢ Install from URL: The complete domain and filename URL to the newer
version of caching software. Software version upgrades are located on a
Volera OTWUG (over-the-wire-upgrade) server.

Upgrade Now: Click to upgrade the caching software on your cache device.
This process will overwrite the version currently running on the device.

Schedule Upgrade: You can al so schedul e the software upgrade to take place
at a certain date and time by using the Event Scheduler.

Backout to Previous Version: Click to install the caching software version
that had been running previous to the current version. This process will
overwrite the version currently running on the device.

View Upgrade L og: Click to download a copy of the upgrade log file, which
contains the text messages that have been generated by the upgrade process.
You can copy thisfileto alocal or network drive.

Device Health

32

Path: System > Device List > Device Name > Health
The Device Health page showsthe general health status of the selected device.
Health:

+ Satus: Shows the current health indicator for the device.
¢ Description:

+ Passed: Thedeviceisoperational. A green statusindicatesthe device
has not detected any configuration discrepancies.

+ \Warning: The device may not be operational. A yellow status
indicates the device might be functioning sub-optimally due to
configuration discrepancies.

+ Failed: The deviceis not operational. A red status indicates that the
device configuration might be incomplete or wrong.

+ Not Reporting: The device is not reporting.
+ Not Configured: The device is not configured.
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Services:

*

*

Type: Lists the various types of services running on the device.

Satus: Showsthe current overall status of all proxy serviceswith astatus
indicator.

ServicesLog:

*

*

Type: The service type for the log entry.

Satus. Shows the current status of the specific service with a status
indicator.

Message: Additional information about the status and operation of the
service.

Time: Reports the current NTP status.

Addresses: Reports the status of | P address assignments to network
interfaces. The cache device requires at least one | P address assignment
for proper operation.

Gateway: Reports the status of the next hop gateway configuration.
Without proper gateway configuration, the device cannot connect to
origin Web servers.

DNS: Reportsthe status of DNS server configuration and connectivity to
configured DNS servers. Without accessto a DNS server, proxy services
cannot function properly.

Forward Proxy: Reports the status of the forward proxy configuration. If
browser clients pointing to this device as their proxy server have Web
browsing problems, you can check the status here.

Transparent Proxy: Reports the status of the transparent proxy
configuration. If browser clients pointing to this cache device as their
proxy server have Web browsing problems, you can check the status here.

Reverse Proxy: Reports status of the reverse proxy configuration. If
browser clients have problems accessing a site being accelerated by this
device, you can check the status of the Web server accelerator service
here.

Cluster: Reports the status of cluster servers and services. Both cluster
servers and clustered services need to be configured for achieving fault
tolerance.
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+ Filter: Reports the status of filter service configurations. If filtering is
enabled and waiting for arating list to be downloaded, the status indi cates
that filtering is not active and the health statusis a yellow warning.

Device Monitoring - Activity

Path: System > Device List > Device Name > Monitoring > Activity

The Device Monitoring pages let you observe the activity of the device. The
Device Activity list provides critical cache device information and statistics.

Satus:

+ CPU Utilization: The current CPU utilization rate. Use this chart for
capacity planning.

¢ CacheHit: The current cache hit rate. A high cache hit rate indicates that
the caching system is off-loading significant request processing from
Web servers whose objects have been cached. Use this chart for capacity
planning.

+ Disk Space Utilization: The percentage of caching disk space currently in
use.

+ Total Memory: Total available memory on the device.

+ Disk Space: Total disk space available for caching. The amount shown is
smaller than the total device disk space because it doesn’'t include the
operating system and log partitions. Check thisfield to verify whether the
device has detected all disksinstalled on the device.

+ Sartup Time: Thelast time the device was started.
+ Up Time: Total time the device has been running since last started.

+ Number of Objects Cached: The total number of Web objects that have
been cached on the device.

Connections:

¢ Current Connectionsto Origin Server: Total number of current fill
connections that the device has opened to origin Web servers.

+ Current Connections to Browsers: Total number of current browser
connections to the device.

+ Current Total Connections; Total number of current connections to the
device.
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+ Connections per sec. to Origin Server: Number of device requests per
second to origin Web servers.

+ Peak Connections from Origin Server: Peak number of connectionsfrom
origin Web serversto the device.

¢ Connections per sec. to Browsers: Number of connections per second
from browsers to the device.

+ Peak Connections to Browsers: Peak number of browser connections to
the device.

+ Total Connectionsthrough SOCKS Total number of connectionsto origin
Web servers through afirewall.

+ Failed Connection Attempts: Total number of failed connection attempts
to origin Web servers.

Bytes:

+ Bytesper sec. to Origin Server: Total number of bytes of datatransferred
per second to the origin Web server.

+ Bytes per sec. to Browsers. Total number of bytes of data transferred per
second to requesting browsers.

+ Total Bytes per sec: Cumulative total of bytes transferred per second.

+ Bytes Received from Origin Server: Total number of bytes of data
transferred from the origin Web server.

+ Bytes Sent to Browser: Total number of bytes of data transferred to
requesting browsers.

+ Total Bytes. Cumulative total of bytes transferred.
Requests:

+ Current Requeststo Origin Server: Number of current requests from the
deviceto origin Web servers.

+ Current Requests from Browsers. Number of current requests from
browsers to the device.

+ Total Current Reguests: Total number of current requests.

+ Requeststo Origin Server from Download: Number of fill requests sent
to origin Web servers from system read-ahead functionality and batch
downloads.
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+ Successful Requeststo Origin Server: Total number of successful fill
requeststo origin servers.

+ Failed Requeststo Origin Server: Total number of failed requests to
origin servers.

+ Cumulative Requests to Origin Server: The total number of fill requests
the device has made to origin Web servers.

+ Cumulative Requests to Browsers: The total number of requests the
device has made to browsers.

+ Total Cumulative Requests. Cumulative total of requests.

+ Requests per sec. to Origin Server: Rate at which the cache deviceis
reguesting objects from origin servers.

* Requests per sec. from Browsers: Rate at which browser clients are
requesting Web objects from the cache device.

+ Total Requests per sec.: Total requests the cache device is sending to
origin servers and receiving from browser clients.

+ Peak requests per sec. to Origin Server: Highest number of object
requests made to origin servers since cache device monitoring began.

+ Peak requests per sec. to Browsers: Highest number of requests from
browser clients to the cache device since monitoring began.

+ Successful Requests through Hierarchy: Total number of fill requests the
device has made to neighborsin its cache hierarchy.

Cache Freshness:

+ Total Get if Modified Since Request: Total Get-if-Modified requests sent
by the device to origin Web servers.

+ Total Not Modified Replies: Total number of 304 Not Modified replies
received for all fill requeststo origin servers.

¢ Cache Freshness: The percentage of object freshness checks that didn’'t
require refreshing the objects from the origin servers.

+ Oldest-Object in Cache: The length of time that the oldest object
currently in cache has been in cache.

Device Monitoring - Benefits

Path: System > Device List > Device Name > Monitoring > Benefits
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The Device Benefitslist provides information on how the device optimizes
System resources.

*

Bytes Saved per Second: Total bytes that the cache device didn’t haveto
request from an origin server because the data was aready in cache.

Percentage of Bandwidth Saved: Ratio of bytes served to browsers and
bytes requested from origin servers since the cache device started. A
positive number indicates more bytes being served from cache. A
negative number indicates more bytes have been cached than have been
requested from browsers.

Total Number of Connections Saved: The total number of potential
connections to origin servers that were not reguired because the objects
werein cache.

Device Monitoring - Streaming Services

Path: System > Device List > Device Name > Monitoring > Streaming
Services

The Device Streaming Services list provides statistics on streaming services.

RTP/RTSP:

*

Peak Connections from Player to Cache: The peak number of active
connections from players.

Active Connections from Player to Cache: The current number of active
connections from players.

Total Connectionsfrom Player to Cache: Thetotal number of connections
from players since the device was started.

Total Connection Requests from Player to Cache: The total number of
player requests received since the device was started.

Active Bandwidth Connections from Player to Cache: The downstream
bandwidth currently being used.

Peak Connections from Player to Origin: The peak number of active
connections to origin streaming servers.

Active Connections from Player to Origin: The current number of active
connections to origin streaming servers.

Total Connections from Player to Origin: The total number of
connections to origin servers since the device was started.
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+ Total Connection Requests from Player to Origin: The total number of
device requests to origin streaming servers since the device was started.

+ Active Bandwidth Connections from Player to Origin: The upstream
bandwidth currently being used.

+ Bytes Sent to Player: The total number of bytes sent to players since the
device was started.

+ Bytes Received from Origin: Thetotal number of bytesfilled from origin
servers since the device was started.

+ ByteHit Rate: The percentage of byteswhich were already in cachewhen
requested. Thisis more meaningful than overal hit rate, since streaming
objects can be very large and might be partially cached.

+ Total Errors: The total number of errors since the device was started.

+ Total ACL Rejections: Thetotal number of connectionsrejected dueto IP
ACL controls since the device was started.

+ Not Modified Replies: The total number of not-modified messages since
the device was started.

+ Total Sreams Served: Thetotal number of streams served sincethedevice
was started.

+ Total Connectionsto Server: Total number of HTTP tunneling pass-
through connections from players since boot time.

+ Total Connections from Client: Total number of HTTP tunneling pass-
through connections to origin servers since boot time.

+ Total Bytes Sent: The total number of bytes sent to playersusing HTTP
tunneling pass-through mode since the device was started

+ Total Bytes Received: Total number of bytes received from origin
streaming servers using HT TP tunneling pass-through mode since the
device was started.

+ CPU Utilization: System CPU utilization.

+ HTTP Tunneling Byte Hit Rate: Thiswill always be zero since HTTP
Tunneling pass-through content is never cached.

Microsoft Windows* Media:

+ Peak Connections from Player to Cache: Highest number of
simultaneous connections from Windows Media Clients to the cache
device since it was started.
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Active ConnectionsfromPlayer to Cache: Current number of connections
from Windows Media Clients to the cache device.

Total Connections from Player to Cache: Total number of connections
from Windows Media Clients to the cache device since it was started.

Peak Connections from Cache to Origin: Highest number of
simultaneous connections from the cache device to upstream nodes used
to service Windows Media Client requests.

Active Connectionsfrom Cacheto Origin: Current number of connections
from the cache device to upstream nodes used to service Windows Media
Client requests.

Total Connections from Cache to Origin: Total number of connections
that the cache device has made since it was started to upstream nodes to
service Windows Media Client requests.

Number of Live Sreams Peak: Highest number of simultaneous live
streams transmitted from the cache device to Windows Media Clients.

Number of Live Sreams Active: Current number of live streams being
transmitted from the cache device to Windows Media Clients.

Total Number of Live Sreams: Total number of live streams delivered
from the cache device to Windows Media Clients.

Number of OnDemand Sreams Peak: Highest number of simultaneous
on-demand streams transmitted from the cache deviceto Windows Media
Clients.

Number of OnDemand Sreams Active: Current number of on-demand
streams transmitted from the cache device to Windows Media Clients.

Total Number of OnDemand Sreams; Total number of on-demand
streams delivered from the cache device to Windows Media Clients.

Bytes Sent to Player: Total number of bytes sent from the cache deviceto
Windows Media Clients not counting bytes from live streams.

Bytes received from Origin: Total number of bytes received from
upstream nodes used to service Windows Media Client requests.

Live Bytes received: Total number of live stream bytes sent to Windows
Media Clients. Thisincludes: Bytes Sent To Player +
Bytes Served Live= Total Bytes Sent To Player.

Byte Hit Rate: Percentage of the total number of bytes sent from the
device to the Windows Media Clients that were satisfied by the cache.
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Device Monitoring - Device Services

Path: System > Device List > Device Name > Monitoring > Device Services
The Device Services list provides statistics relating to Web cache hierarchies.

|CP Client Satistics:

+ Fill Requests. Total number of requeststhe device hasmadetofill itsWeb
cache through an ICP hierarchy since it was started.

+ Parent Hits: Total number of times that parents reported cache hits.

+ Peer Hits: The total number of times that peers reported cache hits.
Because peers are usually in close proximity, a high number of peer hits
indicates reduced time and bandwidth costs for filling the Web object
cache.

+ Fillsthrough ICP Parent: Thetotal number of timesthe device chose one
of itsICP parentsto retrieve Web objects after itsinitial request timed out.

+ Fillsthrough ICP Peers: The total number of times the device chose one
of its ICP peersto retrieve Web objects after itsinitial request timed out.
Because peers are usually in close proximity, a high number of fills
through peers indicates reduced time and bandwidth costs for filling the
Web object cache.

+ Failovers: The total number of times the device had to choose another
neighbor to fetch Web objects because a direct request to a neighbor
failed. A number of failovers could indicate unreliable network
connections, faulty hierarchy configuration, or misbehaving neighbors.

ICP Server Satistics:

+ Queries: The total number of ICP queries that the device has received
from its |CP neighbors.

¢ Hits: The total number of times that | CP-requested Web objects were
found in the device's cache.

+ Misses: The total number of times that |CP-requested Web objects were
not found in the device's cache.

+ Denied: Thetotal number of timesthat ICP queries from neighbors were
rejected because their | P addresses were not listed in the Access Control
List.

+ Errors: Thetotal number of timesthe device received |CP queries which
were malformed (included wrong op-codes).
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Cern Satistics:

*

Fill Requests: The total number of requests the device has madeto fill its
Web cache through a CERN hierarchy since it was started.

Fill through Parent: The total number of timesthe device chose oneof its
CERN parents to retrieve Web objects.

Failovers: The total number of times the device had to choose another
route for filling arequest because a CERN parent failed to return the
objects requested. A number of failovers could indicate unreliable
network connections, faulty hierarchy configuration, or malfunctioning
CERN parents.

FTP through HTTP Proxy and Download

*

*

*

Origin Server File Regquests: Number of files requested from browsers.
Requests: Total number of FTP requests since the device was started.

FillsfromOrigin Server (MB): Total number of megabytestransferred to
cache.

Number of Failures: Total number of errors, including memory allocation
errors, connection establishment failures, connection aborts, and login
failures.

Number of Connection Failures: Total number of connection
establishment failures.

Cache Hit Rate: Total number of times FTP requests were satisfied from
cache to the total number of FTP requests received, as a percentage.

FTP through FTP Proxy

*

Active Sessions. The current number of active sessionsfrom FTP clients
to the device's FTP proxy services.

Total Sessions: Total number of sessionsfrom FTP clientsto the device's
FTP proxy services since the device was last started.

Total Fillsfrom Origin: Total number of fill requests madeto origin FTP
servers.

Number of Failures: Total number of failed fill requests made to origin
FTP servers.

Connection Failures; Total number of connection establishment failures.

Cache Hit Rate: Total number of times FTP requests were satisfied from
cache to the total number of FTP requests received, as a percentage.
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WCCP:

*

Packets Received: The total number of packets that have been redirected
to the device by a WCCP-capable router.

WCCP Packets Dropped: The total number of packets routed to the
device from a WCCP-capabl e router that were dropped by the device.
Packets are dropped for one of two reasons: either the device did not
expect the packets to be redirected or the packets were malformed. If the
transparent proxy service has an Exception | P addresses list, the device
does not expect the router to redirect packets bound for addresses in the
list. Use thisfield to troubleshoot operational problems with WCCP.

Bucket Allocation: The percentage of hash buckets allocated for this
device. The higher the percentage, the more requests the router redirects
to this device. If the percentage is 0, the router does not redirect requests
to the device. Use thisfield to troubleshoot operational problems with
WCCP.

Transparent:

*

Total Transparent Client Acceleration Requests. The total number of
transparent proxy browser requests that came directly to the device or
were routed to it through an L4 switch.

Device Monitoring - SSL Activity

Path: System > Device List > Device Name > Monitoring > SSL Activity

The Device SSL Activity list provides statistics relating to SSL activity.

*

Current SSL Connection: Total active SSL connectionswith browsersand
destination Web servers for the last reporting period.

Peak SS. Connections. Highest number of SSL connections with
browsers and destination Web serversfor all reporting periods.

Browser Full SS. Handshakes. Total full SSL handshakes between the
device and the browsers.

Browser Abbreviated Handshakes: Total abbreviated SSL handshakes
between the device and the browsers.

Browser S Alerts: Total number of errors that were sent back to
browsers during SSL sessions.
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+ Server S Full Handshakes: Total full SSL handshakes between the
device and destination Web servers.

+ Server SSL Abbreviated Handshakes: Total abbreviated SSL handshakes
between the device and destination Web servers.

+ Server SS9 Alerts: Total number of errors that were sent back to servers
during SSL sessions.

Device Monitoring - Top 20 Sites

Path: System > Device List > Device Name > Monitoring > Top 20 Sites

TheDevice Top 20 Siteslist shows statisticsfor the 20 siteswith the most total
bytes cached to the device.

Site: The URL of the Web site.
Hits: Thenumber of timesthe Web site has been accessed by the cache device.

Bytes. The number of bytestransmitted from the Web site to the cache device.

Device Monitoring - Graph

Path: System > Device List > Device Name > Monitoring > Graph

The Device Monitoring - Graph page displays various statistics relating to the
device currently being monitored.

Device Schedule

Path: System > Device List > Device Name > Schedule

The Device Schedule page shows the currently scheduled events for the
selected cache device.

NOTE: Click the name of an event in the list to view details.

You can also use the buttons at the bottom of the Device Schedule page to
perform various management tasks on the scheduled eventsin the list.

Search Events by Name: Enter a scheduled event name in the text box, and
click search to locate a specific event.
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Current Scheduled Events:
+ Name: Unique name for the scheduled event.

+ Satus: Showsthe current status of the scheduled event, such as: Pending,
Executing, Succeeded, Failed, etc.

+ Group: The Groups that the device belongs to.

+ Type: Thetype of scheduled event, such as: Configuration Update,
Shutdown, Restart, Upgrade, etc.

+ User: The name of the administrator user who scheduled the event.
+ Date & Time: When the event was scheduled.

Select All Schedules: Click to select all of the scheduled eventsin the list.

Deselect All Schedules: Click to unselect all of the scheduled eventsin the
list.

Enable Selected Schedule(s): Enables the selected events.
Disable Selected Schedule(s): Disables the selected events.
Delete Selected Schedule(s): Removes the selected events.

Device Alerts
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Path: System > Device List > Device Name > Alerts
The Alerts page shows alist of generated system alerts for the device.

Alerts:

+ Acknowledge: Check the Acknowledge check box and click
Acknowledge.

+ Severity: Critical or Warning.
+ Date & Time: Date and time when the a ert was originally generated.

+ Message: Alert message generated by the system.

Alert Types: The device generates alerts for the following conditions:

+ Disk Space Shortage: The device generates this alert when disk spaceis
low on the OS (SYS:) or Log (LOG:) volumes.
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+ Network Receive Buffers Shortage: The device generates this alert when
the network receive buffers are low.

+ Oversized Ping Packets: The device generates this alert when TCP/IP
receives an oversized (greater than 10K) PING packet.

+ SYN Packet Flooding: The device generates this alert when TCP/IP
detects a SY N packet flooding attack (half-open connections).

+ Oversized UDP Packets. The device generates this alert when TCP/IP
receives an oversized (greater than 16K) UDP packet.

¢ |CP Parent Down: The device generates this alert when an | CP parent
changes from an Up to a Down status.

¢ SOCKS Server Down: The device generates this alert each timeit cannot
communicate with a SOCK S server.

+ System Up: The device generates this aert each time the device starts.

+ System Down: The device generatesthis alert each time the deviceis shut
down properly or restarted manually.

¢ Login Failure: The device generates this alert each time alogin failure
occurs from FTP or the browser-based management tool. The alert
contains the | P address of the client making the unsuccessful attempt.
Unsuccessful Telnet login failures are not detected.

+ Configuration Change: The device sendsthisaert each timethe device's
configuration is changed and each time the device isinitialized or re-
initialized.

+ SMC Upstream Bandwidth Limit: The device sendsthis alert when the
value set for the Max Upstream Bandwidth parameter is exceeded.

+ SMC Downstream Bandwidth Limit: The device sendsthis alert when the
value set for the Max Downstream Bandwidth parameter is exceeded.

+ SMC Session Limit: The device sends this alert when the value set for the
Max Sessions parameter is exceeded.

Device Configuration

Path: System > Device List > Device Name > Configuration

The Device Configuration Manager page lets you enable, configure, and
manage all of the various services on the cache device. For moreinformation,
see “Device and Group Configuration Manager.”
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Create New Group

Path: System > Group List > Create New Group
Or: Summary > Create New Group

Use the Create Group page to combine multiple devicesinto agroup in order
to perform global configuration and management of devicesin your Velocity
CDN.

Create New Group: Name

Path: System > Group List > Create New Group
Use the Name Group page to identify the group in your VCDN.
+ Group Name: Enter a unique name for the group of cache devices.

+ |P/DNS of Monitoring Server: Enter the |P address or DNS name of the
VCDN management server.

+ Group Description: Enter a description that will help you keep track of
the group.

Create New Group: Select Devices

Path: System > Group List > Create New Group

Use the Select Devices page to include cache devicesin the group.

+ Search Device by Name: Enter asearch string and click the Search button
to look for aparticular devicein thelist.

+ Device Name: Name of the cache device.

+ Location: Physical location of the cache device.

Create New Group: Assign CDNs

Path: System > Group List > Create New Group > Assign CDNs
Use this page to assign CDNs to the new group.
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+ Filter by CDN Name: Enter the name of the CDN and click the Filter
button to look for a particular CDN in the list.

+ CDN Name: Name of the CDN you want to assign to the group.

Create New Group: Add Admins

Path: System > Group List > Create New Group

Use the Add Admins page to assign administrator users for the new group.

+ Filter by Admin Name: Enter the name of the administrator user and click
the Filter button to look for a particular administrator in the list.

+ Administrator Name: Name of the administrator you want to manage the
group.

Create New Group: Summary

Path: System > Group List > Create New Group

Use the Group Summary page to review, make changes, and add (or cancel)
the new group to your network.

+ Group Name: Name of the group of cache devices.

+ |P/DNS of Monitoring Server: |P address or DNS name of the VCDN
management server.

+ Devices: List of all the cache devicesincluded in the group.

¢ Administrators: List of all the administrator users who can manage the
group.
+ Description: Description entered at the initial group creation page.

Edit: Click this button to edit any of the group settings before creating the
group.

Create Group Now: Click to add the group to your system.

Cancel: Click to return to the Group List page without creating the group.
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Group List

Path: System > Group List
Or: Summary > View Group List

The Group List page showsacompletelist of al the available Groupsof cache
devicesin your Velocity CDN.

NOTE: Click the name of a group in the list to access detailed configuration
settings.

Create New Group: Click to access the group creation wizard.

Search Groups by Name: Enter the name of a particular group and click the
Search button to ook for the group in the list.

Available Groups:
+ Group Name: Name of the group of cache devices.
+ Devices: Liststhe cache devices included in the group.

+ Health: Showstheoverall health status of the group of cache devices. You
can click on the Health Status icon for more information.

+ Alerts: Providesalert information for thegroup. You can click onthe alert
to view details.

+ Last Update: Time and date when the last configuration change was made
to the group.

+ Monitoring: Click the Monitoring icon to view statistical information
about the group of cache devices.

Select All Groups: Click to select al of the groups in the list.
Deselect All Groups: Click to un-select all of the groupsin thelist.

Remove Selected Group(s): Click to delete the selected groups from your
system.

EnableAlertsfor Selected Group(s): Click toturn onthealert featurefor the
selected groups.

Disable Alertsfor Selected Group(s): Click to turn off the alert feature for
the selected groups.
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Group Details

Path: System > Group List > Group Name > Details

The Group Details page displays when you click agroup namefrom thelistin
the Group List panel. Group Details shows the network and configuration
settings specific to that group of cache devices.

You can use the tabbed pages to view and change group settings.

You can also use the buttons at the bottom of the Group Details page to
perform various management tasks on that particular group.

Group Details:

+ |P/DNS of Monitoring Server: | P address or DNS name of the VCDN
management server that performs system monitoring.

+ Alerts Enabled: Indicates whether alerting is turned on for the group.
+ Devices: Lists the cache devices included in the group.
+ Administrators: Lists the administrator users who can manage the group.

+ Description: The description of the group entered when the group was
created.

Edit: Click to modify the group’s settings.

Shutdown Now: Click to immediately shutdown the caching system of the
devicesin the group. The hardware remains turned on until manually powered
Off.

Schedule Shutdown: Click to access the Schedule page to specify adate and
time when the devicesin the group will be shutdown.

Restart Now: Click to shut down and restart the devicesin the group.

Schedule Restart: Click to access the Schedule page to specify a date and
time to restart the devices in the group.

Upgrade: Click to access the Group Upgrade page.

Purge All Cache: Click to purge all of the content currently being cached on
the devices in the group. Purging cannot be undone.
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Group Detail - Edit

Path: System > Group List > Group Name > Details > Edit

The Group Detail Edit page lets you change the configuration settings for that
group.

Group Details:

+ |P/DNS of Monitoring Server: Enter the |P address or DNS name of the
VCDN management server that performs system monitoring.

Alerts Enabled: Select Yes or No from the drop-down list. This setting
indicates whether aerting is turned on for the group.

*

+ Devices: Lists the cache devices included in the group.

*

Administrators: Lists the administrator users who can manage the group.

+ Description: Enter a description of the group.

Group Upgrade

Path: System > Group List > Group Name > Details > Upgrade

Use the Group Upgrade page to upgrade the caching software currently
running on all of the cache devices in the group to a newer version. You can
also schedule the upgrade, or restore the previous version.

Upgrade:

+ |nstall from URL: The complete domain and filename URL to the newer
version of caching software. Software version upgrades are located on a
Volera OTWUG (over-the-wire-upgrade) server.

Upgrade Now: Click to upgrade the caching software on all of the cache
devicesinthegroup. Thisprocesswill overwritetheversion currently running
on the device.

Schedule Upgrade: You can also schedul e the software upgrade to take place
at a certain date and time by using the Event Scheduler.

Backout to Previous Version: Click to install the caching software version
that had been running previous to the current version. This process will
overwrite the version currently running on the device.
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Group Device List

Path: System > Group List > Group Name > Device List
The Device List page shows the devices that belong to the selected group.

Search by Device Name: Enter a search string and click the Search button to
look for aparticular devicein thelist.

Devicesin this Group:
+ Device Name: Name of the cache device.

+ Location: Physical location of the cache device.

Create New Group with Selected Devices: Click this button to create anew
group made up of the selected devices.

Add Devicesto This Group: Click to add more devices to the group.

Remove Selected Devices: Click to delete the selected devices from the
group.

Group Monitoring

Path: System > Group List > Group Name > Monitoring
The Group Monitoring page lets you observe statistics for the selected group.

Group Summary of Satistics:

+ Bytes per Second to/from Server: Total bytes traveling between the
group’s cache devices and the origin servers they are accessing.

+ Bytes per Second to/from Browser: Total bytes traveling between the
group’s cache devices and the browsers they are servicing.

+ Total Bytes per Second: Total bytes being handled by the group’s cache
devices.

+ Bits per Second to/from Server: Total bits traveling between the group’s
cache devices and the origin servers they are accessing.

+ Bitsper Second to/fromBrowser: Total bitstraveling between thegroup’s
cache devices and the browsers they are servicing.

+ Total Bits per Second: Total bits being handled by the group’s cache
devices.
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Total Connections: Total connections to the group’s cache devices.

Failed Connection Attempts. Total failed attempts by the group’s cache
devices to connect to origin servers.

Total Requests per Second: Total requests the group’s cache devices are
sending to origin servers and receiving from browser clients.

Percentage Bandwidth Saved: Ratio of bytes served to browsers and
bytes requested from origin servers by the group’s cache devices. A
positive number indicates more bytes being served from cache. A
negative number indicates more bytes have been cached than have been
requested from browsers.

Bytes Saved per Second: Total bytesthat the group’s cache devicesdidn’'t
have to request from origin servers because the data was already cached.

Total Number of Connections Saved: The total number of potential
connectionsfromthe group’s cache devicesto origin serversthat were not
required because the objects were aready cached.

Individual Devicesin Group Summary: View the following statistics
separately for each device in the group.

*

*

CPU%: The current CPU utilization rate.

Cache Hit Rate%: The current cache hit rate. A high cache rate indicates
that the caching system is off-loading significant request processing from
Web servers whose objects have been cached.

Bytes per Second to/from Server: Tota bytes traveling between the cache
device and the origin server it is accessing.

Bytes per Second to/from Browser: Total bytes traveling between the
cache device and the browsersit is servicing.

Total Number of Connections Saved: The total number of potential
connections to origin servers that were not required because the objects
were already cached.

Group Monitoring - Graph

Path: System > Group List > Group Name > Monitoring > Graph icon

You can click on any of the Graph icons to see a graphical representation of
the various statistics.
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Group Schedule

Path: System > Group List > Group Name > Schedule

The Group Schedule page shows the currently scheduled events for the
selected group of cache devices.

NOTE: Click the name of an event in the list to view details.

You can also use the buttons at the bottom of the Group Schedule page to
perform various management tasks on the scheduled eventsin the list.

Filter by Event Name: Allows you to show only specific scheduled events.
Current Scheduled Events:

+ Name: The name of the scheduled event.

¢ Satus: The status of the scheduled event: Finished, Incomplete,
Succeeded, or Pending.

+ Type: Thetype of scheduled event to take place.
User: The admin who created the schedule event.

*

+ Date & Time: The date and time the scheduled event will take place.

Select All Schedules: Select the schedules you want to enable, disable, or
delete.

Deselect All Schedules: Deselect the schedules you don’'t want to make
changesto.

Enable Selected Schedule(s): Enable the selected event.
Disable Selected Schedule(s): Disable a selected event.
Delete Selected Schedule(s): Delete the selected event.

Group Configuration

Path: System > Group List > Group Name > Configuration

The Group Configuration Manager page lets you enable, configure, and
manage al of the various services on the cache devicesin the group. For more
information, see “Device and Group Configuration Manager.”
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Device and Group Configuration
Manager

The Device Configuration Manager page shows a complete list of the
configuration settings for the selected device or group.

Use the buttons at the bottom of the Configuration Manager page to perform
various management tasks on pre-selected devices or groups, such as:

Refresh: Refreshesthe view of the page.

Apply Changes Now: This button displays after you have changed the
settings on a specific configuration page. Click to have the changes you made
take affect.

ScheduleUpdate: Thisbutton displaysafter you have changed the settingson
a specific configuration page. Click to schedule the changes you made take
affect at a certain time.

Cancel Changes: Thisbutton displays after you have changed the settings on
aspecific configuration page. Click to cancel al the changesyou made so that
none of them will take affect.

Configuration Manager: Activity View

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Activity View

The Activity View for the Configuration Manager page shows whether a
serviceisenabled for devicesand groups, the date and time of thelast changes,
and the name of the administrator user who made the change.

Configuration Manager: Services View

Path: System > Device List or Group List > Device Name > Configuration >
Services View

The Services View of the Configuration Manager page shows the current
status and settings for each service on adevice.
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IMPORTANT: The Services View is applicable only for the Device Configuration
Manager, and does not appear on the Group Configuration Manager page.

Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Forward Proxy

The primary purpose of the cache device isto provide proxy cache services.
You can use the proxy configuration pages to set up client acceleration
(Forward and Transparent Forward Proxy) and Web acceleration (Reverse
Proxy) for HTTP and FTP requests.

The Forward Proxy page lets you configure the device as aforward proxy
server. It lets you specify which | P addresses receive forward proxy requests
from browsers and the ports that the device listens on for forward requests.

Proxy | P Addresses:

+ Enable Forward Proxy: Check the box to enable the device to handle
forward proxy services. Browsers using this service must either be
configured with the device as a proxy server, or they must be enabled to
obtain the proxy address automatically using WPAD.

To activate the service, you must check one or more | P addresses for this
servicein thelist of Proxy IP Addresses.

¢ |P Address: Displays all device IP addresses. You must check al of the
addresses that you want forward proxy services running on.

+ Proxy Port: The port from which the device will receive forward proxy
requests and send requested data back to the requesting browsers.

+ Enable Automatic Proxy Configuration (WPAD): Check this box to
enable WPAD listening on al IP addresses configured for client
acceleration.

IMPORTANT: These IP addresses must not be used by any other device service
that uses port 80. For example, a single IP address cannot provide both WPAD and
Web server acceleration services that are configured to use port 80. The latter will
always override WPAD. And the same is true for any other service configured to

use port 80.

The WPAD standard provides automatic configuration of browsersto use
proxy services on anetwork. It requires that browsers on the network are
configured to request and use WPAD information. Configuration
procedures vary for each browser.
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L ogging:
+ Disabled: Select this radio-button to disable logging of forward activity.

+ Common Log Format: Select this radio-button to enable logging and use
the common log format. Click the Common Options button to configure
common log options, where you can specify how often new log files are
started and how long log files are retained.

+ Extended Log Format: Select thisradio-button to enable logging and use
the extended log format. Click the Extended Options button to configure
extended log options, where you can specify how often new log files are
started and how long log files are retained.

Authentication:

+ Enable Authentication: Check this box to cause the device to require
authentication of userswanting to useitsclient accelerator services. Click
the Authentication Option button to configure authentication settings.

IMPORTANT: The device requires that each service (including authentication)
uses a unique IP address and port combination. The default authentication port is
443. Attempts to enable authentication for more than one service on the same IP
address and port will result in a TCP bind error.

¢ S9_ Listening Port: The port on which the device listens for
authentication requests. The default port number is 443.

Cache Control:

+ Enable X-Forwarded-For: Check this box to enable X-Forwarded-For
headers. X-Forwarded-For headers are used to pass browser ID
information along with browser request packets. If the headers are
included, Web servers can determine the origin of browser requests they
receive. If the headersare not included, browser requests have anonymity.

Checking the X-Forward-For option causes the device to either add
information to an existing X-Forwarded-For or Forwarded-For header, or
to create a header if one doesn’t already exist.

L eaving the option unchecked causes the device to remove X -Forwarded-
For headers from any forward proxy requests passing through the device.

Deciding whether to check the option requiresthat you weigh the desires
of browser users to remain anonymous against the desire of Web server
owners (e-commerce sites, for example) to collect data about who is
accessing their sites.
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+ Enable Custom Cache Control Header: Check this box to enable the
caching of objects on the device while preventing caching by requesting
browsers. Click the Header Options button to configure header settings.

Custom cache control headers are designed primarily to be used in Web
server accel erators. However, very large hosting sites sometimes prefer to
place forward or transparent acceleratorsin front of their server farms
rather than creating hundreds or even thousands of Web server accel erator
services.

+ Allow HTTP CONNECT Method: Check this box to enable the forward
proxy service to use the HTTP CONNECT method.

+ Allow Only SS. CONNECT Traffic: Check this box to have the cache
device check to ensure that HTTP CONNECT requests to the forward
service contain SSL-related traffic.

Common Log Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Forward Proxy > Common Options

Use the Common L og Options page to set logging format and other logging
options for a proxy service.

HINT: For technical information on the common log file format, see the Common
Log File Format (http://www.w3.org/daemon/user/config/logging.html) Web site.

Rollover Options:

+ Rollover when file size reached (in MB): Select this radio-button to
specify how often new log files are started or rolled over according to the
log file size which will trigger the start of anew file.

NOTE: If you specify file size as the trigger to start a new file and the device is shut
down before and restarted after midnight, the device will start a new log file
automatically.

+ Rollover every: Select thisradio-button to specify how often new log files
are started or rolled over according to a periods of time.

Old File Options:

+ Limit number of filesto: Select this radio-button to specify the maximum
number of log files allowed. When this number of log filesisreached, the
oldest fileswill be removed from the system.
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*

*

Delete files older than: Select this radio-button to specify the maximum
ageof logfilesallowed. When thisage duration isreached, the oldest files
will be removed from the system.

Do not delete: Select this radio-button so that old log files are not deleted
automatically. The Do Not Delete option does not prevent the manual
deletion of files nor the deletion of files specified on the FTP Log Push

page.

Extended Log Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Forward Proxy > Extended Options

Use the Extended L og Options page to set logging format and other logging
options for a proxy service.

HINT: For technical information on the extended log file format, see the Extended
Log File Format (http://www.w3.0org/TR/WD-logfile) Web site.

L og Format: Check the box next to any of thefollowing field headersto have
that information logged:

*

*

Server IP; The device |P address.

Bytes Received: The number of bytes of HTTP request data the device
received from the browser.

Cached Satus: The valueindicating whether the request wasfilled by the
cache.

Bytes Sent: The number of bytes of HTTP request data the device sent to
the browser.

URI: The HTTP URL the browser sent to the device.

Time Taken: Thetimein secondsit took device resourcesto deal with the
request.

User Name: The user name, if applicable.
Fill Proxy: The IP address of the upstream proxy.

URI Sem: The stem portion of the HTTP URL the browser sent to the
device.

User Agent: The User-Agent HT TP request header value the browser sent
to the device.
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*

Ste Name: Reverse proxy or accelerator site name.
Origin Server: The I P address of the origin server.

URI Query: The query portion of the HTTP URL the browser sent to the
device.

Cookie: The Cookie HTTP request header value the browser sent to the
device.

X-Forward-For: The X-Forwarded-For HTTP request header value the
browser sent to the device.

Method: The HTTP method the browser sent to the device.

HTTP Version: The HTTP version specified in the URL the browser sent
to the device.

Referrer: The Referrer HT TP request header value the browser sent to the
device.

HTTP Satus; The HTTP status code the device sent to the browser.

Rollover Options:

*

Rollover when file size reached (in MB): Select this radio-button to
specify how often new log files are started or rolled over according to the
log file size which will trigger the start of anew file.

NOTE: If you specify file size as the trigger to start a new file and the device is shut
down before and restarted after midnight, the device will start a new log file
automatically.

Rollover every: Select thisradio-button to specify how often new log files
are started or rolled over according to a periods of time.

Old File Options:

*

Limit number of filesto: Select this radio-button to specify the maximum
number of log files allowed. When this number of log filesisreached, the
oldest fileswill be removed from the system.

Deletefiles older than: Select this radio-button to specify the maximum
ageof logfilesallowed. When thisagedurationisreached, the oldest files
will be removed from the system.

Do not delete: Select thisradio-button so that old log files are not del eted
automatically. The Do Not Delete option does not prevent the manual
deletion of files nor the deletion of files specified on the FTP Log Push

page.
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FTP Log Push Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Forward Proxy > Common or Extended Options> FTP Log
Push

The FTP Log Push page lets you schedule regular downloading and deleting
of devicelog filesto an FTP server, thus preventing a disk full condition and
the loss of logging data.

IMPORTANT: FTP Log Push settings are applicable to Forward Proxy,
Transparent Forward Proxy, Reverse Proxy and Media Excelerator streaming
services.

Server Options:

*

Enable FTP Log Push: Check this box to enable FTP Log Push for the
device. All log filesfor the services checked under Log Types are
affected.

Host Server: Enter the DNS name or |P address of the FTP server to
which log files are to be downl oaded.

Login Name: Enter avalid FTP login name.
Password: Enter the password of the FTP login name.

Default Directory: Enter a subdirectory name, located in the default
directory of the FTP login name. If this directory doesn’t exist, FTP Log
Pushwill createit. All log filesare downl oaded in asubdirectory structure
that mirrors the ETC/PROXY/DATA/LOGS directory on the device.

IP Address: Select an device | P addressthrough which FTP Log Push will
send the log files from the drop-down list.

FTP Log Push does not require that the device’'s mini FTP server be
activated.

Delete Log FilesfromExcelerator after Push: Check thisbox to causethe
immediate deletion of log files once they have been downloaded to the
FTPserver. Thisoption overridesrollover and old file settings on the Log
Options page.

Rollover Options:

*

Push logs when logs rollover: Check this box to ensure that log files are
immediately downloaded and deleted when they are closed by arollover
operation.
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+ Daysto push the logs. Check a box to specify when to push the logs.
Available options et you push logs monthly, weekly, only on specific
days, or every day.

More frequent pushing is accomplished through the Push Logs When the
Logs Rall Over option.

+ Timeto push thelogs: Use the drop-down lists to specify the hour at
which the push will occur.

Log Types: Check the services whose logs are to be pushed. The Cluster
option pushes al logs for any clustered services running on the device.

Authentication Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Forward Proxy > Authentication Options

Use the Authentication Options page to configure authentication expiration
for the proxy service. The Existing Profiles list shows all the authentication
profiles you have created.

Login Expiration:

+ Maximum idle time before requiring a new login: Enter a period of
browser inactivity allowed before the device requests a new login.

Existing Profiles:

+ Enable: Select the authentication profile you want to use for the proxy
service.

+ Name: Name of the authentication profile.

+ Type: Type of authentication used by this profile. Authentication types
include: Mutual, LDAP, Radius, NDS, Basic.

Header Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Forward Proxy > Header Options

User the Header Options page to configure cache control headers.

Use the Header Options page to specify object headers that the device
recognizes as overriding standard HT TP cache directives. The page has two
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options that |et you specify how the device refills objects with custom cache
control headers when the objects expire in cache.

For more information on custom cache control headers, see the main Velocity
CDN Documentation.

Control Header Insert: Enter acontrol header, and click the Insert button to
add the header to Control Header List below.

Control Header List: Displays all of the control headers you have created.

When Objects Reach the Custom Cache Control Expiration Time:

+ UseGet If-Modified-Snce Request to See If Cached Copy is Sill Correct:
Select thisradio-button to cause objects which have expired in cache, and
are subsequently requested by a browser, to berefilled in cache only if
they have changed on the origin Web server. Otherwise they will be
retained in cache and their expiration timer set to the custom cache
control header value.

+ Always Get a New Copy of Object: Select this radio-button to cause
expired objects in cache to be subsequently requested by a browser,
refilled in cache, and their expiration timer to be set to the custom cache
control header value. The device doesn’t check to see whether objects
have changed on the origin Web server.

Transparent Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Transparent Forward Proxy

The primary purpose of the cache device isto provide proxy cache services.
You can use the proxy configuration pages to set up client acceleration
(Forward and Transparent Forward Proxy) and Web accel eration (Reverse
Proxy) for HTTP and FTP requests.

The Transparent Forward Proxy page lets you configure the device as a
transparent proxy server. It lets you specify which ports and | P addresses the
device listens on for transparent requests.

Transparent Forward Proxy - L4 Switch Support:

+ Enable Transparent Forward Proxy Acceleration: Enables the device to
handle transparent proxy services. You must also check the | P addresses
for this service in Forward Proxy > the Proxy IP Addresses list.

Device and Group Configuration Manager 63



+ |P Address. The addresses that are enabled for transparent proxy services
and to which HTTP requests are forwarded by the L4 switch, WCCP-
capable router, or device internal router.

IMPORTANT: You cannot configure a transparent proxy service on an IP address
assigned to a card that has the Dynamic option set for NAT. NAT and transparent
proxy cannot coexist on the same card.

Proxy Ports:

+ Proxy PortsInsert: The ports from which the device receives transparent
proxy requests and sends requested data back to the requesting browsers.
Enter a port number and click the Insert button to add the proxy port to
the Proxy Ports List below.

+ Proxy Ports List: Displays all of the available proxy ports.

Exception | P Addresses:

* |P Addressinsert: A list of Origin Server |P Addresses. Browser requests
to these addresses will bypass an Excelerator device's transparent
handling service and be sent directly to the origin server. Enter an IP
address and click the Insert button to add the address to the Exception [P
Address List below.

¢ |P Address List: Displays al of the exception | P addresses.
Routing:

+ Options: Click the Router Options button to enable the device to act as a
router. The device provides basic routing without additional
configuration.

L ogging:
+ Disabled: Select this radio-button to disable logging of transparent
forward activity.

+ Common Log Format: Select this radio-button to enable logging and use
the common log format. Click the Common Options button to configure
common log options, where you can specify how often new log files are
started and how long log files are retained.

+ Extended Log Format: Select this radio-button to enable logging and use
the extended log format. Click the Extended Options button to configure
extended log options, where you can specify how often new log files are
started and how long log files are retained.

Authentication:
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+ Enable Authentication: Check this box to cause the device to require
authentication of userswanting to useitsclient accelerator services. Click
the Authentication Option button to configure authentication settings.

IMPORTANT: The device requires that each service (including authentication)
uses a unique IP address and port combination. The default authentication port is
443. Attempts to enable authentication for more than one service on the same IP
address and port will result in a TCP bind error.

¢ S9_ Listening Port: The port on which the device listens for
authentication requests. The default port number is 443.

Cache Control:

+ For Browser No Cache Requests: This controls the handling of browser
requeststhat specify the request should not befilled from cache. Requests
can beignored (vended from cache without checking content freshness),
refilled (automatically refilled from the origin Web server before
vending), or revalidated (checked against the object on the origin Web
server and refilled prior to vending if that object is fresher).

+ |nitial TCP Window Sze: This setsthe TCP receive window size for
initial cache fill requests.

+ Cache Objects That Have No Validator Or Expiration Date: Thisenables
caching of objects that would not normally be cached because they have
no validator or expiration date set.

+ Limit TheFill Bandwidth: Thisenableslimitsonthe TCP receivewindow
size for browser requests using the service.

+ Fill Bandwidth Limit: This sets the TCP receive window size for cache
fillsthat occur after the initial fill request.

¢ Error Handling Method: Lets you select a method for handling origin
server error pages. You can have the device send a cache error to the
browser, reset the connection with the browser, or transparently pass
through the message from the origin server.

+ Enable X-Forwarded-For: X-Forwarded-For headers are used to pass
browser 1D information along with browser request packets. If the
headers are included, Web servers can determine the origin of browser
requests they receive. If the headers are not included, browser requests
have anonymity.

Checking the X-Forward-For option causes the device to either add
information to an existing X-Forwarded-For or Forwarded-For header, or
to create a header if one doesn’t already exist.
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L eaving the option unchecked causes the deviceto remove X -Forwarded-
For headers from any transparent proxy requests passing through the
device.

Deciding whether to check the option requires that you weigh the desires
of browser users to remain anonymous against the desires of Web server
owners (e-commerce sites, for example) to collect data about who is
accessing their site.

+ Enable Custom Cache Control Header: Lets you enable the caching of
objects on the device while preventing caching by requesting browsers.

Custom cache control headers are designed primarily to be used in Web
server accelerators. However, very large hosting sites sometimes prefer to
place forward or transparent acceleratorsin front of their server farms
rather than creating hundreds or even thousands of Web server accelerator
services.

+ Allow HTTP CONNECT Method: Lets you enable the transparent proxy
service to usethe HTTP CONNECT method.

+ Allow Only SS. CONNECT Traffic: Lets you have the device check to
ensurethat HTTP CONNECT requeststo the transparent service contain
SSL-related traffic.

WCCP:

+ Disabled: Enables WCCP-capable routers to route HT TP requests to the
device. You must also select the version of WCCP used by the routersand
configure WCCP options so that routers can recognize the device and
know how to work with it.

+ Use WCCP Version 1: Select this radio-button to enable WCCP Version
1 routing. Click the Version 1 Options button to configure WCCP
Settings.

* Use WCCP Version 2: Select this radio-button to enable WCCP Version
2 routing. Click the Version 2 Options button to configure WCCP
settings.

Transparent Forward Proxy - Router Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Transparent Forward Proxy > Router Options
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Use the Router Options page to set up static routes and cause the device to
maintain and use RIP tables.

For an overview of device routing capabilities, see the Excelerator 2.1
Administration Guide.

Router Options:

+ Act as Router: Check this box if the device will function as the default
gateway for clients on the network. If you check this option, you can
specify additional gateways.

+ Enable RIP: Causes the device to use the Routing Information Protocol
(RIP) to build and maintain atable of the shortest routes to destinations.

+ Show Routes: Click this button to access the Shows Routes page.

+ Reset Learned Routes: Clicking the Reset L earned Routes button clears
the RIP entries from the list.

Default Gateways: The gateway for requests to destinations not covered by
host or network gateways:

+ Next Hop: Enter the I P address of the gateway.

+ Metric: Enter avalue for the gateway metric. The metric isarelative
number indicating the bias one wants to add to the normal flow of
gateway logic. Entering anumber higher than 1 makesthis resource more
expensive and atersthe gateway logic used. Valid numbers are 1 through
16.

+ Type: Select Active or Passive from the drop-down list. Gateways can be
active where they publish their presence, or passive where they do not.

Host Gateways I nsert: Letsyou set routing for requests to specific hosts.
Packets are checked against these routes first. Packets not routed are then
checked against the network gateways table. You can define one or more
gateways to be used for packets being sent to specific hosts, then click the
Insert button to add the host gateway to the Host Gateway List below.

+ Next Hop: Enter the address of the host gateway that is to be used.

+ Host: Enter the | P address of the destination host. Valid addresses cannot
be thefirst or last address of a class and must be unique.

+ Metric: Enter avaluethat alters the normal gateway-use logic depending
on arelative cost factor for using the gateways.
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+ Type: Select Active or Passive from the drop-down list. Gateways can be
active where they publish their presence, or passive where they do not

Host Gateways List: Displaysall of the host gateways that have been added
to the system.

Network Gateway | nsert: Letsyou set routing for requests to specific
networks. Packets not fitting the host gateways criteriaare checked against the
routes in these tables, beginning with the most restrictive routes. Packets not
routed are then sent to the default gateway. You can define one or more
gateways to be used for packets being sent to specific subnets, then click the
Insert button to add the network gateway to the Network Gateway List below.

+ Next Hop: Enter the address of the gateway that is to be used.

+ Subnetbase: Enter the subnet addressfor the destination | P address range.
You can also enter a specific | P address on a given subnet and the device
will calculate the subnet address using the mask

+ Mask: Enter the subnet mask for the subnet or | P address above. A valid
entry must be at least as large as a class mask where Class A Mask is
255.0.0.0, Class B Mask is 255.255.0.0, and Class C, D, E Masks are
255.255.255.0.

+ Metric: Enter avaluethat altersthe normal gateway-use logic depending
on arelative cost factor for using the gateways.

+ Type: Select Active or Passive from the drop-down list. Gateways can be
active where they publish their presence, or passive where they do not.

Network Gateway List: Displaysall of the network gatewaysthat have been
added to the system.

Transparent Forward Proxy - Show Routes

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Transparent Forward Proxy > Router Options > Show Routes

Use the Show Routes page to view and troubleshoot the routes the device is
using. Thelist contains an entry for each defined gateway, each |P address
assigned to anetwork adapter, and routes discovered through RIPif the Enable
RIP box is checked.

Clicking the Reset Learned Routes button clears the RIP entries from the list.

Show Routes;

68 Management Interface Help



+ Destination: The default route is listed first. For other routes the subnet
address is shown.

+ Next Hop: Thisisthe IP address of device network adapters, or the
gateway address for all routes that are external to the device.

+ Type: Device network adapter routes are direct, all others are remote.

+ Cost: The cost vaue represents either the metric value you assigned to
manually configured additional gateways (including the default
gateway), or arelative cost factor assigned by the RIP function if the
Enable RIP box is checked.

Transparent Forward Proxy - Reset Learned Routes

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Transparent Forward Proxy > Router Options > Reset
Learned Routes

Usethe Reset Learned Routes pageto clear all routeswhich were dynamically
determined using RIP. Statistic routes will not be affected.

Transparent Forward Proxy - WCCP Version 1 Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Transparent Forward Proxy > WCCP Version 1 Options

Use the WCCP Version 1.0 Options page to configure the device to provide
configuration information to the router that uses WCCP 1.0. The router can
work with multiple devices, but an device can work with only one WCCP 1.0
router.

WCCP Options:

+ Proxy Name: Not required for router configuration. Thisis provided for
your reference only. You can use text of any length and content for the
name.

+ Farm Name: Not required for router configuration. Thisis provided for
your reference only. You can use text of any length and content for the
name.

+ WCCP Router: The address of the WCCP-capablerouter. The device uses
this address to request that the router route HTTP traffic to the device.
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+ WCCP Cache: Theaddress of thetransparent proxy service onthedevice.
The router routes HTTP traffic to this address.

Transparent Forward Proxy - WCCP Version 2 Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Transparent Forward Proxy > WCCP Version 2 Options

Usethe WCCP Version 2 Options page to configure WCCP Version 2 service.

Use the WCCP Version 2.0 Options page to configure the device to provide
configuration information to the routers that use WCCP 2.0.

HINT: Cisco* recommends that customers use |0S 12.05t or later for WCCP 2.0
to work as planned.

WCCP Options:

+ WCCP Cache: The address of atransparent proxy service on the device.
The router routes HTTP traffic to this address. This address should also
be the device's main connection to the Internet.

+ WCCP Router Connection: Use this drop-down box to specify how the
router and device are connected.

+ Non-exclusive: The interface connecting the device to the router is
redirecting traffic. The device encapsulates the return packet so the
router won't redirect it, and the router un-encapsul ates the packet for
processing.

+ Exclusive: Theinterface connecting the device to the router is not
redirecting traffic. The device doesn't encapsul ate the return packet.
The router processes the packet asis.

Multicast/Unicast Options:

+ Use Multicast: Checking this option causes the device to use multicast
packets for requesting that WCCP 2.0 routers route traffic to the device.

+ Multicast Address. Enter the multicast address for your network. The
device verifiesthat the addressis valid when you click OK.

+ UseUnicast: Checking thisoption causesthe deviceto communicate with
the configured WCCP 2.0 routers using UDP packets and enables the
WCCP Router Addresses list.
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+ Unicast Router Address Insert: The addresses of one or more WCCP-
capable routers. The device uses these addresses to request that the
routers route HTTP traffic to the device.

Web Cast Service Options:

+ Enable Web Cache Service (Port 80 Only): Checking this option causes
the device to register with the WCCP-capable routers for receiving port
80 transparent proxy traffic.

+ Password: If you enter a password, the device signs WCCP version 2
communication packetswith an MD5 hash or “ signature” of the password
you enter. The valid string range is one to seven characters.

Custom Web Cache Service Options:

+ Enable Custom Web Cache Service (other transparent ports): Check this
option if your WCCP-capable routers handle transparent proxy traffic on
multiple ports.

¢ ServicelD: Thisisthe service ID that Cisco* routers usefor the multiple
port service. Currently, the only valid valueis 98.

+ Password: If you enter a password, the device signs WCCP 2.0
communication packets with an MD5 hash or signature of the password
you enter. The valid string range is one to seven characters.

Reverse Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Reverse Proxy

The primary purpose of the cache device isto provide proxy cache services.
You can use the proxy configuration pages to set up client acceleration
(Forward and Transparent Forward Proxy) and Web acceleration (Reverse
Proxy) for HTTP and FTP requests.

The Reverse Proxy page lets you add one or more Web server (reverse proxy)
accelerators. The device acts as the front end to Web servers on your Internet
or intranet and off-loads frequent requests, thereby freeing up bandwidth.
Using a Web server accelerator a so increases security because the |P
addresses of your Web servers are hidden from the Internet.

IMPORTANT: Accelerators and tunnels are incompatible. You can either
configure an accelerator (includes multiple multihoming accelerators) on an IP
address and port or configure one tunnel on an IP address and port.
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Rever se Proxy:

+ Enable: Specifies whether to enable the defined Web server accelerator
after you have configured it. The default is Enabled.

+ Name: Each Web server accelerator service requires a name you create.
For example, you can select a name that indicates which Web server is
being serviced by the device, or aternately, a set of browsers configured
to access the Web server accelerator as a proxy server. A valid name
consists of aDOS-style, eight-character name with no special characters
or spaces.

If logging is enabled, the device uses the Web server accelerator name as
the directory name that the log files for the Web server accelerator are
kept in.

* \Web Server: The IP address or local DNS name of each Web server from
which the device fills the cache for this Web server accelerator. The
device must be able to fill all requests through any of these names or
addresses unless path-based multihoming is being used.

+ Port: The port number that the origin Web server is listening on for
incoming connections. The default for HTTP is 80. The valid port range
is 1 through 65535.

+ Reverse Proxy IP: For normal accelerator situations, non-path-based
multihoming configurations, and accel erators configured as multihoming
masters, thisisthe device's | P addresses to which DNS resolves the Web
server's (or Web site’'s) DNS name and on which the Web server
accelerator listens for incoming connections from the Internet.

For child accelerators in path-based multihoming configurations, thisis
the | P address or addresses to which the multihoming master forwards
browser requests that match the specified path rule.

+ Port: The port number that the proxy server is listening on for incoming
connections. Thedefault for HTTPis80. Thevalid port rangeis 1 through
65535.

IMPORTANT: Configuring both a tunnel and an accelerator on the same IP
address and port is not supported.

+ Logging: Displays whether logging has been enabled for this Web server
accelerator.

ReverseProxy I nsert: Enter areverseproxy and click theInsert button to add
areverse proxy to thelist.
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Rever se Proxy Options:

+ Load Balanceat Session Level Only: Checking thisbox causesthe device
to use the same Web server for al fills during a session. This prevents e-
business users from having to log in multiple times. This setting affects
all Web server accelerators configured on the device.

Reverse Proxy - Insert (Modify)

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Reverse Proxy > Insert

Rever se Proxy:

+ Enable this Reverse Proxy: Specifies whether to enable the defined Web
server accelerator after you have configured it. The default is Enabled.

+ Name: The name of the reverse proxy.

Web Server Port: The port number that the origin Web server islistening on
for incoming connections. The default for HTTPis80. Thevalid port rangeis
1 through 65535.

Web Server Addresses Insert: Enter a\Web server address and click the

I nsert button to add the address to the Web Server AddressList below. TheIP
address or local DNS name of each Web server from which the devicefillsthe
cache for this Web server accelerator. The device must be able to fill all
requests through any of these names or addresses unless path-based
multihoming is being used.

Web Server Addresses List: Displays all of the available Web server
addresses.

Reverse Proxy | P Addresses:

+ Use Host Based Multi-Homing Options: Checking this option preserves
the host name in the HTTP header exactly asit camein the browser
request.

+ DNSName: The contents of thisfield depend on the type of accelerator
you are using.

If you are accel erating multiple Web serversfor multiple Web siteson the
same | P address, you must create a Web server accelerator definition for
each DNS name that is used in browser requests. This name must exactly
match one of the names in the requests.
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If you are accel erating multiple Web serversfor asingle Web siteand plan
to use path-based multihoming, you must use the same DNS namein
every accelerator definition.

Thisnameisalso used if the deviceispart of an ICP hierarchy that needs
to resolverelative URLSs.

+ Reverse Proxy Port: The port number that the proxy server islistening on
for incoming connections. The default for HTTP is 80. The valid port
rangeis 1 through 65535.

¢ Use Proxy IP Addresses: Check the addresses that can be used.

+ UsePath Based Multi-Homing Options: Thisoption isenabled only when
you have created another accelerator definition and have not created a
standard multihoming relationship between previously defined
accelerators on the device. In other words, you don’t have multiple
accelerators sharing the same accel erator | P address and port.

Thisoption letsyou create child accel eratorsfor path-based multihoming
configurations.

When you enable path-based multihoming for the accelerator you are
defining, you must also click the Path Based Options button and specify
apath rule that the multihoming master can use to route traffic to the
accelerator you are defining.

Youwill also noticethat if you have created multiple acceleratorsthat can
function as multihoming masters, when you select anamein the
Multihoming Master drop-down list, the DNS Name, Accelerator Proxy
Port, and Accelerator | P Addresses selections dynamically change to
match the accel erator whose name you have selected.

+ |nherit Path From: Select the server |P address where the path string will
be inherited from the drop-down list.

The path string, if present in the browser request, will cause the
multihoming master accelerator to route the request to the child
accelerator being defined.

The string match can occur immediately following the DNS name (the
Starts With option) or at the end of the URL (the Ends With option).

+ Sub-Path Match Sring: Thisis the string the multihoming master will
compare against the browser request. If the string is not found, the
multihoming master accelerator attemptsto fill the request through the
Web server addresses in its accelerator definition. If the string is found,
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the multihoming master accel erator routes the request to the accelerator
with the matching string.

+ Sub-Path Sartswith Sring: Checking this option indicates to the
multihoming master that the Sub-Path Match String field contains a path
that might immediately follow the DNS name in the browser request. If
the string matches the path in the request, the multihoming master
forwards the request to the child accelerator being defined. Theinitial
forward slash (/) is not required in the string because the device
automatically assumesit isin the request.

+ Remove Sub-Path from URL: You should check this option if the path
string doesn’t actually appear at the root of the Web server. If this option
ischecked, the string is stripped from the request before the request is sent
to the Web server. This probably indicates that the object is at the root of
theWeb server. If thisoptionisnot checked, the matched stringisretained
in the request sent to the Web server.

+ Sub-Path Ends with Sring: Checking this option indicates to the
multihoming master accelerator that the Sub-Path Match String field
contains afile extension, such as .gif, .jpg, .mpg, .cgi, and so on. If a
match isfound at the end of the browser request, the multihoming master
will route the request to the child accelerator being defined.

Reverse Proxy Logging Options:

+ Disabled: Select this radio-button to disable logging of reverse proxy
activity.

+ Common Log Format: Select this radio-button to enable logging and use
the common log format. Click the Common Options button to configure
common log options, where you can specify how often new log files are
started and how long log files are retained.

+ Extended Log Format: Select thisradio-button to enable logging and use
the extended log format. Click the Extended Options button to configure
extended log options, where you can specify how often new log files are
started and how long log files are retained.

Rever se Proxy Options:

+ Act asa Tunnel: Normally an accelerator service processes HTTP
requestsin order to fill them. However, it is not unusual that some of the
traffic coming through the device is not HTTP-based.
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Web servers often handle SSL connections, and less frequently they
might need to let Telnet, FTP, chat, or other kinds of traffic through
without attempting to processit.

The Act as a Tunnel option lets you create one or more accel erator
services for the specific purpose of tunneling non-HTTP traffic through
the device to the origin Web server. When the option is checked, the
accelerator sets up atunnel for all incoming traffic. Since tunnels are
aready limited in that they can only connect to the fill Web server on the
specified fill port, they are much more secure than connectionsto forward
or transparent services that use the CONNECT method.

When you check the Act asa Tunnel option, you have the additional
option of having the accelerator service tunnel only SSL traffic.

IMPORTANT: Configuring both a tunnel and an accelerator on the same IP
address and port is not supported.

+ Tunnel only S Traffic: If you decide to have the accelerator act as a
tunnel, you can elect to haveit tunnel only SSL traffic. The service will
then verify that the address and port being accessed are actually an SSL
Web site. If verification fails, the service will tear down the connection.

+ Enable X-Forwarded-For: X-Forwarded-For headers are used to pass
browser 1D information along with browser request packets. If the
headers are included, Web servers can determine the origin of browser
requests they receive. If the headers are not included, browser requests
have anonymity.

Checking the X-Forward-For option causes the device to either add
information to an existing X-Forwarded-For or Forwarded-For header, or
to create a header if one doesn’t already exist.

L eaving the option unchecked causes the device to remove X -Forwarded-
For headers from any Web accelerator requests passing through the
device.

Deciding whether to check the option requires that you weigh the desires
of browser users to remain anonymous against the desires of Web server
owners (e-commerce sites, for example) to collect data about who is
accessing their site.

+ Use Host Name Sent by Browser (multi-homing web server): Checking
thisoption preservesthe host namein the HT TP header exactly asit came
in the browser request.
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+ Alternate Host Name: Checking this option causes the string specified to
be substituted for the host name in the HT TP header before the request is
forwarded to the Web server.

¢ Return Error if Host Name Sent by Browser does not match Excelerator
DNS Host Name: Checking this option causes Excelerator to match the
host nameinthe DNS header that came from the browser against the DNS
name specifiedin thisaccel erator definition. If thenamesdon’t match, the
reguest isnot forwarded to the Web server. Instead, Excel erator returnsan
error to the requesting browser.

+ Enable Authentication: Checking this box causes the deviceto require
authentication of userswanting to useits Web server accelerator services.
Clicking Authentication Options displays the Add Authentication
Profiles dialog box.

+ Authentication Port: The port on which the device listens for
authentication requests.

IMPORTANT: The device requires that each service (including authentication)
uses a unique IP address and port combination. The default authentication port is
443. Attempts to enable authentication for more than one service on the same IP
address and port will result in a TCP bind error.

+ Enable Custom Cache Control Header: Checking thisoption and clicking
Header Options provides access to the Custom Cache Control Header
dialog box

FTP Mini Server and Forward Proxy

Mini FTP Server

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Mini FTP Server

Usethe FTP pagesto configure the deviceto provide an FTPlistening address
(Mini FTP Server) for device management, FTP forward proxy (client
acceleration), and FTP reverse proxy (Web server acceleration) services.

IMPORTANT: All device FTP services listen on port 21. Therefore, each IP
address on the device can be configured for only one FTP service (Mini FTP,
Forward Proxy, or FTP Accelerator).
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Mini FTP Server | P Addresses. Check an addressinthe Server |P Addresses
list to enableit for FTP listening. If an address is not checked, you cannot
upload or download filesusing FTP.

FTP Forward Proxy | P Addresses: Check an addressin the Proxy IP
Addresses list to enable FTP forward proxy services on that address.

¢ Username/Host Separator: Use this character on the FTP command line
to indicate where the username ends and the host name begins.

+ Example: FromaDOSwindow using native FTPmode (an FTP/FTR,
client to an device using the FTP protocol, an device to the origin
FTP host using the FTP protocol), enter:

syntax: ftp device_proxy_address
user nane: anonynous$ft p_host

passwor d:

+ Example: From abrowser using native FTP mode (FTP/FTP), enter:

ftp://anonynmous$ft p_host @evi ce_proxy_address

+ Example: From abrowser configured to route FTP traffic to an
deviceviaHTTP (HTTP/FTP) (the device retrieves data from the
origin FTP host using the FTP protocol), enter:

ftp://anonymous@t p_host

IMPORTANT: The default separator is the dollar sign ($), and this character
should be used whenever possible. The pound sign (#) and the at sign (@) are also
known to work as separators.

Although the browser-based tool will let you specify other characters such as the
comma (,), the percent sign (%), and the colon (:), these characters will not work
as FTP separators, and they will not appear in command line interface queries.

If you are using an FTP client, you might need to configure the client to
recognize the dollar sign (%).

+ Anonymous FTP Email Address. When the device's FTP server prompts
you for apassword, if you enter ablank, this e-mail address will be used
as the password.

FTP Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > FTP Forward Proxy
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Usethe FTP pagesto configure the deviceto provide an FTPlistening address
(Mini FTP Server) for device management, FTP forward proxy (client
acceleration), and FTP reverse proxy (Web server acceleration) services.

Mini FTP Server | P Addresses: Check an addressinthe Server |P Addresses
list to enableit for FTP listening. If an address is not checked, you cannot
upload or download files using FTP.

FTP Forward Proxy | P Addresses: Check an address in the Proxy IP
Addresses list to enable FTP forward proxy services on that address.

+ Username/Host Separator: Use this character on the FTP command line
to indicate where the username ends and the host name begins.

+ Example: From aDOSwindow using native FTPmode (an FTP/FTR,
client to an device using the FTP protocol, an device to the origin
FTP host using the FTP protocol), enter:

syntax: ftp device_proxy_address
user nane: anonynous$ftp_host

passwor d:

+ Example: From abrowser using native FTP mode (FTP/FTP), enter:

ftp://anonynmus$ft p_host @evi ce_proxy_address

+ Example: From a browser configured to route FTP traffic to an
deviceviaHTTP (HTTP/FTP) (the device retrieves data from the
origin FTP host using the FTP protocol), enter:

ftp://anonymus@t p_host

IMPORTANT: The default separator is the dollar sign ($), and this character
should be used whenever possible. The pound sign (#) and the at sign (@) are also
known to work as separators.

Although the browser-based tool will let you specify other characters such as the
comma (,), the percent sign (%), and the colon (:), these characters will not work
as FTP separators, and they will not appear in command line interface queries.

If you are using an FTP client, you might need to configure the client to
recognize the dollar sign ($).

+ Anonymous FTP Email Address. When the device's FTP server prompts
you for a password, if you enter ablank, this e-mail address will be used
as the password.
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FTP Reverse Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > FTP Reverse Proxy

Usethe FTP pagesto configure the deviceto provide an FTPlistening address
(Mini FTP Server) for device management, FTP forward proxy (client
acceleration), and FTP reverse proxy (Web server acceleration) services.

The FTP Reverse Proxy pageletsyou define an FTP accelerator serviceon the
device.

FTP Reverse Proxy Insert: Enter the name of the FTP server.

FTP Reverse Proxy List:

*

Enable: Checking this option activates the defined FTP accel erator
service.

FTP Server Name: Either the IP address or DNS name of the FTP server
being accelerated.

FTP Server Port: All device FTP serviceslisten on port 21. Therefore,
each | P address on the device can be configured for only one FTP service
(Mini FTP, Forward Proxy, or FTP Accelerator).

Reverse Proxy IP: All device | P addresses are listed. Select an addressto
enable FTP acceleration through the address for the server listed in the
FTP Server Name field.

Reverse Proxy Port: All device FTP serviceslisten on port 21. Therefore,
each | P address on the device can be configured for only one FTP service
(Mini FTP, Forward Proxy, or FTP Accelerator).

Global Settings

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Global Settings

Use the Streaming Global Settings page to configure Storage M anagement.

Sorage M anagement:

+ Max Object Sze: The largest non-live streaming object that the device

will cache. The device will pass through but will not cache non-live
objects that exceed thisvalue.
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This value does not apply to live streaming objects.

Setting the value to 0 disables object size restrictions. However, objects
will not exceed the system-calculated largest cacheable object size (see
the note below) nor will this value cause the Max Disk Usage valueto be
exceeded. The default field value is 0.

NOTE: This field value does not apply to tunneled content, which the device treats
as HTTP objects. The maximum object size for HTTP objects is equal to
approximately one fourth of the smallest disk drive in the device. This means that
if the smallest drive is 18 GB, the largest cached object size allowed by the system
would be 4.5 GB.

+ Max Object Duration: The playing-time threshold beyond which SMC
will not cache a non-live streaming object.

When this threshold is reached, SMC continues to pass through the
stream, but any streaming object whose playing time exceedsthislimitis
removed from cache. In other words, SMC does not cache objects whose
total playing time exceeds this value.

When determining whether to continue caching an object, SMC considers
the Max Object Size and Max Object Duration values and uses the more
restrictive of the two.

This value does not apply to live streaming objects.

Setting the value to 0 disables playing time restrictions on object
cacheability. However, the same restrictions explained under Max Object
Size still apply. Valid field values are 0 through 24 hours. The default
valueisO.

+ Max Live Object Duration: For future use. Not currently implemented.

+ Max Disk Usage: The total amount of device disk space that can be used
for caching streaming objects. Valid field values are 0 through 10,000
MB. The default value is 0, which means there are no disk usage
restrictions that apply to streaming objects.

Apple QuickTime

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Apple QuickTime >

Use the Apple QuickTime page to create a new streaming service profile.

Name: Enter aunique name for the streaming service you are creating.
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Type:

*

Forward: Select the Forward streaming service type from the drop-down
list to set up aforward proxy service for streaming media on the device.

After the serviceis defined, RT SP/RT P-compatible media players can
designate the device as their streaming proxy server. Any device IP
addresses can be used. Enabling specific addressesis not required for
forward streaming services.

Reverse: Select the Reverse streaming service type from the drop-down
list to set up accelerator services for handling streaming media requests
to origin Web servers.

Transparent: Select the Transparent streaming service type from the
drop-down list to set up atransparent proxy service for streaming media
on the device.

After the serviceis defined, RTSP/RTP requests can be automatically
routed to the device by arouter or switch on your network. Any devicelP
addresses can be used. Enabling specific addressesis not required for
transparent streaming services.

ServicelList: Containsalist of the streaming mediaforward, transparent, and
reverse proxy services you have defined for the device.

*

*

*

Enable: Check the box next to a streaming service to enable that service.
Name: Name of the streaming service.

Type: Type of streaming service (Forward, Transparent Forward, or
Reverse).

Address:. | P address of the proxy server.
Port: Port number used by the streaming service.

Logging: Indicateswhether logging isturned on for the streaming service
(Yesor No).

Insert: Click this button to create additional streaming services.

Madify: Click this button to edit the streaming service.

Delete: Click this button to remove the streaming service from the system.
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Apple QuickTime - Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Apple QuickTime > Forward > Insert

The Apple QuickTime Service - Forward page letsyou set up aforward proxy
service for streaming media on the device.

After the serviceis defined, RTSP/RTP-compatible media players can
designate the device as their streaming proxy server. Any device | P addresses
can be used. Enabling specific addressesis not required for forward streaming
services.

Forward Proxy Addresses:

+ Addresses: Select the proxy |P address that will be used by the streaming
service asits streaming proxy server from thelist of available IP
addresses.

L ogging:

+ Extended Log Format: Checking this option causes logging of SMC-
related events associated with the service.

+ Extended Options. Click this button to access the Extended L og Options
page where you can configure extended logging.

Apple QuickTime - Extended Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Apple QuickTime > Insert > Forward

Use the Extended L og Options page to set logging format and other logging
options for a proxy service.

HINT: For technical information on the extended log file format, see the Extended
Log File Format (http://www.w3.0rg/TR/WD-logdfile) Web site.

L og Format: Check the box next to any of thefollowing field headersto have
that information logged:

+ Server |P: Thedevice |P address.
+ URI: The URL the browser sent to the device.

+ Method: The QuickTime method the browser sent to the device.
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* RTSP \ersion: The RTSP version specified in the URL the browser sent
to the device.

+ RTSP Satus: The RTSP status code the device sent to the browser.

¢ Cache Satus: The cache status for the proxy service.

Rollover Options:

+ Rollover when file size reached (in MB): Select this radio-button to
specify how often new log files are started or rolled over according to the
log file size which will trigger the start of anew file.

NOTE: If you specify file size as the trigger to start a new file and the device is shut
down before and restarted after midnight, the device will start a new log file
automatically.

+ Rollover every: Select thisradio-button to specify how often new log files
are started or rolled over according to a periods of time.

Old File Options:

+ Limit number of filesto: Select this radio-button to specify the maximum
number of log files allowed. When this number of log filesisreached, the
oldest fileswill be removed from the system.

+ Deletefiles older than: Select this radio-button to specify the maximum
ageof logfilesallowed. Whenthisageduration isreached, the oldest files
will be removed from the system.

+ Do not delete: Select this radio-button so that old log files are not del eted
automatically. The Do Not Delete option does not prevent the manual
deletion of files nor the deletion of files specified on the FTP Log Push

page.

Apple QuickTime - Reverse Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Apple QuickTime > Reverse > Insert

The Reverse Streaming Service page lets you create accelerator services for
handling streaming media requests to origin Web servers.

Streaming Service:
+ Enable: Specifies whether the serviceis enabled.
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Sreaming Server Port: The port number that the origin streaming server is
listening on for incoming streaming media connections. The default is 554.
Thevalid port rangeis 1 through 65535.

Sreaming Server Addresses.

+ AddressInsert: The IP address of the streaming server from which the
device fills the cache for this SMC accelerator service.

¢ Address List: Displays all of the available streaming server addresses.

Rever se Proxy Addresses:

+ Addresses: Check the IP address of the device. Thisisthe device'sIP
addresses to which DN S resolves the Web site’'s DNS name and on which
the SMC accelerator service listens for incoming connections from the
Internet.

L ogging:

+ Extended Log Format: Checking this option causes logging of SMC-
related events associated with the service.

+ Extended Options: Click this button to access the Extended Log Options
page where you can configure extended logging.

Apple QuickTime - Transparent Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Apple QuickTime > Transparent > I nsert

Use the Transparent Streaming Service page to set up atransparent proxy
service for streaming media on the device.

After the serviceis defined, RTSP/RTP requests can be automatically routed
to the device by arouter or switch on your network. Any device | P addresses
can be used. Enabling specific addresses is not required for transparent
streaming services.

Streaming Service:

+ Enable: Enablesthe defined serviceto providetransparent proxy services
for streaming media content.

+ Name: Each streaming media service requires a name. For example, you
can select aname that indicates the location of the client players that will
be accessing the service or another name that helps you differentiate
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between different transparent services. A valid nameisaDOS-style,
eight-character al pha-numeric string with no special characters or spaces.

+ Port: The port from which the device will receive transparent proxy
requestsfor streaming mediacontent and on whichit will send the content
back to the client players. The default port value is 554. Valid port
numbers range from 1 through 65535.

L ogging:

+ Extended Log Format: Checking this option causes logging of SMC-
related events associated with the service.

+ Extended Options:. Click this button to access the Extended Log Options
page where you can configure extended logging.

Apple QuickTime - Advanced

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Apple QuickTime > Advanced

Bandwidth M anagement:

+ Max Bandwidth Per Sream: The maximum bandwidth that SMC allows
asingle stream to consume. Streams that require more bandwidth are
rejected. Valid field values are 0 through 10,000 Kbps.

+ Max Upstream Bandwidth: The total bandwidth allowed for all streams
coming from origin Web servers. All requests that would cause thisvalue
to be exceeded are denied. Valid field values are 0 through 1,000,000
Kbps. The default value is 0, which disables total upstream bandwidth
restrictions.

+ Max Downstream Bandwidth: The total bandwidth alowed for all
streams flowing to client players. All requests that would cause thisvalue
to be exceeded are denied.Valid field values are 0 through 1,000,000
Kbps. The default valueis 0, which disablestotal downstream bandwidth
restrictions.

IMPORTANT: You must set this parameter to match the capacity of your network
hardware.

The device’s high performance capabilities can easily cause streaming media
output to exceed the capacity of the network, including the device’s network cards.
The resulting back log can result in lost packets and other more severe problems,
including an device system crash.
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Cache Freshness:

¢ Max TTL: The maximum number of hoursthat SMC will servea
streaming media object from cache before refilling from the origin Web
server. No streaming media object is served from cache after this value
expires without being refilled first.

This value overrides the freshness or Time to Expire header value
specified by the Webmaster if he or she specified alonger time.

Use thisfield to reduce the maximum time that SMC waits before
refilling requested objects.Valid values range from 1 through 168 hours.
The default value is 48.

NOTE: This does not apply to tunneled content. The configured limits on HTTP
freshness apply to all HTTP objects, including tunneled streaming content.

¢ Min TTL: The minimum number of seconds that SMC will serve a
streaming mediaobject from cache beforerefilling it from the origin Web
server. No requested object will be refilled sooner than specified by this
value.

This overrides the freshness or Time to Expire header value specified by
the Webmaster if he or she specified a shorter time.

Use thisfield to increase the minimum time the device waits before
refilling requested objects. This parameter does not override No Cache or
Must Revalidate directivesfrom the origin Web server. Valid valuesrange
from O through 86,400 seconds (24 hours). A value of 0 means that the
device will use the value assigned the object by the Webmaster. The
default value is 3600, which means the device will not request that an
object be refilled sooner than one hour.

NOTE: This does not apply to tunneled content. The configured limits on HTTP
freshness apply to all HTTP objects, including tunneled streaming content.

+ Default TTL: The number of hours SMC waits before refilling requested
streaming media objects for which Webmasters have not specified a
freshness or Time to Expire header value.

NOTE: This does not apply to tunneled content. The configured limits on HTTP
freshness apply to all HTTP objects, including tunneled streaming content.
Stream Filling:

¢ Continue Fill Time: Thelength of timethat the device will continuetofill
a streaming request after there are no consumers for the stream. Valid
values range from 0 through 600 seconds. The default value is 0, which
stopsfilling immediately.
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This value applies only when No Consumer Abort Fill is set to Yes.

+ Max Sessions: The total number of user sessions that SMC will service.
SMC denies requests beyond this value.

Valid field values are 1 through 10,000. The default is 10,000.

Protocol Settings:

+ |dle Timeout: Do not change this value. If the media player doesn’'t send
any messagesfor this period of time, the session isterminated. Valid field
values are 10 through 600 seconds. The default value is 60 seconds.

+ Keep Alive Timeout: Do not change thisvalue. Thisisthe interval at
which the system sends messages to the origin Web serversto keep
streaming media sessions alive. Valid field values are 10 through 600
seconds. The default value is 45 seconds.

Upstream Proxy:
+ Enable Upstream Proxy: Check to enable the Upstream Proxy.

+ MMSPort: Enter the MM S Upstream Proxy port number. The default
port number is 1755.

¢ HTTP Port: Enter the HTTP Upstream Proxy port number. The default
port number is 8080.

Upstream Proxy Address:

¢ Upstream Proxy Address Insert: Enter avalid |P address for a proxy
server, and click the Insert button to add the IP address to the Upstream
Proxy Address List below.

+ Upstream Proxy Address List: Displaysall of the available proxy servers.
Select one of the servers.

Real Media

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media>

Use the Real Media page to create and configure streaming media services.

HINT: For more detailed information about Media Excelerator streaming service,
see the Excelerator 2.1 Administration Guide.

Name: Enter aunique name for the streaming service you are creating.
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Type:

*

Forward: Select the Forward streaming service type from the drop-down
list to set up aforward proxy service for streaming media on the device.

After the serviceis defined, RT SP/RTP-compatible media players can
designate the device as their streaming proxy server. Any device IP
addresses can be used. Enabling specific addressesis not required for
forward streaming services.

Reverse: Select the Reverse streaming service type from the drop-down
list to set up accelerator services for handling streaming media requests
to origin Web servers.

Transparent: Select the Transparent streaming service type from the
drop-down list to set up atransparent proxy service for streaming media
on the device.

After the serviceis defined, RTSP/RTP requests can be automatically
routed to the device by arouter or switch on your network. Any device |P
addresses can be used. Enabling specific addressesis not required for
transparent streaming services.

Sreaming Services. Contains alist of the streaming media forward,
transparent, and reverse proxy services you have defined for the device.

*

*

*

Enable: Check the box next to a streaming service to enable that service.
Name: Name of the streaming service.

Type: Type of streaming service (Forward, Transparent Forward, or
Reverse).

Address: | P address of the proxy server.
Port: Port number used by the streaming service.

Logging: Indicates whether logging isturned on for the streaming service
(Yesor No).

Insert: Click this button to create additional streaming services.

Modify: Click this button to edit the streaming service.

Delete: Click this button to remove the streaming service from the system.
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Real Media - Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Forward > Insert
Streaming Service:

+ Enable: Enablesthe defined serviceto provide forward proxy servicesfor
streaming media content.

+ Name: Each streaming media service requires a name. For example, you
can select a name that indicates the group of client players that will be
accessing the service or another name that helps you differentiate
between different forward services. A valid nameisaDOS-style, eight-
character alpha-numeric string with no special characters or spaces.

¢ RTSP Port: The port from which the device will receive forward proxy
requestsfor streaming mediacontent and on whichit will send the content
back to the client players. The default port value is 554. Valid port
numbers range from 1 through 65535.

+ PNA Port: Enter the number of the Real Proxy port number to
which this client should send its PNA requests (usually 1090).

IP Binding:

+ Binding Options: Thisoption allowsyou to select the | P address or
addresses Real Proxy should bind to for the receipt of incoming
connections.

L ogging:
+ Logging Options: This option allows you to configure logging of SMC-
related events associated with the service.

Real Media - Reverse Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Reverse > Insert

The Reverse Streaming Service page lets you create accelerator services for
handling streaming media requests to origin Web servers.

Streaming Service:
+ Enable: Specifies whether the serviceis enabled.
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Sreaming Server Port: The port number that the origin streaming server is
listening on for incoming streaming media connections. The default is 554.
Thevalid port rangeis 1 through 65535.

Sreaming Server Addresses.

+ AddressInsert: The IP address of the streaming server from which the
device fills the cache for this SMC accelerator service.

¢ Address List: Displays all of the available streaming server addresses.
Reverse Proxy:
+ DNSName: The DNS name of the streaming server you are accelerating.
¢ RTSP Port: Global port set and used by all Real services.
IP Binding:

+ Binding Options: Thisoption allowsyou to select the | P addressor
addresses Real Proxy should bind to for the receipt of incoming
connections.

L ogging:

+ Logging Options. This option allows you to configure logging of SMC-
related events associated with the service.

Real Media - Transparent Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Transparent > Insert

Streaming Service:

+ Enable: Enablesthe defined serviceto providetransparent proxy services
for streaming media content.

+ Name: Each streaming media service requires a name. For example, you
can select a name that indicates the group of client players that will be
accessing the service or another name that helps you differentiate
between different forward services. A valid name isa DOS-style, eight-
character alpha-numeric string with no special characters or spaces.

+ RTSP Port: Theport from which the devicewill receivetransparent proxy
requestsfor streaming mediacontent and on whichit will send the content
back to the client players. The default port value is 554. Valid port
numbers range from 1 through 65535.
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| P Binding:

+ Binding Options: Thisoption allowsyou to select the | P addressor
addresses Real Proxy should bind to for the receipt of incoming
connections.

L ogging:

+ Logging Options. This option allows you to configure logging of SMC-
related events associated with the service.

Real Media - Advanced

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Advanced

Ports: The port range to which access is specified.

Bandwidth M anagement:

+ Maximum Client Connections: This determines the total number of
Real Players which connect concurrently.

+ Maximum Proxy Bandwidth: This determines the total bits per
second which the Proxy will generate at any given time for all
client connections.

+ Maximum Gateway Bandwidth: This determines the total bits per
second which the Proxy will accept from upstream streaming
media servers.

Pull Splitter:

+ Mount Point: Used in URL s that reference pull splitting streams.
The default is/split/.

+ Port: Port number to which the transmitter will listen for pull
splitting requests.

+ Protocol: This shows which type of protocol the transmitter will
use to transmit data to the receiver. Choose TCP if you are
splitting through afirewall, although it will produce a slower
connection and more overhead.

Back Channel Multicast:
+ Enable Multicast: Check to enable Multicast on the server.
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+ Enable SAP: Check to enable the Service Advertising Protocol on the
Sserver.

+ PNA Port: Enter the number of the Real Proxy port number to
which this client should send its PNA requests (usually 1090).

+ RTSP Port: Enter the port number to which Real Proxy will direct
its RTSP multicast streams.

+ |P Address Range: Specify the range of addresses to which you
want to multicast streams.

+ Timeto Live: Thisindicates how far multicast packets can travel
over a network.

+ Resend: To allow missing packets to be resent to clients that
request them, select Yes.

+ Multicast Delivery Only: To require that clients with | P addresses
in the User List connect in multicast mode, select Yes.

Routing Rules: Allowsyou to configure Real Proxy to connect directly to the
host cited in the URL or to route the request to a secondary parent Real Proxy.

Cache: Check to enable caching. It is enabled by default.

Real Media - Binding Options
Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Modify > Binding Options

| P Binding Options: Select the | P address or addresses Real Proxy
should bind to for the receipt of incoming connections.

Real Media - Logging Options
Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Modify > Logging Options

Log Options: The proxy log records the | P addresses of the clients
that have connected, the clipsthey listened to, the times of day they
connected, and bytes transferred.

+ Logging Syle: This setting determines which datais collected during
logging, as shown in the following list:
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To gather this information... ...set Logging Style to this value

Bytes sent 0 or higher
Clip name including path 0 or higher
Client IP address and platform 0 or higher
information

Timestamp 0 or higher
Packets successfully and 1 or higher
unsuccessfully re-sent

Protocol (RTSP or PNA) 1 or higher

Send time (total media sentin seconds) 1 or higher

Transport method (TCP, UDP) and 1 or higher
version

Client ID 2 or higher
Server IP Address 3or4
Stream components 3or4d
Timestamp for start time 3or4
Average bitrate 4

Packets sent 4
Common presentation identifier 5

NOTE: Logging Style has six options, styles 0 through 5. Styles 0 through 4 each
includes information of the logging styles with lower numbers. Thus, Logging Style
3 collects the information that’s collected by styles 0, 1, and 2, as well as the
material gathered by style 3. Logging Style 5 consists of the fields in Logging Style
2, plus the present ati on_i d field.

+ DisableClient GUIDs: This setting gathers client software identification.

+ SatsMask: This setting gathers statistics about what arrived at the
client and viewer behavior while playing the clips.

+ Log Rolling Frequency: Proxy log files can grow indefinitely as
they accumulate data. To keep log files to a manageable size,
you can limit the proxy log to aweeks's worth of information or
acertain file size, and Real Proxy will begin anew log file when
the limit is reached. This setting is used to create new log files at
specified intervals.
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+ Log Roalling Sze: This setting is used to create new log files at specified
sizes.

+ Proxy Log File: Thelog fileis placed in the subdirectory of the main
Real Proxy directory.

Error Log: The error log records client connections and Real Proxy
errors. Each time an error is generated by Real Proxy, arecord is
created in the error log. The error log path is stored in the same
directory asthe proxy log.

+ Log Rolling Frequency: This setting is used to create new log files at
specified intervals.

+ Log Rolling Sze: This setting is used to create new log files at specified
sizes.

+ Proxy Error Log File: Thelog fileis placed in the subdirectory of the
main Real Proxy directory.

For more information on logging options, refer to the Excelerator browser-
based tool > Cache > Streaming > Help > Real Proxy 8 Administration Guide
> Chapter 14 Tracking RealProxy Activity.

Real Media - Client Access Rules

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Advanced > Client Access Rules

Client Access Rules|nsert: Enter an identification number for thisrule.

Client Access Rules List: List of rules that have been configured.

Real Media - Client Access Rules Insert

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Advanced > Client Access Rules

Client Access Rules: Enter Client’s | P address or range of addresses.

Real Media - Routing Rule Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Advanced > Routing Rule Options
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For agiven rule, Real Proxy may be configured to connect directly to the host
cited in the URL or to route the request to a secondary parent Real Proxy.

Proxy Routing Rules Insert: Enter aruleto parse the URL the proxy
receives.

Proxy Routing Rules List: List of routing rules that have been configured.

Real Media - Proxy Routing Rules Insert

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Real Media> Advanced > Routing Rule Options > Insert

For agiven rule, Real Proxy may be configured to connect directly to the host
cited in the URL or to route the request to a secondary parent Real Proxy.

Proxy Routing Rules. Enter arule to parse the URL the Proxy receives.

Windows Media

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Windows Media >

Use the Windows Media page to create and configure streaming media
services.

HINT: For more detailed information about Media Excelerator streaming service,
see the Excelerator 2.1 Administration Guide.

ServicelList: Containsalist of the streaming mediaforward, transparent, and
reverse proxy services you have defined for the device.

+ Enable: Check the box next to a streaming service to enable that service.
+ Name: Name of the streaming service.

+ Type: Type of streaming service (Forward, Transparent Forward, or
Reverse).

+ Address: |P address of the proxy server.
+ Port: Port number used by the streaming service.

+ Logging: Indicates whether logging isturned on for the streaming service
(Yesor No).

Insert: Click this button to create additional streaming services.
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Moadify: Click this button to edit the streaming service.

Delete: Click this button to remove the streaming service from the system.

Windows Media - Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Windows Media > Insert > Forward

The Forward Streaming Service page lets you set up aforward proxy service
for streaming media on the device.

After the serviceisdefined, MM S-compatible mediaplayers can designate the
device as their streaming proxy server. Any device | P addresses can be used.
Enabling specific addresses is not required for forward streaming services.

Streaming Service:

+ Enable: Enablesthe defined serviceto provide forward proxy servicesfor
streaming media content.

+ Name: Each streaming media service requires a name. For example, you
can select a name that indicates the group of client players that will be
accessing the service or another name that helps you differentiate
between different forward services. A valid nameis a DOS-style, eight-
character alpha-numeric string with no special characters or spaces.

+ Port: The port from which the device will receive forward proxy requests
for streaming media content and on which it will send the content back to
the client players. The default port valueis 1755. Valid port numbers
range from 1 through 65535.

Forward Proxy Addresses:

+ Addresses: Select the proxy |P address that will be used by the streaming
service asits streaming proxy server from the list of available IP
addresses.

L ogging:

+ Extended Log Format: Checking this option causes logging of SMC-
related events associated with the service.

+ Extended Options:. Click this button to access the Extended Log Options
page where you can configure extended logging.

Options:
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+ Allow UDP for Filling: Check this box to allow use of the UDP protocol
for filling streaming mediarequests. (See the Media Excelerator sections
of the Excelerator 2.1 Administration Guide for more information on
streaming media service.)

Windows Media - Extended Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Windows Media > Insert > Forward

Use the Extended L og Options page to set logging format and other logging
options for a proxy service.

HINT: For technical information on the extended log file format, see the Extended
Log File Format (http://www.w3.0rg/TR/WD-logdfile) Web site.

L og Format: Check the box next to any of thefollowing field headersto have
that information logged:

¢ Server |P: The device |P address.

¢ URI: The URL the browser sent to the device.

+ Fill Proxy: The IP address of the upstream proxy.
+ Origin Server: The IP address of the origin server.

+ Log Satus: Thelog status for the proxy service.

Rollover Options:

+ Rollover when file size reached (in MB): Select this radio-button to
specify how often new log files are started or rolled over according to the
log file size which will trigger the start of anew file.

NOTE: If you specify file size as the trigger to start a new file and the device is shut
down before and restarted after midnight, the device will start a new log file
automatically.

+ Rollover every: Select thisradio-button to specify how often new log files
are started or rolled over according to a periods of time.

Old File Options:

+ Limit number of filesto: Select this radio-button to specify the maximum
number of log filesallowed. When this number of log filesisreached, the
oldest fileswill be removed from the system.
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+ Déletefiles older than: Select this radio-button to specify the maximum
ageof logfilesallowed. When thisage duration isreached, the oldest files
will be removed from the system.

+ Do not delete: Select this radio-button so that old log files are not del eted
automatically. The Do Not Delete option does not prevent the manual
deletion of files nor the deletion of files specified on the FTP Log Push

page.

Windows Media - Reverse Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Windows Media > Insert > Reverse

The Reverse Streaming Service page lets you create accelerator services for
handling streaming media requests to origin Web servers.

Streaming Service:
+ Enable: Specifies whether the serviceis enabled.

Sreaming Server Port: The port number that the origin streaming server is
listening on for incoming streaming media connections. The default is 1775.
Thevalid port rangeis 1 through 65535.

Sreaming Server Addresses:

+ AddressInsert: The IP address of the streaming server from which the
device fills the cache for this SMC accelerator service.

¢ Address List: Displays all of the available streaming server addresses.

Reverse Proxy Addresses:

+ Addresses: Check the IP address of the device. Thisisthe device's P
addresses to which DN S resol ves the Web site’'s DNS name and on which
the SMC accelerator service listens for incoming connections from the
Internet.

+ Reverse Proxy Port: The port from which the device will receive reverse
proxy requests for streaming media content and on which it will send the
content back to the client players. The default port valueis 1755. Valid
port numbers range from 1 through 65535.

L ogging:
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+ Extended Log Format: Checking this option causes logging of SMC-
related events associated with the service.

+ Extended Options: Click this button to access the Extended L og Options
page where you can configure extended logging.

Options:
+ Allow UDP for Filling: Check this box to allow UDP for filling.

Windows Media - Transparent Forward Proxy

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Windows Media > Insert > Transparent

Use the Transparent Streaming Service page to set up atransparent proxy
service for streaming media on the device.

After the serviceis defined, MM S requests can be automatically routed to the
device by arouter or switch on your network. Any device IP addresses can be
used. Enabling specific addressesis not required for transparent streaming
services.

Streaming Service:

+ Enable: Enablesthe defined serviceto providetransparent proxy services
for streaming media content.

+ Name: Each streaming media service requires a name. For example, you
can select aname that indicates the location of the client players that will
be accessing the service or another name that helps you differentiate
between different transparent services. A valid nameisaDOS-style,
eight-character a pha-numeric string with no special characters or spaces.

+ Port: The port from which the device will receive transparent proxy
requestsfor streaming mediacontent and on whichit will send the content
back to the client players. The default port valueis 1755. Valid port
numbers range from 1 through 65535.

L ogging:

+ Extended Log Format: Checking this option causes logging of SMC-
related events associated with the service.

+ Extended Options:. Click this button to access the Extended Log Options
page where you can configure extended logging.
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Options:
+ Allow UDP for Filling: Check this box to alow UDP for filling.

Windows Media - Advanced

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Windows Media> Advanced >

Bandwidth Management:

*

Max Downstream Bandwidth: The total bandwidth allowed for all
streamsflowing to client players. All requeststhat would causethisvalue
to be exceeded are denied.Valid field values are 0 through 1,000,000
Kbps. The default valueis 0, which disablestotal downstream bandwidth
restrictions.

IMPORTANT: You must set this parameter to match the capacity of your network
hardware.

The device’s high performance capabilities can easily cause streaming media
output to exceed the capacity of the network, including the device’s network cards.
The resulting back log can result in lost packets and other more severe problems,
including an device system crash.

Sream Filling:

*

Continue Fill Time: The length of timethat the devicewill continuetofill
a streaming request after there are no consumers for the stream. Valid
values range from 0 through 600 seconds. The default valueis 0, which
stopsfilling immediately.

This value applies only when No Consumer Abort Fill is set to Yes.

Multicast:

*

*

Enable Multicast: Check to enable Multicast.

Timeto Live: Thisindicates how far multicast packets can travel
over anetwork. The default is 5.

Max Rebroadcast Time: Thisis the maximum amount of time that a
broadcast will be allowed to continue broadcasting. Default is 0 which
means it will never stop. This setting only affects multicast stations that
have not started yet.

IP Address Range: Thisisthe range of addresses Excelerator uses
when assigning a multicast address to a multicast station.
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Excelerator will start at the bottom address and move up using
the addresses in the range until they are all used. If therangeis
changed, all currently running multicasts will be stopped and
Excelerator will start over at the bottom of the range.

Upstream Proxy:
+ Enable Upstream Proxy: Check to enable the Upstream Proxy.

+ MMSPort: Enter the MM S Upstream Proxy port number. The default
port number is 1755.

¢ HTTP Port: Enter the HTTP Upstream Proxy port number. The default
port number is 8080.

Upstream Proxy Address:

+ Upstream Proxy Address Insert: Enter avalid |P address for a proxy
server, and click the Insert button to add the I P address to the Upstream
Proxy Address List below.

+ Upstream Proxy Address List: Displaysall of theavailable proxy servers.
Select one of the servers.

Authentication

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication

Use the Authentication page to enable the device to authenticate users via:
+ Certificate authentication using HTTPS (HTTP over SSL)
+ Username/password authentication using HTTPS

+ Username/password authentication using HTTP

The Authentication page lets you assign an authentication profile name and
selected the desired authentication method.

IMPORTANT: The device doesn’t recognize case differences in profile names.
MyProfile and myprofile are, effectively, the same profile name.

Also, the device partially overwrites and concatenates previously created profiles
without warning if a duplicate name is used. Therefore, if you create a profile
named MyProfile and later create another profile named myprofile, the device will
remove the first name, concatenate parts the first profile with the second, and use
the second name.
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To avoid these problems, ensure that each profile has a unique name.

After selecting the authentication source, you must configure the source by
clicking its respective Options button. See the following sections for
information on configuring Mutual, LDAP, NDS, RADIUS, and Basic
Authentication options.

Authentication Profile Insert:
+ Name: Enter a unique name for the authentication profile.

+ Type: Select the authentication method from the drop-down list: Mutual,
LDAP, Radius, NDS, or Basic.

Authentication Profile List: Displays al of the authentication profiles that
you have configured on the system.

Authentication - Mutual Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > Mutual Insert

Use the Mutual Authentication Options page to insert, delete, and import
trusted root certificates.

Trusted Root Insert: Enter the name of the trusted root and click the Insert
button to add it to the Trusted Root List bel ow.

Import Trusted Root: Click this button to access the Import Trusted Root
page.

Trusted Root List: Displays trusted root certificates already installed. Click
Insert to add trusted root certificates; click delete to remove existing
certificates.

Authentication - Import Trusted Root

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > Mutua or LDAP > Import Trusted Root

Use the Import Trusted Root page to create a trusted root file that contains
information identifying the Certificate Authority used by the server for the
profile you are creating.

Import Trusted Root:
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+ Imported Filename: Enter a path and filename for the trusted root file.

Thefilename can contain up to eight al phanumeric charactersand a.DER
extension. The device automatically appends the .DER extension if you
don’'tincludeit.

IMPORTANT: Be sure you use a unique filename for each .DER file. The device
overwrites files without warning if you use duplicate flenames. Remember that the
device is not case-sensitive, so MyCert.DER and mycert.der are, effectively, the
same filename.

WARNING: The path must be a directory path that already exists.

If you don't include a path with the filename, the device createsthefile at
the root volume.

+ |nsert Trusted Root Contents. Using atext editor on your configuration
workstation, open the Trusted Root certificate file (should bein clear text
or B64 format) from the Certificate Authority > select the file contents >
paste the contents to the clipboard. Return to the Import Trusted Root
page and paste the clipboard contents into this text box.

To obtain Trusted Root certificates, contact a Certificate Authority
vendor.

IMPORTANT: The Trusted Root certificate file must be in B64 or clear text format.
Binary certificates cannot be imported.

Authentication - LDAP Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > LDAP Insert

Use the LDAP Options page to configure the device for users who
authenticate through an LDAP database.

LDAP Server Options:
+ LDAP Server |P Address: Enter the | P address of the LDAP server.

IMPORTANT: If additional IP addresses are entered, these will be used for
authentication fail-over. Fail-over servers must have identical LDAP settings.

IMPORTANT: Authentication fail-over for secure LDAP is not supported.

* LDAP Server Listening Port: The port number on whichthe LDAP server
islistening for requestsfrom LDAP clients. The default is 389 for normal
access. Use 636 for secure access.
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Secure Accessto LDAP Server:

+ Enable Secure Accessto LDAP Server: Causes the data sent between the
LDAP client and the LDAP server to be sent using SSL.

+ LDAP Server Trusted Root File: The path to atrusted root file that
contains the Certificate Authority (CA) used by the LDAP server in the
profile you are creating.

The devicefillsthis field with information for the trusted root file you
create using the Import Trusted Root button.

If the LDAP server uses a CA for which you have previously created a
trusted root file, you can manually typethe path and filenamein thisfield.
For example, you might be using the same LDAP server for multiple
authentication profiles.

+ |mport Trusted Root: Click to access the Import Trusted Root page.
LDAP Login Name For mat:

+ UseUser’'sEmail: Select thisoption to have userslogin using their e-mail
namefield inthe LDAP database. You must provide one or more contexts
in which the LDAP server will search for the e-mail name.

+ UseDistinguished Name: Select thisoption to allow usersto authenticate
using their LDAP user names. Users can use either their fully
distinguished LDAP (full LDAP contexts) user names, or you can
provide alist of LDAP contexts so users only need to type their user
names.

+ UseField Name: Select this option to require that users enter a specific
LDAP field name.

Authentication - LDAP - E-mail Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > LDAP > E-mail Options

Select this option to have userslog in using their e-mail namefield in the
LDAP database. You must provide one or more contexts in which the LDAP
server will search for the e-mail name.

This option is somewhat redundant with Use Field Name because the e-mail
nameissimply an LDAPfield name. E-mail is offered separately becauseitis
used so often.
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LDAP Search Base Insert: Click Insert to enter the context of one or more
LDAP containers from which the search for the e-mail name should begin.

LDAP Search BaseList: Displaysalist of al the available LDAP search
bases.

LDAP Login Name Format: You must also provide authentication
information for the device to access the LDAP server using one of the
following options:

+ Use Anonymous Bind for LDAP Search: Select this option if the device
can authenticate to the LDAP server using anonymous bind.

¢ Use User/Password Bind for LDAP Search: Select this option if
anonymous bind is not enabled on the LDAP server.

+ Username: Enter the username through which the device authenticates to
use the LDAP server’s authentication services

+ Password: Enter the user’s password.

Authentication - LDAP - Distinguished Name Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > LDAP > Distinguished Name Options

Select this option to allow usersto authenticate using their LDAP user names.
Userscan useeither their fully distinguished LDAP (full LDAP contexts) user
names, or you can provide alist of LDAP contexts so users only need to type
their user names.

IMPORTANT: Using this option with Netscape’s LDAP server requires a special
setup procedure.

The device searches each context until it either locates the name or exhausts
the search. If duplicate names exist in different contexts, the device searches
until the correct name/password match is found.

Field Name: Enter an LDAP field name;
+ CN: Common Name format.

+ UID: User ID format.
IMPORTANT: If this field is left blank, CN will be used by default.
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LDAP Context I nsert: Specific contextsinwhich the LDAP server will look
for user names. This provides ashortcut to authentication of usersby allowing
them to type only their LDAP user names.

LDAP Context List: Displaysalist of all the LDAP contexts that have been
added to the system.

Authentication - LDAP - Field Name Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > LDAP > Field Name Options

Use the Field Name Options page to configure a specific LDAP field name.

LDAP Field Name: The LDAP field name (such as User ID) through which
users can authenticate.

LDAP Search Base I nsert: Click Insert to enter the context of one or more
LDAP containers. The device will perform a sub-tree search in al containers
in thelist. The sub-containers of the listed containers will aso be searched.

LDAP Search BaseList: Displaysalist of all the LDAP search base
containers.

LDAP Login Name For mat:

+ Use Anonymous Bind for LDAP Search: Select this option if the device
can authenticate to the LDAP server using anonymous bind.

+ Use Username/Password Bind for LDAP Search: Select this option if
anonymous hind is not enabled on the LDAP server.

+ Username: Enter the username through which the device authenticates to
use the LDAP server’s authentication services.

* Password: Enter the user’s password.

Authentication - RADIUS Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > RADIUS Insert

Use the RADIUS Authentication Options page to specify aRADIUS server
the device can use for authentication.

RADIUS Server Options:
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+ RADIUS Server IP Address: The I P address of the RADIUS server.

IMPORTANT: If additional IP addresses are entered, these will be used for
authentication fail-over. Fail-over servers must have identical RADIUS settings.

+ RADIUS Server Listening Port: The port number on which the RADIUS
server listens for incoming authentication requests.

+ RADIUS Shared Secret: The string the RADIUS server usesto verify that
the device can request authentication of users.

+ RADIUSResend Timein Seconds: Theinterval in seconds between device
requeststo the RADIUS server. The default is 2 seconds. This means that
the device could send three requests before the 7-second default limit
expires and the authentication request fails.

+ RADIUS Server Reply in Seconds: Thetotal time the device will wait for
aresponse from the RADIUS server before authentication fails. The
default is 7 seconds.

Authentication - NDS Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > NDS I nsert

Use the NDS Authentication Options page to configure the device for having
users authenticate through an NDS database.

NDS Server |P Address: The |P address of the NDS server.

IMPORTANT: If additional IP addresses are entered, these will be used for
authentication fail-over. Fail-over servers must have identical NDS settings.

User’s Default Context Insert: To add an NDS context, enter information in
the following fields and click the Insert button.

+ NDSContext: Enter the appropriate NDS context.
+ NDSTree: Enter the appropriate NDS tree name.

User’s Default Context List: Displays all of the available NDS contexts.

Authentication - Basic Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Authentication > Basic | nsert
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Tuning

Use this page to set up basic authentication. With basic authentication, user
names and passwords are lightly encrypted (low security).

To use basic authentication, you must already have established an
authentication method with at least one of the existing authentication options.

Basic Authentication Profile: Select one of the existing authentication
profiles from the drop-down list.

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Tuning

The Tuning page lets you restrict and enable functionality that affects all
device operations.

Tuning General Options:

+ |gnore Refresh Requests from Browsers: When a user clicks Refresh or
Reload in the browser, the default system action isto send a new request
to the Web server. Checking this option causes refresh or rel oad requests
to befilled from the cache until cache freshness parameters are met.

+ Enable Filter Cookies: The device removes all cookie HTTP request
headers from requests forwarded to Web servers. It also removes al set-
cookie HTTP reply headers from replies coming from Web servers.

+ Enable Persistent Connectionsto Browsers: All connections from
browsers to the device remain open. This makes the response time
between the device and browsers faster.

+ Enable Persistent Connections to Origin Servers: All connections from
browsers to Web servers (through the device) remain open. This can
cause some Web servers and their networks to crash, depending on the
number of simultaneous connections they support.

+ Enable Initial Splash Screen: Browsers receive first-time and periodic
notification that their requests are being processed by the device. The
splash screen is customizable so that | SPs, for example, can advertise the
fact that they are providing accelerated Web service. For information on
customizing the splash screen, see the Excelerator 2.1 Administration
Guide. The splash screen is disabled by default.

+ Act as Sngle User (Private) Cache: The device caches objects that have
been flagged for private caches only.
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+ Enable Read-Ahead Images Embedded in the Page: The device retrieves
and caches objects that have been flagged Read-Ahead.

+ Maximum Number of Concurrent Read-Ahead Requests: Specify the
maximum number of Read-Ahead objects the cache device will retrieve.

Cache Freshness

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Cache Freshness

The Cache Freshness dialog box lets you set time values governing when the
device revalidates requested cached objects against those on their respective
origin Web servers. If requested objects have changed, the device re-caches
them.

The device does not automatically re-cache objectswhen they expire. Expired
objects are revalidated (and re-cached if they have changed) only when
requested by browsers and in accordance with thetime values set in the Cache
Freshness dialog box.

Revalidation Times:

¢ HTTP Maximum; The maximum number of hours or days the device will
serve HT TP datafrom cache before revalidating it against content on the
origin Web server. If an object has not been revalidated when this value
expires, the object cannot be served from cache.

Thisoverridesafreshnessor Timeto Expire header value specified by the
Webmaster if he or she specified alonger time.

You can use this value to reduce the maximum time the device waits
before checking to seeif requested objects need to be refreshed.

¢ HTTP Default: The value the device usesto determinewhen to revalidate
reguested objects for which Webmasters have not specified afreshness or
Time to Expire header value.

¢ HTTP Minimum: The minimum number of hours or minutes the device
will serve HTTP datafrom cache before revalidating it against content on
the origin Web server. No requested object will berevalidated sooner than
specified by this value.

This overrides the freshness or Time to Expire header value specified by
the Webmaster if he or she specified a shorter time.
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You can use this value to increase the minimum time the device waits
before checking to see if requested objects need to be refreshed. This
parameter doesnot override No Cache or Must Revalidatedirectivesfrom
the origin Web server.

¢ FTP Default: The number of hours or days FTP dataremainsin cache
before it expires. The device does not revalidate expired FTP objects. It
simply re-caches them when they are requested.

+ Gopher Default: The number of hours or days Gopher dataremainsin
cache before it expires. The device does not revalidate expired Gopher
objects. It simply re-caches them when they are requested.

+ Continue Accelerator Fill Time: The number of minutes or hoursthat the
device's Web acceleration services ignore browser request cancellations
and continue downloading objects from the target Web server until the
download is complete.

¢ Continue Forward Fill Time: The number of minutes or hours that the
device' sHTTP forward and transparent proxy services ignore browser
request cancellations and continue downloading objects until the
download is complete.

¢ HTTP Retries: The number of retry requests that will be issued.
+ Reset: Restores the cache freshness settings' default values.

IP Addresses

Path: System > Device List > Device Name > Configuration > |P Addresses

IMPORTANT: The IP Addresses settings page is applicable only for device
configuration, and does not appear in the Group Configuration Manager.

The P Addresses page found in the System/Network Settings section displays
the network adapters, which are the physical connectors into the device, and
the | P addresses associated with each adapter. The list reflects the current
device hardware configuration.

Using the buttons on the | P Addresses page, you can associate | P addresses
with adapters and change | P address information. Each adapter can have
multiple subnets associated with it, and each subnet will have one or more IP
addresses associated with it. You can either defineindividual | P addresses and
masks, or you can add a subnet address and mask and then add multiple IP
addresses from that subnet range.
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IMPORTANT: If you plan to use an device cluster, do not assign the IP addresses
for clustered services to network adapters. IP addresses used for clustered
services are assigned during the clustered service creation process.

The IP address and the mask define a subnet. You cannot use the first or last
address in any given subnet. You cannot create a subnet that collides with
another subnet. You cannot create a subnet which spans multiple adaptors.

The following are valid device subnet masks (representing /1 through /31 in
common router notation):

128.0.0.0 192.0.0.0 224.0.0.0 240.0.0.0 248.0.0.0
252.0.0.0 254.0.0.0 255.0.0.0 255.128.0.0 255.192.0.0
255.224.0.0 255.240.0.0 255.248.0.0 255.252.0.0 255.254.0.0
255.255.0.0 255.255.128.0 255.255.192.0 255.255.224.0 255.255.240.0
255.255.248.0 255.255.252.0 255.255.254.0 255.255.255.0 255.255.255.128

255.255.255.192 255.255.255.224  255.255.255.240 255.255.255.248 255.255.255.252

255.255.255.254

Adapter:
+ Subnet: The adapter’s subnet address.

+ Modify Subnet: Click to access the Modify Subnet page where you can
make changes to the subnet mask and IP address settings.

+ Delete Subnet: Click to delete the subnet from the system.

+ Mask: The adapter’s subnet mask address. You can change this value at
the Modify Subnet page.

+ Addresses: Lists the | P addresses in the subnet. You can change these
addresses at the Modify Subnet page.

+ Add Address: Click to access the Add Address page where you can add
an | P address to the subnet.

Add Adapter:
+ Adapter: Select an ethernet adapter from the drop-down list.
+ Subnet Mask: Enter avalid address for the adapter’s subnet mask.
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+ Address: Enter avalid IP address for the adapter.
+ |nsert: Click this button to add the adapter to the adapter list above.

TCP Options: Click to accessthe TCP Options page where you can configure
the TCP options for the device.

Adapter Options: Click to access the Adapter Options page where you can
configure settings for each adapter.

IP Addresses - Modify Subnet
Path: System > Device List > Device Name > Configuration > |P Addresses
> Modify Subnet

IMPORTANT: The IP Addresses settings page is applicable only for device
configuration, and does not appear in the Group Configuration Manager.

Usethe Modify Subnet page to change subnet settings for the sel ected adapter.
Adapter:
+ Subnet: The adapter’s subnet address.

+ Subnet Mask: The adapter’s subnet mask address. You can change this
value, and click the OK & Return to IP Addresses button to save your
changes.

IP Addresses:

+ |P AddressInsert: Enter avalid | P address and click Insert to add it to the
IP Address List

+ |P Address List: Displays the available | P addresses.

IP Addresses - Add Address

Path: System > Device List > Device Name > Configuration > |P Addresses
> Add Address

IMPORTANT: The IP Addresses settings page is applicable only for device
configuration, and does not appear in the Group Configuration Manager.

Usethe Add Address pageto configure additional 1P addressesfor the sel ected
adapter.

Adapter:
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+ Subnet: The adapter’s subnet address.

+ Subnet Mask: The adapter’s subnet mask address. You can change this
value, and click the OK & Return to IP Addresses button to save your
changes.

| P Addresses:

+ |P Address|nsert: Enter avalid | P address and click Insert to add it to the
IP Address List

+ |P Address List: Displays the available | P addresses.

IP Addresses - Adapter Options

Path: System > Device List > Device Name > Configuration > |P Addresses
> Adapter Options

IMPORTANT: The IP Addresses settings page is applicable only for device
configuration, and does not appear in the Group Configuration Manager.

Use the Adapter Options page to view and change settings for the network
adapters on the device to ensure compatibility with an existing LAN. Modify
the default settings only if your LAN requires specialized adapter card
changes.

Adapter Options:
+ Adapter: Name of the network adapter.

+ Speed: Select the adapter speed from the drop-down list. Optionsinclude:
Default, 10 MB, and 100 MB.

+ Duplex: Select the duplex mode from the drop-down list. Options
include: Default, Half, and Full.

IMPORTANT: Some network adapter drivers do not detect duplex settings
correctly. This is a general, industry problem with Fast Ethernet technology.

If your device isn't performing as expected, check to ensure that the duplex
settings for its network adapters match your network configuration. It might be
necessary to manually configure the duplex settings on both your device and your
Ethernet switch or hub.

+ NAT: Select the Network Address Trandation (NAT) mode for the
adapter from the drop-down list. Optionsinclude: Dynamic and Disabled.
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If the deviceis serving asarouter, and your network employs non-unique
private | P addresses, you can configure the device to provide Network
Address Trandlation (NAT) services.

For example, if you have a 10.0.0.0 private network on ethO and a
registered public network such as 130.0.0.0 on ethl, the clients on the
private network can access the Internet through the device, provided that
the Dynamic option has been selected in the NAT drop-down list for the
ethl adapter.

The device then functions as a network address translator and
dynamically maps the private, non-routable 10-net addresses to the
registered public address assigned to ethl.

IMPORTANT: You cannot configure a transparent proxy service on an IP address
assigned to a card that has the Dynamic option set for NAT. NAT and transparent
proxy cannot coexist on the same card.

IP Addresses - TCP Options

Path: System > Device List > Device Name > Configuration > |P Addresses
> TCP Options

IMPORTANT: The IP Addresses settings page is applicable only for device
configuration, and does not appear in the Group Configuration Manager.

Use the TCP Options page to configure timeout settings for the Transmission
Control Protocol (TCP). The parameters displayed in the TCP Options page
are standard TCP configuration settings. For detailed information on TCP
parameters, refer to any of the readily available TCP/IP reference guides or
resources located on the Web or bookstore.

Use the TCP Options page to configure timeout settings for the Transmission
Control Protocol (TCP).

TCP Options:

+ Connection Timeout: The number of secondsthe proxy server attemptsto
establish a connection before timing out because the other side has not
responded. You might want to increase this value if you notice that the
remote server is reachable (the ping succeeds) but the load is heavy.

+ Keep Alive Interval: The number of minutes a connection isidle before
the proxy server queriesto check if the other server is still responding.

+ Data Read Timeout: The number of seconds the proxy server waits for
expected data to begin arriving before it times out. You might want to
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DNS

increasethisvalueif you notice that the browser receivesincompl ete data
or the connection is disconnected in the middle of data transfer.

+ |dle Server Timeout: The number of minutes the proxy server keeps the
TCP connection between the browser and the proxy server active, even if
thereis no data flow.

+ |dle Client Timeout: The number of seconds the proxy server keepsthe
connection to the origin Web server or another proxy server active, even
if thereis no data flow.

+ Reset: Restores the TCP settings to their original default values.

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > DNS

Use the DNS page to configure the domain name service that the device will
use, including setting a domain name for domain-relative address resolution.
You must specify adomain name for the device to use relative domain names.

DNS servers are searched in the order listed.

Domain: Specify the domain of your device. Valid rangesinclude all valid
domain names.

DNS Server | P Addresses:

+ DNS Server IP Address Insert: Specify the | P addresses of the DNS
serversyou are using, and click the Insert button to add the IP address to
the list below. You can enter up to three server addresses.

¢ DNS Server IP Address List: Displays al of the DNS server addresses.

Device Domain Nameor Alias:;

+ Name or Alias. Specify a unique domain name or aias for the device.
Thisnameisused in the Via headers that track packet routes across the
network.

+ Enable DNSProxy: Excelerator versions earlier than 1.3 included an
active DNS proxy. Dueto a potential security risk through the DNS port,
version 1.3 and later have the DNS proxy disabled by default. You can
enable the DNS proxy by checking this box.
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+ Advanced DNS Options: Click this button to access the Advanced DNS
Options page.

DHCP Server |P Addresses:

¢ DHCP Server IP Address Insert: Specify a DHCP server address, and
click the Insert button to add the DHCP server to the list below. The
device will forward client DHCP requests to this server.

Thisfunctionality is critical if DHCP clients cannot directly access their
designated DHCP servers. The device forwards the DHCP requests from
the clients to the servers and forwards the replies back to clients. The
device does not haveto be enabled as arouter to forward DHCP requests.
However, the DHCP Server IP list must befilled in.

¢ DHCP Server IP Address List: Displays alist of al the available DHCP
servers.

DNS - Advanced Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > DNS > Advanced

Use the Advanced DNS Options page to configure additional Domain Name
Service (DNS) settings.

Thresholds;

+ Negative Lookup: Enter atime value (in seconds) to control how long a
failed DNSlookup domain nameremainsin the proxy server cache. Valid
field valuesinclude 0 — 3600 seconds.

If the proxy server cannot resolve adomain name, it stores that
information in its cache for the specified amount of time. If the proxy
server receives requests for that domain name within this period, it sends
a“Bad Gateway” error message to the browser and does not resolve the
domain name again.

+ Minimum Timeto Live per Entry: Enter atime value (in seconds) to set
the minimum amount of time that DNS entries remain in cache before
they expire. Thisisthe minimum value the device uses regardless of the
value returned by the DNS name server. Valid field valuesinclude 0 —
3600 seconds.

+ Maximum Timeto Live per Entry: Enter atime value (in hours) to set the
maximum amount of time that DNS entries remain in cache before they
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expire. Thisisthe maximum value the device usesregardless of thevaue
returned by the DNS name server. Valid field valuesinclude 0 — 744
hours.

+ Maximum Entries. Enter the maximum number of DNS cache entries
allowed. When this number is reached, the proxy server deletes old
entriesto make room for newer ones. The default is 5000. Valid field
values include 2000 — 100000.

+ DNSTransport Protocol: The transport protocol DNS uses on the
network where the deviceisinstalled.

+ Monitor DNSServer: Check thisbox to enable DNS server monitoring by
the device.

The device normally monitors DNS server availability by pinging the
configured servers every minute. This ensures timely handling of DNS
requests. You should uncheck thisitem if the device accesses DNS
through a connection that should not be kept continually open, such asa
dial-up phoneline or ISDN connection. Keep in mind, however, that
unchecking the option will cause the DNS configuration on the Health
Status pageto fail.

+ Reset: Restores the settings to their previous values.

Gateway/Firewall

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Gateway/Firewall

The Gateway/Firewall page lets you set up both default gateways as well as
additional gateways for specific routing to hosts or networks. It also lets you
specify RIP and SOCK S information for firewalls.

In order for the deviceto function, you must specify adefault gateway (router)
whether the device is originating packets that need to be routed (from proxy
requests or scheduled downloads) or is serving as arouter for packets that
need to be routed externally.

Gateway:

+ Default Gateway |P Address: Enter avalid gateway | P address. You must
have at least one gateway defined for the device to function. Thisisthe
I P address of the gateway or router being used by the device.
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Additional Gateways:. Click to access the Additional Gateways page
where you can specify more gateways. The device only uses these
additional gateways if the Act As Router option is checked.

Enable RIP: Check this box to turn on the Routing Information Protocol
1. Through this protocol, the deviceis able to learn routes.

Act as Router: Check this box if the device will function as the default
gateway for clients on the network. If you check this option, you can
specify additional gateways.

Enable Gateway Monitor: Check this box to enable gateway monitoring
by the device.

The device normally monitors gateway availability by pinging the
configured gateways every minute. You should uncheck thisitem if the
device accessesits gateways through a connection that should not be kept
continually open, such asadial-up phoneline or ISDN connection. Keep
in mind, however, that unchecking the option will cause the gateway
configuration on the Health Status page to fail.

Firewall:

*

Enable SOCKSClient: Check thisbox to enable SOCK Sclient serviceon
the device.

SOCKSisafirewall communication protocol. If thereisafirewall
preventing the device from communicating directly, you can specify
information for SOCK S4 or SOCK S5 servers.

Socks Bypass: Click to access the SOCK S Bypass configuration page.

Server |P Address. Enter the address of the SOCK S server you want to
use.

Server Port: Enter the port number for SOCK S traffic on the network.
The default port number is 1080.

SOCKS V4: Select this radio-button to use the SOCK 34 protocol.

Username: Specify a user name if the SOCK $4 server requires one for
communication.

SOCKSV5: Select this radio-button to use the SOCK S5 protocol.

No Authentication: Select this radio-button if you use SOCK S5 without
verification (where there is no username or password required).
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+ Username/Password Authentication: Select this radio-button to enable
the entry of a SOCK S5 username and password if your SOCK S server
requires authentication.

+ Username: Enter your SOCKS username.

+ Password: Enter you SOCK'S password.

Gateway/Firewall - Additional Gateways

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Gateway/Firewall > Additional Gateways

Usethe Additional Gateways page to specify additional gateways. The device
routes requests to specific destinations through these gateways. If a request
could be routed through multiple gateways, the device chooses the gateway
associated with the most restrictive mask (the smallest range of destination
addresses). The default gateway is used only when no other routes apply.

IMPORTANT: The device uses additional gateways only when the Act As Router
option is checked on the Gateway/Firewall page.

Gateways fall within the following three basic groups:
+ Host gateways for specific destination addresses

+ Network gateways for destination addresses that fall within specific
subnets

+ Thedefault gateway for destination addresses that aren’t covered by host
or network gateways

The syntax for this gateway is often expressed in router configuration
tables asfollows:

0.0.0.0/ 0.0.0.0 / iii.iii.iii.iii
Thevariablei represents the | P address of the default gateway.

IMPORTANT: If the device is acting as a router and you don’t specify a default
gateway, the device routes only those requests whose destination addresses are
covered by a host or network gateway. Other requests are not routed.

The device uses Metric field values to alter normal (most restrictive) routing.
Thedefault field valueis 1. A higher number indicates ahigher cost associated
with the gateway being referenced. Thislets you configure the devicein such
away that more expensive gateways are not used unless the default or less
specific gateway is unavailable.
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The device conveniently determines masking information when you enter the
host or network information.

Default Gateways:
+ Next Hop: Enter the | P address of the gateway.

+ Metric: Enter avaue for the gateway metric. The metric isarelative
number indicating the bias one wants to add to the normal flow of
gateway logic. Entering anumber higher than 1 makesthis resource more
expensive and altersthe gateway logic used. Valid numbers are 1 through
16.

+ Type: Select Active or Passive from the drop-down list. Gateways can be
active where they publish their presence, or passive where they do not.

Host Gateways Insert: You can define one or more gateways to be used for
packets being sent to specific hosts, then click the Insert button to add the host
gateway to the Host Gateway List below.

+ Next Hop: Enter the address of the host gateway that is to be used.

+ Host: Enter the | P address of the destination host. Valid addresses cannot
be thefirst or last address of a class and must be unique.

+ Metric: Enter avaluethat alters the normal gateway-use logic depending
on arelative cost factor for using the gateways.

+ Type: Select Active or Passive from the drop-down list. Gateways can be
active where they publish their presence, or passive where they do not

Host Gateways List: Displaysall of the host gateways that have been added
to the system.

Network Gateway Insert: You can define one or more gateways to be used
for packets being sent to specific subnets, then click the Insert button to add
the network gateway to the Network Gateway List below.

+ Next Hop: Enter the address of the gateway that is to be used.

+ Subnetbase: Enter the subnet addressfor the destination | P addressrange.
You can a'so enter a specific | P address on a given subnet and the device
will calculate the subnet address using the mask

+ Mask: Enter the subnet mask for the subnet or |P address above. A valid
entry must be at |east as large as a class mask where Class A Mask is
255.0.0.0, Class B Mask is 255.255.0.0, and Class C, D, E Masks are
255.255.255.0.
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+ Metric: Enter avaluethat alters the normal gateway-use logic depending
on arelative cost factor for using the gateways.

+ Type: Select Active or Passive from the drop-down list. Gateways can be
active where they publish their presence, or passive where they do not.

Network Gateway List: Displaysall of the network gatewaysthat have been
added to the system.

Gateway/Firewall - Socks Bypass

ICP/CERN

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Gateway/Firewall > Socks Bypass

SocksBypass|nsert: Enter the | P address of aserver whose requests will not
be sent to the SOCK Sfirewall, then click Insert to add the server to the Socks
Bypass List below.

SocksBypassList: Displaysall of the servers who have been designated for
SOCKS bypassing.

If the SOCKSclient isenabled, all HTTP and FTP server traffic isredirected
to the SOCK S firewall. However, requests to origin servers on an intranet
within the firewall should not be routed through the SOCK S server. Requests
to servers whose | P addresses are inserted into thislist will not be sent to the
SOCKS server.

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > |CP Cern

The ICP/CERN configuration page lets you configure the applicance to
participatein ICP and CERN hierarchies.

| CP/CERN Parent and Peers: Enables and configuresthe | CP/CERN client.

+ Must only forward through hierarchy: If checked, this forcesthe
appliance to always forward requests through the hierarchy. Thisis
required in cases where the appliance would normally bypass the
hierarchy. For example, the appliance would not normally access the
hierarchy to get anon-cachable object. However, if it'sonly path through
the firewall is through the hierarchy, this box must be checked.
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+ Enable|CP/CERN Client: Thisenablesthe client to function asachild to
both CERN and ICP parents and as a peer to other ICP serversin the
hierarchy. This box must be checked for the appliance to request and
accept data from hierarchies.

+ |CP Cache Hierarchy Timeout: This specifies how long the appliance
waits for aresponse from |CPservers (parents and peers) before directly
reguesting that the ICP parent or origin server fill the request. Valid field
values range from 0 through 3600 seconds.

| CP Server: Enables and configures the |CP server.

+ Enable ICP Server: Enables the appliance to be access as an |CP parent
or |CP peer by other appliancesin an ICP hierarchy. (A CERN parent is
simply aforward proxy serving a second forward proxy [it's child] and
requires no special configuration.)

+ Enable source round trip time: Enables the appliance to measure entire
| CP hierarchy aggregate times for the routes it uses and to determine
which routes to pursue first when seeking data. If this box is unchecked,
the appliance chooses routes based strictly on local 1CP hierarchy round-
trip sorted by priority.

+ Listening Port: The port that the appliance listens on for ICP traffic. The
industry standard port number for ICP traffic is 3130.

|CP Multicast: Enablesthe use of Multicast.

+ Use|ICP Multicast: Enables each multicast-enabled appliancein a
multicast group to accept multicast requests transmitted to the group’s
multicast address. A multicast group isagroup of |CP peers that
communi cate with each other about caching information by using asingle
multicast address you designate.

You can create a multicast group composed of 1CP peers by completing the
following steps for each member of the group:

1 Check both the Enable ICP/CERN Client and Enable | CP Server options.

2 Check Use ICP Multicast > specify the multicast address you have
assigned to the group > specify the ports on which the multicast group
handles HTTP proxy and ICP traffic.

Multicast addressesare Class D addresses (thefirst decimal number inthe
dotted decimal notation isin the range of 224 to 239, inclusive).

This setting must be identical for each member of the group.
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3 Click Apply.

4 Repeat the process on each appliance that is a member of the multicast
group.

ICP/CERN - ICP Parent

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > |CP/CERN > |CP Parent

| CP Parent: Configuresthe |CP Parent and sets priority to the parent.
Requests can then be forwarded to the parent for fulfillment.

+ Host name: Enter the host name.

¢ HTTP Proxy Port: Thisisthe port through which the device receives
HTTP requests.

¢ |CP Port: Thisisthe port through which ICPfill requestsarereceived and
sent.

+ Priority: Thisisthepriority that will be assigned to thisparent. If adevice
has multiple parents, requests will be sent to the parent with the highest
priority first. If that request fails, then requests will be sent to the parent
with the next highest priority.

Domain Restrictions Insert: Adds domains to the ICP hierarchy restriction
list which will restricts domains from going through the hierarchy.

Domain RestrictionsList: Listsall thedomainsthat arerestricted from being
filled through the ICP/CERN hierarchy. Requests for URL's containing this
domain will not befilled from the hierarchy.

ICP/CERN - ICP Peer

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > |ICP/CERN > |CP Peer

| CP Peer: Configuresthe | CP Peer, can be managed on adevicelevel, can be
managed in a group level aslong as the boxes you are managing are not part
of the peer configuration.

+ Host name: Enter the host name.

¢ HTTP Proxy Port: Thisisthe port through which the device receives
HTTP requests.
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+ |CP Port: Thisistheport through which |CPfill requestsarereceived and
sent.

Domain Restrictions I nsert: Adds domains to the ICP hierarchy restriction
list which will restricts domains from going through the hierarchy.

Domain RestrictionsList: Listsall thedomainsthat arerestricted from being
filled through the ICP/CERN heirarchy. Requests for URL's containing this
domain will not be filled from the hierarchy.

ICP/CERN - CERN Parent

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > |CP/CERN > CERN Parent

Cern Parent: Configures the Cern Parent.
+ Host name: Enter the host hame.

¢ HTTP Proxy Port: Thisisthe port through which the device receives
HTTP requests.

¢ Priority: Thisisthepriority that will be assigned to thisparent. If adevice
has multiple parents, requests will be sent to the parent with the highest
priority first. If that request fails, then requests will be sent to the parent
with the next highest priority.

Domain Restrictions I nsert: Adds domains to the ICP hierarchy restriction
list which will restricts domains from going through the hierarchy.

Domain RestrictionsList: Listsall thedomainsthat are restricted from being
filled through the ICP/CERN hierarchy. Requests for URL's containing this
domain will not befilled from the hierarchy.

ICP Access Control

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > ICP/CERN > |CP Access Control

ICP Access Control: Allowsyou to set up alist of trusted servers or trusted
clients who you trust to access you or who you trust to access.

ICP Trusted Insert: Addstrusted serversto thelist.
ICP Trusted List; Deletes servers from the list.
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Date & Time

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Date & Time

Use the Date & Time page to configure time settings for the selected Device
or Group. The Date & Time page lets you set the system time so that the time
stamps in cache logs are accurate and valid.

NOTE: The cache device stamps log entries with Greenwich Mean Time (GMT). If
the device is using an NTP server, the GMT stamp comes from that server. If the
device is using a manually set time, it assumes the time is accurate and calculates
the GMT value based on the device’s time zone and daylight saving settings.

Current Dateand Time: Shows the current date and time retrieved from the
device.

Network Time Protocol:
+ Enable Network Time Protocol: Click to use the specified NTP server.
+ NTP Options. Click to access the Network Time Protocol options page.

Time Zone: Select the correct time zone for the device from the drop-down
list.
Daylight Savings:

+ Adjust Clock for Daylight Savings Time Changes: Click to enable the
Daylight Savings feature.

+ Next Sart: Specify the date and time to start the next Daylight Savings
period.

+ Next End: Specify the date and time when the next Daylight Savings
period will end.

Date & Time - NTP Options

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Date & Time > NTP

Usethe NTP Options page to configure Network Time Protocol (NTP) server
settings. NTP enables the device to synchronize its system time with an NTP
server. Using an NTP server makes device cache log time stamps as reliable
as possible.
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Date & Time

SNMP

IMPORTANT: When you specify an NTP server, synchronization between the
NTP server clock and the device clock might not be immediate.

If the NTP server clock has an earlier time than the device clock, the device will
slow the clock down until the two are synchronized. This provides for proper
incrementation of log files and other time-sensitive information during the
synchronization process.

If the NTP server clock is later than the device clock, synchronization between the
two will generally be immediate. However, in certain situations you might observe
the device clock incrementing by 600-minute intervals. This is normal system
behavior.

If the above features are problematic in your situation, you can manually set the
device time settings to the target time and then re-enable the NTP feature.

NTP Server Insert; Enter the |P addressfor avalid NTP server, and click the
Insert button to add the server to the NTP Server List.

NTP Server List: Displaysthe available NTP servers.

- Set Date & Time Manually

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Date & Time > Set Date & Time Manualy

Usethe Set Date & Time Manually page to define the year, month, day, hour,
and minute for the device. Use this option if NTP is not available to your
device or if you need to set a specific time for some reason.

IMPORTANT: You must first disable NTP to make this option available

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > SNMP

Use the SNMP page to configure basic SNMP information so the device can
communi cate with your SNM P management workstations.

The device's SNMP implementation follows the ISO SNMP version 1
standard outlined in RFC 1067: A Smple Network Management Protocol.

When SNM P-enabled device components start up, they register with the
system. When the system receives aregquest for aspecific SNMP parameter, it
knows which component to contact to obtain the information.
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Each device contains an ICS.MIB filein the SY S\ETC\PROXY\DATA
directory. To see alist of standard SNMP parameters, retrieve thisfile using
the FTP get command and compileit for use with your SNM P management
software.

If you specify atrap community name and specify an SNM P management
workstation in the SNMP tab, all aerts you check inthe Alertstab are
automatically sent as SNMP traps even if you have not configured syslog or
e-mail alert notification on the Alerts tab.

Monitor State: Specify community Read access, and the community name or
password to be used. Community names must contain ASCII characters only
and must not have spaces.

Control Sate: Specify community Write access, and the community name or
password to be used. Community names must contain ASCII characters only
and must not have spaces.

IMPORTANT: The default name or password for the control community is No,
meaning that control access is turned off. You can reset this value. However, this
is not normally recommended, since the control community password is stored as
clear text and could allow unauthorized write access to SNMP parameters on the
device.

Trap Sate: Specify whether traps are sent, and acommunity name (location,
IP octets, or other identifier) from which traps are sent to the management
stations you designate. Community names must contain ASCI| characters
only and must not have spaces.

SNMP M anagement Server | P Addresses. Enter one or more management
station | P addresses, separated by semicolons.

Appliance Information:

+ Hardware: You can enter additional information about the server
hardware.

+ Location: You can enter additional information about the physical
location of the device.

+ Contact: You can enter contact information about the administrator of the
device.
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IP Quality of Service

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > IPQoS

Use the IP Quality of Service page to specify how the device sets QoS
parameters in requests to servers, replies to clients, and device errors.

NOTE: The device only sets QoS bits. It doesn’t provide QoS services.

The available options are summarized in the following table:

Option Effect Comments

pass through Excelerator doesn’t change the  This option is not available for
QoS bit setting in the packet. device error pages.

0X00 Excelerator changes the QoS bit The default behavior.

setting in the packet to all zeros—
no QoS priority.

0X01 through 0X3F

Excelerator changes the QoS bit
setting in the packet to the QoS
priority selected.

0X40 through OXFF

Excelerator changes the QoS bit These values are available in 8-
setting in the packet to the QoS  bit mode only.
priority selected.

I P Quality of Service Bit Settings:

+ Mode: Select either the 6-bit diff-serv (differentiated services) bits or the
obsol ete 8-bit TOS bits method, depending on the TCP/IPenvironment in
which your deviceis running.

+ Requeststo Server: Specify how the device handles QoS parametersin
reguests to servers according to the options summarized in the table
above.

+ Repliesto Clients. Specify how the device handles QoS parametersin
replies to clients according to the options summarized in the table above.

+ Excelerator System Errors: Specify how the device sets QoS parameters
in packets containing device alertsand error messages. Since the QoStag
is generated by the device, the pass through option is not available.
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IP Access Control

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > |P Access Control

The IP Access Control page lets you allow or block browser access to the
device using the Source IP list. It al'so lets you allow or block IP addresses
from which the device will fill its cache using the Destination P list.

Both the Source IP and Destination IP lists have default actions associated
with them. These let you either allow or block all IP addresses. After setting
the default action, you create exceptions to the action by adding specific |P
addresses, specific | P address subnets, or arbitrary address ranges to the lists.

In most cases you should populate the list with exceptions to the default
action. However, you might find it convenient to use a combination of actions
within thelist itself.

For example, you might need to block all browsers except those on a specific
subnet, and a so block some browsers within the allowed subnet. You could
accomplish this by doing the following:

1. Checking the Block default action for the Source IP list.

2. Inserting the allowed subnet in the Source IP list with the Allow action
selected.

3. Inserting each of the specific browser |P addressesin the Source IP list
with the Block action selected for each entry.

When address ranges overlap and actions specified for affected addresses
conflict, the most granular specification takes precedence. For example, if a
subnet of addresses is blocked and a specific address within the subnet is
allowed, the specific address is allowed. By the same token, if a subnet of
addressesis allowed and a specific address within the subnet is blocked, the
specific addressis blocked.

I P Access Control:

+ Enable IP Access Control: Check this box to activate the Source IP and
Destination | P restrictions you have specified for the device.

Source |l P Insert:

The Source | P settings summarize the exceptions to the default action
specified for 1P addresses attempting to access the device. Once | P access
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control isenabled, only | P addressesthat are explicitly alowed can accessthe
device.

The Source P or Subnet section letsyou specify an | P address, asubnet, or an
arbitrary range of |P addresses that are either allowed access to the device or
blocked from such access.

+ Default Action: Select an action for Source | P addresses or Destination | P
addresses. You can then build exceptions to this action by populating the
list below each default action setting.

+ Type: Select the type of address from the drop-down list.

+ Action: Theaction value you select determines whether the device alows
or blocks access from the | P address or addresses specified. This action
works in combination with the default action.

+ Address: You can enter avalid |P address, avalid subnet address
(containing one or more zeros), or an |P address range.

For example, 20.30.40.50 isavalid IP address and 20.30.0.0 isavalid
subnet address that includes all 1P addresses from 20.30.1.1 through
20.30.255.255.

To enter arange, you must first select Range from the Type drop-down
list, and then type thefirst and last IP addresses in the rangein the
Addressand To fields, respectively. You should avoid entering rangesthat
overlap subnet boundaries.

Destination |P Insert;

The Destination I P setting summarize the exceptions to the default action
specified for | P addresses from which the devicefillsits cache. Once | P access
control is enabled, the device will fill cache only from those addresses
explicitly alowed.

The Destination I P or Subnet dialog box lets you specify an IP address, a
subnet, or an arbitrary range of |P addresses that the device will either
specifically access or specifically not access when filling its cache.

+ Default Action: Select an action for Source | P addresses or Destination | P
addresses. You can then build exceptions to this action by populating the
list below each default action setting.

+ Type: Select the type of address from the drop-down list.
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+ Action: Theaction value you select determineswhether the device allows
or blocks access from the | P address or addresses specified. This action
works in combination with the default action.

+ Beginning Port: The first port number of arange of port numbers to be
included in the block or allow action.

+ Ending Port: Thelast port number of arange of port numbersto be
included in the block or allow action.

+ Address: You can enter avalid |P address, avalid subnet address
(containing one or more zeros), a DNS name, or an | P address range.

For example, 20.30.40.50 isavalid IP address and 20.30.0.0 isavalid
subnet address that includes al 1P addresses from 20.30.1.1 through
20.30.255.255.

To enter arange, you must first select Range from the Type drop-down
list, and then type the first and last | P addresses in the range in the
Addressand Tofields, respectively. You should avoid entering rangesthat
overlap subnet boundaries.

Pre-populate

Path: System > Device List > Device Name > Pre-populate

Pre-population lets you keep the cache of objects up to date for your users.
You can schedule pre-populate retrieval of files from a Web site to cache
devices or groups. You can pre-populate asingle URL, multiple URLsuptoa
specified number of links, or an entire Web site. You can prepopulate for both
forward and reverse proxies. However, reverse proxy does not pre-populate
links that are external to a site.

To conserve network resources, consider scheduling your pre-populations
during times of low network usage.

Pre-populate:

+ Perform Download Sequentially: To conserve network resources, specify
the pre-population downloads to occur sequentially rather than
concurrently.

Pre-population List: Create multiple lists of URLsfor pre-population by
inserting them into thislist:

+ Enable: Check this box to enable the pre-population.

132 Management Interface Help



*

*

URL: Showsthe URL or | P address of the site you want to use as the top
level of the pre-population download.

Frequency: Indicates when and how often this download will occur.

Madify: Click this button to make changes to the pre-population settings.

Delete: Removes the pre-population from the system.

Insert: Click this button to create a new pre-population.

Pre-populate - Insert

Path: System > Device List > Device Name > Pre-populate > Insert

Use the Pre-populate Insert page to define and create a new pre-populate job.

Pre-population:

*

HTTP URL: The URL or IP address of the site you want to use asthe top
level of the pre-population download.

Follow Links: Each link takes you one level away from the URL you
specified. By default, you get one level—the top page (graphics and text
objects). (Valid numbersare 1 —999.) Increase this number for each level
you want to download. For example, selecting a2 will download the
initial page (graphics and text objects) and all itslinks.

Follow Linksto Other Hosts: By default, only linksthat are on the host of
the HTTP URL specified above are followed. Check this option to allow
the download to follow external links as well.

Maximum Number of Objectsto Download: You can specify amaximum
number of objects (graphics and text) that are downloaded. By defaullt,
this number is 5000 (1 — 100,000).

Maximum Amount of Data to Download: You can specify a maximum
MB size in the download. By default, thisis 200 MB (1 — 4095).

IMPORTANT: This is a soft limit. The accuracy of this setting is dependent upon
the Maximum Number of Concurrent Requests setting.

The reason for this is that the size of the downloaded object is not compared to the
limit until after it has successfully downloaded. If the maximum limit has not been
reached, then a new request to download an object is initiated. If that limit has been
reached, then no new requests are initiated but all current requests are allowed to
complete. If each object currently being downloaded is very large, then the
maximum amount of data will be exceeded by a significant amount.
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Purge

+ Maximum Number of Concurrent Connections: By default, the device
limits the concurrent requests for a specific download to 6. You can
specify alarger or smaller number to increase or decrease the impact on
network traffic. Valid numbers are 1 — 50.

IMPORTANT: If this number is set to a larger value than the default, it is possible
to exceed the Maximum Amount of Data to Download setting.

+ Authentication User Name: Enter avalid user name if the origin server
requires authentication.

+ Authentication Password: Enter the user’s password if the origin server
requires authentication.

Frequency: Specify when this download should occur. Select one of the
following options to establish download frequency:

+ Immediately: Selecting this option causes the download to begin when
you click OK.

+ One Time Only: You can specify a specific instance for a download (day,
month, year, hour, time zone).

¢ Once a Day at: Specify atime and time zone for adaily download.

+ Daily From: Specify a daily time frame for a scheduled download. You
can also make this repeat every 1 to 24 hours.

+ Only on Sdlected Days of the Week: Check the box and then select the
specific days you want the pre-population download to occur.

Path: System > Device List > Device Name > Configuration > Purge List

IMPORTANT: The Content Purging settings page is applicable only for cache
devices and appears in the Device Configuration Manager page. Purging does not
appear in the Group Configuration Manager.

Usethe Purge List Insert page to add URL sto the Purge List. You perform the
actual purge at the device's Detail page with the Purge List Now feature.

Purge Insert: Enter aURL and click the Insert button to add it to the Purge
List.

PurgeList: Showsthe URLs that have been included in the Purge List. To
purge the content of these URL sfrom the device, go to the Device Detail page
and click the Purge List Now button. You can also remove URL items from
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Pin

the Purge List by checking the box next to the item and clicking the Delete
button.

Path: System > Device List > Device Name > Configuration > Pin List

IMPORTANT: The Content Pin settings page is applicable only for cache devices
and appears in the Device Configuration Manager page. Pinning does not appear
in the Group Configuration Manager.

Pin:

*

Enable Pin List: Check this box to activate pinning on the device. For
more information regarding what pin lists are and how they function, see
the main Velocity CDN Documentation.

NOTE: This option affects only the pinning of objects on the device. It has no effect
on whether objects are cached unless the pin type is set to Bypass.

Prevent Purging of Pinned Objects: You can start the purge with this
option selected to purge everything from the device's cache except for the
content which you have pinned.

Pin List Insert:

*

URL Mask: Enter acomplete or partial URL pattern. A single URL mask
might apply to alarge set of URLS, or it might be so specific that only a
singlefile on the Web matchesit. For more details, seethe Excelerator 2.1
Administration Guide.

Pin Type: Specify whether and how the device will cache objects that
match the URL mask:

+ Normal: The device handles objects matching the mask in the same
way it handles any other requested objects. In other words, objects
are cached but not pinned.

+ Cache: The device keeps the pinned objects in cache as long as
possible, athough they might be written to the device's hard disk.

+ Memory: The device keeps the pinned objectsin memory aslong as
possible, writes them to disk when memory gets too full, and places
them back in memory as soon as they are requested by a user of the
cache.

+ Bypass. The device does not cache the objects. In other words, you
can use this option to prevent objects from being cached.
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+ Pin Links: Specify how many link levels the device will follow the pin
type rule you' ve established.

+ PinImages. Pin image files that reside on a different host than the page
requested.

+ Refresh Freguency/Time: Specify arefresh frequency and time for the
URL that is different from the default values shown above the pin list.
After inserting the URL, click Modify to see the dialog box that lets you
change thesefields. Functionality isthe same as described for the default
refresh frequency fields.

Insert: After you have defined al of the pin settings, click the Insert button to
add the specified URL Mask to the Pin List below.

Pin List: Showsal of the URL Masks and associated pin settings that you
have created for the device.

Dynamic Bypass

Path: System > Device List > Device or Group Name > Configuration >
Dynamic Bypass

The Dynamic Bypass feature lets you configure the device or group so that
specific errors from Web sites are explicitly not cached and subsequent
reguests to the Web sites are simply passed through for a specific time period.
For more information, see the Excelerator 2.1 Administration Guide.

IMPORTANT: The Dynamic Bypass feature only works in transparent proxy
mode.

Dynamic Bypass:
+ Enable Dynamic Bypass (Requires Router to be Enabled): Checking this
option enables the Dynamic Bypass feature.

+ Dynamic Bypass Duration: The period of timein hours and minutes that
the URL remains in the Dynamic Bypass list, causing the device to
transparently pass matching requests through to the origin Web server.

+ Dynamic BypassError Codesto Enable: Thissectionlistsal validHTTP
1.1 errors. You can check and uncheck all the errors using the All and
None buttons, or you can check only the errors you want enabled for
dynamic bypass.
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+ Enable Dynamic Bypass Logging: Checking this option enables logging
of al dynamic bypasstransactions. Log entriesinclude thetime of thelog
entry, theword Bypassed, and the URL added to the Dynamic Bypasslist.

Click Log Optionsto set log filerollover options and specify the handling
of the oldest log files.

Caching Based on URL Content:

The two drop-down lists below the pin list let you specify object caching
based on the following:

+ Whether URL s contain a question mark
+ Whether URLs have /cgi in the path

The Cache option lets you specify whether cachable objects that meet the
criteriaare always cached.

The Cache option is sometimes misinterpreted to imply that objects meeting
the criteriaare always cached. That is not the case. The cache device will not
cache objects that Web server administrators have marked non-cachable.

By the same token, the Do Not Cache option is sometimes misinterpreted to
imply that objects meeting the criteria are never cached. Objects containing
guestion marks and /cgi in the path might meet other criteriathat cause them
to be cached. This option actually only causes the device to ignore question
marks and /cgi in determining whether to cache objects.

IMPORTANT: Objects with a question mark or /cgi in the path may be cached if
they have a Validator and/or an Expiration in the header.

Reset: Click the Reset button to return the two drop-down liststo their default
(do not cache) settings.

Dynamic Bypass - Log Options

Path: System > Device List > Device or Group Name > Configuration >
Dynamic Bypass > Log Options

Use the Log Options to set log file rollover options and specify the handling
of the oldest log files.

Rollover Options:
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+ Rollover when file size reached (in MB): Select this radio-button to
specify how often new log files are started or rolled over according to the
log file size which will trigger the start of anew file.

NOTE: If you specify file size as the trigger to start a new file and the device is shut

down before and restarted after midnight, the device will start a new log file
automatically.

+ Rollover every: Select thisradio-button to specify how often new log files
are started or rolled over according to a periods of time.

Old File Options:

+ Limit number of filesto: Select this radio-button to specify the maximum
number of log files allowed. When this number of log filesisreached, the
oldest fileswill be removed from the system.

+ Deletefiles older than: Select this radio-button to specify the maximum
ageof logfilesallowed. When thisagedurationisreached, the oldest files
will be removed from the system.

+ Do not delete: Select this radio-button so that old log files are not del eted
automatically.

Filter Services

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Content Filter >

Appliance-based filtering useslists of URLs asfiltersfor browser requests. If
aURL matches afilter setting, accessto its objectsis blocked, monitored, or
immediately vended, depending on the setting.

You can have the appliance perform URL filtering to block specific URLs or
always allow them to be vended. You can create your own Never Allow and
Always Allow lists. You can aso subscribe to one or more cooperating filter
services and use their lists. After subscribing, you will receive a download
URL, an account name, and an account password.

Filter Services - Modify

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Content Filter >
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The Modify Filter Service dialog box allows you to modify the configuration
of afilter service, including the service name, URL, account name, and
account password, after the PICS description file has been downloaded.

Filter: Check to enablefilter.

Filter Account Options: Enter the configuration file URL and account name
and password you received when you subscribed to the filter service.

Download Options: Select the appropriate download frequency. Most filter
services allow you to refresh their rating list as often as you like.

Categories. The Categorieslist lets you configure filtering behavior for each
category defined by your filter service.

The appliance usesfilter rulesyou create in combination with category ratings
from your service provider to determine whether to vend, monitor, or block a
page. You specify one of the following filter rules for each category.

Filter Rule:

+ Block: The appliance blocks a page rated true for the category unless
another category with an Always Allow filter rule set has been rated as
true. See the example under Always Allow above.

+ Block and Block Unrated: The appliance blocksall pagesthat the service
provider has not rated for the category.

+ Always Allow: The appliance immediately vends a page rated true for the
category and ignores other filter rules that might require the page to be
blocked. For example, if apageisrated true for both the Education and
Violence categories, and you specify that pages rated true for Education
are always alowed, the appliance will immediately vend the page,
ignoring the rating for Violence.

+ |gnore: The appliance ignores the category when determining what to do
with apage. For example, if you specify that the Violence category should
be ignored, the appliance ignores Violence ratings when determining
whether to vend or block a page.

+ Monitor: The appliance vends a page rated true for the category and logs
the event, unless the pageis blocked. If another category blocks vending
the page, the event islogged, but the page is blocked. The appliance
provides this feature for administrators who want to monitor activity for
specific categories such as Educational Content.
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IMPORTANT: Selecting Block and Block Unrated sometimes causes pages to be
blocked that appliance administrators hadn’t anticipated. As you use this option,
remember that many sites are not rated for all categories. The appliance will block
all pages that are not rated for a category that is checked.

For example, a service provider has rated a page on trees as true for Education but
has not assigned a rating for the Violence category since the page has no violent
content. If an appliance administrator checks Block Unrated for the Violence
category, the appliance will block the tree page even though it has no violent
content.

Filter Services - Status

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Content Filter >

The Filter Status page tells you the status of a selected filter service.

Filter Override List

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Filter Override List >

UsetheFilter Override List pageto create an overridelist of URL sthat should
be either always vended or never vended. The override list aways takes
precedence over any conditions specified in your filtering services, but it does
not affect requests from I P addresses in the bypass list.

Add HTTP Override: Enter the URL address (DNS name or | P address) of
the site you want to control access to. You can use the asterisk (*) wildcard

character or any valid URL scheme. Select the Always option to alwaysallow
the specified URL or select Never to never alow the specified URL to vend.

Filter Bypass List

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Filter Bypass List >

Use the Filter Bypass List page to create alist of |P addresses that will allow
reguests from these addresses to be serviced without being filtered and
without checking the override list.
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Websense

Add Bypass: Enter the|P Addressand port of an appliance who requests need
to bypass content filtering. Once an | P address and port have been inserted in
the list, al requests pass through the specified appliance | P address and port
unaffected by filtering.

Path: System > Device List or Group List > Device Name or Group Name >
Configuration > Websense >

Use this dialog to configure Websense Enterprise software.

Device Synchronization

Path: System > Device List > select a device > Synchronize

Configuration Synchronization Policy: This section determinesthe rules by
which configuration conflicts discovered during the synchronization are
resolved.

+ VCDN datastore overridesdevice settings: If thisoptionisselected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the device, bringing the VCDN and the device in sync.

+ Device settings override VCDN datastore: If this option is selected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the datastore, bringing the VCDN and the devicein sync.

+ Generate conflict report only: This setting will perform the sync
comparision but will not make any changes to the device or the VCDN
datastore. It will simply notethe differencesin theresultsinformation and
leaveit to the administrator to manually make the changes.

Schedule: Thisalows the administrator to specify when the synchronization
isto take place. Thetime specified isrelative to the time on the VCDN server.

Group Synchronization

Path: System > Group List > select a group > Synchronize

Configuration Synchronization Policy: Thissection determinestherulesby
which configuration conflicts discovered during the synchronization are
resolved.
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+ VCDN datastore overrides device settings: If thisoption is selected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the device, bringing the VCDN and the device in sync.

+ Device settings override VCDN datastore: If this option is selected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the datastore, bringing the VCDN and the devicein sync.

+ Generate conflict report only: This setting will perform the sync
comparision but will not make any changes to the device or the VCDN
datastore. It will simply notethedifferencesin theresultsinformation and
leave it to the administrator to manually make the changes.

Schedule: Thisalows the administrator to specify when the synchronization
isto take place. Thetime specified isrelative to the time on the VCDN server.

View Device Synchronized Event

Path: > view a device synchronization event
Event Information: Displays details about the scheduled event.
Event Satus: Displays the status of the scheduled event.

Synchronization Details: Displays information about when the event was
started and who requested it, lists the different configuration setting types, and
indicates whether the synchronization was successful or not.

View Group Synchronized Event

Path: System > Schedule > view a group synchronization event
Group Event: Displays details about the scheduled event.
Event Satus: Displaysthe status of the schedule event.

Devices Synchronization Satus: Listsal the devicesin agroup and displays
the synchronization status of each individual device. Selecting the View link
for that particular device will take you to the View Device Synchronization
Status page.
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View Device Synchronization Status

Path: System > Schedule > select a group event > view a device
synchronization event

Event Information: Displays details about the synchronized event.
Event Satus: Displays the status of the synchronized event.

Synchronization Details: Displays information about when the event was
started and who requested it, lists the different configuration setting types, and
indicates whether the synchronization was successful or not.
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Schedule

Path: System > Schedule

The Schedule page shows scheduled events for both Devices and Groups.

HINT: You can also access the Schedule page for an individual device or group
from its tabbed Schedule page.

Filter by Event Name: Allows you to show only specific scheduled events.

Current Scheduled Events:

*

*

*

*

*

Name: The name of the scheduled event.

Satus: The status of the scheduled event: Finished, Incomplete,
Succeeded, or Pending.

Device/Group: The name of the device or group the event is scheduled to
be performed on.

Type: Thetype of scheduled event to take place.
User: The admin who created the schedule event.
Date & Time: The date and time the scheduled event will take place.

Select All Schedules: Select the schedules you want to enable, disable, or
delete.

Deselect All Schedules: Deselect the schedules you don’'t want to make
changesto.

Enable Selected Schedule(s): Enable the selected event.
Disable Selected Schedule(s): Disable a selected event.
Delete Selected Schedule(s): Delete the selected event.

NOTE: Click the name of an event in the list to view details.

View Scheduled Event

Path: System > Schedule > Event Name

Event Information:
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+ Name: The name of the scheduled event.
+ Type: Thetype of scheduled event to take place.
+ User: The admin who created the schedule event.

+ Device: The name of the device the event is scheduled to be performed
on.

+ Description: A description of the scheduled event.
Event Satus:

+ Satus: The status of the scheduled event: Finished, Incomplete,
Succeeded, or Pending.

+ Due Date: The date the event is scheduled to be completed.
Disable: Disable the scheduled event.
M odify: Modify the details of the scheduled event.
Delete: Delete the scheduled event.

Modify Scheduled Event

Path: System > Schedule > Event Name > Modify

Event Information:
+ Name Scheduled Event: You can edit the name of the scheduled event.

+ Type, Device, Group: These fields cannot be edited once a scheduled
event has been created. If you want to change these options, you will
need to re-create a scheduled event.

+ Description: You can edit the description of the scheduled event.

Schedule Infor mation:
¢ Date & Time: The date and time the scheduled event will take place.
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Alert List

TheAlert List page displaysinformation about the system generated alertsfor
both devices and groups.

HINT: You can also access the Alert List page for an individual device or group
from its tabbed Alerts page.

Device Alerts

Path: System > Alert List > Device Alerts

Usethe Device Alerts page to view and acknowledge system generated alerts
for the device.

Device Alerts:

+ Acknowledge: Check the Acknowledge check box and click
Acknowledge.

+ Device Name: A list of devicesthat currently have alerts. You can click
on adevice name to view the Alerts page for the device.

+ Critical: Shows the number of critical aertsfor the device.

+ \Warning: Shows the number of warning alerts for the device.

Acknowledge Alert(s): Click this button to show that you have taken action
to solve the cause of the alert message, and to remove the aert from the
system.

Device Alerts - Detall

Path: System > Device List > Device Alerts > Name
Alert List:

+ Acknowledge: Check the Acknowledge check box and click
Acknowledge.

+ Severity: Critical or Warning.
+ Date & Time: Date and time when the aert was originally generated.

+ Message: Alert message.
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Acknowledge Alert(s): Click this button to show that you have taken action

to solve the cause of the alert message, and to remove the aert from the
system.

Managing Server Alerts

Path: System > Alert List > Managing Server Alerts
Server Alerts:

+ Acknowledge: Check the Acknowledge check box and click
Acknowledge.

+ Server Name: The name of the server that currently has alerts. You can
click on the server name to view the Alerts page for the device.

+ Critical: Shows the number of Critical alerts for the server.

+ \Warning: Shows the number of Warning alerts for the server.

Acknowledge Alert(s): Click this button to show that you have taken action
to solve the cause of the alert message, and to remove the alert from the
system.

Managing Server Alerts - Detail

Path: System > Alert List > Managing Server Alerts > Name
Alert List:

+ Acknowledge: Check the Acknowledge check box and click
Acknowledge.

+ Severity: Critical or Warning.
+ Date & Time: The date and time the alert was originally genereated.
+ Message: The alert message.
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Content

Path: Content

The Content panel provides access to your Velocity CDN™ content jobs,
collections, and URL objects. The Content panel opens to the Job List page
which shows alist of al the available jobsin your VCDN.

Click on the Collection List tab to access alist of al the available content
collections in your network.
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Create New Collection

Path: Content > Collection List > Create New Collection
Or: Summary > Create New Collection

Use the Create New Collection page to add a new content collection to your
VCDN. A content collection is made up of one or more URL objects such as
Web pages, documents, media, or other filetypes. A collection can then be
added to adistribution job and manipulated by the action assigned to that job.
For example, Web pages can be retrieved and pinned (retained) to cache
devices on your network so that they can be quickly delivered when requested
by aclient browser.

Create New Collection: Name

Path: Content > Collection List > Create New Collection

Use the Name Collection page to identify anew content collection.
+ Collection Name: Enter a unique name for the collection.

+ Description: Enter some meaningful information about the collection to
help you identify it in your system.

+ Notes: Enter moreinformation, if necessary, to assist you in managing the
collection within your VCDN.

Create New Collection: Specify Objects

Path: Content > Collection List > Create New Collection > Specify Objects

Use the Specify Objects page to add URL objects to the collection. For more
information on objects and object attributes, see “Objects.”

Importing from File: Add URL objects to the collection by importing afile.
For more information, see “Import URL Objects from aFile.”

Entering Manually: Add URL objects to the collection manually. For more
information, see “Add URL Objects Manually.”

Object List:
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+ Object: The complete Web site URL and path to the object.

+ Follow Links: Number of levelswherelinks can befollowed from the top-
level specified by the URL.

+ Offsite: Indicates whether links can be followed to sites that are external
to the top-level URL.

+ Max Sze: The maximum amount of content (in MB) that can beretrieved
to cache devices from the URL.

¢ Username: Login name of a user that can access the site (domain), if
required.

Edit Attributes of Selected Objects: Click to edit the selected objects. See
Edit Object Attributes for more information.

Delete Selected Objects: Removes the selected objects from the system.

Create New Collection: Set Monitoring and Reporting

Path: Content > Collection List > Create New Collection > Set Monitoring
and Reporting

Use the Set Monitoring and Reporting page to configure content collection
accounting and reporting.

Monitoring functionality is provided by the VCDN management server
(where the System Controller and Content Controller are installed), and the
reporting functionality is provided by the Content Accountant component.
With monitoring and reporting enabled, you can gather statistics about
collection performance and then export that data to a third-party reporting
tool.

See the Content Accountant book in the Velocity CDN Documentation for
more information on the reporting capabilities of the Content Accountant.

Content Collection Monitoring:
+ Enabled: Select whether to enable content collection monitoring.

+ Frequency: If content collection monitoring isenabled, select afrequency
rate to control how often the VCDN management server will check the
content collection’s performance.

+ Content Monitoring Server: Enter the | P address of the server where the
VVCDN management server software isinstalled and running.
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Content Collection Reporting:
+ Enabled: Select whether to enable content collection reporting.

+ Frequency: If content collection reporting is enabled, select a frequency
rate to control how often the Content Accountant server will export the
statistical data to the designated FTP server.

+ Format: Select adataformat for the statistical information generated by
the Content Accountant server. You can select from the following format
options. W3C Extended Log File, W3C Summary Log File, and Squid.

+ Content Accountant Server: Enter the | P address of the server where the
Content Accountant isinstalled and running.

+ FTP Destination Server and Path: Enter the path (i.e. ftp://), followed by
the | P address of the FTP server where the statistical datawill be
transferred.

IMPORTANT: If there is no path, you must still have a trailing slash at the end of
the IP address.

¢ FTP Username: Enter the login user name for the destination FTP server.

IMPORTANT: Other characters commonly used in FTP passwords, such as @,
are not allowed.

+ FTP Password: Enter the login password for the destination FTP server.

Create New Collection: Summary

Path: Content > Collection List > Create New Collection > Summary

The Summary page lets you review configuration settings before saving the
new collection. You can use the Edit buttonsto go back to that page and make
changes to the collection settings before saving.

Collection Information:
+ Collection Name: Unique name for the collection.
+ Created By: Name of the administrator user who created the collection.
+ Description: Description entered at the Name Collection page.

+ Notes: Additional comments to help you manage the collection within
your VCDN.

Object Information:
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+ Number of Objects: Indicates how many URL objectsareincluded in the
collection.

Content Collection Monitoring I nformation:
+ Monitoring: Enabled or disabled.

+ Monitoring Frequency: How often the monitoring server checks the
content collection’s distribution performance.

+ Content Monitoring Server: |P address of the server where the VCDN
management server software isinstalled.

Content Collection Reporting I nformation:
+ Reporting: Enabled or disabled.

+ Reporting Frequency: How often the Content Accountant sends the
content collection’s statistical data to the designated FTP server.

+ Content Accountant Server: |P address of the server where the Content
Accountant component is installed.

+ FTP Destination Server: |Paddress of the FTP server wherethe statistical
datawill be transferred for use with third-party reporting software.

+ Username: Login user name for the destination FTP server.
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Collection List

Path: Content > Collection List

The Collection List shows alist of al the content collections that have been
created in your Velocity CDN™.

A content collection is made up of one or more URL objects such as Web
pages, documents, media, or other file types. A collection can then be added
to adistribution job and manipulated by the action assigned to that job. For
example, Web pages can be retrieved and pinned (retained) to cache devices
on your network so that they can be quickly delivered when requested by a
client browser.

Collection Information:
+ Name: Unigue name for the collection.

+ Related Jobs: Number of content distribution jobs that are using the
collection.

+ Objects: Number of URL objects included in the collection.

+ Description: Description entered when the collection was created.
Select All Collections: Click to select all the collectionsin thelist.
Deselect All Collections; Click to unselect all the collectionsin thelist.

Create New Job with Selected Collection(s): Starts the job creation wizard
with the selected collection(s) automatically included.

Delete Selected Collection(s): Removes al selected collections from the
system.

Copy Selected Callection: Copiesthe selected collection and its settingsasa
template for quick creation of another collection based on those settings.
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Objects

Path: Content > Collection List > Create New Collection > Specify Objects

An Object isaWeb site URL that represents the top level of content you want
to make availableto the client browsers on your Velocity CDN™. Objects can
be Web site domain names or URL pathsto specific directories or fileson a
Web server.

See the Managing Content with Content Controller book in the Velocity CDN
Documentation for more in-depth information about how to use the features
and functionality of the Content Controller.

Import URL Objects from a File

Path: Content > Collection List > Create New Collection > Specify Objects >
Importing from File

Use the Import Objects page to add URL objects to a collection by importing
afilethat containsalist of URLs.

File Name: Enter the path and filename of the file you want to import.

Import File: Click to import the file into the Object List. After thefileis
imported, you can edit the object attributes.

Cancel: Do not import afile, and return to the Specify Objects page.

Add URL Objects Manually

Path: Content > Collection List > Create New Collection > Specify Objects >
Entering Manually

Use the Add Objects page to manually add URL objects to a collection.
Object List: Type or paste URLs in the text box.
Attributes:

+ Follow Links: Each link takes you one level away from the URL you
specified. By default, you get 0 levels—the top page with no graphics or
external links. You can increase this number for each level you want to
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download.For example, selecting a2 will download the initial page
(graphics and text objects) and al itslinks. You can select 0-10 Levels.

+ Follow Linksto Other Hosts: By default, only linksthat are on the host of
the HTTP URL specified above are followed. Check this option to allow
the download to follow external links as well.

+ Max Objectsto Download: You can specify a maximum number of
objects (graphics and text) that are downloaded. By default, this number
is 5000 (1 — 100,000).

+ Max Total Datato Download: You can specify amaximum MB sizeinthe
download. By default, thisis 200 MB (1 — 4095).

IMPORTANT: This is a soft limit. The accuracy of this setting is dependent upon
the Maximum Number of Concurrent Requests setting.

The reason for this is that the size of the downloaded object is not compared to the
limit until after it has successfully downloaded. If the maximum limit has not been
reached, then a new request to download an object is initiated. If that limit has been
reached, then no new requests are initiated but all current requests are allowed to
complete. If each object currently being downloaded is very large, then the
maximum amount of data will be exceeded by a significant amount.

+ Max Concurrent Connections: By default, the cache device limits the
concurrent requests for a specific download to 6. You can specify alarger
or smaller number to increase or decrease the impact on network traffic.
Valid numbers are 1 — 50.

IMPORTANT: If this number is set to a larger value than the default, it is possible
to exceed the Maximum Amount of Data to Download setting.

+ Authentication Username: Enter avalid user name, if the origin server
reguires authentication.

+ Authentication Password: Enter the user’s password, if the origin server
requires authentication.

Save Objectswith Attributes: Save the URL object with the attribute
settings you have specified, and return to the Specify Objects page.

Cancel: Do not save the URL, and return to the Specify Objects page.

Edit Object Attributes

Path: Content > Collection List > Create New Collection > Specify Objects >
Edit Attributes of Selected Objects
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Usethe Edit Object(s) Attributes page to change the attributes for one or more
URL objectsin the collection.

Object List: Shows the URL objects you selected.

Attributes:

+ Follow Links: Each link takes you one level away from the URL you
specified. By default, you get one level—the top page (graphics and text
objects). You can increase this number for each level you want to
download.For example, selecting a 2 will download theinitial page
(graphics and text objects) and all itslinks. You can select 0-10 Levels.

+ Follow Linksto Other Hosts: By default, only linksthat are on the host of
the HTTP URL specified above are followed. Check this option to allow
the download to follow external links as well.

+ Max Objects to Download: You can specify a maximum number of
objects (graphics and text) that are downloaded. By default, this number
is 5000 (1 — 100,000).

+ Max Total Datato Download: You can specify amaximum MB sizeinthe
download. By default, thisis 200 MB (1 — 4095).

IMPORTANT: This is a soft limit. The accuracy of this setting is dependent upon
the Maximum Number of Concurrent Requests setting.

The reason for this is that the size of the downloaded object is not compared to the
limit until after it has successfully downloaded. If the maximum limit has not been
reached, then a new request to download an object is initiated. If that limit has been
reached, then no new requests are initiated but all current requests are allowed to
complete. If each object currently being downloaded is very large, then the
maximum amount of data will be exceeded by a significant amount.

+ Max Concurrent Connections: By default, the cache device limits the
concurrent requestsfor a specific download to 6. You can specify alarger
or smaller number to increase or decrease the impact on network traffic.
Valid numbers are 1 — 50.

IMPORTANT: If this number is set to a larger value than the default, it is possible
to exceed the Maximum Amount of Data to Download setting.

+ Authentication Username: Enter avalid user name, if the origin server
requires authentication.

+ Authentication Password: Enter the user’s password, if the origin server
requires authentication.

Save Objectswith Attributes: Save the object(s) with the attribute settings
you have specified, and return to the Specify Objects page.
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Cancel: Do not save the object(s), and return to the Specify Objects page.
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Create New Job

Path: Content > Job List > Create New Job
Or: Summary > Create New Job

Use the Create New Job page to add a new content distribution job to your
VCDN. A job isdefined by several content distribution characteristics. ajob
is made up of one or more URL object collections; ajob will perform a
specific management task (i.e. pre-populate or purge) with the content of those
collections; on pre-selected groups of cache devices in your network:
according to a pre-defined schedule, including start time, stop time, and
frequency.

Create New Job: Name

Path: Content > Job List > Create New Job

Use the Name Job page to identify your new content distribution job.
+ Job Name: Enter a unique name for the job.

+ Job Description: Enter ameaningful description for the job that can help
you recall the purpose of the job, origin of the content, or destination
group of cache devices.

+ Notes: Enter any notes that will help you manage this particular content
jobinyour VCDN.

Create New Job: Select Collections

Path: Content > Job List > Create New Job > Select Collections

Use the Select Collections page to specify the collections (one or more URL
objects) that will be accessed by the content distribution job. Thelist will show
all the available collections.

+ Select: Check the box next to the collection(s) you want to includein the
job. You must select at least one collection.
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+ Name: You can click on anameto view details about the collection, such
as the name of the administrator user who created the collection, URL
objects that are included, and monitoring and reporting information.

+ Modified: Date and time when the collection was last modified.
+ Objects: Number of URL objects that are included in the collection.

+ Description: Description entered when the collection was created.

View Collection

Path: Content > Job List > Create New Job > Select Collections> aCollection
name

The View Collection page displayswhen you click acollection name from the
list on the Select Collections page while creating a content distribution job.
You can review the details for a collection.

To edit acollection’sdefinition, go to the Collection List tab from the Content
panel and select the collection you want to modify.

For more detailed information on the collection monitoring and reporting
capabilities of Velocity CDN, see the main Velocity CDN Documentation.

Collection Information:
+ Collection Name: Unique name for the collection.
+ Created By: Name of the administrator user who created the collection.
+ Description: Text entered to describe the collection when it was created.

+ Notes: Notes entered when the collection was created.

Object Information:
+ Number of Objects: Number of URL objectsin the collection.

Content Collection Monitoring I nfor mation:

+ Monitoring: Status of collection monitoring (enabled or disabled).
Content monitoring functionality is handled by the Content Controller
component.

+ Monitoring Frequency: If collection monitoring is enabled, this value
represents how often the monitoring server (VCDN management server)
gathers statistical information on the collection’s delivery performance
and saves the data.
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*

Content Monitoring Server: |P address of the server where content
monitoring originates (V CDN management server).

Content Collection Reporting I nformation:

*

Reporting: Status of collection reporting (enabled or disabled). Content
reporting functionality is handled by the Content Accountant component.

IMPORTANT: If you do not have an instance of Content Accountant installed and
running on a server in your VCDN network, this feature will not be available.

Frequency: If collection reporting is enabled, this value represents how
often the Content Accountant server exportsthe statistical datato an FTP
destination server.

Content Accountant Server: |P address of the server where content
reporting originates. Content reporting functionality is handled by the
Content Accountant component.

FTP Destination Server: | P address of the FTP server wherethe statistical
datawill be transferred.

FTP Username: User name that allows login access to the destination
FTP server.

Format: Data format of the collection statistics that will be transferred
from the Content A ccountant server to the destination FTP server. Format
options are: W3C Extended Log File, W3C Summary Log File, and

Squid.

Create New Job: Assign Actions

Path: Content > Job List > Create New Job > Assign Actions

Use the Assign Actions page to associ ate a specific content management task
to each collection individually. For example, you can assign a different
management task to the same collection and include both in the content
distribution job.

*

*

Name: Unigque name for the collection.
Action: Select an action type from the drop-down list -

+ Normal Management: Retrieve content from the object’s origin
server to the selected distribution group of devices when the content
is requested by aclient browser.
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+ Pre-populate: Retrieve content from a specified URL object’sorigin
server to the selected distribution group.

+ Pin: Retain content in selected distribution groups' cache devices.

+ Pre-populate and Pin: Retrieve and retain content in selected
distribution groups' cache devices.

+ Bypass. Do NOT retrieve the specified content.

+ Purge: Remove the specified content from selected distribution
groups cache devices.

+ Description: Text entered to describe the collection when it was created.

Create New Job: Set Schedule

Path: Content > Job List > Create New Job > Set Schedule

Use the Set Schedule page to specify the time, recurrence, and frequency for
the content distribution job.

Time Zone: Select either GMT or Device Loca Time from the drop-down
list. Device Local Time will be determined for each devicein adistribution
group by its own physical location.

Sart Job:

+ \When: Select whether to start the content distribution job immediately, or
to set a specific start date and time.

+ Day/ Month/ Year: Select the date when the job will begin to be
processed

+ Time: Set the hour and minute when the job will begin to be processed.
Process Collections:

+ Frequency: Select afrequency option to control how often you want the
content distribution job’s collections processed. You can only select one
of the following options -

+ Onetimeonly: Select this option if you want the job’s collections to
be processed only once. If you select this frequency option, you do
not need to schedule a stop time.

+ Each: Usethisoption to set a specific day of the week (or every day
of the week) and time when the collections will be processed.
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+ Every: Usethisoption if you want to set a specific minute or hourly
interval when the collections will be processed. You can set the
frequency interval in arange from five minutesto 168 hours (7 days).

Stop Job:

+ When: Select whether to have the content distribution job never stop,
or to set a specific stop date and time.

+ Day/ Month / Year: Select the date when the job will cease being
processed.

+ Time: Set the hour and minute when the job will cease being
processed.

+ Purge Objects on Sop: Select Yesto have the collection’s objects
purged from the cache devices in the selected distribution group(s),
or No to have the objects remain in the cache.

Create New Job: Select Distribution Groups

Path: Content > Job List > Create New Job > Select Distribution Groups

The Select Distribution Groups page lets you associ ate the content distribution
job you are creating with one or more groups of cache devicesfrom thelist of
available groups.

+ Sdect: Check the box next to the distribution group(s) you want to
include in the job. You must select at least one group.

+ Name: You can click on anameto view details about the group, such as
the names of the devicesincluded in the distribution group.

+ Description: Description entered when the group was created.

View Distribution Group

Path: Content > Job List > Create New Job > Select Distribution Groups > a
Group name

The View Distribution Group page displays when you click a group name
from thelist on the Select Distribution Groups page. Use this page to review
the definition for a group. To modify a group, go to the Group List tab from
the System panel and select the group you want to modify.

Distribution Group Information:
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+ Group Name: Unique name for the group.
+ Devices: Names of the cache devices included in the group.

+ Description: Text entered to describe the group when it was created.

Create New Job: Summary

Path: Content > Job List > Create New Job > Summary

Use the Summary page to review the settings for the new content distribution
job. You can use the Edit buttons to go back to that page and make changesto
the job settings before saving.

Job Information:
+ Job Name: Unique name for the job.
+ Created By: Name of the administrator user who created the job.
+ Job Description: Description entered at the Name Job page.

+ Notes: Additional information to help you manage this job in your
VVCDN.

Collections Selected:
+ Collections: The number of object collections used by the job.
Schedule Infor mation:

+ Time Zone: GMT or Device Local Time. Device Local Timeis
determined for each device by its own physical location.

+ SJart Time: Date and time when the job is scheduled to begin.

+ Process Collections: The frequency rate for processing the job’s
collections.

Groups Selected:

+ Distribution Groups: The number of distribution groups (of cache
devices) targeted for the job.

Save and Finish: Save the job with the settings shown and return to the Job
List page.

Save/Enable and Finish: Save the job with the settings shown, enable the
job, and return to the Job List page.
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Cancel: Do NOT save the job, and return to the Job List page.
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Job List

Path: Content > Job List

The Job List shows all of the current content distribution jobs (both enabled
and disabled jobs) that have been created in your VCDN.

A job is defined by several content distribution characteristics: ajob is made
up of one or more URL object collections; ajob will perform a specific
management task (i.e. pre-populate or purge) with the content of those
collections; on pre-selected groups of cache devices in your network:
according to a pre-defined schedule, including start time, stop time, and
frequency.

Job Information:
+ Job Name: Each job requires a unique name.

+ Satus: Enabled or Disabled. Use the buttons at the bottom of the pageto
change the status of ajab.

If ajob isenabled, you can click on the status indicator, or job name, to
view more detailed information about thejob. If you click on ajob that is
currently disabled, the Edit Disabled Job page is displayed.

+ Alerts: Number of system alerts currently generated for the job.

+ Jart Time: Date and time when the job is scheduled to begin.

+ Sop Time: Date and time when the job is scheduled to end.

+ Description: Description entered when the job was initially created.
Select All Jobs: Click to select all thejobsinthelist.
Deselect All Jobs: Click to unselect all the jobsin thelist.

Enable Selected Job(s): Enables al the jobs that have been selected. An
enabled job is effectively turned on and will be processed according to the
specified settings for the job, such as object collection(s), action, schedule,
and device distribution group(s).

Disable Selected Job(s): Disables all the jobs that have been selected. A
disabled job is effectively turned off and will not be processed until it is
enabled.
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Delete Selected Job(s): Removes all the jobs that have been selected.

Copy Selected Job: Copies the selected job and its settings as atemplate for
quick creation of another job based on those settings. Give the new job a
unique name and move through the job creation steps, making any desired
changes to the settings before saving.

View Enabled Job Status

Path: Content > Job List > an enabled Job

When a content distribution job has been enabled, you can click on the job
name to view detailed status information.

Job Information:

+ Job Name: Unigue name for the job.

+ Created by: Name of the administrator user who created the job.

+ Job Description: Description entered when the job was created.

+ Notes: Additional comments to help you manage the job in your VCDN.
Collection(s) in Job:

¢ Collection Name: Unique name for the collection of URL objects.

+ Monitoring: Click to view current monitoring statistics for the collection.

+ Action: The content management task associated with the job. Tasks can
be: Normal (retrieve when requested by a client browser), Pre-populate,
Pin, Pre-populate and Pin, Bypass, or Purge.

+ Description: Description entered when the collection was created.
Schedule Infor mation:

+ Time Zone: GMT or Device Loca Time. Device Local Timeis
determined for each device by its own physical location.

+ Jart Time: Date and time when the job is scheduled to begin.

+ Process Collections: The frequency rate for processing the job's
collections.

+ Sop Time: Date and time when the job is scheduled to end.
Distribution Group(s) in Job:
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+ Device Name: The name of each devicein the distribution group islisted.
+ Satus: Click on the status indicator to view status details for the device.

+ Description: Description entered when the job was created.

Collection Status Detail

Path: Content > Job List > an enabled job > an active distribution group >
name of collection

The Coallection Status Detail page shows the status of each URL that is added
to the collection and shows the downl oading success of that URL.

Successful Download URL Detall

Path: Content > Job List > an enabled job > an active distribution group >
name of collection > Collection Status Detail > a URL in the collection

The Successful Download URL Detail page shows the number of successes
encountered while downloading the sub-elements of the URL.

Failed Download URL Detalil

Path: Content > Job List > an enabled job > an active distribution group >
name of collection > Collection Status Detail > a URL in the collection >
Failures (see below)

The Failed Download URL Detail page shows the number of failures
encountered while downloading the sub-elements of the URL.

Collection Monitoring

Path: Content > Job List > an enabled Job > Collection Monitoring in the
Collectionsin Job list

The Collection Monitoring page shows statistical information about the
distribution of the collection’s abject(s). You can monitor content delivery as
well as traffic between the origin server, cache device, and client browser.
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Statistical information is avail able from the following points of view: Device
Activity, Protocol Activity, Host Activity, and Domain Activity. See
individual figures below.

IMPORTANT: Collection reporting is handled by the Content Accountant
component, which must be installed and configured on a server in your distribution
network.

Activity:

+ Bytes: Shows the amount of content delivered from the origin server and
cache device to the requesting client browser. You can aso view the data
in agraph format by clicking on the Graph icon.

+ Content: Shows the success rate for content delivery by hits and misses.
You can also view the datain agraph format by clicking on the Graph
icon.

Collection Monitoring - Graph

Path: Content > Job List > Job Status > Monitoring > Graph

The Collection Monitoring - Graph page displays various statistics relating to
the device currently being monitored.

Device Status

Path: Content > Job List > Job (enabled) > Device Status in the Distribution
Group list
Satusof job delivery on device:

+ Device Name: Each cache device in the VCDN has a unique name.

+ Satus: Providesinformation about the content collection’s distribution to
the destination cache device.

+ Number of Retries. The number of timesthe Velocity CDN has attempted
to distribute the content from the origin server to the destination cache
device.

+ First Attempt: Date and time when the content distribution was fist
attempted.
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+ Last Attempt: Date and time of the most recent attempt to distribute the
content.

+ Next Attempt: Date and time of the next attempt to distribute the content.

+ Last Message: Date and time when the most recent message was sent to
the destination cache device.

Satus of the content job at device:

+ Satus: Providesinformation about the content collection’s distribution to
the destination cache device.

+ Jatus As Of: Reflects the condition of the content job at the last polling
interval.

+ Job Sart Time: The time the content job will begin.

+ Job Sop Time: The time the content job will stop.

+ Refresh Interval: The time between device refreshes.

+ Refresh Sate: The state of the current refresh.

¢ Last Refresh Time: Thetime of the last refresh.

+ Next Refresh Time: The time the next refresh will occur.

Job Alerts

Path: Content > Job List > Alerts

Content Job Alert Detail:

+ Acknowledge: Check the Acknowledge check box and click
Acknowledgeto show that you have taken action to solve the cause of the
alert message, and to remove the aert from the system.

+ Severity: Indicates the nature of the alert, which can be either Critical or
Warning.

+ Date & Time: Date and time when the a ert was originally generated.
+ Message: Detailed alert message for system troubleshooting.
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Administration

Path: Administration

The Administration panel shows alist of the administrators that have been
created inyour Velocity CDN™ system. You can use these pagesto create new
admins, and to view and edit existing admin profiles.
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Create New Admin

Path: Administration > Create New Admin

Use the Create New Admin page to define administrator profile information
and add a new administrator to your VCDN.

Create New Admin: Admin Profile

Path: Administration > Create New Admin

The Admin Profile page lets you specify persona and company information
for the new admin.

Admin Information:

*

*

*

*

*

First Name: Enter the admin’s first name.
Last Name: Enter the admin’s last name.

Admin ID: Enter alogin name for the admin. The D must be four or more
charactersin length and must begin with a letter.

Password: Enter alogin password for the admin. The password must be
five or more charactersin length. The password cannot be the same asthe
Admin ID.

Confirm Password: Confirm the password.

Email Address: Enter avalid e-mail address for the admin.
Business Phone: Enter the admin’s office phone number.
Mobile Phone: Enter the admin’s cell phone number.

Pager: Enter the admin’s pager number.

Company Information:

*

*

*

Company Name: Enter the name of the company or office where the
admin is located.

Address 1: Enter the primary address where the admin is located.

Address 2: If necessary, enter more address information, or another
address.
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+ City: Enter the name of the city where the admin is located.
+ Sate; Enter the name of the state where the admin is located.
+ ZIP/Postal Code: Enter the ZIP or Postal code wherethe adminislocated.

Create New Admin: Assign Device Groups

Path: Administration > Create New Admin > Assign Device Groups

The Assign Device Groups page lets you assign one or more distribution
groups (of cache devices) to the new administrator.

Select: Check the box next to the distribution group(s) you want to be
managed by this administrator.

Group Name: The name of the group of cache devices. You can click on a
group name to view details about the group.

Devices: Showsall of the cache devicesincluded in the group.

Create New Admin: Assign Devices

Path: Administration > Create New Admin > Assign Devices

The Assign Devices pageletsyou assign one or moreindividual cachedevices
to the new administrator.

Select: Check the box next to the device(s) you want to be managed by the
administrator.

Device Name: The name of the device. You can click on adevice name to
view details about the device.

L ocation: Shows the geographic location for the device.

Create New Admin: Assignh CDNs

Path: Administration > Create New Admin > Assign CDNs

The Assign CDNs page lets you assign one or more CDNs to the new
administrator.

Select: Check the box next to the CDN(s) you want to be managed by the
administrator.
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CDN Name: The name of the CDN.

Description: A description of the CDN being managed.

Create New Admin: Summary

Path: Administration > Create New Admin > Summary

The Summary page showsthe admin profile and group and device assignment
information for the new admin.

Admin Information:

*

*

*

First Name: The admin’s first name.
Last Name: The admin’slast name.

Admin ID: The login name for the admin, which must be four or more
charactersin length.

Email Address: The admin’s valid e-mail address.
Business Phone: The admin’s office phone number.
Mobile Phone: The admin’s cell phone number.

Pager: The admin’s pager number.

Company Information:

*

*

*

Company Name: Name of the company or office where theadminis
located.

Address 1. Primary address where the admin is located.

Address 2: Additional address information, or another address.
City: Name of the city where the admin is located.

Sate: Name of the state where the admin is located.

ZIP/Postal Code: ZIP or Postal code where the admin is located.

Assigned Device Groups:

*

Groups: Lists all of the device groups that can be managed by the
administrator.

Assigned Devices:

*

Devices: Listsall of the devicesthat can be managed by the administrator.
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Edit: Click the appropriate Edit button to make changes to profile
information, and assigned groups and devices.

Create Admin Now: Addstheadminto your system with the specified profile
information and assignments.

Cancel: Do not create the new admin, and return to the Admin List.
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Admin List

Path: Administration

The Admin List page displays al of the administrators existing in your
Velocity CDN.

Create New Admin: Startsthe create new admin process at theinitial Admin
Profile page.

Search Admins: Enter aadmin name in the Filter by Admin Name text box
and click Filter to find a specific adminin the list.

Admin Name: The name of the administrator. You can click on an admin
name to see details about the admin.

Assigned Device Groups: Showsthe groups (multiple cache devices) that can
be managed by the administrator.

Assigned Devices. Shows the devices that can be managed by the
administrator.
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Admin Detalil

Path: Administration > Admin Name

The Admin Detail page lets you view and edit admin profile information, as
well as cache device and group assignments. You can also remove an admin
from the system.

Admin Information:
+ First Name; The admin’s first name.
+ Last Name: The admin’slast name.

¢ Admin ID: The login name for the admin, which must be four or more
charactersin length.

+ Email Address: The admin’svalid e-mail address.
¢ Business Phone: The admin’s office phone number.
+ Moabile Phone: The admin’s cell phone number.
+ Pager: The admin’s pager number.

Company Information:

+ Company Name: Name of the company or office where the adminis
located.

¢ Address 1: Primary address where the admin is located.

* Address 2: Additional addressinformation, or another address.

+ City: Name of the city where the admin is located.

+ Jate: Name of the state where the admin is located.

+ ZIP/Postal Code: ZIP or Postal code where the admin is located.

Assigned Device Groups:

+ Groups: Listsdl of the device groups that can be managed by the
administrator.

Assigned Devices:

+ Devices: Listsall of the devicesthat can be managed by the administrator.
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Edit: Click the corresponding Edit button to make changes to the admin’s
profile information, or assigned groups and devices.

Remove Admin: Deletesthe admin from your system. You will be prompted

to confirm the deletion.

CDN List

Path: Administration > CDN List
The CDN List page identifies the available CDNs.

Create New Private CDN

Path: Administration > CDN List > Create New Private CDN

Enter a CDN name and a brief description.

Create New Private CDN - Assign Admins

Path: Administration > CDN List > Create New Private CDN > Assign
Admins

Select the access rights for Adminsin this CDN.

Create New Private CDN - Assign Groups

Path: Administration > CDN List > Create New Private CDN > Assign
Groups

Select Groups for Content Controller access.

Create New Private CDN - CDN Summary

Path: Administration > CDN List > Create New Private CDN > Summary

Review the CDN summary.
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Synchronization

Path: Administration > Synchronization
Path: System > Device List > select a device > Synchronize
Path: System > Group List > select a group > Synchronize

System Wide Synchronization: Global synchronizationisused to do system-
wide synchronization of al devicesin the system and, if desired, to schedule
them to be done on arecurring, periodic basis.

Configuration Synchronization Policy: This section determinesthe rules by
which configuration conflicts discovered during the synchronization are
resolved.

+ VCDN datastore overrides device settings: If thisoptionisselected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the device, bringing the VCDN and the device in sync.

+ Device settings override VCDN datastore: If thisoption is selected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the datastore, bringing the VCDN and the devicein sync.

+ Generate conflict report only: This setting will perform the sync
comparision but will not make any changes to the device or the VCDN
datastore. It will simply notethedifferencesintheresultsinformationand
leave it to the administrator to manually make the changes.

Recurring Schedule: Set the synchronization schedule to be done on a
recurring, periodic basis.

Synchronization - One Time Synchronization

Path: Administration > Synchronization > One Time Synchronization

Configuration Synchronization Policy: This section determinesthe rules by
which configuration conflicts discovered during the synchronization are
resolved.

+ VCDN datastore overrides device settings: If thisoptionisselected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the device, bringing the VCDN and the device in sync.
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+ Device settings override VCDN datastore: If thisoption is selected, then
for any conflicts discovered, the VCDN settings will be automatically
applied to the datastore, bringing the VCDN and the devicein sync.

+ Generate conflict report only: This setting will perform the sync
comparision but will not make any changes to the device or the VCDN
datastore. It will simply notethedifferencesin theresultsinformation and
leave it to the administrator to manually make the changes.

Schedule: This allows the administrator to specify when the synchronization
isto take place. Thetime specified isrelative to the time on the VCDN server.
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