AUTHORIZED DOCUMENTATION

Administration Guide

Novell
ZENworks.

Handheld Management

7 SP11IR4
June 17, 2009

www.novell.com



Legal Notices

Novell, Inc. makes no representations or warranties with respect to the contents or use of this documentation, and
specifically disclaims any express or implied warranties of merchantability or fitness for any particular purpose.
Further, Novell, Inc. reserves the right to revise this publication and to make changes to its content, at any time,
without obligation to notify any person or entity of such revisions or changes.

Further, Novell, Inc. makes no representations or warranties with respect to any software, and specifically disclaims
any express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc.
reserves the right to make changes to any and all parts of Novell software, at any time, without any obligation to
notify any person or entity of such changes.

Any products or technical information provided under this Agreement may be subject to U.S. export controls and the
trade laws of other countries. You agree to comply with all export control regulations and to obtain any required
licenses or classification to export, re-export, or import deliverables. You agree not to export or re-export to entities
on the current U.S. export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. export
laws. You agree to not use deliverables for prohibited nuclear, missile, or chemical biological weaponry end uses.
Please refer to www.novell.com/info/exports/ for more information on exporting Novell software. Novell assumes no
responsibility for your failure to obtain any necessary export approvals.

Copyright © 2009 Novell, Inc. All rights reserved. No part of this publication may be reproduced, photocopied,
stored on a retrieval system, or transmitted without the express written consent of the publisher.

Novell, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more of the U.S.
patents listed at http://www.novell.com/company/legal/patents/ and one or more additional patents or pending patent
applications in the U.S. and in other countries.

Novell, Inc.

404 Wyman Street, Suite 500
Waltham, MA 02451

US.A

www.novell.com

Online Documentation: To access the online documentation for this and other Novell products, and to get
updates, see www.novell.com/documentation.



Novell Trademarks

For a list of Novell trademarks, see the Novell Trademark and Service Mark (http://www.novell.com/company/legal/
trademarks/tmlist.html) list at http://www.novell.com/company/legal/trademarks/tmlist.html.

Third-Party Materials

All third-party trademarks are the property of their respective owners.


http://www.novell.com/company/legal/trademarks/tmlist.html

4 Novell ZENworks 7 Handheld Management Administration Guide



Contents

About This Guide

1 Setting Up Handheld Import
1.1 Creating the Handheld Service Package . . .. ... .. . i
1.2 Configuring the Handheld Import Policy. ... ... ...
1.3  Associating the Handheld Service Package ............. ... . . ...
2 Using ZENworks Handheld Management Policies
2.1 Understanding ZENworks Handheld Management Policies. . . ........................
2.2 Creating Policy Packages . ... ...
2.3  Setting Up Container Package Policies . . . ... e
2.31 Search Policy Overview. . . ... ... . e
2.3.2  Search PoliCy. . ...
233 Handheld Application Search Policy .. ....... ... ... ... . . . . . ..
2.3.4  Associating the Container Package. ... ...... ... ... .. i
2.4  Setting Up Handheld Package and Handheld User Policies . ... ......................
2.4.1 BlackBerry Configuration Policy . .......... ... ... . . . .
24.2 BlackBerry Inventory Policy. . .. ... ... .
24.3 BlackBerry Security Policy. . .. ... .. .
244 Palm Client Configuration Policy . . . ........ ... .
245 Palm Configuration Policy . . ... .
246 Palm Access Point Configuration Policy . ......... ... ... .. .. .. ... ... ...
247 Palm File Retrieval Policy . . ... .. .
248 PalmSecurity Policy . .......... e
249  WIinCE Client Configuration Policy ........... .. ... .. .. ... . . . ...
2410 WinCE Configuration Policy. . . ... ...
2.4.11  WinCE Access Point Configuration Policy. . .. ......... ... .. .. .. .. . ...
2412 WiInCE File Retrieval Policy. . ... .. ... .
2.4.13 WinCE Remote Management Policy . . ....... ... . ... .. . . . ..
2414 WInCE Security Policy . . . ... ..o e
2.4.15 Associating the Handheld Package or the Handheld User Package. ............
2.4.16 Associating a User Object to a BlackBerry Device . .......... ... ... ... ......
2.4.17 Scheduling Packages and Policies . ......... ... . .. .. . i
2.5 Setting Up Handheld Service Package Policies. . ......... ... ... . ...
2.6 Viewing Policy Status Information .. ........ ... . . . . .
26.1 Viewing Status for a Specific Policy. . . ......... ...
2.6.2 Viewing Policy Status for a Specific Handheld Device .......................
3 Using Queries and Groups
3.1 USING QUEMIES . .ottt e
3.1.1 Creating @ QUETY . . . ..o
3.1.2 Using Logical Operators . .. ...... ...t e
3.2 USING GrOUPS . . . vttt e
3.2.1 Creating GroUPS . .. .ottt
3.2.2 Viewing the Properties of a Group. . ... ... ... i
3.2.3  Changing Group Membership . . ...
3.24  Changing the Update Schedule of Query-Based Groups .. ...................
3.25 Deleting @ Group . . . . .o oot

11

11
12
16

17

17
22
22
22
24
26
29
29
30
32
34
36
39
43
45
48
53
55
59
62
66
68
73
74
74
76
76
76
78

81

81
81
84
84
85
89
91
92
93

Contents 5



6

3.2.6  Viewing Handheld Application Objects Assignedtoa Group .................. 93

3.2.7 Changing a Group’s TYPe . . .o vt ittt e e 95
4 Distributing Software to Handheld Devices 97
4.1 Understanding Handheld Application Objects .. . ......... ... .. ... ... .. .. .. ... .. ... 97
411 Specifying Source Files . .. ... .. 97
4.1.2 Understanding Automatic Application Updates . . . ............ ... ... ... ..... 98

4.1.3 Installing Software at a Predefined Time Even When the Device is Not Connected to
the Network . . ... 929
4.2  Distributing Applications to Handheld Devices. . . .......... ... ... . . . i, 99
421 Creating a Handheld Application Object . ... ........ ... ... .. . ... ... ... .... 99
422 Configuring a Handheld Application Object. . ........ ... ... ... ... ... .... 100
4.2.3  Scheduling the Distribution of a Handheld Application Object. . .. ............. 104
4.3 Displaying Handheld Application Object Status. . . .......... ... ... ... ... ... ... .... 106
4.4  Modifying a Handheld Application Object ... ...... ... .. ... . ... . . . ... ... .. . ... ... 107
441 Modifying the Contents of a Handheld Application Object. .. ................. 107
442 Scanning for Updated Components. .. ............ .. i 107
443 Deleting a Handheld Application Object ........... ... ... ... .. ... ....... 108
444 Deleting a Handheld Application Object’'s Associations . .................... 108
5 Using Inventory and Reports 109
5.1  Viewing Software Inventory . . . ... ... 110
511 Viewing Software Inventory for a Specific Handheld Device. ................. 111
5.1.2  Viewing Software Inventory Across All Palm OS, BlackBerry, or Windows CE Devices
N Your System . ... .. 111
51.3 Identifying Files for Windows CE Devices . .. ............ ..., 113
51.4 Ignoring or Identifying Windows CE Files and Applications. . ................. 115
5.2  Viewing Hardware Inventory . . ......... .. 120
5.3  Viewing Network Information . . . ... .. .. 122
5.4  Using Inventory Reports. . . . ... 122
5.4.1 Running Reports . . ... 123
5.4.2 Exporting Reports . . ... ... 124
5.4.3 Creating Custom Reports . ... ... .. . 125
5.5  Printing Data from the ZENworks Handheld Management Inventory Viewer. ... ......... 125
6 Remotely Viewing or Controlling the IP-Enabled Windows CE Devices 127
6.1 Configuring WinCE Remote Management Policy. . .. ......... .. ... .. ... ... ... .... 127
6.2  Setting a VNC Password on the Handheld Device ........... .. ... ... ... .. ........ 127
6.3 Initiating a Remote View or a Remote Control Session. .. ........... ... ... ........ 128
6.3.1 Initiating a Remote View or a Remote Control Session from a Device Object . ... 128
6.3.2 Initiating a Remote View or a Remote Control Session from a User Object . . . . .. 129
7 Making System Configuration Changes 131
7.1 Configuring User Authentication . ........... ... .. . . . . . . . . 131
7.2  Configuring the Proxy Service . . ... 133
7.21 Configuring Network Settings . ......... ... 133
7.2.2 Configuring Network Usage Restrictions. .. ....... ... .. ... ... ... .. .... 134
7.2.3  Configuring Dial-Up Communications . . ............ ... . ... ... 136
7.2.4 Enabling or Disabling Message Transfers. .. ............ ... ... ... .. ...... 136
7.2.5  Configuring Handheld Communications . ............... ... ... .. ......... 137

7.2.6  Configuring IP Communication for the ZENworks Handheld Management Access

PoINt. . e 137

Novell ZENworks 7 Handheld Management Administration Guide



7.2.7  Connecting to the ZENworks Handheld Management Server. . ............... 138

7.3  Converting to Microsoft SQL Server . .......... . 138
7.4  Compacting and Repairingthe Database ........... ... ... .. ... ... . . .. 140
7.41 Compactingthe ServerDatabase .. ........... ... ... .. . .. 140
7.4.2  Compacting the Proxy Service Database . ............................... 141
74.3 Compacting and Repairingthe Database ................................ 141
7.5  Configuring the ZENworks Handheld Management Access Point and the Desktop
Synchronization Integration . . . ... ... e e 141
7.51 Configuring BandwidthUsage . . ... ... ... .. . i 142
7.5.2 Configuring Client Retries and Power Down (or Suspend) .. ................. 142
7.6  Configuring the ZENworks Handheld Management IP Clients. . ... ................... 143
7.6.1 Configuring the ZENworks Handheld Management Palm OS IP Client. . ... ... .. 143
7.6.2 Configuring the ZENworks Handheld Management Windows CE IP Client . ... .. 145
Troubleshooting 147
Al EIOr LOgS . .o ot 147
A2 ConsoleOne Status Pages. . . ... ..o e 147
A3 ErmOr MeSSages . . .. oottt 148
A4 Troubleshooting Strategies ... .......... . 149
A5 Contacting Technical Support . . ... . . 155
Configuring SSL and HTTP Settings 157
B.1  Configuring the SSL and HTTP Communication between the ZENworks Handheld Management
Server and the ZENworks Handheld Management Access Point . .................... 158
B.2 Configuring SSL and HTTP Communication between the ZENworks Handheld Management
Access Point and the Handheld Devices . . . ... .. 160
B.3  Changing the Default Ports on the ZENworks Handheld Management Server and ZENworks
Handheld Management Access Point Communication . ............................ 163
B.4 Changing the Default Ports for the ZENworks Handheld Management Access Point and the
Handheld Devices Communication . ...... ... ... .. . . 164
Security Considerations 167
Documentation Updates 169
D.1  June 17, 2009 (Support Pack 1 InterimRelease 4) . . ......... ... ... .. . ... 169
D.1.1  Appendix A: Troubleshooting. . . . ... . . 169
D.1.2  Appendix B: Configuring SSL and HTTP Settings. ... ...................... 170
D.2  July 14,2006 . . ..ot 170
D.2.1  Appendix C: Security Considerations .. ......... ... ... . ... ... ... 170
D.3  December 9, 2005 . . .. ... 170
D.4  October 7, 2005 . . . ... 170
D.4.1 UsingInventoryand Reports. . ... ... ... i 170
D.4.2  Using ZENworks Handheld Management Policies ......................... 171

Contents

7



8 Novell ZENworks 7 Handheld Management Administration Guide



About This Guide

This Administration Guide consists of comprehensive, conceptual information to help you
understand and use Novell® ZENworks® 7 Handheld Management.

The sections include:

¢ Chapter 1, “Setting Up Handheld Import,” on page 11

¢ Chapter 2, “Using ZENworks Handheld Management Policies,” on page 17
¢ Chapter 3, “Using Queries and Groups,” on page 81

¢ Chapter 4, “Distributing Software to Handheld Devices,” on page 97

¢ Chapter 5, “Using Inventory and Reports,” on page 109

¢ Chapter 6, “Remotely Viewing or Controlling the IP-Enabled Windows CE Devices,” on
page 127

¢ Chapter 7, “Making System Configuration Changes,” on page 131
* Appendix A, “Troubleshooting,” on page 147

+ Appendix B, “Configuring SSL and HTTP Settings,” on page 157
* Appendix C, “Security Considerations,” on page 167

+ Appendix D, “Documentation Updates,” on page 169

Audience

This guide is intended for system administrators installing ZENworks 7 Handheld Management
software. These users should be familiar with their own network and the hardware configuration of
the management zone where they intend to install this product. A working knowledge of Novell
eDirectory™ and Novell ConsoleOne® is required.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to Novell Documentation Feedback site (http://www.novell.com/
documentation/feedback.html) and enter your comments there.

Documentation Updates

For the most recent version of the ZENworks 7 Handheld Management Administration Guide, visit
the Novell ZENworks 7 Web site (http://www.novell.com/documentation/zenworks?7).

Additional Documentation

For information about installing ZENworks Handheld Management, see the Novell ZENworks 7
Handheld Management Installation Guide.

About This Guide


http://www.novell.com/documentation/feedback.html
http://www.novell.com/documentation/zenworks7

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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Setting Up Handheld Import

Novell® ZENworks® 7 Handheld Management provides simplified, hands-off management of
enterprise handheld devices.

For more information about installing ZENworks Handheld Management, see the Novell ZENworks
7 Handheld Management Installation Guide.

In order to manage the handheld devices, you must do the following:
¢ Import handheld devices into Novell eDirectory™.

The following sections provide information you need for setting up an Import policy:
¢ Section 1.1, “Creating the Handheld Service Package,” on page 11
¢ Section 1.2, “Configuring the Handheld Import Policy,” on page 12
¢ Section 1.3, “Associating the Handheld Service Package,” on page 16

+ Ensure that the users synchronize their handheld devices using their normal synchronization
process (Microsoft* ActiveSync, Palm* HotSync, and so forth).

After the handheld objects are imported into the directory, you can begin using policy-based
management, distributing software applications to individual handheld devices or to groups of
handheld devices, collecting hardware and software inventory for all enterprise handheld
devices, and more.

¢ Set up the policies that can be associated with handheld objects. For more information, see
Chapter 2, “Using ZENworks Handheld Management Policies,” on page 17.

1.1 Creating the Handheld Service Package

A policy package is an eDirectory object containing one or more individual policies. A policy
package groups policies according to function, making it easier to administer them. It also provides
the means for the administrator to change policy settings and to determine how they affect other
eDirectory objects.

In ZENworks Handheld Management, the Handheld Service Package contains only the Handheld
Import policy.

You should create an Organizational Unit (OU) to hold the policy packages. Consider the following
when determining where to place this OU:

¢ Partitions in your tree

¢ The 256-character limit in eDirectory for the full distinguished name

¢ The Search policy that is used to locate the policy package
To minimize tree walking, it is best to create this policy package OU at the root of the partition that

contains the objects with which the policy package is associated. It also maximizes the number of
characters that are available for naming the policy.

Setting Up Handheld Import
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To create the Handheld Service Package:

1 In Novell ConsoleOne®, right-click the container where you want the container for the policy
packages placed, click New, then click Organizational Unit.

The New Organizational Unit window is displayed.

8 rew Organizational Unit Ed|
Mame: | | |
Cancel |
[ Defing addifional properties Help |

[ Create another Organizational Unit

2 Give the container a short name, then click OK.

3 Right-click the newly created container that holds your policy packages, click New, then click
Policy Package.

4 Select Handheld Service Package, then click Next.

Policy Package Wizard > |

Choose a policy package to create or modify. The policies
contained in the selected policy package are displayed in the

Novell. policy list

Policy packages: Policies:
: '3 Cortainer Package * B Haradheld knport
B B Handheld Package

'?& hE ' ' Handheld Service Packsge
#‘ t_u | Y7 Handheld Liser Package

T

Handheld Service Package - is an eDirectory object that conlains &
collaction of palicies relating to handheld servicas. This policy
package can be associated onby with handheld services and
container objects.

= Back | et = | Cancel I Flriieth | Help I

5 Give the policy package a short name, then click Next.

6 Review the information in the Summary page, then click Finish.

1.2 Configuring the Handheld Import Policy

1 In ConsoleOne, right-click the Handheld Service Package object that is created during
Section 1.1, “Creating the Handheld Service Package,” on page 11, then click Properties.
2 Select the check box under the Enabled column for the Handheld Import policy.

This both selects and enables the policy.

Novell ZENworks 7 Handheld Management Administration Guide



Properties of Handheld Service Package

Page Cxtions.. : cancel | ot | Hew |

3 Click Properties.
The Location tab of the General page is displayed.

Properties of Handheld Service Package:General:Handheld Import B I x|

1| nos Rights = | cther | Rights to Fies and Folders |

Logation | Namin:il Groups |

[+ Allow importing of handhelds
Create handheld objects in:
|Sele cied Container j
Path:
Descrption:
Selected Container

Handheld will be created in the container specified in the Path field. The Pathfield is an absolute DS
path.

Page Options... | cancel | | Hep
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You can configure the Handheld Import policy on this page to enable importing of
BlackBerry*, Palm OS*, and Windows* CE devices.

In addition to the General page, ZENworks Handheld Management provides three platform-
specific pages: BlackBerry, Palm, and Windows CE. If you want to specify different settings for
each type of device, you can use the appropriate platform page. For example, you could specify
different containers to hold the different types of handheld devices.

4 Click the down-arrow on the Platforms tab, then select the desired platform.
5 Fill in the fields:

Enable Platform Settings to Override General Settings: This option displays only on the
BlackBerry, Palm, and WinCE platform pages. Select this option if you want the settings
specified on the BlackBerry, Palm, or WinCE page to override those settings specified on the
General page.

Allow Importing of Handhelds: Enable this option to allow registered handheld devices to be
imported into the directory.

Create Handheld Objects In: Select an option from the drop-down list.

¢ Selected Container: The handheld device objects are created in the container specified in
the Path field. This is an absolute DS path.

+ Server Container: The handheld device objects are created in the same container where
the handheld service object is created. You can specify a relative DS path from the server
container.

+ Associated Object Container: The handheld device objects are created in the container
that is associated with the Handheld Import policy. You can specify a relative DS path
from the associated container.

Relative Path = handheld. means to go up one level from the container to create the handheld
device object.

Path: If you are using a relative path, enter a string. The number of periods you end the path
with determines the number of relative levels. If you are using an absolute path, select the
container.

NOTE: The Description box describes where the handheld device objects are created, based
on the settings you selected on the Location page. Review the description and make any
necessary changes.

6 Click the Naming tab.
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Properties of Handheld Service Package:General:Handheld Import - x|

Platforms ~ | NDS Rights = | Ciher | Rights to Files and Folders |
Paim

Location Maming ] Groups |

Handheld narme:

Diavice

Add narme field and place them in order.

Dravice

+[ 3] o

Description:

Page Options... | ok | cancel | apoy | Hew

7 Fill in the fields:

Handheld Name: Displays the handheld naming convention currently defined in the Add
Name Fields and Place Them in Order list.

Whenever there is a potential name conflict (such as two handheld device objects in the same
container with the same name), the system appends a number on the end of the name that you
enter here.

Add Name Field and Place Them in Order: You must have at least one option in this list.

You can add or remove options, or click the arrows to move an option up or down the list. The
handheld device objects are named in the order these options display in the list.

The name options are:

¢ <User Defined>: You can any text here such as the separator between the Device and
User value. For example, Device_UserName. In this example, the underscore () is the
user defined value.

+ Device: The device’s name.

¢ User: The device’s owner name or the name provided by Palm HotSync or Microsoft
ActiveSync.

¢ Computer: The name of the Access Point to which the device is connected.
8 Click the Groups tab.

Setting Up Handheld Import
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Properties of Handheld Service Package:General:Handheld Import - x|

Platforms ~ | NDS Rights = | Ciher | Rights to Files and Folders |
Paim

LDcaﬁun' Maming GmuﬂSl
The handield will be added to the following handheld growps when the handheld is imported.

Handheld Groups:

Page Options... | ok | cancel | amey | Hew |

9 Click Add, then browse for the Handheld Group objects you want this handheld device object
to belong to when it is imported.

For more information about Handheld Group objects, see Section 3.2, “Using Groups,” on
page 84.

10 Click OK to save the policy.
11 Continue with Section 1.3, “Associating the Handheld Service Package,” on page 16.

1.3 Associating the Handheld Service Package

The Handheld Import policy you configured and enabled is not in effect until you associate its
policy package with the ZENworks Handheld Management Service object directly or with a
container object.

To associate the Handheld Service Package:

1 In ConsoleOne, right-click the Handheld Service Package, then click Properties.
2 Click the Associations tab, then click Add.

3 To associate the package, browse for the ZENworks Handheld Management Service object, the
container containing the Service object, or the container object created during the installation of
ZENworks Handheld Management server components.

4 Click OK.

16  Novell ZENworks 7 Handheld Management Administration Guide



Using ZENworks Handheld
Management Policies

For Novell® ZENworks® 7 Handheld Management to function properly, you must create the policy
packages so that you can configure, enable, and associate your planned policies.

A policy package is a Novell eDirectory™ object containing one or more individual policies. A
policy package groups policies according to function, making it easier to administer them. It also
provides the means for the administrator to change policy settings and to determine how they affect
other eDirectory objects.

ZENworks Handheld Management has four policy packages: Container Package, Handheld
Package, Handheld Service Package, and Handheld User Package.

The following sections contain additional information:

¢ Section 2.1, “Understanding ZENworks Handheld Management Policies,” on page 17
¢ Section 2.2, “Creating Policy Packages,” on page 22

¢ Section 2.3, “Setting Up Container Package Policies,” on page 22

¢ Section 2.4, “Setting Up Handheld Package and Handheld User Policies,” on page 29
¢ Section 2.5, “Setting Up Handheld Service Package Policies,” on page 76

¢ Section 2.6, “Viewing Policy Status Information,” on page 76

2.1 Understanding ZENworks Handheld
Management Policies

The following table lists each ZENworks Handheld Management policy, indicates the package that
contains the policy, and provides a brief description of the policy.

Table 2-1 List of ZENworks Handheld Management Policies

Policy Container Description

Handheld Import Policy Handheld Service Package Lets you enable handheld import
and configure settings, such as
how handheld device objects are
named, where they are stored in
eDirectory, and which Handheld
Group objects you want certain
handheld device objects
associated with.

For more information, see
Chapter 1, “Setting Up Handheld
Import,” on page 11.

Using ZENworks Handheld Management Policies
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Policy Container Description

Search Policy Container Package Lets you specify how far up the
tree ZENworks Handheld
Management searches for
effective policies.

For more information, see
“Search Policy” on page 24.

Handheld Application Search Container Package Lets you specify how far up the

Policy tree ZENworks Handheld
Management searches for
Handheld Application objects.

For more information, see
“Handheld Application Search
Policy” on page 26.

BlackBerry Configuration Policy = Handheld Package and Handheld Lets you set configuration
User Package information for associated
BlackBerry* devices, including
the owner name for the device
and any additional information
you want to include.

For more information, see
“BlackBerry Configuration Policy”

on page 30.
BlackBerry Inventory Policy Handheld Package and Handheld Lets you enable the collection of
User Package hardware and software inventory
from associated BlackBerry
devices.

For more information, see
“BlackBerry Inventory Policy” on

page 32.
BlackBerry Security Policy Handheld Package and Handheld Lets you ensure that a password
User Package is set on associated BlackBerry
devices.

For more information, see
“BlackBerry Security Policy” on
page 34.

Palm Client Configuration Policy Handheld Package Lets you enable user
authentication on associated
Palm OS* devices.

For more information, see
Section 2.4.4, “Palm Client
Configuration Policy,” on page 36.
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Policy

Container

Description

Palm Access Point Configuration Handheld Package and Handheld

Policy

Palm Configuration Policy

Palm File Retrieval Policy

User Package

Handheld Package and Handheld
User Package

Handheld Package and Handheld
User Package

Lets you assign multiple
ZENworks Handheld
Management Access Points to a
device and also define the order
of the ZENworks Handheld
Management Access Points to
which the Palm OS device must
connect.

For more information, see
Section 2.4.6, “Palm Access
Point Configuration Policy,” on
page 43.

Lets you set general preferences,
such as auto-off, system sound,
and beam retrieve settings;
associate different software
programs with the buttons on the
Palm OS device; assign a feature
users can access when they drag
the pen from the writing area to
the top of the screen on the Palm
OS device; and specify which
software programs are allowed or
not allowed on Palm OS devices.

Also lets you configure the files
that must be automatically
deleted from the Windows CE
device.

For more information, see “Palm
Configuration Policy” on page 39.

Lets you specify files to retrieve
from the associated Palm OS
device to copy to a specified
location.

For more information, see “Palm
File Retrieval Policy” on page 45.

Using ZENworks Handheld Management Policies
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Policy

Container

Description

Palm Security Policy

WinCE Access Point
Configuration Policy

WinCE Client Configuration
Policy

Handheld Package and Handheld
User Package

Handheld Package and Handheld
User Package

Handheld Package

Lets you ensure that a password
is set on the associated Palm OS
device and lets you configure
Auto Lock Configuration and
enhanced password protection.

Lets you set a user’s network
password as the device password
for the Palm OS device.

Also lets you specify self-destruct
settings to disable a Palm device
after a specified number of failed
password attempts or after a
specified number of days since
the device was last synchronized.

For more information, see “Palm
Security Policy” on page 48.

Lets you assign multiple
ZENworks Handheld
Management Access Points to a
device and also define the order
of the ZENworks Handheld
Management Access Points to
which the Windows* CE device
must connect.

For more information, see
Section 2.4.11, “WinCE Access
Point Configuration Policy,” on
page 59.

Lets you enable user
authentication on associated
Windows CE devices.

Also lets you configure the
software or files that must be
automatically uninstalled or
deleted from the Windows CE
device.

For more information, see
Section 2.4.9, “WinCE Client
Configuration Policy,” on page 53.
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Policy

Container

Description

WinCE Configuration Policy

WiInCE File Retrieval Policy

WinCE Remote Management
Policy

WinCE Security Policy

Handheld Package and Handheld
User Package

Handheld Package and Handheld
User Package

Handheld Package and Handheld
User Package

Handheld Package and Handheld
User Package

Lets you associate different
software programs or functions
with the buttons on the
associated Windows CE device;
specify which programs you want
to include on the Start menu (on a
Pocket PC) or on the desktop (on
a handheld PC); and specify
power settings for Windows CE
devices.

Also, lets you configure the
software to be uninstalled from
Windows CE device.

For more information, see
“WinCE Configuration Policy” on
page 55.

Lets you specify files to retrieve
from the associated Windows CE
device to copy to a specified
location.

For more information, see
“WinCE File Retrieval Policy” on
page 62.

Lets the administrator or remote
users perform Remote View or
Remote Control operations on the
IP-enabled Windows CE devices.

For more information, see
Section 2.4.13, “WinCE Remote
Management Policy,” on page 66.

Lets you ensure that a password
is set on the Windows CE device
and configure enhanced security
options for Pocket PCs.

Lets set a user’s network
password as the device password
for the Windows CE device.

Also lets you specify self-destruct
settings to disable a Windows CE
device after a specified number of
failed password attempts or after
a specified number of days since
the device was last synchronized.

For more information, see
“WinCE Security Policy” on
page 68.

Using ZENworks Handheld Management Policies
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2.2 Creating Policy Packages

A policy package is an eDirectory object containing one or more individual policies. Before you can
configure, enable, and associate the policies contained in a policy package, you must create the
policy package.

1 In Novell ConsoleOne®, right-click the container that holds your policy packages, the click
New, then click Policy Package.
2 Select Container Package.
or
Select Handheld Package.
or
Select Handheld Service Package.
or
Select Handheld User Package.

TIP: To list the policies that are contained in each policy package, click the name of each
policy in the Policy Packages list on the left side of the Policy Package Wizard page. The
available policies are displayed in the Policies list on the right side of the Policy Package
Wizard page.

3 Click Next.
4 Give the policy package a short name, then click Next.

5 Review the information in the Summary page, then click Finish.

2.3 Setting Up Container Package Policies

In ZENworks Handheld Management, the Container package contains two policies: Search and
Handheld Application Search.

The following sections contain additional information:

¢ “Search Policy Overview” on page 22

*

“Search Policy” on page 24

*

“Handheld Application Search Policy” on page 26

+ “Associating the Container Package” on page 29

2.3.1 Search Policy Overview

ZENworks Handheld Management policies are associated to a handheld device object in any of the
following ways:

*

To the handheld device object itself

*

To a User object

*

To a Handheld Group where the handheld device is a member

*

To a User Group where the user is a member

+ To a parent container of the handheld device or User object
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The search order that ZENworks Handheld Management uses is consistent with standard eDirectory
behavior and any search policies that are in the tree. By default, ZENworks Handheld Management
starts at the handheld device or user object, followed by any Handheld groups or User groups that
the device is a member of, and then starts walking up the tree looking for policies to enforce. All
handheld policies are merged and the culmination is applied to the handheld device. If any conflicts
occur, such as two Palm Configuration policies (one associated directly to the handheld device
object and the other associated to a parent container of the handheld device object), the first policy
found is enforced. In this case, the Palm Configuration policy directly associated to the handheld
device object is enforced.

If a policy contained in a Handheld User Package and another policy in the Handheld Package
conflict, the settings in the Handheld User Package are enforced. For example, if you configure and
enable the Palm Configuration policy in the Handheld User Package, but you also have an enabled
Palm Configuration policy in the Handheld Package, the policy is the Handheld User Package takes
precedence.

The File Retrieval policies (Palm File Retrieval and WinCE File Retrieval) present exceptions to
rule that the first policy found is enforced. These policies are both plural (meaning they can be
added many times to a policy package) and cumulative (meaning that many different File Retrieval
policies with different settings can be effective for a single handheld device object, handheld group
object, or container object). Because the File Retrieval policies are plural and cumulative, no
conflicts occur when ZENworks Handheld Management encounters multiple File Retrieval policies:
every effective File Retrieval policy is enforced.

The Search policy is used to limit how far up the tree ZENworks Handheld Management searches
for the effective policies. In addition to limiting how far up the tree ZENworks Handheld
Management searches for policies, both policies let you determine the searching order (object,
group, container) that ZENworks Handheld Management uses as it searches for policies. The search
order is significant because the first policy found is enforced (except for the File Retrieval policies,
as explained previously).

The Handheld Application Search policy is used to limit how far up the tree ZENworks Handheld
Management searches for handheld application objects.

If your directory contains many objects, ZENworks Handheld Management performs significant
tree-walking if no search policies are enabled. For this reason, you should make use of both the
Search policy and the Handheld Application Search policy.

The Search policy and the Handheld Application Search policy provide the following benefits

+ Improved security
¢ The ability to reorder a search

¢ Better search performance by limiting the search levels traversed in eDirectory and by avoiding
unnecessary LAN traffic

The Search policy specifies how ZENworks Handheld Management determines which policies are
associated with handheld device objects. The Handheld Application Search policy specifies how
ZENworks Handheld Management determines which handheld application objects are associated
with handheld device objects. To make either search policy effective, you associate it with a
container. Both search policies apply to handheld device or user objects within or beneath a given
container.

You can specify the number of levels above or below the location to begin the search:
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Table 2-2 Search Levels

Number Description
0 Limits the search to the selected level.
1 Limits the search to one level above the selected level.

For example, if you selected the handheld device object’s parent container, this
would limit the search to one level above the parent level.

-1 Limits the search to one level below the selected level.

For example, if you selected [Root], -1 would limit the search to one level below
[Root].

Without a search policy in effect, the default is to search from the parent container to [Root]. The
search checks each container up the tree towards [Root] for policy packages and handheld
application objects associated with those containers.

The default search policy recognizes the policy package associated with the handheld device object
before it looks in any group or container where such an object resides.

The default search order, Object > Group > Container, can be reordered and can include as few as
one of the locations. For instance, you can exclude Group objects by setting the search order to
Object > Container.

You can avoid unnecessary LAN traffic by searching to an associated container instead of [Root].

The Search policy is required for finding other policies. You set up Search policies at a container
level. Set up as many Search policies as you need to help minimize network traffic.

2.3.2 Search Policy

The Search policy is used to limit how far up the tree ZENworks Handheld Management searches
for the effective policies.

To set up a Search policy:

1 In ConsoleOne, right-click the newly created Container Package, then click Properties.

For information on creating the Container Package, see Section 2.2, “Creating Policy
Packages,” on page 22.

2 Select the check box under the Enabled column for the Search policy.
This both selects and enables the policy.
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Properties of Container Package [ %]

Palicies | Associations | NDS Rights = | Cther | Rights to Files and Folders |
Genaral

Containar poliches:
Ensbled | Palicy | Schecuie
r ¥ Handheld Applcation Ssarch Policy i,

" & Search Polcy

Page Options.. oK cancel | mpty | he |
3 Click Properties to display the Search Level page.
Properties of Container Package:General:Search Policy E x|

Search Level ISculch Cirder I Retresh Inferal | HDS Fights | Oter | Right= to Files and Folders
Search Level

§E arch for policies up o

Selected container.

‘ 5|
Search level:

-

{0 |5 current level, 1 |5 up one level, -1 IS down ong level. The level (s Detwesn -25 and 25)

Page Oplions.. | | Cancel I I Help

4 Sclect the level to search to from the drop-down list:

[Root]: Search from the handheld device object to the root of the tree.
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Object Container: Search from the handheld device object to the parent container of the
object.

Partition: Search from the object to the partition.

Selected Container: Search from the handheld device object to the selected container.
5 If you chose Selected Container, browse to select the container.
6 To determine the searching limits in either direction, specify a number between -25 and 25.
7 Click the Search Order tab.

Properties of Container Package:General:Search Policy B ) x|

SearchLevel  Search Order | Refresh Inferal | HDS Fights | Otier | Right= to Files and Folders
Search Order

Policy Search Order

e OO
Group
Container

+ 3

Page Options... | | cancel | soo | Hew |

8 Specify the policy searching order, using the arrow keys, the Add button, and the Remove
button as necessary.

NOTE: Depending on which other ZENworks products (ZENworks Desktop Management and
ZENworks Server Management) are present, ConsoleOne might display a Refresh Interval
page; however, ZENworks Handheld Management does not use the settings on the Refresh
Interval page.

9 Click OK.

10 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Container Package” on page 29 to associate the policy package.

2.3.3 Handheld Application Search Policy

The Handheld Application Search policy is used to limit how far up the tree ZENworks Handheld
Management searches for Handheld Application objects.
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To set up the Handheld Application Search policy:

1 In ConsoleOne, right-click the Container Package, then click Properties.

2 Select the check box under the Enabled column for the Handheld Application Search policy.
This both selects and enables the policy.

Froperties of Container Package [ x]
Policies | Associations | NDSRights + | Cther | Rights toFiles and Folders |
Gareral
Contsiner policies:
" % Handneld Applcstion Search Policy
r {0 Search Pabcy W,
Page Options... 0K Cancel | Apply | Help |

3 Click Properties to display the Search Level page.
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Properties of Container Package:General:Search Policy

Search Level |s¢mch Order | Refresh interval | NDS Fights = | Other | Rights to Files and Folders
SesrchLevel |

Search for policies up 1o
Selected container,
| B

Search level:
P4

{0 Is current level, 1 s up one level, -1 is down ong level. The level (s betewesn -25 and 25)

Page Options... | cancel | spo | Hem

4 Sclect the level to search to:
[Root]: Search from the handheld device object to the root of the tree.

Object Container: Search from the handheld device object to the parent container of the
object.

Partition: Search from the object to the partition.

Selected Container: Search from the handheld device object to the selected container.
5 If you chose Selected Container, browse to select the container.
6 To determine the searching limits in either direction, specify a number between -25 and 25.
7 Click the Search Order tab.
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Properties of Container Package:General:Search Policy i Ed|

Semrchlevel Search Order | Refreshinterval | NDS Rights = | Other | Rights to Fies and Folders
Search Order
Policy Search Order

O oottt et ettt et et e
Group
Containar

2 3

Page Opfions.. | Cangel I | Help

8 Specify the policy searching order.

Use the arrow keys, the Add button, and the Remove button as necessary to create your search
order.

9 Click OK.

10 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Container Package” on page 29 to associate the policy package.

2.3.4 Associating the Container Package

The policies you configured and enabled are not in effect until you associate their policy package
with a container object.

1 In ConsoleOne, right-click the Container Package, then click Properties.
2 Click the Associations tab, then click Add.

3 Browse for the container for associating the package, then click OK.

2.4 Setting Up Handheld Package and Handheld
User Policies

ZENworks Handheld Management provides Handheld Package and Handheld User Package
policies for the Palm OS, Windows CE, and BlackBerry platforms.

Each platform has its own page where you can view and configure available policies. To display a
desired platform page: In ConsoleOne, right-click the Handheld Package or the Handheld User
Package, click Properties, click the down-arrow on the Policies tab, then click the appropriate
platform: Palm, WinCE, or BlackBerry.
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Review the following sections for more information to help you set up the Handheld Package and
Handheld User Package policies:

*

*

Section 2.4.1, “BlackBerry Configuration Policy,” on page 30
Section 2.4.2, “BlackBerry Inventory Policy,” on page 32

Section 2.4.3, “BlackBerry Security Policy,” on page 34

Section 2.4.4, “Palm Client Configuration Policy,” on page 36
Section 2.4.5, “Palm Configuration Policy,” on page 39

Section 2.4.6, “Palm Access Point Configuration Policy,” on page 43
Section 2.4.7, “Palm File Retrieval Policy,” on page 45

Section 2.4.8, “Palm Security Policy,” on page 48

Section 2.4.9, “WinCE Client Configuration Policy,” on page 53
Section 2.4.10, “WinCE Configuration Policy,” on page 55

Section 2.4.11, “WinCE Access Point Configuration Policy,” on page 59
Section 2.4.12, “WinCE File Retrieval Policy,” on page 62

Section 2.4.13, “WinCE Remote Management Policy,” on page 66
Section 2.4.14, “WinCE Security Policy,” on page 68

Section 2.4.15, “Associating the Handheld Package or the Handheld User Package,” on
page 73

Section 2.4.16, “Associating a User Object to a BlackBerry Device,” on page 74
Section 2.4.17, “Scheduling Packages and Policies,” on page 74

2.4.1 BlackBerry Configuration Policy

The BlackBerry Configuration policy lets you specify a standard owner name and additional
information that is set on the associated BlackBerry devices. For example, you could specify that
your company name, address, and telephone number be set on all associated BlackBerry devices to
help recover lost devices.

NOTE: This policy is not supported for Java-based BlackBerry devices.

The owner name and information that you specify using this policy does not affect the naming of the
device objects in eDirectory; the owner name and information you specify in this policy displays
only on the actual device.

To set up the BlackBerry Configuration policy:

1

2
3

In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then
click Properties.

On the Policies tab, click the down-arrow, then click BlackBerry.
Select the check box under the Enabled column for the BlackBerry Configuration policy.
This both selects and enables the policy.
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Properties of Handheld Package

Policies ~ | Azsociations | MDS Rights = | Other | Rights to Files and Folders |

n BlackBarry Configuration Pobcy Dafault sohedile
r 5] BlackBarry iveritory Policy |Paolicy not enabled
r ﬁ BlackBarry Security Policy |Poiicy notf erabled

Defauk Package Schedule
Run event Custom event - (EvantHandheldSyne

Page Options.. oK cancel | mpty | me |

4 Click Properties to display the Owner page.

Owner | Policy Stetus | Policy Schedue | NDS Rights w | Cther | Rights to Files and Folders |
Crarfir

Crerner Informafion

Crwner Marme

[ Bpecify owner name to be set on the handheld

Creenigr Information

[ Specify owner information to be set on the handheld

Page Oplions.. | Cancel I I Help

5 Fill in the fields:
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Owner Name: Select the Specify Owner Name To Be Set on the Handheld check box, then type
the owner name that you want to be set on associated BlackBerry devices.

Owner Information: Select the Specify Owner Information To Be Set on the Handheld check
box, then type any additional information that you want to be set on associated BlackBerry
devices.

The owner name and information that you specify using this policy does not affect the naming
of the device objects in Novell eDirectory; the owner name and information you specify in this
policy displays only on the actual device.

6 Click OK to save the policy.

7 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

8 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

NOTE: For BlackBerry devices, a policy schedule of Custom Event:EventHandheldSync gets
translated on the device to Daily.

2.4.2 BlackBerry Inventory Policy

The BlackBerry Inventory policy lets you enable the collection of hardware and software inventory
from associated BlackBerry devices.

To set up the BlackBerry Inventory policy:

1 In ConsoleOne, right-click the Handheld Package or the Handheld User Package object, then
click Properties.

2 On the Policies tab, click the down-arrow, then click BlackBerry.

3 Select the check box under the Enabled column for the BlackBerry Inventory policy.

This both selects and enables the policy.
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Properties of Handheld Package

Palicies ~ | Associations | MDS Rights = | Cther | Rights to Fies and Folders |

EdackBerry
Policias:
Ensbled | Palicy | Schecuie
r 'i BlsckBarry Configuration Pobcy Policy not enabled
] =Y BlackBarry Fventory Polic Detault schedule
r ﬁ BlackBarry Security Policy |Poiicy not erabled

Defauk Package Schadule
Run event Custom event - (EvantHandheldSyne

Page Options... oK cancel | mpoy | mep |
4 Click Properties to display the General page.
Properties of Handheld Package:BlackBerry:BlackBerry Inventory Policy x|
General | Poicy Status | Poicy Schedule | MOS Rights | Other | Rights to Files and Folders |
Eneral
Inventory Seftings
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[ Enable collection of hardware inventory on the handheld
Softerare
[ Enable collection of sofhware inventory on the handheld
Page Options... | cancel | | Hemp

5 Fill in the fields:
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Hardware: To collect hardware information for associated BlackBerry devices, select the
Enable Collection of Hardware Inventory on the Handheld check box.

Collected data about hardware is stored on a per-device basis and is found on the ZENworks
Inventory page in ConsoleOne or on the Clients: Hardware Inventory page in the ZENworks
Handheld Management Inventory Viewer. To view the ZENworks Inventory page in
ConsoleOne, right-click a handheld device object, click Properties, then click the ZENworks
Inventory tab. To open the ZENworks Handheld Management Inventory Viewer, right-click a
handheld device object, click Actions, then click Inventory. For more information, see
Section 5.2, “Viewing Hardware Inventory,” on page 120.

Software: To collect software information for associated BlackBerry devices, select the Enable
Collection of Software Inventory on the Handheld check box.

Collected data about software is found in the ZENworks Handheld Management Inventory
Viewer. To open the ZENworks Handheld Management Inventory Viewer, right-click a
handheld device object, click Actions, then click Inventory. You can view software inventory
information for a specific device or across all BlackBerry devices in your system. For more
information, see Section 5.1, “Viewing Software Inventory,” on page 110.

6 Click OK to save the policy.

7 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

8 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

NOTE: You must schedule inventory for BlackBerry devices because they are always
connected to the ZENworks Handheld Management Server. For Palm and Windows CE
devices, you do not need to schedule inventory; software inventory is collected once a day.

For BlackBerry devices, a policy schedule of Custom Event:EventHandheldSync gets
translated on the device to Daily.

2.4.3 BlackBerry Security Policy

The BlackBerry Security policy lets you ensure that a password is set on associated BlackBerry
devices. You can also use the BlackBerry Device Lockout feature to lock a device that you suspect
has been lost or stolen. For more information, see “BlackBerry Device Lockout” on page 36.

NOTE: This policy is not supported for Java-based BlackBerry devices.

To set up the BlackBerry Security policy:
1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then
click Properties.
2 On the Policies tab, click the down-arrow, then click BlackBerry.
3 Select the check box under the Enabled column for the BlackBerry Security policy.
This both selects and enables the policy.
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Properties of Handheld Package

Palicies ~ | Associstions | MDS Rights = | Cther | Rights to Fies and Folders |

EdackBerry
Polickes:
Ensbled | Palicy | Schecuie
r 'i BlackBarry Configuration Pobcy |Policy not enabled
r j Policy not eratled
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Defauk Package Schadule
Run event Custom event - (EvantHandheldSyne

Page Options... oK cancel | appy |

4 Click Properties to display the Security page.

Properties of Handheld Package:BlackBerry:BlackBerry Security Policy

Security | Policy Status | Policy Schedule | NDS Fights » | Other | Rights to Fies and Folders
Security

Password Requirements

[ Require a password to be seton the handheld

Page Options... | | cancel | |

Help

5 Select the Require a Password To Be Set On the Handheld check box.

Using ZENworks Handheld Management Policies

35



If your organization has a rule stating that all handheld devices must have a password, you
should enable this policy.

When the BlackBerry Security policy is enforced, if the user does not have a password set, he
or she is prompted to create one. If the user ignores the prompt, he or she is prompted every 15
minutes to create a password for the device.

6 Click OK to save the policy.

7 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

8 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

NOTE: For BlackBerry devices, a policy schedule of Custom Event:EventHandheldSync gets
translated on the device to Daily.

BlackBerry Device Lockout

The BlackBerry Device Lockout feature lets you disable a BlackBerry device if you suspect that it
has been lost or stolen. After the device is locked, no applications can run on the device other than
ZENworks Handheld Management, which can be used to unlock the device.

To lock or unlock a BlackBerry device:

1 In ConsoleOne, right-click the desired BlackBerry handheld device object, click Actions, then
click Lock/Unlock Device.

2 Click Unlock the Device.

or

Click Lock the Device, then type the text you want displayed on the device when in is locked.
3 Click OK.

2.4.4 Palm Client Configuration Policy

The Palm Client Configuration policy lets you override the user authentication settings of the
ZENworks Handheld Management Service object for associated Palm OS devices.

You can set up user authentication on a global basis for all handheld devices in your ZENworks
Handheld Management system during installation or you can edit the properties of the ZENworks
Handheld Management Service object.

If you do not want to enable user authentication for all handheld devices in your system, you can
choose to not enable global user authentication during installation or by editing the properties of the
ZENworks Handheld Management Service object. You can then configure and enable the Palm
Client Configuration policy by following the procedure in this section to target only specific
handheld devices or groups of handheld devices.

For more information about setting up user authentication on a global basis during installation, see
“Installing the ZENworks Handheld Management Server” in the Novell ZENworks 7 Handheld
Management Installation Guide. For more information about editing the properties of the
ZENworks Handheld Management Service object to enable global user authentication, see
Section 7.1, “Configuring User Authentication,” on page 131.
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If user authentication is enabled, the user is prompted for his or her credentials (username and
password) the first time the device connects/synchronizes. ZENworks Handheld Management then
authenticates the user using LDAP to log in to the directory. After the user is authenticated, you can
target policies and applications to the user of the handheld device.

The user must enter the credentials only once; ZENworks Handheld Management does not prompt
the user for the credentials again. If a user that has been authenticated gives the device to another
person, you should reconfigure the user on the device itself. For more information, see the
documentation that came with your handheld device.

If the device uses the Palm IP client to connect, the user-authentication dialog box displays on the
handheld device. If the device uses Palm HotSync, the user-authentication dialog box displays on
the desktop computer during synchronization. When the user is prompted for authentication, if he or
she clicks Cancel, the handheld device can be managed by device policies, but user-based
management does not function because the user is not authenticated. If the user mis-types the
username or password, he or she is immediately prompted for the credentials again.

NOTE: There are two places in ZENworks Handheld Management where users can be required to
enter a password: to authenticate to the directory as part of the Palm Client Configuration policy and
to power on a handheld device as part of the Palm Security policy. These two passwords are
independent of each other. For more information about the password users must enter to power on a
device, see “Palm Security Policy” on page 48.

To set up the Palm Client Configuration policy:

1 In ConsoleOne, right-click the Handheld Package object, then click Properties.

2 On the Policies tab, click the down-arrow, then click Palm.

3 Select the check box under the Enabled column for the Palm Client Configuration policy.
This both selects and enables the policy.

Using ZENworks Handheld Management Policies

37



Properties of Handheld Package [ %]
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4 Click Properties to display the Global Settings page.

5 To override the user authentication settings of the ZENworks Handheld Management Service
object, Select the Override the Server Configuration option.

Froperties of Handheld Package:'WinCE:WinCE Client Configuration Policy

Global Settings | Policy Stafus | NDS Rights = | Other | Rights to Files and Folders |
Global Ssttings
I Brvermide the server configuration}
User Management Settings
[ Enaibis User based policies on handhelds

Page Cptions.... 0K Cancel Apply Help
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6 Select the Enable User Based Policies on Handhelds option.
7 Click OK to save the policy.

8 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

2.4.5 Palm Configuration Policy

The Palm Configuration policy lets you configure the following:

+ General Preferences: Lets you set preferences for associated Palm OS devices, for example
how long before an idle device turns itself off, whether or not a device stays on when cradled,
and more.

+ Buttons: Lets you associate different software programs with the buttons on associated Palm
OS devices. Also lets you assign a feature users can access when they drag the pen from the
writing area to the top of the screen on the Palm OS device. For example, you can select Turn
Off & Lock to make it easier for users to turn off and lock their Palm OS devices.

¢ Programs: Lets you specify which software programs are allowed or not allowed on
associated Palm OS devices. Programs that are not allowed can be automatically removed from
the devices.

+ Files: Lets you specify the files to be automatically deleted from the Palm devices.
To set up the Palm Configuration policy:
1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.
2 On the Policies tab, click the down-arrow, then click Palm.
3 Select the check box under the Enabled column for the Palm Configuration policy.
This both selects and enables the policy.
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4 Click Properties.
5 On the General page, make the desired configuration changes, then click Apply.
You can change the settings for the following preferences:
* Auto-Off After
¢ Stay On in Cradle
* System Sound
¢ Alarm Sound
* Alarm Vibrate
¢ Alarm LED
* Game Sound
¢ Beam Receive

Each preference in the list contains a Don t Change setting. If you choose this setting,
ZENworks Handheld Management does not change that preference on associated devices; the
corresponding setting on each device determines its behavior. For example, if you choose the
Don 't Change setting for Auto-Off After, each associated device uses its own preference
settings to determine how long an idle Palm OS device waits until it turns itself off. If you want
to ensure consistency across all associated Palm OS devices, choose the appropriate setting.

6 On the Buttons: Configuration page, make the desired configuration changes, then click Apply.

The Button Column lists the available buttons on the Palm OS device. To change a button’s
association, select a button from the Button list, click Edit, click Set to Application, browse to
an application, then click OK.
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NOTE: Depending on your particular Palm OS device, the available buttons in the Button list
are named differently than those in the preceding illustration.

The Pen Function drop-down list lets you assign a feature users can access when they drag the
pen from the writing area to the top of the screen on the Palm OS device. For example, you can
select Turn Off & Lock to make it easier for users to turn off and lock their Palm OS devices. To
assign a feature, choose an option from the drop-down list.

The following options are available:
* Not Specified
* Backlight
* Keyboard
* Graffiti Help
¢ Turn Off & Lock
¢ Beam Data
7 On the Programs page, make the desired configuration changes, then click Apply.

The Application column lists the applications that you want to allow on the device or remove
from the device.

¢ To add an application to the list, click Add, specify or browse to the application, select one
of the following rules to apply to the application, then click OK.
¢ Allow the Application on the Handheld
¢ Remove the Application from the Handheld

+ Rather than selecting certain applications to be removed from the device, you might find it
easier to specify a list of allowed applications and select the Remove All Other
Applications from the Handheld check box. When the policy is enforced or when the user

synchronizes the device, all applications not listed in the Applications list with the Allow
rule set are removed from the device.

+ If the application listed in the Application column list is to be added or removed from
storage card, select the Search for Application on Storage Cards check box.

8 On the Files page, do the following:
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Properties of Handheld Package_TC:Palm:Palm Configuration Policy

General | Buttons | Programs | Files | Poicy Status | Polcy Schecude | NDSRights = | Cther | Rights to Files and| (]3]
Delation

Filas to debete fromm the handhekd ©

[™ Files are required

M i Cancel Ao Help

8a Click Add.

8b In the Add Files to Delete from Handheld dialog box, specify the name of the file to be
deleted.

The filename is added to the Files to Delete from the Handheld list.

Ensure that the name of the application matches the file properties name because the name
displayed in the Application Launcher screen might not be the actual filename. To
determine the actual filename, you need to use a third-party application such as FileZ, a
shareware application.

8c Click OK.

8d (Optional) Select the Files are Required option if you want Handheld Management to
report a failed status if the specified files do not exist on the handheld device or if the
specified wildcard characters do not provide a match for files on the device.

8e Click Apply, then click Close.
9 Click OK to save the policy.

10 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

11 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

12 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.
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2.4.6 Palm Access Point Configuration Policy

The Palm Access Point Configuration Policy lets you assign multiple ZENworks Handheld
Management Access Points to a device and also define the order of the ZENworks Handheld
Management Access Points to which the Palm OS device must connect. If the device is unable to
connect to the ZENworks Handheld Management Access Point configured first, then it
automatically tries to connect to the ZENworks Handheld Management Access Point configured
next in the sequence.

NOTE: The Palm Access Point Configuration policy is not supported on cradled Palm devices.

To configure the Palm Access Point Configuration Policy:
1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.
2 On the Policies tab, click the down-arrow, then click Palm.
3 Select the check box under the Enabled column for the Palm Access Point Configuration
policy.
This both selects and enables the policy.

Properties of Handheld Package_TC

Palicies ~ | Associations | MDS Rights = | Cther | Rights to Fies and Folders |

Pakn
Policias:
H ‘: Palm Access Point Configuration Policy
r €| Palm Client Configuration Policy NI,
r B Palm Configuration Polcy Policy not enabled
r (i Palm Security Policy |Poticy not enabled
Properties... Raszet.. | Add... | 1 ( ]

Defaul Package Schadule
Run event Custom event - (EvantHandheldSyne

Page Ogtions .. oK cancel | mppy | e |

4 Click Properties.
This displays the Access Points - Configuration page.
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Properties of Handheld Package_TC:Palm:Palm Access Point Configuration Policy

Access Points | Poiicy Status | NDS Rights = | Other | Righisto Files and Folders |
==

I+ Enaiole Folowing Access Points
Configure IP Address DS Name of Access Poiniz

Page Cptions.... ; | po— | = =

5 In the Access Points - Configuration page, do the following:

5a If you want to add the ZENworks Handheld Management Access Points to the Configure
IP Address /DNS Name of Access Points list, and define the order of the ZENworks
Handheld Management Access Points to which the handheld device must connect to,
select the Enable Following Access Points option.

If you do not select this check box, the ZENworks Handheld Management Access Points
list is not available on the handheld device.

5b Click Add.

5¢ Inthe Add Access Points dialog box, specify the IP address or the full DNS name of the
ZENworks Handheld Management Access Point, or click Select. If you specify the IP
address or the full DNS of the ZENworks Handheld Management Access Point, skip to
Step 5h.

5d By default, the service object of the Handheld Management server is displayed. To select
another service object, click the Browse icon, select the service object, then click OK.

5e Click Display.

The IP address of the ZENworks Handheld Management Access Points associated with
service object is displayed

5f From the Access Points list, select the IP address of the ZENworks Handheld Management
Access Point to which you want to connect the device.

59 Click OK.

The ZENworks Handheld Management Access Points IP address followed by a semicolon
(;) is displayed in the Access Points option.

5h (Optional) To add another ZENworks Handheld Management Access Point, repeat Step 5c
through Step 5g.
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You can add a maximum of eight ZENworks Handheld Management Access Points IP
addresses, but ensure that the IP addresses or the DNS names of the ZENworks Handheld
Management Access Points are separated with semicolons (;).

5i Click Apply.

6 (Optional) To change the order of the ZENworks Handheld Management Access Points in the
Configure IP Address /DNS Name of Access Points list:

6a Seclect the IP address or the full DNS name of the ZENworks Handheld Management
Access Point.

6b Click Move Up or Move Down.

7 (Optional) To modify the value of an ZENworks Handheld Management Access Point
displayed in the Configure IP Address /DNS Name of Access Points list:

7a Seclect the IP address or the full DNS name of the ZENworks Handheld Management
Access Point whose value you want to modify.

7b Click Edit.

7c¢ In the Edit Access Points dialog box, change the value of the ZENworks Handheld
Management Access Point.

7d Click OK.
8 Click Apply, then click Close to save the policy.
9 Associate the policy package.

For more information on how to associate the policy package, see the “Associating the
Handheld Package or the Handheld User Package” on page 73.

10 If desired, schedule the policy.

For more information on how to schedule a policy, see the “Scheduling Packages and Policies”
on page 74.

11 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.

IMPORTANT: If you push zfhipclient.pdb after enforcing the Palm Access Point
Configuration policy on the device, the Palm Access Point Configuration policy settings are
removed. You must reconfigure the policy.

2.4.7 Palm File Retrieval Policy

The Palm File Retrieval policy lets you specify source files you want to retrieve from a Palm OS
device and copy to a specified destination location.

The File Retrieval policy is a plural policy, meaning it can be added many times to a policy package.
You can set up as many File Retrieval policies as required to adequately retrieve important files from
the handheld devices in your organization. When you name these plural policies, be sure to give
them descriptive names.

The File Retrieval policy is also cumulative, meaning that many different Palm File Retrieval
policies can be effective for a single handheld device object, handheld group object, or container
object.
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NOTE: If you want to retrieve files from handheld devices and store them on a Novell NetWare®
volume, you must install the Novell Client™ on the ZENworks Handheld Management Server.

To set up the Palm File Retrieval policy:

1 In ConsoleOne, right-click the Handheld Package object or the Handheld User Package object,
then click Properties.

2 On the Policies tab, click the down-arrow, then click Palm.
3 Click Add.
The Add Policy window is displayed.

Add Policy E x|

Folicy Type:
Bi Palm File Retrieval Palicy

Folicy Name:
[sales File Retrieval Policy

Ok Cancel Help

4 Type a descriptive name in the Policy Name field, then click OK.
The newly created File Retrieval policy is displayed in the Handheld Policies list.

Properties of Handheld Package e x|

Palicies ~ | Associations | MDS Rights = | Other | Rights to Fies and Folders |

Paln
Policles:
Enshied | Paiicy | Schecule
1= | Paim Client Configuration Policy M,
I |"@ Palm Contiguration Polcy |Detait schedule
| (i Palm Sacurity Policy Detault schedule

= Sales File Redrieval Policy Deefault schedule

Properties.... Resst... [ Add... | Remove... I

Defauk Packape Schedule
Run weakly. Monday

Page Options..._| oK concel | sppy | mep |
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5

6

7

10

Select the check box under the Enabled column for the newly created Palm File Retrieval
policy.

This both selects and enables the policy.
Click Properties to display the Files page.

Properties of Handheld Package:Sales File Retrieval Policy ] x|

Files | Policy Status | Policy Schedule | NDSRights » | Other | Rightsto Files and Folders |
Fliss

Sounce Files

Files: |
[ Flles are reguired

[ Delete Nles after retrigval

Destination Location

Path; | J Insert "I

Degstination Nle narme

& Uze the onginal file name(s)

© Rename the flzto; | Jnsert = |

Page Oplons.. I e T |

In the Files field, specify the source files to be retrieved from the handheld device.

NOTE: You must specify the Palm database or resource filename in the Files field. A third-
party file utility tool (such as FileZ, a shareware program) might be necessary to determine the
actual filename.

When you specify source files, be aware that filenames are case sensitive. You can use wildcard
characters to specify source files.

When the policy is enforced, all specified source files are retrieved from the device; the files
are retrieved even if the same files were previously retrieved at another time.

Select the Files Are Required check box if you want ZENworks Handheld Management to
report a failed status if the specified files do not exist on the handheld device or if the specified
wildcard characters do not provide a match for files on the device.

For more information about policy status, see Section 2.6, “Viewing Policy Status
Information,” on page 76.

Select the Delete Files After Retrieval check box if you want the specified source files to be
deleted from the handheld device after they have been retrieved from the handheld device.

If you do not enable this option, the source files are copied to the specified location but a copy
also remains on the handheld device.

In the Path field, browse to or specify the destination location where you want the specified
files copied to.

The renamed file can include variables. To include variables, click the Insert button, then click
the desired variable.
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The following variables are available for use:

Variable Description

device The CN of the device. For example, in Dan
m130.Handhelds.NovellBangalore, the string would be Dan m130.

devicedn The full DN of the device. For example, In Dan
m130.Handhelds.NovellWheaton, the string would be Dan
m130.Handhelds.NovellWheaton.

user The username of the device. This is the value stored in the UserName
attribute for the object in the directory. When this value is not configured on
the handheld device, it is set to <Undefined>.

date The date the file was retrieved from the handheld device. This value is the
date only; the time that the file was retrieved is not included. For example, if
the file was retrieved on September 15, 2002 at 3:15 p.m., the string would
be 2002-09-15. The string is always in the format of yyyy-mm-dd.

time The time the file was retrieved from the handheld device. This value is for the
time only; the date that the file was retrieved is not included. For example, if a
file was retrieved on September 15, 2002 at 3:20 p.m., the string would be
15-20. The string is always in the format of hh-mm, with hh representing the
hour in 24-hour format.

guid The GUID for the handheld device.

server The name of the Windows NT server that received the data.

To use a variable, place an (@ sign on either side of the variable in the string. For example, you
could use the following syntax:

@user@,_filename

11 Select Use the Original File Name(s) to use the original source filenames for the destination
files.

or
Select Rename the Files To and specify new filenames for the destination files.
12 Click OK to save the policy.

13 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

14 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

2.4.8 Palm Security Policy

The Palm Security policy lets you configure the following:

+ Password Requirements: Lets you ensure that a password is set on the associated Palm
devices, and also lets you set a user’s password as the device password, configure enhanced
security options, such as the number of days to allow before a password expires, the number of
grace logins permitted before the user must change the password, the minimum number of
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characters to allow for the password, and whether the password must contain a mix of letters
and numbers. For devices running Palm OS 4.x or newer, you can also configure auto-lock
options.

IMPORTANT: Before configuring the policy, you must configure the containers to be
searched to authenticate the handheld user credentials. You can do it either during the
ZENworks 7 Handheld Management server installation or after the installation.

To configure user authentication during the installation, you must select the Enable User
Authentication option, and specify the containers to search for user objects.

To configure user authentication after the installation, see Section 7.1, “Configuring User
Authentication,” on page 131.

There are two places in ZENworks Handheld Management where users can be required to enter
a password: to authenticate to the directory as part of the Palm Client Configuration policy and
to power on a handheld device as part of the Palm Security policy. These two passwords are
independent of each other. For more information about the password users must enter to
authenticate to the directory, see Section 2.4.4, “Palm Client Configuration Policy,” on

page 36.

+ Self-Destruct Settings: Lets you specify self-destruct settings to disable a Palm device after a
specified number of failed password attempts or after a specified number of days since the
device was last connected or synchronized.

To set up the Palm Security policy:

1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.
2 On the Policies tab, click the down-arrow, then click Palm.

3 Select the check box under the Enabled column for the Palm Security policy.
This both selects and enables the policy.
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Properties of Handheld Package_TC

Policies - I.-*.s-mcidiuns | MDS Rights = | Cther | Rights to Filez and Folders |

Pakn
Policias:
Ensbled | Palicy | Schecuie
r W Palm Access Pont Configuration Policy i,
r €| Palm Client Configuration Policy NI,
r Palm Condiguration Polcy Policy not enabled
] 8 Palm Sacurity Policy Default schedule

Defaut Package Schadule
Run event Custom event - (EvantHandheldSyne

Page Options... oK cancel | mppy | Hew |

4 Click Properties to display the Security page.

5 In the Security page, do the following:

5a

5b

To set a password on the Palm OS device, select the Require a Password to Be Set on the
Handheld option.

This option lets you specify that a password must be set on the Palm OS device. If your
organization has a rule that states that all handheld devices must have a password, you
should enable this policy. If a user does not have a password set, he or she is prompted to
create one.

For Palm OS devices, ZENworks Handheld Management replaces the Palm password
applet if you select Require a Password to Be Set on the Handheld; users see ZENworks
Handheld Management password dialog boxes rather than the default Palm OS dialog
boxes.

(Conditional) To set a user’s network password as the device password, select the
Password Matches a Novell eDirectory User Password option.

WARNING: If you forget your network password, you cannot access the Handheld
device. You can access the device only by Hard Reset but this erases all data on the device.
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Properties of Handheld Package_TC:Palm:Palm Security Policy

Smcurity | Self-Destruct | Poly Stetus | Policy Schedule | NDS Rights = | Gther | Rights to Files and Fokers |
Security

Pazzword Requirements
[¥ Require a password 1o be 2ot on the handheld

™ Mo pazsword restriction
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™ Addtional password settings

[ 4
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Auto Lock Options (PalmOS 4 3 and above)

I™ Erble Sado Lock Configuration [0 -

Page Options... ok | concet | mpey | bew

5¢ (Conditional) To configure enhanced security options, select Additional Password
Settings, and configure the following options:

¢ Minimum Password Length: Specify the minimum number of characters to allow
for the password on the device. You should choose a number great enough to ensure

adequate security, but small enough not to excessively burden the user.

¢ Contains Alphanumeric Characters: Select this check box to require that the user
use both letters and numbers in the password. To improve the security of a password,

it should contain both letters (uppercase and lowercase) and numbers.

+ Password Expires In _ Days: Select this check box and specify the number of days
that you want the password to expire in. When the specified number of days has

expired, the user is prompted to change the password for the device.

+ Limit Grace Logins to _ Attempts: Select this check box and specify the number of
grace logon attempts you want to allow the user before he or she must change the
password for the device. After the number of days in Password Expires in _ Days, the
user is prompted to change the password. The user can choose to ignore this prompt

and keep the same password for the number of logon attempts you specify.

¢ Require Unique Passwords: Select this check box to require that the user enter a

new password; he or she cannot reuse the previous eight passwords.

5d If you want the Palm OS device to be automatically locked when a specified event occurs,
select the Enable Auto Lock Configuration option, then select any of the following events

from the drop-down list:
* Never
¢ On Power Off
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* At Present Time

¢ After a Preset Delay

IMPORTANT: To use this setting, the handheld device must be running Palm OS 4.x or
later.

Using this policy improves the security of the data on your Palm OS devices.
5e Click Apply.
6 Click the Self-Destruct tab.

Properties of Handheld Package:PalmiPalm Security Policy B _ x|

Securty | Seff-Destruct | Roicy Status | Policy Schedue | MDS Rights = | Other | Rights to Files and Folders
| self-Destruct

Sel-Destruct Settings
To uze these setlings, the password reguired field must be enabled on the Security page.
Bad password attempts

["] Enfarce Self-destruct after I_j

Time since last connection

[ Enforce Seir-destruct [ j

Page Oplions.. | | Cancel I I Help |

The Self-destruct page lets you configure self-destruct settings for Palm OS devices so that data
is not accessible from handheld devices that are lost or stolen. When the self-destruct feature is
activated, the data on the device is made unusable and the device must be manually reset,
which restores the device to its out-of-the-box state.

To use the self-destruct options for Palm OS devices, you must select the Require a Password
to Be Set on the Handheld check box on the Security page.

IMPORTANT: Use caution when you use the self-destruct feature. Be sure to allow an
adequate number of password attempts and an adequate number of days since the last
connection or synchronization to prevent data loss to users who incorrectly enter the password
or do not connect or synchronize the device during a short vacation.

For Palm devices using HotSync, if the user synchronizes the device using the same desktop or
laptop machine as usual, the data can be restored by HotSync.

7 Configure the following Self-Destruct settings:

+ Bad Password Attempts: Select the Enforce Self-destruct check box and specify the
number of bad password attempts to allow before activating the self-destruct feature.
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+ Time Since Last Connection: Seclect the Enforce Self-Destruct check box and specify the
number of days after the last connection before activating the self-destruct feature. The
Time Since Last Connection option refers to the last time the handheld device connected to
the ZENworks Handheld Management Access Point.

Each day is made up of 24 hours. If you connect (synchronize) the device on Monday at 2
p.m. and specify three days after the last connection before activating the self-destruct
feature, the self-destruct feature activates Thursday at 2 p.m (72 hours after the last
connection/synchronization) unless the device is connected/synchronized during that
period.

8 Click OK to save the policy.

9 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

10 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

11 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.

2.4.9 WinCE Client Configuration Policy

The WinCE Client Configuration policy lets you override the user authentication settings of the
ZENworks Handheld Management Service object for associated WinCE devices.

You can set up user authentication on a global basis for all handheld devices in your ZENworks
Handheld Management system during installation or you can edit the properties of the ZENworks
Handheld Management Service object.

If you do not want to enable user authentication for all handheld devices in your system, you can
choose to not enable global user authentication during installation or by editing the properties of the
ZENworks Handheld Management Service object. You can then configure and enable the WinCE
Client Configuration policy by following the procedure in this section to target only specific
handheld devices or groups of handheld devices.

For more information about setting up user authentication on a global basis during installation, see
“Installing the ZENworks Handheld Management Server” in the Novell ZENworks 7 Handheld
Management Installation Guide. For more information about editing the properties of the
ZENworks Handheld Management Service object to enable global user authentication, see
Section 7.1, “Configuring User Authentication,” on page 131.

If user authentication is enabled, the user is prompted for his or her credentials (username and
password). ZENworks Handheld Management then authenticates the user using LDAP to log in to
the directory. After the user is authenticated, you can target policies and applications to the user of
the handheld device.

If the device uses the Windows IP client to connect, the user-authentication dialog box displays on
the handheld device.

When the user is prompted for authentication, if he or she clicks Cancel, the handheld device can be
managed by device, but user-based management does not function because the user is not
authenticated. If the user mis-types the username or password, he or she is immediately prompted
for the credentials again.
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NOTE: There are two places in ZENworks Handheld Management where users can be required to
enter a password: to authenticate to the directory as part of the WinCE Client Configuration policy
and to power on a handheld device as part of the WinCE Security policy. These two passwords are
independent of each other. For more information about the password users must enter to power on a
device, see “WinCE Security Policy” on page 68.

To set up the WinCE Client Configuration policy:
1 In ConsoleOne, right-click the Handheld Package or Handheld User object, then click
Properties.
2 On the Policies tab, click the down-arrow, then click WinCE.
3 Select the check box under the Enabled column for the WinCE Client Configuration policy.
This both selects and enables the policy.

Properties of Handheld Package [ ]
Palicies ~ | Associstions | MDS Rights = | Other | Rights to Fies and Folders |
WiirCE
Policias:
Ensbled | Paiicy | Schecule
r 4,# WINCE Access Point Configuration Policy i,
H WAnCE Clieri Conliguration Policy
r 1R CE Configuration Policy |Policy not enabled
r @ WiINCE Remote Managemeant Policy |Paolicy not enabled
r @ WinCE Security Policy _Pnlicv riod erabled
Properiss... Reset... | Add... | i ]
Defaul Package Schadule
Run event Custom event - (EvantHandheldSyne
Edlt... |
Page Cptions... ok | cance | mpoty | hew |

4 Click Properties to display the Global Settings page.

5 To override the user authentication settings of the ZENworks Handheld Management Service
object, select the Override the Server Configuration option.
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Properties of Handheld Package:WinCE:WinCE Client Configuration Policy

Global Settings | Policy Stetus | [NDS Rights ~ | Other | Rights to Files and Folders |
Global Settings:
¥ Crvarride the server configuraion
Uses Management Seftings
[ Enaible User based policies on handhelds

__Page Options..._| ok | _concel | awoy | wew

Select the Enable User Based Policies on Handhelds option.
Click OK to save the policy.

When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

2.4.10 WinCE Configuration Policy

The WinCE Configuration policy lets you configure the following:

*

Buttons: Lets you associate different software programs with the buttons on the Windows CE
device. Also lets you assign another function to a button. For example, you can assign the Start
menu to a button on the Windows CE device, making it easier for users to access the Start
menu.

Programs: Lets you specify which programs you want to include on the Start menu (on a
Pocket PC) or on the desktop (on a Handheld PC). Programs that are not allowed can be
automatically removed from the Start menu/desktop of the device.

Applications: Lets you specify which applications or software you want to uninstall from
Windows CE device.

Power: Lets you specify power settings for associated Windows CE devices. You can specify
power settings that apply to Windows CE devices running on internal batteries or on external
power.

Files: Lets you specify the files to be deleted from the Windows CE devices.
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To set up the WinCE Configuration policy:
1 In ConsoleOne, right-click the Handheld Package or Handheld User object, then click
Properties.
2 On the Policies tab, click the down-arrow, then click WinCE.
3 Select the check box under the Enabled column for the WinCE Configuration policy.
This both selects and enables the policy.

Froperties of Handheld Package_TC

Policies + | Associstions | NDS Rights = | Other | Rights to Fies and Falders |
WinCE

Policies:
Ensbled | Paiicy [ Schecuis

r

r

] Detault schedule

r (& WinCE Remote Management Policy |Policy not erabled

r |G WinCE Security Policy |Policy not enabled

Properties... Reset... | Add... | e ]
Defaut Package Schadule
Run event Custom event - (EvantHandheldSyne
Ecit... |

Page Options... oK concel | appyy | wew |

4 Click Properties.
5 On the Buttons: Configuration page, do the following:
5a Click Add to change a button’s assignment.
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[Selectabutton x|
Select a button from the list below: I

Cancel
Aclion + B1 -

Aclion + B2
Aclion + B3
Action + B4
Bottorn Bution
Button
Buftton2
Bufton3
Buttond
Bufton 1
Button 2
Button 3
Button 4
Button 5 =l

To view the button naming conventions for your particular handheld device: on the
handheld device, click Start > Settings > Buttons. For example, on a Compaq* iPAQ
Pocket PC, the buttons are named Button 1, Button 2, and so forth. On a HP* Jornada
Pocket PC, the buttons are named Hot key 1, Hot key 2, and so forth.

5b Select a button or type the name of a button, click OK, then select an option:

+ Reset to Default: Resets the selected button’s association to the factory default
association.

+ Set to Application: Lets you specify the application to assign to the selected button.
If you specify an application that is not in the Start menu path (or subpath), the button
applet might not show the correct settings. To apply the changes, you are prompted to
restart the handheld device.

¢ Set to Other Function: Lets you specify a function from the drop-down list to
assign a function to the selected button.

5¢ Click Apply.
6 On the Programs. Start Menu/Desktop page, do the following:
6a Click Add to specify a program to be added to the Short Cut list.

6b In the Edit Program dialog box, fill in the Shortcut Name option (this is the name that
displays in the Start menu or on the desktop), fill in the Target path (the full path to an
application’s executable file), then click OK.

6¢c To remove certain programs from the device’s Start menu/desktop, you might find it
easier to specify a list of allowed applications and select the Move All Other Start Menu/
Desktop Items to the Programs Folder check box. When the policy is enforced, all
programs not listed in the Icon Name list are moved to the Programs folder.

6d To hide the names and icons of all listed programs in the Programs folder, select Hide All
Items in the Programs Folder. Using this option lets the user run applications only from
the Start menu (on Pocket PC devices) or on the desktop (on handheld PC devices).

6e Click Apply.
7 On the Applications page, do the following:
7a Click Add.
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7b In the Add Application dialog box, type or browse to the software that you want to
uninstall.

IMPORTANT: If you manually type the software name, make sure to type the name
exactly as it appears in the Remove Programs settings of the Windows CE device.

7c Click OK.
7d Click Apply.

Properties of Handheld Package_TC:WinCE:WinCE Configuration Policy

Bustorss | Programs | Applications | Power | Files | Poicy Status | Policy Schedue | NDS Rights ~ | Other | Rights []¥]
| Application

Applications to remove from the handheld
seseton !

o | (e |

e N

8 On the Power page, make the desired configuration changes, then click Apply.

NOTE: The Power settings do not apply to HP Jornada devices running MicrosoftPocket PC
2002 software.

The External Power settings do not apply to Handheld PC.

If you select the Don t Change setting, ZENworks Handheld Management does not change that
setting on associated devices; the corresponding setting on each device determines its behavior.
For example, if you select the Don t Change setting, each associated device uses its own
preference settings to determine how long an idle Windows CE device waits until it turns itself
off. If you want to ensure consistency across all associated Windows CE devices, select the
appropriate setting.

If you select the Disable setting, ZENworks Handheld Management disables that setting on all
associated Windows CE devices; the power of Windows CE devices is turned off.

9 On the Files page, do the following:
9a Click 4dd.

9b In the Add Files to Delete from Handheld dialog box, specify the complete path of the file
and the filename.
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9c Click OK.

9d (Optional) Select the Files are Required option if you want Handheld Management to
report a failed status if the specified files do not exist on the handheld device or if the
specified wildcard characters do not provide a match for files on the device.

9e Click Apply, then click Close.

Properties of Handheld Package_TC:WinCE:'WinCE Configuration Policy

Buttons | Programs | Appications | Power | Files | Poicy Status | Poicy Schedule | NDSRights = | Cther | Right [<]v]
Detatian

Filez to debate from the handhald :

Page Options. .. i | Caﬂcell : | Help |

10 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

11 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

12 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.

2.4.11 WinCE Access Point Configuration Policy

The WinCE Access Point Configuration Policy lets you assign multiple ZENworks Handheld
Management Access Points to a device and also define the order of the ZENworks Handheld
Management Access Points to which the Windows CE device must connect. If the device is unable
to connect to the ZENworks Handheld Management Access Point configured first, then it
automatically tries to connect to the ZENworks Handheld Management Access Point configured
next in the sequence.

To configure the WinCE Access Point Configuration Policy:

1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.
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2 On the Policies tab, click the down-arrow, then click WinCE.

3 Select the check box under the Enabled column for the WinCE Access Point Configuration
policy.
This both selects and enables the policy.

Properties of Handheld Package_TC

Palicies ~ | Associstions | MDS Rights = | Other | Rights to Fies and Folders |

] 4% WRCE Access Point Configurstion Policy
r £ | WincE Cliert Conliguration Policy ko,
r 1 WiRCE Configuration Policy |Policy not enabled
r @ WiINCE Remote Managemant Policy |Policy not enabled
r | VWinCE Security Policy |Policy nod enabled
Properties Reset. | Add | ]
Detaut Package Schedule

Run event Custom event- EventHandheldSync

Page Ogtions... oK cancel | mpoty | Hew |

4 Click Properties.
This displays the Access Points - Configuration page.
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Properties of Handheld Package_TC:WinCE:WinCE Access Point Configuration P

Access Points | Poiicy Status | NDS Rights = | Other | Righisto Files and Folders |
==

I+ Enaible Folowing Access Points
Configure IP Address DS Name of Access Poiniz

Page Cptions... - Cancel - Help

5 In the Access Points page, do the following:

5a

5b
5¢c

5d

5e

5f
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5h

If you want to add the ZENworks Handheld Management Access Points to the Configure
IP Address /DNS Name of Access Points list, and define the order of the ZENworks
Handheld Management Access Points to which the handheld device must connect to,
select the Enable Following Access Points option.

If you do not select this check box, the ZENworks Handheld Management Access Points
list is not available on the handheld device.

Click Add.

In the Add Access Points dialog box, specify the IP address or the full DNS name of the
ZENworks Handheld Management Access Point, or click Select. If you specify the IP
address or the full DNS of the ZENworks Handheld Management Access Point, skip to
Step 5h.

By default, the service object of the Handheld Management server is displayed. To select
another service object, click the Browse icon, select the service object, then click OK.

Click Display.

The IP address of the ZENworks Handheld Management Access Points associated with
service object is displayed

From the ZENworks Handheld Management Access Points list, select the IP address of the
ZENworks Handheld Management Access Point to which you want to connect the device.

Click OK.

The ZENworks Handheld Management Access Points IP address followed by a semicolon
(;) is displayed in the Access Points option.

(Optional) To add another ZENworks Handheld Management Access Point, repeat Step 5c
through Step 5g.
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You can add a maximum of eight ZENworks Handheld Management Access Points IP
addresses but ensure that the IP addresses or the DNS names of the ZENworks Handheld
Management Access Points are separated with semicolons (;)
5i Click Apply.
6 (Optional) To change the order of the ZENworks Handheld Management Access Points in the
Configure IP Address /DNS Name of Access Points list:

6a Seclect the IP address or the full DNS name of the ZENworks Handheld Management
Access Point.

6b Click Move Up or Move Down.

7 (Optional) To modify the value of a ZENworks Handheld Management Access Point displayed
in the Configure IP Address /DNS Name of Access Points list:

7a Seclect the IP address or the full DNS name of the ZENworks Handheld Management
Access Point whose value you want to modify.

7b Click Edit.

7c¢ In the Edit Access Points dialog box, change the value of the ZENworks Handheld
Management Access Point.

7d Click OK.
8 Click Apply, then click Close to save the policy.
9 Associate the policy package.

For more information on how to associate the policy package, see the “Associating the
Handheld Package or the Handheld User Package” on page 73.

10 If desired, schedule the policy.

For more information on how to schedule a policy, see the Section 2.5, “Setting Up Handheld
Service Package Policies,” on page 76.

11 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.

2.4.12 WiInCE File Retrieval Policy

The WinCE File Retrieval policy lets you specify source files you want to retrieve from a Windows
CE device and copy to a specified destination location.

The WinCE File Retrieval policy is a plural policy, meaning it can be added many times to a policy
package. You can set up as many File Retrieval policies as required to adequately retrieve important
files from the handheld devices in your organization. When you name these plural policies, be sure
to give them descriptive names.

The WinCE File Retrieval policy is also cumulative, meaning that many different WinCE File
Retrieval policies can be effective for a single handheld device object, handheld group object, or
container object.

NOTE: If you want to retrieve files from handheld devices and store them on a NetWare volume,
you must install the Novell Client on the ZENworks Handheld Management Server.
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To set up the WinCE File Retrieval policy:

1 In ConsoleOne, right-click the Handheld Package or Handheld User Package, then click
Properties.

2 On the Policies tab, click the down-arrow, then click WinCE.

Properties of Handheld Package

]
[ "2 WinCE Configuration Policy |Defautt zchedule
= |G WinCE Security Policy |Detait schedule
Properties... mest. | moa. | Ferove |
Detaut Package Schedule
Run weakly. Monday
eoe.. |

Page Options... oK concel | sppy | mep |

3 Click Add.
The Add Policy window is displayed.

Add Policy E x|

Folicy Type:
B WinCE File Refrieval Palicy

Falicy Name:
Iﬁu:-:oummg File Retrleval Policy

QK | Cancel | Help |

4 Type a descriptive name in the Policy Name field, then click OK.
The newly created File Retrieval policy is displayed in the Handheld Policies list.
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Properties of Handheld Package

Policies ~ | Azsocistions | MDS Rights = | Other | Rights to Files and Folders |

= h Accounting File Retrieval Policy Deatfault schedile

[ '€ | WiRCE Cliert Configurstion Policy |pare,

7 | " WinCE Configuration Pobcy |Detanidt schedule

| | Gi WinCE Security Policy ettt scheduile

Properties... Reset. E Add... | Remave.. I
Defaut Package Schedue
Run weeakly: Monday
Ecit... |

Page Ogtions... ok | cance | appy |  bhew |

5 Select the check box under the Enabled column for the newly created WinCE File Retrieval

policy.
This both selects and enables the policy.
6 Click Properties to display the Files page.

Properties of Handheld Package:Accounting File Retrieval Policy

Files | Poicy Status | Policy Scheduie | NDS Rights + | Cther | Rights to Files and Folders |

Fies

Source Files

Path: |

Eiles: [

[” Files are required

[ Deleta files after retriaval

~Destination Location

Path: |
Destination file narme

) Liza the original file nameis)

.| insen = |

" Rename the file to: |

Fage Oplions... |

Gancel | Help
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7 In the Path field in the Source Files box, specify the path to the source files.

8 In the Files field, browse to or specify the source files to be retrieved from the Windows CE

10

1"

device.
You can use wildcard characters to specify source files.

When the policy is enforced, all specified source files are retrieved from the device; the files
are retrieved even if the same files were previously retrieved at another time.

Select the Files Are Required check box if you want ZENworks Handheld Management to
report a failed status if the specified files do not exist on the Windows CE device or if the
specified wildcard characters do not provide a match for files on the device.

NOTE: For more information about policy status, see Section 2.6, “Viewing Policy Status
Information,” on page 76.

Select the Delete Files After Retrieval check box if you want the specified source files to be
deleted from the Windows CE device after they have been retrieved from the handheld device.

If you do not enable this option, the source files are copied to the specified location but also
remain on the Windows CE device.

In the Path field in the Destination Location box, browse to or specify the destination location
where you want the specified files copied to.

The renamed file can include variables. To include variables, click the Insert button, then click
the desired variable.

The following variables are available for use:

Variable Description

device The CN of the device. For example, in Dan
m130.Handhelds.NovellBangalore, the string would be Dan m130.

devicedn The full DN of the device. For example, In Dan
m130.Handhelds.NovellWheaton, the string would be Dan
m130.Handhelds.NovellWheaton.

user The username of the device. This is the value stored in the zfthUserName
attribute for the object in the directory. When this value is not configured on
the handheld device, it is set to <Undefined>.

date The date the file was retrieved from the handheld device. This value is the
date only; the time that the file was retrieved is not included. For example, if
the file was retrieved on September 15, 2002 at 3:15 p.m., the string would
be 2002-09-15. The string is always in the format of yyyy-mm-dd.

time The time the file was retrieved from the handheld device. This value is for
the time only; the date that the file was retrieved is not included. For
example, if a file was retrieved on September 15, 2002 at 3:20 p.m., the
string would be 15-20. The string is always in the format of hh-mm, with hh
representing the hour in 24-hour format.

guid The GUID for the handheld device.

server The name of the server that received the data. This is the Windows NT
name of the server.
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To use a variable, place an (@ sign on either side of the variable in the string. For example, you
could use the following syntax:

@user@,_filename

12 Select Use the Original File Name(s) to use the original source filenames for the destination
files.

or
Select Rename the Files To and specify new filenames for the destination files.
13 Click OK to save the policy.

14 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

15 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

2.4.13 WinCE Remote Management Policy
1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.
2 On the Policies tab, click the down-arrow, then click WinCE.
3 Select the check box under the Enabled column for the WinCE Remote Management policy.
This both selects and enables the policy.

Properties of Handheld Package_TC

Palicies ~ | Associstions | MDS Rights = | Other | Rights to Fies and Folders |
WANCE

Policias:
Ensbled | Palicy | Sthetiuie

r 4y WINCE Access Point Configuration Policy M,

r €| WincE Cliert Conliguration Policy i,

r 1 WiRCE Configuration Policy Policy ot erabled

ﬂ = note Management Policy Detsult schedule

r | & VWinCE Security Policy |Policy nod enabled

Properties._.. Raset. . | Add... | e ]
Defaut Package Schadule
Run event Custom event- EventHandheldSync
Edit... |

Page Ogtions... ok | cancel | appy |  hHew |

4 Click Properties to display the Remote Management page.
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5 Inthe Remote Management page, do the following:
5a Seclect the Allow Remote Control of the Device option.

5b If you want to enable the Windows CE device user to either accept or reject the Remote
Management session initiated by the administrator or remote user, select the Prompt User
for Permission to Remote Control option.

By default, this option is selected.

Properties of Handheld Package_TC:WinCE:'WinCE Remote Management Policy

Remote Management | Folicy Status | Policy Schedule | MDS Rights = | Other | Rights to Files and Folders |
Remate Managemant

Actions
I¥ Prompt user for permiszion to Remote Control

Pazsword Seftings

[™ lunore the Femote Control password set on the device

M 1 | Cancel I : | Help

5S¢ If you want to enable the administrator or the remote user to initiate a Remote
Management session on the Windows CE devices without being prompted to enter the
password set by the device user, select the Ignore the Remote Control Password Set on the
Device option.

5d Click 4Apply, then click Close.
6 Associate the policy package.

For more information on how to associate the policy package, see the “Associating the
Handheld Package or the Handheld User Package” on page 73.

7 If desired, schedule the policy.

For more information on how to schedule a policy, see the “Scheduling Packages and Policies”
on page 74.

8 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.
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2.4.14 WinCE Security Policy

The WinCE Security policy lets you configure the following:

+ Password Requirements: Lets you ensure that a password is set on associated Windows CE
devices and also lets you set a user’s network password as the device password, configure
enhanced security options for Pocket PCs, such as the number of days to allow before a
password expires, the number of grace logins permitted before the user must change the
password, the minimum number of characters to allow for the password, and whether the
password must contain a combination of letters and numbers.

IMPORTANT: Before configuring the policy, you must configure the containers to be
searched to authenticate the handheld user credentials. You can do it either during the
ZENworks 7 Handheld Management server installation or after the installation.

To configure user authentication during the installation, you must select the Enable User
Authentication option, and specify the containers to search for user objects.

To configure user authentication after the installation, see Section 7.1, “Configuring User
Authentication,” on page 131.

There are two places in ZENworks Handheld Management where users can be required to enter
a password: to authenticate to the directory as part of the WinCE Client Configuration policy
and to power on a handheld device as part of the WinCE Security policy. These two passwords
are independent of each other. For more information about the password users must enter to
authenticate to the directory, see Section 2.4.9, “WinCE Client Configuration Policy,” on

page 53.

+ Self-Destruct Settings: Lets you specify self-destruct settings to disable a Windows CE device
after a specified number of failed password attempts or after a specified number of days since
the device was last connected or synchronized.

IMPORTANT: The WinCE Security policy does not function on the Denso devices (BHT-200),
Symbol PPT 8800 or the Jornada Pocket PCs running Microsoft Windows for Pocket PC 2000
software. However, the Jornada Pocket PCs running Microsoft Pocket PC 2002 software can use the
WinCE Security policy.

To set up the WinCE Security policy:

1 In ConsoleOne, right-click the Handheld Package object, then click Properties.

2 On the Policies tab, click the down-arrow, then click WinCE.

3 Select the check box under the Enabled column for the WinCE Security policy.
This both selects and enables the policy.
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Properties of Handheld Package_TC [ %]

Palicies ~ | Associations | MDS Rights = | Cther | Rights to Fies and Folders |
WinCE

Policias:
Ensbled | Palicy | Schecuie
r W WiInCE Access Point Conflguration Policy i,
r ﬁwnﬂ Cliert Configurstion Policy M,
r 21 WinCE Coniguration Policy |Poiicy not erabled
r [B WinCE Remote Management Policy Policy niot erabled
ﬂ v Policy

Detault schedule

Defauk Package Schadule
Run event Custom event - (EvantHandheldSyne

Page Ogtions.. oK

4 Click Properties to display the Security page.
5 In the Security page, do the following:

5a To set a password on the Windows CE device, select the Require a Password to Be Set on
the Handheld option.

If your organization has a rule that states that all handheld devices must have a password,

you should enable this policy. If a user does not have a password set, he or she is prompted
to create one.
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Properties of Handheld Package_TC:WinCE:WinCE Security Policy

Smcurity | Self-Destruct | Polcy Stefus | Policy Schedule | NDS Rights = | Gther | Rights to Files and Fokders |

Pazzword Regquiraments
[ Require a password 1o be set on the handheld

Pocket PC Oplionz
™ Mo password restriction
(¥ Paszword matches a Novell eDirectory user password

- Adctional pazsword sefings

4
Lt o I_:Ilr
Pocket PC 2002 and Above

W Dizplay paszyword prompt for unused devices within: |1 minute 'l

__Poage Options.._| | _conce | cor | hew

NOTE: The password set on a Symbol device is not case sensitive.

5b Configure the following Pocket PC Options, which lets you specify enhanced security
options for Pocket PCs. The options in this group box are disabled unless you check
Require a Password to Be Set on the Handheld.

+ Password Matches a Novell eDirectory User Password: Select this option to set a
user’s network (eDirectory) password as the device password.

WARNING: If you forget your network password, you cannot access the Handheld
device. You can access the device only by Hard Reset but this erases all data on the
device.

+ Additional Password Settings: Select this option to specify enhanced password
support settings for Pocket PCs.

For Pocket PCs, where enhanced security like biometric is not supported by the
device, if you select Enable Enhanced Password Support, ZENworks Handheld
Management displays it’s own password dialog box instead of default Windows CE
dialog box.

IMPORTANT: For Pocket PCs, where the device supports enhanced security, if you
select Enable Enhanced Password Support, ZENworks Handheld Management
displays a dialog box saying that a password must be set on the device. In that case,
the default Windows CE dialog box is shown.

The Enable Enhanced Password Support option does not function on handheld PCs.

If, in the future, you want to remove the ZENworks Handheld Management password
applet and restore the original Windows CE password applet, you need to reconfigure
the WinCE Security policy and disable the Enable Enhanced Password Support
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option and then resynchronize the device so that the policy is enforced. Uninstalling
the ZENworks Handheld Management handheld client on the device or
disassociating the device from the WinCE Security policy does not remove the
ZENworks Handheld Management password applet.

NOTE: You can replace the bitmap image that displays in the ZENworks Handheld
Management password dialog boxes with a bitmap image of your choosing. For more
information, see “Replacing the ZENworks Handheld Management Password Dialog
Box Bitmap Image” on page 73.

Configure the following additional password settings:

Minimum Password Length: Specify the minimum number of characters to allow
for the password on the device. You should choose a number great enough to ensure
adequate security, but small enough not to excessively burden the user.

Contains Alphanumeric Characters: Select this check box to require that the user
use both letters and numbers in the password. To improve the security of a password,
it should contain both letters (uppercase and lowercase) and numbers.

Password Expires in _ Days: Select this check box and specify the number of days
that you want the password to expire in. When the specified number of days has
expired, the user is prompted to change the password for the Pocket PC.

Limit Grace Logins to _ Attempts: Select this check box and specify the number of
grace logon attempts you want to allow the user before he or she must change the
password for the device. After you enter the number of days in Password Expires in _
Days, the user is prompted to change the password. The user can choose to ignore
this prompt and keep the same password for the number of logon attempts you
specify.

Require Unique Passwords: Select this check box to require that the user enter a
new password; he or she cannot reuse the previous eight passwords.

5¢ Configure the Pocket PC 2002 and Above option.

The Pocket PC 2002 options lets you specify a time limit that the Pocket PC can remain
idle for before a password prompt is displayed. For Pocket PC 2003, this option lets you
specify a time limit that the Pocket PC can be turned off for before a password prompt is
displayed when the device is turned back on.

For example, if you set this option to 5 minutes, if the user turns the device off and then
back on within 5 minutes, no password is required to use the device. However, if more
than 5 minutes passes, the user must enter a password to use the device.

Display Password Prompt for Unused Devices Within: Select this check box and
choose a time limit from the drop-down list. When the time limit expires, a password
prompt is displayed on the device.

For example, if you set this option to 5 minutes and the user turns the device off and then
back on within 5 minutes, no password is required to use the device. However, if more
than 5 minutes passes, the user must enter a password to use the device

The Windows CE device user can change the corresponding setting on the actual handheld
device; however, the value you enter in the Display Password Prompt for Unused Devices
Within field is the maximum amount of time the user can set; he or she cannot increase the
time limit beyond this value.
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IMPORTANT: To use this setting, the handheld device must be running Pocket PC 2002
or later.

5d Click Apply.
6 Click the Self-Destruct tab.

Properties of Handheld Package:WinCE:WinCE Security Policy B x|
Security | Seif-Destruct | Policy Status | Policy Schedule | NDS Rightz = | Other || Rights to Files and Folders
| Salf-Destruct
Self-Destruct Sattings

To usge these settings, enhanced paseword support must be enabled on the Security page.
Bad pazsword altempts

¥ Enforce Self-destruct afier [5 <] bad password attemgts

Time since last connection

[+ Enforce Saif-destruct j days after last connection (synchronization)

Page Options... ok | cance | mpey | mep |

The Self-Destruct page lets you configure self-destruct settings for Windows CE devices so that
data is not accessible from handheld devices that are lost or stolen. When the self-destruct
feature is activated, the data on the device is made unusable and the device must be manually
reset, which restores the device to its out-of-the-box state.

To use the self-destruct options for Windows CE devices, you must select the Enable Enhanced
Password Support check box on the Security page. You cannot use the self-destruct options on
handheld PCs because the Enable Enhanced Password Support option does not function on
them.

IMPORTANT: Use caution when you use the self-destruct feature. Be sure to allow an
adequate number of password attempts and an adequate number of days since the last
connection or synchronization to prevent data loss to users who incorrectly enter the password
or do not connect or synchronize the device during a short vacation.

For Windows CE devices, ActiveSync does not automatically back up data. If the user has
manually backed up the data, he or she can then manually restore the data to the device.

7 Configure the following Self-Destruct settings:

Bad Password Attempts: Select the Enforce Self-Destruct check box and specify the number
of bad password attempts to allow before activating the self-destruct feature.
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Time Since Last Connection: Select the Enforce Self-destruct check box and specify the
number of days after the last connection before activating the self-destruct feature. The Time
Since Last Connection option refers to the last time the handheld device connected to the
ZENworks Handheld Management Access Point.

Each day is made up of 24 hours. If you connect (synchronize) the device on Monday at 2 p.m.
and specify three days after the last connection before activating the self-destruct feature, the
self-destruct feature activates Thursday at 2 p.m (72 hours after the last connection/
synchronization) unless the device is connected/synchronized during that period.

8 Click OK to save the policy.

9 When you have finished configuring all of the policies for this package, continue with the steps
under “Associating the Handheld Package or the Handheld User Package” on page 73 to
associate the policy package.

10 If desired, schedule the policy. For more information, see “Scheduling Packages and Policies”
on page 74.

11 (Optional) To ensure that the Handheld Management Server immediately receives the new
policy changes, right-click the Handheld service object, then click Scan Now.

Replacing the ZENworks Handheld Management Password Dialog Box Bitmap
Image

You can replace the ZENworks Handheld Management bitmap image that displays in the following
ZENworks Handheld Management password dialog boxes with a bitmap image of your choosing:

¢ The login dialog box if you selected Enable Enhanced Password Support in Step 5 on page 69.

+ The dialog boxes that display when the WinCE Security policy is enforced and you selected
Require a Password to Be Set on the Handheld in Step 5 on page 69.

To replace the bitmap image in these dialog boxes, create a bitmap file called 1ogo . bmp and
place it in the ZENworks Handheld Management installation directory on the handheld device.
The size of this bitmap image should be 240 pixels wide by 35 pixels high.

2.415 Associating the Handheld Package or the Handheld
User Package

The policies you configured and enabled are not in effect until you associate their policy package
with a handheld device object, a User object, a handheld group object, a user group, or a container
object.

1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.

2 Click the Associations tab, then click Add.

3 Browse for the object for associating the package, then click OK.

The Handhelds Package can be associated with a handheld device object, a handheld group
object, or a container object containing these objects.

The Handhelds User Package can be associated with a User object, a user group object, or a
container object containing these objects.
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2.4.16 Associating a User Object to a BlackBerry Device

1 In ConsoleOne, right-click the BlackBerry device, then click Properties.
The General page is displayed by default.

2 Click the Browse icon next to the Associated User option to browse for and select the user
object.

3 Click OK.

2.4.17 Scheduling Packages and Policies

Some policies can be scheduled to run at a certain time. During creation, all policy packages are
given a default run schedule (EventHandheldSync, by default). This means that all applicable
policies in this package are enforced every time the handheld device synchronizes/connects to the
ZENworks Handheld Management Access Point. However, you can change the entire policy
package schedule, or you can set a policy within the package to run at a different time from the rest
of the package.

If you should enable a policy but fail to schedule it, it runs according to the schedule currently
defined in the Default Package Schedule.

If you have configured and enabled policies, but they have not been enforced on individual handheld
devices, consider the following:

1. When you configure and enable policies, ConsoleOne records the new information in the
directory.

2. The ZENworks Handheld Management Server scans for new information hourly, by default.
You must wait for up to one hour to ensure that the Handheld Management Server has received
the policy changes, depending on when the last scan was performed.

You can force an immediate directory scan to ensure that the Handheld Management Server
receives the new policy changes by right-clicking the ZENworks Handheld Management
Service object, clicking Actions, then clicking Scan Now.

3. For Palm OS and Windows CE devices, the default Policy Package Schedule is
EventHandheldSync (whenever the handheld device connects/synchronizes); for BlackBerry
devices, the default Policy Package Schedule is once per day. If you have changed the default
Policy Package Schedule, it might take longer to enforce the policy changes on the associated
handheld devices. In addition, if the handheld devices were unable to connect to the ZENworks
Handheld Management system (because of connectivity problems, for example), you might
need to reconnect/resynchronize the devices.

The following sections contain additional information:

¢ “Changing the Handheld Package or Handheld User Package Schedule” on page 74
¢ “Changing an Individual Policy’s Schedule” on page 75

Changing the Handheld Package or Handheld User Package Schedule

1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, click
Properties, then click the desired platform page.

2 Click the Edit button in the Default Package Schedule group box. The Edit Policy Package
Schedule page is displayed.
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Edit Policy Package Schedule B x|
Schedule Type:

Thig schedule will activate when the following event happens:

[Handheld CradlefConnect =]
EventID: [EventHandheldSyne
Description

Runthe action when the handheld connects oris placed in the cradle

Advanced Settings... [

(0]34 | Cancel | Help |

3 Make the desired changes to the schedule.

Be aware that changing the policy package’s schedule to run too frequently affects
performance, depending on your environment. The default schedule should be adequate for
most situations.

NOTE: Click the Help button for detailed information about the options in the Edit Policy
Package Schedule dialog box.

4 Click OK.

Changing an Individual Policy’s Schedule

1

In ConsoleOne, right-click the Handheld Package or Handheld User Package object, click
Properties, then click the desired platform page.

Select the check box under the Enabled column for the desired policy.

This both selects and enables the policy.

Click Properties.

Click the Policy Schedule tab, then make the desired changes to the schedule.

Be aware that changing the an individual policy’s schedule to run too frequently affects
performance, depending on your environment. The default schedule should be adequate for
most situations.

NOTE: Click the Help button for detailed information about the options in the Policy Schedule
page.

Click OK.
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2.5 Setting Up Handheld Service Package
Policies

The Handheld Service Package currently contains one policy: Handheld Import. Creating the
Handheld Service Package and configuring and associating the Handheld Import policy are covered
in “Setting Up Handheld Import” on page 11.

2.6 Viewing Policy Status Information

ZENworks Handheld Management lets you view policy status information for each enabled policy,
including a list of all handheld devices and User objects that a policy is associated with, the status of
each policy, and the date and time that the policy was last enforced. You can also view status
information about all policies associated with a specific handheld device.

The following sections contain more information:

* “Viewing Status for a Specific Policy” on page 76
* “Viewing Policy Status for a Specific Handheld Device” on page 78

2.6.1 Viewing Status for a Specific Policy

1 In ConsoleOne, right-click the Handheld Package or Handheld User Package object, then click
Properties.

2 Select the check box under the Enabled column for the desired policy.
This both selects and enables the policy.

3 Click Properties.

4 Click the Policy Status tab.
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Propeities of Handheld Pack age:Palm; Palm Configuration Policy

General | Buttons | Frograms | Policy Status | Policy Schedule | NDS Rights ~ | Other | Rights to Files and Folders |
Policy Status

Senice:  [WIK_GWEIR_ZHSenvice Glenns sluff NovellWheaton | Display |

Object | status | LastEnforced |

VW2K_ZHgervice _ _
Good SonyNovell [Enforced [Aug 27, 3003 12:08:36 PM

Status: Work completed

Page Options... I : | Cannell Aol | Help I

NOTE: Click Display to refresh the information in the Object, Status, and Last Enforced
columns.

Object: Lists the individual handheld device objects that the policy is associated with. You can
select a handheld device in the list, then click Properties to view that device’s properties.

Status: Lists the status of the policy on each handheld device:

Status Description

Successful The policy was successfully enforced on the corresponding handheld
device.

Pending The policy has reached its scheduled run time but has not yet reported

results. For example, the policy has been enforced on the handheld device,
but the ZENworks Handheld Management Access Point has not yet
connected to the ZENworks Handheld Management Server to relay the
information.

Failed The policy was not successfully enforced on the handheld device. For
troubleshooting information, see “Why are policies that | have configured
and enabled not being enforced on individual handheld devices?” on
page 150.

Disabled The policy has been disabled in ConsoleOne. To re-enable a policy, right-
click the Handheld Package or Handheld User Package object, click
Properties, then select the check box in the Enabled column for the desired
policy.

Inactive The policy is inactive. For example, the policy has been disassociated with
the handheld device; however, policy status information still exists in
ZENworks Handheld Management.
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Last Enforced: Lists the date and time that the policy was last enforced.

For most policies, the date and time in the Last Enforced column is based on the handheld
device’s date and time. For File Retrieval policies, the date and time in the Last Enforced
column is based on the ZENworks Handheld Management Access Point date and time.

The Status field at the bottom of the page displays Work Completed if all information has been
gathered for the policy and for the associated handheld devices. The Status field displays
Connecting to Server if you click Display. When all information has been gathered, the
status returns to Work Completed.

2.6.2 Viewing Policy Status for a Specific Handheld Device

1 In ConsoleOne, right-click the desired Handheld Device object, then click Properties.
2 Click the down-arrow on the ZENworks tab, then click Policy Status.

Propeities of Good Sony E

General | Group Membership | ZENworks Inventory | ZENworks v | Applications w | Service History | MDS Rights - [1]]
| Policy Statuz

Senvice:  [WIK_GWEIR_ZHSenvice Glenns siuifNovellvheaion E Display |

Folicy | status | Last Enforced |
Y@ Palm Configuration Folicy [Enforced  [Bug 27, 2002 12:08:36 FM
& Palm Security Policy [Enforced  |Aug 27, 2002 12:08:36 FM

Status: vork completed

Page Options... I I I | Canl:el| Ay | Help |

NOTE: Click Display to refresh the information in the Object, Status, and Last Enforced
columns.

Policy: Lists the individual policies that are associated with the selected Handheld Device
object. Select a policy in the list, then click Properties to view that policy’s properties.

Status: Lists the status of the policy on each handheld device:

Status Description
Successful The policy was successfully enforced on the corresponding handheld
device.
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Status Description

Pending The policy has reached its scheduled run time but has not yet reported
results. For example, the policy has been enforced on the handheld device,
but the ZENworks Handheld Management Access Point has not yet
connected to the ZENworks Handheld Management Server to relay the
information.

Failed The policy was not successfully enforced on the handheld device. For
troubleshooting information, see “Why are policies that | have configured
and enabled not being enforced on individual handheld devices?” on
page 150.

Disabled The policy has been disabled in ConsoleOne. To re-enable a policy, right-
click the Handheld Package or Handheld User Package object, click
Properties, then select the check box in the Enabled column for the desired
policy.

Inactive The policy is inactive. For example, the policy has been disassociated with
the handheld device; however, policy status information still exists in
ZENworks Handheld Management.

Last Enforced: Lists the date and time that the policy was last enforced.

For most policies, the date and time in the Last Enforced column is based on the handheld
device’s date and time. For File Retrieval policies, the date and time in the Last Enforced
column is based on the ZENworks Handheld Management Access Point date and time.

The Status field at the bottom of the page displays Work Completed if all information has been
gathered for the policy and for the associated handheld devices. The Status field displays
Connecting to Server if you click Display. When all information has been gathered, the
status returns to Work Completed.
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Using Queries and Groups

After handheld devices have registered with Novell® ZENworks® 7 Handheld Management, you
can use queries to quickly find handheld devices that match criteria specified in the query and create
custom groups to make managing handheld devices easier.

The following sections contain additional information:

¢ Section 3.1, “Using Queries,” on page 81

¢ Section 3.2, “Using Groups,” on page 84

3.1 Using Queries

Queries let you quickly find handheld devices that match criteria specified in the query.

Using queries, administrators can save time by automatically creating handheld groups populated
with handheld devices that have the same attributes.

For example, you can create a group from a query that contains all devices that have:

+ A specific processor type (for example, Intel* StrongARM)
¢+ RAM greater than 8 MB but less than 64 MB

+ A specific version of an application installed

You can define separate queries for BlackBerry, Palm OS, and Windows CE devices, but you cannot
create a single query that returns all types of devices.

The following sections contain additional information about creating queries:

¢ Section 3.1.1, “Creating a Query,” on page 81
¢ Section 3.1.2, “Using Logical Operators,” on page 84

3.1.1 Creating a Query

You create queries in the ZENworks Handheld Management Inventory Viewer.

1 In Novell ConsoleOne®, right-click a handheld device object, click Actions, then click
Inventory.

2 Click Queries, then click Add Query to display the Add Query window.

Using Queries and Groups
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Gueiy Mame: | |
RO v CE Device: [l 4|
t||"'|"-| (1] 2no| or|nor| Ted |

Show Query Languags

3 Type a name for the query.

4 Click Palm OS Handhelds in the Query Type drop-down list to create a query for Palm OS
devices.

or

Click Windows CE Devices in the Query Type drop-down list to create a query for Windows CE
devices.

or

Click BlackBerry Devices in the Query Type drop-down list to create a query for BlackBerry
devices.

5 Click the Add Item button 5|,

The following dialog box appears if you are querying on Windows CE devices.

Select Query Objeck ed |
Select the abject to query on: ok |
----- [ Windows CE Devices c |
----- [ Hardware Iweentony &I

l: 7] Software lnventary

B4+ Functions

6 Select the first object you want to make part of the query, then click OK.
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E dit Query Rule E3
SR
[Hardware | rventary)
I J Cancel
Abtnbutes:

05 Yersion £ -
Flatfarm Ly

5 etial Numbet LA

Pr = Intel Stromgam (L... ]
Physical Memany Sy

Free Physics Memary LA

Storage Card Size £

Free Storage Card Memary | <y ﬂ

The first column lists the attributes you can make part of the query. Click the second column to
display a down-arrow, click the down-arrow, then select the operator that you want to use.
When you click the third column, a browse button displays. Click the browse button, then
select a value for the query.

7 Select the attributes, operator, and values of the object that you want ZENworks Handheld

Management to query on, then click OK.

Edit Query [ 7] X]
[P e Sl Focket Explorer and low Réb
Query Typer [windows CE Deviees ¥ | Bancel
3| = 72| (2] ano| or|not] Test..

[Soitware Inventon) [Applications]
Name = Explarer for Pocket PC
Version = 320

AND

[Hardweare Inventary]

05 Version = by
Physical Memaey < 16 MB

Show Query Language |

If you want to the query to contain multiple objects, click the Add Item button again to add a
new object.

NOTE: Select the statements and click the parenthesis button ﬂl if you want to group
statements using parentheses.

When you select multiple attributes to query on, be aware that they are filtered by the first
object you pick.

For example, if the first attribute you select is OS Version = 3.5 and the second object you
select is Free RAM, when you choose a specific value for Free RAM, the only values in the list
are handheld devices running OS version 3.5.

If you want to review the results of the query that you have defined, click 7est. The result is
displayed in the Test Query dialog box.
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Test Query illl

1 PocketPC1 _ Cos |

|‘| clients

8 Click OK to save the query.

3.1.2 Using Logical Operators

Logical operators in a query allow you to refine or expand the scope of the query. ZENworks
Handheld Management provides the following logical operators:

Table 3-1 Logical Operators provided by ZENworks Handheld Management

Operator Description Example

AND Find devices that match the object criteria All Pocket PC devices AND less than 10 MB
joined by the AND. of free RAM.

OR Find devices that match at least one of the All Pocket PC devices OR all devices with
criteria joined by the OR. more than 8 MB of RAM.

NOT Find devices that match one criteria but  All Palm OS devices and NOT with the
not another. application FileZ installed.

If you insert multiple objects for querying, ZENworks Handheld Management automatically adds an
AND operator between the two object statements.

Understanding the Order of Operations
When evaluating a query, the following order of operations is used:

Expressions in parentheses
Expressions negated by NOT
Expressions joined by AND

Bl e

Expressions joined by OR

3.2 Using Groups

Placing devices in groups can save you time when scheduling distributions, defining filters, and
checking system status. With groups, you can use a single entity to manage multiple devices.
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The following sections contain information to help you create and use groups:

¢ Section 3.2.1, “Creating Groups,” on page 85

¢ Section 3.2.2, “Viewing the Properties of a Group,” on page 89

¢ Section 3.2.3, “Changing Group Membership,” on page 91

¢ Section 3.2.4, “Changing the Update Schedule of Query-Based Groups,” on page 92
¢ Section 3.2.5, “Deleting a Group,” on page 93

¢ Section 3.2.7, “Changing a Group’s Type,” on page 95

3.2.1 Creating Groups

You can create custom groups based on the way you manage the handheld devices in your
organization. For example:

+ Functional groups: Sales, Marketing, Development, Admin, and so forth.

¢ Geographical location: Central, East, West, Europe, and so forth.

Think about the way you want to manage your handheld devices before you create groups. Keeping
a clean and uncluttered group structure helps minimize confusion when scheduling distributions or
defining filters for multiple groups.

ZENworks Handheld Management provides two types of user-created groups:

¢ Static Groups: Handheld devices are assigned to the group manually by the administrator or
according to the settings specified in the Handheld Import policy.

¢ Query-Based Groups: Handheld devices are automatically placed in a group by ZENworks
Handheld Management because they meet criteria specified in the query (for example,
operating system version, manufacturer, and so forth).

Handheld devices can belong to multiple groups; they do not need to be limited to one group.
The following sections contain additional information about creating and viewing groups:

¢ “Creating Static Groups” on page 85
¢ “Creating Query-Based Groups” on page 87

Creating Static Groups
Handheld devices are manually assigned to a static group by the administrator.
To create a static group and assign members to it:

In ConsoleOne, click the container where you want to create the static group.
Click File, click New, then click Object.
Click Handheld Group, then click OK.

Specify a descriptive name for the group, select the Define Additional Properties check box,
then click OK.

5 Select Static Group - Members Updated Manually.

A OWON -
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Properties of All Pocket PC Devices

Gernaral

[ Group Type

1= Btatic group - Members updated manually|

L Guery-based group - Members updated from & gquery

= Use 5 custom update echedule

Group Updete Interval: |1 j [—h:-ul[m ;

Last updated [<hiones

General | Members | ZENworks | Applications | MDS Rights ~ | Other | Rights fo Files and Folders |

Cancel Apphye

6 Click the Members tab.

FProperties of Sales Department

| Miambers

General | Members. | ZEnterorks | appications | DS Figrts v | Cther | Rigrts 1o Fies snd Foicers |

Member List

[l Cavid Bowers Container novell
@ James Toolson Conainernovel
] Steven Stong Container novell

Dretails. . | Add_ | Delate |
Page Oplions...

ok | cancer |  appy | Hew |

7 Click Add Select Objects to display the Select Objects dialog box.
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8 select Objects

Lookin: | “g container

Pe |71 Brian Estes
[Z] Addy Brown [Z) Bruce Collings
[2] Al Dillon [7] Bruce Spencer

[7] Ediie Jenser
[Z) Fred Johnsol
[2] Gardan Purs:

[51 Artirnts Franklin [Z] Bud Grigsom [7) Grace alf

[7] Bernie Larson [Z) Chris Isley [7) Greg Adams
[ Bill Bradley [7) David Bowers [2) Harold Sikwer
51 Billy Isom 7] Dave Sanstrom 3] Jack MoLeod
[J) Bonnie Rainer B oon Alman [Zl James Hend
4| | 52 items Sf

Find abjects that match this criteria

Object Name: |

Object Type: |A|| Selectable Types ;I

g x|
cele o |

Cancel

Help I

8 Select the handheld device objects that you want to be members of this static group.

You can use Shift+click or Ctrl+click to select multiple handheld device objects.

9 Click OK.

Static groups are indicated by 1 (yellow folder icon) in the ZENworks Handheld Management

Inventory Viewer.

Creating Query-Based Groups

Handheld devices are automatically placed in a query-based group by ZENworks Handheld
Management because they meet criteria specified in the query (for example, operating system

version, manufacturer, and so forth).

To create a query-based group:

1 In ConsoleOne, click the container where you want to create the query-based group.

2 Click File, click New, then click Object.
3 Click Handheld Group, then click OK.

4 Specify a descriptive name for the group, select the Define Additional Properties check box,

then click OK.

5 Select Query-Based Group - Members Are Updated From a Query.
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Propeities of All Pocket PC Devices

[General || Members | ZENworks | Appications | NDS Rights ~ | Other | Rights to Files and Folders |
Shonce

|
—— ]
- Group Type
" Static group - Members updated manually

+ Query-based group - Members updated from a query

Sendce: [u emobullder Service.Glenns stuff Novellvheaton Li:l
Guery Name: Al Pockel PC Devices _|
~Group Update Interal

+ Use the default server schedule

™ Usea [_:IJS'EDm update schdula:

Group ot ate (Rterns| l_:l [Hours) =]

Lastupdated:  [Aug 16, 2002 10:47:57 AM

Pape Opions... I o || cancal | soni | Hew |

6 In the Service field, browse to the ZENworks Handheld Management Service object.

7 Inthe Query Name field, browse to the query on which you want to base the group, then click
OK.

You need to create a query before it is displayed in the list. For more information, see
Section 3.1, “Using Queries,” on page 81.

NOTE: If you define and base a query-based group on a specific query and you later change
the name of the query in the ZENworks Handheld Management Inventory Viewer, you must re-
assign the new query to the group (it is not updated automatically). You cannot change the
name of a query in ConsoleOne.

8 Select a Group Update Interval:

Use the Default Server Schedule: Select this option if you want the group to be updated with
new members according to the default server schedule.

The group is populated with handheld device objects during the server’s next maintenance
scan, which is hourly, by default. You can force an immediate update of a specific query-based

group.
To do this:

8a In ConsoleOne, right-click the ZENworks Handheld Management Service object, click
Actions, then click Scan Now.

This performs the directory scan.

8b Again in the ConsoleOne, right-click the desired Handheld Group object, click Actions,
then click Update.

This updates the list of handhelds that belong to this group.
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Use a Custom Update Schedule: Select this option if you want to specify a custom

update schedule, then specify the group update interval.
9 Click OK.

The query-based group (indicated by (2] in the ZENworks Handheld Management Inventory
Viewer) is created and populated with the handheld devices that currently match the criteria

specified in the query.

3.2.2 Viewing the Properties of a Group

1 In ConsoleOne, right-click the desired Handheld Group object, then click Properties.

2 Click the Members tab.

Properties of Sales Department I

Gereral | Members | ZEmerorks | sppications | NDSRights = | Cther | Righisto Files and Foiders |
et s

Mamber List

W Bruce Spancer Container.navell

] David Bawers, Container novell
' Jarmas Toolson Conainernovell
[0l Steven Stong Container novell

Detsils... | Add... |

Delate |

Page Oplions... ok |

cancall Apphy | Help

From the Members page, you can view which handheld objects are members of the selected

group.
3 Click the ZENworks tab.
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Properties of Sales Departrment

x|

Gensral | Members | ZEMworks Apphcations | NDS Rights » | Other | RigHts to Files and Folders |
| Associated Policy Packages

Azsociated Policy Packages:

8 Handheld Package.Container.noval

Properies... | Add... I Remove... |
Page Options... | ok | cancel | ey | Hew |

From the Associated Policy Packages page, you can view which policy packages are associated
to the selected Handheld Group object.

4 Click the Applications tab.
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General | Members | ZEMworks | Applications | NDS Rights | Cther | Rights to Files and Foiders |
Apphcations

Handheld applications assoclated with this object:

m Sales Containernovell

Detalls... | Add... I Delete |
Page Options... | ok | cancel |  apew |  Hew |

From the Applications tab, you can view which Handheld Application objects are associated to
the selected Handheld Group object.

3.2.3 Changing Group Membership

From time to time you need to modify static group membership by adding or deleting handheld
device objects.

Query-based groups are updated according to the query parameters; membership cannot be changed
manually without changing the criteria specified in the query.

For example, if you have divided your client groups by functions, and you have a user who transfers
from Sales to Systems Engineering, you might need to delete the user from one group and add the
user to another group.

Whenever you add a handheld device to a group, it automatically inherits any distributions assigned
to that group.

The following sections contain additional information about changing group membership:

+ “Adding a Device to a Static Group” on page 91

¢ “Removing a Device from a Static Group” on page 92

Adding a Device to a Static Group

1 In ConsoleOne, right-click the desired Handheld Group object, then click Properties.
2 Click the Members tab, then click Add.

3 Select the device you want to include in the group.
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You can use Shift+click or Ctrl+click to select multiple handheld device objects.
4 Click OK.

Removing a Device from a Static Group

1 In ConsoleOne, right-click the desired Handheld Group object, then click Properties.
2 Click the Members tab.
3 Select the device you want to remove from this group.
You can use Shift+click or Ctrl+click to select multiple handheld device objects.
4 Click Delete.

3.2.4 Changing the Update Schedule of Query-Based Groups

When you create a query-based group, you can choose how often the group should be updated.
Updating runs the query against existing handheld devices to check which devices match the
criteria. Any handheld devices that match the criteria of the query are automatically placed in the
appropriate query-based group; any handheld devices that no longer match the criteria of the query
are automatically removed from the query-based group.

By default, query-based groups are updated once an hour. You can configure updating system wide
so that all groups are updated on the same schedule or on a per-group basis. You can also turn off
group updating (essentially making the query-based group a static group).

The following sections contain additional information:

¢ “Changing the Update Schedule of a Specific Query-Based Group” on page 92
¢ “Changing the Update Schedule of All Query-Based Groups” on page 92

Changing the Update Schedule of a Specific Query-Based Group

1 In ConsoleOne, right-click the desired Handheld Group object, then click Properties.

2 On the General page, select Use a Custom Update Schedule, then specify the Group Update
Interval.

3 Click OK.

If you modify the update schedule, the next maintenance scan (hourly, by default) detects the change
and reschedule the update accordingly.

NOTE: You can force an immediate update of a specific query-based group. In ConsoleOne, right-
click the ZENworks Handheld Management Service object, click Actions, then click Scan Now to
perform a directory scan. Next, right-click the desired Handheld Group object, click Actions, then
click Update.

Changing the Update Schedule of All Query-Based Groups

1 In ConsoleOne, right-click the ZENworks Handheld Management Service object, then click
Properties.

2 Select the desired Group Update Interval.
3 Click OK.
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NOTE: You can force an immediate update of a specific query-based group. In ConsoleOne, right-
click the ZENworks Handheld Management Service object, click Actions, then click Scan Now to
perform a directory scan. Next, right-click the desired Handheld Group object, click Actions, then
click Update.

3.2.5 Deleting a Group

As your installation changes over time, you might want to remove groups based on changes in your
organization or in the types of equipment you are using, or you might just want to change the
grouping scheme you’ve implemented.

To delete a group:

1 In ConsoleOne, right-click the desired Handheld Group object, then click Delete NDS object.
2 Click Yes to confirm the deletion.

The Handheld Group object is removed from the directory and its update schedule is removed from
ZENworks Handheld Management.

NOTE: When you delete a Handheld Group object, the object is deleted but the handheld device
objects are not deleted from the directory; they simply lose their association with the deleted object
and all distributions the device inherited that were targeted for the group.

3.2.6 Viewing Handheld Application Objects Assigned to a
Group

1 In ConsoleOne, right-click the desired Handheld Group object, then click Properties.
2 Click the Applications tab.
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Properties of Sales Departrment E . - ]|

General | Members | IENworks | Applications | NDS Rights = | ther | Rights to Files and Folders |
Applications |

Handheld applications assoclated with this object:

M Sales Container.novell

Detalls... | Add. I Dalete |
Page Options..._ | ok | cancel | ey | Hew |

The Applications list displays the Handheld Application objects that are associated to the
selected Handheld Group object.

3 To view an application object’s details, click a Handheld Application object, then click Details.
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The General page displays the application object’s properties, including its description, when it
becomes available for distribution, and when it is no longer be available for distribution.

Properties of Sales.Container.novell

Description: |Elales Files

Optionally select a start andior end svallabilie
[ Awailable beginning: hhursda&f. August 15, 2002 4:54 PM

[ Expires on: |- ursday, August 15, 2002 4:56 PM

JEIY ]

Page Options... | ok | cancet | appy |  Hewp |

NOTE: When you are viewing the Handheld Application objects that are associated with a
Handheld Group object, you only see Handheld Application objects that are associated to that
specific group; you do not see all Handheld Application objects that are associated with all
individual devices in that group.

3.2.7 Changing a Group’s Type

To change a static group to a query-based group or a query-based group to a static group:

1 In ConsoleOne, right-click the desired Handheld Group object, then click Properties.
2 On the General page, click Static Group or Query-Based Group.

If you choose Query-Based, select the query on which you want to base the group.
3 Click OK.

Because you cannot schedule the update of a static group, if you change a query-based group to a
static group, the group’s update schedule is removed from ZENworks Handheld Management.
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Distributing Software to Handheld
Devices

This section describes how to create and distribute Handheld Application objects to handheld
devices using Novell® ZENworks® 7 Handheld Management.

The following sections contain detailed information:

¢ Section 4.1, “Understanding Handheld Application Objects,” on page 97

*

Section 4.2, “Distributing Applications to Handheld Devices,” on page 99

*

Section 4.3, “Displaying Handheld Application Object Status,” on page 106

*

Section 4.4, “Modifying a Handheld Application Object,” on page 107

4.1 Understanding Handheld Application Objects

ZENworks Handheld Management software distribution allows you to distribute Handheld
Application objects to handheld devices as part of software distributions. Handheld Application
objects contain collections of files that you want copied to your handheld devices.

Handheld Application objects usually consist of applications to install on handheld devices, for
example, .prc files (for Palm OS devices); . cab files (for Windows CE devices); and .alx, .ali,
.cod, and .d11 files for BlackBerry devices.

The following sections contain additional information:

¢ Section 4.1.1, “Specifying Source Files,” on page 97
¢ Section 4.1.2, “Understanding Automatic Application Updates,” on page 98

¢ Section 4.1.3, “Installing Software at a Predefined Time Even When the Device is Not
Connected to the Network,” on page 99

4.1.1 Specifying Source Files

When creating Handheld Application objects, you can select files, directories (and subdirectories),
or both as the components of your object. You can also specify wildcard characters as a source file
specification.

The following sections contain additional information:

¢ “Files for Palm OS Devices” on page 98
¢ “Files for Windows CE Devices” on page 98

+ “Files for BlackBerry Devices” on page 98
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Files for Palm OS Devices

Only standard Palm OS file types should be selected when creating handheld application objects
targeted for Palm OS devices. Supported file types include:

*

Application files (*.prc)
Database files (* . pdb)

*

*

Query application files (*.pga)

*

Configuration files (*.pnc and *.scp)

Files for Windows CE Devices

+ Because Windows CE devices support different processor types, ZENworks Handheld
Management ensures that only CAB files compatible with the processor are copied to the
Windows CE device when it synchronizes.

If CAB files are included in the handheld application object, they are automatically extracted
and installed.

¢ Other files such as . txt, .html, or any other format supported by the handheld device.

Files for BlackBerry Devices

Only standard RIM BlackBerry file types should be selected when creating handheld application
objects targeted for BlackBerry devices. Supported file types include:

¢ Configuration files (*.alx and *.ali) along with Dynamic link library files (*.d11)
¢ Configuration files (*.alx) along with Java Applications (*.cod)
ZENworks Handheld Management lets you distribute software to BlackBerry devices that are

synchronized with a cradle; ZENworks Handheld Management does not support software
distribution to BlackBerry devices using wireless synchronization.

4.1.2 Understanding Automatic Application Updates

For recurring software distributions (distributions that are scheduled to run more than once, for
example, weekly), ZENworks Handheld Management automatically scans the application’s source
directories at the scheduled time and includes new or changed files with the software distribution.

This allows an administrator to copy new or updated files to the source directory for distribution to
handheld devices without needing to create a new Handheld Application object.

For example, you distribute sales data weekly to your sales staff. Each Monday, before sending out
the distributions, ZENworks Handheld Management scans the application’s source directory. If
there are any new or changed files added during the previous week, they are included in that
Monday’s application distribution. The handheld device receives only the files that have changed.

If the source directory has no changes during the week, the application is not sent (unless new
handheld devices have been added to the list of recipients).
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4.1.3 Installing Software at a Predefined Time Even When the
Device is Not Connected to the Network

You can now specify the date and time when you want to install the Handheld Application object
files on the device by configuring the date and time in the Handheld Application object’s properties.

This feature helps you in synchronizing the software updates across the Palm or Windows CE
devices.

4.2 Distributing Applications to Handheld
Devices

ZENworks Handheld Management lets you create and distribute Application objects to individual
handheld devices or to groups of handheld devices.

The following sections contain additional information:

¢ Section 4.2.1, “Creating a Handheld Application Object,” on page 99
¢ Section 4.2.2, “Configuring a Handheld Application Object,” on page 100
¢ Section 4.2.3, “Scheduling the Distribution of a Handheld Application Object,” on page 104

4.2.1 Creating a Handheld Application Object

1 In Novell ConsoleOne®, right-click the container where you want to create the Handheld
Application object, click New, then click Object to display the New Object window.

Create object in:
8 IFH_DOCIContainer novell

Class: ael

- Handheld Group
[ Handheld Sendce
IS8 LDAP Group
[$E LDaP Server
[ List
il Locality
Messans Routinn Grun _"I

Help

e ]

™ Handheld Application =

2 Click Handheld Application, then click OK to display the New Application window.

[81e ondheld pplcation x
Mame: | | |
Cancel |
[ Define additional properties Help |

[ Create another Handheld Application

3 In the Name field, type a name for the Handheld Application object, then click OK.
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The object’s name must conform to the following rules:
¢ The name must be unique in the container.

+ Special characters are allowed. However, plus (+), equals (=), and period (.) must be
preceded by a backslash (\) if used.

+ Uppercase and lowercase letters, as well as underscores and spaces, are displayed as you
first entered them, but they aren’t distinguished. For example,
ZENworks Handheld Management and ZENWORKS HANDHELD MANAGEMENT

are considered identical.
4 Click OK.

4.2.2 Configuring a Handheld Application Object

1 In ConsoleOne, right-click the newly created Handheld Application object, then click
Properties to display the General page.

Properties of delay [ ]

|| sssociations | Fies | Schedue | Display | Appication Status | MDS Rights = | ther | Rights to Files and! (]

Availabiity

Available begiring fionday, Merch 14,2005 1016.AM

[ Expires o I ————— 1o J
Instatation

¥ Do not install before:  [Monday, March 14, 2005 10:25 Ak ﬂ

__ Pege Optiens.._ | | _concel | Help

2 Type a description of the Handheld Application object, if desired.

This description is available by viewing the properties of the object in ConsoleOne; users do
not see this description during distribution.

3 Click the Calendar/Clock icon to specify a date and time that the application object is available
for distribution.

If you do not change this setting, the object is distributed the next time the device connects to
the ZENworks Handheld Management Access Point.

4 Select the Expires On option, then specify a date and time that the application object is no
longer be available for distribution.
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5 To specify the date and time when you want to install the Handheld Application object files
(configured in the Files tab) on the device, select the Do Not Install Before option, and click the
Calendar/Clock icon.

By default, the date and time is the date and time specified in the Available Beginning option.

If you specify a date or time later than the current date and time, the application object files are
immediately deployed on the device after synchronization but installed at the specified date and
time. If the device has older versions of the application object files installed, these files can be
in use until the newer files are installed.

IMPORTANT: For Palm devices with a feature set version less than 4.0, the application is
installed on the device as soon as you sync the device with the ZENworks Handheld
Management server and not at the time configured in the handheld application object.

This feature is not supported for storage cards.

If you do not configure this option, the files are installed when they are sent to the device.
6 Click Apply.
7 Click the Files tab.

|

General | Associstions | Files | Schedule | Dispiay | Appbcation Status | NDS Rights = | Other | Righésto Fies and | [<]¥]
Fies

Source
Specify the files that should be included in this component;

Path | subdif Files

Destination
Specify the destination for files:

|Cnn3| the files fo a Windows CE davice ﬂ

Sefings
Path name: |

Page Options... | OK cancel | apply | Help

8 Click Add, then fill in the fields:
Path: Browse to or type the UNC path to the location of the application’s executable file.
Files: Browse to or type the files that you want to include in the Handheld Application object.

TIP: You can use wildcard characters to specify the source files.

Include Subdirectories of This Path: Enable this option if you want to include subdirectories
of the path.
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IMPORTANT: If you want to access application data on a Novell NetWare® volume, you
must install the Novell Client™ on the ZENworks Handheld Management Server. You might be
able to browse to and select application data on the NetWare volume without the Novell Client
installed, but the handheld application object is not built unless the Novell Client is installed on
the ZENworks Handheld Management Server.

9 Click OK.
10 In the Destination field, select a destination for the files from the drop-down list:

+ Copy the files to a Windows CE device: Copies the files that are in the Handheld
Application object to an individual Windows CE device or to a group of Windows CE
devices.

NOTE: If the files being copied already exist on Windows CE, ZENworks Handheld
Management overwrites the files with the files that are in the Handheld Application
object.

+ Copy the files to a Palm device: Copies the files that are in the Handheld Application
object to an individual Palm OS device or to a group of Palm OS devices.

NOTE: If the files in the Handheld Application object are newer than the files on the
Palm OS device, ZENworks Handheld Management overwrites the old files with the new
ones.

+ Copy the files to a RIM BlackBerry device: Copies the Application object files to the
sync machine and queues the files in the appropriate directory for installation by the
Application Loader.

NOTE: ZENworks Handheld Management overwrites the files on the device with the
Handheld Application object files only if the files being installed are newer than then files
on the device.

¢ Copy the files to a temporary location on the sync machine: Copies the files to a
temporary location on the machine that the handheld device synchronizes with.

Some applications require that users run Windows desktop routines before installing files
on Palm OS or Windows CE devices. If this is the case, select Copy the files to a
temporary location on the sync machine so that users can run those routines before
installing them on the handheld device. The iPAQ ROM update is an example of an
application that you would use this option for.

NOTE: The distribution fails when the files contained in a Handheld Application object
are copied to a handheld device or sync machine where the same files are already in use. If
you enable automatic updates for the Handheld Application object, the device receives the
distribution at its next scheduled time, if the files on the machine are not in use at that
time. If the Handheld Application object is scheduled to run only one time, you must
resend it when the files are not in use.

11 Windows CE Devices: If you select Copy the Files to a Windows CE Device, you can specify
the path on the Windows CE device where you want the files copied to.

or

Palm OS Devices: If you select Copy the Files to a Palm Device and you have a storage card
installed, select Install Files on Storage Card, if desired.
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12
13

14

ZENworks Handheld Management supports expansion cards in Palm OS devices running Palm
OS 4.x and later. Expansion cards are usually referred to as secure digital (SD) cards or
memory sticks.

IMPORTANT: If you select the Install Files on Storage Card option, ZENworks Handheld
Management installs the files only to a storage card. If the storage card is not available, the
installation fails; ZENworks Handheld Management does not install the files in the Palm OS
device’s main memory.

or

Sync Machines: If you chose Copy the Files to a Temporary Location on the Sync Machine,
specify the command to run, then select Fail Installation if Command Reports Failure, if
desired. These machines must be running the ZENworks Handheld Management Desktop
Synchronization Integration or ZENworks Handheld Management Access Point.

You can specify whether or not dialog boxes display when files contained in this Handheld
Application object are installed on machines that associated handheld devices synchronize
with. Click the Display tab to configure these settings. Click Help for more information on each
option.

or

RIM BlackBerry Devices: If you chose Copy the Files to a RIM BlackBerry Device, you can
specify whether or not dialog boxes display when files contained in this Handheld Application
object are installed on desktop computer that associated BlackBerry devices synchronize with.
For example, you could display a message on the desktop computer to inform users that files
have been queued and they should run the BlackBerry Application Loader. Click the Display
tab to configure these settings. Click Help for more information on each option.

11a (Optional) To assign a desktop computer to the selected BlackBerry device, right-click a
BlackBerry device object, click Properties, then click Assign Desktop on the General
page, select the desired desktop computer from the list, then click OK.

Because ZENworks Handheld Management lets you distribute software to BlackBerry
devices that are synchronized with a cradle (ZENworks Handheld Management does not
support software distribution to BlackBerry devices using wireless synchronization), this
association tells the ZENworks Handheld Management Server where to send handheld
application objects during a distribution.

IMPORTANT: The Handheld Application object you configured cannot be distributed to
handheld devices until you associate the object with individual handheld devices or to a
group of handheld devices.

Click the Associations tab, then click Add.

Select the handheld devices, User objects, or groups of handheld devices you want to distribute
the Handheld Application object to, then click OK.

The Handheld Application object is distributed to each handheld device the next time it
connects or according to the application object’s schedule.

If you are distributing an application, you probably do not want the distribution to recur. If you
are distributing files, such as marketing information, you can schedule the distribution to recur
using the Schedule page.

Click OK to save your settings.
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15 If you chose Copy the Files to a Temporary Location on the Sync Machine or Copy the Files to
a RIM BlackBerry Device in Step 10 on page 102, click the Display tab.

Properties of Sales Data x|

General | Associations | Fies | Schedule | Display | Application Stetus | NDS Rights = | Gther | Rights to Fles and | [T
| Display |

[ Enable dizplaying statuz dialogs (finstalling fo temporary location on syne maching)

Before Status
A dialog will appear on the sync maching when the application is ready 1o be installed, Type any additional
tet to display on the dialog:

foetore message text

[+ Autormatically close dialog and beain installation afier |2 rminutes,

After Stalus
When installed, an "installation complete” dialog will appear on the syne machine. Type any additional text
to display on the dialog:
|aﬂer message text

v Autornatically close dialog afier |2 minutes.

Page Options... | ok |[ cancel | Ay | Hew

16 Fill in the fields:

Show Status Dialogs on Desktop Sync Machine: Select this option if you want informational
dialog boxes to display on desktop computers when application files are installed.

Before Dialog: Any information that you type in this text box displays on the dialog box that
displays on the desktop computer. You can use this text box to provide any additional
information or instructions that you want users to see when the files are installed.

Automatically Close Dialog and Begin Installation After _Minutes: Select this option,
then specify the number of minutes that you want to wait before installing the files. Using this
option enables installation of the files even if the user is away from his or her desk when the
files are ready to be installed.

After Dialog: Type any additional text to display on the dialog box after the files are installed.

Automatically Close Dialog After _ Minutes: Select this option, then specify the number of
minutes that you want to wait before closing the Installation Complete dialog box.

17 Click OK to save your settings.

4.2.3 Scheduling the Distribution of a Handheld Application
Object

If your handheld application object contains files that you want to redistribute periodically, use the
Schedule page to schedule its distribution.

If you want the handheld application object to be distributed only once, you do not need to schedule
it; the object is distributed the next time the associated handheld devices synchronize.
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To schedule the distribution of a Handheld Application object:

1 In ConsoleOne, right-click the Handheld Application object, then click Properties to display
the General page.

2 Click the Schedule tab.

Properties of Sales Data ;5:" x|

[Schedule || Display | Appication Stetus | NDS Righés = | Other | Fiahts 1o Files and | [2]0]

General | Assaciations | Fies

Schedule for automatic update of application files

[+ Enable autoratic updates

Sthedule update time: 44| 4 | fizo0am i
Schedule type: |Daily =

Schedule update day(sy
sin | Mon [ Tue wed Thu Fri Sat

Page Options... | ok |[ cancel Apply | Help

3 Click Enable Automatic Updates.

If you select this option, ZENworks Handheld Management scans the source directory at the
scheduled time for any additions or changes to the source files. If something has changed, the
application is pushed out at that time.

4 Specify an update time in the Schedule Update Time field.
5 Select a schedule from the Schedule Type drop-down list:
¢ Daily
* Weekly
+ Monthly
¢ Yearly

NOTE: Click the Help button for detailed instructions about each schedule.

6 Specify the hours and days that you want the schedule to activate.
7 Click OK.
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4.3 Displaying Handheld Application Object
Status

1 In ConsoleOne, right-click the Handheld Application object, then click Properties to display
the General page.

2 To view the status of a Handheld Application object, click the Application Status tab.

Properties of Sales Data E x|

General | Associations | Fies | Schedule | Display | Application Status | NOS Rights | ther | Fights to Files sod [L]0]

Appiicetion Status
| Display |

Object | otatus | Installed

Service:  MTALBOT_ZFH_SER_ZMSemice.Container.novel

[iork completed

Page Oplions.. | Ok | Cancel I Apply I Help |

The results lists the Handheld Application objects distributed by the ZENworks Handheld
Management service listed in the Service field, the status of each object, and the version
number of each Handheld Application object.

The status of the application can be any of the following:

¢ Canceled: The distribution of the application was cancelled because the distribution it is
associated with was deleted.

¢ Failed: The application could not be installed by the device.
+ Installed: The application was installed without a problem.

+ Pending: The application has not been distributed yet or results have not yet been made
available.

+ SKkipped: The device contained the current version of the application or the application
has not changed.

TIP: You can force an application to be installed on an associated handheld device, even if it has
already been installed on the device, by using the Resend button on the Application Status page of
the application object. You cannot force ZENworks Handheld Management to resend an application
by deleting the application from the handheld device; you must use the Resend button.
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4.4 Modifying a Handheld Application Object

You can add or delete components and distribute the changes without creating a new Handheld
Application object.

The following sections contain additional information about modifying Handheld Application
objects:
¢ Section 4.4.1, “Modifying the Contents of a Handheld Application Object,” on page 107
¢ Section 4.4.2, “Scanning for Updated Components,” on page 107
¢ Section 4.4.3, “Deleting a Handheld Application Object,” on page 108
¢ Section 4.4.4, “Deleting a Handheld Application Object’s Associations,” on page 108

4.4.1 Modifying the Contents of a Handheld Application Object

If you change components of a Handheld Application object (for example, the files that are included
in the object) or you want to change the object’s associations, you can modify the object using
ConsoleOne; you do not need to create a new Handheld Application object.

To modify the contents a Handheld Application object, follow the steps in Section 4.2.2,
“Configuring a Handheld Application Object,” on page 100, modifying the settings as appropriate.

4.4.2 Scanning for Updated Components

For recurring distributions of Handheld Application objects, ZENworks Handheld Management
scans component directories at the scheduled time to see if their contents have changed before
sending out the distribution. Therefore, recurring distributions send out the most recent versions of
files that make up the application.

For example, if you add or replace files in the source directory for the application, those files are
included the next time the Handheld Application object is scheduled to be distributed. You do not
need to create a new Handheld Application object to include the files. See Section 4.1.2,
“Understanding Automatic Application Updates,” on page 98 for an example of how ZENworks
Handheld Management automatic updates work.

You can also force a source directory to be scanned.

IMPORTANT: Because the ZENworks Handheld Management Server scans component directories
for recurring distributions, the ZENworks Handheld Management Server service account must have
proper rights to access the component directories.

To force a source directory scan immediately and distribute the Handheld Application object if the
directory has changed:

1 In ConsoleOne, right-click the desired Handheld Application object, then click Actions.
2 Click Update Now.
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4.4.3 Deleting a Handheld Application Object

If you decide that you do not want to distribute a specific Handheld Application object again, you
can delete its object from the directory using ConsoleOne.

1 In ConsoleOne, right-click the desired Handheld Application object, then click Delete NDS
Object.

2 Click Yes to confirm the deletion.

4.4.4 Deleting a Handheld Application Object’s Associations

If you decide that you do not want to distribute a specific Handheld Application object to a handheld
device, User object, or to a group of handheld devices, but you want to keep the object in the
directory for future use, you can delete the object’s associations.

1 In ConsoleOne, right-click the appropriate Handheld Application object, then click Properties.

2 Click the Associations tab, select the handheld devices or groups you want to remove the
association from, then click Delete.

Removing an association from a handheld device does not remove that application from the
handheld device.

3 Click OK.
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Using Inventory and Reports

After you install the Novell® ZENworks® 7 Handheld Management software, set up Handheld
Import, and users have synchronized their handheld devices, you are ready to collect software and
hardware inventory for all managed handheld devices in your ZENworks Handheld Management
system.

Managing software and hardware assets is a critical function for most companies. ZENworks
Handheld Management inventory capabilities capture asset information to support analysis,
troubleshooting, and planning.

ZENworks Handheld Management lets you collect and view software and hardware inventory
information for Palm* OS*, Windows* CE (including Pocket PCs), and BlackBerry* handheld
devices.

During the ZENworks Handheld Management Server installation, if you selected the “Internal
ODBC-Compatible Database” option, then you must set the path for database files in the ZENworks
Handheld Management service object.

To set the path for database files in the ZENworks Handheld Management service object:

1 In Novell ConsoleOne®, right-click the ZENworks Handheld Management service object, then
click Properties.

2 Click the General tab.

3 In the Remote Path section, add the complete path to the ZENworks Handheld Management
server installation folder share. For example, \\myZfHServer\ZzZfH.

Make sure that this share has the Read-Write permission for the user who has launched
ConsoleOne.
Using ZENworks Handheld Management, you can do the following:
+ View software inventory information across all your handheld devices or on a per-device basis
to ensure software licensing compliance

¢ Plan for software and hardware upgrades with a complete view of application versions and
hardware configurations

¢ Troubleshoot problems with a thorough knowledge of each handheld device’s hardware and
software

The following sections contain additional information:

+ Section 5.1, “Viewing Software Inventory,” on page 110

*

Section 5.2, “Viewing Hardware Inventory,” on page 120

*

Section 5.3, “Viewing Network Information,” on page 122

*

Section 5.4, “Using Inventory Reports,” on page 122

*

Section 5.5, “Printing Data from the ZENworks Handheld Management Inventory Viewer,” on
page 125
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5.1 Viewing Software Inventory

Software inventory is collected once a day from the handheld device. Software inventory data is
displayed in the ZENworks Handheld Management Inventory Viewer.

ZENworks Handheld Management lets you collect and view software inventory information for
Palm OS, Windows CE (including Pocket PCs), and BlackBerry devices.

To view software inventory:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
2 Click the Software Inventory tab.

& ZENworks Handheld Management - SANAND i
LM i One s ep e Dusney Eepots SR R

R l= T
o ]

s IS= 3 F Nvceks Handheld Management Groups: Mo Selection
Soltwaie (2 All BlackBeny Devices

(2] All Palm 05 Handheld
e, .‘._ ,_] o e Mo chent o group is selecled. Please select a client or group fram the
(2] All'windows CE Devices it hand side o the v

& Queny-Based Groups

For Help, press F1 e

The Software Inventory list in the left frame contains directories named Palm Applications,
BlackBerry Applications, and Windows CE Applications. You can expand these directories to
display a list of all the applications found on all handheld devices in your system.

If ZENworks Handheld Management cannot identify an application on a Windows CE device, the
application is listed in the Unidentified Windows CE Files tree in the Software Inventory list in the
left frame.

The right frame contains a Name column that lists each application in alphabetical order by
company name and a Version column that lists each application’s version number.

NOTE: For BlackBerry devices, ZENworks Handheld Management collects software inventory
only for applications that display on the device’s Options > Status screen.

The following sections contain additional information:

¢ Section 5.1.1, “Viewing Software Inventory for a Specific Handheld Device,” on page 111

¢ Section 5.1.2, “Viewing Software Inventory Across All Palm OS, BlackBerry, or Windows CE
Devices in Your System,” on page 111
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¢ Section 5.1.3, “Identifying Files for Windows CE Devices,” on page 113
¢ Section 5.1.4, “Ignoring or Identifying Windows CE Files and Applications,” on page 115

5.1.1 Viewing Software Inventory for a Specific Handheld
Device

ZENworks Handheld Management lets you view the applications installed on a specific Palm OS,
BlackBerry, or Windows CE handheld device. You can also view application details about a specific
application on any handheld device in your system.

To view software inventory for a specific device:
1 In ConsoleOne, right-click any handheld device object, click Actions, then click Inventory to
open the ZENworks Handheld Management Inventory Viewer.
2 Click the Clients tab, then expand the ZENworks Handheld Management Groups directory.

3 Expand the desired platform directory in the tree: A/ BlackBerry Devices, All Palm OS
Handhelds, or All Windows CE Devices.

4 Click the handheld device whose software applications you want to view.
5 Click the SW Inventory tab in the right pane.

Depending on which platform you chose in Step 3, the information displayed in the SW
Inventory page varies.

Palm OS Devices: Lists the application name, version, creator ID, and whether the application
is installed in ROM, RAM, or on a storage card.

BlackBerry Devices: Lists the application name and version.

Windows CE Devices: Lists the name of the company that created the application, the
application name, and the version.

NOTE: You can determine when the last inventory scan was performed by looking at the Last
Software Inventory information at the bottom of the dialog box.

6 To view details about a specific application, double-click the application.

The View Application Details dialog box displays the application’s size, creation date, backup
date, and more.

5.1.2 Viewing Software Inventory Across All Palm OS,
BlackBerry, or Windows CE Devices in Your System

ZENworks Handheld Management lets you view software inventory information across all of the
Palm OS, BlackBerry, or Windows CE devices in your system. Suppose, for example, that you want
to ensure licensing compliance for a certain application. ZENworks Handheld Management helps
you determine how many copies of that application users have installed on individual devices in
your organization. You can also display a list containing the name of each device that has the
application installed.
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To view software inventory information for all Palm OS, BlackBerry, or Windows CE devices in
your system:

1 In ConsoleOne, right-click any handheld device object, click Actions, then click Inventory to
open the ZENworks Handheld Management Inventory Viewer.

2 Click the Software Inventory tab on the left side of the dialog box, then expand the desired
platform folder in the tree: Palm Applications, BlackBerry Applications, or Windows CE
Applications.

If you expand the Windows CE Applications folder, you also need to expand the company
folder.

3 Click the application whose details you want to view.
4 Click the General tab to view the application’s details, which vary depending on the platform.

Palm OS Applications: Lists the application’s name, the version, the Creator ID, the icon
name, and how many installations of the application exist on the Palm OS devices in your
system.

BlackBerry Applications: Lists the application’s name and its version, and the total number of
copies installed.

Windows CE Applications: Lists the application’s name, version, company name, the files
that make up the application, and the total number of copies installed.

5 Click the Clients tab in the right frame to view all the handheld devices in your system that
have the selected application installed and to list additional details, depending on the platform.

Palm OS Devices: Lists information about the individual devices that the selected application
is installed on, including the name of the device, where the application is installed (RAM,
ROM, or on a Storage Card), the application’s size, create date, modify date, and record count.

BlackBerry Devices: Lists information about the individual devices that the selected
application is installed on, including the name of the device, the application’s size, and more.

Windows CE Devices: Lists information about the individual devices that the selected
application is installed on, including the name of the device, the last time the application was
scanned, and the installation path on those devices.

For Windows CE applications, you can also view file details if you want to know details about a
specific file that is part of an application (for example, to determine the version of a specific
executable file you are running).

1 Click the Software Inventory tab in the left frame.
2 Click the General tab in the right frame.
3 Double-click the application file in the Application Files list box.
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Pocket Streels.exe - File Properties

General |Mach'ne3| Fiudes |
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Application: | Microsoft Expadia Pocket Streats
Version: 09,015,300

Company: | Miciosolt Corporstion

Ideniify Fie... |~ Ignore Fie. |

The File Properties dialog box provides a quick snapshot of information about the file.
Click the following tabs to view information about the selected file:

+ General: Lists all application version information, including filename, modify time, and
file size.

+ Clients: Lists the Windows CE devices that the file 1s installed on.

+ Rules: Lists the Identification and Ignore rules created for the file. For more information,
see “Viewing Windows CE Identified and Ignored File Rules” on page 119.

5.1.3 Identifying Files for Windows CE Devices

If a Windows CE application file does not have any product information associated with it,
ZENworks Handheld Management considers it “unidentified” and stores it in the Unidentified
Windows CE Files folder.

There may be some unidentified files that you want ZENworks Handheld Management to recognize
as valid applications whenever ZENworks Handheld Management finds the files on a device. For
these files, ZENworks Handheld Management allows you to specify the product, company, and
version information so that the files are identified as applications.

When you identify files, an identification rule is created for the files. After they are identified, the
files appear in the Windows CE Applications folder (with a list of the devices it is found on). The
files are then removed from the list of unidentified files.

To make an unidentified file a known application:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
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2 Click the Software Inventory tab, then click the Unidentified Windows CE Files icon (the
question mark).

A list of unidentified files displays in the right pane.
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&) CEFWCLLEXE 7,168 4/12{2000 12:29 AM
) CEMGRC EXE 16,89  3/11/2001 3:28 FM
&) CEMON EXE 207,872 3/27/2000 12:00 AM
&) CEPWCLLEXE 6,656 4/12/2000 12:31 AM
%) CEREGCLIEXE 8,704 4/12/2000 12:30 &M
CESPYCLLEXE 12,283 4/12/2000 12:33 AM
&) CEZQLLEXE 7,168 4/12{2000 12:34 AM
@) CF _Backup.exe 45,660 6/17/2000 12:41 AM -
Cinnamon. exe §1,920  6/1/2000 1:40 AM
] cleanup.exe 13,824  2/15/2000 6:53 PM
2] cleanup.exe 11,776 6{1]2000 6:15 &M
) contrast.exe 64,005  &/17/2000 12:41 AM
] CreatedssatFile... 3,584 4/11/2000 1:30 AM
& CVersion.exe 6,656 1/24/1998 1:40 AM
2] gappr.exe 11,857 6/1/2000 6:31 AM
) homemenu.exe 65,108 &/1/2000 &:31 AM
] hpbod.exe 3,153 6/1/2000 6:31 AM
2] hpextibd.exe 41,044 6/1/2000 6:31 AM
@ hipolinit. exe 6,228 &/1/2000 6:31 AM
2] hptasksw.exe 13,908  &/1/2000 6:31 AM =
For Help, press F1 o [

3 Double-click the file you want to identify, then click Identify File.
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entiy e 20x

— Files irifoimation
MName: Em J Cancel

 |dentify all versions of this file
o \dantify only fles with the following setings:
[# Modifytime: | &/ 172000 x| [ 25340 =

[V Size: [201803 bytes

~ Applcation information
Type the apphcation information for the file, ai click one of the browse
buttons to match the fle with an exizting spphcation o company.

Application | J
Warsion: |

4 Specify the name of the application you want this file to identify with, the version, and the
company name.

If desired, change the modify time and size for the identification rule.

If you specify a different size and/or date, only files matching those exact specifications are
identified as a known application. Versions of the file not matching the criteria still appears as
unidentified.

5 Click OK.

The file now appears as an application in the Windows CE Applications folder in the tree.

5.1.4 Ignoring or Ildentifying Windows CE Files and
Applications

ZENworks Handheld Management by default ignores some Windows CE application files so the
application view remains manageable. Ignored files appear in the Ignored Windows CE Files folder
in the Software Inventory page and in the Ignored Files tab in the Clients page.

The following sections contain additional information:

¢ “Ignoring Windows CE Files” on page 115
+ “Ignoring Windows CE Applications” on page 117

*

“Identifying Ignored Windows CE Files” on page 118

*

“Viewing Windows CE Identified and Ignored File Rules” on page 119

Ignoring Windows CE Files

To keep your list of unidentified files more manageable, you can ignore unidentified files that you
are not going to identify as applications.

Ignoring these files keeps your unidentified files list smaller, which might help you to recognize
when ZENworks Handheld Management encounters new unidentified files during software
inventory.
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To ignore unidentified files:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.

[ ZENworks Handheld Management -10| x|
Eile Operations Yiew Queriss Reports Configurs Help
a sl
Clients
— Mo Sedection
Software &
Irvventony (2] All Palm 05 Handhelds X X
h : Mo client or group is selected. Please select a chent or group from the ledt hand
-2 Al'wWindows CE Devices : .
side of the window.
& Query-Based Groups
4 | @
For Help, press F1 e | y

2 Click the Software Inventory tab, then click the Unidentified Windows CE Files icon (the
question mark).

3 Double-click the file in the right pane.
4 Click Ignore File.

Ignore File il .4

— File information

WEE|C ardy iew, exe J Cancel |

" lgnare all versions of this file

&+ Ignare only files with the following settings:
IV Modify time: | 6/ 1/2000 | | 2:59 &M =

¥ Size: |2m 803 bytes

Dezcription:

5 Select Ignore All Versions of this File.

or
Select Ignore Only Files with the Following Settings, then specify the modify time and size
settings as appropriate.

6 If desired, type a description of why you are ignoring the file.
7 Click OK.
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The file appears in the Ignored Windows CE Files tree view.

Ignoring Windows CE Applications

To keep your Applications folder manageable, you can ignore applications. This allows you to view
only the applications that you think are important to display.

For example, you might want to ignore any applications that are by default included with the
operating systems (for example, Microsoft Clock).

To ignore an application:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.

[ ZENworks Handheld Management -10| x|
| Eile Qpe«ab‘ons_ Yiew Queries Reports Configure  Help
Ql &x|
Clients
f— Mo Selection
Soltware
Irvenktany (] All Palm 0% Handhelds X .
-2 All'Windows CE Devices Na client or group i selected. Flease select a chent or group from the leit hand
side of the window.
& Query-Based Groups
4| |
For Help, press Fl L om | .

2 Click the Software Inventory tab, then click the application you want to ignore.

NOTE: You can ignore Windows CE applications only; you cannot ignore Palm OS and
BlackBerry applications.

3 Click Operations, then click Ignore Application.
The Ignore Application dialog box lists files that are ignored.
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Ignore Application [ 7]
) Igniting an apphcation causes all of the Ignore
/1 application’s fles to be ignored. The list of les
that will be ignored is shown below. Cancel
I pou want o include a comment to be attached to each of
the ignored files, please type it here:
Microzoft Clock ;I
— Filez to ignare
File | Sie| ModTime |
&) clock, exe 4175 1211411339 857 PM
2] clock.exe 4177 1201541999 309 AM
% clock.exe 4178 0373172000 10:47 FM

4 If desired, type a description of why you are ignoring the files.

The description is stored with the file and can be viewed with the rule created for the file. For
more information, see “Viewing Windows CE Identified and Ignored File Rules” on page 119.

5 Click Ignore.

The application files are stored as Ignored files. Any files that future software inventory collections
find that match the criteria you specified are also stored as Ignored files.

NOTE: Ignoring applications ignores files that are currently known that identify themselves with
the ignored application. If new files appear that identify themselves as this application, the
application reappears in the Applications view.

Identifying Ignored Windows CE Files
You can identify ignored application files that you want to be recognized as applications.
To identify ignored files:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
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& ZENworks Handheld Management -10| x|
Eile Operations Yiew Queries Reports Configure  Help
aJ el
Clients
ok Handheld Management () IETEE-pRRer e,
Soltware All BlackBeny Devices
Irvenktany (] All Palm 0% Handhelds X .
o= . Mo client or group is selected. Please select a chent or group from the ledt hand
(20 Al'Windows CE Devices side of the vnd
& Query-Based Groups
4| |
For Help, press Fl Jnum | .

2 Click the Software Inventory tab, then click the Ignored Windows CE Files icon.
3 Double-click the file you want to identify, then click Identify File.

4 Specify the name of the application you want this file to identify with, the version, and the
company name.

5 If desired, change the modify time and size for the identification rule.

If you specify a different size and/or date, only files matching those exact specifications are
identified as a known application. Versions of the file not matching the criteria still appear as
unidentified.

6 Click OK.

Viewing Windows CE Identified and Ignored File Rules
When you identify or ignore a Windows CE file or application, a rule is created for the file.

You can view all the rules you have created by clicking Configure > Software Inventory Rules in the
ZENworks Handheld Management Inventory Viewer.

A rule applies to a file name, not to versions, so you might see rules even if you did not create the
rule for a specific version of a file you are viewing. Another rule could have been created for a file
that had a different time stamp or size but the same name.

When you identify or ignore all versions of a file, the size and modify time fields display Any. When
you identify or ignore a specific version of a file, the size and modify time fields match the file you
have created the rule for.

If you attempt to create a rule for a file that matches an existing rule, you are warned before
overwriting the existing rule. The same thing happens if you try to create an ignore rule for a file that
already has an identification rule.

To view all rules an administrator has created in ZENworks Handheld Management:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
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2 Click Configure, then click Software Inventory Rules.

Software Inventory Rules - Windows CE Devices
| deriication Flules ] Ignore Rules |
File [ Size| Mod Time | Application
cl.exe Armp Ay Conzole 1
1] | i3
I | el ‘
ok | cancet |

The Software Inventory Rules dialog box lists any files you have identified or ignored.

You can change any rule by selecting the rule, then clicking Edit. You can also identify or
ignore a file by clicking Add, then creating the rule. You can even create a rule for files that
have not been installed on your devices yet.

To view rules for a specific file:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
2 Double-click an unidentified or ignored file.
3 Click the Rules tab.

All user-defined ignore and identification rules that match the name of the file appear.

5.2 Viewing Hardware Inventory

ZENworks Handheld Management collects hardware information from each handheld device in
your system, including the model, OS version, processor type, free RAM, RAM used, battery type
and remaining charge on the battery.

Collected data about hardware is stored on a per-device basis and is found on the ZENworks
Inventory page in ConsoleOne or on the Clients: Hardware Inventory page in the Inventory Viewer.

Hardware inventory data is collected every time the handheld device connects to the ZENworks
Handheld Management Access Point.

To view hardware inventory using ConsoleOne:

1 In ConsoleOne, right-click a handheld device object, then click Properties.
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2 Click the ZENworks Inventory: Hardware Inventory tab.

Froperties of Steve Ransom - ﬂ
Gereral | Group Membership | ZEMwarks Inventary | ZEmworks « | Applications = | Service History | WDS Fgrts | [S]]
| Hardhwars Imvertory
Name Value |
CEM Modal Compaq iPAQ HIG0DD -
Procassor Type Inbal Strongarm (Level=4, Revision=8)
Serial Number 795437456
Platform Pocket PC
08 Version 3.0.9348
Cremar Name Slewve R Vaughn
Cwmer Compary Apple Records
Qwner Address London, WK
Qwner Phone 01-555-555-5555
Cremar Email usemamegdapplerecords.com
Phiysical Mermory 31.2 MB
Frae Physical Memory 243 MB
Slorage Card Size A2me
Free Storage Card Memorny 0.9 ma
Wain Battery Status Medium
Main Batlery Remaining TE%
A Ling Mo —
Password fes
Power On Password Yes |
Backup Balery Stalus High j
Last Hardware Inventory.  [aug 14, 2002 6:42:08 FM Advanced Imventory |
Page Oplions... O Cancel | Aaply [ Help |

The device’s hardware inventory information is displayed.

NOTE: For Java-based BlackBerry devices, the Password Enabled field value is not scanned for
and the value is always displayed as No. The value of Power Save Mode is always Off. The serial
number is same as the PIN value of the device.

The Last Hardware Inventory box displays the date and time that hardware inventory was last

collected for the device.

To view hardware inventory using the ZENworks Handheld Management Inventory Viewer:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
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2 Click the Clients tab, select a handheld device object, then click the HW Inventory tab in the

right pane.
= ZENworks Handheld Management - HEKUMAR -10| x|
Eile Operations Yiew Queries Reports Configure  Help
Q| &
Clients
h— = (20 AllWindows CE Devices ] | Ganeal W Inventory | S Inverdory | Unidenified Fikes | Ignored Fikes |
Sollware 15 Adrian Belew:Adrian Bele
Irvverkary 151 &l Di Meola:él Di Meclal
) Aretha FrankincAretha Fi Name [ Valie =]
1) Bermie LeadoriBemie Le DEM Model Compaq PAD HIE00
" . Frocessor Type Intel Shongaem (Level=4, Revisio.
&) Bily Bragg Bily BiaggCx Seial Number 795437456
15 Billy Idot Bily IdokICondu
S I Platform Pocket PC
I5) Bonnie RattBonnie Rait 05 Version 10,9348
15 Brizn EnocBrian EnoclCor Dwrat Mame Chiis lesak
I5) Bruce CockbuiriBrace C Dwner Compary Apple Records
7 Bruce SpringsteenBruc Dwiner Address London, UK.
2 Dwiner Phore 01.555-555-5555
Owiner Email uzemname{@applerecords com
Physical Memony 3.2ME
Fiee Physical Memary 24.3ME
Storage Card Size I.2Me
151 Eddie JeffersonEdde Je Fiee Storage Card Memary 10.9MB
I Freedy Johnston Fresedy. Bain Battey Status Medium
5] Grace Slick:Grace Slick: Main_Balhely Remaring TE% 1
171 Jackie McLean:ackie b AL Line No
130 James Hendroc)ames He g"”w‘a‘: —— $°:
15 Jonny Lang:Jonny Lang: et Un T assvior ey
171 Juliana Hatfeld: Julizna Backup Battery Status High =
151 Keith Richards Keith Ricl
] fi rig T
4 KK B ot Hardwere Inventory: 12/23/2004 433 PH
For Help, press Fl Jnum | i

5.3 Viewing Network Information

You can view a list of network adapters that were found on handheld devices in your ZENworks
Handheld Management installation.

NOTE: For Pocket PCs, network information is not available for devices running Pocket PC 2000;
network information is available for devices running Pocket PC 2002 and later. For handheld PCs,
network information is not available for devices running Windows CE 2.11 or 3.0. For Palm OS
devices, network information is not available for devices running Bluetooth*.

To view network information from ConsoleOne:

1 In ConsoleOne, right-click a handheld device object, then click Properties.
2 Click the ZENworks Inventory: Network Information tab.

To view network information using the ZENworks Handheld Management Inventory Viewer:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.

2 Click the Clients tab, select a handheld device object, then click the Network tab in the right
pane (this tab only displays if there is network information available the selected handheld
device).

5.4 Using Inventory Reports

You can generate reports about the hardware and software on your handheld devices to make it easy
to see the applications you have installed, which devices need upgrades, which hardware
components are installed, and more.

122 Novell ZENworks 7 Handheld Management Administration Guide



ZENworks Handheld Management provides predefined reports for information stored in the
ZENworks Handheld Management database, including:

¢ Handheld Application objects (status, run time, and so forth)

+ Devices (groups belonged to, distributions run, hardware/software inventory)

+ Groups

+ Software inventory (list of all software applications and where they are installed, unidentified
files, and so forth)

¢ Hardware inventory

After they are generated, reports can be viewed online, sent to a printer, or saved to a file in a variety
of formats.

TIP: ZENworks Handheld Management is compatible with the Seagate* Software Crystal Reports*
reporting engine. Using Crystal Reports, you can create your own custom reports. See your Crystal
Reports documentation for further details.

The following sections contain more information about using reports:

¢ Section 5.4.1, “Running Reports,” on page 123
¢ Section 5.4.2, “Exporting Reports,” on page 124
¢ Section 5.4.3, “Creating Custom Reports,” on page 125

5.4.1 Running Reports

You generate and view ZENworks Handheld Management reports in the ZENworks Handheld
Management Inventory Viewer.

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
2 Click Reports, then select the type of report to generate.

After choosing a report, you might be prompted to pick a device or group before generating the
data. After the report is generated, a screen similar to the following displays.
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I windows CE Device Summary g [=]
4 1of2 » M o= | & & |[105% x| Tota#1  100% fol 41

ZENworks Handheld Management

Windows CE Summary (For a Group) Fricay, December 24,

Group: All Windows CE Devices

evice Name (User) 08 Version RAM Free RAM Last Sync Main B attery

Adrian Belew Adrian 30 Buid 126 3.2mMB IME 12232004 S16PM Medium (78%)
Belew IC onduit Mashville Server
(Adrian Belew)

Al DIMeola: A DI MeolalCondult  30EBulld 126 H.2ME 24.3MB 120232004 T:50PM Medium (T8%)
Mazhville Server (Al Di Meola)
Aretha Franklin: Aretha 309545 I2mME 243MB 1202372004 T:40PM Medium (7T8%)

Franklin:IConduit Seattle Server
(Aretha Frankling
Bernie Leadon:Bernie 30954 I.2ME 243MB 1202372004 10:22PM Medium (76%)
Leadon:IConduit Seattle Server
(Bemie Leadon)
Billy Bragg: Billy Bragg: | C onduit 30 Buid 126 3.2mMB 4IME 12252004 TATPM Medium (76%)
Mazhville Server (Billy Bragg)
Billy ldol:Billy 1dol1C enduit 30Buid 126 IN2mME 243MB 1202372004 S.06PM Medium (78%)
Nashville Server (Billy 1dol)
Bonnie Raitt: Bonnie 30 Buik 126 3M.2MB 24.3MB 120232004 S:35PM Medium (T8%)
Raitt:IConduit Nashville Server
(Bonnie R aitf)

Kl | Oy

After the report is generated, you can scroll through the report, print it, or export it to many
different formats including Excel, HTML, RTF, and so forth. The following illustration shows
the toolbar buttons you can use to view and print the report.

& Job List Repot

_Iﬂ_'4_| 2oi2 _ﬂ_pﬂ_”%m Tolsld7  100% 47 of 47
N

Start  Previous MNext Last Stop Print Export
page page page page repoft repot report

5.4.2 Exporting Reports

After you generate a report you can export the report to a file or import the data into a database or
spreadsheet.

Reports can be exported to formats such as HTML, tab/comma-delimited text files, Microsoft Excel,
and so forth. After choosing the export format, you can choose the destination, such as a file, a Lotus
Notes* database, or an e-mail system.

To export a report:

1 Click & on the toolbar.

Farmat: | OF. I
ITEHt j Cancel |
Destination:

2 Choose the format in which to export the report.
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3 Select the destination for the report.
4 Click OK.

You are prompted for additional information based on the format and destination.

5.4.3 Creating Custom Reports

Users who have Crystal Reports can create their own custom reports from the ZENworks Handheld
Management server database.

The ZENworks Handheld Management server database can be either Microsoft Access® or MS
SQL, depending on the database type you selected during the installation of the ZENworks
Handheld Management server components. If you selected the Internal ODBC-Compatible
Database option during the installation, the Handheld Management server database is the Microsoft
Access database (serverdata.mdb) located in the Handheld Management server installation
directory (by default, c: \progam files\novell\zfh).Ifyou selected the Microsoft SOL Server
option, the MS SQL Handheld Management server database is located in the path specified during
the installation. For more information, see “Installing the ZENworks Handheld Management
Server” in the Novell ZENworks 7 Handheld Management Installation Guide.

IMPORTANT: If you create custom reports, the reports must be stored in a shared path if you want
them to be accessed by a remote ConsoleOne installation. When saving a custom report, specify a
UNC path to the share (do not use local drive letters).

To create a custom report:

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
2 Click Reports, then click Custom Report.
3 Click Add.

The Add Custom Report dialog box is displayed.

Add Custom Report EHE

Pleaze enter the name of the repart and the path ta the ) |
repart file:
Repart name: |

Repart file path: | J

4 Type a name for the report.
5 Specify a location for the report you created, then click OK.
6 Click Run to generate the report.

The report displays similar to any standard report.

5.5 Printing Data from the ZENworks Handheld
Management Inventory Viewer

You can print data from most views in the ZENworks Handheld Management Inventory Viewer.

1 In ConsoleOne, right-click a handheld device object, click Actions, then click Inventory.
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2 Click the tab from which you want to print data.
3 Click File, then click Print.
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Remotely Viewing or Controlling
the IP-Enabled Windows CE
Devices

The administrator or remote users can now perform Remote View or Remote Control operations
with the IP-enabled Windows CE devices by configuring the WinCE Remote Management policy,
and initiating a remote session with the devices.

Remote View: Lets you connect with a handheld device so you can view the device instead of
controlling it. Remotely viewing a handheld device helps you troubleshoot problems that the user
encountered. For example, you can observe how the user at a handheld device performs certain tasks
to ensure that the user performs a task correctly.

Remote Control: Lets you control a handheld device from the ConsoleOne® to provide user
assistance. With Remote Control connections, the administrator or remote users can go beyond
viewing the handheld device to taking control of it

To perform Remote View or Remote Control operations, perform the following tasks:

¢ Section 6.1, “Configuring WinCE Remote Management Policy,” on page 127
¢ Section 6.2, “Setting a VNC Password on the Handheld Device,” on page 127

+ Section 6.3, “Initiating a Remote View or a Remote Control Session,” on page 128

6.1 Configuring WinCE Remote Management
Policy

For detailed information on how to configure the WinCE Remote Management policy, see
Section 2.4.13, “WinCE Remote Management Policy,” on page 66.

6.2 Setting a VNC Password on the Handheld
Device

1 On the Handheld device, click Start, click Programs, click Communication, then click VNC
Password.

2 Enter a password.

IMPORTANT: Ensure that the password is unique and it is not the eDirectory™ password.

3 Click OK.
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6.3 Initiating a Remote View or a Remote Control
Session

This section contains the following information:

¢ Section 6.3.1, “Initiating a Remote View or a Remote Control Session from a Device Object,”
on page 128

¢ Section 6.3.2, “Initiating a Remote View or a Remote Control Session from a User Object,” on
page 129

6.3.1 Initiating a Remote View or a Remote Control Session
from a Device Object

1 In ConsoleOne, right-click the Windows CE device object that you want to remotely view or
control, click Actions, then click Remote Control.

NOTE: We recommend you to initiate a Remote View or Remote Control session in a secure
network environment.

The Remote Management dialog box is displayed.

remote Management— S

IP Address / DNS Name: | Ll

[T Remote View

OK Car-c:ell

2 In the Remote Management dialog box, do the following:
2a Select the IP address or the DNS name of the handheld device.

IMPORTANT: Ensure that the IP address or the DNS name of the device you want to
remotely control is correct.

2b (Conditional) If you only want to initiate a Remote View session, select the Remote View
option.
2c¢ Click OK.

2d If prompted, enter the VNC password of the device (which is set in Section 6.2, “Setting a
VNC Password on the Handheld Device,” on page 127).

NOTE: If the password contains more than eight characters, only the first eight characters
are validated.

128 Novell ZENworks 7 Handheld Management Administration Guide



6.3.2 Initiating a Remote View or a Remote Control Session
from a User Object

You can initiate a Remote View or a Remote Control session from a user object if a user is
associated to a handheld device.

1 In ConsoleOne, right-click user object, click Actions, then click Remote Control a Handheld.

NOTE: We recommend you to initiate a Remote View or Remote Control session in a secure
network environment.

The Remote Management dialog box is displayed.

Remote Management
Hancihielct: Pocket_PCNYOGITA,
IP Adidress /DNS Name:  [192.165.55.101 x|
[ Remate View

2 In the Remote Management dialog box, do the following:
2a Select the handheld device that you want to remotely view or control.
2b Sclect the IP address or the DNS name of the handheld device.

IMPORTANT: Ensure that the IP address or the DNS name of the device you want to
remotely control is correct.

2c (Conditional) If you only want to initiate a Remote View session, select the Remote View
option.
2d Click OK.

2e If prompted, enter the VNC password of the device (which is set in Section 6.2, “Setting a
VNC Password on the Handheld Device,” on page 127).

NOTE: If the password contains more than eight characters, only the first eight characters
are validated.
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Making System Configuration
Changes

This section discusses how to make configuration changes to your Novell® ZENworks® 7 Handheld
Management system.

The following sections contain additional information:

¢ Section 7.1, “Configuring User Authentication,” on page 131

¢ Section 7.2, “Configuring the Proxy Service,” on page 133

¢ Section 7.3, “Converting to Microsoft SQL Server,” on page 138

¢ Section 7.4, “Compacting and Repairing the Database,” on page 140

¢ Section 7.5, “Configuring the ZENworks Handheld Management Access Point and the Desktop
Synchronization Integration,” on page 141

¢ Section 7.6, “Configuring the ZENworks Handheld Management IP Clients,” on page 143

7.1 Configuring User Authentication

You can manage by both device and user (similar to ZENworks Desktop Management). If user-
based management is enabled, users are prompted for their credentials and ZENworks Handheld
Management authenticates the users using LDAP to log in to the directory.

During installation, you can configure user-based management of all of your handheld devices in
your ZENworks Handheld Management system. For more information, see “Installing the
ZENworks Handheld Management Server” in the Novell ZENworks 7 Handheld Management
Installation Guide.

You can also configure user-based management by following the procedure in this section to edit the
properties of the ZENworks Handheld Management Service object.

NOTE: If you do not want to enable user authentication for all handheld devices in your ZENworks
Handheld Management system, you can choose to not enable global user authentication during
installation or by following the procedure in this section. You can then configure either the Palm
Client Configuration policy or the WinCE Client Configuration policy to target only specific
handheld devices or groups of handheld devices.

If user authentication is enabled, the user is prompted for his or her credentials (username and
password) the first time the device connects/synchronizes. ZENworks Handheld Management then
authenticates the user using LDAP to login to the directory. After the user is authenticated, you can
target policies and applications to the user of the handheld device.

The user must enter the credentials only once; ZENworks Handheld Management does not prompt
the user for the credentials again. If a user who has been authenticated gives the device to another
person, you should reconfigure the user on the device using ZENworks Handheld Management
console on the device.
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If the device uses the Palm™* IP or Windows* IP client to connect, the user-authentication dialog box
displays on the handheld device. If the device uses Palm HotSync, the user-authentication dialog
box displays on the desktop computer during synchronization.

When the user is prompted for authentication, if he or she clicks Cancel, the handheld device can be
managed by device, but user-based management does not function because the user is not
authenticated. If the user mis-types the username or password, he or she is immediately prompted
for the credentials again.

NOTE: There are two places in ZENworks Handheld Management where users can be required to
enter a password: to authenticate to the directory as part of the Palm Client Configuration policy and
to power on a handheld device as part of the Palm Security policy. These two passwords are
independent of each other. For more information about the password users must enter to power on a
device, see “Palm Security Policy” on page 48.

To configure user authentication for all handheld devices in your system after installation:

1 InNovell ConsoleOne®, right-click the ZENworks Handheld Management Service object, then
click Properties.

2 Click the User Authentication tab.

General | Events | Access Points | Deskiop Sync Machines | [User Authentication || ZEMworks ~ | NDS Rights = | { [1]¥]
|| User Authentication |

........................... 1

[# Enable User Authertication on handneids
Search theze cortainers to suthenticate handheld uzer cradantials

" £ ZEN-Doc novell

" oetois.. | st | oeete |
Page Options... | cancel | oo | hHen |

3 Select the Enable User Authentication on Handhelds check box.

Checking this option forces all managed handheld devices to prompt users for user credentials
when the handheld device connects/synchronizes. After user credentials are entered, the
ZENworks Handheld Management Access Point (on the ZENworks Handheld Management
Server or on another machine) authenticates the user with the directory.

4 Click Add to open the Select Objects dialog box.
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5 Specify the containers that the ZENworks Handheld Management Access Point should search
when authenticating users, then click OK.

Be aware that subcontainers are not searched. You must specify each user container or
subcontainer individually.

6 Click the General tab, then click Scan Now to immediately force a scan so that the changes you
made to the Service object are sent to the ZENworks Handheld Management Server.

7 Click OK.

7.2 Configuring the Proxy Service

The proxy service is installed along with the ZENworks Handheld Management Access Point
Software and the Desktop Synchronization Software. The proxy service manages application
delivery, monitors application distributions sent by the ZENworks Handheld Management server,
and sends the results of those distributions back to the server. The proxy service also queues the
policies and ensures that they are delivered to handheld devices.

The proxy service starts and runs in the background each time the computer is started. On Windows
2000/XP machines, the proxy service runs as a service.

You can the Proxy Console utility to configure the communication mechanism that the proxy uses to
talk to the Zenworks Handheld Management Server. The proxy service has configuration settings for
which ZENworks Handheld Management server it should communicate with and options for dial-up
networking and message transfers.

To make configuration changes to a proxy service on a Windows 2000 machine, the user must be at
least a Power User on the machine.

The following sections contain additional information:

¢ Section 7.2.1, “Configuring Network Settings,” on page 133

*

Section 7.2.2, “Configuring Network Usage Restrictions,” on page 134

*

Section 7.2.3, “Configuring Dial-Up Communications,” on page 136

*

Section 7.2.4, “Enabling or Disabling Message Transfers,” on page 136

*

Section 7.2.7, “Connecting to the ZENworks Handheld Management Server,” on page 138

7.2.1 Configuring Network Settings

1 Run console.exe from the zfhap directory (by default, program files\novell\zfhap).
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_ 2EMworks Handheld Management - I:I!il

File Opsrations View Help

Device Name: Dwnes Last Connecled Device GUID

< Ul hred>

2 Click Operations > Configure > Server Communications.

Proxy Communication Settings ' d |

Netwerk Setlings | LDWP Configuration |

¥ | Use TCF/IP to transfer messages
~ Server

Thiz iz the server that this prosy will communicate with. &n altemate IP
addvess to access this server may be specified.

fgdiess:  |locakost Check Name
Altesnste: | Check Hame
I Use HTTP encapsulation
[T UseSsL

|- Aeeent next root certiiicate

¥ Use default port TCP Fort: |_-,-4_-4g

Dilup Setiings. |

Network Usage Restictions... |

0K | Cancel |

Alternate addresses can be defined for the server when the server is on a network that defines one set
of IP addresses for internal traffic and another set of IP addresses for traffic from outside of the
firewall, for instance when you are using Network Address Translation (NAT).

To configure HTTP/SSL settings, see Appendix B, “Configuring SSL and HTTP Settings,” on
page 157.

7.2.2 Configuring Network Usage Restrictions

Network usage restrictions allow you to pick how TCP/IP connections are made by the proxy
service and to set bandwidth limitations. In most situations, the default settings should be sufficient.
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To configure network usage restrictions:

1 Run console.exe from the zfhap directory (by default, program files\novell\zfhap).
2 Click Operations > Configure Communications.

3 Click Network Usage Restrictions in the Network Settings page.

Network Usage Restrictions

i~ Device usage

Sedact each lype of connection that the client i alowed to usa for
sending and receiving messages.

w|DUM test
w| Digdup Connechion for gw
Y PH o cal

Diakup barchvidth usage
Specify how much of the available bandwidth the client should use
when lransfering messages aver existing dialup connections.
100% bandwidth
10% —J 100

ok | Cancel |

4 Specify the settings in the fields:

LAN Adapter: The proxy service tries to make a TCP/IP connection to the ZENworks
Handheld Management server using the installed LAN adapter (this is how a normal
connection would be made by a proxy service directly connected to the LAN).

Because the proxy service periodically tries to connect to the server, this option should be
disabled if there is no way to connect to the ZENworks Handheld Management server via the
LAN. For example, if the user is in a remote office that never directly connects to the LAN but
has a LAN adapter installed.

Dial-Up Phone Book Entries: Lists the current dial-up networking connections that have been
configured on the proxy service.

You might want to disable a dial-up connection in order to limit the bandwidth used by a
specific connection. For example, you might not want ZENworks Handheld Management to
use a dial-up connection that is used strictly for a cellular modem.

Dial-Up Bandwidth Usage: Allows you to set how much bandwidth ZENworks Handheld
Management can use when transferring messages over dial-up connections. By default, proxy
services uses the maximum bandwidth available.

On occasion, the user might want to limit the bandwidth ZENworks Handheld Management
uses, especially if other processes are using the dial-up connection at the same time ZENworks
Handheld Management is transferring messages.

For example, if users are downloading large files from the network, they might want to limit
the amount of bandwidth ZENworks Handheld Management is using so that the file download
finishes faster. If necessary, you can also disable message transfers to keep ZENworks
Handheld Management from sending messages. For more information, see “Enabling or
Disabling Message Transfers” on page 136.
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7.2.3 Configuring Dial-Up Communications

You can configure the proxy service to automatically attempt to connect to the server using a dial-up
connection.

When dial-up networking is configured, the proxy service automatically attempts to dial up the
ZENworks Handheld Management server to exchange messages. You can configure the frequency
of dial-ups and how long to wait for the next dial-up after the client has connected.

Before setting up the proxy service to use dial-up networking, the proxy service must have a valid
phone book entry in the Dial-Up Networking folder on the client. This entry should connect you to a
server that gives you access to the server.

To configure the proxy service to use dial-up networking:

1 Run console.exe from the zfhap directory (by default, program files\novell\zfhap).
2 Click Operations > Configure > Server Communications.
3 Click Dial-Up Settings.

The Dial-Up Settings page is displayed.

Dial-up Settings e e

v Use digkup networking when not docked on LAN

— Dial-up settings
Usze phone book. entry: lJ

[~ Only dishup after not connecting for I‘.' days
Allow dal-up
Between |'|2;DI],&,|.-1 == and ]12;UD,¢.M == Rety |4 times

¥ Sun W Mon W Tue ¥ wed W Thu K Fi ¥ Sat

Advanced Diskup Settings . |

ok | Cancel |

4 Select the Use Dial-Up Networking When Not Docked on LAN check box.
5 Select a phone book entry from the drop-down list.

6 To configure how frequently the proxy service attempts to dial up the server, select Only Dial
Up After Not Connecting for _ Days, then specify the number of days.

7 To configure when the proxy service should attempt to dial up the server, configure the
schedule in the Al/low Dial-Up group box.

8 To configure details of the dial-up, such as logon information, select Advanced Dial-Up
Settings, make any configuration settings, then click OK.

9 Click OK.

7.2.4 Enabling or Disabling Message Transfers

Message transfers enable the proxy service to send messages to the ZENworks Handheld
Management server. Normally, you should always leave message transfers enabled.
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To enable or disable message transfers:

1 Run console.exe from the zfhap directory (by default, program files\novell\zfhap).

2 To enable transfers, click Operations, then click Enable Message Transfers.

or

To disable transfers, click Operations, then click Disable Message Transfers.

By default, message transfer is enabled and new messages are automatically placed in the proxy
service’s message queue or out box.

7.2.5 Configuring Handheld Communications

You can configure the settings used by the IP client on the handheld to communicate with the
ZENworks Handheld Management Access Point.

1 Start console.exe from the zfhap directory.

Handheld Communication Settings |

Access Peint: [localhast

I¥ Enable HTTF Encapsulation

[ Ernable 551
P Ancept
Post Configuraiion
[+ Uze defandt port Plost: |=
ok | Cancel |

2 Click Options > Configure > Handheld Communications.

3 In the Handheld Communication Settings dialog box, configure the following options:

*

*

*

If you want the handheld to use HHTP, select the Enable HTTP Encapsulation check box.
If you want the handheld to use SSL, select the Enable SSL check box.

If you want the handheld to communicate with SSL over HTTP, select both the Enable
HTTP Encapsulation and the Enable SSL check boxes.

If you want the handheld to connect to a port other than the default, deselect the Use
Default Port check box and specify the port the handheld should use to connect to the
ZENworks Handheld Management Access Point.

7.2.6 Configuring IP Communication for the ZENworks
Handheld Management Access Point

To configure the Access Point communication, click Options > Configure > Access Point
Communications. Alternatively, you can configure Access Point communication by launching
cfgip.exe from the zfhap directory. For more information, see Section B.1, “Configuring the SSL
and HTTP Communication between the ZENworks Handheld Management Server and the
ZENworks Handheld Management Access Point,” on page 158.
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7.2.7 Connecting to the ZENworks Handheld Management
Server

You can ensure that the proxy service can locate the ZENworks Handheld Management server and
exchange messages by using the Connect to Server option in the Operations menu of the proxy
service console.

When you use this option, the proxy service attempts to connect to its assigned server, and, if the
server is found, it forwards any pending messages to the server.

To force a connection to the ZENworks Handheld Management server:

1 Run console.exe from the zfhap directory (by default, program files\novell\zfhap).

2 Click Operations, then click Connect to Server.

TIP: If the Connect to Server option is not available, the proxy server will not be running.

If the server cannot be found, ensure that the ZENworks Handheld Management server service is
running on the ZENworks Handheld Management server machine and that you are properly
connected to the network.

7.3 Converting to Microsoft SQL Server

If you configured the ZENworks Handheld Management Server to use the internal ODBC-
compatible database, you can upgrade to a Microsoft* SQL Server database if you have Microsoft
SQL Server installed.

To convert the internal ODBC-compatible database to Microsoft SQL Server:
¢ The ZENworks Handheld Management Server machine must be able to access the Microsoft
SQL Server machine on the network.
¢ The person logged in when running the SQL conversion tool must have a server role of System

Administrator to convert the database.

After the database is successfully upgraded, the System Administrator permission can be removed.
The ZENworks Handheld Management Server user and the user running the ZENworks Handheld
Management console just need database access of db_datareader and db_datawriter.

To convert the database to Microsoft SQL Server:

1 Use either Windows Explorer or the command prompt on the ZENworks Handheld
Management installation machine to access the ZENworks Handheld Management Server
installation directory.

2 From the installation directory, run sqlconv.exe (by default, in program
files\novell\zfh) to open the SQL Server Converter wizard.

3 Click Next.
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SQL Server Converter x|

Installation Location:
D:MProgram Files\MowvelNZIH

What iz the name of the S0L Server machine that wou
Finish would ke the databaze created on?

< Back I Mt | Cancel |

4 Type the name of the machine where Microsoft SQL Server is installed, then click Next.

’__ Start
—I what name da you want to uze for the SOL Server
|:| a databasze?

T Database
Finish

<Bock [ Mew> |  concel |

5 Type the name you want to assign to the ZENworks Handheld Management database when it is
created in SQL, then click Next.

SOL Server Converler E

Your data will be capied to the fallowing database:

SOL Server Machine:  |ni_test

SOL Server Database:  ZiH

Finigh

Chck Firish to convert the database.

< Back Cancel
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This page shows the name of the SQL Server machine and the name you are assigning to the
database.

6 Click Finish to convert your current ZENworks Handheld Management database to an SQL
Server database.

The time it takes for the database conversion depends on the size of the database and number of
records to process.

7.4 Compacting and Repairing the Database

As the number of distributions you run increases, the size of the databases at the server and on the
proxy service computers grows.

ZENworks Handheld Management provides separate tools to reduce the size of the server and proxy
service databases.

The ZENworks Handheld Management tools to compact and repair the server database are for the
internal ODBC-compatible databases only. If you have configured ZENworks Handheld
Management to use Microsoft SQL Server, use the utilities provided with Microsoft SQL Server to
perform database maintenance.

The following sections contain additional information:

¢ Section 7.4.1, “Compacting the Server Database,” on page 140
¢ Section 7.4.2, “Compacting the Proxy Service Database,” on page 141
¢ Section 7.4.3, “Compacting and Repairing the Database,” on page 141

7.4.1 Compacting the Server Database

Before performing database operations, you should back up the ZENworks Handheld Management
installation directory (specifically serverdata.mdb).

Before compacting a server database, make sure to shut down all ZENworks Handheld Management
applications, including ConsoleOne.

Make sure that no other computer is accessing the database (for example, a remote copy of
ConsoleOne).

If another computer has the database locked, you receive an error message if you try the operation.
Shut down the ConsoleOne on that computer and retry the operation.

To compact the server database:

1 Use either Windows Explorer or the command prompt on the ZENworks Handheld
Management installation machine to access the ZENworks Handheld Management Server
installation directory.

2 From the installation directory, run dbtool.exe.

3 Ifyou are sure no other process is accessing the database (for example, a remote installation of
ConsoleOne), click OK.

The database is compacted and the service is restarted.
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7.4.2 Compacting the Proxy Service Database

The proxy service database can be compacted by using dotool .exe from the command line in the
client installation directory (program files\novell\zfhap).

To compact a proxy service database:
1 Use the command prompt on the ZENworks Handheld Management proxy service machine to
access the ZENworks Handheld Management client installation directory.
2 From the installation directory, run dotool.exe/proxy /compact.

You are reminded that the ZENworks Handheld Management client is stopped and restarted
after the database is compacted.

3 Click OK.

7.4.3 Compacting and Repairing the Database

If the server internal ODBC-compatible database or proxy service database cannot be opened when
ZENworks Handheld Management or the proxy service starts, you might need to compact and repair
the database.

If the database is corrupt, you might see a message in the log file that indicates that the database
could not be opened. To compact and repair the database, you need to use the dotool command
with the /compact option. Other dbtool options are described below.

Table 7-1 DBtool options

Option Function

/compact Compact and repair a database
/proxy Perform on a proxy service database
[server Perform on a server database

For example, to repair a proxy service database, enter dbtool /proxy /compact.

Dbtool.exe is installed in the zfh and zfhap installation directories.

7.5 Configuring the ZENworks Handheld
Management Access Point and the Desktop
Synchronization Integration

The IP conduit is used by ZENworks Handheld Management IP service clients to transfer messages.
It is installed when the ZENworks Handheld Management Server or ZENworks Handheld
Management Access Point is installed. For more information, see “Installing the ZENworks
Handheld Management Access Point on Additional Computers” in “Installing ZENworks Handheld
Management Server Components” in the Novell ZENworks 7 Handheld Management Installation
Guide.
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You can configure how much bandwidth ZENworks Handheld Management should allow when the
handheld IP client connects to the IP conduit and how often clients should try to connect to the IP
conduit after failing to connect.

These settings are found in the registry on the IP conduit machine (the sync machine).
The following sections contain additional information:

¢ Section 7.5.1, “Configuring Bandwidth Usage,” on page 142
¢ Section 7.5.2, “Configuring Client Retries and Power Down (or Suspend),” on page 142

7.5.1 Configuring Bandwidth Usage

If you have a very limited bandwidth (for example, a wireless network where multiple applications
use the TCP/IP connection), you can limit how much bandwidth the ZENworks Handheld
Management handheld IP client should use.

On the IP conduit machine (the sync machine where the Desktop Synchronization Integration is
installed), the throttle setting is found in the value name Throttle in the following registry entry:

HKEY LOCAL MACHINE\SOFTWARE\Novell\ZENworks for Handhelds Proxy\Current
Version\IP Conduit\Throttle

By default, ZENworks Handheld Management is configured to use 100 percent of available
bandwidth, which is a setting of 100 (decimal) in the Throttle value. If you set it to 50, ZENworks
Handheld Management uses just 50 percent of available bandwidth.

If you change this setting, you should test how it works in your environment. Lowering the throttle
value causes ZENworks Handheld Management messages (that is, applications) to take longer to
download to the handheld device.

7.5.2 Configuring Client Retries and Power Down (or Suspend)

Windows CE devices power down or suspend by default after a predefined number of minutes of
inactivity. This counter is reset if there is any activity on the device (for example, a synchronization,
using the keyboard, and so forth).

Because the IP client periodically attempts to connect to the IP conduit after a failed connection, the
counter is reset whenever the IP client attempts to connect to the server. To prevent this, the IP client
uses a default retry connection interval of 60 seconds plus whatever the battery power off setting is
(by default, 3 minutes).

Without this default, the device might never power down or go into suspend mode.

On the other hand, if your users only connect for short periods of time, the interval might be set too
high for the client to connect to the IP conduit and therefore your users might not connect to the IP
conduit frequently enough.

If your users connect for short periods of time and you are concerned that they might not be getting
their ZENworks Handheld Management messages because the minimum connection interval is set
too high, you can change the Minimum Connect Retry value in the registry.

This value is found in the registry on the IP conduit machine in:

142 Novell ZENworks 7 Handheld Management Administration Guide



HKEY LOCAL MACHINE\SOFTWARE\Novell\ZENworks for Handhelds Proxy\Current
Version\IP Conduit\Minimum Connect Retry

The setting at the server applies to all handheld devices.

By default, the registry value is 0. This default behavior means that the IP client on the handheld
device waits 60 seconds plus the battery power auto shutoff setting on the handheld device (by
default, 3 minutes) to connect to the IP conduit.

The values are in seconds. If you set the value to 25, ZENworks Handheld Management waits 25
seconds between retry attempts.

7.6 Configuring the ZENworks Handheld
Management IP Clients

The ZENworks Handheld Management IP clients connect directly to the IP conduit on the
ZENworks Handheld Management Server or ZENworks Handheld Management Access Point
computer, allowing management of Palm OS and Windows CE devices without requiring any third-
party synchronization software. For more information, see “Installing the Handheld Clients” in
“Installing ZENworks Handheld Management” in the Novell ZENworks 7 Handheld Management
Installation Guide.

The following sections contain additional information:

¢ Section 7.6.1, “Configuring the ZENworks Handheld Management Palm OS IP Client,” on
page 143

¢ Section 7.6.2, “Configuring the ZENworks Handheld Management Windows CE IP Client,” on
page 145

7.6.1 Configuring the ZENworks Handheld Management Palm
OS IP Client

The ZENworks Handheld Management Palm OS IP client has a console (the ZENworks Handheld
Management console) that allows you to do the following:

*

Configure the address of the IP conduit and port number to use

*

Stop and start the proxy service
+ View the log

¢ Force a connection to the IP conduit
To start the ZENworks Handheld Management Palm OS IP client console:

1 Click the ZENworks Handheld Management console from the Palm OS device’s Application
Launcher screen.

2 Click Connect Now.
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B Palm OS5

ZENworks

Novells ZENworkse
Handheld Management

[ Connect Now

=10)

Last connectedat 3/9/04
3:31 pm to 127.0.0.1 using
AT&T WarldNet.

or

Click ZENworks Handheld Management console at the top of the screen to open the drop-down
list, then click an option.

B Palm 05

Credentials /' C
Server ~ S
View Log SV jent
About... A

I Connect Now

Last connectedat 379704
3:31 pm to 127.0.0.1 using
ATE&T WarldNet.

The following table describes the available options:

Table 7-2 ZENworks Handheld Management Palm OS IP Client Console Options

Click To

Configure Configure the handheld server address or port number
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Click To

View Log View the client log file and enable diagnostic logging

About View the Palm IP client version number and copyright information.

7.6.2 Configuring the ZENworks Handheld Management
Windows CE IP Client

The ZENworks Handheld Management Windows CE IP client has a console (console.exe) that
allows you to do the following:

¢ Configure the address of the IP conduit and port number to use
¢ Stop and start the proxy service
¢ View the log

¢ Force a connection to the IP conduit
To start the ZENworks Handheld Management Windows CE IP client console:

1 Click console.exe on the Windows CE device.

Depending on the type of Windows CE device you have, the console looks similar to the figure
below:

8| 2ENworks 357 (D

ZEMwarks Clisnt
YWersion 7.0.0,.52207
Copyright @ Movell®, Inc, 1997-2005

| View Log... || Configure... |

| Stop Client || Connect Now |

Device Installation Id:
|28CCEIC?EI-EQEID-‘lﬂ.BF-EI3EI?-2EIEF244F |

Current Client Status;
|Idle |

E|“

The following table describes the available options:

Table 7-3 ZENworks Handheld Management Windows CE Client Console Options

Click To
Configure Configure the handheld server address or port number
Log View the client log file and enable diagnostic logging
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Click To

Connect Now Force a connection to the IP conduit

Stop/Start Client Stop/start the client
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Troubleshooting

The following sections contain troubleshooting tips and frequently asked questions about Novell®
ZENworks® 7 Handheld Management:

¢ Section A.1, “Error Logs,” on page 147

¢ Section A.2, “ConsoleOne Status Pages,” on page 147

¢ Section A.3, “Error Messages,” on page 148

¢ Section A.4, “Troubleshooting Strategies,” on page 149

¢ Section A.5, “Contacting Technical Support,” on page 155

A.1 Error Logs

If you are experiencing a problem, examine the following error logs for insight into errors, warnings,
or informational messages recorded by ZENworks Handheld Management:

Table A-1 ZENworks Handheld Management Error Logs

Log Description

Windows 2000/XP Event Viewer Check the Windows NT*/2000 Event Viewer log for errors,
warnings, and alerts logged by the ZENworks Handheld
Management Server service.

Server Error Log (statuslog. txt) Check the log file in the ZENworks Handheld Management
Server installation directory for errors or informational
messages logged by ZENworks Handheld Management.

Client Error Log Check the log file in the ZENworks Handheld Management
Access Point installation directory for errors or
informational messages logged by the proxy service.

A.2 ConsoleOne Status Pages

If you are experiencing problems with policies not being enforced, query-based groups not being
updated, or handheld applications not being distributed, you can view status pages in Novell
ConsoleOne® to help you troubleshoot these problems.

ZENworks Handheld Management lets you view the following types of status information:

Policy Status: You can view policy status information for each enabled policy, including a list of all
handheld devices that a policy is associated with, the status of each policy, and the date and time that
the policy was last enforced. You can also view status information about all policies associated with
a specific handheld device. For more information, see Section 2.6, “Viewing Policy Status
Information,” on page 76.
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Handheld Group Status: You can view the status of handheld groups, including a list of all
handheld devices that are members of a specific group, a list of policy packages that are associated
with a particular Handheld Group object, and a list of Handheld Application objects that are
associated to a particular Handheld Group object. For more information, see Section 3.2.2,
“Viewing the Properties of a Group,” on page 89.

Handheld Application Status: You can view a list of all the Handheld Application objects
distributed by the selected ZENworks Handheld Management Service object, the status of each
object, and the version number of each Handheld Application object. For more information, see
Section 4.3, “Displaying Handheld Application Object Status,” on page 106.

ZENworks Handheld Management Service Object Events: You can view event information
about policy packages, updates to query-based groups, or Handheld Application objects that the
ZENworks Handheld Management server has sent (or, in the case of unsuccessful distributions, tried
to send) to associated handheld devices.

1 In ConsoleOne, right-click the ZENworks Handheld Management service object, then click
Properties.

2 Click the Events tab.

Properities of W2K_ZiHService

General | Events |Proxies | ZEMworks + | NDS Rights = | Gther | Rights to Files and Folders |
| Events

Tirme | Object | Action | statws |
Aug 27, 2002 10217 PM | query Duery-based Group Updale Failed
Aug 27, 2002 120216 PM | guery |Guen-hased Group Update [Failed
AUg 27, 2002 11:12:00 AM [test |Send Application |Successl
Aug 27, 2002 11:03:31 AM | Palm Security Policy [Send Policy [Successiul
Aug 27, 2002 11:03:31 AM [Falm Configuration Policy |Gend Policy |Successfui

Status: Wark completed

Purging. .- | SIE | Refresh | EIOEE e |

Fage Oplions.. I | )3 I Canr.sll Ry | Help I

A.3 Error Messages

¢ “Failed to connect to server” on page 149

+ “Shortcut is not created on the device. Policy status shows error as “The device has already
maximum number of shortcuts” on page 149

¢ “Unable to configure button <Button X>. The button was not found” on page 149
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Failed to connect to server

Possible Cause: The Remote Management policy has not been configured for the Windows CE
device you want to remotely control or remotely view.

Action: Configure the Remote Management policy. For detail information on how to
configure the policy, see Section 6.1, “Configuring WinCE Remote
Management Policy,” on page 127.

Possible Cause: The Windows CE device you want remotely control or remotely view does not
have a network IP address.

Action: Ensure that the Windows CE device you want remotely control or remotely
view has a network IP address.

Shortcut is not created on the device. Policy status shows error as “The device has
already maximum number of shortcuts

Possible Cause: Some PPC devices limit shortcut creation to the seven files in the Start menu.

Action: Click Start > Settings > Menu. Deselect some of the selected shortcuts and
enforce the policy.

Unable to configure button <Button X>. The button was not found

Possible Cause: The button name configured in the policy is not same as the button name that
appears on the device. For example, on some devices the button names contain
spaces, such as Button 1 and Button 2. However, on other devices button
names appear without space, such as Button 1 and Button 2.

Action: While configuring the policy, make sure the button name in the policy is
identical to the button name on the device. The button names on the device are
found under Settings on the Button Configuration page.

A.4 Troubleshooting Strategies

The following sections provide suggestions and troubleshooting tips to problems you might
encounter when using ZENworks 7 Handheld Management:

¢ “Why doesn’t my handheld device display in ConsoleOne or in the ZENworks Handheld
Management Inventory Viewer?” on page 150

+ “Why are policies that I have configured and enabled not being enforced on individual
handheld devices?”” on page 150

¢ “Why are handheld applications not being installed on individual handheld devices?” on
page 151

¢ “Why don’t I see ZENworks Handheld Management inventory information for my registered
handheld devices?”” on page 152

¢ “How does ZENworks Handheld Management manage handheld devices that synchronize at
multiple computers?” on page 152

+ “My backup program reports that the ZENworks Handheld Management database files cannot
be backed up because they are open. Is there a way to shut them down for the backup?” on
page 152

¢ “The ZENworks Handheld Management Client is not Pushed to the Palm Device” on page 153
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¢ “Unable to Remotely Control or Remotely View a Windows CE Device” on page 153

¢ “Even though the WinCE Configuration Access Point Policy, WinCE Remote Management
Policy, or WinCE Configuration Policy for Uninstalling Applications is not Enforced on the
Windows CE Device, the Policy Status is Reported as Enforced” on page 154

+ “How to Change the User Account in Novell eDirectory After Installing ZENworks 7
Handheld Management Server?” on page 154

¢ “A Handheld device’s software inventory information in ConsoleOne is not updated.” on
page 154

+ “Even though the device is connected all the time, the last connected time in ConsoleOne is not
updated.” on page 154

+ “Communication through SSL configuration does not work in a ZENworks Handheld
Management setup comprising of the server, Access Points and, the handheld device” on
page 155

Why doesn’t my handheld device display in ConsoleOne or in the ZENworks
Handheld Management Inventory Viewer?

Action: Before handheld device objects are displayed in ConsoleOne, you need to set
up the Handheld Import policy. For more information, see Chapter 1, “Setting
Up Handheld Import,” on page 11.

Possible Cause: You did not associate the Handheld Import policy correctly.

Action: The Handheld Import policy you configured and enabled is not in effect until
you associate its policy package with a ZENworks Handheld Management
service object or a container object that contains the ZENworks Handheld
Management service objects. For more information, see Section 1.3,
“Associating the Handheld Service Package,” on page 16.

Possible Cause: You enabled and associated the Handheld Import policy after the handheld
devices connected to the ZENworks Handheld Management Access Point.

Action: Resynchronize or connect the devices to import them into ZENworks
Handheld Management.

Action: If you are using the sync client, the handheld device needs to synchronize
(possibly three times) after the ZENworks Handheld Management Desktop
Synchronization Integration is installed on the computer it synchronizes with.

Why are policies that | have configured and enabled not being enforced on
individual handheld devices?

Action: Policies can be scheduled to run at a certain time. During creation, all policy
packages are given a default run schedule (EventHandheldSync, by default).
This means that all applicable policies in this package are enforced every time
a handheld device connect/synchronizes.

If you enable a policy but fail to schedule it, it runs according to the schedule
currently defined in the Default Package Schedule.

You can change the default schedule for an entire policy package or for
individual policies. For more information, see “Scheduling Packages and
Policies” on page 74.
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Possible Cause:

Action:

NOTE: Be aware that changing the policy package’s schedule or an individual
policy’s schedule to run too frequently affects performance, depending on your
environment. The default schedule should be adequate for most situations.

If you have configured and enabled policies, but they have not been enforced
on individual handheld devices, consider the following:

1. When you configure and enable policies, ConsoleOne records the new
information in the directory.

2. The ZENworks Handheld Management Server scans for new information
hourly, by default. You must wait for up to one hour to ensure that the
Handheld Management Server has received the policy changes,
depending on when the last scan was performed. Or, you can force an
immediate directory scan to ensure that the Handheld Management
Server receives the new policy changes by right-clicking the ZENworks
Handheld Management Service object, clicking Actions, then clicking
Scan Now.

3. For Palm OS and Windows CE devices, the default Policy Package
Schedule is EventHandheldSync (whenever the handheld device
connects/synchronizes); for BlackBerry devices, the default Policy
Package Schedule is once per day. If you have changed the default Policy
Package Schedule, it might take longer to enforce the policy changes on
the associated handheld devices. In addition, if the handheld devices were
unable to connect to the ZENworks Handheld Management system
(because of connectivity problems, for example), you might need to
reconnect/resynchronize the devices.

The ZENworks Handheld Management proxy service has not yet connected to
the ZENworks Handheld Management server.

You can force an immediate connection to the ZENworks Handheld
Management server using the ZENworks Handheld Management Proxy
Console on the proxy service machine (the Windows machine that the
handheld device synchronizes with).

To force an immediate connection to the ZENworks Handheld Management
server: from the ZENworks Handheld Management Access Point service
installation directory

(program files\novell\zfhap by default), run console.exe, click
Operations, then click Connect to Server.

Why are handheld applications not being installed on individual handheld devices?

Possible Cause:

Action:

Possible Cause:

The Handheld Application object is not configured properly.

Configure the Handheld Application object properly. For more information,
see “Configuring a Handheld Application Object” on page 100.

The application has already been installed on the handheld device. ZENworks
Handheld Management does not re-install an application that is already
installed on the device.
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Action: You can force an application to be installed, even if it has already been
installed on the device, by using the Resend button on the Application Status
page of the application object. You cannot force ZENworks Handheld
Management to resend an application by deleting the application from the
handheld device; you must use the Resend button.

Possible Cause: The storage device is not available for a Palm OS device. When you configure
the Handheld Application object, you can specify that the files be installed on
a storage card on a Palm OS device. If you selected the Install Files on Storage
Card option in Step 11 on page 102, ZENworks Handheld Management
installs the files only to a storage card. If the storage card is not available, the
installation fails; ZENworks Handheld Management does not install the files
in the Palm OS device’s main memory.

Why don’t | see ZENworks Handheld Management inventory information for my
registered handheld devices?

Action: If you are using the ZENworks Handheld Management sync client, for most
synchronization packages, inventory is collected by ZENworks Handheld
Management every time the device synchronizes. The ZENworks Handheld
Management client on the handheld device must be run manually before
synchronizing for ZENworks Handheld Management to get the latest
inventory information.

If the handheld device is new to the ZENworks Handheld Management
system, you might need to synchronize the device three times. The first time
the device synchronizes with the proxy service computer, the handheld client
is installed. The second time, the handheld device registers with the ZENworks
Handheld Management server. The third time, inventory information is sent to
the proxy service for forwarding to the ZENworks Handheld Management
server.

How does ZENworks Handheld Management manage handheld devices that
synchronize at multiple computers?

Action: ZENworks Handheld Management allows handheld devices to synchronize at
multiple computers. If you are using the ZENworks Handheld Management
sync client and you want to be sure software is distributed and inventory
collected whenever a device synchronizes, you should install the ZENworks
Handheld Management Access Point on every computer where a handheld
device synchronizes. For more information, see “Installing the ZENworks
Handheld Management Access Point on Additional Computers” in “Installing
ZENworks Handheld Management Server Components” in the Novell
ZENworks 7 Handheld Management Installation Guide.

My backup program reports that the ZENworks Handheld Management database
files cannot be backed up because they are open. Is there a way to shut them down
for the backup?

Action: The ZENworks Handheld Management server keeps the ZENworks Handheld
Management database files open so that they can record any result information
they receive. You can shut down the ZENworks Handheld Management server
and messenger services before the backup and restart them after the backup.
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If your backup program supports pre- and post-backup commands, you can
have the backup program perform the work of stopping and starting the
services. Otherwise, you need manually start and stop the services and back up
the information.

Before stopping the services, close the ZENworks Handheld Management
console and ensure that no remote administrators are accessing the installation.

To stop the services from the command line, enter:
net stop “ZENworks Handheld Management Server”
To restart the services from the command line, enter:

net start “ZENworks Handheld Management Server”

The ZENworks Handheld Management Client is not Pushed to the Palm Device

Action:

Possible Cause:

Action:

Ensure that ZENworks 7 Handheld Management Access Point or Desktop
Synchronization Integration Software is installed.

The Palm device has been synchronized to Palm HotSync only after the
installation of ZENworks 7 Handheld Management Access Point or Desktop
Synchronization Integration Software.

Do the following:

1 Run console.exe from Access Point or Desktop Synchronization
Integration Software installation directory. By default, ZENworks
Handheld Management Access Point is installed in c: \program
files\novell\zfhap, and Desktop Synchronization Integration
Software is installed in c: \program files\novell\zfhds.

The ZENworks Handheld Management dialog box is displayed.
2 Click Operations, then click Scan for Palm OS Handhelds.
The following confirmation message is displayed:

Count of the Palm handhelds new Palm 0S handhelds have been
identified.

3 Synchronize the device again.

Unable to Remotely Control or Remotely View a Windows CE Device

Possible Cause:

Action:

Possible Cause:

Action:

The Remote Management policy has not been configured for the Windows CE
device you want to remotely control or remotely view.

Configure the Remote Management policy. For detail information on how to
configure the policy, see Section 6.1, “Configuring WinCE Remote
Management Policy,” on page 127

The Windows CE device you want remotely control or remotely view does not
have a network IP address.

Ensure that the Windows CE device you want remotely control or remotely
view has a network IP address.
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Possible Cause: The Windows CE device that you want to remotely control or remotely view is
already being remotely managed.

Action: Do the following:

1 Terminate the existing Remote Control or Remote View session.

2 Start the Remote Control or the Remote View session.

Even though the WinCE Configuration Access Point Policy, WinCE Remote
Management Policy, or WinCE Configuration Policy for Uninstalling Applications is
not Enforced on the Windows CE Device, the Policy Status is Reported as Enforced

Possible Cause: The handheld client has ZENworks 6.5 Handheld Management installed, and
the Handheld Management server has ZENworks 7 Handheld Management
installed.

Action: Upgrade the handheld client to ZENworks 7 Handheld Management.

For more information on to how upgrade the client, see “Upgrading the
Windows CE or Palm OS IP Clients” in the Novell ZENworks 7 Handheld
Management Installation Guide.

How to Change the User Account in Novell eDirectory After Installing ZENworks 7
Handheld Management Server?

Action: Do the following:

1 Run cfgsrvr.exe from the
ZENworks Handheld Management Server installation director
y\program files\novell\zfh

2 In the Directory User Information page, enter the new user account name
and password.

3 Complete the wizard.

A Handheld device’s software inventory information in ConsoleOne is not updated.

Possible Cause: By default, a device’s software inventory is collected every 24 hours. If the
device is not cradled for more than 24 hours, software inventory cannot be
collected. As a result, the software inventory that displays in ConsoleOne is
not updated and is out of date. When the device is reconnected to the cradle,
the information in ConsoleOne is updated. The frequency that software
inventory is collected cannot be changed from the 24-hour default.

Even though the device is connected all the time, the last connected time in
ConsoleOne is not updated.

Possible Cause: By default, a device makes a connection to the ZENworks Handheld
Management server every hour. Some PPC devices in idle mode do not make
the connection.

Action: Use the WinCE Configuration Policy to change the power settings on the
device so it doesn’t go into idle mode. While configuring the WinCE policy,
select Disabled for the On battery power and On external power settings on
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the Power tab of the WinCE Configuration Policy. For more information on
WinCE Configuration Policy, see Section 2.4.10, “WinCE Configuration
Policy,” on page 55.

Communication through SSL configuration does not work in a ZENworks Handheld
Management setup comprising of the server, Access Points and, the handheld
device

Possible Cause: During the configuration of the SSL communication between the ZENworks
Handheld Management server and the ZENworks Handheld Management
Access Point, the machine name specified in the Common name option does
not match the name specified during the installation of the ZENworks
Handheld Management Server.

Action: In the Common name option, specify the name of the machine as specified
during the installation of the ZENworks Handheld Management Server.

Possible Cause: During the configuration of the SSL communication between the ZENworks
Handheld Management server and the ZENworks Handheld Management
Access Point, the DNS name of the machine specified in the Common name
option is not resolvable by the network.

Action: Perform the following steps:
1 Modify the name of the machine to specify the DNS name that is
resolvable by the network:

1a Stop the ZENworks Handheld Management Services running on the
system.

1b Run cfgSrvr.exe from ZENWorks Handheld Management
installation folder to launch the ZENworks Handheld Management
wizard.

1¢c Read the information on the initial screen, then click Next.

1d On the Database Type page, select Microsoft SOL Server and specify
the new name in the Machine name option.

1e (Conditional) If you choose to use the internal database, select
Internal ODBC-compatible database.

1f Follow the on-screen prompts in the wizard.

2 Specify the modified DNS name in the Common name option.

For information on SSL Configuration, see Appendix B, “Configuring SSL
and HTTP Settings,” on page 157.

A.5 Contacting Technical Support

If your troubleshooting efforts do not provide an answer to your questions, Novell Support
(http://www.novell.com/support) provides a range of support options to access top-quality technical
support.
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Configuring SSL and HTTP
Settings

By default, Novell® ZENworks® Handheld Management uses TCP/IP for communications between
the ZENworks Handheld Management Access Point and ZENworks Handheld Management Server
and between the handheld device and the ZENworks Handheld Management Access Point.

If you have just one ZENworks Handheld Management Access Point (installed as part of the
ZENworks Handheld Management Server), there is no reason to turn on HTTP or SSL because the
traffic between the ZENworks Handheld Management Access Point and the ZENworks Handheld
Management Server is not going over the network. But you can enable HTTP and SSL for

communication between handheld devices and the ZENworks Handheld Management Access Point.

If you configure SSL at the client and the server, additional encryption and verification is done on
the data and the data source.

If you have installed the ZENworks Handheld Management Access Point on additional computers
outside your firewall or if you have handheld devices connecting from outside a firewall, you might
want to enable HTTP or SSL so that you do not need to open a port in the firewall or if you want all
ZENworks Handheld Management communications to be encrypted.

If you enable HTTP at the ZENworks Handheld Management Server or ZENworks Handheld
Management Access Point, these services listen to both TCP/IP and HTTP protocols.

SSL is supported on Palm OS devices running Palm OS 5.1 or later, and on Windows CE devices
running Windows CE 3.0 or later. HPC 2.11 is not supported for SSL communication.

To use SSL communication in PPC 2000 devices, you must install the High Encryption pack for
Pocket PC 1.0. You must reinstall the pack on every Hard-reset of the device. For more information
about the High Encryption pack, see Microsoft’s High Encryption Pack for Pocket PC Web site
(http://www.microsoft.com/downloads/).

This section includes the following:

¢ Section B.1, “Configuring the SSL and HTTP Communication between the ZENworks
Handheld Management Server and the ZENworks Handheld Management Access Point,” on
page 158

¢ Section B.2, “Configuring SSL and HTTP Communication between the ZENworks Handheld
Management Access Point and the Handheld Devices,” on page 160

¢ Section B.3, “Changing the Default Ports on the ZENworks Handheld Management Server and
ZENworks Handheld Management Access Point Communication,” on page 163

¢ Section B.4, “Changing the Default Ports for the ZENworks Handheld Management Access
Point and the Handheld Devices Communication,” on page 164
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B.1 Configuring the SSL and HTTP
Communication between the ZENworks
Handheld Management Server and the ZENworks
Handheld Management Access Point

You can configure the SSL and HTTP settings using the cgfip.exe file.

1 Run cgfip.exe in the ZENworks Handheld Management installation directory.

2 Obtain a server certificate before using SSL.

Configure IP - ZEMworks Handheld Manag

: Serve 21

Centilicates
I order bo enable S5L. you must first obtain a server Obtain Server Eﬁtiiw&__l

cettificate,
~ Tusted Root Certificate
I=| Pushishrock certificate for client downioad Conifigure Boot Eertificaba...|

 Communications with &ccess Pointz and Deskbops
I= | Erroleist

.............................................

- Parte
[V Use default pasts

ok | By |

2a In the Configure IP dialog box, click Obtain Server Certificate.
2b Review the information in the Certificate Wizard page, then click Next.

2c¢ In the Common name option, specify the name of the machine as specified during the
installation of the ZENworks Handheld Management Server.

For example, if IP address is specified during the installation of the ZENworks Handheld
Management Server, you must specify the [P Address in the Common name option. If the
DNS name is specified during the installation of the ZENworks Handheld Management
Server, you must specify the DNS name in the Common name option

2d (Conditional) If the specified DNS name is not resolvable by the network, then you must
modify the machine name as follows:

2d1 Stop the ZENworks Handheld Management Services running on the system.

2d2 Run CfgSrvr.exe from ZENWorks Handheld Management installation folder to
launch the ZENworks Handheld Management wizard.

2d3 Read the information on the initial screen, then click Next.

2d4 On the Database Type page, select Microsoft SOL Server and specify the new name
in the Machine name option.
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2e
2f

2g
2h
2i

2d5 (Conditional) If you choose to use the internal database, select Internal ODBC-
compatible database.

2d6 Follow the on-screen prompts in the wizard.
2d7 Continue with Step 2c.
Click Next.

Specify information for your geographic location in the Country/Region, State/
Providence, and City/Locality text boxes, then click Next.

Specify information about your organization and organizational unit, then click Next.
Specify the location in which you want to save the certificate request, then click Next.
Click Finish, then click OK.

NOTE: To use NCS: In ConsoleOne®, click Tools, click Issue Certificate, then follow the
prompts. When having the certificate signed (if given a choice), have it saved in Base64
format.

Handheld PCs running Windows CE 3.0 and Pocket PC 2000 devices do not support
certificates originating from NCS.

3 Perform the following steps to have the certificate self-signed by Novell Certificate Services
(NCS) :

3a
3b
3c
3d
3e

3f
39

Launch Consoleone

In the left pane, click Security.

In the right pane, double-click the Certificate Authority for the tree.

In the Properties dialog box that displays, click Certificates. Click Self Signed Certificate.

Click Validate. Ensure that the status in the Certificate Validation dialog box displays
Valid, then click OK.

Click Export, then click Next.

Select File in Base64 format then click Finish to save the exported certificate in a Base64
format.

4 Import a server certificate before using SSL:

4a
4b
4c

4d
4e
4f

In the Configure IP dialog box, click Import Server Certificate.
Click Next.

Ensure that the Process the Pending Request and Install the Certificate option is enabled,
then click Next.

Browse to the location where you saved the certificate during Step 3g, then click Open.
Click Next.
Click Finish.

5 You can publish a trusted SSL root certificate that desktop sync machines or remote ZENworks
Handheld Management Access Points automatically download when they connect. This should
be the root certificate of the Certificate Authority used to sign your server certificate.

If you are using a Certificate Signing Authority and the root certificate does not already exist
on the PC or handheld device (for example, a root certificate from NCS), you can publish the
root certificate so that is automatically downloaded.
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To publish a trusted SSL root certificate:
5a In the Configure IP dialog box, click Configure Root Certificate.
5b Browse to and select the signed root certificate, then click Open.

The root certificate that you get from a Certificate Authority (CA) must be in Base64
format.

5¢ Click OK twice.

6 To enable SSL on the ZENworks Handheld Management server, select the Fnable SSL check
box.

7 To enable HTTP on the ZENworks Handheld Management server, select the Enable HTTP
check box.

8 To enable SSL/HTTP on the Access Point:
8a Run the console.exe file from the zfhap directory.

8b Select Operations > Configure > Server Communications.

Proxy Communication Settings g F ﬂﬂ

Netviork Settngs | LDAP Configuration |

=
 Senver-

This i the senver that thes proxy will communicate with, An albeinate IP
address bo access this server may be specified

Address:

Check Namnl

Alemate: |

[~ Usa HTTP encapsulation
[~ Us= 5501

' Use default port TCP Pai [2350

Diskup Setings. |

Netwerk Usage Restichons... |

ok | cancel |

8c To select SSL, select the Use SSL check box. If the server certificate is signed by non-
standard certificate authority, then select the Accept Next Root Certificate check box.

8d To enable HTTP, select the Use HTTP Encapsulation check box.
8e Click OK.

B.2 Configuring SSL and HTTP Communication
between the ZENworks Handheld Management
Access Point and the Handheld Devices

You can configure the SSL and HTTP communication between the ZENworks Handheld
Management Access Point and the Handheld devices by using cfgip.exe from the zfhap directory.
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We recommend you to use SSL for communication between the ZENworks Handheld Management
Access Point and the Handheld devices because SSL provides the following primary security
services:

¢ Message Privacy: All transmissions after the initial handshake between the ZENworks
Handheld Management Access Point and the Handheld device are encrypted.

+ Session Integrity: A secure channel is opened between the ZENworks Handheld Management
Access Point and the Handheld device.

¢ Mutual Authentication: The ZENworks Handheld Management Access Point and the
Handheld device can establish their authenticity.

1 Launch cfgip.exe from zfhap directory.

Configure IP - ZEMworks Handheld Management Access Po i

Cetificates
In orde to enable SSL, you must fist obtein a server  Obtain Server Certiicate...|
ceshificate,
Wiews Serwer Cerlificate |
Tuzsted Root Cetihcate
™ Pubfsn oot celficate for clent dovnload Configurs Root Cartiicate..

View Foot Cestificste I

— Communications with Devices
I Ensie S5l
™ Enable HTTP encapsulation
Parte
[V Usze default posts

ce [2400  sse Jaaon . HTTR [BO HTTPS: [443

ok | Cancel |

2 Obtain a server certificate before using SSL.

NOTE: Palm devices do not support adding root certificates that are bundled with them by
default.

2a In the Configure IP - ZENworks Handheld Management Access Point dialog box, click
Obtain Server Certificate.

2b Review the information on the Certificate Wizard page, then click Next.

2c¢c In the Common name option, specify the name of the machine as specified during the
installation of the ZENworks Handheld Management Access Point.

For example, if IP address is specified during the installation of the ZENworks Handheld
Management Access Point, you must specify the IP Address in the Common name option.
If the DNS name is specified during the installation of the ZENworks Handheld

Management Access Point, you must specify the DNS name in the Common name option
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2d
2e

2f

2g
2h

NOTE: If you want to connect your PPC 2000 device using SSL, you must keep in mind
the following points:

+The server address is stored as the IP address because the Domain Name Resolution does
not work on PPC 2000 devices.

+If the PPC 2000 device is connected using IP client through wireless, you must specify
the IP address of the ZENworks Handheld Management Access Point instead of the
common name when you create the Certificate Signing Request (CSR). This enables
the device to validate the Certificate server. But if the device cradle syncs, you can
use the common name by selecting the Use Desktop Sync settings option in the
ZENworks Console that is available on the device.

Click Next.

Specify information for your geographic location in the Country/Region, State/
Providence, and City/Locality text boxes, then click Next.

Specify information about your organization and organizational unit, then click Next.

Specify the location in which you want to save the certificate request, then click Next.
Click Finish, then click OK.

NOTE: To use NCS: In ConsoleOne, click Tools, click Issue Certificate, then follow the
prompts. When having the certificate signed (if given a choice), have it saved in Base64
format.

Handheld PCs running Windows CE 3.0 and Pocket PC 2000 devices do not support
certificates originating from NCS.

3 Have the certificate signed by a Certificate Signing Authority, such as Novell Certificate
Services (NCS) or VeriSign. To have the certificate signed by NCS, continue with Step 4, else
skip to Step 5.

4 (Conditional) Perform the following steps to have the certificate self-signed by NCS :

4a
4b
4c
4d
4e

af
49

Launch Consoleone

In the left pane, click Security.

In the right pane, double-click the Certificate Authority for the tree.

In the Properties dialog box that displays, click Certificates. Click Self Signed Certificate.

Click Validate. Ensure that the status in the Certificate Validation dialog box displays
Valid, then click OK.

Click Export, then click Next.

Select File in Base64 format then click Finish to save the exported certificate in a Base64
format.

5 To import a server certificate before using SSL:

5a

5b

In the Configure IP - ZENworks Handheld Management Access Point dialog box, click

Import Server Certificate.

Click Next.

5S¢ Ensure that the Process the Pending Request and Install the Certificate option is enabled,

then click Next.

5d Browse to the location where you saved the certificate during Step 4g, then click Open.
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5e Click Next.
5f Click Finish.

6 You can publish a trusted SSL root certificate that Windows CE clients automatically download
when they connect. This should be the root certificate of the Certificate Authority used to sign
your server certificate.

If you are using a third-party Certificate Signing Authority and the root certificate does not
already exist on the PC or handheld device (for example, a root certificate from NCS), you can
publish the root certificate so that is automatically downloaded.

To publish a trusted SSL root certificate:

6a In the Configure IP - ZENworks Handheld Management Access Point dialog box, click
Configure Root Certificate.

6b Browse to and select the signed root certificate, then click Open.

The root certificate that you get from a Certificate Authority (CA) must be in Base64
format.

6¢c Click OK twice.

7 To enable the SSL on the ZENworks Handheld Management Access Point, select the Enable
SSL check box.

8 To enable HTTP on the ZENworks Handheld Management Access Point, select the Enable
HTTP Encapsulation check box.

9 To enable SSL/HTTP on a handheld device, open the ZENworks console and do the following:
9a For PalmOS devices, select the server from the drop-down list and select Use SSL.
or
For Windows CE devices, click Configure, then click Use SSL.
If you are publishing a root certificate, click Accept Next Root Certificate.

9b To enable HTTP for Palm devices, select Server from the drop-down list, then click Use
HTTP encapsulation.

or

For Windows CE devices, click Configure, then click Use HTTP Encapsulation.

NOTE: If multiple Access Points are configured then repeat Step 1 through Step 9 for every Access
Point.

B.3 Changing the Default Ports on the ZENworks
Handheld Management Server and ZENworks
Handheld Management Access Point
Communication

1 Run cfgip.exe from the ZENworks Handheld Management Server installation directory.
2 In the Configure IP - ZEnworks Handheld Management Server dialog box, do the following:
2a Deselect the Use Default check box.

2b Type the desired TCP, SSL, HTTP, and HTTPS ports that you want the ZENworks
Handheld Management Server to use.
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2c Click OK.

Configure IP - 2ENworks Handheld Management Serve 2=
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3 Configure the ZENworks Handheld Management Access Point to connect to the new ports.
3a Run console.exe from the zfhap directory.
3b Select Operations > Configure > Server Communication.
3¢ Deselect the Use Default Port check box.

3d Specify the desired port that you want the ZENworks Handheld Management Access
Point to use for communicating with the ZENworks Handheld Management server.

3e Click OK.

B.4 Changing the Default Ports for the ZENworks
Handheld Management Access Point and the
Handheld Devices Communication

1 Launch cfgip.exe from zfhap directory.

2 In the Configure IP - ZENworks Handheld Management Access Point dialog box, do the
following:

2a Deselect the Use Default Ports check box

2b Specify the desired TCP, SSL, HTTP, and HTTPS ports that you want the ZENworks
Handheld Management Access Point to use.
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2c¢ Click OK.

Configure IP - 2ENworks Handheld Management Access Poink 2=
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3 On the Handheld device, open the ZENworks console and do the following:

For PalmOS devices, click the ZENworks menu > Server, then deselect the Use Default Port
check box. Specify the port that you want the device to use for connecting to the ZENworks
Handheld Management Access Point

or

For Windows CE devices, click Configure > Use SSL, then deselect the Use Default Port check
box. Specify the port that you want the device to use when connecting to the ZENworks
Handheld Management Access Point.
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Security Considerations

To ensure the security of your ZENworks Handheld Management System, you should use the
following best practices:

+ Make sure the database is protected, because it contains system information that is vulnerable
to hacking.

¢ Use SSL to communicate between a device and the ZENworks Handheld Management Access
Point, and between the Access Point and the Handheld Management Server, in order to protect
the data on a wired or wireless network. For detail information on how to enable SSL, see B.0
Configuring SSL and HTTP Settings.

¢ Use the ZENworks Handheld Management Remote Control VNC software behind the firewall
in a protected environment.

¢ Use a strong ZENworks Handheld Management Remote Control VNC software password.

NOTE: Do not use an eDirectory password as the ZENworks Handheld Management Remote
Control VNC software password for security of eDirectory password.
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Documentation Updates

This section contains information on documentation content changes that have been made in the
Administration Guide after the initial release of Novell® ZENworks® 7 Handheld Management. The
information helps you to keep current on updates to the documentation.

All changes that are noted in this section were also made in the documentation. The documentation
is provided on the Web in two formats: HTML and PDF. The HTML and PDF documentation are
both kept up-to-date with the documentation changes listed in this section.

The documentation update information is grouped according to the date the changes were published.
Within a dated section, the changes are alphabetically listed by the names of the main table of
contents sections for ZENworks 7 Handheld Management.

If you need to know whether a copy of the PDF documentation you are using is the most recent, the
PDF document contains the date it was published on the front title page or in the Legal Notices
section immediately following the title page.

The documentation was updated on the following dates:

¢ Section D.1, “June 17, 2009 (Support Pack 1 Interim Release 4),” on page 169
¢ Section D.2, “July 14, 2006,” on page 170

¢ Section D.3, “December 9, 2005,” on page 170

Section D.4, “October 7, 2005,” on page 170

D.1 June 17, 2009 (Support Pack 1 Interim
Release 4)

Updates were made to the following sections. The changes are explained below.

*

¢ Section D.1.1, “Appendix A: Troubleshooting,” on page 169
¢ Section D.1.2, “Appendix B: Configuring SSL and HTTP Settings,” on page 170

D.1.1 Appendix A: Troubleshooting

The following changes were made in this section:

Location Change

“Communication through SSL Added the scenario.
configuration does not work in a

ZENworks Handheld

Management setup comprising of

the server, Access Points and,

the handheld device” on

page 155
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D.1.2 Appendix B: Configuring SSL and HTTP Settings

The following changes were made in this section:

Location Change

“Configuring SSL and HTTP Updated the section.
Settings” on page 157

D.2 July 14, 2006

Updates were made to the following sections. The changes are explained below.

¢ Section D.2.1, “Appendix C: Security Considerations,” on page 170

D.2.1 Appendix C: Security Considerations

The following changes were made in this section:

Location Change
Appendix C, “Security Added Appendix C-Security Considerations. It lists the security
Considerations,” on page 167 considerations for ZENworks 7 Handheld Management.

D.3 December 9, 2005

Page design of the entire guide was reformatted to comply with revised Novell documentation
standards.

D.4 October 7, 2005

Updates were made to the following sections. The changes are explained below.

¢ Section D.4.1, “Using Inventory and Reports,” on page 170
¢ Section D.4.2, “Using ZENworks Handheld Management Policies,” on page 171

D.4.1 Using Inventory and Reports

The following changes were made in this section:

Location Change

Section 5.2, “Viewing Hardware ~ Added the following note:

Inventory,” on page 120 ) ]
“For Java-based BlackBerry devices, the Password Enabled field

value is not scanned for and the value is always displayed as “No”.
The value of Power Save Mode is always “Off". The serial number is
same as the PIN value of the device.”
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D.4.2 Using ZENworks Handheld Management Policies

The following changes were made in this section:

Location Change

“BlackBerry Configuration Policy” Added the following note:
on page 30
“This policy is not supported for Java-based BlackBerry devices.”

“BlackBerry Security Policy” on Added the following note:

page 34
“This policy is not supported for Java-based BlackBerry devices.”
“Scheduling Packages and Deleted the following text from the second point, which is one of the
Policies” on page 74 considerations that you must ensure if you have configured and
enabled policies, but not yet enforced on individual handheld
devices:

“To change the value, right-click the ZENworks Handheld
Management Service object in ConsoleOne, click Properties, in the
General page, set the Directory Scan Interval value.”

Documentation Updates 171



172 Novell ZENworks 7 Handheld Management Administration Guide



	Novell ZENworks 7 Handheld Management Administration Guide
	About This Guide
	1 Setting Up Handheld Import
	1.1 Creating the Handheld Service Package
	1.2 Configuring the Handheld Import Policy
	1.3 Associating the Handheld Service Package

	2 Using ZENworks Handheld Management Policies
	2.1 Understanding ZENworks Handheld Management Policies
	2.2 Creating Policy Packages
	2.3 Setting Up Container Package Policies
	2.3.1 Search Policy Overview
	2.3.2 Search Policy
	2.3.3 Handheld Application Search Policy
	2.3.4 Associating the Container Package

	2.4 Setting Up Handheld Package and Handheld User Policies
	2.4.1 BlackBerry Configuration Policy
	2.4.2 BlackBerry Inventory Policy
	2.4.3 BlackBerry Security Policy
	2.4.4 Palm Client Configuration Policy
	2.4.5 Palm Configuration Policy
	2.4.6 Palm Access Point Configuration Policy
	2.4.7 Palm File Retrieval Policy
	2.4.8 Palm Security Policy
	2.4.9 WinCE Client Configuration Policy
	2.4.10 WinCE Configuration Policy
	2.4.11 WinCE Access Point Configuration Policy
	2.4.12 WinCE File Retrieval Policy
	2.4.13 WinCE Remote Management Policy
	2.4.14 WinCE Security Policy
	2.4.15 Associating the Handheld Package or the Handheld User Package
	2.4.16 Associating a User Object to a BlackBerry Device
	2.4.17 Scheduling Packages and Policies

	2.5 Setting Up Handheld Service Package Policies
	2.6 Viewing Policy Status Information
	2.6.1 Viewing Status for a Specific Policy
	2.6.2 Viewing Policy Status for a Specific Handheld Device


	3 Using Queries and Groups
	3.1 Using Queries
	3.1.1 Creating a Query
	3.1.2 Using Logical Operators

	3.2 Using Groups
	3.2.1 Creating Groups
	3.2.2 Viewing the Properties of a Group
	3.2.3 Changing Group Membership
	3.2.4 Changing the Update Schedule of Query-Based Groups
	3.2.5 Deleting a Group
	3.2.6 Viewing Handheld Application Objects Assigned to a Group
	3.2.7 Changing a Group’s Type


	4 Distributing Software to Handheld Devices
	4.1 Understanding Handheld Application Objects
	4.1.1 Specifying Source Files
	4.1.2 Understanding Automatic Application Updates
	4.1.3 Installing Software at a Predefined Time Even When the Device is Not Connected to the Network

	4.2 Distributing Applications to Handheld Devices
	4.2.1 Creating a Handheld Application Object
	4.2.2 Configuring a Handheld Application Object
	4.2.3 Scheduling the Distribution of a Handheld Application Object

	4.3 Displaying Handheld Application Object Status
	4.4 Modifying a Handheld Application Object
	4.4.1 Modifying the Contents of a Handheld Application Object
	4.4.2 Scanning for Updated Components
	4.4.3 Deleting a Handheld Application Object
	4.4.4 Deleting a Handheld Application Object’s Associations


	5 Using Inventory and Reports
	5.1 Viewing Software Inventory
	5.1.1 Viewing Software Inventory for a Specific Handheld Device
	5.1.2 Viewing Software Inventory Across All Palm OS, BlackBerry, or Windows CE Devices in Your System
	5.1.3 Identifying Files for Windows CE Devices
	5.1.4 Ignoring or Identifying Windows CE Files and Applications

	5.2 Viewing Hardware Inventory
	5.3 Viewing Network Information
	5.4 Using Inventory Reports
	5.4.1 Running Reports
	5.4.2 Exporting Reports
	5.4.3 Creating Custom Reports

	5.5 Printing Data from the ZENworks Handheld Management Inventory Viewer

	6 Remotely Viewing or Controlling the IP-Enabled Windows CE Devices
	6.1 Configuring WinCE Remote Management Policy
	6.2 Setting a VNC Password on the Handheld Device
	6.3 Initiating a Remote View or a Remote Control Session
	6.3.1 Initiating a Remote View or a Remote Control Session from a Device Object
	6.3.2 Initiating a Remote View or a Remote Control Session from a User Object


	7 Making System Configuration Changes
	7.1 Configuring User Authentication
	7.2 Configuring the Proxy Service
	7.2.1 Configuring Network Settings
	7.2.2 Configuring Network Usage Restrictions
	7.2.3 Configuring Dial-Up Communications
	7.2.4 Enabling or Disabling Message Transfers
	7.2.5 Configuring Handheld Communications
	7.2.6 Configuring IP Communication for the ZENworks Handheld Management Access Point
	7.2.7 Connecting to the ZENworks Handheld Management Server

	7.3 Converting to Microsoft SQL Server
	7.4 Compacting and Repairing the Database
	7.4.1 Compacting the Server Database
	7.4.2 Compacting the Proxy Service Database
	7.4.3 Compacting and Repairing the Database

	7.5 Configuring the ZENworks Handheld Management Access Point and the Desktop Synchronization Integration
	7.5.1 Configuring Bandwidth Usage
	7.5.2 Configuring Client Retries and Power Down (or Suspend)

	7.6 Configuring the ZENworks Handheld Management IP Clients
	7.6.1 Configuring the ZENworks Handheld Management Palm OS IP Client
	7.6.2 Configuring the ZENworks Handheld Management Windows CE IP Client


	A Troubleshooting
	A.1 Error Logs
	A.2 ConsoleOne Status Pages
	A.3 Error Messages
	A.4 Troubleshooting Strategies
	A.5 Contacting Technical Support

	B Configuring SSL and HTTP Settings
	B.1 Configuring the SSL and HTTP Communication between the ZENworks Handheld Management Server and the ZENworks Handheld Management Access Point
	B.2 Configuring SSL and HTTP Communication between the ZENworks Handheld Management Access Point and the Handheld Devices
	B.3 Changing the Default Ports on the ZENworks Handheld Management Server and ZENworks Handheld Management Access Point Communication
	B.4 Changing the Default Ports for the ZENworks Handheld Management Access Point and the Handheld Devices Communication

	C Security Considerations
	D Documentation Updates
	D.1 June 17, 2009 (Support Pack 1 Interim Release 4) 
	D.1.1 Appendix A: Troubleshooting
	D.1.2 Appendix B: Configuring SSL and HTTP Settings

	D.2 July 14, 2006
	D.2.1 Appendix C: Security Considerations

	D.3 December 9, 2005
	D.4 October 7, 2005
	D.4.1 Using Inventory and Reports
	D.4.2 Using ZENworks Handheld Management Policies



