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About This Guide

This Novell ZENworks 7 Desktop Management Installation Guide includes information about the
planning, installing, setting up, and testing processes that Novell® ZENworks® 7 Desktop
Management customers typically encounter while implementing this product.

The information in this guide is organized in several parts:

¢ Part [, “Overview,” on page 19

¢ Part II, “Preparation,” on page 37

¢ Part III, “Windows-Based Installation,” on page 75

¢ Part IV, “Installing ZENworks Desktop Management Services on Linux,” on page 297
¢ Part V, “Post-Installation,” on page 339

¢ Part VI, “Upgrade,” on page 353

¢ Part VII, “Interoperability,” on page 471

¢ Part VIII, “Uninstall/Reinstall,” on page 497

¢ Part IX, “Appendixes,” on page 521

Audience

This guide is intended for system administrators installing ZENworks 7 Desktop Management
software (or ZENworks 7 Desktop Management with Support Pack 1 software) on NetWare®,
Windows*, or Linux* servers. These users should be familiar with their own networks, including the
server hardware where they intend to install this product and the Windows desktops where they
intend to distribute policies and applications, remotely manage workstations, or collect asset
information from workstations. A working knowledge of Novell eDirectory® and Novell
ConsoleOne® is required.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent, updated version of the ZENworks 7 Desktop Management Installation Guide,
visit the Novell ZENworks 7 documentation Web site (http://www.novell.com/documentation/
zenworks?7).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide
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When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX*, should use forward slashes as required by your software.

Additional Documentation
ZENworks 7 includes other manuals that can help you administer your ZENworks system:

* Novell ZENworks 7 Desktop Management Administration Guide
¢ Novell ZENworks 7 Server Management Installation Guide

¢ Novell ZENworks 7 Server Management Administration Guide

¢ Novell ZENworks 7 Linux Management Installation Guide

¢ Novell ZENworks 7 Linux Management Administration Guide

¢ Novell ZENworks 7 Handheld Management Installation Guide

¢ Novell ZENworks 7 Handheld Management Administration Guide
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Overview

The information in this section includes the following:

¢ Chapter 1, “What Is ZENworks Desktop Management?,” on page 21
¢ Chapter 2, “Platform Support for the Desktop Management Infrastructure,” on page 27
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What Is ZENworks Desktop
Management?

Novell® ZENworks® 7 Desktop Management is one of the core components of the ZENworks 7
Suite. It uses policy-driven automation to reduce and in some cases eliminate desktop management
tasks such as software distribution, software repair, desktop configuration, workstation imaging,
remote management, and workstation inventory throughout the life cycle of the device.

¢ Section 1.1, “Automatic Workstation Import and Removal,” on page 21

¢ Section 1.2, “Workstation Management,” on page 21

¢ Section 1.3, “Application Management,” on page 22

¢ Section 1.4, “Workstation Imaging,” on page 23

¢ Section 1.5, “Remote Management,” on page 23

¢ Section 1.6, “Workstation Inventory,” on page 24

¢ Section 1.7, “Sybase,” on page 25

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

1.1 Automatic Workstation Import and Removal

The Automatic Workstation Import service and the Automatic Workstation Removal service provide
simplified, hands-off management of users’ workstations.

Automatic Workstation Import imports workstations into eDirectory™ and integrates them
automatically. The Workstation objects created by Automatic Workstation Import provide you with
a way to push software and computer settings down to the workstations by using the Novell
Application Launcher™ (NAL) and ZENworks Desktop Management policies.

Automatic Workstation Removal removes obsolete workstation data from the directory and from the
Inventory database.

1.2 Workstation Management

Workstation Management helps you reduce the overall cost and complexity of configuring and
maintaining workstation desktops in your network. ZENworks policies provide you with automatic
management of server, user, and workstation configurations, processes, and behaviors, which means
that you do not need to visit each workstation in your site to configure user settings and
workstations. Using Workstation Management, you can:

+ Enable roaming profiles and set default desktop preferences for users

+ Use extensible policies to control any application function that is configured in the Windows
registry

¢ Set group policies for Windows 2000/XP workstations and users and Windows 2000/2003
Terminal Server users
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¢ Set parameters for remotely managing users' workstations, including remote control, remote
view, diagnostics, file transfer, remote execute, and Wake-on-LAN

¢ Set parameters for imaging workstations
¢ Set parameters to specify what inventory information to collect
¢ Set parameters to automatically import new workstations into the eDirectory tree

¢ Set parameters for using Novell iPrint, which facilitates the distribution of the iPrint client and
printers, in addition to providing users with a Web browser interface for installing printers on
their workstations

1.3 Application Management

Application Management helps you manage the distribution of applications to users on Windows
workstations. Using Application Management, you can:

¢ Distribute traditional Windows applications and Microsoft* Windows Installer applications.
Traditional Windows applications include their own installation programs. Windows Installer
applications utilize the Windows Installer and an .ms1 file for installation.

+ Distribute Web applications. Web applications run on a Web server, so the distribution typically
involves making the URL available to the user.

¢ Distribute applications from the network (while connected to eDirectory) or from removable
media, such as a CD, Jaz* drive, or Zip* drive (even while disconnected from eDirectory).

¢ Determine which users an application is distributed to. You must associate an application with
a user through eDirectory before the application is available for distribution to the user. You
can also associate applications with workstations so that they are available on the workstation
regardless of which user is logged in.

¢ Create application dependencies. Through application dependencies, you can require that
Application B is installed and running before Application A can be launched.

¢ Determine how distributed applications are presented to users on their workstations.

For a user to receive applications you've configured in eDirectory and associated with him or
her, Novell Application Launcher must be running on the user's workstation. Application
Launcher accesses eDirectory to know which applications are associated with the user and
performs all distribution processes (including installing and uninstalling) for the applications.

Application Launcher provides three views through which applications can be presented: 1) the
Application Window, a standalone window that displays icons for the distributed applications,
2) Application Explorer, a component that includes a standalone window like the Application
Window and also includes Windows Explorer integration so distributed application icons can
be displayed on the Windows desktop, the Start menu, the system tray, and the Quick Launch
bar, and 3) the Application Browser, a Web browser view that displays icons for the distributed
applications. All three views are made available to users when Application Launcher is
installed.

+ Distribute applications to newly imaged workstations as part of the imaging process.

¢ Control which non-distributed applications can be run on a workstation. For example, if you
don't want users to be able to launch the Microsoft Calculator because you want them to use a
calculator application you've distributed to them, you can disable their ability to launch
Calculator even though it was not distributed through Application Launcher.
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¢ Uninstall any distributed applications. The uninstall includes the deletion of all non-shared
files, . ini entries, and registry entries associated with the distribution of the application.

1.4 Workstation Imaging

Using Workstation Imaging, you can perform the following imaging operations:
¢ Take an image of a workstation and store it on the same workstation (locally) or on an imaging
(proxy) server.
¢ Create an “add-on” image of selected files.
¢ Customize an image.
+ Compress an image to minimize storage space.

+ Retrieve an image that has been saved to a workstation (locally) or an imaging (proxy) server,
and restore it to a workstation. You can do this manually at each workstation or automatically
from ConsoleOne®.

+ Use a workstation or server policy to define imaging operations.

¢ Create a script to customize and automate how you perform imaging operations.
+ Restore an image to many workstations simultaneously in a multicast session.

+ View information about the partitions and storage devices on a workstation.

¢ Create, delete, and activate partitions.

1.5 Remote Management

Remote Management lets you remotely manage workstations (called managed workstations) from
the remote management console. Remote Management lets you do the following:

+ Remotely wake up a powered-off managed workstation

¢ Remotely control the managed workstation

+ Remotely view the managed workstation

+ Remotely run executables found on the managed workstation with system rights, even if the
logged-in user is not a member of the local Administrators Group

¢ Transfer files between the remote management console and the managed workstation
+ Display information to diagnose problems on the managed workstation

¢ Log audit record information about the Remote Management sessions that are performed on the
managed workstation

¢ Blank the managed workstation screen during a Remote Control session

+ Lock the keyboard and mouse controls at the managed workstation during a Remote Control
session

IMPORTANT: You cannot use ZENworks 7 Desktop Management to obtain Remote Management
functionality on the servers. The Remote Management functionality of ZENworks Server
Management can be used to remotely manage Windows 2000/2003 servers. For more information,
see the ZENworks Server Management documentation (http://www.novell.com/documentation).
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1.6 Workstation Inventory

ZENworks Desktop Management lets you gather and administer complete hardware and software
information for all workstations connected to your network. From ConsoleOne, you can view the
complete hardwareand software inventory of the workstations. You can also query the centralized
database of the workstations and generate reports. Desktop Management also provides roll-up of
inventory information across servers, firewall, and eDirectory trees for large networks.

The following brief glossary provides basic definitions of Workstation Inventory terms:

¢ Inventoried workstation: A Windows workstation whose hardware and software data you
want to scan and maintain in a central repository. To gather complete hardware and software
inventory for a workstation, you must install the Inventory Agent (part of the ZENworks
Desktop Management Agent) on that workstation.

+ Inventory server: A NetWare®, Windows, or Linux server where you run the Inventory
service. This server can also run any other Desktop Management services. The Inventory server
collects the inventory data from associated inventoried workstations and stores it in the
Inventory.

+ Inventory database: A repository of inventory information of all the inventoried workstations.
The Inventory database can be Sybase*, Oracle*, or MS SQL.

¢ Database server: A NetWare, Windows, or Linux (the Open Enterprise Server (OES) version
of the Linux or the SUSE* Linux Enterprise Server (SLES) version of Linux) server running
the Inventory database.

¢+ Management console: A Windows workstation or server running Novell ConsoleOne with
Desktop Management Workstation Inventory ConsoleOne snap-ins installed. The management
console provides the interface to administer the inventory system.

The focus of the Installation Guide is to set up a pilot system so that you can better understand
Workstation Inventory. The pilot system consists of a management console, an Inventory server, an
Inventory database running Sybase, and one or more inventoried workstations, as shown below.

Figure 1-1 Workstation Inventory Pilot System

S

)

Management =
Cor%sole
Windows Inventory ~
Workstation Database
—
Inventory Inventoried
Server Workstations

This setup has the following features:

¢ The Inventory server and the inventoried workstations reside on the same Novell eDirectory
tree.
¢ The Inventory server has inventoried workstations attached to it.

¢ The Inventory server has an Inventory database attached to it.
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The Inventory scanning cycle is as follows:

1. The Inventory scanner sends hardware and software information from the inventoried
workstations to the Inventory server as per the scan schedule.

2. The Inventory server stores the inventory information in the Inventory database.

3. At the management console, you can view and retrieve the inventory information from the
Inventory database using Inventory tools such as Reporting and Summary.

To install Workstation Inventory in your production environment, you must plan and decide the
Inventory server tree hierarchy for your company. Also, you should organize your inventory
deployment based on your network and information requirements. For detailed information, see
“Workstation Inventory” in the Novell ZENworks 7 Desktop Management Administration Guide.

1.7 Sybase

Sybase Adaptive Server* Anywhere (ASA) is a network database server bundled with ZENworks
Desktop Management. Desktop Management lets you install Sybase ASA as the database platform
for mounting Workstation Inventory and Novell Application Launcher databases on NetWare,
Windows, and Linux.
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Platform Support for the Desktop
Management Infrastructure

Novell® ZENworks® 7 Desktop Management has been tested on NetWare® 6, NetWare 6.5,
Windows 2000 Advanced server, Windows Server 2003, Novell Open Enterprise Server (OES)
Linux 1.0, and SUSE® Linux Enterprise Server (SLES) 9 Support Pack 1 (SP1) or later.

This section includes details about the ZENworks 7 server configurations that have been tested and
are supported:
¢ Section 2.1, “Tested Windows and NetWare Server Platform Combinations,” on page 27

* Section 2.2, “Tested Linux and Other Server Platform Combinations for ZENworks 7,” on
page 32

+ Section 2.3, “Additional Linux and Other Server Platform Combinations Tested for SP1,” on
page 34

The section also includes information about the workstations and devices that are supported with
ZENworks 7 Desktop Management and ZENworks 7 Desktop Management with Support Pack 1:

¢ Section 2.4, “Supported Workstation Platforms and Devices,” on page 36

2.1 Tested Windows and NetWare Server
Platform Combinations

The following tables show the ZENworks Desktop Management combinations (that is, the
ZENworks Middle Tier Server platform connecting to the Desktop Management Server platform) of
the Windows and NetWare servers that have been fully tested and are fully supported by Novell
ZENworks 7 Desktop Management and ZENworks 7 Desktop Management with SP1:

¢ Section 2.1.1, “Tested Platforms for ZENworks 7 Desktop Management,” on page 28

¢ Section 2.1.2, “Additional Platform Combinations Tested for ZENworks 7 Desktop
Management with SP1,” on page 31

Platform Support for the Desktop Management Infrastructure
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2.1.1 Tested Platforms for ZENworks 7 Desktop Management

Table 2-1 Tested Windows and NetWare Server Platform Combinations for ZENworks 7 Desktop Management

Desktop
Management Server Notes for this Scenario
Platform

Middle Tier Server
Platform

Windows 2000 Windows 2000 Both of these servers must be members of the same
Advanced Server  Advanced Server Microsoft domain.

SP4 SP4
If you want to install the Middle Tier Server software on the

same machine with the Novell Client™, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (lIS) installed (the version
shipping with Windows 2000 Advanced Server).

The Desktop Management Server on Windows 2000 must
have the following:

+ Novell ConsoleOne® 1.3.6 and Novell eDirectory™
8.7.1 (minimum) or 8.7.3 (recommended) installed

+ Novell Client 4.9 SP1a installed and configured to use
the IP protocol, not IPX™

* The current location of eDirectory (usually c: \novell)
shared using the name SYS

This configuration is supported only when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

Windows Server Windows 2000 Both of these servers must be members of the same
2003 Standard Advanced Server Microsoft domain.

Edition or SP4
Enterprise Edition If you want to install the Middle Tier Server software on the

same machine with the Novell Client, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (lIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server on Windows 2000 must
have the following:

+ Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.1
(minimum) , 8.7.3, or 8.8x (now supported) installed

+ Novell Client 4.9 SP1a installed and configured to use
the IP protocol, not IPX

+ The current location of eDirectory (usually c: \novell)
shared using the name SYS
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Middle Tier Server
Platform

Desktop
Management Server
Platform

Notes for this Scenario

Windows Server
2003 Standard
Edition

Windows Server
2003 Standard
Edition

Both of these servers must be members of the same
Microsoft domain.

If you want to install the Middle Tier Server software on the
same machine with the Novell Client, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (lIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server on Windows Server 2003
must have the following:

+ Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3
(minimum) or 8.8x (also supported) installed

+ Novell Client 4.9 SP1a (or later) installed and
configured to use the IP protocol, not IPX

+ The current location of eDirectory (usually c: \novell)
shared using the name SYS

This configuration is also supported when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

Windows Server
2003 Enterprise
Edition

Windows Server
2003 Enterprise
Edition

Both of these servers must be members of the same
Microsoft domain.

If you want to install the Middle Tier Server software on the
same machine with the Novell Client, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (IIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server on Windows Server 2003
must have the following:

+ Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3
(minimum) or 8.8x (also supported) installed

+ Novell Client 4.9 SP1a (or later) installed and
configured to use the IP protocol, not IPX

+ The current location of eDirectory (usually c: \novell)
shared using the name SYS

This configuration is also supported when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

Platform Support for the Desktop Management Infrastructure
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Desktop

Middle Tier Server Management Server Notes for this Scenario

Platform Platform

Windows Server NetWare 6 SP4 If you want to install the Middle Tier Server software on the
2003 Standard same machine with the Novell Client, the client must be
Edition or installed first.

Enterprise Edition
The ZENworks Middle Tier Server must have Microsoft

Internet Information Server (lIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server must have the latest
versions of the JVM*, ConsoleOne, and eDirectory installed.

Windows Server OES (NetWare) 1.0/ If you want to install the Middle Tier Server software on the

2003 Enterprise NetWare 6.5 same machine with the Novell Client, the client must be
Edition or Standard Support Pack 3 installed first.
Edition

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (IIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server must have the latest
versions of the JVM, ConsoleOne, and eDirectory installed.

NetWare 6 SP4 NetWare 6 SP4 The Desktop Management Server must have the latest
versions of the JVM, ConsoleOne, and eDirectory installed.

This configuration is also supported when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

OES (NetWare) NetWare 6 SP4 The Desktop Management Server must have the latest
1.0/NetWare 6.5 versions of the JVM, ConsoleOne, and eDirectory installed.
Support Pack 3

OES (NetWare) OES (NetWare) 1.0/ The Desktop Management Server must have the latest
1.0/NetWare 6.5 NetWare 6.5 versions of the JVM, ConsoleOne, and eDirectory installed.

Support Pack 3 Support Pack 3
This configuration is also supported when both the Middle

Tier Server and the Desktop Management Server are
installed on the same machine.

Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3 are included on the Novell ZENworks 7
Companion I CD. You can obtain the files necessary to create an eDirectory 8.7.x evaluation license
diskette from the Novell eDirectory 8.7.x Evaluation License Download (http://www.novell.com/
products/edirectory/licenses/eval_87.html) Web site.

Novell ConsoleOne 1.3.6¢ and Novell eDirectory 8.8.1 are included on the Novell ZENworks 7 with
Support Pack 1 Companion I CD. No license is necessary for eDirectory 8.8.1 if you purchase
ZENworks 7 with Support Pack 1.

The most current Novell Client (version 4.9 SP2 or later) is available for download from the Novell
Product Downloads (http://download.novell.com/index.jsp) Web site.

Support Pack files for NetWare are available from the Minimum Patch List (http://
support.novell.com/produpdate/patchlist.html) at the Novell Support Connection Web site.
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The ZENworks Middle Tier Server and the ZENworks Desktop Management Server can be installed

on the same machine.

IMPORTANT: The following items are of particular importance as you consider platform support:

¢ If NetWare 6.5 SP2 or later is installed on the server where you authenticate workstations for
ZENworks functionality, you cannot administer the eDirectory tree or a server with
ConsoleOne 1.3.6 until you upgrade the version of the Novell Client installed on the machine

to 4.9 SP2.

¢ Ifyou plan to install ZENworks Patch Management (PatchLink), you should plan the use of
your network resources. Patch Management requires the following Windows server
configuration for installation:

¢ New and unmodified Windows XP, 2000, or Server 2003 with IIS and asp.net installed

+ Windows 2000 Advanced server updated with Service Pack 2 (other upgrades applied
after PatchLink application)

+ No other application software installed on the system

¢ ZENworks Patch Management must be installed on a dedicated machine.

2.1.2 Additional Platform Combinations Tested for ZENworks 7

Desktop Management with SP1

In addition to the platforms tested in ZENworks 7 Desktop Management, ZENworks 7 Desktop
Management with Support Pack 1 has been tested with the platform combinations listed in the table

below.

Table 2-2 Tested Windows and NetWare Server Platform Combinations for ZENworks 7 Desktop Management with

SP1

Middle Tier Server Platform

Desktop Management Server

Platform

Notes

Windows 2000 Advanced
Server SP4

OES (NetWare) 1.0 SP2

Windows 2000 Advanced
Server SP4

NetWare 6.5 SP4

Windows 2000 Advanced
Server SP4

Windows 2000 Advanced Middle Tier Server and Desktop Management

Server SP4

Server installed on the same machine.

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

NetWare 6.5 SP5
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Middle Tier Server Platform

Desktop Management Server

Platform

Notes

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Middle Tier Server and Desktop Management
Server installed on the same machine.

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

OES (NetWare) 1.0 SP2

Windows Server 2003
Enterprise Edition, SP1

NetWare 6 SP5

NetWare 6 SP5

OES (NetWare) 1.0 SP2

NetWare 6 SP5

NetWare 6 SP5

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

NetWare 6.5 SP4

NetWare 6.5 SP4

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

NetWare 6.5 SP4

NetWare 6.5 SP4

Middle Tier Server and Desktop Management
Server installed on the same machine.

NetWare 6.5 SP5

NetWare 6 SP5

NetWare 6.5 SP5

NetWare 6.5 SP5

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

NetWare 6.5 SP5

NetWare 6.5 SP5

Middle Tier Server and Desktop Management
Server installed on the same machine.

NetWare 6.5 SP5

Windows Server 2003
Enterprise Edition, SP1

2.2 Tested Linux and Other Server Platform
Combinations for ZENworks 7

The following tables show the Desktop Management combinations (that is, the ZENworks Middle
Tier Server platform connecting to the Desktop Management Server platform) that have been fully
tested and that are fully supported by Novell ZENworks 7 Desktop Management.

¢ Section 2.2.1, “No Network Firewall,” on page 33

¢ Section 2.2.2, “Network Firewall In Place,” on page 34

For information about the tested Linux and other platform combinations for ZENworks 7 Desktop
Management with SP1, see
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2.2.1 No Network Firewall

Table 2-3 ZENworks 7: Tested Linux and Other Server Platform Combinations with No NetWork Firewall Installed

Middle Tier Server Desktop Management Server
Comments

Platform Platform

SLES 9 SP1 SLES 9 SP1 + Middle Tier and Desktop Management
Servers operating on the same Linux
machine

+ ZENworks for Desktops 4.0.1 Desktop
Management Agent does not work (does
not copy files)'

SLES 9 SP1 SLES 9 SP1 + Middle Tier and Desktop Management
Servers operating on different Linux
machines

+ ZENworks for Desktops 4.0.1 Desktop
Management Agent does not work (does
not copy files)'

SLES 9 SP1 OES (Linux) 1.0

OES (Linux) 1.0 SLES 9 SP1 ZENworks for Desktops 4.0.1 Desktop

Management Agent does not work (does not
copy files)'

OES (Linux) 1.0 Windows 2000 Advanced ZENworks for Desktops 4.0.1 Desktop

Server SP4 Management Agent does not work (does not
copy files)'

OES (Linux) 1.0 OES (Linux) 1.0 Middle Tier and Desktop Management Servers

operating on the same Linux machine

OES (Linux) 1.0 OES (Linux) 1.0 Middle Tier and Desktop Management Servers

operating on different Linux machines

OES (Linux) 1.0 NetWare 6 Support Pack 5

OES (Linux) 1.0 OES (NetWare) 1.0/NetWare Desktop Management Server operating in a

6.5 Support Pack 3 Novell Cluster Services™ environment

Windows Server 2003 SLES 9 SP1

Windows Server 2003 OES (Linux) 1.0

OES (NetWare) 1.0/ OES (Linux) 1.0
NetWare 6.5 Support
Pack 3

ITo work around this issue, see the steps in TID 10099065 in the Novell Support Knowledgebase
(http://support.novell.com/search/kb_index.jsp).
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2.2.2 Network Firewall In Place

Table 2-4 ZENworks 7: Tested Linux and Other Server Platform Combinations with a Network Firewall Installed

Middle Tier Server Desktop Management Server
Comments
Platform Platform
Windows Server 2003 OES (Linux) 1.0
Windows Server 2003 SLES 9 SP1
OES (Linux) 1.0 OES (Linux) 1.0 Middle Tier and Desktop Management Servers

operating on the same Linux machine

OES (NetWare) 1.0/  OES (Linux) 1.0
NetWare 6.5 Support
Pack 3

OES (Linux) 1.0 OES (NetWare) 1.0/NetWare
6.5 Support Pack 3

2.3 Additional Linux and Other Server Platform
Combinations Tested for SP1

The following table shows the Desktop Management combinations (that is, the ZENworks Middle
Tier Server platform connecting to the Desktop Management Server platform) that have been fully
tested and that are fully supported by Novell ZENworks 7 Desktop Management with SP1.

Table 2-5 ZENworks 7 with SP1: Tested Linux and Other Server Platform Combinations with No NetWork Firewall
Installed

Middle Tier Server Platform Desktop Management Server Platform Comment

Windows 2000 Advanced Server SLES 9 SP3 x86
SP4

Windows 2000 Advanced Server SLES 9 SP3 x64
SP4

Windows 2000 Advanced Server OES (Linux) 1.0 SP2
SP4

Windows 2000 Advanced Server SLES 10’
SP4

Windows Server 2003 Enterprise  SLES 9 SP3 x64
Edition or Standard Edition, SP1/
R2

Windows Server 2003 Enterprise  OES (Linux) 1.0 SP2
Edition or Standard Edition, SP1/
R2

Windows Server 2003 Enterprise  SLES 10"
Edition or Standard Edition, SP1/
R2

34 Novell ZENworks 7 Desktop Management Installation Guide



Middle Tier Server Platform Desktop Management Server Platform Comment

Windows Server 2003 Enterprise  SLES 9 SP2
Edition or Standard Edition, SP1

NetWare 6 SP5 OES (Linux) 1.0 SP2
NetWare 6 SP5 SLES 9 SP3 x64
NetWare 6.5 SP4 OES (Linux) 1.0 SP2
OES (NetWare) 1.0 SP2/NetWare OES (Linux) 1.0 SP2
6.5 SP5
OES (NetWare) 1.0 SP2/NetWare SLES 9 SP3 x64
6.5 SP5
SLES 9 SP2 OES (Linux) 1.0 SP1
SLES 9 SP2 Netware 6.5 SP4
SLES 9 SP2 SLES 9 SP2 Middle Tier Server and
Desktop Management Server
installed on the same
machine.
SLES 9 SP3 x86 Windows Server 2003 Enterprise
Edition or Standard Edition, SP1
SLES 9 SP3 x86 Windows Server 2003 Enterprise
Edition or Standard Edition, SP1/R2
SLES 9 SP3 x86 OES (NetWare) 1.0 SP2
SLES 9 SP3 x86 SLES 9 SP3 x86
OES (Linux) 1.0 SP2 OES (NetWare) 1.0 SP2
OES (Linux) 1.0 SP2 NetWare 6.5 SP4
OES (Linux) 1.0 SP2 OES (Linux) 1.0 SP2 Middle Tier Server and
Desktop Management Server
installed on the same
machine.
OES (Linux) 1.0 SP2 SLES 9 SP3 x64
OES (Linux) 1.0 SP2 Windows 2000 Advanced Server
SP4
OES (Linux) 1.0 SP2 Windows Server 2003 Enterprise
Edition or Standard Edition, SP1/R2
OES (Linux) 1.0 SP2 OES (Linux) 1.0 SP2
OES (Linux) 1.0 SP2 SLES 10'

11 you plan to install ZENworks 7 Desktop Management with Support Pack 1 on a SLES 10 server
where Novell eDirectory 8.8.1 is installed, you need to make sure that, at a minimum, ports TCP 427
and TCP 524 are opened on the server.

If these ports are not opened, the SLES 10 server cannot be added to the eDirectory tree where you
plan to install ZENworks.
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2.4 Supported Workstation Platforms and
Devices

ZENworks 7 Desktop Management has been extensively tested to manage the following desktop
platforms:
+ Windows 2000 Professional, with Service Pack 4 applied

¢ Windows NT 4 SP6a (for more information, see Section 36.3, “Interoperability with Windows
NT 4 Workstations,” on page 475).

+ Windows XP Professional, with Service Pack 1 (minimum) or Service Pack 2 applied
+ Windows 98 SE
+ Windows XP Tablet PC Edition

ZENworks 7 Desktop Management also supports distribution of policies and applications to the
following terminal server platforms:

+ Citrix Presentation Server* 3
+ Windows 2000 Terminal Server

+ Windows 2003 Terminal Server

2.41 Added Workstation Platform and Device Support for SP1

ZENworks 7 Desktop Management with Support Pack 1 supports distribution of policies and
applications to Tablet PCs running the Windows XP Tablet PC 2005 Edition. It also supports
distributions using Citrix Presentation Server 4.
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Preparation

This section includes important information you need before installation and while you are using the
installation programs for the major components of Novell® ZENworks® 7 Desktop Management,
including:

*

*

Chapter 3, “Prerequisites for the Workstation Running the Installation,” on page 39

Chapter 4, “Prerequisites for Installing the ZENworks Desktop Management Server,” on
page 41

Chapter 5, “Preparing a Linux Server for ZENworks Functions,” on page 51
Chapter 6, “Prerequisites for Installing the ZENworks Middle Tier Server,” on page 61
Chapter 7, “User Workstation Requirements,” on page 69

Chapter 8, “Preparing the Administration Workstation or Server,” on page 71

Preparation
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Prerequisites for the Workstation
Running the Installation

The following table lists the software requirements for the workstation you use as you install
Desktop Management Services and Middle Tier Server software on Windows or NetWare® servers
using a Windows machine.

Installing these services on a Linux server can be accomplished from a Linux server only.

Table 3-1 Sofiware Requirements for the Installing Workstation

ZENworks Component to

Install Software Requirement for the Installing Workstation

Desktop Management + Windows 2000 Professional SP4 (or later) workstation, Windows XP
Services SP1 (or later) workstation, Windows 2000 Server SP4 (or later), or
Windows Server 2003 (or later), Standard Edition or Enterprise Edition

+ Novell Client™ 4.9 SP1a (or later) installed
¢ Internet Explorer 5.5 SP2 (or later) installed

+ If you intend to install ZENworks snap-ins to the local workstation,
ConsoleOne® 1.3.6 must already be installed on this workstation. For
more information, see Step 8 in the section entitled Section 9.1.2,
“Performing the Full Installation (Including Schema Extension),” on
page 81.

Not Supported: The following software configurations are not supported for
Desktop Management Server software installation:

¢ Installing from a Windows 95/98/ME/NT 4 workstation.

+ Installing the product from one side of a firewall, such as a Network
Address Translation (NAT) configuration, to the other side of a firewall.

Middle Tier Server + Windows 2000 (or later) workstation, Windows XP SP1 (or later)
workstation, or Windows 2000/2003 (or later) server

+ Novell Client 4.9 SP1a (or later) installed

Not Supported: The following software configurations are not supported for
ZENworks Middle Tier Server software installation:
+ |Installing from a Windows 95/98/ME/NT 4 workstation.

¢ Installing from a network where Network Address Translation (NAT) has
been configured.

The login session at the installing workstation must meet these requirements:

¢ You must be logged in as Admin or an Admin equivalent if the server you are installing to is a
NetWare® server. This enables the installation program to extend the eDirectory™ schema and
to browse for eDirectory trees and NetWare servers.

Prerequisites for the Workstation Running the Installation
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NOTE: Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation programs from a Windows server and if that server is not part of the tree
you have selected, you cannot install the Desktop Management Server locally.

¢ Ifyou are installing to a Windows 2000 server or Windows Server 2003, you must be logged in
as Administrator (or equivalent) in order to authenticate to the server you are installing to.

The Novell Client must be installed on the workstation or server where you will be running
ConsoleOne for administering ZENworks 7 Desktop Management. This is because ConsoleOne is
dependent on the client's NetWare libraries.

For more information about installing the Desktop Management Server, see “Installing the
ZENworks Desktop Management Server” on page 77.
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Prerequisites for Installing the
ZENworks Desktop Management
Server

This section includes the following information:

¢ Section 4.1, “Desktop Management Server Hardware Requirements,” on page 41
¢ Section 4.2, “Desktop Management Server Software Requirements,” on page 44

¢ Section 4.3, “Desktop Management Server Installation Prerequisites,” on page 49

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1 (SP1). For more details about the tested platforms for SP1, see Chapter 2, “Platform
Support for the Desktop Management Infrastructure,” on page 27.

4.1 Desktop Management Server Hardware
Requirements

Although Novell® ZENworks® 7 Desktop Management Services can all be installed on one
machine, your network resources or design might require you to install some components on
different servers. This section lists the hardware requirements for those servers.

¢ Section 4.1.1, “Consolidated Component Installation Hardware Requirements,” on page 41

¢ Section 4.1.2, “Preboot Services Subinstallation Hardware Requirements,” on page 42

¢ Section 4.1.3, “Workstation Inventory Subinstallation Hardware Requirements,” on page 43

¢ Section 4.1.4, “Database Subinstallation Hardware Requirements,” on page 43

4.1.1 Consolidated Component Installation Hardware
Requirements
For full functionality and performance, the Desktop Management Services require the following

minimum amounts of processing power, disk space, and RAM on servers where they will be
installed:

Table 4-1 ZENworks Desktop Management Server Hardware Requirements

Resource Minimum Disk Space Minimum Hardware Requirement

NetWare® 6 SPx server 290 MB Pentium* lll (minimum) processor, 512
MB RAM; if scaled to 200 concurrent
users, use Pentium Ill, 1 GB RAM. Scale
thereafter as appropriate.

Prerequisites for Installing the ZENworks Desktop Management Server
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Resource Minimum Disk Space Minimum Hardware Requirement

NetWare 6.5 SPx server 290 MB Pentium Il (minimum) processor, 512
MB RAM; if scaled to 200 concurrent
users, use Pentium Ill, 1 GB RAM. Scale
thereafter as appropriate.

Windows 2000x server 290 MB Pentium Il (minimum) processor, 512
MB RAM,; if scaled to 200 concurrent
users, use Pentium lll, 1 GB RAM. Scale
thereafter as appropriate.

Windows Server 2003x 290 MB Pentium Il (minimum) processor, 512

(32-bit only) MB RAM; if scaled to 200 concurrent
users, use Pentium Ill, 1 GB RAM. Scale
thereafter as appropriate.

SLES 9x 32-bit or 64-bit ¢ less than 100 users = 190 MB  Pentium Ill (minimum) processor running

100 - 500 users = 290 MB at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

*

SLES 10 32-bit or 64 bit ¢ less than 100 users = 190 MB Pentium Ill (minimum) processor running

100 - 500 users = 290 MB at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium lll, 4 GB
RAM. Scale thereafter as appropriate.

*

OES (Linux) 1.0 SPx + less than 100 users = 190 MB Pentium Il (minimum) processor running

100 - 500 users = 290 MB at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

*

IMPORTANT: Windows servers reserve disk space for operating system use. To install ZENworks
Desktop Management, make sure you have sufficient space above the amount reserved for the
server.

Of the four pre-built software “sets” available for the SLES 9x installation (that is, Minimum System,
Minimum Graphical System, Full, and Default System installations) only the Default System
installation mode for SLES 9x supports ZENworks 7 Desktop Management. All other modes used
for SLES 9x installation cause a subsequent ZENworks 7 Desktop Management installation failure.

4.1.2 Preboot Services Subinstallation Hardware Requirements

To function correctly, Desktop Management Preboot Services requires a local area network (LAN)
with IP layer support. The following are also required:

Table 4-2 Desktop Management Preboot Services Server Hardware Requirements

Specification Minimum Requirement

Processor Pentium Il, 350 MHz or faster
Available Disk Space 10 MB
RAM 128 MB
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Specification Minimum Requirement

LAN Connection Ethernet

For Preboot Services hardware requirements for workstations, see Section 7.2, “User Workstation
Hardware Requirements,” on page 69.

4.1.3 Workstation Inventory Subinstallation Hardware
Requirements
If you choose to install the Workstation Inventory component of Desktop Management Services,

you can install it on a separate NetWare 6, NetWare 6.5, Windows 2000, or Windows Server 2003
machine that has one of the following hardware configurations:

Table 4-3 Workstation Inventory Server Hardware Requirements

Resource Minimum Disk Space Minimum Hardware Requirement

NetWare 6 SPx server 100 MB free space for Pentium Il (minimum) processor, 512 MB RAM;
inventory with database; 35 if scaled to 200 concurrent users, use Pentium
MB for inventory alone IIl, 1 GB RAM. Scale thereafter as appropriate.

NetWare 6.5x server 100 MB free space for Pentium Il (minimum) processor, 512 MB RAM;
inventory with database; 35 if scaled to 200 concurrent users, use Pentium
MB for inventory alone IIl, 1 GB RAM. Scale thereafter as appropriate.

Windows 2000 server 100 MB free space for See “Consolidated Component Installation

SPx inventory with database; 25 Hardware Requirements” on page 41.

MB for inventory alone

Windows Server 100 MB free space for See “Consolidated Component Installation
2003x inventory with database; 25 Hardware Requirements” on page 41.
MB for inventory alone

SLES 9x 100 MB free space for See “Consolidated Component Installation
inventory with database; 25 Hardware Requirements” on page 41.
MB for inventory alone

SLES 10 100 MB free space for See “Consolidated Component Installation
inventory with database; 25 Hardware Requirements” on page 41.
MB for inventory alone

OES (Linux) 1.0 SPx 100 MB free space for See “Consolidated Component Installation
inventory with database; 25 Hardware Requirements” on page 41.
MB for inventory alone

4.1.4 Database Subinstallation Hardware Requirements

If you choose to install the Inventory Database component of Desktop Management Services, you
can install it on a separate NetWare 6, NetWare 6.5, Windows 2000, or Windows Server 2003
machine that has the following hardware:
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Table 4-4 Workstation Inventory Database Server Hardware Requirements

Component Minimum Hardware and Software Requirements

RAM ¢+ Recommended minimum memory for the database is 512 MB with a minimum
cache size of 128 MB. 768 MB is minimum and 1 GB or higher is recommended
at the Root Server level with a cache size of 256 MB.

Hard Disk ¢+ Recommended minimum hard disk space for the lowest level server with 10,000
workstations is 5 GB.

¢ The minimum hard disk space on the topmost level server (Root Server) is 20
GB.

+ Depending on the number of workstations attached, the hard disk size might vary
from 1 GB to 25 GB.

4.2 Desktop Management Server Software
Requirements

Although all of the Desktop Management services can be installed on one machine, your network
resources or design might require you to install some components on different servers. This section
lists the software requirements for those servers.

¢ Section 4.2.1, “Software Requirements for Installing All Components,” on page 44

+ Section 4.2.2, “Software Requirements for Installing Workstation Inventory Only,” on page 47

¢ Section 4.2.3, “Software Requirements for Installing the ZENworks Database Only,” on
page 48

4.2.1 Software Requirements for Installing All Components

The following table lists the software configurations that are required on the machine where you
install the Desktop Management Server software.

Table 4-5 Server Software Requirements for Installing all ZENworks Desktop Management Components

Platform Minimum Software Requirement

NetWare 6 + Support Pack 4 (minimum)
+ Novell eDirectory™ 8.6.2 (minimum), 8.7.1, 8.7.3, or 8.8x (recommended)
+ JVM 1.4.1 for NetWare (minimum)
+ LDAP configured and running

+ |P protocol stack bound and available on the server

IMPORTANT: We strongly recommend that you download and install the version of the
NetWare 6 Support Pack that ships in the current Consolidated Support Pack, along
with the version of the JVM shipping in the current Consolidated Support Pack. They
are designed to work together.

If this NetWare 6 server will also be running the ZENworks 7 Middle Tier Server, you
must upgrade eDirectory on the server to version 8.7.3 (or later).
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Platform

Minimum Software Requirement

NetWare 6.5

*

*

*

*

Support Pack 1.1 (minimum)
eDirectory 8.7.3 (minimum)
LDAP configured and running

IP protocol stack bound and available on the server

IMPORTANT: If NetWare 6.5 SP2 is installed on the server where you authenticate
workstations for ZENworks functionality, you cannot administer the eDirectory tree or a
server with ConsoleOne® 1.3.6 until you upgrade the version of the Novell Client™
installed on the machine to 4.9 SP2.

Windows 2000

*

Windows Service Pack 4 (minimum)

Novell Client 4.9 SP1a installed and configured to use IP only, not IPX™
eDirectory 8.6.2 (minimum); 8.7.1, 8.7.3, or 8.8x (recommended)

LDAP configured and running

The current location of eDirectory should be shared with the name of SYS

Installing eDirectory to any drive other than c: in combination with the ZENworks
7 Imaging components is not supported.

IP Protocol Stack must be bound and available on the server

If connecting to a ZENworks Middle Tier Server on Windows 2000, both Windows
2000 servers must be members of the Microsoft domain that is running Active
Directory*

If the Windows 2000 server is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.

Windows
Server 2003

Novell Client 4.9 SP1a (or later) installed and configured to use IP only, not IPX

Automatic Workstation Import and Removal (AWI) uses the Novell Client to work
properly. Versions of eDirectory after 8.7.3 do not install the client, so make sure
that the client is installed if you want to use AWI.

eDirectory 8.7.3 (minimum)
LDAP configured and running
The current location of eDirectory should be shared with the name of SYS

Installing eDirectory to any drive other than C: in combination with the ZENworks 7
Imaging components is not supported.

IP Protocol Stack must be bound and available on the server

If connecting to a ZENworks Middle Tier Server on Windows Server 2003, both
Windows Server 2003 machines must be members of the Microsoft domain that is
running Active Directory

If the Windows Server 2003 is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.
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Platform Minimum Software Requirement

SLES 9 + SUSE® Linux Enterprise Server 9 Support Pack 1 (minimum) installed
+ Novell eDirectory 8.7.3 (minimum) installed on the Desktop Management Server
+ LDAP for eDirectory configured and running
+ |P Protocol Stack must be bound and available on the server

+ Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
install or upgrade it to the recommended version using YaST Online Update.

IMPORTANT: Of the four pre-built software “sets” available for the SLES 9 installation
(that is, Minimum System, Minimum Graphical System, Full, and Default System
installations) only the Default System installation mode for SLES 9 supports ZENworks
7 Desktop Management. All other modes used for SLES 9 installation cause a
subsequent ZENworks 7 Desktop Management installation failure.

SLES 10 + SUSE Linux Enterprise Server 10
+ Novell eDirectory 8.8.1 (minimum) installed on the Desktop Management Server
+ LDAP for eDirectory configured and running
+ |P Protocol Stack must be bound and available on the server

+ Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
install or upgrade it to the recommended version using YaST Online Update.

IMPORTANT: Of the four pre-built software “sets” available for the SLES 10 installation
(that is, Minimum System, Minimum Graphical System, Full, and Default System
installations) only the Default System installation mode for SLES 10 supports ZENworks
7 Desktop Management. All other modes used for SLES 10 installation cause a
subsequent ZENworks 7 Desktop Management installation failure.

OES (Linux) + Novell Open Enterprise Server (Linux) 1.0 (minimum) installed
+ Novell eDirectory 8.7.3 (minimum) installed on the Desktop Management Server
+ |P Protocol Stack must be bound and available on the server

+ Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
install or upgrade it to the recommended version using Red Carpet®.

Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3 are included on the Novell ZENworks 7
Companion I CD. You can obtain the files necessary to create an eDirectory 8.7.x evaluation license
diskette from the Novell eDirectory 8.7.x Evaluation License Download (http://www.novell.com/
products/edirectory/licenses/eval_87.html) Web site.

Novell ConsoleOne 1.3.6¢ and Novell eDirectory 8.8.1 are included on the Novell ZENworks 7 with
Support Pack 1 Companion 1 CD. No eDirectory 8.8.1 license is needed if you purchase ZENworks
7 Desktop Management with Support Pack 1.

The most current Novell Client (version 4.91 SP2 or later) is available for download from the Novell
Product Downloads (http://download.novell.com/index.jsp) Web site.

Support Pack files for NetWare are available from the Minimum Patch List (http://
support.novell.com/produpdate/patchlist.html) at the Novell Support Connection Web site.
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The download for JVM version 1.4.1 for NetWare 6 is available in the latest Consolidated Support

Pack download (http://support.novell.com/tools/csp/csplist.html) at the Novell Support Connection
Web site.

ConsoleOne 1.3.6 (or later), must be installed after any NetWare Support Packs are applied.

IMPORTANT: The Desktop Management Server does not function in an IP-to-IP gateway or in an
IPX-to-IP gateway environment.

4.2.2 Software Requirements for Installing Workstation
Inventory Only
If you choose to install Workstation Inventory component of Desktop Management Services, you

can install the back-end services for this component on the server platforms listed in the following
table:

Table 4-6 Server Software Requirements for Workstation Inventory Installation

Platform Minimum Software Requirement
NetWare 6 + See Section 4.2.1, “Software Requirements for Installing All Components,” on
server page 44

+ Long name space installed

IMPORTANT: If this NetWare 6 server will also be running the ZENworks 7 Middle Tier
Server, you must upgrade eDirectory to version 8.7.3 (required minimum).

NetWare 6.5 + See Section 4.2.1, “Software Requirements for Installing All Components,” on
server page 44

+ Long name space installed

Windows 2000 + See Section 4.2.1, “Software Requirements for Installing All Components,” on
server page 44

+ Novell Client 4.9 SP1a installed with the patch available with TID 2967860 and
configured to use IP only, not IPX. For more information on TID 2967860, see the
Novell Support Knowledgebase (http://support.novell.com/search/kb_index.jsp).

+ If the Windows 2000 server is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.

Windows + See Section 4.2.1, “Software Requirements for Installing All Components,” on
Server 2003 page 44

+ Novell Client 4.9 SP1a installed with the patch available with TID 2967860 and
configured to use IP only, not IPX. For more information on TID 2967860, see the
Novell Support Knowledgebase (http://support.novell.com/search/kb_index.jsp).

+ If the Windows Server 2003 is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.

Prerequisites for Installing the ZENworks Desktop Management Server

47


http://support.novell.com/tools/csp/csplist.html
http://support.novell.com/tools/csp/csplist.html
http://support.novell.com/search/kb_index.jsp
http://support.novell.com/search/kb_index.jsp

Platform Minimum Software Requirement

SLES 9 SP1 + See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 44

+ Novell eDirectory 8.7.3 (or later) installed on the Desktop Management Server

+ Atleast one replica of every partition containing ZENworks objects must be
hosted on a server running eDirectory 8.5 or above

OES (Linux) + See Section 4.2.1, “Software Requirements for Installing All Components,” on
1.0 page 44.

+ Novell eDirectory 8.7.3 (or later) installed on the Desktop Management Server

+ At least one replica of every partition containing ZENworks objects must be
hosted on a server running eDirectory 8.5 or above.

IMPORTANT: For Windows servers, the server’s DNS short name must be the same as the server’s
name. Either rename Windows servers where the server’s name does not match its DNS short name
before running the installation, or do not select these servers for installing Workstation Inventory.

4.2.3 Software Requirements for Installing the ZENworks
Database Only

If you choose to install the database component of the Desktop Management Server software, you
can install it on a separate NetWare, Windows, or Linux machine.

Table 4-7 Server Software Requirements for Installing the ZENworks Database

Component Minimum Hardware and Software Requirements

Database + Sybase ASA 8.0.2 is installed automatically when you choose to install the inventory
database on:

¢ NetWare 6 SP3

+ NetWare 6.5

+ Windows 2000 Server SP4

+ Windows 2003 Standard Edition

+ Windows 2003 Enterprise Edition

¢ SLES 9 SP1 or OES (Linux) 1.0
+ Oracle can be used as an alternative to Sybase. Oracle 9.2.0.6 or Oracle 10g R1 on:

+ Windows 2000 Server SP4

+ Windows 2003 Standard Edition

+ Windows 2003 Enterprise Edition

¢ SLES 9 SP1 or Solaris versions supported by Oracle
+ MS SQL can be used as an alternative to Sybase:

¢ (Recommended) MS SQL version 2000 SP3a
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4.3 Desktop Management Server Installation
Prerequisites

Before you can install Desktop Management Services, there are several prerequisites that must be
met. This section contains the prerequisite information you need.
O Make sure that you have made and archived a reliable backup of the server.

O Make sure that the recommended version of ConsoleOne is installed on the server where you
will install the Desktop Management Server software.

O Make sure that you have Admin or equivalent rights to eDirectory on all servers where you will
install the Desktop Management Server software.

(W]

Make sure that you have Admin or equivalent rights to extend the directory schema.

O If you will be installing to a NetWare server, unload java.nlm (at the Server Console, type
java -killall,thentype java -exit). Make sure you do this when Java* is not being
used by another process and the proper Java components have already been installed.

O Exit any program that uses files in the sys : public directory on any server where you will be
installing Desktop Management Server software.

O The display on the workstation you use to install or administer the Desktop Management
Server software must be set at a resolution of 1024 x 768. Installing with the display set at 800
x 600 makes the resolution of the installation and ConsoleOne screens too large for displaying
important information.

Q If you choose to install Desktop Management Server software on a Windows server, make sure
that you first close the Service Control Manager window.

O If you choose to install Desktop Management Server software from a Windows 2000
workstation or a Windows 2000 XP SP1 workstation to a Windows 2000/2003 server, the
workstation should be authenticated to both eDirectory and as the local or domain
administrator of the Windows server you will be installing to.

Q If you will be installing the Inventory Server component, make sure that the name of the server
where you will install the Inventory server and the tree where the server resides does not
contain “#”.

The Desktop Management Server installation program lets you install any of the Desktop
Management components individually (or in a grouping of your choice) on the servers you select.
For more information about these components, see Chapter 1, “What Is ZENworks Desktop
Management?,” on page 21.

NOTE: Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either of
these installation program from a Windows server and if that server is not part of the tree you have
selected, you cannot install the Desktop Management Server locally.

If you know that you want to use only certain Desktop Management components, this can save time
and server space. The following components can be individually selected:

Desktop Management Services

¢ Application Management

+ Workstation Management Common Components
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*

Remote Management

Additional Options

*

*

Desktop Management Database
Inventory Database

Inventory Server

Inventory Proxy Server

Imaging Server

PXE Server

Workstation Import/Removal Server

Desktop Management Services Snap-ins

If you choose to install Remote Management:

a

Make sure you have administrator rights to install the Remote Management Agent.

If you choose to install Workstation Inventory:

a

Stop Sybase Adaptive Server Anywhere.
On NetWare: Enter Q at the Sybase console prompt.

On Windows 2000: In the Control Panel, double-click Administrative Tools > Services, select
Novell Database - Sybase, then click Stop.

On Linux: Enter /etc/init.d/novell-zdm-sybase stop atthe Sybase console
prompt.

Use top-down deployment for Inventory installation. Always begin the installation at the
topmost-level server and proceed with the next lower-level servers. For example, in an
inventory setup with a Root Server and a Leaf Server, complete the inventory installation at the
Root Server, and then run the installation for the Leaf Server.

Make sure that the servers where you want to install the Desktop Management Inventory server
and the Database components have a valid DNS name configured. Also, make sure that the
workstation you will use for installing Desktop Management Server software is properly
configured to perform DNS lookup.

If the servers do not have a DNS name, you must select an IP address for the server during
Desktop Management Inventory policy configuration. For more information about configuring
a server IP address or DNS name, see Section 27.1, “Configuring the Inventory Database
Object on a NetWare Server,” on page 341.

If the selected servers have the Server Inventory component of ZENworks for Servers 3.0.2 or
earlier installed, you must upgrade the component to ZENworks 7 Server Management before
installing ZENworks 7 Desktop Management. For more information on how to upgrade to
ZENworks 7 Server Management, see “Upgrading from ZENworks for Servers 3.x” in
“Upgrade” in the Novell ZENworks 7 Server Management Installation Guide.

50 Novell ZENworks 7 Desktop Management Installation Guide



Preparing a Linux Server for
ZENworks Functions

When you install Novell® ZENworks® 7 Desktop Management on a Linux server, it might be
necessary to further configure that Linux server to accommodate ZENworks functions. This section
includes information to help you make those configurations. The following content is included in
this section:

¢ Section 5.1, “Configuring a Linux Server for ZENworks File Access,” on page 51

¢ Section 5.2, “Preparing the Linux Inventory Server,” on page 59

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

5.1 Configuring a Linux Server for ZENworks File
Access

When you use a Linux server as the “back end” for ZENworks file storage and access, you need to
configure it (either prior to installing the ZENworks Desktop Management Server or after that
installation is complete) so that ZENworks can later access the files stored there.

NOTE: Setting up the Linux server for file access is optional; you can set up NetWare® or Windows
servers to provide file access while still using your Linux back end server.

This section includes information about configuring SUSE® Linux Enterprise Server (SLES)
servers for ZENworks file access rather than configuring Novell Open Enterprise Server (OES)
servers for that purpose. OES Linux already includes Novell eDirectory™ and provides Novell
Storage Services (NSS) access to its file system. Therefore, policy or application files stored on the
OES Linux server can simply use the UNC-style path (that is, \\OES server name/sys/
public/....), making further configuration for ZENworks file access unnecessary.

Configuring a SLES server to enable file access requires that you configure Samba server software
to obtain authentication information either from the Active Directory* domain or the eDirectory
tree, and then create one or more Samba shares on the server. This allows the share to be managed
by the directory.

The intent of this section is to present a basic method showing how to accomplish the required
authentication. There are many ways to configure Samba; for more information, see the Samba
Documentation Collection (http://samba.org/samba/docs/man/).

The following information is included in this section:

¢ Section 5.1.1, “Configuring a Linux Server in an Active Directory Environment,” on page 52

¢ Section 5.1.2, “Configuring a Linux Server in an eDirectory Environment,” on page 54
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5.1.1 Configuring a Linux Server in an Active Directory
Environment
If you plan to use Active Directory on the SLES 9 or SLES 10 server where you want to install the

ZENworks Management Server, you need to enable directory-based CIFS access to the applications
and other files you want to store on that server for use by ZENworks.

IMPORTANT: Although it is not recommended, users can access an OES server/Samba share from
a Windows workstation where the Novell Client™ is installed, but you need to configure Samba to
provide a netBIOS name that is not the same as the OES server name.

This section includes the following information.

¢ “Configuring Samba to Use Kerberos” on page 52

¢ “Setting Up a Samba Share” on page 53

Configuring Samba to Use Kerberos
Use the following steps to configure the SLES 9 server to use Kerberos* for authentication:
1 Edit the Kerberos (heimdal-lib version 0.6 or later) configuration file to indicate the name of
the Active Directory domain you want to join.
1a Using a text editor, open /etc/krb5.conf on the Linux server.

1b Find the following lines in the file:

[libdefaults]
default realm = YOUR.KERBEROS.REALM

[realms]
YOUR.KERBEROS.REALMS = {
kdc = your.kerberos.server

}
1c Revise these lines as follows:

[libdefaults]
default realm = DOMAIN NAME

[realms]
DOMAIN NAME = ({
kdc = wins name
admin server = wins name
kpasswd server = wins name

}

The DOMAIN NAME value shown in the sample is the fully qualified name of the Active
Directory domain you want to join (for example,
RESEARCH.MYLOCATION.DIGITALAIRLINES.COM). Make sure you enter this
name using uppercase characters.

The wins name value shown in the revised kdc line, and in the newly added
admin_server and kpasswd_server lines is the primary domain controller or any domain
controller in the domain (for example, DC1).
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2 Edit the Samba server configuration file to indicate that Kerberos will be used to authenticate
users to the Active Directory domain.

2a Using a text editor, open /etc/samba/smb.conf on the Linux server.
2b Find the following line in the Global section of the file:
security = user

2c Revise this line and add more lines as follows:

security = ADS

realm = YOUR.KERBEROS.REALM
encrypt passwords = yes
netbios name = advertised name

The YOUR. KERBEROS . REALM value shown in the sample is the domain name specified
in the krb5. conf file (see Step 1c on page 52).

The advertised name value shown in the netbios name line is the advertised network
name of your Samba server, as well as its name in Active Directory (for example,
myserver smb).

3 Put the name of the server into an Active Directory container:

3a At the Linux server command line, type the following command:
kinit administrator@YOUR.KERBEROS.REALM

The YOUR. KERBEROS . REALM value shown in this example is the domain name
specified in the krb5. conf file.

3b At the Linux server command line, enter the following command:
net ads join

Setting Up a Samba Share

It is necessary to create a Samba share in order for Windows workstations to access files on the
SLES 9 or SLES 10 server.

1 Using a text editor, open /etc/samba/smb.conf on the Linux server then add the
following lines to the file:

[sharename]

path = local directory
guest ok = no

read only = no

The sharename value shown in the first line is the advertised network name of the Samba
share (for example, zenfiles).

The Iocal directory value shown in the second line is the local directory on the server
where you want the share to reside.
2 Map all users who will access the share to a single Linux account.

2a At the Linux server command line, type the following command:

/usr/sbin/useradd new account name

The new _account name parameter is the Linux account you are creating (for
example, smbuser).

2b Find the /etc/samba/smbusers file on the Linux server.

2c Add the following line to the file:
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new _accoun t_name = *

The new account name value in this line is the account name you created in Step 2a
on page 53.

3 At the Linux server command line, type the following commands to change the ownership of
the path to the share:

mkdir -p directory name
chown -R Linux account name directory name

chmod 755 directory name

The directory name value is the path to the local directory that you specified in Step 1 on
page 53.

The Linux account name value is the “new account name” you assigned in Step 2a on
page 53.

4 At the Linux server command line, enter the following command to restart the Samba server so
that the configuration file is executed with its new parameters:

/etc/init.d/smb restart

5.1.2 Configuring a Linux Server in an eDirectory Environment

If you plan to use eDirectory on the SLES 9 SLES 10 server where you want to install the
ZENworks Management Server, you need to enable directory-based CIFS access to the applications
and other files you want to store on that server for use by ZENworks.

This section includes information that you need to know for configuring the SLES 9 or SLES 10
server for use with ZENworks Desktop Management in an eDirectory environment:

¢ “Configuring Linux to Authenticate to eDirectory Using LDAP” on page 54

¢ “Creating Samba Credentials for Any User” on page 57

¢ “Setting Up a Samba Share” on page 58

* “Accessing Workstation-Associated ZENworks Files on a SLES 9 Server (Option A)” on
page 58

* “Accessing Workstation Associated ZENworks Files on a SLES 9 or SLES 10 Server (Option
B)” on page 59

¢ “Defining Restricted Users” on page 59
Configuring Linux to Authenticate to eDirectory Using LDAP

This section describes the steps necessary to configure a SLES 9 or SLES 10 server (which acts as
the LDAP client) and Novell eDirectory (which acts as the LDAP server) to provide authentication
redirection over LDAP to Novell eDirectory. The content assumes that Novell eDirectory 8.7.3 (or
later) has already been installed on the SLES 9 or SLES 10 server.

When the server is configured, any user can log in to a SLES 9 or SLES 10 server using his or her
eDirectory credentials.

Use the following procedures in the order listed below:

1. “Extending the eDirectory Schema for Linux Account Authentication” on page 55

2. “Extending the eDirectory Schema for Samba” on page 55
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3. “Creating a Proxy User for Anonymous Binds” on page 56
4. “Configuring the SLES 9 or SLES 10 Server (LDAP Client)” on page 56

5. “Configuring eDirectory Accounts for Linux Authentication” on page 57

Extending the eDirectory Schema for Linux Account Authentication

Configuring the SLES 9 or SLES 10 server for eDirectory authentication requires extension of the
existing eDirectory schema (the schema on an OES server is already extended by the ZENworks
installation).

Extending the schema can be accomplished using either the ndsschema utility or the ICE utility.
Both of these utilities reside on the SLES 9 or SLES 10 server. Command line syntax for both
utilities is provided in this section.

IMPORTANT: Prior to using the ICE utility, you need to make sure to use ConsoleOne to check the
properties of the LDAP Group object in the eDirectory tree you will be using.

Right-click the LDAP Group object, click Properties, click General, then deselect Require TLS For
Simple Binds With Password.

The schema defined for Linux account authentication is defined in RFC 2307 (http://www.faqs.org/
rfcs/rfc2307.html). Novell offers schema import files in traditional eDirectory schema format and in
Lightweight Data Interchange Format (LDIF) to be used for extending the Novell eDirectory
schema.

Use the following steps to extend the eDirectory schema in your environment:

1 Log in to the Linux server running Novell eDirectory as the root user.
2 At the bash prompt, enter cd /usr/lib/nds-schema.
3 Run a utility to extend the schema.
+ ndsschema method: At the bash prompt, enter the following command to extend the
schema:
ndssch cn=admin name.o=admin container name rfc2307-
usergroup.sch
¢ ICE method: At the bash prompt, enter the following command to extend the schema:

ice -S LDIF -f rfc2307-usergroup.ldif -D LDAP -s localhost -d
cn=admin name, o=admin_container name -W

Extending the eDirectory Schema for Samba

1 At the bash prompt, enter the following command:
cd /usr/share/doc/packages/samba/examples/LDAP

This location is provided by the samba-doc RPM package. Alternatively, you can use the
following command to find the schema file in the samba-client RPM package:

cd /usr/share/samba/LDAP
2 Enter the following command to use the ICE utility to extend the eDirectory schema for
Samba:

ice -S LDIF -f samba-nds.schema -D LDAP -s localhost -d
cn=admin name,o=admin_container name -W
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Creating a Proxy User for Anonymous Binds
Use the following steps to set up a proxy user in eDirectory for anonymous binds:

1 In ConsoleOne, create a new user account and set the password to null. Do not click Cancel
when prompted; instead, click OK so that Public/Private keys are generated.

2 Right-click the new User object, click Properties, click Password Restrictions, then deselect
Allow User to Change Password.

3 At the Root object of the tree, right-click the object, select Trustees of this Object, grant the
new user Browse entry rights, then grant the new user Read and Compare property rights on the
following attributes:

CN
Description
(0]

ou

Object Class
dc

gecos
gidNumber
homeDirectory
loginShell
memberUid
uidNumber
uniquelD

Make sure that Inheritable is selected for each of these attributes as you configure them.
4 Remove [All Attributes Rights] from the list of attributes for this User object.

5 Right-click the LDAP Group object, click Properties, click General, then select this new user
as the proxy user.

TIP: You cannot access the General tab from the version of ConsoleOne included on the
ZENworks 7 Companion 1 CD. To use ZENworks Desktop Management properly, you need to
download the ZENworks 7 Desktop Management snap-ins for ConsoleOne 1.3.6 (http://
download.novell.com/Download?buildid=6kuY0Y cDGdc~) from the Novell Downloads Web
site.

Follow the instructions at the download site to install the snap-ins.

6 Right-click the LDAP Server object, click Properties, click General, then select Refresh
NLDAP Server Now.

Configuring the SLES 9 or SLES 10 Server (LDAP Client)

1 Start the YaST2 Control Center.
1a Run /sbin/yast?2
1b Enter menu.
2 From the menu, select Network Services, select LDAP Client, then select Use LDAP.

As an alternative to Steps 1 and 2 above, you can simply run /sbin/yast2 ldap from the
command line to open the LDAP client configuration window.
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3 Add the LDAP server in the server field and the search base of where users are located. For
example:

Base DN: ou=users, ou=novell
Addresses of LDAP Servers: 7127.0.0.1
4 Select LDAP TLS/SSL, then click Finish to save your changes.

Configuring eDirectory Accounts for Linux Authentication

Use the following steps to add the posixAccount auxiliary class to a user account and set the
required fields:

1 In ConsoleOne, select and right-click a User account.

2 Select Extensions of this Object.

3 Click Add Extension.

4 In the list, select posixAccount, then click OK.

5 In the Generic Editing dialog box, click OK.

6 In the New posixAccount dialog box, fill in the fields. The following table shows the field
names, their purpose, and an example of the data you would fill in.

Field Name Purpose Example

Name The name of this extension posixAccount
homeDirectory The user home directory /home/tjones
uniquelD The unique ID of the user tjones

Common Name  The Linux gecos field Trevor Jones
gidNumber The GID in Linux 515

uidNumber The GID in Linux 515

Other attributes that are required and that can be added on the Other page of the User object
include the following:

Field Name Purpose Example

loginShell Sets the user's shell.The loginShell attribute /bin/bash
is required by SUSE Linux for proper X login.

7 Click OK to save the changes.

Creating Samba Credentials for Any User

The Samba credentials for any managed user are maintained separately from standard Linux
credentials. Use the following steps to add Samba credentials for any user account.

1 Login as Root at the SLES 9 or SLES 10 server, then enter the following command at the
bash prompt:

smbpasswd —-a username
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This configuration prompts users who are logging in to the server for the Samba password for
the server. In this syntax, username is the user's eDirectory user name. Users need to be in the
context specified as the base DN when they configure to an LDAP client. For more
information, see “Configuring the SLES 9 or SLES 10 Server (LDAP Client)” on page 56.

NOTE: This is a basic method for Samba account creation. There are many utilities and
methods you can use for maintaining both the Linux and Samba passwords with one command.
For more information, see the Samba Documentation Collection (http://samba.org/samba/docs/
man/).

Setting Up a Samba Share

It is necessary to create a Samba share in order for Windows workstations to access files on the
SLES 9 or SLES 10 server.

1 Using a text editor, open /etc/samba/smb.conf on the Linux server, then add the
following lines to the file:

[sharename]

path = local directory
guest ok = no

read only = no

The sharename value shown in the first line is the advertised network name of the Samba
share (for example, zenfiles).

The 1ocal directory value shown in the second line is the local directory on the server
where you want the share to reside.

2 At the Linux server command line, enter the following commands to change the ownership of
the path to the share:

mkdir -p directory name
chown -R admin user name

chmod 755 directory name

The admin user name value is the username that you use when you create policies and
applications in ZENworks. This username is used to access the Samba share.

The directory name value represents the path to the local directory that you specified in
Step 1 on page 58.

3 Atthe Linux server command line, enter the following command to restart the Samba server so
that the configuration file is executed with its new parameters:

/etc/init.d/smb restart

Accessing Workstation-Associated ZENworks Files on a SLES 9 Server (Option A)

If you need to access workstation-associated policy and application files on a SLES 9 server using
the eDirectory method, the Samba share must be marked to allow Guest access. Use the following
steps to mark the Samba share:

1 Using a text editor, open /etc/samba/smb.conf on the server.

2 Find the following line in the [sharename] section of the file:

guest ok = no
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The sharename value is the advertised network name of the Samba share (for example,
zenfiles).

3 Modify the line as follows:

guest ok = yes

Accessing Workstation Associated ZENworks Files on a SLES 9 or SLES 10 Server
(Option B)

If you using a Windows Middle Tier Server to access workstation-associated policy and application
files on a SLES 9 or SLES 10 server using the eDirectory method, the Samba share does not need to
be marked “World-read” (see Step 3 above) to allow Guest access. Use the following steps to allow
access to the files:

1 Ensure that the Windows Middle Tier Server (share credentials) are entered when you create
the Middle tier during the installation. These could also be configured on the Middle Tier using
the NSAdmin utility (LMAUTH credentials).

2 Make sure that the Middle Tier Server has the same credentials locally.

Even if you have a firewall, the Middle Tier can access the ZENworks files on behalf of the
workstation.

Defining Restricted Users

You can modify the smb . conf file to allow you to define the users for whom you want to restrict
file modification rights. Use the following steps to define restricted users.
1 Using a text editor, open /etc/samba/smb.conf on the server.
2 Find the following line in the [sharename] section of the file:
read only = no

The sharename value is the advertised network name of the Samba share (for example,
zenfiles).

3 Modify the line as follows:
read only = yes
4 At the bash prompt, enter the following command:

write list = admin user name

NOTE: The admin user name value is the username (or a comma-delimited list of usernames)
that has only Read rights to the files on the Samba share.

5.2 Preparing the Linux Inventory Server

If you want to install the Workstation Inventory component of ZENworks 7 Desktop Management
on a Linux server, perform the following tasks before the installation:

O Ensure that the Samba server is up and running.

O If workstations that do not have Novell Client installed send scans to an OES Linux Inventory
server, then ensure that the OES server name is same as the DNS name.
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O Ifyou want LDAP access to use a secure connection between the ZENworks 7 Inventory server
and Novell eDirectory, you need to enable a Secure Socket Layer (SSL) during the ZENworks
7 Desktop Management installation.

Before you enable SSL during installation, you must export the Trusted Root Certificate. Use
the following steps to export the certificate:

1 In ConsoleOne, browse the eDirectory tree to find the container of the NCP™ server object for
the Linux server where you want to install the ZENworks Inventory Server, right-click the SSL
Certificate object (SSLCertificateDNS-server_name), then click Properties.

2 Click the Certificates tab, click the Trusted Root Certificate suboption, then click Export.
The Export a Certificate dialog box is displayed.
3 Click Export to select the default settings.

The default path and the filename of the certificate is c: \rootcert.der. You can change
the path and the filename of the certificate.

4 Click Apply, then click Close.

5 Copy the certificate to the Linux server (any location) where you will be installing the
ZENworks 7 Inventory Server.

6 Note the location of the certificate on the Linux server because you need to specify the location
during the ZENworks 7 Desktop Management Server installation.

For more information about enabling SSL during the installation, see Installing All ZENworks
Features on a Linux Server, Installing Only the Desktop Management Server on a Linux Server, or
Customizing the ZENworks Desktop Management Installation on a Linux Server in Part IV,
“Installing ZENworks Desktop Management Services on Linux,” on page 297.
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Prerequisites for Installing the
ZENworks Middle Tier Server

You must be logged in as Admin or an Admin equivalent if the server you are installing to is a
NetWare® server. This enables the installation program to browse for eDirectory™ trees and
NetWare servers.

If you are installing to a Windows 2000 server, you must be logged in as Administrator (or
equivalent).

This section includes the following information:

*

*

*

*

*

Section 6.1, “ZENworks Middle Tier Server Limitations,” on page 61
Section 6.2, “ZENworks Middle Tier Server Hardware Requirements,” on page 63
Section 6.3, “ZENworks Middle Tier Server Software Requirements,” on page 64

Section 6.4, “Configuring Ports for the Middle Tier Web Server and the Desktop Management
Agent,” on page 65

Section 6.5, “Optimizing the Apache Web Server for the Middle Tier Server,” on page 68

6.1 ZENworks Middle Tier Server Limitations

You should be aware of the following limitations before installing the ZENworks® Middle Tier
Server:

*

ZENworks 7 Desktop Management does not support the installation of the ZENworks Middle
Tier Server on Windows NT* 4 servers.

ZENworks 7 Desktop Management does not support the installation of the ZENworks Middle
Tier Server on Windows Terminal Servers running in Application mode. For a Windows
Terminal Server to function as a ZENworks Middle Tier Server, it must be run in Remote
Admin mode.

ZENworks 7 Desktop Management does not support the installation of the ZENworks Middle
Tier Server in a Novell Clustering Services™ environment. For more information, see
Appendix B, “Installing in a Novell Cluster Services Environment,” on page 533.

By default, the Apache Web Server is configured to communicate on ports 80 (HTTP) and 443
(HTTPS), but if other NetWare 6 components, such as Novell iFolder® and iPrint, were also
initially installed on NetWare 6, it is possible that the NetWare Port Resolver has assigned ports
80 and 443 to an HTTP stack other than Apache.

Novell iFolder also uses Apache for its operations. If the Apache server in iFolder 1.3 is loaded
into protected memory space, not kernel memory, it creates a different instance of the HTTP
stack. The Desktop Management Agent communicates with the ZENworks Middle Tier Server
using the ports configured for both Apache and the Desktop Management Agent. For more
information about configuring ports, see Section 6.4, “Configuring Ports for the Middle Tier
Web Server and the Desktop Management Agent,” on page 65.
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*

The ZENworks 7 Middle Tier Server does not support the multiprocessor-enabled version of
the Apache Web Server on NetWare 6. Installing the ZENworks Middle Tier Server on a
NetWare 6 server with the multiprocessor-enabled version of Apache abends the server.

There is no such limitation for installing the Middle Tier on NetWare 6.5 or later.

*

Novell NetStorage is not supported on ZENworks 7 Middle Tier Servers installed on NetWare
6. If you intend to use NetStorage beyond its Desktop Management functions, we recommend
that you install NetStorage on a separate server.

Novell NetStorage is installed with the ZENworks 7 Middle Tier Server. If you intend to use
the ZENworks Middle Tier frequently, and if you intend to use NetStorage beyond its Desktop
Management functions, we recommend that you also install NetStorage on a separate server to
avoid Middle Tier performance degradation.

ZENworks 7 Desktop Management with Support Pack 1 downgrades the Middle Tier RPMs on
OES Linux servers. Because of this downgrade, NetStorage stops working. We therefore
strongly recommend that you do not install ZENworks 7 Desktop Mangement with SP1 on the
same server where Novell NetStorage is installed. For more information see Section 39.5,
“Interoperability with Novell NetStorage,” on page 496.

If you install the Novell Client™ on a Windows 2000/2003 server, then install the Middle Tier
Server on the same machine, then uninstall the Novell Client from this server, the Middle Tier

Server fails. The client uninstall program removes important files needed by the ZENworks
Middle Tier Server.

In this same software combination scenario, if you subsequently upgrade the client to 4.9 SP2,
a different version of nicm. sys is installed. If you do not use the nicm. sys included in
ZENworks 7 Middle Tier Server, the Middle Tier Server fails.

To work around this issue, you have two options:

*

*

*

1) Save the nicm. sys file included in the ZENworks 7 Middle Tier Server installation prior
to the client upgrade and then recopy after the client upgrade (this could also be
accomplished by reinstalling the Middle Tier Server after the client upgrade).

2) After the client upgrade, download nicm. sys from TID 10093371 in the Novell Support
Knowledgebase (http://support.novell.com/search/kb_index.jsp) and copy it to overwrite the
updated client version of nicm. sys.

¢ [fyou try to authenticate through the ZENworks Middle Tier Server to a Desktop Management
Server installed on a Windows 2000/2003 machine that already has Active Directory (installed
because the Desktop Management Server acts as the Primary Domain Controller) and
eDirectory (installed to accommodate ZENworks Desktop Management) both installed, the
authentication fails unless the user logs in with a full context.

The reason for this failure is a contention for the default LDAP port between the Active
Directory and eDirectory LDAP listeners. To work around this port conflict, during the
installation of eDirectory, choose an LDAP port other than the default, then use the NSAdmin
utility in ZENworks Middle Tier Server to configure the ZENworks Middle Tier Server to
communicate over that port.

To configure the LDAP port using NSAdmin:
1 In the Address box of Internet Explorer, type the URL for the NSADMIN utility. For example:

http://Middle Tier IP address/oneNet/nsadmin
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2 In the Value field of the LDAP Port configuration parameter, specify the LDAP Port number
you already set in eDirectory and that the ZENworks Middle Tier Server should use to
communicate with the Desktop Management Server, then click Submit.

6.2 ZENworks Middle Tier Server Hardware
Requirements

The network server where you install ZENworks Middle Tier Server software requires the following
hardware configuration:

Table 6-1 Hardware Requirements for the ZENworks Middle Tier Server

Resource Minimum Free Disk Space Minimum Hardware Requirement

NetWare 6 server 160 MB Pentium 1l (minimum) processor, 256 MB RAM,; if
scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

NetWare 6.5 160 MB Pentium Il (minimum) processor, 256 MB RAM,; if
server scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

Windows 2000 160 MB Pentium 1l (minimum) processor, 256 MB RAM,; if
server scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

Windows Server 160 MB Pentium Il (minimum) processor, 256 MB RAM,; if
2003 scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

SLES 9 SP1 + lessthan 100 users = Pentium Il (minimum) processor running at 1 GHz, 512
10 GB MB RAM; if scaled to 200 concurrent users, use
* 100 - 500 users = 25 Pentium Ill, 1 GB RAM. Scale thereafter as appropriate.
GB
OES (Linux) 1.0 ¢ lessthan 100 users = Pentium Il (minimum) processor running at 1 GHz, 512
10 GB MB RAM; if scaled to 200 concurrent users, use
* 100 - 500 users = 25 Pentium Ill, 1 GB RAM. Scale thereafter as appropriate.
GB

NOTE: ZENworks Middle Tier Server software is not supported on Windows NT 4 servers. It is
also not supported on Windows 2000 Professional workstations that have IIS installed.

Of the four pre-built software “sets” available for the SUSE® Linux Enterprise Server (SLES) 9
installation (that is, Minimum System, Minimum Graphical System, Full, and Default System
installations) only the Default System installation mode for SLES 9 supports ZENworks 7 Desktop
Management. All other modes used for SLES 9 installation cause a subsequent ZENworks 7
Desktop Management installation failure.

Prerequisites for Installing the ZENworks Middle Tier Server

63



6.3 ZENworks Middle Tier Server Software
Requirements

The network server where you install the ZENworks Middle Tier Server software requires the
following software configuration:

Table 6-2 Sofiware Requirements for the ZENworks Middle Tier Server

Platform

Minimum Software Requirement

NetWare 6 server

*

*

Support Pack 4 (minimum)

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICl is available from the Novell Product
Download Web site (http://download.novell.com).

eDirectory 8.7.3 (required minimum)

NetWare 6.5 server

Support Pack 1 (minimum)

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICI is available from the Novell Product
Download Web site (http://download.novell.com).

Windows 2000
server

IIS installed (version shipping with Windows 2000 server)
Windows 2000 Server Service Pack 4 (minimum)
IP Protocol Stack must be bound and available on the server

If connecting to a Windows 2000 Desktop Management Server, both
Windows 2000 servers must be members of the same Active Directory
domain or a trust relationship must exist between the domains they belong
to. The workstation logging in does not need to be a member of that domain
unless the Desktop Management Server is delivering MSI applications. A
server designated as the Domain Controller must be present in the domain;
either the ZENworks Middle Tier Server or the Desktop Management Server
can be designated as a Domain Controller.

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICI is available from the Novell Product
Download Web site (http://download.novell.com).

Windows Server
2003

IIS installed (version shipping with Windows Server 2003)
IP Protocol Stack must be bound and available on the server

If connecting to a Windows Server 2003 Desktop Management Server, both
Windows Server 2003 machines must be members of the same Active
Directory domain or a trust relationship must exist between the domains they
belong to. The workstation logging in does not need to be a member of that
domain unless the Desktop Management Server is delivering MSI
applications. A server designated as the Domain Controller must be present
in the domain; either the ZENworks Middle Tier Server or the Desktop
Management Server can be designated as a Domain Controller.

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICI is available from the Novell Product
Download Web site (http://download.novell.com).
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Platform Minimum Software Requirement

SLES 9 + SUSE Linux Enterprise Server (SLES) 9 Support Pack 1 (minimum)
+ [P Protocol Stack must be bound and available on the server

IMPORTANT: Of the four pre-built software “sets” available for the SLES 9
installation (that is, Minimum System, Minimum Graphical System, Full, and
Default System installations) only the Default System installation mode for SLES 9
supports ZENworks 7 Desktop Management. All other modes used for SLES 9
installation cause a subsequent ZENworks 7 Desktop Management installation
failure.

OES 1.0 + Novell Open Enterprise Server (Linux) 1.0

* |P Protocol Stack must be bound and available on the server

IMPORTANT: If the IIS Web Server is not configured correctly for logging, Web site logging files
(C:\windows\system32\logfiles w3svcl\yymmdd.1log) used by IIS in conjunction
with the Middle Tier Server might grow to a very large size and use an unacceptable amount of disk
space on the Windows server.

For information about how to configure Web site logging for Windows Server 2003, see the
Microsoft Knowledgebase Article 324279 (http://support.microsoft.com/default.aspx?scid=kb;en-
us;324279) at the Microsoft Knowledgebase Web site.

The Middle Tier Server is also used to host applications available through the Web browser view of
Novell Application Explorer, called myapps . html. For more information about installing
myapps . html, see Chapter 13, “Installing the Novell Application Launcher Plug-In,” on

page 163. For information about configuring and using myapps .html, see “Customizing the
Application Browser View” in “Novell Application Launcher: Customizing Views” in the Novell
ZENworks 7 Desktop Management Administration Guide.

6.4 Configuring Ports for the Middle Tier Web
Server and the Desktop Management Agent

The Desktop Management Agent can communicate with the ZENworks Middle Tier Server when
the workstation is located either inside or outside the corporate firewall, provided that the Desktop
Management Agent and the Web server software installed on the ZENworks Middle Tier Server
machine (Apache HTTP Server on NetWare and Internet Information Server (IIS) on Windows) are
set up to communicate on the same port.

You need to know how to configure the communication ports if the installation of the Web server
changes the default port assignment from 80 and 443, if you want to either change or assign an
additional port other than the default, or if you want to change the Desktop Management Agent port
to match the Web server port.

NOTE: For a list of configurable ports, see the Port Number Assignments Appendix in Getting
Results with Novell Web Servers and Tools in Managing Web Servers and Other Web Tools at the
NetWare 6 documentation Web site (http://www.novell.com/documentation/lg/nw6p/index.html).
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This section includes the following information:

¢ Section 6.4.1, “Configuring Ports for the Apache Web Server on NetWare 6.x,” on page 66
¢ Section 6.4.2, “Configuring Ports for the Apache Web Server on Linux,” on page 66
¢ Section 6.4.3, “Configuring Ports for IIS on Windows,” on page 67

¢ Section 6.4.4, “Changing the DHost Port Assignment On a Windows 2000 Server with
eDirectory 8.7.3 Installed,” on page 67

¢ Section 6.4.5, “Configuring the Port for the Desktop Management Agent,” on page 67

6.4.1 Configuring Ports for the Apache Web Server on NetWare
6.x

To configure ports for the Apache Web Server on NetWare 6.x, open and edit adminserv.conf
found in the sys: \apache\conf directory. Search for the line with the current port assignment.
You can either change the port number or add additional port numbers. You can also designate
whether the port is a secure port used for listening. Use the existing port configuration lines as
templates if you create a new port assignment for a non-secure port. When you designate a secure
(HTTPS) port, you must use port 443. For additional information about configuring ports in Apache
2 on NetWare 6.5, see Managing Listening Ports (http://www.novell.com/documentation/nw65/
web_apache/data/aichue2.html#aichue?) in the Apache Web Server Administration Guide for
NetWare 6.5.

If you plan to use the Web browser view of the Novell Application Launcher®, myapps . html,
you also need to edit its port number to match the port on the Apache Web server. On a NetWare 6.x
server, myapps . html is located in the sys: \apache\nwdocs directory.

6.4.2 Configuring Ports for the Apache Web Server on Linux

To configure ports for the Apache Web Server on an OES Linux server, open and edit
httpd.conf found in the /etc/init.d/apache?2 directory. Search for the line with the
current port assignment. You can either change the port number or add additional port numbers. You
can also designate whether the port is a secure port used for listening. Use the existing port
configuration lines as templates if you create a new port assignment for a non-secure port. When
you designate a secure (HTTPS) port, you must use port 443.

To configure ports for the Apache Web Server on a SLES 9 SP1 server, open and edit
listen.conf foundinthe /etc/init.d/apache?2 directory. Search for the line with the
current port assignment. You can either change the port number or add additional port numbers. You
can also designate whether the port is a secure port used for listening. Use the existing port
configuration lines as templates if you create a new port assignment for a non-secure port. When
you designate a secure (HTTPS) port, you must use port 443.

If you plan to use the Web browser view of the Novell Application Launcher, myapps.html, you
also need to edit its port number to match the port on the Apache2 Web server on Linux. You can
find myapps .html in the DocumentRoot (for example in the /srv/www/htdocs directory).
The myapps . html file is not installed if Apache?2 is not installed on the Middle Tier Server.
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6.4.3 Configuring Ports for IIS on Windows

1 At the server's desktop, click Programs > Administrative Tools > Internet Services Manager >
Internet Information Services to open to Internet Information Services window.

2 Click the + symbol on the ZENworks Middle Tier Server icon to expand its hierarchy.

3 Right-click Default Web Site > click Properties to open the Default Web Site Properties dialog
box.

4 On the Web Site page (the page opened by default) of the dialog box, change the port number in
the TCP Port field. If you are designating a secure (HTTPS) port, you must use port 443.

or

On the Web Site page, click Advanced and follow the on-screen instructions to add multiple
port numbers.

If you plan to use the Web browser view of the Novell Application Launcher, myapps.html, you
also need to edit its port number to match the port on IIS. On a Windows server, myapps .html is
located in the c: \ inetpub\wwwroot directory.

6.4.4 Changing the DHost Port Assignment On a Windows
2000 Server with eDirectory 8.7.3 Installed

If you install eDirectory 8.7.3 on a Windows 2000 server, its DHost service is set to port 80 and
starts running there. If you subsequently install the ZENworks Middle Tier Server to the same
Windows 2000 server, the IIS Web server also tries to use port 80. This results in a port contention
with the following message displayed:

Address already in use.

The ZENworks Middle Tier Server cannot start until you change the DHost port assignment to a port
other than port 80. Use the following steps to change the DHost port assignment:

1 Open ConsoleOne®, then double-click the root container where you installed eDirectory.

2 Open the properties of Http Server-server _name, then click the Other tab.

3 On the Other page, double-click AttpDefaultClearPort, double-click 80, then change the port
number to a port other than 80.

4 Click OK, close ConsoleOne, then reboot the Windows server.

6.4.5 Configuring the Port for the Desktop Management Agent

Port 80 is assigned by default to the Desktop Management Agent during installation. You might
want to change this assignment if the Web server port (either on Apache or IIS) has changed, or if
you want to select an alternate port for the Desktop Management Agent that has already been
configured for the Web server. For details about how to assign a port number for the Desktop
Management Agent, see Step 8 on page 141.

Even when the port has been assigned to the Desktop Management Agent after installation, users
can designate a different port to connect with. For more information, see “Customizing the Agent
Login” on page 186.
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6.5 Optimizing the Apache Web Server for the
Middle Tier Server

For optimal performance of the ZENworks Middle Tier Server on NetWare, you must change the
Apache Web Server ThreadsPerChild configuration parameter from the default of 50 to 512.

To optimize the Apache Web Server on NetWare 6.x, you need to edit the ThreadsPerChild
parameter in adminserv.conf. You can find the file in the sys: \apache\conf folder. The
first few configuration parameters in the file look like this:

ServerType standalone

ServerRoot "sys:/apache"

PidFile logs/httpd.pid
ScoreBoardFile logs/apache status
Timeout 300

KeepAlive On

MaxKeepAliveRequests 100
KeepAliveTimeout 15
ThreadsPerChild 50

Change the value in the ThreadsPerChild parameter from 50 to 512.
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User Workstation Requirements

Novell® ZENworks® Desktop Management is designed to work in a “clientless” environment; that
is, the end user's workstation does not need to rely solely on the Novell Client™ to communicate
with the Desktop Management Server software.

This does not mean that the Novell Client cannot be present. In fact, users can continue to use the
Novell Client (versions 3.34/4.9 or later) even when the newer workstation functionality of
ZENworks Desktop Management is installed with the Desktop Management Agent.

This section includes the following information:

¢ Section 7.1, “Supported Workstation Platforms and Devices,” on page 69
¢ Section 7.2, “User Workstation Hardware Requirements,” on page 69

¢ Section 7.3, “User Workstation Software Requirements,” on page 70

For more information about installing the Desktop Management Agent software on desktop
machines, see “Installing and Configuring the Desktop Management Agent” on page 137.

7.1 Supported Workstation Platforms and
Devices

ZENworks Desktop Management has been extensively tested to manage the following desktop
platforms:

+ Windows 2000 Professional, with Service Pack 4 applied
+ Windows XP Professional, with Service Pack 1 (minimum) applied
+ Windows 98 SE

In addition to these platforms, ZENworks 7 Desktop Management supports distribution of policies
and applications to Tablet PCs running the Windows XP Tablet PC Edition.

7.2 User Workstation Hardware Requirements

For full functionality and performance, the workstations to be managed by ZENworks Desktop
Management require the following minimum amounts of processing power, disk space, and RAM
on the desktop machines where the Desktop Management Agent will be installed:

Table 7-1 User Workstation Hardware Requirements

Minimum Free

Resource Disk Space

Minimum Hardware Requirement

User workstation; complete Desktop 20 MB Pentium-compatible processor (32-bit only),
Management Agent installation 200 MHz; 128 MB of RAM
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IMPORTANT: ZENworks Desktop Management is not supported on the NEC* 9800 (also known
as PC98) series of personal computers.

Workstations where Preboot Services will be installed require the following:

Table 7-2 Hardware Requirements for User Workstations Where ZENworks Preboot Services Will Be Installed

Specification Minimum Requirement
Processor Pentium, 75 MHz or faster.
Network Card PXE-enabled. (If the network card cannot be PXE-enabled, the workstation

can be booted with a PXE-on-Disk boot diskette.)

Available Disk Space None required.

RAM 16 MB; 128 MB recommended if Workstation Imaging is to be used on the
workstation.

Graphics Display VGA; 16-bit color.

A standard DHCP server must already be installed, either on the same server where you are
installing Preboot Services or on another server in the network, before you install Preboot Services.

If the standard DHCP server is on the same server where you are installing Preboot Services
(specifically, the Proxy DHCP component), you must set option tag 60 in DHCP services. For more
information, see “NetWare 6.x DHCP Server” and “Windows 2000 Advanced Server” in the Novell
ZENworks 7 Desktop Management Administration Guide.

7.3 User Workstation Software Requirements

Some software must be installed on the user workstation so that the Desktop Management Agent
works properly. The requirements for that software are listed in the table below.

Table 7-3 User Workstation Sofiware Requirements

Required Software Configuration Details

Internet Explorer The minimum required version is 5.5 SP2 with high security (128-bit or higher)
encryption. The Desktop Management Agent utilizes security and Internet access
controls that are included with Internet Explorer.

Microsoft Windows  The minimum required version is MSI 1.11, which ships with Windows 2000.

Installer (MSI) ) ) ) )
The Desktop Management Agent installation program automatically installs MSI

1.2. MSI 2.0 is available in the \microsoft windows installer folder of the Novell
ZENworks 7 Companion 2 CD.

NOTE: If you choose to use the Novell Client on machines where the ZENworks Desktop
Management Agent is installed, you should know that version 4.9 SP1a (or higher) of the client has
been tested with ZENworks 7 Desktop Management.
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Preparing the Administration
Workstation or Server

To view, manage, or create a Novell® ZENworks® Desktop Management object in Novell
eDirectory™, you need to use ConsoleOne®, a Java-based, graphical-interface management tool that
can be installed and run either on a Windows or NetWare® server you are authenticated to or to a
local Windows workstation that can be mapped to the server that is running eDirectory. ConsoleOne
can view eDirectory objects of ZENworks (for example, workstation objects, application objects,
policies, and database objects) and network resources (for example, schema, partitions, replicas) in
trees to which you are authenticated.

When you install the Desktop Management Server, you can extend the eDirectory schema to include
several directory objects unique to Desktop Management, including workstations, applications,
databases, and policy packages. These objects are installed as . jar files to the \consoleone
directory of the server or servers you select.

If you want to configure any component of ZENworks 7 Desktop Management, you need to use
ConsoleOne to identify the object with which that component is associated and use the ConsoleOne
“snap-ins,” (displayed as tabs or configuration pages in the object properties) to make the
adjustments you want.

The information in this section describes the programs you need to install on the machine (Windows
server or workstation) where you will administer ZENworks 7 Desktop Management.

¢ Section 8.1, “Installing the Novell Client,” on page 71

¢ Section 8.2, “Installing ConsoleOne,” on page 72

¢ Section 8.3, “Installing the ConsoleOne Snap-ins,” on page 73

NOTE: Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either of
these installation programs from a Windows server and if that server is not part of the tree you have
selected, you cannot install the Desktop Management Server locally.

8.1 Installing the Novell Client

The Novell Client™ must be installed on the Windows workstation or server where you will be
running ConsoleOne to administer ZENworks. This is because ConsoleOne is dependent on the
client's NetWare libraries. For more information, see the ConsoleOne 1.3x User Guide (http://
www.novell.com/documentation/lg/consol13/index.html?page=/documentation/lg/consol13/
cl_enu/data/hk42s9ot.html) at the Novell Product Documentation Web site.

If you are using ZENworks 7 Desktop Management, you can find the Novell Client installation
program on the ZENworks 7 Companion 1 CD. For more information about the installation
procedure and capabilities of the Novell Client, see the Novell Product Documentation Web site
(http://www.novell.com/documentation/a-z.html).

If you are using ZENworks 7 Desktop Management with Support Pack 1, you need to download the
Novell Client from the Novell downloads Web site.
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8.2 Installing ConsoleOne

ConsoleOne 1.3.6 is required for administering ZENworks 7 components. The ConsoleOne
installation program on the ZENworks 7 Companion 1 CD lets you install ConsoleOne files to the
local hard drive of a Windows workstation or to the Windows or NetWare server of your choice
(provided these servers meet the minimum requirements).

NOTE: ZENworks 7 Desktop Management has not been tested on ConsoleOne 1.36d installed to a
Linux server or desktop. ZENworks snap-ins are designed to be used with Windows.

No issues have been identified for scenarios where you install ZENworks 7 Desktop Management to
a Windows server and administer it from the same server.

ConsoleOne 1.3.6¢e is recommended for administering ZENworks 7 with Support Pack 1
components. The ConsoleOne installation program on the ZENworks 7 with Support Pack 1
Companion I CD lets you install ConsoleOne files to the local hard drive of a Windows workstation
or to the Windows or NetWare server of your choice (provided these servers meet the minimum
requirements).

This section includes the following information:

¢ Section 8.2.1, “Things to Know When Installing ConsoleOne on a NetWare Server,” on
page 72

¢ Section 8.2.2, “Things to Know When Installing ConsoleOne to a Local Workstation Hard
Drive,” on page 73

8.2.1 Things to Know When Installing ConsoleOne on a
NetWare Server

If you intend to install ConsoleOne 1.3.6 (or 1.3.6¢) on a NetWare server, you should be aware of the
following:

+ Make sure that you specify the install path with a mapped drive letter rather than with a UNC
path.

¢ Ifyou install or update ConsoleOne on a NetWare server volume, the installation program
automatically installs the ConsoleOne files to the public\mgmt\consoleone\1l.2
directory on that volume because it assumes the drive is mapped to the root of the volume.

¢ Although the installation directory for ConsoleOne is named 1.2, this is misleading. There is no
relationship between the installation directory name and the ConsoleOne version, which is
version 1.3.6 for ZENworks 7 Desktop Management.

¢ If you map-root the drive to a subfolder under the volume, the installation program creates the
default path and appends it to the map-rooted path. This causes subsequently installed snap-ins
(such as those for Desktop Management) to be ignored by ConsoleOne because they are not
installed to the path from which ConsoleOne is running.

¢ ZENworks snap-ins do not load properly on the NetWare server console. We recommend that
you do not use the server console to run ConsoleOne for administering Desktop Management
snap-ins. Instead, install and run ConsoleOne at a local Windows workstation or use a shortcut
on the administration workstation (a Windows workstation) to launch it from the network
server where you installed it.
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8.2.2 Things to Know When Installing ConsoleOne to a Local
Workstation Hard Drive

Although the ConsoleOne installation program lets you install ConsoleOne files to the hard drive of
a local Windows workstation, this installation does not include the ZENworks 7 Desktop
Management (or SP1) snap-ins. To administer ZENworks on a local administration workstation, you
need to install the snap-ins after you install ConsoleOne. For more information, see Section 8.3,
“Installing the ConsoleOne Snap-ins,” on page 73.

8.3 Installing the ConsoleOne Snap-ins

If you install the ZENworks Desktop Management Server to a NetWare or Windows server, the
ZENworks Desktop Management snap-ins are installed to the appropriate location by default. If you
installed the Desktop Management Server to a Linux server (that is, an OES or SLES 9 server),
neither ConsoleOne nor the ZENworks snap-ins are installed to the server. You need to install
ConsoleOne to the hard drive of the local Windows workstation where you will be administering
ZENworks Desktop Management.

After you install ConsoleOne, you can obtain the snap-ins from the ZENworks 7 Companion 2 CD
or from the Novell Download Web page (http://download.novell.com). This section includes the
following information:

¢ Section 8.3.1, “Downloading the Snap-Ins,” on page 73

¢ Section 8.3.2, “Copying the Snap-Ins,” on page 74

¢ Section 8.3.3, “Installing the Snap-Ins,” on page 74

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

8.3.1 Downloading the Snap-ins

Use the following instructions to download the ZENworks 7 Desktop Management snap-ins from
the Novell Download Web page (http://download.novell.com) as you prepare to install them to
ConsoleOne on your local Windows workstation.

1 Read Section 8.3.3, “Installing the Snap-Ins,” on page 74 before you download the ZENworks
7 Desktop Management snap-in . zip file.
2 Create a temporary directory on the local workstation for downloading the . zip file.

3 On the Novell ZENworks 7 Desktop Management snap-ins download page, click Proceed to
Download.

4 Follow the prompts to download the desired . zip files and copy them into your temporary
directory.

You are now ready to install the ZENworks 7 Desktop Management snap-ins to ConsoleOne.
Continue with Section 8.3.3, “Installing the Snap-Ins,” on page 74.
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8.3.2 Copying the Snap-ins

Use the following instructions to copy the ZENworks 7 Desktop Management snap-ins from the
ZENworks 7 Companion 2 CD as you prepare to install them to ConsoleOne.

1 Read Section 8.3.3, “Installing the Snap-Ins,” on page 74 before you copy the ZENworks 7
Desktop Management snap-in . zip file.

2 Create a temporary directory on the local workstation for downloading the . zip file.

3 Copy the snap-in . zip file to the temporary directory.

You are now ready to install the ZENworks 7 Desktop Management snap-ins to ConsoleOne.
Continue with Section 8.3.3, “Installing the Snap-Ins,” on page 74.

8.3.3 Installing the Snap-Ins

Use the following instructions to install the ZENworks 7 Desktop Management snap-ins from the
temporary directory where you either downloaded or copied the snap-in . zip file.

1 Complete Section 8.3.1, “Downloading the Snap-Ins,” on page 73 or Section 8.3.2, “Copying
the Snap-Ins,” on page 74.
2 Make sure the instance of ConsoleOne that you want to update is not running.

3 Open the snap-in . zip file in WinZip and browse for the directory where ConsoleOne is
installed on the workstation and unzip the file into that directory.

By default, ConsoleOne is installed in the ...\consoleone\1. 2 directory. Do not omit the
\1.2 part of the path when you specify where to extract the . z1ip file.

IMPORTANT: You must extract the snap-in . zip file to the ConsoleOne_installation
directory, or the snap-ins will be copied to the wrong directory structure and will not work. For
example, you might have installed ConsoleOne to a different directory path than
..\consoleone\1l.2.

4 If you are prompted to overwrite existing files of the same name in the destination directories,
choose Yes to All, regardless of differences in file dates.

5 Repeat Steps 2 through 4 for each instance of ConsoleOne that you want to update.
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Windows-Based Installation

Novell® ZENworks® 7 Desktop Management can be installed on Windows servers, Novell
NetWare® servers, and Novell Open Enterprise Server (OES) or SUSE® Open Enterprise Server
(SLES) 9 (Linux) servers. When you install on Windows or NetWare servers, you use a Windows-
based installation program. This section includes information about the following Windows-based
installation programs:

+ Desktop Management Server: This software lets you centrally create and manage policies
and profiles for users and workstations on a Windows network, a NetWare network, or a mixed
network. These policies and profiles enable you to distribute, manage, and update applications,
perform advanced inventory and remote management functions, and automatically install
operating systems on the Windows workstations in your network.

¢ ZENworks Middle Tier Server: This software works with Web Server software installed on a
NetWare or Windows server to set up authentication and communication between the Desktop
Management Server inside the corporate firewall and workstations outside the corporate
firewall. This communication makes it possible for mobile users to get Desktop Management
services when they are traveling. It also allows communication for workstations that do not
have the Novell Client™.

+ Desktop Management Agent: This software includes the functionality needed to remotely
manage a workstation, to receive applications, or to push policies to the workstation. It also
enables a workstation to authenticate to the Desktop Management Server through the
ZENworks Middle Tier Server without using the traditional Novell Client.

The workstation functionality afforded by ZENworks Desktop Management components is
available only if you install the Desktop Management Agent. This is true even if you currently
have the Novell Client installed on that workstation. The Desktop Management Agent
installation removes the Desktop Management features that were previously installed by the
Novell Client and replaces them with selected ZENworks workstation features.

NOTE: ZENworks 7 Desktop Management software manages Windows workstations only.
For information about managing Linux workstations, see the Novell ZENworks 7 Linux
Management Installation Guide or the Novell ZENworks 7 Linux Management Administration
Guide.

¢ Novell Application Launcher Plug-In: (Optional) This software is a simplified version of
Novell Application Launcher™ (which is installed with the Desktop Management Agent) that
can be installed from the Middle Tier Server to enable distribution of applications to users.

¢ ZENworks Launch Gadget: (Optional) This software enables users to launch applications
from a Novell exteNd Director™ 4.1 SE portal.

The information in the following sections will help you install these components in your Windows
or NetWare or mixed Windows/NetWare network environment.

¢ Chapter 9, “Installing the ZENworks Desktop Management Server,” on page 77

¢ Chapter 10, “Installing the ZENworks Middle Tier Server,” on page 107

¢ Chapter 11, “Installing the Desktop Management Server and the Middle Tier Server on the
Same Machine,” on page 131

¢ Chapter 12, “Installing and Configuring the Desktop Management Agent,” on page 137

Windows-Based Installation
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Chapter 13, “Installing the Novell Application Launcher Plug-In,” on page 163
Chapter 14, “Installing the ZENworks Launch Gadget,” on page 169

Chapter 15, “Setting Up Terminal Server Application Support,” on page 173
Chapter 16, “Setting Up Authentication,” on page 183

Chapter 17, “Setting Up Security Measures on Windows or NetWare Middle Tier Servers,” on
page 191

Chapter 18, “Installing in a Windows Network Environment,” on page 201

These sections also contain information about installing ZENworks 7 Desktop Management with
Support Pack 1 (SP1). For more information about preparing for SP1, see Chapter 33, “Upgrade
Considerations for ZENworks 7 Desktop Management with SP1,” on page 441 or Chapter 34,
“Upgrading to Support Pack 1 Using Server Software Packages,” on page 443. For more
information you should consider for upgrading other versions of ZENworks Desktop Management
to ZENworks 7 Desktop Management with SP1, see Part VI, “Upgrade,” on page 353.

For information about installing ZENworks 7 Desktop Management Services on a Linux server, see
Part IV, “Installing ZENworks Desktop Management Services on Linux,” on page 297.

For information about installing ZENworks 7 Desktop Management with Support Pack 1 on an OES
Linux cluster, see Section B.11, “Installing ZENworks 7 Desktop Management with SP1 in an OES
Linux Cluster Environment,” on page 555.
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Installing the ZENworks Desktop
Management Server

This section includes the following information:

¢ Section 9.1, “Desktop Management Server Installation Procedure,” on page 77
¢ Section 9.2, “SP1 Desktop Management Server Installation,” on page 91
¢ Section 9.3, “Checking the Installation,” on page 106

9.1 Desktop Management Server Installation
Procedure

When you have met the hardware and software requirements and prerequisites for installation (see
Part 1, “Preparation,” on page 37), use the following steps to get the Novell® ZENworks® Desktop
Management Server up and running on a NetWare® or Windows server.

IMPORTANT: When you complete the installation of the Desktop Management Server, make sure
you complete the post-installation tasks that are required for Windows, NetWare, and Linux servers.
For more information, see Part V, “Post-Installation,” on page 339.

1 Select a Windows 2000/XP workstation (or a Windows 2000/2003 server) to run the Desktop
Management Server installation program. The workstation or server must meet the
requirements for an installing workstation. For details, see “Prerequisites for the Workstation
Running the Installation” on page 39.

2 At a Windows workstation, insert the Novell ZENworks 7 Desktop Management CD.

The winsetup.exe program autoruns. If it does not autorun, launch the program from the
root of the CD.

If you run the installation from a directory location where you have copied the ZENworks
Desktop Management ISO files, make sure that all of these files are copied to the same location
from which you are running winsetup.exe.

IMPORTANT: If you remove the Novell ZENworks 7 Desktop Management CD from the CD
drive during the installation, or if you lose your connection to the server you are installing to,
the installation program stops and does not proceed. To terminate the installation process, open
the Windows Task Manager, click Processes, select javaw . exe, then click End Process.
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ZENworks 7 Install i im] 5

Novell. ZENworks. 7 N

Desktop Management Automates desktop imaging, configuration, application distribution, inventory
and remote control

Server Management Automates server configuration, inventory, and the distribution of applications
and patches to servers

Handheld Management Automates the management of Palm 0S5, Windows CE (including Pocket PC),
and RIM BlackBerry devices

Asset Inventory Automates inventory and tracking of hardware, software, and networked
devices

Data Management Automates the management of users' files to ensure anywhere, anytime access

and availability

Patch Management Automates patch vulnerability t and deploy t to defend your
environment

Instant Messenger Provides secure instant messaging

Software Packaging Automates software packaging, customization, and quality assurance to ensure

reliable applications for enterprise use

Personality Migration Automates the migration of desktop settings, data, and applications for system
upgrades and restorations

Companion Programs and Files Supplementary programs and files used with ZENworks

Documentation Provides Web links to online installation documentation and other information

+ exit

3 Click Desktop Management to display a page with options to install in various languages.
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4 Click English to display a page with Desktop Management installation options.

1]
Novell. ZENworks. 7 Desktop Management N
Schema Extension and Product Extends a Movell eDirectory tree’s schema to support ZENworks Desktop
Licensing Management and Installs licensing code
Desktop Management Services Installs or upgrades software on a server to manage desktops, workstations,
and laptops
Middle Tier Server Installs or upgrades software on a server to handle requests between the

Desktop Management Agents and Desktop Management Services

Desktop Management Agents Installs or upgrades software on a workstation for application delivery and
desktop management; reguires Microsoft Windows Installer

Documentation Provides Web links to online installation documentation and other information

< back + exit

From this page, you can choose to either extend the schema before you actually install the new
Desktop management product, or you can choose to extend the schema as part of the
installation procedure.

¢ Section 9.1.1, “Extending the Schema Before the Installation,” on page 79

¢ Section 9.1.2, “Performing the Full Installation (Including Schema Extension),” on
page 81

9.1.1 Extending the Schema Before the Installation

If the network environment where you want to install the Desktop Management Server is a large
tree, you might want to extend the schema and let the Novell eDirectory™ tree stabilize before you
actually install the new Desktop Management product. To extend the schema first:

1 Select Schema Extension and Product Licensing to launch the ZENworks Desktop
Management Schema Extension and Product Licensing Wizard.

2 After you accept the terms of the license agreement and click Next, complete the eDirectory
Tree for Creating Objects page of the wizard by browsing to or entering the name of an
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eDirectory tree where you want to add ZENworks Desktop Management schema extensions,
select Extend Schema, then click Next.

2ENworks 7 Licensing and Schema Extensions x|

eDirectory Tree for Creating Objects

Novell

The schema must be extended on the tree where vou are installing your ZENwarks product
However, you only need to extend the schema once per tree.

Tree | r_'l

[¥ Extend schema

Login

=Hack | Hext= I Cancel | Eimish | Help |

You need to extend the schema on a tree only once. You can authenticate to a tree by clicking
the Login button and entering a user ID and password with the appropriate rights.

The duration of the schema extension operation depends on the size and complexity of your
tree.

Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation program from a Windows server and if that server is not part of the tree you
have selected, you cannot install the Desktop Management Server locally.

3 On the ZENworks License page, enter the license code that was e-mailed to you as part of the
SmartCert product registration package, then click Next.

If you do not enter a license code on this page, the wizard considers this installation of
ZENworks Desktop Management to be an evaluation version. If you install for an evaluation,
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you are periodically reminded to license the product. After 90 days, the product evaluation no
longer functions.

2ENworks 7 Licensing and Schema Extensions x|

ZENworks license

Enter the license code for your ZENworks product. Ifyou do not enter anything, your ZERworks product will only function for
90 days.

License code: |

=Hack | Mext= | Cancel | | Help |

When the schema extension operation is complete, you can view a log file that is stored in
c:\novell\zfdtemp\zwextsch.log.

9.1.2 Performing the Full Installation (Including Schema
Extension)

If you want to install the Desktop Management Server software after extending the schema, or if you
want to extend the schema of the tree as part of the installation, use the following steps:

1

Click Desktop Management Services to launch the Desktop Management Server installation
wizard.

On the first Installation page, read the details about running the installation program, then click
Next.

Read the License agreement, then click Accept if you agree with the terms of the License
Agreement.

If you do not agree with the terms of the license agreement, do not install the software.

On the Installation Requirements page, read the requirements for installing the Desktop
Management Server software, make sure that the server where you plan to install meets the
listed requirements, then click Next.

On the Tree Selection page, type or browse to the name of the Novell eDirectory tree where
you want to install the Desktop Management Server. If you have not already extended the
schema for this installation (see Section 9.1.1, “Extending the Schema Before the Installation,”
on page 79), select Extend Schema to extend the schema on the tree where you will be
installing Desktop Management Server software, then click Next.

Installing the ZENworks Desktop Management Server

81



You cannot install Desktop Management Server software on multiple trees at the same time.

Z2ENworks Desktop Management Server Installation |

Tree Selection

Novell.

Select the eDirectory tree which contains the servers where you wish to install ZEMworks Deskiop Management Services.

MNOTE: Ifyou only wish to install ZENworks Deskiop Managerment shapins to the local machine, selecting a tree is not
reguired

Tree: | LI

[ Extend eDirectary schema

Login

=Back | Mext= I Cancel | FiriEh | Help |

You need to extend the schema on a tree only once. You can authenticate to a tree by clicking
the Login button and entering a user ID and password with the appropriate rights.

Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation program from a Windows server and if that server is not part of the tree you
have selected, you cannot install the Desktop Management Server locally.

6 On the ZENworks Desktop Management Licensing page, specify the license code that was e-
mailed to you as part of the SmartCert product registration package.

If you do not specify a license code on this page, the wizard considers this installation of
ZENworks Desktop Management to be an evaluation version. If you install for an evaluation,
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you are periodically reminded to license the product. After 90 days, the product evaluation

version no longer functions.

ZENworks Desktop Management Server Installation ZI

Novell

ZENworks Desktop Management Licensing

Enter your license code far ZEMwarks Deskiop Management. Ifyou do not enter anything, ZENwaorks Desktop Management

will function for only 80 days.

License code |

=Back | Mext= Cancel | Firish | Help |

7 On the Server Selection page, click Add Servers to browse to the names of the servers where
you want to install Desktop Management Server software.

You can select servers only from the tree you selected in Step 5. You can install to up to 7
servers at a time.

ZENworks Desktop Management Server Installation 5'

Novell.

Server Selection

Selectthe servers where ZENworks Desktop Management will be installed. Then, click the checkboxes to install the

componentis) on the target server(s)

Ifyou are installing from a Windows workstation, you also have the choice to install the management snap-ins to your local

machine

F-[7 BB XP Local Workstation

Component Description

Add Servers Remoye Gerer

[ Prerequisite check

=Hack Cancel | sk | Help |
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7a (Optional) In the Add Servers dialog box, you can list servers by their eDirectory tree
names. To install to a server, select eDirectory Trees, browse to and click the name of the
server you want to install to; or click Add All Servers to select all of the servers in a
container, click the right-arrow button to move your selected servers to the Selected
Servers pane, then click OK.

If you want to add a Windows server that you might not be authenticated to, you can
double-click the server icon to display a dialog box where you can enter credentials to
allow for Windows authentication.

Add Servers x|

List Servers By: Add Servervia hosthamesP address:

ﬁ eDiractory Trees ;I | il

Ayailable Servers Selected Servers:
=+ ZENDOC_TREE
-2 [T

52 Sales
--‘:’ﬂ TomcatRales
- LI TSZEN4

;l
A

Add All Servers | Cancel | Help |

7b (Optional) In the Add Servers dialog box, you can specify the hostname or IP address of a
server in the Add Server Via hostname/IP address field. The value that you provide must
be resolvable to the name of a server.

Click [€1to begin the name resolution process and add the server to the Selected Servers
list.

8 On the now-populated Server Selection page, you can further specify the services you want to
install for the Desktop Management components you previously selected, then click Next to
save your settings.

The list of settings includes the following:

Local Workstation: Even though the ConsoleOne® 1.3.6 installation program lets you install
ConsoleOne files to a local hard drive (minor performance enhancements can be achieved by
doing so) such an installation does not include the Desktop Management Services snap-ins.

You have the option of installing Desktop Management Services snap-ins to your local
workstation by selecting Desktop Management Service Snap-ins under the Local Workstation
option. ConsoleOne must be installed on the workstation before the snap-ins can be added.

Desktop Management Services: Desktop Management Services (collectively referred to as
the “Desktop Management Server’”’) are commonly used files and programs that enable the
configuration and distribution of workstation applications and policies. These services provide
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automatic management of Windows applications, user and workstation configurations,
processes, and behaviors.

*

Application Management: Select this option to install software that enables the
automated distribution, healing, and tracking of applications, updates, and patches.

Workstation Management Common Components: Select this option to install
workstation-resident modules that are used to authenticate the user to the workstation and
network, and used to transfer configuration information to and from eDirectory.

Remote Management: Select this component to install files and programs that enable the
remote management of workstations from a central console. Make sure that the selected
servers do not have the ZENworks for Servers 3.0.2 (or earlier) Remote Management
component already installed.

Additional Options: If you want to customize your deployment of Desktop Management
Services, there are a number of services to choose from, each with a specialized purpose.

*

Desktop Management Database: Select this option if you want to install a network
database to be used by the Novell Application Launcher™ as a repository for data about
application events (install, launch, cache, and so forth) that have occurred.

Inventory Database: Select this option if you want to install a network database to be
used by Workstation Inventory as a repository for hardware and software inventory
information collected from inventoried workstations.

IMPORTANT: If you want to use the Inventory database with an existing Oracle or MS
SQL setup, do not select this option during the Server Inventory installation. Follow the
steps in “Setting Up the Inventory Database” in the Novell ZENworks 7 Desktop
Management Administration Guide.

Inventory Server: Select this option if you want to install files and programs to enable
the gathering and viewing of hardware and software inventory information for managed
workstations.

If the selected servers have the Server Inventory component of ZENworks for Servers
3.0.2 or earlier installed, you must upgrade the component to ZENworks 7 Server
Management.

Inventory Proxy Server: Select this option if you want to install a proxy service that
enables the roll-up of inventory scan data to an Inventory server located across a network
firewall. Make sure that the selected servers do not have the ZENworks for Servers 3.0.2
(or earlier) Inventory component already installed.

Imaging Server: Select this option if you want to install a Linux imaging environment to
be used to create, store, send, or restore workstation image files to a workstation.

You should install the Imaging Server service and the PXE Server service on the same
server; do not install the PXE Server service separately.

PXE Server: Select this option if you want to install Preboot Execution Environment
(PXE) protocols and programs to be used by the server to communicate with a PXE-
enabled workstation and to enable sending imaging tasks to that workstation.

When you install Preboot Services, one of the components that is installed is the Proxy
DHCEP server. If the standard DHCP server is on the same server where you are installing
the Proxy DHCP server, you must set option tag 60 in DHCP services.

You should install the Imaging Server service and the PXE Server service on the same
server; do not install the PXE Server service separately.
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+ Workstation Import/Removal Server: Select this option if you want to install files and
programs that add workstation objects into eDirectory (or remove those already added),
where they can be managed to receive applications or computer settings.

+ Desktop Management Services Snap-Ins: Select this option if you want to install
additions to ConsoleOne to enable you to launch Desktop Management tools and utilities,
to view Desktop Management object property pages in eDirectory, and to browse and
configure those objects.

You can perform a “custom selection” by selecting one or more servers and right-clicking
to display a pop-up menu with options to add Database Services, Inventory Services, or
Imaging Services to all of the servers you have selected. The Default option returns the
selections to their initial state. The Custom selection launches another dialog box that you
can use to select specific components for all of the selected servers. This selection
overrides any other selections you might have made.

ZENworks Desktop Management Server Installation 1[

Server Selection

Selectthe servers where ZENworks Desktop Management will be installed.
Click the checkboxes to install the component(s) on the target setver(s)
H-l @ %P Local ¥Workstation
=-f7 R TEZEMN4 novell

E|I7 (1 Deskiop Management Senvices

P ¢l (3 Application Management

| E-W 3 Workstation Management

] IV 3 Workstation Management Gommon Components

[l [] Desktop Management Datahase

=l [ Inventory Database

=l [ Inventory Server

=Pl [0 Inventory Proxy Server

=l [ Imaging Server

~l (3 PHE Server

=l [ Workstation ImporiRemoval Gerver
~[l [1 Desktop Management Services Snap-ins

Component Description

Includes Workstation Inventory serices, the Waorkstation Imaging services, the Workstation Import and Rernoval service,
the Inventory and Application Management databases, and the Desktop Managerment shap-ins to ConsoleOne

N Add Servers I Remave Server I Prerequisite check

<Back | Mext= Cancel | | Heln |

9 (Optional) The Prerequisite Check check box is selected by default. Retain the selection if you
want the installation program to verify that the server or servers meet the installation
requirements for ZENworks Desktop Management Services. The installation program checks
the version of the server's network operating system (including any required service or support
packs), the presence and version of the Novell Client (4.9 SP1a) on Windows servers and on
the installing workstation, and the presence and version of ConsoleOne (1.3.6).

If the server operating system and support/service packs are not the correct version, the
installation displays a warning message and does not continue until the required software is
installed and detected or until you deselect the check box.

10 (Optional if Workstation Inventory or Remote Management is selected.) On the File
Installation Location page, select one or more target servers in the Selected Servers list, then
browse for or enter the volume or drive where you want the Workstation Inventory or Remote
Management files to be installed. The default is SYS: for Novell NetWare and C: for
Windows servers.
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If a previous installation of ZENworks 7 Workstation Inventory or Remote Management
component is detected on the machine, the existing path is displayed and dimmed. The current
installation installs all the files in the same path.

Z2ENworks Desktop Management Server Installation |

File Installation Location

Novell.

8 65 TSZEN4.novell Enter the valume or drive where the inventory andfor remote management software is
to be copied

Installation volumesdrive: |5Y51 EI

=Back | MNext= I Cancel | FiriEh | Help |

11 (Optional) The Database Location Installation page is displayed if you choose to install the
Inventory database or the Desktop Management database. Select a previously designated server
in the left pane, then in the Database Path field, browse for or type in the name of the volume
or drive where the database file will be installed, then click Next.

You can provide a different volume or drive for each database server. For example, the volume
names might be different on your various NetWare servers. However, you cannot have multiple
instances of the database files on the same server, because you can run only one instance of the
database engine per server. For NetWare servers, this path cannot include extended or double-
byte characters.
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SYS: is the default for NetWare servers. We recommend that you do not select SYS: on
NetWare servers, because the database file can become large.

ZENworks Desktop Management Server Installation ZI

Database Installation Location

Novell

8 65 TSZEN4.novell Enter the volume or drive where you want to install the database files.

Database path: [SYS1 ;_FI

<Back Cancel | Fimish | Help |

12 (Optional) The Inventory Standalone Configuration page is displayed if you choose to install
the Inventory Server and the Inventory Database on the same server. If you want the installation
program to automatically create the Server Package and the Database Location policy within
the Server Package, and to start the Inventory Service on the server, configure the settings on
the Inventory Standalone Configuration page.
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Select Configure Standalone, select the server or servers that you want to point to a common
Database Location Search Policy, type in the name or browse to the tree container where you
want to create and configure the Server Package containing this policy, then click Next.

ZENworks Desktop Management Server Installation ZI

Inventory Standalone Configuration

865 TSZEMN, | Enter the containerwhere the Database Location policy will be created.

Mate: [fyou have configured your policies, do not opt for Standalone Configuration. You
can manually configure the policy to act as a Standalone feature wherever applicable.

¥ Configure Standalong

Cantainer [NOVELL

=Hack | Mext= | Cancel | Fimish | Help |

13 (Optional) On the Inventory Proxy Service Configuration page, select the server or servers with
a port you want to designate as one to allow XMLRPC requests pass through to the Inventory
Proxy service, then in the Proxy Port field, designate the port you want to use.

You can configure the same port number for all servers by selecting all of them, or you can
define the values individually by selecting the servers one at a time. If you want to change the
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Port 65000 default, specify a value between 0 and 65535. Ensure that the port number is not
used by other services on the server.

ZENworks Desktop Management Server Installation ZI

Inventory Standalone Configuration

Enter the container where the Datahase Location palicy will be created.

Mate: [fyou have configured your policies, do not opt for Standalone Configuration. You
can manually configure the policy to act as a Standalone feature wherever applicable.

¥l Configure Standaiong

Cantainer [NOVELL

=Hack | Mext= | Cancel | | Help |

14 On the Summary page, review the list of components and their parts that are to be installed. If
the summary is correct, click Finish to launch the installation program.

You can click Back as many times as necessary to make changes.
If you click Cancel, no installation information is saved.

You can review the installation log file after the installation has completed. The log file name is
datestamp timestamp zdmserver install.log (for example:

20040304 024034 zdmserver install.log).Itislocated in the
\novell\zfdtemp directory on the machine you are installing from. This log file indicates
whether any component failed to install.

You can also review the installation summary to review the selections you made. The summary
is saved in a log file named

datestamp timestamp zdmserver installsummary.log (for example:
20040304 024034 zdmserver installsummary.log).Itis also located in
c:\novell\zfdtemp.

15 In ConsoleOne, select the tree and container where you installed the Desktop Management
Server software, then right-click the LDAP Group > click Properties > LDAP Group General.

Make sure that the Require TLS For Simple Binds With Password option has been deselected
for each server acting as the Authentication Domain for a ZENworks Middle Tier Server. If you
need to set this parameter after you have installed the Desktop Management Server, make sure
you reboot the ZENworks Middle Tier Server after you change the setting.

If you are installing to Windows servers in an Active Directory domain, configure the LDAP
group object for servers that are to be used as Authentication Domains to use an alternate port
number, because Active Directory uses ports 389 and 636.
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9.2 SP1 Desktop Management Server Installation

When you have met the hardware and software requirements and prerequisites for installation (see
Part II, “Preparation,” on page 37), use the following steps to get the ZENworks 7 Desktop
Management Server with Support Pack 1 (SP1) up and running on a NetWare or Windows server.

IMPORTANT: When you complete the installation of the Desktop Management Server, make sure
you complete the post-installation tasks that are required for Windows, NetWare, and Linux servers.
For more information, see Part V, “Post-Installation,” on page 339.

1 Select a Windows 2000/XP workstation (or a Windows 2000/2003 server) to run the Desktop
Management Server installation program. The workstation or server must meet the
requirements for an installing workstation. For details, see “Prerequisites for the Workstation
Running the Installation” on page 39.

2 At a Windows workstation, insert the Novell ZENworks 7 Desktop Management with Support
Pack I Program CD.

The winsetup.exe program autoruns. If it does not autorun, launch the program from the
root of the CD.

If you run the installation from a directory location where you have copied the ZENworks
Desktop Management ISO files, make sure that all of these files are copied to the same location
from which you are running winsetup.exe.

IMPORTANT: If you remove the Novell ZENworks 7 Desktop Management with Support
Pack 1 Program CD from the CD drive during the installation, or if you lose your connection to
the server you are installing to, the installation program stops and does not proceed. To
terminate the installation process, open the Windows Task Manager, click Processes, select
Javaw.exe, then click End Process.
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ZENworks

Ir]
0
‘

' Novell. ZENworks. 7

with Support Pack 1

Desktop Management

=101 x|

Automates desktop imaging, configuration, application distribution, inventory
and remote control

Server Management

Automates server configuration, inventory, and the distribution of applications
and patches to servers

Handheld Management

Automates the management of Palm 0S5, Windows CE (including Pocket PC),
and RIM BlackBerry devices

Asset Inventory

Automates inventory and tracking of hardware, software, and networked
devices

Data Management

Automates the management of users' files to ensure anywhere, anytime access
and availability

Patch Management

Automates patch vulnerability t and deploy t to defend your
environment

Instant Messenger

Provides secure instant messaging

Software Packaging

Automates software packaging, customization, and quality assurance to ensure
reliable applications for enterprise use

Personality Migration

Automates the migration of desktop settings, data, and applications for system
upgrades and restorations

Companion Programs and Files

Supplementary programs and files used with ZENworks

Documentation

Provides Web links to online installation documentation and other information

+ exit
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3 Click Desktop Management to display a page with options to install in various languages.

ZENworks 7 Install =101x1

Novell. ZENworks. 7 Desktop Management N

with Support Pack 1

© English
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4 Click English to display a page with Desktop Management installation options.

ZENworks 7 Install

with Support Pack 1

Novell. ZENworks. 7 Desktop Management

Schema Extension and Product
Licensing

Extends a Movell eDirectory tree’s schema to support ZENworks Desktop
Management and Installs licensing code

Desktop Management Services

Installs or upgrades software on a server to manage desktops, workstations,
and laptops

Middle Tier Server

Installs or upgrades software on a server to handle requests between the
Desktop Management Agents and Desktop Management Services

Desktop Management Agents

Installs or upgrades software on a workstation for application delivery and
desktop management; reguires Microsoft Windows Installer

Documentation

Provides Web links to online installation documentation and other information

< back

+ exit

From this page, you can choose to either extend the schema before you actually install the new
Desktop management product, or you can choose to extend the schema as part of the

installation procedure.

¢ Section 9.2.1, “Extending the Schema Before the Installation,” on page 94

¢ Section 9.2.2, “Performing the Full Installation (Including Schema Extension),” on

page 96

9.2.1 Extending the Schema Before the Installation

If the network environment where you want to install the Desktop Management Server is a large
tree, you might want to extend the schema and let the Novell eDirectory™ tree stabilize before you
actually install the new SP1 product. To extend the schema first:

1 Select Schema Extension and Product Licensing to launch the ZENworks Desktop
Management Schema Extension and Product Licensing Wizard.

2 After you accept the terms of the license agreement and click Next, complete the eDirectory
Tree for Creating Objects page of the wizard by browsing to or entering the name of an
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eDirectory tree where you want to add ZENworks Desktop Management schema extensions,
select Extend Schema, then click Next.

2ENworks 7 Licensing and Schema Extensions x|

eDirectory Tree for Creating Objects

Novell

The schema must be extended on the tree where vou are installing your ZENwarks product
However, you only need to extend the schema once per tree.

Tree | r_'l

[¥ Extend schema

Login

=Hack | Hext= I Cancel | Eimish | Help |

You need to extend the schema on a tree only once. You can authenticate to a tree by clicking
the Login button and entering a user ID and password with the appropriate rights.

The duration of the schema extension operation depends on the size and complexity of your
tree.

Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation programs from a Windows server and if that server is not part of the tree
you have selected, you cannot install the Desktop Management Server locally.

On the ZENworks License page, enter the license code that was e-mailed to you as part of the
SmartCert product registration package, then click Next.

If you do not enter a license code on this page, the wizard considers this installation of
ZENworks Desktop Management to be an evaluation version. If you install for an evaluation,
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you are periodically reminded to license the product. After 90 days, the product evaluation no
longer functions.

2ENworks 7 Licensing and Schema Extensions x|

ZENworks license

Enter the license code for your ZENworks product. Ifyou do not enter anything, your ZERworks product will only function for
90 days.

License code: |

=Hack | Mext= | Cancel | | Help |

When the schema extension operation is complete, you can view a log file that is stored in
c:\novell\zfdtemp\zwextsch.log.

9.2.2 Performing the Full Installation (Including Schema
Extension)

If you want to install the Desktop Management Server software after extending the schema, or if you
want to extend the schema of the tree as part of the installation, use the following steps:

1 Click Desktop Management Services to launch the Desktop Management Server installation
wizard.

2 On the first Installation page, read the details about running the installation program, then click
Next.

3 Read the License agreement, then click Accept if you agree with the terms of the License
Agreement.

If you do not agree with the terms of the license agreement, do not install the software.

4 On the Installation Requirements page, read the requirements for installing the Desktop
Management Server software, make sure that the server where you plan to install meets the
listed requirements, then click Next.

5 On the Tree Selection page, type or browse to the name of the Novell eDirectory tree where
you want to install the Desktop Management Server. If you have not already extended the
schema for this installation (see Section 9.2.1, “Extending the Schema Before the Installation,”
on page 94), select Extend Schema to extend the schema on the tree where you will be
installing Desktop Management Server software, then click Next.
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You cannot install Desktop Management Server software on multiple trees at the same time.

Z2ENworks Desktop Management Server Installation |

Tree Selection

Novell.

Select the eDirectory tree which contains the servers where you wish to install ZEMworks Deskiop Management Services.

MNOTE: Ifyou only wish to install ZENworks Deskiop Managerment shapins to the local machine, selecting a tree is not
reguired

Tree: | LI

[ Extend eDirectary schema

Login

=Back | Mext= I Cancel | FiriEh | Help |

You need to extend the schema on a tree only once. You can authenticate to a tree by clicking
the Login button and entering a user ID and password with the appropriate rights.

Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation programs from a Windows server and if that server is not part of the tree
you have selected, you cannot install the Desktop Management Server locally.

On the ZENworks Desktop Management Licensing page, specify the license code that was e-
mailed to you as part of the SmartCert product registration package.

If you do not specify a license code on this page, the wizard considers this installation of
ZENworks Desktop Management to be an evaluation version. If you install for an evaluation,
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you are periodically reminded to license the product. After 90 days, the product evaluation
version no longer functions.

ZENworks Desktop Management Server Installation ZI

ZENworks Desktop Management Licensing

Novell

Enter your license code far ZEMwarks Deskiop Management. Ifyou do not enter anything, ZENwaorks Desktop Management
will function for only 80 days.

License code |

<Back | MNext=

Cancel | Fimish | Help |

7 On the Server Selection page, click Add Servers to browse to the names of the servers where
you want to install Desktop Management Server software.

You can select servers only from the tree you selected in Step 5. You can install to up to 7
servers at a time.

ZENworks Desktop Management Server Installation 5'

Server Selection

Novell.

Selectthe servers where ZENworks Desktop Management will be installed. Then, click the checkboxes to install the
componentis) on the target server(s)

Ifyou are installing from a Windows workstation, you also have the choice to install the management snap-ins to your local
machine

F-[7 BB XP Local Workstation

Component Description

N Add Servers Remove Semer [ Prerequisite check

=Hack ﬂext?“" Cancel | sk | Help |
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7a (Optional) In the Add Servers dialog box, you can list servers by their eDirectory tree
names. To install to a server, select eDirectory Trees, browse to and click the name of the
server you want to install to; or click Add All Servers to select all of the servers in a
container, click the right-arrow button to move your selected servers to the Selected
Servers pane, then click OK.

If you want to add a Windows server that you might not be authenticated to, you can
double-click the server icon to display a dialog box where you can enter credentials to
allow for Windows authentication.

Add Servers x|

List Servers By: Add Servervia hosthamesP address:

ﬁ eDiractory Trees ;I | il

Ayailable Servers Selected Servers:
=+ ZENDOC_TREE
-2 [T

52 Sales
--‘:’ﬂ TomcatRales
- LI TSZEN4

|
]

Add All Servers | Cancel | Help |

7b (Optional) In the Add Servers dialog box, you can specify the hostname or IP address of a
server in the Add Server Via hostname/IP address field. The value that you provide must
be resolvable to the name of a server.

Click [€1to begin the name resolution process and add the server to the Selected Servers
list.

8 On the now-populated Server Selection page, you can further specify the services you want to

install for the Desktop Management components you previously selected, then click Next to
save your settings.

The list of settings includes the following:

Local Workstation: Even though the ConsoleOne 1.3.6 installation program lets you install
ConsoleOne files to a local hard drive (minor performance enhancements can be achieved by
doing so) such an installation does not include the Desktop Management Services snap-ins.

You have the option of installing Desktop Management Services snap-ins to your local
workstation by selecting Desktop Management Service Snap-ins under the Local Workstation
option. ConsoleOne must be installed on the workstation before the snap-ins can be added.

Desktop Management Services: Desktop Management Services (collectively referred to as
the “Desktop Management Server”’) are commonly used files and programs that enable the
configuration and distribution of workstation applications and policies. These services provide
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automatic management of Windows applications, user and workstation configurations,
processes, and behaviors.

+ Application Management: Select this option to install software that enables the
automated distribution, healing, and tracking of applications, updates, and patches.

+ Workstation Management Common Components: Select this option to install
workstation-resident modules that are used to authenticate the user to the workstation and
network, and used to transfer configuration information to and from eDirectory.

+ Remote Management: Select this component to install files and programs that enable the
remote management of workstations from a central console. Make sure that the selected
servers do not have the ZENworks for Servers 3.0.2 (or earlier) Remote Management
component already installed.

Additional Options: If you want to customize your deployment of Desktop Management
Services, there are a number of services to choose from, each with a specialized purpose.

+ Desktop Management Database: Select this option if you want to install a network
database to be used by the Novell Application Launcher as a repository for data about
application events (install, launch, cache, and so forth) that have occurred.

+ Inventory Database: Select this option if you want to install a network database to be
used by Workstation Inventory as a repository for hardware and software inventory
information collected from inventoried workstations.

IMPORTANT: If you want to use the Inventory database with an existing Oracle or MS
SQL setup, do not select this option during the Server Inventory installation. Follow the
steps in “Setting Up the Inventory Database” in the Novell ZENworks 7 Desktop
Management Administration Guide.

+ Inventory Server: Select this option if you want to install files and programs to enable
the gathering and viewing of hardware and software inventory information for managed
workstations.

If the selected servers have the Server Inventory component of ZENworks for Servers
3.0.2 or earlier installed, you must upgrade the component to ZENworks 7 Server
Management.

+ Inventory Proxy Server: Select this option if you want to install a proxy service that
enables the roll-up of inventory scan data to an Inventory server located across a network
firewall. Make sure that the selected servers do not have the ZENworks for Servers 3.0.2
(or earlier) Inventory component already installed.

+ Imaging Server: Select this option if you want to install a Linux imaging environment to
be used to create, store, send, or restore workstation image files to a workstation.

You should install the Imaging Server service and the PXE Server service on the same
server; do not install the PXE Server service separately.

+ PXE Server: Sclect this option if you want to install Preboot Execution Environment
(PXE) protocols and programs to be used by the server to communicate with a PXE-
enabled workstation and to enable sending imaging tasks to that workstation.

When you install Preboot Services, one of the components that is installed is the Proxy
DHCEP server. If the standard DHCP server is on the same server where you are installing
the Proxy DHCP server, you must set option tag 60 in DHCP services.

You should install the Imaging Server service and the PXE Server service on the same
server; do not install the PXE Server service separately.
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9

10

+ Workstation Import/Removal Server: Select this option if you want to install files and
programs that add workstation objects into eDirectory (or remove those already added),
where they can be managed to receive applications or computer settings.

+ Desktop Management Services Snap-Ins: Select this option if you want to install
additions to ConsoleOne to enable you to launch Desktop Management tools and utilities,
to view Desktop Management object property pages in eDirectory, and to browse and
configure those objects.

You can perform a “custom selection” by selecting one or more servers and right-clicking
to display a pop-up menu with options to add Database Services, Inventory Services, or
Imaging Services to all of the servers you have selected. The Default option returns the
selections to their initial state. The Custom selection launches another dialog box that you
can use to select specific components for all of the selected servers. This selection
overrides any other selections you might have made.

ZENworks Desktop Management Server Installation 1[

Server Selection

Selectthe servers where ZENworks Desktop Management will be installed.
Click the checkboxes to install the component(s) on the target setver(s)
H-l @ %P Local ¥Workstation
=-f7 R TEZEMN4 novell

E|I7 (1 Deskiop Management Senvices

- (3 Application Management

| E-W 3 Workstation Management
] IV 3 Workstation Management Gommon Components
[¥ [ Remote Management

ns

[l [] Desktop Management Datahase

=l [ Inventory Database

=l [ Inventory Server

=Pl [0 Inventory Proxy Server

=l [ Imaging Server

~l (3 PHE Server

=l [ Workstation ImporiRemoval Gerver
~[l [1 Desktop Management Services Snap-ins

Component Description

Includes Workstation Inventory serices, the Waorkstation Imaging services, the Workstation Import and Rernoval service,
the Inventory and Application Management databases, and the Desktop Managerment shap-ins to ConsoleOne

N Add Servers I Remove Server ¥ Prerequisite check

<Back | Mext= Cancel | | Heln |

(Optional) The Prerequisite Check check box is selected by default. Retain the selection if you
want the installation program to verify that the server or servers meet the installation
requirements for ZENworks Desktop Management Services. The installation program checks
the version of the server's network operating system (including any required service or support
packs), the presence and version of the Novell Client (4.9 SP1a) on Windows servers and on
the installing workstation, and the presence and version of ConsoleOne (1.3.6).

If the server operating system and support/service packs are not the correct version, the
installation displays a warning message and does not continue. The installation displays a
warning and will not continue until the required software is installed and detected or until you
deselect the check box.

(Optional if Workstation Inventory or Remote Management is selected.) On the File
Installation Location page, select one or more target servers in the Selected Servers list, then
browse for or enter the volume or drive where you want the Workstation Inventory or Remote
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Management files to be installed. The default is SYS: for Novell NetWare and C: for
Windows servers.

If a previous installation of ZENworks 7 Workstation Inventory or Remote Management
component is detected on the machine, the existing path is displayed and dimmed. The current
installation installs all the files in the same path.

Z2ENworks Desktop Management Server Installation |

File Installation Location

Novell.

8 65 TSZEN4.novell Enter the valume or drive where the inventory andfor remote management software is
to be copied

Installation volumesdrive: |5Y51 EI

=Back | MNext= I Cancel | FiriEh | Help |

11 (Optional) The Database Location Installation page is displayed if you choose to install the
Inventory database or the Desktop Management database. Select a previously designated server
in the left pane, then in the Database Path field, browse for or type in the name of the volume
or drive where the database file will be installed, then click Next.

You can provide a different volume or drive for each database server. For example, the volume
names might be different on your various NetWare servers. However, you cannot have multiple
instances of the database files on the same server, because you can run only one instance of the
database engine per server. For NetWare servers, this path cannot include extended or double-
byte characters.
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SYS: is the default for NetWare servers. We recommend that you do not select SYS: on
NetWare servers, because the database file can become large.

ZENworks Desktop Management Server Installation ZI

Database Installation Location

Novell

8 65 TSZEN4.novell Enter the volume or drive where you want to install the database files.

Database path: [SYS1 ;_FI

<Back Cancel | Fimish | Help |

12 (Optional) The Inventory Standalone Configuration page is displayed if you choose to install
the Inventory Server and the Inventory Database on the same server. If you want the installation
program to automatically create the Server Package and the Database Location policy within
the Server Package, and to start the Inventory Service on the server, configure the settings on
the Inventory Standalone Configuration page.
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Select Configure Standalone, select the server or servers that you want to point to a common
Database Location Search Policy, type in the name or browse to the tree container where you
want to create and configure the Server Package containing this policy, then click Next.

ZENworks Desktop Management Server Installation ZI

Inventory Standalone Configuration

§ 65 TSZENANOVELL Enter the container where the Datahase Location policy will be created.

Mate: [fyou have configured your policies, do not opt for Standalone Configuration. You
can manually configure the policy to act as a Standalone feature wherever applicable.

¥ Configure Standalong

Cantainer [NOVELL

=Hack | Mext= | Cancel | Fimish | Help |

13 (Optional) On the Inventory Proxy Service Configuration page, select the server or servers with
a port you want to designate as one to allow XMLRPC requests pass through to the Inventory
Proxy service, then in the Proxy Port field, designate the port you want to use.

You can configure the same port number for all servers by selecting all of them, or you can
define the values individually by selecting the servers one at a time. If you want to change the
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15

Port 65000 default, specify a value between 0 and 65535. Ensure that the port number is not
used by other services on the server.

ZENworks Desktop Management Server Installation ZI

Inventory Standalone Configuration

Enter the container where the Datahase Location palicy will be created.

Mate: [fyou have configured your policies, do not opt for Standalone Configuration. You
can manually configure the policy to act as a Standalone feature wherever applicable.

¥l Configure Standaiong

Cantainer [NOVELL

=Hack | Mext= | Cancel | | Help |

On the Summary page, review the list of components and their parts that are to be installed. If
the summary is correct, click Finish to launch the installation program.

You can click Back as many times as necessary to make changes.
If you click Cancel, no installation information is saved.

You can review the installation log file after the installation has completed. The log file name is
datestamp timestamp zdmserver install.log (for example:

20040304 024034 zdmserver install.log).Itislocated in the
\novell\zfdtemp directory on the machine you are installing from. This log file indicates
whether any component failed to install.

You can also review the installation summary to review the selections you made. The summary
is saved in a log file named

datestamp timestamp zdmserver installsummary.log (for example:
20040304 024034 zdmserver installsummary.log).ltis also located in
c:\novell\zfdtemp.

In ConsoleOne, select the tree and container where you installed the Desktop Management
Server software, then right-click the LDAP Group > click Properties > LDAP Group General.

Make sure that the Require TLS For Simple Binds With Password option has been deselected
for each server acting as the Authentication Domain for a ZENworks Middle Tier Server. If you
need to set this parameter after you have installed the Desktop Management Server, make sure
you reboot the ZENworks Middle Tier Server after you change the setting.

If you are installing to Windows servers in an Active Directory domain, configure the LDAP
group object for servers that are to be used as Authentication Domains to use an alternate port
number, because Active Directory will use ports 389 and 636.
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9.3 Checking the Installation

When the Desktop Management Server installation is complete, you can check the installation to see
if it was successful, check component versions, or initiate and check debug logs. If you want to
perform any of these tasks, see “Checking the Installation of Desktop Management Components on
Servers” in “Checking the ZENworks Desktop Management Installation” in the Novell ZENworks 7
Desktop Management Administration Guide for more information.
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Installing the ZENworks Middle
Tier Server

This section includes the following information:

¢ Section 10.1, “ZENworks Middle Tier Server Installation Procedure,” on page 107

¢ Section 10.2, “SP1 Middle Tier Server Installation Procedure,” on page 117

¢ Section 10.3, “Required Rights for the Middle Tier Proxy User Account and the NSAdmin
Utility,” on page 127

¢ Section 10.4, “Editing Autoexec.ncf on a NetWare 6 ZENworks Middle Tier Server,” on
page 129

¢ Section 10.5, “Checking the Installation,” on page 129

10.1 ZENworks Middle Tier Server Installation
Procedure

When you have met the hardware and software requirements and prerequisites for installation (see
“Prerequisites for Installing the ZENworks Middle Tier Server” on page 61), use the following steps
to get the ZENworks® Middle Tier Server up and running on a NetWare® or Windows server.

1 Select a Windows 2000/XP workstation (or a Windows 2000/2003 server) to run the Middle
Tier Server installation program. The workstation or server must meet the requirements for an
installing workstation. For details, see “Prerequisites for the Workstation Running the
Installation” on page 39.

2 Ata Windows workstation, insert the Novell ZENworks 7 Desktop Management CD.

If you run the installation from a directory location where you have copied the ZENworks
Desktop Management ISO files, make sure that all of these files are copied to the same location
from which you are running winsetup.exe.

IMPORTANT: If you remove the Novell ZENworks 7 Desktop Management CD from the CD
drive during the installation, or if you lose your connection to the server you are installing to,
the installation program stops and does not proceed. To terminate the installation process, open
the Windows Task Manager, click Processes, select javaw. exe, then click End Process.
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The winsetup.exe program autoruns. If it does not autorun, launch the program from the

root of the CD.

ZENworks 7 Install

=10l x|

Desktop Management

Novell. ZENworks. 7

Automates desktop imaging, configuration, application distribution, inventory
and remote control

Server Management

Automates server configuration, inventory, and the distribution of applications
and patches to servers

Handheld Management

Automates the management of Palm 05, Windows CE (including Pocket PC),
and RIM BlackBerry devices

Asset Inventory

Automates inventory and tracking of hardware, software, and networked
devices

Data Management

Automates the management of users’ files to ensure anywhere, anytime access
and availability

Patch Management

Automates patch vulnerability assessment and deployment to defend your
environment

Instant Messenger

Provides secure instant messaging

Software Packaging

Automates software packaging, customization, and quality assurance to ensure
reliable applications for enterprise use

Personality Migration

Automates the migration of desktop settings, data, and applications for system
upgrades and restorations

Companion Programs and Files

Supplementary programs and files used with ZENworks

Documentation

Provides Web links to online installation documentation and other information

+ exit

3 Click Desktop Management to display a page with options to install in various languages.

4 Click English to display a page with Desktop Management installation options.

ZENworks 7 Install

Schema Extension and Product
Licensing

Novell. ZENworks. 7 Desktop Management

=101

Extends a Novell eDirectory tree’s schema to support ZENworks Desktop
Management and Installs licensing code

Desktop Management Services

Installs or upgrades software on a server to manage desktops, workstations,
and laptops

Middle Tier Server

Installs or upgrades software on a server to handle requests between the
Desktop Management Agents and Desktop Management Services

Desktop Management Agents

Installs or upgrades software on a workstation for application delivery and
desktop management; requires Microsoft Windows Installer

Documentation

Provides Web links to online installation documentation and other information

< back

+ exit

5 Click Middle Tier Server to launch the Middle Tier Server installation program.
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6 On the first Installation page, read the details about running the installation program, then click
Next.

7 Read the License agreement, then click Accept if you agree with the terms of the License
Agreement.

If you do not agree with the terms of the license agreement, do not install the software.

8 On the Installation Requirements page, read the requirements for installing the Middle Tier
Server software, make sure that the server where you plan to install meets the listed
requirements, then click Next.

9 On the eDirectory Location and Credentials page, select whether your Middle Tier Servers
have been previously configured or not, then fill in the fields:

DNS/IP Address: Specify the DNS name or IP address of the server where eDirectory is
installed.

Username (full DN): Specify the fully-qualified distinguished username of the Middle Tier
proxy user account (for example, midtier-proxy.org-unit.org). To ensure that these credentials
remain secure, you can set up an arbitrary user with specific administrative rights.

For a description of the required rights, see Section 10.3, “Required Rights for the Middle Tier
Proxy User Account and the NSAdmin Utility,” on page 127.

Password: Specify the eDirectory™ password for the Middle Tier proxy user.

ZENworks Middle Tier Server Installation x|

eDirectory Location and Credentials

Novell.

Wiy Middle Tier Servers have been previously configured with this information

* My Middle Tier Servers have no configuration, or | wish to re-configure

The Middle Tier Servers you create with this installation program will access an eDirectory server in arder to authenticate
users and workstations and to obtain ZENwarks configuration and policy infarmation. See Help for more details.

Provide the name or IP address and administrative credentials for an eDirectory server.
NOTE: This server must already have eDirectary installed.

DNE P Address: |

Administrative Credentials

Usemame (full D) |

Password |

=Back | Next= I Cancel | Firist | Help |

10 (Conditional if you have no previous Middle Tier configuration) On the ZENworks User
Context page (User Context field), specify the eDirectory context where the Middle Tier Server
can look for user objects that will be used by Desktop Management.

You should use the context of the highest-level container where user objects reside. This value
is passed to the ZENworks Middle Tier Server, which uses it as a starting point in searching for
a user.
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For example, if users exist in many subcontainers, specify the context of the container that
holds all of those subcontainers. When a user logs in through the ZENworks Middle Tier
Server, the server begins searching for a user in the designated eDirectory container, then
searches subcontainers in that container until the correct user is found.

For any Middle Tier Server you designate during this installation, currently configured
authentication domains (for example, the authentication domain configured for NetStorage) are
replaced by a single authentication domain having the context that you specify here.

After the installation, you can reconfigure this authentication domain context using the
NSAdmin utility. You can open the utility in a Web browser (http://middle_tier server name/

oneNet/nsadmin).

The installation program verifies the existence of the context (that is, the container) before
continuing.

x|

ZENworks User Context

Novell.

The ZEMworks Middle Tier software searches for ZENworks user objects in a specified eDirectory context and below.
NOTE: All Middle Tier Servers created during this install will have their current Authentication Damain configuration (e.g. far
MetStorage) replaced by an Authentication Domain containing the context specified below. See Help for more details.

Specify the ZENworks user contest.
NOTE: This context rust already exist.

User Context . [EElg=Rlalfalul e foly]

=Back | Mext= I Cancel | Firish | Help |

11 (Conditional if you have no previous Middle Tier configuration) On the ZENworks Files
Location page, select the network location where you will access application and policy files
managed by ZENworks.

The ZENworks Middle Tier Server requires access to ZENworks files installed elsewhere on
your network. As the ZENworks Administrator, you define the location of these files when you
create policies or applications for distribution. The information you provide on this page is used
to help the Middle Tier Server determine how to access different file systems. This decision is
necessary for the installation now, even if you have not yet created any ZENworks files.

¢ Select the first option button if your ZENworks-managed application and policy files will
be located on NetWare servers only.

¢ Select the second option button if some or all of your ZENworks-managed application and
policy files will be located on Microsoft Windows servers.
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If your ZENworks files are located in a Windows file system, the Middle Tier Server might not
be able to access them using a username and password for Novell eDirectory; instead, it
requires Windows domain credentials to access the files.

If the files are located on a server not belonging to a domain, enter server-specific credentials.

Domain Username: Specify the username of any user in the Microsoft domain who has
Windows file system rights to the ZENworks file locations.

Password: Specify the password for the user in the Microsoft domain who has file system
rights to ZENworks files.

Confirm Password: Specify the same password to confirm that it was entered correctly.

ZENworks Middle Tier Server Installation x|

ZENworks Files Location

Novell.

Selectthe network [ocation where you will access ZENworks-managed application and palicy files.

' ZEMworks-managed application and policy files will be located on Metware servers only.

& Some {or all) ZEMwarks-managed application and policy files will be located on Microsoft Windows sernvers.
NOTE: Ifyou select this option, you must provide |ogin credentials for Windows file system access.

Enter login credentials for the Windows domain where ZENwarks-rmanaged files will be located. Ifthe files are located on a
semver not belonging to a domain, enter server-specific credentials

Domain Username |

Password: |

Confirm Passward |

=Back | MNext=

Cancel | Firist | Help I

12 On the Server Selection page, you need to build a list of target servers that you want to function
as Middle Tier Servers. The Add Servers button calls a dialog box that is used to find and add
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servers to the list. The Remove Servers button lets you delete servers from the target list after
they are added. Click Add Servers.

Z2ENworks Middle Tier Server Installation |

Server Selection

Novell.

Select servers that will function as Middle Tier Servers

N Add Servers Eemuove Senver ¥ Prerequisite check

i =Back | e Cancel | il | Help |

13 (Optional) Prerequisite Check is selected by default. Retain this selection if you want the
installation program to verify that the server or servers meet the installation requirements for
ZENworks Middle Tier Servers.

The installation program checks the version of any previously installed Middle Tier Server
software, the server's network operating system (including any required service or support
packs), the presence and version of the IIS Web server on Windows servers, the presence and
version of the appropriate Web server on NetWare servers, and the presence and version of
NetStorage (2.6.0) on target servers.

If the server operating system and support/service packs are not the correct version, the
installation displays a warning message, but can continue. If other requirements are not met, the
installation displays a warning and does not continue until the required software is installed and
detected.

14 On the Add Servers dialog box, open the List Servers By drop-down list to show the options of
listing the servers according to their location in Novell eDirectory trees, in Microsoft Windows
Network structures, or in Microsoft Active Directory trees.

You can install the ZENworks Middle Tier Server software to several servers during the
installation. When you have finished adding servers to the list, click OK.

Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation programs from a Windows server and if that server is not part of the tree
you have selected, you cannot install the Desktop Management Server locally.

14a (Conditional if you want to list servers in eDirectory trees.) In the List Servers By drop-
down box, select eDirectory Trees to list all of the eDirectory Trees to which you are
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currently authenticated, then browse the tree to the server of your choice, then click the
double right-arrow to move it to the Selected Servers list box.

I
List Servers By: Add Servervia hosthamedlP address:
ﬁ eDirectary Trees ;I | il
Available Servers Selected Servers:
=& nos P ZENDOC_TREETSZEN4.nove
P ANGET

-4 NOVELL_ING
SR 47ENDOC_TREE

L By novell

H -7 Sales

: 8 Tomecat-Roles
~--@p Browse Unlisted Tree

4| | »

oK | cancel | Help |

Other options in this dialog box include the following:

¢ You can click Browse Unlisted Tree to open a dialog box listing all of the trees in
your network. Double-clicking any one of these trees moves it to the Available
Servers list, even though you are not authenticated to that tree.

¢ You can specify the hostname or IP address of a server in the Add Server Via
Hostname/IP Address field. The value that you enter must be resolvable to the name
of a server.

Click €] to begin the name resolution process and add the server to the Selected
Servers list.

+ Ifyou select a server to which you are not authenticated, you are prompted to provide
eDirectory credentials for that tree.

* Click Add All Servers to add all of the servers in a selected tree or container when
authentication is complete. Selecting a high-level container selects all of the servers
in that container and in all of its subordinate containers.

+ To remove a server from the Selected Servers list and return it to the Available
Servers list box, click the server name in the Selected Servers box, then click the
double left-arrow. You can remove multiple servers from the Selected Servers list by
selecting them with the Shift and Ctrl keys.

14b (Conditional if you want to list servers in Microsoft Windows Network structure.) In the
List Servers By drop-down list, select Microsoft Windows Network to list all of the
Windows Workgroups and Microsoft Domains to which you are currently authenticated,

Installing the ZENworks Middle Tier Server

113



browse the structure to the server of your choice, then click the double-right arrow to
move it to the Selected Servers list.

Add Servers

List Servers By: Add Servervia hosthamesP address:

&l Microsoft Windo Work | il

Available Setrvers Selected Servers:

E.""i-?" Domains and Workgroups (=]
BB ACMEL23Y
(-8B AFRICASE7E
=48 BLUEDDOL

» |
]

AddlAlEenErE 0]} | Cancel | Help |

Other options in this dialog box include the following:

¢ You must be an administrative user for a server in order to add it to the Selected
Servers list. If you are not authenticated to a server, the object is designated by a
question mark. You can double-click the question mark to authenticate to the server,
then click the double-right arrow to move the server to the Selected Servers list, if it
is a supported server platform for ZENworks 7 Desktop Management.

+ When you list servers in Microsoft domains, NetWare servers are not listed for
browsing because ZENworks files that are located on a Windows server cannot be
obtained through a Middle Tier Server installed on NetWare.

¢ You can specify the hostname or IP Address of a server in the Add Server via
hostname/IP address field. The value that you enter must be resolvable to the name
of a server located in the designated operating environment.

Click €] to begin the name resolution process and add the server to the Selected
Servers list.

If you are using multiple hostname aliases for a Windows server, the first alias must
be the physical name of your Windows server.

¢ If the credentials you provided for authentication to the server (see Step 11) are not
administrative credentials, you can add it as a target server, but you are re-prompted
for Administrative credentials when you close the Add Servers dialog box.

¢ Click Add All Servers to add all of the servers in a selected domain or workgroup.
Selecting a domain or workgroup selects all of the authenticated servers in that
domain or workgroup.

+ To remove a server from the Selected Servers list and return it to the Available
Servers list, click the server name in the Selected Servers list, then click the double
left-arrow. You can remove multiple servers from the Selected Servers list by
selecting them with the Shift and Ctrl keys.
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14c¢ (Conditional, if you want to list servers in a Microsoft Active Directory.) In the List

Servers By drop-down list, select Microsoft Active Directory. If your workstation is a
member of an Active Directory, the domains in the Active Directory trees are displayed.
You can browse to all of the servers listed in Active Directory (on a per domain basis),
browse the structure to the server of your choice, then click the double right-arrow to
move it to the Selected Servers list.

Add Servers Eq

List Servers By

Add Servervia hosinamedlP address:

[ ticrosoft Active Directary =1

Awailable Servers

[ 4

Selected Servers:

E}-Ei-? Active Directory Trees
22 yesdisjointfoo bar.com
S&TYthisdomain.here.mycompar]
H 8 Computers

-“ Domain Controllers

1 E|tsub.thlsdomam.here.myc

-4k Brawse Unlisted Tree

2

< r

Add All Servers

0] | Cancel | Help |

Other options in this dialog box include the following:

+ You can also click Browse Unlisted Tree to open a dialog box where you can specify
the name of the domain you want to add, then authenticate to it with the proper
credentials prior to displaying its servers in the List Servers By drop-down list.

Enter Metwork Password B

Flease enter administrative credentials:

Domain: |

(s |

Connect As: lAdmimstratur

Cancel |

Password: |

¢ You can specify the hostname or IP address of a server in the Add Server Via
Hostname/IP Address field. The value that you enter must be resolvable to the name
of a server located in the designated operating environment.

Click €] to begin the name resolution process and add the server to the Selected

Servers list.

+ Right-click a domain object to select one of three search methods:

Search Standard Locations: Lists the computers and domain controllers at the root

of the domain. This is the default search method.

Search Entire Directory: Lists all directory containers where computers are

located.

Installing the ZENworks Middle Tier Server

115



Browse Directory Hierarchy: Lists all of the containers in the directory, which you
can expand and browse one at a time to find the computer you want. This search
method might be useful if you have computers in a non-standard location of a large
directory.

¢ Click Add All Servers to add all of the servers in a selected domain or container.
Selecting a domain or container selects all of the servers in that domain or container.

+ To remove a server from the Selected Servers box and return it to the Available
Servers list box, click the server name in the Selected Servers box, then click the
double left-arrow. You can remove multiple servers from the Selected Servers box by
selecting them with the Shift and Ctrl keys.

15 On the Summary page, review the location where you have chosen to install the ZENworks
Middle Tier Server software and the Desktop Management Server to which it is associated,
then click Finish to begin the installation process if the summary is correct.

The Middle Tier Server Installation Wizard launches another installation program. Wait until
this program is completed.

IMPORTANT: You can review the installation log file after the installation has completed.
The log file name is datestamp timestamp zdmmidtier install.log (for
example: 20040304 024034 zdmmidtier install.log).Itis located in the
\novell\zfdtemp directory on the machine you are installing from. This log file indicates
whether any component failed to install.

You can also review the installation summary to review the selections you made. The summary
is saved in a log file named

datestamp timestamp zdmmidtier installsummary.log (for example:
20040304 024034 zdmmidtier installsummary.log).Itis also located in
c:\novell\zfdtemp.

16 In ConsoleOne pointing to eDirectory on the Desktop Management Server, make sure you have
set up the Desktop Management Server to allow clear text passwords. See Step 15 on page 90
for more information.

17 (NetWare 6 Installation only.) Edit the autoexec.ncf file onthe NetWare 6 ZENworks
Middle Tier Server so that the Apache Web Server can load and bind properly. For more
information, see Section 10.4, “Editing Autoexec.ncf on a NetWare 6 ZENworks Middle Tier
Server,” on page 129.

18 Reboot the server where you installed the ZENworks Middle Tier Server software.
19 Verity that the ZENworks Middle Tier Server is installed and running by entering one of the
following URLs at a browser on the workstation:

http://Middle_Tier Server DNS or IP/oneNet/xtier-stats
http://Middle_Tier Server IP address/oneNet/zen
If the ZENworks Middle Tier Server is running, the first URL opens a Web page where server

statistics are displayed. You should be able to see where the request count increases by clicking
the Refresh button on your browser.

If you are not authenticated, the second URL launches a dialog box that prompts for user
credentials. If you are authenticated, the URL launches a Web page where a message is
displayed stating that XZEN (the Xtier module in the Middle Tier Server) is running.
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IMPORTANT: If you previously installed the ZENworks 7 Middle Tier Server on an OES NetWare
server, and then you subsequently upgrade the NetWare server to OES Support Pack 1, the support
pack installation program overwrites the ZENworks 7 Middle Tier Server (version 2.0x) with a
newer version of XTier (version 3.01). This version of XTier is not compatible with other
ZENworks 7 Middle Tier components and effectively disables the Middle Tier.

If you must upgrade your OES server with OES Support Pack 1, you can work around the problem
by reinstalling the ZENworks 7 Middle Tier Server after the OES upgrade.

10.2 SP1 Middle Tier Server Installation
Procedure

When you have met the hardware and software requirements and prerequisites for installation (see
“Prerequisites for Installing the ZENworks Middle Tier Server” on page 61), use the following steps
to get the ZENworks® 7 Middle Tier Server with Support Pack 1 up and running on a NetWare® or
Windows server.

1 Select a Windows 2000/XP workstation (or a Windows 2000/2003 server) to run the Middle
Tier Server installation program. The workstation or server must meet the requirements for an
installing workstation. For details, see “Prerequisites for the Workstation Running the
Installation” on page 39.

2 At a Windows workstation, insert the Novell ZENworks 7 Desktop Management with Support
Pack 1 CD.

If you run the installation from a directory location where you have copied the ZENworks
Desktop Management ISO files, make sure that all of these files are copied to the same location
from which you are running winsetup.exe.

IMPORTANT: If you remove the Novell ZENworks 7 Desktop Management with Support
Pack I CD from the CD drive during the installation, or if you lose your connection to the
server you are installing to, the installation program stops and does not proceed. To terminate
the installation process, open the Windows Task Manager, click Processes, select
javaw.exe, then click End Process.
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The winsetup.exe program autoruns. If it does not autorun, launch the program from the
root of the CD.

ZENworks 7 Install

Novell. ZENworks. 7

with Support Pack 1

Desktop Management Automates desktop imaging, configuration, application distribution, inventory
and remote control

Server Management Automates server configuration, inventory, and the distribution of applications
and patches to servers

Handheld Management Automates the management of Palm 05, Windows CE (including Pocket PC),
and RIM BlackBerry devices

Asset Inventory Automates inventory and tracking of hardware, software, and networked
devices

Data Management Automates the management of users’ files to ensure anywhere, anytime access
and availability

Patch Management Automates patch vulnerability assessment and deployment to defend your
environment

Instant Messenger Provides secure instant messaging

Software Packaging Automates software packaging, customization, and quality assurance to ensure

reliable applications for enterprise use

Personality Migration Automates the migration of desktop settings, data, and applications for system
upgrades and restorations

Companion Programs and Files Supplementary programs and files used with ZENworks

Documentation Provides Web links to online installation documentation and other information

+ exit

3 Click Desktop Management to display a page with options to install in various languages.
4 Click English to display a page with Desktop Management installation options.

Novell. ZENworks. 7 Desktop Management

with Support Pack 1

Schema Extension and Product Extends a Novell eDirectory tree’s schema to support ZENworks Desktop

Licensing Management and Installs licensing code

Desktop Management Services Installs or upgrades software on a server to manage desktops, workstations,
and laptops

Middle Tier Server Installs or upgrades software on a server to handle requests between the

Desktop Management Agents and Desktop Management Services

Desktop Management Agents Installs or upgrades software on a workstation for application delivery and
desktop management; requires Microsoft Windows Installer

Documentation Provides Web links to online installation documentation and other information

< back + exit

5 Click Middle Tier Server to launch the Middle Tier Server installation program.
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6 On the first Installation page, read the details about running the installation program, then click
Next.

7 Read the License agreement, then click Accept if you agree with the terms of the License
Agreement.

If you do not agree with the terms of the license agreement, do not install the software.

8 On the Installation Requirements page, read the requirements for installing the Middle Tier
Server software, make sure that the server where you plan to install meets the listed
requirements, then click Next.

9 On the eDirectory Location and Credentials page, select whether your Middle Tier Servers
have been previously configured or not, then fill in the fields:

DNS/IP Address: Specify the DNS name or IP address of the server where eDirectory is
installed.

Username (full DN): Specify the fully-qualified distinguished username of the Middle Tier
proxy user account (for example, midtier-proxy.org-unit.org). To ensure that these credentials
remain secure, you can set up an arbitrary user with specific administrative rights.

For a description of the required rights, see Section 10.3, “Required Rights for the Middle Tier
Proxy User Account and the NSAdmin Utility,” on page 127.

Password: Specify the eDirectory™ password for the Middle Tier proxy user.

ZENworks Middle Tier Server Installation x|

eDirectory Location and Credentials

Novell.

Wiy Middle Tier Servers have been previously configured with this information

* My Middle Tier Servers have no configuration, or | wish to re-configure

The Middle Tier Servers you create with this installation program will access an eDirectory server in arder to authenticate
users and workstations and to obtain ZENwarks configuration and policy infarmation. See Help for more details.

Provide the name or IP address and administrative credentials for an eDirectory server.
NOTE: This server must already have eDirectary installed.

DNE P Address: |

Administrative Credentials

Usemame (full D) |

Password |

=Back | Next= I Cancel | Firist | Help |

10 (Conditional if you have no previous Middle Tier configuration) On the ZENworks User
Context page (User Context field), specify the eDirectory context where the Middle Tier Server
can look for user objects that will be used by Desktop Management.

You should use the context of the highest-level container where user objects reside. This value
is passed to the ZENworks Middle Tier Server, which uses it as a starting point in searching for
a user.
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For example, if users exist in many subcontainers, specify the context of the container that
holds all of those subcontainers. When a user logs in through the ZENworks Middle Tier
Server, the server begins searching for a user in the designated eDirectory container, then
searches subcontainers in that container until the correct user is found.

For any Middle Tier Server you designate during this installation, currently configured
authentication domains (for example, the authentication domain configured for NetStorage) are
replaced by a single authentication domain having the context that you specify here.

After the installation, you can reconfigure this authentication domain context using the
NSAdmin utility. You can open the utility in a Web browser (http://middle_tier server name/

oneNet/nsadmin).

The installation program verifies the existence of the context (that is, the container) before
continuing.

x|

ZENworks User Context

Novell.

The ZEMworks Middle Tier software searches for ZENworks user objects in a specified eDirectory context and below.
NOTE: All Middle Tier Servers created during this install will have their current Authentication Damain configuration (e.g. far
MetStorage) replaced by an Authentication Domain containing the context specified below. See Help for more details.

Specify the ZENworks user contest.
NOTE: This context rust already exist.

User Context . [EElg=Rlalfalul e foly]

=Back | Mext= I Cancel | Firish | Help |

11 (Conditional if you have no previous Middle Tier configuration) On the ZENworks Files
Location page, select the network location where you will access application and policy files
managed by ZENworks.

The ZENworks Middle Tier Server requires access to ZENworks files installed elsewhere on
your network. As the ZENworks Administrator, you define the location of these files when you
create policies or applications for distribution. The information you provide on this page is used
to help the Middle Tier Server determine how to access different file systems. This decision is
necessary for the installation now, even if you have not yet created any ZENworks files.

¢ Select the first option button if your ZENworks-managed application and policy files will
be located on NetWare servers only.

¢ Select the second option button if some or all of your ZENworks-managed application and
policy files will be located on Microsoft Windows servers.

120 Novell ZENworks 7 Desktop Management Installation Guide



If your ZENworks files are located in a Windows file system, the Middle Tier Server might not
be able to access them using a username and password for Novell eDirectory; instead, it
requires Windows domain credentials to access the files.

If the files are located on a server not belonging to a domain, enter server-specific credentials.

Domain Username: Specify the username of any user in the Microsoft domain who has
Windows file system rights to the ZENworks file locations.

Password: Specify the password for the user in the Microsoft domain who has file system
rights to ZENworks files.

Confirm Password: Specify the same password to confirm that it was entered correctly.

ZENworks Middle Tier Server Installation x|

ZENworks Files Location

Novell.

Selectthe network [ocation where you will access ZENworks-managed application and palicy files.

' ZEMworks-managed application and policy files will be located on Metware servers only.

& Some {or all) ZEMwarks-managed application and policy files will be located on Microsoft Windows sernvers.
NOTE: Ifyou select this option, you must provide |ogin credentials for Windows file system access.

Enter login credentials for the Windows domain where ZENwarks-rmanaged files will be located. Ifthe files are located on a
semver not belonging to a domain, enter server-specific credentials

Domain Username |

Password: |

Confirm Passward |

=Back | MNext=

Cancel | Firist | Help I

12 On the Server Selection page, you need to build a list of target servers that you want to function
as Middle Tier Servers. The Add Servers button calls a dialog box that is used to find and add
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servers to the list. The Remove Servers button lets you delete servers from the target list after
they are added. Click Add Servers.

Z2ENworks Middle Tier Server Installation |

Server Selection

Novell.

Select servers that will function as Middle Tier Servers

N Add Servers Eemuove Senver ¥ Prerequisite check

i =Back | e Cancel | il | Help |

13 (Optional) Prerequisite Check is selected by default. Retain this selection if you want the
installation program to verify that the server or servers meet the installation requirements for
ZENworks Middle Tier Servers.

The installation program checks the version of any previously installed Middle Tier Server
software, the server's network operating system (including any required service or support
packs), the presence and version of the IIS Web server on Windows servers, the presence and
version of the appropriate Web server on NetWare servers, and the presence and version of
NetStorage (2.6.0) on target servers.

If the server operating system and support/service packs are not the correct version, the
installation displays a warning message, but can continue. If other requirements are not met, the
installation displays a warning and does not continue until the required software is installed and
detected.

14 On the Add Servers dialog box, open the List Servers By drop-down list to show the options of
listing the servers according to their location in Novell eDirectory trees, in Microsoft Windows
Network structures, or in Microsoft Active Directory trees.

You can install the ZENworks Middle Tier Server software to several servers during the
installation. When you have finished adding servers to the list, click OK.

Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation programs from a Windows server and if that server is not part of the tree
you have selected, you cannot install the Desktop Management Server locally.

14a (Conditional if you want to list servers in eDirectory trees.) In the List Servers By drop-
down box, select eDirectory Trees to list all of the eDirectory Trees to which you are
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currently authenticated, then browse the tree to the server of your choice, then click the
double right-arrow to move it to the Selected Servers list box.

I
List Servers By: Add Servervia hosthamedlP address:
ﬁ eDirectary Trees ;I | il
Available Servers Selected Servers:
=& nos P ZENDOC_TREETSZEN4.nove
P ANGET

-4 NOVELL_ING
SR 47ENDOC_TREE

L By novell
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: 8 Tomecat-Roles
~--@p Browse Unlisted Tree

4| | »

oK | cancel | Help |

Other options in this dialog box include the following:

¢ You can click Browse Unlisted Tree to open a dialog box listing all of the trees in
your network. Double-clicking any one of these trees moves it to the Available
Servers list, even though you are not authenticated to that tree.

¢ You can specify the hostname or IP address of a server in the Add Server Via
Hostname/IP Address field. The value that you enter must be resolvable to the name
of a server.

Click €] to begin the name resolution process and add the server to the Selected
Servers list.

+ Ifyou select a server to which you are not authenticated, you are prompted to provide
eDirectory credentials for that tree.

* Click Add All Servers to add all of the servers in a selected tree or container when
authentication is complete. Selecting a high-level container selects all of the servers
in that container and in all of its subordinate containers.

+ To remove a server from the Selected Servers list and return it to the Available
Servers list box, click the server name in the Selected Servers box, then click the
double left-arrow. You can remove multiple servers from the Selected Servers list by
selecting them with the Shift and Ctrl keys.

14b (Conditional if you want to list servers in Microsoft Windows Network structure.) In the
List Servers By drop-down list, select Microsoft Windows Network to list all of the
Windows Workgroups and Microsoft Domains to which you are currently authenticated,
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browse the structure to the server of your choice, then click the double-right arrow to
move it to the Selected Servers list.

Add Servers

List Servers By: Add Servervia hosthamesP address:

&l Microsoft Windo Work | il

Available Setrvers Selected Servers:

E.""i-?" Domains and Workgroups (=]
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AddlAlEenErE 0]} | Cancel | Help |

Other options in this dialog box include the following:

¢ You must be an administrative user for a server in order to add it to the Selected
Servers list. If you are not authenticated to a server, the object is designated by a
question mark. You can double-click the question mark to authenticate to the server,
then click the double-right arrow to move the server to the Selected Servers list, if it
is a supported server platform for ZENworks 7 Desktop Management.

+ When you list servers in Microsoft domains, NetWare servers are not listed for
browsing because ZENworks files that are located on a Windows server cannot be
obtained through a Middle Tier Server installed on NetWare.

¢ You can specify the hostname or IP Address of a server in the Add Server via
hostname/IP address field. The value that you enter must be resolvable to the name
of a server located in the designated operating environment.

Click €] to begin the name resolution process and add the server to the Selected
Servers list.

If you are using multiple hostname aliases for a Windows server, the first alias must
be the physical name of your Windows server.

¢ If the credentials you provided for authentication to the server (see Step 11) are not
administrative credentials, you can add it as a target server, but you are re-prompted
for Administrative credentials when you close the Add Servers dialog box.

¢ Click Add All Servers to add all of the servers in a selected domain or workgroup.
Selecting a domain or workgroup selects all of the authenticated servers in that
domain or workgroup.

+ To remove a server from the Selected Servers list and return it to the Available
Servers list, click the server name in the Selected Servers list, then click the double
left-arrow. You can remove multiple servers from the Selected Servers list by
selecting them with the Shift and Ctrl keys.
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14c¢ (Conditional, if you want to list servers in a Microsoft Active Directory.) In the List

Servers By drop-down list, select Microsoft Active Directory. If your workstation is a
member of an Active Directory, the domains in the Active Directory trees are displayed.
You can browse to all of the servers listed in Active Directory (on a per domain basis),
browse the structure to the server of your choice, then click the double right-arrow to
move it to the Selected Servers list.

Add Servers Eq

List Servers By

Add Servervia hosinamedlP address:

[ ticrosoft Active Directary =1

Awailable Servers

[ 4

Selected Servers:

E}-Ei-? Active Directory Trees
22 yesdisjointfoo bar.com
S&TYthisdomain.here.mycompar]
H 8 Computers

-“ Domain Controllers

1 E|tsub.thlsdomam.here.myc

-4k Brawse Unlisted Tree

2

< r

Add All Servers

0] | Cancel | Help |

Other options in this dialog box include the following:

+ You can also click Browse Unlisted Tree to open a dialog box where you can specify
the name of the domain you want to add, then authenticate to it with the proper
credentials prior to displaying its servers in the List Servers By drop-down list.

Enter Metwork Password B

Flease enter administrative credentials:

Domain: |

(s |

Connect As: lAdmimstratur

Cancel |

Password: |

¢ You can specify the hostname or IP address of a server in the Add Server Via
Hostname/IP Address field. The value that you enter must be resolvable to the name
of a server located in the designated operating environment.

Click €] to begin the name resolution process and add the server to the Selected

Servers list.

+ Right-click a domain object to select one of three search methods:

Search Standard Locations: Lists the computers and domain controllers at the root

of the domain. This is the default search method.

Search Entire Directory: Lists all directory containers where computers are

located.
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Browse Directory Hierarchy: Lists all of the containers in the directory, which you
can expand and browse one at a time to find the computer you want. This search
method might be useful if you have computers in a non-standard location of a large
directory.

¢ Click Add All Servers to add all of the servers in a selected domain or container.
Selecting a domain or container selects all of the servers in that domain or container.

+ To remove a server from the Selected Servers box and return it to the Available
Servers list box, click the server name in the Selected Servers box, then click the
double left-arrow. You can remove multiple servers from the Selected Servers box by
selecting them with the Shift and Ctrl keys.

15 On the Summary page, review the location where you have chosen to install the ZENworks
Middle Tier Server software and the Desktop Management Server to which it is associated,
then click Finish to begin the installation process if the summary is correct.

The Middle Tier Server Installation Wizard launches another installation program. Wait until
this program is completed.

IMPORTANT: You can review the installation log file after the installation has completed.
The log file name is datestamp timestamp zdmmidtier install.log (for
example: 20040304 024034 zdmmidtier install.log).Itis located in the
\novell\zfdtemp directory on the machine you are installing from. This log file indicates
whether any component failed to install.

You can also review the installation summary to review the selections you made. The summary
is saved in a log file named

datestamp timestamp zdmmidtier installsummary.log (for example:
20040304 024034 zdmmidtier installsummary.log).Itis also located in
c:\novell\zfdtemp.

16 In ConsoleOne pointing to eDirectory on the Desktop Management Server, make sure you have
set up the Desktop Management Server to allow clear text passwords. See Step 15 on page 90
for more information.

17 (NetWare 6 Installation only.) Edit the autoexec.ncf file onthe NetWare 6 ZENworks
Middle Tier Server so that the Apache Web Server will load and bind properly. For more
information, see Section 10.4, “Editing Autoexec.ncf on a NetWare 6 ZENworks Middle Tier
Server,” on page 129.

18 Reboot the server where you installed the ZENworks Middle Tier Server software.
19 Verity that the ZENworks Middle Tier Server is installed and running by entering one of the
following URLs at a browser on the workstation:

http://Middle_Tier Server DNS or IP/oneNet/xtier-stats
http://Middle_Tier Server IP address/oneNet/zen
If the ZENworks Middle Tier Server is running, the first URL opens a Web page where server

statistics are displayed. You should be able to see where the request count increases by clicking
the Refresh button on your browser.

If you are not authenticated, the second URL launches a dialog box that prompts for user
credentials. If you are authenticated, the URL launches a Web page where a message is
displayed stating that XZEN (the Xtier module in the Middle Tier Server) is running.
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IMPORTANT: If you previously installed the ZENworks 7 Middle Tier Server on an OES NetWare
server, and then you subsequently upgrade the NetWare server to OES Support Pack 1, the support
pack installation program overwrites the ZENworks 7 Middle Tier Server (version 2.0x) with a
newer version of XTier (version 3.01). This version of XTier is not compatible with other
ZENworks 7 Middle Tier components and effectively disables the Middle Tier.

If you must upgrade your OES server with OES Support Pack 1, you can work around the problem
by reinstalling the ZENworks 7 Middle Tier Server after the OES upgrade.

10.3 Required Rights for the Middle Tier Proxy
User Account and the NSAdmin Utility

Because you might create an administrator account for the Middle Tier Server installation and login
and also for the administration of the Middle Tier Server after it is installed (using the NSAdmin
utility) at the same time, this section contains the following content:

¢ Section 10.3.1, “Proxy User Rights Required for Middle Tier Installation and Login,” on
page 127

¢ Section 10.3.2, “Required Rights for NSAdmin Access,” on page 128

NOTE: For the purpose of this example, we have already created a proxy user, zenpxyuser, in the
CN=zenpxyuser.OU=zen.OU=Users.O=Company context, with test as its password.

10.3.1 Proxy User Rights Required for Middle Tier Installation
and Login

Because it already has all of the required access rights, you can use an administrator account as the
Middle Tier Proxy User Account, but this poses significant security risks. Alternatively, you can

create a user account in ConsoleOne and assign it only the rights required for a ZENworks Middle
Tier proxy user.

Use the following steps to assign rights to the proxy user:

1 Make zenpxyuser a Trustee of OU=Users.O=Company.
1a Select the OU, then click Properties.
1b Select the NDS Rights tab.
1c Click Add Trustee, then add the proxy user as a trustee of the OU.
1d (Conditional) If the Rights Assigned dialog box is not displayed, click Assigned Rights.
1e Click Add Property, select Show All Properties, then select all of the properties listed in
Table 10-1 on page 128 and assign the appropriate rights (also shown in the same table.)

After these rights are assigned, you can enter this proxy user's context and password during the
ZENworks Middle Tier Server installation. Using the preceding example, you would enter
zenpxyuser.zen.users.company as the proxy user and fest as the proxy user password.
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Table 10-1 Summary of Proxy User Rights

Trustees of Which Object Add Trustee Add Property Rights Inheritable?
User's or User zenpxyuser Entry Rights Blrowse] Yes
Container Clreate]
User's or User zenpxyuser All Attributes Clompare] Yes
Container R[ead]
User's or User zenpxyuser CN Clompare] Yes
Container R[ead]
User's or User zenpxyuser zendmWSNetworkAddress  Cl[ompare] Yes
Container R[ead]

W[rite]

10.3.2 Required Rights for NSAdmin Access

To administer the ZENworks Middle Tier Server using the NSAdmin utility, the administrator
account you use needs to be equivalent to the proxy user account. The administrative user also needs
the Write right to the Equivalent to Me attribute on the proxy user account.

By default, a newly created user does not have the Write right to the Equivalent to Me attribute on its
own account. Therefore, as you create an arbitrary user for the proxy account, you need to grant this
account the Write right to its own Equivalent to Me attribute. Doing so will let you use NSAdmin to
manage the Middle Tier Server.

For more information about NSAdmin, see “Configuring the ZENworks Middle Tier Server with
NSAdmin” in the Novell ZENworks 7 Desktop Management Administration Guide.

Use the following steps to assign rights to the proxy user:
1 Make zenpxyuser a Trustee of CN=zenpxyuser.OU=zen.OU=Users.O=Company with the
following rights:
1a Select the zenpxyuser User object, click Properties.
1b Seclect the NDS Rights tab.

1c Click Add Trustee, then add the User object that needs rights to log in to NSAdmin as a
trustee of the zenpxyuser User object.

1d (Conditional) If the Rights Assigned dialog box is not displayed, click Assigned Rights.
1e Click Add Property, select Show All Properties, then select the Equivalent to Me property.
1f Assign the [Clompare, [R]ead, and [W]rite rights to this property. See Table 10-2,

“Summary of Proxy User Rights for NSAdmin,” on page 129 for more information.

After these rights are assigned, you can enter this proxy user's name and password during the login
to NSAdmin. Using the preceding example, you would enter zenpxyuser as the proxy user and fest
as the password.
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Table 10-2 Summary of Proxy User Rights for NSAdmin

Trustees of Which Object Add Trustee Add Property Rights Inheritable?
zenpxyuser Users whowant Equivalent to Me Clompare] No
tologinto R[ead]
NSAdmin W[rite]
(including
zenpxyuser)

10.4 Editing Autoexec.ncf on a NetWare 6
ZENworks Middle Tier Server

When you installed NetWare 6, you had the option to run Apache (and other NetWare services) on
an IP address that differs from the NetWare server’s primary IP address. For more information see
Configuring IP-Based Services (Conditional) in the NetWare 6 Overview and Installation Guide
(http://'www.novell.com/documentation/nwbp/setupenu/data/hz8pck9v. html).

If you chose to install the Apache Web Server using this option, one or more lines were added to
your server’s autoexec.ncf file to identify the Apache IP address as a secondary address. These
IP address lines were placed above the load lines for the various NetWare components, including
Apache. This configuration works because the Apache servers that load are properly bound to the
secondary address.

However, if you subsequently install the ZENworks Middle Tier Server components (that is,
istorage.zipand storage. zip), the Apache load commands are transferred to the bottom
ofthe autoexec.ncf file. This sequence causes Apache to load but not bind properly because the
secondary address lines haven’t been executed yet.

We suggest that after you install ZENworks Middle Tier Server, you edit autoexec.ncf to place
the add secondary IP address command near the top of the file, then restart the server.

10.5 Checking the Installation

When the ZENworks Middle Tier Server installation is complete, you can check the installation to
see if it was successful, check component versions, or initiate and check debug logs. If you want to
perform any of these tasks, see “Checking the Installation of Desktop Management Components on
Servers” in “Checking the ZENworks Desktop Management Installation” in the Novell ZENworks 7
Desktop Management Administration Guide for more information.
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Installing the Desktop
Management Server and the
Middle Tier Server on the Same
Machine

If you have a small to medium-sized enterprise, you might want to install the Novell® ZENworks®
Middle Tier Server and the Desktop Management Server on the same network server.

This section contains the following information:
¢ Section 11.1, “Installing Desktop Management Services to a Single NetWare Server,” on
page 131
¢ Section 11.2, “Installing the Components to a Single Windows 2000 Server,” on page 132
¢ Section 11.3, “Checking the Installation,” on page 135

The information in this section also applies to the installation of ZENworks 7 Desktop Management
with Support Pack 1 components.

For information about installing the Desktop Management Server and the Middle Tier Server on a
single Linux server, see Chapter 19, “Installing All ZENworks Features on a Linux Server,” on
page 299.

11.1 Installing Desktop Management Services to
a Single NetWare Server

Use the following high-level procedure for installing the necessary components to run ZENworks
Desktop Management on a single NetWare® 6 or NetWare 6.5 server:

1 Install the ZENworks Middle Tier Server software. For information, see Section 10.1,
“ZENworks Middle Tier Server Installation Procedure,” on page 107 or Section 10.2, “SP1
Middle Tier Server Installation Procedure,” on page 117.

2 Install the Desktop Management Server software. For information, see Section 9.1, “Desktop
Management Server Installation Procedure,” on page 77 or Section 9.2, “SP1 Desktop
Management Server Installation,” on page 91.

3 Restart the server.

IMPORTANT: If you install NetWare 6 SP4 after you install ZENworks Middle Tier Server
software, you need to install ZENworks Middle Tier Server software again. Some NetWare 6 SP1
and SP2 files incorrectly overwrite some newer files of the same name on the ZENworks Middle
Tier Server.
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11.2 Installing the Components to a Single
Windows 2000 Server

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

Use the following high-level procedure for installing the necessary components to run ZENworks
Desktop Management on a single Windows 2000/2003 server:

1 Install Novell eDirectory™. This also requires the following complementary software:

¢ [fyou are using the original version of ZENworks 7 Desktop Management, you must
license eDirectory 8.7. You can download the files you need for the eDirectory 8.7.x
evaluation license from the Novell eDirectory 8.7.x Evaluation License Download Web
site (http://www.novell.com/products/edirectory/licenses/eval _87.html). Novell
eDirectory 8.7.3 on the Novell ZENworks 7 Companion 1 CD includes a licensing wizard
that prompts for these files during eDirectory installation.

If you are using ZENworks 7 Desktop Management with Support Pack 1, you can use
eDirectory 8.8.1 by purchasing a license for ZENworks. Novell eDirectory 8.8.1 is
available on the Novell ZENworks 7 with Support Pack 1 Companion 1 CD.

+ Novell Client™ 4.9 Support Pack 1a (or later) installed. The most current Novell Client
(version 4.91 SP2 or later) is available for download from the Novell Downloads Web site
(http://download.novell.com/index.jsp).

IMPORTANT: If you install the Novell Client on a Windows 2000/2003 server, then
install the Middle Tier Server on the same machine, then uninstall the Novell Client from
this server, the Middle Tier Server fails. The client uninstall program removes important
files needed by the ZENworks Middle Tier Server.

In this same software combination scenario, if you subsequently upgrade the client to 4.9
SP2, a different version of nicm. sys is installed. If you do not use the nicm. sys
included in ZENworks 7 Middle Tier Server, the Middle Tier Server fails.

To work around this issue, you have two options:

1) Save the nicm. sys file included in the ZENworks 7 Middle Tier Server installation
prior to the client upgrade and then recopy it after the client upgrade (this could also be
accomplished by reinstalling the Middle Tier after the client upgrade).

2) After the client upgrade, download nicm. sys from TID 10093371 in the Novell
Support Knowledgebase (http://support.novell.com/search/kb_index.jsp) and copy it to
overwrite the updated client version of nicm. sys.

¢ [fyou are using the original version of ZENworks 7 Desktop Management, install
ConsoleOne® 1.3.6

If you are using ZENworks 7 Desktop Management with SP1, install ConsoleOne 1.3.6e,
available on the ZENworks 7 with Support Pack 1 Companion 1 CD.

2 If Active Directory is also installed on this server (that is, the server is a Primary Domain
Controller), make sure that eDirectory LDAP is configured to listen on ports other than the
defaults (389: non-secure, and 636: secure).

2a From the Novell Client, log in to eDirectory as Admin (or equivalent) so that you have
sufficient rights to modify the LDAP Server object.
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2b
2c

2d
2e

2f

2g

2h

In ConsoleOne, right-click the LDAP Server object > select Properties > General.

In the TCP Port field, change the TCP port to some other port than the default (port 388
might be a good choice).

This action varies slightly in older versions of eDirectory. You might need to open the
Other page of the LDAP Server to find the TCP Port property and change the value.

Click the SSL Configuration tab to open the SSL Configuration page.

In the SSL Port field, change the port number value to something other than 636, then
click Apply.

If an error is displayed after you apply the port changes, you can ignore it and close the
error dialog box.

Click the Refresh NLDAP Server Now button.

If an error is displayed after you refresh the NLDAP server, you can ignore it and close the
error dialog box.

At the Windows desktop, click Start > Settings > Control Panel > double-click NDS
Services.

In the NDS Services window, select nldap.dim, then click Start to accept the changes to
the TCP port.

You can confirm the port that the LDAP Server is listening on by entering the following
command at a command prompt:

netstat -a -n

3 If iMonitor is also installed on this server, configure it to run on a port other than 80:

3a
3b

3c

3d

3e

3f

39
3h

At the Windows desktop, click Start > Programs > Administrative Tools > Internet
Services Manager.

In the Internet Information Services window, click the plus sign (+) to expand the server
node in the console tree.

At the Default Web Site icon, check for the (Stopped) description.
If the Web site is running, proceed to Step 3d.
If the Web site is stopped, proceed to Step 3e.

(Conditional) Stop the IIS Web Server by entering the following command at the
command prompt:

iisreset /stop

From the desktop, click Start > Settings > Control Panel > NDS Services > select NDS
iMonitor > click Stop to stop the iMonitor service.

The screen might not refresh to show that the service has stopped. You might need to close
NDS® services and open them again to verify that the service has stopped.

You can confirm that no service is listening on port 80 by entering the following command
at a command prompt:

netstat -a -n

Change the conflicting port settings. From ConsoleOne, in the same container as the
eDirectory server, right-click the Http Server-Servername object > click Properties.

Expand the AttpDefaultClearPort and the httpDefault TLSPort attributes.

Select the value under each attribute, click Modify, then enter an unassigned port to use for
DHost Console and ndsimon.
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For example, if the httpDefaultClearPort default value were set to 80, you could change it
to 9000 and if the httpDefault TLSPort value were set to 43, you should change it to 443,
assuming that ports 9000 and 443 were not used by other applications.

3i Shut down and restart eDirectory so that the new port numbers take effect.

3j Start iMonitor. From the desktop, click Start > Settings > Control Panel > NDS Services,
select NDS iMonitor, then click Start.

Confirm that iMonitor is listening on the configured port by entering the following
command at a command prompt:

netstat -a -n

3k From a command prompt, enter the following command to start IIS:
iisreset /start

4 Install the Desktop Management Server software. For information, see Chapter 9, “Installing
the ZENworks Desktop Management Server,” on page 77 or Section 9.2, “SP1 Desktop
Management Server Installation,” on page 91.

5 Install ZENworks Middle Tier Server software on the server. For information, see Chapter 10,
“Installing the ZENworks Middle Tier Server,” on page 107 or Section 10.2, “SP1 Middle Tier
Server Installation Procedure,” on page 117.

6 If the server has Active Directory and is the Primary Domain Controller, grant IIS rights to
modify Middle Tier registry entries:

6a From the Windows Desktop, click Start > Run > enter regedt32.

6b In the Windows Registry Editor, open
HKEY LOCAL MACHINE\SOFTWARE\Novell\Xtier > click Security >
Permissions.

6¢ In the Permissions for Xtier dialog box, click Advanced.
6d In the Access Control for Xtier dialog box, click Add.

6e In the Look In field of the Select Users, Computers, or Groups dialog box, make sure that
the domain is selected where you installed the ZENworks Middle Tier Server software >
select the [IUSR_server name user object from the list, then click OK.

6f In the Permission Entry for Xtier dialog box, select Allow for each of the following
permissions:

¢ Query Value
+ Set Value
Create Subkey

*

¢ Enumerate Subkeys
+ Notify
¢ Delete
+ Read Control
6g Click OK.

6h In the Access Control for Xtier dialog box, select Reset Permissions on All Child Objects,
then click Apply.

6i In the Security warning dialog box, click Yes.
6j Inthe Access Control for Xtier dialog box, click OK.
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6k In the Permissions for Xtier dialog box, click OK.
6l Close the Windows Registry Editor.

7 Open a browser, enter the address of the NSAdmin utility (http://server IP_address/oneNet/
nsadmin), then modify the LDAP Port configuration for the ZENworks Middle Tier Server.

11.3 Checking the Installation

When the installation is complete, you can verify whether it was successful, check component
versions, or initiate and check debug logs. If you want to perform any of these tasks, see “Checking
the Installation of Desktop Management Components on Servers” in “Checking the ZENworks
Desktop Management Installation” in the Novell ZENworks 7 Desktop Management Administration
Guide for more information.
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Installing and Configuring the
Desktop Management Agent

The workstation functionality afforded by Novell® ZENworks® 7 Desktop Management
components is available only if you install the Desktop Management Agent. This is true even if you
currently have the Novell Client™ installed on that workstation. The Desktop Management Agent
installation removes the ZENworks features that were previously installed by the Novell Client and
replaces them with selected ZENworks workstation features.

The Desktop Management Agent installation lets you install various ZENworks features on a one-
time basis; that is, if you want to add or delete any of the features installed by the Desktop
Management Agent in an earlier installation, you can use the Modify option that is available in the
maintenance dialog box of the Desktop Management Agent setup. For more information, see
Section 12.8, “Modifying the Desktop Management Agent Settings,” on page 161.

The installation program utilizes Microsoft Windows Installer functionality. For detailed
information about Microsoft Windows Installer, see the MSI Web site (http://www.microsoft.com/
windows2000/techinfo/administration/management/wininstaller.asp).

This section includes the following:

¢ Section 12.1, “Installation Prerequisites,” on page 137
¢ Section 12.2, “Manually Installing the Desktop Management Agent,” on page 138

¢ Section 12.3, “Using the Novell Application Launcher to Distribute and Install the Desktop
Management Agent,” on page 144

¢ Section 12.4, “Distributing the Agent Using the Application Launcher Plug-In,” on page 148

¢ Section 12.5, “Using the Desktop Management Agent Distributor to Deploy the Agent to
Workstations in a Microsoft Domain,” on page 149

¢ Section 12.6, “Using the Desktop Management Agent Distributor to Deploy the Agent to
Workstations in a Windows Workgroup,” on page 156

¢ Section 12.7, “Checking the Installation,” on page 160
¢ Section 12.8, “Modifying the Desktop Management Agent Settings,” on page 161

The information in this section also applies to the Desktop Management Agent in ZENworks 7
Desktop Management with Support Pack 1.

12.1 Installation Prerequisites

The Desktop Management Agent installation program, zfdagent .ms i, requires a minimum of
Microsoft Windows Installer (MSI) version 1.11 on each workstation during the installation process.

If you are installing the Desktop Management Agent on a workstation that already has MSI 1.11 (or
later) installed (such as a Windows 2000 or Windows XP system), the Agent MSI installation
program runs normally.
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12.2 Manually Installing the Desktop
Management Agent

This section includes information about installing the Desktop Management Agent using the Novell
ZENworks 7 Desktop Management CD or images you create yourself from a downloaded copy of
zfdagent .ms1i. The following sections are included:

¢ Section 12.2.1, “Manual Installation Procedure,” on page 138

¢ Section 12.2.2, “Adding Features in a Manual Installation,” on page 144

12.2.1 Manual Installation Procedure

Use the following steps if you want to manually install the Desktop Management Agent to
individual workstations from the Novell ZENworks 7 Desktop Management CD.

1 At a Windows workstation, insert the Novell ZENworks 7 Desktop Management CD (or the
Novell ZENworks 7 Desktop Management with Support Pack 1 CD).

If you run the installation from a directory location where you have copied the ZENworks
Desktop Management ISO files, make sure that all of the ISO files are copied to the location
from which you are running winsetup.exe.

IMPORTANT: If you remove the Novell ZENworks 7 Desktop Management CD (or the Novell
ZENworks 7 Desktop Management with Support Pack 1 CD) from the CD drive during the
installation, or if you lose your connection to the server you are installing to, the installation
program stops and does not proceed. To terminate the installation process, open the Windows
Task Manager, click Processes > select javaw.exe > click End Process.
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The winsetup.exe program autoruns. If it does not autorun, launch the program from the
root of the CD.

=10l x|

2l rks 7 Install

Novell. ZENworks. 7

Desktop Management

Automates desktop imaging, configuration, application distribution, inventory
and remote control

Server Management

Automates server configuration, inventory, and the distribution of applications
and patches to servers

Handheld Management

Automates the management of Palm 05, Windows CE (including Pocket PC),
and RIM BlackBerry devices

Asset Inventory

Automates inventory and tracking of hardware, software, and networked
devices

Data Management

Automates the management of users’ files to ensure anywhere, anytime access
and availability

Patch Management

Automates patch vulnerability assessment and deployment to defend your
environment

Instant Messenger

Provides secure instant messaging

Software Packaging

Automates software packaging, customization, and quality assurance to ensure
reliable applications for enterprise use

Personality Migration

Automates the migration of desktop settings, data, and applications for system
upgrades and restorations

Companion Programs and Files

Supplementary programs and files used with ZENworks

Documentation

Provides Web links to online installation documentation and other information

+ exit

2 Click Desktop Management to display a page with options to install in various languages.

3 Click English to display a page with Desktop Management installation options.

ks 7 Install

Novell. ZENworks. 7 Desktop Management

=101

Schema Extension and Product
Licensing

Extends a Novell eDirectory tree’s schema to support ZENworks Desktop
Management and Installs licensing code

Desktop Management Services

Installs or upgrades software on a server to manage desktops, workstations,
and laptops

Middle Tier Server

Installs or upgrades software on a server to handle requests between the
Desktop Management Agents and Desktop Management Services

Desktop Management Agents

Installs or upgrades software on a workstation for application delivery and
desktop management; requires Microsoft Windows Installer

Documentation

Provides Web links to online installation documentation and other information

< back

+ exit

4 Click Desktop Management Agents to launch the ZENworks Desktop Management Agent
Installation Wizard.
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5 On the first Installation page, read the details about running the installation program, then click
Next.

i'é‘- ZENworks Desktop Management Agent - InstallShield Wizal LI

Welcome to the InstallShield Wizard for
Z2ENworks Desktop Management Agent

Novells
ZENworkss

The InstallshieldiR) Wizard will install ZEMworks Deskkop
Management Agent on your computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties,

N

InistallShield

= Back | Mext =

6 Read the License Agreement. If you agree to the terms of the license, click I Accept the Terms
in the License Agreement.

or

Click I Do Not Accept the Terms in the License Agreement if you do not agree to the licensing
terms. This closes the installation program.

7 On the Custom Setup page, select the features that you want to install to the workstation, then
click Next.

i'é‘- ZENworks Desktop Management Agent - InstallShield Wizal LI

Custom Setup 1 5
Select the program Features you want installed, I |

Click on an icon in the list below ko change how a Feature is installed.

= Feature Description

y " Application Management uses
Workstat!on Manager the Movell Application Launcher
Warkstation Inventory to provide user access ta
Remate Management workstation applications that
=~ | Mirror Driver administrators can install and

.......... = v| warkstation Imaging then manage.

C:\Program FilesiMovell ZEMworks!,

InistallShield
Help | < Back I Mext = I Cancel |

The features you can install include the following:

+ Application Management: Uses the Novell Application Launcher™ to provide users
access to workstation applications that the administrator can install and then manage.
Application Management is installed by default, even if it is not selected, to accommodate
future updates to the Desktop Management Agent.

+ Workstation Manager: Lets administrators configure and manage workstations by using
Novell eDirectory™.
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+ Workstation Inventory: Helps administrators collect hardware and software inventory
information from scanned workstations.

+ Remote Management: Lets an administrator manage remote workstations from a
management console.

¢ Mirror Driver: This feature provides video adapter independence and co-existence with
other remote control solutions. If this feature is selected, the MSI installation overrides
video driver checks and suppresses any Windows messages. If you do not want this driver,
you can deselect it (optimization will be disabled).

The Mirror Driver is not yet signed by Microsoft.

+ Workstation Imaging: Lets an administrator take an image of a workstation's hard drive
and put it on other workstations over the network.

8 On the General Settings page, fill in the fields, then click Next.

i'é‘- ZENworks Desktop Management Agent - InstallShield LI

ZENworks Desktop Management Agent general settings

Settings needed for overall functionality of the ZEMworks Management Agent -
e

ZENwaorks Middle Tier Server Preferences
Enter the DMS name or IP address of the Middle Tier Server

Enter the HTTP port value between 0-65536, used by the Middle Tier Server,

o

(These settings are not required if policies and applications will be accessed through the Mowvell
Client. )

InistallShield

< Back I Mext = I Cancel |

Enter the DNS Name or IP Address of the Middle Tier Server: Specify the DNS name or
IP address of the ZENworks Middle Tier Server that the agent will be connecting to.

IMPORTANT: Entering a protocol (such as http: or https:) along with the IP address does not
allow the Desktop Management Agent to connect to the ZENworks Middle Tier Server.

Enter the Port Value Used by the Middle Tier Server: Specify the HTTP or HTTPS port
number that the Apache Web Server (NetWare) or the IIS Web Server (Windows) will use to
listen for the Agent login.

IMPORTANT: When designating a secure (HTTPS) port, you must use port 443.

The IP address or DNS name and the port number let the workstation access the Apache Web
server running alongside the Middle Tier, which passes the authentication credentials to the
Desktop Management Server. The IP address or DNS name is optional if the Novell Client is
installed.
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9 (Conditional. If you are installing to a workstation that does not have a Novell Client installed,
the Workstation Manager Settings page is displayed).

i'é‘- ZENworks Desktop Management Agent - InstallShield W LI

Workstation Manager Settings ‘

Customizable settings for Workstation Manager Feature, e
&S

|+ Display ZENworks Middle Tier Server authentication dialog:

If selected, this option will display the Middle Tier authentication dialog when user
authentication is requested. I not selected, the current authentication dialog will be displaved.

{Mote: For NT/2000,%P workstations, yvou should use this option if you want ko apply Dynamic
Local User policies to this workstation, )

¥ allow users to change the Middle Tier Server address on authentication dialog

At authentication time, display a Middle Tier Server DNS name/IP Address (where ZEMNworks
Management Agent connects) on the login dialog. Let users edit this DNS name/IP address.

InistallShield

< Back I Mext = I Cancel |

Customize the settings for the Workstation Manager feature by selecting either Display
ZENworks Middle Tier Server Authentication Dialog or Allow Users to Change Middle Tier
Server Address, or both, click Next, then click Next again to display the Novell Application
Launcher/Windows Startup Options page.

i'é‘- ZENworks Desktop Management Agent - InstallShield W LI

MNovell Application Launcher settings ‘

‘Windows startup options “ h

[ Startup Settings
Application Explorer and Application Window display application icons in & standalone desktop
window,

Application Explorer also integrates with Windows Explorer to show icons on the deskbop, the
Start menu, the system tray, and the Quick Launch tool bar,

This installation program creates shortcuts For Application Window and Application Explorer in
Start = Program Files = ZEMworks 6.5 Desktop Management.,

‘fou can also choose to launch Application Explorer or Application Window when the workstation
starts,

[~ Launch Application Explarer when Windaws starts.:

[ Launch Application Window when Windows starts.

InistallShield

< Back I Mext = I Cancel |

10 Choose to launch either the Application Explorer or Application Window (or neither) on
startup, then click Next.
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11 (Conditional. If you are installing the Workstation Manager or the Application Launcher, the
ZENworks Tree page is displayed.)

{5 2ENworks Tree =

‘when installing Warkstation Manager or Application Launcher a ZEMworks Directory Tree can be
specified. If entered the tree will be used For Workstation Manager and will be used for Application
Launcher if the Limit: Application Launcher checkbox is selected.

[~ Limit Application Launcher to one tree only

Enter the ZEMworks tree

JZENDOC_TREE

InistallShield

< Back. | et = I Cancel |

Select Limit Application Launcher to One Tree Only if you want to limit the user of that
workstation to accessing applications available on the eDirectory tree you designate in the
field.

If you want to limit the user to receiving applications on one tree, specify the name of that
eDirectory tree in the ZENworks Directory Tree field, then click Next to display the Ready to
Install the Program page.

or

If you did not select Limit Application Launcher to One Tree Only, you can still specify the
name of a tree in the ZENworks Tree field. This tree is recognized by the Workstation Manager
as the tree where policies are accessed and applied to workstations. Click Next to display the
Ready to Install the Program page.

i'é‘- ZENworks Desktop Management Agent - InstallShield Wi LI

r
Ready to Install the Program ‘

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

InistallShield

< Back Cancel |

12 Click Back if you want review the settings you have selected for the Desktop Management
Agent installation. If the settings are correct, click /nstall to launch the installation program.
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13 On the InstallShield Wizard Completed page, click Finish.

i'é‘- ZENworks Desktop Management Agent - Installshield LI

Novells InstallShield Wizard Completed
ZENworkss

The Installshield Wizard has successfully installed ZEMworks
Desktop Management Agent. Click Finish ko exit the wizard,

N

InistallShield

= Back

Cance |

12.2.2 Adding Features in a Manual Installation

You can add features to individual workstations by selecting the Modify option when you run the
installation program after the initial installation. This procedure requires that the installation
program has access to the full zfdagent .msi (that is, from a network drive, from the local
workstation, or from the Novell ZENworks 7 Desktop Management CD or from the Novell
ZENworks 7 Desktop Management with Support Pack 1 CD).

12.3 Using the Novell Application Launcher to
Distribute and Install the Desktop Management
Agent

The zfdagent .msi package is a complex application that installs many files and makes many
configuration changes to the workstation. The most efficient method for installing the Desktop
Management Agent is to distribute it to workstations as an MSI application using the Novell

Application Launcher. The Novell Application Launcher not only distributes the Agent MSI
package, it also calls the Windows Installer to perform the installation on the workstation.

This section provides the steps for configuring the MSI package for distribution with the
Application Launcher, including:

¢ Section 12.3.1, “Saving the Agent MSI Package,” on page 144

¢ Section 12.3.2, “Creating and Configuring the MSI Application Object,” on page 145

¢ Section 12.3.3, “Modifying Installed Features in the MSI Application Object,” on page 145
¢ Section 12.3.4, “Adding Properties to the MSI Application Object,” on page 146

12.3.1 Saving the Agent MSI Package

When you browse the \agentinstall directory of the Novell ZENworks 7 Desktop Management
CD, you will see the following language folders and files:

english\zfdagent .msi (English installation file)
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portugue\zfdagent .msi (Portuguese installation)
francais\zfdagent.msi (French installation)
deutsch\zfdagent .msi (German installation)
espanol\zfdagent .msi (Spanish installation)
nihongo\zfdagent.msi (Japanese installation)

You should copy the zfdagent .ms1 file of your choice to a network server location that will be
accessible later to the Novell Application Launcher.

12.3.2 Creating and Configuring the MSI Application Object

1 In ConsoleOne®, right-click the container where you want to create the Application object >
click New > click Object to display the New Object dialog box.

2 In the New Object dialog box, click Application, then click OK to display the New Application
Object dialog box.

3 Inthe New Application Object dialog box, select the Application That Has an .MSI File option,
then click Next.

4 Specify the path to the network location where you copied the . ms1i file.
5 Click Next, then modify the fields as necessary to customize the Application object.

6 Click Next, then define the system requirements that a workstation must meet before the Agent
MSI will be distributed to it.

7 Click Next, then associate the Agent MSI Application object with the users to whom you want
to distribute it.

8 Click Next, then review the Application object settings, then click Finish to create the
Application object.

IMPORTANT: Before you distribute the Agent MSI (or any MSI package) using the Novell
Application Launcher, make sure that the Agent MSI application object is set to Force Cache
and that the user credentials on the local workstation, in eDirectory, and in Active Directory (if
used) are synchronized.

12.3.3 Modifying Installed Features in the MSI Application
Object

By default, all of the following features are installed by the Desktop Management Agents:
¢ Application Management: Uses the Novell Application Launcher to provide users access to
workstation applications that the administrator can install and then manage.

+ Workstation Manager: Lets administrators configure and manage workstations by using
eDirectory.

+ Workstation Inventory: Helps administrators collect hardware and software inventory
information from scanned workstations.

+ Remote Management: Lets an administrator manage remote workstations from a
management console.

¢ Mirror Driver: Provides video adapter independence and co-existence with other remote
control solutions. If this feature is selected, the MSI installation overrides video driver checks
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and suppresses any Windows messages. If you do not want this driver, you can deselect it
(optimization will be disabled).

The Mirror Driver is not yet signed by Microsoft.
+ Workstation Imaging: Lets an administrator take an image of a workstation's hard drive and

put it on other workstations over the network.

If you want to modify this default install, you can add MSI features as public properties of the
zfdagent .msi Application object. Use the following steps to modify the list of installed features:

1 Double-click the MST tab of the Application Object, click Properties, then click 4dd to display
the Select Property to Add dialog box.

2 In the Value Name field, enter ADDLOCAL as the property name, then specify the property’s
value in the Value Data field. Use one or more of the following feature names as a property
value:

+ ApplicationLauncher

+ WorkstationManager

+ RemoteManagement

¢ MirrorDriver (this property does not work unless you also add the RemoteManagement
property)

¢ Imaging

¢ Inventory

You can add more than one of these values to the list by separating them with a comma (no
spaces). For example, if you wanted to add Application Launcher and Workstation Manager as
features, you would type ADDLOCAL as the property and
ApplicationLauncher,WorkstationManager as the values for that property.

3 Click OK to add the property to the Properties list.

12.3.4 Adding Properties to the MSI Application Object

The properties you can add to the MSI Application object and their values (including definitions for
the values) are listed in the table below. If one of these properties is listed without a value, it uses the
default value.

Table 12-1 Properties Available to Add to the MSI Application Object

Property Value Meaning

ADDLOCAL + WorkstationManager Comma-delimited list of features to install.
+ ApplicationLauncher
+ RemoteManagement
¢ MirrorDriver
* Inventory

+ Imaging
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Property

Value

Meaning

LOGIN_PASSIVE_MODE

Displays a Novell login at user login time.

Default. Displays the standard Microsoft login
at user login time.

NOTE: If you want to use Dynamic Local User, you must assign a value
of zero (0) to this property.

EDITABLE_MT_ADDRESS

1

Allows the user to change the ZENworks
Middle Tier IP address where authentication
takes place. This is available only if the Novell
Client is not installed.

Default. Do not allow the user to specify the
Middle Tier address.

The values for this property are effective only if the Novell Client is not
installed on the workstation. If the Novell Client is already installed, the
settings have no effect after the zfdagent .ms1i installation.

If the Novell Client is removed after zfdagent .ms1i is installed, these

settings take effect.

STARTUP_APPEXPLORER

1

Launch Application Explorer on Windows

startup.
0 Default. Do not launch Application Explorer on
Windows startup.
STARTUP_APPWINDOW 1 Launch Application Window on Windows
startup.
0 Default. Do not launch the Application Window

on Windows startup.

MT_SERVER_ADDRESS

This property specifies the ZENworks Middle Tier Server IP address or
DNS name. It is not necessary to specify this property if you are not using

a Middle Tier Server.

HTTP_PORT

0-65536

This property specifies the HTTP port to be
used by the Desktop Management Agent when
communicating with the Middle Tier Server.
This property must be added and its value
defined if you are using a Middle Tier Server.

80

Default HTTP port.

NAL_SINGLE_TREE

Limit access of the Novell Application
Launcher to applications in one tree only.

Default. Do not limit the Application Launcher
to one tree for access to applications.
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Property

Value Meaning

ZENWORKS_TREE

any tree name Specify the eDirectory tree to be used as the
ZENworks tree.

+ If Workstation Manager is installed, this
tree becomes the tree where Workstation
Manager looks for policies.

+ If the NAL_SINGLE_TREE property is
configured and the Novell Application
Launcher is installed, this tree becomes
the only tree where the Application
Launcher looks for applications.

For more information, see “Using a ZENworks
Tree” in the Novell ZENworks 7 Desktop
Management Administration Guide.

IGNORE_3RDPARTY_GINA 1 When installing in silent mode, ignore any

detected third-party GINA and continue
installing the Desktop Management Agent.

0 Default. When installing in silent mode, do not
install if a third-party GINA is detected.

When the installation program is not executed in silent mode, an
installation dialog box displays a caution explaining that the detected
third-party GINA will be replaced if the installation continues. Users can
cancel or proceed with the installation.

Proceeding with the installation (either when this property value is set to1
in silent mode, or when users click Continue in non-silent mode) might
cause applications dependent on the third-party GINA to quit working.

WM_LOGIN_EVENTS

1 Enables Novell Client login event notifications
to be sent to Workstation Manager

0 Default. Disables Novell Client login event
notifications to be sent to Workstation Manager

Event notifications allow the ZENworks Policy Scheduler to launch
policies scheduled for these event types. If you have disabled the Initial
Novell Login or if users log in to eDirectory from the red N menu, enable
this setting so that login events are forwarded to Workstation Manager.

This property was added for the ZENworks 7 Desktop Management with
Support Pack 1 installation.

12.4 Distributing the Agent Using the
Application Launcher Plug-In

The Novell Application Launcher plug-in is a simplified version of Novell Application Launcher
that is installed via the Web and enables launching of user-associated applications. Installation of the
Application Launcher plug-in occurs when users access a Web page (myapps .html) from a
workstation that does not have the Desktop Management Agent (or previous versions of the agent or
the Novell Client) installed. After the Application Launcher plug-in is installed on a workstation,
you can use it to distribute the Desktop Management Agent to the workstation.
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For information about installing the Application Launcher plug-in, see Chapter 13, “Installing the
Novell Application Launcher Plug-In,” on page 163.

After installation of the Application Launcher plug-in to a user's workstation, the user has access to
user-associated applications. You can configure an MSI Application object to distribute the Desktop
Management Agent (zfdagent .ms1i). Make sure that the security level for the MSI Application
object is configured to Run Normal. Users must also have Administrator rights to run

zfdagent .msi. For information about creating an MSI Application object, see “Distribution:
Simple Applications” in “Application Management” in the Novell ZENworks 7 Desktop
Management Administration Guide.

12.5 Using the Desktop Management Agent
Distributor to Deploy the Agent to Workstations
in a Microsoft Domain

The Desktop Management Agent Distributor can facilitate the initial deployment and future
upgrades of the ZENworks Desktop Management Agent through the use of Microsoft domains and
Microsoft Active Directory. By default, the Agent Distributor uses Microsoft domains and Active
Directory when selecting target workstations and during deployment of the Desktop Management
Agent to those same target workstations.

This section includes the following information:

¢ Section 12.5.1, “Prerequisites for Using the Agent Distributor,” on page 149
¢ Section 12.5.2, “Deploying the Desktop Management Agent,” on page 150

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

12.5.1 Prerequisites for Using the Agent Distributor

Before you use the Agent Distributor to deploy the Desktop Management Agent in a Microsoft
domain environment, make sure the following prerequisites are satisfied:

¢ The Agent Distributor is installed with ConsoleOne and can be run from any workstation that
has access to ConsoleOne and is part of a Microsoft domain and Active Directory. The
agentdistributor.exe is a standalone utility that can be copied from the
\sys\public\mgmt\consoleone\1l.2\bin directory to the local distributing
workstation. The Agent Distributor is executed locally.

¢ The user who is logged in at the Windows workstation must be a member of the domain
Administrator group.

¢ The ZENworks Desktop Management Agent MSI installation file (zfdagent .msi) is
located on the Windows workstation or a network location available to the workstation. The
zfdagent .msi file is located in the \agentinstall\english directory on the Novell
ZENworks 7 Desktop Management CD (or the ZENworks 7 Desktop Management with SP1
CD).

¢ Each workstation where the Desktop Management Agent will be deployed must have the
Microsoft Windows Installer installed. The installer is preconfigured on Windows 2000 and
Windows XP workstations.
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¢ The Agent Distributor cannot deploy the Desktop Management Agent to a targeted Windows
XP SP2 workstation where the Windows firewall is enabled unless the firewall is disabled or
the File and Printer Sharing option is selected in the Windows Firewall configuration dialog
box.

Enabling Administrative Shares

If administrative shares (displayed as Admin$ on mapped drives) are not enabled on the target
workstation, you will be unable to install the Agent on targeted workstations. Windows 2000
workstations enable administrative shares by default. On Windows XP workstations, you need to
disable simple file sharing to enable the share.

You can configure a Windows Group Policy to disable simple file sharing on Windows XP
workstations. For information about setting up Windows Group Policies, see “Windows Group
Policy (User and Workstation Packages)” in the Novell ZENworks 7 Desktop Management
Administration Guide.

The following steps summarize how to configure the policy:
1 In ConsoleOne, open an existing Windows Group Policy package, then, using the policy editor,

launch the Microsoft Group Policy management utility (gpedit .msc).

2 In the Group Policy management utility, click Local Computer > Computer Configuration >
Windows Settings > Security Settings > Local Policies > Security Options.

3 In the Security Options dialog box, change Network access: Sharing and security model for
local accounts security setting to Classic - local users authenticated as themselves.

This disables simple file sharing on the XP workstation.

What Happens if the Shares Are Not Enabled?

If administrative shares are not enabled, you might see the following error:
Failed - Unable to map Admin$ share drive.

The items in the list below are some reasons to explain why you might see the error:

+ A network workstation typically receives its clock time from a network server at login time.
The clock time for all of the servers in your network environment should be synchronized. In
order to distribute the Agent using the Agent Distributor utility, you should verify that server
clock times are within a 10-minute range. If clock times do not fall within this range, the
zfdagent .ms1i cannot be distributed and the error message is displayed.

¢ On Windows 2000 workstations, if the registry entry
HKILM\System\currentcontrolset\services\lanmanserver\parameters\
AutoShareWrks is setto 0 (disabled), Admin$ share is not accessible and the error is
displayed.

In some Windows 2000 machines, this registry entry is not present, but the Admin$ share is
available. Testing has shown that to avoid the error, either the AutoShareWrks parameter
should not be present in the registry or you need to enable it if it is present.

12.5.2 Deploying the Desktop Management Agent

To deploy the Desktop Management Agent to workstations that are members of a Microsoft domain
or Active Directory:
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1 At the Windows workstation, log in to the domain as a user who is a member of the domain
Administrator group.

2 Launch ConsoleOne on the Windows workstation, then click Tools > ZENworks Utilities >
Install Agents.

or

Copy the agentdistributor.exe file to the distributing workstation from the
sys\public\mgmt\ConsoleOne\1l.2\bin directory and execute it on the local
workstation.

If you are not a member of the domain Administrator group, or if the workstation is not a
member of the domain, the main dialog box of the Agent Distributor waits for input (this
allows for the possibility of distributing the agent to Windows workgroups; see Section 12.6,
“Using the Desktop Management Agent Distributor to Deploy the Agent to Workstations in a
Windows Workgroup,” on page 156). Otherwise, the following dialog box is displayed:

Domain Administrator Credentials Requ: x|

Domain Administrator Username

Password

Domain

Iswilliams2. provo.novell.com

oK I Cancel |

3 Enter your domain administrator username and password, then click OK to display the
following dialog box.

&ZENworks Desktop Management - Agent Distributor ﬂ
File

Location of ZE Mwork s Desktop Management Agent [ZfDAgent. msi]

I Browse. .. |

Femote execution command line

I LConfigure Agent... |

r— Target “Workstation:
work station [Domain)

Add... Eemove

4 1In the Location of ZENworks Desktop Management Agent (zfdagent.msi) field, browse to and
select the zfdagent .msi file.

If the zfdagent .ms1 file is not already on the workstation's local drive or an available
network drive, copy it from the \agentinstall\english directory located on the Novell
ZENworks 7 Desktop Management CD.

5 Configure the Management Agent options. To do so:
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5a Click Configure Agent to display the Configure ZENworks Desktop Management Agent

dialog box.
Configure ZENworks Desktop Management Ag ﬂ
¥ Beboot
Feature:
¥ Workstation Manager ¥ Inyentory
v Application Launcher ¥ Remote Management
¥ Imaging [+ Mirrar Driver
Middle Tier Address HTTP Pat
= |
| [z0 =
Login Setting:
’]_ Display Movell Login [" Editable Middle Tier address ‘

—&ppliciation Launcher Setting:
[~ Limit Application Launcher to one Tree
Launch on Windows Startup
™ Application E zplorer ™ Application \Window |

— Tree Setting:
ZEMwarks Tree

oK I Cancel |

Use this dialog box to configure the Desktop Management Agent options. The options you
select (such as Install or Uninstall) determine the availability of other options. A
description of each option is listed below.

Uninstall/Install/Reboot: Select whether you want the Desktop Management Agent
installed or uninstalled. Select Reboot if you want the workstation to reboot after the
operation is complete.

Features: Select the features you want installed or uninstalled. If you select Uninstall and
select all of the features, the ZENworks Desktop Management Agent is uninstalled.

Middle Tier Address and HTTP Port: If you are using a ZENworks Middle Tier Server,
specify the DNS name or IP address of the ZENworks Middle Tier Server that the Desktop
Management Agent will be connecting to, then specify the HTTP or HTTPS port number
that the Apache Web Server (NetWare) or the IIS Web Server (Windows) will use to listen
for the Agent login.

If you are using the Novell Client, no Middle Tier address is required.

If no Middle Tier address is specified, the Agent Distributor verifies at installation time
that a Novell Client is installed. The Agent Distributor does not install the Agent if the
Middle Tier has not been specified.

Login Settings: These settings determine the ZENworks Middle Tier Server login options
that are available in Workstation Manager.

+ Display Novell Login: Select this option to enable the Middle Tier Server login to be
displayed by the Workstation Manager.

+ Editable Middle Tier Address: Select this option to enable users to edit the Middle
Tier Server address during login.
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Application Launcher Settings: These settings apply to the Novell Application
Launcher.

¢ Limit Application Launcher to One Tree: Select this option to limit the Novell
Application Launcher access to applications in one tree only. Specify the tree in the
ZENworks for Desktops Tree field.

¢ Launch on Windows Startup: Select the Novell Application Launcher view
(Application Explorer or Application Window) that is added to the Windows Startup
folder and launched when Windows starts. If you don't want to use the Windows
Startup folder to start Novell Application Launcher, don't select either view.

Tree Settings: Use this field to specify the eDirectory tree to be used as the ZENworks
tree. If Workstation Manager is installed, this tree becomes the tree where it looks for
policies. If Limit Application Launcher to One Tree has been selected and Application
Launcher is installed, this tree becomes the tree where it looks for applications.

5b When you are finished configuring the Desktop Management Agent options, click OK to
save the settings and return to the ZENworks Desktop Management - Agent Distributor
Utility dialog box.

6 Add the workstations where you want to deploy the Desktop Management Agent. To do so:
6a In the Target Workstations box, click Add to display the Browse for Domain dialog box.

Browse for Domain 21x|

% uzerl zales mycompany. com

uzer? salesmycompany. com

Cancel |

This dialog box lists the domain that you are authenticated to as an administrator. If your
workstation is attached to a domain that has trusts with other domains, those domains are
also listed.

6b Seclect the domain that includes the workstations you want to add, then click OK to display
the Select Workstation Using Active Directory dialog box.
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If you select a trusted domain, you are prompted to enter the domain administrator
credentials.

Select Workstations using Active Directory x|

~ Search P,
Selected Domain

Iswilliams2. provo.novell.com

LDAP Context

IDE=swiIIiams2,D C=provo,DC=novell D C=com Browse... |

— Search Result

Lestings

The Search Results list displays all workstations that are located in the context displayed
in the LDAP Context field. You can use the Browse button to change contexts. Changing
contexts displays workstations contained in the selected context.

IMPORTANT: The data in Search Results list of the Agent Distributor is obtained from
Active Directory. If you remove a workstation from the domain or directory but you do
not remove the workstation from Active Directory using the Active Directory
management tool, the Search Results list is inaccurate.

6¢ In the Search Results list, select the workstations you want to add, then click Add.

6d Repeat Step 6a through Step 6¢ to add all the workstations where you want to deploy the
Desktop Management Agent.

7 If you want to save your settings to a project (. pad) file for reuse another time, select File >
Save As, specify the filename, then click OK.

The project file is saved in readable . ini format.
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8 Click Deploy Agent to deploy the Management Agent to the selected workstations and display
the Distributing ZENworks Desktop Management Agents to Target Workstations dialog box.

Distributing ZENWorks Desktop Management Agents bo Target W ﬂ

Frogress: 2/2 processed.

— Result

‘Work station testingB Failed - Unable to contact workstation.
WwWorkstation TESTINGS Failed - Unable to map $&dmin share drive.

Cloze I Save selections to project file... |

The dialog box displays deployment successes and failures. You can save a failure event to a
project file (. pad) and open it from the File menu after you have corrected the problems with
the failed workstations.

The Agent Distributor also keeps a log file (Lastrun. 1og) that includes the list of successes and
failures of each distribution attempt. The log file includes the same output that the deployment
window displays, but it also includes start and end times. The file is saved in the same directory as
agentdistributor.exe. A sample lastrun. log file is shown below.

============= Start time Thursday, April 01, 2004 11:32 AM ===========
Workstation SWILLIAMSDELL Successful

Workstation SWDESKPRO-W98 Successful

————————————— End time Tuesday, April 06, 2004 11:34 PM ==============
——=—=———————— Start time Friday, April 09, 2004 12:49 PM =========—===-=
Workstation testing6 Failed - Unable to contact workstation.
Workstation WILLIAMS2KSP3 Failed - Unable to map $Admin share drive.
=—=—=—=—————— End time Friday, April 09, 2004 12:49 PM ===========—=—=

The Agent Distributor also copies an MSI debug file from each workstation and stores it at the root
of the Windows drive under a \workstationlogs directory. This directory contains only the
most recent log files; all files are deleted on the next attempt to distribute the ZENworks Desktop
Management Agent. This debug file can help you to troubleshoot a deployment failure on a
particular workstation. The name of the file is the workstation name with a . 1 og extension (for
example, c: \workstationlogs\williams2ksp3.1log).
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12.6 Using the Desktop Management Agent
Distributor to Deploy the Agent to Workstations
in a Windows Workgroup

If the workstation where the Agent Distributor is executed is not a member of a Microsoft domain,
the Agent Distributor can be used distribute the Desktop Management Agent to target workstations
that are members of its Windows workgroup.

¢ Section 12.6.1, “Prerequisites for Using the Agent Distributor,” on page 156

¢ Section 12.6.2, “Distributing the Desktop Management Agent to Windows Workgroup
Members,” on page 157

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

12.6.1 Prerequisites for Using the Agent Distributor

Before you use the Agent Distributor to distribute the Desktop Management Agent to target
workstations in a Windows workgroup, make sure the following prerequisites are satisfied:

¢ The Agent Distributor is installed as part of ConsoleOne and can be run from any workstation
that has access to ConsoleOne and is a member of a Windows workgroup. The
agentdistributor.exe is a standalone utility that can be copied from the
\sys\public\mgmt\consoleone\1l.2\bin directory to the local distributing
workstation. The Agent Distributor is executed locally.

¢ The ZENworks Desktop Management Agent MSI installation file (zfdagent .ms1i)is
located on the Windows workstation or a network location available to the distributing
workstation. The zfdagent .ms1i file is located in the \agentinstall\english
directory on the Novell ZENworks 7 Desktop Management CD (or the Novell ZENworks 7
Desktop Management with Support Pack 1 CD).

¢ Each workstation where the Desktop Management Agent will be deployed must have the
Microsoft Windows Installer installed. The installer is preconfigured on Windows 2000 and
Windows XP workstations.

Avoiding Admin$ Share Errors

If administrative shares are not enabled on the target workstation, you will be unable to install the
Agent Distributor. The information in the list below describes some reasons you will see the
following error as the Agent Distributor attempts to map to Admin$:

Failed - Unable to map Admin$ share drive.

+ A network workstation typically receives its clock time from a network server at login time.
The clock time for all of the servers in your network environment should be synchronized. In
order to distribute the Agent using the Agent Distributor utility, you should verify that server
clock times are within a 10-minute range. If clock times do not fall within this range, the
zfdagent .ms1i cannot be distributed and the error message is displayed.

¢ On Windows 2000 workstations, if the registry entry
HKIM\System\currentcontrolset\services\lanmanserver\parameters\
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AutoShareWrks issetto 0 (disabled), Admin$ share is not accessible and the error is
displayed.

In some Windows 2000 machines, this registry entry is not present, but Admin$ share is
available. Testing has shown that to avoid the error, either the AutoShareWrks parameter
should not be present in the registry or you need to enable it if it is present.

On Windows XP workstations, you can avoid the error by disabling the simple file sharing
feature.

12.6.2 Distributing the Desktop Management Agent to
Windows Workgroup Members

As part of ZENworks 7 Desktop Management, you can deploy the Desktop Management Agent to
workstations that are members of the same Windows workgroup:

1 At the Windows workstation, log in locally as a the administrator of the Windows workgroup.

2 Launch ConsoleOne on the Windows workstation, then click Tools > ZENworks Utilities >

Install Agents.
or

Copy the agentdistributor.exe file to the distributing workstation from the
sys\public\mgmt\ConsoleOne\1l.2\bin directory and execute it on the local
workstation.

The Agent Distributor Utility dialog box is displayed.

&ZENworks Desktop Management - Agenk Distrihutoééé ll
File

Location of ZE Mwork s Desktop Management Agent [ZfDAgent. msi]
I Browse. .. |

Femote execution command line

I LConfigure Agent... |

r— Target “Workstation:
work station [Domain)

Add... Eemove

In the Location of ZENworks Desktop Management Agent (zfdagent.msi) field, browse to and
select the zfdagent.msi file.

If the zfdagent .msi file is not already located on the workstation's local drive or an
available network drive, copy it from the \agentinstall\english directory located on
the Novell ZENworks 7 Desktop Management CD.

4 Configure the Management Agent options. To do so:
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4a Click Configure Agent to display the Configure ZENworks Desktop Management Agent

dialog box.
Configure ZENworks Desktop Management Ag ﬂ
¥ Beboot
Feature:
¥ Workstation Manager ¥ Inyentory
v Application Launcher ¥ Remote Management
¥ Imaging [+ Mirrar Driver
Middle Tier Address HTTP Pat
= |
| [z0 =
Login Setting:
’]_ Display Movell Login [" Editable Middle Tier address ‘

—&ppliciation Launcher Setting:
[~ Limit Application Launcher to one Tree
Launch on Windows Startup
™ Application E zplorer ™ Application \Window |

— Tree Setting:
ZEMwarks Tree

oK I Cancel |

Use this dialog box to configure the Desktop Management Agent options. The options you
select (such as Install or Uninstall) determine the availability of other options. A
description of each option is listed below.

Uninstall/Install/Reboot: Select whether you want the Desktop Management Agent
installed or uninstalled. Select Reboot if you want the workstation to reboot after the
operation is complete.

Features: Select the features you want installed or uninstalled. If you select Uninstall and
all of the features, the ZENworks Desktop Management Agent is uninstalled.

Middle Tier Address and HTTP Port: If you are using a ZENworks Middle Tier Server,
specify the DNS name or IP address of the ZENworks Middle Tier Server that the Desktop
Management Agent will be connecting to, then specify the HTTP or HTTPS port number
that the Apache Web Server (NetWare) or the IIS Web Server (Windows) will use to listen
for the Agent login.

If you are using the Novell Client, no Middle Tier address is required.

If no Middle Tier address is specified, the Agent Distributor verifies at installation time
that a Novell Client is installed. The Agent Distributor does not install the Agent if the
Middle Tier has not been specified.

Login Settings: These settings determine the ZENworks Middle Tier Server login options
that are available in Workstation Manager.

+ Display Novell Login: Select this option to enable Middle Tier Server login to be
displayed by the Workstation Manager.

+ Editable Middle Tier Address: Select this option to enable users to edit the Middle
Tier Server address during login.
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Application Launcher Settings: These settings apply to the Novell Application
Launcher.

¢ Limit Application Launcher to One Tree: Select this option to limit the Novell
Application Launcher access to applications in one tree only. Specify the tree in the
ZENworks for Desktops Tree field.

¢ Launch on Windows Startup: Select the Novell Application Launcher view
(Application Explorer or Application Window) that is added to the Windows Startup
folder and launched when Windows starts. If you don't want to use the Windows
Startup folder to start Novell Application Launcher, don't select either view.

Tree Settings: Use this field to specify the eDirectory tree to be used as the ZENworks
tree. If Workstation Manager is installed, this tree becomes the tree where it looks for
policies. If Limit Application Launcher to One Tree has been selected and Application
Launcher is installed, this tree becomes the tree where it looks for applications.

4b When you are finished configuring the Desktop Management Agent options, click OK to
save the settings and return to the ZENworks Desktop Management - Agent Distributor
Utility dialog box.

5 Add the workstations where you want to deploy the Desktop Management Agent. To do so:
5a Click Add to display the Select IP Target Workstations dialog box.

Select IP Target Workstations =

— Workstation
P Address(es] (ie. 10.0.0.1,138.162.0.1-198.162.0.76)

— Workstation Administrator Credential
Usermame

Password

Beenter Pazzword

I
)8 I Cancel |

5b Fill in the fields:

Workstations

IP Addresses: Specify the I[P Address for each target workstation where you want to
deploy the Desktop Management Agent. You can delimit this list with commas. You can
also specify a range of IP addresses as a single item in the list.

Workstation Administrator Credentials
Username: Enter the username of the workgroup administrator.
Password: Enter the password of the workgroup administrator.

Reenter Password: Re-enter the password to verify it as the workgroup administrator's
password.

Any target workstation you specify in the /P Addresses field must use the same credentials
(that is, username and password).

5¢ Click OK to save the list of target workstations.
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6 Click Deploy Agent to deploy the Management Agent to the selected workstations and display
the Distributing ZENworks Desktop Management Agents to Target Workstations dialog box.

Distributing ZENWorks Desktop Management Agents bo Target W ﬂ

Frogress: 2/2 processed.

— Result

‘Work station testingB Failed - Unable to contact workstation.
WwWorkstation TESTINGS Failed - Unable to map $&dmin share drive.

Cloze I Save selections to project file... |

The dialog box displays deployment successes and failures. You can save a failure event to a
project file (. pad) and open it from the File menu after you have corrected the problems with
the failed workstations.

The Agent Distributor also keeps a log file (Lastrun. 1og) that includes the list of successes and
failures of each distribution attempt. The log file includes the same output that the deployment
window displays, but it also includes start and end times. The file is saved in the same directory as
agentdistributor.exe. A sample lastrun. log file is shown below.

============= Start time Thursday, April 01, 2004 11:32 AM ===========
Workstation USER2DELL Successful

Workstation USER3DESKPRO-W98 Successful

————————————— End time Tuesday, April 06, 2004 11:34 PM ==============
——=—=———————— Start time Friday, April 09, 2004 12:49 PM =========—===-=
Workstation testing6 Failed - Unable to contact workstation.
Workstation TESTING8 Failed - Unable to map $Admin share drive.
=—=—=———————— FEnd time Friday, April 09, 2004 12:49 PM ==========—===-=

The Agent Distributor also copies an MSI debug file from each workstation and stores it at the root
of the Windows drive under a \workstationlogs directory. This directory contains only the
most recent log files; all files are deleted on the next attempt to distribute the ZENworks Desktop
Management Agent. This debug file can help you to troubleshoot a deployment failure on a
particular workstation. The name of the file is the workstation name with a . 1 og extension (for
example, c: \workstationlogs\testing8.1loq).

12.7 Checking the Installation

When the installation of the Desktop Management Agent is complete, you can check the installation
to see if it was successful, check component versions, or initiate and check debug logs. If you want
to perform any of these tasks, see “Checking the Installation of Desktop Management Components
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on Servers” in “Checking the ZENworks Desktop Management Installation” in the Novell
ZENworks 7 Desktop Management Administration Guide for more information.

12.8 Modifying the Desktop Management Agent
Settings

If you need to make a change to the Desktop Management Agent on a user workstation, you can do
so locally by running the Desktop Management Agent installation program again. When you start
another installation, the Desktop Management Agent maintenance dialog box is displayed.

Figure 12-1 Desktop Management Agent Maintenance Dialog Box

i'é‘- ZENworks Desktop Management Agent - InstallShield LI

Program Maintenance

Modify, remove the program,

" R

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way Features are
installed,

@ Remove ZEMworks Desktop Management Agent from wour computer,
% |

InistallShield

< Back I Mext = I Cancel |

Modify: Select this option to open the Select Features page. On this page, you can add or delete the
features you want to include with the Desktop Management Agent installation.

Remove: Select this option to remove (uninstall) the Desktop Management Agent files from the
workstation.

12.8.1 Using the Novell Application Launcher to Add Features

If you want to add features to the Desktop Management Agent after its initial distribution, you need
to increment its MSI Application object so that the Novell Application Launcher recognizes it as a
new application. You can then modify the ADDLOCAL property in the MSI application object and
redistribute the object. For more information about the available ADDLOCAL properties, see Step 2
on page 146.
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Installing the Novell Application
Launcher Plug-In

The Novell® Application Launcher™ plug-in is a simplified version of Novell Application Launcher
that can be used in place of the ZENworks® Desktop Management Agent on workstations that only
require distribution of user-associated applications. Or, it can be used to provide a Web-based rollout
of the Management Agent to workstations.

The Novell Application Launcher plug-in includes only the Application Explorer and Application
Browser views. It does not include the Application Window view, Novell Application Launcher
Service for Windows (nalntsrv.exe), or Application Launcher Workstation Helper
(zenappws.dll).

The Novell Application Launcher plug-in also does not include any other ZENworks Desktop
Management Agent components, such as Workstation Manager, Workstation Inventory, Remote
Management, or Workstation Imaging.

The following sections explain why you might want to use the Novell Application Launcher plug-in
and how you install it:
¢ Section 13.1, “Why Use the Novell Application Launcher Plug-In?,” on page 163
¢ Section 13.2, “How the Novell Application Launcher Plug-In Installation Works,” on page 164
¢ Section 13.3, “Installing the Novell Application Launcher Plug-In,” on page 164
¢ Section 13.4, “Reinstalling the Novell Application Launcher Plug-In,” on page 168

The information in this section also applies to ZENworks 7 Desktop Management with Support
Pack 1.

13.1 Why Use the Novell Application Launcher
Plug-In?

The primary purpose of the Novell Application Launcher plug-in is to provide the basic Application
Launcher files required for launching user-associated applications, and to do so through a Web-
based installation program. You should be aware of the following restrictions associated with the
Novell Application Launcher plug-in:

+ Windows 2000/XP users must have sufficient file access rights to install and launch
applications. Without these rights, the plug-in's installation manager cannot install the plug-in
files and the plug-in (once installed) cannot launch applications. The Novell Application
Launcher plug-in is not designed for locked-down workstations.

¢ The Novell Application Launcher plug-in displays only user-associated applications.
Workstation-associated applications are not displayed because Workstation Manager and the
Application Launcher Workstation Helper are not installed.

+ Workstation Manager is not installed, which means that policies are not applied.

¢ Database reporting is not supported. The Novell Application Launcher plug-in cannot write
events to a database because the ODBC drivers required to do so are not included with the
plug-in.
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¢ The Novell Application Launcher plug-in does not support launching of terminal server
applications. For this support, users must install the ZENworks Desktop Management Agent.

If users do not require any Desktop Management Agent functionality other than the launching of
user-associated applications, you can have them install the Novell Application Launcher plug-in to
the workstation and continue to use it. If users requires full Desktop Management Agent
functionality, after the Novell Application Launcher plug-in is installed, you can distribute the
Desktop Management Agent to workstations via an Application object.

13.2 How the Novell Application Launcher Plug-
In Installation Works

The Novell Application Launcher plug-in is installed by the Novell Application Launcher plug-in
installation manager. The Novell Application Launcher plug-in installation manager, the Novell
Application Launcher plug-in, and the Novell Application Launcher plug-in support files are copied
to a Web server during installation of the ZENworks Middle Tier Server. On a NetWare® Middle
Tier Server, the web server root\nwdocs directory is the target installation directory. On a
Windows Middle Tier Server, it is the inetpub\wwwroot directory. The files are packaged in the
following . cab files:

+ zfdinstallmgr.cab: Contains the Novell Application Launcher plug-in installation manager
DLL used to manage installation and update of the Novell Application Launcher plug-in files.

¢ zfdplugin.cab: Contains the Novell Application Launcher plug-in files.

+ netidentity.cab: Contains the files required to manage identities and securely authenticate
Novell Application Launcher plug-in users to the ZENworks Middle Tier Server.

+ instmsi.cab, instmsi9x.cab, instmsint.cab: Contain the Microsoft Windows Installer, version
2, required to install the Netldentity files. These . cab files are installed only if the user does
not have version 2 or higher of the Windows Installer.

The myapps . html page, which is installed to the same directory, references the Novell
Application Launcher plug-in installation manager . cab file (zfdinstallmgr.cab). When a
user accesses the myapps . html page, if Application Launcher or the Novell Application
Launcher plug-in is not already installed on his or her workstation, the Novell Application Launcher
plug-in installation manager .d11 file (zfdwebinstallmgr.d1l1)is extracted from the
installation manager . cab file to the Windows \ systemn directory and then registered. After the
myapps .html file is completely loaded, the installation manager begins installing the Novell
Application Launcher plug-in and its support files.

13.3 Installing the Novell Application Launcher
Plug-In

To install the Novell Application Launcher plug-in on a workstation:

1 Make sure you've run the ZENworks Middle Tier Server installation program so that the Novell
Application Launcher plug-in installation manager, Novell Application Launcher plug-in files,
and myapps.html file have been copied to a Web server. If necessary, see Chapter 10,
“Installing the ZENworks Middle Tier Server,” on page 107.

2 (Optional) Modify the myapps . html page
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In addition to launching the Novell Application Launcher plug-in installation manager, the
myapps.html page contains parameters that determine the functionality and look of the
Application Browser view used with the Novell Application Launcher plug-in and Application
Launcher. You might want to use these parameters to customize the Application Browser view
before it is distributed to users.

IMPORTANT: When you install the Middle Tier Server, the Middle Tier Server's private
(internal) address is added to the myapps . html file. If users will run the Application
Browser outside your firewall, you need to ensure that the myapps . html file lists the Middle
Tier Server's public (external) IP address, if the two addresses are different. The

myapps .html file's MiddleTierAddress parameter is used to specify the IP address.

The myapps.html file loads an ActiveX* control (axnalserver.dl1l) thatis used to
generate the Application Browser view. You customize the Application Browser view by
modifying the parameters that are passed to the ActiveX control. There are nine parameters,
shown below.

<!--param name=\"SingleTree\" value=\"ZENWORKS TREE\"-->
<!--param name=\"PortalView\" value=\"false\"-->

<!--param name=\"BannerURL\" value=\"http://www.company.com/
banner.html\"-->

<!--param name=\"BannerHeight\" wvalue=\"80\"-->

<!--param name=\"ShowTree\" value=\"true\"-->

<!--param name=\"ShowTasks\" value=\"false\"-->

<!--param name=\"AppDisplayType\" value=\"O0\"-->

<!--param name=\"ShowAppFrameNavigation\" wvalue=\"true\"-->
<!--param name=\"ShowIEToolbarButton\" value=\"true\"-->

In addition, when you use the Novell Application Launcher plug-in installation manager to
download the myapps . html file from a Middle Tier Server, you can customize two
additional parameters that are used by the installation manager:

<!--param name=\"MiddleTierAddress\" value=\"$S$SIPADDRS$S\"-->
<!--param name=\"Nt4PluginVersion\" value=\"4,0,1,0\"-->

By default, the parameters are commented out, which results in the ActiveX control using its
preset internal values. To modify a parameter:

2a Remove the !-- (beginning comment) and the -- (ending comment) to activate the
parameter. For example:

<param name=\"SingleTree\" value=\"novell tree\"
2b Modify the parameter's value. Each parameter is described below.

SingleTree: This parameter lets you specify a single Novell eDirectory™ tree from which
to read application information. If this parameter is used, Application Launcher ignores
any other trees to which the user authenticates.

This parameter applies only at installation time. After installation, changes to this
parameter have no affect.

PortalView: This parameter lets you better support portals by removing the banner
section of the Application Browser view. The value settings are True or False. True
removes the banner section.

BannerURL: This parameter applies only if the Portal View parameter is set to False.

You can use this parameter to specify an alternate banner. For example, you could use a
banner that contains your company's logo instead of the Novell logo. The value setting
must be a URL to an HTML page or graphics file (.gif, . jpg, etc.). If you specify an
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HTML page, the page is cropped to the height specified by the BannerHeight parameter. If
you specify a graphics file, the banner section scrolls to fit the entire graphics file. Unless
you want the banner section to be scrollable, you should ensure that the graphic's height is
not greater than the height specified in the BannerHeight parameter.

BannerHeight: This parameter applies only if Portal View parameter is set to False and
the default Novell banner is being overridden by the BannerView parameter.

You can use this parameter to determine the height of the banner section. The value setting
must be from 5 to 200. Any number less than 5 is rounded up to 5. Any number greater
than 200 is rounded down to 200.

ShowTree: This parameter determines whether or not the Application Browser view
includes the left pane (referred to as the folder view). The value settings are True and
False. True causes the folder view to display, and False causes it to be removed.

ShowTasks: This parameter determines whether or not the folder view (left pane)
includes the Work Online/Work Oftline, MiddleTier Log In/Middle Tier Log Out, Refresh
Applications, and Help options. The VALUE settings are True and False. True causes the
options to display, and False causes them to be removed.

AppDisplayType: This parameter determines how the applications are displayed in the
right pane of the Application Browser view. The value settings are 0 and 1. The default
setting, 0, causes the application icons to display as large icons, similar to the Large Icons
view in Windows Explorer. The 1 setting causes the applications to be listed in table
format, similar to the List view in Windows Explorer.

ShowAppFrameNavigation: This parameter determines whether or not the right pane of
the Application Browser view includes navigation. The VALUE settings are True and
False. True causes the right pane to include navigation. The type of navigation depends on
the setting for the AppDisplayType parameter:

¢ When the AppDisplayType parameter is set to 0 (large icons), navigation is displayed
as a breadcrumb trail (for example, ZENworks Tree > Application Folder >
Application A).

+ When the AppDisplayType parameter is set to 1 (small icons), navigation is
displayed as an Up arrow at the top of the applications list.

Setting this parameter's value to False causes the Application Browser view to start with
the All folder open, meaning that all application icons are displayed in the right pane. If
the All folder is disabled in the user's Launcher Configuration settings in ConsoleOne®,
this parameter is ignored (in other words, the default value of True is used).

ShowlIEToolbarButton: This parameter determines whether or not the Application
Browser button is added to the Internet Explorer toolbar. The Application Browser button
launches the local version of the myapps.html file. The VALUE settings are True and
False. The True setting is the default setting and causes the Application Browser button to
be added to the toolbar. The False setting causes the Application Browser button to be
removed from the toolbar. Whenever this setting is changed, the user must close Internet
Explorer and then reopen it for the change to take affect.

MiddleTierAddress: This parameter applies only if you've configured a ZENworks
Middle Tier Server for access to eDirectory.

The MiddleTierAddress parameter lets you specify the IP address of the Middle Tier
Server that the user authenticates to. It is used only if a Middle Tier Server address is not
included in the Windows registry; the registry includes the address if the user entered it
when running the ZENworks Desktop Management Agent installation program.
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Nt4PluginVersion: This parameter applies only when upgrading from ZENworks for
Desktops 4.0.1. It applies only to Windows NT 4 workstations and specifies the minimum
version of the ZENworks for Desktops 4.0.1 Novell Application Launcher plug-in that
must be running on the workstation. For example, if the workstation has version 4,0,1,0
and this parameter specifies 4,0,1,3, the Application Browser view runs only if the Novell
Application Launcher plug-in installation manager can download version 4,0,1,3 or higher
of the Novell Application Launcher plug-in . cab file (z£d40 . cab) from the ZENworks
Middle Tier Server. On the other hand, if the workstation has 4,0,1,3 and this parameter
specifies 4,0,1,0, the installation manager does download the Novell Application
Launcher plug-in from the Middle Tier Server even if the plug-in is a newer version (such
as 4,0,1,4).

2c¢ Save the file.
3 Test the setup by accessing the myapps . html page.

¢ [fyou access the myapps.html page from a workstation where Novell Application
Launcher or the Novell Application Launcher plug-in is already installed, the Application
Browser view is displayed in the Web browser. No files are downloaded.

+ [fyou access the myapps.html page from a workstation where Novell Application
Launcher and the Novell Application Launcher plug-in are not installed, the Novell
Application Launcher plug-in installation manager is installed and registered. It then
begins installing the Novell Application Launcher plug-in files.

Each . cab file used during the installation process includes a Novell signed certificate.
You are prompted to accept the certificate before the installation can proceed. You can
accept each certificate individually, or you can select the Always Trust Content From
Novell, Inc. option displayed with the first certificate to accept all subsequent Novell
signed certificates.

When installation is complete, you can access your user-associated applications through
both the Application Browser view (by accessing the myapps . html page again) and the
Application Explorer view (by launching it from the Start menu).

+ Ifyou access the myapps.html page from a workstation where a previous version of
Application Launcher is already installed (or was previously installed), the following error
message might be displayed by the installation program:

Error: Install Error

An installation error has prevented you from obtaining the
ZENworks

for Desktops plugin. Please contact your system administrator
for

help. You must first uninstall any previous versions of
ZENworks for

Desktops.

To resolve this problem, delete naldesk.exe from the workstation's Windows
\system32 directory (typically c: \winnt\system32 or
c:\windows\system32), make sure that the workstation does not have a search drive
mapped to a server or directory where naldesk.exe resides, and then access the
myapps .html page again.

4 Provide users with the URL for the myapps.html page.
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13.4 Reinstalling the Novell Application
Launcher Plug-In

If you need to reinstall the Novell Application Launcher plug-in on a workstation:

1 Ata command prompt, unregister the zfdwebinstallmgr.dl1l and
axnalserver.dll by entering the following commands:

regsvr32 -u zfdwebinstallmgr.dll
regsvr32 -u axnalserver.dll

2 Delete the zfdwebinstallmgr.dl1, located in the Windows system directory (for
example, c: \winnt\system32).

3 (Conditional) If you are reinstalling the plug-in to a Windows NT workstation, delete the
following value from the workstation's registry:
HKey Local Machine\software\novell\zenworks\installpath

4 In the Web browser, access the myapps . html page.
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Installing the ZENworks Launch
Gadget

Novell® ZENworks® Desktop Management includes the ZENworks Launch gadget that can be used
to launch user-associated applications from within a Novell exteNd Director™ 4.1 SE portal. The
Desktop Management Agent is not required on the user's workstation. The following sections
provide instructions:

+ Section 14.1, “Installing the ZENworks Launch Gadget to Your Portal,” on page 169

¢ Section 14.2, “Copying Citrix Files to Your Portal,” on page 170

¢ Section 14.3, “Installing the Citrix ICA and Microsoft RDP Clients to Workstations,” on
page 171

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

14.1 Installing the ZENworks Launch Gadget to
Your Portal

1 Make sure you have Novell exteNd Director 4.1 Standard Edition installed and running on a
NetWare® 6.x or Windows 2000/2003 Server.

For installation information, see the Novell exteNd Director 4.1 Standard Edition Installation
Guide (http://www.novell.com/documentation/lg/nedse41).

2 Ata Windows workstation from which you can administer your exteNd Director 4.1 portal,
insert the Novell ZENworks 7 Companion 2 CD (or the Novell ZENworks 7 with Support Pack
1 Companion 2 CD) into the CD drive.

The Novell ZENworks 7 Companion 2 CD (or the Novell ZENworks 7 with Support Pack 1
Companion 2 CD) contains the portal module file, zenworks . npm, that includes the
ZENworks Launch gadget that you will install to the portal. The file is located in the
\zenworks launch gadget directory.

Log in to your portal as an administrator.

Click Portal Administration > Administer the Portal to display the Portal Administration page.
Click Modules to display the Modules page.

Click Install to display the Install a New Module page.

N o o AW

In the Path to Module File Package field, click Browse, then browse to and select the
zenworks .npmn file.

The .npm file is in the \ zenworks launch gadget directory on the Novell ZENworks 7
Companion 2 CD (or the Novell ZENworks 7 with Support Pack 1 Companion 2 CD).

8 Click Install to display the Thin Client Support options, select /ICA & RDP if you want support
for both ICA and RDP clients, or select RDP if you want support for RDP clients only, then
click Next.
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9 (Conditional) If you selected /CA & RDP for thin client support, fill in the following fields,
then click Next.

Citrix XML Service Address: Specify the DNS name or IP address of the server where the
Citrix* IMA database resides. If you have multiple Citrix farms, enter the addresses of each
server where an IMA database resides, separated by a comma.

Citrix XML Service Port: Specify the port number being used by the Citrix XML Service.
Typically, this is port 80. To check the port number in MMC, click Servers > Server Properties
> MetaFrame XP Settings, then check the TCP/IP Port field.

10 When installation is complete, exit the portal.
11 TIf the portal is on a NetWare 6.x server, restart the server.
or
If the portal is on a Windows 2000 server, either restart the server or restart Tomcat.
For information about changing ZENworks Launch gadget settings such as the terminal servers

accessed by the gadget, see “ZENworks Launch Gadget: Configuring Settings” in “Application
Management” in the Novell ZENworks 7 Desktop Management Administration Guide.

14.2 Copying Citrix Files to Your Portal

If you are using Citrix servers for your terminal server environment, you must copy several Citrix
files to the exteNd Director portal. These files are used by the Launch gadget when launching an
ICA client session.

1 Using the Citrix MetaFrame XP Presentation Server CD, copy the entire
\metaframe\w2k\program files\citrix\application\nfuse directory to
the following portal directory:

tomcat\webapps\nps\portal\gadgets\com.novell.ondemand.gadgets.z
enlaunchgadget

The resulting directory is:
tomcat\webapps\nps\portal\gadgets\com.novell.ondemand.gadgets.z
enlaunchgadget\nfuse

2 Move the * . properties files from the
com.novell.ondemand.gadgets.zenlaunchgadget\nfuse directory to the
following portal directory:

tomcat\webapps\nps\portal\web-inf\classes
If any of the files already exist in the directory, keep the files with the newest dates.

3 Move the *. jar files from the
com.novell.ondemand.gadgets.zenlaunchgadget\nfuse directory to the
following portal directory:

tomcat\webapps\nps\portal\web-inf\lib
If any of the files already exist in the directory, keep the files with the newest dates.
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14.3 Installing the Citrix ICA and Microsoft RDP
Clients to Workstations

In order for the ZENworks Launch gadget to launch terminal server applications, the workstation
must have the Citrix ICA client and Microsoft RDP client installed.

ICA Client

The ZENworks Launch gadget requires the workstation to have either the ICA Program
Neighborhood (PN) client or the ICA Web client installed. If the PN client or Web client is not
already installed on your users’ workstations:

1 Download the PN client or the Web client files from the Citrix Download Clients site (http://
www.citrix.com/site/SS/downloads/downloads.asp?dID=2755).
2 Distribute the client files to each workstation. To do so:

2a For the Web client, copy the wficat . cab file to the following location on your portal
server:

tomcat\webapps\nps\portal\gadgets\com.novell.ondemand.gadget
s.zenlaunchgadget\bin

When a user launches a terminal server application that you've configured to run in an
ICA client session, the Launch gadget uses the . cab file to install the Web client.

2b For the PN client, follow the installation instructions in the Citrix Administrator's Guide,
or use Novell Application Launcher to distribute the client files.

or

Rename the PN client file to wficat . cab and copy it to the following location on your
portal server:

tomcat\webapps\nps\portal\gadgets\com.novell.ondemand.gadget
s.ZENLaunchGadget\bin

RDP Client

The Microsoft RDP 5.1 client (msrdp . ocx) is included with the ZENworks Launch gadget. When
a user launches a terminal server application that you've configured to run in an RDP client session,
the Launch gadget installs the msrdp. ocx file to the c: \program
files\novell\zenworks directory on the user's workstation and registers the . ocx file.
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Setting Up Terminal Server
Application Support

The Application Management functionality in Novell® ZENworks® Desktop Management provides
the ability to launch applications from a Citrix MetaFrame* Server or Microsoft Windows terminal
server through an ICA or RDP client session. To support terminal server applications, you need to
review the requirements and complete the tasks in the following sections:

¢ Section 15.1, “Terminal Server Requirements,” on page 173

¢ Section 15.2, “Using ZENworks Workstation Manager to Manage Local User Accounts,” on
page 174

¢ Section 15.3, “Using Non-ZENworks Methods to Manage Local User Accounts,” on page 181
¢ Section 15.4, “Installing the Citrix ICA and Microsoft RDP Client to Workstations,” on
page 182

The information in this section also applies to ZENworks 7 Desktop Management with Support
Pack 1.

After you’ve completed the above tasks, you can configure terminal server applications for
distribution to users through Novell Application Launcher™. For information, see “Distribution:
Simple Applications” in “Application Management” in the Novell ZENworks 7 Desktop
Management Administration Guide.

15.1 Terminal Server Requirements

The following table lists the minimum requirements for a Windows terminal server or Citrix
MetaFrame Server.

Table 15-1 Minimum Requirements for Windows Terminal Server or Citrix MetaFrame Server

Item Minimum Requirement
Operating System Windows 2000 Server with Service Pack 4 (latest service pack
recommended).

Windows Server 2003 (latest service pack recommended)
Windows Terminal Services Version supported by the Windows 2000/2003 Server operating system.

Citrix Presentation Server Citrix Presentation Server 3.0 (formerly MetaFrame XP Feature Release
(Optional) 3).

Citrix Presentation Server 4 for Windows.

The latest service pack and hotfixes are recommended. You can
download them at the Citrix Web site (http://www.citrix.com).

Citrix Secure Access Manager Citrix Secure Access Manager 2.2.
(Optional)
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Item Minimum Requirement

Desktop Management Agent  ZENworks 7 version.

The Desktop Management Agent is required only if you want to
dynamically create local user accounts on the terminal server.

You can install all Desktop Management Agent components, but
terminal server support requires only the Application Management and
Workstation Management components.

Novell Client Novell Client™ 4.91 SP1 for Windows 2000/XP.

The Novell Client is required only if you install the Desktop Management
Agent. The Management Agent uses the Novell Client to authenticate to
Novell eDirectory and access the Dynamic Local User policy.

Internet Explorer Internet Explorer 5.5 with Service Pack 2 with high security (128-bit or
higher) encryption.

Internet Explorer is required only if you install the Desktop Management
Agent.

If you install Internet Explorer 6.0, make sure that the privacy settings
are configured to accept cookies. By default, Internet Explorer 6.0 does
not accept cookies.

15.2 Using ZENworks Workstation Manager to
Manage Local User Accounts

To run applications on a terminal server, users need to have local user accounts on the terminal
server. You can use Workstation Manager (installed with the Desktop Management Agent) and user
policies to dynamically manage terminal server user accounts. If you plan to use Workstation
Manager, complete the tasks in the following sections. If you don’t plan to use Workstation
Manager, see Section 15.3, “Using Non-ZENworks Methods to Manage Local User Accounts,” on
page 181 for other user management possibilities.

*

Section 15.2.1, “Installing the Novell Client and Desktop Management Agent,” on page 174

*

Section 15.2.2, “Setting Up Workstation Manager,” on page 175

*

Section 15.2.3, “Configuring Passthrough Authentication,” on page 175

*

Section 15.2.4, “Setting Up Dynamic Local User Accounts,” on page 176

15.2.1 Installing the Novell Client and Desktop Management
Agent

You must install the Novell Client and the Desktop Management Agent on each terminal server
where you want ZENworks to dynamically manage terminal server accounts.

The Desktop Management Agent includes the Workstation Manager component that dynamically
creates local user accounts on the terminal server. The Management Agent uses the Novell Client to
authenticate to Novell eDirectory™ and access the Dynamic Local User policy.

1 Download the Novell Client 4.91 SP1 (or later) from the Novell Download Web site (http://
download.novell.com) and install the client on the terminal server.
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2 Install the Desktop Management Agent, making sure to install the Workstation Manager and
Application Management components; the other components are optional.

For information about installing the Desktop Management Agent, see Chapter 12, “Installing
and Configuring the Desktop Management Agent,” on page 137.

15.2.2 Setting Up Workstation Manager

ZENworks Desktop Management includes eDirectory user policies that enable you to easily manage
local user accounts and profiles on terminal servers. Workstation Manager, running on the terminal
server, applies the policies when a user logs into the terminal server. This section helps you ensure
that Workstation Manager is installed and configured correctly. Information about creating and
using user policies is provided in Section 15.2.4, “Setting Up Dynamic Local User Accounts,” on
page 176.

Workstation Manager is installed as part of the Desktop Management Agent installation. You can
verify that Workstation Manager is installed and running on the terminal server by checking for the
Workstation Manager service in the Services window.

If you have multiple eDirectory trees, you should also make sure that Workstation Manager is
configured to read the eDirectory tree where your User objects reside. To do so:

1 Click the Start menu > Settings > Control Panel > ZENworks Agent Options.

2 In the ZENworks Agent Options dialog box, click Settings.

3 Verify that Enable Workstation Manager is selected and that the tree is set correctly.

4 (Optional) Verify the Tree value in the Windows registry, underneath the
HKEY LOCAL MACHINE /SOFTWARE/NOVELL/Workstation Manager/
Identification key.

15.2.3 Configuring Passthrough Authentication

To simplify the process of launching terminal server applications, ZENworks Desktop Management
provides passthrough authentication. With passthrough authentication, a user is not prompted for a
username and password when he or she launches a terminal server application as long as the user's
eDirectory account and Windows user account have the same username and password.

By default, passthrough authentication is configured automatically during installation of the
Desktop Management Agent to the terminal server. However, to verify that configuration occurred
correctly, we recommend you do the following:

1 Turn on the terminal server’s Use Client Provided Logon Information setting and turn off the
Always Prompt for Password setting:

1a At the terminal server, click Start > Programs > Administrative Tools > Terminal Services
Configuration.

1b Double-click a connection type (the default is RDP-Tcp) to enter the properties.

1c In the Logon Settings tab, select the Use Client Provided Logon Information setting and
deselect the Always Prompt for Password setting.

1d Repeat Step 1b and Step 1c¢ for each connection type.

2 Verify the default profile configuration for the terminal server’s Novell Client:
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2a At the terminal server, right-click the Novell icon (N icon) in the status area of the taskbar,
then click Novell Client Properties.

2b Click the Location Profiles tab.

2c¢ In the Location Profiles list, select Default, then click Properties to display the Location
Profiles Properties dialog box.

2d Select Login Service in the Service list, select Default in the Service Instance list, then
click Properties to display the Novell Login dialog box.

2e Deselect (turn off) the Save Profile After Successful Login option.
2f Click the NDS tab.

2g In the Tree field, select the eDirectory tree where the terminal server applications are
configured as Application objects.

2h Delete any information from the Context and Server fields.

2i To save the configuration settings, click OK until you’ve closed all dialog boxes.

15.2.4 Setting Up Dynamic Local User Accounts

After you installed and configured Workstation Manager on your terminal servers, you need to
enable and configure the policies that control local user accounts. The following sections provide
instructions:

¢ “Creating a User Policy Package” on page 176

¢ “Configuring Dynamic Local User Accounts” on page 180

+ “Associating the User Package with Users” on page 181

Creating a User Policy Package

You use the Windows 2000-2003 Terminal Server policies, available in a User Policy package, to
manage dynamic local user accounts. You can use an existing User Policy package, or you can
create a new User Policy package specifically for Windows 2000-2003 Terminal Server policies. If
you already have a User Policy package that you want to use, skip to “Configuring Dynamic Local
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User Accounts” on page 180. Otherwise, complete the following steps to create a User Policy

package:

1 In ConsoleOne, right-click the container where you want to create the User Policy Package
object, click New, then click Policy Package to display the Policy Package Wizard.

Policy Package Wizard

Choose a policy package to create ar madify. The palicies

=] Workstation Package
[ Distributed Server Package

== Lzer Extensible Policies
2= MT Uszer Printer

Nove" policy list.
Policy packages: Policies:
V‘_) Container Package 5 Scheduled Action Policy
‘% ﬁ Server Package ¢ Dynarnic Local User
?é = 5& Service Location Package = Windowes Group Policy
4@ 1] Windowes Desktop Preferer:

cantained in the selected policy package are displayed in the

Description

weith users, user groups, and container objects.

User Package - iz an eDirectory object that contains a collection of
policies relsting to users. This policy package can be associsted only

= Back | Mext =

Cancel | Finish | Help |

2 In the Policy Packages list, select User Package, then click Next.

Policy Package Wizard

Paolicy package name:

IUser Package

Container:

IPolicies.noveII

Cancel | Finisty | Help |

The package object’s name must be unique within the container where it will be created. If you
plan to create multiple User Policy packages, you might want to use a more descriptive name,
such as Win2000-2003 TS User Package. Or, you might want to create the policy in the same

container where the policy’s users reside.
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3 If necessary, change the package’s object name and the container where it will be created, then
click Next.

Policy Package Wizard x|

N ove ", SLIMMary:

Create a User Package called User Package in Policies.navell.

W/ [ Defing aditionsl properties

[ Create anather policy package

= Back | et = | Cancel Finizh | Help |

4 1In the Summary page, select Define Additional Properties, then click Finish to create the User
Package object and display the object’s property pages.

Properties of User Package

Azzocistions | MDS Rights - | Cither | Right= ta Files and Folders

User policies:
Enabled Palicy Schedule
LT vell iPrint Policy Policy naot enabled
[l [EE: Remate Cortrol Policy Fis,

Properties... Resef... | A | Remove... |

Default Package Schedule
Run event: User login

Exdit....

Page Options... | Ok Cancel |

Apply | Help |
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5 Click the Policies tab, then click Windows 2000-2003 Terminal Server to display the Windows
2000-2003 Terminal Server policies page.

Properties of User Package

i
§Policies - Azzocistions | NDS Rights - | Cither | Right= ta Files and Folders

$Windoves 2000-2003 Terminal Server |

vyincowys 2000-2003 terminal server user policies:

Enabled Palicy

Schedule

— Policy nat enabled
r ey

— Q Uszer Extensible Policies Policy nat enabled
— ‘Windowes Desktop Preferences [,

-

‘Windows Group Policy

Policy nat enabled

Properties... Resef... |

A | Remave... |

Default Package Schedule
Run event: User login

Exdit....

Desktops 4 ar greater.

Folicies enabled on this page will be applied only to warkstations that have heen upagraded to ZEMNwarks far

Page Options... |

[o]1¢ | Cancel | Apply | Help |

6 Continue with the next section, Configuring Dynamic Local User Accounts.
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Configuring Dynamic Local User Accounts

You use the Dynamic Local User (DLU) policy to configure how Workstation Manager creates user
accounts on the terminal server.

1 On the Windows 2000-2003 Terminal Server platform page, select the check box to the left of
the Dynamic Local User Policy to enable the policy, then click Properties to display the
Dynamic Local Users property page.

Properties of User Package:2000-2003 Te:Dynamic Local User ﬂ

Dynamic Local User ~ | NDS Rights + | Cither | Right= ta Files and Folders
Dyhamic Local User

[V Enable Dryhamic Local Lser

Configures user on Windows workstation after successfully logging into workstation
i Manage existing user account (if any)
v Use eDirectory credentials

IV wolatile user [Remove user after logout)

Uzer name:
Full name:
Description:

Member of: Mot member of:
Administrators
Backup Operstors
Guests

Remave == Poweer Users
- Replicator

== Mo

Custom... |
Page Options... | Ok Cancel | Apply | Help |

2 Configure the following fields:

Enable Dynamic Local User: Select this option to enable Workstation Manager to
dynamically create user accounts.

Manage Existing User Account (if any): If you want Workstation Manager to apply the DLU
policy to existing user accounts, select this option. Otherwise, the DLU policy applies only to
new user accounts.

Use eDirectory Credentials: Select this option to use eDirectory user names and passwords
for the local user accounts. With the user’s eDirectory and Windows credentials synchronized
and passthrough authentication configured (see Section 15.2.3, “Configuring Passthrough
Authentication,” on page 175), the user is not prompted for any credentials when launching an
application from a terminal server.

Volatile User (Remove User after Logout): Select this option if you want a user's account
removed after the user exits the application and the session is closed. All user account
information is removed. If you want to retain user profiles, you can configure roaming profiles.
Instructions are provided in “Windows Desktop Preferences Policy (User Package)” in
“Workstation Management” in the Novell ZENworks 7 Desktop Management Administration
Guide.

Member Of/Not Member Of: In the Not Member Of list, select the group (or groups) that you
want users made members of, then click Add. Group membership determines a user's access
rights on the terminal server. If none of the groups listed provides the exact file system rights
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you want assigned to user accounts, you can use the File Rights page (Dynamic Local User tab
> File Rights page).
3 Click OK to save your changes and close the Dynamic Local Users property page.

4 Continue with the next section, Associating the User Package with Users.

Associating the User Package with Users
You must associate the User Policy package with users before it can take effect.

1 Ifthe User Package object’s property page is not open, right-click the User Package, then click
Properties.

2 Click the Associations tab to display the Associations page.

Propetties of User Package x|

Paolicies - MDS Rights | Cither | Right= ta Files and Folders

Aszociations:

Properties... | Addd.. | Remove... |

Page Options... | Ok | Cancel | Apply | Help |

3 Click Add, then browse to and select the users you want the policy package applied to. You can
add users, user groups, or containers.

4 When you've finished adding users, click OK to save your information.

15.3 Using Non-ZENworks Methods to Manage
Local User Accounts

If you do not use Workstation Manager and user policies to dynamically create user accounts on
terminal servers, you need to create the accounts some other way (for example, manually create
static accounts on each terminal server or use Microsoft Active Directory to create them). For
information about creating user accounts, see your Windows documentation. As you create user
accounts, keep in mind the following:

¢ For passthrough authentication to work for RDP applications, a user’s Windows account must
have the same username and password as his or her eDirectory account.
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¢ Passthrough authentication does not work for ICA applications; users are always prompted for
their login credentials when launching an ICA application. If you want passthrough
authentication for ICA applications to work, you must use Workstation Manager and user
policies.

¢ The user account must be given adequate file system access to run applications from the
terminal server, either through group memberships or individual user permissions.

15.4 Installing the Citrix ICA and Microsoft RDP
Client to Workstations

Whenever Novell Application Launcher™, the Novell Application Launcher plug-in, or the
ZENworks Launch gadget launches a terminal server application, it uses the Citrix ICA or Microsoft
RDP client to create the client session with the terminal server. This requires that the ICA and RDP
client be installed on each user’s workstation.

ICA Client

The workstation must have either the ICA Program Neighborhood (PN) client or the ICA Web client
installed. If the PN client or Web client is not already installed on your users’ workstations:

1 Download the PN client or the Web client files from the Citrix Download Clients site (http://
www.citrix.com/site/SS/downloads/downloads.asp?dID=2755).

2 Distribute the client files to each workstation. To do so:

2a Follow the installation instructions in the Citrix Administrator s Guide, or use Novell
Application Launcher to distribute the client files.

2b (Conditional) If you are using the ZENworks Launch gadget, copy the Web client
(wficat.cab) file to the following location on your portal server:

tomcat\webapps\nps\portal\gadgets\com.novell.ondemand.gadget
s.zenlaunchgadget\bin

or

For the PN client, rename the file to wficat . cab and copy it to the location listed
above.

When a user launches a terminal server application that you've configured to run in an
ICA client session, the Launch gadget uses the . cab file to install the Web client. After
that occurs, users can launch ICA applications from Novell Application Launcher, the
Novell Application Launcher plug-in, and the ZENworks Launch gadget.

For information about using the ZENworks Launch gadget, see Chapter 14, “Installing the
ZENworks Launch Gadget,” on page 169

RDP Client

The Microsoft RDP 5.1 client (msrdp . ocx) is included with the ZENworks Desktop Management
Agent and the ZENworks Launch gadget. During installation of the Desktop Management Agent,
msrdp.ocx is installed to the c: \program files\novell\zenworks directory. With the
ZENworks Launch gadget, when a user launches a terminal server application that you’ve
configured to run in an RDP client session, the Launch gadget installs the msrdp . ocx file to the
c:\program files\novell\zenworks directory.
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Setting Up Authentication

When a user provides an authorized user ID and password (also called “credentials™) at a
workstation login dialog box, a secure network connection can be established between that
workstation and Novell® ZENworks® Desktop Management components that are located on the
network and managed by Novell eDirectory™. This connection (also called “authentication”), can
occur in various configuration circumstances.

This section contains information about how authentication takes place in the following
circumstances:

¢ Section 16.1, “Using the Novell Client for Authentication,” on page 183
¢ Section 16.2, “Using the Desktop Management Agent and the ZENworks Middle Tier Server

for Authentication,” on page 184

The information in this section also applies to ZENworks 7 Desktop Management with Support
Pack 1.

16.1 Using the Novell Client for Authentication

If the Novell Client™ was previously installed on the workstation where the Desktop Management
Agent is installed, the Novell Client continues to launch at login time. By leaving the Client in place,
it is assumed that the workstation is located inside the firewall and that it has no need to authenticate
through the ZENworks Middle Tier Server. When you install the Desktop Management Agent,
however, the workstation is upgraded with new ZENworks 7 Desktop Management functionality,
which includes the updated features.

For more information about how the Novell Client is used by ZENworks Desktop Management, see
the Novell ZENworks 7 Desktop Management Administration Guide.

This section lists the credentials (that is, the user ID and password) that are required in order for
ZENworks User and Workstation Policies to authenticate to eDirectory when the user's workstation
has the traditional Novell Client installed, whether or not the Desktop Management Agent is also
installed.

This information should help you understand why you supply these credential sets during the
installation. The sections include:

¢ Section 16.1.1, “Credentials Required for User Policies,” on page 183
¢ Section 16.1.2, “Credentials Required for Workstation Policies,” on page 184

16.1.1 Credentials Required for User Policies

The following table shows the credentials needed by ZENworks Desktop Management User policies
that use the Novell Client to authenticate to eDirectory.
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Table 16-1 Credentials Needed by Desktop Management User Policies That Use the Novell Client to Authenticate

Workstation Server's File . .
Platform System to Access Required Credentials Comments
Windows 98 SE NetWare® eDirectory Workstation

ID and password

Windows 98 SE Windows 2000/  Domain Workstation The Microsoft SMB client is used to
2003 ID and password access the Windows file system

Windows 2000/XP  NetWare eDirectory User ID
and password

Windows 2000/XP  Windows 2000/ Domain User ID and The Microsoft SMB client is used to
2003 password access the Windows file system

16.1.2 Credentials Required for Workstation Policies

The following table shows the credentials needed by ZENworks Desktop Management Workstation
policies that use the Novell Client to authenticate to eDirectory.

Table 16-2 Credentials Needed by Desktop Management Workstation Policies That Use the Novell Client to

Authenticate

Workstation Server's File . .

Platform System to Access Required Credentials Comments
Windows 98 SE NetWare eDirectory Workstation

ID and password

Windows 98 SE Windows 2000/  Domain Workstation ID The Microsoft SMB client is used to
2003 and password access the Windows file system

Windows 2000/XP  NetWare eDirectory Workstation
ID and password

Windows 2000/XP  Windows 2000/  Domain Workstation ID The Microsoft SMB client is used to
2003 and password access the Windows file system

16.2 Using the Desktop Management Agent and
the ZENworks Middle Tier Server for
Authentication

If you want your users to log in to the network through the Desktop Management Agent login dialog
box, you need to understand how the Desktop Management Agent can be customized, and
understand the other preparations that you must make to customize the login experience you want
the users to have.

This section contains the following information:

¢ Section 16.2.1, “Credentials Required by Desktop Management Policies,” on page 185
¢ Section 16.2.2, “Customizing the Agent Login,” on page 186
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¢ Section 16.2.3, “Synchronized Passthrough Login,” on page 188
+ Section 16.2.4, “Logging In to a Windows Network Environment,” on page 188

16.2.1 Credentials Required by Desktop Management Policies

This section lists the credentials that are required in order for Desktop Management User and
Workstation policies to authenticate to eDirectory when the user's workstation has the Desktop
Management Agent installed and is communicating through the ZENworks Middle Tier Server.

This information should help you understand why you supply these credential sets during the
installation. The sections include:

¢ “Credentials Required for User Policies” on page 185

¢ “Credentials Required for Workstation Policies” on page 185

Credentials Required for User Policies

The following table shows the credentials needed by Desktop Management User policies that use
the Desktop Management Agent and the ZENworks Middle Tier Server to authenticate to
eDirectory. It is assumed that the user's workstation has the Desktop Management Agent installed.

Table 16-3 Credentials Needed by Desktop Management User Policies that Use the Desktop Management Agent and
the ZENworks Middle Tier Server to Authenticate

eDirectory Required
Workstation Platform Server's File q - Comments
Credentials
System
Windows 98 SE NetWare eDirectory
Workstation 1D
and password
Windows 98 SE Windows eDirectory User  Proxy credentials are entered during the

2000/2003 and Domain User ZENworks Middle Tier Server installation and are
ID and password stored in the registry of the ZENworks Middle Tier

Server.
Windows 2000/XP  NetWare eDirectory User
ID and password
Windows 2000/XP  Windows eDirectory User  If users do not log in to a domain, (but do log in to

2000/2003 and Domain User the local workstation and eDirectory) the Middle
ID and password Tier Server uses the eDirectory credentials to
authenticate to the domain. This means that the
eDirectory credentials must match the domain
credentials.

If users are logging in to a domain, their domain
credentials are used.

Credentials Required for Workstation Policies

The following table shows the credentials needed by Desktop Management Workstation policies that
use the Desktop Management Agent and the ZENworks Middle Tier Server to authenticate to
eDirectory. It is assumed that the user's workstation has the Desktop Management Agent installed.
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Table 16-4 Credentials Needed by Desktop Management Workstation Policies that Use the Desktop Management
Agent and the ZENworks Middle Tier Server to Authenticate

Workstation eDirechry_ Required
Server's File X Comments
Platform Credentials
System
Windows 98 SE NetWare eDirectory
Workstation 1D
and password
Windows 98 SE Windows eDirectory User Proxy credentials are entered during the

2000/2003  and Domain ZENworks Middle Tier Server installation and are
User ID and stored in the registry of the ZENworks Middle Tier
password Server.

Windows 2000/XP  NetWare eDirectory
Workstation 1D
and password

Windows 2000/XP  Windows Proxy ID and Proxy credentials are entered during the
2000/2003  password ZENworks Middle Tier Server installation and are
stored in the registry of the ZENworks Middle Tier
Server.

16.2.2 Customizing the Agent Login

If the Novell Client is not present on the workstation when the Desktop Management Agent is
installed, the installation program displays the Workstation Manager Settings page. This page lets
you customize what the user sees at login time.

Figure 16-1 Workstation Manager Settings Page of the Agent Installation Wizard

i'é‘- ZENworks Desktop Management Agent - InstallShi LI

Workstation Manager Settings I%
Customizable settings for Workstation Manager Feature,

|+ Display ZENworks Middle Tier Server authentication dialog:

If selected, this option will display the Middle Tier authentication dialog when user
authentication is requested. I not selected, the current authentication dialog will be displaved.

{Mote: For NT/2000,%P workstations, yvou should use this option if you want ko apply Dynamic
Local User policies to this workstation, )

¥ allow users to change the Middle Tier Server address on authentication dialog

At authentication time, display a Middle Tier Server DNS name/IP Address (where ZEMNworks
Management Agent connects) on the login dialog. Let users edit this DNS name/IP address.

InistallShield

< Back I Mext = I Cancel |

If you select Display ZENworks Middle Tier Server Authentication Dialog, a customized Novell
login dialog box is always displayed to the user.

You might want to select this option if you plan to have more than one Middle Tier Server available
in the network that the users can use for authentication to the Desktop Management Server.
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NOTE: If the user workstation is a Windows 2000/XP platform, you should use this option if you
want to apply Dynamic Local User policies to the workstation.

Figure 16-2 The ZENworks Middle Tier Server Authentication Dialog Box

LENworks Desktop Management

Novelle ZENworkse N
Desktop Management

U zermame: |

Paszwiord: |

[ workstation anly

W ark ztation Login

Local username: |

Eram: | ﬂ

Middle Tier. | |

ok Cancel Shutdown... | Optiong << |

This login dialog box requires the user to enter a User ID and password (that is, the “authentication
credentials”) for the Desktop Management Server. These are the same credentials that the user is
accustomed to using for connecting to the network (that is, connecting to eDirectory).

During the installation program, if you selected Allow Users to Change the ZENworks Middle Tier
Server Address on Authentication Dialog, the users on this workstation can edit the DNS name/IP
address of the ZENworks Middle Tier Server that is used for authenticating to eDirectory. They can
also specify an alternate port for authenticating to the Apache Web server (N etWare®) or the IS
Web server (Windows). Users can do this by clicking the Options button on the Desktop
Management Agent login dialog box.

Users specify an alternate port by entering a colon and the port number at the end of the IP Address
or DNS name. For example:

151.155.155.000:5080

IMPORTANT: Entering a protocol (such as http: or https:) along with the IP address does not allow
the Desktop Management Agent to connect to the ZENworks Middle Tier Server.

Setting Up Authentication 187



16.2.3 Synchronized Passthrough Login

If you want the user to never see a Novell login dialog box, or in other words, to “pass through” the
Desktop Management Agent and authenticate to the location of ZENworks files, you should first
make sure that the user's local workstation credentials are the same as the eDirectory credentials.
This is also called “passive mode” login.

If this synchronization is ready, then the authentication happens like this:

1. The user enters his or her local Windows logon credentials at the Windows login dialog box.

2. The Desktop Management Agent, although not visible, passes the Windows workstation
credentials to the Middle Tier Server,

3. The Middle Tier Server checks the credentials against eDirectory users, and authenticates to
eDirectory if there is a match.

4. The user is authenticated to eDirectory, which points to policy files that can be passed to the
workstation where the user is logged in.

To configure the Desktop Management Agent for passthrough authentication, simply accept the
default settings in the Workstation Manager Settings dialog box. For more information, see
“Customizing the Agent Login” on page 186.

If the user logs in to Windows with credentials that are not valid in eDirectory, a Novell Desktop
Management Agent login dialog box is displayed.

16.2.4 Logging In to a Windows Network Environment

If the server where you want to install ZENworks Desktop Management is part of a Windows
network environment (that is, a network with no Novell NetWare servers), that network probably
has Microsoft Active Directory installed and the users are members of Microsoft domains. As
mentioned in Section 4.2, “Desktop Management Server Software Requirements,” on page 44, the
installation of Novell eDirectory 8.7.3 or later (recommended) is also a prerequisite in the network
(in this case the Microsoft domain) where you will install ZENworks Desktop Management.

The following scenarios provide information about the way ZENworks Desktop Management
authenticates after logging in to a Windows network environment:

¢ “Synchronized Login to eDirectory” on page 188

* “Microsoft Domain Login” on page 189

¢ “Lights-Out Workstation Authentication” on page 189

Synchronized Login to eDirectory

If you want users to log in using the Desktop Management Agent login dialog box and local
machine credentials, you must synchronize the local workstation credentials with the eDirectory
credentials. If this synchronization is ready, then the authentication happens like this:

1. At workstation startup time, the Windows 2000/XP operating system opens the Desktop
Management Agent login dialog box.
2. In the dialog box, the user clicks the Options button to display optional login fields.

3. The user enters his or her eDirectory username and password in the Username and Password
fields.
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4. In the From drop-down list, the user chooses the Windows workstation name to log in to the
Windows network.

5. The Desktop Management Agent passes the eDirectory credential set to the ZENworks Middle
Tier Server.

6. The ZENworks Middle Tier Server checks the credentials against eDirectory users and
authenticates to eDirectory if there is a match.

7. The user is authenticated to eDirectory, which points to policy files that can be passed to the
workstation where the user is logged in.

Microsoft Domain Login

If you want users to log in using the Desktop Management Agent login dialog box and Microsoft
domain credentials, the Windows 2000/2003 server where ZENworks Middle Tier Server software
is installed and the Windows 2000/2003 server where Desktop Management Server software is
installed must be part of the same Microsoft domain or trust relationship. The user's workstation
doesn't log on to the domain unless the Desktop Management Server will be delivering MSI
applications to it.

The authentication happens like this:

1. At workstation startup time, the Windows 2000 operating system opens the Desktop
Management Agent login dialog box.

2. In the dialog box, the user clicks the Options button to display optional login fields.
3. Inthe From drop-down list, the user chooses the option to log in from the Microsoft Domain.

4. The user enters his or her domain credentials in the Username and Password fields. These
credentials don't need to be synchronized with eDirectory credentials.

5. The Desktop Management Agent passes the credential set to the ZENworks Middle Tier
Server.

6. The ZENworks Middle Tier Server checks the credentials against Domain users and
authenticates to the domain.

7. The user is authenticated to the domain and has access to the policy files, which are stored and
are accessible through the domain and can be passed to the workstation where the user is
logged in.

Lights-Out Workstation Authentication

If you have already installed the Desktop Management Agent on a workstation, and if the
Workstation Manager on that workstation has been scheduled to receive a workstation group policy,
the workstation can still be authenticated to a Windows network and receive the policy files when
the time for the group policy execution arrives, even if the user is not logged in. This is sometimes
called “lights-out” authentication. The authentication happens like this:

1. When the policy execution time arrives, the Desktop Management Agent connects to the
ZENworks Middle Tier Server by using the DNS name or IP address supplied during the
Desktop Management Agent installation. This information is stored in the Windows registry at
the workstation.

2. The ZENworks Middle Tier Server uses the domain user credentials stored in its registry
program (supplied by the ZENworks Middle Tier Installation program) to authenticate as a
domain user with file rights to the appropriate files.
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3. The policy files are copied to the user's workstation through the ZENworks Middle Tier Server.
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Setting Up Security Measures on
Windows or NetWare Middle Tier
Servers

The information in this section details the steps involved in obtaining certificates and configuring
SSL for a Web server on a Microsoft Windows or Novell® NetWare® server where the Novell
ZENworks® Middle Tier Server is installed.

The following sections are included:

*

Section 17.1, “Setting Up SSL and Certificates on a Windows Middle Tier Server,” on
page 191

*

Section 17.2, “Setting Up SSL and Certificates on a NetWare Middle Tier Server,” on page 194
+ Section 17.3, “Setting Up Windows Workstations to Use SSL and Certificates,” on page 195

*

Section 17.4, “Setting Up Netldentity Authentication,” on page 198

17.1 Setting Up SSL and Certificates on a
Windows Middle Tier Server

When you set up SSL for a Middle Tier Server on a Windows 2000 machine, all of the
administration will be done with the Internet Services Manager and ConsoleOne®. The major
procedures in the setup include the following:

¢ Section 17.1.1, “Generating a Certificate Signing Request,” on page 191

¢ Section 17.1.2, “Using the eDirectory Root CA to Issue a Certificate,” on page 192

¢ Section 17.1.3, “Installing the Root CA on the Middle Tier Server,” on page 193

¢ Section 17.1.4, “Processing a Pending Certificate Request on IIS,” on page 193

17.1.1 Generating a Certificate Signing Request

To generate a certificate request on a Middle Tier Server installed on a Windows 2000 server:
1 At the server's desktop, click Programs > Administrative Tools > Internet Services Manager >
Internet Information Services to open the Internet Information Services window.
2 Click the + sign on the Middle Tier Server icon to expand its hierarchy.

3 Right-click Default Web Site > click Properties to open the Default Web Site Properties dialog
box.

If an SSL certificate has not been configured yet, the SSL Port field is dimmed.
4 Click Directory Security to open the Directory Security page.
5 Click Server Certificate to start the Web Services Certificate Wizard.
5a On the wizard's Welcome page, click Next to open the Server Certificate page.
5b On the Server Certificate page, select Create a New Certificate, then click Next.
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On the wizard's Delayed or Immediate page, select Prepare the Request Now, But Send it
Later, then click Next.

On the Name and Security Setting page, specify a certificate name such as
DaveMiddleTier Web Site, change the bit length to 1024, then click Next.

On the wizard's Organization Information page, specify the names of your organization
and organizational unit in the Organization and Organizational Unit fields, then click
Next.

On the wizard's Your Site's Common Name page, specify your full DNS name, such as
zztopl.zenworks.provo.novell.com if you are in the DNS tables, then click
Next.

You can also specify your IP address if it is static and if all access is through IP addresses.

If your servers are behind a firewall, specify the DNS name by which the server is known
to the outside world.

On the wizard's Geographical Information page, enter the correct information in the
Country, State, and City fields, then click Next.

On the wizard's Certificate Request File Name page, save the certificate request in an
accessible location, then click Next.

This request is a file to be submitted to a trusted Certificate Authority (CA) for signing.

On the wizard's Request File Summary page, review all of the information. If necessary,
you can use the Back button to make changes on appropriate pages. Click Next.

On the wizard's Completing the Web Services Certificate Wizard page, click Finish.

6 Submit the certificate request to an appropriate trusted Certificate Authority. When the trusted
CA issues the certificate, proceed with the steps outlined in “Processing a Pending Certificate
Request on IIS” on page 193.

17.1.2 Using the eDirectory Root CA to Issue a Certificate

The eDirectory Root CA can be used to issue a certificate for a valid Certificate Signing Request
(CSR). If you use this method, the root is not a trusted root. For more information, see Step 4 on

page 192.

This machine should have Novell Client™ 4.83 or later, ConsoleOne 1.3.3 or later, and the Novell
International Cryptographic Infrastructure (NICI) client 2.4.0 or later installed.

1 On the server's desktop, start ConsoleOne.

2 Select the container in the tree where the server objects reside.

3 Select Tools > Issue Certificate to start the Issue Certificate Wizard.

3a

3b
3c
3d
3e

In the Filename field, specify the name of the file that contains the certificate request, then
click Next.

On the Organizational Certificate Authority page, click Next.

On the SSL or TLS page, click Next.

On the next page of the wizard, accept the defaults by clicking Next.

On the Save Certificate page, save the file as the default (that is, in . der format).

4 Export the self-signed certificate from the Certificate Authority.
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Because the root is not a trusted root, you need to import the self-signed certificate from the
Root CA into all workstations that will connect to the Middle Tier Server. If this self-signed
certificate is not imported, certificate verification fails for all certificates issued by this CA.

4a In ConsoleOne, browse to the Security container in the tree. The Security container is
identified with a padlock icon.

4b Right-click Server Name Organizational CA > select Properties.
4c Click Certificates > select Self Signed Certificate.
4d Click Export.

4e Accept the defaults on succeeding pages until you need to save to a location.

17.1.3 Installing the Root CA on the Middle Tier Server

If a non-trusted CA (for example, the eDirectory Root CA) signed the certificate request, you need
to install the self-signed certificate from the CA on the Middle Tier Server:

1

Locate and double-click the file containing the self-signed certificate from the CA.

2 On the Certificate page, click Install Certificate to start the wizard.

2a On the first page of the wizard, click Next.

2b On the second page of the wizard, when you see a message reading “Automatically select
the certificate store,” click Next.

2c¢ On the third page of the wizard, click Finish.
2d In the Root Certificate Store message box, select Yes.
2e In the Successful Import dialog box, click OK.

A message reading “The import was successful” is displayed.

17.1.4 Processing a Pending Certificate Request on IIS

When a trusted CA has issued a certificate, you can use the Internet Services Manager to process
that request.

1

At the server's desktop, click Programs > Administrative Tools > Internet Services Manager >
Internet Information Services to open the Internet Information Services window.

2 Click the + sign on the Middle Tier Server icon to expand its hierarchy.

Right-click Default Web Site, then click Properties to open the Default Web Site Properties
dialog box.

Click Directory Security to open the Directory Security page.

Click Server Certificate to start the Web Services Certificate Wizard.

Use the Web Services Certificate Wizard to process the Certificate Request:
6a On the Welcome page, click Next.

6b On the Server Certificate page, select Process the Pending Request and Install the
Certificate, then click Next.

6¢ On the next page, enter the full path of the signed certificate as received from the
Certificate Authority.
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Thiscanbe a .der ora .cer file, or a file with some other extension, depending on the
naming convention used by the Certificate Authority.

6d On the next wizard page, click Next.
6e On the last wizard page, click Finish.
7 Close the Properties page.
8 Right-click the server icon in the tree, then select Restart IIS.

9 When IIS restarts, open the properties of the default Web site to verify that the SSL port is
available.

17.2 Setting Up SSL and Certificates on a
NetWare Middle Tier Server

When you set up SSL for a Middle Tier Server on a NetWare machine, all of the administration is
done with ConsoleOne. Remember that the NetWare server must have the NICI client 2.4.0 (or later)
installed.

Use the following steps to set up SSL on the NetWare server:

1 In ConsoleOne, browse to the tree where you installed the Middle Tier Server software > right-
click the highest container (usually the Organization) > click New > Object to open the New
Object dialog box.

2 Click the NDSPKI:Key Material object to start the creation wizard.

2a Specify a Certification Name (this is the key-pair name for the certificate and the
associated public and private keys), select the Custom install, then click Next.

2b Sclect External Certificate Authority, then click Next.
2c Change the Key Size to 1024, keep the defaults on all the other fields, then click Next.
The default Key Size is 2048, but 1024 is sufficient.

2d In the Subject Name field, change CN= to your fully distinguished name, keep the defaults
on all of the other fields, then click Next.

2e Click Finish to create the Certificate Signing Request (CSR).
2f Save as Base64, then specify a path and file name that can be accessed later.
3 Have a trusted CA create a server certificate from the CSR you generated in Step 2.

If you want, you can use the eDirectory Root CA to issue the certificate. For more information,
see “Using the eDirectory Root CA to Issue a Certificate” on page 192.

4 When the certificate is issued, open ConsoleOne, then open the tree where Middle Tier Server
software is installed.

5 Open the NDSPKI:Key Material object (KMO) you created, click Certificates, click Trusted
Root Cert, then click Import to start the Import Wizard and import the certificate.

5a On the Trusted Root Certificate page, click Read from File, select the Trusted Root Cert,
then click Next.

5b On the Server Certificate page, click Read from File, select the certificate you created in
Step 3, click Next, then click Finish.

6 (Conditional) Modify the Apache configuration files in NetWare 6 to reflect the name of the
certificate created in ConsoleOne:
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6a Open and edit adminserv.conf, which is found in the sys: \apache\conf
directory.

6b Search for the line with the current port assignment. The line might look similar to this:
Securelisten 10.0.1.1:443 "SSL CertificateDNS"

6¢c Replace “SSL CertificateDNS” with the name of the certificate you just created in
ConsoleOne. For example:
Securelisten 10.0.1.1:443 "Dave Cert"

When the wizard creates a server certificate, it adds - server _name to the end of the name
(for example, Dave Cert - DaveServer). Do not add this section to the . conf file.

You can also edit the Web Manager section of the . conf file with the name of the new
certificate.

7 Restart the NetWare server.

17.3 Setting Up Windows Workstations to Use
SSL and Certificates

This section includes information about setting up a Windows 98/NT/2000/XP workstation to use
SSL and security certificates. The following sections are included:

¢ Section 17.3.1, “Importing a Certificate on the Windows Workstation,” on page 195

¢ Section 17.3.2, “Configuring the Desktop Management Agent to Query for the Certificate,” on
page 197

17.3.1 Importing a Certificate on the Windows Workstation

If the SSL certificate you want to use was issued by a CA that is not in the trusted root list, you need
to install the self-signed certificate from the CA on the workstation. This enables the workstation to
trust any certificate issued by the CA. You can do this either before or after you install the Desktop
Management Agent.

You can import a certificate on the Windows workstation in a User Account, in a Computer Account
or in a Service Account. For additional information about importing a certificate, see “To Import a
Certificate” at the Windows XP Professional Product Documentation Web site (http://
www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/
sag_cmprocsimport.mspx).

Sample SSL Setup

Use the following steps as an example of how to import a certificate to a workstation:
1 Verify that SSL is working on the Web server where the ZENworks Middle Tier Server is
installed.

1a Open an HTML browser on the workstation where the ZENworks Desktop Management
Agent is installed.

1b In the browser, use the https protocol to access a secure Web site (https://
Middle Tier Server DNS Name).
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Depending on previous workstation configuration and access to this site, a Security Alert
dialog box might display:

Security Alert x|

ri‘il Infarmation wou exchange with this gite cannot be viewed or
?. changed by others. However, there iz a problem with the zite's
; gecurty certificate,

& The securty certificate waz izsued by a company you have
not chozen to trust, Yiew the certificate to determing whether
yoL want to trust the certifping autharity.

a The securty certificate date iz walid.

a The zecurty certificate hagz a valid name matching the name
af the page you are tiing ko wigw,

Do you want o proceed?

ez Wiew Certificate

1c Do one of the following, depending on whether you have previously accessed this site:

+ Ifyou have not previously accessed the site, the security alert notes three security
checks that the browser conducts prior to allowing access to the secure site. The
status of the first item should show a warning, and the status of other two items
should show a green check mark. If the alert does not match this status, resolve the
problem with the certificate before proceeding to Step 2.

+ Ifyou previously accepted the server’s security certificate (that is, you have validated
the date and the name of the certificate and you have indicated that you trust the
certificate authority), this security alert does not display. This does not mean that the
workstation is correctly configured for the Desktop Management Agent. If the agent
does not authenticate through the Middle Tier Server (see Step 5), you need to delete
the root certificate already on the workstation and then proceed to Step 2.

2 Verify that the Desktop Management Agent authenticates and is connected through port 80.
(The agent login defaults to port 80, so only the DNS name is needed for the Middle Tier
Address.)

3 Import the third-party root certificate to the workstation as a Computer Account.

Importing the Root Certificate through the browser to the default location is not sufficient for
the Desktop Management Agent to find the certificate. The following substeps show an
example of how to import a third-party root certificate from a NetWare 6.5 Middle Tier Server
to a location where the agent can access it.

3a Asin Step 1, use the https protocol to access a secure Web site (https://
Middle Tier Server DNS Name) to display the Security Alert dialog box.

3b In the dialog box, click View Certificate, click Certification Path, select Organization CA,
then click View Certificate.
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3¢ Seclect Install Certificate to launch the Certificate Import Wizard.

3d In the Certificate Import Wizard, click Next, click Place all certificates in the following
store, click Browse, then select the Show physical stores check box.

3e Scroll to the top of the window and expand the Trusted Root Certification Authorities list
item.

3f Select Local Computer, click OK, click Next, and then click Finish.

4 Test the import by closing and reopening the browser and going to the https://
Middle Tier Server DNS Name Web site.
No Security Alert dialog box should display. If the security alert does display, you might have a
problem with the Web server and SSL.
5 Configure the Desktop Management for SSL and verify that the agent is able to authenticate the
user.
5a Add :443 to the Middle Tier Server’s DNS name. For example:

You might need to use regedit . exe to change the settings for the Middle Tier Server if
the Desktop Management Agent is configured to not allow Middle Tier address changes.

ZEMNworks Desktop Management

Novelle ZENworkses N
Desktop Management

Uszemame: |

Paszword: |

| Wiorkstation onlp

Work ztation Login

Local usemame: |

Eram: | ﬂ

Middle Tier: hiddle_Tier_Server_DNS_Mame:d43 ﬂ

| ok | LCancel Ehutdnwn...| Cptions <« |

5b Reboot the workstation as needed.

17.3.2 Configuring the Desktop Management Agent to Query
for the Certificate

When the Desktop Management Agent installation program requires an entry for the IP address or
DNS name of the Middle Tier Server, you need to enter the common name you used when you
created the Certificate Request. For more information, see Step 5f on page 192.
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17.4 Setting Up Netldentity Authentication

Authentication to a Middle Tier Server from a Desktop Management Agent is based on a challenge-
response mechanism. When a Middle Tier Server challenges an agent for authentication, it sends an
X.509 certificate. The agent verifies the integrity and trust of the certificate, and secrets are
exchanged using public-key/private-key and session-key encryption techniques.

During installation, a Netldentity certificate is installed on the Middle Tier Server. On NetWare, this
certificate is signed by the Certificate Authority (CA) of the tree where the server belongs. On
Windows 2000, this is a self-signed dummy certificate. Although they are cryptographically valid,
these certificates are not signed by trusted root authorities, and should not be trusted outside of a
controlled environment. By default, the Desktop Management Agent installation accepts such self-
signed certificates, but this is a configurable installation parameter. When deployed outside a
controlled network, Middle Tier Servers must be configured with a certificate that is signed by a
trusted Root Certificate authority. They must also be configured to enforce strict trust checking.

17.4.1 Configuring Middle Tier Servers with a Valid Netldentity
Certificate

If a valid SSL certificate (that is, one signed by a trusted root authority) already exists for the server,
the Netldentity authentication process can use the same certificate.

1 Ifthe server is a NetWare server, make a note of the key-pair name for the SSL certificate (this
is the name of the certificate object as visible in ConsoleOne). For a Windows 2000 server,
make a note of the friendly name of the certificate.

2 Using a browser, bring up the NSAdmin page for the Middle Tier Server (http:/ip-address/
oneNet/nsadmin).

3 In the General configuration page, set the value for the Certificate Name to the name from
Step 1.

4 Submit the change.
5 Restart the Middle Tier Server.

If a valid SSL certificate is not present for the server, a valid X.509 certificate (that is, a certificate
signed by a trusted root CA) needs to be configured for the server.

1 Obtain a certificate signed by a trusted root CA. Follow the steps outlined in “Generating a
Certificate Signing Request” on page 191 and “Installing the Root CA on the Middle Tier
Server” on page 193 for the appropriate platform.

2 If the key-pair name, or friendly name (depending on the platform) is different from
“Netldentity,” configure the Middle Tier Server with the appropriate name. See Step 1 through
Step 4 in the procedure above.

3 Restart the Middle Tier Server.

NOTE: In either case, if the certificate was signed by a CA that is not in the list of trusted root CAs,
the self-signed certificate of the CA must be imported on each workstation. For more information,
see “Importing a Certificate on the Windows Workstation” on page 195.
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17.4.2 Configuring the Desktop Management Agents to
Enforce Strict Trust Verification

After the Middle Tier Server has been configured with a certificate that is signed by a trusted root
CA, Desktop Management Agents can be configured to enforce stric