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About This Guide

Designer for Identity Manager can help you design, test, document, and deploy Identity Manager
solutions in a highly productive environment.

Newcomers can use wizards to build Identity Management solutions. Veterans and expert users can
bypass the wizards and interact directly at any level of detail. Use the following list to access the
information you need:

¢ Chapter 1, “Installing Designer,” on page 17

¢ Chapter 2, “Creating a Project,” on page 23

¢ Chapter 3, “Creating a Model,” on page 31

¢ Chapter 4, “Configuring Objects in Designer,” on page 87

¢ Chapter 5, “Managing Identity Manager Versions,” on page 143

¢ Chapter 6, “Managing Packages,” on page 151

¢ Chapter 7, “Managing the Schema,” on page 173

¢ Chapter 8, “Managing the Flow of Data,” on page 211

¢ Chapter 9, “Creating and Managing Policies,” on page 247

¢ Chapter 10, “Enabling Staging of Projects,” on page 249

¢ Chapter 11, “Setting Up E-Mail Notification Templates,” on page 275

¢ Chapter 12, “Importing into Designer,” on page 287

¢ Chapter 13, “Documenting Projects,” on page 343

¢ Chapter 14, “Using Entitlements,” on page 379

¢ Chapter 15, “Scheduling Jobs,” on page 407

¢ Chapter 16, “Deploying and Exporting,” on page 425

¢ Chapter 17, “The Novell XML Editor,” on page 451

¢ Chapter 18, “Tools,” on page 465

¢ Chapter 19, “Editing Icons for Drivers and Applications,” on page 501

¢ Chapter 20, “Version Control,” on page 509

¢ Chapter 21, “Setting Preferences,” on page 551

¢ Chapter 22, “Troubleshooting Designer,” on page 595

¢ Appendix A, “Operations,” on page 621

¢ Appendix B, “Document Generator Core Support Templates,” on page 641

¢ Appendix C, “Adding Applications and Drivers to the Palette,” on page 649

¢ Appendix D, “Moving Data from Older Projects,” on page 673

¢ Appendix E, “Version Control with Subversion and Identity Manager Designer,” on page 677
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Audience
Designer for Identity Manager was created for the following audiences:

¢ Enterprise IT developers

¢ Consultants

¢ Sales engineers

¢ Architects or system designers

¢ System administrators
Designer is aimed at information technology professionals who:

¢ Have a strong understanding of directories, databases, and the information environment

¢ Actin the role of a designer or architect of identity-based solutions

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide, visit
the Identity Manager Web site (http://www.novell.com/documentation/idm402).

Additional Documentation

¢ Understanding Designer for Identity Manager

¢ Identity Manager 4.0.2 Integrated Installation Guide

¢ Understanding Policies for Identity Manager 4.0.2

¢ Policies in Designer 4.0.2

¢ Novell Credential Provisioning for Identity Manager 4.0.2

¢ Identity Manager 4.0.2 DTD Reference

¢ Identity Manager 4.0.2 driver guides (http://www.novell.com/documentation/idm402drivers/)

For more documentation concerning Identity Manager 4.0.2, see the Identity Manager 4.0.2
Documentation Web site (http://www.novell.com/documentation/idm402/index.html).

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide


http://www.novell.com/documentation/idm402drivers/
http://www.novell.com/documentation/idm402/index.html
http://www.novell.com/documentation/idm402/index.html
http://www.novell.com/documentation/idm402

11

111

1.1.2

Installing Designer

*

Section 1.1, “System Requirements,” on page 17

*

Section 1.2, “Installing Designer,” on page 20

*

Section 1.3, “Upgrading Designer,” on page 20

*

Section 1.4, “Using the Silent Install,” on page 21

*

Section 1.5, “Uninstalling Designer,” on page 21

System Requirements

Review the following system requirements before installing Designer.

¢ Section 1.1.1, “Hardware Requirements,” on page 17
¢ Section 1.1.2, “Platform Requirements,” on page 17

¢ Section 1.1.3, “Additional Software Requirements,” on page 19

Hardware Requirements

¢ Minimum resolution is 1024 x 768. The recommended resolution for Designer is 1280 x 1024.
¢ 1024 MB RAM.
¢ 1 GB available disk space (recommended).

¢ 1 GHz processing speed.

Platform Requirements

The following tables provide a list of the certified and supported platforms and virtualization
systems on which you can install Designer.

IMPORTANT: Certified platform means that the platform has been fully tested. Supported platform
means that the platform has not been tested, but is expected to be functional.

Table 1-1  Certified and Supported Platforms

Certified Platform Versions Supported Platforms Notes

Windows Server 2003 SP2 (32-bit) Supported on later versions of Only the 32-bit version is certified.
service packs

Windows Server 2008 SP2 (32-bit  Supported on later versions of Both the 32-bit and 64-bit versions

and 64-bit) service packs are certified.

Installing Designer
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Certified Platform Versions

Supported Platforms

Notes

Windows Server 2008 R2 SP1 (64-
bit)

Windows XP Professional SP3 (32-
bit)

Windows 7 SP1 (32-bit and 64-bit)

openSUSE 10.3 (32-bit and 64-bit)

openSUSE 11.4 (32-bit and 64-bit)

SUSE Linux Enterprise Desktop 10
SP4 (32-bit and 64-bit)

SUSE Linux Enterprise Desktop 11
SP2 (32-bit and 64-bit)

SUSE Linux Enterprise Server 10
SP4 (32-bit and 64-bit)

SUSE Linux Enterprise Server 11
SP1, SP2 (32-bit and 64-bit)

Supported on later versions of
service packs

Windows Vista Business (32-bit and
64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

SUSE Linux Enterprise Desktop 11
SP1 (32-bit and 64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Only the 64-bit version of the
platform is available.

Both the 32-bit and 64-bit versions
are supported but not certified.

Only the 32-bit version is certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are supported but not certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.
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Table 1-2  Certified and Supported Virtualization Systems

Certified System Versions

Supported

Notes

Xen

Windows Server 2008 R2
Virtualization with Hyper-V

VMware ESX, ESXi 4.0, ESXi 5.0

VMware Workstation 6.5

All platforms listed in Table 1-1 and
supported by Xen.

All platforms listed in Table 1-1 and
supported by Hyper-V.

Supported on SLES 11 SP2 (64-bit)
as the guest operating system for
VMware and all the certified
platforms supported by VMWare
ESXin Table 1-1.

Supported on SLES 11 SP1 as the
base operating system. The base
operating system can be any
system supported by VMware
workstation 6.5 and later. All the

certified platforms listed in Table 1-1

are supported by VMWare
workstation as the guest operating
system.

Xen is supported when the Xen
Virtual Machine is running SLES
10, SLES 11, or Windows 2008 R2
as the guest operating system in
paravirtualized mode and SLES 10
SP2. as the host operating system.

Additional Software Requirements

Designer also requires the GNU gettext utilities in Linux environments.

When you install support packages for Designer, such as the NICI package, certain Linux core
utilities are needed. The GNU gettext utilities provide a framework for internationalized and
multilingual messages. Before installing Designer, make sure that you have installed this package.
You can use YaST to check for dependencies and installed packages.

IMPORTANT: If you are installing Designer on a 64-bit system, ensure that 1ibgthread-2_0-0-
32bit-2.17.2+2.17.3+20080708+r7171-3.1.x86_64.rpm compat library is installed before

starting the Designer installation.

You can install Designer in the following languages:

¢ Brazilian Portuguese
¢ Dutch

¢ French

¢ German

¢ Jtalian

¢ Japanese

¢ Simplified Chinese

Installing Designer
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1.2

1.3

¢ Spanish
+ Traditional Chinese

For more information on the languages supported by the Identity Manager installers, see “Language
Support for the Identity Manager Installers” section in the Identity Manager 4.0.2 Framework
Installation Guide.

Installing Designer

Designer is installed through the Identity Manager integrated installer or you can install it separately.
Designer runs in an Eclipse environment.

For detailed instructions for the installation, see “Installing Identity Manager” in the Identity Manager
4.0.2 Integrated Installation Guide.

You can also install Designer without the integrated installer. For detailed instructions, see “Installing
Designer” in the Identity Manager 4.0.2 Framework Installation Guide.

IMPORTANT: For updating your JRE, you must note that JRE 1.6 versions upto update 23 ship with
CVE-2010-4476 security vulnerability (http://www.oracle.com/technetwork/topics/security/alert-cve-
2010-4476-305811.html). This security vulnerability has been addressed in JRE 1.6.0-24 version. You
must use the FPUpdater tool that Sun has recently released to update your JRE to JRE 1.6.0-24
version. The instructions for installing the latest JRE versions are available at the JRE Patch Download
Site (http://www.oracle.com/technetwork/java/javase/fpupdater-tool-readme-305936.html).

Upgrading Designer

To upgrade to Designer 4.0.2, follow the same procedure that is outlined in Section 1.2, “Installing
Designer,” on page 20. If you install Designer 4.0.2 in the same location as the earlier version of
Designer you see the Designer Found message, asking if you want to upgrade. Select Yes to delete the
older version of Designer and install Designer 4.0.2 in its place.

When upgrading to Designer 4.0.2, take note of three items:

+ Do not use Designer 2.1x workspaces for Designer 3.0 and above. Designer stores projects and
configuration information in a workspace and these are not compatible between Designer
versions.

In Designer 4, default workspaces are stored under the $UserProfile%\designer workspace
directory for Windows XP, the $UserProfile%\designer workspace directory for Windows
Vista and Windows 7, and the $SHOME/designer workspace for Linux.

¢ Import all Designer 2.1x projects into Designer 4.0.2. This runs the Project Converter Wizard,
making the projects compatible with Designer 4.0.2. Be sure the Copy project into the workspace
option is selected. For more information on the Project Converter, see Section 18.1, “Converting
Earlier Projects,” on page 465.

¢ If you are running workflow provisioning and provisioning with roles, follow the installation or
upgrade procedures “Migrating a 4.0 User Application Driver” in the Migrating to the Roles Based
Provisioning Module Version 4.0.2.
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1.4

1.5

Using the Silent Install

You can use scripts to install Designer without user interaction. This feature is known as a silent
install.

To use the silent install, run the install program with -1 silent option. The option is the same
whether you install on Windows or Linux. For example:

+ Windows: install.exe -i silent

¢ Linux: ./install -i silent
The -i silent option uses all of the default values in the installation. To change the default values:

1 Issue the command install -r.
The -r option creates installer.properties file.
2 Edit the installer.properties file to add the desired values.

3 Issue the command install -i silent -f installer.properties.

Uninstalling Designer

¢ “Uninstalling on Windows” on page 21

¢ “Uninstalling on Linux” on page 21

Uninstalling on Windows

1 In the Control Panel, select Add/Remove Programs.
2 Click Designer for Identity Manager > Change/Remove > Uninstall > Yes.

To easily uninstall on English-language workstations, select Uninstall from the Start menu. For
example, on Windows, click Start > All Programs > Novell Designer for Identity Manager > Uninstall.

Uninstalling on Linux

1 Make sure that you have the correct privileges to uninstall.
2 RunUninstall Designer for Identity Manager.

This file isin [path you chose to install into] /designer/UninstallDesigner.

Installing Designer 21
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2.1

Creating a Project

IMPORTANT: Projects created in Designer releases earlier than Designer 4.0.2 work in Designer 4.0.2
after they are converted. However, projects created in Designer 2 or 3 don’t work in Designer 1.1 or
earlier releases.

¢ Section 2.1, “When No Project Exists,” on page 23

¢ Section 2.2, “When You Want to Create an Additional Project,” on page 25
¢ Section 2.3, “When You Want to Import a Project,” on page 28

¢ Section 2.4, “When You Want to Disable a Project,” on page 29

When No Project Exists

1 Make sure that the Designer perspective (in the upper right corner) is selected.

0 | &g/ Designer

2 If you are just starting Designer and have no projects in the Project tab, you see the following
window:

Creating a Project 23
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l—F Project 22 EE Ctline =

Projects @

There are currently no projects, Yaou can
creake or import projects by clicking the
links below,

E Mew Identity Managet Project

Import a Projeck:
“I4 File System
s Identity Wault
iManager Export File

jﬂ:j Version Conkrol

3 Click New Identity Manager Project to launch the Identity Manager Project Wizard.

@ New Identity Manager Project
New Identity Manager Project |/E

Mame the project and choose a location,

Project Mame: | |

Project contents

Use default

| EBrowse, .,

4 Name the project, then click Finish.

5 Select whether or not to import packages into the package catalog, then decide whether to allow
Designer to always import package updates.
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3 Import Packages

9 Import packages for project test’ into the package
w.."/ catalog. Packages must be imported before they
can be installed.

For more information about packages, see Chapter 6, “Managing Packages,” on page 151.

6 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.

2.2 When You Want to Create an Additional Project

1 Right-click in the Project view pane, then click New > Identity Manager Project.
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Cutine
=-{ Blanston001

@ System Model
| #- = Designer
7 Blanstono 2

EI — SR e e

I [dentity Manager Project...
Open With

Import d
| B Export Project

&9 Refresh

sl Copy Project..,
= Move...
Disable Project

Fename...

7 Check In..,
A Update. .

& Delete

arator

Fropertes

2 In the Identity Manager Project Wizard, name the project.
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@ New Identity Manager Project

New Identity Manager Project @

Mame the project and choose a location,

Project Mame: | Elanscnn1| |

Project conktents
Use default

Designer stores the project in a local directory. You specified this directory when you installed
Designer. Typically, this default directory is $UserProfile%\designer workspace for
Windows XP and $UserProfile%\designer workspace for Vista and Windows 7, and the
$HOME/designer workspace for Linux. To specify a different directory, deselect Use Default,
then browse to and select the desired directory.

WARNING: Earlier Designer workspaces are not compatible with Designer 3.0 and later.
Designer stores projects and configuration information in a workspace. These workspaces are
not compatible from one version of Designer to another. You need to point Designer 4.0.2 to a
new workspace, and not to a workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, you can import the projects into Designer 4.0.2
(File > Import > Project from File System). Be sure Copy project into the workspace is selected.
Importing the project runs the Converter Wizard, making the project compatible with Designer
4.0.2 architecture and placing it under your designated Designer 4.0.2 workspace directory
(designer workspace by default).

3 Click Finish.

Select whether or not to import packages into the package catalog, then decide whether to allow
Designer to always import package updates.
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@ Import Packages

Import packages for project test’ into the package
x.';./ catalog. Packages must be imported before they
can be installed.

For more information about packages, see Chapter 6, “Managing Packages,” on page 151.

5 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.

The project is stored in a directory structure with the project name as the initial directory containing
files with a .proj and a .project extension. In this example, the project is stored in the
c:\Documents and Settings\Novell User\designer workspace\Blanstonl directory on a
Windows XP workstation.

Address ‘ui‘l CA\Documents and SetingsNovel User\designer _workspaceiBlanston 1

Folders X Mame Size | Type
= j My CompLter A gDozulments Fi:e Fo:ger
: Mode File Folder
= S DRIVE_ C (C) 2 Toclkbox File Folder
= del project 1KB PROIECT File
2 docsysx [# Blanston 1.cproj 1KB CPROIFie
=) Documents and Settings Blanston Lproj 1KB PRCIFie

The project name appears in the Project view. When you select the System Model icon under the
project name, Designer opens the Modeler (an editor) for the new project.

For information on saving a project, see “Section 18.1, “Converting Earlier Projects,” on page 465”.

2.3 When You Want to Import a Project

To import a project from an Identity Vault or from the File System, see Chapter 12, “Importing into
Designer,” on page 287.
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2.4 When You Want to Disable a Project

You can disable and enable projects from the Project view.

1 To disable a project, right-click a project in the Project view and select Disable Project.

SR anston00 1

B S Mew 4
=D open with "
=-1= Blans
W 5 Import 4
= O [T Export Project
=-1= Blans

N &9 Refresh

=D ies| Copy Froject...
Mo, ..
Disable Project

=

= Rename...

i Check 1n...
= Blans 47 Update...

i s
Delete
== D X

== Properties

When a project is disabled, it is not accessible from any of the other views, including the Version
Control view, and the project is converted to a placeholder in the Project view.

T Blanstonoo 1
== Blanston02

2 To enable the project, right-click the project placeholder in the Project view and select Enable
Project. The project is again accessible in the other views.
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3 Creating a Model

The Designer Modeler lets you create and manipulate a model of your Identity Manager
environment within a Designer project.

*

*

*

Section 3.1, “Basic Tasks,” on page 31

Section 3.2, “Accessing the,” on page 32

Section 3.3, “Selecting a Modeling Mode,” on page 34

Section 3.4, “Working from the Palette,” on page 43

Section 3.5, “Creating a Driver,” on page 48

Section 3.6, “Copying and Pasting,” on page 49

Section 3.7, “Moving Items,” on page 54

Section 3.8, “In Line Editing,” on page 55

Section 3.9, “Tooltips and Toolbar,” on page 55

Section 3.10, “Organizing by Domain Groups,” on page 56
Section 3.11, “Connecting Applications,” on page 67

Section 3.12, “Aligning and Laying Out Components,” on page 75
Section 3.13, “Editing Multiple Objects,” on page 83

Section 3.14, “Modeling Active Directory Domain Controllers,” on page 83
Section 3.15, “Saving Your Model,” on page 86

3.1 Basic Tasks

You need to perform several basic tasks for creating a model after you have created a project.

1 In Designer, select a project.

If your project doesn’t appear in the Modeler, open the Project view (Window > Show View >
Project), expand the project, then double-click System Model.

Drag an Identity Vault object from the palette to the Modeler.

When you create an Identity Vault or server in Designer 4.0.2, the default Identity Manager
engine version is 4.0.2. Designer assumes that the Identity Vault has 4.0.2 capabilities. You can
successfully deploy and run 4.0.2 projects only on Identity Manager 4.0.2 servers.

You can easily change the engine version by selecting a version from the Server DN field.
However, selecting earlier engine versions removes any later version capabilities and features
from within Designer.

Before you deploy a project, you must associate a server with the Identity Vault. You do this
through the Identity Vault properties. See Section 4.3, “Configuring Identity Vaults,” on page 90.

You can add multiple Identity Vaults.
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3.2

Configure a driver set.
Each Identity Vault contains a driver set. See Section 4.5, “Configuring Driver Sets,” on page 94.
Add applications.

Drag applications from the palette to the Modeler view. See Section 4.20, “Configuring
Application Properties,” on page 136.

Create or configure drivers.

Driver connections are automatically drawn between the application and the driver set. See
Section 3.5, “Creating a Driver,” on page 48 or Section 4.7, “Configuring Drivers,” on page 101.

Develop and customize your model.

Develop according to what you planned in “Planning an Identity Project” in Understanding
Designer for Identity Manager.

Save your model (design).

Do one of the following:
¢ From the main menu, select File > Save (or Save All).
* From the main menu, select File > Close > Yes.

* (Click the X in the ’s tab, then select Yes.

Accessing the

The Modeler space is the main working area. It is an editor where you design projects. It is the main
workspace and primary means of interacting with Designer. All other editors, views, and dialog
boxes support and provide functionality for the Modeler.
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To get started, you create a project and drag items from the palette into the Modeler space. Then you

arrange and configure the items.
If the Modeler doesn’t display:

1 Expand a project in the Project view.
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3.3
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If you haven’t yet created a project, create one.

2 Double-click System Model.

Selecting a Modeling Mode

¢ Section 3.3.1, “Developer Mode,” on page 36
¢ Section 3.3.2, “Architect Mode,” on page 37
¢ Section 3.3.3, “Dataflow Mode,” on page 41
¢ Section 3.3.4, “Table Mode,” on page 42

The Modeler has tabs along the bottom, so that you can switch among different modeling modes. The
modes have different advantages, depending on the task you're trying to do and the role that you are
acting in.

Figure 3-2  Modes
& Developer (2 Architect f‘* Crakaflowy Table

The modes are synchronized with each other with selection, data, and content. They are also
synchronized with the Outline view and Thumbnail view.

As you switch modes in the Modeler editor, the editor tab at the top displays the mode that you are in
as you switch modes, Designer also remembers and restores to the Modeler page you were last on
when you close and re-open a project. This helps you return to the last mode you were in.

By default, the theme preference is different for each mode. You can configure each theme
independently in the Modeler preferences:

1 Click Window > Preferences, then select Novell > Identity Manager > .
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2 Click the Themes tab.
3 Select a theme, then click OK.

Creating a Model 35



331

Developer Mode

Figure 3-3 Developer Mode in Designer
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Use Developer mode to do all low-level operations with driver sets, drivers, policies, and
applications. This mode lets you manage all of the visual elements and configuration details that you
need to fully build and deploy an identity solution.

In Developer mode, the palette organizes the applications and systems into categories. You can
customize them to display as one alphabetical list by using the Modeler Preferences. See “Palette
Page” on page 577.

Working with Labels

Figure 3-4 An Application’s Label

By default in both Developer and Architect modes, labels appear under application icons in the
Modeler. They also appear above Identity Vaults in Architect mode.To configure these labels to not
appear, use the Modeler Preferences. See “Modeler” on page 574.
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3.3.2 Architect Mode

Figure 3-5 Architect Mode in Designer
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Use the Architect mode to work at a design level for your projects. Because the design level doesn’t
show drivers, driver sets, or policies, you focus more on systems. This mode helps you do large-scale
design, which is more intuitive to architects and business strategists.

It is quite likely that you will start in this mode when you begin each project. You will probably
spend time putting together an accurate diagram of your enterprise as you consult with various
people throughout your organization. As you do so, you should capture key information on each
system, such as the owner, contact information, machine environment, software versions, and
authentication credentials. As you go through this process, you will also define your project
requirements, start thinking about your data, and capture that information in your project.

When the time is right, you can switch to the Developer mode and delve into the technical details of
building a working solution. Depending on the size of your project and the makeup of your team,
you could have architects and designers build high-level solutions with Designer in the Architect
mode, and then send the project to identity developers who understand the details of writing policies
and configuring systems. They can share the same project.
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In Architect mode, you can connect any design element with any other design element, application,
image, or Identity Vault. The connecting lines enable you to express any relationship, making
Architect mode a general-purpose, high-level business model. The Architect-mode lines don’t
display when you switch to the Developer mode.

NOTE: When you add icons representing driver applications through the Architect mode, you need
to configure those drivers in the Developer mode. When you have added the necessary drivers and
switch to the Developer tab, right-click the line between the driver icon and the driver set, then select
Run Configuration Wizard.

The design elements have connectivity information tied to them. You can use design elements to
perform live operations or to remotely control other elements that are in your environment but are
not necessarily included in your Identity Manager infrastructure.

When using the Architect mode, you should be familiar with the following:

¢ “The Palette in Architect Mode” on page 38
¢ “High-Level Data Flows in Architect Mode” on page 39
¢ “Tasks” on page 40

The Palette in Architect Mode

In Architect mode, the palette lists all applications in one folder and design elements in another
folder. The Architect Modeler view now contains all of the graphical modeling tools that are present
in the Developer Modeler view. This includes:

¢ Rulers

¢ Snap-in guides
¢ Alignment hints
¢ Grid

¢ Snap-in movement

The Graphics folder has an Image icon. When you drag this icon to the Modeler, Designer displays a
generic graphic:

Figure 3-6 The Image Icon

To edit the properties of this icon:

1 Right-click the icon, then select Properties.
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2 In the Name field, replace Image with a caption.
3 Browse to and select a replacement graphic, then click OK.
You might need to reduce the size of the graphic before importing it.

After the image is in the Modeler, you can drag it, change it, connect lines to it, align or distribute it,
or delete it.

High-Level Data Flows in Architect Mode

To set data flows in Architect mode:

1 Right-click the line between an application and an Identity Vault.
2 Select Show Dataflow View.
3 Right-click the line again and select Dataflow.

4 Specify synchronization and notification events, then click OK.
This option is used the same way as in Developer mode except that in Architect mode, Designer
automatically configures all the details (schema, filters, and mapping policies) for you. You won’t see

the Data Flow Wizard for these details. Before deployment, you can edit the details by using
Developer mode.
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Tasks
You can perform the following tasks in Architect mode:

¢ Straighten connections (edges). See Section 3.12, “Aligning and Laying Out Components,” on
page 75.

¢ View Password Sync icons and edit synchronization. See Section 8.7, “Integrating Passwords,”
on page 243.

¢ Auto-connect eDir-to-eDir.
¢ When deleting the driver line, view a prompt to confirm drivers being deleted.
¢ Display design elements in your model.

Open the Design Elements folder on the palette, drag design elements onto the Modeler, and
connect the design elements.

Figure 3-7 Items in the Design Elements Folder
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3.3.3 Dataflow Mode

Figure 3-8 Dataflow Mode
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The Dataflow mode launches the Dataflow editor, so that you can see all of the filters that control
how data flows between the managed systems and Identity Vaults. In the Dataflow editor, you can
right-click an eDir-to-eDir connection and have the option to remove the connection.

The Dataflow mode is synchronized with the Modeler and with the Outline view when you add,
delete, change, or synchronize objects. Also, you can see how passwords flow from each server. See
Chapter 8, “Managing the Flow of Data,” on page 211.

The Dataflow toolbar enables you to perform the following actions:

¢ Deploy driver filters for all drivers in the Dataflow view.
¢ Refresh the Dataflow view’s Ul screen.

¢ Save the current Dataflow view to an HTML file. You can select the directory where you want to
save the file.

¢ Save all of the filtered views (Notify, Sync, Reset, Password Sync) to an HTML files. You can
select the directory where you want to save the files.

¢ Go up and down to the Identity Vaults.

¢ Create a new Identity Vault.
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¢ Add an application driver for a managed system.

¢ Filter Identity Vaults and application drivers out of the Dataflow view.
The pull-down menu allows you to perform the following:

¢ Expand all containers
¢ Collapse all containers
¢ Launch Dataflow preferences

¢ Get help

The Architect and Modeler views contain the same pull-down menu with the same functionality.

Table Mode

Figure 3-9 Global Table Editor
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Table mode provides a Global Table editor, which lists all design elements in the project. You can
scroll through this table to quickly scan essential information, such as the element’s type, the
container where the element resides, and details, such as an element’s size, or driver and server
information. You can efficiently find all items of a particular type and edit their settings.

To edit an entry in the table, double-click a line, or right-click a line and select Open With, then select
an editor. You can also right-click a line, select Open, and Designer launches the editor that has been
associated with the action. For example, drivers open their Properties page, and policies open in the
Policy Builder.

When you select an entry in the table, Designer synchronizes the selection with the Outline view, so
that you can view the selection’s container.

To sort the lists, click a column header.
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3.4 Working from the Palette

¢ Section 3.4.1, “About the Palette,” on page 43

34.1

¢ Section 3.4.2, “Palette Operations,” on page 44

¢ Section 3.4.3, “Using Generic Applications,” on page 45

¢ Section 3.4.4, “Fly-Out Palette,” on page 45

¢ Section 3.4.5, “Resizing the Palette,” on page 46

¢ Section 3.4.6, “Docking the Palette,” on page 46

¢ Section 3.4.7, “Arranging Folders and Applications,” on page 46
¢ Section 3.4.8, “Changing the Layout,” on page 47

¢ Section 3.4.9, “Keyboard Support for the Palette,” on page 48

About the Palette

Figure 3-10 Designer’s Palette
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The palette is the source of all of the items that you add into the Modeler. To build a model, do one of
the following:

¢ Drag and drop items from the palette to the Modeler space. When you drag and drop an
application, it auto-connects to the closest driver set.

¢ Click an item in the palette, then click in the Modeler space where you want the item to go.

3.4.2 Palette Operations

Table 3-1 Palette Operations in Designer

Operation Description

Connection Connects items in the Modeler space.

Identity Vault Places an Identity Vault in the Modeler space.

Driver Set Places an eDirectory Driver Set object in an Identity Vault. All applications
that you want to connect use a Driver Set object as a hub between the two
applications.

Domain Group Lets you group and organize items in the Modeler space.

Folders Applications are organized within folders or drawers. To open or close a

folder, click it. To hold the folder in place and make sure that it doesn’t fully
collapse (even when you open other folders), click the pin. When the Palette
is full, unpinned folders automatically close when you open another folder.

Applications The various applications that you can connect are grouped into folders by
type. You can drag and drop these applications to the Modeler space and
begin editing them. The Modeler automatically adds a connecting line, which
represents a driver.

Scrolling Arrows Small directional arrows. If a folder has many items, or if the screen area is
restricted, scrolling arrows appear. To scroll through he contents of a folder,
click the arrows.
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3.4.3 Using Generic Applications

Figure 3-11 The Generic App Option on the Palette
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Scenario: A Generic Application. Fridrik creates a project with his own items and graphics, in his
own version of Designer. He transfers the project to you, but you are using a different version of
Designer, which doesn’t understand those items. Your version renders the transferred objects as
Generic applications.

3.4.4  Fly-Out Palette

Figure 3-12 The Palette’s Control Arrow
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To hide the palette, click the small control arrow on the palette. The palette collapses.
To open the palette again and keep it open, click the arrow.

To temporarily open the palette again, hover the cursor over the collapsed palette, below the control
arrow. The palette quickly expands. This is fly-out mode.

To change the palette from fly-out mode, click the control arrow again. The state persists and is
restored the next time you run the application.
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3.4.5

3.4.6

3.4.7

Resizing the Palette

1 Click the palette’s thick border that faces the Modeler space.

2 Drag the line.

The size persists and is restored the next time you run the application.

Docking the Palette

To dock the palette on the left or right of the Modeler space:

1 Click the top palette header.
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2 Drag the palette to the desired location.

The location persists and is restored the next time you run the application.

Arranging Folders and Applications

By default, applications are placed in folders.

To arrange applications alphabetically instead of in folders:

1 Click Window > Preferences > Novell > Identity Manager > > Palette.
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2 Select Arrange applications in alphabetical list, then click OK.

3.4.8 Changing the Layout

1 Right-click the palette.
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2 Select Layout.
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3 Select an option.

Setting Description

Layout: Columns Displays folders and applications in columns.

Layout: List Arranges folders and applications in a list.

Layout: Icons Only Removes descriptive labels.

Layout: Details Briefly describes palette items.

Use Large Icons Toggles the size of icons used for applications.

Settings Enables you to set the layout and icon size in
one dialog box. Controls how folders (drawers)
behave.

3.49 Keyboard Support for the Palette

Table 3-2 Shortcut Keys for the Palette

Keystroke Description

Left-arrow Collapses an open folder. The focus must be on the folder, not the
application.

Right-arrow Opens a collapsed folder. Moves into an open folder.

Up-arrow Moves up to the next folder.

Down-arrow Moves down to the next folder.

3.5 Creating a Driver

Drivers connect the applications to the Identity Vault and provide the means for the data to
synchronize. To create a driver, select an application from the palette, then drag and drop it on the
Modeler. The application is connected to the closet driver set and the Driver Configuration Wizard
launches.
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Figure 3-13 Driver Configuration Wizard
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The purpose of the Driver Configuration Wizard is to help you install drivers. In the past, that meant
walking through the import of a driver configuration file. Now, the Driver Configuration Wizard
walks you through installing packages or driver configuration files. However, only packages contain
new driver content. The driver configuration files are not updated from this point on.

To create a driver with packages, select the available base package listed. If there are no packages
listed, then the packages are not imported into the package catalog. For more information about
importing and installing packages, see Section 6.4, “Package Administration,” on page 153.

To create a driver with a driver configuration file, click Import Driver Configuration. All of the driver
configurations files for the version of your Identity Manager server are listed. For more information
about importing a driver configuration file, see Section 12.4, “Importing a Driver Configuration File,”
on page 316.

Copying and Pasting

*

Section 3.6.1, “Copying Applications,” on page 50

*

Section 3.6.2, “Copying a Driver Set,” on page 51

*

Section 3.6.3, “Copying an Identity Vault,” on page 52

*

Section 3.6.4, “Copying a Domain Group,” on page 52

*

Section 3.6.5, “Copying between Editors,” on page 53
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3.6.1

Copying Applications

Figure 3-14 Applications to Copy

You can copy and paste the following items within the same editor or to another editor:

¢ Applications, including custom applications
¢ Disconnected applications

¢ Driver icons

[N

Select an application or driver icon.
2 Press Ctrl+C, then Ctrl+V.

The copy and paste operations are also accessible from the Clipboard context menu. (Currently, they
aren’t accessible from the main menus.)

When you copy an application in the same editor, Designer copies all of the application’s attributes,

and copies all subelements. Therefore, all drivers that the application is connected to are copied, and
all policies that the drivers contain are also copied. The new application connects to the same driver

sets that the previous application connected to.

To copy an application to a different driver set (in the same editor or in another editor):

1 Select the application.

2 Press Ctrl+C.

3 Select the target driver set that the application connects to.
4 Press Ctrl+V.

If you copy and paste an application without selecting a target driver set, Designer makes a copy and
connects it to the current driver set.

You can select multiple applications and then copy and paste them.
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3.6.2

Copying a Driver Set

Figure 3-15 Driver Sets

You can copy and paste driver sets within the same Identity Vault or to another Identity Vault in the
same editor or in another editor.

1 Select a driver set.

2 Press Ctrl+C, then Ctrl+V.

When you copy a driver set in the same editor, Designer copies all of the attributes of the driver set,
including the following;:

¢ All drivers that the driver set is connected to

¢ All policies that the drivers contain

¢ All target applications
To copy to a different editor:

1 Select a driver set.
2 Press Ctrl+C.

3 Select the target Identity Vault in the other Modeler editor where you want the driver set to be
copied to.

4 Press Ctri+V.

By default, the new driver set is created in the same Identity Vault as the one that it was copied from.
However, if you select another Identity Vault, the driver set is copied there.
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3.6.3

3.6.4

After you copy and paste, you might need to move the pasted objects to a better location so that they
don’t cover up an existing object. To do this, leave the objects selected after you paste them, then
move them. Or, use the following procedure to easily select objects:

1 Right-click a driver set.

2 Click Select All Connected Applications.

3 Move one of the selected applications.

All connected applications move together.

When you copy a driver set, it has the same settings, except for the selected servers, which are blank.
This exception occurs because the Identity Manager engine does not allow more than one driver set
on an Identity Vault to be associated with the same server. Therefore, you need to set up the servers

for the new driver set. If you copy an Identity Vault, Designer copies the driver sets. The new driver
set has the same server settings set up for you.

You can select multiple driver sets and then copy and paste them. To copy and paste multi-driver
connections, you must copy the driver set or Identity Vault that contains them. In Designer 2.0, if you
copy the application that has a multi-driver connection, the application and only one of its drivers are
copied.

Copying an Identity Vault

You can copy and paste Identity Vaults within the same editor, to another editor in the same Modeler
space, or in a specific Domain Group.

1 Select an Identity Vault.

2 Press Ctrl+C.

3 Select nothing or select the target Domain Group (in the same editor or another) where you want
the Identity Vault to be copied to.

If you select nothing, the new Identity Vault is copied to the right of the previous Identity Vault
in the current editor.

4 Press Ctri+V.

The new Identity Vault appears to the right of the previous Identity Vault and is the same size as the
one that it is being copied from.

When you copy an Identity Vault, Designer copies all of the elements of the Identity Vault. The
elements include servers, e-mail templates, driver sets, and connected applications.

You can select multiple Identity Vaults and then copy and paste them.

Copying a Domain Group

You can copy and paste Domain Groups within the same editor, to another editor in the same
Modeler space, or in a specific Domain Group.

1 Select a Domain Group.
2 Press Ctrl+C.

3 Select the location for the new Domain Group.
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If you select nothing, the new Domain Group is copied to the right of the previous Domain
Group in the current editor.

4 Press Ctri+V.

The new Domain Group appears to the right of the previous Domain Group, and is the same size as
the one it was copied from.

When you copy a Domain Group in the same editor, Designer copies all of the attributes of the
Domain Group. However, Designer doesn’t copy all subelements.

You can select multiple Domain Groups and then copy and paste them.

3.6.5 Copying between Editors

To easily copy and paste between two editors:

1 Using the Project view, open two projects.
One project is active. The second project’s tab displays at the top of the Modeler.
2 Close the palette by clicking the control arrow on the palette’s title bar.

- Palette 1|

........................................ -

3 Click the second project’s tab and drag it to the ’s right border.

The tab changes to a folder icon until it arrives near the border, where the folder changes to an
arrow.

4 Release the mouse button.
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3.7 Moving Items
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After an item is in the Modeler space, you can move it by dragging it to a new location. The Modeler
prevents you from placing objects where they don’t belong. For example, you cannot move a driver
set out of an Identity Vault to the Modeling space, or drop an application inside of an Identity Vault.

You can always drag objects into a Domain Group, or drag a driver set from one vault into another.

If you drag a driver set into an Identity Vault, the Identity Vault automatically grows or shrinks to fit
the driver set, so you don’t need to manually resize the vault. This behavior can be turned on or off in

Preferences. See “Modeler” on page 574.
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Figure 3-16 Example Driver Sets in an Expanded Identity Vault
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3.8 In Line Editing

Figure 3-17 An In Line Edit
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To edit the names of objects, do one of the following;:

¢ Select the item, press F2, then edit the label.
+ Double-click the item, then edit the Name field.

You can do an in line edit for any type of item in the Modeler, including the driver lines.

3.9 Tooltips and Toolbar

As you mouse over objects in the Modeler, a tooltip appears with the name of the object.
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Figure 3-18 A Tooltip

E] 1dentity vault

The Modeler also provides a toolbar.

Figure 3-19 The Modeler Toolbar
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The Modeler toolbar enables you to quickly find often-used features:

¢ Search

¢ Find a driver’s status (also available from the Live menu when you select a driver set or Identity
Vault)

¢ Start, stop, or restart a driver (also available from the Live menu when you select a driver set or
Identity Vault)

¢ (lear all items

¢ Save a snapshot of the model
The drop-down menu allows you to perform the following:

¢ Expand all containers

¢ Collapse all containers

¢ Launch Modeler preferences

¢ View demos on how to use the Designer
¢ Get help

The Architect and Dataflow views contain the same drop-down menu with the same functionality.

3.10 Organizing by Domain Groups

¢ Section 3.10.1, “About Domain Groups,” on page 57
¢ Section 3.10.2, “Key Features,” on page 58
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¢ Section 3.10.3, “Creating a Domain Group,” on page 59

¢ Section 3.10.4, “Minimizing (Collapsing) Domain Groups,” on page 61
¢ Section 3.10.5, “Restoring Domain Groups,” on page 62

¢ Section 3.10.6, “Maximizing Domain Groups,” on page 62

¢ Section 3.10.7, “Using a List View of Domain Groups,” on page 62

¢ Section 3.10.8, “Auto-Placement of Neighbors,” on page 63

¢ Section 3.10.9, “Grouping into a New Domain Group,” on page 63

¢ Section 3.10.10, “Ungrouping a Domain Group,” on page 65

¢ Section 3.10.11, “Clearing Contents,” on page 66

¢ Section 3.10.12, “Changing a Domain Group Icon,” on page 66

¢ Section 3.10.13, “Keyboard Support for Domain Groups,” on page 67

3.10.1  About Domain Groups

Figure 3-20 The Domain Group Option on the Palette
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Domain Groups enable you to organize your model into logical groupings that help to keep your
diagram clean. Domain Groups have no technical function, and they have no impact on how items
and relationships are stored in the Identity Vault. This option is just a tool to help you better organize
and view items in the Modeler.

Using Domain Groups is the key to modeling your entire enterprise, no matter how large it is. You
can create a model that is manageable, useful, and logical, according to how you want to organize
and diagram your enterprise.

Creating a Model 57



Figure 3-21 A Domain Group in the
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3.10.2 Key Features

¢ Change a group name through the Properties view.
¢ Drag and drop items in and out of groups.

¢ Minimize or restore groups.

¢ Move everything in a group.

¢ Remove everything in a group.

¢ Nest groups within groups (no limit).

¢ Resize groups. A minimum size is enforced.

¢ Ungroup. Remove the group but leave the children.
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3.10.3

Creating a Domain Group

1 Drag and drop a Domain Group from the palette to the Modeler space.

2 Organize items inside Domain Group items.
To add another Domain Group, drag and drop one from the palette.
To add an Identity Vault, do one of the following:

¢ Drag an Identity Vault from the palette.
¢ Right-click in the Domain Group, then select New > Add Identity Vault.

The Add Server to Identity Vault dialog box appears. If you select Specify a Server, Designer
provides a dialog box that enables you to select an eDirectory server or specify a server
manually.

To add a driver set:

1 Right-click inside an Identity Vault.
2 Select Add Driver Set.

To add an application:

1 Right-click a Driver Set object.
2 Select Add Connected Application.

The application is added to the right of the right-most connected application. If this is the first
application, it is placed under the driver set.

The application defaults to a generic application type. To change the type:

1 Right-click the application, then select Properties.
2 Select a different application, then click OK.

When you add selected items to a Domain Group, the Domain Group expands.
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Figure 3-22 A Domain Group
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If you move an item to the edge of the Domain Group, the boundaries expand, so that the items
remain inside the Domain Group. You can drag an item from the Domain Group to remove it from
the group.

You can have nested domains. If you expand a nested domain, the outer (hosting) domain
automatically increases in size. You aren’t required to manually resize parent domains. By
expanding, the hosting domain displays the nested domain, so that the nested domain isn’t cut off.
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3.10.4 Minimizing (Collapsing) Domain Groups

To minimize a Domain Group, click the Minimize = icon. When a Domain Group is minimized, it
defaults to a random icon. You can use Properties to change the icon. (See “Changing a Domain
Group Icon” on page 66.) The icon and minimized state of the group are saved in the Project file.

When a group is minimized, you can’t see its contents, nor can you drag new items into the group.
However, you can move, rename, or delete it.

When you minimize a group, lines that were connected to items in the group now connect to the
group. This functionality enables you to see that there is a relationship with items in the group and
items outside the group. Depending on your objects, their relationships, and state of other related
groups, multiple lines might collapse into one line.

Figure 3-23 A Collapsed Group
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When you expand the group, the lines are moved back to the actual items they connect with. This
functionality works for any level of nesting of groups.
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3.10.5

3.10.6

3.10.7

Restoring Domain Groups

To restore the Domain Group to its original size, click the Restore 5 icon.

Maximizing Domain Groups

To maximize a Domain Group, click the Maximize @ icon. The group expands to a much larger size.
To return it to the original size, click the Restore icon.

You can maximize only first-level groups. For inner groups, the Maximize function is disabled.

Using a List View of Domain Groups

To open a Domain Group in a list view, click the List View = icon. The group lists the applications in a
list format. To return it to the original size, click the Restore icon.

Figure 3-24 List View of a Domain Group
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List view of Domain Groups shows only connections of the selected application while the
connections of other applications are hidden. You cannot add or delete additional applications in the
list view. To perform any operation, right-click the corresponding driver connector.

List view of Domain Groups does not support nesting of Domain Groups or Identity Vaults within a
Domain Group. Attempting nesting of Domain Groups or Identity Vaults results in a warning
message.
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3.10.8

3.10.9

Figure 3-25 Warning Message
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Auto-Placement of Neighbors

To push or pull the neighboring items when you expand or contract Domain Groups, hold down the
Ctrl key while you expand or contract the Domain Group. Any item that is to the right or below a
Domain Group is affected.

Grouping into a New Domain Group
1 In the Modeler, select multiple items.
2 Right-click, then select Add to Group.

The Modeler creates a new Domain Group and adds those items, preserving their relative spacing to
each other. This process removes the items from wherever they previously existed and places them in
the proper area in the new group.

The following figure illustrates two Applications that have been added to a new Domain Group and
removed from their previous groups.
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Figure 3-26 Grouping into a New Domain Group
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3.10.10 Ungrouping a Domain Group

Figure 3-27 Ungrouping a Domain Group
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To ungroup a Domain Group, right-click it, then select Ungroup.

This process removes the Domain Group but leaves all contents where they are, so that they won’t be
deleted. This is just a way to ungroup the items. Depending on what level you are in the Modeler, the
ungrouped items are automatically added to the host group or to the main Modeling space.
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3.10.11 Clearing Contents

Figure 3-28 Clear All Items
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To remove all contents from the Modeler, click Model, then select Clear All Items.
To remove all contents from a Domain Group, right-click, then select Clear Domain Contents.

Designer prompts you before clearing the Modeler space.

3.10.12 Changing a Domain Group Icon

1 Right-click a Group Domain item in the Modeler, then select Properties.
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3.10.13

3.11

Domain Group
Camain GroLp
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2 Browse to and select an image (for example, £inance.png).

Icons for Domain Group components reside in the Group directory in the Modeler plug-in

directory. By default, Designer opens the Group directory.

Designer supports .GIF, .JPEG, . PNG, and Windows .BMP formats. You can add your own icons

to the Group directory.
3 Click Open, then click OK.

The minimized 16x16 version of the image also now appears in the Domain Group title bar.

As you add Domain Group items, Designer randomly assigns icons from the Group directory to the

new Domain Group.

Keyboard Support for Domain Groups

Table 3-3 Shortcut Keys for Domain Groups

Keystroke Description

Alt+Down-arrow Navigates into a Domain Group
Alt+Up-arrow Navigates out of a Domain Group
Delete Deletes the selected items

Connecting Applications

¢ Section 3.11.1, “Automatic Connections,” on page 68
¢ Section 3.11.2, “Connection Target Highlights,” on page 68
¢ Section 3.11.3, “Automatically Creating Objects,” on page 69
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¢ Section 3.11.4, “Auto Redraw,” on page 69

¢ Section 3.11.5, “Manually Connecting,” on page 70

¢ Section 3.11.6, “eDir-to-eDir Connections,” on page 70

¢ Section 3.11.7, “Multiple Driver Connections,” on page 71

¢ Section 3.11.8, “Straightening Connections,” on page 72

¢ Section 3.11.9, “Reconnecting,” on page 74

¢ Section 3.11.10, “Driver Icons,” on page 74

¢ Section 3.11.11, “Selected Drivers,” on page 75

¢ Section 3.11.12, “Auto-Layout of Imported Objects,” on page 75

¢ Section 3.11.13, “Keyboard Support for Connections,” on page 75

3.11.1  Automatic Connections

When you drag an application into the Modeler space, and the Modeler contains a driver set,
Designer automatically draws a connecting line between the Driver Set object and the application.

When you use the palette’s Connection function to connect an application to an Identity Vault, you
can begin or end your driver line at the Identity Vault. The line automatically connects to a driver set
in an Identity Vault.

If the Identity Vault contains more than one driver set, the Connection function connects the driver
line to the first driver set. This functionality also works for multi-driver connections.

All multi-driver driver lines are bendable. You can lay them out so that the lines don’t overlap at any
angle. Also, you can reconnect multi-driver connections.

If an Identity Vault has multi-driver connections in a Domain Group and you minimize that Domain
Group, a single collapsed line represents all of the multi-driver connections.

3.11.2 Connection Target Highlights

When you drag an application across the Modeler space, the closest Identity Vault and closest driver
set in that Identity Vault are highlighted. The highlights indicate the item that the application will
connect with when you drop the application.
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3.11.3

3114

Figure 3-29 Connected Objects
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Automatically Creating Objects

If you drop an application into the Modeler space, and that space has no Identity Vaults, Designer
automatically creates an Identity Vault.

If you add a driver application in the Modeler by right-clicking in the Modeler, then selecting New >

Application, the driver application is now added at the place where you right-clicked. This makes it
easier to locate items in the view.

Auto Redraw

If you move items, lines are automatically redrawn.
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3.11.5

3.11.6

Manually Connecting

To manually connect an application to a driver set:

1 Click Connection in the palette.

2 Draw a line between the application and the driver set.

To reconnect an application, select the driver line, then drag one end of the line to another driver set
or application.

The drag gesture gravitates the line towards the nearest connectable point. This functionality helps
you know what you can connect to and where you can connect the item. If you try to connect to
something that isn’t allowed, the cursor usually indicates so, or nothing happens when you drop the
item.

eDir-to-eDir Connections

Figure 3-30 eDir-to-eDir Connections

An eDir-to-eDir connection is a special type of connection. It is used frequently in Identity Manager
environments. This connection is a way to configure two eDirectory drivers to communicate directly
with each other. (No other drivers are able to communicate directly with any other type of driver.)
This type of connection is most commonly used for synchronizing a local directory tree with a
Metadirectory Identity Vault.

70 Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



3.11.7

To create an eDir-to-eDir connection, do one of the following:

¢ Drag a line between two Identity Vaults
¢ Drag a line between two driver sets
When you connect a line between two eDirectory applications, the line automatically turns into an

eDir-to-eDir connection. See the illustration in Section 8.2.6, “Viewing an eDir-to-eDir Driver,” on
page 228.

To disconnect an eDir-to-eDir connection, right-click an eDir item, then select Disconnect eDir-to-eDir.
Designer creates two new eDirectory applications and redirects each driver to its respective
application. A new driver is not created. No data is lost. Designer keeps the same drivers.

If you delete one side of an eDir-to-eDir connection, Designer converts the remaining half into a
regular driver connection to an eDirectory application.

Multiple Driver Connections

To connect more than one driver from a driver set to an application:

1 Select Connection in the palette.

2 Connect the driver set and the application again and again.

Each time you connect, a new line is added. All lines are bendable, so that the lines don’t overlap. To
get the model to look optimal, you probably need to move the application slightly from its default
position.

You can also connect more than one driver to a single application. This actually causes the application
to act as a hub. Each driver can connect to and authenticate to the application or system the same or
differently, depending on your needs. Each driver can access the same part of the application or
system or different parts (for example, different tables in a database). The Modeler lets you diagram a
layout according to your needs.
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Figure 3-31 Multi-Driver Connections

E] 1dentity Yaul 3

3.11.8 Straightening Connections

To straighten connecting lines:

1 Press Ctrl, then select one or more items in the Modeler.
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2 Right-click, then select Straighten Connections.

What is straightened depends on what you select:

Table 3-4 Straightened Connections

Selected ltem

What Is Straightened

A driver
An application

An |dentity Vault

A Domain Group

A project (selected by clicking the 's background)

That driver’s line
The connecting driver’s line

All lines that originate from that driver set in that
Identity Vault

Everything in the Domain Group

Everything in that project

Lines are straightened only if they are less than 20 pixels from a north, west, south, or east alignment.
The intent of this operation is to quickly nudge lines that are almost straight, so that they become

perfectly straight.

This nudging removes the tedium of meticulously dragging items into perfect alignment and being
concerned with the pixels. If a line isn’t almost straight, it is left alone. In fact, the Straighten
Connection operation is disabled unless the selected items qualify to be straightened. If some of the
selected items qualify but others don’t, the operation is still enabled, but only eligible lines are

straightened.
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3.11.9 Reconnecting

To reconnect components, do one of the following:

¢ Drag the end of a line (driver) from one application to another.

¢ Drag the end of a line (driver) from one driver set to another.

3.11.10 Driver Icons

Table 3-5 Driver Icons

Icon Description

Q A driver. The entire line between a driver set object and an application represents
a driver.

@ A remote driver.

A firewall. Indicates that the driver is communicating across a firewall.

The following figure illustrates these icons.

Figure 3-32 Driver Icons
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To see, turn on, or turn off driver icons:

1 Right-click a driver line.

2 Select an option (for example, Mark as Firewall) to turn on or turn off.

3.11.11  Selected Drivers

As you move the mouse over a driver, the line thickens so that it is more obvious. You can click and
interact with this line.

3.11.12  Auto-Layout of Imported Objects

When you import objects from the directory, they are automatically laid out, connected with lines,
and assigned an icon that matches objects and relationships as closely as possible.

For example, if you import a Driver Set object, Designer imports all of the drivers and connects them
with lines. Also, each driver points to an application icon. Application icons include the following:
¢ The exact Application icon (for example, Avaya or PeopleSoft)
¢ The image stored on the driver
The image is embedded in a square application icon.
¢ A generic application icon

If no image is stored on the driver, Designer supplies an icon for one of the following
applications:

+ Generic

+ JDBC

+ LDAP

¢ Delimited Text

The auto-layout mechanism uses the layout topology that you have selected. The default is Fan
Out - Bottom. You can customize this setting in Preferences. See “Modeler” on page 574.

3.11.13 Keyboard Support for Connections

Table 3-6 Shortcut Keys for Connections

Keystroke Description
/ Navigates to the item’s next connection
\ Navigates to the item’s previous connection

3.12 Aligning and Laying Out Components

¢ Section 3.12.1, “Alignment Hints,” on page 76

¢ Section 3.12.2, “Using Rulers,” on page 77

¢ Section 3.12.3, “Using a Grid,” on page 79

¢ Section 3.12.4, “Distributing Applications,” on page 81
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3.12.1

¢ Section 3.12.5, “Auto-Layouts,” on page 81
¢ Section 3.12.6, “Layouts to Use for Imports,” on page 82

Alignments place objects in the same horizontal or vertical plane. Alignments help you see
relationships in your model. You can align or attach items to the left, center, or right of alignment
guides.

When you move the guide, attached items move with it, staying attached in the same relative
positions.

To align components:

1 Press Ctrl, then select more than one item.
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2 Right-click, then select Align.

3 Select an alignment option.

You can also attach an item by dragging it to a guide. After you wait a moment, the guide line is
highlighted, indicating that the item is attached.You can align within the same group but not across
groups.

Guides that you set up are restored the next time that you run Designer. You don’t need to re-create
them.

Also, the alignments and attachments (left, center, or right) are stored in the project on a per-item
basis, so that they are also restored.

Alignment Hints

Click View > Alignment Hints to automatically show horizontal and vertical “hint” lines as you drag
items into vertical or horizontal alignment with neighboring items.
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Figure 3-33 Alignment Hints
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The Alignment Hints feature is off by default. To turn it on, click View > Alignment Hints.

3.12.2 Using Rulers

To turn on the horizontal and vertical rulers:

1 Click the Modeler space to make it active.
2 Click View > Rulers.
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To create a guide (line), click either ruler.
To anchor items to a guide, drag the items in the model to the line.

To simultaneously move all anchored items, drag the line.
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3.12.3

Using a Grid

Figure 3-34 The ’s Grid
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When the grid is on, the snap-to-grid functionality is on.
To turn grid lines on and off:

1 Click the Modeler, so that the Modeler is the active view.
2 Click View > Grid.
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To coerce objects to not align with the grid, temporarily turn off snap-to-grid by holding down the
Alt key. (Linux doesn’t support this functionality.)

To constrain items to north-south or east-west coordinates, press Shift while dragging the items.
To change the grid size:

1 Click Window > Preferences > Novell > Identity Manager > > Display.

@ Preferences

|type Filker bext | rodeler
General ST
= Designer for DM Eehaviors | Display |Guiu:|anu:e Layouts | Pages | Prompts | Themes
Configuration Show labels by applications and Identity Yaulks {Architect mode)

Docurment Generation

Entitlements Show driver icans in Developer mode

iManager Show passward icons in Developer mode

Impart/Deploy Auto-expand Identity Yaulks to fit contents

Language

Modeler Auto-shrink, Identity Waults to fit contents
Dataflow [ awbo-size Tdentity Yaults bo fit their bitles
Palette

Palicy Builder
Project Checker
Schema

Grid Width: | 50

2 Type a value in the Grid Width field.
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3.12.4 Distributing Applications

Figure 3-35 Distributing Applications
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To equally distribute (space) applications horizontally or vertically:

1 Press Ctrl, then select three or more items.
2 Right-click, then select Distribute.

3 Select a distribution (for example, Vertical).

3.125 Auto-Layouts

Designer ships with a number of predefined layout topologies: circle, half-circle, star, box, and
different fan-out layouts.
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Figure 3-36 A Half-Circle Layout
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These layouts are set on a per-driver-set basis. Therefore, each driver set can have its own layout.
To select a layout:

1 Right-click a driver set, then select Arrange Applications.
2 Select an arrangement (for example, Fan Out - Left).

If your model has an incorrect layout, the layout options are dimmed.

After you set a layout, applications that you connect will automatically snap into that layout. Certain
connected objects (for example, multi-driver connections, eDir-to-eDir connections, and applications
that are connected but reside in a different Domain Group) are ignored. They aren’t included in the
layout, and they don’t disturb it.

An option on the Arrange Applications submenu on the ’s context menu enables you to expand or
contract the layout arrangement. This option makes all spokes of the layout longer or shorter when
you drag a slider.

3.12.6  Layouts to Use for Imports

82

To specify what layout to use on new driver sets that you import:

1 Select Window > Preferences > Novell > Identity Manager.
2 Click > Layouts.
3 Select an arrangement (for example, Half Circle), then click OK.
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3.13 Editing Multiple Objects

You can open multiple objects and edit them at the same time. These objects must be of the same type
(for example, policies).

To find out whether you can edit an object, right-click it. If Edit displays among the menu items, you
can edit that object.

1 In the Outline view, expand the project that contains the objects that you want to edit.
2 Select the objects.

3 Right-click, then select Edit.

4 Edit the objects.

You can copy and paste from one editor to another. Data must be of the same type.

3.14 Modeling Active Directory Domain Controllers

¢ Section 3.14.1, “Configuring a Connection,” on page 83
¢ Section 3.14.2, “Discovering Controllers,” on page 84

¢ Section 3.14.3, “Information about Domain Controllers,” on page 85

3.14.1 Configuring a Connection

You can configure an LDAP connection to an Active Directory system so that you can discover its
domain controllers.

1 Right-click the Active Directory application, then select Properties > Connectivity.
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2 Complete the LDAP authentication information.

As you tab from the Host field to the User field, Designer automatically builds a full user context.
You can modify this context.

3.14.2 Discovering Controllers

1 Right-click the Active Directory application.

2 Select Discover Domain Controllers.
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If Designer finds any controllers, it lays them out and expands the Active Directory application
as a container.

3.14.3 Information about Domain Controllers

Information about each controller is loaded into the Modeler. To view this information, edit the
Domain Controller object and select the AD Domain page.
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Figure 3-37 The AD Domain Page
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If the LDAP connection information is filled out, you can reread the information from that system by
clicking the Refresh icon.

3.15 Saving Your Model

To save your model, do one of the following:

¢ From the main menu, select File > Save (or Save All).
¢ From the main menu, select File > Close > Yes.

¢ (lick the X in the ’s tab, then select Yes.

For more information, see “The Project View” in Understanding Designer for Identity Manager.
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Configuring Objects in Designer

Designer allows you to easily view, configure, and modify settings for Identity Vaults, driver sets,
drivers, and managed systems.

¢ Section 4.1, “Viewing Object Properties,” on page 87

¢ Section 4.2, “Configuring a Domain Group,” on page 90

¢ Section 4.3, “Configuring Identity Vaults,” on page 90

¢ Section 4.4, “Configuring Servers,” on page 93

¢ Section 4.5, “Configuring Driver Sets,” on page 94

¢ Section 4.6, “Configuring Libraries,” on page 100

¢ Section 4.7, “Configuring Drivers,” on page 101

¢ Section 4.8, “Configuring Policies,” on page 125

¢ Section 4.9, “Configuring Resource Objects,” on page 126

¢ Section 4.10, “Configuring Categories,” on page 126

¢ Section 4.11, “Configuring Groups,” on page 126

¢ Section 4.12, “Configuring Packages,” on page 126

¢ Section 4.13, “Configuring Package Content,” on page 130

¢ Section 4.14, “Configuring Prompts,” on page 131

¢ Section 4.15, “Configuring Global Configuration Objects,” on page 132

¢ Section 4.16, “Configuring Jobs,” on page 133

¢ Section 4.17, “Configuring ID Policy Containers,” on page 134

¢ Section 4.18, “Configuring ID Policies,” on page 135

¢ Section 4.19, “Configuring a Notification Template,” on page 136

¢ Section 4.20, “Configuring Application Properties,” on page 136

¢ Section 4.21, “Adding Prompts to a Driver Configuration File,” on page 141

¢ Section 4.22, “Synchronizing Passwords,” on page 141

Viewing Object Properties

To quickly view or edit properties of items (for example, an Identity Vault or a driver), you can use
the Properties view or a Properties dialog box.

¢ Section 4.1.1, “Properties View,” on page 88
¢ Section 4.1.2, “Properties Dialog Box,” on page 88
¢ Section 4.1.3, “Operations Relating to Properties,” on page 89
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4.1.1 Properties View

If the Properties view is open when you select an item in the Modeler, information about that item
displays in the Properties view. You can then quickly view or edit information.

Figure 4-1 The Properties View
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To open the Properties view, click Window > Show View > Other > General > Properties. For additional
information, see “The Properties View” in Understanding Designer for Identity Manager.

4.1.2 Properties Dialog Box

The list of property pages in the Properties dialog box is organized alphabetically across Designer
with the exception of the General page, similar to that of Eclipse.

To view or edit properties of items:

1 Open the Properties dialog box by doing one of the following:
* Double-click an item in the Modeler or in the Outline view.

¢ Right-click an item (for example, an Identity Vault) in the Modeler or Outline view, then
select Properties.

¢ Select an item, then press Enter.
¢ Select an item, then select File > Properties.
¢ Select an item, then select Model > [object] > Properties.

The following figure illustrates a driver’s properties page:
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2 Edit settings, then click OK to save.

Operations Relating to Properties

Table 4-1 Operations Relating to Properties

Operation

Description

Open the Properties view

Click Window > Show View > Other > General > Properties.

Open the Properties dialog box

Double-click an item, or right-click the item, then select Properties.

Edit settings

You can edit the settings of any item selected in the Modeler or
Outline view.

View a server's properties

In the Outline view, right-click the server icon, then select Properties.

Save to memory or disk

When you click Apply or OK in a properties dialog box, changes are
committed to memory. However, changes are not saved to disk
unless you select File > Save.
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4.2 Configuring a Domain Group

To view or change a domain group’s settings, double-click the domain group.

1 To change the domain group’s icon, click Browse, then navigate to and select an image file.

By default, the Browse button opens the icons/group folder in the com.novell.designer.core
plug-in. The default image selected is administrative.png. To select a different image, double-
click the new image.

2 Click Apply.

3 To change the name of the domain group, edit the Name field.
4 Add details in the Notes pane.

5 Click OK.

The image (for example, administrative.png) appears to the left of the domain name in the
Modeler.

4.3 Configuring Identity Vaults

To view or change an Identity Vault's settings, double-click the Identity Vault object in the Outline
view or the Modeler.

The Identity Vault Properties page has several options. In addition, you can configure a hostname in
the hosts file.

¢ Section 4.3.1, “Configuration,” on page 90
¢ Section 4.3.2, “Administrator,” on page 91
¢ Section 4.3.3, “Packages,” on page 91

¢ Section 4.3.4, “Server List,” on page 92

¢ Section 4.3.5, “iManager,” on page 93

¢ Section 4.3.6, “Local Hostname,” on page 93

4.3.1 Configuration

The following table contains a description of each of the Identity Vault configuration settings.
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4.3.2

4.3.3

Table 4-2  Configuration Settings for an Identity Vault

Field Description

Vault name The name of the Identity Vault object. The default is Identity Vault.

Host The eDirectory host where you plan to log in and deploy.

Username The eDirectory username that has sufficient rights to make changes to
objects associated with this deployment.

Password The password for the above user.

Save password

Test connection

Deploy context

Enable Package Developer
Mode

Saves the password permanently, so you are authenticated into this
Identity Vault each time you open Designer. If you use this option, the
password is saved locally in Designer’s file system and is not secure.

If you do not select this option, the password is remembered only until
you close Designer.

Selecting this button allows the user to create, or, if a connection is
unresponsive, to re-create a connection to the Identity Vault. If a
connection has not been established to the Identity Vault, the button
displays Test connection. After a connection is established, the button
displays Refresh connection.

The default DN container assigned to all driver sets that are
associated with this Identity Vault. If you specify a DN container on the
Driver Set object, that setting takes precedence over the default
setting.

Enables additional features in Designer to allow developers to create
packages. For more information, see Section 6.5, “Developing
Packages,” on page 164.

Administrator

The Administrator option is divided into three sections. Entering information in these sections is

optional.

¢ Personal Information: Lets you enter information specific to the Identity Vault, such as Name,

Title, Department, and Location.

¢ Contact Information: Lets you enter information such as Email, Phone, Cell Phone, Pager, and

Fax.

¢ Notes: Allows you to type any reminders you might need for future reference.

Packages

The Packages option allows you to manage any packages at the Identity Vault level. A package at the
Identity Vault level contains Notification Templates or sample data such as users or the Identity Vault
structure. Identity Vault packages are applied to all of the drivers that reside in the selected Identity

Vault.

The following table lists the options available to manage packages. For more information about

packages, see Chapter 6, “Managing Packages,” on page 151.
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Table 4-3 Managing Packages Options

Options Descriptions

4= Add package Adds a package to the Identity Vault. You must add a package before
you can install a package. Click the Add package < icon, then select
the package to install and click OK.

& Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.

Operation Lists the following operations that can be performed on a package:

+ Install: The Install option is only available after a package is
added to the Identity Vault. Select Install, then click Apply to install
the package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the Identity Vault. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

¢ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

4.3.4 Server List

The Server List option displays the servers that are associated with the selected Identity Vault. You
can add, edit, or remove the server entries.

NOTE: If you select the option to allow a default server to be created, that server shows up as Default
Server.default_container in the list. You cannot deploy a driver set into an existing eDirectory tree if
you have Default Server.default_container in the Server List. You must first remove this reference and
add a Metadirectory server in an eDirectory tree.
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43,5 iManager

The iManager option displays the URL that Designer uses to launch the Novell iManager
administrative tool. You can modify this URL as needed.

To launch iManager from Designer, select Tools > iManager.

4.3.6 Local Hostname

If desired, Designer supports designating a hostname for your Identity Vault by adding an entry to
the hosts file of your local OS. After assigning a hostname to the Host address of your Identity Vault,
you can use the hostname instead of an IP address or DNS name to access the Identity Vault.

For example, if your Identity Vault has a host address of 192.168.100.254, you can associate the name
ID-VAULT to that address in your local hosts file. Then, in Designer, you can refer to the Identity
Vault by the name ID-VAULT instead of using the IP address.

For more information about using your local hosts file, consult your operating system’s
documentation.

4.4 Configuring Servers

1 Right-click the server icon @ in the Outline view.

2 Select Properties.

Table 4-4 lists settings for the Server Properties page:

Table 4-4 Settings for the Server Properties Page

Field Description

Name The name of the Server object. The Identity Vault lists the server. You can
browse to and select the server.

Context The server’s context. The Identity Vault assigns the context. You can browse to
and select the context.

Host address The server’s IP address.

DNS name The domain name or complete directory context name.

Identity Manager The version of Identity Manager that is running on the server. The default is
version Identity Manager 4.0.2. You can change the version by using the drop-down

list. See Section 5.2, “Changing the Identity Manager Version,” on page 144.

eDirectory version The version of eDirectory that the server is using.
Assigned Driver Set The driver set the server is assigned to.
Notes Information that you want to specify, to help you maintain the server.

Use the Contact Information tab to provide information on the person to contact and other items of
interest concerning the server.
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4.5 Configuring Driver Sets

A driver set is a container that holds Identity Manager drivers. Only one driver set can be active on a
server at a time. As a result, all active drivers must be grouped into the same driver set. To view or
change settings, double-click a driver set in the Modeler.

¢ Section 4.5.1, “Driver Set General Options,” on page 94

¢ Section 4.5.2, “Driver Set Configuration,” on page 95

¢ Section 4.5.3, “Driver Set Global Configuration Values,” on page 95

¢ Section 4.5.4, “Java Environment Parameters,” on page 95

¢ Section 4.5.5, “Driver Set Log Levels,” on page 96

¢ Section 4.5.6, “Driver Set Named Passwords,” on page 97

¢ Section 4.5.7, “Driver Set Packages,” on page 97

¢ Section 4.5.8, “Driver Set Server List,” on page 98

¢ Section 4.5.9, “Driver Set Trace,” on page 98

45.1 Driver Set General Options

When you create an Identity Vault, a driver set is added to the vault by default.

Figure 4-2 A Driver Set in an Identity Vault
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You can add other driver sets by dragging the Driver Set object from the palette to the Modeler.

From the General page, you can specify or change driver set values.

Table 4-5 Driver Set Settings

Field Description

Name The name of the Driver Set object (for example,
DriverSet1.)

Create a new partition on this driver set We recommend that you select this option. For

details, see “Technical Guidelines” in the Identity
Manager 4.0.2 Framework Installation Guide.

Deploy context The Identity Vault assigns the default DN container
value to all driver sets. If you specify a DN
container here on the Driver Set object, that setting
takes precedence over the Identity Vault setting.

You can manually enter this value or browse for it.
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453

4.5.4

Driver Set Configuration

You can link in Global Configuration objects to the driver set GCVs. This allows you to reuse Global
Configuration objects instead of creating multiple GCVs for the driver set.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.
2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object, then
clicking Up or Down.

Driver Set Global Configuration Values

Global configuration values (GCVs) are settings that are similar to driver parameters. Global
configuration values can be specified for a driver set as well as an individual driver. If a driver does
not have a GCV, the driver inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To view or change the driver set's GCV settings, double-click the driver set. From the Global
Configuration Values page, you can add, edit, or remove values, or edit the XML file for the driver
set.

Java Environment Parameters

The Java Environment Parameters enable you to configure the Java virtual machine (JVM) on the
Metadirectory server associated with the driver set.
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Table 4-6 Java Environment Parameters Settings

Field Description

Classpath Additions Specifies additional paths for the JVM to search for package (. jar) and
class (. class) files. Using this parameter is the same as using the
java -classpath command. When you enter multiple class paths,
separate them with a semicolon (;) for a Windows JVM and a colon (:)
for UNIX/Linux JVMs.

JVM Options Specifies additional options to use with the JVM. Refer to your JVM
documentation for valid options.

Initial Heap Size Specifies the initial (minimum) heap size available to the JVM.
Increasing the initial heap size can improve startup time and
performance. Enter a numeric value followed by g, m, or k (case
insensitive). If no letter size is specified, the size defaults to bytes.
Using this parameter is the same as using the java -Xms command.

Refer to your JVM documentation for information about the default initial
heap size for the JVM.

Maximum Heap Size Specifies the maximum heap size available to the JVM. Enter a numeric
value followed by g, m, or k (case insensitive). If no letter size is
specified, the size defaults to bytes. Using this parameter is the same
as using the java -Xmx command.

Refer to your JVM documentation for information about the default
maximum heap size for the JVM.

455 Driver Set Log Levels

The Driver Set Log Level options enable you to view high-level information. For lower-level
information, use the Trace option.

By default, logging is turned off. To track errors, messages, or events, change the default.

1 Double-click the driver set.
2 Select Driver Set Log Level.
3 Select a logging option.
The log option that you select determines which messages are available in the log.

4 To configure audit instrumentation, select Log specific events, click the event selector button,
select events, then click OK.

The Update only the last log time option updates the time stamp to indicate the last activity of the
driver.

5 Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.
6 Save changes by clicking OK.

The driver set log contains messages from the engine when it tries to start or stop drivers. To view the
log, use iManager. Select the Status Log icon above the Identity Vault in the Identity Manager Overview.
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4.5.6

4.5.7

Driver Set Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver set. When named passwords are defined in the driver set, the passwords are
available to all drivers in the driver set.

NOTE: If you create a named password of the same name in both the driver set and a driver in the
driver set, the named password settings in the driver take precedence.

You can define named passwords on both drivers and driver sets. For more information about named
passwords, see Section 4.7.8, “Driver Named Passwords,” on page 118.

Driver Set Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing Packages,” on page 151.

Table 4-7 Managing Packages Options

Options Descriptions

<= Add package Adds a package to the driver set. You must add a package before you
can install a package. Click the Add package <= icon, then select the
package to install and click OK.

& Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and the current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.
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45.8

45.9

Options Descriptions

Operation Lists the operations that can be performed on a package.

+ Install: The Install option is only available after a package is
added to the driver set. Select Install, then click Apply to install the
package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the driver set. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

¢ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

+ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

Driver Set Server List

After adding one or more servers to the Identity Vault, you can view or change the driver set’s server
association.

Select a server in the Available Servers list, then use the arrows to move the server to the Selected Server
list. If a server is not in the Available Servers list, you must first add it by editing the Identity Vault
properties. See Section 4.3, “Configuring Identity Vaults,” on page 90.

Driver Set Trace

Although a driver set has nothing to trace, you can add a trace level to a driver set. The Trace setting
specifies a trace level used with all drivers associated with the driver set.

With the trace set, DS Trace displays Identity Manager and DirXML events as the engine processes
the events. The trace level affects each driver in the driver set. Use the trace level for troubleshooting
issues with the drivers when they are deployed. DS Trace displays the output of the specified trace
level.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.

To set a driver set’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver set, then select Properties.
2 In the driver properties, select Trace in the left navigation area.

3 On the Trace page, specify the trace settings for the driver set, then click OK.
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Table 4-8 Driver Set Trace Settings

Field Description

Trace level The IDM engine supports the following trace levels:
* Trace level O: Displays fatal messages, errors, warnings and
successes.

* Trace levels 1: Displays informational messages in addition to
the information from Trace level O.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

* Trace level 3: Displays policy information in addition to the
information from Trace level 2.

XSL Trace Level DS Trace displays XSL events. Set this trace level only when
troubleshooting XSL style sheets. If you do not want to see XSL
information, set the level to 0.

Java Debug Port Allows developers to attach a Java debugger.

Trace File When a value is set in this field, all Java information for the driver is
written to file. The value for this field is the path for that file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace File Size Limit Sets a limit for the Java trace file. Select Unlimited to allow the file
to grow to fill the disk.

The following methods help you capture and save Identity Manager trace information.

¢ “Windows” on page 99
¢ “UNIX” on page 100
¢ “iMonitor” on page 100

Windows

Open the Control Panel, select NDS Services, then click DS Trace. DLM > Start. A window named NDS
Server Trace Utility opens.

To set the filters to capture the DirXML trace information:

1 Click Edit > Options > Clear All.

2 Click the boxes next to DirXML and DirXML Drivers, then click OK.
To save the information to a file:

1 Click File > New.

A dialog box prompts for a filename.

2 Enter a filename with the extension of .1og.
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4.6

3 To stop capturing information, click File > Close.

The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exit
command quits the trace utility.

Table 4-9 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndstrace. log file in the /var/

nds directory.

Set ndstrace file off Stops capturing trace messages to the file.
Set ndstrace=+dxml Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.
iIMonitor

Use iMonitor to get DS Trace information from a Web browser.

Table 4-10 Platforms and Commands for Web Browsers

Platform Command
Windows ndsimon.dlm
Linux/Solaris/AIX/HP-UX ndsimonitor

1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.

3 Click Clear All.

4 Click DirXML and DirXML Drivers.

5 Click Trace On, then click Trace History.

6

Click the Current document icon to view the live trace.

Configuring Libraries

The Library object is a repository of commonly used policies that can be referenced from multiple
locations. You can place a policy in the library that every driver in the driver set can reference. You
can find the Library object in the Outline view.

The following table lists settings for libraries:
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Table 4-11 Library Settings

Field

Description

Name The name of the library. You can modify the name to be more

descriptive, especially if you have more than one library in a tree.

For example, you might have one library at the Identity Vault
level containing policies that are generic to most drivers, and
another library at the Driver Set level containing policies that are
specific to that driver set.

Deploy Context The Identity Vault assigns the default DN container value to a

library created or deployed at the Identity Vault level. If you
specify a DN container here on the Library object, that container
setting takes precedence over the Identity Vault setting. You can
manually enter this value or browse to and select the context.

Libraries created under the driver set do not have the Deploy
Context option.

Description This field allows you to type a description of the selected library.

For more information on what you can add to a library, see “Library Objects” in Policies in Designer
4.0.2.

4.7 Configuring Drivers

A driver provides the connection between an application and the Identity Vault. The driver is the

connector that enables data synchronization and sharing between systems. To view or change
settings, double-click a driver or driver line in the Modeler.

*

*

*

Section 4.7.1, “Driver General Settings,” on page 101
Section 4.7.2, “Driver Configuration,” on page 102
Section 4.7.3, “Engine Control Values,” on page 106
Section 4.7.4, “Driver Global Configuration Values,” on page 108
Section 4.7.5, “Driver Health Configuration,” on page 110
Section 4.7.6, “Driver Log Level,” on page 117

Section 4.7.7, “Driver Manifest,” on page 118

Section 4.7.8, “Driver Named Passwords,” on page 118
Section 4.7.9, “Driver Packages,” on page 118

Section 4.7.10, “Reciprocal Attributes,” on page 119
Section 4.7.11, “Driver Trace Levels,” on page 122

Section 4.7.12, “Driver iManager Icon,” on page 125

4.7.1 Driver General Settings

The following table contains a description of the general settings for drivers.
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Table 4-12  General Settings

Field Description
Name Displays the driver name, which you can change.
Notes Enables you to type notes about your driver implementation.

Server/Driver Version

(Deprecated) Basic configuration
file

Supported DN format

Displays the server name to which driver is associated. The driver
version only shows if the driver is running. Driver versions vary for
each driver.

The field is populated only if you configured your driver by using a
driver configuration file instead of packages.

Displays the configuration filename that this driver uses. Contains
the filename of the configuration file that was used during import.

To view the path to this file, click the information icon next to the
filename. You might want to view the file to find out version
information.

If you haven't yet run the import wizard, this field is set to None.

Displays the format (for example, LDAP) that is supported for each
driver. This DN information is important for policy building and
simulation.

For additional details, click the information icon next to the format
field.

4.7.2  Driver Configuration

The driver configuration page is dynamic. Labels and descriptions are dynamically read from the

driver configuration information.This information is unique for each driver.

The two required options for every driver are Driver Configuration and GCVs. With the Driver

Configuration option selected, fill in the required values and parameters that are necessary to have the
driver run in your network environment. However, because each driver contains different values and
parameters, you need to consult the driver manual for specific values. Go to the Identity Manager

Drivers Web site (http://www.novell.com/documentation/idm402drivers/index.html), then select the

manual for the driver you are configuring.

¢ “Driver Module” on page 103

¢ “Authentication” on page 103

¢ “Startup Option” on page 105

¢ “Driver Parameters” on page 105

¢+ “ECMAScript” on page 105

¢ “Global Configuration” on page 105
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Driver Module

Table 4-13 Driver Module Settings

Field

Description

Java: Name of the Java class

Native: Name of the DLL

Connect to Remote Loader

Driver object password: Set Password

Remote Loader client configuration for
documentation: Include in documentation

Specify the name of the Java class that will be instantiated
for the shim component of the driver. This class can be
located in the classes directory as a class file, or in the
1ib directory as a .jar file.

Specify the name of the .d11 file that will be instantiated for
the application shim component of the driver.

Select this option if you want to connect the driver to the
Metadirectory engine that uses the Remote Loader.

Set a password for the Driver object. If you are using the
Remote Loader, you must enter a password on this page or
the remote driver cannot run. The Remote Loader uses this
password to authenticate itself to the remote driver.

Enables you to document your Remote Loader
configuration for the driver. From the drop-down list, select
a name that you specified on the driver’'s documentation

property page.

To use this option, see Section 4.7.3, “Engine Control
Values,” on page 106.

Authentication

Table 4-14 Authentication Settings

Field

Description

Authentication information for server

Authentication ID

Connection Information

Set Password

Remove Password

Host name

The server that the driver is associated with.

Specify the application user ID. This ID is used to pass
Identity Vault subscription information to the application. If
you have enabled SSL/TLS for eDirectory drivers, this option
is dimmed.

Specify the address or name and port of the server that the
application shim should communicate with.

Enables you to set or change an application password (for
example, Active Directory).

Deletes the password to the application.

Specifies the address or name of the machine where the
Remote Loader runs. For example, enter
hostname=192.168.0.1.

If you don't specify this communication parameter, this value
defaults to localhost.
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Field Description

Port Specifies the port that the Remote Loader uses to accept
connections from the remote interface shim. For example,
enter port=8090.

If you don't specify this communication parameter, this value
defaults to 8090.

KMO Specifies the Key Name of the Key Material Object containing
the keys and certificate used for SSL. For example, enter
kmo=remote driver cert.

If you don't specify this communication parameter, no value is
stored for this parameter. SSL won't be available.

Other parameters Provides reference information. It is included when you
document your entire project.

Driver Cache Limit

Figure 4-3 Options for the Driver Cache

Driver cache limit

(%) Unlimited
() Cache limit (KE):

The driver cache is a file that holds Identity Vault events until a driver can process them.
This file can become very large in the following situations:

¢ If events occur at a steady rate that is faster than Identity Manager can process them over a long
period of time.

¢ If the driver is shut down for long period of time but is not disabled.

By default, the driver cache (file) size is limited only by available disk space. This is the
recommended setting.

The only reason to set some other limit is to protect against accidentally filling up the disk. The
number that you use depends on the difference between projected amount of available disk space
without anything in the cache and the amount of free disk space that you want to ensure will always
be left available, divided by the number of drivers on the server.

The primary reason that the cache file becomes very large is if the driver is left not running over a
long period of time. In this case, the recommendation is to disable the driver rather than set a cache
limit. After the limit is reached, all the cached events are discarded.
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Startup Option

Table 4-15 Startup Settings

Setting Description

Auto start The driver starts automatically when the Metadirectory engine loads.
Manual You must start the driver manually from the driver state location.

Disabled Disables the driver.

Do not automatically If you don't select this option, a driver that has been deployed but disabled
synchronize the driver resynchronizes on startup. If you select this option, a driver that has been

deployed but disabled does not resynchronize.

Driver Parameters

From this tab, you can enter common driver options, Subscriber and Publisher channel options, as
well as edit XML. Because the Driver Parameters options are different for each driver, refer to the
Identity Manager Drivers Web site (http://www.novell.com/documentation/idm402drivers/
index.html) for configuration information on the driver you have selected.

ECMAScript

Displays an ordered list of ECMAScript resource files that are loaded when the driver starts. The
ECMAScript files contain extension functions that can be used in policies.

To add an ECMAScript from another driver:

1 Click Add, then browse to and select the ECMAScript object from another driver.
2 Click OK.
3 Click Apply to save the change.

For more information, see “Using ECMAScript in Policies” in Policies in Designer 4.0.2.

Global Configuration

You can link in Global Configuration objects to extend GCV definitions for the driver that Identity
Manager loads when the driver starts. This allows you to reuse Global Configuration objects instead
of creating multiple GCVs for the driver.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.
2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object, then
clicking Up or Down.
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4.1.3

Engine Control Values

The engine control values enable you to change certain default behaviors of the Metadirectory
engine. You can access the values only if a server is associated with the Driver Set object. The values
are populated based on the Identity Manager version of the servers that are associated with the
driver set (servers can be associated through the Engine Controls for Server entry).

Changing a version of an Identity Manager server affects the engine controls for all drivers in a driver
set that is associated with the server. When the Identity Manager version is changed, the engine
controls for all associated drivers are updated to match the specified version. During the update
process, all current settings for existing engine controls are merged into the new engine controls. If
the engine controls are not valid for the version of the selected server, they are removed as options.

1 In the Modeler, right-click the driver line.
2 Select Properties > Engine Control Values.

3 Click the tooltip icon to the right of the Engine Controls for Server field. If a server is associated
with the Identity Vault, and if you are authenticated, the engine control values display in the
large pane.

Table 4-16 Engine Control Values

Field Description
Subscriber channel retry The Subscriber channel retry interval controls how frequently the
interval in seconds Metadirectory engine retries the processing of a cached transaction after

the application shim's Subscriber object returns a retry status.

Qualified form for DN-syntax The qualified specification for DN-syntax attribute values controls whether

attribute values values for DN-syntax attribute values are presented in unqualified slash
form or qualified slash form. A True setting means the values are
presented in qualified form.

Qualified form from rename  The qualified form for rename events controls whether the new-name

events portion of rename events coming from the Identity Vault is presented to the
Subscriber channel with type qualifiers. For example, CN=. A True setting
means the names are presented in qualified form.

Maximum eDirectory The maximum eDirectory replication wait time controls the maximum time
replication wait time in that the Metadirectory engine waits for a particular change to replicate
seconds between the local replica and a remote replica. This only affects

operations where the Metadirectory engine is required to contact a remote
eDirectory server in the same tree to perform an operation and might need
to wait until some change has replicated to or from the remote server
before the operation can be completed (for example, object moves when
the Identity Manager server does not hold the master replica of the moved
object; file system rights operations for Users created from a template.)
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Field

Description

Use non-compliant
backwards-compatible
mode for XSLT

Maximum application
objects to migrate at once

Set creatorsName on
objects created in Identity
Vault

Write pending associations

Use password event values

This control sets the XSLT processor used by the Metadirectory engine to
a backward-compatible mode. The backwards-compatible mode causes
the XSLT processor to use one or more behaviors that are not XPath 1.0
and XSLT 1.0 standards-compliant. This is done for backwards
compatibility with existing DirXML style sheets that depend on the non-
standard behaviors.

For example, the behavior of the XPath “!=" operator when one operand is
a node set and the other operand is other than a node set is incorrect in
DirXML releases up to and including Identity Manager 2.0. This behavior
has been corrected; however, the corrected behavior is disabled by default
through this control in favor of backwards compatibility with existing
DirXML style sheets.

This control is used to limit the number of application objects that the
Metadirectory engine requests from an application during a single query
that is performed as part of a Migrate Objects from Application operation.

If java.lang.OutOfMemoryError errors are encountered during a Migrate
from Application operation, this number should be set lower than the
default. The default is 50.

NOTE: This control does not limit the number of application objects that
can be migrated; it merely limits the batch size.

This control is used by the Identity Manager engine to determine if the
creatorsName attribute should be set to the DN of this driver on all objects
created in the Identity Vault by this driver.

Setting the creatorsName attribute allows for easily identifying objects
created by this driver, but also carries a performance penalty. If a value is
not set, the creatorsName attribute defaults to the DN of the NCP Server
object that is hosting the driver.

This control determines whether the Identity Manager engine writes a
pending association on an object during Subscriber channel processing.

Writing a pending association confers little or no benefit but does incur a
performance penalty. Nevertheless, the option exists to turn it on for
backwards compatibility.

This control determines the source of the value reported for the
nspmDistributionPassword attribute for Subscriber channel Add and
Modify events.

Setting the control to False means that the current value of the
nspmbDistributionPassword is obtained and reported as the value of the
attribute event. This means that only the current password value is
available. This is the default behavior.

Setting the control to True means that the value recorded with the
eDirectory event is decrypted and is reported as the value of the attribute
event. This means that both the old password value (if it exists) and the
replacement password value at the time of the event are available. This is
useful for synchronizing passwords to certain applications that require the
old password to enable setting a new password.

Configuring Objects in Designer

107



Field Description

Enable password This control determines whether the Identity Manager engine reports the
synchronization status status of Subscriber channel password change events.
reporting

Reporting the status of Subscriber channel password change events
allows applications such as the Identity Manager User Application to
monitor the synchronization progress of a password change that should
be synchronized to the managed application.

4.7.4  Driver Global Configuration Values

Global configuration values (GCVs) are settings that are similar to driver parameters. GCVs can be
specified for an individual driver as well as a driver set. If a driver does not have a GCV, the driver
inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To edit the driver set’s GCV settings, double-click the Driver Set object in the Modeler view. From the
Global Configuration Values page, you can add, edit, remove, or edit the XML for GCVs.

To view or change the driver’s GCV settings, double-click the driver. From the Global Configuration
Values page, you can add, edit, or remove values, or edit the XML file for the driver. To select a value,
click the value or the control field to the right of the value’s name. Use the Add, Edit, Remove, and Edit
XML buttons at the bottom of the page.
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Figure 4-4 The Global Configuration Values Page

Global Configuration Yalles o7
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You can add, edit, and remove GCVs on the Global Configuration Values page, except for those
values found under the Password Management heading. Password values are accessed through the
Password Synchronization page; click the Launch Password Sync Dialog icon to the right of the
Information icon for the control field.

The two required options for configuring a driver are Driver Configuration and GCVs. However,
because each driver contains different values and parameters, you need to consult the driver manual
for specific values. Go to the Identity Manager Drivers Web site (http://www.novell.com/
documentation/idm402drivers/index.html), then select the manual for the driver you are configuring.
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4.7.5

Driver Health Configuration

The Driver Health Configuration allows you to monitor a driver’s state of health (green, yellow, or
red), and to specify the actions to perform in response to each of these health states.

To do so, you define the conditions (criteria) that determine each of the health states, and the
associated actions to perform whenever the driver’s health state changes. For example, if the driver’s
health changes from a green state to a yellow state (based on the conditions you establish), you can
perform such actions as restarting the driver, shutting down the driver, and sending an e-mail to the
person designated to resolve issues with the driver.

You can also define custom driver states that are independent of the standard green, yellow and red.
Whenever the driver meets the conditions for the custom state, Designer performs the associated
actions.

To use the Driver Health Configuration to monitor a driver’s health state, you must complete the
following tasks:

¢ “Creating a Driver Health Configuration” on page 110

¢ “Modifying the Health State Conditions” on page 111

¢ “Creating a Driver Health Job” on page 113

Additionally, you can perform the following tasks to further configure the Driver Health Check
environment:

¢ “Modifying the Health State Actions” on page 114
¢ “Creating a Custom State” on page 115
¢ “Modifying the Driver Health Job Settings” on page 116

NOTE: Monitoring driver health is applicable only to deployed drivers. Designer does not indicate
driver health in the Modeler or any other pre-deployment interface. After you set up the health
configuration, you use iManager to actually monitor the health of deployed drivers. For more
information about driver health monitoring in iManager, see “Monitoring Driver Health” in the
Identity Manager 4.0.2 Common Driver Administration Guide.

Creating a Driver Health Configuration

The health configuration of drivers is configured automatically, unless you are running older
versions of Identity Manager. If you are running anything older than Identity Manager 3.6, you must
complete the following section to create a driver health configuration. Otherwise, skip this section.

1 In the Modeler or Outline view, right-click the driver, then select Properties.

2 In the left-side navigation, select Health.

Mo Driver Health Configuration

This driver does nok conkain any health configuration information,
Create a basic health configuration by selecting the link below,

' Mew Driver Health Confiquration
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3 Select New Driver Health Configuration.

Designer creates a basic health configuration with sample conditions for the green and yellow
states (none for red).

) Green | < Yellow | €3 Red

.
-
-y

kR
Driver Health Job: none

e order for the Drver Health Configuration to be processed, a Driver Health Job
roust be configured. Create a Dniver Health Job.

Conditions

#*Condition Group 1

Driver State is running
Driver in Cache Owverflow is False

Ackions ﬁ' |:| Always execute actions when conditions are krue

Select Edit ko define action

4 Continue with “Modifying the Health State Conditions” on page 111.

Modifying the Health State Conditions

The driver health configuration lets you define the conditions that determine each health state. The
green state contains conditions intended to represent a healthy driver, and a red state represents an
unhealthy driver that has failed the conditions for both green and yellow states.

The Driver Health job evaluates the conditions for the green state first. If the driver fails to meet the
green conditions, it evaluates the yellow conditions. If the driver fails to meet the yellow conditions,
it is automatically assigned a red state.

To modify the conditions for a state:
1 In the Modeler or Outline view, right-click the driver where you want to modify the health check
configuration, then select Properties.
2 In the left-side navigation, select Health.
3 Click the state tab (Green or Yellow) that you want to modify.

" Condition Group 1
Driver State s starking
Total Size s less than or equal 5000

(o]

4 Condition Group 2
Diiver Stabe i running
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The tab displays the current conditions for the health state. Conditions are organized into
groups, with logical operators (either AND or OR), to link each condition and condition group.

Table 4-17 describes the conditions that the Driver Health job can evaluate.

Table 4-17 Driver Health Check Conditions

Condition Description

Driver State Running, stopped, starting, not running, or shutting down. For example, one
of the default conditions for the green health state is a Driver State that
indicates the driver is running.

Driver in Cache The state of the cache used for holding driver transactions. If the driver is in

Overflow cache overflow, all available cache has been used. For example, the default
condition for the green health state is Driver in Cache Overflow is false and
the default for the yellow health state is Driver in Cache Overflow is true.

Newest The age of the newest transaction in the cache.
Oldest The age of the oldest transaction in the cache.
Total Size The size of the cache in bytes.

Unprocessed Size  The size of all unprocessed transactions in the cache.

Unprocessed The number of unprocessed transactions in the cache. You can specify all
Transactions transactions types or specific transaction types (such as adds, removes, or
renames).

Transaction History The number of transactions processed at various points in the Subscriber or
Publisher channel over a given period of time. This condition uses multiple
elements in the following format:

<transaction type> <transaction location and time period > <relational
operator> <transaction number>.

* <transaction type>: Specifies the type of transaction being evaluated.
For example, adds, removes, renames, and so forth.

+ <transaction location and time period>: Specifies the point in the
Subscriber or Publisher channel and the time period being evaluated.
For example, you might evaluate the total number of transactions
processed as Publisher events over the last 48 hours. The time period
cannot exceed the Transaction Data Duration setting, which is
configurable in the Driver Health job. For more information, see
“Modifying the Driver Health Job Settings” on page 116.

+ <relational operator>: Specifies the relationship between the identified
transactions and the <transaction number> (equal to, less than, greater
than, and so forth.)

* <transaction number>: Specifies the number of transactions being used
in the evaluation.

For example:

<number of adds> <as publisher commands> <over the last
10 minutes> <is less than> <1000>

112 Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



Condition

Description

Available History

The amount of transaction history data that is available for evaluation. This
condition helps ensure that a Transactions History condition does not cause
the current state to fail because it does not have enough transaction history
data collected for the time period being evaluated.

For example, assume that you want to use the Transactions History condition
to evaluate the number of “Add as Publisher” commands over the last 48
hours. However, you don't want the condition to fail if there is less than 48
hours of data. You could create condition groups similar to the following:

Groupl Available History <is less than> <48 hourss> or
Group2 Available History <is greater than or equal to>
<48 hours> and Transactions History <number of adds> <as
publisher commands> <over the last 48 hours> <is less
than> <1000>

The state evaluates to true if either condition group is true.

The state evaluates to false if both conditions evaluate to false.

4 Modify the condition criteria as desired.

¢ To add a new group, select the Conditions tab, then click Append Condition Group £

+ To add a condition, select an existing condition group, then click Append Condition 4-.

¢ To reorder condition groups or individual conditions, select the condition group or

condition, then click Move Up 4 or Move Down . You can also use these buttons to move a
condition from one group to another.

¢ Cut, copy, and paste a condition group or condition to the clipboard by right-clicking the

item, then selecting the appropriate clipboard action.

5 Click Apply to save your changes without closing the Properties page, or click OK to save the

changes and close the Properties page.

6 If you want to change the actions associated with the conditions you set, continue with
“Modifying the Health State Actions” on page 114.

Creating a Driver Health Job

The Driver Health job executes periodically to evaluate the health of a driver configured for health

checks. The job evaluates the conditions defined for each of the driver’s health states, then assigns the

driver the appropriate state. The job also executes any actions associated with the assigned state.

If a Driver Health job does not exist, the Driver Health Configuration page displays a New Driver link
from which you can configure the Driver Health job. If a Driver Health job already exists, the Driver
Health Configuration page does not display this prompt.

To create a Driver Health job:

1 In the Modeler or Outline view, right-click the driver, then select Properties.

2 In the left-side navigation, select Health.

3 Click Driver Health Job to open the Job dialog box. Select the appropriate job, then click OK.

Configuring Objects in Designer

113



114

Follow the prompts to import the configuration file for the Driver Health job. Refer to the
following information for details:

¢ Where to place the driver: Place the job in the same driver set as the driver. The correct
driver set is selected by default. You can only have one Driver Health job per driver set.

¢ Import a configuration: Import the configuration from the server. In the Show field, select
Identity Manager 4.0.2 configurations, then select the Driver Health job in the Configurations
field.

¢ Email server: Select the e-mail server that you want used for any actions that initiate e-mail.
If you have not defined additional e-mail servers, select the Default Notification Collection
server.

¢ Servers: If the driver set is associated with only one server, that server is selected and
cannot be changed. If the driver set is associated with multiple servers, select the server
where you want to run the job.

After creating the Driver Health job, you can modify job settings as needed. For example, you can
configure how often the job runs, which drivers use the job, and how much data the job maintains to
support transaction history. For more information, see “Modifying the Driver Health Job Settings” on
page 116.

Modifying the Health State Actions

The Driver Health Configuration lets you define the actions that the Driver Health job performs
when the driver health state changes. For example, if the state changes from green to yellow, you can
shut down or restart the driver, generate an event, or start a workflow.

The Driver Health job performs a health state’s actions only once each time the conditions are met; as
long as the driver state remains the same, the actions do not repeat. If the driver state changes
because its conditions are no longer met, the Driver Health job performs the state’s actions again the
next time its conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to modify the health check
configuration, then select Properties.

2 In the left-side navigation, select Health.

3 Select the state tab (Green or Yellow) that you want to modify.

i [J always execute actions when conditions are true

Clear Driver cache

Generate Event (id: 1100, level: log-warning)

The tab displays the current actions for the health state. If no action is assigned, the Driver
Health Configuration displays Define new action here in the Actions tab.

4 Select the Actions tab, then click Append Action = to add an action to the health state.

5 Select an action from the drop-down list.The table below describes the actions that the Driver
Health job can perform.

Some actions require additional information before they will execute.
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Action Description

Clear Driver Cache Removes all transactions, including unprocessed transactions, from the
cache.

Execute ECMAScript Executes an existing ECMAScript. Specify the DirXML-Resource object that
contains the ECMAScript.

Generate Event Generates an event that can be used by Novell Sentinel and the Identity
Reporting Module.

On Error If an action fails, this action tells Designer what to do with the remaining
actions, the current health state, and the Driver Health job.

Restart Driver Restarts the driver (stop, then start)

Send Email Sends an e-mail to one or more recipients. The template you want used in
the e-mail message body must already exist.

Start Driver Starts the driver.
Start Workflow Starts a provisioning workflow.
Stop Driver Stops the driver.

Write Trace Message Writes a message to the driver’s log file, using the message parameters
specified in the action.

6 Click Apply to save your changes without closing the Properties page., or click OK to save the
changes and close the Properties page.

Creating a Custom State

The Driver Health Configuration lets you create one or more custom states to perform actions
independent of the driver’s current health state (green, yellow, red). If the driver meets the custom
state’s conditions, the Driver Health job performs its actions.

As with the standard driver health states (green, yellow, red), the Driver Health job performs a

custom state’s actions only once each time the conditions are met; as long as the driver state remains
the same, the actions do not repeat. If the driver state changes because the custom state’s conditions

are no longer met, the Driver Health job performs the custom state’s actions again the next time its
conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to create a custom state,

then select Properties.
2 In the left-side navigation, select Health.

3 Select the drop-down menu <, then select New Custom State.
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) Green “* Yellow | €3 Red | Custom State [
N i
Driver Health Job: none

T ordler for the Drver Health Configuration to be processed, a Driver Health
Job must be configured. Create a Driver Health Job.

Conditions

Condition Group 1

Define new condition here

i [ ] Always execute actions when conditions are true

Select Edit ko define action

4 Define the conditions and actions for the custom state, then click Apply to save the changes
without closing the Properties page, or click OK to save the changes and close the Properties
page.

For information about defining state conditions, see “Modifying the Health State Conditions” on

page 111. For information about defining state actions, see “Modifying the Health State Actions”
on page 114.

Modifying the Driver Health Job Settings

The Driver Health job evaluates the conditions for the health states and assigns the driver the
appropriate state. The job also executes any actions associated with the assigned state.

As with all driver jobs, there are several settings that you can modify to optimize the job’s
performance for your environment, including how often the job runs, which drivers use the job, and
how much data the job maintains to support transaction history.

1 In the Modeler or Outline view, open the driver set object where the driver health job is stored.

2 Right-click the appropriate job object, then select Edit.

3 Change the desired settings on the following tabs, then click OK to save your changes:

Tab Description

Schedule The Driver Health job is a continuously running job, meaning that it does not stop
unless a health state action shuts it down or you shut it down manually. The job must
run continuously to be able to support transaction data collection for use in
Transactions History conditions.

If the job does stop, it is restarted based on the schedule. The default schedule
checks every minute to see if the job is running. If the job is not running, it is started.
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4.7.6

Tab Description

Scope By default, the job applies to all drivers in the driver set. This means that you only
need one Driver Health job per driver set. However, you can create multiple Driver
Health jobs for different drivers within the same driver set. For example, you might
have some drivers whose health you want updated more frequently than other
drivers, in which case you would need at least two Driver Health jobs.

Parameters You can change any of the following job parameters:

* Login ID: This defaults to the login ID that was used when creating the driver
job. You should only change this if you want the driver to authenticate using
different credentials.

+ Login password: This is the password required for the login ID that you
supplied in the Login ID field.

+ Polling interval: Determines how often the job evaluates the conditions for the
health states, assigns the driver the appropriate state, executes any actions
associated with the assigned state, and stores the driver’s transaction data. The
default polling interval is one minute.

+ Polling interval units: Specifies the time unit (minutes, hours, days, weeks) for
the number specified in the Polling interval setting.

+ Duration transaction data is kept: Specifies how long a driver’s transaction
data is kept. The default retains a transaction for two weeks before being
deleted. Longer transaction durations require more memory.

For example, to store transaction data for one driver every minute (Polling
interval) for two weeks requires approximately 15 MB of memory.

+ Duration units: Specifies the time unit (minutes, hours, days, weeks) for the
number specified in the Duration transaction data is kept setting.

Driver Log Level

The Driver Log Level options enable you to view high-level information. For lower-level information,
use the Trace option. See Section 4.7.11, “Driver Trace Levels,” on page 122.

By default, logging inherits the setting from the driver set. To change the default:

1
2
3

6

The driver log contains messages from the driver. The messages are related to operations that the

Double-click the driver.
Select Driver Log Level.
Select a logging option.

The option that you select determines which information is available in the log.

To configure the audit instrumentation, select Log specific events, click the event selector button,

select events, then click OK.
Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.

Save changes by clicking OK.

driver performed or tried to perform. To view the log, use iManager. Select the log icon on the Driver
object in the Identity Manager Overview.
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4.17.7

4.1.8

4.1.9

Driver Manifest

The driver manifest is like a resume for the driver. The driver manifest states what the driver
supports, and includes a few configuration settings. The driver developer should provide the driver
manifest. Usually a network administrator does not need to edit the driver manifest.

For more information, see the developer documentation for Identity Manager drivers.

Driver Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver. You can define named passwords on both drivers and driver sets.

Named passwords let you store multiple passwords securely by referring to each password by a key,
or name. When you refer to the named password in a driver policy, you use the name only, not the
password value. Then, when the driver needs the password value to execute the policy, it requests the
password value from the Metadirectory engine. This method lets you avoid revealing the password
value in the code for a driver policy.

The following example shows how a named password can be referenced in a driver policy on the
Subscriber channel in XSLT: <xs1:value-of

select="query:getNamedPassword ($srcQueryProcessor, 'mynamedpassword’ ) ”
xmlns:query="http://www.novell.com/java/
com.novell.nds.dirxml.driver.XdsQueryProcessor/>

You can store and retrieve named passwords for any driver without making changes to the driver
shim.

As a security measure, in addition to using named passwords, you should control access to all
Identity Manager objects in eDirectory.

NOTE: A driver developer can also customize a driver to use named passwords in other ways, such
as retrieving named passwords when the driver starts up, instead of requesting them from the
Metadirectory engine each time they are needed.

For example, the Identity Manager Driver for Lotus Notes has been customized to support additional
ways of using named passwords, and examples of those methods are included in the sample driver
configurations. For more information, see the Identity Manager driver guides (http://
www.novell.com/documentation/idm402drivers/index.html).

Driver Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing Packages,” on page 151.

118 Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide


http://www.novell.com/documentation/idm402drivers/index.html

4.7.10

Table 4-18 Options for Managing Packages

Options Descriptions

4= Add package Adds a package to the driver. You must add a package before you can
install a package. Click the Add package < icon, then select the
package to install and click OK.

& Create package The Create package option is only available if the Enable Package
Developer Mode is selected on the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.

Operations Lists the operations that can be performed on a package:

¢ Install: This option is only available after a package is added to
the driver. Select Install, then click Apply to install the package.

+ Uninstall: This option is only available after a package is installed
to the driver. Select Uninstall, then click Apply to uninstall the
package.

+ Upgrade: This option is only available if there is a newer version
of the package available for installation. Select Upgrade, then
click OK to upgrade the package.

+ Downgrade: This option is only available if you have upgraded a
package and the older package is installed in the package
catalog. Select Downgrade, then click OK to downgrade the
package.

+ Revert Customizations: This option is only available if you have
made changes to the policies that are installed with a package.
Select Revert Customization, then click Apply to remove the
customization.

+ Sync Customizations: This option is only available if the Enable
Package Developer mode is enabled on the Identity Vault and you
have made changes to content in a custom package that is
installed on this driver. The Sync Customizations option
synchronizes any changes you have made to the package content
to the package. For more information, see Section 6.5,
“Developing Packages,” on page 164.

Run driver in Factory Mode Allows you to revert any customizations to content installed with
packages. For more information, see Section 6.4.9, “Running a Driver
in Factory Mode,” on page 163.

Reciprocal Attributes

The Reciprocal Attributes property page lets you create and manage backlinks between objects. For
example, the Group object includes a Members attribute that contains pointers to all User objects that
belong to that group. Similarly, each User object includes a Group Membership attribute that points
to the Group objects of which that user is a member. These two-way links between objects are known
as reciprocal mappings.
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Figure 4-5 Custom Reciprocal Attribute Mapping Property Page for Driver Objects

@ X & H H |-

= @ attribute: Equivalent To Me -

Source class: < Any Class >

Destination dass: < Any Class >

Reciprocal attribute: Security Equals
= @ Attribute: Group Membership

Source class: (roup

Destination class: nestedaroupauy

Reciprocal attribute: groupiember

Source class: nestedGroupdux

Destination dass: niestedGrouptiux

Reciprocal attribuke: groupMember

Source class: < Any Class >

Destination dass: < Any Class >

Feciprocal attribuke: Mernbir W

| Edtwm.. || apply

You can manage all reciprocal mapping configuration from the toolbar in the property page, which
contains the following toolbar icons:

Icon Description

Use the New Attribute icon to add a new attribute to the reciprocal mapping list.

@y

Use the Delete icon to delete the currently selected reciprocal mapping entry from the
list.

Use the Clear All Attribute Mappings icon to delete all reciprocal mappings.

Use the Move Up icon to move the currently selected attribute up in the mapping list. To
do so, select the attribute entry you want to move up, then click Move up.

Use the Move Down icon to move the currently selected attribute down in the mapping
list. To do so, select the attribute entry you want to move down, then click Move Down.

¢ P WX

Use the Expand All icon to expand all reciprocal attribute mapping entries.

[+

Use the Collapse All icon to expand all reciprocal attribute mapping entries.

1]
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The Custom Reciprocal Mapping page lets you do the following;:

¢ “Adding a Reciprocal Attribute Mapping” on page 121

¢ “Removing a Reciprocal Attribute Mapping” on page 122

¢ “Removing an Attribute from the Reciprocal Mapping List” on page 122
¢ “Editing Reciprocal Attribute XML” on page 122

Adding a Reciprocal Attribute Mapping

When you create a reciprocal attribute mapping, you must first add one of the attributes to the
reciprocal mapping list:

1 On the Reciprocal Attributes page, click New Attribute @ .
2 In the new attribute entry, select the desired attribute from the drop-down list, then click OK.

Attribuke: << Seleck an Attribute == v

| QK ||Caru:e||

3 Specify the details of the reciprocal mapping, then click OK.

Source class: v
Destination class: << Select a Class = W
Reciprocal attribute: | <= Select an Attribute > w
| 2K, | | Cancel |
Source Class Specifies the class name to which the attribute in the mapping list is

associated. For example, if you placed the Group Membership attribute in
the reciprocal mapping list, the associated Source Class is User.

Destination Class Specifies the class name associated with the attribute to which you want
to create a reciprocal mapping.

Reciprocal Attribute Specifies the attribute name to which you want to create a reciprocal
mapping.
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Removing a Reciprocal Attribute Mapping

To remove a reciprocal mapping between attributes:

1 In the reciprocal mapping list, select the reciprocal mapping you want to remove.

When the mapping is selected, the attribute name in the Attribute tab is highlighted.

=l @ Attribute: Group Membership

Source class: aroup

Destination class: neskedGroupdu

Reciprocal atkribute: groupMember

2 Click Delete % .

Removing an Attribute from the Reciprocal Mapping List

1 Select the attribute you want to remove by selecting it in the reciprocal mapping list.

When selected, the attribute name in the Attribute tab is highlighted.

= @ Attribute: SO = ARG

Source class: < Any Class =
Destination class: < Any Class =
Reciprocal atkribuke: Security Equals

2 Click Delete * .
To remove all attributes from the reciprocal attribute mapping list, click Clear All Attribute

Mappings & .

Editing Reciprocal Attribute XML

If desired, you can directly edit the XML for a reciprocal attribute. To do so, click Edit XML on the
Custom Reciprocal Attribute Mapping page. This opens a basic XML editor that lets you modify the
XML. When you finish, click OK or Cancel to close the XML editor.

4.7.11 Driver Trace Levels

You can add a trace to your driver. With the driver trace level set, DS Trace displays driver-related
Identity Manager events, at the level of detail specified by the driver trace level, as the engine
processes the events. The driver trace level affects only the driver or driver set where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.
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To set a driver’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver, then select Properties.

2 In the driver properties, select Trace in the left navigation.

3 On the Trace page, specify the driver’s trace settings, then click OK.

Field

Description

Trace level

Trace level: Use setting from the
driver set

Trace file

Trace file: Use setting from the
driver set

Trace File Encoding

Trace file size limit

Trace file size limit: Use setting from
the driver set

The Metadirectory engine supports the following trace levels:

+ Trace level O: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

* Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

* Trace level 3: Displays policy information in addition to the
information from Trace level 2.

Consult the driver documentation for additional trace options that
might be available.

NOTE: You can also set the driver trace level in Designer by right-
clicking a driver (in the Outline or Modeler views) and selecting Live
> Set Driver Trace Level.

This immediately deploys the trace level to the selected driver. To
update the driver trace level in your project as well, select Update
local model.

If you select this option, all trace levels set at the driver set take
precedence over any driver settings. Otherwise, the driver settings
are effective.

Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set in
this field, all Java information for the driver is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

If you select this option, all trace levels set at the driver set level
take precedence over any driver settings. Otherwise, settings at
the driver level are effective.

The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Allows you to set a limit for the Java trace file. Select Unlimited to
allow the file to grow to fill the disk.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

If you select this option, all trace levels set at the driver set level
take precedence over any driver settings. Otherwise, settings at
the driver level are effective.
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Field Description

Trace name Helps you track trace messages. The name that you specify here
appears with the driver trace messages. Use a trace name if the
driver name is very long.

The following methods help you capture and save Identity Manager trace information.

Windows

Open the Control Panel, select NDS Services, then click DS Trace. DLM > Start. A window named NDS
Server Trace Utility opens.

To set the filters to capture the Identity Manager trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.

To save the information to a file:

1 Click File > New.
A dialog box prompts for a filename.
2 Enter a filename with the extension of .1og.
3 To stop capturing information, click File > Close.

The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exit
command quits the trace utility.

Table 4-19 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndstrace. log file in the /var/

nds directory.

Set ndstrace file off Stops capturing trace messages to the file.
Set ndstrace=+dxml Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.
iIMonitor

Use iMonitor to get DS Trace information from a Web browser.
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Table 4-20 Platforms and Commands for Web Browsers

Platform Command
Windows ndsimon.dlm
Linux/Solaris/AIX/HP-UX ndsimonitor
1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.
3 Click Clear All.
4 Click DirXML and DirXML Drivers.
5 Click Trace On, then click Trace History.
6 Click the Current document icon to view the live trace.

4.7.12 Driver iManager Icon

You can see and edit the iManager icons that each driver uses. This is important because iManager
renders driver icons in a particular way. However, those icons don't appear in Designer. Conversely,
Designer's application icons don't appear in iManager's user interface.

To help bridge that gap, you can view the iManager icon to be used in Designer:

1 In the Modeler, right-click a driver (for example, eDirectory), then select Properties.
2 In the left navigation area, select iManager Icon.

Designer displays an icon. It is associated with the driver in Designer, unless a different one was
imported and stored on the driver.

For information about editing or changing icons, see Chapter 19, “Editing Icons for Drivers and
Applications,” on page 501.

4.8 Configuring Policies

¢ Section 4.8.1, “Editing a Policy Name,” on page 125

¢ Section 4.8.2, “Viewing References,” on page 126

48.1 Editing a Policy Name

1 In the Outline view, right-click a policy or rule.
2 Select Properties.
The General setting displays by default.
3 Edit the name in the Policy Name field, then click OK.
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4.8.2 Viewing References

The References page lists policy sets and policies that reference the policy listed in the General page.
To view the references to this policy:
1 In the Outline view, right-click a policy or rule.

2 Select Properties > References.

Linkage is how the policies reference each other. In Identity Manager versions earlier than 3.5,
linkage determined the order that policies were executed. To change the linkage, use the Policy
Builder.

4.9 Configuring Resource Objects

Resource objects store arbitrary data in any format that drivers use. There are different types of
Resource objects. For more information, see “Storing Information in Resource Objects” in Policies in
Designer 4.0.2.

The configuration options for Resource objects are:

¢ Policy Name: Stores the name of the resource object. You can change the name.

¢ Supported Mime Types: Allows you to change the type of Resource object. For example, you
can change a text Resource object to an XML Resource object.

4.10 Configuring Categories

Packages are organized by categories so it is easier to find the packages you need. When you
configure the category, you can change the name or add a description.

4.11 Configuring Groups

Packages are organized by categories and then groups. This makes finding packages much easier.
When you configure the group, you can change the name or add a description.

4.12 Configuring Packages

Packages contain Identity Manager content used to create drivers. You can make configuration
changes to packages by right-clicking a package and selecting Properties. For more information about
packages, see Chapter 6, “Managing Packages,” on page 151.

¢ Section 4.12.1, “Package General Settings,” on page 127

¢ Section 4.12.2, “Package Configuration Wizard,” on page 127

¢ Section 4.12.3, “Package Constraints,” on page 128

¢ Section 4.12.4, “Package Dependencies,” on page 128

¢ Section 4.12.5, “Package Initial Settings,” on page 129

¢ Section 4.12.6, “Package Languages,” on page 129

¢ Section 4.12.7, “Package License,” on page 129
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412.1

4.12.2

*

*

Section 4.12.8, “Package Linkage,” on page 129
Section 4.12.9, “Package Readme,” on page 129

¢ Section 4.12.10, “Package Targets,” on page 129

*

Section 4.12.11, “Package Vendor,” on page 130

Package General Settings

This property page lists the general settings for the package. These options can be changed only
when a package is being developed. After a package is released or imported, these items cannot

change.

Table 4-21  Package General Settings

Setting Description

Name Displays the package name.

Short Name Displays the unique short name for the package. This name is unique for the
package in the Identity Vault.

Version Displays the package version.

Description Displays a description for the package.

Type Lists what type of package it is. It lists whether it is a base package, and if it can be
installed on an Identity Vault, driver set, or driver.

Protected If this option is selected, the Copy package option is disabled on imported packages.
This allows a developer to protect the content of a package and not allow someone
else to create a new package with this content.

Category Lists the category the package is stored in.

Group Lists the group the package is stored in.

Meta data Lists specific information about a package. It lists:

* When the package was created.

* When the package was built.

+ |f the package is released or not.
+ If the package has been imported.
+ Lists where the package is hosted.

+ Lists the name of the user who built the package.

Package Configuration Wizard

This property page is displayed only on driver base packages. The settings customize what is
displayed when users use the Driver Configuration Wizard to install a driver base package.

The Configuration Wizard is an XML editor. Copy the contents of from an existing driver base

package that contains the functionality you want to have in this driver base package to this page.

The following is taken from the Active Directory driver base package as an example:
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<?xml version="1.0" encoding="UTF-8"?><features>
<mandatory/ >
<optionals>
<group display-name="Default Configuration" expanded="false">
<package 1d="5DRKWAWH 201009040020200702" name="Defautl Configuration"
selected="true"/>
</group>
<group display-name="Entitlements and Exchange Mailbox Support"
expanded="false">
<package 1d="PJP89Z9R 201003031352370466" name="Active Directory Entitlements
and Exchange Mailbox Support" selected="true"/>
<package 1d="DETECXTK 201004161538110582" name="Audit Entitlements Common"
selected="true"/>
<package 1d="YMO9C1Y3 201006291302430386" name="Active Directory Audit
Entitlements" selected="true"/>
</group>
<group display-name="Password Synchronization" expanded="false">
<package id="XTEF1YO3 201006231733410161" name="Password Synchronization
Common" selected="true"/>
<package 1id="4EHOWL6T 201006291417220804" name="Active Directory Password
Synchronization" selected="true"/>
</group>
<group display-name="Data Collection" expanded="false">
<package 1d="IJLG31AY 201006141353520247" name="Managed System Information
for AD" selected="true"/>
<package 1d="S3NVESCX 201005251632080655" name="Generic Data Collection Query
Support" selected="true"/>
</group>
<group display-name="Account Tracking" expanded="false">
<package id="WUHJYFNL 201003011427170743" name="Account Tracking Common"
selected="true"/>
<package 1d="MMXLVRGT 201003011554580470" name="Active Directory Account
Tracking" selected="true"/>
</group>
</optional>
</features>

4.12.3 Package Constraints

The package constraints list the restrictions associated with a package. These options can only be
changed when a package is being developed. After a package is released or imported, these items
cannot change.

Table 4-22 Package Constraints Settings

Constraint Description

IDM Compatibility Lists the minimum and maximum versions of Identity Manager that the
package supports. These settings are always populated.

Application Compatibility ~ Lists the minimum and maximum versions of the application the package
supports. These settings are not required for all packages.

Driver Type Lists all of the supported driver types the package can be used with.

4.12.4 Package Dependencies

The Package Dependencies property page list the packages that the current package needs to run.
Packages are divided up into much smaller pieces than a driver configuration file. Some packages
have dependencies on other packages and some do not.
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4.12.5

4.12.6

4.12.7

4.12.8

4.12.9

4.12.10

Table 4-23  Package Dependencies Settings

Setting Description

Name Lists the name of the package that is a dependency.

Minimum Lists the minimum version of the package dependency.

Less than Lists the highest version of the package dependency.

Exceptions If there is a version of the package that is not a dependency, it is listed as an
exception.

Add dependency Allows you to add dependencies to the package you are currently developing.

This option is not available for released packages.

Remove dependency Allows you to remove dependencies to the package you are currently
developing. This option is not available for released packages.

Package Initial Settings

The initial settings are used by package developers to create a template of items that are required for
a driver to start. This information is specified in ds-object code that modifies the driver object at
installation. The ds-object code installs driver shim parameters, driver start options, named
passwords, GCVs, and filters. Unlike other package content, these settings cannot be uninstalled.

Package Languages

The Package Languages property page lists the languages that package is translated into.

Package License

The Package License property page lists the license for the package.

Package Linkage

The Package Linkage property page lists all of the places the package is linked to in your project.
Linking allows you to install content in package A and link to this content in package B. This allows
you to create generic policies that can be reused, then link the policies with minor differences for a
specific driver.

Package Readme

The package Readme lists the information the developer wants you to know about the package. For
example, it can contain a list of new features in a package version, what the linkage directives should
be for a package, and a change log for the package. For more information about package
development, see Section 6.5, “Developing Packages,” on page 164.

Package Targets

The package targets are all of the places where the package is installed in your project. This allows
you to see where the package is being used if you need to uninstall a package.

Configuring Objects in Designer 129



4.12.11

4.13

4.13.1

4.13.2

Package Vendor

The package vendor information is listed on this property page. This allows you to contact the
vendor of a package if you need more information about a package.

Table 4-24 Vendor Settings

Setting Description

Vendor Name Specify the vendor name. If this is for internal consumption, specify the name of
your company.

Vendor Address Specify the address for the vendor or your company.

Vendor URL Specify the URL of the vendor or your company.

Vendor eMalil Specify an e-mail for the vendor or your company.

Contact Name If there is a specific contact person for this package, specify his or her name.
Contact eMail If there is a specific e-mail address for the contact person, specify it in this field.

Configuring Package Content

You can view or change configuration settings for the content of a package. You can change the
content only when the package developer mode is enabled on the Identity Vault. For more
information, see Section 6.5, “Developing Packages,” on page 164.

To view the properties of the package content, expand any package, then right-click the content and
click Properties.

¢ Section 4.13.1, “Package Content General Settings,” on page 130
¢ Section 4.13.2, “Package Content Installation,” on page 130
¢ Section 4.13.3, “Package Content Linkage,” on page 131

Package Content General Settings

You can either view or change the general settings for the package content.

Field Description
Name Displays the name of the item in the package.
Notes Displays any notes about the content of the package.

Package Content Installation

This page displays the installation directive for the package content. It lists the order of installation of
the content in the package. If you have multiple policies, it lists the order that the policies are
executed.
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4.13.3

4.14

4.14.1

Package Content Linkage

This page displays the order of how the policy is linked in the policy set. This displays the order that
the policies are executed in the policy set even if the policies are part of separate packages.

Configuring Prompts

Prompts are Global Configuration objects that are contained in packages. The prompts are the fields
that are presented to users when they create a driver. The prompts are created by developers so users
can configure the driver correctly. For more information, see Section 6.5.5, “Creating Package
Prompts,” on page 167.

Prompts are stored in a Resources folder under the package in the package catalog. To see the
properties of the prompt, right-click the prompt, then click Properties.

¢ Section 4.14.1, “Prompts General Settings,” on page 131

¢ Section 4.14.2, “Prompts,” on page 132

¢ Section 4.14.3, “Prompts Transformation,” on page 132

¢ Section 4.14.4, “Target Transformation,” on page 132

Prompts General Settings

You can change many of the general settings for the prompts.

Table 4-25 Prompts General Settings

Setting

Description

Name

Type

Order

Targets

Displays the name of the prompt. You cannot change the name of the prompt. It is set
when the prompt is created. The name of the prompt is a combination of the package
name and the prompt type.

A list of the different prompt types. You can change the prompt type. The prompt types
are:

¢ Driver Name

+ Global Configuration
¢ Initial Settings

+ Job

¢ Remote Loader

¢ Upgrade Settings

* MSysinfo Classification

¢ Custom

This is the order in which the prompts are displayed when a driver is configured. 0 is the
first prompt that is displayed and the rest are in ascending order.

Click Add or Remove to add and remove the packages the prompt is part of. The
package you created the prompt on is the first package listed.
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4142 Prompts

The Prompts field is an example of what is displayed when the package is configured. You can
validate that the prompts are displayed properly before configuring a package.

4.14.3  Prompts Transformation

Displays the transformation style sheet for the prompt resources GCV document, based on the GCVs
of other prompts that appear before this prompt in the sorted package prompt list. This style sheet is
created by default when the prompt is created. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.
2 Select the template type, then click OK.

4.14.4  Target Transformation

Displays a transformation style sheet that allows the prompts to modify the package items in the
targets of the prompts. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.
2 Select the template type, then click OK.

4.15 Configuring Global Configuration Objects

Global Configuration objects contain global configuration variables (GCVs) and are used when the
configuration values are referenced from content in packages.

¢ Section 4.15.1, “Global Configuration Object General Settings,” on page 132
¢ Section 4.15.2, “Global Configuration Object GVCs,” on page 132

4.15.1 Global Configuration Object General Settings

The General Settings page allows you to change the name of the Global Configuration object.

4.15.2 Global Configuration Object GVCs

The GCVs page displays the GCVs that are contained in the Global Configuration object. You can
add, edit, and remove the GCVs through this page. You can also edit the GCVs in XML instead of
using the editors provided.
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4.16

4.16.1

4.16.2

Configuring Jobs

Designer has a job scheduling utility to schedule events. Through this utility, the system can be set to
disable an account on a specific day, or to initiate a workflow to request an extension for a person’s
access to a corporate resource. Designer’s job scheduler contains the same functionality as the job
scheduler found in iManager. For information on creating jobs, see Section 15.2, “Creating a Job,” on
page 408.

In the Outline view, right-click the Job icon, then select Properties.

¢ Section 4.16.1, “General,” on page 133
¢ Section 4.16.2, “Trace,” on page 133

General

You have one selection under the General heading: Policy Name. You can change the job’s name by
modifying the name that appears in the Policy Name entry, then clicking OK.

Trace

Through the Modeler, you can add a trace level to your jobs. With the trace level set, DS Trace
displays the Identity Manager events as the engine processes the events. The trace level only affects
the driver where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.
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Table 4-26  Job Trace Settings

Field Description

Trace level As the job trace level increases, the amount of information
displayed in DS Trace increases.

Trace level 1 shows errors, but not the cause of the errors. To see
password synchronization information, set the trace level to 5.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set in
this field, all Java information for the job is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace file size limit Allows you to set a limit for the Java trace file. If you set the file size
to Unlimited, the file grows in size until no disk space is available.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace name Helps you track job trace messages. The name that you specify
here appears with the job trace messages.

For more information about viewing as saving trace information with DS Trace, see Section 4.7.11,
“Driver Trace Levels,” on page 122.

4.17 Configuring ID Policy Containers

An ID Policy container is a repository for ID policies and is used in conjunction with the ID Provider
driver. For more information about the ID Provider driver, see the Identity Manager 4.0.2 Manual Task
Service Driver Implementation Guide. When the ID Provider driver receives an ID request from a client,
it generates an identification that is based on the ID policy specified in the request and passes the
identification to the client.

To configure an ID Policy container, you must first add the ID Provider driver to a driver set that
accesses an Identity Vault. Then, under the ID Provider driver, create an ID Policy container by right-
clicking the ID Provider driver and selecting New > ID Policy Container. After the container is created,
double-click the ID Policy container in the Outline view, or right-click the ID Policy container and
select Properties.

Table 4-27 ID Policy Container General Settings

Field Description

Name The name of the ID Policy container. You can
change the name as necessary.

Notes You can add notes to better define how you are
using the ID Policy container.
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In order for ID policies to work, you must also add and configure an ID policy in the ID Policy
container. See Section 4.18, “Configuring ID Policies,” on page 135.

4.18 Configuring ID Policies

An ID policy allows the ID Provider driver to generate unique IDs. When the ID Provider driver
receives an ID request from a client, it generates an identification that is based on the ID policy
specified in the request and passes it to the client.

The ID Provider driver can act as a client itself and can assign IDs to objects in the Identity Vault. For
more information about the ID Provider driver and its components, see the Identity Manager 4.0.2 ID
Provider Driver Implementation Guide.

To configure an ID policy, you must first add the ID Provider driver to a driver set. Then, under the
ID Provider driver, create an ID Policy container and add an ID policy. After the ID policy is created,
double-click the ID policy in the Outline view, or right-click the ID policy and select Properties.

Figure 4-6 ID Policy General Properties Page
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Table 4-28 The ID Policy General Settings

Field Description
Policy Name The name of the ID policy.
Policy’s Last ID The last ID number that was used by this ID policy. If you have deployed this

ID policy, use the Connect icon to update this field to the last ID number that
was stored in the Identity Vault for this ID policy.

NOTE: Only the ID Provider driver can update the last value stored in the

Identity Vault.
Constraints Minimum/ Numbers must be between 0 and 2147483647. If you have a fixed system
Maximum that can only handle eight digits, set the Maximum to 99999999.
Constraints Exclude/ Allows you to include or exclude a set of numbers that you type. Numbers can
Include be typed in a comma-delimited list and you can use ranges, such as

10,100,1000,5000-10000,1099, etc.

Constraints Prefix: Allows you to give a prefix to the IDs that are generated using this ID policy. If
you create multiple ID policies, a prefix is useful to see which ID policies are
being used. An example is WFID, for workforce IDs.

Constraints Fill: Yes/No  If you choose Yes, the ID is filled with leading zeros (0) up to the maximum
length. This helps keep generated IDs at the same length. If you select No, it
does nothing and the ID lengths increment over time.

Access Control Enabled Check this box if you want to enable access control lists.

Access Control ACL: Type the names of the access control lists you want to use. Access control
must be enabled before you can type in ACLs.

4.19 Configuring a Notification Template

You can use the property page for a Notification Template to change the name of the notification
template.

1 In the Outline view, expand Default Notification Collection.

2 Right-click a notification template (for example, Forgot Password), then select Properties.

3 Edit the name, then click OK.

For additional configuration information about notification templates, see Chapter 11, “Setting Up E-
Mail Notification Templates,” on page 275.

4.20 Configuring Application Properties

To view or change an application’s settings, double-click the application (for example, LDAP
Directory) in the Modeler.

¢ Section 4.20.1, “General,” on page 137

¢ Section 4.20.2, “AD Domain,” on page 137

¢ Section 4.20.3, “Administrator,” on page 137

¢ Section 4.20.4, “Connectivity,” on page 137

¢ Section 4.20.5, “Environment,” on page 140
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4.20.1

4.20.2

4.20.3

4.20.4

General

Table 4-29 Application General Settings

Field Description

Type Changes the type of application your driver connects to. For
example, if you configure a JDBC driver to connect to a MySQL*
database, but then need to change to an Oracle database, you can
scroll to Database, select Oracle, then click Apply.

New Enables you to edit a driver’s icon. See Section 4.7.12, “Driver
iManager Icon,” on page 125.

Edit Enables you to use the Icon editor to customize the application’s
icon. This field is available after you click New, edit an icon, and
click Update.

Browse Enables you to navigate to and select an image file.

Name Enables you to customize the application’s name or label.

Version Enables you to document the application’s version.

AD Domain

You can capture information about an Active Directory application. This information is useful if you
want Document Generator to include this information when you document the project.

If you provided information in the LDAP settings, Designer populates the AD Domain fields.

Administrator

The Administrator option is divided into three sections. Entering information in these sections is

optional.

¢ Personal Information: Use this section to enter information specific to the Identity Vault, such as
Name, Title, Department, and Location,

¢ Contact Information: Use this section to enter information such as Email, Phone, Cell phone,

Pager, and Fax.

¢ Notes: Use this section to type any reminders you might need for future reference.

Connectivity

*

“Host Names” on page 138
¢+ “LDAP” on page 138

¢ “VNC” on page 139

¢ “eDirectory” on page 139

¢ “Configuring a Remote Connection” on page 140

¢ “Customizing the Viewer” on page 140
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Host Names

NOTE: This control is available only for eDirectory applications.

The Host Names field lets you create a list of server IP addresses and DNS names for your eDirectory
application. Because servers can have multiple IP addresses and DNS names, it is useful to be able to
create a list of those host names that you can easily access when configuring connectivity for your
eDirectory application.

Figure 4-7 Host Name List for eDirectory Applications

Host Mames (IP addresses and DNS names):

192,165,158, 254
servlZ.corpl.com
192,165,10,35

Edit...

Delete

=
o

LDAP wMC | eDireckory

Hosk: W

Bark: 192, 165,158,254
ort: servlZ, corpl.com

192.165,10.35
User:
=& [Clear items in list] :I

Passwiard: |

You can add, modify, and delete host names from the Host Names list.

When you specify a host on the LDAP, VNC, or eDirectory tabs, the host entry is automatically added
to the Host Names list.

Double-click an entry in the Host Names list to automatically populate the Host field in the LDAP,
VNG, or eDirectory tabs.

Host entries in the Host Names list are also available from the Host field drop-down list in the LDAP,
VNC, and eDirectory tabs.

LDAP

You can configure some applications (for example, Active Directory, eDirectory, and LDAP) for an
LDAP connection. If the application doesn’t support an LDAP connection, the LDAP tab doesn’t
display.

Host: The server’s IP address or DN (in LDAP format).
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Port: The server port to communicate with the directory.
User: The user’s name.

Password: The user’s password.

VNC

From within Designer, you can view the desktop of the machine that is running your applications,
and remotely control that desktop by interacting with it. This feature enables you to administer users
or your applications with the native tools of that system, from one location.

This functionality is hosted in an embedded editor inside Designer. You can have multiple remote
control sessions with different systems, all open at the same time.

Figure 4-8 A Remote Desktop
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eDirectory

You can configure connectivity to eDirectory applications. This is similar to configuring an LDAP
connection, but uses native eDirectory protocols instead of LDAP.

Host: The server’s IP address or DN (in eDirectory format).
Port: The server port to communicate with the directory.

User: The user’s name.
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Password: The user’s password.

Configuring a Remote Connection

To remotely control a desktop, the machine that is running your application needs to have a VNC
(virtual network computing) server installed and running. You can usually download a free VNC
server from the Internet.

You can easily configure any system or design element in Designer for this feature by editing any
application or design element:

1
2
3

Right-click an application or design element.
Select Properties > Connectivity.
On the VNC tab, type the authentication information.

Host: The DN (for example, server33.houston.company.com) of the server where the VNC is
running.

Port: Typically 5901 for Linux servers or 5900 for Windows.
Password: The password to the VNC server.

4 Click OK.

Customizing the Viewer

A toolbar at the top of the desktop viewer enables you to configure the following;:

*

*

*

*

Encoding type (RAW, RRE, CoRRE, Hextile, Zlib, Tight). The default is Tight.
Compression level.

JPEG Image Quality (0 - 9). The default is 6.

Cursor shape updates. The default is Enable.

Use CopyRect. The default is Yes.

Mouse buttons 2 and 3. The default is Normal.

View only. The default is No, so that you can interact with the desktop.
Clipboard.

Record session and save to file.

Send Ctrl+Alt+Delete.

Refresh.

For more information, see the TightVNC documentation Web site (http://www.tightvnc.com/).

4.20.5 Environment

You can enter notes about the application’s platform, hardware, and environment.
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421 Adding Prompts to a Driver Configuration File

Several node types are defined for driver configuration files. These extensions were made to support
the following:
¢ Prompting once for a value that is used repeatedly throughout a single driver configuration file.

¢ Prompting once for a value that is used across multiple driver configuration files, as part of the
Import Drivers Wizard.

¢ Allowing the user to select a value from a drop-down list of values.
¢ Global modification of the driver configuration file according to a contained XSL style sheet.

¢ Built-in variables that can be referenced without declaring them, in order to access information
about the driver and its environment (a tree name, driver set name, driver set DN, server name,
server DN, driver name and driver DN).

¢ The ability to “layer” prompts. It is possible to ask the user multiple sets of questions, with the
second and later sets being controlled by the user's responses to prior sets. For more
information, refer to “Editing Driver Configuration Files” in the Identity Manager 4.0.2 Common
Driver Administration Guide.

The primary new node types are variable-decl, variable-ref, and xsl-modify.

Table 4-30 New Node Types

_Il\_lew Node Description

ype

variable-decl Allows you to define driver configuration variables that are prompted for (optionally)
and replaced into a driver configuration file during its import. Multiple variable-decl
blocks can be used to define a “layered” set of prompts. Refer to “Editing Driver
Configuration Files” in the Identity Manager 4.0.2 Common Driver Administration
Guide.

variable-ref Used to reference a variable defined in a variable-decl within your driver configuration
files.

xsl-modify Used to globally modify the driver configuration file after all variables (and prompting)

have been resolved. The contents of this node are extracted and used as an XSL style
sheet that is applied to the patched driver configuration file.

For information on adding prompts to a sample configuration file, see “Editing Driver Configuration
Files” in the Identity Manager 4.0.2 Common Driver Administration Guide.

4.22 Synchronizing Passwords

To view or edit password synchronization, use the Dataflow editor. See Section 8.2.1, “Filtering
Views,” on page 219 and “Synchronizing Passwords” on page 219.
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Managing ldentity Manager Versions

Your environment might have versions of Identity Manager earlier than version 4.0.2, or you might
have a mixture of different versions of Identity Manager.

Before Designer 2.0, if you configured and wrote policies for an earlier version of Identity Manager in
your environment, you might have encountered the following issues:
* You could easily build a solution that would not deploy.

+ You did not know which features worked in one environment versus another environment.
To solve these issues, Designer tracks versions of the following objects:

¢ Identity Manager engines

¢ Identity Vaults (trees)

¢ Drivers
As you use Designer, you see only the Ul of features that apply to the version that you are working
on. Project Checker and Deploy ensure that what you have configured is supported in the target
environment.

¢ Section 5.1, “Key Differences in Identity Manager Versions,” on page 144

¢ Section 5.2, “Changing the Identity Manager Version,” on page 144

¢ Section 5.3, “Tracking Versions of Identity Manager,” on page 145

¢ Section 5.4, “Support for Driver Configuration Versions,” on page 146

¢ Section 5.5, “Checking Projects for Version Issues,” on page 148

¢ Section 5.6, “Adjusting the UI Based on the Version Number,” on page 148
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5.1 Key Differences in Identity Manager Versions

Identity Manager 3.5

Identity Manager 3.6

Identity Manager 4.0.2

Many new DirXML Script
actions, conditions, tokens,
and verbs

Ability for DirXML Script to
nest conditions

Additional DirXML Script
elements

Nested group support

User Application

+ New object types were * Support for 64-Bit Integrated installer
added: operating systems Packages
+ ECMAScript Objects + New installation program « Installation
* Jobs * New driver configuration + Management
¢ Mapping Table e New Resource Objects
Resource Objects + Driver health monitoring )
. ' .
+ Resource Libraries * New ID Provider driver ?elsgjrlcceoggj%l;z“on
New Policy Linking + Reciprocal Attribute  Package promot
capabilities where a policy Mapping resourge (F;b'ec?s
can be in multiple lists . )

+ DS resource objects
SharePoint driver
Salesforce.com driver

Identity Reporting Module

Driver-scoped local
variables in DirXML Script
that let you refer to
variables outside of the

policy

5.2 Changing the Identity Manager Version

You can import and deploy to all versions of Identity Manager that shipped since Identity Manager
2.0, up to and including Identity Manager 4.0.2. You can also import from DirXML 1.x environments.

Because versions earlier than Designer 2.0 did not track Identity Manager versions, those earlier
projects do not have version information. When you convert an earlier project, Designer defaults the
Identity Manager version numbers to the latest version. During conversion, Designer informs you
that this default is being applied.

You can change this version number by doing either of the following;:

¢ In the Outline view, right-click the Server object, select Properties, then select from the Identity
Manager Version drop-down list.

¢ In the Modeler, select an Identity Vault, click Window > Preferences, expand Novell and select
Identity Manager, then select a version from the drop-down list.

You can also find information on upgrades, information on downgrades, and a link to a help topic.
This information explains the key differences between versions of Identity Manager.

When you import into a new server (or create a server based on a server that you have browsed to in
the directory), the new server inherits the imported version of Identity Manager.

If you do a live update in the server properties page, Designer updates the server to the current
version of Identity Manager that is in the target environment.
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5.3

Tracking Versions of Identity Manager

Designer tracks the Identity Manager version. Filtering functionality is based on this version
information. When multiple servers are associated to a driver set, Designer calculates an “effective
engine version.” This version is the earliest Identity Manager version in the driver set.

If you want to use the latest Identity Manager 4.0.2 features, it is important that all servers belonging
to the driver set are upgraded to 4.0.2. This version can be manually upgraded or downgraded from
the server properties page.

Additionally, live update icons retrieve current Identity Manager and eDirectory version information
on the server properties page.

Figure 5-1 Live Update icons

Identity Manager 3.5.1
Wersion:

elirectary Version: eDirectory 8.5

gsEigned Driver Dirivver Sek. Identity Wault
1=

e

The Add Server dialog box allows you to specify version information when an Identity Vault is
created.

Figure 5-2 The Add Server Dialog Box

. Add Server Association

X

Specify Server for Identity Yault

Ml LL

Take the default, specify, or brawse to a server,

Server DN: | g gaepli=pag - Q

Identity Manager Yersion: |3.5.1

For version information or ko change the default, click here

I a4 l [ Cancel ]

The Driver Set Log Level and Driver Log Level property pages have dynamic version widgets next to
any log event that is not supported by your effective Identity Manager version. The following figure
illustrates an unsupported log event:
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Figure 5-3 Identity Manager Version Message

@ Feature Not Supported |

"Jab " is not supported with your current server's Identity
& Manager setting.

Tao enable this Feature, set the Identity Manager wersion on all of
your servers in the driver set to 3.0.1 or later.

For more details on the differences between the wersions of
Identity Manager, click H

5.4 Support for Driver Configuration Versions

In Identity Manager 4.0.2, driver configuration files are replaced with packages. You can still use
driver configuration files. However, new and updated content for drivers is contained only in
packages.

The Driver Configuration Wizard provides the following versioning information about the driver
configuration files and your Identity Manager solution.

¢ The engine version that you are importing into. This information is taken from the current
project. You control the version number.

¢ A descriptive name of the driver configuration.

¢ The version of the configuration as a single (undelimited) version number.

¢ The minimum required engine version for this configuration to run.

¢ The full filename of the selected list item. This name is below the list. It is displayed there for
transparency.

¢ A check box that indicates possible unrecommended or incompatible configuration files.

Figure 5-4 A Deselected Show All Check Box

@ Driver Configuration Wizard

Select Driver Configuration
Listed below are all driver configurations that can connect to applications ar ‘
systems in your model,

Driver Configuration Config Ver | Min IDM Yer | #

‘fou are importing to an Identity Manager 3.5.1 system

Avaya PEX User 2 3.5

Avaya PEX 2z 3.5

By default, the Show All check box is deselected if unrecommended or possibly incompatible
configuration files are available. If all available driver configuration files are recommended and
guaranteed compatible, the check box is dimmed and selected, indicating that all available
options are displayed.
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A deselected Show All check box implies the following:
¢ Additional driver configuration files are available but they are not recommended.

¢ The additional driver configuration files are probably incompatible with the engine version
that you are importing to.

In the following figure, the Show All check box is selected.

Figure 5-5 A Selected Check Box in the Wizard

@ Driver Configuration Wizard

Select Driver Configuration
Listed below are all driver configurations that can connect bo applications or syskems in your
model,
You are imparking ko an Identity Manager 3.0.1 swskem
[“1how Al
I Driver Configurakion Config Wer | Min I0M ' #
1 2.0.1
1 a3.58.0
1 3.5.0
1 2.0.1
b4,
?
| Caftrunkicom.novell. designer. idmjdefsdriver_configsfActiveDirectary-1DM2_0_t-txl | [Browse... |
Petform required prompt checking
[_] Do not show this dialog again
(7) Fun ] ’ Close

The list now contains many more items than were displayed when the check box was deselected.
These new items were previously hidden because the minimum required engine version for them is
3.5. Because the user is importing to 3.0.1, the configuration might be incompatible.
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5.5

5.6

Checking Projects for Version Issues

A full suite of project checks makes sure that what you have configured makes sense for your target
environment and can be successfully deployed. Designer's UI blocks the creation of unsupported
objects and hides features based on the version number. Nevertheless, unsupported actions might
still occur through a few “back-door” methods, such as copying and pasting, importing, and
downgrading your server after you have configured for a newer environment.

In all of these instances, Project Checker catches the problems.

For example, for policy libraries to work, all of the servers on a given driver set need to be at the same
Identity Manager 3.5 version. Project Checker catches problems like this where you might have an
unsupported mix of servers. In this case, the project check results would look like the following
figure:

Figure 5-6 Project Checker

B Project Checker = H g~ =0
Results non-filkered: { & of & items §
Sewetity  Etror Description Maodel Object
,-1_:] Unsupparted Identity Manager wersion niix on - Driver Sek Driver Set.Identity Yault
(%] Identity Waulk is missing Host Mame, Identity Wault
[x] Driver set does not contain deployment context, Driver Set.Identity Yault
[x] Driver set does not contain deployment context, Driver Setl.Identity Yault
[x] Driver set does not have a server associated with it, Driver Setl,Identity Yault
Ay Deployment contesxt should be a Fully qualified DM (2.9, o=novell) Driver Set.Identity Yault
(D Identity Vault is missing User Name., Tdentity Vault
G Identity Vault user password is not stored in the project. Identity Waulk
£ >

Version problems are sorted to the top and have a version icon. If you double-click the item, you get
more details about the problem and how to resolve it.

Adjusting the Ul Based on the Version Number

Designer displays and enables or disables capabilities based on the version of Identity Manager that
is associated with the Identity Manager engine. For example, if you edit a policy that is associated
with a server that uses Identity Manager 3.5, Policy Builder shows you all of the new actions,
conditions, verbs, and tokens that ship with that release. This feature lets you try out the next version
of Identity Manager before it is even released.

Also, if you set the server to Identity Manager 3.0.1 (or earlier), you get the previous version of Policy
Builder that Designer has shipped with in the past.

If you try to create an object that is not supported by your server version, a prompt tells you that this
action isn't supported. For example, Identity Manager 3.5 introduces the concept of Jobs, Mapping
Tables, and Policy Libraries. If you try to create one of these objects on a 3.0.1 server, you see the
following message:
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Figure 5-7 Prompt: Feature Not Supported

® Feature Not Supported |

"Job" is nok supported with wour current server's Idenkity
& Manager sekking.
To enable this feature, set the Identity Manager version an all of
wolF servers in the driver set ko 3.5 or laker,

For more details on the differences bebween the wversions of

ok |

Future milestones of Designer will continue to evolve the Ul to better handle version differences.
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6.1

Managing Packages

Identity Manager drivers consists of multiple components like roles, workflows, policies,
ECMAScripts, and style sheets. The configuration of each of these components make each Identity
Manager driver unique.

This complexity make it challenging to add new content to the drivers, such as when you need to
create the different components multiple times. In order to save time and help manage the Identity
Manager content, a new concept of packages is included with Identity Manager 4.0 and later.

¢ Section 6.1, “Packages,” on page 151

¢ Section 6.2, “Advantages of Packages,” on page 152

*

Section 6.3, “Package Content,” on page 152

*

Section 6.4, “Package Administration,” on page 153

*

Section 6.5, “Developing Packages,” on page 164

Packages

A package is like a box that is used to move things. Packages contain the components of Identity
Manager drivers organized according to the functionality you want to provide to a driver.

Figure 6-1 Identity Manager Package

=~
—C)
Workflows

—"

Package

Driver

Polices

Packages are only supported with Identity Manager 4.0 or later. If you create a driver using a driver
configuration file for an earlier version of Identity Manager, you must migrate the driver to packages
before any of the features describe below are available. For more information, see “Upgrading
Drivers to Packages” in the Identity Manager 4.0.2 Upgrade and Migration Guide.
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Designer allows you manage and develop packages. Developers can create packages to deliver
custom content. For more information on developing packages, see Section 6.5, “Developing
Packages,” on page 164.

6.2 Advantages of Packages

Easy to upgrade: In the past, you installed the driver configuration file when you wanted to install or
upgrade a driver. The driver configuration file contained all of the functionality that could be added
to a driver. If you had customized driver and tried to upgrade, there was a possibility that your
content could be overwritten. Now you only install the package or packages that contain the
functionality you need.

Easy to revert back to factory settings: Packages are easy to install, uninstall, and revert back to a
shipping configuration of the driver.

Common functionality can be reused: Functions that are common to the drivers can be grouped in a
particular package and the same can be referenced by other drivers. This is not possible with
configuration files.

Easy content life cycle management: Managing the life cycle of content is easier with packages due
to versioning.

Easy to update: Packages allow you to update the features of a driver without updating the entire
driver.

6.3 Package Content

Packages are installed on drivers, driver sets, and Identity Vaults. The content of the packages
installed on the Identity Vault can affect all of the drivers in the Identity Vault. The content of the
packages installed on the driver set can affect all of the drivers in the driver set. The content of the
packages installed on a driver only affects that driver.

The follow table lists the objects the can be installed in the different package types.

Table 6-1 Package Content in Package Types

Driver Identity

Object Type/Package Type Driver Set Vault
Notification Templates X
Library NG NG
Credential Application object X NG NG
Credential Repository object X X2 X2
DirXML Script X X2 X2
ECMAScript X X2 X2
Mapping Table X X2 X2
Global Configuration object X X NG
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6.4

Driver Identity

Object Type/Package Type Driver Set Vault
DS object X X X2
Resource object X X2 X2
Schema Map X X2 X2
XSLT X X2 X2
Job X X

Entitlement X

Entities X3

Lists X3

Queries X3

Relationships x3

Configuration X3

Provisioning Request Definitions X3

Teams X3

Roles X3

Role Configuration X3

Resources X3

Separation of Duty (SoDs) X3

! Libraries are not packaged, only their contents. Packages store the library's name and location and

create it at install time, if it doesn't already exist.
2 These items can only be added to a package of the respective type if they are in a library.
3 These items can only be added to a User Application driver package.

% Schemas cannot be added to the packages.

Package Administration

Use the following list of tasks to manage packages.

¢ Section 6.4.1, “Importing Packages into the Package Catalog,” on page 154

*

Section 6.4.2, “Installing Packages,” on page 155

*

Section 6.4.3, “Adding Packages,” on page 157

*

Section 6.4.4, “Uninstalling Packages,” on page 159

*

Section 6.4.5, “Upgrading Installed Packages,” on page 160

Managing Packages

153



6.4.1
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*

*

*

*

*

Section 6.4.6, “Downgrading Installed Packages,” on page 161
Section 6.4.7, “Removing Packages from the Package Catalog,” on page 162
Section 6.4.8, “Customizing Package Content,” on page 162
Section 6.4.9, “Running a Driver in Factory Mode,” on page 163
Section 6.4.10, “De-activating Factory Mode,” on page 164

Importing Packages into the Package Catalog

Packages are stored in the package catalog, which is only visible in Designer. You must import the

packages into the package catalog before you can install and use the packages.

The package catalog is created when you create or import a project and add an Identity Vault. If you
have an existing project, the package catalog is created when you open the project after it is

converted.

Use the following procedure to import one or more packages into the package catalog.

1 Right-click the package catalog object in the Outline view, then click Import Package.

2 Select one or more packages from the list.

or

Click Browse, then browse to and select a package on the file system.

If all of the available packages are already imported, the list is empty.

e' Select Package

Select packages from the following:

Fackage
| 7168 Delimited Text Base
|68 croupwise Base
[[T168 1D Provider Base
|16 1oBC Base
|T7168 s Base
T8 LDAP Bags
|16 Loopback Base
[ Managed System Gateway Base
|18 Motes Base

[ 1show Al

’Select AIII [Deselect AII] [Browse... l

Version
0.0.5
0.0.2
0.0.7
00,1
00,2
0.0.4
0.0.4
00,13

0.1.3

Short Mame Wendor

MNOVLDTHTBASE Mavell, Inc.
MOVLGRPWE Marvel, Inc,
MNOVLICFROVE Mavel, Ine.
MOV IDBECBASE Moweell, Inc.
MOVLIMSEASE Mavell, Inc.
MOYLLDAPBASE Mearvell, Inc.
MOVLLBACKE Marvel, Inc,

MNOVLIDMMSGEWE Maovell, Inc.
MOVLMNOTEBASE Mowvel, Inc.

[Show Readme Detais

License i

Cancel

3 Click OK to import the packages.

4 Review the import message, then click OK.

After the packages are imported, you must install the packages before they can be used. Continue
with Section 6.4.2, “Installing Packages,” on page 155 for instructions.
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6.4.2 Installing Packages

You can install packages on Identity Vaults, on driver sets, or on drivers. You can verify the packages
have been imported by following the instructions in Section 6.4.1, “Importing Packages into the
Package Catalog,” on page 154.

There are three different types of packages based on the package are installation target, ie., Identity
vault packages, driver set packages and driver package.

Driver packages are further grouped as:
¢ Driver Base Configuration Packages: Contains the base functionality for a driver. You must
install a driver base configuration package first.

¢ Mandatory Features Packages: If there is a feature that is required for a driver to function, but is
not included in the driver base configuration package, it is added to a mandatory features
package.

¢ Optional Features Packages: Contains features for a driver that aren’t mandatory for the driver
to function.

To install packages on an existing Identity Vault, driver set, or driver, see Section 6.4.3, “Adding
Packages,” on page 157.

To install packages to create a new driver, use the following procedure:

1 Drag and drop an application from the Palette into the Modeler.
or
Right-click the driver set in either the Outline view or in the Modeler, then click New > Driver.

2 Click the check box next to the base package you want install, then click Next.
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@ Driver Configuration Wizard

= Feature Selection
3 Select Driver Base Configuration
Select Mandatory Features
Select Optional Features
= Installation Tasks
Determining Installation Tasks..
8 Installation Summary
Confirm Instalation Tasks

Select Driver Base Configuration

@ only one base package can be selected.

Avallable Packages

| SOAF Base

D SAP User Management Base

[[] 5P Portal Base

] sAP HR Integration Base

[[] role-Based Entitlements (RBE) Base
] role and Resource Service Base
[ Pecplesoft Base

[ nul Service Base

] Notes Base

Fl Managed System Gateway Base
[ Loopback Base

[ LDAP Base

[] Ms Base

[] 1oBC Base

] 1o Provider Base

[T Groupvise Base

] Delirmited Text Base

] Data Collection Service Base

[] avayaBase

Active Directory Base

0.1.0
0.0.2
0011
0.0.1
0.0.3
0.1.2
0.0.1
0.0.3
0.1.0
00,13
0.0.3
0.0.3
0.0.1
0.0.1
008
0.0.1
0.0.4
00,15
0.0.1
0.0.7

1>

&

@ [Import Ciriver Configuration

Cancel

You can only select one base package at a time.

3 (Conditional) If there are mandatory features for the base packages you selected, click the check
box next to those packages; otherwise, continue to Step 4.

4 Click Next.

5 (Conditional) If there are optional features for the base packages you selected, click the check
box next to those packages; otherwise, continue to Step 6.

@ Driver Configuration Wizard

= Feature Selection
@ Select Driver Base Configuration
Select Mandatory Features
2 Select Optional Features
= Installation Tasks
Determining Instalation Tasks..
= Installation Summary
Confirm Installation Tasks

Select Optional Features

Mame

# [W]Cf Entilements and Exchange Maibox Support
# [V]Cf Password Synchronization

# [W]Cf Data Calection

# W] Account Tracking

Wersion

Show only applicable package versions

1) < Back H Mext >

Cancel
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By default, most options are selected because they are recommend for the driver. The optional
features are displayed by groups and you can expand the group to see the packages that are
installed in the group. You must select the group to install the package.

6 Click Next.
7 (Conditional) Select the dependent package, then click OK.

If there are dependent packages that are not installed, you are prompted to install the dependent
package.

a Package Dependencies g

@ The following operations must also be performed to complete the requested operation
for package 'Active Directory Base',

Select OK 0 accept the required operations,

Operaticon Mamea Yersion Fackage Type
Instal B Common Settings 00,4 Criver Set
(84 l ’ Cancel

8 (Conditional) Install each dependent package, if there is more than one dependency.
9 Respond to the prompts, then click Next.

The prompts are specific for each driver. Each driver guide contains the specific instructions for
that driver. See the Identity Manager driver guides Web site (http://www.novell.com/
documentation/idm402drivers/index.html) for the specific driver information.

10 Review the installation summary, then click Finish.

After the packages are installed, the driver contains the new functionality that is included in the
packages.

6.4.3 Adding Packages

You can add new functionality to an existing driver by adding new packages to an existing Identity
Vault, driver set, or driver.

1 Right-click the Identity Vault, driver set, or driver, then click Properties.
2 Click Packages, then click the Add Packages icon 4.

3 Select the packages to install. If the list is empty, there are no available packages to install.
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@ Select Packages @

Lvalable Fackages
Mame Wersion
Provisioning Motification Templates 0,2.0
Fassword Management MNotification Te. .. 0.2.0
Fassword Expiration Motficaton Templ... 0.2.0
Job Default Motification Templates 0,2.0
(4 l ’ Cancel

4 (Optional) Deselect the Show only applicable package versions option, if you want to see all
available packages.

This option is only displayed on drivers. By default, only the packages that can be installed on
the selected driver are displayed.

5 Click OK.
6 Click Apply to install all of the packages listed with the Install operation.

Package Management

Installed Packages ar
Fackage Versi..  Upgra..  Operation
P Password Synchronization Motificatio,.. 0.2.0 Select Operation...
“*Provisioning Motification Templates 0.2.0 Instal
CPassword Management Notification T... 0.2.0 Instal
“*Password Expiration Motification Tem... 0.2.0 Instal
4 Job Default Motification Templates 0.2.0 Instal

7 (Conditional) Fill in the fields with appropriate information to install the package, then click
Next.
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Depending on which package you selected to install, you might have fields that you must fill in.
For detailed information about the fields, see the specific driver guide at the Novell Driver
Guides documentation Web site (http://www.novell.com/documentation/idm402drivers/

index.html).

8 Read the summary of the installation, then click Finish.

9 Click OK to close the Package Management page after you have reviewed the installed packages.

Package Management

Installed FPackages

Package
© Job Default Notification Templates

‘:‘Password Expiration Motification Tem...
“Password Management Notification T...
PPassword Synchronization MNotificatio. .,

@ provisioning Motification Templates

Yersi,,,

0,20
0,20
0,20
0,20
0,20

Lpqgra...

Cperation

Salect Operation...
Select Operation..,
Select Operation..,
Select Operation...
Select Operation...

-

10 Repeat Step 1 through Step 9 for each Identity Vault, driver set, and driver where you want to

add the new packages.

6.4.4  Uninstalling Packages

1 Right-click the Identity Vault, driver set, or driver where the package is installed that you want

to uninstall, then click Properties.

2 Click Packages, select the package you want to uninstall, then click the Select Operation cell.

3 Click Uninstall from the drop-down list.
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Package Management

Installed Fackages ar
Fackage Versi..,  Upgra.. Operation
@ Account Tracking Common 0.2.0 Select Operation,..
D active Cirectory Account Tracking 0,20 Select Operation...
@ active Directory Audit Entilements 0.2.0 Select Operation...
‘:‘Actiue Directory Base 020 v Select Operation...
“Active Directory Default Configuration  0.0.2 Select Operation..,
active Directory Entiternents and Ex... 0.2.0 Select Operation...
@ Active Directory Managed System Inf.. 0.2.0 Select Operation...
@ pctive Directory Password Synchroni.,. 0.2.1 Select Operaton...
@ audit Enfitements Common 0.2.0 Select Operation,..
P Data Colection Common 0.2.0 Select Operation...
‘:‘Password Synchronization Common 0,20 Select Operation...
P Process Logging Cormmon 0.2.0 Uninstal v

Crownigrade

Uninstall
Select Operation...

4 Click Apply to uninstall the package, then click OK to close the Package Management page.

6.4.5 Upgrading Installed Packages

160

You can upgrade any package that is installed if there is a newer version of the package available.

NOTE: If you upgrade the 3.x version of the User Application driver to the User Application version
4.0.2 package, Designer installs both 3.x and 4.0 versions of the same driver policies. Delete the
version 3.x policies and retain the version 4.0 policies. For more information about upgrading drivers
to packages, see “Replacing Existing Content with Content from Packages” in the Identity Manager
4.0.2 Upgrade and Migration Guide.

1 Before upgrading an installed package, create a backup of all of the customized policies in the
package. For information about backing up drivers in Identity Manager, see “Creating an Export
of the Drivers” in the Identity Manager 4.0.2 Upgrade and Migration Guide.

2 Ensure you add any GCVs included in the package to a new GCV Resource object. For more
information, see the “Global Configuration Value Definition Editor” in Policies in Designer 4.0.2.

3 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to upgrade, then click Properties.

4 Click Packages.

If there is a newer version of a package, there is check mark displayed in the Upgrades column.
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Package Management v

Installed Fackages ae
Fackage Vers... | Upgrades | Operation
£ :‘Account Tracking Common 0.2.0 Select Operation...
@ Active Directory Account Tracking 0.2.0 Select Operation...
D active Directory Audit Entiternents 0,20 Select Operation,..
@ Active Directory Base 0.2.0 Select Operation,..
@ pctive Directory Default Configuration 0.0.2 Select Operation...
‘:‘Acﬁve Directory Entilernents and E... 0.2.0 Select Operation...
@ Active Directory Managed System L., 0.2.0 Select Operation...
@ Active Directory Password Synchro.,., 0.2.1 Select Operation...
9 andit Enfilements Cormmon 0.2.0 Select Operation,..
@ Data Collection Commaon 0.2.0 Select Operation...
@ password Synchronization Common  0,2.0 Select Operation...
@ Process Logding Common 0.2.0 Select Operation. ..

5 Click Select Operation for the package that indicates there is an upgrade available.
6 From the drop-down list, click Upgrade.
7 Select the version that you want to upgrade to, then click OK.
All versions that are available to upgrade to are listed.
8 Click Apply.

9 (Conditional) Fill in the fields with appropriate information to upgrade the package, then click
Next.

Depending on which package you selected to upgrade, you might have fields that you must fill
in to upgrade the package. For detailed information about the fields, see the specific driver
guide at the Novell Driver Guides documentation Web site (http://www.novell.com/
documentation/idm402drivers/index.html).

10 Read the summary of the installation, then click Finish.

11 Review the upgraded package, then click OK to close the Package Management page.

6.4.6 Downgrading Installed Packages

You can downgrade any package that you have upgraded. This allows you to revert the driver back
to a known state for troubleshooting purposes.

1 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to downgrade, then click Properties.

2 Click Packages, then click the Select Operation option for the package you want to downgrade.

3 From the drop-down list, select Downgrade.

4 Select the version that you want to downgrade to, then click OK.
All versions that are available to downgrade to are listed.

5 Click Apply, then click Finish to downgrade the package.
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6.4.7

6.4.8

Removing Packages from the Package Catalog

You can remove unused packages from the package catalog all at once or delete a specific package if
the package is currently not in use. If you try to delete a package that is in use, you get an error
message.

If you want to remove all unused packages from the package catalog, complete the following steps:

1 Right-click the package catalog and select Remove Unused Packages.
2 Review the list of packages to be removed and click OK.

If you want to delete a specific package from the package catalog, complete the following steps:

1 Verify that the package is currently not installed:
la Right-click the package in the package catalog, then click Properties.
1b Click Targets.
This page lists all of the objects where the package is currently installed in your project.
1c Click OK to close this page.

1d If the package is currently installed, follow the instructions in Section 6.4.4, “Uninstalling
Packages,” on page 159 to uninstall the package. After the package is uninstalled, continue
with this procedure.

2 Right-click the package in the package catalog, then click Delete.

3 Click Yes to confirm.

Customizing Package Content

The content that the packages deliver can be customized just like the content delivered in driver
configuration files. You can change the content at any time through the tools (such as Policy Builder)
provided in Designer.

There are no additional steps required to make changes to the package content. You use Designer as
you would in the past to change a policy, filter, or any other object that is delivered in a package.

Each package has a checksum file, so that when you make changes to the content delivered in the
packages, Designer keeps track of those changes. Designer adds an icon to content that is customized.
In the figure below, the pub-cp-ADBS policy has changed, where all of the other policies have not
changed since the package was installed.
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Figure 6-2 Changed Policy

= Project | o= Qutfing &3 =0
B W BB &
={&] Identity Yault -~
& server
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=) Library
=g/ Driver
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=) Publisher
H pub-cip-AccTrk-WriteAc
H pub-ctp-ADBS
H pub-ctp-ADBS-Userhlarm
H pub-etp-ADES-HandleMc
M pub-mp-ADBS
H pub-mp-ADBS-Scoping
H pub-pp-ADRS
EE pub-cts-ADES
+-: Subscriber
@ Driver Fiter
ME smp-ADBS
H itp-AccTrk-Publish
H itp-AccTrk-WriteAccounts
H itp-A0BS v
< >

If there is a new package available and you have customized the package, Designer prompts you to
keep your changes or overwrite the customization with the new package content.

You can also revert the customization that you made to any package at anytime.

1 In the Outline view, select an object that has changed.
2 Right-click the selected object, then click Revert Customization.

The content is reverted back to the state it was when the package was first installed. The Revert
Customization option is like an Undo option.

6.4.9 Running a Driver in Factory Mode

Designer also provides an option to remove any customization from a driver, but Designer saves
package configuration values and parameters. This allows you to test the driver if you are having
problems. You can remove the customizations and see if the driver works. If the driver does work,
you know it is a problem with the customization.

To run the driver without customization is called Factory mode. The Factory mode allows you to
remove customizations from the driver through one procedure instead of removing customizations
from each package.

To run a driver in Factory mode:

1 In the Outline view or in the Modeler, right-click the driver, then click Properties.
2 Click Packages, then select Run driver in Factory mode.

3 Select how Package Manager handles the customizations and custom configuration of your
driver. The options are:

¢ Strict: Package Manager removes all customizations and custom configuration from your
driver.
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¢ Relaxed: Package Manage removes all customizations but no custom configuration from
your driver.

4 Click Activate to save the selected change.
5 (Optional) Click the Configure Factory mode icon # to change the selected option.
6 Click Apply or OK to make the change active.

6.4.10 De-activating Factory Mode

When you turn off Factory mode on the driver, Package Manager does the following:

¢ Restores all package customizations
¢ Restores custom configuration if you selected Strict

¢ Preserves package configuration values and parameters
To de-activate Factory mode:

1 In the Outline view or in the Modeler, right-click the driver, then click Properties.
2 Click Packages, then deselect Run driver in Factory mode.

3 (Optional) Select Reset driver to permanently reset the driver to factory defaults. When you select
this option, the following tasks are performed:

¢ All package customizations are deleted
¢ Custom configuration are deleted (only if you are in strict mode)
¢ Package configuration values and parameters are preserved

4 (Optional) Select Save driver configuration to create a driver configuration file that contains the
currently values, parameters, and customization.

5 Click De-Activate.
6 Click Apply or OK to make the change active.

6.5 Developing Packages

Creating packages involves a different set of tasks that managing packages.

¢ Section 6.5.1, “Enabling the Package Development Mode,” on page 165
¢ Section 6.5.2, “Creating Packages,” on page 165

¢ Section 6.5.3, “Adding Content to Packages,” on page 166

¢ Section 6.5.4, “Editing Content in the Packages,” on page 167
¢ Section 6.5.5, “Creating Package Prompts,” on page 167

¢ Section 6.5.6, “Editing Package Prompts,” on page 168

¢ Section 6.5.7, “Versioning Packages,” on page 169

¢ Section 6.5.8, “Copying Packages,” on page 170

¢ Section 6.5.9, “Localizing Packages,” on page 171

¢ Section 6.5.10, “Building Packages,” on page 171

¢ Section 6.5.11, “Publishing Packages,” on page 172
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6.5.1

6.5.2

Enabling the Package Development Mode

Packages can only be created and modified when the Identity Vault is running in the development

mode.

1 Either in the Outline view or the Modeler, right-click the Identity Vault, then click Properties.
2 Select Enable Package Developer Mode, then click OK.

Enable Package Developer Made

@ Enable the Identity VaLlt to build IDM content packages.

Fackage builder mode should only be enabled when creating
packages not for developing and deploying IDM systams,

Creating Packages

Packages are the delivery mechanism for Identity Manager content. They can be created for Identity
Vaults, driver sets, and drivers. When you create a package, you are creating the framework for
delivering the content. Creating the content for a package is different than creating the package. This
section explains how to create the package, then Section 6.5.3, “Adding Content to Packages,” on
page 166 explains how to add the content to the package.

Packages are stored in package categories and package groups. If you have these items created, skip
to Step 5 to create the package. If you don’t have a package category or a package group created, start
with Step 1.

In the Outline view, right-click the package catalog, then click New Category.

Specify the name of the category, then click OK.

Right-click the package category that you created in Step 2, then click New Group.

Right-click the package group that you created in Step 4, then click New Package.

1
2
3
4 Specify the name of the package group, then click OK.
5
6

Use the following information to create the package:

*

*

*

*

Name: Specify a name for the package.

Short Name: Specify a unique short name for the package. This name must be unique in the
Identity Vault.

Version: Specify a version for the package.
Description: Specify a description for the package.

Type: Determines where a package is installed. Select whether the package is installed on
an Identity Vault, a driver set, or a driver.

Base Package: Select this option if you want to allow other packages to be installed when
this package is installed.

Category: Select the package category for this package.
Group: Select the package group for this package.

7 Click Next.
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8

9
10

11
12

Use the following information to define the package constraints:

¢ IDM Compeatibility: Select the minimum and maximum versions of Identity Manager that
this package is compatible with.

¢ Application Compatibility: Select the minimum and maximum versions of the managed
application that this package is compatible with.

¢ Driver Type: Select the driver or drivers that this package is compatible with.
Click Next.
Use the following information to define the vendor of the package:

¢ Vendor Name: Specify the vendor name. If this is for internal consumption, specify the
name of your company.

¢ Vendor Address: Specify the address for the vendor or your company.

¢ Vendor URL: Specify the URL of the vendor or your company.

¢ Vendor eMail: Specify an e-mail for the vendor or your company.

¢ Contact Name: If there is a specific contact person for this package, specify his or her name.

¢ Contact eMail: If there is a specific e-mail address for the contact person, specify it in this
field.

Click Next.

Review a summary of the information you specified, then click Finish.

6.5.3 Adding Content to Packages

166

After you have created a package, you must add Identity Manager content to the package for the
package to have value. This section explains how to add, remove, and update content in a package.

1

Verify you have a package created. If not, follow the steps in Section 6.5.2, “Creating Packages,”
on page 165 to create a package.

Drag and drop an application from palette into the Modeler to launch the Package Installation
Wizard.

The Package Installation Wizard does not show any packages if the catalog is empty.
Cancel out of the Package Installation Wizard.
This creates an empty driver.

Right-click the empty driver, then click Properties.

5 Click Packages to install the package on the driver.

In order to start package development, you first must install the package on the driver.
Click the Add Package icon # to display the packages to be installed on this driver.

The package list is initially filtered by the driver types. To see all the driver packages, deselect
Show only applicable package versions.

Click the box next to the package to install, then click OK.
The package is now displayed in the Operations column with a pending operation of Install.
Click OK on the properties page to install the package.

Because the package is empty, the Package Installation Wizard displays the summary page
indicating which packages are installed.

Click Finish to install the package.
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6.5.5

10 After the package is installed, create the new package content on the driver. See Table 6-1 on
page 152 for a list of items that can be contained in packages.

For example:
10a Right-click the driver in the Outline view, then click New > DirXML Script.
10b Specify a name for the policy, then click OK.
10c Edit the policy by adding rules, actions, and conditions, then close the Policy Builder.
In this example, the policy is created and can be added to the package at this point.
11 Right-click the content item you created, then click Add to Package.
For this example, right-click the policy.

12 In the list of packages installed on the driver, select the package where the policy is going to be

added, then click OK.

IMPORTANT: Only packages that are created in Designer are displayed in the list. Any

packages that are imported into Designer are not displayed in the list. You can only add content

to a package you create. You cannot add content to a package you have imported.

The policy is added to the package and can be viewed in the package catalog. You can now build
and release your package. When users install the package, what ever language Designer is using,

this is the language that the package is installed in.

Editing Content in the Packages

After content is added to a package, you can make changes to the content, by right-clicking the object

and selecting one of the following options:

¢ Package Properties: Displays the properties of the package the content is part of, without
accessing the package in the package catalog.

+ Remove from Package: Removes the object from a package. Right-click the object you want to

remove from a package, then click Remove from Package.

¢ Sync to Package: Make the changes to the content through Designer as if the object is not part of
a package, then right-click the edited object and click Sync to Package. The changes made to the

content are synchronized to the package.

¢ Revert Customization: You can remove the changes to the package, if you decide you don’t

want them. Right-click the object, then click Revert Customization. This removes the changes and

reverts the package back to its original state.

Creating Package Prompts

You can configure the package content when it is installed, if you add prompts to the package.

Prompts perform the same function as the Driver Configuration Wizard when a driver configuration

file is imported. The prompts can set values in GCVs and configure specific features of the driver

such as using entitlements or synchronizing passwords.

The prompts are stored as Resource objects in the package. Each Resource object can contain a page

of prompts, which is displayed to the user before he or she clicks Next.
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To add prompts to a package:

1 Verify that you have a package created with content. Otherwise, follow Section 6.5.2, “Creating

Packages,” on page 165 and Section 6.5.3, “Adding Content to Packages,” on page 166 to create a
package with content.

Right-click the package in the package catalog, then click Generate Prompt Resource.
You are presented with up to four options, depending on the type of package you created.
Select the appropriate option for your needs:

Driver Name: This option is only available if you are creating a base package. This option
creates a Resource object that contains the prompts and parameters to create a name for a driver.

Initial Settings: Creates all of the default attributes required to create a driver object.

Upgrade Settings: Creates a Resource object that contains style sheets that maintain the package
settings so that they are not overwritten when the new package is installed. Select this option if

the package you are creating is an upgrade to an existing package.

Remote Loader: This option is only available if you are creating a base package. This option
creates a Resource object that contains the prompts and parameters to enable the driver for a
Remote Loader connection.

You now have default package prompts created and you can edit and change these prompts for your
own needs. You can also create custom prompts by creating GCV Resource objects. For more
information, see the “Global Configuration Value Definition Editor” in the Policies in Designer 4.0.2.

Editing Package Prompts

You can edit properties of the Resource object to change the default package prompts to meet your
needs. You can add new prompts, edit the existing prompts, or add default values for the prompts
that are displayed when the package is installed.

¢ “Adding Prompts” on page 168
+ “Editing Existing Prompts” on page 169
¢ “Setting Default Values for the Prompts” on page 169

Adding Prompts

1 In the Outline view, right-click the Prompt Resource object in the package, then click Properties.
2 Click Prompts, then click Add.
3 Fill in the following fields to create the prompt:

Name: Specify a name for the prompt.

Display Name: Specify a display name for the prompt. This is the name displayed when users
are presented with the prompt.

Description: Specify a description for the prompt. This information is displayed in the
information icon next to the prompt. This information helps users know what to enter into the
field.

Type: Select the type of the prompt.
4 Click Next, then click OK to save the changes and close the page.
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Editing Existing Prompts

1
2
3

In Outline view, right-click the Prompt Resource object in the package, then click Properties.
Click Prompts.
Select the prompt, then click Edit.

4 Make the desired changes, then click Finish.

Setting Default Values for the Prompts

1
2
3
4

In the Outline view, right-click the Prompt Resource object in the package, then click Properties.
Click Prompts.

Specify the default value in each prompt, then click Apply to save the changes.

Click OK to close the Prompts page.

Versioning Packages

You can create a new version of a package to provide bug fixes or enhancements to released
packages. Versioned packages contain the same unique global identifier to support upgrading and
downgrading package installations.

1

Verify that you have a package created with content. Otherwise, follow Section 6.5.2, “Creating
Packages,” on page 165 and Section 6.5.3, “Adding Content to Packages,” on page 166 to create a
package with content.

In the package catalog, right-click the package you want to version, then click New Package
Version.

Set the version of the package higher than the current version. All of the other fields stay the
same when you are changing the version.

Click Next.

5 Use the following information to define the package constraints:

¢ IDM Compeatibility: Define the minimum and maximum versions of Identity Manager that
the package supports.

¢ Application Compatibility: Define the minimum and maximum versions of the managed
application that the package supports.

¢ Driver Type: Select the drivers that the package supports.
Click Next.
Use the following information to define the vendor of the package:

¢ Vendor Name: Specify the vendor name. If this is for internal consumption, specify the
name of your company.

¢ Vendor Address: Specify the address for the vendor or your company.
¢ Vendor URL: Specify the URL of the vendor or your company.
¢ Vendor eMail: Specify an e-mail for the vendor or your company.

¢ Contact Name: If there is a specific contact person for this package, specify their name.
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8

¢ Contact eMail: If there is a specific e-mail address for the contact person, specify it in this
field.

Review the summary of the new package version, then click Finish.

The new package with the new version number is created in the package catalog. You can now build
and release your package. When users install the package, what ever language Designer is using, this
is the language that the package is installed in.

Copying Packages

Copying packages gives you the same content, but it contains a different global identifier. This allows
you to create a new package based on content of an existing package.

1

Verify that you have a package created with content. Otherwise, follow Section 6.5.2, “Creating
Packages,” on page 165 and Section 6.5.3, “Adding Content to Packages,” on page 166 to create a
package with content.

Right-click the package in the package catalog you want to version, then click Copy Package
Version.

Use the following information to create a copy of the package:
¢ Name: Change the name of the package, if desired.

¢ Short Name: Change the unique short name for the package. This name must be unique in
the Identity Vault.

¢ Version: By default, the package version is set to 1.0.0, which you can change.
¢ Description: Specify a description for the package.

¢ Type: This field cannot change. The package type is determined when you create a package,
not when you copy a package.

¢ Base Package: This option cannot change. Whether the package is a base package or not is
determined when you create a package, not when you copy a package.

¢ Category: Change the package category for this package, if desired.
¢ Group: Change the package group for this package, if desired.
Click Next.

5 Use the following information to define the package constraints:

¢ IDM Compeatibility: Define the minimum and maximum versions of Identity Manager that
the package supports.

¢ Application Compatibility: Define the minimum and maximum versions of the managed
application that the package supports.

¢ Driver Type: Select the drivers that the package supports.
Click Next.
Use the following information to define the vendor of the package:

¢ Vendor Name: Specify the vendor name. If this is for internal consumption, specify the
name of your company.

¢ Vendor Address: Specify the address for the vendor or your company.
¢ Vendor URL: Specify the URL of the vendor or your company.
¢ Vendor eMail: Specify an e-mail for the vendor or your company.

¢ Contact Name: If there is a specific contact person for this package, specify their name.
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¢ Contact eMail: If there is a specific e-mail address for the contact person, specify it in this
field.

8 Review the summary of the new package version, then click Finish.

The copy of the package is created in the package catalog. You can now build and release your
package. When users install the package, what ever language Designer is using, this is the language
that the package is installed in.

Localizing Packages

You can localize the strings in the packages you create. This allows you to provide packages in
multiple languages for your customers. Designer generates the properties files that contain the
strings that you can have localized.

You must do the following procedure for a package before the package is built.
To localize a package:

1 In the Outline view, right-click the package in the package catalog, then click Localization >
Generate Properties Files.

Click Browse, then browse to and select the directory that will store the properties files.
Click OK.

Take the properties files and have them localized.

a b~ W DN

After the properties files are localized, place them in local directory on the machine that is
running Designer.

Open your project, then right-click the package in the package catalog.
Click Localization > Import Properties Files.

Click Browse, then browse to the directory that contains the localized properties files.
Click OK twice.

© 00 N O

You can now build and release your package. When users install the package, what ever language
Designer is using, this is the language that the package is installed in.

Building Packages

After you have created your custom packages, you can build and release these packages for
consumption.

1 In the Outline view, right-click the package in the package catalog you want to build, then click
Build.

2 Click Browse, then browse to and select the directory where the package will be built.
3 Click OK.
4 (Conditional) Select Release Package, if you are ready to release the package.

After you release a package, it becomes read-only and you cannot make any modifications to it.
However, you must release a package to publish it.

5 Review the summary information, then click OK.
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6.5.11 Publishing Packages

After you have built and released your packages, you can publish the packages so users can consume
them. Only packages that have been built can be published.

1 Verify the package has been built and released by completing Section 6.5.10, “Building
Packages,” on page 171.

The Publish option is not available until you have released the package.

Right-click the built and released package, then click Publish.

Click Browse, then browse to and select the directory to place the published package.
Click OK.

Click Browse, then browse to and select the directory where you built the package.
Click OK twice.

o O~ WN

You can publish the packages to your own Web server and have users configure Designer to point to
your Web server for package updates.

To configure Designer for additional package update sites:

1 In the toolbar, click Windows > Preferences.

2 Click Novell > Package Manager > Online Update.

3 Click the Add URL icon <.

4 Specify a name for the Vendor and the URL for the Web server, then click OK.
5 Click OK to close the Online Updates page.

172  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



Managing the Schema

Designer includes a copy of the base Identity Vault schema, which is stored in the BaseIVSchema.xml
file. This file is located in

\Designer\plugins\com.novell.core.datatools x.x.x.x\defs\schema, where x.x.x.x
represents the specific Designer build.

Do not directly modify BaseIVSchema.xml. Instead, use Designer to add the schema information
from this file into your project. The Manage Schema tool allows you to change the schema as part of
the project without modifying the original BaseIVSchema.xml file.

You can add, delete, rename, and modify classes and attributes in the Identity Vault schema. You can
import the Identity Vault schema from the production environment, or use the default schema. After
modifying the schema, you can deploy it into the production Identity Vault.

WARNING: If you do not have a good understanding of how the Identity Vault schema works,
changing the default schema can cause data corruption. If you modify classes or attributes and then
deploy the modified schema into a tree where these classes are in use, one of the following problems
can occur:

¢ Those objects can become unknown.

¢ Synchronization errors can occur.

To understand the basics of the schema, see “Managing the Schema” (http://www.novell.com/
documentation/edir88/edir88/data/a4a9bz0.html) in the online documentation for Novell eDirectory
8.8.

If you subscribe to LogicSource, see Novell LogicSource for eDirectory (http://support.novell.com/
subscriptions/articles/novell_logicsource.html) for additional information. LogicSource is a
subscription-based service that Novell provides to its customers.

¢ Section 7.1, “Using the Manage Schema Tool,” on page 174

¢ Section 7.2, “Creating Classes and Attributes,” on page 184

¢ Section 7.3, “Modifying the Schema,” on page 186

¢ Section 7.4, “Deploying the Schema into the Identity Vault,” on page 187

¢ Section 7.5, “Exporting the Schema to a File,” on page 190

¢ Section 7.6, “Importing the Schema,” on page 195

¢ Section 7.7, “Managing a Copy of an Application Schema,” on page 202

¢ Section 7.8, “Mapping Identity Vault to an LDAP Schema,” on page 205

¢ Section 7.9, “Comparing the Schema,” on page 205
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7.1 Using the Manage Schema Tool

To open the Manage Schema tool, right-click an Identity Vault object in the Modeler or Outline View,

then select Manage Vault Schema.

If a custom schema in the production environment needs to be tested, you can import the schema into
Designer. After you have tested and modified the schema, you can deploy it into the production
environment. For information about importing schema, see Section 7.6, “Importing the Schema,” on

page 195.

The Manage Schema tool lets you add, delete, rename, and modify classes and attributes in the
Identity Vault schema. The class information and the attribute information is organized into separate

tabs in the Manage Schema tool.

¢ Section 7.1.1, “The Classes Tab,” on page 174
¢ Section 7.1.2, “The Attributes Tab,” on page 177

7.1.1 The Classes Tab

From the Classes tab, the Manage Schema tool lets you add, delete, rename, and modify schema

classes.

Classes | attributes
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Bindary Quaus
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certificationduthorityiier2 . : —_———  CElLu
ComimE e Aliased Object Name (Mandatory)
Computer
condingentWorker W
[CJonly show changes

I oK J[ Cancel El _

The Classes tab includes the following components:

¢ “Class List Toolbar” on page 175

¢ “Only Show Changes” on page 175
¢+ “ASN1” on page 175

¢ “Flags” on page 175
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¢ “Show Inherited Associations” on page 176

¢ “Associations List” on page 176

Class List Toolbar

The Classes list includes the following tools:

Table 7-1 Classes List Toolbar

Icon Description

Add Class @ Launches the New Class Wizard to create a new
Identity Vault class.

Rename Class @ Renames any non-base class. You cannot rename
base classes.

Delete Class % Deletes any non-base class. You cannot delete
base classes.

Schema Notes =] Adds descriptive notes to any non-base class.You
cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Classes list. When it is selected, the Classes list displays
only those classes that are not part of the base schema, as defined in BaseIVSchema.xml. If no non-
base classes exist, the Classes list is empty.

Deselect Only show changes to see a complete list of base and non-base classes in the Identity Vault
schema.

ASN1

Specifies the class’s Abstract Syntax Notation number One ID. The ASN1 ID is important as you plan
to make the schema definition publicly available.

If you register your schema definition with Novell, Novell assigns your class an ASN1 ID. This
unique identifier eliminates the possibility of schema collisions caused by duplicate schema names
with different definition structures.

For more information about ASN1, visit the International Telecommunications Union Web site (http:/
/www.itu.int/ITU-T/asn1/index.html).

Flags

The Flags options let you modify the class type:
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Table 7-2  Supported Class Types

Flag Description

Effective You can create an instance of the defined object in
the Identity Vault.

Noneffective Only used to define other classes. You cannot
create an object of a noneffective class.

Auxiliary Combines attributes to be added to other classes
by extending the object class attribute.

Container Sets the object to be a container object instead of a
leaf object. If it is set to be a container, this object
can contain other objects.

Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
attributes associated with a class. When the check box is selected (the default), the Associations list
displays both assigned and inherited attributes. When the check box is deselected, the Associations
list displays only assigned attributes.

NOTE: When you select Show Inherited Associations, you cannot delete entries from the Associations
list.

Associations List

The Associations list displays the classes and attributes associated with the selected class. The
Associations list includes four tabs, each with a toolbar.

Attributes: The Attributes tab displays the attributes associated with the selected class. It also
identifies if attributes are mandatory or naming. All unmarked attributes are optional.

The Attributes tab includes the following tools:

Class Field Description

Add Naming @i Adds a naming attribute association to the selected
class.

Add Mandatory &j Adds a mandatory attribute association to the
selected class.

Add Optional @& Adds an optional attribute association to the
selected class.

Delete Deletes an attribute association from the select
class.

Super: The Super tab displays the classes from which the selected class inherits attributes. A class that
another class inherits