Policy and Distribution Services

Novel|® ZENworks® 6.5 Server Management Policy and Distribution Services is a software,
configuration, and behavioral management system for servers. Through Policy and Distribution
Services, you can:

+ Control the versions of software installed on servers throughout the network
+ Define and enforce a standard configuration on any given set of servers

+ Control the behavior of serversin given situations, such as downing a server, backing up
volumes, managing thresholds exceeded, and so on

Policy and Distribution Services has three components:
+ Tiered Electronic Distribution: Simplifies datadelivery and server policy implementation
+ Server Palicies: Simplifies configuration and management of your servers

* Server Software Packages. Simplifiesthe installation of software
You can administer Policy and Distribution Services by using the following:

+ ConsoleOne 1.3.6, where you can create and configure ZENworks Server Management
objects and perform management tasks for Policy and Distribution Services.

+ ZENworks Server Management Rolein Novell iManager 2.0.2, where you can perform
management tasks for Policy and Distribution Services using iManager from any workstation
where Internet Explorer 5.5 or later is available.

The Policy and Distribution Services documentation contains the following sections:

¢ Chapter 1, “Post-Installation Setup,” on page 27 (After installing ZENworks 6.5 Server
Management for the first time, use this section to complete afull configuration of your
policies and distribution system.)

+ Chapter 2, “Novell iManager,” on page 69

+ Chapter 3, “Tiered Electronic Distribution,” on page 85

+ Chapter 4, “Server Policies,” on page 191

+ Chapter 5, “ Server Software Packages,” on page 231

+ Chapter 6, “Desktop Application Distribution,” on page 267

* Chapter 7, “Security in Policy and Distribution Services,” on page 295
+ Chapter 8, “Scheduling,” on page 311

+ Chapter 9, “Variables,” on page 333

+ Chapter 10, “ZENworks Database,” on page 343

¢ Chapter 11, “Reporting,” on page 355

Policy and Distribution Services 25



+ Appendix A, “Distribution Types,” on page 375

+ Appendix B, “Schedule Types,” on page 387

¢ Appendix C, “Server Console Commands,” on page 393

* Appendix D, “Load/Unload Actions,” on page 397

+ Appendix E, “Requirements for Server Software Packages,” on page 399

+ Appendix F, “Registry Entries for Server Software Package Components,” on page 405
+ Appendix G, “Documentation Updates,” on page 409
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Post-Installation Setup

To use the Tiered Electronic Distribution capability of Novell® ZENworks® Server Management
effectively, you must correctly install and configure its components on your network. You should
have already performed a basic installation of Policy and Distribution Services (see “Installation
on NetWare and Windows’ in the Novell ZENworks 6.5 Server Management Installation Guide.

For information on configuring policies, see Chapter 4, “Server Policies,” on page 191.

This section provides you with the concepts, a planning worksheet, and instructions to help you
further configure your Tiered Electronic Distribution system. For more detailed information, see
Chapter 3, “Tiered Electronic Distribution,” on page 85.

The information provided in the following sections will help you to add new Distributors as
needed, finish installing the Subscriber software as needed, configure a Distributor’s routing
hierarchy, create some Distributions, and send those Distributions:

+ “Planning Your Distribution System” on page 27

In this section, you can use the planning worksheet to keep track of the decisions you need to
make. Then you can easily perform your planned configurations from the information on the
planning worksheet.

+ “Configuring Your Distribution System” on page 43
This section provides the steps for configuring your distribution system.
+ “Managing Your Distribution System” on page 59

This section provides an overview of how you can manage your distribution system using
Novell ConsoleOne® and Novell iManager.

+ “Configuration Planning Worksheet” on page 60

The planning worksheet contains basic information for each worksheet entry. It also contains
links to where you can view more information to better understand a worksheet entry.

The worksheet should not be used in place of the proceduresin “Configuring Your
Distribution System” on page 48, because the worksheet only contains planning information;
it does not contain information for the procedures that are not planned.

Planning Your Distribution System

Use these sections in the following order:
1. “Overview” on page 28
2. “Selecting Your Distributions” on page 30
3. “Understanding Your Network Topology” on page 34
4. “Are Additional Distributors Needed?’ on page 35
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“Other Subscribers To Be Installed?’ on page 39
“Determining the Distribution Flow” on page 39
“Understanding Distribution Security” on page 42
“Determining the Channels for the Distributions’ on page 44
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“Determining Subscribers' Subscriptions’ on page 45
10. “Determining the Distribution Schedules’ on page 46

Overview

Policy and Distribution Services contains three components:
+ Tiered Electronic Distribution is a distribution system for your network.

+ |tisaway to manage your network servers through the distribution of electronic data
between servers.

+ |t uses atiered architecture for distribution efficiency. For example, workload sharing:
one server can service many others, then each of those many servers can also service
many more, and so on to any number of tiers.

+ |t provides Distribution scheduling for efficient bandwidth usage, such as distributing
during off-peak hours.

* |t provides security to prevent unauthorized tampering with the Distributions.
+ Server Paliciesisasystem for managing the configuration and behavior of your servers.

+ Server Software Packagesis afeature for automating the installation and upgrading of
software on your servers.

Tiered Electronic Distribution isusually involved when you use any of these components, because
most policies and all Server Software Packages are distributed. Therefore, in this section we will
concentrate on understanding and configuring Tiered Electronic Distribution. See the following
sections for more information on the other two components of Policy and Distribution Services:

+ Chapter 4, “Server Policies,” on page 191
+ Chapter 5, “ Server Software Packages,” on page 231

The following sections provide basic information that will help you to understand Tiered
Electronic Distribution and what you will need to know to configureit:

+ “What Can You Distribute?’ on page 28
+ “How Is Data Distributed?’ on page 29
+ “What Do You Need to Know to Plan Your Distribution System?’ on page 29

What Can You Distribute?

The types of electronic data you can distribute using Tiered Electronic Distribution include:

Distribution Type Content Distributed

Desktop Application Desktop Application objects and files created in ZENworks Desktop
Management

File Files and directories contained on the Distributor server’s file system
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Distribution Type Content Distributed

FTP Files and directories from an FTP source

HTTP Content from an HTTP source

MSI Con_tains software to be installed in a Windows* environment by the MSI
engine

Policy Package Policies for controlling servers

RPM RPM packages for Linux and Solaris* servers (but only for Solaris if RPM is

installed to the Solaris machine)

Software Package Server Software Packages for automatically installing or upgrading software

on your servers

From thislist, you can see that thereis avariety of electronic datatypes that you can distribute to
your servers.

How Is Data Distributed?

Tiered Electronic Distribution sends Distribution files from Distributor servers to Subscriber
servers. The basic distribution processis as follows:

8.
9.
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Decide what you want to distribute.

Create the Distribution.

Create a Channel for the Distribution.

Determine which Subscriber servers need this Distribution.

Subscribe the Subscriber servers to the Distribution’s Channel.

Make sure the applicable schedules are set (Build, Send, and Extract).

Send the Distribution by refreshing the Distributor, which causes the Distribution to be built
according to the Distribution’s Build schedule, and sent according to the Channel’s Send
schedule.

The Distribution is extracted on the Subscriber servers according to their Extract schedules.

The Distributions are used by the Subscriber servers according to the Distribution’s type.

From this process, you can seethat there are several components of Tiered Electronic Distribution
that will need to be created and configured. For more information, see “ The Basic Distribution
Process’ on page 88 and “ Understanding the Distribution Processes’ on page 170.

What Do You Need to Know to Plan Your Distribution System?

+ The Distributions that you want, including:

+ Whether you want to distribute server files, HTTP content, FTP content, or RPM
packages

+ |f there are any desktop applications to be distributed (affects how you set up Subscriber
objects when you have multiple trees)

+ Which policies you needed for managing your servers

* What server software should have automated installation
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+ Whether you'll need additional Distributors

+ Whether you have both Novell eDirectory™ 8.7.3 and NDS® 6.x or 7.x in your environment,
which adversely affects Distributors (aworkaround is available)

+ How many databases you' Il need for reporting purposes
+ Whether you need to complete installation of the Subscriber software to your servers
+ Which Subscribers need which Distributions

+ Your network’s topology (server platforms, slow WANS, firewalls, Network Address
Trangdlation [NAT], multiple trees, and so on)

+ The system resource and server behavior issues that Tiered Electronic Distribution might
create

+ Whether you need to encrypt Distributions for certain servers
+ Whether you can use Subscriber Groups for channeling Distributions

+ How you want the Distributions to flow to the Subscriber servers (the tiered distribution
model)

+ How you want to schedul e the distribution processes to minimize network traffic during
business hours

To determine the above information, continue with “ Selecting Your Distributions” on page 30.

Selecting Your Distributions
This section provides you with basic information for each Distribution type.

You can build your distribution system incrementally by adding Distributions afew at atime, then
adding Distributors when needed. You can revisit this process at any timeto add new Distributions.

Print acopy of the“ Configuration Planning Worksheet” on page 60. Worksheet fill-in instructions
are given as you review the planning sections.

Review the following Distribution type sections to select which ones you want to create at this
time. Planning worksheet entries are provided for each Distribution type.

+ “Desktop Application” on page 31
+ “File” on page 31

¢ “FTP" on page 31

¢ “HTTP’ on page 32

¢ “MSI” on page 32

+ “Policy Package” on page 32

+ “RPM” on page 34

+ “Software Package’ on page 34
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Desktop Application

File

FTP

ThisDistribution type allowsyou to distribute Application objects and associated filesto specified
locations on the eDirectory tree and target Subscriber servers.

For information on integration with Desktop Management, see Chapter 6, “Desktop Application
Distribution,” on page 267.

For information on the Desktop Application type of Distribution, see “ Desktop Application” on
page 116.

Determine whether you want to create a Desktop Application Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

If you want to maintain trustee rights in the Distribution, under item 3 and item 20, indicate that you
have Desktop Application Distributions, and therefore each server that receives Desktop Application
Distributions must have its Subscriber object and NCP™ server object in the same tree.

Under item 19, enter Desktop Application as the type of Distribution to be created. Also indicate the
following:

+ A name for the Distribution that indicates its purpose

+ Names of the servers that need a Desktop Application Distribution

With this Distribution type you can select files and/or directories from the Distributor server’sfile
system to distribute to a selected location on the Subscriber server’sfile system.

A Distribution Wizard is available for automating the process of creating the File and FTP types
of Distributions. For more information, see “ Using the Distribution Wizard” on page 141.

For information on the File type of Distribution, see “File” on page 116.

Determine whether you want to create a File Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter File as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need a File Distribution

With this Distribution type you can create a Distribution consisting of files from one or more FTP
sources. Each source can contain one or more directories and/or files.

A Distribution Wizard is available for automating the process of creating the File and FTP types
of Distributions. For more information, see “ Using the Distribution Wizard” on page 141.

For information on the FTP type of Distribution, see “FTP’ on page 118.
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HTTP

MSI

Determine whether you want to create an FTP Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter FTP as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an FTP Distribution

With this Distribution type you can create a Distribution consisting of one or more HTTP sources.
Each source can contain one or more target entries.

For information on the HTTP type of Distribution, see“HTTP” on page 118.

Determine whether you want to create an HTTP Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter HTTP as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an HTTP Distribution

ThisisaDistribution of MSI packages that are installed by the MSI engine in a Windows
environment.

For information on the M S| type of Distributions, see“MSI” on page 118.

Determine whether you want to create an MSI Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter MSI as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an MSI Distribution

Policy Package

32

This Distribution type provides the mechanism for applying any of the following policiesto
Subscriber servers:

Policy Description

Copy Files Enables copying of files on a server from one location to another by
using policy configurations.

NetWare Set Parameters  gpecifies and optimizes selected NetWare® Set Parameters for a

server or group of servers.
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Policy

Description

Prohibited File

Used to monitor and enforce the deletion or moving of unauthorized
files from a specified volume/drive or directory/folder.

Scheduled Down

Schedules when a server should go down, and whether it should be
brought back up automatically.

Scheduled Load/Unload

Automates the loading and unloading order of NLM™ and Java* Class
processes for the selected servers, and for starting and stopping
Windows services.

Search

Used in ZENworks Server Management to enable the Distributor Agent
to locate and use policies in the Service Location Package.

Server Down Process

Controls which processes to follow and which conditions to meet before
downing a server.

Server Scripts

Automates script usage on your servers.

SMTP Host

Sets the TCP/IP address of the relay host that processes outbound
Internet e-mail.

SNMP Community Strings

Allows you to receive and respond to SNMP requests.

SNMP Trap Targets

Sets SNMP trap targets for associated eDirectory objects for reporting
purposes.

Text File Changes

Automates changes to text files.

Tiered Electronic
Distribution

Sets defaults for the Distributor and Subscriber objects.

ZENworks Database

Sets the DN for locating a ZENworks Database object and the path to
the database file. The database is used by Policy and Distribution
Services for logging successes and failures that are used in creating
reports.

The database location specified during installation can be overridden
by creating and enabling this policy.

ZENworks Server
Management

Contains basic configuration parameters for Policy and Distribution
Services, such as status logging, defining the server console prompt for
the Policy/Package Agent, setting its working path, and setting a
database purging limit.

For more information on each policy, see” Server Policy Descriptions’ on page 198.

For information on policies and policy packages, see Chapter 4, “Server Policies,” on page 191.

For more information on the Policy Package type of Distribution, see “Policy Package” on

page 119.
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RPM

Software Package

Determine whether you want to create a Policy Package Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter Policy Package as the type of Distribution to be created. Also indicate the
following:

+ Names of the policies

+ For each policy, names of servers that need the policy

ThisisaLinux or Solaris platform Distribution. You can distribute Red Hat* Package Manager
(RPM) packages using the RPM Distribution.

For information on the RPM type of Distribution, see “RPM” on page 119.

Determine whether you want to create an RPM Distribution at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter RPM as the type of Distribution to be created. Also indicate the following:
+ A name for the Distribution that indicates its purpose

+ Names of the servers that need an RPM Distribution

This Distribution type allows you to distribute Server Software Packages that you createin

ConsoleOnein the Server Software Package namespace. You first create a .spk file, then compile
it into the .cpk file that is distributed.

For information on Server Software Packages, see Chapter 5, “ Server Software Packages,” on
page 231.

For information on the Software Package Distribution type, see “ Software Package” on page 120.

Determine the software packages you want to create at thistime:

CONFIGURATION PLANNING WORKSHEET

Under item 19, enter Software Package as the type of Distribution to be created. Also indicate the
following:

+ A name for the Distribution that indicates its purpose

+ Names of servers that need a Software Package Distribution

Understanding Your Network Topology

In order for you to efficiently manage your distribution system, you need to know your network’s
topology. For example:

+ What are your server platforms?
+ How many servers do you have per platform?

* Where are your servers located in relation to WAN links and firewalls?
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+ |sNetwork Address Translation (NAT) being used?

* Where are your slow network links?

Thistype of information is used to help you configure the best distribution management solution
for your network.

To obtain information concerning your network:

1 Note the trees where you extended the schema for Server Management.

CONFIGURATION PLANNING WORKSHEET

Under item 1, provide the names of the trees in your network where you extended the schema
for Server Management.

2 Draw adiagram of your network structure.
You will use this diagram later to determine distribution routes.
Indicate the following on your diagram:
¢+ Whereslow links exist
¢ The number of serverson each LAN
¢ The number of servers outside afirewall
¢ The number of servers using NAT

3 Draw tree diagrams that show how your trees are currently organized. Include the main
containers, such as:

*

*

*

The containers that represent geographic locations (a physical tree design)
The containers that represent the corporate organization (alogical tree design)

The containers where servers reside (for Distributors and Subscribers)

4 Indicate the following on your tree diagrams:

+  Where servers are located that could be Distributors (NetWare, Windows, Linux, or
Solaris serversthat exceed the minimum Server Management requirements)

+ Containers where there are slow network connections
This should match where you indicated slow connections on your network diagram.
5 Indicate the following on your network diagram:

+  Wherethe servers are located (as you just noted on the tree diagrams) that could be
Distributors

Are Additional Distributors Needed?

When installing Policy and Distribution Services for the first time, you installed one Distributor
with a database file. Generally, you'll need Distributors according to your corporate structure or
geographic locations.

Distributor server workload, including the ability to complete Distribution building tasks, should
al so determine how many Distributorsyou need. For example, if you haveavery large Distribution
that you want built during off-peak hours, which does not need to be sent immediately, and also

have virus pattern Distributions that do need to be sent immediately, you might need two different
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Distributors, one with a daily refresh schedule (because you are only going to be building the
Distribution once per day), and another with afrequent refresh schedul e for discovering new virus
pattern changes, so that their Distributions can be built and sent on time.

Use your diagrams to determine whether you need to install additional Distributors.

CONFIGURATION PLANNING WORKSHEET

Under item 2, provide the names of the servers where you want to install the Distributor software.

You can always add Distributors |l ater after you' ve seen how your Distributor servers handle their
Distribution building and sending workload, you can determine whether to add additional
Distributors for spreading that workload.

You also need to determine the following information for each Distributor:
+ “Distributor Properties’ on page 36
+ “Software Installation Paths’ on page 37
+ “Whether a Distributor Server Will Host a Server Management Database” on page 37
* “Whether Distributors Might Exist in a Mixed eDirectory Environment” on page 38

Distributor Properties

36

You can change the following Distributor properties from the defaults during installation:

+ Object Name: If youwant to renamethe Distributor object, we recommend that you maintain
the server’sidentity in the name, including the fact that it is a Distributor.

+ Container: Plan on using the container where you previously installed Distributor objects.

If eDirectory is not installed on the Windows 2000/2003 server that you want to be a
Distributor, a default container object is not displayed for that server during installation.
Therefore, determine the container for that Distributor object.

+ Working Directory: You can use a different volume, drive, or directory path for the
Distributor’s working files than the default path.

Because the working directory hasthe potential to be quite large (depending on the size of the
Distributions), make sure you have enough disk space.

Thedefault volume on aNetWare server issys.. For NetWare serverswe strongly recommend
that you specify adifferent volume.

The default working directory path for NetWare and Windows serversis:
\zenworks\pds\ted\dist

For Linux or Solaris serversthe pathiis:

/var/opt/novel l/zenworks/zfs/pds/ted/dist

The Distributor’s working directory is also used whenever a Distribution is created. A
directory is created under the working directory using the DN of the Distribution object.
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For more information on the working directory, see “\Working Directories’ on page 184.

CONFIGURATION PLANNING WORKSHEET

Under item 7, provide the property information for the Distributor that you want to be different than
the defaults. This includes object names, containers for the object, and working directories.

Software Installation Paths
Server Management uses the following default installation paths:
+ NetWare: sys:
You can select a different volume.
* Windows: C:

You can select adifferent drive.

The Linux or Solaris path cannot be changed.

CONFIGURATION PLANNING WORKSHEET

Under item 5, provide the installation path information for the Distributor if it is different from the default
path. Include the identities of the Distributors where you have different Distributor installation paths.

Under item 6, provide the installation path information for the Subscriber if it is different from the default
path. Include the identities of the Subscribers where you have different Subscriber installation paths.

Whether a Distributor Server Will Host a Server Management Database

You can have multiple Server Management databases in the tree, and you can install the database
to both NetWare and Windows servers.

The database is used by Policy and Distribution Services to log successes and failures for the
Server Policies or Tiered Electronic Distribution components. Policy and Distribution Services
can function normally without a database, becauseit usesthe zfslog.db fileto only log information
for reports. Zfdog.db for Policy and Distribution Services does not contain any configuration
information.

To determine whether you want each Distributor to haveits own database, or have al Distributors
share the same database, you need to determine how you want information reported. Consider the
following to determine how many databases to havein the tree:

+ WAN Traffic: Tiered Electronic Distribution does not perform a large number of database
updates, so the actual impact on system resources should be minimal. The greatest impact
could be the time it takes to perform the transaction. However, if you have slow WAN
connections, you might not want database logging to occur over the WAN.

+ Multiple Distributors: If you have multiple Distributors in the tree, you can have one
databasefor each, or have them share one or more databases. Thetype of Distributor reporting
you want should determine whether to have a separate database for each. For example, are
your Distributors specialized in the types of Distributions they’ll send?

+ Consolidated Reporting: To have only one report for all of your Tiered Electronic
Distribution information, install only one database object and file and have al Tiered
Electronic Distribution Distributors log to that one file, regardless of WAN traffic
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considerations. Use the ZENworks Database policy (Service Location Package) to direct all
Distributors to that database file.

+ Specialized Reporting: You might want reports that are specific to aregion or group of
servers. You can install a database object and file for each region and have the Distributorsin
those regionsor server groupslog to that database. Use a separate ZENworks Database policy
(Service Location Package) to direct each Distributor to its desired database file.

For more information, see Chapter 10, “ZENworks Database,” on page 343.

IMPORTANT: Make sure you select a server for the database where you are installing the Subscriber/Policies
option. The Purge Database option in the ZENworks Server Management policy (Distributed Server Package)
works only if the Policy/Package Agent software and the zfslog.db file are located on the same server.

CONFIGURATION PLANNING WORKSHEET

Provide the following information for each Database object to be created:

+ Under item 4, provide the name of the Distributor server that hosts the Server Management
database file.

¢ Under item 9, provide the installation path information that is different from the default path.
+ Under item 10, provide a name for the Database object, if different from the default.

+ Under item 11, provide the eDirectory container where the Database object should be created.

Whether Distributors Might Exist in a Mixed eDirectory Environment

38

Server Management can runin amixed eDirectory environment. For example, your network might
have both eDirectory 8.x and NDS® 6.x or 7.x installed.

However, eDirectory 8.x (only 8.6.2, 8.7.1, or 8.7.3 or later) isrequired for Server Management so
that its objects can be placed in the tree during installation of the product. eDirectory must be
installed with the master replicasomewherein your network, but not necessarily on aserver where
you are installing the Server Management software.

Also, ZENworks 6.5 Distributor servers must be running eDirectory 8.x.

Theonly reguirement for any Server Management server isthat it can communicate with the server
where the eDirectory master replica (of the partition where its NCP Server object resides) is
installed. Therefore, you do not need to install eDirectory on each server where you will install
Server Management.

Select an IP address of any server inyour tree that isusing eDirectory 8.x. This can even bethe P
address of the Distributor server itself, if the server is running eDirectory 8.x.

CONFIGURATION PLANNING WORKSHEET

Under item 12, provide the IP address of a server using eDirectory 8.x.
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Other Subscribers To Be Installed?

When you first installed Policy and Distribution Services, you might not have installed the
softwareto all of your servers. If you determined that you wanted to install the Subscriber software
incrementally to your servers, you can complete another stage at thistime.

You can change the following Subscriber properties from the defaults during installation:

+ Object Name: If you want to rename the Subscriber object, we recommend that you maintain
the server’sidentity in the name, including the fact that it is a Subscriber.

+ Container: Plan on using the container where you previously installed Subscriber objects.

You should place Subscriber server objects in containers matching their operating systems.
For example, a NetWare container for NetWare servers, and a Windows container for
Windows servers.

If eDirectory is not installed on the Windows 2000/2003 server that you want to be a
Subscriber, a default container object is not displayed for that server during installation.
Therefore, determine the container for that Subscriber object.

+ Working Directory: You can use a different volume, drive, or directory path for the
Subscriber’s working files than the default path.

Because the working directory hasthe potential to be quite large (depending on the size of the
Distributions), make sure you have enough disk space. The default volume on a NetWare
server is sys.. For NetWare servers we strongly recommend that you specify a different
volume.

You might need to provide different paths for your Subscriber servers. For example, sys: for
NetWare servers and D: for Windows servers. You can use variablesfor path data, such asthe
volume/drive designation. For more information, see Chapter 9, “Variables,” on page 333.

The default working directory path for NetWare and Windows serversis:
\zenworks\pds\ted\sub

For Linux and Solaris servers, the path is:

/var/opt/novel l/zenworks/zfs/pds/ted/sub

For more information on working directories, see “Working Directories’ on page 184.

CONFIGURATION PLANNING WORKSHEET

Under item 3, provide the names of the servers where you want to install the Subscriber software
at this time.

For each Subscriber to be installed, under item 8, provide the property information that you want
to be different than the defaults. This includes object names, containers for the object, and
working directories.

Determining the Distribution Flow

The following sections provide information for determining distribution routes:
+ “Understanding Distribution Routes’” on page 40
* “Selecting Subscribers for the Distribution Routes’ on page 41
+ “Configuring the Distribution Routes’ on page 42

Post-Installation Setup 39



For more detailed information, see “Understanding Distribution Routing” on page 96.

Understanding Distribution Routes

40

Each Distributor has arouting hierarchy that providesit with a hierarchical path for sending its
Distributions. The routing hierarchy contains alist of Subscribers. The hierarchy of Subscribers
can be many levels deep.

Subscribersin a Distributor’s routing hierarchy do not need to aso be recipients of the
Distributions from that Distributor. A Subscriber can merely act as a proxy for the Distributor to
pass Distributions to other Subscribers.

Not all Subscribers are needed in arouting hierarchy; only the ones used to pass Distributions on
to other Subscriber servers. Most of your network’s Subscriber serverswill likely be end-node
Subscribers; meaning, Subscribers that only receive and extract the Distributions.

The Distributor determines the most efficient route to any given Subscriber as follows:
1. The Distributor identifies the Subscriber that isto receive the Distribution.
2. The Distributor determines whether that Subscriber has a parent Subscriber.

3. If the Subscriber has a parent Subscriber, the Distributor checks its routing hierarchy for that
parent Subscriber:

a. |If the parent Subscriber isin the routing hierarchy, the Distributor uses that route to send
the Distribution to the Subscriber.

b. If the parent Subscriber is not in the routing hierarchy, the Distributor sends the
Distribution directly to the parent Subscriber of the end-node target Subscriber.

4. 1If the Subscriber does not have a parent Subscriber, the Distributor checks its routing
hierarchy for the Subscriber:

a. If the Subscriber isin the routing hierarchy, the Distributor uses that route to send the
Distribution to the Subscriber.

b. If the Subscriber is not in the routing hierarchy, the Distributor sends the Distribution
directly to the Subscriber.

In other words, if the Distributor can find away to send the Distribution using itsrouting hierarchy,
it usesthe path in that hierarchy to get the Distribution to the Subscriber. Otherwise, it sendsthe
Distribution directly to the Subscriber (or its parent Subscriber).

For that reason, you should make sure every Subscriber that regularly receives Distributions from
aDistributor has some connection to the Distributor’s routing hierarchy. You can make this
connection by listing a Subscriber in the hierarchy or by having one of the Subscribersin the
hierarchy be its parent Subscriber.

You should generally not allow the Distributor to send Distributions over WAN links, except to
such Subscribers that might be in the first tier of its routing hierarchy.

Consider the following in designing your Distributor’s routing hierarchy:

+ End-Node Subscribers: The only Subscribers that you need to add to the routing hierarchy
arethose you want to be used to pass on Distributions. End-node Subscribersthat only receive
Distributions and not pass them on do not need to be added to the routing hierarchy.

+ Configuring Distribution Routes: To create the distribution routes, consider your network
design and the number of Subscribers on each LAN. Then design the routing hierarchy to
mimic your network topology.
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+ Selecting Multiple Subscribers: During hierarchy creation, you can place multiple
Subscribers at the same tier under a single Distributor or Subscriber.

IMPORTANT: The most efficient routing hierarchy is to have more tiers and fewer Subscribers per tier,
than just a few tiers with many Subscribers per tier. Therefore, select only a few Subscriber servers per
tier. This minimizes the workload for the Distributor or Subscriber server that is sending Distributions to
other Subscriber servers. Tiering helps to share the workload of sending Distributions throughout the
network.

+ Using Multiple Distributors: Multiple Distributors can use the same routing hierarchy of
Subscribers, so that the same distribution route can be used by each Distributor.

+ Reusing Subscribers. You should consider whether you might overload a Subscriber server
if it should be a parent Subscriber in arouting hierarchy that services multiple Distributors.

Selecting Subscribers for the Distribution Routes

The purpose of the Distributor’s routing hierarchy isto create the most efficient method for
distributing to Subscribers. You need to determine which servers are best suited to be Subscribers
in arouting hierarchy, and how many serversto include in the hierarchy.

Select aserver that isrobust initsphysical configuration. For example, afast CPU, plenty of RAM,
and plenty of free hard disk space (especially on volumes other than sys: on NetWare servers).

Use the following criteriato determine which Subscribers to include in a Distributor’s routing
hierarchy:

+ |sthe Subscriber needed to minimize the Distributor’s workload?
+ Do you need other Subscribers to share the workload of a parent Subscriber on agiven LAN?

+ |sthe Subscriber needed to minimize network traffic (such as through WANSs or firewalls)?

To identify the Subscriber serversto usein a Distributor’s routing hierarchy, create alist of the
serversin your network that you want to use as parent Subscribersin a Distributor’s routing
hierarchy.

To help minimize network traffic, select at least one server on each LAN.

Identify the server objects that you want to be parent Subscribersin the Distributors’ routing
hierarchies:

CONFIGURATION PLANNING WORKSHEET

Under item 16. provide the names (including full context) for your parent Subscriber servers.
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Configuring the Distribution Routes

Specify the following information on your network diagram:

CONFIGURATION PLANNING DIAGRAM

Write “parent=1" next to every location on the diagram that is separated from the Distributor’s location
by a WAN link or firewall (unless there is only one Subscriber at that location).

For every location on the diagram that requires additional parent Subscribers because of the high
number of Subscribers, change “parent=1“ to “parent=#" where # is the number of parent Subscribers
the site needs for load-balancing.

Also note whether you want to use one parent Subscriber in a given location as the primary parent
Subscriber (the only one at that location in the Distributor’s routing hierarchy) for receiving
Distributions and passing them on to other parent Subscribers in that location.

Be sure to include parent Subscribers at the Distributor’s location, if needed.

Using the information from your network diagram, design your Distributors' routing hierarchies
using the Subscribers you have selected:

CONFIGURATION PLANNING WORKSHEET

Under item 15, create a hierarchy for each Distributor’s routing hierarchy. You can reuse Subscriber
servers in different Distributor’s hierarchies.

Understanding Distribution Security

Server Management provides adequate security for Distributions that are sent within a secured
network using certificates. However, Distributions could require additional security measuresthat
are available in Server Management.

For moreinformation about security, see Chapter 7, “ Security in Policy and Distribution Services,”
on page 295.

Review the following to determine whether you need any additional security for your
Distributions:

+ “Determining Whether You Need Inter-Server Communications Security” on page 42
+ “Determining Whether You Need Encryption Security for Windows Servers’ on page 43

Determining Whether You Need Inter-Server Communications Security

42

Policy and Distribution Services uses XML RPC (Extensible M arkup L anguage Remote Procedure
Cadll) for its normal inter-server communications. XMLRPC optionally provides security for
communicating securely across non-secured connections.

Policy and Distribution Services can use this security for inter-server communications between
servers across non-secured connections, or between amanagement workstation and servers across
non-secured connections. For example, firewalls, intranets, NAT configurations, and so on.

This inter-server communications security ensures that data received across a non-secured
connection is from a trusted source, that it has not been tampered with en route, and that the data
received can be trusted by other machines. Thisisaccomplished through the use of signed security
certificates and digital signatures.
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This security requires modifications to certain text files, and isinstalled using a Server
Management wizard.

The following are instances when you could want inter-server communication security:

+ ConsoleOne Administration: When you use aworkstation to manage a Distributor server
across a non-secured connection.

¢ SET Parameters. When you create a SET Parameter policy or a software package for SET
parameters, inter-server communication takes place to provide the target server’'s SET
parameter information. This communication could cross a non-secured connection.

* Server Down Policy: Whenyou usethispolicy to down aserver, the communication between
the downed server and another server watching for it to come back up could cross a non-
secured connection.

For more information, see “ Security for Inter-Server Communication Across Non-Secured
Connections’ on page 308.

CONFIGURATION PLANNING WORKSHEET

Under item 13, provide the NetWare and Windows server names where you need to install the inter-
server communications security software.

Determining Whether You Need Encryption Security for Windows Servers

You normally do not need to encrypt Distributions that are sent within your secured network.
However, you can use encryption to provide security for when you send Distributions outside your
network. The NICI software is used for encrypting Distributions.

For some NetWare servers, NICI 2.6 is automatically installed with the operating system.
However, version 2.6.4 is supported in ZENworks 6.5 Server Management. You may need to
upgrade your NetWare version of NICI. Version 2.6.4 is shipped with ZENworks 6.5, and is also
shipped with ZENworks for Servers 3.0.2 (including version 3 SP2).

For Windows, Linux, and Solaris servers, you must install NICI 2.6.4 on the Distributor and
Subscriber servers where you expect encrypted Distributions to be built and extracted.

IMPORTANT: If you have NICI 2.4.6 running on your network, it is optional whether you upgrade to NICI 2.6.4,
because these versions are compatible with each other.

If you need to install the NICI software on a Windows, Linux, and Solaris server, you must aso
install that same version on all Distributor and Subscriber serversin your network. Encryption
does not work correctly if there are two different versions of NICI installed in your network.

For information on Distribution encryption, see “ Distribution Security Using Encryption” on
page 304.

CONFIGURATION PLANNING WORKSHEET

Under item 14, provide the Windows, Linux, and Solaris server names where you need to install the
NICI software.
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Determining the Channels for the Distributions

44

Channels are used to group Distributions, to establish a schedule for passing a Distributor’s
Distributions on to Subscribers, and to list the Subscribers that are subscribed to the Channel so
that the Distributor knows where to physically send the Distribution files.

You can create a Channel for a specific Distribution usage (such as virus pattern files, operating
system support packs, or policy packages), or for a specific Distribution time (such as off-peak
Distributions).

You can associate a Channel with Distributions from many Distributors. A Channel can be
subscribed to by many Subscribers.

Subscribers subscribe to Channelsin order to receive certain Distributions. Distributors associate
their Distributions with the Channels so that the subscribed Subscribers can receive those
Distributions.

If you are installing multiple Distributors, they can share Channels for their Distributions. For
example, if Distributor A and Distributor B both want to send some of their Distributions to the
same set of Subscribers, one Channel can be used by both Distributors.

Channels are used in providing Distributions to Subscribers. Consider the following:
+ A Channel is not owned by any particular Distributor
+ Distributors associate their Distributions with the Channels
+ A Channel can have Distributions from multiple Distributors
+ A Channel can be used to group related Distributions

*

A Channel’s schedul e determines when the listed Distributions are sent

*

A Subscriber subscribes to one or more Channelsto receive all of the Distributions listed in
those Channels

*

A Subscriber cannot select an individual Distribution from the several that could belisted in
aChannel (it must receive al of the Channel’s Distributions)

In naming Channels, use a descriptive method. For example:

VirusProtect
VProtectPatterns
VirusProtection
NW51patch4
NW6patchl
AUTOEXECNCF000326

You can manage your Channels more easily by:
+ Using names that are purpose oriented

+ Using asimilar name for the Channel and its Distributions

CONFIGURATION PLANNING WORKSHEET

Under item 21, provide your Channel names. Make the names unique to help identify which
Distributions they will hold.
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You generally create a Channel for one or more related Distributions. However, for distribution
flexibility, you can create one Channel for each application to be distributed.

CONFIGURATION PLANNING WORKSHEET

Under item 22, provide the Distributions that belong to each Channel.

For ease of management, plan to create the Channel objectsin the same context as your other
Tiered Electronic Distribution objects, especially the Distribution objects.

CONFIGURATION PLANNING WORKSHEET

Under item 20, provide the eDirectory context where the Channel object should be created.

Determining Subscribers’ Subscriptions

Subscribers

Subscriber Groups

You need to subscribe your Subscribers to Channels before they can receive their Distributions.
Thisisdone by subscribing a Subscriber or Subscriber Group to the Channel that is associated with
the Distribution it needs:

+ “Subscribers’ on page 45
+ “Subscriber Groups’ on page 45

Because Subscribers do not access eDirectory, all configuration information in the Subscriber
object’s propertiesis pushed down to it from the configuring Distributor, if it is needed. This
includes such information as working directory, log file level and location, console messaging
level, variables, and so on.

Changes to a Subscriber object’s properties are not in effect until the Distributor reads eDirectory
again and sends a new Distribution with the configuration information down to the Subscriber.

For each Distribution, determine which Subscriber servers need a particular Distribution.

CONFIGURATION PLANNING WORKSHEET

Under item 24, provide the Channel name for a Distribution (see item 22) and list the Subscribers that
need that Distribution. Repeat for each Channel you provided in item 21.

A Subscriber Group is used for grouping Subscribers that have the same Distribution needs.

Subscriber Groups are useful when you are sending several different Distributions to the same set
of Subscribers. There is no need to create a Subscriber Group if it is only associated with one
Channel.

For example, Distribution A isin Channel A, Distribution B isin Channel B, and so on. Then, if
you are not using a Subscriber Group, you need to subscribe each of your Subscribersto
Channel A, then each to Channel B, and so on, which could be avery long process. However, by
using a Subscriber Group, you only need to create the group, add the Subscribersto it, then
subscribe that one group to each Channel.
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Another use of aSubscriber Group isthat when the group is associated with two or more Channels,
you can edit the group’s membership more easily than making the same changes in multiple
Channels. For example, to remove a Subscriber from one Subscriber Group, you just edit that one
group’s properties. To remove that same Subscriber from several Channels, you need to edit each
Channel’s properties.

CONFIGURATION PLANNING WORKSHEET

Under item 17, provide a unique name for the Subscriber Group.

Under item 18, provide a list of Subscribers that need the same Distributions from the Channel (see
item 21 and item 22) where the group is subscribed.

Under item 24, provide the Channel names for the Distributions that you want all of the Subscribers in
the group to receive.

Determining the Distribution Schedules

Tiered Electronic Distribution has different schedules so that you can coordinate the various
distribution processes. For more detailed information, see Chapter 8, “ Scheduling,” on page 311.

Review the following to plan your Tiered Electronic Distribution schedules:
+ “Understanding Scheduling in Tiered Electronic Distribution” on page 46
+ “Determining the Distributors' Refresh Schedule”’ on page 47
+ “Determining the Distribution’s Build Schedule” on page 47
+ “Determining the Channels' Send Schedules’ on page 47
+ “Determining the Subscribers' Extract Schedules’ on page 47

Understanding Scheduling in Tiered Electronic Distribution

46

Both Tiered Electronic Distribution objects and individual Server Policies can be scheduled.

Tiered Electronic Distribution uses schedules to control when Distributors are refreshed and
Distributions are built, sent, and extracted. Schedules do not affect the total resources used by a
Distribution, but rather when the resources are used.

Some policies must be scheduled before they can be enforced. If you enable a policy, but do not
scheduleit, it is activated according to the schedule currently specified in the Default Package
Schedule, which provides adefault for scheduled policies. The default scheduleis Run At System
Startup.

If you configure several policieswith the same schedul e, the order they are run depends onthetime
stamps created when you created the policies. Therefore, when you view alist of policies, the order
they are listed is the order that they are run.

If you want to control the order that certain policies are run, you should stagger their schedules,
rather than rely on the time stamps to determine when they run. Therefore, consider the Tiered
Electronic Distribution schedules you select when scheduling your policies, so that you do not
have undesirable overlap, or out-of-sequence events that could cause some scheduled itemsto fail.

Other issues you might need to understand:
+ How time zones can affect scheduling

+ How policy schedules are affected by distribution schedules
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+ How distribution schedules can be affected by Distributor and Subscriber servers' non-Server
Management software usage

+ How the Randomly Dispatch option can affect scheduling

+ How the Active and Inactive object optionsfor the Tiered Electronic Distribution objects can
affect scheduling and distribution flow

Determining the Distributors’ Refresh Schedule

The Refresh schedule determines when the Distributor should read eDirectory for configuration
changes.

Thisenablesthe Distributor to respond to arequest to build aDistribution. The Distributor rebuilds
aDistribution when it discovers that there are configuration changes within eDirectory.

You will aso beinstructed to manually refresh your Distributors to start the distribution process,
because that scheduleis set to Never by default. If necessary, you can change this schedule later.

Determining the Distribution’s Build Schedule

The Build schedule determines when a Distributor is requested to build the individua pieces that
comprise the Distribution.

During configuration, you are instructed to set each Distribution’s Build schedule to allow the
Distribution to be sent immediately after building it.

Determining the Channels’ Send Schedules

The Send schedul e provides awindow of time for when a Distributor can send its Distributions to
the Subscribers.

During configuration, you set each Channel’s Send schedule to an interval of every 5 minutes,
meaning that the Distributor can send its Distributions at any of the 5-minute intervals when the
Channel’s schedule fires.

Determining the Subscribers’ Extract Schedules

The Extract schedul e determines when a Subscriber can start to extract aDistribution that has been
received.

Before a Subscriber can use a Distribution that is sent to it, it must first extract the Distribution.
Therefore, you should set the Subscriber’s Extract schedule before you send the Distributions.

Determine when you want the various Subscriber servers to be active extracting Distributions.
Depending on aDistribution’ssize, it could be best to have Distributions extracted during off-peak
hours. For information on scheduling issues involving time zones, see “ Scheduling Issues’ on
page 324, especially “ Calculating Time Differences’ on page 327.

CONFIGURATION PLANNING WORKSHEET

Under item 23, provide the Subscribers’ extract schedules.
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Configuring Your Distribution System

Use these sections in the following order:
1. “Installing Additional Distributors, Databases, and Subscribers’ on page 48
2. “Setting Up Additional Distribution Security” on page 51
3. “Configuring the Distribution Flow” on page 53
4. “Creating the Distributions and Related Channels’ on page 55
5. “Subscribing to the Distributions” on page 57
6. “Sending the Distributions’ on page 58

Installing Additional Distributors, Databases, and Subscribers

When installing Policy and Distribution Services for the first time, you installed one Distributor
with a database file. If you planned to install more Distributors or databases (see “ Understanding
Distributors’ on page 94 and “ Determining How Many Databases You Need” on page 345), you
should perform this installation now.

When installing Policy and Distribution Services for the first time, you might not have installed
the Subscriber softwareto all of your servers. If you want toinstall the Subscriber softwareto more
servers at thistime, you should perform this installation now.

IMPORTANT: Any servers where you do not have the Subscriber software installed are not eligible to receive
the Distributions you have planned to create and distribute at this time. However, when you install the
Subscriber software to servers at a later date, you can subscribe them to existing Channels for receiving their
Distributions.

To install additional Distributors, databases, and Subscriber software to more servers, do the
following in order:

1. “Preparing to Install” on page 48

2. “Starting the Installation Program” on page 49

3. “Selecting and Configuring the Distributor and Subscriber Servers’ on page 49
4. “Completing the Installation” on page 51

Preparing to Install

1 Make sureyou havefulfilled all of the necessary requirementsfor your target Distributor and
Subscriber servers.

For more information, see “ Server Requirements’ in the Novell ZENworks 6.5 Server
Management Installation Guide.

2 Select the workstation you will use to install the Distributors and Subscribers.

3 If you have not already done so, log in to the eDirectory tree where you want to create the
Server Management objects (worksheet item 1).

This should be the same tree where you extended the schema for ZENworks 6.5 Server
Management.

You are automatically authenticated to all of the NetWare target serversin thistree during
installation. You can select those servers, as well as serversin other trees or domains, for
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installing the Policy and Distribution Services software. However, thisisthe tree where al of
the Server Management objects are installed for each of the selected servers.

4 Continue with “ Starting the Installation Program” on page 49.

Starting the Installation Program
1 Ontheinstalation workstation, insert the ZENworks 6.5 Server Management Program CD.

The startup screen is displayed. If the startup screen is not automatically displayed after
inserting the CD, you can start it by running winsetup.exe at the root of the CD.

IMPORTANT: Installation from a CD in a remote server is not supported unless there is a drive mapped
on the workstation to that remote server. For example, if you place the CD in a Windows server CD drive,
then run the installation from a workstation, you must have a drive mapped on the workstation to the CD
drive of that Windows server.

2 Select Server Management, then select Policy-Enabled Server Management.
This begins the installation program.

3 If you agree with the Software License Agreement, click Accept and click Next.

4 Onthe Installation Type page, click New Installation, then click Next.

5 On the Installation Options page, make sure all three check boxes are selected.

6 Onthe eDirectory Tree for Creating Objects page, select the tree (worksheet item 1).
Thisisthe tree where you initially created Server Management objects.

7 Continue with “Selecting and Configuring the Distributor and Subscriber Servers’ on
page 49.

Selecting and Configuring the Distributor and Subscriber Servers
1 Onthe Server Selection page, click Add Server.

2 Browse for and select the Distributor (worksheet item 2) and Subscriber (worksheet item 3)
servers and click OK.

3 Configure each server listed on this page, then click Next to continue with the File L ocations
and Options page:

TIP: To quickly configure a specific role or set of roles for one or more servers, select the servers, right-
click the selection, then select the role for the server. The options that apply to that role are automatically
selected. Repeat for additional roles.

ZENworks Policy-Enabled M anagement Services

The following three options are all selected by default. If you want to install the Inventory
Agent, you must also select to install the Policy and Distribution Server.

+ Poalicy and Distribution Server: For each server that you want to be a Subscriber, select
this check box.

For Tiered Electronic Distribution purposes, you can deselect the following:

Inventory Agents
Remote Management
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Additional Options

Theinstallation program detects whether these options are already installed on atarget server
and dims the option label. You can still select the check box to reinstall the component.

+ Distributor: The Subscriber serviceisinstalled automatically to all target servers. Select
this check box if you planned to make a Distributor server.

+ Server Management Database: Thisisthe Policy and Distribution Services database
that the Distributor logs to server (worksheet item 4). You should install it on the same
server as the Distributor in order to minimize network traffic for database logging.

IMPORTANT: You can install the database to multiple servers per run of the installation program;
however, you can only install one database per server. On the Database Settings page, you will be
able to individually configure each database that is being installed. On the Database Logging page,
you will identify which of the databases being installed is to be the one database for initial logging.

For Tiered Electronic Distribution purposes, you can deselect the following:

Inventory Database
Inventory Server
Inventory Proxy Server
ConsoleOne Snap-Ins

TIP: You can configure a group of selected servers with the same options by selecting the group and
right-clicking the group. This displays the Custom Selection dialog box.

On the File Locations and Options page, do the following:

4a For each Distributor server, edit the installation path if you do not want to use the default
(worksheet item 5).

If you want al Distributor serversto have the same installation path, select al of the
servers, then edit the path.

4b For each Subscriber server, edit theinstallation path if you do not want to use the default
(worksheet item 6).

If you want all Subscriber serversto have the same installation path, select all of the
servers, then edit the path.

4c¢ To launch Policy and Distribution Services components on server startup, select the
check box.

4d To start services when the installation is finished, select the check box, then click Next.

Onthe Distributor Object Properties page, edit the properties as necessary (worksheet item 7),
then click Next.

On the Subscriber Object Properties page, edit the properties as necessary (worksheet item 8),
then click Next.

On the Database Settings page, do the following:
7a Edit the database file's path if you do not want to use the default (worksheet item 9).

Because the database file can become very large, we recommend that you change the
default NetWare volume from sys: to another volume on that server.

7b Edit the Database object’s name, if desired (worksheet item 10).
7c¢ Change the Database object’s container, if desired (worksheet item 11).
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8

9

If you chose to install the Policy and Distribution Services database, the Log to a Server
Management Database That Will Be Installed option is selected; click Next to display the

Summary page.
Continue with “ Completing the Installation” on page 51.

Completing the Installation

1

2

To save the current installation configuration for future use in installing Distributors, on the
Summary page select the Save the Following check box.

Provide a path and filename for the templatefile.

If you attempt to quit the installation program without clicking Finish, you are prompted to
save your current installation configuration to an installation template file.

You can reuse thistemplate to speed up filling in install ation pages in subsequent installations
of Distributors or Subscribers.

Click Finish to begin the installation process.

After theinstallation program has finished, review the installation log file to determine
whether any components failed to install.

Thelog fileislocated at:
%TEMP%\_resnumber . txt

where number is athree-digit number that is increased incrementally each time a new
installation log is created.

If necessary, rerun the installation program.
Select only the components that failed to install.

Rerun the installation program once for each additional database that needs to be installed
(worksheet item 4).

On the Server Selection page add only one of the Distributors where you planned to have a
database installed, but have not installed it yet. Then, click only the Database column for that
database’s Distributor server and fill in the applicable information on the remaining
installation pages.

To set up additional distribution security, continue with “ Setting Up Additional Distribution
Security” on page 51; otherwise, continue with “Configuring the Distribution Flow” on

page 53.

Setting Up Additional Distribution Security

To ensure that you have the proper security for your Distributions, do the following tasks that are
applicable:

*

*

“Installing NICI 2.6.4” on page 52
“Setting Up Inter-Server Communications Security” on page 53
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Installing NICI 2.6.4

If you need Distribution encryption support for certain NetWare, Windows, Linux, or Solaris
Subscriber servers, NICI 2.6.4 is supported in ZENworks 6.5 Server Management. If not, skip to
“Configuring the Distribution Flow” on page 53.

If you previously updated your serversto NICI 2.6.4 using ZENworks for Servers 3 SP2, skip to
“Configuring the Distribution Flow” on page 53.

IMPORTANT: All servers that are sending or receiving encrypted Distributions must be running the same
version of NICI. Otherwise, encrypted Distributions to any of those servers will fail.

You must install NICI 2.6.4 to all Subscribers subscribed to the Channel that you select for the software
package used to distribute NICI. NICI 2.6.4 must also be running on any Distributor server that creates
encrypted Distributions.

However, if you already have NICI 2.4.6 installed, it is optional whether you upgrade to NICI 2.6.4, because
these versions are compatible with each other.

A NICI updateis contained on the ZENworks 6.5 Companion 2 CD, whichisinstalled to Windows
servers using the Novell International Cryptographic Infrastructure (NI1CI) menu option.

A software package update for NICI 2.6.4 isalso provided on the ZENworks 6.5 Companion 2 CD.

When you install NICI 2.6.4, the installation program does not check to seeif NICI is aready
installed.

Select the appropriate installation method:
+ “Installing NICI on Windows Servers’ on page 52
+ “Installing NICI Using the Server Software Package” on page 52

Installing NICI on Windows Servers

Toinstall NICI 2.6.4 on Windows servers:
1 On aWindows workstation, insert the ZENworks 6.5 Companion 2 CD.

2 Select the Companion Programs and Files option, then click more >> to access the
Companion 2 CD menu.

3 Select the Novell International Cryptographic Infrastructure (NICI) menu option.
4 Follow theinstallation instructions.
5 Continue with “Configuring the Distribution Flow” on page 53.

Installing NICI Using the Server Software Package

Toinstal NICI 2.6.4 on any supported server:
1 On aWindows workstation, insert the ZENworks 6.5 Companion 2 CD.

2 Copy the nici265.exe file from the \NICI directory on the CD to alocation on your
workstation, then extract the file.

3 Copy thenici264.cpk file that was extracted to alocation on the Distributor server where you
create the Software Package Distribution for installing NICI 2.6.4.

4 Create and send the Distribution to each Subscriber server where encrypted Distributions are
received.

For information on creating and sending Software Package Distributions, see “ Creating a
Distribution” on page 121.
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5 Continue with “Configuring the Distribution Flow” on page 53.

Setting Up Inter-Server Communications Security

If you are distributing to servers outside your secured network (worksheet item 13), see“ Security
for Inter-Server Communication Across Non-Secured Connections” on page 308 for detailed
instructions on setting up security for inter-server communications.

Configuring the Distribution Flow

You need to configure your distribution system to ensure the most efficient use of your network in
sending Distributions by setting up the Distributors’ routing hierarchies. Thiswas not donefor any
Distributor when you installed Policy and Distribution Services.

To configure your distribution system:
+ “Configuring the Distributor Routing Hierarchies’ on page 53
+ “Configuring Parent Subscribers’ on page 54
+ “Configuring Subscriber Groups’ on page 54

Configuring the Distributor Routing Hierarchies
1 In ConsoleOne, right-click a Distributor object (worksheet item 2), then click Properties.
2 Select the Routing tab and do the following:

2a Click Add and browse for your first tier Subscriber servers (worksheet item 15), then
click Select and click OK.

Thissetsup your first tier of Subscriber servers. Thesereceive Distributionsdirectly from
the Distributor.

2b Select one of the Subscriber serversin the first tier of the routing tree, click Add and
browse for your next tier of Subscriber serversto go under that fist tier Subscriber
(worksheet item 15), then click Select and click OK.

This sets up a second tier of Subscriber servers for the one Subscriber that you selected.
These second-tier Subscribers receive Distributions indirectly from the Distributor via
the Subscriber server above them in the hierarchy.

2c Repeat Step 2b for each of the first-tier Subscribers until you have selected al of the
second-tier Subscribers for this part of the hierarchy.

2d Sedlect one of the Subscriber serversin the second tier of the routing tree, click Add and
browse for your next tier of Subscriber servers to go under that Subscriber (worksheet
item 15), then click Select and click OK.

2e Repeat Step 2d for each of the second tier Subscribers until you have selected al of the
third-tier Subscribers for this part of the hierarchy.

2f Repeat thisprocess, tier by tier, until you have completed your planned routing hierarchy
for the current Distributor.

3 Repeat Step 1 through Step 2 for your other Distributors.
4 When you have finished building the routing hierarchy, click OK.
5 Continue with “Configuring Parent Subscribers’ on page 54.
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Configuring Parent Subscribers

All Subscribers should not receivetheir Distributions directly from aDistributor. The Distributor’s
routing hierarchy provides away to minimize the Distributor’sworkload in sending Distributions.

For Subscriber serversto receive their Distributions using the routing hierarchy, you need to
identify a parent Subscriber that isin the routing hierarchy for each end-node Subscriber (the
Subscriber to receive the Distribution). This alows an end-node Subscriber to receive its
Distributions through the routing hierarchy, rather than directly from a Distributor.

A Subscriber that isin the Distributor’ s routing hierarchy does not need to have a parent Subscriber
in order to receive aDistribution from that Distributor. Distributors check their routing hierarchies
first, then check for parent Subscribers second.

To associate Subscribers with parent Subscribers:

1

2
3

In ConsoleOne, select a group of Subscriber objects for servers that you planned to have
serviced by aparticular parent Subscriber (worksheet item 16), right-click the selected group,
click Properties of Multiple Objects, in the Parent Subscriber field, browse for the parent
Subscriber object, then click OK > OK.

Because you can do multiple editing of eDirectory objects, you can select all of the
Subscribers that are serviced by one parent Subscriber and edit the Parent Subscriber field
oncefor al of them.

Repeat this process for al end-node Subscribers.
Continue with “ Configuring Subscriber Groups’ on page 54.

Configuring Subscriber Groups

To create and populate a Subscriber Group:

1

2

3

In ConsoleOne, select the container to hold the Subscriber Group object, click File > New >
Object, then select TED Subscriber Group.

Inthe New TED Subscriber Group diaog box, specify a Subscribe Group name (worksheet
item 17), click Define Additional Properties, then click OK.

Click General > Settings and provide a description.
To populate the group with Subscribers, select the Members tab, then do the following:

4a Click Add, browse for and select the Subscriber objects (worksheet item 18), then click
OK.

4b To remove any Subscribers from the list, select the Subscribers and click Delete.
4c¢ To view the properties of any Subscriber, select the Subscriber and click Details.

5 Click OK when you have finished configuring the Subscriber Group object.

Continue with “ Creating the Distributions and Related Channels’ on page 55.
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Creating the Distributions and Related Channels

The following are generic instructions for creating a Distribution. For more detailed instructions
for most Distribution types, see “ Tiered Electronic Distribution” on page 85. For steps on using
the Distribution Wizard to create a File or FTP Distribution, see “ Using the Distribution Wizard”
on page 141.

You first need to create the Distribution, then create the Channel (if you don’'t use an existing
Channel):

*

*

“Creating and Configuring the Distribution” on page 55
“Creating and Configuring the Channel” on page 56

Creating and Configuring the Distribution

1

2

In ConsoleOne, locate the containers where the Tiered Electronic Distribution objects were
installed.

Right-click the container for Distributions, click New > Object, then select TED Distribution.

3 Specify a Distribution name (worksheet item 19).

Name the Distribution so you can identify what it contains.
Browse to and select the Distributor object to own this Distribution (worksheet item 19).

Each Distribution is associated with asingle Distributor. That Distributor is responsible for
building and sending the Distribution.

5 Select the Define Additional Properties check box.

10

11
12

Click OK to create the object.
The properties for the Distribution are now displayed.

Select the Type tab; in the Select Type drop-down box, select a Distribution type (worksheet
item 19).

Configure the Distribution.

For information on configuring the different Distribution types, see “ Distributions” on
page 109.

Use the up-arrow and down-arrow buttons to change the distribution order.
Select the Schedule tab.

The Distribution’s schedul e determines how often the Distributor attempts to build a new
version of the Distribution. A new versionis built only if there have been changes since the
last version was built.

Select Run Immediate from the drop-down list.

This causes the Distributor to build the Distribution as soon as it reads eDirectory for the
Distribution information.

Click OK at the bottom of the Distribution Properties dialog box to save al changes.

If you have not previously resolved certificates, for NetWare and Windows servers, select Yes
when prompted to copy security certificates.

For Linux and Solaris servers, certificates must be resolved manually if you do not have a
drive mapped to them. For more information, see “Resolving Certificates’ on page 299.
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The Distributor needs to have been run at |east once so that its certificates can be minted
(created).

A Distributor needs to resolve its certificates only once per Subscriber.

The Subscriber software does not need to be running on the server for security certificatesto
be resolved. The server only needs to be up.

ConsoleOne sends security certificates to each Subscriber server that subscribes to the
Channel that was selected in the Channel Tab. Each Subscriber must have asecurity certificate
from the Distributor before it can receive Distributions from that Distributor.

It can take several minutes to copy a security certificate to each Subscriber.

IMPORTANT: Certificate copying only needs to be done once for each Distributor/Subscriber
relationship.

13 If you receive an error when the Distributor tries to copy to a Windows Subscriber, enter the
following for the path:

\\IP_Address\zen$\pds\ted\security
where |IP_Addressisthe I P address of that Windows Subscriber.

14 If you receive an error when the Distributor tries to copy to a Linux or Solaris Subscriber, or
you cannot browse for the Server to select it for resolving certificates, you must map adrive
to the server (such as through using Samba), and then repeat resolving certificates.

15 Repeat these steps for any other Distributions you want to create at this time (worksheet
item 19).

16 Continue with “Creating and Configuring the Channel” on page 56.

Creating and Configuring the Channel

56

Channel objects are used to associate Subscribers with Distributions. When Subscribers subscribe
to aChannel, they receive all of the Distributions associated with that Channel. Each Channel has
a schedule that determines when the Distributions associated with it are to be sent to the
Subscribers.

1 In ConsoleOne, locate the container where the Channel abjects reside (worksheet item 20).
This container should already exist.
We suggest for ease of management that you use the same OU for all Channels.

2 Right-click the Channel object’s container, click New > Object, select Channel, then click
OK.

3 Specify aname for the Channel (worksheet item 21) and click OK.

You could name your Channels according to the Distributions you intend for them. For
example, Channel - Antivirus Update.

4 Right-click the new Channel object and click Properties.

5 Sdect the Distributionstab, click Add, browsefor and select the Distributionsfor the Channel
(worksheet item 22), then click OK.

This associates the Distributions with the Channel. The Subscribersthat are subscribed to this
Channel receive all of the Distributions currently listed there.

6 To set the Channel’s Send schedule, select the Schedule tab, select Interval, specify the
interval as every hour, then click OK.
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7 Repeat Step 1 through Step 5 for each Channel you have planned (worksheet item 21).
8 Continue with “ Subscribing to the Distributions” on page 57.

Subscribing to the Distributions
* “Setting Subscribers' Extract Schedules’ on page 57
¢ “Subscribing to the Channels’ on page 57

Setting Subscribers’ Extract Schedules

Before a Subscriber can use a Distribution that is sent to it via Tiered Electronic Distribution, it
must extract the Distribution. Therefore, the Subscriber’s extraction schedule must be set before
sending the Distributions.

1 In ConsoleOneg, right-click the Subscriber object (worksheet item 23) for a server where you
want to set the extraction schedule and click Properties.

2 Select the Schedule tab, click the arrow for the drop-down box, select Run Immediately, then
click OK.

This causes the selected Subscriber to extract its Distributions as soon as they are received.
3 Repeat Step 1 and Step 2 as necessary until al Subscriber schedules have been set.
4 Continue with “Subscribing to the Channels’ on page 57.

Subscribing to the Channels

Subscribers must subscribe to a Channel in order to receive the Distributions associated with that
Channel. In the following steps, you will associate all of your Subscribersto the Channels created
previously.

1 In ConsoleOne, right-click a Channel object (worksheet item 21) and click Properties.

2 Select the Subscriberstab, click Add, browse for each of the Subscriber or Subscriber Group
(worksheet item 24) objects to be subscribed to this Channel, click Select, then click OK.

3 Sdlect the General tab and make sure the Active check box is selected.
4 Click OK to close the Channel object’s properties and save the changes.
5 Select No when prompted to copy security certificates.

6 Repeat Step 1 through Step 5 for each Channel (worksheet item 21).

7 Continue with “ Sending the Distributions’ on page 58.
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Sending the Distributions

Now that you haveinstalled, created, and configured your Distributors, Subscribers, Channels, and
Distributions, you can begin the Distribution process.

Do the following in order:
1. “Scheduling and Refreshing the Distributor” on page 58
2. “Verifying That the Distribution Process Was Successful” on page 58

Scheduling and Refreshing the Distributor
1 In ConsoleOne, right-click the Distributor object (worksheet item 2) and click Properties.

2 Onthe Distribution object’s Build Schedule tab, click Send Distribution Immediately After
Building, then click OK to close the properties.

The Distribution is sent as soon asiit is built, regardless of the Channel’s Send schedule.
3 Right-click the Distributor object and click Refresh Distributor.

This causes the Distributor to read eDirectory and obtain all of the changesthat were madein
eDirectory.

4 Continue with “Verifying That the Distribution Process Was Successful” on page 58.

Building the Distribution beginsimmediately (according to the Build scheduleyou set previously).
The Distribution is sent within five minutes (according to the Send schedule you set previously).

As soon as the Subscribers receive the entire Distribution, they extract the contents to the
Subscriber’s working directory that you specified in the Subscriber object’s properties.

Verifying That the Distribution Process Was Successful

There are a number of ways you can verify that your Distribution process has worked:

+ iManager: The Tiered Distribution View and Subscriber Distribution View are the easiest
methodsfor determining thisinformation. For help on using those views, accessthe iManager
Help on those pages.

+ Reporting: Run areport on the Distribution to seeits status. For information on Tiered
Electronic Distribution reporting, see Chapter 11, “Reporting,” on page 355.

+ Log Files: Depending on the logging levels you are using, you can review the log files for
distribution statuses. The log files (.log) can be found in the Distributors’ and Subscribers
working directories.

+ Digtribution Files: Compare the Distribution file on the Distributor’s file system (under
\zenworks\pds\ted\dist) with the Subscriber’s file system (under
\zenworks\pdsited\sub\individual _Distribution’s_path) to see if it was received. The
Distribution file uses the same name on both servers.
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Managing Your Distribution System

Your Policy and Distribution Services system is now set up and ready for use. You can revisit
“Configuring Your Distribution System” on page 48 at any time and use the applicabl e sectionsto
update your distribution system.

You can manage your distribution system using the ConsoleOne and iManager tools. Thereis
some functionality in one tool that is not in the other. Generally, you can use ConsoleOne for
installation and setup tasks, and iManager for management tasks. For more information, see
“Comparing the ZENworks Server Management Rolein iManager with ConsoleOne Capabilities’
on page 83.

For information on using ConsoleOne, see the following:

* Chapter 3, “Tiered Electronic Distribution,” on page 85

*

Chapter 4, “Server Policies,” on page 191

*

Chapter 5, “ Server Software Packages,” on page 231
Chapter 6, “Desktop Application Distribution,” on page 267

*

*

Chapter 11, “Reporting,” on page 355

For information on using iManager, see “Novell iManager” on page 69.
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Configuration Planning Worksheet

Use the following worksheet to log configuration information as you plan how to set up your
distribution system. You might need to attach lists for some items.

Thisworksheet is designed to print best from the PDF version of the documentation.

IMPORTANT: Do not use this planning worksheet by itself to configure Policy and Distribution Services, even
if you feel experienced enough to do so. There are some required configuration steps that are not covered in
this worksheet, because planning is not needed for those steps. Use the sections under “Configuring Your

Distribution System” on page 48 as your guide for performing the actual configuration of Policy and Distribution

Services.

Configuration Information

Instructions

Installing Additional Distributors, Databases, and Subscribers

If you do not have additional Distributors, databases,
or Subscribers to install, skip to worksheet item 12.

1) Tree for the Distributor and ZENworks Database objects:

Provide the name of the eDirectory tree for installing
the Server Management objects.

For more information, see “Understanding Your
Network Topology” on page 34.

2) Distributor server names:

Provide the server names for each server that you
want to be a Distributor. Distributor servers build and
own the Distributions.

For more information, see “Distributor Properties” on
page 36.

3) Subscriber server names:

Provide the server names for each server that you
want to be a Subscriber. Subscriber servers receive
and extract the Distributions.

For more information, see “Other Subscribers To Be
Installed?” on page 39.
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Configuration Information

Instructions

4) Database server names:

Provide the server names for each server where you
want to install the Server Management database,
which can be installed on NetWare and Windows
Servers.

You can have multiple databases for Policy and
Distribution Services, but only one per server.

Also specify the purpose for each database, or a
Distributor identifier for each database if they will
each be used the same way.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.

5) Installation paths for Distributors’ software:

Provide the path where you want the Distributor
software installed. The default is \zenworks for both
NetWare and Windows servers.

For more information, see “Software Installation
Paths” on page 37.

6) Installation paths for Subscriber software:

Provide the path where you want the Subscriber
software installed. The default is \zenworks for both
NetWare and Windows servers.

For more information, see “Software Installation
Paths” on page 37.

7) Distributors’ properties, where different than the installation defaults:

Edit the following information for your Distributor
servers:

+ Distributor object’s name (the default is
Distributor_server_name)

+ Distributor’s context

+ Distributor server’s working directory

For more information, see “Distributor Properties” on
page 36.
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Configuration Information

Instructions

8) Subscribers’ properties, where different than the installation defaults:

Edit the following information for your Subscriber
servers:

+ Subscriber object’'s name (the default is
Subscriber_server_name)

+ Subscriber context

+ Subscriber server’s working directory

For more information, see “Other Subscribers To Be
Installed?” on page 39.

9) Installation paths for Server Management database software:

Provide the path where you want the zfslog.db file
located. The default is \zenworks\database. For
NetWare servers, we recommend not using the sys:
volume because the database file can become very
large. We also recommend that you install the
database software on a server where the Subscriber
software is also installed so that you can use the
Database Purge option.

For more information, see “Software Installation
Paths” on page 37.

10) Database object name:

Either accept the default names, or provide ones that
will help you to identify the databases’ purposes.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.

11) Database object Container:

We recommend you use the same container where
your other Tiered Electronic Distribution objects
reside.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.
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Configuration Information

Instructions

Configuring the Distributors for a Mixed eDirectory Environment

If you do not have a mixed eDirectory environment,
skip to worksheet item 13.

12) IP address of server in eDirectory 8.x:

Provide the IP address of a server in the tree using
eDirectory 8.x. This can be the Distributor server’s IP
address, if that server is running eDirectory 8.x.

For more information, see “Whether Distributors
Might Exist in a Mixed eDirectory Environment” on
page 38.

Installing Inter-Server Communications

If you do not need to set up inter-server
communications, skip to worksheet item 14.

13) Subscriber servers outside your secured network:

Inter-server communications security might be
needed if your Distributor and Subscriber servers
communicate with servers outside your secured
network.

For more information, see “Determining Whether
You Need Inter-Server Communications Security” on
page 42.

Installing NICI on Windows, Linux, or Solaris Servers

If you do not need to install NICI to these servers,
skip to worksheet item 15.

14) Windows, Linux, or Solaris servers (Distributor or Subscriber) that
will be involved with Distribution encryption:

List the Windows, Linux, or Solaris servers that will
either build (Distributors) or extract (Subscribers)
encrypted Distributions.

For more information, see “Determining Whether
You Need Encryption Security for Windows Servers
on page 43.
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Configuration Information

Instructions

Configuring the Distributor Routing Hierarchies

15) Distributors’ routing hierarchies of tiered Subscribers:

Create a chart of tiered Subscribers for each
Distributor showing how you want your Distributions
to be distributed on your network. Distributors can
use Subscribers in other Distributor’s routing
hierarchies. However, a Subscriber should only be
used once in a given Distributor’s hierarchy so that
an end-node Subscriber only has one distribution
path for receiving a particular Distribution.

For more information, see “Determining the
Distribution Flow” on page 39.

Configuring Parent Subscribers

16) Subscriber/parent Subscriber assignments (end-node Subscribers

associated with a parent Subscriber):

Create Subscriber lists where each parent
Subscriber delivers Distributions. You should assign
each end-node Subscriber to a parent Subscriber,
except where you want the end-node Subscriber to
receive its Distribution directly from the Distributor.

For more information, see “Selecting Subscribers for
the Distribution Routes” on page 41.
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Configuration Information

Instructions

Creating and Configuring Subscriber Groups

If you are not using Subscriber Groups, skip to
worksheet item 19.

17) Subscriber Group object name:

Provide a unique name for the Subscriber Group.

For more information, see “Subscriber Groups” on
page 45.

18) Subscribers to be in this group:

Provide a list of Subscribers that need the same
Distributions from the Channel where the group is
subscribed.

Creating the Policy Package Distributions

19) Distributions, their types, and their Distributors:

Create a list of your Distributions. For each
Distribution, include the Distribution type, object
name, and servers that need the Distribution. The
Distribution types are:

+ “Desktop Application” on page 31
+ “File” on page 31

* “FTP” on page 31

¢ “HTTP” on page 32

+ “MSI” on page 32

+ “Policy Package” on page 32

+ “RPM”on page 34

+ “Software Package” on page 34

For more information, see “Selecting Your
Distributions” on page 30.
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Configuration Information

Instructions

Creating and Configuring the Channels

20) eDirectory container for Tiered Electronic Distribution objects:

Container for creating and managing Tiered
Electronic Distribution objects.

You might have created a container during
installation of Policy and Distribution Services. If not,
you should create a container specifically for
managing Tiered Electronic Distribution objects.

For more information, see “Whether a Distributor
Server Will Host a Server Management Database”
on page 37.

21) Channel names:

Provide the names of the Channel objects that you
need for your Distributions. We recommend a unique
Channel for each unique Distribution or Distribution

grouping.

For more information, see “Determining the
Channels for the Distributions” on page 44.

22) Distributions for the Channels:

Create a list of which Distributions belong to which
Channels.

For more information, see “Determining the
Channels for the Distributions” on page 44.
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Configuration Information Instructions

Subscribing to the Channels

23) Subscribers’ Extract schedules: Set extract schedules per Subscriber server
according to when it would be best for each
Subscriber to be extracting its Distributions.

For more information, see “Determining Subscribers’
Subscriptions” on page 45.

24) Channel associations with Subscribers and Subscriber Groups: Create lists where Subscribers and Subscriber
Groups are associated with the Channels that have
the Distributions you want them to receive.

Post-Installation Setup 67



68 Novell ZENworks 6.5 Server Management Administration Guide



Novell iManager

If you have not yet installed Novel|® iManager, see Management-Specific Workstation
Requirements’ in the Novell ZENworks 6.5 Server Management I nstallation Guide. ZENworks®
6.5 SP1 Server Management supports iManager 2.0.2 and 2.5. However, version 2.5 is required
for Windows Server 2003.

The ZENworks Server Management role in iManager enables you to manage Server Policies and
Tiered Electronic Distribution objects, agents, and processes from any location where the Web
browser Internet Explorer 5.5 or later is available. The Server Management plug-insto iManager
only work in this browser. Other Web browsers are not supported in ZENworks 6.5 SP1.

Using the ZENworks Server Management role, you can:

+ Create, modify, and delete Tiered Electronic Distribution objects (Distribution, Subscriber,
Distributor, Channel, Subscriber Group, and External Subscriber).

+ Create, modify, delete, distribute, and enforce policies and policy packages.

+ View agraphical representation of your distribution system, which makesit easy to track a
Distribution from Distributor to end-node Subscriber, no matter how many parent Subscribers
the Distribution passes through.

+ Display abrowser-based console, called the Remote Web Console, for each Distributor Agent
and Policy/Package Agent in your system. From the Remote Web Console, you can check the
configuration of any agent, monitor the activities of any agent, and control many agent
functions, such as forcing an action on a Distributor or Subscriber server to happen
immediately, and monitoring the status of a Distribution or Subscriber.

The following sections help you make the most of the features available to you in the ZENworks
Server Management role;

+ “Accessing the ZENworks Server Management Role in iManager” on page 70
+ “Managing Tiered Electronic Distribution Objects’ on page 73

+ “Monitoring the Distribution Process’ on page 75

+ “Managing the Agents through Remote Web Consol€e”’ on page 79

+ “Comparing the ZENworks Server Management Role in iManager with ConsoleOne
Capabilities’ on page 83
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Accessing the ZENworks Server Management Role in iManager
Review the following sections to log in to iManager and to become familiar with ZENworks role
in iManager:

+ “Logging into iManager” on page 70
+ “Becoming Familiar with the Interface” on page 71

+ “Viewing the Roles and Tasks” on page 72

Logging in to iManager

The stepsto log in to iManager are different for versions 2.0.2 and 2.5, because version 2.0.2 is
tree-dependent and version 2.5 isnot.

To access iManager in your Web browser:
¢ “Logging into iManager 2.0.2” on page 70
+ “Logging intoiManager 2.5” on page 71

Logging in to iManager 2.0.2

1 If you are not logged in to the Novell eDirectory™ tree where Tiered Electronic Distribution
objects are located, log in.

TIP: If you are running iManager on a Windows server where the Novell Client™ is not installed, specify
the IP address of a server where a replica of your eDirectory tree resides, instead of providing the tree
name itself.

2 Accessthefollowing URL:
http://server/nps/iManager._html
where server isthe | P address or DNS hostname of the server where iManager isinstalled.

The following dialog is displayed:

| v

Novell iManager

N Username:
[

Password:

|
Reset |

Copyright 1999-2003 Movell, Inc, All rights reserved. b

=
4| | »

3 If theiManager login page does not appear, make sure that you entered the correct server
designation and that you entered nps and iManager.html exactly as shown in the example,
becauseit is case sensitive.

TIP: You might need to use https instead of http.
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4 Provide the username and password for the server that you identified in Step 2, then press
Enter or click Login.

Logging in to iManager 2.5
1 Accessthefollowing URL:
http://server/nps/iManager_html
where server isthe | P address or DNS hostname of the server where iManager isinstalled.

The following dialog is displayed:

Novellp iManager L e, T ek

Login
Enter a valid username and password, The tree can be a tree name, IP address, or
CMS name.
Username:

|admin
(e, admin or admin.nowvel)

Password:

Tree:

e, 192,168, 14,199, mytree, myserver, COMpany, com)

Login

@ Copyright 1999-2004 Movell, Inc, Al rights reserved,

2 If theiManager login page does not appear, make sure you entered the correct server
designation and that you entered nps and iManager.html exactly as shown in the example,
because it is case sensitive.

TIP: You might need to use https instead of http.
3 Provide the username and password for the server that you identified in Step 1.
4 Enter the tree designation for that server, then press Enter or click Login.

iManager 2.5 is not tree-dependent. Therefore, you can specify the tree during login, instead
of beforelogging in (asin version 2.0.2), and can identify the tree using either the | P address
of aserver, atree name, or the DNS name of a server.

Becoming Familiar with the Interface

1 After you successfully log in, the main iManager page is displayed. The top frame provides
icons that represent its features:

[t [as=] &l

2 Movethe mouse pointer over the iconsto review the purpose their functions.
The mouse-over text appears to the right of the row of icons.

By default, the Roles and Tasksicon is active, which iswhere the ZENworks functionsreside.
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Viewing the Roles and Tasks

72

1 IniManager, select the Roles and Tasks icon.

By default, the ZENworks Server Management role should be displayed in the |ft pane at the
bottom of the tree structure.

2 Intheleft panel, expand ZENworks Server Management to list the available tasks:

=] ZENworks Server Management
Create TED Object
Delete TED Object

Edit TED Cbject
Remote Web Conszole

Subscriber Distribution Wiew
Tiered Distribution Wiew

These tasks provide the following functionalities:

Task Functionality

Create TED Object Create any Tiered Electronic Distribution object, except a
Distributor or Subscriber.

Delete TED Object Delete any Tiered Electronic Distribution object.

Edit TED Object Edit the properties of any Tiered Electronic Distribution
object.

Remote Web Console Viewing and managing Tiered Electronic Distribution

information or Server Policies information.

Subscriber Distribution View Viewing and managing selected Subscribers and all of their
Distributions.

Tiered Distribution View Viewing and managing selected Distributions or Distributors
and all of their Distributions.

3 If some of the above ZENworks Server Management tasks are not displayed, and you have
Role-Based Services (RBS) configured, you might need to upgrade or reinstall the ZENworks
Server Management module for the administrators who need access to the missing tasks.

For example, after upgrading the ZENworks Server Management plug-ins for iManager, if a
new task was introduced by the upgrade, it will not be displayed for the RBS collections that
are configured.

To solve this, follow the steps applicable to the version of iManager you are using:
¢ “Upgrading CoallectionsiniManager 2.0.2” on page 73
+ “Reinstalling Collectionsin iManager 2.5" on page 73
4 Continue with the task that you want to perform:
¢+ “Managing Tiered Electronic Distribution Objects’ on page 73
¢ “Monitoring the Distribution Process’ on page 75
+ “Managing the Agents through Remote Web Console” on page 79

Novell ZENworks 6.5 Server Management Administration Guide



Upgrading Collections in iManager 2.0.2

1

2
3
a4

Log into iManager, then click the Configureicon.

Under RBS Configuration, click Configure iManager.

Select Upgrade Collections, then click Next.

Make sure the collections you want to upgrade are selected, then click Next.

Only the collections that have out-dated or previously not installed iManager modules are
displayed.
Make sure that ZFSModule is selected, select the scope, then click Start.

6 Click Close after the module is shown to be successfully upgraded.
7 Click the Roles and Tasksicon.

8

Themissing ZENworks Server Management roles should now be displayed under ZENworks
Server Management.

Continue with Step 4 on page 72.

Reinstalling Collections in iManager 2.5

1

0o N O 0 b~ WDN

9

Log into iManager, then click the Configure icon.

Expand Role Based Services, then click RBS Configuration.

Under the Name column, select the desired collection to edit.

Under the Name column, select the ZENworks Server Management role.

Under the Reinstall column, click the check box for the listed ZFSModule name.

Click Reinstall (the column heading).

Click OK in response to the information dialog box to reinstall the module.

After the module is shown to be successfully reinstalled, click the Roles and Tasks icon.

The missing ZENworks Server Management roles should now be displayed under ZENworks
Server Management.

Continue with Step 4 on page 72.

Managing Tiered Electronic Distribution Objects

Acting inthe ZENworks Server Management rolein iManager, you can create, edit, or delete some
of the following Tiered Electronic Distribution objectsin eDirectory:

Distributor (cannot create)
Channel

Distribution

Subscriber (cannot create)
Subscriber Group
External Subscriber

Novell iManager 73



For these Tiered Electronic Distribution objects, you can perform al of the same management
tasks in iManager that you can perform in ConsoleOne®:

+ “Creating Tiered Electronic Distribution Objectsin iManager” on page 74
+ “Editing Tiered Electronic Distribution Object Propertiesin iManager” on page 75
+ “Deleting Tiered Electronic Distribution Objects in iManager” on page 75

The following Policy and Distribution Services management tasks cannot be performed in
iManager and must be performed using ConsoleOne:

+ Managing the Server Management database. See Chapter 10, “ZENworks Database,” on
page 343

* Generating reports from the Server Management database. See Chapter 11, “Reporting,” on
page 355

Creating Tiered Electronic Distribution Objects in iManager

74

1 Select Roles and Tasksin the top frame, expand ZENworks Server Management in the left
frame, then click Create TED Object.

Create TED Object

Select the TED Object type you wish to create:

& Channel
@5 Distribution

& Subscriber Group
2 External Subscriber

Cancel

2 Select the type of object you want to create.
Any Distribution type you can create in ConsoleOne, you can aso create in iManager.

3 Providetheinformation required for that object type, such asaunique namefor the object, the
context where you want to create the object, and so on.

Click the Help icon (question mark) for more information.
4 Click OK to finish creating the object.

5 Continue with “Editing Tiered Electronic Distribution Object Propertiesin iManager” on
page 75 to configure the new Tiered Electronic Distribution object.
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Editing Tiered Electronic Distribution Object Properties in iManager

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Edit TED Object.

@ Edit TED Object

Specify the object(z) to modify,
Select a single object | Simple Selection

Object name: [see list)

I

oK | Cancel |

2 Browse to and select the Tiered Electronic Distribution object whose properties you want to
edit, then click OK.

The same property pages and options are available in iManager that are availablein
ConsoleOne.

You can click Help on each property page for information on setting the options.

3 Configure the object as needed, then click OK to save the new properties settings.

Deleting Tiered Electronic Distribution Objects in iManager

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Delete TED Object.

Delete TED Objects

Select the TED Objects to delete:

I

oK | Cancel |

2 Browse to and select one or more Tiered Electronic Distribution objects to delete, then click
OK to list the objects on the Delete TED Objects page.

3 Click the Help icon for information about the repercussions of deleting specific types of
objects from your distribution system.

4 Click OK to delete the listed objects, then click OK again to confirm.

5 Follow any instructionsinthe online help to reconfigure remaining objects so that the del etion
does not disrupt your distribution system.

Monitoring the Distribution Process

The Tiered Distribution View enables you to track a Distribution from its Distributor through any
parent Subscribers down to the end-node Subscriber. This hel ps you determine which Subscribers
have received the Distribution, where they received it from, and when they received it. This, in
turn, helps you troubleshoot and correct any problems that might occur during the distribution
process.
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The Subscriber Distribution View provides a status view of all Distributions for each Subscriber
that you add to awatch list. You can use this view to troubleshoot a Subscriber’s Distributions.

These capabilities are not available in ConsoleOne.

The following sections explain how to use these views:

+ “Using the Tiered Distribution View” on page 76

+ “Using the Subscriber Distribution View” on page 77

Using the Tiered Distribution View

76

To access the Tiered Distribution View in iManager:

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Tiered Distribution View.

2 Browse to and select the Distribution you want to track, then click Next.

3 Sedlect the Channel through which you want to track the Distribution and click Next.
The Distribution System window lists Subscribers that should receive the Distribution.

4 Click Expand All to display the routing hierarchy between the Distributor that built and sent
the Distribution and the end-node Subscribers that should have received it.

or

Select an individual server to expand its part of the hierarchy.
Icons indicate the status of the Distribution:

Icon

Meaning

&

The Distribution has been received and extracted successfully.

&

The Distribution has been received but not yet extracted.

Check the Subscriber’s extract schedule to see whether extraction has been attempted.
If extraction was attempted and failed, check the Subscriber’s event log to see what error
occurred during extraction. See “Managing the Distributor Agent” on page 79.

The Distribution was not successfully received by the Subscriber.

Check the Subscriber’s event log for an error message describing the problem. See
“Managing the Distributor Agent” on page 79.

The Distributor has not received any response from the Subscriber concerning the status
of the Distribution.

Check the status of the Subscriber and any parent Subscribers between it and the
Distributor. See “Managing the Distributor Agent” on page 79.

5 Fill inthetime spacein the Refresh Screen Every _ Secondsfield, then click Start to refresh
the display at that frequency.

Only seconds can be entered.

Thisis useful for troubleshooting the distribution process asit occurs.
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6 Todisplay status information, select a Distributor or Subscriber, then click Remote Web
Console.

For information about the types of status information you can obtain, see“Managing the
Agents through Remote Web Console” on page 79.

7 To check configuration information, select a Distributor or Subscriber, then click eDirectory
Configuration.

You can edit the Distributor or Subscriber object propertiesjust asif you had clicked Edit TED
Object under ZENworks Server Management. The same property pages and options are
available in iManager that are available in ConsoleOne.

Using the Subscriber Distribution View

To access the Subscriber Distribution View in iManager:

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Subscriber Distribution View.

2 Click Add to select the Subscribers that you want to track.
Each Subscriber added does not initially display its Distributions.
3 Sdlect anindividual Subscriber to expand its Distribution list.
or
Click Expand All to display the Distributions for each displayed Subscriber.

Icons indicate the status of the Subscribers' Distributions:

Icon Meaning

% The Distribution was not successfully received, or the extraction failed.

Check the Subscriber’s event log for an error message describing the problem. See
“Managing the Distributor Agent” on page 79.

The Distribution’s status is not yet known, because the Distributor could not be contacted,
or because the Distributor has not yet received the status from the Subscriber.

Check the status of the Subscriber or the Distributor. See “Managing the Distributor
Agent” on page 79.

= The Distribution was successfully received, but for a non-critical reason it has not yet
been extracted, such as the Extract schedule has not yet started.

o )
i

Check the Subscriber’s extract schedule to see whether extraction has been attempted.

= The Distribution has been successfully received and extracted.

The Subscribers and Distributions are sorted by status, then alphabetically within a status. To
display the more critical Distribution statuses first, the status order is:

1. Critical

2. Unknown

3. Received

4. Extracted
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When one of these icons appear next to:

¢ “Subscriber” (root item in tree structure): The status applies to one or more of the
subordinate Distributions. Therefore, “ Subscribers’ shows the most critical icon of any
statusin thelist.

¢ Subscriber icon: The status applies to one or more of the Subscriber’s Distributions.
Therefore, the status icon shows the most critical status icon for any of the Subscriber’s
Distributions.

+ Distribution icon: The status only appliesto this Distribution.
Mouse-over a Distributions to display the following information:

DNS Name
NDS Name
TED Version
Receive Status
Time Received

Should Extract (either True or Falsedisplaysto indicate whether the Distribution is subscribed
to by the Subscriber)

Time Extracted
Extraction Status
Distributor
Parent Subscriber

If you mouse-over a statusicon, it displays a short sentence of the most critical status for the
related object (Subscriber or Distribution).

Fill in the time space in the Refresh Screen Every _ Secondsfield, then click Start to refresh
the display at that frequency.

Only seconds can be entered.
Click Stop to discontinue refreshing.

Thisis useful for determining whether a correction to a Distribution worked, or to
troubleshoot the distribution process asit rolls out to different Subscribers.

To display status information, select a Subscriber, then click Remote Web Console.
This option does not apply to Distributions.

For information about the types of status information you can obtain, see “Managing the
Agents through Remote Web Console” on page 79.

To edit configuration information, select a Subscriber or Distribution, then click eDirectory
Configuration.

You can edit the Subscriber or Distribution object properties just asif you had clicked Edit
TED Object under the ZENworks Server Management role. The same property pages and
options are available in iManager that are available in ConsoleOne.
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Managing the Agents through Remote Web Console

On NetWare® servers, you can monitor the Distributor Agent and the Policy/Package Agent at the
server console where they are running. In addition, you can monitor the agents running on any
supported platform (NetWare, Windows, Linux, or Solaris) from Internet Explorer using the
ZENworks Server Management role in iManager.

+ “Managing the Distributor Agent” on page 79
+ “Managing the Policy/Package Agent” on page 82
+ “Opening Multiple Remote Web Console Windows™ on page 83

The following Policy and Distribution Services management tasks cannot be performed in
iManager and must be performed using ConsoleOne:

+ Creating, editing, and deleting policy packages. See Chapter 4, “ Server Policies,” on
page 191.

+ Creating, editing, and deleting software packages. See Chapter 5, “ Server Software
Packages,” on page 231.

Managing the Distributor Agent

To access the Remote Web Console for a Distributor or Subscriber iniManager:

1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left
frame, then click Remote Web Console.

ZENworks Server Management Web Console

& |P address or DNS name:

© Distributor, Subscriber, or Server object name:

|

oK | cancel |

2 Specify the IP address or DNS hostname of a server where the Distributor Agent or Policy/
Package Agent is running.

or

Browse to and select a Distributor or Subscriber object or the Server object representing the
server where the Distributor Agent is running.

3 Click OK.
In the Display field, Tiered Electronic Distribution defaults.

Tabsat thetop of the Remote Web Consol e frame provide varioustypes of information related
to the Policy and Distribution Services agents. Additional options are available on each tab.
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You can click Help on each Remote Web Consol e page for information on using the features
available on that page.

4 Continue with the task that you want to perform:
¢+ “Managing Tiered Electronic Distribution Objects’ on page 80
+ “Monitoring Policy and Distribution Services Agent Status’ on page 80
¢ “Monitoring Distribution Status’ on page 81
¢ “Forcing Policy and Distribution Services Agent Actions’ on page 81
¢+ “Managing Security Certificates’ on page 81

Thetables below summarize these tasks, detail the Remote Web Console tab and option to use
for each task, and indicate whether the task can also be performed using ConsoleOne.

Managing Tiered Electronic Distribution Objects

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne
List all object properties of Distributor and Configuration > Configuration No

Subscriber objects in a single list

List the object properties of any subordinate Configuration > Subordinate No
Subscriber in the routing hierarchy Configuration
List all object properties of Distribution objects  Distributions > Distribution No

(except type-specific information) in a single list Information

List all object properties of Channel objectsina Channels > Channel Information No
single list
Display information about the Server Configuration > Database Yes

Management database

Be aware that if the Distributor has not been refreshed since changes were made to object
propertiesin eDirectory, the object properties displayed in the Remote Web Console are different
from the object properties displayed in ConsoleOne.The Remote Web Console displays object
information from the point of view of the Distributor Agent.

Monitoring Policy and Distribution Services Agent Status

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne
View and continuously refresh the current Events > Distributor Event Log No

Distributor event log, complete with message
severity levels

View and continuously refresh the current Events > Subscriber Event Log No
Subscriber event log, complete with message
severity levels
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Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne

Display the current status of the various Configuration > Threads No
distribution threads started by the Policy and

Distribution Services agents to perform their

various functions

Monitoring Distribution Status

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne

List all Distributions currently being processed  Distributions > Active Distributions No
by the Distributor and/or Subscriber, along with
detailed status information

Display status information for a selected Distributions > Received No
Distribution that has been received by a Distributions
Subscriber

Display the route that a Distribution must take ~ Configuration > Route to Subscriber No
through the routing hierarchy from a Distributor

or parent Subscriber to any subordinate

Subscriber

Forcing Policy and Distribution Services Agent Actions

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne

Immediately refresh a Distributor so thatitreads Configuration > Refresh Distributor ~ Yes
eDirectory to check for modified Distributions

Immediately build a Distribution Distributions > Build Distribution Schedule
dependent

Immediately send to Subscribers all Channels > Distribute Channel Not with

Distributions listed in a selected Channel one click

Managing Security Certificates

Policy and Distribution Services Agent Remote Web Console
Management Task Tab and Option ConsoleOne
List the security certificates that are available on  Security > Show Certificates No

a Subscriber

Delete security certificates from a Subscriber Security > Show Certificates > No
Remove Certificate

Have the Distributor sign Subscribers’ Security > Sign CSR Yes
Certificate Signing Request (.csr) files so that

the Subscribers can receive encrypted

Distributions from the Distributor
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Managing the Policy/Package Agent

82

The Policy/Package Agent isresponsiblefor installing the software and enforcing the policies that
it receives and extracts. The Remote Web Console enables you to manage the Policy/Package
Agent, which is not possible using ConsoleOne.

To access the Remote Web Console for a Policy/Package Agent in iManager:
1 Select Roles and Tasks in the top frame, expand ZENworks Server Management in the left

frame, then click Remote Web Console.

ZENworks Server Management Web Console

& |P address or DNS name:

© Distributor, Subscriber, or Server object name:

|

oK | Cancel |

2 Specify the IP address or DNS hostname of a server where the Policy/Package Agent is

running.
or

Browse to and select a Subscriber object or the Server object representing the server where
the Policy/Package Agent is running.

Click OK.
In the Display field, select Policy Package Agent (Tiered Electronic Distribution defaults).

Tabsat thetop of the Remote Web Consol e frame provide varioustypes of information rel ated
to the Policy/Package Agent.

AT Policies | Software Packages | Schedule | Actions
Configuration

You can click Help on each Remote Web Consol e page for information on using the features
available on that page.
Continue with the task that you want to perform.

The table below summarizes these tasks and details the Remote Web Console tab for each
task.

Policy/Package Agent Management Task Remote Web Console  ConsoleOne

List the plug-ins that are currently loaded for enforcing Configuration No
server policies

List all the variables that the Policy/Package Agent has Configuration No
values for
List all the policies that the Policy/Package Agent enforces Policies No

on a Subscriber server
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Policy/Package Agent Management Task Remote Web Console  ConsoleOne

Immediately enforce one or more policies on a Subscriber  Policies No
server

Remove individual policies from a Subscriber server Policies No
Immediately refresh one or more policies so that the Policies No

Distributor Agent reads eDirectory to check for
modifications

List all the software packages that the Policy/Package Software Packages No
Agent installs on the Subscriber server

Determine the current status of all software packages Software Packages No
installed on the Subscriber server

Create and run a program or script on the Subscriber Schedule No
server once or repeatedly

Down the Subscriber server Actions No

Restart the Policy/Package Agent Actions No

Opening Multiple Remote Web Console Windows

On any Remote Web Console page, click Detach in the upper right corner to display the current
pagein anew browser window. This enablesyou to access multiple Remote Web Consol e features
at the sametime. For example, you could detach onewindow for the Tiered Electronic Distribution
agents and another window for the Policy/Package Agent. Or you could detach awindow for the
Remote Web Console and still be able to perform other ZENworks Server Management tasksin
the main Novell iManager window.

Comparing the ZENworks Server Management Role in iManager
with ConsoleOne Capabilities

The following table summarizes the major similarities and differences:

Task iManager ConsoleOne
Creating, editing, and deleting the following Tiered Electronic Distribution Yes Yes
objects:

Distributor (cannot create)
Subscriber (cannot create)
Distribution

Channel

Subscriber Group

External Subscriber

Creating, editing, and deleting the following Policy and Distribution No Yes
Services components:

Policy Package
Server Software Package
Desktop Application
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Task iManager ConsoleOne
Setting up the following Distribution types: Yes Yes

Desktop Application

File

FTP

HTTP

MSI

Policy Package

RPM

Software Package
Immediately refreshing a Distributor Yes Yes
Immediately building a Distribution Yes Not with

one click
Immediately sending to Subscribers all Distributions listed in a Channel  Yes Not with
one click

Monitoring Policy and Distribution Services agent event logs and status  Yes No
Listing and managing the policies on a Subscriber server Yes No
Listing and checking the status of software packages installed on a Yes No
Subscriber server
Running programs and scripts on a Subscriber server Yes No
Downing a Subscriber server Yes No
Managing security certificates:

Listing available certificates Yes No

Resolving certificates No Yes

Signing CSRs Yes Yes
Managing the Policy/Package Agent Yes No
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Tiered Electronic Distribution

Novel|® ZENworks® Server Management provides Tiered Electronic Distribution for managing
distributions of files, policies, and software across your network.

Tiered Electronic Distribution isintegrated with other Novell network management applications
that snap in to the ConsoleOne® framework to take advantage of Novell eDirectory™ management
and file access control. Tiered Electronic Distribution can also be managed using the ZENworks
Server Management role in Novell iManager.

For information on Tiered Electronic Distribution, see the following sections:

*

*

*

“Common Distribution Tasks’” on page 86

“Understanding Tiered Electronic Distribution” on page 87
“Distributors’ on page 94

“Distributions” on page 109

“Channels’ on page 142

“Subscribers’ on page 145

“Subscriber Groups’ on page 153

“External Subscribers’ on page 154

“Configuring Multiple Tiered Electronic Distribution Objects’ on page 163
“Sending Distributions’ on page 170

“Miscellaneous Tiered Electronic Distribution Issues’ on page 173
“Working Directories’” on page 184

“Editing the Tednode.properties File” on page 188
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Common Distribution Tasks

86

Thefollowing tables provide documentation links to common Tiered Electronic Distribution tasks.
All links are to sections in this Policy and Distribution Services portion of the Administration

guide.

Tiered Electronic Distribution Objects

Task

Instructions

Create a Distributor or Subscriber

“Installation on NetWare and Windows” in the Novell
ZENworks 6.5 Server Management Installation Guide

Configure multiple Tiered Electronic
Distribution objects

“Configuring Multiple Tiered Electronic Distribution
Objects” on page 163

Change the DNS name or IP address of a
Tiered Electronic Distribution server

“Changing DNS Names or IP Addresses for Tiered
Electronic Distribution Servers” on page 183

Distributor

Task

Instructions

Configure a Distributor object

“Configuring Distributors” on page 105

Create a routing hierarchy for a Distributor

“Understanding Distribution Routing” on page 96
and
“Configuring Distributors” on page 105

Delete a Distributor object

“Deleting a Distributor Object and How Its Distributions
Are Affected” on page 109

Refresh a Distributor

“Refreshing the Distributor” on page 108

Create a security certificate on a Distributor
and copy it to its associated Subscribers

“Creating Security Certificates for Non-Encrypted
Distributions” on page 303

Distribution

Task

Instructions

Create a Distribution

“Distributions” on page 109

Delete a Distribution

“Deleting a Distribution” on page 134

Managing orphaned Distributions (when
their Distributor object has been deleted)

“Deleting a Distributor Object and How Its Distributions
Are Affected” on page 109

Schedule and send a Distribution

“Sending Distributions” on page 170

Force a Distribution to be sent

“Forcing a Single Distribution To Be Sent” on page 171

Use a parent Subscriber to send a
Distribution

“Sending Distributions Through Parent Subscribers” on
page 171

Send a Distribution to another tree

“Sending Distributions between Trees” on page 172
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Task Instructions

Import or export a Distribution manually “Manually Importing and Exporting Distributions” on
page 139

Create and send a File Distribution using a “Using the Distribution Wizard” on page 141

wizard
Channel

Task Instructions

Create a Channel “Creating and Configuring Channels” on page 144

Force a Channel to fire “Forcing a Channel To Be Sent” on page 145
Subscriber

Task Instructions

Configure a Subscriber object “Configuring Subscribers” on page 147

Create an External Subscriber object “Creating and Configuring External Subscribers” on

page 162

Configure the tednode.properties file fora  “Editing the Tednode.properties File” on page 188
Subscriber server that does not have its
own configuration capability

Network Traffic Management

Task Instructions

Control bandwidth usage for Distribution “Controlling 1/0 Rates and Concurrent Distributions” on
traffic by setting the 1/O rates page 180

Minimize network messaging traffic “Minimizing Messaging Traffic” on page 181

Understanding Tiered Electronic Distribution

Review the following sections for an understanding of Tiered Electronic Distribution:
+ “Distribution Management through Tiered Electronic Distribution” on page 88
+ “The Basic Distribution Process’ on page 88
+ “Tiered Electronic Distribution’s eDirectory Objects’ on page 89
+ “Physical Network Connections” on page 90
+ “Distribution Flow Details’ on page 90
+ “Relationships of the Tiered Electronic Distribution Objects’ on page 89
+ “Tiered Electronic Distribution Processes’ on page 91
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+ “The Tiered Distribution Model” on page 93
+ “Tiered Electronic Distribution’s Key Components” on page 94

Distribution Management through Tiered Electronic Distribution

Tiered Electronic Distribution provides you with away to manage your servers through the
distribution of electronic data between servers. For example, application programs, collections of
datafiles, software patches, and server policies.

When you install Policy and Distribution Services, the installation process creates Tiered
Electronic Distribution and server policy objectsin the eDirectory tree, copies software to the
various servers, and sets up basic configurations for the Tiered Electronic Distribution and Server
Policies components according to your installation selections.

The Tiered Electronic Distribution software can be hosted on NetWare®, Windows 2000,
Windows 2003 Server, Linux, and Solaris servers.

Tiered Electronic Distribution uses atiered distribution model that enables one server to indirectly
service hundreds or even thousands of other servers. Tiered Electronic Distribution makesit easy
to distribute files and policy packages by building them into compressed data files and hosting
them in distribution channels for dissemination to the appropriate servers.

Tiered Electronic Distribution lets you schedul e the distribution processes to take advantage of off-
peak hours. It aso sends notification of distribution status by sending e-mail messages, logging
events, displaying real-time messages, database reporting, and sending SNMP traps.

Server Management can efficiently process (send/receive/extract) Distributions that are large in
size and contain a substantial number of files, such as an entire 4GB volume with greater than
50,000 file entries.

The Basic Distribution Process

88

The Tiered Electronic Distribution distribution process is based on the creation of Distributions
(compressed file collections) that you use to move files and policies to your network servers. For
more information, see “Understanding the Distribution Processes’ on page 170.

Following isasimplified distribution process. It is governed by schedules that you set for each of
the Tiered Electronic Distribution objects involved with the Distribution file.

1. A Distributor creates a security certificate to provide distribution security.

2. A Distribution is built on the Distributor server’s file system according to the configuration
you create in the Distribution object.

3. You associate the Distribution with a Channel.

4. You subscribe your target Subscriber servers to the Channel. This causes them to receive al
of the Distributions contained in that Channel.

5. The certificate (from 1 above) is copied to Subscriber servers for Distribution security
verification.

6. The Channel’slisted Distributions are sent from the Distributor to the Subscriber servers
whose security certificates are valid.

7. The Subscriber extractsthefiles or policies from the compressed Distribution file and applies
them according to the Distribution object’s configuration.

Novell ZENworks 6.5 Server Management Administration Guide



The schedules that you need to coordinate for sending Distributions are the Distributor’s Refresh
schedule, the Distribution’s Build schedule, and the Channel’s Send schedule.

The schedules that you need to coordinate for receiving and extracting Distributions are the
Channdl’s Send schedul e and the Subscriber’s Extract schedule.

Tiered Electronic Distribution’s eDirectory Objects

Tiered Electronic Distribution uses eDirectory objects and the related software for performing its
distribution functions. The Distinguished Name (DN) of all Tiered Electronic Distribution objects
includes the server name and component function of the host server.

The eDirectory schemaextensionsincluded in Tiered Electronic Distribution define the classes of
eDirectory objects that are created in your eDirectory tree, including information that is required
or optional at the time the object is created. Every object associated with Tiered Electronic
Distribution in an eDirectory tree has a class defined for it in the tree’s schema.

You will extend the schema of your tree for the following eDirectory objects when you install
ZENworks 6.5 Server Management:

Object

Basic Function

More Information

Distributor
Distribution
Channel
Subscriber

Subscriber Group

External Subscriber

Build, send Distributions
Contain files, policies

List Distributions

Receive, extract Distributions

Channel subscriptions by multiple
Subscribers

Enable distributing between trees

“Distributors” on page 94
“Distributions” on page 109
“Channels” on page 142
“Subscribers” on page 145

“Subscriber Groups” on page 153

“External Subscribers” on page 154

Relationships of the Tiered Electronic Distribution Objects

The following illustrates the relationships of the main Tiered Electronic Distribution objects:

H

d

Distributor Distribution Channel Subscriber
S R R 83 . v ¥
vv creates lists subscribes ?

J

sends Distribution

Note the following from this illustration:

+ A Distributor creates a Distribution
+ TheDistribution islisted in a Channel
+ A Subscriber subscribes to the Channel
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+ The Subscriber receives the Distribution from the Distributor (possibly via a parent
Subscriber)

Physical Network Connections

Distributor and Subscriber servers can be physically connected to the network in any
configuration, including having some servers across WAN links. The following describes the
possible physical interactions between Distributor and Subscriber servers:

+ A Subscriber server can be in the same geographic location as its Distributor server

+ A Subscriber server can be in adifferent geographic location fromits Distributor server, such
as across a WAN link

*

A Distributor server can service multiple Subscriber servers

*

A Subscriber server can be serviced by multiple Distributor servers

*

A Subscriber server can receiveits Distribution files directly from a Distributor server

*

A Subscriber server can receiveits Distribution filesindirectly viaanother Subscriber server
acting as a parent Subscriber

Distribution Flow Details

The following illustrates the physical flow of Tiered Electronic Distribution Distributions:

Distributions Channel
% . CB Record of the
list - Distributions
subscribe

Distributor send @ Subscriber

/N
@

Distribution Extracted
Files

Note the following from theillustration:
+ A Distribution fileis stored on the Distributor server’s hard drive
+ The Channel lists a Distribution (it does not hold a copy of the Distribution)
* The Subscriber subscribes to a Channel to obtain all of the Distributions listed there

+ The Subscriber extractsthe Distribution contentsfrom thefile'scompressed format and writes
the content to the volume and directory specified in the Distribution’s configuration

IMPORTANT: When there are multiple versions of a File or Desktop Application Distribution, the Subscriber
maintains copies of each of the versions, as is specified in the Distribution object’s properties. The default is
to maintain 10 versions per Distribution type.

90 Novell ZENworks 6.5 Server Management Administration Guide



Tiered Electronic Distribution Processes

The following processes are used to perform Tiered Electronic Distribution functions:
+ “Distributor Agent” on page 91
+ “Policy/Package Agent” on page 91
+ “Tiered Electronic Distribution Software Running on the Subscriber Server” on page 92

+ “Distribution Processes Summary” on page 92

Distributor Agent

The Distributor Agent isinstalled on each server where you select the Distributor option during
installation.

This agent has the following functions:

+ Reads eDirectory for all Tiered Electronic Distribution configuration information
(Distribution, Channel, and Subscriber) according to the Refresh schedule

+ Builds Distributions based on the information contained in the Distribution objects that are
associated with the Distributor

+ Builds Distributions according to the Build schedule
+ Sends Distributions according to the Send schedule
+ Handles dl notifications and events for the Subscriber

+ SendsDS configuration information found in Subscriber objectsto each Subscriber as part of
each Distribution

+ Logs Tiered Electronic Distribution information to the ted.log file for reporting purposes

Policy/Package Agent

The Policy/Package Agent isinstalled on each server where you selected the Policy and
Distribution Server option during installation.

This agent has the following Tiered Electronic Distribution functions:

+ Reads and enforces policy information that has been extracted from Policy Package
Distributions

For more information on policies, see Chapter 4, “ Server Policies,” on page 191.

+ Installs Server Software Packages that have been extracted from Software Package
Distributions

For more information on software packages, see Chapter 5, “ Server Software Packages,” on
page 231.

+ Logs policy and software package information to the zfs-startup.log file for reporting
purposes
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Tiered Electronic Distribution Software Running on the Subscriber Server

Tiered Electronic Distribution software is installed on each server where you selected the Policy
and Distribution Server option during installation.

This software has the following functions:
+ Subscribes a Subscriber server to Channels for receiving Distributions

+ Receivesand extracts the following Distribution typesto the server’sfile system according to
the Extract schedule:
Desktop Application *
File
FTP
HTTP
MSI
Policy Package
RPM
Software Package

1 The Desktop Application Distribution is only available when ZENworks Desktop
Management isinstalled.

+ Instalsthe following extracted Distributions:

Desktop Application
MSI
RPM

+ Inthe parent Subscriber role, receives a Distribution and forwards it on to other Subscriber
servers

Distribution Processes Summary

Function Process Explanation

Building and Sending  Distributor Agent Discovers, builds, and sends all Distributions

Distributions using the Distributor server's CPU and file system.

Extracting Distributions Tiered Electronic Extracts the Distribution’s data onto the Subscriber
Distribution software server using the Subscriber server’'s CPU and file
running on the system.

Subscriber server B ]
Also notifies the Policy/Package Agent when there

are Server Policies to be enforced, or Server
Software Packages to be installed.

Installing Distributed Policy/Package Agent Installs Server Software Packages onto the
Software Subscriber server using the Subscriber server’s
CPU and file system.

Enforcing Installed Policy/Package Agent Reads and enforces the extracted policies on the
Policies Subscriber server using its CPU and file system.
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The Tiered Distribution Model

The power of the tiered distribution model is that you can spread the workload for sending
Distributions. Thisis particularly important to the Distributor servers. By sharing distribution
duties with parent Subscribers, a Distributor server can have more resources available for reading
eDirectory, building each of its Distributions, and logging information to the database.

Tiered distribution levels can be very deep, providing avery large number of Subscribersthat any
one Distributor can service—without doing so directly.

The following illustrates a distribution routing hierarchy containing a Distributor, several parent
Subscribers, and many end-node Subscribers:

Distributor

<
+4
Parent Parent
Subscriber Subscriber
v ¥ v ¥
P P
/ ¥ \ / -
End-Node End-Node Parent End-Node Parent
Subscriber Subscriber Subscriber Subscriber Subscriber
v ¥ v ¥ PR 4 v ¥ ¥
$ $ $ $ $
/ \* v
Parent End-Node End-Node End-Node
Subscriber Subscriber Subscriber Subscriber
v ¥ v ¥ v ¥ v ¥
P P P P
/ M \* i i
End-Node End-Node End-Node
Subscriber Subscriber Subscriber
v ¥ v ¥ v ¥
< <P <
¥ < +

The Distributor can service hundreds of parent Subscribers directly, or servicejust afew first-tier
parent Subscribers and let them do the bulk of the distribution work. In the above illustration, the
Distributor only sends its Distribution to two parent Subscribers, yet nine end-node Subscribers
receive the Distribution.

The parent Subscribers shown in thisillustration can also receive the Distribution for extraction if
they were also subscribed to the Distribution’s Channel. If al of the parent Subscribersin the
above illustration were subscribed to receive the Distribution being sent to the end-node
Subscribers, the Distributor services 14 total Subscriber servers while itself sending the
Distribution only twice.

Each parent Subscriber can service hundreds of other parent Subscribers or end-node Subscribers
(the intended recipients of the Distributions). The workload for passing on a Distribution by a
parent Subscriber is minimal in compared to the workload for the Distributor to build the
Distribution.
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Asyou can see, thetiered distribution model allows you to minimize the distribution workload for
your Distributor servers.

Tiered Electronic Distribution’s Key Components

In summary, the key components of Tiered Electronic Distribution include:

*

Distributors

eDirectory schema extensions that include objects for Distributors, Distributions, Channels,
Subscribers, and External Subscribers

ConsoleOne snap-ins and iManager plug-insthat provide creation, configuration, and
management of Tiered Electronic Distribution

A Distributor Java process hosted on a NetWare, Windows 2000, Windows 2003 Server,
Linux, or Solaris server for handling distribution of data packages to Subscribers

A Subscriber Java process hosted on a NetWare, Windows 2000, Windows 2003 Server,
Linux, or Solaris server that subscribes to a Channel for its Distributions

A routing hierarchy for each Distributor that has a hierarchical list of Subscribers who can
both receive Distributions for themselves and pass the Distributions on to other Subscribers

Parent Subscribers that pass Distributions on to other Subscribers

An External Subscriber object that allows distributing between trees or to serversthat do not
have eDirectory server objects

The Distributor Agent that controls the actual processes of building the Distribution files on
the Distributor

Policy/Package Agent that extracts and enforces policy information from Policy Package
Distributions, and extracts and installs the contents of software packages

Certificates that provide distribution security

The following sections provide concepts and instructions for the Distributor object:

*

*

*

“Understanding Distributors’ on page 94

“Understanding Distribution Routing” on page 96

“Creating Distributors’ on page 105

“Configuring Distributors’ on page 105

“Refreshing the Distributor” on page 108

“Deleting a Distributor Object and How Its Distributions Are Affected” on page 109

Understanding Distributors

The Distributor object (TED Distributor) isan eDirectory object that defines the propertiesfor the
Distributor.

*

*

*

“Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 95
“Distributor Description” on page 95
“Scheduling” on page 96
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+ “Routing Distributions” on page 96
+ “Multiple Distributorsin the Tree” on page 96
+ “Database Logging” on page 96

Functional Relationship with Other Tiered Electronic Distribution Objects

Thefollowingillustratesthat aDistributor canlist any one of its Distributionsin several Channels,
and several of its Distributionsin one Channel:

D1str1but1on 1 Channel A
— &
Dlstrlbutor JrJr D1str1but1on 2 Channel B

—

The following illustrates that a Distributor sends its Distributions to Subscriber servers:

? Subscriber
Distribution
<

Distributor ++ % B

Subscrlber

Distributor Description

The Distributor server’s main Tiered Electronic Distribution function is to create and send
Distributions. It also logs information to a database file, if you have one assigned for the
Distributor.

The Distributor Agent buildsaDistribution file on the Distributor server from the information you
provide when you create and configure a Distribution object. A Distributor can own multiple
Distributions.

When a Distributor builds a Distribution, it can optionally create a digest that provides an MD5
checksum for the Subscriber to compare against. Digests are used by Subscribersto verify that the
Distributions have not been tampered with while in transit. Creating a digest is optional per
Distributor, so the digests might not always be available for a checksum comparison by any
Subscriber where this option is enabled.

Digestsalso detect corruptionin aDistribution’s package. In the case of corruption, the Subscriber
renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is rebuilt and sent
the next time the Channel’s schedul e fires.

A Distributor listsits Distributions in Channels. Distributors do not own Channels. However, a
Distributor is the sole owner of its Distributions.

The Distributor sends its Distributions to Subscribers (usually parent Subscribers for passing on
the Distributions). If an end-node Subscriber does not respond to a Distributor (or a parent
Subscriber) that istrying to send a Distribution to it, the Distributor retries sending a Distribution

Tiered Electronic Distribution 95



Scheduling

every two minutes for 30 minutes, then stops. It does not attempt to re-send the Distribution until
the Channel’s Send schedule starts again.

A Distributor’s Refresh schedul e determines when it reads eDirectory for changesto its
Distributions and other Tiered Electronic Distribution objects. A Distributor builds all new
Distributions it finds and rebuilds any of its Distributions that have changed. The new or rebuilt
Distributions are then available to be sent when a Channel’s Send schedul e starts.

IMPORTANT: We recommend that the Distributor’s Refresh schedule be daily, unless changes to
Distributions warrant a more frequent refresh. However, do not refresh the Distributor more often than every

five minutes, because the following can need up to five minutes to complete their processes: Distribution
building, eDirectory replication, and tree walking (when no Search policy is defined).

A Distributor can build its Distributions any time its Refresh schedul e starts, or you can force it to
do so from the server’'s command line.

If you delete a Distribution, you should also refresh the Distributor immediately so that it
recognizes the deletion and not try to build a Distribution that no longer exists. For information on
deleting Distributions, see “Deleting a Distribution” on page 134.

For information on scheduling, see Chapter 8, “ Scheduling,” on page 311.

Routing Distributions

The Distributor contains a distribution route, which is a hierarchical list of Subscribers that
indicate the routes the Distributor can take to send its Distributions to its Subscriber servers. For
information on routing hierarchies, see “Understanding Distribution Routes’” on page 40.

Multiple Distributors in the Tree

Database Logging

You can have multiple Distributor objects in the tree; however, you can only have one Distributor
installed per server. The need for multiple Distributors is dependent on several factors. For more
information, see “Are Additional Distributors Needed?’ on page 35.

Individual Distributors can log information to their own databasefiles, or all Distributors can log
information to one common database file. For information on databases, see Chapter 10,
“ZENworks Database,” on page 343.

Understanding Distribution Routing

A distribution route represents the most efficient path to any given segment of your WAN. A
distribution route isalist of parent Subscribers that relay Distributions on to other parent or end-
node Subscribers. You can use Parent Subscribers to minimize the workload for a Distributor
because they can pass on Distributions to other Subscribers.

The following sections explain how a Distributor moves its Distributions to your network’s
servers:

+ “Understanding Parent Subscribers’ on page 97
+ “Understanding Routing Hierarchies” on page 99
+ “Sharing Parent Subscribers with Other Distributors’ on page 101
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+ “Distributing Across WAN Links’ on page 102
* “Qut-of-Tree Distributions” on page 103
+ “Routing Hierarchy Configuration Guidelines” on page 104

Understanding Parent Subscribers

A parent Subscriber is a Subscriber that acts as a proxy for the Distributor to store and pass
Distributions so that the Distributor does not need to send its Distributions directly to every
Subscriber. Parent Subscriber servers do not need to be recipients themselves of a Distribution to
temporarily storeit for passing on to other Subscriber servers.

+ “Distributors Send Distributions Using Parent Subscribers’ on page 97
¢ “Passing on Unsubscribed Distributions’ on page 97

¢ “Sharing the Distribution Load” on page 97

+ “Balancing Workloads’ on page 98

Distributors Send Distributions Using Parent Subscribers

A Distributor server must actually send each of its Distributions, because the Distribution files
resideinits own file system.

Sending Distributions can create an enormous workload for a Distributor if it must individually
send each of its Distributions to every Subscriber server on the network. Therefore, parent
Subscribers are used to help send Distributions.

A detailed understanding of your network’s topology isimportant for properly configuring
distribution routes and selecting parent Subscribers. If necessary, create adiagram of your network
showing all WAN links to determine how to use parent Subscribers.

Passing on Unsubscribed Distributions

A Subscriber does not need to subscribe to a Channel containing a Distributor’s Distributions to
beintheDistributor’srouting hierarchy. A parent Subscriber itself does not need to be the recipient
of the Distribution it is passing on.

Further, a parent Subscriber does not need to subscribe to the same Channels as its subordinate
Subscribers to be able to pass on those Channel’s Distributions.

Sharing the Distribution Load

In theillustration under “The Routing Hierarchy” on page 99, each Subscriber listed could be a
parent to other Subscribers on its LAN. For example, if every Subscriber listed in the illustration
was a parent to 20 end-node Subscribers, the Distributor could service 210 total Subscriberswhile
only physically sending its Distributions to three of the Subscribers (the first-tier parent
Subscribers, numbers 01, 04, and 09).

To further illustrate, parent Subscriber 04 would be servicing 104 Subscribers while only directly
sending to two parent Subscribers (05 and 06) and its own 20 end-node Subscribers.
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Balancing Workloads

A Distributor can use parent Subscribersin arouting hierarchy to explicitly determine routes for
its Distributions. This eases its workload in distributing to Subscribers.

A parent Subscriber can also help a Distributor with its workload by acting as a proxy for the
Distributor to pass on Distributionsto other Subscribers. You can have multiple parent Subscribers
on agiven LAN to share the distribution workload on the LAN.

We estimate that the number of Subscribers and/or parent Subscribers that any one Distributor or
parent Subscriber should service to be about 40. This figure is dependent on such factors as
network speed, sizes of Distributions, and so on.

You should place parent Subscribers where they can help in load-balancing for Distributors and
other parent Subscribers.

The following illustrates a WAN environment with parent Subscribers:

LAN A

Distributor ——» Pare’?t
Subscriber

30 Subscribers

LANB LAN C
parent Subscriber parent Subscriber
parent parent parent parent
Subscriber Subscriber Subscriber Subscriber
30 Subscribers 30 Subscribers 30 Subscribers 30 Subscribers

Note the following from this illustration:

+ Assume that the three parent Subscribers that the Distributor’s distribution lines point to are
the first-tier Subscribersin the Distributor’s routing hierarchy.

+ Assumethat the other four parent Subscribers(in LAN B and LAN C) arelisted in the second
tier of the distribution hierarchy.

+ TheDistributor does not need to send the Distributions directly to the 30 Subscriberson LAN
A because the parent Subscriber in LAN A does that.

+ TheDistributor only sendsits Distributions directly to the three parent Subscribers, but atotal
of 157 Subscribers can receive those Distributions.

¢ One parent Subscriber in LAN B (and the same for LAN C) was used solely for receiving
Distributions directly from the Distributor, then passing them on to other parent Subscribers,
which in turn passed them to their 60 Subscribers. For large systems, this scheme can make a
parent Subscriber on the other side of aWAN link more available to a Distributor, instead of
that parent Subscriber being so busy passing Distributions to its many other end-node
Subscribersthat it can make the Distributor wait. Consider this hierarchical design where it
might be applicable in your network.
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The Distributor has the workload of reading eDirectory for Distribution changes, building the
Distributions, sending the Distributions, and writing to the Server Management database. By
minimizing the number of Subscribersthat a Distributor itself must directly send Distributionsto,
you can give the Distributor more resources for its various functions.

Understanding Routing Hierarchies

Tiered Electronic Distribution providesarouting hierarchy to automate sending your Distributions
from the Distributor serversto your Subscriber servers.

+ “The Routing Hierarchy” on page 99
+ “Distributing Using the Hierarchy” on page 100
+ “Subscribers Orphaned from the Routing Hierarchy” on page 100

+ “Rerouting Because of Changes to the Routing Hierarchy” on page 101

The Routing Hierarchy

To ease a Distributor’s workload in sending Distributions, each Distributor has its own routing
hierarchy, which isahierarchical list of Subscribersthat indicate the routes Distributions can take
to send a Distribution to a Subscriber. The Subscribers in the routing hierarchy are the parent
Subscribers. You can nest parent Subscribers many levels deep.

A parent Subscriber can receive aDistribution and extract it, aswell as passthat same Distribution
on to other Subscribers.

You can modify distribution routes at any time by editing the properties of the Distributor objects.

The following illustrates a Distributor’s routing hierarchy:

Distributor

— Subscriber 01

— Subscriber 02

— Subscriber 03

Subscriber 04

— Subscriber 05

L Subscriber 06

L Subscriber 07

— Subscriber 08

— Subscriber 09
Subscriber 10

The only Subscribers you need to include in the Distributor’s routing hierarchy are those that are
used to pass on Distributions to other Subscribers. Subscribers that are not used to pass on
Distributions are referred to as end-node Subscribers.
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Distributing Using the Hierarchy

Assumethat Subscriber 07 isaparent to Subscriber 11 (whichisnot in therouting hierarchy). The
distribution route from the Distributor to Subscriber 11 would be as follows:

Distributor
— Subscriber 01
— Subscriber 02
— Subscriber 03
Subscriber 04
— Subscriber 05
L Subscriber 06

Subscriber 07
— Subscriber 08

L : pa‘re‘nt
?ibscrlber 09 T Subscriber 11
Subscriber 10

The Distributor used four parent Subscribers (04, 05, 06, and 07) to send the Distribution to
Subscriber 11.

Subscribers Orphaned from the Routing Hierarchy

If Subscriber 11 did not have a parent Subscriber (such as Subscriber 07), the Distribution would
come directly from the Distributor:

Distributor
— Subscriber 01
— Subscriber 02
— Subscriber 03
Subscriber 04
— Subscriber 05
L Subscriber 06
Subscriber 07

— Subscriber 08
— Subscriber 09

L Subscriber 10

Subscriber 11

The only Subscribers you need to include in arouting hierarchy are those that are used to pass
Distributions on to other Subscribers. The end-node Subscribers (Subscribers that are only
receiving and not passing on Distributions) do not need to be listed in the hierarchy. They have
linksin eDirectory to their parents.

Subscribersthat exist in arouting hierarchy are generally parent Subscribers, although thisis not
required.

IMPORTANT: Subscribers that do not utilize parent Subscribers can increase the workload on the Distributor
and increase network traffic across WAN links. All Subscribers should have a parent Subscriber, except for the
first tier Subscribers that receive Distributions directly from the Distributor.
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Rerouting Because of Changes to the Routing Hierarchy

If aparent Subscriber is changed, or the routing list (on the Routing Hierarchy tab of the
Distributor object’s properties) ischanged, the changeisreflected in therouting slip (datafile used
in the distribution process), becauseit is calculated each time the Channel schedule starts. A
refresh is required for the Distributor to read eDirectory and obtain the new routing hierarchy.

If aSubscriber server isremoved from the network, and it was being used in a Distributor’srouting
hierarchy, you need to edit the Distributor object’s properties to adjust the routing hierarchy
because of that Subscriber’s removal. Then refresh the Distributor so it can recognize the newer
routing hierarchy.

Sharing Parent Subscribers with Other Distributors

If you have multiple Distributors, they can share portions of each other’s distribution routes,
meaning Subscribers can be listed in the distribution routing hierarchies of more than one
Distributor. This is because the route to a Subscriber is dependent on the Distributor, and can be
different for any given Distributor to Subscriber path.

The following illustrates the use of multiple Distributors and parent Subscribersin sending

Distributions:
Distributor A Distributor B
S &
v ¥ +v
Distribution 1 Distribution 2 Distribution 3

@5

~ ~ ’,
% W ¥
Channel 1 Channel 2

a

A
1
1
1
|
v'v

P

+
Parent
Subscriber 1

!

s S
v v

v ¥ N X ¢ v ¥
P
+
Subscriber 2 Subscriber 3 Subscriber 4

The arrows and lines indicate the subscription and Distribution connections to the Channels
(dotted lines) and the distribution paths from the Distributors to the Subscribers (solid lines).
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This illustration does not show distribution route hierarchies. For the purpose of thisillustration,
assume the following:

¢ Subscriber 1isin Distributor A's hierarchy
+ Subscriber 1 isa parent to Subscribers 2 and 3
¢ Subscribers 3 and 4 are in Distributor B’s hierarchy

+ Subscriber 4 isnot in Distributor A’s hierarchy

Note the following from the illustration concerning the use of multiple Distributors and parent
Subscribersin sending Distributions:

+ Distribution Owner ship: Distributors have ownership of their own Distributions and build
and send each of their Distributions.

+ MultipleDistributors: Multiple Distributorscanlist their Distributionsin the same Channel.
This means a Subscriber can receive Distributions from multiple Distributors.

+ Channel Usageby Distributors: Distributorscan list their Distributionsin any Channel, and
they can list one Distribution in multiple Channels.

+ Multiple Distributions per Channel: A Channel can have multiple Distributions from one
or more Distributors.

+ Channel Subscriptions: Each Subscriber subscribes to any of the Channels that have the
Distributions it needs. A Subscriber can subscribe to multiple Channels, and a Channel can
have multiple Subscribers subscribed to it.

+ Parent Subscribers: A parent Subscriber is used as a proxy for the Distributor to pass on
Distributions to other Subscribers.

+ Orphaned Subscribers: If a Subscriber is not in a Distributor’s distribution route, or the
child of aparent Subscriber in that hierarchy, the Distributor sendsthe Distribution directly to
the Subscriber. This can be an issue for WAN links and other topology issues.

Distributing Across WAN Links

102

When you include parent Subscribers in the routing hierarchy, this can minimize network traffic
by limiting the number of times a Distributor needs to pass a Distribution across a WAN link.

Because Distributors can send Distributions to parent Subscribers, which in turn can send them on
to other Subscribers, away is provided to send Distributions over aWAN link just once, instead
of many times to reach every Subscriber on the other side of the WAN link.

Generally, you should have at least one parent Subscriber on every LAN to minimize the number
of times a Distribution needsto cross a WAN link. Even if there are only two Subscriberson a
LAN, you can reduce network traffic by using one of them as the parent Subscriber to the other.

Parent Subscribers are especially helpful with slow WAN links.

Consider the following when you determine how to distribute across your WAN links:

+ Parent Subscriberson the Distributor’s LAN Segment: You should assign at |east one
Subscriber to be a parent Subscriber for all of the other Subscribers on a Distributor’s LAN
segment. That way the Distributor can have more resources for sending Distributions across
WAN links.
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+ Parent Subscribersfor Bridging WAN Links: You can minimizethe number of Subscribers
that a Distributor must directly service across WAN links by assigning at least one parent
Subscriber on all other LAN segments and including those parent Subscribersin the
Distributor’s routing hierarchy.

For example, your WAN has four LANSs. With the Distributor in one LAN segment, it must
send Distributions across three WAN links to get to Subscribers on the other three LAN
segments. Let’s assume each of the other LANSs has 160 Subscribers that all need a
Distribution from the Distributor. Without using parent Subscribersin the Distributor’s
routing hierarchy, the Distributor would need to send the Distribution 480 times across WAN
links. In using parent Subscribers (four per LAN segment to share the Distribution workload
on the LAN), the Distributor would only need to send the Distribution nine times.

+ Primary Parent Subscriberson a LAN: You can further minimize WAN traffic by tiering
parent Subscribers on the other side of aWAN link from the Distributor. In other words, you
can have just one parent Subscriber in the routing hierarchy that would also be a parent to
severd other parent Subscribers onits LAN segment.

Using the previous example, Subscriber 1 on each LAN segment could be the parent
Subscriber for Subscribers 2, 3 and 4. In turn, parent Subscribers 1, 2, 3, and 4 would each
service their own Subscribers. That would allow the Distributor to just pass a Distribution
across aWAN link once to Subscriber 1, which would take care of passing that Distribution
on to the other three parent Subscribers, saving the Distributor three extra WAN link
transmissions. Therefore, in contrast to the previous example, the 9 transmissions would be
paired down to only three.

Out-of-Tree Distributions

To use Policy and Distribution Servicesin multiple trees, you must install the software separately
in each tree. However, you only need to install the Server Management objects to one of the trees.

For example, if your network topology is:

Network Topology
One Distributor

J

Server_1

Distributor
‘Z—_

WAN Server_3
Subscriber

Server_2
Subscriber
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You could have the following Tiered Electronic Distribution configuration for the Distributor’s
routing hierarchy:

Distribution Flow
One Tree-One Distributor

Server_1
Distributor_ A ——»

Server_2
Subscriber_1 ——»
(Parent to Subscriber)

Server_3
Subscriber_2

In this example, the Subscriber and server objects all exist in Tree_A. This allows you to have
centralized management of the Tiered Electronic Distribution objects, regardless of your network

topol ogy.

Although you can create the Distributor and Subscriber objectsin only onetree, you caninstal the
Policy and Distribution Services software to any server in your network, whether the server’s
eDirectory object resides in the same tree where the Tiered Electronic Distribution objects are
created, or the server does not have an eDirectory server object in any tree (such as a Windows
server in adomain). This allows you to have centralized management of Tiered Electronic
Distribution in environments where you have multiple trees and mixed server operating systems
(such as NetWare and Windows servers).

For information on how External Subscribers are used for sending Distributions between trees, see
“Sending Distributions between Trees’ on page 172.

Routing Hierarchy Configuration Guidelines

104

You should place parent Subscribers in the routing hierarchy using the following guidelines:
+ Include at least one parent Subscriber on each LAN segment to minimize WAN traffic

+ |nclude multiple parent Subscriberson each LAN that has 40 or more Subscribersto minimize
a parent Subscriber’s workload

+ Make sure that every Subscriber that is not included in a Distributor’s distribution route is
assigned to a parent Subscriber onits LAN

Parent Subscribers are not always required for aWAN link. For example, if you have only two
Subscribers on a LAN connected by afast WAN link, the traffic difference between sending the
Distribution once versus twice could be negligible. However, for aslow WAN link this might not
be the case.
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The factors in determining whether a Subscriber can receive Distributions directly from the
Distributor instead of through a parent Subscriber are:

* Network connections
For example, are you distributing:

+ only withinaLAN?

¢ acrossaslow or fast WAN?

¢ across firewalls?

* inaNAT?
+ Frequency of sending Distributions
¢ Size of the Distributions

Creating Distributors

By understanding your network’s topology, your Distributions (how many, their sizes, and how
often you might expect them to be rebuilt), and how many Subscribers receive the various
Distributions, you can determine how many Distributors you need.

Distributors must be created by installing their software and eDirectory objects using the
ZENworks 6.5 Server Management Program CD. For more information, see “Policy-Enabled
Server Management Installation” in the Novell ZENworks 6.5 Server Management Installation
Guide.

To determine whether you need multiple Distributors, see“ Are Additional Distributors Needed?’
on page 35.

Configuring Distributors

Distributor objects are automatically created when the Distributor’s software isinstalled to a
server. You can edit your Distributor object’s properties at any time.

Not all propertiesassociated with the Distributor object are required. Required properties are noted
in the following steps; all others are optional.

1 In ConsoleOneg, right-click the Distributor object, then click Properties.
2 Click Genera > Settings and fill in the following fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Distributor server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings are used instead.

Input Rate: Therate Distributions received (for its Subscriber). The default isthe maximum
that the connection can handle. Thisrateisused to control aDistributor server’suse of narrow
bandwidth links.

Output RatesBased Upon Distribution’sPriority: Setsthe default output rate to minimize
network traffic for Tiered Electronic Distribution objects. This determines the send rate for
Distributors. The default value is the maximum that the connection can handle. Blank means
that bandwidth is taken from third-party software.
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There are three output priorities where you can specify arate:

+ High Priority: These Distributions are sent before any Medium or Low priority
Distributions.

¢+ Medium Priority: These Distributions are sent after al High priority and before any
Low priority Distributions.

¢ Low Priority: These Distributions are sent after all High and Medium priority
Distributions.

For more information, see “Prioritizing Distributions” on page 124.

Maximum Concurrent Distributionsto Build: Specifies the maximum number of
distribution threads that can be running concurrently for building Distributions. The default
valueisb. Vdid values are from 1 to 10.

This number can help in load-balancing a Distributor’s building activity.

Maximum Concurrent Distributionsto Send: Specifies the maximum number of
distribution threads that can be running concurrently for sending Distributions. The default
valueisunlimited (ablank field).

This number can help in load-balancing a Distributor’s sending activity and spread network
traffic over an entire scheduling window.

Connection Time-out: Specifiesthe allotment of time before the Distributor server times out
when connecting to another node. The default valueis 300 seconds (five minutes), after which
it ends the connection and does not retry until the send schedule starts again. The available
range in secondsis 1 to 60,000.

You canincrease or decrease this setting to allow messagesto pass back and forth between the
agents during the distribution process. If one node is expecting to receive a message from
another, there should be areasonable time to wait before assuming that the sender isno longer
available.

IMPORTANT: This interval must be increased on slow or busy links where longer delays are frequent.

Working Directory: Specifies the directory to be used by the Distribution. It contains
Distributions, persistent status, and temporary working files. The default path is:

+ NetWare: sys\zenworks\pds\ted\dist

IMPORTANT: The default volume is sys: on NetWare servers. We recommend that you do not use
the sys: volume because the directory’s content can become quite large.

+ Windows: c:\zenworks\pds\ted\dist
¢ Linux and Solaris: /var/opt/zenworks/zfs/pds/ted/dist

The Distributor’s working directory is also used whenever a Distribution is created. A
directory is created under the working directory using the DN of the Distribution object.

For more information on the working directory, see “Working Directories’ on page 184.
3 Click General > Messaging and fill in the following fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Distributor server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings for messaging are used instead.
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Server Console: Specifiesthelevel of output messages to send to the Distributor console on
the server console.

For more information on the message levels, see “Minimizing Messaging Traffic” on
page 181.

SNMP Trap: Specifiesthe level of messagesto send via SNMP.
Log File: Specifiesthe level of messages to send to the log file.

Path and Filename: You can specify acustomlog file'snameand location for this Distributor
object. The default is:

+ NetWare: sys\zenworks\pds\ted\dist\ted.log

IMPORTANT: The default volume is sys: on NetWare servers. We recommend that you do not use
the sys: volume because the log file can become quite large.

+ Windows: c:\zenworks\pds\ted\dist\ted.log
¢ Linux and Solaris: /var/opt/zenworks/zfs/pds/ted/dist/ted.log

For information on creating custom log files for all Distributor objects by using the Tiered
Electronic Distribution policy, see“ Creating Custom Log Files Using Policies’ on page 226.

Delete Log EntriesOlder Than __ Days: Log file entries for a Distributor are deleted after
they are older than the number of days specified. The default is six days.

E-Mail: Specifies which level of messages are sent viae-mail.
Users: Specifies e-mail users for notification.
Address Attribute: Specifies e-mail addresses for notification.

You can add usersor groups stored in eDirectory or provide the e-mail addressesfor userswho
are not contained in eDirectory. The e-mail Address Attribute associated with an eDirectory
user is the default attribute.

IMPORTANT: If you select e-mail as a method for receiving notification, be aware that additional network
traffic can be created.

Select the Schedules tab.

The schedule for a Distributor determines how often it reads the information contained in the
Tiered Electronic Distribution objects in eDirectory. It reads the Channel, Distribution, and
Distributor objects based on this schedule. You should set this up to reflect how often you
expect information in these objects to change, or how often new objects might be created.

You can force the Distributor to read eDirectory by right-clicking the Distributor object and
selecting the Refresh menu option.

Select a schedule and fill in the fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Distributor server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings are used instead.

Schedule Type: The Refresh schedul e you sel ects determines when the Distributor reads
eDirectory again.

IMPORTANT: We recommend the Distributor’s Refresh schedule be daily, unless changes to
Distributions warrant a more frequent refresh. However, do not refresh the Distributor more often than
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every five minutes. The following can need up to five minutes to complete their processes: Distribution
building, eDirectory replication, and tree walking (when no Search policy is defined).

For information on available schedules, see Chapter 8, “Scheduling,” on page 311.
6 Select the Routing tab and create the Distributor’s routing hierarchy.

Subscriber Routing Hierarchy: Configure the routes the Distributor uses when sending
Distributions to the Subscribers. You should plan this hierarchy in advance.

Use the following method to create the hierarchy:

6a Select the Distributor.

6b Click Add, select one or more Subscribers, click Select, then click OK.
You can have multiple Subscribers directly under the Distributor.

6¢ Select one Subscriber.

6d Click Add, select one or more Subscribers, click Select, then click OK.
You can have multiple Subscribers directly under each Subscriber.

6e Repeat Step 6¢ and Step 6d for each Subscriber until you have created the desired
hierarchy.

7 Select the Distributions tab to view the Distributions being serviced by this Distributor.

8 Toedit aDistribution, select the Distribution, click Details, edit the properties, then click OK
to exit the Distribution object’s properties.

9 When you havefinished configuring the Distributor and its Distributions, click OK to exit the
Distributor object’s properties.

IMPORTANT: Changes made to Tiered Electronic Distribution objects (other than Distribution) are not
in effect until the Distributor reads eDirectory.

Refreshing the Distributor

Any time you make achangein eDirectory that affects the Distributor, you must manually refresh
the Distributor so that it knows of that change. The Build schedule itself only provides the
Distributor with knowledge of changes to existing Distributions that it already knows about.

For example, when you create a new Distribution, the Build schedule does not make the
Distributor aware of the new Distribution. You must manually refresh the Distributor so that it can
detect the change in eDirectory.

To refresh the Distributor:
1 In ConsoleOneg, right-click the Distributor object.
2 Click Refresh Distributor.

This causes the Distributor to read eDirectory and obtain al of the changes that were madein
eDirectory. The Distributor Agent can then act on any changes applicable to the Distributor.

To perform this task in iManager, see “Forcing Policy and Distribution Services Agent
Actions’ on page 81.

Distribution building begins according to the current Build schedule. The Distribution is sent
according to the Send schedule.
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As soon as Subscribers receive an entire Distribution, they extract the contents to their working
directories that are specified in the Subscriber objects’ properties.

Deleting a Distributor Object and How Its Distributions Are Affected

You can del ete Distributor objectsfrom eDirectory. However, you can lose the following important
information that you might want to reuse for the Distributor’s replacement:

*

*

The Distributor’s distribution hierarchy

Thisis part of the Distribution object’s properties, and it shows which Subscriber serversare
used for passing on the Distributions.

Thelist of its Distributions

The Distributor’s Distributions become orphaned and unusable.

For information on how to handle orphaned Distributions, see“Handling Orphaned Distributions’
on page 137.

Distributions

The following sections provide concepts and instructions for the Distribution object:

*

*

*

“Understanding Distributions” on page 109

“Distribution Issues’ on page 113

“Determining the Distributions’ on page 115

“Creating a Distribution” on page 121

“Prioritizing Distributions’” on page 124

“Pre and Post Processing for Distributions’ on page 124
“Reassigning a Distribution to Another Distributor” on page 131
“Deleting a Distribution” on page 134

“Removing a Distribution Object - Auto Removal of Temporary Files’ on page 135
“Handling Orphaned Distributions” on page 137

“Manually Importing and Exporting Distributions’ on page 139
“Using the Distribution Wizard” on page 141

Understanding Distributions

The Distribution (TED Distribution) object contains alist of data packages or data grouping
information.

*

*

*

*

“Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 110
“Distribution Description” on page 110

“Scheduling” on page 110

“How New Versions of Existing Distributions are Created and Distributed” on page 111
“Distribution Security” on page 111

“Distribution Deletions” on page 112
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+ “Clean Up of Temporary Distribution Files’ on page 112

Functional Relationship with Other Tiered Electronic Distribution Objects

The following illustrates a Distribution’s relationship with its Distributor and the Channels:

Multiple Channels

i &

Distributor Distribution I I I

2—

The Distributor associates its Distributions with the Channels.

The following illustrates that a Distributor sends Distributions to Subscriber servers:

? Subscriber
Distribution
<

Distributor + 4 % B

AR ¢
? Subscriber

Distribution Description

Scheduling

A Distribution is a compilation of software and/or files, or a policy package, that the various
serversin your network might need.

A Distribution is owned by only one Distributor. A Distribution keeps alist of its Channel
associations, and you can place the Distribution in multiple Channels.

When aDistributionisbuilt, it isbuilt according to itstype. There are seven types of Distributions:
Desktop Application *
File
FTP
HTTP
MSI
Policy Package
RPM
Software Package

! The Desktop Application Distribution is only available when Desktop Management is installed.
For information on the different Distribution types, see “ The Distribution Types’ on page 115.

A Distribution has a Build schedule that notifies its Distributor how often the Distribution needs
to be built. If a Distribution has changed since the last time it was built, a new one is created.

Distributions can also be made active or inactive to control whether they should be built.
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For information on scheduling, see Chapter 8, “ Scheduling,” on page 311.

How New Versions of Existing Distributions are Created and Distributed

After you have configured a Distribution object and set the various distribution schedules, newer
versions of existing Distributions are automatically created and distributed according to the
following parameters:

+ Refresh Schedule: Thisschedule determineswhen aDistributor readseDirectory for changes
to any of its Distributions. If changes are detected for a particular Distribution, it is rebuilt
according to that Distribution’s Build schedule.

For more information on the Refresh schedule, see “ Distributor Object’s Refresh Schedule”
on page 315.

+ Build Schedule: Thisscheduleis set independently for each Distribution. When the schedule
starts for a Distribution that has been determined to have had changes to it, the Distributor
proceeds to rebuild that Distribution.

For more information on the Build schedule, see “Distribution Object’s Build Schedule” on
page 316.

+ Maximum Revisions: Thisfield (in the Distribution object’s properties, click General >
Settings), determines how many versions of a Distribution are kept on the Distributor and
Subscriber servers' file systems. For some Distribution types, thisfield determines whether a
partial Distribution (delta) or complete Distribution is rebuilt. Otherwise, thisfield is used
mainly to control disk space usage.

When the maximum number of revisionsis being approached, an SMTP e-mail notification
issent, if SMTP notifications have been configured.

For more information on the Maximum Revisions field schedule, see “Maximum Revisions”
on page 114.

These parameters determine when a Distribution needs to be rebuilt. The other schedules (Send
and Extract) determine when the rebuilt Distribution file is sent and extracted.
Distribution Security
Policy and Distribution Services provides several means for securing Distributions:
* “Certificates’ on page 111
+ “Encryption” on page 112

+ “Inter-Server Communications’ on page 112

Certificates

A certificate is a security mechanism used by Policy and Distribution Services to ensure that the
Distribution received by a Subscriber was actually sent by the Distributor owning that
Distribution. Without a matching certificate, a Subscriber cannot receive Distributions from the
Distributor.

For more information, see “ Distribution Security Using Signed Certificates and Digests’ on
page 295.
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Encryption
You can encrypt Distributions for when you send them outside your secure network.

For more information, see “ Distribution Security Using Encryption” on page 304.

Inter-Server Communications

You can secure communications between Tiered Electronic Distribution components residing
inside and outside your secure network by installing inter-server communications security where
needed.

For more information, see “ Security for Inter-Server Communication Across Non-Secured
Connections’ on page 308.

Distribution Deletions

When aDistribution is built, any deletionsin the Distribution object or on the Distributor server’'s
file system, such as deleting files or directories, causes those files or directories to also be deleted
from the Distribution whenitisrebuilt. However, synchronization must be enabled in order for the
files and folders to also be removed from the Subscriber server’s file system.

For more information, see “ Directory Sync Granularity for File Distributions” on page 173.

Clean Up of Temporary Distribution Files

112

To reduce the amount of disk space taken up by temporary Distribution files, those files are now
automatically cleaned up. Previoudly, after a Subscriber server extracts a Distribution, the
distfile.ted fileisleft in the Subscriber server’s working directory.

With the clean-up feature, you can have the distfile.ted file and other temporary Distribution files
automatically deleted after the Distribution has been successfully extracted. However, so that the
Subscriber is not sent the Distribution again, the status file is left in the Subscriber’s working
directory to indicate that the Distribution has been extracted and cleaned up.

IMPORTANT: The Distribution clean-up feature works only for Distributions that have been both sent and

received by ZENworks 6.5 Server Management Distributors and Subscribers. Distributions sent or received by
Distributors or Subscribers running prior versions of Server Management software cannot be cleaned up.

Parent Subscribers

For parent Subscribers who might need to forward the Distribution, the files are not cleaned up on
the parent Subscriber’s server, so that it can still forward the Distribution.

A parent Subscriber that has had a Distribution cleaned up which it is not forwarding, and then
receives the same Distribution for forwarding, will receive the Distribution again, even though its
status file indicates that it does not need it.

Distribution Types and Clean-Up

The FTRP, HTTP, RPM, MSI, Software Package, and Policy Package types of Distributions are
always cleaned up. The Maximum Revisionsfield is not available for those types of Distributions.

TheFileand Desktop Application types of Distributions can have their temporary files cleaned up
after the Distribution has been extracted when the Maximum Revisionsfield is set to 1. However,
for File Distributions, if the Verify Distributions check box is selected, the Distribution is not
cleaned up, even if the Maximum Revisions field is set to 1.
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Resetting Clean-Up Statuses in iManager

In iManager, you can reset the status file, which forces a Subscriber to receive a Distribution that
has been cleaned it up.

Clean-Up Is Not Rollback

Cleaning up the temporary files does not cause any roll back of extracted Distributions. Clean-up
is simply removing the temporary files.

Clean Up of Reassigned Distributions

The working directories for a Distribution that is reassigned from an old Distributor to a new
Distributor are not automatically cleaned up on the old Distributor’s server. You need to manually
clean up that Distribution’s temporary files on the old Distributor server.

Distribution Issues

Consider the following in determining your Distributions:

+ Filesizesand their potential for compression (.jpg fileswon’t benefit as much from
compression as text files)

¢ The bandwidth of WAN links
+ The frequency of file changes

+ Network resource constraints, such as low disk space or extra bandwidth availability

The better you can determine this type of information, the better you can balance resource usage
and minimize the use of resources.

You can configure Distributionsto copy only filesthat are different than the target, or copy al files
in their original state.

The following sections provide information about other issues with Distributions:
* “Maximum Number of Concurrent Distributions’ on page 113
* “Maximum Revisions’ on page 114
+ “1/O Rate (Bytes per Second)” on page 114
+ “Updating the Distributor’s eDirectory Information” on page 114
¢ “Checking the Distribution Package Changes’ on page 114
+ “MSI Distribution Extraction Errors’ on page 115

Maximum Number of Concurrent Distributions

Thisisan attribute found in the Distributor and Subscriber objects. It isused to control the number
of Subscribersthat can be serviced concurrently when sending Distributions. Thisis helpful if the
Distributor or parent Subscriber is servicing alarge number of Subscribers. It prevents the
Distributor from spreading itself very thin and sending the Distribution to all of the Subscribers at
once.

For example, if a Distributor or parent Subscriber sends to 100 Subscribers and the number of
concurrent Distributionsis set to 10, then the sender starts with 10 connections. As one connected
Subscriber finishesreceiving the Distribution, another Subscriber isadded inits placein thelist of
10. This continues until al 100 have been serviced.
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Maximum Revisions

Each Distribution allows you to determine how many versions of the Distribution are kept by the
Distributor and Subscribersin their working directories. The default isinfinite for all Distribution
types, whether the Distribution is created in ConsoleOne or iManager; however, the File and
Desktop Application types of Distributions have adefault of 10if they are created in ConsoleOne.
Make sure that you fill in the Maximum Revisions field attribute when creating Distributions.
Consider disk space availability when cal culating the maximum number of revisions.

If you select to limit the revisions, the e-mail fields are available, where you can specify atrigger
to notify e-mail recipients when your maximum number is approached, as well as define who the
e-malil recipientsare. If you select to allow unlimited revisions, the e-mail fields are not available.

The File Distribution only builds a complete Distribution the first timeit creates the Distribution.
All subsequent versions arejust the differences (deltas) between acurrent version and its previous
version. However, when the File Distribution reaches its maximum number of revisions, it deletes
all previous versions and build an entirely new Distribution (called abaseline), and starts from 1
in counting the number of revisions.

When the maximum number of revisionsis met for FTP, HTTP, and Server Software Package
Distribution types, the agent deletes the oldest version of the Distribution and adds the current
version to the revisions. Therefore, it never exceeds the maximum number entered in the
Distribution object.

When the maximum number of revisionsis being approached, an SMTP e-mail notification is sent
if SMTP notification has been configured.

I/0 Rate (Bytes per Second)

Updating the Distrib

Thisisan attribute found in the Distributor and Subscriber objects. It isused to control the amount
of bandwidth used by the Distributor or parent Subscriber when sending Distributions. The default
is unlimited, meaning the sender uses al the bandwidth available in sending Distributions.

utor’s eDirectory Information

The Distributor must be updated with the configuration information contained in the Tiered
Electronic Distribution objects in eDirectory.

Configuration changes include any changes made to the attributes of the Distributor object,
Distribution objects belonging to that Distributor object, or Channel objectsto which the
Distributor object is associated.

The Distributor has a schedule that determines how often it reads eDirectory for configuration
information. Set this schedule to coincide with the frequency at which Tiered Electronic
Distribution objects are modified in eDirectory.

You can also force an eDirectory refresh by right-clicking a Distributor object and selecting the
Refresh menu option, or by using the ZENworks Server Management role in iManager (see
“Forcing Policy and Distribution Services Agent Actions’ on page 81).

Checking the Distribution Package Changes

The Distribution’s Build schedule tells the Distributor the frequency at which the Distribution
should be checked for changes.

For example, the Distribution schedule might specify aweekly build. The Distributor rebuilds that
package and comparesit to the previous version to see if there have been any changes.
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MSI Distribution Extraction Errors

Some M SI Distributions can fail to extract on Windows 2000 servers (usually displaying error
1603), but not on Windows Server 2003 servers. The difference isin how the two operating
systems differently handle the rights needed to install the MSI packages.

This can be solved for Windows 2000 servers by editing the properties in the M S| Distribution:
1 In ConsoleOne, access the MSI Distribution’s properties.
2 Onthe Typetab, select the MSI package listed under Selected Packages.
3 Click Edit Parameter List to open the Edit Parameters dialog box.
4 In the Custom Parameters field, enter:
ALLUSERS=1
5 Click OK to save the change.
6 Repeat Step 2 through Step 5 for each M S| package listed under Selected Packages.
7 Click OK to save the updated M S| Distribution properties.

Determining the Distributions

You can distribute whatever you can represent on the file system. Thisincludes server applications
and files. For example, the applications or files could fulfill one of the following purposes:

*

Installing server software (such as virus protection software)

*

Updating server software (such as a NetWare support pack)

*

Updating files (such as virus patterns) on servers

*

Enforcing standardization of server filesor configurations (such as replacing the autoexec.ncf
file on a NetWare server with an updated version)

Use a descriptive method for naming the Distributions. You can a so use these names for naming
the Channels associated with the Distributions. For example:

VirusProtect
VProtectPatterns
NW51patch4
NWepatchl
AUTOEXECNCF000326

The following sections explain the different Distribution types and issues related to determining
your Distributions:

+ “The Distribution Types’ on page 115
+ “Determining the Sizes and Frequencies for Distribution Packages’ on page 120

The Distribution Types
There are several Distribution types. Each type has unique features that tailor it for specific needs.
+ “Desktop Application” on page 116
+ “File” on page 116
+ “FTP’ on page 118
¢ “HTTP’ on page 118
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¢ “MSI” on page 118

+ “Policy Package” on page 119

+ “RPM” on page 119

+ “Software Package” on page 120

For information on how to configure each Distribution type, see“ Creating a Distribution” on
page 121 (specificaly, Step 6 on page 122).

For the File and FTP types of Distributions, a Distribution Wizard is available for automating the
process of creating them. For more information, see Using the Distribution Wizard” on page 141.

Desktop Application

Distributesthe Application objects (that are created in Desktop M anagement) and the application’s
associated files to specified locations on the eDirectory tree and target Subscriber servers. This
Distribution type allows you to solve geographic, workload, and redundancy issues for
applications distributed by Novell Application Launcher that otherwise might require much of
your timein manual configuration work in Desktop Management. For more information, see
Chapter 6, “Desktop Application Distribution,” on page 267.

The Desktop Application Distribution type is not supported for Linux and Solaris servers.

This Distribution type automatically distributes amodified copy of the original Application object
to acontext in the eDirectory tree (a Subscriber’s working context), and automatically copies the
application’sfiles to the Subscriber server that can locally service its users and workstations. It
performs all of the appropriate hookups to the modified Application object to render it fully
functional.

For the Desktop Application Distribution, you can set the maximum number of revisionsin the
Distribution object. When the version number reaches the number that you set, the Distributor
rebuilds the entire Distribution. By default, this number is 10.

You can send Desktop Application Distributions to Subscriber servers on atreethat is different
from the Distributor server’s. However, the recipient server’s Subscriber object must residein the
same tree as the modified Application objects that are created by the Distribution. The External
Subscriber object isused on the Distributor’s tree to send a Desktop Application Distributionto a
server on another tree.

File

With this type you can select files and/or directories from the Distributor server’sfile system for
distribution, and select a destination location for extraction on the Subscriber.

The File type is sequential, meaning it controls the order for the building and extraction of
Distributions. This prevents the building and extracting processes from being performed out of

sync.

IMPORTANT: Linux and Solaris file systems are case sensitive to allow paths and filenames that are identical
except for case differences. However, if you select two such files, only the first file selected during extraction
is distributed, because the File type is not case sensitive. Therefore, do not place two files into a File
Distribution where their paths and filenames are identical except for case differences.

By default, Cache and Forward is used. This process allows a parent Subscriber to begin sending
a Distribution to subordinate Subscribers before it has finished receiving the Distribution. This
alows entire Distributions to be sent more quickly through a chain of parent Subscribersin the
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Distributor’s routing hierarchy than if they each had to wait until each Subscriber had completed
receiving the Distribution before it started sending.

TheFileDistribution isuseful for distributing large Distributions that change often, thus requiring
updates that need to be distributed frequently.

For the first version of a Distribution, the Distributor builds the entire Distribution (creating a
basgline). A unique feature of the File typeisthat for all subsequent versionsit calculates the
differences at build time and only builds a delta of the Distribution.

The File type does this by keeping alist of the files and directories contained in a Distribution on
the source machine (the Distributor or a parent Subscriber). If a source file changes, a new
Distribution is built the next time its Build schedule starts. However, this new Distribution only
contains the files that are different between the previous version and the current version. Thisis
known as a delta of the original Distribution.

This delta of the Distribution file is what is distributed to the Subscribers-not the entire
Distribution.

TheFiletypeisalso effective when changes are frequent because it can build much smaller deltas.

There is no option to send the entire File Distribution. However, after the maximum number of
revisions has been met, the Distribution is completely rebuilt and all deltas and previousrevisions
are deleted. Therefore, if you set the maximum number of revisionsto 1, deltas are not used and
the entire Distribution is built and sent every time.

For example, the first build is the baseline Distribution (version 1), the first update (Delta 1) is
version number 2, the second update (Delta 2) is version number 3, and so on until the number of
revisions you set is reached, which triggers a new baseline rebuild. By default, this number is 10.

Pre and Post actions can be set for File Distributions. For more information, see “Pre and Post
Processing for Distributions’ on page 124.

You can set the maximum number of revisionsin the Distribution object.

If synchronization isenabled, you can use the File type for removing files and directories from the
Subscriber server’s file system upon extraction of the Distribution in one of two ways:

+ Edit the Distribution object: Remove files from the list of files and directoriesin the
Distribution object. When the Distribution is built again, those files and directories are not
included.

+ Removefilesfrom the Distributor’sfile system: Remove files from the Distributor’s file
system that were part of the Distribution. When the Distributor is refreshed, it rebuilds the
Distribution without those files and directories.

In both cases, upon extraction of the Distribution, and with synchronization enabled, those files
and directories are removed from the Subscriber server’sfile system. For more information on
synchronization, see “ Directory Sync Granularity for File Distributions’ on page 173.

To manually force a Distribution to be built, you can use iManager (see“Forcing Policy and
Distribution Services Agent Actions’ on page 81).
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FTP

With thistypeyou can create a Distribution consisting of filesfrom one or more FTP sources. Each
source can contain one or more directories and/or files.

When an FTP site directory entry isadirectory, all of its files and subdirectories are built for the
Distribution.

Server Management now supportsretrieval of symboliclink files. Thisallowsthe Linux or Solaris
environments to receive FTP files that would be considered invalid on other platforms.

Whenever a Distribution’s Build schedul e starts:

+ The FTP type creates anew Distribution only if the new version would be different than the
previous version.

+ The Distributor builds the entire new Distribution.

+ The Distributor sends each new version of the Distribution to the appropriate Subscribers.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

HTTP

With thistype you can create a Distribution consisting of one or more HT TP sources. Each source
can contain one or more target entries.

Whenever aDistribution’s Build schedul e starts:

+ TheHTTPtypecreates anew Distribution only if the new version would be different than the
previous version.

* The Distributor builds the entire new Distribution.

+ The Distributor sends each new version of the Distribution to the appropriate Subscribers.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

MSI

Distributes Microsoft Software Installer (MSI) packages to Windows servers, where the M S|
engineis used to install the Windows-specific software included in an MSI Distribution. Any
vendor can create M S| packages for their software for installing in a Windows environment.

The Installshield* AdminStudio* ZENworks Edition software for creating .mst filesis available
onitsown CD that is provided with the ZENworks 6.5 product.

MSI 3is supported as aversion that can be distributed. However, ZENworks 6.5 does not
individually support any of MSI 3's new features.

The components of an M S| Distribution consist of .msi, .msp, and .mst files:
+ msi file: An MSI package containing Microsoft software to be installed by the MSI engine.

An MSI package canincludejust the .msi file, or the .msi file with the other filesin itsfolder
and all of the files contained in any subfolders.

+ .mst file: A filethat adds, deletes, or changes the propertiesin an M S| package to enable
customizing of the installation for different groups of users.
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+ .msp file An MSP package that provides a patch to an MSI package.
M Sl-based patch files might have filename extensions other than .msp.

An MSI Distribution might contain:
+ Oneor more MSI packages
+ Oneor more MSI packages with one or more .mst files applied to each MSI package
+ One or more MSI packages with one or more M SP packages

+ One or more MSI packages with one or more M SP packages and one or more .mst files
applied to each M S| package

+ One or more M SP packages only, because .msp files contain the information necessary for
identifying the MSI packages' applications that they are to patch

Patching can include modifying the settings of a machine, as well as updating files.

You can determine the application order of the .mst files for each MSI package, and you can
determine the execution order of the MSI and M SP packages listed in the Distribution.

When an M S| Distribution includes both of the MSI and M SP components, post-installation
actions are added by the Distributor to the Distribution to ensure the correct order of completion.

Because an MSP is designed to modify a specific MS| package, you need to make sure that you
have the correct order of execution.

Some M SI Distributions can fail to extract on Windows 2000 servers. To solve this problem, see
“MSI Distribution Extraction Errors’ on page 115.

Policy Package

This type provides the mechanism for applying policies to servers. In previous versions of Policy
and Distribution Services, al policies were enforced through eDirectory object and container
associations. With ZENworks 6.5 Server Management, policies are now distributed Subscriber
servers for enforcement using the Distributed Policy Package. However, policies for Distributors
continue to be enforced through context associations using the Container Package or Service

L ocation Package.

With the Policy Package Distribution, you send policies directly to serversas Distributions, which
are extracted on the receiving Subscriber server. The contained policies are then enforced on that
server.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

To send a Policy Package Distribution to a Subscriber using an External Subscriber object, you
must edit the agentinfo.properties file to prevent trusted tree errors. For more information, see
“Preventing Trusted Tree Errors for Policy Package Distributions’ on page 159.

For more information on each policy, see “Server Policy Descriptions’ on page 198.

RPM

You can distribute any Red Hat Package Manager (RPM) packages that you have previously
created to your Linux and Solaris servers using the RPM Distribution.

For Solaris, RPM must first be installed on the server, because it is not installed with Solaris
software by default. Solaris’ equivalent is PKG
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Whenever a Distribution’s Build schedul e starts:
+ The Distributor builds the entire new Distribution.

+ The Distributor sends each new version of the Distribution to the appropriate Subscribers.

You can set amaximum number of revisionsin the Distribution object to conserve disk space. By
default, the number is unlimited.

Software Package

A Server Software Package is created in ConsoleOne in the Server Software Package namespace.
For more information, see Chapter 5, “ Server Software Packages,” on page 231.

Software Package isthe most robust type of Distribution. It includesinstallation prerequisites, pre-
installation instructions, post-installation instructions, and the ability to modify text fields, SET
parameters, registry settings, and the products.dat file.

With the Software Package Distribution you can select .cpk filesfor distribution. Thisallowsyou
to place a software product into a Distribution for automatic installation on the receiving server.
This can include software updates to existing server software on the server.

You can select multiple .cpk files for one Distribution. Then, individual .cpk files are applied on
the Subscriber, depending on whether the .cpk file's prerequisites are met.

IMPORTANT: The order that the .cpk files are applied on a server is not guaranteed, and .cpk files contained
in one Distribution that might start in a certain order might not all finish in that same order. Therefore, place
each .cpk file in its own Distribution if you want them to be installed in a particular order and use Distribution
scheduling to determine the order. For more information, see “Forcing the Software Package Distribution Order
Using Multiple Distributions” on page 233.

Determining the Sizes and Frequencies for Distribution Packages

A Distribution’s size and frequency of being built and sent depends on the following:

+ Thesizeand number of files being distributed. Knowing this hel psin determining the amount
of disk space to be used on Distributor, Subscriber, and parent Subscriber servers.

+ A Software Package Distribution (.cpk) always builds an entirely new version of the
Distribution each time the source changes.

¢+ HTTPand FTP Distributionsawaysbuild an entirely new version of the Distribution whether
the source has changed or not.

+ How often the packages change and need updating. Knowing this hel ps determine how
frequently new versions of the package are created. Servers required to rebuild large
Distribution packages on aregular basis should have the processing power to perform this
work. The creation of many versions of a package also affects the amount of disk space used
in the Distributor’s working directory.

+ The number of versions of a Distribution package that are retained. This also affects disk
space usage on the Distributor’s and Subscribers’ servers.

+ TheFile Distribution creates a deltafile for each new version of the Distribution until it
reaches the number you have specified in the Maximum Number of Revisionsfield (10 isthe
default). Then it begins a new baseline Distribution. The delta file contains only the
differences between the last and current versions of the Distribution.
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Creating a Distribution

1

2

In ConsoleOne, select the container where you want the Distribution to be created, click File
> New > Object, select the Distribution type, then click OK.

Specify a Distribution name.

IMPORTANT: Periods (.) are not allowed in Distribution names. Instead, use dashes (-) or underscores
() as word separators. If you use a period in the Distribution name, the Distribution is not sent, and the
Distributor is not reloaded after it has been exited.

To give the Distributor ownership of the Distribution, browse to select the Distributor object,
select Define Additional Properties, then click OK.

The Distribution object’s properties are displayed.
Each Distribution belongs to a single Distributor that builds and sends the Distribution.
Click General > Settings and fill in the fields:

Active: Required. In order to make a Distribution available to Subscribers, it needs to be
active.

Use Digests. Digests are used by Distributors and Subscribers to verify that Distributions
have not been tampered with while in transit. The digest provides an MD5 checksum for the
Subscriber to compare.

Creating adigest takes more time on larger Distributions. The number of minutes per
megabyte is dependent on the hardware configuration of the server where the digest is being
created.

Digests aso detect corruption in a Distribution’s package. In the case of corruption, the
Subscriber renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is
rebuilt and sent the next time the Channel’s schedule fires.

Encrypt: You can have the Distribution encrypted if you are sending it across non-secured
connections. Encryption provides security for the Distribution during transit between the
Distributor and Subscriber when they are not within the same firewall. Select either Strong or
Weak encryption. You aso must havethe sameversion of NICI 2.6.4 installed to each of these
servers for encryption to work (see“Installing NICI 2.6.4” on page 52). However, if you
already have NICI 2.4.6 installed, it is optional whether you upgrade to NICI 2.6.4, because
these versions are compatible with each other.

Maximum Revisions: Thisnumber helpsyou to control disk space usage by determining how
many versions of a particular Distribution are kept in the Distributors and Subscribers
working directories. The default is 10. Select Limited and enter a number.

Increase the number if dataischanging often and the changesare minimal (smaller deltafiles).
Decrease the number if datais not changing very often, or if asignificant amount of datais
changing (larger deltafiles).

The following e-mail options are available if you set a maximum number. If you select
Unlimited, these options are dimmed.

+ Approaching Maximum Revision Email Notification List: Containsthe e-mail
addresses of anyone who isto be notified when a Distribution is approaching the
maximum revisions set in the Maximum revisions field. Here, you can either remove a
single or all displayed addresses.

¢+ Email Address(Maximum Revision Notification): You can add e-mail addressesto the
list in Approaching maximum revision email notification list. Just enter an e-mail address
and click Add and it is displayed in the listing.
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+ Send Natifications When Distribution Revision Is___ or Less of Reaching
Maximum Revisions: Enter anumber to indicate how close “ approaching” is. When the
current revision number of Distribution plus this number equal the maximum revisions,
an SMTP natification is sent to the listed addressees.

SMTP must be configured and its e-mail server address listed in the next field.

+ Email Server Address. The SMTP server used to send the e-mail notifications. For
example, mail.novell.com.

For information on configuring SMTP e-mail notifications, see“SMTP Host” on
page 205.

Priority: You can give the Distribution a priority that determines how it is sent in relation to
other Distributions. A High priority meansit is sent before Medium or Low priority
Distributions. For information on prioritizing Distributions, see “ Prioritizing Distributions”
on page 124.

Distributor: The DN of the Distributor object that builds and sends this Distribution.This
attribute cannot be modified. You selected the Distributor when you created the Distribution
object.

Description: Provide useful details about the Distribution, such as the name of the desktop
application, the files and directoriesit contains, intended user groups, and so on.

Click General > Restrictions and select a platform restriction:

Platform Restrictions: If you want to select specific operating system versions as a
prerequisite to receiving this Distribution, deselect No Restrictions and select the desired
operating system version. You can select from the following:

No Restrictions

NetWare All

NetWare 4.x (earlier versions of ZfS supported these platforms)
NetWare 5.0 (earlier versions of ZfS supported this platform)
NetWare 5.1

NetWare 5.x

NetWare 6.x

Windows Server

Solaris

Linux

Selecting the No Restrictions check box means that the Distribution can be sent to any
platform.

If you select NetWare All, you do not need to select any of theindividual NetWare platforms.

Select the Type tab and use the drop-down box to chose a Distribution typein the Select Type
field:

“Desktop Application” on page 375

“File” on page 376

“FTP’ on page 378

“HTTP" on page 380

“MSI” on page 381

“Policy Package” on page 383

“RPM” on page 384

“ Software Package” on page 385
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For some Distribution types, when entering information into afield, such asadirectory name,
be sure to press Enter or the change is not saved.

IMPORTANT: For the FTP, HTTP, RPM, Software Package, and Desktop Application types of
Distributions, if a target file is found to be locked during extraction, the Subscriber throws an exception
stating that the file could not be copied. The Distributor receives this information from the Subscriber and
logs the failure in the reporting database.

Select the Schedule tab and select a schedule:

The Build schedul e determines how often the Distributor builds a new version of the
Distribution.

Two options allow you to override the Channel’s Send and Subscriber’s Extract schedules:

¢ Send Distribution Immediately After Building: Overrides the Channel’s Send
schedule, allowing you to immediately send the Distribution, rather than wait for the
Send scheduleto start. However, the Subscriber’s Extract schedule determineswhen it is
extracted for use.

¢ Extract Distribution Immediately After Receiving: Overridesthe Subscriber’sExtract
schedule, allowing the Distribution to be immediately extracted, rather than wait for the
Extract schedule to start. Thisis useful for Distributions that need to be extracted
immediately, such as a Distribution that provides virus patterns.

Build Schedulefor File Distributions: Thistype builds anew Distribution and comparesit
with the previous version for changes. If there are changes, the File type builds afile
consisting of the differences between the current version and the previous version. When the
maximum number of versionsis reached, the type builds a complete Distribution (not just a
file containing the differences) and deletes al previous versions.

Build Schedulefor HTTP, FTP, and Software Package Distributions: These types build
new versions of the Distribution each timethe Build schedul e starts, regardl ess of whether the
Distribution has changed. It sends this new version to all Subscribers.

When sending a Distribution, the sender retries every 2 minutes for 30 minutes, then stops. It
does not begin sending again until the Channel schedule starts again.

Select the Channels tab and fill in the field:

Channels; Each Distribution must be associated with at least one Channel in order for it to be
sent to a Subscriber. A Distribution is be sent to al Subscribers of the selected Channel or
Channels.

If you want to set pre or post actions for the Distribution, see “Pre and Post Processing for
Distributions” on page 124 for the steps.

Click OK, then select Yes to resolve the certificates.

For NetWare and Windows servers, this copies the security certificates from the Distributor
to Subscriber subscribed to the Channel. For Linux and Solaris servers (if you do not have
drives mapped to them), you may need to resolve the certificates manually.

For information, see “ Resolving Certificates’ on page 299.
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Prioritizing Distributions
Distributions can be prioritized in two ways:

+ Send Queue: You can prioritize the order in which Distributions are sent: High, Medium, or
Low. For example, in agiven Channel, all High priority Distributions are sent first, then the
Medium priority Distributions are sent, and then the Low priority Distributions are sent.

Because Distributions with mixed priorities cannot be sent concurrently, you can control the
order in which Distributions are sent by the priorities that you assign them.

+ Output Rate: You can configure different output rate settings for a Distribution, based on a
priority: High, Medium, or Low. Thisallowsyou to control the bandwidth a Distribution uses.
For example, if you want your High priority Distributionsto utilize the most bandwidth, you
should configure their output rates with the High priority. Blank means that bandwidth is
taken from third-party applications.

The Maximum Number of Concurrent Distributions value is affected by prioritizing. Thisvalueis
subordinate to the priorities set for the Distributions. For example:

* You have the concurrent Distribution number set to 10.

¢ There are 3 High priority Distributions.

* There are 6 Medium priority Distributions.

+ There are 20 Low priority Distributions.

+ |nitialy, only the 3 High priority Distributions are sent concurrently.

+ After dl 3 of the High priority Distributions are sent, the 6 Medium priority Distributions are
sent concurrently.

+ After all 6 of the Medium priority Distributions are sent, 10 of the 20 Low priority
Distributions are sent concurrently, and so on.

Pre and Post Processing for Distributions

Pre and post processing actions are new features for Distributions in ZENworks 6.5 Server
Management:

* “Pre and Post Processing Actions Now Availablein Distributions’ on page 124

+ “Preand Post Actions in Software Packages versus Distributions’ on page 125

+ “The Pre and Post Feature Enhances Software Package Distribution Processing” on page 125
* “Error Messages Given When Valid Distribution Types Are Not Selected” on page 126

+ “Preand Post Distribution Processing Actions’ on page 126

Pre and Post Processing Actions Now Available in Distributions

To apply execution logic to aDistribution, pre and post actions are now availablefor thefollowing
Distribution types:

File

FTP

HTTP

MSI

RPM
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Software Package 1

1 Previoudly, only a Server Software Package had this functionality. Now both the software
package and its Software Package Distribution can have pre and post actions defined.

The benefit of having pre and post actions in these Distribution types is that you are no longer
restricted to using only Server Software Packages to perform those actions.

The pre and post processing actions are not available for the following Distribution types:

Desktop Application
Policy Package

Pre and Post Actions in Software Packages versus Distributions

In Server Software Packages, the pre and post features are contained in two different tabs: Pre-
Installation and Post-1nstallation, with Script and Load/Unload tabs for accessing the various

options.
For the Distribution typesthat now havethisfeature, aPre/Post Actionstab has been added to their

Distribution object’s properties (with Pre-Distribution Actions and Post-Distribution Actions
tabs).

The following options are available from the Pre/Post Actions tab:

Load Java Class

Script

Start Process

Stop Process

Start Windows Service
Stop Windows Service

For more information on these options, see “Pre and Post Distribution Processing Actions’ on
page 126.

The Pre and Post Feature Enhances Software Package Distribution Processing

When either apre or post action is defined for a Software Package Distribution, the following is
done:
1. Alist of .cpk files contained in the Distribution is created in the Type tab of the Distribution
object.
2. All pre actions are processed according to the order you defined for them.
3. The .cpk files are processed seridly.

4. All post actions are processed according to the order you defined for them.

You can use Pre and Post Actionsin a Distribution object containing multiple software packages
to ensure pre and post actions are performed before and after the software packages listed in the
Distribution are processed. However, pre and post processing only guarantees the order on
ZENworks 6.5 Server Management Subscribers, because this functionality is not backwards
compatible with ZENworks for Servers 3.x Subscribers.
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Error Messages Given When Valid Distribution Types Are Not Selected

There are some instances when the Pre/Post Actions tab display only a message:

+ InaDistribution object’s properties, if you have not yet selected a Distribution type, the
following message is displayed on the Pre/Post Actions tab:

You must select a Distribution type before you can configure pre or post
actions.

However, you must not only select a Distribution type, you must also “save” it by clicking
Apply. Then the Pre or Post page recognizes the Distribution and the Pre or Post actions can

be applied.

+ |f theDistribution typeyou have selected is either Policy Package or Desktop Application, the
following message is displayed on the Pre/Post Actions tab, because pre/post actions are not

supported for those types of Distributions:

This Distribution type does not support pre or post distribution actions.

Pre and Post Distribution Processing Actions

In each of the following sections, the information provided applies to both the Pre-Distribution
Actions and Post-Distribution Actions subtabs of the Pre/Post Actions tab. The difference is that
Pre-Distribution Actions occur before the main Distribution is extracted and Post-Distribution
Actions occur after the Distribution has completed extracting.

* “Start Process Action” on page 127

+ “Sart/Stop Windows Service Action” on page 129
+ “Script Action” on page 130

¢ “Load Java Class Action” on page 131
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Start Process Action
This action works for Windows services, Java processes, and NLM processes.

The Start Process action is similar to the Load NLM/Process action in Server Software Packages.

Properties of Distribution to see MSI type ﬂ

General vI Channels | Type | Schedule | Pre/Post Actions ~ | MNDS Rights v| Cither |
Pre-Distribution Actions

Start Process

Filename: I

Parameters: I

I wsit for this process to finish running hefore continuing.

Remove |
Page Options... | Ok | Cancel | Apply | Help |

1' il IStart Process LI

To add a Start Process action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

* Filename: This must be the exact name. For NetWare, include the .nlm extension.
For Linux and Solaris, you must include the full path.
¢ Parameters: Include any command line parameters for the NLM™ or process being run.

* Wait For This Process To Finish Running Before Continuing: You can select this option
for an NLM or processthat terminatesitself. It must terminate within 10 minutes, or thewhole
loading process fails. By default, this option is deselected.

If you select an NLM to be loaded by the Distribution, and the NLM is already running on the
target server, the package installation fails and is rolled back (if rollback is enabled).

You can make surethat an NLM isnot already loaded when you areincluding it in the Distribution
by adding a Stop Process option for that NLM before adding the Start Process option—nbut only if
this NLM does not require user input from the keyboard to unload it.
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Stop Process Action
This action works for Windows services, Java processes, and NLM processes.

The Stop Process action is similar to the Unload NLM action in Server Software Packages.

Properties of Distribution to see MSI type ﬂ

General vI Channels | Type | Schedule | Pre/Post Actions ~ | MNDS Rights v| Cither |
Pre-Distribution Actions

Filename: I

I wsit for this process to stop before cortinuing.

ﬂi“stopProcess LI Remove |
Page Options... | Ok | Cancel | Apply | Help |

To add a Stop Process action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

+ Filename: This must be the exact name, including the extension if it isan NLM. Because
many NLM files require user input to unload, their unloading cannot be automated.

For Linux and Solaris, only enter the name of the process; you should not enter any path
information. All processes running on the machine by that name will be stopped.

+ Wait For This Process To Finish Running Before Continuing: You can select this option
for aprocess that unloads itself. By default, this option is desel ected.

If an NLM requiresintervention to unload, you must remember to unload it manually beforetrying
to install the Distribution.
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Start/Stop Windows Service Action

This action works for Windows services only.

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions

Service: I

[ wsit for this service to finish running before continuing.

il il IStart Windoves ServiceLI Remove |
Page Options... | Ok Cancel Apply Help

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions

Service: I

[ wsit for this service to stop hefore continuing.

il il IStop Windoves ServiceLI Remove |
Page Options... | Ok | Cancel | Apply | Help |

To add aStart/Stop Service action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

* Service: This must be the exact service name.

+ Wait For This Service To Finish Running Before Continuing: You can select this option
for aservice that starts or stopsitself. By default, this option is deselected.
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Script Action
This action works for Windows services, Java processes, and NLM processes.

You can run server scripts before installing the main Distribution files. Use the arrows to arrange
the scripts’ execution order.

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions
Script Type: ISystem =~ l
Script:
it METEASIC
Ferl
1' il IScript =~ l Al | Remove |
Page Options... | Ok | Cancel | Apply | Help |

To add a Script action, select the option in the drop-down box and click the Add button. The word
“Script” defaults, which you must change to the script filename, including its full path. (Without
the path, the script cannot be found to run it.)

Then fill in the fields:

+ Script Type: Therearethree script types: System, NetBasic, and PERL. Thetext you enter in
the Script box must match the type you select.

IMPORTANT: NetBasic is not supported on NetWare 6.5 servers.
¢ Script: Enter the text of the script.

WARNING: If a Distribution executes the script, processing done by the script cannot be undone by
rollback.
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Load Java Class Action

Properties of Distribution to see MSI type ﬂ
General - | Channels | Type | Schedule | Pre/Post Actions ~ | NDS Rights - | Cither |
Pre-Distribution Actions

Clazs name:

Parameters: I

JWwh Parameters:

I wsit for this process to finish running hefore continuing.

1' il ILoad Java Class LI Remove |
Page Options... | Ok Cancel Apply Help

This action works for NetWare only.

To add aL oad Java Class action, select the option in the drop-down box and click the Add button.
Thenfill in thefields:

+ Class Name: This must be the exact name. The .class extension is not necessary.

IMPORTANT: In order to load a Java class, java.exe or jre.exe must already be in the path on the server
receiving the Distribution. Or, in this field, you can include the full path to the file.

+ Parameters: Include any command line parameters for the Java application being run.
+ JVM Parameters: Include any parameters for the Java machine.

+ Wait For This Process To Finish Running Before Continuing: You can select this option
for aJavaapplication that terminatesitself. It must terminate within 10 minutes, or the whole
loading process fails. By default, this option is deselected.

Reassigning a Distribution to Another Distributor

A single Distributor can service many Distributions, which could cause performance degradation
on that Distributor’s server. In version 6.5, there is away to reassign a Distribution from one
Distributor to another to balance the work load without needing to re-create the Distribution.

You can select one or more Distributions and reassign them to another Distributor.

If you delete a Distributor object in ConsoleOne, you are asked if you want to reassign the
Distributions that it services.
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To reassign a Distribution to another Distributor:
1 Determine which Distributions you want to reassign to another Distributor.
2 In ConsoleOne, do one of the following:

+  Select one or more Distribution objects, click Tools, click ZENworks Server
Management, then click Assign New Distributor.

IEnNovell ConsoleOne 10l =l

File Edit Wiew | Tools Help

o] S ZEMworks Inventory ] |1m_u| o | |
m ZEMworks Remote Management  » c‘“‘b 5 U lg'

-

Es My Warld Install... ibution 1

Install Movel-Defined Reports, ..
Schema Manager...
ZENwarks Utilities

 Managemenkt Distribution ‘Wizard. ..

ZENwarks Reports. .. Manual Distribution. ..

D[g Databases Assign Mew Distributor, .,
E‘DQ S

-7 Channels
®g [Distributiong]
8 Distributars
8 Palicies
=1 Subscribers
-5 Security

¥ ANGST

¥ MOVELL_ING

El----.ﬁ Server Software Packages

1 items %

leer: admin Servers Maovell I'I'ree: IFSDOC

+  Select one or more Distribution objects, right-click the selected objects, then click Assign
New Distributor.

IEnNovell ConsoleOne =10 x|
File Edit Wiew Tools Help
re|® ® e 1] 2 v e alEe s

@ Wy World (€5 Distrituttinn 1 |

-8 NDS Hew »

- ¥ ZFEDOC Rename. ..
g8 Movell Delete NDS Object
€@ Role Based Senvice e

=78 Servers

=718 ZENwarks
#-7§ Datahases
E|Dl§ o Rights to Other Objects. ..

; P8 Channels Assign Mew Distributar, ..

g Properties...

8 Distributars

3 Policies

-1 Subscribers

-5 Security

-4 ANGST

(-4 NOVELL_ING

-8 Server Software Packages

Trustees of this Object. ..
Extensions of this Object. ..

1 items %

leer: admin Servers Maovell I'I'ree: ZFSDOC
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The following diaog box is opened when using either of the above options.

Assign New Distributor =

Select the Distributar to be the neww owner of the selected Distributions.

selected Distributions:
Distribution_File.Distributions. S ZEMworks Maovell

ey Distributar:

[¥ Refresh Distributors

o | Cancel |

The Distributions you selected are listed in the Selected Distributions list.
If you want to change the list, you must click Cancel and reselect the Distribution objects.

3 Inthe New Distributor field, browse for the Distributor object that you want to be the new
owner of these Distributions.

IMPORTANT: Any files on the current Distributor server’s file system that belong in the Distribution must
be copied or moved to the new Distributor server’s file system, using the identical full path. This is covered
in Step 7.

4 If you want the Distributions to be built by the new Distributor owner as soon as you’ve
finished reassigning them, select the Refresh Distributors check box.

The new Distributor is refreshed upon exiting this process (see Step 5), so that it immediately
recognizes its new Distributions.

IMPORTANT: If you have files to copy, such as for the File, MSI, and Desktop Application types of
Distributions, you should wait to refresh the new Distributor until after you have copied or moved the files
for those Distributions to the new Distributor server’s file system, this task is accomplished in Step 7
through Step 12.

5 Click OK to transition the Distribution objects to the new owner.

6 Tomaketheold Distributor awarethat it no longer has the Distributions that were reassigned,
right-click the old Distributor’s object, then click Refresh Distributor.

IMPORTANT: The reassignment tool in ConsoleOne only reassigns the eDirectory objects. Therefore,
for File or MSI Distributions, the files contained in those Distributions reside on the old Distributor’s file
system. These files need to be moved to the new Distributor’s file system so that the new Distributor has
access to them for building these File or MSI types of Distributions. This is covered in Step 7.

For Desktop Application Distributions, you need to review the Application objects to determine which files
contained on the old Distributor’s file system need to be moved to the new Distributor’s file system. This
is covered in Step 10.

7 If aDigtributionisaFile or MSI type, do the following:

7a In ConsoleOne, right-click the Distribution object for the Distribution that you want to
reassign, then click Properties.

7b Select the Type tab.
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7c IntheFiles To Be Distributed list, note all of the files or directories to be distributed,
including their full paths.

7d Exit the Distribution object.

8 Using your file location notes and file management software (such as Windows Explorer),
copy or moveal of the Distribution’sfiles from the current Distributor server’sfile systemto
the file system of the Distributor server that is the new owner of the Distribution.

Thefull paths and filenames must exactly match between both of the Distributor servers' file
systems. If you do not make the paths identical between the old and new Distributor servers,
you need to edit the Distribution’s properties to match the newer paths.

9 Repeat Step 7 and Step 8 for each Distribution to be reassigned.
10 If aDistribution is a Desktop Application type, do the following:

10a In ConsoleOne, right-click the Distribution object for the Distribution that you want to
reassign, then click Properties.

10b Select the Type tab.

10c Note which Application objects are in the Distribution, then note the .fil files for each
Application object, including their full paths.

10d Exit the Distribution object.

11 Using your file location notes and file management software (such as Windows Explorer),
copy or move al of the Distribution’s Application object files from the current Distributor
server’sfile system to the file system of the Distributor server that is the new owner of the
Distribution.

Thefull paths and filenames must exactly match between both of the Distributor servers’ file
systems. If you do not make the paths identical between the old and new Distributor servers,
you need to edit the Application object’s properties to match the newer paths.

IMPORTANT: Although you normally have automatic temporary file clean-up for this Distribution, the
temporary files for the Distribution being reassigned must be cleaned up manually from the old
Distributor’s server.

12 Repeat Step 10 and Step 11 for each Distribution to be reassigned.

13 If you did not elect to refresh the Distributorsimmediately, and you want the new Distributor
to now recognizeits new Distributions, right-click the new Distributor’s abject, click Refresh
Distributor.

ThepreviousDistributor no longer attemptsto build the transitioned Distributions. The Distributor
that now ownsthe Distributionsisthe one to build and send them, according to the Build and Send
schedules.

Deleting a Distribution

134

If you delete a Distribution object, you must immediately refresh the Distributor that owned the
Distribution; otherwise, the following can happen:

+ When the Build schedule fires, the Distributor tries to build a Distribution that it thinks still
exists, causing an error.

+ |IniManager, if you select the Distribution I nformation option for the deleted Distribution, the
Distributor receives a 601 null-pointer error.
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By immediately refreshing the Distributor, you prevent both of these errors from occurring,
because:

+ The Digtributor reads eDirectory when it is refreshed and no longer knows of the deleted
Distribution.

+ The Distribution Information option for the deleted Distribution is no longer availablein
iManager.

Removing a Distribution Object - Auto Removal of Temporary Files

Previously, when you deleted a Distribution or Channel object, removed a Distribution or
Subscriber from a Channel, or in some way caused one or more Distributions to no longer be
associated with one or more Subscribers, the Distributions' temporary files remained on the
Subscriber servers, and you had to find them and delete them manually to recover disk space.

Inversion 6.5, when aDistributor refreshes, thetemporary files of the Distributions that have been
removed (either deleted or removed from a Channel) are automatically deleted from Subscribers
to free up disk space.

What Causes Temporary Distribution Files To Be Cleaned Up

A Distribution’s temporary files are removed from a Subscriber server’s file system when:
+ TheDistribution object is deleted
+ The Channel object hosting the Distribution is deleted
¢ The Distribution is removed from the Channel
+ The Subscriber is unsubscribed from the Channel

What the Distributor Does

When a Distributor refreshes, it determines whether any servers (including parent Subscribersin
its routing hierarchy) still need to receive any of its Distributions. Where it isfound that a
Distribution is no longer needed, the Distributor notifies the Subscribers (including parent
Subscribers) to clean up that Distribution’s temporary files.

If aDistributor cannot contact a Subscriber or has not received asuccessful deletion reply, it sends
another notification to that Subscriber the next time the Distributor refreshes. Therefore, the
Refresh schedul e determines how often a Subscriber isnotified to clean up adeleted Distribution’s
temporary files.

A Distributor tries five timesto notify a Subscriber to clean up a Distribution. If unsuccessful, the
Distributor ceases notifying the Subscriber. Then, the temporary files on the Subscriber server can
only be cleaned up manually.

What the Subscriber Does

When a Subscriber receives a notification to remove a Distribution’s temporary files, it first
determines whether the Distribution to be cleaned up isin the process of being received, sent, or
extracted by the Subscriber server. If itisnot, the Subscriber removesany forwarding or extraction
events that are pending and deletes the Distribution’s directory containing the temporary files.
Then, the Subscriber notifies the Distributor of the removal so that the Distributor can keep track
of which Subscribers have successfully complied.

Parent Subscribers are treated the same as end-node Subscribersfor cleaning up Distribution files.
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Clean Up of Temporary Distribution Files on the Distributor Server

When the Distributor determines that a Distribution object is deleted from eDirectory, the
Distribution’s version directories (not the Distribution’s directory) are automatically deleted from
the Distributor’s working directory.

After the Distributor has determined that all notified Subscribers have successfully deleted the
Distribution directories from their file systems, the Distributor then deletes the Distribution’s
directory from itsfile system.

When Subscribers Must Wait to Clean Up Temporary Distribution Files

Temporary Distribution files cannot be del eted from a Subscriber’ sfile system until the association
between the Distribution and the Subscriber is broken. For example:

+ When aDistribution islisted in the Channdl where the Subscriber is subscribed, the
Distribution’s files can be received and extracted on the Subscriber server:

Distribution =——» Channel «—— Subscriber D

% @ @ Distribution's

Files Installed

+ |f the Subscriber isno longer subscribed to the Channel, or the Distribution is no longer listed
in the Channel, the Distribution’s temporary files can be deleted from the Subscriber server:

Distribution —— Channel Subscriber
AR 4
% @ @ Distribution’s
Temporary
Files Deleted
Distribution Channel «——— Subscriber
AR 4
% @ 64,5 Distribution's
Temporary
Files Deleted

However, if a Distribution and a Subscriber are associated through multiple Channels, the
Distribution’s temporary files are not deleted from the Subscriber’s file system until both the
Distribution and Subscriber objects are no longer associated through any Channel. For example:

* When aDistribution islisted in two different Channels and the Subscriber is subscribed to
both Channels, the Distribution’s files can be received and extracted on the Subscriber server:

f Channel 1 41’
Distribution @ Subscriber D
U
% Channel 2 S

T Distribution's

@ Files Installed
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* When the Distribution is removed from one of the Channels, the Distribution’s files can still
be received and extracted on the Subscriber server:

Channel 1
Distribution Subscriber D
Ut §
% Channel 2 ﬁb Distribution’s

@ Files Remain

+ When the Distribution is removed from both Channels, the Distribution’s temporary files can
be deleted from the Subscriber server:

Channel 1 41'
Distribution J, Subscrlber
% Channel 2 ﬁb Distribution’s

@ Temporary
Files Deleted

When a Parent Subscriber Can Remove the Temporary Distribution Files

There are two possibilities for when a parent Subscriber can have Distribution files on its server:

+ When both the parent Subscriber and the end-node Subscriber are subscribed to the same
Channel to receive its Distributions. The parent Subscriber passes on the Distributions and
also extracts them for itself.

* When the parent Subscriber is not subscribed to the Channel that the end-node Subscriber is.
The parent Subscriber only passes on the Channel’s Distributions.

In both cases, the following rules apply to when Distribution files can be cleaned up from a parent
Subscriber’s server:

+ |f the parent Subscriber unsubscribes to the Channel, the Distributions’ files are not deleted
from the parent Subscriber’s server, so that it can continue to forward those Distributions to
the end-node Subscriber server.

+ Only after the end-node Subscriber unsubscribes from the Channel is the parent Subscriber
able to clean up the Distributions' files from its server.

Handling Orphaned Distributions

The following sections explain how to handle the Distributions of a deleted Distributor object:
+ “Orphaned Distributions” on page 138
+ “Cleaning Up Orphaned Distributions’ on page 138
+ “Re-creating Deleted Distributions’ on page 138
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Orphaned Distributions

Because Distributions belong exclusively to their Distributors, you cannot build and send those
Distributionsif you delete a Distributor object from eDirectory. The Distributions associated with
the deleted Distributor become orphaned and are no longer usable.

Any orphaned Distributions that have already been sent and extracted before you del ete the
Distributor object are usable by the Subscriber serverswhere they were extracted. However, these
servers no longer receive updated versions of the orphaned Distributions.

You can still see the orphaned Distribution objects in eDirectory, but no current or future
Distributor object can be associated with these orphaned Distribution objects.

Cleaning Up Orphaned Distributions

For al Distribution types, you can delete the Distribution’s directories on the Subscriber servers
file systems for all orphaned Distributions. We recommend that you del ete the Distribution’s
directories for any Distributions that you intend to re-create.

For most Distribution types, deleting the orphaned Distributions' directoriesisall you need to do
in order to clean up for management and disk space conservation purposes. These Distribution
types are:

Desktop Application
File

FTP

HTTP

RPM

However, for the Policy Package and Software Package Distribution types, you might need to undo
the processes that the Distributions initiated when they were extracted and installed.

For example, a Policy Package Distribution might require that you use iManager to remove the
policiesthat the Distribution set for the server. For moreinformation, see Step 4 under “Managing
the Policy/Package Agent” on page 82.

Re-creating Deleted Distributions

You need to re-create each orphaned Distribution that you want to continue to use. You can do this
using an existing Distributor object, or after you install a new Distributor.

After you have re-created a Distribution, al Channels previously associated with the orphaned
Distribution need to be associated with the newly created Distribution.

In re-creating the Distributions, you can use the configuration information from the orphaned
Distribution objects. When you no longer need the orphaned Distribution objects, you can delete
them and they no longer display on the Distributions tab of the Channel object.
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Manually Importing and Exporting Distributions

Exporting and importing are useful for:

+ Sending alarge Distribution to Subscriber serversthat are across aslow WAN link from the
Distributor server.

+ Sending alarge Distribution to aparent Subscriber server that isacrossaslow WAN link, then
having that parent pass the Distribution on to its subordinate Subscribers on its side of the
WAN.

+ Archiving Distributions, and later importing them when and where they are needed again.

The following sections provide information on exporting and importing Distributions:
+ “Understanding the Exporting and Importing Processes’” on page 139
* “Setting Up Specialized Schedules’ on page 139
+ “Exporting a Distribution” on page 140
+ “Importing a Distribution” on page 140

Understanding the Exporting and Importing Processes

You can manually export a Distribution from a Distributor server by writing to a media source,
such as afloppy disk, ZIP disk, CD, or DVD, then you can import it from that mediato a
Subscriber server.

Theexport process copies Distribution informationto aUNC path or drive mapping, such asahard
drive, floppy disk, or ZIP disk. From the copy on the hard drive, you can then burn the information
onto aCD or DVD.

The Distribution information includes the Channel and Distribution data from their eDirectory
objects, and the content of the Distribution’sfile (including al deltas). The Distribution
information is copied to afilename.ted file that you name when running the Manual Distribution
Wizard. You should use the .ted extension with the filename. You should a so use a descriptive
filename so that you can recognize the Distribution when reviewing the media content.

When the exported .ted file isimported, the eDirectory object information and the Distribution’s
content are used to create the Distribution on the Subscriber server’sfile system. Thereafter, deltas
of the Distribution can be sent over the wire, because they are usually much smaller than the
original Distribution that was exported and imported.

Distributions can only be exported and imported within the same tree where the associated
Channels are known to all Distributors and Subscribers involved.

Setting Up Specialized Schedules

Depending on when you want imported Distributions to be extracted, you might want a different
set of schedules set up before exporting the Distribution.

For example, if you want the exported Distribution to be extracted at different times by different
Subscribers where it is imported, then:

1 Set the build schedule for the Distribution to be exported to Immediate.
2 Add the Distribution to a Channel with a Send schedule set to Never.

This prevents Subscribers that have not yet had the Distribution manually imported to them
from receiving a Channel’s notice to trigger extraction of the yet-to-be-received Distribution.
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5

Add al of the Subscribers where the Distribution is to be imported to the Channel you used
inStep 2.

Refresh the Distributor that owns the Distribution to be exported.
After the Distribution has been built, continue with “ Exporting a Distribution” on page 140.

If you do not need a specialized schedule, you can just follow the instructions in the next two
sections, which assume that existing schedules are acceptable.

Exporting a Distribution

1

In ConsoleOne, click Tools, then click Manual Distribution to start the Manual Distribution
Wizard.

Click Export, then click Next.

3 Sdect aChannel, select one Distribution from that Channel, then click Next.

6

Importing a Distribution

1

2
3

This Channel’s ID isretained in the .ted file for use when importing the Distribution.

For the Distribution, provide a path (UNC or drive mapping) and filename (descriptive for
identifying which Distribution is on the media), then click Next.

The filename should have .ted asits extension.

If you are satisfied with the summary, click Finish.

Thefull Distribution is saved as a .ted file to the path that you specified.

If your path was to a hard drive, you can now burn the .ted fileto aCD or DVD.

In ConsoleOne, click Tools, then click Manual Distribution to start the Manual Distribution
Wizard.

Click Import, then click Next.
Provide the path and filename to the .ted file, then click Next.
Thisisthe .ted file that you exported to a media source.

Select parent Subscribers in the top box and individual Subscribers in the bottom box, then
click Next.

If you select a parent Subscriber that isin the routing hierarchy, all of the Subscribers below
it in the hierarchy have the imported Distribution passed on to them, but only if they are
already subscribed to the Distribution’s Channel.

The Subscribers displayed in the bottom box are those who are currently subscribed to the
Distribution’s Channel. The heading displays the Channel that is associated with the
Distribution being imported. Thisinformation is contained in the .ted file being imported.

External Subscribers are not listed in the bottom box because they cannot receive manual
Distributions.

If you are satisfied with the summary, click Finish.

The Distribution is copied from the media source you specified and placed in the working
directories of the selected Subscribers. The Channel and Distribution objects’ information is
written to eDirectory.
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At this point, imported Distributions are viewable in Remote Web Console in iManager, but
not in Tiered Distribution View or Subscriber Distribution View. The next two steps take care
of this.

If you set up specialized schedulesfor theimported Distribution (see“ Setting Up Specialized
Schedules’ on page 139), restart the Server Management process on each Subscriber server
where it was imported; otherwise, skip to Step 7.

The Distribution is extracted on the Subscriber servers according to their individual Extract
schedules. After extraction, you can view the Distribution’s information in iManager.

To make Distributors recognize that their Subscribers have manually received a new
Distribution:

7a Under the ZENworks Server Management role in iManager, click Remote Web Console.
7b ldentify the Distributor owning theimported Distribution in either of the following fields:

IP Address or DNS Name
Distributor, Subscriber, or Server Object Name

7c Click OK.

7d IntheDisplay field, select Tiered Electronic Distribution.

7e Click the Channels tab, then select Distribute Channel.

7f Click the Channel associated with the imported Distribution, then click OK.

The Distributor begins to send the Distribution listed in the Channel to the Subscribers, but
the Subscribers reply that they aready have the Distribution, then begin to extract the
imported Distribution.

If a Subscriber is a parent Subscriber that needs to pass the imported Distribution on to
subordinate Subscribers, it does so when the Distribution’s Channel starts.

Using the Distribution Wizard

Server Management provides the Distribution Wizard to help you learn the process involved in
creating and sending a Distribution. You can use thiswizard to create and send either aFileor FTP
Distribution.

To use the Distribution Wizard:

1

In ConsoleOne, select the container where you want the Distribution object created, click
Tools, then select Distribution Wizard.

2 Review the information on the Introduction page, then click Next.
3 Onthe Distributor Selection page, browse for and select the Distributor that ownsthis File or

FTP Distribution, then click Next.

On the Subscriber Selection page, click Add, browse for the Subscribersto receive this
Distribution, click Select, click OK, then click Next.

On the File Source page, select thefile source (the Distributor’s file system, or aremote FTP
site), then click Next.

On the Destination Volume or Drive page, select an option and fill initsfield and click Next.

Usethe Same Volumeor Drivefor All Subscribers: If each target Subscriber isto havethe
exact same volume or drive available, sel ect this option and provide the volume label or drive
letter.
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Channels

10

11

12

*
*

*

UseaVariablefor theVolumeor Drive: If your target Subscribers are using different paths
(for example you have NetWare, Windows, Linux, and Solaris Subscriber servers), you can
provide avariable value. This value must be defined on each Subscriber in order to receive
the Distribution.

On the Additional Destination Directories page, provide any additional path information for
the target Subscriber servers, then click Next.

Your path information is displayed under the Data Will Be Placed I n Path heading asyou enter
it. Use thisinformation to verify that the path is valid before continuing.

On the File Selection From Distributor Server page, click Add, browse for the files or
directories to beincluded, click Select, click OK, then click Next.

You are browsing the Distributor’s file system, not the local machine’s.

Repeat clicking Add until you have all of the files and directories you want in this
Distribution.

On the Distribution Name and Context page, fill in the fields, then click Next.
Distribution Name: Provide a unique name for the Distribution.

Context: Browse for and select the container where you want the Distribution object to be
created.

On the Additional Options page, select or deselect the options as applicable, then click Next.
The following options are all selected by defaullt:

Copy the Distributor’s Security Certificate To All Subscribers: Thisis necessary for the
Subscriber to be able to receive and extract this Distribution. This might not be necessary if
you run the wizard again with the same Distributor and Subscribers.

Verify That All Subscribers Are Up and Running: If you want to make sure your target
Subscribers can receive this Distribution, select this option.

Notify the Distributor To Read eDirectory For New Information: This causes the
Distribution to be built immediately.

On the Summary page, review the steps that are take by the Distribution Wizard, then click
Finish to create the Distribution.

Information is displayed as the Distribution is created and sent.
To review the log file, select Yes when prompted.

If you select Yes, you can review thelog file. Click Close to exit the log window and the
Distribution Wizard.

If you select No, the Distribution Wizard is exited.

The following sections provide concepts and instructions for the Channel object:

“Understanding Channels’ on page 143
“Creating and Configuring Channels’ on page 144
“Forcing a Channel To Be Sent” on page 145
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Understanding Channels

The Channel object (TED Channel) contains alist of Distributions associated with it and
Subscribers subscribed to it.

+ “Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 143
+ “Channel Description” on page 143

+ “Scheduling” on page 143

* “Subscriptions to Channels’ on page 143

Functional Relationship with Other Tiered Electronic Distribution Objects

The following illustrates a Channel’s relationship with Distributions and Subscribers:

dggd
% % ) ¢ e

Multiple Distributions =———» Channel <—— Multiple Subscribers

The Distributions are listed in the Channel, and the Subscribers subscribe to the Channel.

Channel Description

Scheduling

Distributors can list one Distribution in multiple Channels, and multiple Distributors can list their
Distributions in the same Channel.

You can have as many Channels as you want. Channels do not hold the actual Distributions, only
areferenceto them. Thereisno limit to the number of Distribution references a Channel can send.
The practical limit is how many Distributions you want to track per Channel.

A Channel’s Send schedul e determines when a Distribution are sent from the Distributor to its
Subscribers.

A Channel can be active or inactive to control when its Distributions are sent.

For information on how time zones can affect scheduling between a Channel and its associated
Distributors and Subscribers, see “ Scheduling Tiered Electronic Distribution Objectsin Different
Time Zones’ on page 326.

Subscriptions to Channels

Channels can be subscribed to by multiple Subscribers.

To receive a Distribution, a Subscriber must subscribe to the Channel where that Distribution is
listed. However, a Subscriber receives all of the Distributionslisted in that Channel, which means
they are applied to the Subscriber server when they are extracted.
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Creating and Configuring Channels

The following sections provide you with the steps to create and configure the Tiered Electronic
Distribution objects with ConsoleOne.

Do the following in order for each Distributor:
+ “Determining the Channel Names” on page 144
¢ “Creating the Channel Objects’ on page 144
¢ “Configuring the Channels’ on page 144

Determining the Channel Names
In naming Channels, use a descriptive method. For example:

VirusProtect
VProtectPatterns
VirusProtection
NW51patch4
NWépatchl
AUTOEXECNCF000326

You can manage your Channels more easily by:
+ Using names that are purpose oriented

+ Using asimilar name for the Channel and its Distributions

Continue with “ Creating the Channel Objects’” on page 144.

Creating the Channel Objects

Channels are used to group Distributions and establish a schedule for passing a Distributor’s
Distributions to Subscribers that are subscribed to the Channel. A Channel can have Distributions
from many Distributors. A Channel can be subscribed to by many Subscribers.

To create a Channel object:

1 In ConsoleOne, select a container object to hold the Channel object, click File > New >
Object, then select TED Channel.

2 Provide aname for the Channel object and click OK.

3 Create as many Channel objects as needed to group Distributions by type and/or send
schedule.

4 Continue with “Configuring the Channels’ on page 144.

Configuring the Channels
You need to configure a Channel object before you can begin using it.

Not all properties associated with the Channel object are required. Required objects are noted; all
others are optional.

To configure the Channel object:
1 In ConsoleOneg, right-click the Channel object, then click Properties.
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Select the General tab and fill in the fields:
Active: Select the check box to enable the Channel to pass on its Distributions.

Description: Provide a useful description, such as what Distributions the Channel is
associated with.

Select the Distributions tab, then click Add to add Distributions.

Distributions: A list of Distributions that are associated with this Channel. For information
on creating Distribution packages, see “Distributions” on page 109.

Select the Subscribers tab, then click Add to add Subscribers to the Channel.

Subscribers Subscribed to This Channdl: A list of Subscribers and External Subscribers
that are subscribed to this Channel.

Select the Schedule tab, then select a schedule for when to distribute the Channel’s
Distributions.

For information on available schedules, see Chapter 8, “ Scheduling,” on page 311.

Forcing a Channel To Be Sent

If you want to send all of the Distributionsin a Channel outside of Channel’s the normal Send
schedule, you can manually force the distribution process.

Assuming that a new Distribution has been built and the Channel’s Send schedule is not ready to
fire, do one of the following to force a Channel to be sent:

*

*

Using the ZENworks Server Management role in iManager, click Edit TED Object, browse
for and select the Channel, click OK, then click Distribute Channel.

In ConsoleOne, you have atwo-step process:

1. Select the Channel object, click Properties, select the Schedul etab, select Run Immediately,
click OK, right-click the Distributor object, then click Refresh Distributor.

2. After the Distribution has been sent, to reverse the changes made in Step 1, select the
Channel object, click Properties, select the Schedule tab, select the schedul e that the Channel
previously had, then click OK.

As soon as a Subscriber receives an entire Distribution, it extracts according to the Subscriber’s
Extract schedule.

Subscribers

The following sections provide concepts and instructions for the Subscriber object:

*

*

*

*

“Understanding Subscribers’” on page 146

“Creating Subscribers’ on page 147

“Configuring Subscribers’ on page 147

“Updating Subscriber Configurations’ on page 151

“ Associating Subscribers with Channels’ on page 152

“Deleting Subscriber Objects That Are Part of a Distributor’s Routing Hierarchy” on
page 153
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Understanding Subscribers

The Subscriber object (TED Subscriber) isan eDirectory object that defines the propertiesfor the
Subscriber.

+ “Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 146
* “Subscriber Description” on page 146

+ “Scheduling” on page 146

+ “Subscribing to Channels’ on page 147

* “Parent Subscribers’ on page 147

Functional Relationship with Other Tiered Electronic Distribution Objects

The following illustrates a Subscriber’s relationship with the Channels:

Multiple Channels

oy o &
g 1]

v

The Subscriber subscribes to the Channels.

The following illustrates the Subscriber’s relationship with Distributors and Distributions.

¥ Subscriber
Distribution

Distributor 8 %

¥ Subscriber

Subscriber Description

Scheduling

The Subscriber is aservice that receives and extracts Distributions to obtain the software, files, or
policiesit needs.

Any server where you want to distribute applications, files, or policy packages must have the
Subscriber software installed and a Subscriber object in the eDirectory tree. The Subscriber object
can bein adifferent tree than the server’'s NCP™ server object, because | P addresses or DNS
names are used for moving Distribution files to the Subscriber servers.

Distributions are copied to the Subscriber server’s hard drive. The Subscriber receives the
Distributions and extracts them to install the software, files, or policies.

A Subscriber’s Extract schedul e determines when it can extract its Distributions.

For information on scheduling, see Chapter 8, “ Scheduling,” on page 311.
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Subscribing to Channels

Subscribers can subscribe to a Channel to receive al of the Distributionslisted in that Channel. A
Subscriber object’s properties lists the Channels it is subscribed to.

Subscribers can receive Distributions from multiple Distributors because:
+ Multiple Distributors can list their Distributions in the same Channel

¢ Subscribers can subscribe to multiple Channels

Parent Subscribers

Subscribers can be parent Subscribers, which are proxies for the Distributor to pass Distributions
to other Subscribers. This helps the Distributor by providing load-balancing for sending
Distributions to many Subscribers.

The Subscriber object’s properties lists the parent Subscriber through which it receives al of its
Distributions. A Subscriber can receiveits Distributions directly from the Distributor if it does not
have a parent Subscriber and is not listed in the Distributor’s routing hierarchy.

Parent Subscribers can a so be used to bridge WAN linksto ensure that Distribution packages are
sent across WAN links a minimum number of times.

Special Character Handling

Syntax differences (such as characters that areinvalid to a platform) are now handled for each
supported platform. For invalid characters, the agent properly gathers al files, regardless of
platform of the Distributor server. The Subscriber server detects whether files in the Distribution
package include invalid characters and ignores or skips files during extraction. Skipped files are
logged. Previously, the whole Distribution would fail to extract and be installed.

Linux and Solaris support charactersin file and directory names that NetWare and Windows do
not recognize.

Creating Subscribers

Subscribers must be created by installing their software and eDirectory objects using the
ZENworks 6.5 Server Management Program CD. For more information, see “Installation on
NetWare and Windows” in the Novell ZENworks 6.5 Server Management I nstallation Guide.

If a Subscriber object isinadvertently deleted, you can re-create it in ConsoleOne. However, the
Revision Number of the new Subscriber object will belessthan its Revision Number in the ted.cfg
file. Therefore, the Subscriber cannot accept any updates to its configuration, because the lower
Revision Number causesit to assume that the configuration datais older than what it has. To
resolve this problem, delete the ted.cfg file on the Subscriber server, and the next time a
Distribution is sent to the Subscriber, a new configuration is accepted, and a new ted.cfg file
created.

Configuring Subscribers
Subscriber objects are automatically created when you install the Subscriber software to a server.

Not all properties associated with the Subscriber object are required. Required objects are noted;
al others are optional.
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To configure the Subscriber object’s properties:
1 In ConsoleOneg, right-click the Subscriber object, then click Properties.
2 Click General > Settings and fill in the following fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Subscriber server, extracted by the Policy/Package
Agent, and enforced on the server.

If you select this option, the rest of the fields are dimmed and the policy settings are used
instead. The current policy is displayed in parentheses.

Input Rate: The rate Distributions are received. The default is the maximum that the
connection can handle. Thisrateis used to control a Subscriber server’s use of narrow
bandwidth links.

Output RatesBased Upon Distribution’sPriority: Setsthe default output rateto minimize
network traffic for Tiered Electronic Distribution objects. This determines the send rate for
parent Subscribersto its subordinate Subscribers. The default value is the maximum that the
connection can handle. Blank means that bandwidth is taken from third-party applications.

There are three output priorities where you can specify arate:

+ High Priority: These Distributions are sent before any Medium or Low priority
Distributions.

¢+ Medium Priority: These Distributions are sent after al High priority and before any
Low priority Distributions.

¢+ Low Priority: These Distributions are sent after all High and Medium priority
Distributions.

For more information, see “Prioritizing Distributions” on page 124.

Maximum Concurrent Distributionsto Send: Specifies the maximum number of
distribution threadsthat can be running concurrently for sending on Distributions. The default
valueisunlimited (ablank field).

This applies only to parent Subscribers that pass on Distributions to subordinate Subscribers.

Connection Time-out: Specifies the number of seconds a Subscriber waits for a response
from a Distributor (receiving) or a Subscriber (sending) before ending the connection. If a
connection is ended during sending or receiving, the send does not start again until the next
time the Channel schedule starts. It then picks up where it left off.

Thedefault valueis 300 seconds (five minutes). The available rangein secondsis 1 to 60,000.
You should make this setting a reasonabl e time to wait for a response from one node to
another.

Thisinterval should be increased on slow or busy links where longer delays are frequent.

Working Directory: Specifies the directory to be used by the Distribution. It contains
Distributions, persistent status, and temporary working files. The default pathiis:

+ NetWare: sys:\zenworks\pds\ted\sub

IMPORTANT: The default volume is sys: on NetWare servers. We recommend that you do not use
the sys: volume because the content of this directory can become quite large.

+ Windows: c:\zenworks\pds\ted\sub
¢ Linux and Solaris: /var/opt/zenworks/zfs/pds/ted/sub
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For more information on the working directory, see “\Working Directories’ on page 184.

Parent Subscriber (optional): Specifies a parent Subscriber from which Distributions are
received.

Thisfield iswhere you can enable efficient distribution from a Distributor to its Subscribers.
The routing information in a Distributor object’s properties accounts only for parent
Subscribers (the tiered distribution model). End-node Subscribers (most of the Subscribersin
your tree) should not be listed there.

Thisfield allows you to specify for each end-node Subscriber that it receivesits Distributions
viaa specific parent Subscriber, instead of directly from the Distributor. This reduces the
workload on the Distributor server, and provides the tiered distribution model for efficient
sending of Distributions.

Thisfield isalso useful for allowing aparent Subscriber to send a Distribution to an External
Subscriber’s server in another tree.

Disk SpaceDesired To BeL eft Free: Usethisvaueto ensurethereisenough freedisk space
for receiving Distributions. A Subscriber does not attempt to receive aDistribution if the disk
space value set here isinsufficient.

Click General > Messaging and fill in the following fields:

IMPORTANT: If this Subscriber is on the same server as a Distributor, entries in these fields are ignored.
Only the Distributor’s messaging settings are used.

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Subscriber server, extracted by the Policy/Package
Agent, and enforced on the server.

If you select thisoption, therest of thefieldsare dimmed and the policy settingsfor messaging
are used instead. The current policy is displayed in parentheses.

Server Console: Specifiesthe level of output messages to send to the Subscriber console on
the server console.

For more information on the message levels, see “Minimizing Messaging Traffic” on
page 181.

SNMP Trap: Specifiesthe level of messagesto send via SNMP.
Log File: Specifiesthe level of messages to send to the log file.

Path and Filename: You can specify acustom log file'sname and location for this Subscriber
object. The default is:

+ NetWare: sys\zenworks\pds\ted\dist\ted.log

IMPORTANT: The default volume is sys: on NetWare servers. We recommend that you do not use
the sys: volume because the log file can become quite large.

+ Windows: c:\zenworks\pds\ted\dist\ted.log
¢ Linux and Solaris: /var/opt/zenworks/zfs/pds/ted/dist/ted.log
Thisisthe same log file that the Distributor uses.

Delete Log EntriesOlder Than __ Days: Log file entries for a Subscriber are deleted after
they are older than the number of days specified. The default is six days.

E-Mail: Specifies which level of messages to send viae-mail.

Users: Specifies e-mail users for notification.
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Address Attribute: Specifies e-mail addresses for notification.

You can add usersor groups stored in eDirectory or provide the e-mail addressesfor userswho
are not contained in eDirectory. The e-mail Address Attribute associated with an eDirectory
user isthe default attribute.

IMPORTANT: If you select e-mail as a method for receiving notification, be aware that additional network
traffic can be created.

4 Click General > Working Context and browse for aworking context.

Thisisthe eDirectory context where the Subscriber creates the objects related to the Desktop
Application Distributions it receives.

5 Sedlect the Schedules tab, select a schedule, then fill in the fields:

Use Policy: Select to use the effective policy if you want to use the values set in the Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Subscriber server, extracted by the Policy/Package
Agent, and enforced on the server. If you select this option, the rest of the fields are dimmed
and the policy settings for scheduling are used instead.

Schedule Type: This schedule determines when the Subscriber extracts the Distributions.
For information on available schedules, see Chapter 8, “Scheduling,” on page 311.
6 Select the Channelstab and fill in the fields:
¢ Channels This Subscriber |'s Subscribed To
Lists the Channels the Subscriber is subscribed to.

Active: To activate a Channel for this Subscriber server so it can receive the Channel’s
Distributions, click a Channel, then select the check box to enable it. To deactivate a
Channel so that the Subscriber does not receive the Channel’s Distributions, deselect the
check box to disableit.

Channel: Click Add to create a Channel. Click Detailsto edit a Channel.
¢+ Channels Subscribed to Through Subscriber Group Member ships

Lists the Subscriber Groups that the Subscriber is a member of, paired with which
Channels the Subscriber is subscribed to by virtue of membership in a Subscriber Group.

These columns are for display only. The Details, Add, and Delete buttons do not apply.
Active: Indicates whether the Channel subscribed to is active.
Channel: Displays the Channel subscribed to through membership in a group.

Subscriber Groups: Displaysthe groupsthe Subscriber isamember of. You can sort the
listing by clicking the column heading.

7 Select the Variables tab and fill in the fields:

IncludePolicy: Select to usetheeffectivepolicy if youwant to usethevauessetinthe Tiered
Electronic Distribution policy. Thisfield is displayed if a Tiered Electronic Distribution
policy has been created, distributed to the Subscriber server, extracted by the Policy/Package
Agent, and enforced on the server.

If you select this option, the variables specified in the Tiered Electronic Distribution policy
are added to thelist of variables. However, if there are duplicate variables, the variablesin the
Subscriber prevail.
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Variable: Name of the variable. It should indicate how the variable is used. For example,
WORKINGVOL.

Value: The value that the Subscriber uses when this variable is specified. For example, data:.

To ensure that extraction takes place, provide an absol ute path to the Subscriber. For example,
if the path is only the data: volume, make sure the colon (:) isincluded, becauseitisa
necessary part of the full path.

Description: Describes how the variable is used. For example:

Volume for the working directory.
For information on variables, see “ Using Variables to Control File Extraction” on page 341.

8 To include this Subscriber in agroup, click Group Membership, click Add, browse for a
Subscriber Group object, click Select, then click OK.

9 When you are finished configuring the Subscriber object, click OK to exit the Subscriber
object’s properties.

Updating Subscriber Configurations

The Subscriber software cannot run on a server if the Subscriber does not know its Tiered
Electronic Distribution configuration, such as where it'sworking directory is. Therefore, during
the installation process, you determine a basic Tiered Electronic Distribution configuration for
each of the Subscribersthat you are installing.

Using thisinput, the installation program creates a tednode.properties file on each Subscriber
server that contains the Subscriber’sinitial Tiered Electronic Distribution configuration. Until a
server receivesitsfirst Distribution, thistednode.propertiesfile providesthe server with its Tiered
Electronic Distribution configuration information, so that it can function as a Subscriber.

A Subscriber server can only receive configuration information from a Distributor server whose
Distributor object isin the sametree asthe server’s Subscriber object. Thisisknown asthe trusted
tree, which is established during the installation process. For information on knowing when the
trusted treeis necessary, see “ Subscriber Software Configuration and Trusted Trees” on page 157.

When a Distributor server sends a Distribution to a Subscriber server, the Distributor first checks
to seeif that Subscriber server has a current Tiered Electronic Distribution configuration in the
form of atcpip.nim file. If thisisthe first time the Subscriber has received a Distribution, it does
not have that file. The Distributor then sends the tcpip.nlm file to the Subscriber, and the
tednode.properties fileis no longer used by the Subscriber. Then the Distributor checks again to
seeif the Subscriber server has a current tcpip.nim file. Upon confirmation from the Subscriber,
the Distribution is sent. In other words, the Distributor never sends a Distribution to a Subscriber
server whose configuration information is not current.

You can update the tcpip.nlm file any time you make configuration changes to the Subscriber
object’s properties. However, Subscribers do not read eDirectory, so when achangeis madeto the
Subscriber, it must rely on the Distributor server to discover those changes and send the new
configuration information to the Subscriber server, updating its tcpip.nim file.

If you should install the Subscriber software to a server that does not have a Subscriber object in
any eDirectory tree, such asaMicrosoft domain server, the tednode.propertiesfileis used by such
servers, in lieu of having its Tiered Electronic Distribution configuration updated by a Distributor
server. Inthiscase, for configuration changes, you need to edit the server’ stednode.propertiesfile.
For more information, see “ The Tednode.properties File Requirement” on page 159 and “Editing
the Tednode.properties File” on page 188.
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Associating Subscribers with Channels

Before a Subscriber can receive aDistribution, you need to associate the Subscriber to the Channel
holding the Distribution. You can do this either from the Subscriber or Channel object’s properties:

+ “Associating a Channel with Multiple Subscribers’ on page 152
* “Associating a Subscriber with Multiple Channels’ on page 152

Associating a Channel with Multiple Subscribers

To send a particular Distribution to many Subscriber servers:

1 In ConsoleOneg, right-click the Channel object where the Distribution is listed, then click
Properties.

2 Select the Subscribers tab, click Add, then add the needed Subscribers.
3 Select the Schedule tab and select a schedule.

The schedul e determines when Distributions that have been received are extracted or
installed.

For information on the available schedules, see Chapter 8, “ Scheduling,” on page 311.
4 Click OK to save the changes.

Associating a Subscriber with Multiple Channels

152

To subscribe a Subscriber server to multiple Channels for receiving different Distributions:
1 In ConsoleOne, right-click the Subscriber object, then click Properties.
2 Sdlect the Channels tab, click Add, then add the needed Channels.
3 Select the Schedule tab and select a schedule.

The schedul e determines when Distributions that have been received are extracted or
installed.

For information on the available schedules, see Chapter 8, “ Scheduling,” on page 311.
4 Select the Variables tab, fill in the following fields, then click OK:

Variable Name: Can be used to determine the location of the destination directory wherethe
files are extracted. Enter the name of the variable exactly asyou are using it within the %...%
symbols.

Value: Thisisthe value of the variable, which can be another variable’'s name.
Description: Text field to provide details about the variable.
For information on variables, see “Using Variables to Control File Extraction” on page 341.

5 Click OK to save the changes.
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Deleting Subscriber Objects That Are Part of a Distributor’s Routing Hierarchy

If a Subscriber object is removed from eDirectory, or a Subscriber server isremoved from the
network (whether its Subscriber object is aso removed or left in eDirectory), and that Subscriber
was part of a Distributor’srouting hierarchy, you need to edit the Distributor object’s propertiesto
adjust the routing hierarchy accordingly. Otherwise, Distributionsthat are sent through that parent
Subscriber do not reach the designated Subscriber servers.

Subscriber Groups

The following sections provide concepts and instructions for the Subscriber Group object:
+ “Understanding Subscriber Groups’ on page 153
+ “Creating and Configuring Subscriber Groups’ on page 154

Understanding Subscriber Groups

A Subscriber Group is an eDirectory object (TED Subscriber Group) used for grouping
Subscribers objects.

+ “Functional Relationship with Other Tiered Electronic Distribution Objects’ on page 153
* “Subscriber Group Description” on page 153
+ “Scheduling” on page 154

Functional Relationship with Other Tiered Electronic Distribution Objects

The following illustrates a Subscriber Group’s rel ationship with Subscribers and Channels.
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Subscriber1

: Subscriber
- Group
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Subscriber2 —> @ > @
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Subscriber Group Description
A Subscriber Group is used for grouping Subscribers that have the same Distribution needs.

Subscriber Groups are useful when you are sending severa different Distributions to the same set
of Subscribers. Thereis no need to create a Subscriber Group if it is only associated with one
Channel.

For example, Distribution A isin Channel A, Distribution B isin Channel B, and so on. Then,
without using a Subscriber Group, you need to subscribe each of your Subscribers to Channel A,
then each to Channel B, and so on, which could be a very long process. However, by using a
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Scheduling

Subscriber Group, you only need to create the group, add the Subscribersto it, then subscribe that
one group to each Channel.

Another use of aSubscriber Group isthat when the group is associated with two or more Channels,
you can edit the group’s membership more easily than making the same changes in multiple
Channels. For example, to remove a Subscriber from one Subscriber Group, you just edit that one
group’s properties. To remove that same Subscriber from several Channels, you need to edit each
Channel’s properties.

Subscriber Groups are not schedul ed.

Creating and Configuring Subscriber Groups

1 In ConsoleOne, select the container to hold the Subscriber Group object, click File > New >
Object, then select TED Subscriber Group.

2 Inthe New TED Subscriber Group diaog box, provide a name for the Subscribe Group
(worksheet item 17), select Define Additional Properties, then click OK.

3 Click General > Settings and provide a description.
4 To populate the group with Subscribers, select the Members tab and do the following:

4a Click Add, browse for and select the Subscriber objects (worksheet item 18), then click
OK.

4b To remove any Subscribers from the list, select the Subscribers, then click Delete.
4c To view the properties of any Subscriber, select the Subscriber, then click Details.
5 Click OK when you have finished configuring the Subscriber Group object.

External Subscribers

The following sections provide concepts and instructions for the External Subscriber object:
* “Understanding External Subscribers’ on page 154
* “Using External Subscribersfor Out-of-Tree Distributions’ on page 160
+ “Creating and Configuring External Subscribers’ on page 162

Understanding External Subscribers

An External Subscriber is an eDirectory object (TED External Subscriber) that represents a
Subscriber object in another tree.

+ “Functional Relationship with Other Tiered Electronic Distribution Objects” on page 155
+ “External Subscriber Description” on page 155

+ “Subscriber Software Configuration and Trusted Trees’ on page 157

¢ “Scheduling” on page 159
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Functional Relationship with Other Tiered Electronic Distribution Objects

The following illustrates an External Subscriber’s relationship with the Channel:

Multiple Channels Subscriber

G DG .
[ T T SubScriber ﬂ

The External Subscriber subscribes to the Channels.

External Subscriber Description

A Distributor cannot send its Distributions to a Subscriber server whose Subscriber objectisin a
different tree than the Distributor’s object, or to aserver that does not have a Subscriber object. An
External Subscriber object is needed for out-of-tree distributions.

For information on the External Subscriber object, see the following:
+ “The External Subscriber’s Purpose’ on page 155
+ “Distribution Information Not Maintained” on page 155
+ “Duplicate Distribution Management” on page 156
+ “External Subscriber Characteristics’ on page 156
+ “External Subscriber Requirements’ on page 156
+ “The External Subscriber Object’s Properties’ on page 156

The External Subscriber’s Purpose

If you installed all of your Tiered Electronic Distribution objects in one tree, an External
Subscriber object is not necessary, because you can send your Distributions using the Distributor
and Subscriber objects that are in the same tree.

However, the External Subscriber object is useful for sending out-of-tree Distributions when one
of the following conditions exists:

+ TheTarget Server Has No Subscriber Object in Any Tree: The target server, such asa
Windows server in a Microsoft domain, has only the Subscriber software installed onit.

+ TheTarget Server Hasa Subscriber Object in a Different Tree: Thetarget server hasthe
Subscriber software installed on it, but its Subscriber object isin a different tree than the
Distributor object that is sending the Distribution.

Because the External Subscriber isonly an object in an eDirectory tree, it does not actually handle
the Distribution files; it ssimply identifies which server is to receive them.

Distribution Information Not Maintained

When sending any Distribution through External Subscribers, trusted tree rights cannot be
maintained.

When sending Desktop A pplication Distributions through External Subscribers, application object
associations cannot be maintained. However, it can send the group association, because it creates
that.
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Duplicate Distribution Management

You can use an External Subscriber object to circumvent the need to duplicate Distribution work
in another tree.

For example, afew Subscribers on atree at aremote site could receive al of their Distributions
viathe External Subscriber in the Distributor’s tree. That would prevent the need to have a
Distributor server at the remote site, including duplicating the Distribution configuration and
management effort there.

External Subscriber Characteristics

An External Subscriber is associated with a server running the Subscriber software that has no
Subscriber object in any tree, or no Subscriber object in the same eDirectory tree asthe Distributor
from which it receives the Distribution.

External Subscriber objects are associated with a Subscriber server through an |P address or DNS
name of that server.

You can send Distributions outside of eDirectory, such asto a Windows server in a Microsoft
domain. For more information on this type of Distribution, see “ Subscriber Software
Configuration and Trusted Trees’ on page 157 and “ The Tednode.properties File Requirement” on
page 159.

External Subscriber objects cannot be parent Subscribers. If an External Subscriber has a parent
Subscriber, both the External Subscriber’s and parent Subscriber’s objects must reside in the same
tree.

External Subscriber Requirements

If atarget server’'s Subscriber object isin adifferent tree from the Distributor object of the server
that sendsit a Distribution, that target server must be represented by an External Subscriber object
in the Distributor’s tree.

Because Tiered Electronic Distribution uses | P addresses or DNS names to locate servers,
Subscriber objects can be in a different tree than those servers' NCP objects.

An External Subscriber must be subscribed to the Channel that lists the Distributions needed by
its associated Subscriber.

The server receiving a Distribution viaan External Subscriber must have the Subscriber software
installed on it so it can receive and extract the Distribution. It is not required to have a Subscriber
object in any tree, such asif it isaWindows server in a domain (see “ Subscriber Software

Configuration and Trusted Trees’ on page 157 and “ The Tednode.properties File Requirement” on

page 159).

The External Subscriber Object’s Properties
The External Subscriber object properties contain only the following:
+ |Paddress or DNS name of the Subscriber server in adifferent tree or adomain (required)

Thisisthe ID of the Subscriber server in one tree that isto receive a Distribution from a
Distributor in another tree (the tree where the External Subscriber object resides).

+ The Channelsit is subscribed to (required)

Thisisfor identifying which Distributions need to be sent to the Subscriber server in the other
tree.
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+ Membership in a Subscriber Group (optional)

You can use this for subscribing the External Subscriber to the Channels subscribed to by the
group.

+ Context of aparent Subscriber in the External Subscriber’s own tree (optional)
A parent Subscriber is usualy in the Distributor’s distribution hierarchy.

If used, the parent Subscriber does the physical work in sending the Distribution file to the
server inthe other tree. Otherwise, the Distributor server sendsthe Distribution directly to the
Subscriber server in the other tree.

Subscriber Software Configuration and Trusted Trees

Subscribers can be configured by a Distributor, but External Subscribers cannot. External
Subscribers are just objectsidentifying a server. However, a Subscriber server identified by an
External Subscriber object must have a Tiered Electronic Distribution configuration in order to
receive the Distributions via the External Subscriber object.

Using the External Subscriber object brings up the need to understand trusted trees:
+ “The Reason for Trusted Trees’ on page 157
+ “Determining the Trusted Tree” on page 158
+ “The Tednode.properties File Requirement” on page 159
+ “Preventing Trusted Tree Errors for Policy Package Distributions’ on page 159

The Reason for Trusted Trees

Thefollowing appliesto any NetWare or Windows server, whether it has an NCP server object in
an eDirectory tree or a server object in a Microsoft domain:

+ During installation, the server can have both a Subscriber object created for it and the
Subscriber softwareinstaled to it

+ During installation, the server can have only the Subscriber software installed to it (no
Subscriber object is created)

+ During installation, you should identify the trusted tree of any server that does not have a
Subscriber object created for it

Identifying atrusted tree has two purposes.

+ Tolocate a Distributor that can update the Subscriber’s Tiered Electronic Distribution
configuration information

+ Toindicate which tree to accept policies from

A Subscriber server’s Tiered Electronic Distribution configuration information is stored in
eDirectory in its Subscriber object (which the Distributor reads), and in atcpip.nim filein the
Subscriber server’sfile system (which the Subscriber reads). A Distributor server sending the
configuration information must haveits Distributor object in the same tree asthe Subscriber object
that it is configuring.

A Subscriber server can receive its Subscriber software configuration only from a Distributor in
itstrusted tree. The trusted tree is where the server’s Subscriber object and that Distributor object
both reside. Thisis not the tree where an associated External Subscriber object resides, and it
doesn’'t matter whether it’s the same tree where the server’s NCP object resides.
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A Subscriber server that does not have a Subscriber object in any tree (such as a Windows server
in a Microsoft domain), must use its tednode.properties file for its Tiered Electronic Distribution
configuration information. Thisfileis created on the server when you installed the Subscriber
software. Then it can receive and extract Distributions from a Distributor in another tree (viaan
External Subscriber object). The extraction process is the time when the trusted tree requirement
must be met. For more information, see “ The Tednode.properties File Requirement” on page 159.

Determining the Trusted Tree

There are two situations that deal with whether to install Subscriber objects for Subscriber servers:

+ eDirectory Server: When you install the Subscriber software to a server whose NCP server
object isin another tree, you have one of the following options:

* You can create the Subscriber object in the Distributor’s tree, which might not be the tree
where the Subscriber’s NCP server object resides (the server’s Subscriber and NCP
objects do not need to be in the same tree). In this case, you do not need an External
Subscriber object for sending Distributions to that Subscriber, because its object is not
out-of-tree.

The Subscriber server’strusted treeisthe same tree where the Distributor object resides.
Therefore, it receivesits Tiered Electronic Distribution configuration updates from the
Distributor in itstrusted tree.

+ You can elect to not create a Subscriber object for the server. Inthis case, you need to use
the tednode.properties file to configure that Subscriber server. You also need to use an
External Subscriber object to send Distributions to that server.

In order for this Subscriber to have policiesenforced onit, you need to identify itstrusted
tree, which would be the tree it receives Policy Package Distributions from.

+ Non-eDirectory Server: When you install the Subscriber software to aserver that isina
Microsoft domain, and therefore does not have an NCP server object in any eDirectory tree,
you can create a Subscriber object for this server, but it is not required. If you do not have a
Subscriber object, you need to use the tednode.properties file to configure that Subscriber
server. You also need to use an External Subscriber object to send Distributions to this server.

In order for this Subscriber to have policies enforced oniit, you need to identify itstrusted tree,
which would be the tree it receives Policy Package Distributions from.

The File Installation Paths and Options page in the installation program contains the Trusted Tree
field. However, thisfield isonly be displayed if you deselect the Create eDirectory Objects check
box on the Installation Options page. This causes the installation program to install only software
for the selected servers.

You must select atrusted tree for each server where you have selected to install the Subscriber
software, or your Policy Package Distributions might not extract on that Subscriber server, because
policies point to objectsin atree.

For installation instructions concerning the Trusted Tree field, see the stepsin the applicable
sections under For more information, see “Installation on NetWare and Windows" in the Novell
ZENworks 6.5 Server Management I nstallation Guide.
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The Tednode.properties File Requirement

A tednode.properties file must be used to provide configuration information for the following
Subscriber servers:

+ A Subscriber server that has a Subscriber object and has not yet received itsfirst Distribution.
After it does, it then usesthe tcpip.nim file given toit by the Distributor in its trusted tree that
is sending that first Distribution, and it no longer uses the tednode.properties file.

A Subscriber can only be configured by a Distributor server whose object isin the same tree
as the Subscriber’s object.

+ A Subscriber server that does not have a Subscriber object in any tree.

This could be a Windows server in a Microsoft domain where you only installed the
Subscriber software without creating the object.

If you installed the Subscriber software (using the ZENworks Server Management installation
program) without creating the Subscriber object, thetednode.propertiesfilewasautomatically
created and configured.

For more information, see “ Editing the Tednode.properties File’ on page 188.

Preventing Trusted Tree Errors for Policy Package Distributions

In order to prevent trusted tree errors when sending a Policy Package Distribution to a Subscriber
using an External Subscriber object, you must edit the agentinfo.propertiesfile:

1 Onthe server using the External Subscriber object to receive a Policy Package Distribution,
locate the agentinfo.properties file, which isin the \zenworks\pds\ted directory.

2 Open the agentinfo.properties file in atext editor.
3 Addthefollowing linesin thefile:

TRUSTED_TREE=source tree name
TRUSTED_TDN=External_Subscriber_DN

where source_tree_name is the tree where the Distributor object resides that is sending the
Policy Package Distribution, and External_Subscriber DN isthe fully-distinguished name of
the External Subscriber object receiving the Distribution.

4 Save the agentinfo.properties file and exit the text editor.
5 When ready, send the Policy Package Distribution to the External Subscriber.

Scheduling
The External Subscriber object is not scheduled.
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Using External Subscribers for Out-of-Tree Distributions

Review the following sections to understand how to use External Subscribers for out-of-tree
distributions:

+ “Externa Subscriber, One Distributor, and One Tree” on page 160
+ “External Subscriber, Multiple Distributors, and Multiple Trees’ on page 161

External Subscriber, One Distributor, and One Tree

After you install Policy and Distribution Services software to your servers, you can send
Distributions to a server that does not have a Subscriber object in any tree using the External
Subscriber object.

The following Tiered Electronic Distribution configuration might exist for the Distributor’s
routing of its Distributions through External Subscribers:

Distribution Flow
One Tree-One Distributor

d

Server_2
No Subscriber Object
TEDNODE.PROPERTIES

Server_1

Distributor _,ll External Subscriber}» __________ -

Using IP of Server_2

In thisexample, Server_2 does not have a Subscriber object in any tree. It has only the Subscriber
softwareinstalled on it so that it can receive and extract Distributions. It can be a NetWare server
with an NCP server object in any tree, or a Windows server in a Microsoft domain.

To send a Distribution from Distributor_A to Server_2, create an External Subscriber object in
Tree A andlist Server_2's|P address or DNS name in the External Subscriber object’s properties.

The eDirectory Distribution View

From an eDirectory perspective, the Distribution issent from the Distributor object to the External
Subscriber object, which in turn sends it to Server_2. You can use a parent Subscriber in Tree A
(not shown) where you do not want the Distributor to be directly sending its Distributions to
Server 2.

The Actual Distribution Process

From atopology perspective, the Distribution fileis sent from Server_1to Server_2, using the IP
address or DNS name of Server_2 that islocated in the External Subscriber object’s properties.

Configuring the Subscriber Server

Server_2 receivesits Tiered Electronic Distribution configuration information from the
tednode.properties file installed on its server when the Subscriber software was installed there.
Because there is no Subscriber object to configure, you need to edit Server_2’'stednode.properties
filein order to make configuration changes. For information on editing the tednode.propertiesfile,
see " Editing the Tednode.properties File” on page 188.
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The Subscriber Server’s Trusted Tree

In order for Server_2 to have policies enforced oniit, Tree_A needsto be established asits trusted
tree during installation of the Subscriber software to the server. For the installation steps, see
“Installation on NetWare and Windows” in the Novell ZENworks 6.5 Server Management
Installation Guide.

External Subscriber, Multiple Distributors, and Multiple Trees

After you install Policy and Distribution Services software to your serversin multiple trees, you
can send Distributions between trees using the External Subscriber object.

The following Tiered Electronic Distribution configuration might exist for the Distributor’s
routing of its Distributions through External Subscribers:

Distribution Flow
Two Trees-Two Distributors

Tree_B
Server_1 Server_3 Server_2

ll External Subscriber i;

. s r 8T
Distributor_ A —» o Using IP of Server 3 Subscriber «<—— Distributor_B

In this example, Server_3 has a Subscriber object in Tree B.

To send a Distribution from Distributor_A to Server_3, you create an External Subscriber object
inTree_A and list Server_3's |P address or DNS name in the External Subscriber object’s
properties.

The eDirectory Distribution View

From an eDirectory perspective, the Distribution is sent from Distributor_A to the External
Subscriber object, which in turn sends it to Server_3. You can use a parent Subscriber in Tree A
(not shown) where you do not want Distributor_A to be directly sending its Distributions to
Server_3.

The Actual Distribution Process

From atopology perspective, the Distribution fileis sent from Server_1 to Server_3, using the IP
address or DNS name of Server_3 that islocated in the External Subscriber object’s properties.

Subscriber Server_3’s Trusted Tree and Its Tiered Electronic Distribution Configuration

Each tree has aDistributor that provides configuration information for the Subscriber serversinits
own tree.

Server_3receivesits Tiered Electronic Distribution configuration information from
Distributor_B, because Tree B was set as Server_3's trusted tree when it was made a Subscriber
using the installation program. However, Server_3 cannot extract a Distribution from
Distributor_A until it has been configured by Distributor B, which is done the first time the
Subscriber receives a Distribution from Distributor_B.
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Creating and Configuring External Subscribers

You can create External Subscriber objects for sending Distributions to Subscriber servers with
Subscriber objects residing on other trees or to Subscriber servers that do not have a Subscriber
object in any tree.

The following sections provide steps to create and configure an External Subscriber:
+ “Creating an External Subscriber Object” on page 162
+ “Configuring the External Subscriber Object” on page 162

Creating an External Subscriber Object

1 In ConsoleOne, select the container to hold the External Subscriber object, click File > New
> Object, then select TED External Subscriber.

2 Provide aname for the External Subscriber object.
Make the name unique to help identify the server from the other tree.

3 Providethe server’s TCP/IP address or DNS name, then click OK.
Thismust be avalid TCP/IP address or fully distinguished DNS name.

4 Continue with “Configuring the External Subscriber Object” on page 162.

Configuring the External Subscriber Object

162

1 In ConsoleOne, right-click an External Subscriber object, then click Properties.
2 Click Genera > Settings and fill in the Setting fields:

Use Policy: Select this check box if you want to use the values set in the Tiered Electronic
Distribution policy that is being enforced on the External Subscriber’s server.

If you select this option, the Parent Subscriber field is dimmed and the policy settings are used
instead.

Parent Subscriber: Specifies aparent Subscriber from which all Distributions are received.

Because the routing hierarchy in a Distributor object’s properties only accounts for parent
Subscribers, this field is where you can connect an end-node Subscriber to the routing
hierarchy. These end-node Subscribers (which in this case are External Subscribers) cannot
be used to pass Distributions to other Subscribers.

3 Select the Network Address tab and verify the | P address of the External Subscriber’s server.

P Address: You provided this IP address when you created the object. Verify that itis
correct.

4 Select the Channelstab and fill in the fields:
¢+ Channels This Subscriber |s Subscribed To
Lists the Channels the External Subscriber is subscribed to.

Active: To activate aChannel for this External Subscriber soit can receivethe Channel’s
Distributions, select a Channel, then select the check box to enableit. To deactivate a
Channel so that the External Subscriber does not receive the Channel’s Distributions,
deselect the check box to disableit.

Channel: Click Add to create a Channel. Click Details to edit a Channel.
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¢+ Channels Subscribed to Through Subscriber Group Member ships

Lists the Subscriber Groups that the External Subscriber is a member of, paired with
which Channels the External Subscriber is subscribed to by virtue of membershipin a
Subscriber Group.

These columns are for display only. The Details, Add, and Delete buttons do not apply.
Active: Indicates whether the Channel subscribed to is active.
Channel: Displays the Channel subscribed to through membership in a group.

Subscriber Groups: Displays the groups the External Subscriber is a member of. You
can sort the listing by clicking the column heading.

5 Toinclude this External Subscriber in a group, click Group Membership, click Add, browse
for a Subscriber Group object, click Select, then click OK.

6 When you are finished configuring the External Subscriber object, click OK to exit the
object’s properties.

Configuring Multiple Tiered Electronic Distribution Objects

When you have the same configuration change to make to several Tiered Electronic Distribution
objects, you can save time by modifying the properties of multiple objects.

You can perform multiple object modifications for the following Tiered Electronic Distribution
objects:

Distributor

Distribution

Channel

Subscriber

External Subscriber

Subscriber Group

Policy Package

For more information, see:

* “Issues with Modifying Multiple Tiered Electronic Distribution Object Properties’ on
page 163

+ “Modifying Multiple Tiered Electronic Distribution Object Properties’ on page 164
+ “Property Tabs Available for Multiple-Object Modifications’” on page 165

Issues with Modifying Multiple Tiered Electronic Distribution Object Properties

+ Available Properties. Although the purposeisto provide ameansto make the same changes
to multiple objects, not all properties for the Tiered Electronic Distribution objects can be
modified using this method.

The Schedule and Other property tabs are not available for editing the properties of multiple-
selected Tiered Electronic Distribution objects. For the Distribution object, the Typetabis
also not available. For changes to these property tabs, you must edit each Tiered Electronic
Distribution object individually.
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+ Modified Fields: The fields where you make changes in the Properties of Multiple Objects
dialog box are the only modifications that are made for the selected objects. In other words,
if you leave afield blank (you do not modify it), no changeis made in that field for all of the
selected objects. Each object retainsits original field entry.

Where objects have different information in agiven field, that field is blank in the Properties
of Multiple Objects dialog box.

+ RemovingInformation: In somefields, aspaceisavalid entry. You can use thisasamethod
for removing varied existing entries for each of the selected Tiered Electronic Distribution
objects when you want the field to be blank for all of the selected objects.

+ Policy Defaults: If you have a Tiered Electronic Distribution policy in force, the Use Policy
check box is displayed in each Tiered Electronic Distribution object’s properties, but only
selected for the individual Tiered Electronic Distribution objects where the policy applies
(because their properties have never been edited, or you selected that check box).

For multiple object properties, if the Use Policy check box is displayed and selected, the
policy’s contents are displayed in dimmed text in the applicable fields. These attributes are
only applicable to those Tiered Electronic Distribution objects whose individual properties
contain a selected Use Policy check box.

You can deselect the Use Policy check box when editing multiple propertiesto disable the
Tiered Electronic Distribution policy for the selected Tiered Electronic Distribution objects
that were previously using the policy. Any changes you make are replicated to all selected
Tiered Electronic Distribution objects and the Tiered Electronic Distribution policy are no
longer in force for any of those objects.

IMPORTANT: If the Working Directory field for an object received its location from the Tiered Electronic
Distribution policy, and you deselect the Use Policy check box when editing multiple properties, the
Working Directory field is then left blank for that object. Therefore, the next time you access the properties
for that object, you will be required to provide a working directory location.

Modifying Multiple Tiered Electronic Distribution Object Properties

To modify the properties of multiple Tiered Electronic Distribution objects:
1 In ConsoleOne, select a number of Tiered Electronic Distribution objects.

They must be of the same type, such as al Distributor objects. The Properties of Multiple
Objects menu option do not display if you select multiple objects of different types.

You can select multiple objects using the Shift and Cirl keys.
2 Right-click the selected objects and click Properties of Multiple Objects.

Each of the selected objectsislisted in the Objectsto Modify tab on the Properties of Multiple
Objects dialog box. These are the objects that have their properties modified when you make
changes.

3 To change the objects displayed in the list, click Add or Remove.

The Add button allows you to browse for other Tiered Electronic Distribution objects. Only
objects of the type you have previously selected are displayed for adding to the list.

Before selecting the Remove button, you must first select one or more objectsin thelist. This
only removes the objects from the list, not from eDirectory.
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4 Select atab containing the property that you want to modify.

For descriptions of the property tabs available for the various Tiered Electronic Distribution
objects, see “Property Tabs Available for Multiple-Object Modifications” on page 165.

Edit the property.
The changes are made to al of the objects listed in the Objects to Modify tab.

For more information on individual property fields, seethe descriptionswithin the stepsin the
following sections:

*

*

*

*

*

*

“Configuring Distributors’ on page 105

“Creating a Distribution” on page 121

“Creating and Configuring Channels’ on page 144
“Configuring Subscribers’ on page 147

“Creating and Configuring Subscriber Groups’ on page 154
“Creating and Configuring External Subscribers’ on page 162

Repeat Step 4 and Step 5 until you have finished modifying the various properties for the
selected objects.

When finished modifying properties, click OK to close the Properties of Multiple Objects
dialog box.

All changes that you have made are updated for all of the selected objects.

Property Tabs Available for Multiple-Object Modifications

Thefollowing tableslist the property tabsthat are available in the multiple object editing mode for
each Tiered Electronic Distribution object.

IMPORTANT: Generally, if you change information, it is changed for all of the selected objects. Exceptions
are noted in the explanations.

“Distributor Object” on page 166
“Distribution Object” on page 166
“Channel Object” on page 167

*

*

*

*

“Subscriber Object” on page 167
“External Subscriber Object” on page 168

“ Subscriber Group Object” on page 169

“Policy Package Object” on page 169
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Distributor Object

Distribution Object

Property Tabs Available

Explanation

Objects to Modify

You can add or remove Distributor objects from the list of objects to be
modified. This does not add or remove the objects from eDirectory.

General

This includes the Settings and Messaging subtabs.

For the Settings subtab, none of the fields display information, even if it is
identical between the selected Subscriber objects. However, dimmed text is
displayed in fields where the Tiered Electronic Distribution policy is in effect
for one or more of the selected Tiered Electronic Distribution objects.

In the Settings subtab, you can only add new information that applies to all
of the selected Subscriber objects. In the Messaging subtab, you can edit
existing entries.

Routing

If there are any differences in routing hierarchies between the selected
Distributor objects, nothing is displayed for this tab. You can only edit routing
hierarchies for multiple Distributor objects when they are identical.

NDS Rights

This tab includes the New Trustees and the Inherited Filter Rights subtabs.

Property Tabs Available

Explanation

Objects to Modify

You can add or remove Distribution objects from the list of objects to be
modified. This does not add or remove the objects from eDirectory.

General

This includes the Settings and Restrictions subtabs.

For the Settings subtab, none of the fields display information, even if it is
identical between the selected Subscriber objects. However, dimmed text is
displayed in fields where the Tiered Electronic Distribution policy is in effect
for one or more of the selected Tiered Electronic Distribution objects.

In the Settings subtab, you can only add new information that applies to all
of the selected Subscriber objects. In the Restrictions subtab, you can edit
existing entries.

Channels

Channels do not automatically display on this tab. You can only browse for
Channels to add to each of the selected Distribution objects, or browse for a
Channel to be removed from each of the selected Distribution objects that

are associated with that Channel.

Adding or removing a Channel in the list on this tab does not add or remove
the Channel object from eDirectory.

NDS Rights

This tab includes the New Trustees and the Inherited Filter Rights subtabs.
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Channel Object

Subscriber Object

Property Tabs Available

Explanation

Objects to Modify

You can add or remove Channel objects from the list of objects to be
modified. This does not add or remove the objects from eDirectory.

General

This includes the Settings subtab (with the Active check box and the
Description field).

For the Settings subtab, none of the fields display information, even if it is
identical between the selected Subscriber objects. However, dimmed text is
displayed in fields where the Tiered Electronic Distribution policy is in effect
for one or more of the selected Tiered Electronic Distribution objects.

In the Settings subtab, you can only add new information that applies to all
of the selected Subscriber objects.

Distributions

Distributions do not automatically display on this tab. You can only browse
for Distributions to add to each of the selected Channel objects, or browse
for a Distribution to be removed from each of the selected Channel objects
that are associated with that Distribution.

Adding or removing a Distribution in the list on this tab does not add or
remove the Distribution object from eDirectory.

Subscribers

Subscribers do not automatically display on this tab. You can only browse for
Subscribers to add to each of the selected Channel objects, or browse for a
Subscriber to be removed from each of the selected Channel objects that are
associated with that Subscriber.

Adding or removing a Subscriber in the list on this tab does not add or
remove the Subscriber object from eDirectory.

NDS Rights

This tab includes the New Trustees and the Inherited Filter Rights subtabs.

Property Tabs Available

Explanation

Objects to Modify

You can add or remove Subscriber objects from the list of objects to be
modified. This does not add or remove the objects from eDirectory.

General

This includes the Settings, Messaging, and Working Context subtabs.

For the Settings subtab, none of the fields display information, even if it is
identical between the selected Subscriber objects. However, dimmed text is
displayed in fields where the Tiered Electronic Distribution policy is in effect
for one or more of the selected Tiered Electronic Distribution objects.

In the Settings subtab, you can only add new information that applies to all
of the selected Subscriber objects. In the Messaging subtab, you can edit
existing entries.
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Property Tabs Available

Explanation

Channels

Channels do not automatically display on this tab. You can only browse for
Channels to add to each of the selected Subscriber objects, or browse for a
Channel to be removed from each of the selected Subscriber objects that are
associated with that Channel.

Adding or removing a Channel in the list on this tab does not add or remove
the Channel object from eDirectory.

Variables

You can only add a new variable for all of the selected objects. Variables that
are common among all of the selected objects are not displayed for editing.
You must visit each Subscriber object individually to modify existing
variables.

Group Membership

Group Memberships do not automatically display on this tab. You can only
browse for Group Memberships to add to each of the selected Subscriber
objects, or browse for a Group Membership to be removed from each of the
selected Subscriber objects that are associated with that Group
Membership.

Adding or removing a Group Membership in the list on this tab does not add
or remove the Group Membership object from eDirectory.

NDS Rights

This tab includes the New Trustees and the Inherited Filter Rights subtabs.

External Subscriber Object

Property Tabs Available

Explanation

Objects to Modify

You can add or remove External Subscriber objects from the list of objects
to be modified. This does not add or remove the objects from eDirectory.

General

This includes the Settings subtab.

For the Settings subtab, only the Parent Subscriber field exists. If you make
an entry here, all selected External Subscribers will have the same parent
Subscriber.

Channels

Channels do not automatically display on this tab. You can only browse for
Channels to add to each of the selected External Subscriber objects, or
browse for a Channel to be removed from each of the selected External
Subscriber objects that are associated with that Channel.

Adding or removing a Channel in the list on this tab does not add or remove
the Channel object from eDirectory.

Group Membership

Group Memberships do not automatically display on this tab. You can only
browse for Group Memberships to add to each of the selected Subscriber
objects, or browse for a Group Membership to be removed from each of the
selected Subscriber objects that are associated with that Group
Membership.

Adding or removing a Group Membership in the list on this tab does not add
or remove the Group Membership object from eDirectory.

NDS Rights

This tab includes the New Trustees and the Inherited Filter Rights subtabs.
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Subscriber Group Object

Property Tabs Available Explanation

Objects to Modify You can add or remove Subscriber Group objects from the list of objects to
be modified. This does not add or remove the objects from eDirectory.

General This includes the Settings and Messaging subtabs.

Channels Channels do not automatically display on this tab. You can only browse for
Channels to add to each of the selected Subscriber Group objects, or
browse for a Channel to be removed from each of the selected Subscriber
Group objects that are associated with that Channel.

Adding or removing a Channel in the list on this tab does not add or remove
the Channel object from eDirectory.

Group Members Group Members do not automatically display on this tab. You can only
browse for Group Members to add to each of the selected Subscriber
objects, or browse for Group Members to be removed from each of the
selected Subscriber objects that are associated with that Group
Membership.

Adding or removing a Group Membership in the list on this tab does not add
or remove the Group Membership object from eDirectory.

NDS Rights This tab includes the New Trustees and the Inherited Filter Rights subtabs.

Policy Package Object

Property Tabs Available Explanation

Objects to Modify You can add or remove Policy Package objects from the list of objects to be
modified. This does not add or remove the objects from eDirectory.

Policies This includes the various supported platform subtabs. For more information
on the policies available on these platforms, see “Server Policy Descriptions”
on page 198.

Distributions Distributions do not automatically display on this tab. You can only browse

for Distributions to add to each of the selected Policy Package objects, or
browse for a Distribution to be removed from each of the selected Policy
Package objects that are associated with that Distribution.

Adding or removing a Distribution in the list on this tab does not add or
remove the Distribution object from eDirectory.

NDS Rights This tab includes the New Trustees and the Inherited Filter Rights subtabs.
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Sending Distributions

For information on sending Distributions, see the following:
¢ “Understanding the Distribution Processes” on page 170
+ “Forcing a Single Distribution To Be Sent” on page 171
+ “Sending Distributions Through Parent Subscribers’ on page 171
+ “Sending Distributions between Trees’ on page 172

Understanding the Distribution Processes

Following are the processes for creating and sending a Distribution, generally donein this order:

1. Configure and schedule the Distributors. You must use the installation program on the
ZENworks 6.5 Server Management Program CD to create a Distributor.

For information on Distributors, see “ Distributors’ on page 94 and “Distributor Object’s
Refresh Schedule” on page 315.

2. Configure and schedule the Subscribers. You must use the installation program on the
ZENworks 6.5 Server Management Program CD to create a Subscriber.

One of the primary configurations that you must do for Subscribersis to associate them with
the Channels that hold the Distributions they need. For more information, see “ Associating
Subscribers with Channels’ on page 152.

For information on Subscribers, see “ Subscribers’ on page 145 and “ Subscriber Object’s
Extract Schedul€e” on page 317.

3. Configurethe necessary policies. Policy Packages that contain the desired policies must be
created in ConsoleOne or iManager before they are distributed.

For information on policies, see “ Configuring Server Policies’ on page 202.

4. Create, configure, and schedule the Distributions. You can use either ConsoleOne or
iManager to create Distribution objects.

This could be the most time-consuming portion of the whole process, depending on the
complexity of the Distribution to be configured. After you set up your Distributors and
Subscribers and create the Distribution objects, you only need to utilize the Distributors
routing hierarchies for distributing the files and policies to your Subscriber servers.

The Distribution object’s scheduleisthe best place to prevent an individual Distribution from
being sent.

For information on Distributions, see “ Distributions” on page 109 and “ Distribution Object’s
Build Schedule” on page 316.

5. Create, configure, and schedulethe Channels. You can use either ConsoleOne or iManager
to create Channel objects.

Usually, you create anew Channel for each Distribution. It isgenerally easier to manage your
distribution system by matching Channels with what they distribute. However, you can
include multiple Distributionsin a Channel, such aswhen they arerelated and all Subscribers
subscribing to the Channel need all of those Distributions. For example, a Channel could hold
severa Distributions that each contain a different virus pattern update.
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The Channel object is normally the best object to use for controlling whether Distributions
should be sent. Setting its schedule to Never effectively stops the distribution process for all
of the Distributionslisted init.

For information on Channels, see “ Channels’ on page 142 and “ Channel Object’s Send
Schedule” on page 316.

The Distributions are built, sent, and extracted according to the schedules that you set for each of
the Tiered Electronic Distribution objects involved.

For information on the distribution processes, see “ The Basic Distribution Process’ on page 88.

You might have accomplished some of the above processes during installation of Server
Management and during your initial system configuration (see Chapter 1, “Post-Installation
Setup,” on page 27).

Forcing a Single Distribution To Be Sent

If you want to send asingle Distribution outside of the normal Refresh, Build, and Send schedules,
and the Channel’s Send schedule is not ready to fire, you can manually force this distribution
process using only the ZENworks Server Management role in iManager.

To force asingle Distribution to be sent, do one of the following:

+ |If the Send Distribution Immediately After Building option is selected in the Distribution’s
properties, go to iManager, click Distribution, then click Build Distribution.

Even if there are other Distributions in the Channel where this Distribution islisted, only this
Distribution is sent.

+ |f the Send Distribution Immediately After Building optionisnot selectedinthe Distribution’s
properties, go to iManager, click Distribution, click Build Distribution, click Channel, then
click Distribute Channel.

All other Distributions in the Channel are also be sent if needed by the Subscribers.

Assoon as a Subscriber receives an entire Distribution, it extractsit according to the Subscriber’s
Extract schedule.

Sending Distributions Through Parent Subscribers

Subscribers can receive and extract Distributions, and they can also pass on Distributions to other
Subscribers. Subscribers that pass on Distributions are known as parent Subscribers.

Parent Subscribers do not need to be subscribed to the Distributions they are passing on. They
simply receiveaDistribution for passing it on to a subordinate Subscriber that has donetwo things:

* Subscribed to the Channel listing the Distribution
+ |dentified the parent Subscriber in the subordinate Subscriber’s object properties
To set up parent Subscribers for passing on Distributions:

1 Determine a Subscriber object (hereafter referred to as* child Subscriber”) that cannot receive
a certain Distribution because this child Subscriber is not contained in the Distributor’s
routing hierarchy (the Distributor owning this Distribution).
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2 Inthat Subscriber object’s properties, click General > Settings, in the Parent Subscriber field
browse for and select a Subscriber object that is contained in the Distributor’s routing
hierarchy, then click OK.

This establishes the Subscriber selected as a parent Subscriber. This distinction is not kept in
the parent Subscriber’s object properties, but only in the child Subscriber’s.

3 Create a Channel object where only the child Subscriber is associated.
4 Create aDistribution, then associate it with the child Subscriber’s Channel.
5 Send this Distribution.

Because this Distribution is associated only with the Channel where the child Subscriber is
subscribed, the parent Subscriber does not extract it, but only passesit on to the child
Subscriber.

Because the parent Subscriber isintherouting hierarchy of the Distributor, it has accessto the
Distribution for passing it on. However, the child Subscriber does not have any accessto the
Distributor, so it needs the parent Subscriber to provide access to the Distribution.

Although you can establish aparent Subscriber for achild Subscriber, the child Subscriber can still
be subscribed to a Channel where the parent Subscriber is subscribed. Both Subscribers can
receive and extract that Channel’s Distributions without the parent Subscriber passing it on to the
child Subscriber, because the child can have access to that particular Distributor’s routing
hierarchy. The key is whether the Distributor owning the desired Distribution can send it to the
child Subscriber without using a parent Subscriber.

Sending Distributions between Trees

172

Using External Subscribers, you can send Distributions from one tree to another. To accomplish
this, do the following:

1 Make sure Tiered Electronic Distribution isinstalled to both trees.

In the remaining steps, TREE1 represents the tree where the Distribution is created and
TREEZ2 represents the other tree where you want the Distribution sent.

Theserverin TREEZ that isto receive the Distribution from TREE1 must have the Subscriber
software installed on it (meaning it is a Subscriber in TREE?2).

For information oninstalling Tiered Electronic Distribution, see” Installation on Net\Ware and
Windows” in the Novell ZENworks 6.5 Server Management Installation Guide.

2 In TREEL, create an External Subscriber object.

Make surethat the | P address or DNS nameyou providefor this object matches the Subscriber
server in TREE2 where you want the Distribution to be sent.

For stepsin creating External Subscribers, see “ Creating and Configuring External
Subscribers’ on page 162.

3 In TREEL], create the Channel for the Distribution.
For stepsin creating Channels, see “Creating and Configuring Channels’ on page 144.

4 Associate the External Subscriber object you created in Step 2 with the Channel you created
in step Step 3.

Other Subscribers from TREE1 can aready be associated with this Channel.
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For stepsin associating Subscribers with Channels, see “ Associating Subscribers with
Channels’ on page 152.

5 In TREEL, create the Distribution.
For stepsin creating Distributions, see “Distributions’ on page 109.
6 Associate this Distribution with the Channel you created in Step 3.
7 Verify that the External Subscriber server in TREEZ2 received the Distribution.

Miscellaneous Tiered Electronic Distribution Issues

+ “Directory Sync Granularity for File Distributions’ on page 173

+ “Understanding Dependenciesin Tiered Electronic Distribution” on page 179
+ “System Resources and Server Behavior” on page 179

+ “Controlling I/0 Rates and Concurrent Distributions’” on page 180

+ “Minimizing Messaging Traffic” on page 181

¢ “Changing DNS Names or |P Addresses for Tiered Electronic Distribution Servers’ on
page 183

+ “When aTiered Electronic Distribution Process Fails’ on page 183

Directory Sync Granularity for File Distributions

The File Distribution has been enhanced with directory sync granularity:
+ “Understanding Synchronization and Directory Sync Granularity” on page 173
+ “How the Synchronization and Directory Sync Granularity Processes Work” on page 174

+ “Synchronizing Directories for aFile Distribution” on page 177

Understanding Synchronization and Directory Sync Granularity

A FileDistribution, with or without synchronization enabled, adds or updates files and directories
on a Subscriber server. However, with synchronization enabled it also causes the deletion of files
and directories. Therefore, file and directory deletion on the Subscriber server isthe main function
of synchronization.

Directory sync granularity allows you to specify synchronization at any directory level in the
Distribution to provide synchronization “from here down.”
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How the Synchronization and Directory Sync Granularity Processes Work

The following example illustrates what a synchronized File Distribution does to the Subscriber
server’sfile system if synchronization is turned on in the Distribution:

Files and directories located on the Distributor Applicable directories on the Subscriber server

server that are contained in the File Distribution: before the Distribution is received and extracted:
data:\zenworks\viruspatterns data:\zenworks\viruspatterns
data:\zenworks\nw65sp\nw65spl.exe data:\zenworks\nw65sp

data:\zenworks\nw65sp\nw65sp2

Each of the end items in the above paths are One of the files is missing from the \viruspatterns
synchronized in this Distribution. directory on the Subscriber, and it is also missing
the \nw65sp2 directory.

Upon extraction of the File Distribution, the following occurs on the Subscriber server’sfile
system:

1. Themissing virus pattern fileis restored in the \viruspatterns directory.

The ... \viruspatterns directory is also made to exactly match the files and subdirectories
contained in the Distribution by deleting any files or subdirectories on the Subscriber that are
not contained in the Distribution.

2. Thenw65spl.exefileisupdated in the\nw65sp directory. Nothing el seis synchronizedin that
directory, because synchronization was not enabled for the \nw65sp directory itself.

3. The\nw65sp2 directory and its files and subdirectories are restored from the Distribution
under the \nw65sp directory on the Subscriber.

Directory sync granularity also allows you to retain unsynchronized directories while
synchronizing their peer directories. For example, you could select to synchronize the
data:'\zenworks\viruspatterns and data:\zenworks\nw65sp\nw65sp2 directories, but not the
data:'\zenworks\nw65sp directory.

However, if you synchronizethe parent data:\zenworksdirectory, all of itssubdirectoriesmust also
be synchronized, because synchronization occurs from the specified directory and downward.
Therefore, when you select directories to be synchronized, you cannot select a parent directory to
be synchronized, then select some of its child directories to not be synchronized.

All child directories are automatically synchronized when a parent directory is set to be
synchronized, and a parent directory automatically loses its synchronization when one of its child
directories has synchronization turned off for it.

For example:
Incorrect Plan Correct Plan
Synchronize: Synchronize:
data:\zenworks data:\zenworks\viruspatterns

data:\zenworks\nw65sp\nw65spl.exe

data:\zenworks\nw65sp\nw65sp2

174 Novell ZENworks 6.5 Server Management Administration Guide



Incorrect Plan Correct Plan

Do not synchronize: Do not synchronize:
data:\zenworks\nw65sp data:\zenworks

data:\zenworks\nw65sp

This does not work, because by synchronizing the  This works, because the directories desired to not
\zenworks directory, the \nw65sp directory must  be synchronized are higher in the path than those
also be synchronized. that are desired to be synchronized.

The next few sections describe synchronization scenarios:
+ “Synchronizing All Directories Under the Distribution’s Target Directory” on page 175

+ “Using Directory Sync Granularity to Synchronize Directories at Various Levels’ on
page 175

+ “Synchronizing a Subscriber Server Directory with Certain Distributor Server Files’ on
page 176

Synchronizing All Directories Under the Distribution’s Target Directory

For the source, choose the directories on the Distributor server’s file system to be synchronized.
For the destination, the directories to be synchronized might or might not already exist in the
Subscriber server’sfile system.

If the files already exist, when the Distribution is sent, their content is made to match that of the
corresponding directory on the Distributor server’sfile system. If they do not exist, they are added
on the Subscriber server’sfile system.

Determine where these directories should exist on the Subscriber server’sfile system. In other
words, thereisaparent directory under which the synchronized directories arelocated, or thereare
the synchronized directories located at the root of the Subscriber’s file system. Variables can be
used to specify the target on the Subscriber server’sfile system where the Distribution is to be
extracted.

In the following illustration, the \viruspatterns and \supportpacks directories on the Distributor
server are created and synchronized under the vol 1:\servers directory on the Subscriber server.

T_VOLUME% K A variable for the server's volume

BB I %DES
El{} (] servers A directory on the Subscriber where you want
: the distributed directories to be placed

o {}Ij DaTA: \zenwork s\ wiruzpatterns ) ) o )
____ql.—\_ DATA kst A k :— The path to the directories on the distributor’s
] Szerwork s\ supportpacks file system

Synchronized directories

Using Directory Sync Granularity to Synchronize Directories at Various Levels

You can synchronize at the target level (%DEST_VOLUME%). In the example above, we have
defined it as vol L:\servers. In that case, the only subdirectories that will exist under that directory
are viruspatterns and supportpacks. All other existing subdirectories are deleted.

To retain other directories under vol1:\servers, you would not enable synchronization at the target
level (%DEST_VOLUME%). Instead, you would drop down to the subordinate directories and
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synchronize those. For example, the following illustrates synchronizing only the \viruspatterns
directory. That means there could be other directories under vol1:\servers that would be
unsynchronized, such as \supportpacks.

A variable for the server's volume

SR & %DEST_VOLUME%
E||:l IEIVELS < A directory on the Subscriber where you want
: the distributed directories to be placed

...... = D.&T.ﬁ.:Rzenworkshsupportpacks<:_Th h to the director e distributor
g [) DATA zenwarkshwviruspatterns € path 1o the directories on the distributors

file system

Synchronized directory

Synchronizing a Subscriber Server Directory with Certain Distributor Server Files

If the File Distribution has certain files on the Distributor server selected to be associated with a
directory in the Distribution, you would not normally synchronize that directory in the
Distribution. If you did, you could lose valuable data in that directory on the Subscriber server.

For example:
Possible Data Loss Preserving Other Files
= l" %DEST_VOLUME% =g Iw %ODEST_VOLUME%
=H] zenworks =H_] zenworks
4[] nwB5sp ] nwBSsp

D DATA Mzerwwork s\ maBSephnwbSepl exe D DATA Mzerworkz\mwBSephnwBSepl exe

The Possible Data L oss method would cause al files in the \nw65sp directory and any of its
subdirectories to be deleted from the Subscriber server, except for the nw65spl.exefile. The
Preserving Other Files method just updates the nw65spl.exefile in the \nw65sp directory, leaving
all other files and subdirectories unchanged on the Subscriber server.
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Synchronizing Directories for a File Distribution

1 In ConsoleOne®, right-click a Distribution object, then click Properties.
2 Select the Type tab, then select the File for the type of Distribution.

Propetties of Distribution - File =
General - | Channels | Type Schedule | Pre/Post Actiohs - | MDS Rights | Cither |
Distribution Type
Select Type: IFiIe LI
Files to be distributed:
E-[H %DEST_VOLUMES Mewy target
B- =
UMK TODELETE\CONFIG IN) il Dirzetory
"""" DATA UMK TODELETE prepost spk £afdl Files...
Delete
Synchronize Desynehronize
™ werity Distributions
Il Mairtain Trustees
Extract Errar Handling:
% Fail on Error
7 Contirue O Error
Il Retry I limes
Il Kill conn on open files
Page Options... | Ok | Cancel | Apply | Help |

3 Click New Target and %DEST_VOLUME% as the default variable that contains the target
path on each Subscriber server.

WARNING: If you want to synchronize at the target level, make sure this variable does not contain the
root of the Subscriber server’s file system.

4 Select the Add Directory and Add Files buttons to create the directory structure in the Files
To Be Distributed box.

The Add Directory button is for the Subscriber server’s target paths and directories, and the
Add Filesbuttonisfor browsing thedistributor’ sfile system and sel ecting directoriesand files
that are to be included in the Distribution.

5 If necessary, click the plus signs to expand the directory structure.

By default, no directoriesin the listing are selected for synchronization.
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Propetties of Distribution - File =

General - | Channels | Type Schedule | Pre/Post Actiohs - | MDS Rights | Cither |
Distribution Type

Select Type: IFiIe LI

Files to be distributed:

ey target

<[ DT AAUNK TODELETEVOMFIG NI Add Directory

[ DATAMUNKTODELETEprepost spk

-2 MOREJUNK
“ @ ([5) DATAUNKTODELETE Delete

Add Files...

Synchronize Desynehronize

Il Mairtain Trustees
Extract Errar Handling:

% Fail on Error

7 Contirue O Error

Il Retry I limes

Il Kill conn on open files

Page Options... | Ok | Cancel | Apply | Help |

6 To specify adirectory to synchronize, select the directory in the Files To Be Distributed box,
then click the Synchronize button.

The Synchronize icon (£) is placed in front of that directory name.

The Synchronize and Desynchronize buttons are dimmed when you select afilenameinstead
of adirectory name. You can only synchronize directories.

Because directory synchronization is done for the directory you select and all of its
subdirectories (in other words, “from here down”), there is no need to synchronize any
directories below a directory that you select for synchronization.

When you synchronize a directory and expand the directories below it, the Synchronizeicon
is displayed before each directory’s name.

7 Toreverseyour selection of adirectory to be synchronized, select the directory name that has
a Synchronize icon, then click the Desynchronize button.

If you desynchronize a directory and its parent directory was synchronized, the parent
directory isalso automatically desynchronized. Thisincludesall directories (grandparents) up
the path that might have been synchronized. In other words, you cannot synchronize a
directory, then desynchronize any directory below it without also causing the directory to be
desynchronized.

8 Repeat Step 6 for each directory to synchronize.
9 Continue with configuring the Distribution.

For more information on configuring Distributions, see “Creating and Configuring the
Distribution” on page 55.

10 Click OK when finished configuring the Distribution.

For this Distribution, directory synchronization occurs with only the directories where you
placed the Synchronizeicon (€), including all of their subdirectories.
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Understanding Dependencies in Tiered Electronic Distribution

Policy and Distribution Services agents (Policy/Package Agent and Distributor Agent) are
dependent on one another and upon eDirectory. It isimportant to understand the following
dependencies when using Policy and Distribution Services to manage your network:

+ “Synchronization of Tiered Electronic Distribution Objects in eDirectory” on page 179
+ “Unloading Parent Subscribers’ on page 179

Synchronization of Tiered Electronic Distribution Objects in eDirectory

Server Management uses eDirectory as the repository for information needed by the Tiered
Electronic Distribution and Server Policies components. Because eDirectory is a distributed
database and can have partitions and replicas throughout the network, it takes time to synchronize
al of the replicas each time Server Management objects are created or modified.

Unloading Parent Subscribers

You must change the parent Subscriber attribute in the Subscriber object to change the parent
Subscriber. Then, the next time a Distribution is sent, the distribution route to the Subscriber
reflects the new parent Subscriber.

If aparent Subscriber Java processis unloaded (exited), the subordinates of the parent Subscriber
do not renegotiate to another parent Subscriber. The subordinateswait until that parent Subscriber
isloaded again and continue to use it. The reason for thisisthat if the parent Subscriber was the
only server between twenty Subscribers and the Distributor (which islocated across the WAN),
you do not want all of the Subscribersto go acrossthe WAN to get their Distributionsif the parent
Subscriber is unavailable.

System Resources and Server Behavior

Using Policy and Distribution Services can affect the behavior of your system:

+ Tiered Electronic Distribution usage can affect system behavior because of the traffic created
in sending Distributions

+ Some server policies are designed to control the behavior of servers, such as how a server
should be brought down

+ Some server policiesare designed for NetWare server configuration, such as SET parameters,
content of the autoexec.ncf file, and so on

Installing and using Tiered Electronic Distribution can affect any of the following:
* CPU utilization
+ Disk space resources
* Network traffic
¢ Other 1/O activity

To optimize your installation of Tiered Electronic Distribution, you should consider the following
issues when selecting Distributor and Subscriber servers:

+ Which servers are the best candidates for the heavy workload of a Distributor?

Consider CPU speed for building and sending Distributions, and sufficient disk space for
storing al of the Distributor’s Distributions.
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The server can perform other non-Server Management network functions, be running other
Server Management or non-Server Management software, or be solely dedicated to the
Distributor function.

+ Which servers do you want to manage using server policies?

Consider installing the Subscriber software to each server that you want to manage with
policies, or where you want to distribute software packages. The policy engineisinstalled
with the Subscriber software; also, the Subscriber software is used to extract and install
software packages.

+ Which servers could best handle the additional workload of being a parent Subscriber? (A
parent Subscriber is a Subscriber that acts as a proxy for the Distributor to store and pass
Distributions so that the Distributor does not need to send its Distributions to every
Subscriber.)

Consider CPU speed for sending the Distributions, and free disk space for storing the
Distributions that the parent Subscriber passes on.

+ Doeseach of your LAN segments have serversthat are capabl e of being a parent Subscriber?
Consider WAN traffic when deciding where to locate parent Subscribers.
+ Do you have other processes using up bandwidth on some LANs and WAN links?

Consider Distribution priorities and setting sending and receiving rates to minimize the affect
Distributions can have on bandwidth for WAN links.

Controlling I/0 Rates and Concurrent Distributions

180

If you need to control bandwidth usage for Distribution traffic, you can set the 1/0 rates and the
maximum number of concurrent Distributions for Distributors and/or Subscribers.

Attributes of both the Distributor and Subscriber objects provide the following controls:

+ Input Rate: For sending and receiving Distributions, you can set the maximum bytes per
second. The Distributor Agent sendsthe Distributions, and the Policy/Package Agent receives
and extracts them. This allows you to have some control over the bandwidth used by these
agents.The default is the maximum that the connection can handle. However, this does not
control the rate at which FTP, HTTP, and RPM Distributions are built by the Distributor.

¢ Output RatesBased Upon Distribution’sPriority: Setsthe default output rate to minimize
network traffic for Tiered Electronic Distribution objects. This determines the send rate for
Distributorsand parent Subscribers. The default valueisthe maximum that the connection can
handle. Blank means that bandwidth is taken from third-party applications.

There are three output priorities where you can specify arate:

+ High Priority: These Distributions are sent before any Medium or Low priority
Distributions.

+ Medium Priority: These Distributions are sent after all High priority and before any
Low priority Distributions.

+ Low Priority: These Distributions are sent after all High and Medium priority
Distributions.

For more information, see “Prioritizing Distributions” on page 124.
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+ Maximum Number of Concurrent Distributions: Thisdetermines how many simultaneous
Distributions the Distributor Agent can send. The default is unlimited (blank field). The
Subscriber always receives as many Distributions asiit is sent; however, it only concurrently

passes on the number that you choose here.

If thereis only one Subscriber, the Distributor sends Distributions at the selected rate. If there are
two Subscribers, the Distributions are sent at one half the rate. In other words, to determine the
slowest distribution rate, divide the Distributor’s output rate by the maximum number of

concurrent Distributions.

Because Subscribers always receive another concurrent Distribution, the rate applies even though
you cannot limit the number of incoming connections.

Minimizing Messaging Traffic

Tiered Electronic Distribution provides message notifications so that administrators and selected
end users are kept informed. Notifications are sent in severa ways:

+ |nformation written to log files

+ Notifications sent via e-mail messages

+ SNMP traps used and displayed on both local and remote consoles

The following sections explain notification usage:

+ “Message Notification Levels’ on page 181

+ “Managing Message Notification Level Log Files’ on page 182
+ “Sending Natifications Over LANs and WANS’ on page 182

Message Notification Levels

There are seven levels of message notification available. Each level adds its own information to

the previous level.

Messaging Level

Description

Level O - No messages

Messages are not sent.

Level 1 - Errors

Reports unusual or unexpected situations that
can cause an operation to fail. They often require
user intervention to correct the problem.

Level 2 - Successes and Level 1 messages

Reports completion of a successful operation.

Level 3 - Warnings and Level 2 messages

Reports unusual but not unexpected runtime
conditions. These messages usually do not
require user intervention, but in some situations
an unusual runtime condition does.

Level 4 - Information and Level 3 messages

Informs the user about what has happened or is
currently happening. They usually do not require
any action from the user.
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Messaging Level Description

Level 5 - Trace and Level 4 messages Reports detailed trace information that is used to
troubleshoot unusual or unexpected situations
that cause an operation to fail. This information
might only be useful with the guidance of Novell
Support..

Level 6 - Developer trace and Level 5 messages Used for debugging code. This information is
useful only to Novell Support and Development.

Regardless of thedestination for amessage, resourcesaredirectly affected by thelevel you choose.
For information on setting message notification levels, see:

+ Distributor object: Step 3 on page 106

+ Subscriber object: Step 3 on page 149

Managing Message Notification Level Log Files

The level you choose for alog file affects the rate at which the log file grows. Because log files
have no maximum size, you can control the size of alog file by choosing to delete entries after x
number of days. For information on setting message naotification levels for log files, see:

+ Distributor object: Step 2 on page 105
¢ Subscriber object: Step 2 on page 148

Sending Notifications Over LANs and WANs

182

The greatest impact on network traffic can come from the levels you choose for SNMP traps and
for the remote console.

For information on setting message levels for SNMP traps, e-mail messages, and the server’s
console, see:

+ Distributor object: Step 3 on page 106
¢ Subscriber object: Step 3 on page 149

SNMP Traps

SNMP messages are sent only if thereisan SNMP poalicy in effect for the receiving server,
regardless of thelevel you choose for the messages. SNMP traffic is affected by both the level you
choose and by the SNMP configuration in the policy on the server. Thereis one SNM P packet per
message per destination in the SNMP Trap Target policy. IPX™ addresses are not supported for
trap targets.

E-Mail Messages

E-mail messages can also affect network traffic. Like SNMP, e-mail sends only one e-mail per
message per e-mail user defined. E-mail isalso configured by aserver policy. You must defineand
enable the policy on the sending server for e-mail messages to be sent.
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Changing DNS Names or IP Addresses for Tiered Electronic Distribution Servers

Whenever there is a change to the identity of either a Distributor or Subscriber server, you must
perform certain tasks so that the distribution processes for these servers can continue as before.

Inthedistribution process, Tiered Electronic Distribution serversidentify themselvesto each other
by their DNS names or | P addresses. The following sections explain situations that can arise from
changing these server identifiers.

If You Are Using DNS Names to ldentify Your Servers

+ |f you change the DNS name of a Distributor server, Subscriber servers cannot recognize the
Distributor as avalid source for receiving Distributions.

+ |If you change the DNS name of a Subscriber server, the Distributor cannot locate the
Subscriber server for sending Distributions to it. This is because the Distributor obtains the
Subscriber server’s address from the eDirectory object.

If you change the | P address of a Distributor or Subscriber server when you are using its DNS
name to identify it to Server Management, this change does not affect the distribution processes.

If You Are Using IP Addresses to Identify Your Servers

+ |f you change the I P address of a Distributor server, Subscriber servers cannot recognize the
Distributor as avalid source for receiving Distributions.

+ |f you change the | P address of a Subscriber server, the Distributor cannot locate the
Subscriber server for sending Distributions to it. This is because the Distributor obtains the
Subscriber server’s address from the eDirectory object.

Because reinstating valid certificatesisinvolved in resolving server identity changes, see
“Handling Invalid Certificates” on page 299 for instructions.

When a Tiered Electronic Distribution Process Fails

It is possible, for many common computer-rel ated reasons, that a Tiered Electronic Distribution
process could fail. The following are afew possihilities:

+ A Distribution could beinterrupted. If so, when it restarts it picks up where it left off.

Before distribution, the Distribution package resides at the Distributor. After distribution, the
Distribution package still resides at the Distributor with a copy now at the Subscriber. Itis
during the distribution process that an interruption could halt copying. When the Distributor
triesto re-send the Distribution (the next time the Channel schedule starts), it picks up where
it left off and does not re-send the entire Distribution.

If re-sending aDistributionisinterrupted, the sender retries every two minutesfor 30 minutes.
If it is not successful in reestablishing connection to the target server, it stopsretrying. The
next time the Channel’s schedul e starts, it picks up whereit | eft off in sending the Distribution
when it was originally interrupted.

+ An extraction could beinterrupted. If so, the extraction does not pick up where it | eft off.

Distributions are made across the wire from server to server, while extractions are performed
on the server from Distributions already sent. Therefore, when an extraction isinterrupted, it
simply fails. The Subscriber does not roll back (or undo) the failed extraction, unless the
Distribution was a software package (.cpk file). It tries the extraction again the next time the
Subscriber’s extraction schedule starts.
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Files are extracted to the volume and directory specified when the Distribution package was
created. File groupings and software packages both allow you to specify to which volume and
directory the package should be extracted. Therefore, when an interruption occurs during
extraction, it failsin the same way asif you were copying afile in the operating system.

+ TheFiletype offersthe following:

- Retry X times
- Kill the connection on files that are open
- Error handling (Fail on error; perform aroutine on error)

All options deal with extraction and how to handleit.

Working Directories

Distributors and Subscribers use working directories on the servers for Distributions, patches,
statusfiles, and temporary working files. The size of aworking directory isdetermined by the size
and number of Distributions.

The working directories default to the sys: volume on NetWare servers or the C: Drive on
Windows servers. Because of disk space considerations on NetWare servers, we recommend that
you select a different location on the server, such as adata: volume.

The default working directory names for NetWare and Windows servers are
path\zenworks\pdsited\dist for the Distributor and path\zenworks\pds\ted\sub for the Subscriber.
For Linux and Solaris servers, the paths are /var/opt/novel l/zenworks/zf s/pds/ted/working/dist and
Ivar/opt/novell/zenworks/zfs/pds/ted/working/sub. You can change working directory namesin
the properties of the Tiered Electronic Distribution object.

The following sections describe the Tiered Electronic Distribution directory structures:
+ “NetWare Distributor Directories’ on page 184
+ “NetWare Subscriber Directories’ on page 186
+ “Windows Distributor Directories’ on page 187
* “Windows Subscriber Directories’ on page 187
* “Linux or Solaris Distributor Directories’ on page 187
¢ “Linux or Solaris Subscriber Directories’ on page 187

NetWare Distributor Directories

The following directories are used by NetWare Distributors:

volume:\installation_path\zenworks\pds\ted

Contains the Tiered Electronic Distribution software for the Distributor.

volume:\installation_path\zenworks\pds\ted\security\private

Contains the Distributor’s private key.
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volume:\working_directory

Containsone directory for each Distribution that bel ongsto the Distributor. The working directory
name is user-defined in the Distributor object.

volume:\working_directory\distribution_directory

Each Distribution has its own directory that is created under the working directory. The
Distribution directory’snameisderived fromthefollowing syntax: Tree DN_of_Distribution. For
example, TestTree Files.Distributions.ZENworks.Novell.

volume:\working_directory\distribution_directory\time_stamp_directory

Each Distribution directory contains multiple time-stamp directories, which are named according
to the date and time the Distribution was built.

Each time a Distribution is built, the Distributor checks to see if anything has changed since the
last time the Distribution was built. If so, a new time-stamp directory is created.

The number of time-stamp directories kept is determined by the Maximum Number of Revisions
to Keep field in the Distribution object’s properties. There are occasions when the number of time-
stamp directories exceeds the maximum number specified, because the Distributor does not delete
atime-stamp directory that isin use. The Distributor removes the oldest time-stamp directories
first.

Sometimes atime-stamp directory name has _temp appended to it. When a Distributor builds a
Distribution, it createsa\* _temp directory beforeit determinesif anything has changed. If changes
are discovered, \_temp is removed and the directory is used for the new build.

A Distributor’s time-stamp directories contain the following files:

Filename Description

distfile.ted The Distribution that was built. All Distributions have the same filename. They
are distinguished by their time-stamp directory’s name and path.

digest_file This file only exists if the Distributor Agent creates it (optional).

Digests are used by Distributors and Subscribers to verify that Distributions have
not been tampered with while in transit. The digest provides an MD5 checksum
for the Subscriber to compare.

Digests also detect corruption in a Distribution’s package. In the case of
corruption, the Subscriber renames the distfile.ted Distribution file to
distfile.corrupt and the Distribution is rebuilt and sent the next time the Channel's
schedule fires.

The syntax for creating the digest filename is:
%AGENT%AgentDigest.ted

For example:
FTPAgentDigest.ted
HTTPAgentDigest.ted
FileAgentDigest.ted
CPKAgentDigest.ted
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NetWare Subscriber Directories

The following directories are used by NetWare Subscribers:

volume:\installation_path\zenworks\pds\ted

Contains the Tiered Electronic Distribution software for the Subscriber and/or Distributor.

volume:\installation_path\zenworks\pds\ted\security

Contains certificates received from Distributors.

volume:\working_directory
Contains one directory for each Distribution that it receives from a Distributor. The working
directory nameis user-defined in the Subscriber object.
volume:\working_directory\distribution_directory

Each Distribution has its own directory that is created under the working directory. The
Distribution directory’snameisderived from thefollowing syntax: Tree DN_of _Distribution. For
example, TestTree Files.Distributions.ZENworks.Novell.

volume:\working_directory\distribution_directory\time_stamp_directory

Each Distribution directory contains multiple time-stamp directories, which are named according
to the date and time the Distribution was built.

The number of time-stamp directories kept is determined by the Maximum Number of Revisions
to Keep field in the Distribution object’s properties.

After athreshold is met, the Subscriber receives the maximum revision information and del etes
the oldest time-stamp directories first.

A Subscriber’s time-stamp directories contain the following files:

Filename Description

distfile.ted The Distribution that was built. All Distributions have the same filename. They
are distinguished by their time-stamp directory’s name and path.

diststatus.ted After a Distribution has been successfully received, this file is created.

digest_file This file only exists if the Distributor Agent has created it (optional).

Digests are used by Distributors and Subscribers to verify that Distributions have
not been tampered with while in transit. The digest provides an MD5 checksum
for the Subscriber to compare.

Digests also detect corruption in a Distribution’s package. In the case of
corruption, the Subscriber renames the distfile.ted Distribution file to
distfile.corrupt and the Distribution is rebuilt and sent the next time the Channel's
schedule fires.
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Windows Distributor Directories

The following directories are used by Windows Distributors:

installation_path\zenworks\pds\ted

Contains the Tiered Electronic Distribution software for the Distributor.

installation_path\zenworks\pds\ted\security\private

Contains the Distributor’s private key.

Windows Subscriber Directories

The following directories are used by Windows Subscribers:

installation_path\zenworks\pds

Contains the Tiered Electronic Distribution software for the Subscriber.

installation_path\zenworks\pds\ted\security\private

Contains certificates received from Distributors.

local_drive:\working_directory\distribution_directory\time_stamp_directory

Each Distribution directory contains multiple time-stamp directories, which are named according
to the date and time the Distribution was built.

Linux or Solaris Distributor Directories

The following directories are used by Linux or Solaris Distributors:

Ivar/opt/novell/zenworks/zfs/pds/ted/working/dist

Contains the Tiered Electronic Distribution software for the Distributor.

Ivar/opt/novell/zenworks/zfs/pds/ted/security/private
Contains the Distributor’s private key.
Each Distribution directory contains multiple time-stamp directories, which are named according
to the date and time the Distribution was built.

Linux or Solaris Subscriber Directories

The following directories are used by Linux or Solaris Subscribers:

Ivar/opt/novell/zenworks/zfs/pds/ted/working/sub

Contains the Tiered Electronic Distribution software for the Subscriber.
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Ivar/opt/novell/zenworks/zfs/pds/ted/security/private
Contains certificates received from Distributors.

Each Distribution directory contains multiple time-stamp directories, which are named according
to the date and time the Distribution was built.

Editing the Tednode.properties File

If you should install the Subscriber software to a server that does not have a Subscriber object in
any eDirectory tree, such as aWindows server in a Microsoft domain, the tednode.propertiesfile
isused by such aserver for its configuration information. When you have Subscriber configuration
changes, you need to edit the server’s tednode.properties file using the information in this section.

The tednode.properties file is located in the \zenworks\pds\ted directory on the server.

Following is the required format of the file, including comments on some of the entries. The
information on the right side of an = symbol is only an example and not the required value for that
line. However, the examples are intended to show the correct syntax for the values.

Line Content Comments

workingdir = d:\ted\tran Subscriber’s working directory

io.input = 100 Receive rate in bytes per second

io.output = -1 Send rate in bytes per second

variablel = vol=sys: Define the variable “vol” with the value “sys:”
variablel.description = Destination A description of the variable’s function
Volume

console.level = 6 Message level for the server’s console
log.level =1 Message level for log file

log.days =1 Number of days to save log file entries
log.path = d:\\ted\\tran\\log.txt Path for log file and log filename
workorder.timeout =0 Number of seconds to wait for reply from the Distributor

before dropping connection; O = wait forever

workorder.concurrent = 0 Concurrent Distributions
email.level =0 Message level for e-mail
smtp.host = email.novell.com Location of SMTP host
snmp.level =0 Message level for SNMP traps

email.targetl = johndoe@novell.com  E-mail address for the messages

For the remaining tednode.properties file entries, remove the # (comment) symbol from aline to
enableit. This makes that line effective for the schedule type that it is listed under. However, do
not remove the # symbol from thefirst linefor a schedul e type because it is only adescription that
indicates the schedule type. You can change the default values that are listed.
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Thefollowing sample hasthe Daily schedul e enabled because the appropriate # symbol s have been

removed.

Line Content

# Yearly schedule and associated keys (with default values specified)
#schedule.type=yearly

#schedule.month=1

#schedule.day=1

#schedule.begin.hour=8

#schedule.begin.minute=0

#schedule.end.hour=17

#schedule.end.minute=0

#schedule.random=false

# Monthly schedule and associated keys (with default values specified)
#schedule.type=monthly

#schedule.day=1

#schedule.begin.hour=8

#schedule.begin.minutes=0

#schedule.end.hour=17

#schedule.end.minute=0

#schedule.random=false

# Daily schedule and associated keys (with default values specified)
schedule.type=daily

schedule.days=Monday, Tuesday,Wednesday, Thursday,Friday,Saturday,Sunday
schedule.begin.hour=8

schedule.begin.minutes=0

schedule.end.hour=17

schedule.end.minute=0

schedule.repeat.days=0

schedule.repeat.hours=0

schedule.repeat.minutes=0

schedule.random=false

# Immediate schedule and associated keys (with default values specified)
#schedule.type=immediately

#schedule.repeat.days=0

#schedule.repeat.hours=0

#schedule.repeat.minutes=0

# Interval schedule and associated keys (with default values specified)
#schedule.type=interval

#schedule.repeat.hours=0

#schedule.repeat.minutes=0

# Never schedule and associated keys (with default values specified)
#schedule.type=never

# Time schedule and associated keys (with default values specified)
#schedule.type=time

#schedule.date.year=2001

#schedule.date.month=1

#schedule.date.day=1

#schedule.begin.hour=8

#schedule.begin.minutes=0
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Server Policies

Novel® ZENworks® Server Management provides server policies for managing server
configurations, processes, and behaviors.

The following sections will help you to understand, set up, and configure the policies:
+ “Understanding Server Policies’ on page 191
+ “Creating a Policy Package” on page 201

*

“Configuring Server Policies’ on page 202
“Enabling Policies’ on page 226

*

+ “Distributing Policies” on page 227

+ “Associating Policies’ on page 227

+ “Scheduling Policies’ on page 228

* “Viewing Effective Policies’ on page 228

+ “Changing Policy Enforcement” on page 228

Understanding Server Policies

In ZENworks 6.5 Server Management, most policies are enforced through the distribution of
policy packages. However, afew policies used by the Distributor are enforced by being associated
with Novell eDirectory™ containers.

Review the following sections to understand policesin ZENworks 6.5 Server Management:
+ “Configuration and Behavioral Management through Server Policies’ on page 191
+ “Server Policies and Policy Packages’ on page 192

*

“Policy Characteristics’” on page 193

*

“Server Policies Architecture” on page 194
+ “Enforcing Policies’ on page 197

*

“Server Policy Descriptions’ on page 198

Configuration and Behavioral Management through Server Policies

The Server Policies component provides configuration and behavioral management of your
servers. Server policiesare divided into three packages for the convenience of scheduling policies
and distributing the policies to their applicable servers:

+ Container Package: Holds the Search policy that determines how Policy and Distribution
Services searches eDirectory for objects associated with policies.
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+ Service Location Package: Holds policies specific to running Policy and Distribution
Services.

+ Distributed Server Package: Has ageneric set of policiesthat can be applied to all servers,
aswell as policy package sets for servers on specific platforms. This package provides
policiesthat are distributed for enforcement.

Configuration policies hold information in eDirectory that creates a similar type of configuration
on aserver, such as enforcing selected SET parameters. Behavioral policies hold a set of rulesto
be followed under certain situations, such as when a server goes down.

Through server policies you can automate the management of your servers, and through
ConsoleOne® and the ZENworks Server Management rolein Novell iManager you can configure
policies and manage your servers from a single workstation.

Server Policies and Policy Packages

Creating Policies

Scheduling Policies

Server policies provide you with the ability to set, standardize, and automate configuration
parameters on any given set of servers. You can control the behavior of serversin given situations,
such as when downing a server.

The following sections
+ “Creating Policies” on page 192
+ “Scheduling Policies’ on page 192
+ “All Enabled Policies Are Enforced” on page 192
+ “Individual Policy Changes Are Not Tied to the Policy Package” on page 193

Touseserver policies, you must first create the appropriate Policy Package objectsin ConsoleOne,
configure the policies that your server needs, enable them, and distribute the package to the
applicable Subscriber servers where the package's policies are to be enforced.

When you set up server policies, you canindividually schedulethem to run daily, weekly, monthly,
yearly, by an event, at a specific date and time, relative to a date and time, by an interval of time,
or even immediately. The default schedule for the individual policiesis the default for the policy
package's schedule. Therefore, when you change the package's default schedule, any policy inthe
package that doesn’t have a schedule specified then uses the package’s new schedule.

All Enabled Policies Are Enforced

192

You can implement (enable) any or al of the Policy and Distribution Services policiesin apolicy
package. You can aso create a Policy Package object for each different configuration set that you
need. For example, you might want some of your serversto be brought down differently, so they
would use different policy packages.

All policies enabled in a package are enforced on any servers where the Policy Package
Distribution has been received and extracted. In other words, you cannot selectively enforce
certain policiesin apackage. All policiesin the packagethat are enabled are enforced on the server.
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Individual Policy Changes Are Not Tied to the Policy Package

Because each policy in apolicy package hasits own (hidden) object in eDirectory, any changes
you make to a policy that are saved when you exit the policy’s dialog box (by clicking either OK
or clicking Apply then Close), are not undone if you then click Cancel on the policy package's
dialog box.

Therefore, clicking Cancel on the properties page for the policy package applies only to the
changes you might have made for the package. For exampl e, enabling or disabling apolicy, adding
or removing added policies.

Disabling a policy does not undo any configurations you made previously in the policy. The
policy’s configuration changes remain, but are not used because the policy is disabled.

Policy Characteristics
There are two different aspects of policies that determine how you use them:

¢ “Plural and Cumulative Policies’ on page 193
+ “Configuration and Behavioral Policies’ on page 193

Plural and Cumulative Policies

Policy packages can contain both plural and cumulative policies. All plural policies are aso
cumulative, but cumulative policies are not necessarily plural. For more detail, review:

+ “Plural Policies’ on page 193
+ “Cumulative Policies” on page 193

Plural Policies
Plural policies are those where there can be more than one per policy package per platform.

For example, in the same policy package, you can add and configure a Scheduled Down policy
and nameit “ Scheduled Down for Time A.” Then you could add and configure another Scheduled
Down policy, thistime naming it “ Scheduled Down for Time B.”

You cantell if apolicy is plural by viewing the Policiestab and clicking Add, because al plural
policies arelisted in the Add dialog box.

Cumulative Policies

Cumulative policies are those that allow multiples of the same policy to bein effect when multiple
policy packages are distributed to a server. For example, a Text File Changes policy distributed to
Server A could be accumulated with a differently configured Text File Changes policy distributed
to Server A. All of the text file changes from both policies would be effective for Server A.

Configuration and Behavioral Policies

A single configuration policy can affect the configuration of asingle server or many servers. For
example, you can schedule apolicy to run at regular intervals to ensure that the server’s
configuration continues to be set correctly.

Behavioral policieshold aset of rulesto befollowed in certain situations. The policy enginecarries
out these rules, along with any of its supporting modules.
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For example, the Server Down Process policy defines criteria that must be met before you bring
the server down, such as:

+ How soon before the server is brought down should users be notified
+ Who is notified when the policy is being enforced

+ Which peer server isto send SNMP dertsif the server does not come back up

Behavioral policies are designed to make servers act more intelligently, to handle situations an
administrator might not even be aware of, and to reduce complexity for administrators.

In summary, the benefits of configuration and behavioral policies include:
+ Automating tasks that an administrator would normally perform
+ Notifying specified users through e-mail messages that a server is going down

+ Allowing a server down process to abort on certain conditions

Server Policies Architecture

To understand how server policies are used to manage your servers, you must understand its
eDirectory objects and its agent:

+ “eDirectory Schema Extensions for Server Policies’ on page 194

+ “Policy/Package Agent” on page 196

eDirectory Schema Extensions for Server Policies

The eDirectory schema extensions included in the Server Policies component define the class of
eDirectory objectsthat are created in your eDirectory tree, including which informationisrequired
or optional at the time the object is created. Every object associated with the Server Policies
component in an eDirectory tree has a class defined for it in the tree's schema.

Server Management objects for the eDirectory schema are:

Container Package

Server Package

Service Location Package
Distributed Server Package
ZENworks Database

Note the following concerning policy enforcement:
+ All of the policiesin the Distributed Server Package must be distributed to be enforced

+ All of the policies in the Container Package, Server Package, and Service Location Package
must be associated to be enforced

Existing eDirectory classes that are modified with the addition of Server Management attributes
are:

Country

Group

Locality
Organization
Organizationa Unit
Server

194 Novell ZENworks 6.5 Server Management Administration Guide



The following sections summarize the primary eDirectory objects that are added to eDirectory
from the schema extensions provided with the Server Policies component:

+ “Container Package Object” on page 195

* “Server Package Object” on page 195

+ “Service Location Package Object” on page 195
+ “Distributed Server Package’ on page 195

+ “ZENworks Database Object” on page 196

For basic information about the types of objectsin an eDirectory tree, see the Novell
Documentation Web site (http://www.novell.com/documentation/l g/nw5/docui/index.html) and
select Procedures > Planning > Directory Services > eDirectory Planning.

Container Package Object

The Container Package object is an eDirectory object that manages the Search policy object. This
policy is used by the Distributor and Subscriber objects for al versions of Server Management,
and must be associated to be enforced.

Server Package Object

The Server Package object is an eDirectory object that manages the following policy objects for
ZENworks Server Inventory:

Rollup Policy
zeninvDictionaryUpdatePolicy
ZENworks Database

All policiesin this package must be associated to be enforced.

Policy and Distribution Services does not use this package.

Service Location Package Object

The Service Location Package object isan eDirectory container object that manages the following
policy objects:

SMTP Host

SNMP Trap Targets

Tiered Electronic Distribution
ZENworks Database

Service Location Package policies provide general Policy and Distribution Services configuration
and location information.

All paliciesin this package must be associated to be enforced.

All policies are used by ZENworks 6.5 Server Management Distributors and Subscribers.

Distributed Server Package

The Distributed Server Package object is an eDirectory object that manages the following policy
objects (ZENworks 6.5 Server Management only):

Copy Files
NetWare Set Parameters
Prohibited File
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Scheduled Down

Scheduled Load/Unload

Server Down Process

Server Scripts

SMTP Host

SNMP Community Strings
SNMP Trap Targets

Text File Changes

ZENworks Database
ZENworks Server Management

Distributed Server Package policies are used for configuring servers, controlling server behavior,
and providing general Server Management configuration and location information.

All paliciesin this package must be distributed to be enforced.

ZENworks Database Object

Provides the location of the zfslog.db file for logging reporting information. You can install the
database file on only NetWare® and Windows servers.

The ZENworks Database object can exist multiple times in atree, each with its own associated
database file; however, there can only be one database file installed per server.

The Server Policies component writes policy information to the Server Management databasefile
(zfdog.db). Because every server in your network can be running the Policy/Package Agent, they
can each write to the database, even across WAN links. If you do not need consolidated server
policies reports on all servers, you can install a database to each WAN segment.

If you require consolidated server policies reports, you can have just one zfslog.db file where all
servers running the Policy/Package Agent can log information. The amount of dataa Policy/
Package Agent writes to the database might not create excessive WAN traffic, depending on the
number of servers and speeds of the WAN links.

Because you can install the Server Management database to multiple servers, to minimize WAN
traffic you should coordinate the placement of Policy Package and ZENworks Database objectsin
containers on the WAN segments.

Policy/Package Agent

Policy and Distribution Services allows you to manage your network servers using the Policy/
Package Agent. This agent isinstalled on each server where you select the Subscriber/Policies
installation option.

The Policy/Package Agent does the following:
* Extracts (installs) a software package's contents.
+ Extracts the policy information from a Policy Package Distribution.

+ Enforces the enabled policies from the extracted policy information based on their
enforcement schedules.

There are anumber of server policies that provide configuration and behavioral management of
your servers. The Policy/Package Agent must be running on each server you want to manage with
policies or have software packages to extract and install.
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You should install the Policy/Package Agent to every server in your network. Exceptions might be
servers where you do not need to distribute software packages, or servers that you do not want to
manage using policies.

Enforcing Policies

Most ZENworks 6.5 Server Management policies are enforced by creating the policy package,
enabling and configuring the policy, scheduling the package, distributing the package, and
extracting the policies on servers.

Some ZENworks 6.5 Server Management policies are enforced by creating the policy package,
enabling and configuring the policy, scheduling the package, and associating the package with the
containers where the Distributor or Subscriber objects reside.

For more information, review the following:
+ “Scheduling Policies’ on page 197
+ “Distributing Policies’ on page 197
+ “Associating Policies’ on page 198

Scheduling Policies
Some server policies must be scheduled before they can be enforced.

The following schedules are available:

*

Activate by the Default Package Schedule (which you can set to any of the schedules)

*

Activate on a specified event (such as running at system startup or shutdown)

+ Activate once relative to a period of time

+ Activate at a specified date and time

+ Activate once per year at a specified time

+ Activate once each month at a specified time

+ Activate on one or more days of the week at specified times

+ Activate on one or more days of the week, repeating at a specified interval of time
+ Continuously repeat at a specified interval of time

¢ Runimmediately

+ Runimmediately, repeating at a specified interval of time

IMPORTANT: If you enable a policy, but do not schedule it, it activates according to the schedule currently
specified in the Default Package Schedule.

The Default Package Schedule provides a default for unscheduled policiesin the policy package.
The default schedule is the Run At System Startup event.

Distributing Policies

After you have enabled and configured a policy contained in the Distributed Server Package, you
must distribute its policy package to the Subscriber servers where the enabled policies are placed
into effect. In other words, configuring and enabling apolicy only sets up the policy. Itisenforced
through its distribution to and extraction on the applicable servers that are running Policy and
Distribution Services.
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Associating Policies

After you have enabled and configured a policy contained in the Service Location Package, you
must associate its policy package with the containers where Distributor or Subscriber objects
reside so that the enabled policies are placed into effect. This association can be directly with a
container where the Distributor or Subscriber objects reside, or with a container higher in the tree
from where the container holding these objects reside.

Because configuring and enabling a policy only sets up the palicy, it is enforced through its
association with the applicable servers that are running Policy and Distribution Services.

Server Policy Descriptions

The following tables list the server palicies by policy package. The second column indicates
whether a policy is aconfiguration or behaviora policy, and whether it is cumulative, plural, or
both.

+ “Container Package” on page 198

* “Service Location Package” on page 199
+ “Server Package’ on page 200

+ “Distributed Server Package’ on page 200

Container Package

Policy Name Policy Type Keys Policy Function

Search Behavioral If you don't set a Search policy, the default is to search from
the parent container to the root every hour. This can create
unnecessary search traffic. Therefore, we recommend that
you make effective use of the Search policy.

This Search policy can only be administered in
ConsoleOne. A Search policy created in NetWare
Administrator for ZENworks is not recognized in Server
Management.

Because most policiesin Server Management are distributed rather than associated for
enforcement and a Distributor does not receive Distributions, the Search policy is used in Server
Management to enable the Distributor Agent to locate and use policiesin the Service Location
Package. For example, the Distributor Agent can use the package's ZENworks Database policy to
write reporting information to the ZENworks Server Management Database file.

Also, Distributors read the Service Location Package policies for their Subscribers. That means
Subscribers receive their Service Location Package policies through associations, as well.
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Service Location Package

Policy Name Policy Type Keys

Policy Function

SMTP Host Configuration

Sets the TCP/IP address of the relay host that processes
outbound Internet e-mail. This policy must be enabled if you
select the E-Mail option for notifying or logging messages in
any of the other policies.

SNMP Trap Targets Configuration

Sets SNMP trap targets for associated eDirectory objects.

In ZENworks 6.5 Server Management, you can schedule
this policy for when you want it to be refreshed.

IPX™ addresses are not supported for SNMP trap targets.
You can only use IP addresses and DNS names.

Tiered Electronic Configuration
Distribution

Sets defaults for the Distributor and Subscriber objects,
including:

I/O rates

Maximum concurrent Distributions

Connection time-out in minutes

Working directory

Parent Subscriber

Messaging levels for a server’s console, SNMP traps,

log files, and e-mail notification

Extraction Schedule

Refresh Schedule

Variables

Any defaults set here override unchanged defaults in a
Tiered Electronic Distribution object. However, if a Tiered
Electronic Distribution object’s properties are modified,
those modifications have precedence over any defaults set
in the Tiered Electronic Distribution policy.

ZENworks Database Configuration

Sets the DN for locating the ZENworks Database object and
the database file. The database is used for logging
successes and failures that are used in creating reports.

This policy can be created to override the database settings
that might have been established during installation of
Policy and Distribution Services.

The Policy/Package Agent and the Distributor Agent both
write to zfslog.db. For information on having these agents
write to different database files, see “Coexisting Databases”
on page 345.
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Server Package

The Server Package existsin ZENworks 6.5 Server Management only for use by Server Inventory.
The ZENworks Database policy contained in this package is automatically created by the
installation program when Server Inventory isinstalled to enable automatic |location of the

database for logging inventory data.

Policy and Distribution Services does not use this package.

Although other policies exist in this package, the following table only lists the ZENworks

Database policy.

Policy Name

Policy Type Keys

Policy Function

ZENworks Database Configuration

Sets the DN for locating the ZENworks Database object.
This policy must be in effect for Server Inventory to locate a
database for logging inventory data.

Distributed Server Package

This package contains the policies the must be distributed to Server Management serversto be

enforced on them.

Policy Name Policy Type Keys Policy Function
Copy Files Plural Enables copying of files on a server from one location to
Cumulative another by using policy configurations.
Configuration
NetWare Set Plural Specifies and optimizes selected Set Parameters for a
Parameters Cumulative server or group of servers.
Configuration
For the NetWare platform only.
Prohibited File Plural Monitors and enforces the deletion or moving of
Cumulative unauthorized files from a specified volume/drive or
Configuration directory/folder.
Scheduled Down Plural Schedules when a server should go down, and whether it
Cumulative should be automatically brought back up. The policy
Configuration includes which command to use in bringing it down (RESET,
Behavioral RESTART, or DOWN).
Scheduled Load/ Plural For automating the loading and unloading order of NLM™
Unload Cumulative and Java Class processes for the selected servers, and for
Configuration starting and stopping Windows services. NLM files that
require user input to unload cannot be automated.
Server Down Behavioral For controlling which processes to follow and which
Process conditions to meet before downing a server.
Server Scripts Plural For automating script usage on your servers.
Cumulative
Configuration
SMTP Host Configuration Sets the TCP/IP address of the relay host that processes

outbound Internet e-mail. This policy must be enabled if you
select the E-Mail option for notifying or logging messages in
any of the other policies.
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Policy Name Policy Type Keys

Policy Function

SNMP Community  Configuration
Strings

Allows you to receive and respond to SNMP requests.

SNMP Trap Targets Configuration

Sets SNMP trap targets for associated eDirectory objects.

You can schedule this policy for when you want it to be
refreshed.

IPX addresses are not supported for SNMP trap targets.
You can only use IP addresses and DNS names.

Text File Changes Plural
Cumulative
Configuration

For automating changes to text files.

ZENworks Database Configuration

Sets the DN for locating the ZENworks Database object and
the database file. The database is used for logging
successes and failures that are used in creating reports.

This policy can be created to override the database settings
that might have been established during installation of
Policy and Distribution Services.

The Policy/Package Agent and the Distributor Agent both
write to zfslog.db. For information on having these agents
write to different database files, see “Coexisting Databases
on page 345.

”

ZENworks Server Configuration
Management

Basic configuration parameters for Policy and Distribution
Services, such as status logging, defining the server
console prompt for the Policy/Package Agent, setting its
working path, and setting a database purging limit.

You can enable this policy on each server where you want
to enforce server policies. However, if you do not enable the
policy, Policy and Distribution Services works from pre-
programmed defaults.

Creating a Policy Package

Policy and Distribution Services groups its server policies into three Policy Package objects:

+ Container Package

+ Service Location Package

+ Distributed Server Package (ZENworks 6.5 Server Management only)

You can place policy packages anywherein the tree. For ease of management, we recommend that
you create an OU container for grouping the policy packages. For example, Policies.

However, if you install ZENworks Desktop Management to your tree, you could keep the Server
Management and Desktop Management policies in separate containers, such as Server_Policies

and Desktop_Poalicies.

IMPORTANT: If you have partitions that are accessed across a WAN, make sure that the Policy Package
objects are in the same partition as the Server object to ensure that the Policy/Package Agent loads. Also
make sure that the Search policy does not require searching outside the partition where the Server object

exists.
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To determine which Policy Package objects to create, first determine which policies you need.
To create Policy Package objects, review the instructions in the following sections:

+ “Creating a Policies Container” on page 202

+ “Creating a Policy Package Object” on page 202

Creating a Policies Container

To create the OU container object for holding your Policy Package objects:

1 In ConsoleOneg, right-click the container where you want the policies container located.

IMPORTANT: Where you create the OU, and how many characters you use to name it, directly affects

the number of characters that you have available for naming the plural policies. eDirectory has a 64-
character limit for the full name and path in the tree for a policy.

Because you can have many different versions of one plural policy in a single policy package, you want
to be able to name them descriptively. Therefore, place the OU as high in the tree as is logical, and give

it a short name to provide as many characters as possible for naming the policies.
2 Click New > Object, then select Organizational Unit.
3 Provide aname for the OU, then click OK.

Creating a Policy Package Object

To create a Policy Package object:

1 In ConsoleOneg, right-click the container you created for the Policy Package objects, click
New, then select Policy Package.

The Policy Package Wizard opens.
2 Under Policy Packages, select apolicy package, then click Next.
Available packages include: Container, Server, Service Location, and Distributed Server.

3 Provide aname for the package, then click Next.

Because you can have multiples of the same package type, use aunique, informative namefor

each package.

IMPORTANT: Because of the eDirectory 64-character path/name limit, and the package name you
provide here is part of the path for plural policies that you can create later, provide a brief, but unique,
Policy Package object name so that you can have as many characters as possible to be available for
giving descriptive plural policy names.

4 Repeat Step 2 and Step 3 for each package to be created.
Select the Create Another Policy Package check box to save repeating Step 1.

Configuring Server Policies

You can configure server policiesfor containers, servers, and servicelocations. The policiesallow

you to automate use of NetWare functionality. See your NetWare documentation for specific
information.
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To configure server palicies, review the instructions in the following sections:
* “Compiling Zentrap.mib” on page 203
+ “Configuring the Container Package Policy” on page 203
+ “Configuring Service Location Package Policies” on page 205
+ “Configuring Distributed Server Package Policies’ on page 212
+ “Creating Custom Log Files Using Policies’ on page 226

For information on scheduling server policies, see “ Scheduling Policies’ on page 228.

Compiling Zentrap.mib

The SNMP Community Strings and SNMP Trap Targets policies utilize SNMP. Zentrap.mib is
located on the Program CD under \zfs\tedpol\sfiles\mibs.

To receive SNMP traps on your SNM P management console, you must copy the zentrap.mib file
from the ZENworks 6.5 Server Management Program CD to the location that your management
console usesto manage MIBs, then compileit. Your SNM P management console can then receive
and interpret SNMP traps from Server Management.

Configuring the Container Package Policy

The Search policy is used by the Distributor for information on how to read the eDirectory tree
when the Distributor has been refreshed.

IMPORTANT: If you do not use the Search policy, Server Management searches up to [Root] and reads the
objects every hour. Be sure to configure and enable the Search policy to limit unnecessary search traffic.

To configure the Search policy:
1 In ConsoleOneg, right-click the Container Package, click Properties.

2 Select the Policiestab, select the check box for Search Policy, click Properties, then select the
Search Level tab.

If the box under the Enabled column is not selected for the Search policy, select it before
clicking Properties. A policy must be enabled to activate the Properties button.

3 To determine the upper limits of the search policy, select one of the following:

Search Location Description

Object Container Search to the parent container of the Server object
Partition Search to the Partition Root

Selected Container Search to the selected container

[Root] Search to the root of the tree

If you chose Selected Container, browse to select the container.
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To determine searching limitsin either direction of the item selected, enter a number. For
example:

# Description

0 Limits the search to the current level (as set in the Search For Policies Up To field).

1 Limits the search to one level above the current level (as set in the Search For Policies Up
To field).

For example, if you specify the server’s parent container in the Selected Container field, +1
would limit the search to one level above the parent container.

—1 Limits the search to one level below the chosen search level (as set in the Search For
Policies Up To field).

For example, if you select [Root] in the Search For Policies Up To field, -1 would allow
searching up to one level below [Root].

4 To determine the search order, select the Search Order tab.

Type Description

Object Server

Group Server Group
Container Container of Servers

Use the arrow keys to change the order. You can also click Add or Remove to change which
object types are used.

5 (Optional) Because policies are refreshed when they are received at the Subscriber, specify a
refresh frequency.

The default is once every hour.

If you leave both time increments at zero (days and hours), policies are not refreshed from
eDirectory, even if you have Policy Manager Will Refresh Policies From eDirectory selected.

Changes made to enabled policiesare not enforced until they are refreshed at the given refresh
interval. However, you can manually refresh al policies using the POLICY REFRESH
command at the server console. The refresh rateislisted in seconds at the server console (1
hour = 3600 seconds).

6 Click OK to close the policy.
If you click Cancel, none of the Search policy changes made on any of the tabs are saved.

7 To associate the policy package so that the Search policy isenforced on the Distributor, select
the Associations tab, then click Add.

8 Browseto select the contai ner where the Distributor object resides (or any container aboveit),
then click OK.

If you click Cancel, the association you made is not saved.
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Configuring Service Location Package Policies

SMTP Host

SNMP Trap Targets

Because the Distributor does not receive Distributions, policies for a Distributor must be
associated with the container where its object resides. The Service L ocation Package contains
policies used by the Distributor.

To configure Service Location Package policies, review the following sections:
¢ “SMTP Host” on page 205
¢ “SNMP Trap Targets’ on page 205
+ “Tiered Electronic Distribution” on page 206
+ “ZENworks Database” on page 211

Sets the TCP/IP address of the SMTP relay host that processes outbound Internet e-mail. This
policy must be enabled if you select the E-Mail option for notifying or logging messages for the
Distributor.

To configure the SMTP Host policy:
1 In ConsoleOne, right-click the Service L ocation Package, then click Properties.
2 Select the SMTP Host policy’s check box, then click Properties.

If the box under the Enabled column is not selected for the SMTP Host policy, select it before
clicking Properties. A policy must be enabled to activate the Properties button.

3 Providethe TCP/IP address or DNS name of the relay host server, then click OK.

4 To associate the policy package so that the SMTP Host policy is enforced on the Distributor,
select the Associations tab, then click Add.

5 Browseto select the container where the Distributor object resides (or any container aboveit),
then click OK.

If you click Cancel, the association you made is not saved.

Usethisproperty page to establish the targets (or locations) where you want SNM P traps sent from
the Distributor. Each target must be avalid TCP/IP address or DNS name.

To configure the SNMP Trap Targets policy:
1 In ConsoleOneg, right-click the Service Location Package, then click Properties.
2 Select the SNMP Trap Targets policy, then click Properties.

If the box under the Enabled column is not selected for the SNMP Trap Targets policy, select
it before clicking Properties. A policy must be enabled to activate the Properties button.

3 To add items to the SNMP Trap Targetslist on the SNMP Trap Policy tab, click Add.
4 Onthe SNMP Target dialog box, providevalid aTCP/I P address or DNS name, then click OK.
5 Repeat Step 3 and Step 4 for each trap target to be added.
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6 To schedule the policy, select the Schedule tab, select atype in the Schedule Typefield, then
configure the schedule:

“Daily” on page 388

“Event” on page 388

“Interval” on page 389
“Monthly” on page 389

“Never” on page 389

“Package Schedule” on page 390
“Relative” on page 390

“Run Immediately” on page 390
“Time" on page 391

“Weekly” on page 391

“Yearly” on page 391

7 Click OK when finished.

8 To associate the policy package so that the SNMP Trap Targets policy is enforced on the
Distributor, select the Associations tab, then click Add.

9 Browseto select the container where the Distributor object resides (or any container aboveit),
then click OK.

If you click Cancel, the association you made is not saved.

Tiered Electronic Distribution

This policy alows you to set default values for the attributes of Distributors and Subscribers.
+ “How the Policy Works’ on page 206
+ “Cumulative Policies” on page 207
+ “Replacing, Adding, or Losing Property Values’ on page 207
+ “Multiple Policies for Platform Configurations’ on page 207
+ “Configuring the Tiered Electronic Distribution Policy” on page 207

How the Policy Works

The default values set in the Tiered Electronic Distribution policy become effective when you
associate the Service Location Package that contains this policy to a container above where the
Distributor and Subscriber objects reside, or to the container where Subscriber objects reside.

The valuesin the attributes of the Tiered Electronic Distribution policy automatically replace the
similar values for the Distributor and Subscriber objects, but only if the default values of those
attributes have never been changed in the object’s properties.

After you have changed the values of the attributesin the Distributor or Subscriber objectsand you
want to use the values in the Tiered Electronic Distribution policy, then you must edit the
Distributor or Subscriber object’s properties and select the Use Policy check box at the top of each
tab in the object’s properties that contains the check box. Then the Tiered Electronic Distribution
policy values will appear in the Distributor or Subscriber object’s attributes.
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Cumulative Policies

Tiered Electronic Distribution policies are not cumulative, meaning:

+ Oneat atime: You cannot have more than one Service Location Package (containing the
Tiered Electronic Distribution policy) associated to the same container.

¢ Closest wins: If the Subscriber’s container is associated with a Tiered Electronic Distribution
policy (in the Service Location Package) and a parent container also has a Tiered Electronic
Distribution policy (in the Service L ocation Package) associated with it, the Tiered Electronic
Distribution policy of the closest container (the Subscriber’s own container) prevails.

Replacing, Adding, or Losing Property Values

The following information applies only where the Tiered Electronic Distribution policy isin
effect:

+ You can add the Variables defined in the Tiered Electronic Distribution policy to the
Distributor or Subscriber’slist of variables. They do not replace the variables already defined
in the Distributor or Subscriber object.

+ For all other policy fields that coincide with valuesin a Distributor’s or Subscriber’s
properties, the Tiered Electronic Distribution policy replaces, not supplements, them,
including the possibility of replacing property values with empty fields. Therefore, if you
create a Tiered Electronic Distribution policy, make sure you fill in all of the fields on every
tab in the palicy that you want to be applied to the affected Distributors or Subscribers.

For example, if your Subscriber has aworking directory entered inits object’s properties, and
you do not provide aworking directory in the Tiered Electronic Distribution policy, then later
apply the policy by selecting the Use Policy check box on the Subscriber’s properties, the
Subscriber will no longer have aworking directory availableto it.

Multiple Policies for Platform Configurations

You can have multiple instances of the Tiered Electronic Distribution policy for your Subscriber
objects for the purpose of defining different policy settings for different server platforms. To do
this, you must have created the Subscriber objects in different containers representing their
respective operating systems.

Subscriber attributes that could require operating system-specific values are:

working directories
messaging settings
variables definitions
Configuring the Tiered Electronic Distribution Policy
1 In ConsoleOne, right-click the Service Location Package, then click Properties.
2 Select the Tiered Electronic Distribution policy, then click Properties.

If the box under the Enabled column is not selected for the Tiered Electronic Distribution
policy, select it before clicking Properties. A policy must be enabled to activate the Properties
button.

3 Click General > Settings and fill in the fields:

Input Rate: Sets the default input rate to minimize network traffic for Tiered Electronic
Distribution objects. This determines the receive rate for Subscribers and Distributors. The
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default value is the maximum that the connection can handle. You can use this rate to control
the use of narrow bandwidth links.

Output Rate: Setsthe default output rate to minimize network traffic for Tiered Electronic
Distribution objects. This determines the send rate for Distributors and parent Subscribers.
The default value is the maximum that the connection can handle. Blank means that
bandwidth is taken from third-party applications.

There are three output priorities where you can specify arate:

+ High Priority: These Distributions are sent before any Medium or Low priority
Distributions.

¢+ Medium Priority: These Distributions are sent after al High priority and before any
Low priority Distributions.

¢+ Low Priority: These Distributions are sent after all High and Medium priority
Distributions.

For more information, see “Prioritizing Distributions” on page 124.

Maximum Concurrent Distributionsto Build: Specifies the maximum number of
distribution threads that can be running concurrently for building Distributions. The default
valueis 5. Valid values are from 1 to 10.

This number can help in load-balancing a Distributor’s building activity.

Maximum Concurrent Distributionsto Send: Specifies the maximum number of
distribution threads that can be running concurrently for sending Distributions. The default
valueis unlimited (ablank field).

This number can help in load-balancing a Distributor’s sending activity and spread network
traffic over an entire scheduling window.

Connection Time-out: Specifiesadefault number of seconds beforethe Distributor times out
when connecting to another node, or specifiesthe number of seconds a Subscriber waitsfor a
response from a Distributor (receiving) or a Subscriber (sending) before ending the
connection.

After the time has transpired, a Distributor ends the connection and does not retry until the
Channel’s Send schedule starts again. If aconnection is ended during sending or receiving, a
Subscriber does not start again until the next time the Channel’s Send schedul e starts.

Thedefault valueis 300 seconds (five minutes). The available rangein secondsis 1 to 60,000.
You should select areasonable time to wait for a response from one node to another.

IMPORTANT: This interval must be increased on slow or busy links where longer delays are frequent.

Working Directory: Provide adefault Tiered Electronic Distribution directory to store
Distributions, persistent status, and temporary files on a server. The directory needs to be
located where there is enough free space to handle processing of Distributions.

The Working Directory field allows the use of variables to specify the volume/drive and
directory names. However, variables only work with Subscribers.

IMPORTANT: Distributors are not able to resolve variables and use exactly what is specified in the
Working Directory field. For example, if the value was %VOL%ted1\working, the Distributor would create
a working directory on the sys: volume named sys:\%VOL%\ted\working, because it could not resolve
%VOL%.

For more information, see “Working Directories’ on page 184.
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Parent Subscriber: Subscribers should generally not receive their Distributions directly
from a Distributor. You can browse for a Subscriber to be the default parent Subscriber for
your whole network, which passes on Distributions when a Subscriber object might not have
a parent Subscriber defined in its properties.

Disk SpaceDesired To Be L eft Free: Usethis asthe default value to ensure there is enough
free disk space for receiving Distributions where you might not have this value defined in a
Subscriber object’s properties. A Subscriber does not attempt to receive a Distribution if the
disk space value set hereisinsufficient.

Click General > Messaging and fill in thefields:

Server Console: Procedure to follow when displaying messages at the server console. The
default is Level 4 (Information & Level 3 Messages).

SNMP Trap: Procedureto follow when sending SNMP traps. The default is Level 0 (No
M essages).

Log File: Procedureto follow when recording information to alog file. The default is Level
5 (Trace Information & Level 4 Messages).

Filename: By default, thisfield isblank. Whatever log filename you select, it replacested.log
for the servers where this policy is enforced.

To create alog file, specify the log file's filename using the following format:
installation_path\directory_path\filename.filename_extension

Theinstallation_path is not required for ZENworks to locate the log file, but it is easier for
you to locate the file if the path isincluded.

IMPORTANT: Because the log file can become quite large, for NetWare servers we recommend that you
do not use the sys: volume.

Use filename extensions such as .log or .txt.

Delete Log Entries Older Than __ Days: Controls disk space usage. For log files, itis
important to set the message levels at minimal detail and to purge entries older than six days
(the defaullt).

E-Mail: Procedure to follow when sending e-mail messages. None or Errors Only are
recommended to minimize unnecessary e-mail traffic. The default is Level 0 (No Messages).

Users: Add users, groups, or e-mail addresses.

AddressAttribute: Displaystheattribute of the associated user or group. You can changethe
attribute from the drop-down list, which displays over three dozen options.

Following are some of these options:

CN Given Name Postal Code
Description Initials Postal Office Box
EMail Address Internet EMail Address Surname

Full Name Mailbox ID Telephone Number
Employee ID NSCP:mailHost Title

Entrust:User ou uniquelD
Generational Qualifier Physical Delivery Office Name
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5 To assign default values to variables used by the Subscriber, select the Variablestab, click
Add, then fill in the fields:

Variable: Name of the variable. It should indicate how the variable is used. For example,
WORKINGVOL.

The variable name can be derived from predefined and user-defined variables.
Value: The value that the Subscriber uses when this variable is specified. For example, data:.
A value can be another variable name. You can nest variables using this method.

To ensure that extraction takes place, provide an absol ute path to the Subscriber. For example,
if the path is only the data: volume, make sure the colon (:) isincluded, becauseitisa
necessary part of the full path.

Description: Describes how the variable is used. For example:
Volume for the working directory.

If avariable defined here does not exist in a Subscriber’s variables list, it is automatically
added. However, if the variable does exist in the Subscriber’s variableslist, the definition in
the Subscriber prevails.

6 To assign adefault refresh schedule for al Distributors, select the Schedule tab, click
Distributor Refresh Schedule, select aschedule in the Schedule Typefield, then configure the
schedule:

“Daily” on page 388
“Interval” on page 389
“Monthly” on page 389
“Never” on page 389
“Time” on page 391
“Yearly” on page 391

For information on the refresh schedule, see “ Scheduling” on page 96.

IMPORTANT: We recommend the Distributor’s Refresh schedule be daily, unless changes to
Distributions warrant a more frequent refresh. However, do not refresh the Distributor more often than
every five minutes. The following can need up to five minutes to complete their processes: Distribution
building, eDirectory replication, and tree walking (when no Search policy is defined).

7 Toassign adefault extraction schedule for all Subscribers, select the Schedule tab, click
Subscriber Extract Schedule, select a schedule in the Schedule Typefield, then configure the
schedule:

“Daily” on page 388

“Interval” on page 389
“Monthly” on page 389

“Never” on page 389

“Run Immediately” on page 390
“Time" on page 391

“Yearly” on page 391

For information on the extraction schedule, see “ Scheduling” on page 146.
8 Click OK to closethe policy.

9 To associate the policy package so that the Tiered Electronic Distribution policy is enforced
on the Distributor, select the Associations tab, then click Add.
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10

11

12

13

ZENworks Database

Browseto select the contai ner where the Distributor object resides (or any container aboveit),
then click OK.

If you click Cancel, the association you made is not saved.

To associate the policy package so that the Tiered Electronic Distribution policy is enforced
on a Subscriber, select the Associations tab, then click Add.

Browse to select the container where Subscriber objects reside (or any container above it),
then click OK.

This should be the Subscribers where you want the Tiered Electronic Distribution policy’s
default information to be available.

If you are creating this policy for a particular operating system, make sure you select the
correct platform-specific container, and the policy applies only to the Subscribers under that
container.

If you click Cancel, the association you made is not saved.

Repeat Step 12 for each container where Subscribers exist that you want to use this policy.

Setsthe DN for locating a ZENworks Database object. If you did not establish this information
when installing Policy and Distribution Services, you can create this policy to enable Server
Management to locate a database file for logging successes and failures that are used in creating
reports. You can aso create this policy to override the information established during installation.

Use this property page to select the database object to be associated with the current ZENworks
Database policy. The policy isnot in effect until you have distributed the policy to the Subscribers,
or associated the policy with the Distributor.

The Server Management database is used to store reporting information for Distributions and
Server Policies.

To configure the ZENworks Database policy:

1
2

In ConsoleOne, right-click the Service Location Package, then click Properties.
Select the ZENworks Database policy, then click Properties.

If the box under the Enabled column is not selected for the ZENworks Database policy, select
it before clicking Properties. A policy must be enabled to activate the Properties button.

Select the Policy/Distribution Management tab.

In the Database DN field, browse for the ZENworks Database object that represents the
database for this policy, then click OK.

To associate the policy package so that the ZENworks Database policy is enforced on the
Distributor, select the Associations tab, then click Add.

Browseto select the contai ner where the Distributor object resides (or any container aboveit),
then click OK.

If you click Cancel, the association you made is not saved.
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Configuring Distributed Server Package Policies

Copy Files

212

You can configure Distributed Server Package policies to automate control of various server
behaviors and processes and to automate control of SMTP Host TCP/IP addresses, SNMP Trap
Targets, and the ZENworks Database object’s DN.

There are several Policiestab optionsfor server policies, onefor each supported operating system.
The policies that are available on the General tab apply to serverson al platforms. The policies
available on the specific platform tabs apply only to the servers for those platforms.

Platform-specific policies, such as those on the NetWare tab, always override similar policies on
the General tab for a particular policy package.

All policies are contained in the NetWare policies. Therefore, only the NetWare policies are
documented here. The information applies equally to each platform.

To configure Distributed Server Package policies, review the following sections:
+ “Copy Files” on page 212
+ “NetWare SET Parameters’ on page 214
+ “Prohibited File” on page 215
¢ “Scheduled Down” on page 217
+ “Scheduled Load/Unload” on page 218
+ “Server Down Process’ on page 218
+ “Server Scripts’ on page 220
+ “SMTP Host” on page 221
+ “SNMP Community Strings’ on page 221
+ “SNMP Trap Targets’ on page 222
* “Text File Changes’ on page 223
* “ZENworks Database” on page 224
* “ZENworks Server Management” on page 224

The Copy Files policy enables copying of files on a server from one location to another by using
policy configurations. You can either copy or move the files.

To configure the Copy Files policy:

1 In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

2 Select the Paliciestab, then select the platform from:

Generd
Windows
NetWare
Linux
Solaris

3 Click Add, click Copy Files, provide a policy name, then click OK.
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4 Click Properties.
The Copy Filestab displays.
5 Click Add.
Local File Copy #1 defaults. You can edit that name.
6 Fill inthefields:
Source Path: Provide the full path where the filesto be copied are |ocated.
You can use wildcards in the path:

* = any number of characters
? = any single character in that position
??7? = any characters in those positions

Target Path: Provide the full path where the copied files are to be placed.

You can use wildcards in this path. This path does not need to mirror the source path.
However, you could mirror an existing target path.

Include Subdirectories: Includes all subdirectories and their files beginning from the
directory at the end of the path; otherwise, only thefilesin the directory at the end of the path
are copied.

Maintain Attributes. Maintains thefile attributes in the target’s file system that exist in the
source’s file system.

Overwrite Destination Files: Overwrites files of the same name in the destination
directories, regardless of differencesin file dates. If you do not select this option, files of the
same name is not replaced.

Maintain Trustees. Maintains the file's trustee attributes.
When aFilelsLocked: Select one or both:

¢+ Retry __ Times: Retriesoverwriting alocked file the number of timesyou select before
failing to replace thefile. Leave this check box deselected to not replace locked files on
the target file system.

+ Kill Connection of Open Files: (NetWare only) Attempts to kill the connection of
locked files so they can be overwritten. This applies only to files being extracted, not to
filesbeing accessed to build the Distribution. If afilebelonging to aDistributionislocked
when the Distribution is being built, the build fails. Server and NLM connections cannot
bekilled.

Error Processing: Fail On Error is selected by default. This stops the file copying process
when an error is encountered in copying. To continue file copying when an error is
encountered, select Continue On Error.

Operation: Setswhether to copy or move the filesidentified in the Source Path.
7 Select the Schedule tab, then schedule the policy (see “ Scheduling Policies’ on page 228).
8 Click OK to close the palicy.
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NetWare SET Parameters

You can automate the use of SET parameters by your servers.

To configure NetWare SET parameters:

1

2
3

10
11

12
13
14
15

In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

Click Policies > NetWare (or General).
Click Add, then select NetWare Set Parameters.
Provide aname for this SET parameters policy, then click OK.

Because the policies selected from this dialog box are plural, you can have multiple SET
parameter policieslisted on the Policiestab. Therefore, provide a unique namefor this policy.

When you click OK after naming the SET parameters policy, it is selected on the Policies tab.
Click Properties.

The Set Commands tab displays.

Click Add.

The NetWare Server SET Command Wizard opens.

Select the server containing the SET parameters, then click Next.

IMPORTANT: The Policy/Package Agent must be running.

Select all of the commands you want to configure in the policy.

You can select whole categories by selecting the check box for the category, or clicking the
plus sign to expand a SET command category and selecting the check boxes for individual
commands to be included.

WARNING: Do not select the Set Developer Option SET command and change the default of Off to On.
This parameter is meant to help developers debug server abends. It disables some of the operating
system checking to prevent certain abends from occurring. Also, if the Set Developer Option is turned On,
running NCP™ scripts that require keyboard entry could abend the server.

Click Finish when you are finished selecting the commands.

The selected commands are now displayed in the Set Commands tab for the policy.
To edit a SET command, click its plus sign to expand its attributes.

To edit an attribute, select the attribute, then click Edit.

A diaog box is displayed in which you can make changes to the attribute.

Repeat the previous step for each attribute to edit for agiven SET command.
Repeat Step 10 through Step 12 to edit another SET command’s attributes.
Schedule the policy (see “ Scheduling Policies” on page 228).

Click OK to close the policy.

If you click Cancel, neither the schedule or the SET parameter changes are saved.
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Prohibited File

This policy alows you to monitor and enforce the deletion or moving of unauthorized files from
aspecified volume/drive or directory/folder. For example, you can automate del etion of .jpg, .mp3,

and .avi files from a server.

All platforms are supported (NetWare®, Windows, Linux, and Solaris), including the use of the

General tab.
With this policy, you can:

+ Specify one or more volumes/drives or directories to monitor. You have the option to include

all subdirectories.

+ Specify which file types to monitor using wildcard combinations.

+ Specify the action for all encountered files as follows:

¢ Delete
+ Moveto specified location

* Specify a schedule for enforcement of the policy.

To configure a policy to manage prohibited files:

1 In ConsoleOneg, right-click Distributed Server Package, then click Properties.

2 Click Policies > NetWare (or other platform).
3 Click Add, then select Prohibited File.

4 Provide a unique name for the palicy, then click OK.

The following property page is displayed:

Properties of Distributed Server Package - Prohibited Files:Prohibited Files

Prohibited File Policy Schedule | NDS Rights - | Cither | Right= ta Files and Folders |
Prohibited File Policy

Directories to Monitor:

Path

datarjunktodelete

Al

Subdirect

Ediit

| Remave |

File Type:

Al

Ediit

e

Remave |

Action

£ Mowve Files To: I

‘When a File iz Locked

Il Retry ID Times

Il kill Connection of Open Files

Page Options... |

OK

Cancel Apply Help
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5 Fill inthefields:

Directoriesto Monitor: For thisinstance of the policy, you can specify the paths to be
monitored:

*

*

*

Path: This can be avolume, drive, or directory name. It must be the full path when a
directory is given.

You can add multiple paths. For each path that you enter, files matching thefiletypesthat
you definein the File Type field are either deleted or moved according to which Action
button you select.

Variables are supported in the paths.
Subdirectory: Select the check box to specify that all subdirectories be included.

If you want only a certain subdirectory, you should create another policy just for that
subdirectory by giving its full path in the Path field. However, you cannot move filesto
adirectory that is being monitored, or to any of its subdirectories.

Add: Opens adiaog box where you can select a path. Thisfield cannot be browsed, so
you must know the full path to the files to be moved or deleted.

Edit: Allowsyou to edit the selected path.
Remove: Removes the selected path entry from the list.

Filesto Manage: You can specify the type of files you want to monitor:

*

*

*

Add: Opensadialog box whereyou specify afiletype. You can usewildcardsin the path:

* = any number of characters
? = any single character in that position
??7? = any multiple characters in those positions

Thisfield cannot be browsed, so you must specify the correct information to identify the
files to be moved or deleted.

IMPORTANT: The ? wildcard acts differently in ZENworks than in DOS. For example, the search
string *.htm? finds only files that end in .html, whereas DOS finds files that end in both .htm and
.html. In other words, use of the ? wildcard in ZENworks means that you expect a character to
occupy its position in the filename.

Edit: Allows you to edit the selected file type.

Remove: Removes the selected file type from the list.

Action: You have two options for how to handle the files you’ ve specified in the Directories
to Monitor and the Files to Manage boxes:

*

Delete Files: Select the option to delete the specified files from the locations you have
identified.
Move Files To: Select the option to move the specified files to the path that you specify

inthisfield. Thisfield cannot be browsed, so you must know the full path to where you
want the files to be moved.

If you movefiles:

+ Thefull paths of the files are preserved (meaning if the path doesn’t exist at the
target, it is created there)

+ Filesare overwritten if they exist in the same path

+ Fileor directory attributes and trustees are not transferred
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+ Fileownership is preserved

IMPORTANT: If a directory is being monitored, you cannot move files into it or any of its
subdirectories.

When a FilelsLocked: Occasionaly, files you might be trying to delete or move might be
open. For thesefiles, you can specify one of the following resolutions:

¢+ Retry  Times. Select the check box and enter anumber for how many timesyou want
to retry deleting or moving the file before continuing with the next file. Valid entries are
from 1 to 10. The time used by each increment depends on the various hardware and
software speeds involved in your system.

Use thisfield to alow enough time for atemporarily opened file to be closed, such as a
filethat isonly opened long enough for the application to either obtain a copy for editing
or write a new copy of thefile.

+ Kill Connection of Open Files. (NetWare only) Killsthe connection that is holding the
file open so that the file can be deleted or moved, even if opened by a user at the time.

IMPORTANT: You can only kill connections to files on workstations. Server files cannot be
disconnected from the process that has them open.

6 Click OK to closethe palicy.

Scheduled Down

You can automate when and how you want a server to go down, and whether it should be
automatically brought back up.

To configure a scheduled downing for a server:
1 In ConsoleOneg, right-click Distributed Server Package, then click Properties.
2 Click Policies > NetWare (or other platform).
3 Click Add, then select Scheduled Down.
4 Provide aunique name for the policy, then click OK.

Becausethe policies selected from thisdial og box are plural, you can have multiple Scheduled
Down policies listed on the Policies tab. Therefore, provide a unique name for this policy.

When you click OK after naming the Scheduled Down policy, the policy is selected on the
Policiestab.

5 Click Properties.
The Up Procedure tab displays.
6 Select the downing method:

Downing Option Description

Reset Server Downs the server and then does a warm boot
Restart Server Downs the server and then restarts it

Down Server Downs the server, does not restart it

7 Schedule the policy (see” Scheduling Policies’ on page 228).
8 Click OK to close the palicy.
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Scheduled Load/Unload

You

If you click Cancel, neither schedule for your newly scheduled Down policy is saved.

can automate scheduled loading and unloading of NLM files and Java Class processes, and

Linux and Solaris executables.

To configure the schedul es:

1

In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

Click Policies > NetWare (or other platform).

3 Click Add, then select Scheduled Load/Unload.

4 Provide aname for this Load/Unload policy, then click OK.
Because the policies selected from this dialog box are plural, you can have multiple Load/
Unload policieslisted on the Policies tab. Therefore, provide a unique name for this policy.
When you click OK after naming the Load/Unload policy, it is selected on the Policies tab.
5 Click Properties.
The Scheduled Load/Unload tab displays.
6 Click Add.

7 Select one of the following options:

10
11

Server Down Process

“Load NLM/Process’ on page 397
“Load Java Class’ on page 397
“Unload Process’ on page 398
“Start Service” on page 398

“Stop Service” on page 398

Select an item for further instructions on configuring it.

Repeat Step 6 and Step 7 for each NLM or process to be included.

To rearrange the order, use the arrow keys.

Schedule the policy (see “ Scheduling Policies” on page 228).

Click OK to close the palicy.

If you click Cancel, your newly scheduled Load/Unload policy is not saved.

You can automate the procedures your servers use when they are downed.

To configure the downing process for a server:

1

2

In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

Click Palicies > NetWare (or other platform).
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10

Select the Server Down Process policy, then click Properties.

If the box under the Enabled columnis not selected for the Server Down Process policy, select
it before clicking Properties. A policy must be enabled to activate the Properties button.

To configure procedures for downing, select the Down Procedure tab, then Down Procedures.

To enable the policy’s options, select the check box labeled Follow This Procedure When a
Down Server |s Triggered, then enter the number of minutes to wait before downing the
server.

To disable login before downing, select the check box, then enter the number of minutes
before downing to disable login.

To drop connections before downing, select the check box, then enter the number of minutes
before downing the server to drop connections.

To configure an order for unloading, select the Down Procedure tab, then click Ordered
Unload.

8a Toinclude NLM files and processes, select the Unload These NLMs and Kill These
Processes in This Order Before Downing check box.

8b Click Add.

8c Select either NLM or Process, provide the name, then click OK.
8d To change the order, use the arrow keys.

To configure reporting, select the Notification tab, then Reporting.

9a To have another server send an SNMP dert if the server is not up after a specified time,
select the Send SNMP Alert check box, then enter the number of minutes.

For information about displaying SNMP traps on your management console, see
“Compiling Zentrap.mib” on page 203.

9b To specify which servers can watch for the restart and send the alert in case of failure,
click Add to display an ordered list of candidate servers.

Policy and Distribution Services starts at the top of the list to communicate with the first
server and use it for the alert notification. If Policy and Distribution Services cannot
communicate with a server, the next one on the list istried. The first server that can be
used isthe one that is scheduled to send the alert.

9c Browseto select a server.
9d Repeat Step 9a through Step 9c for each server needed.
9e To change the order, use the arrow keys.

To configure broadcast messages, select the Notification tab, click Broadcast M essages, then
click Send Messages To Connected Users.

10a Enter the number of times to send the message.
10b To broadcast custom text, enter it in the box.

10c Toinclude the predefined message containing atime asthe last line of your broadcast,

select the check box.

The x minutesis derived from dividing the number of times from Step 10ainto the
number of minutes remaining before the server can be downed, then subtracting that
amount (in whole minutes) for the amount to display in each broadcast. For example, if
there are 10 minutes remaining and you select 5 in Step 10a, the message is broadcast
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every two minutes. The number of minutes remaining after each broadcast will be two
minutes |ess than at the last broadcast.

11 To configure targeted messages, select the Notification tab, Targeted Messages, then click
Send E-mail To Selected Users When Server |s Going Down.

11a To specify the users, groups, or e-mail addresses to receive the targeted messages, click
Add.

11b Select either User, Group, or E-Mail Address.
11c Browseto select the user or group, or provide the e-mail address.
11d Repeat Step 11athrough Step 11c for other users, groups, or e-mail addresses.

12 To configure the conditions for downing a server, select the Conditions tab, then click Use
Conditions.

12a To specify the conditions, click Add.
12b Select from the following conditions to specify when not to bring the server down:

Some of these conditions require you to enter valid names. Others use the Select Object
dialog box to browse for them.

File Open: If thefilesthat you specified are open. For example, a.exe.
NLM Loaded: If the NLM files that you specified are running.

Server Connected: If the server that you specified is connected.

User Connected: If the users that you specified are connected.

Number of User Connections: If the number of users connected exceeds the number
you specify. In other words, don’t bring the server down if too many users would be
affected.

Workstation Connected: If the workstations that you specified are connected.
12c¢ Repeat Step 12aand Step 12b for each condition to add to the list.
12d To change the order, use the arrow keys.
13 Click OK to close the policy.

If you click Cancel, none of the Server Down Process policy changes made on any of the tabs
are saved.

Server Scripts
You can automate script usage by your NetWare servers.

To configure server scripts:

1 In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

2 Click Policies > NetWare (or other platform).
3 Click Add, then select Server Scripts.
4 Provide aunique name for the palicy.

Because the policies selected from this dialog box are plural, you can have multiple Script
policies listed on the Policies tab. Therefore, provide a unique name for this policy.

When you click OK after naming the Script policy, it is selected on the Policies tab.
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5 Click Properties.
The Script tab displays.
6 Click Add, then select Server Scripts.
7 Provide a script name.
Script #1 displays.
8 Select the script type (NCF, NetBasic*, PERL).
IMPORTANT: NetBasic is not supported on NetWare 6.5 servers.
9 Enter the script text.
10 Repeat Step 6 through Step 9 for each script to be added.
11 Usethe arrow keysto arrange the order to execute the scripts.
12 Schedule the policy (see “ Scheduling Policies’ on page 228).
13 Click OK to close the policy.

If you click Cancel, neither the schedule or any of the scripts entered are saved.

SMTP Host
You can set the TCP/IP address of the relay host that processes outbound Internet e-mail.

To configure the SMTP Host policy:
1 In ConsoleOneg, right-click the Service Location Package, then click Properties.
2 Select the SMTP Host policy, then click Properties.

If the box under the Enabled column is not sel ected for the SMTP Host policy, select it before
clicking Properties. A policy must be enabled to activate the Properties button.

The SMTP Host tab defaults.

3 Providethe TCP/IP address or DNS name (such as mail.novell.com), then click OK to close
the policy.

If you click Cancel, the TCP/IP address is not saved.

SNMP Community Strings
This policy provides configuration and scheduling of SNM P community strings.

To configure the SNM P Community Strings policy:

1 In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

2 Click Policies > NetWare (or other platform).
3 Select the SNMP Community Strings policy, then click Properties.

If the box under the Enabled column is not selected for the SNM P Community Strings policy,
select it before clicking Properties. A policy must be enabled to activate the Properties button.

The SNMP Community Policy tab displays.
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4 Fill in the Community Strings fields:

Monitor
Control

Trap
Community Strings are case sensitive. Enter a string for each field as needed.
5 Select the Schedule tab, then schedule the policy (see “ Scheduling Policies’ on page 228).
6 Click OK to closethe policy.

SNMP Trap Targets
You can set targets for SNMP traps for the Policy/Package Agent.

For information about displaying SNMP traps on your management console, see“ Compiling
Zentrap.mib” on page 203.

Understanding How the Windows Trap Target Policy Enforcer Behaves

Thefollowing abbreviations are used in this section to represent these Windows registry locations:

¢ AGENT_KEY: HKEY_LOCAL_MACHINE\System\CurrentControl Set\Services\SNM P\Para
meters

¢ ZFS KEY: HKEY_LOCAL_MACHINE\SOFTWARE\Nove \Zenworks\ZfS

The Windows SNMP trap target policy enforcer performsin the following sequence:

1. Thepolicy enforcer first verifies an installation of an SNMP agent. Thisis done by checking
if AGENT_KEY exists. If it exists, the enforcer assumes that an SNMP agent isinstalled and
continues with the following steps. Otherwise, an error is returned and the processing stops.

2. The enforcer keeps track of all trap targets added by the ZENworks Server M anagement
policy by placing the trap targetsin ZFS_KEY. The trap targets are organized like the trap
targetsin AGENT_KEY with asubkey of TrapConfiguration. The subkey TrapConfiguration
containscommunity stringsthat are represented asregistry subkeys. These community strings
contain the trap target values associated with each community string.

3. Eachtraptarget inthe ZENworks Server Management policy isput into AGENT_KEY, unless
it already exists. The policy enforcer ensures that each Server Management trap target is
found, or isadded to each community string. If no community stringsexistin AGENT_KEY,
acommunity string named “public” is created.

4. Any previoudy added trap targetsfound in ZFS _KEY that are removed from the ZENworks
Server Management policy are removed from AGENT_KEY. Trap targets not added by
Server Management are not removed.

5. If Microsoft's SNMP agent isinstalled, the agent’ strap targets are automatically updated with
registry changes.

Configuring the SNMP Trap Target Policy

To configure the SNMP Trap Targets policy:
1 In ConsoleOne, right-click the Service Location Package, then click Properties.
2 Select the SNMP Trap Targets policy, then click Properties.

If the box under the Enabled column is not selected for the SNMP Trap Targets policy, select
it before clicking Properties. A policy must be enabled to activate the Properties button.
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Text File Changes

Click Add.
Provide a new target, then click OK.
TIP: Provide the TCP/IP address or DNS name of the target server. IPX addresses are not supported.

Repeat Step 3 through Step 4 for each new trap target.

6 Select the Schedule tab, then schedule the policy (see “ Scheduling Policies’ on page 228).

7 Click OK to closethe policy.

If you click Cancel, none of the targets that you provided are saved.

You can automate changes to text files on your servers.

To configure text file changes:

1

2

In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

Click Policies > NetWare (or other platform).

3 Click Add, then select Text File Changes.

Provide a unique name for the palicy.

Because the policies selected from this dialog box are plural, you can have multiple text file
policies listed on the Policies tab. Therefore, provide a unique name for this policy.

When you click OK after naming the text file policy, it is selected on the Policies tab.
Click Properties.

The Text Files tab defaults.

Click Add.

After one text file has been added, you are given the opportunity to select whether you are
adding another text file or another change item for the selected text file.

To add another text file, select Text File. It does not matter which text file or changeitemis
selected in the left pane—the text fileis added to the far left level.

To add another change to atext file, in the |eft pane select the text file for the change, click
Add, then select Change. The change item is added under the selected text file.

7 If you are adding atext file, provide the name of the text file.

8 Accept the default name (such as Change #1) or rename it; if you are adding atext file, click

10

11
12
13

OK.

Click the down-arrow for the Change Mode field, then select the change mode from the drop-
down list.

Click the down-arrow for the Search Type field, then select the search type from the drop-
down list.

Enter the exact search string.
Select the check box if you want the string search to be case sensitive.

To find all occurrences of the search string, make sure the box is selected, or deselect the box
to find only the first occurrence.
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14 Click the down-arrow for the Result Action field, then select the action from the drop-down
list that should result if astring is matched.

15 If you arereplacing a string or entering a new one, enter the text in the New String text box.
16 Repeat Step 6 through Step 15 for each text file to add or each change to be made.

17 Toreorder the text files and change items, use the arrow keys.

18 Schedule the policy (see “ Scheduling Policies” on page 228).

19 Click OK to close the policy.

If you click Cancel, neither the schedule or any of the text files entered are saved.

ZENworks Database

If you installed the Server Management database during installation, but the database file is not
associated with a Database object, you can set its object’s DN so that the server this policy is
associated with can find the database file for logging information.

To configure the ZENworks Database policy:
1 In ConsoleOneg, right-click the Service Location Package, then click Properties.
2 Select the ZENworks Database policy, then click Properties.

If the box under the Enabled column is not selected for the ZENworks Database policy, select
it before clicking Properties. A policy must be enabled to activate the Properties button.

3 Sdlect the Policy/Distribution Management tab.
The Inventory Management tab defaults. Make sure you are using the correct tab.

4 Provide the DN of your ZENworks Database object, or browse to select the DN, then click
OK to close the palicy.

If you click Cancel, the DN is not saved.

ZENworks Server Management

224

This policy provides basic configuration parameters for Policy and Distribution Services.

To configure the ZENworks Server Management policy:

1 In ConsoleOne, select the Distributed Server Package's container, right-click the Distributed
Server Package, then click Properties.

2 Click Policies > NetWare (or other platform).
3 Sdlect the ZENworks Server Management policy, then click Properties.

If the box under the Enabled column is not selected for the ZENworks Server Management
policy, select it before clicking Properties. A policy must be enabled to activate the Properties
button.

The General — Status tab displays.

4 To determine the policy’s general status:
4a Select the procedure to follow when displaying messages at the server console.
4b Select the procedure to follow when sending SNMP traps.

For information about displaying SNMP traps on your management console, see
“Compiling Zentrap.mib” on page 203.
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4c Select the procedure to follow when recording information to alog file.

Logging Procedure Description

Log File Select this option to enable it and provide the log file’s filename.
Include its full path. By default, Policy and Distribution Services
uses \zenworks\zfs-startup.log, unless you enter a filename here.
Then, for the servers where this policy is enforced, the log file you
specify here is used instead of zfs-startup.log.

Some examples:
sys:\zenworks\polpack.log
sys:\zenworks\polpack.txt
data:\zenworks\policies.log

Delete Log Entries Use this option to control disk space usage.
Older Than__Days

E-Mail Messages Select whether to send e-mail messages. The None or Errors Only
options are recommended.

+ Users You can add users, groups, or e-mail addresses.

+ Address Attribute After you select users or groups, this field displays the attribute of
the associated user or group. You can change the attribute from
the drop-down list.

IMPORTANT: Set the E-Mail Messages option to either None or Errors Only. If you set this to a
more detailed level, performance degrades because of the extra e-mail messages that are created.

5 To determine the policy’s configuration, select the ZENworks Server M anagement tab, then
click Configuration.

5a

5b

5c

Provide a console prompt.

You can customize the prompt using plain text and variables. The default is:

%SERVER_DN% - ZENworks Server Management >

You can use any of the predefined or user-defined variables (for more information, see
“Types of Variables’ on page 337).

Provide aworking path.

Thisisfor Policy and Distribution Services temporary and backup files. The default
directory is\zenworks\pds\smanager\working.

To determine how old database information should be before purging, enter the number
of days.

All policy-related information older than the number of days entered is purged when
Server Management is started on the same server where zfslog.db resides.

IMPORTANT: The database can only be purged if Server Management is running on the same
server where zfslog.db is located.

Tiered Electronic Distribution information is purged manually from the database. For
more information, see “ Purging the Database” on page 351.

6 To set aport number for the ZENworks Web Server, select the Port Configuration tab and
select or enter a port number.
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7 Click OK to close the palicy.

If you click Cancel, none of the policy changes on any of the tabs are saved.

Creating Custom Log Files Using Policies

If you want to create custom log files, you can use either the Tiered Electronic Distribution policy
(Service Location Package) or the ZENworks Server Management policy (Distributed Server
Package):

+ Tiered Electronic Distribution policy: With this policy, you associate its Service Location
Packageto an eDirectory container, and al Distributor and Subscriber objects under it can use
thispolicy. The Use Policy check box that isdisplayed in each of the object’spropertiesallows
you to individually select whether that Distributor or Subscriber should use the policy. The
check box is disabled by defaullt.

Using this policy, the Distribution Agent logs Tiered Electronic Distribution information to
your custom log file for the selected Distributors and Subscribers.

+ ZENworks Server Management policy: With this policy, you distribute its Distributed
Server Package to the servers where you want the policy enforced.

Using this policy, the Policy/Package Agents for these serverslog policy and software
package information to your custom log file.

When you are creating and configuring one of these policies, the Path and Filename field for the
log fileis blank by default.

For information on how to create and configure these policies, see:
+ “Tiered Electronic Distribution” on page 206
+ “ZENworks Server Management” on page 224

Enabling Policies

A policy must be enabled beforeit isin effect for the policy package. You can disable a policy
without removing it from the package.

To enable apolicy:

1 InConsoleOne, right-click the Policy Package object containing the policy to be enabled, then
click Properties.

2 Toenable apoalicy, select its check box under the Enabled column.
If you enable a policy, make sureit is correctly configured.
3 To cause an enabled policy to be enforced, distribute the policy package.

For more information, see “ Distributing Policies’ on page 227.

226 Novell ZENworks 6.5 Server Management Administration Guide



Distributing

Associating

Policies

You must distribute a Distributed Server Package before its policies are in effect. When you do
distribute the package, its enabled policies are only in effect for the server where it is distributed
after the Subscriber has extracted the Distribution.

To distribute policies to a server:
1. Create a Distribution that is a Policy Package type.
2. Configurethe policiesin the policy package.
3. Select aChannel for the Policy Package Distribution.
4. Subscribe the Subscribersto the selected Channel.
5. Send the Distribution.

The Policy/Package Agent on the receiving server extracts the enabled policies and enforcesthem
on the server.

For moreinformation on creating Policy Package Distributions, see” Creating and Configuring the
Distribution” on page 55.

Policies

Because Distributors do not receive polices through Distributions, the Distributor object needs to
be associated with the Container Package object so that it can use the Search policy for how toread
the eDirectory tree when the Distributor is refreshed.

The Distributor object aso needs to be associated with the Service Location Package. This
package contains the ZENworks Database policy, which enables the Distributor Agent to locate
the database file for writing report information. It aso contains other policiesthe Distributor uses
(see “Configuring Service Location Package Policies’ on page 205).

To associate policy packages with the Distributor object’s container:
+ “Associating a Policy Package to the Distributor Object” on page 227
+ “Associating the Distributor Object to a Policy Package’ on page 228

Associating a Policy Package to the Distributor Object

To associate a policy package to the Distributor object’s container:
1 In ConsoleOneg, right-click the policy package, then click Properties.
2 Sdlect the Associations tab, then click Add.

3 Browseto select the container where the Distributor object resides (or any container aboveit),
then click OK.

If you click Cancel, the association you made is not saved.
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Associating the Distributor Object to a Policy Package

To associate the Distributor object’s container with a policy package:

1 InConsoleOne, right-click the container wherethe Distributor object resides (or any container
above it), then click Properties.

2 Select the ZENworks tab, Associated Policy Packages, then click Add.
3 Browseto select the policy package, then click OK.
If you click Cancel, the association you made is not saved.

4 Repeat Step 2 and Step 3 for additional policy packages to be associated with the Distributor
object’s container.

Scheduling Policies

For information, see “ Scheduling and Server Policies’ on page 331.

Viewing Effective Policies
To view which ZENworks 6.5 Server Management policies are in effect for the current server
object:
1 Atthe ZENworks Server Management prompt on the server, type Policy List.
Displays the policies that are currently in effect for the server.

Changing Policy Enforcement

You might need to change or stop policy enforcement for a particular server or agroup of servers.

You can change policy enforcement in several ways:
+ “Modifying aPolicy That Is Being Enforced” on page 228
+ “Stopping a Specific Policy From Being Enforced” on page 229
+ “Removing Policy Enforcement for a Specific Subscriber” on page 229

+ “Stopping Enforcement of a Policy Package Distribution” on page 230

Modifying a Policy That Is Being Enforced

To change a policy that is being enforced:

1 In ConsoleOneg, right-click the Distributed Server Package object containing the policy to be
modified, then click Properties.

2 Modify the policy as needed, then click OK to exit the policy package properties.

The next time the Distribution containing this policy package is built, the following transpires:
1. A new version of the Distribution is created because it had changed.
2. The Policy Package Distribution is sent according to the Send schedule of the Channel.

3. The Subscribers subscribed to the Channel each receive and extract the Policy Package
Distribution according to their extraction schedules.
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4. The modified policy is enforced on the Subscribers where the Policy Package Distribution
was extracted.

Stopping a Specific Policy From Being Enforced
To stop a specific policy from being enforced:

1 In ConsoleOne, right-click the Distributed Server Package object containing the policy to be
stopped, then click Properties.

2 Select the policy to be stopped, then do one of the following:
2a Select the check box under the Enabled column to disable the policy.
2b Click Removeto remove the plural policy.

You can delete plural policiesfrom apolicy package because they were previously added
using the Add button.

3 Click OK to save the change and exit the policy package properties.

The next time the Distribution containing this policy package is built, the following transpires:
1. A new version of the Distribution is created because it had changed.
2. The Policy Package Distribution is sent according to the Send schedule of the Channel.

3. The Subscribers subscribed to the Channel each receive and extract the Policy Package
Distribution according to their extraction schedules.

4. The disabled/removed policy is no longer enforced on the Subscribers where the Policy
Package Distribution was extracted.

Removing Policy Enforcement for a Specific Subscriber

If you want to stop adistributed policy from being enforced on a specific Subscriber server, rather
than on all Subscribers receiving that Distribution, do the following:

1 In ConsoleOne, right-click the Subscriber object, then click Properties.

2 Select the Channelstab, select the Channel containing the policy to be removed from
enforcement, click Remove, then click OK.

3 Click OK to close the Subscriber object’s properties.
4 On the Subscriber server’sfile system, delete the following files:
+ TheDistribution directory containing the policy’s Distribution file

+ Therelated Policy file (.pol) from the ...\smanager\policy directory (which was created
when the Policy Package Distribution was extracted)

5 Reset the Subscriber server to refresh its policy configuration.

The Subscriber no longer receivesthe Policy Package Distribution containing that policy, nor does
it continue to enforce the policy previously distributed to the Subscriber.
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Stopping Enforcement of a Policy Package Distribution

If you need to stop enforcement of a Policy Package Distribution for all of the Subscribers where
it was distributed, you must follow certain steps. Because the policy package was distributed, each
Subscriber that received the Distribution can still enforce that policy if you only delete the policy
package object.

To stop enforcement, do the following:

1 In ConsoleOne, delete the Distribution object for the Policy Package type.

IMPORTANT: If the policy package has other policies that you do not want to stop, then do not delete
the package. Instead, just disable the policy that you want to stop.

2 On the Subscriber server’sfile system, delete the .pol file that was created by the Policy
Package Distribution.

The .pol fileislocated under the \zenworks\pds\smanager\policies directory.
3 Refresh the policies on each Subscriber.

You can do thisfrom each Subscriber server’s consol e using the Policy Refresh command, or
from iManager using the Refresh option.

The policiesin the Policy Package Distribution are no longer enforced on the Subscriber after its
policies have been refreshed. The refresh process clears its memory of all policies, then reloads
them from the Policy Package Distributions existing in its file system.
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Server Software Packages

Novel® ZENworks® Server Management provides the Server Software Packages component for
managing files and applications on your network. Using software packages, you can automate the
installation and upgrading of software on your servers.

Thereal value in using software packagesis to set up processes to be done on a server before and
after installation of the package.

The following sections give you an understanding of how you can benefit from using the Server
Software Packages component:

+ “Software Management through Server Software Packages’ on page 231
+ “Understanding Server Software Packages’ on page 231

+ “Planning Server Software Packages’ on page 243

¢ “Setting Up Server Software Packages’ on page 244

+ “Converting Older Server Software Packagesto ZENworks 6.5 Server Management” on
page 261

+ “Using Server Software Packages to Delete Directories on Servers’ on page 262

Software Management through Server Software Packages

Software management is done by creating Server Software Packages and distributing them using
Tiered Electronic Distribution. You can configure Server Software Packages so that a server must
meet certain minimum requirements before a packageisinstalled on it. Software packages can
consist of multiple software package components.

Each software package component can a so be configured so that minimum requirements must be
met before that component can be installed on the server.

For information on converting older .spk and .cpk filesto ZENworks 6.5 Server Management, see
“Converting Older Server Software Packagesto ZENworks 6.5 Server Management” on page 261.

Understanding Server Software Packages

Policy and Distribution Services provides the means to automate and standardize the distribution
and installation of server files and applications. Thisincludes your ability to standardize NLM™
versions, configuration files, databases, and more. Review the following sections:

+ “Understanding Server Software Packages and Components’ on page 232
+ “Understanding Software Package and Component Configurations’ on page 232
+ “Determining the Installation Order of Software Packages’ on page 233
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+ “Executing Extracted Files’ on page 235

+ “Compiling Software Packages’ on page 235

+ “Accessing Software Packages’ on page 235

+ “Distributing Software Packages’ on page 236

+ “Managing Server Software Packages’ on page 237

+ “Distributing Software Packages to a Cluster” on page 236

*

“Rolling Back Software Package Installations’” on page 242

Understanding Server Software Packages and Components

Todistribute server filesand applicationsfor install ation on aserver, you must include the software
in a software package. You create the software packages under the Server Software Packages
namespace in ConsoleOne®. Creating software packagesis like building a software installation
executable.

The following illustrates the relationship between software packages and package components:

5 Server Software Packages

|— r__i Software Package |— I-gi Software Package

— [®=] Component |— [=] component
i: Directories |_ Directories
Files

—— |=| Component

|— Files

Note the following:
+ Software Package objects are displayed under the Server Software Packages namespace
+ A Software Package object can contain multiple Component objects
+ Component objects can contain files and directories
+ Each software package can include al of the files for one or several applications

+ Software Package configuration files (.spk and .cpk) are stored on aserver or workstation file
system

Understanding Software Package and Component Configurations

Software packages and their components contain configuration information and installation
requirements. Because each Component object is governed by its own set of configuration
parameters and installation requirements, you might have multiple components for a software
package, such as pre-installation actions, installation actions, and post-installation actions.
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You can configure every aspect of the distribution and installation of server files and applications,
including the following:

* Requiring a specific operating system

+ Specifying how much RAM the target server needs

+ Specifying how much disk space the target server needs
+ Requiring certain SET commands on the target server

+ Making changes to the target server’sregistry

*

Replacing files on the target server

+ Requiring specific products.dat entries

Requiring Software Package Installation Prerequisites

Not only can a software package have installation prerequisites, but each of its components can
aso haveits own installation prerequisites. The hierarchy for adhering to prerequisitesto
determineinstallation igibility is:

+ |If the prerequisites for the package are not met, none of the components are installed.
+ |If the prerequisites for the package are met, the components are eligible to be installed.

+ |f the prerequisites for a component are not met, that component is not installed.

Because some components can be installed while others are not, a partial installation of the
software package is possible.

IMPORTANT: When you specify prerequisites, be sure to create prerequisites at the software package level
that would apply equally to all of its components, and create prerequisites at the component level that are
specific to that component.

Naming Software Packages

When you create a software package, you initialy give it a.spk extension, which represents a
software package that has not yet been compiled. Thisfile contains al of the installation
reguirements for the software package and all of its components.

WARNING: Do not use double-byte characters in the software package name. This causes an error in any
report you run on the software package.

Determining the Installation Order of Software Packages

There are two issues concerning the ordering of Server Software Packages in Distributions:
+ “Forcing the Software Package Distribution Order Using Multiple Distributions” on page 233
+ “Forcing the Software Package Distribution Order Using Dependencies’ on page 234
+ “How Rollback Is Affected by Software Package Ordering” on page 234

Forcing the Software Package Distribution Order Using Multiple Distributions

If you want to include multiple software packages in one Distribution, consider the following:

+ Multiple software packages are not gathered into a Distribution in any particular order when
the Distribution is built
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+ Multiple software packages are not applied to a server in any guaranteed order when the
Distribution is extracted and installed

+ Multiple software packages that are contained in one Distribution and start their installations
in acertain order might not all finish in that same order

To install software packagesin a particular order:
1 Place each software package in its own Distribution (one software package per Distribution).

2 Control the order of software package installations by scheduling the order when the
Distributions are sent and extracted.

Forcing the Software Package Distribution Order Using Dependencies

Another way to ensure software package installation order is to use dependencies with multiple
Software Package Distributions, such as placing a dependency in a subsequent software package
that is established in previous software package.

For example:
1. Create Software Package Distribution 1.

2. Create Software Package Distribution 2 with adependency on something that isinstalled from
Software Package Distribution 1.

3. Send both Distributions.
4. If the Subscriber attempts to extract Software Package Distribution 2 first, it will fail.

5. The Subscriber extracts Software Package Distribution 1, which provides the dependency on
the Subscriber required by Software Package Distribution 2.

6. The Subscriber can now successfully extract Software Package Distribution 2.

With this scenario, you do not need to use schedules to control the installation order.

How Rollback Is Affected by Software Package Ordering

Rollback is also affected by the fact that multiple software packages contained in one Distribution
won't necessarily finish extracting in the same order that they started.

Although you can specify the order for processing software packages that are contained in a
Distribution, this order is not guaranteed. Thisis because the length of time it takes for software
packages to finish processing can be different for each package, and it isthe finishing time for a
software package that determines its rollback order.

In other words, you can only roll back the last software package that was successfully processed,
and then other software packages only in the reverse order of when they finished processing.

You can use the Package List command to view the order in which software packages finished
processing. An asterisk marks the next package that is available for rollback.

For more information on rollback, see “Rolling Back Software Package Installations’” on
page 242.
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Executing Extracted Files

In a Software Package Distribution, some of the files that the software package copiesto a server
might be executables that you want to have execute in conjunction with extracting the Software
Package Distribution.

To run executable files that are delivered through a software package, configure the pre or post
execution actions, including order of execution, of the files in the software package. Pre and post
actions are available when creating the Server Software Package and when creating the Software
Package Distribution.

For more information, see “Pre and Post Processing for Distributions” on page 124, and
“Configuring the Software Package Components’ on page 250.

Compiling Software Packages

After you have defined your software packages, including configuring the components, you must
compile the software package. This process compresses the files and applications and their
configurations into one file for distribution.

The default extension for a compiled software packageis .cpk. The compiled version contains all
of the files necessary to install the files and applications that the software package represents.

IMPORTANT: If you provide the path and filename of the .spk when you are prompted for the compiled
filename, the .spk is overwritten and can no longer be edited. Be sure to use the .cpk extension when naming
the compiled version.

A .cpk file has the potential to be very large (hundreds of megabytes), because software packages
can include many large files to be copied. Therefore, .cpk files should generally be stored on a
server where you have sufficient free disk space.

However, software packages can perform simplefunctions, which would makethe .cpk files' sizes
relatively small, so that you could store them on aworkstation. For example, a software package
could be configured tojust delete directorieson afile server (see* Using Server Software Packages
to Delete Directories on Servers’ on page 262).

When arollback-enabled software package is successfully installed, arollback packageis created
on the server. Processing this rollback package returns the server to its original state (before the
package wasinstalled). For more information, see“ Rolling Back Software Package I nstallations’
on page 242.

Accessing Software Packages

Where you save software packages (on workstations or on servers) depends on how you want to
manage the software packages.

Because the Server Software Packages component uses a namespace in ConsoleOne, it enables
you to have access to software packages from any workstation or server where you are running
ConsoleOne.

However, you should be aware of the following issues:
+ “Running ConsoleOne from a Workstation” on page 236
+ “Running ConsoleOne from a Server” on page 236

For information on managing software packages from multiple workstations, see “Managing
Server Software Packages’ on page 237.
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Running ConsoleOne from a Workstation

If you run ConsoleOne from a workstation and save a software package to that workstation, the
package is not available in ConsoleOne to other workstations or servers running ConsoleOne.

Running ConsoleOne from a Server

You must have the same drive mapping to a server on different workstations if you run
ConsoleOne from the server at those workstations. Otherwise, any software package you save to
that server cannot be read at the different workstations.

For example, the following scenario illustrates when a package can be found:

1

You run ConsoleOne from Workstation A to access Server A.

2. Server A ismapped asdrive S: for Workstation A.

3. You save pkg_a.spk to Server A.

4.

5. Server A isaso mapped as drive S: for Workstation B.
6.

You run ConsoleOne from Workstation B to access Server A.

pkg_a.spk can be found because both workstations were mapped to drive S..

The following scenario illustrates when a package cannot be found:

1

o u > w D

You run ConsoleOne from Workstation A to access Server A.
Server A ismapped asdrive S: for Workstation A.

You save pkg_a.spk to Server A.

You run ConsoleOne from Workstation B to access Server A.
Server A ismapped asdrive T: for Workstation B.

pkg_a.spk cannot be found because you are looking for the package on drive T: when it was
previously saved to drive S..

The only difference between the scenarios is the drive letter mappings to Server A for each
workstation.

Distributing Software Packages

Distributions can include software packages, which are installed, or file groupings, which are
extracted.

The Policy/Package Agent extracts or installs Software Package Distributions on the Subscriber
server.

When software packages are created, they can contain system requirements that must be met
before you install the package on the target Subscriber’s server. If the Subscriber meets these
requirements, the subscription schedule determines when the package is actually installed.

Distributing Software Packages to a Cluster

When you send a Distribution containing software packages to acluster to update the sys: volume
for each node, the only node in the cluster that receivesit isthe one that currently has the
Subscriber software running.
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Because the machines comprising the nodes in the cluster run the Subscriber software, only one
node at atimein acluster is actively running the Subscriber software.

Therefore, if you want to use a Software Package Distribution to update files on asys: volume for
each node in a cluster, you must do this manually by updating one node, bringing it down so that
the next node in the failover sequence sees that the previous node has failed and start running the
Subscriber software, then update that machine, bring it down, and so on, until all of the machines
in the cluster have been updated. Then restart all of the downed serversin the cluster and the
primary node’s machine takes over again.

You can use a Software Package Distribution to update files on the cluster machineitself, such as
Tiered Electronic Distribution .ncf files, because the Subscriber software is contained on the
cluster machine's shared hard drive.

Managing Server Software Packages

The following sections explain where to store Server Software Package files, and how to manage
them:

*

*

*

*

*

“Understanding Server Software Package Files’ on page 237
“Understanding Your Software Package Management Options’ on page 238
“Storing and Managing .Spk Files Using One Workstation” on page 238

“Storing .Spk Files on a Network Server and Managing Them from Multiple Workstations’
on page 238

“Example: Using a Master Snapinprefs.ser File” on page 241

Understanding Server Software Package Files

There are three file types associated with software packages:

*

Configuration File (.spk): When you create a Server Software Package, you initially create
aconfiguration file (.spk) for it. Thisfile's configuration is created in the properties of the
software package object in the Server Software Packages namespace in ConsoleOne.

A .spk fileis generally small (around 100 KB). Therefore, it can generaly be stored on the
workstation running the instance of ConsoleOne that you are using to create and manage
software packages.

Compiled File (.cpk): When you compile a software package, a .cpk file is created from the
.5pk file's configuration information. This provides the content of the software package, such
asfilesor functions. The .cpk fileis used to install the software package's content on a server.

You should generally store .cpk files on a server where there is sufficient free disk space,
because compiled software packages might contain many files. However, you can store small
.cpk files that only contain functions on a workstation.

PreferencesFile (.ser): The preferencesfile (snapinprefs.ser) isautomatically created on the
workstation being used to create a software package. It contains pointers to the .spk files for
the software packages.

This preferencesfile allows you to see the software packages in the namespacein
ConsoleOne. In other words, software packages are displayed in the Server Software
Packages namespace for an instance of ConsoleOne only if the .spk file's path islisted in the
preferences file located on the workstation running that instance of ConsoleOne.
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When you create a new software package, you specify the local path for the .spk file. When you
compile a software package, you specify the server’s path for the .cpk file. After you exit
ConsoleOne, any time you have created, deleted, or compiled a software package, the .spk file
paths are logged to the snapinprefs.ser file.

The path to the .cpk fileis aso logged to the snapinprefs.ser file. The next time you compile the
software package, the wizard displays the .cpk file's previous location so that you do not need to
remember it each time you compile the package. However, you need to note where you store the
.cpk files for when you want to distribute them using Tiered Electronic Distribution, because the
.cpk files' locations are not stored in the software package's properties.

Understanding Your Software Package Management Options

If you are using only one specific workstation for viewing, creating, and managing all of your
software package files, then you can store the .spk files on that workstation.

It isalso possibleto manage your software packages from multiple workstations. Thisrequiresthat
you centralize your .spk file storage to a network server. This method also requires the use of a
master snapinprefs.ser file so that you can view al of your software packages from any
workstation.

The next two sections explain these management options.

Storing and Managing .Spk Files Using One Workstation

If you use only one workstation for viewing, creating, and managing your software packages, you
can store the .spk files on the workstation and the .cpk files on a server.

Whether you are running ConsoleOne from the workstation whereit isinstalled or from a
workstation that uses an installation of ConsoleOne on anetwork server, the snapinprefs.ser fileis
updated on the workstation being used to run ConsoleOne.

Storing .Spk Files on a Network Server and Managing Them from Multiple Workstations

If you want to use multiple workstations for viewing, creating, and managing the same set of
software packages, you need to store all .spk files on anetwork server so that they can be accessed
by each workstation.

You might also want to use different workstations for managing different sets of software
packages. Any workstation used to create .spk files has a software package preferencesfile of its
own created on the workstation used to manage the software packages.

You can manage all of your software packages from multiple workstationsif you use amaster copy
method for the snapinprefs.ser file.

+ “Understanding the Software Package Preferences File” on page 239
+ “Managing Software Packages from Multiple Workstations” on page 239
+ “Genera Rulesfor Managing Software Packages from Multiple Workstations” on page 240

* “The Best Scenario for Using Multiple Workstations to Manage Software Packages’™ on
page 240
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Understanding the Software Package Preferences File

When you create a Server Software Package object in ConsoleOne, a software package
preferences file (snapinprefs.ser) is created in the following location on the workstation running
ConsoleOne;

c:\documents and settings\user_ID\.consoleone (Windows 2000)
where user_ID isthe user directory associated with how you are logged in, such as Administrator.

The full path and filename for a software package is drive-dependent. The snapinprefs.ser file
contains the drive letter, path, and package name for each .spk created by the workstation.

The snapinprefs.ser file is unique for each workstation. It is the preferencesfile that is updated
whenever you add or remove .spk filesusing that workstation. Therefore, if you usethree different
workstations to create .spk files, you have three different snapinprefs.ser files, each on its own
workstation.

When you start ConsoleOne, it checks to seeif a snapinprefs.ser file was created for that
workstation by theinstance of ConsoleOne being run on theworkstation, and whether ConsoleOne
isinstalled on that workstation or is being run on that workstation from an instance installed on a
server. If the file does not exist, a snapinprefs.ser fileis created when you exit ConsoleOne. If it
exists, the snapinprefs.ser file is updated with the full paths to any new .spk files.

You can copy a snapinprefs.ser file from one workstation to another. However, after replacing a
snapinprefs.ser file with a copy from another workstation, you need to restart ConsoleOne to see
any change.

A software package can become unusableif you change drive mappings after creating the package,
because the snapinprefs.ser file's location to the package is then different. However, if you use a
UNC path, thisis not an issue as long as the workstation has access to that UNC path.

If you replace the snapinprefs.ser file on aworkstation, you need to manually insert any software
packages missing from the newly copied snapinprefs.ser file. Otherwise, the software packages
listed in the snapinprefs.ser file that was replaced would be inaccessible on the workstation.

Even if aworkstation has never been used to create a software package, you can copy a
snapinprefs.ser file from another workstation to the appropriate location (c:\....\.consoleone).
Then, when you start ConsoleOne, you can see all of the software packages that are listed in the
snapinprefs.ser file that you copied.

For more information, see “ Example: Using a Master Snapinprefs.ser File” on page 241.

Managing Software Packages from Multiple Workstations

If you are using multiple workstations for creating, deleting, and compiling the same set of
software package files, you should do the following:

1. Storethe .spk files on one network server (usually the server where you are storing their
corresponding .cpk files), so that the software packages can all be accessed from any
workstation.

2. When mapping a workstation to the server where the .spk and .cpk files are stored, use the
same drive letter for all workstations.

3. Create a master snapinprefs.ser file to use for keeping all workstations updated with their
latest software package additions, deletions, and compilations (see “ Setting Up the Master
Snapinprefs.ser File” on page 245).
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4. Create abatch file for starting and stopping ConsoleOne on aworkstation (see “ Creating and
Using the ConsoleOne Batch File” on page 246). This batch file does two things:

+ Automatically upload the latest snapinprefs.ser file from the storage server to the
workstation any time ConsoleOne is started on that workstation.

This allows you to see all software packages from the workstation where you started
ConsoleOne.

+ Automatically download the revised snapinprefs.ser file from the workstation to the
storage server when ConsoleOne is exited on that workstation.

This creates anew master copy of the .ser file containing the workstation’ slatest software
package additions.

5. Run the batch file from any workstation where you want to manage software packages (see
“Using the ConsoleOne Batch File” on page 248).

General Rules for Managing Software Packages from Multiple Workstations

Using amaster copy for the snapinprefs.ser file works only if you exit ConsoleOne on one
workstation, then start it on another workstation. This sequential method does not work for
concurrently running instances of ConsoleOne where each instance is updating its local
snapinprefs.ser file. Theinstance of ConsoleOnethat isexited last overwritesthe master copy with
itslocal .ser file.

IMPORTANT: Creating, deleting, or compiling software packages in ConsoleOne are the only functions that
cause logging to the snapinprefs.ser file. Therefore, you can use ConsoleOne to manage software packages,
such as viewing and editing properties, without starting ConsoleOne from the batch file. Just make sure that
you do not add, delete, or compile any .spk files in ConsoleOne if you do not start ConsoleOne with the batch
file.

To manage software packages using this master copy/single server/multiple workstation method,
observe the following general rules:

+ Alwaysexit ConsoleOne after creating anew software package (.spk file) or compiling anew
package (.cpk file). This causes the master snapinprefs.ser file to contain the newest software
package links.

+ Never have two or more workstations concurrently managing software packages. The batch
file used to start ConsoleOne on these workstations could cause paths to any newly created
software packages to be lost.

+ Never use the batch file to start ConsoleOne when you do not intend to manage software
packages. Instead, start ConsoleOne without using the batch file.

You need to do this because the batch file always overwrites the master copy on the software
package storage server when ConsoleOneis exited (if ConsoleOne was started by the batch
file). You could inadvertently overwrite the master snapinprefs.ser fileand loselinksto newly
created software packages.

For example, on Workstation A you run the batch file to start ConsoleOne, do administrative
work other than software packages, for some reason go to Workstation_B where you decide
to create a new software package (so you use the batch file again), exit ConsoleOne on
Workstation_B, then later exit ConsoleOne on Workstation_A. Your new software packages
created on Workstation_B no longer have links to them in the master snapinprefs.ser file.

The Best Scenario for Using Multiple Workstations to Manage Software Packages

The best scenario isthat you have one administrator who can use multiple workstations to manage
your software packages. If you have multiple administrators, they need to coordinate so that they
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don't overwrite each other’s latest software package additions and deletions in the master
snapinprefs.ser file.

For more information, see “ Example: Using a Master Snapinprefs.ser File” on page 241.

Example: Using a Master Snapinprefs.ser File

K eeping the master copy on the server properly updated is a matter of timing. For example, in the
following scenario, the first snapinprefs.ser file was initially created on Workstation A, then
copied to the network server to be the master snapinprefs.ser file. Both workstations are using
Windows 2000.

A batchfileisused to start ConsoleOnefor the purpose of controlling events before and after using
ConsoleOne. For example:

1. Administrator A starts the batch file on Workstation A to begin ConsoleOne.

2. Thebatchfilerunning on Workstation A identifiesthe storage server asbeing mapped to drive
M: (or it maps drive M: to that server).

3. The batch file copies the master snapinprefs.ser file from the server at drive M: to the
c:\documents and settings\user_| D\.consol eone directory on Workstation A.

4. Administrator A creates a new software package, naming it sspl.spk.
5. Administrator B starts the batch file on Workstation B to begin ConsoleOne.

6. Thebatchfilerunning on Workstation B identifiesthe storage server as being mapped to drive
M: (or it maps drive M: to that server).

7. The batch file copies the master snapinprefs.ser file from the server at drive M: to the
c:\documents and settings\user | D\.consol eone directory on Workstation B.

Thisisthe same version of snapinprefs.ser that Administrator A had copied to Workstation A,
except that it hasn't been updated yet with Administrator A's addition of sspl.spk.

8. Administrator B creates a new software package, naming it ssp2.spk.

9. Administrator B exits ConsoleOne, which updates snapinprefs.ser on Workstation B with the
ssp2.5pk path.
10. The batch file running on Workstation B updates the master snapinprefs.ser file on the
network server at drive M: with the updated snapinprefs.ser file from Workstation B.

This updated master snapinprefs.ser file now contains the location of ssp2.spk.

11. Administrator A exits ConsoleOne, which updates snapinprefs.ser on Workstation A with the
sspl.spk path.

12. The batch file running on Workstation A updates the master snapinprefs.ser file on the
network server at drive M: with the updated snapinprefs.ser file from Workstation A.

This updated master snapinprefs.ser file now contains the location of sspl.spk. However, the
location for ssp2.spk has been lost, because Workstation B’s update of the master
snapinprefs.ser file was overwritten by Workstation A's later update.

This scenario would cause Administrator B to lose access to ssp2.spk, because the master
snapinprefs.ser file no longer contains arecord of ssp2.spk’s location. It was replaced with
Administrator A's snapinprefs.ser file containing only sspl.spk’s location. However, you can
manually insert ssp2.spk into ConsoleOne (using the Insert Software Package option), sothat it is
listed in the snapinprefs.ser file along with sspl.spk.
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For this multiple-workstation management method to work, you must ensure that the master
snapinprefs.ser file you keep on the network server is only used by one workstation at atime for
creating, deleting, or compiling .spk files. However, you can use multiple workstations to
simultaneously view or edit a Server Software Package object’s properties, because the viewing
and editing functions do not cause updates to a snapinprefs.ser file.

WARNING: You can perform edits to the properties of the Server Software Package object without affecting
the snapinprefs.ser file. However, because Server Software Package objects are not in eDirectory™, but only
in a name space, the .spk files might not have file-locking protection, unless the server’s operating system
provides this functionality. Therefore, you should devise management controls to protect against overwriting
.spk files when using multiple workstations to manage software packages.

Failure of Software Package Installations

If aserver failsto meet any of the software package requirements, it is not installed:
+ “Failure During an Installation” on page 242

+ “Failure of a Component” on page 242

Failure During an Installation

The system tracks all changes made by the installation of a software package. Except as noted
under “Rolling Back Software Package Installations” on page 242, if a server meetsthe
requirements and the install ation begins, then afailure condition haltsthe install ation prematurely,
theinstallation program automatically returnsthe server to the stateit wasin before theinstallation
began, undoing what had been done to that point.

Failure of a Component

If a server meets the software package requirements, and some of the components meet the
installation requirements and some do not, the installation is completed except for the components
where the requirements were not met. In this case, you would have a partial installation of the
package.

You should organize your software packages and their components so that if this happens, it does
not leave disconnected or incomplete files or applications on the target machine.

Rolling Back Software Package Installations

Software package rollback isenabled by default. You should not disable rollback, unlessyou know
the installation never needs to be undone.

+ “Rollback Methods’ on page 242
+ “Rollback of Older Installations’” on page 243
+ “Rollback Exceptions’ on page 243

Rollback Methods

There are two ways you can roll back a software package installation:

+ On the server containing the package to berolled back, enter package rollback atthe
server’'s ZENworks Server Management console prompt.

+ UseaWeb browser to access the ZENworks Server Management role and select the rollback
option. For more information, see “Novell iManager” on page 69.
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The software package is uninstalled, leaving the server asif it had never been installed, except for
any changes that might have been made to the server in using the installed application.

Rollback works, even if some components have not been installed during a successful package
installation, because the install ation program tracks what was and wasn't installed by the software
package.

Rollback of Older Installations

When you roll back asoftware packageinstallation, it isthelast software package installed on that
server. If that's not the one you need to roll back, you must roll back each installation, beginning
with the more recent installations first, until you have rolled back the desired package.

For example, you installed three software packages on a server (Packagel, Package2, and
Package3d). Packagel was installed first and Package3 was installed last. If you want to roll back
Package2, you must first roll back Package3. To do so, you need to enter package rol lback
at the server’'s ZENworks Server Management console prompt once for Package3, then again for
Package2.

Rollback Exceptions

You can normally undo asuccessful software packageinstallation by rolling it back. However, any
software package installation that runs a program such as a NetBasic script, a Java Class, or an
NLM that modifies the server cannot be rolled back successfully, because those programs or
services might have launched other programs that made changes on the server, which cannot be
tracked for rolling back.

Planning Server Software Packages

Review each of the following sections and take notes asinstructed. Thisinformation will help you
to configure your software packages and their components.

+ “Which Filesor Applications Do | Want to Distribute?’ on page 243
+ “What Software Package Components Are Needed?’ on page 244
+ “What Minimum Requirements Are Needed?’ on page 244

After planning your software package, continue with “ Setting Up Server Software Packages’ on
page 244.

Which Files or Applications Do | Want to Distribute?

You can distribute software packages containing files and applications for servers, aswell as
software packages containing end-user applicationsfor further distribution in ZENworks Desktop
Management to workstations. For information on configuring a Desktop Application Distribution,
see the Novell Documentation Web site (http://www.novell.com/documentation/lg/zdfs/
index.html), and under Administration, click Application Management.

If you have ZENworks 6.5 Desktop Management installed, you can also distribute desktop
applicationsusing Tiered Electronic Distribution, instead of including them in software packages.
For more information, see Chapter 6, “Desktop Application Distribution,” on page 267.

You can include afile or application in more than one software package. For instance, aword
processor application could beincluded in a software package designed for a secretarial group and
one designed for afinancial group.

Server Software Packages 243


http://www.novell.com/documentation/lg/zdfs/index.html

Where applicable, organize the files and applicationsinto logical groupsfor inclusion in software
packages.

Follow the steps under “ Creating a Server Software Package” on page 248 and “ Creating the
Software Package Components” on page 250 and note the information you need to know for
creating the software package and its components.

What Software Package Components Are Needed?

What Minimum

You can have one or more componentsin asoftware package. For example, if you create asoftware
package for installing virus protection software, you might want one component to be the original
virus protection program, and another component a current virus pattern update file.

Componentsin a software package can each have the same or different installation requirements.
If you give the components different requirements, they might not al be installed together. You
can save time and minimize error by giving al of the components the same requirements.

IMPORTANT: You should include in the same component the files and applications that are dependent on
each other. This prevents problems running the files or applications if a critical component is not installed. If
you need to split an application’s files into multiple components, make sure that you make each component’s
requirements the same, so that they all are either installed or not installed.

Follow the steps under “ Configuring the Software Package Components” on page 250 and note
the information you need to know for configuring the package components.

Requirements Are Needed?

Minimum requirements establish whether a software package can be installed on the target
machine. If these requirements are all met, you can install the software package on that server.

However, you can establish requirements for the software package as awhole, aswell asfor each
package component. Therefore, if the package's requirements were all met, but some component
reguirements were not met, only part of the package would be installed.

Follow the steps under “ Configuring the Server Software Package” on page 249 and note the
information you need to know for configuring the software package.

Setting Up Server Software Packages

To set up a software package for distribution, perform the following tasks in order:
1. “Setting Up Multiple-Workstation Management for Server Software Packages’ on page 245
“Creating a Server Software Package” on page 248
“Configuring the Server Software Package” on page 249
“Creating the Software Package Components” on page 250
“Configuring the Software Package Components’ on page 250
“Compiling a Software Package” on page 260

N o o b~ w0 D

“Distributing the Software Package” on page 261
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Setting Up Multiple-Workstation Management for Server Software Packages

If you want to manage your software packages from multiple workstations, do the following in
order to set up managing the replication of a master copy of the snapinprefs.ser file to multiple
workstations; otherwise, continue with “Creating a Server Software Package” on page 248.

1. “Setting Up the Master Snapinprefs.ser File” on page 245
2. “Creating and Using the ConsoleOne Batch File” on page 246

Setting Up the Master Snapinprefs.ser File

For the following instructions, select any workstation that you use for managing software
packages. If you have already created software packages using aworkstation, select that
workstation so you do not lose any software package information stored in the workstation’s
snapinprefs.ser file.

1 Map adriveto the server where you want to store your .spk and related .cpk files.

This drive letter should be one that can be used by all of the other workstations you use to
manage software packages. Thisdriveletter iswritten to the snapinprefs.ser file as part of the
path information for each listed .spk file, so it should be a fixed drive letter that al
workstations use.

Thedriveletter isalso used in the batch file that you use to start ConsoleOne, which provides
each workstation access to the same .spk file locations.

2 If you already have Server Software Package objects created by this workstation, skip to
Step 5.

or

If you have not yet created any Server Software Package objects using this workstation, start
ConsoleOne.

Thisversion of ConsoleOne must have the Policy and Distribution Services snap-insinstalled.
3 Inthe Server Software Package namespace, create a Server Software Package object.

You do not need to fully configure the Server Software Package object at thistime. Just give
the package a name and provide alocation and filename for the .spk file. Make sure you use
the drive mapping you used in Step 1.

For information on creating software packages, see “ Setting Up Server Software Packages’
on page 244.

4 Exit ConsoleOne.
This step isimportant to make sure that the snapinprefs.ser fileis created for this workstation.

5 On the network server you use to store the master copy of the snapinprefs.ser file, create a
directory named \C1 at the root of the drive.

You can select any safe location on the server for the master snapinprefs.ser file.

The batch file sample provided below uses a directory named \C1. You can modify the batch
fileif you want to use a different directory name, and you can include path information;
however, do not use variables for the root location.

For example,

\zenworks\clssp

could be used to replace the \C1 directory name.
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6 Copy the workstation’s snapinprefs.ser file from:
c:\documents and settings\user_ID\.consoleone (Windows 2000)
to the \C1 directory on the network server.

Thisbecomesthe master snapinprefs.ser filethat isupdated with new .spk paths, provided you
are using the batch file documented in “ Creating and Using the ConsoleOne Batch File” on
page 246.

7 Continue with “Creating and Using the ConsoleOne Batch File” on page 246.

Creating and Using the ConsoleOne Batch File

Review the following sections to understand, create, and use the batch file:
+ “Sample Batch File” on page 246
+ “What the Batch File Does’ on page 246
¢ “Creating Your Batch File” on page 247
+ “Optional Modifications to the Batch File’ on page 247
+ “Using the ConsoleOne Batch File’ on page 248

Sample Batch File

@echo off
REM map a network drive
net use m: \\serverl.servers.novell._.com\voll

REM create a backup copy of the workstation’s .ser file
copy "%USERPROFILE%\.consoleone\snapinprefs.ser"
"%USERPROFILE%\ .consoleone\snapinprefs._tmp"

REM copy the master .ser to the workstation
copy m:\cl\snapinprefs._ser "%USERPROFILE%\.consoleone\snapinprefs._ser™

REM start ConsoleOne
c:\NovelI\ConsoleOne\1l.2\bin\ConsoleOne.exe

REM batch file control returns after exiting ConsoleOne
REM copy the updated .ser to server
copy "%USERPROFILE%\.consoleone\snapinprefs.ser”™ m:\Cl\snapinprefs.ser

REM restore the backup copy of the workstation’s .ser file
copy "%USERPROFILE%\.consoleone\snapinprefs._tmp"
"%USERPROFILE%\ .consoleone\snapinprefs_ser"

REM delete the mapped network drive
net use m: /delete
@echo on

What the Batch File Does
* |t maps a network drive for accessing the server where you are storing .spk and .cpk files.

+ |t uses the %USERPROFIL E% Windows variable to locate the Server Management
...\.consoleone directory. Thisvariableis also used by Server Management to determine
where it creates the ...\.consoleone directory and writes the snapinprefs.ser file.

+ |t creates a backup .tmp copy of the snapinprefs.ser file.
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It copies the master snapinprefs.ser file from the \C1 directory on the server to the
workstation’s ...\.consoleone directory.

It starts ConsoleOne.

After you have exited ConsoleOne, the batch file copies the updated snapinprefs.ser file from
the workstation’s ...\.consoleone directory to replace the version in the \C1 directory on the
server. This becomes the new master snapinprefs.ser file.

It restores the backed-up copy of the snapinprefs.ser file from the .tmp file.

It unmaps the drive letter to the server.

Creating Your Batch File

1
2

5

Copy the text from the above sample batch file into atext editor.

Replacethe m: driveletter with onethat each of your workstations has free. Make sure you
do thiswherever m: existsin the batch file.

Editthe net use m: \\serverl.servers.novell._.com\voll lineby replacingit
with the path to the server volume or shared folder of the server where you are storing the .spk
and .cpk files.

Save the batch file on your workstation and give it aname, such as:
C1SSP.BAT
Copy this batch file to each workstation that you use to manage software packages.

Optional Modifications to the Batch File

*

If you installed ConsoleOne to a different location on the workstation than the one indicated
in the batch file sample, modify the
c:\novell\consoleone\l.2\bin\consoleone.exe lineto reflect the location of
the consoleone.exe file on the workstation.

You should make this modification in each individual batch file copy on aworkstation where
the default ConsoleOne path was not used.

This batch file can also be used by aworkstation to start an instance of ConsoleOne that is
installed on a server. Modify the

c:\novel I\consoleone\1l.2\bin\consoleone.exe lineto reflect the location of
the consoleone.exe file on the server. Make sure the drive letter is the one being used for
accessing the server (see Step 1 on page 245).

If the ...\.consoleone directory path is different between workstations because the
%USERPROFI L E% variable was not used, you need to edit any lines containing the variabl e,
as necessary. Open the copy of the batch file on aworkstation where the %USERPROFILE%
variable was not used and edit the lines containing the variable to reflect the correct path to
the ...\.consoleone directory.

If you created adirectory other than \C1 on the server, replace \C1 wherever it existsin the
batch file with the directory that you specified in Step 5 on page 245.

The batch file creates a .tmp version of the snapinprefs.ser file. This allows you to maintain
the version of the .ser file on the workstation that existed before you used the batch file.
However, if you want the workstation’s version to aways match the master version it copied
to the server, remove the following two lines from the batch file:

copy "%USERPROFILE%\.consoleone\snapinprefs._ser"
"%USERPROFILE%\ .consoleone\snapinprefs.tmp"
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copy "%USERPROFILE%\.consoleone\snapinprefs._tmp"
"%USERPROF ILE%\ .consoleone\snapinprefs.ser”

+ If you cannot use the same drive letter for all workstations, you can use the %1 argument in
the batch file, but only if you are using UNC pathsfor all of your .spk files. To do this, replace
al occurrencesof m: with %1. Then, when you execute the batch file from acommand line,
add the drive letter after the batch file's name. For example,

C1SSP R:
causes the batch fileto use R: asthe drive for locating the master copy of the snapinprefs.ser
file.

Using the ConsoleOne Batch File

+ Before running this batch file, place a snapinprefs.ser filein the ...\.consoleone directory of
each workstation you use to manage software packages. The batch file assumes that the .ser
file exists for copying and replacing.

+ Before running this batch file, place your master copy of the snapinprefs.ser filein the\C1
directory of the server where you have stored the software package files. The batch file
assumes that this .ser file exists for copying and replacing.

+ Run this batch file any time you plan to add, delete, or compile software packages.

+ You do not need to use the batch file when you view or edit the properties of software
packages. The add, delete, and compile functions are the only actions that causes the
snapinprefs.ser file to be updated.

Continue with “Creating a Server Software Package” on page 248.

Creating a Server Software Package

1 In ConsoleOne, right-click the Server Software Packages namespace, then click New
Package.

The Create New Server Software Package Wizard opens.
2 Read the information on the first dialog box, then click Next.
3 Provide aname for the software package.

Make this a descriptive name. It is displayed in ConsoleOne under the Server Software
Packages object.

IMPORTANT: Do not use double-byte characters in the software package name. This causes an error
in any report you run on the software package.

4 Because software packages are file-based, provide the full path and filename, including the
.5pk extension.

If you don't enter the extension, you are prompted to add it.
You can also use UNC paths.

You can store the .spk files on aworkstation or server. The .spk filesistypically below 100
KB in size. However, compiled software packages (.cpk files) can be in the hundreds of
megabytes. For information on storing .spk and .cpk files, see “Managing Server Software
Packages’ on page 237.
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5
6

WARNING: Software package full paths and filenames are drive-dependent. A software package can
become unusable if you change drive mappings after creating the package. Make sure your entry in this
field is not changed. However, if you used a UNC path, this is not an issue.

Click Finish.
Continue with “ Configuring the Server Software Package” on page 249.

Configuring the Server Software Package

After asoftware package has been created, you need to configureit by setting the prerequisitesfor
installation of the files and applications contained in the package.

To configure a package:

1

In ConsoleOne, right-click a software package, then click Properties.
The Identification tab should be displayed. If not, select it.
The Name field should display the name you gave the package when you created it.

Provide a useful description for the software package.

3 If you don’t want to be able to roll back to the older version of the server file or application

after installing the newer version, click Disable Rollback. However, thisis not recommended.

For information on rolling back software package installations, see “Rolling Back Software
Package Installations’ on page 242.

Select the Requirements tab.
Click Add, then select a requirement:

“Operating System” on page 399
“Memory (RAM)” on page 402
“Disk Space”’ on page 402

“SET Commands’ on page 403
“Registry” on page 403

“File” on page 404
“Products.dat” on page 404

6 Repeat Step 5 for each requirement.

7 If you want to use variables to customize the installation, select the Variables tab, then click

10

11

Add.

Provide the variable name and value.

For information on variables, see “Using Variables to Control File Extraction” on page 341.
Repeat Step 7 and Step 8 for each variable.

Click OK when you have finished configuring.

If you click Cancel, none of the configuration changes on any of the tabs are saved.

Continue with “Creating the Software Package Components’ on page 250.
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Creating the Software Package Components

After you have created and configured a software package, you need to create the components of
the package, including theindividual files or applications for the package.

To create the software package components:
1 In ConsoleOne, right-click a software package (in the left pane), then select New Component.

2 Provide the name of the component as you want it to be displayed in ConsoleOne, then click
OK.

The component is displayed as named under the Software Package object.
3 Repeat these steps for each component needed.
4 Continue with “Configuring the Software Package Components’ on page 250.

Configuring the Software Package Components

After you have created the software package components, you need to configure the prerequisites
for each, including identifying the files or applications for the component.

Package components can each have the same prerequisites, which can save time and minimize user
error.

To configure a component:
1 In ConsoleOneg, right-click a component, then click Properties.
The Identification tab should be displayed. If not, select it.
2 Provide auseful description for the component.

3 Sdlect afurther action for the software package to perform after the installation process has
finished from the After Package I nstallation |s Complete drop-down list.

4 To continue configuring the component, see each of the following that you might need to
configure:
“Requirements’ on page 251
“Pre-Installation Load/Unload” on page 251
“Pre-Installation Script” on page 252
“Local File Copy” on page 252
“Copy File” on page 253
“Text Files’ on page 256
“SET Commands’ on page 257
“Registry Settings’ on page 258
“Products.dat” on page 258
“Post-Installation Unload/Load” on page 259
“Post-Installation Script” on page 260

Do not click OK on this component’s property page until you have finished configuring al of
the above items, as needed.

5 Click OK.

If you click Cancel, none of the configuration changes on any of the tabs are saved.
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6

Requirements

Continue with “Compiling a Software Package” on page 260 to ready your software package
for distribution.

To specify requirements for installing the server files or applications:

1

2

While displaying the properties of the software package component, select the Requirements
tab, then click Add.

Select any of the following requirement items:

“Operating System” on page 399
“Memory (RAM)” on page 402
“Disk Space” on page 402

“SET Commands’ on page 403
“Registry” on page 403

“File” on page 404
“Products.dat” on page 404

For further instructions on configuring an item, see one of the above items.

Continue with the next item to configure before clicking OK.

Pre-Installation Load/Unload

To configure certain NLM files or processesto load or unload before installing the software
package on a server:

1

2

While displaying the properties of the software package component, sel ect the Pre-Installation
tab, then click Load/Unload.

Click Add.

3 Sdlect one of the following:

a4
5

“Load NLM/Process’ on page 397
“Load Java Class’ on page 397
“Unload Process’ on page 398
“Start Service” on page 398

“Stop Service” on page 398

For further instructions on configuring an item, see one of the above items.

IMPORTANT: If you select a process to be loaded by the software package, and it is already running on
the target server, the package installation fails and is rolled back (if rollback is enabled). If the process
requires intervention to unload, you must remember to unload it manually before installing the software
package.

To make sure that a processis not aready loaded when you areincluding it in the software
package, add an unload option for that process before adding the load option—»but only if the
process does not require user input from the keyboard to unload it.

Repeat Step 1 through Step 3 for each NLM or process to be included.

Use the arrow keys to arrange the order to execute the NLM files and the processes.

Continue with the next item to configure before clicking OK.
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Pre-Installation Script

Local File Copy

To configure running server scripts before installing the software package on a server:

1

2

Whiledisplaying the properties of the software package component, sel ect the Pre-Instal lation
tab, then click Script.

Click Add.

3 Provide the script name.

6
7

Select the script type (NCF, NetBasic, PERL).
IMPORTANT: NetBasic is not supported on NetWare 6.5 servers.
Enter the script text.

WARNING: If a software package passes all requirements and executes the script, processing done by
the script cannot be undone by rollback.

Repeat Step 2 through Step 5 for each script to be added.

Use the arrow keysto arrange the order to execute the scripts.

Continue with the next item to configure before clicking OK.

The Local File Copy component enables copying of files on aserver from one location to another
using a software package. You can either copy or move thefiles.

To configure the Local File Copy component:

1

2

While displaying the properties of the software package component, select the Local File
Copy tab.

Click Add.

Local File Copy #1 is the default name. You can edit that name.

Fill inthefields:

Source Path: Provide the full path where the files to be copied are located.
You can use wildcards in the path:

* = any number of characters
? = any single character in that position
??7? = any characters in those positions

Target Path: Provide the full path where the copied files are to be placed.

You can use wildcards in this path. This path does not need to mirror the source path.
However, you could mirror an existing target path.

Include Subdirectories: Includes al subdirectories and their files beginning from the
directory at the end of the path; otherwise, only thefilesin the directory at the end of the path
are copied.

Maintain Attributes. Maintains the file attributesin the target’s file system that exist in the
source'sfile system.

Overwrite Destination Files: Overwritesfiles of the same name in the destination
directories, regardless of differencesin file dates. If you do not select this option, files of the
same name are not replaced.
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Copy File

Maintain Trustees; Maintains the fil€'s trustee attributes.
When aFilelsLocked: Select one or both:

+ Retry__ Times: Retries overwriting alocked file the number of timesyou select before
failing to replace the file. Leave this check box deselected to not replace locked files on
the target file system.

+ Kill Connection of Open Files: (NetWare only) Attempts to kill the connection of
locked files so that they can be overwritten. This applies only to files being extracted, not
to files being accessed to build the Distribution. If afile belonging to a Distributionis
locked when the Distribution is being built, the build fails. Server and NLM connections
cannot be killed.

Error Processing: Fail On Error is selected by default. This stops the file copying process
when an error is encountered in copying. To continue file copying when an error is
encountered, select Continue On Error.

Operation: Sets whether to copy or move the filesidentified in the Source Path.

Continue with the next item to configure before clicking OK.

You can configure the Copy File component to control how files are copied during installation of
a software package. Thisincludes adding files to existing directories, creating new directories,
adding files and subdirectories to the new directories, and deleting existing files and directories.

A filegroup is aroot item for the component’s expandabl e tree structure. You can have multiple
file groups for the Copy File component. A file group isaset of related directories and files. File
groups are top-level items and cannot contain other file groups.

Theother structureitemsare directory and file, which are contained within afile group. Directories
can contain other directories or files, but not file groups.

IMPORTANT: When you add a file group or directory, you are creating the target paths where the files are to
be copied, not the source paths of the files. The source paths are automatically accounted for as you select
your source files or directories.

To configure copying files during installation of the software package:
1 While displaying the properties of the software package component, select the Copy File tab.
2 To create your first file group, do the following:

2a Click the down arrow on the drop-down list next to the Add button, select Add File
Group, then click Add.

Because files and directories must be contained within file groups, you are prompted to
create afile group the first time you click Add, regardless of the type you are attempting
to add.

You should create one file group for each specific target location. For example, c:\files,
c:\data\accounting, and c:\data\personnel could be different locationson aC: drivewhere
you want to copy different groups of unrelated files.

2b Name thefile group, then provide its target path.

Thefile group’s target path specifies the base path from where all directories and files
within the group are installed.
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2c To specify what to do when afile group location is locked, select the check box for one
of the following:

1. Retry (enter the number of retry times)
2. Kill Connection of Open Files (NetWare only)
3. Fail With Error

Retries are about 5 seconds apart. Therefore, 12 retries would take about one minute.

3 To create atarget directory under afile group or another directory, select the file group or
directory, in the drop-down box select Add Directory, click Add, then do the following:

3a Because Directory is the default directory name, to rename the directory, right-click
Directory, click Rename, type the desired directory name, then press Enter.

When entering information into this field, you must press Enter for the change to be
saved.

To match an existing target directory for deleting or copying files, you must enter the
exact name.

IMPORTANT: If you provide an existing directory name and that directory is marked as Read Only
on the destination server’s file system, the Software Package Distribution fails when the Subscriber
tries to extract the Distribution, because it cannot write to that directory. Therefore, you must know
the attributes of existing target directories and remove their Read Only directory attributes.

You must create the same directory structurein the File Copy component as existsin the
target location so that the directory name you provide hereisin the same sequencein the
path.

3b To determine whether to create or delete the directory, select the mode from the Copy
Mode drop-down list.

Create: If you select Create and the directory does not exist, the directory is created. If
you select Create and the directory does exist, the directory is not created, and no error is
encountered.

Delete: If you select Delete and the directory exists, the directory is deleted, including
any subdirectories and filesunder it. If you select Delete and the directory does not exist,
the directory is not deleted, and no error is encountered.

WARNING: If you plan to set the Copy Mode as Delete for any directories you add, and you do not
want any parent directories that you have added to also be deleted, place those parent directories
in the Target Path field of the file group. For example, if you want to delete c:\winnt\cookies, but do
not want to delete the \winnt directory, enter c:\winnt in the Target Path field, click Add to enter the
...\cookies directory in the tree structure, then click Delete for the Copy Mode field. For example:

Target = c:\winnt
Tree structure = cookies
causes only cookies and all of its files and subdirectories to be deleted.

Conversely, both the \winnt and ...\cookies directories are deleted if you enter c:\ in the Target path
field, click Add to enter the \winnt directory in the tree structure, click Add to enter the ...\cookies
directory under \winnt in the tree structure, then click Delete for the Copy Mode field. For example:

Target = c:\
Tree structure = winnt\cookies

causes winnt and all of its files and subdirectories to be deleted.
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4 To add files or source directories under afile group or directory in the tree structure, select a
filegroup or directory, inthe drop-down box select Add File, click Add, then do thefollowing:

4a Select thefiles or directories using the Open dialog box.

These directories and files are displayed directly under the file group or directory you
selected in Step 3.

For the destination server’sfile system, attributes of the copied files and directories are
not maintained. For more information, see Step 4c.

If you selected adirectory on the Open dialog box, it is not displayed expanded. Click the
plus signs to expand the existing structure under the directory that you added.

In the Open dialog box, the Recurse Directories option is selected by default. To only
select filesin this directory, select the Recurse Directories check box to disable it and
none of the subdirectories are selected.

To exclude files or subdirectories from being selected, select the Exclude Selected
Subdirectory option, select the files or directories to be excluded (use Shift and Ctrl for
multiple select), then click Open.

If you exclude files or subdirectories, it does not remove them from the file system. It
only prevents them from being selected.

For information on removing files or subdirectories from the tree structure after adding
files and directories, see Step 8.

4b To configure a subdirectory that was added, do the following:

+  Select the subdirectory, then select the Copy Mode (whether to Create or Delete the
directory).

WARNING: When you set the Copy Mode to Delete, it causes deletion of the target directory
and all of its files and subdirectories.

+ Torenameasubdirectory that was added, right-click the subdirectory, click Rename,
type anew directory name, then press Enter.

When entering information into thisfield, you must press Enter for the changeto be
saved.

If you rename adirectory that was selected through the Open dialog box, make sure
that the new name meets your expectations for the target location.

Because only selected files have their path remembered for copying, renaming a
directory does not affect file selection. |n other words, you can give atarget directory
adifferent name than its source, and still have the same files copied under it.

4c To configure an added file, select the file, then do the following:

+ To determine the file's copy mode, select amode from the Copy Mode drop-down
list.

You must select an option for every file. You can select multiplefileswhereyou want
the mode to be the same.

The options are: Copy Always, Copy If Exists, Copy If Does Not Exist, Copy If
Newer, Copy If Newer and Exists, and Delete.

WARNING: When you set the Copy Mode to Delete, it causes deletion of the selected file from
the target server.

+  Select the check box for each attribute that should apply to the selected files.
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Attributes do not default. You must set them for the destination server. They are not
carried over from where you obtained the file.

IMPORTANT: Do not select all of the attributes for a file, or an exception is thrown on the
server.

When setting the attribute of an executable file, set it to Read Only. Do not set it to Execute. If
you mark a file as Execute, the NetWare® CLIB API does not allow you to changeitto a
different attribute. To change the attribute from Execute to Read Only after the software
package has been installed, you need to manually delete the file, replace it, then set its attribute
again.

5 To create ancther file group, do the following:

5a Click the down arrow on the drop-down list next to the Add button, select Add File
Group, then click Add.

It doesn’t matter what you have selected in the tree structure; the file group is
automatically placed at the first tree level, equal to any other file groups that are

displayed.
5b Name the group.
5c¢ Provideitstarget base path.

5d To indicate what to do when a group location is locked, select the check box for one of
the following:

1. Retry (enter the number of retry times)
2. Kill Connection of Open Files (NetWare only)
3. Fail With Error

6 Repeat Step 5 through Step 5d for each additional file, directory, or file group to be added.

7 If youwant thefile groupsto be copied in aparticular order, use the arrow keysto arrange the
order of the file groups.

Thearrowsare dimmed if thefile group you have selected has no valid up or down movement
availabletoit.

8 Toremove afile group, directory, or file, select it, then click Remove.
You can use the Remaove button to prune the tree structure of unwanted files or directories.
You can use the Shift and Ctrl keys to select multiple items for removal.

IMPORTANT: If you remove a file group or directory, all files and directories displayed below it are also
removed, but only from this tree structure, not from the source file system.

Continue with the next item to configure before clicking OK.

Text Files

To configure making changes to text files during installation of the software package:
1 While displaying the properties of the software package component, select the Text Files tab.
2 Click Add.

After one text file has been added, you are given the opportunity to select whether you are
adding another text file or adding another change item for the selected text file.

To add another text file: Select Text File. It does not matter which text file or changeitemis
selected in the left pane—the text fileis added to the far left level.
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SET Commands

Toadd another changeto atext file: In the left pane select the text file for the change, click
Add, then select Change. The change item is added under the selected text file.

If you are adding atext file, provide the name of thetext file.
Accept the default name (such as Change #1) or renameit.
If you are adding atext file, click OK.

Click the down-arrow for the Change Mode field, then select the change mode from the drop-
down list.

Click the down-arrow for the Search Type field, then select the search type from the drop-
down list.

7 Enter the exact search string.

8 Select the check box if you want the string search to be case sensitive.

10

11
12
13

To find all occurrences of the search string, select the check box (default); otherwise, desel ect
the check box to find only the first occurrence.

Click the down-arrow for the Result Action field, then from the drop-down list, select the
action that should result if astring is matched.

If you are replacing a string or entering a new one, enter the text in the New String text box.
Repeat Step 2 through Step 11 for each text file to add or each change to be made.

To reorder the text files and change items, use the arrow keys.

Continue with the next item to configure before clicking OK.

For NetWare only.

To configure the target server’s SET commands:

1

2

While displaying the properties of the software package component, sel ect the Set Commands
tab.

Click Add to open the NetWare Server SET Commands Wizard.

3 Sdlect the server containing the SET commands, then click Next.

IMPORTANT: The Server Management and Java must be running on the server where you want to
obtain the SET commands.

Select all of the SET commands you want to configure for the target server.

You can select whole categories by selecting the check box for the category, or click the plus
sign to expand a SET command category and select the check boxes for individual SET
commands to be included.

WARNING: Do not select the Set Developer Option SET command and change Off to On. This
parameter is meant to help developers debug server abends. It disables some operating system checking
to prevent certain abends from occurring. Also, if the Set Developer Option is turned on, running NCP™
scripts that require keyboard entry could abend the server.

Click Finish when you have completed selecting SET commands.

The selected SET commands are now displayed in the Set Commands tab for the file or
application component.

To edit a SET command, click its plus sign to expand its attributes.
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7 To edit an attribute, select the attribute, then click Edit.

A dialog box is displayed where you can make changes to the attribute.
8 Repeat Step 7 for each attribute to edit for agiven SET command.
9 Repeat Step 6 through Step 8 to edit another SET command'’s attributes.

Continue with the next item to configure before clicking OK.

Registry Settings
To configure registry changes for either NetWare or Windows servers:

1 While displaying the properties of the software package component, select the Registry
Settings tab, then click HKEY _LOCAL_MACHINE.

HKEY_LOCAL_MACHINE is aWindows registry key. For NetWare,
HKEY_LOCAL_MACHINE isalso recognized by Server Management as the equivalent to
My Server. Therefaore, you can use this key for editing both NetWare and Windows registries.

2 Click Add.
3 Sdlect from the following:

“Key” on page 405

“Binary” on page 406

“Expand String” on page 406
“(Default)” on page 407
“DWord” on page 407
“Multi-Value String” on page 407
“String” on page 408

For further instructions on configuring an item, see one of the above items.
4 Repeat Step 2 and Step 3 for each registry entry to be made.

5 Usethearrow keysto arrange the order in making registry entries.

Continue with the next item to configure before clicking OK.

Products.dat
For NetWare only.

The products.dat file can be updated by your software package so that future updates can identify
the most recently installed version of the file or application.

WARNING: Modifying products.dat could prevent something from running or being installed on the NetWare
server. Never modify any entries supplied by Novell.

To determine which action to take for products.dat:

1 While displaying the properties of the software package component, select the Products.dat
tab.
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2 Select one of the following:

Option Description
Add Adds a new entry
Modify Existing Entry Searches for a matching ID and modifies the version and description

Replace Existing Entry Searches for a specific ID and replaces it with a new one

No Action This is the default. Nothing is done to products.dat

3 If you selected Add:
3a ProvidetheID of the item to add.
Thisis case sensitive. Theitem isthe ID of the new product for the .dat file.
3b Provide the exact version number to add.
3c Provide the description to add.
4 If you selected Modify Existing Entry:
4a Providethe D of theitem to search for (case sensitive).
4b Provide the new version number.
4c¢ Provide the new description.
5 If you selected Replace Existing Entry:
5a Providethe ID of the item to search for (case sensitive).
5b Provide the exact version number to match.
5c Providethe new ID.
5d Provide the new version.

5e Provide the new description.

Continue with the next item to configure before clicking OK.

Post-Installation Unload/Load

To configure certain NLM files and processes to load or unload after installing the software
package on a server:

1 While displaying the properties of the software package component, select the Post-
Installation tab, then click Load/Unload.

2 Click Add.
3 Select one of the following:

“Load NLM/Process’ on page 397
“Load Java Class’ on page 397
“Unload Process’ on page 398
“Start Service” on page 398

“Stop Service” on page 398

Select an item for further instructions on configuring it.
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4 Repeat Step 2 and Step 3 for each NLM or process to be included.

Continue with the next item to configure before clicking OK.

Post-Installation Script

To configure running NetWare server scripts after installing the software package on a server:

1 While displaying the properties of the software package component, select the Post-
Installation tab, then click Script.

2 Click Add.

3 Provide the script name.

4 Select the script type (NCF, NetBasic, PERL).
IMPORTANT: NetBasic is not supported on NetWare 6.5 servers.

5 Enter the script text.

WARNING: If a software package passes all requirements and executes the script, processing done by
the script cannot be undone by rollback.

6 Repeat Step 2 through Step 5 for each script to be added.

7 Usethe arrow keysto arrange the order to execute the scripts.

Continue with the next item to configure before clicking OK.

Compiling a Software Package

Your software packages (.spk files) cannot be installed by Policy and Distribution Services until
they have been compiled and have the .cpk extension.

To compile a software package:
1 In ConsoleOne, right-click a software package, then click Compile Package.
The Compile Server Software Package Wizard opens.
2 Read the information on the first dialog box, then click Next.

3 Provide aname and path for the compiled software package (using the .cpk extension), then
click Next.

Select alocation where free disk space is adequate for the .cpk file. Compiled software
packages (.cpk files) are generally much larger than the uncompiled (.spk) counterparts.

IMPORTANT: If you provide the path and filename of the .spk when prompted for the compiled (.cpk)
filename, the .spk is overwritten and can no longer be edited. Therefore, be sure to use the .cpk extension
when naming the compiled version.

The compiling process could take some time, depending on how many files are involved.
4 When compiling has completed, click Finish.

5 Continue with “Distributing the Software Package” on page 261 to distribute your software
package (.cpk).
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Distributing the Software Package

After asoftware packageis ready for distribution, you can distribute it in the following ways:

+ Use Tiered Electronic Distribution (see Chapter 3, “ Tiered Electronic Distribution,” on
page 85 for instructions on distributing through Tiered Electronic Distribution)

+ Manually copy the software package file (.cpk) to the server and run it from the server’'s
console prompt using the PACKAGE command (see Appendix C, “ Server Console
Commands,” on page 393 for instructions on using the command)

After asoftware packageisinstalled on atarget server, you might need to reboot the server. For
example, if tcpip.nlm is modified by the package, it cannot be downed—you must reboot the
server to run that NLM again. However, you could have the software package cause the server to
come down and restart automatically.

Converting Older Server Software Packages to ZENworks 6.5
Server Management
Server Management provides awizard for converting older Server Software Packagesto

ZENworks 6.5 Server Management. The conversion works for ZENworks for Servers 1.0 and 2
software packages.

Thiswizard does not ship on the ZENworks 6.5 Server Management Program CD. To obtain the
wizard, see Technical Information Document 2962260 (http://support.novell.com/cgi-bin/search/
searchtid.cgi?/2962260.htm). Instructionsfor installing the wizard areincluded in the Readmefile.

After installing the wizard, to convert older .spk or .cpk filesto ZENworks 6.5 Server
Management:

1 Makesureyou have Writerightsto any location where you are placing the converted versions
of the software package files.

2 In ConsoleOne, do one of the following:

+ Right-click the Server Software Package namespace, then click Convert Software
Packages to Version 6.5.

+  Select the Server Software Packages namespace, click File> Actions, then select Convert
Software Package to Version 6.5.

The Convert Server Software Package Wizard starts.

3 Onthe Server Software Packages to Convert page, click Add, then browse for and select the
.5pk and .cpk files.

The wizard automatically checks the software package versions. If you selected ZENworks
6.5 Server Management files, a message is displayed indicating the files are already
version 6.5.

This page also does not display older files that cannot be converted (for example, thefileis
corrupted, or adifferent file type was renamed to the .spk or .cpk extension).

For the older filesthat you selected, the wizard page displaysthe original filenames under the
Old Software Packages column. The New Software Packages column liststhe new filenames,
which are created by simply inserting _v65 before the file extension.

You can resize the columns to read the full filenames and paths.
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4 To changethe new software package name or path, click afilename under either column, click
Edit, edit the name or path, then click OK.

You can change only the newer software package filename and path. However, the person
running thiswizard must have Writerightsto any locations displayed under the New Software
Packages column.

WARNING: You are allowed to rename the newer file to the same name as the older file. If you do so,
the older file is replaced with the converted file. If you click Cancel on the next wizard page, all converted
files are deleted. Therefore, you could lose your original version of an older software package file. When
you rename the newer file to be the same as the older file, you receive a warning message asking if you
are sure.

5 Toremove afile (.spk or .cpk) from being converted, select the filename under the Old
Software Packages column, then click Delete.

This only removes the file from the list, not from the hard drive location.
6 When finished selecting files, click Convert to start the conversion process.
A message is displayed during the conversion process.

The converted files are located where you specified under the New Software Packages
column. When you click Close to exit the wizard on the next wizard page, thefiles are | eft at
that location for your use.

After thefiles have al been converted, the Converted Server Software Packages pageis
displayed.

The Status column displays the conversion status of each listed file. It indicates any files that
could not be converted.

7 To automatically add the converted software packages to the Server Software Packages
namespace in ConsoleOne, on the Converted Server Software Packages page, select the Add
the Above Software Packages to ConsoleOne check box.

This option can save you from needing to manually add each new package to ConsoleOne.
8 Click Closeto exit the wizard.

If you selected the Add the Above Software Packages to ConsoleOne check box, the
converted software packages are automatically added to the Server Software Packages
namespace in ConsoleOne.

WARNING: If you click Cancel, the converted software package files are deleted from the hard drive
location that you specified under the New Software Packages column on the Server Software Packages
to Convert page. If you renamed a newer file to be the same name as the older file, you lose that older
file when you click Cancel.

The converted software packages can now be used by ZENworks 6.5 Server Management servers.

Using Server Software Packages to Delete Directories on Servers

262

If you want to delete certain directories from a number of different network servers (NetWare,
Windows, Linux, and Solaris), you normally do not have an automated method for performing this
task. However, if you are using ZENworks 6.5 Server Management Policy and Distribution
Services, the Server Software Packages feature of Server Management provides the capability for
you to delete specified directories from any Subscriber server’sfile system.

To automate the del etion of specified directories on multiple servers, you first set up path variables
(if necessary), create a Server Software Package in its namespace in ConsoleOne, compile the
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software package, then distribute the package using Tiered Electronic Distribution. No further user
intervention is required.

Dothefollowingin order to create asoftware package that del etes specified directorieson aserver:
1. “Setting Up Variables for Use With the Server Software Package”’ on page 263
“Creating the Server Software Package” on page 264
“Creating and Configuring the Server Software Package Component” on page 264

2

3

4. “Compiling the Server Software Package” on page 265

5. “Manually Testing that the Directories Have Been Deleted” on page 266
6

. “What's Next” on page 266

Setting Up Variables for Use With the Server Software Package

Before you create the software package, you must set up the variablesin your Subscriber objects
propertiesif you are using variables in paths (for instance, if your target servers have different
operating systems, like NetWare and Windows).

1 ldentify the directories to be deleted:

la ldentify theroot of the path, such asitsvolume name (NetWare), drive letter (Windows),
or /var/opt/novell/zenworks (for Linux and Solaris). For example, data..

1b Identify therest of the path, including the parent directory to the directoriesto be deleted,
such as \zenworks\pds\ted\dist where dist is the parent directory.

1c Identify the directoriesto be deleted, such as olddist.Distributions.ZENworks.Novell.
Theresulting full path and directory to be deleted would be:
data:\zenworks\pds\ted\dist\olddist._Distributions.ZENworks_Novell

You might have varying path elements from server to server. You should use variables as
necessary to allow for those differences (see Step 2 and Step 3).

2 In ConsoleOne, create avariable to represent data:, D:, or /var/opt/novell/zenworks for each
Subscriber where the directories to be deleted reside, such as DELETEDDIRROOT.

If you name a directory to be deleted that does not exist on atarget server, nothing is done for
that directory on that server.

You can a so define variables globally using the Tiered Electronic Distribution policy. There,
you should define the default value for avariable and allow the exceptions to be defined in
the applicable Subscriber objects’ properties.

3 InConsoleOne, create a Subscriber variableto represent where any path elementsaredifferent
for the Subscriber server.

For more information on variables, see Chapter 9, “Variables,” on page 333.
4 Repeat Step 2 and Step 3 as necessary.
5 Continue with “Creating the Server Software Package” on page 264.

Server Software Packages 263



Creating the Server Software Package

1

2

3
4
5

In the left pane in ConsoleOne where the ZENworks 6.5 Server Management snap-ins have
been installed, right-click the Server Software Packages namespace.

Click File > New > Software Package to start the Create New Server Software Package
Wizard.

Click Next.
Provide a name for the software package, such as Delete Old Directories.

Specify a path and filename for the software package template file (.spk), such as
c:\temp\del etedirs.spk.

IMPORTANT: If you save your .spk file to a network server, use a UNC path so that you still have access
to that software package file if your drive letters change.

You can also save your .spk files to a workstation or server, because the .spk file sizes do not become
large. For this particular type of software package (where you are only giving instructions for deleting
directories and are not compiling data files), the .cpk (compiled software package) version is similar in
size. Therefore, for management purposes, you might want to save these .spk files and their
corresponding .cpk files in the same location, which can be on a workstation or server.

6 Click Finish.

7 If necessary, click the plus sign to expand the Server Software Package namespaceto view the

new package.
Continue with “Creating and Configuring the Server Software Package Component” on
page 264.

Unless otherwise instructed, you should perform the stepsin the subsequent sectionsfrom the
same instance of ConsoleOne you used in the above steps, because your .spk files are
accessible from there.

Creating and Configuring the Server Software Package Component

1

Right-click the software package object that you just created and select New Component.

2 Provide aname for the component, such as Delete Directories.

© 0 N O O h~ W

If necessary, click the plus sign to expand the Server Software Package object.
Right-click the component and select Properties.

Select the Copy File tab.

Click the drop-down list button next to the Add button and select Add File Group.
Click Add.

Provide a name for the file group, such as Delete Working Directories.

In the Group Target Path field, specify the name of the variable that you created containing
the location of the directoriesto be deleted, and add any path information that is not contained
in the variable; however, do not specify the name of the directory to be deleted as part of that
path.

For example, if the location for the directories to be deleted is the same for all target servers,
specify the actual volume (NetWare) or drive (Windows) with the path information (which
can also contain variables).
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10
11

12
13

14
15
16

17

18

However, if you need to use variables because the server operating systems are different, then
specify the variable name (within the % symbols) plusthe full path (which can also contain
variables) to the directory just above the directories to be deleted. For example,
%DELETEDDIRROOT% (variable name) and % TARGET%\pds\ted\dist (full path to the
parent directory of the directories you want to delete).

IMPORTANT: When using variables, the path you provide must be the directory containing the directory
to be deleted. In Step 11 you add the actual directory names to be deleted.

Click OK to exit the dialog box.

Click the drop-down list button again and select Add Directory.

Make sure you first select the tree item under which you want to add this directory.
Click Add.

To change the name (“ Directory”) that defaultsin the tree structure to the actual directory
name that you want deleted (such as olddist.Distributions.ZENworks.Novell), edit the
directory name and press the Enter key to save the change.

If you do not pressthe Enter key, “ Directory” is displayed again. The Rename button allows
you to edit the directory name.

Click the drop-down list button next to the Copy Mode combo box, then select Delete.
Click Apply.

Repeat Step 10 through Step 15 for each directory you want this software package to delete
using this component’s file group.

You can start at Step 6 to add other file groups, or from Step 1 to add a new component. You
might want to repeat from these steps if you cannot add al of your directories to be deleted
under the file group that you created in Step 6.

When finished configuring the software package component, click OK or Close.
Using the examples from the above steps, you would have entered:
%DELETEDD IRROOT%

and

%TARGET%\pds\ted\dist

and

olddist.Distributions.ZENworks_Novell

in order to delete the directories having the following paths:

data:\zenworks\pds\ted\dist\olddist._Distributions.ZENworks_Novell
d:\zfs\zenworks\pds\ted\dist\olddist.Distributions.ZENworks.Novell

Continue with “ Compiling the Server Software Package” on page 265.

Compiling the Server Software Package

You now have a.spk file that serves as the template for what you want to delete. You need to
compilethis.spk fileinto a.cpk file.

1
2
3

Right-click the software package, such as Delete Old Directories.
Select Compile to start the Compile Software Package Wizard.
Click Next on thefirst page of the wizard.
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4 Providethe full path and filename for the .cpk file that you are generating.

IMPORTANT: Do not use the .spk extension for this filename, or your template file could be overwritten
by its compiled version if they are stored in the same location. This would prevent you from making further
edits to the software package. You can use the same filename, such as DELETEDIRS, but you should
use only the .cpk filename extension.

5 Click Next, then click Finish.
6 Continue with “Manually Testing that the Directories Have Been Deleted” on page 266.

Manually Testing that the Directories Have Been Deleted

The software package is now ready for sending as a Software Package Distribution. However, for
testing, you can manually process the software package on one of the target serversto determine
that the directories were deleted as intended.

1 On aserver where you want to delete adirectory, create adirectory that is contained in your
software package (such as olddist.Distributions.ZENworks.Novell) under
\zenworks\pds\ted\dist.

2 Copy the .cpk file (for example, deletedirs.cpk) to the ...\temp directory on that server.

3 At the server’'s ZENworks Server Management console prompt, enter the PACKAGE
PROCESS command to process the software package.

For example, if it isa NetWare server, at the ZENworks Server Management prompt you
should enter:

package process data:\temp\deletedirs.cpk

Server Management processes the package and report that it has finished processing. Check the
server’s file system to see that the ...\olddist.Distributions.ZENworks.Novell directory, or the
directories you specified, were del eted.

What's Next

After you are satisfied with the result of your test, you can distribute the deletedirs.cpk file using
Tiered Electronic Distribution to all your target Subscriber servers with your new Software
Package Distribution in order to delete directories on your Subscriber servers' file systems.
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Desktop Application Distribution

Novell® ZENworks® Server Management provides Policy and Distribution Services integration
with ZENworks 6.5 Desktop Management’s Novell Application Management.

Thefollowing sections provide information on understanding, setting up, and using theintegration
between ZENworks Server Management and ZENworks Desktop Management:

+ “Understanding Desktop Application Distributions’ on page 267

+ “Requirements’ on page 283

+ “Creating a Desktop Application Distribution” on page 284
“Rebuilding Desktop Application Distributions’ on page 291

“Cleaning Up Desktop Application Distribution Files’ on page 292
“Sending Desktop Application Distributions Tree-To-Tree” on page 293

*

*

*

Understanding Desktop Application Distributions

Server Management allows you to solve geographic, workload, and redundancy issues for
applications distributed by Novell Application Launcher™ that might otherwise require much of
your timein manual configuration work in Desktop Management. Review the following sections
to see how Server Management can help you to automate much of your desktop application work.

+ “The Purpose of Desktop Application Distributions’ on page 267
+ “Distributed Application Issues’ on page 269

* “Miscellaneous Issues’ on page 281

The Purpose of Desktop Application Distributions
+ “Applications in Desktop Management” on page 267
+ “Distributed Applicationsin Server Management” on page 268

Applications in Desktop Management

In Desktop Management, you can create Application objects so that users or workstations can
receive their applications through Novell Application Launcher. An Application object contains
pointers to the files belonging to the application, and also contains configuration parameters for
how the application is to installed and configured on the desktop.

In Desktop Management, the files belonging to an application can exist on any server, and the
related Application object can exist anywhere in the tree. Therefore, for aworkstation to receive
an application through Novell Application Launcher, the application’s files are copied from a
server and installed on the workstation.
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However, problems can arise for the Desktop Management administrator, such as:

+ Network Traffic: Many users or workstations can create heavy network traffic (especially
across sower WAN links) to obtain their applications

To address the geographic issue of heavy network traffic, if you use only Desktop
Management, you would need to do alot of manual work. You would have to re-create and
custom-configure the Application objects multiple times and copy their filesto the various
servers that would locally service their workstations.

+ L ocal Application Access. Usersneed local accessto their applications no matter wherethey
connect to their network

You must manually create duplicate Application objects and create asitelist in each copy of
the Application object.

For more information on site lists, see “ Setting Up Site Lists” in the Novell ZENworks 6.5
Desktop Management Administration Guide.

+ Server Overload: A server loaded with various application files can be over-worked to
service al of its workstations

If you use only Desktop Management, you can configure Load Balancing (sharing the
distribution workload between servers) in an Application object to address a server overload
condition by having multiple servers being able to perform the same service. However, you
would need to do alot of manual work to use this feature.

+ Server Redundancy: If aserver loaded with various application files goes down, its
workstations cannot receive those applications

If you use only Desktop Management, you can configure Fault Tolerance (server redundancy)
inan Application object to address the situation where a server goes down by having multiple
backup servers listed in the Application object. However, you would need to do alot of
manual work to use this feature.

Server Management provides solutions to resolve these geographic and manual work issues. To
see how, continue with “Distributed Applications in Server Management” on page 268.

Distributed Applications in Server Management

Server Management provides aDesktop A pplication Distribution that allowsyou to minimizeyour
network traffic, local application access, server bandwidth, and redundancy issueswith less effort
on your part.

For example:

+ Network Traffic: Create a Desktop Application Distribution that contains your applications,
then the Subscribersin each of your geographic areas createlocal copies of these applications.
There, Novell Application Launcher can use theselocal applicationsto service the Subscriber
server’s users and workstations.

+ Local Application Access: After creating and sending a Desktop Application Distribution,
link up site lists so that users who travel between geographic locations can have local access
to their applications.

For information on how Server Management sets up site lists, see Step 13 on page 290.

+ Server Overload: Through the Load Balancing feature, you can utilize multiple servers to
service alarge number of users or workstations via Novell Application Launcher. Simply use
a common working context for each of the servers receiving the Desktop Application
Distribution. Then, you have multiple servers available for load balancing.
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IMPORTANT: Load balancing is concerned with access to the source paths on Subscriber servers, not
with access to the distributed Application objects.

Server Redundancy: Through the Fault Tolerance feature, you can have redundancy when
servers go down by having other servers equally able to service your users and workstations
viaNovell Application Launcher. Simply use a common working context for each of the
servers receiving the Desktop Application Distribution. Then, you have multiple servers
available for fault tolerance.

IMPORTANT: Fault tolerance is concerned with access to the source paths on Subscriber servers, not
with access to the distributed Application objects.

To do these things, you simply need to:

1
2.

4.

Create one Desktop Application Distribution for an application, or group of applications.
Send the Distribution to multiple servers.

Server Management automatically configures the application according to each server’'s
environment.

Manually assign the necessary users or workstations to the groupsthat are associated with the
new Application objects.

Click one button to link up the site lists.

Each server then has:

*

*

Its own copy of an application’sfiles onitsfile system
Access to the Application object pointing to those files

The Application object is used to install the application on the workstations through Novell
Application Launcher.

The Distribution process automatically does the multiple Application object creation, custom
configuration, and file-copying work.

To further understand how Server Management can resolve these issues, continue with
“Distributed Application Issues’ on page 269.

Distributed Application Issues

When sending a Desktop Application Distribution, some content in an Application object is kept,
someis not kept, and some is modified. The following sections explain this:

*

*

*

“Understanding Golden and Distributed Application Objects’ on page 270
“Maintaining a Golden Application’s Attributes’ on page 270
“Maintaining Associations When Distributing Objects’ on page 272
“Maintaining Application File Rights’ on page 273

“Subscriber Working Context Conflicts’ on page 274

“Maintaining Source Paths’ on page 275
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Understanding Golden and Distributed Application Objects

When you create a Desktop Application Distribution, you select an application object to be
distributed. In Server Management, this is known as the “golden” Application object. All of the
Application objects that are created by the Distribution are referred to as the “distributed”
Application objects.

Uniqueness of Golden Applications

Asan administrator, you should keep track of which objects are golden Application objectsfor the
Distributions, because Application objects themselves do not have any visual designation in
ConsoleOne® to identify them as such.

Because normal Desktop Management activity associated with Application objects can cause the
object’sinternal revision number to change, unnecessary deltas of a Distribution could betriggered
and sent. For example, a Distribution rebuild could be triggered by a ssimple change in a User
Group object that is associated with an application contained within the Distribution, which
information is not even transferred to the distributed applications. Therefore, your golden
Applications should not be used by users or workstations.

We recommend that you keep your golden Application objects in a unique Novell eDirectory™
context and associate users and workstationsto only the distributed Application objects. For more
information, see “ Rebuilding Desktop Application Distributions” on page 291.

Synchronizing Golden and Distributed Applications

When aDistributionisrebuilt and resent, all distributed A pplication objectsare synchronized with
the golden Application object. In other words, if you make important changesin a distributed
Application object, but not the golden Application object, then you rebuild and send the
Distribution again, you could lose your changes, because the Distribution only uses the content in
the golden Application object to update the distributed objects. Therefore, the golden Application
objects are the only objects that you should modify when you want to re-send the Distribution.

However, you can make changes to distributed A pplication objects that will not be overwritten, if
those changes arein the attributes that are not normally overwritten by are-sent Distribution. This
is explained in the next section.

Continue with “Maintaining a Golden Application’s Attributes’ on page 270.

Maintaining a Golden Application’s Attributes

270

Server Management distributes most attributesthat exist in agolden Application object, but not all
of them. Therefore, various outcomes can occur for the attributes contained in distributed
Application objects any time a Distribution is rebuilt.

The following sections provide information on when attributes are or are not distributed:
* “Attributes Distributed” on page 271
+ “Attributes Not Distributed” on page 271
* “Attributes Sent Only Once” on page 271
+ “Attributes Modified” on page 272
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Attributes Distributed

If they can be modified in ConsoleOne, al attributes not listed in the following three sections are
distributed asthey exist in the golden Application object. These attributes are read from the golden
Application object when building the Distribution and are sent every time Server Management
creates or updates the distributed Application object.

All attributes contained in agolden A pplication object, not just the updated attributes, are updated
in the distributed Application objects when a Distribution is rebuilt, sent, and extracted. This
means that al distributed Application objects are kept in sync with their golden applications,
except as noted in the next three sections.

Attributes Not Distributed

The following attributes (listed by eDirectory attribute name) are never read by the Distribution
building process, and are not populated by Server Management in the distributed Application
object:

Attribute Name Location in the Application Object’s Properties

App:FS Rights Path Common tab > File Rights subtab > Path column.

App:FS Rights Volume Common tab > File Rights subtab > Volume column.

App:Printer Ports Common tab > Drives/Ports subtab > Ports to be Captured list box.

Thislist includes only those attributes that you can modify in ConsoleOne.

Attributes Sent Only Once

Thefollowing attribute (listed by eDirectory attribute name) is sent only onceto provide aninitial
contact list:

Attribute Name Location in the Application Object’s Properties

App:Contacts Identification tab > Contacts subtab.

Thisattributeisnot updated by any subsequent Distribution updates. This prevents changesto this
attribute in the distributed Application object from being overwritten by an original or updated
contacts list in the golden Application object.

This attribute can be modified in ConsoleOne.
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Attributes Modified

Thefollowing attributes (listed by eDirectory attribute name) are read from the golden Application
object when the Distribution is built, but are modified to fit the Application object’s new
environment when the distributed Application object is created in the target server’s working

context:

Attribute Name

Location in the Application Object’s Properties

ACL

NDS Rights tab > Trustees of This Object subtab.

App:Alt Back Link

Fault Tolerance tab > Remote Alternate App subtab.

App:Associations

Associations tab.

App:Back Link

Run Options tab > Application Dependencies subtab > Show Chain button.

App:Fault Tolerance

Fault Tolerance tab > Fault Tolerance subtab.

App:Load Balancing

Fault Tolerance tab > Load Balancing subtab.

App:Site List

Distribution tab > Link Up Site List button (which only displays if the Server
Management snap-ins are installed in ConsoleOne). For how and why to use
this button, see Step 13 on page 290.

Application GUID

Distribution Options tab > Options subtab > GUID field.

creatorsName

Listed on the Other tab (you must click Show Read Only to view).

modifiersName

Other tab (you must click Show Read Only to view).

Object Class

Listed on the Other tab.

Revision

Listed on the Other tab (you must click Show Read Only to view).

Used By

Listed on the Other tab (you must click Show Read Only to view).

Thislist includes only those attributes that you can modify in ConsoleOne, and they are only
displayed in an Application object when needed to define the application.

Continue with “ Maintaining Associations When Distributing Objects’ on page 272.

Maintaining Associations When Distributing Objects

272

When configuring a Desktop Application Distribution, you can specify to maintain associations.
This means that you want attribute associations set in the golden Application object to be
maintained in the distributed Application object that is created by the Distribution.

The Desktop Application Distribution requires some manual processes, such as adding the
applicable users or workstations to the distributed Application object, which is empty of this
information in Desktop Application Distribution object. This is because users and workstations
can be different for each server receiving a distributed application.
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If you select the Maintain Associations option, then attribute associations are handled in the
following ways:

+ Maintained: User Group, Workstation Group, Organization, and Organizational Unit
objects.

These are trusted groups and containers (within the source root container). They are
maintained in the following manner:

+ Created New: Group and container objects, if they do not exist.

You need to manually populate them with the users and workstations who need the
distributed applications.

+ Not Overwritten: Group and container objects, if they already exist.

If group and container objects already exist and have been assigned to the distributed
Application object, those settings are not overwritten, because they could already be
populated with the users and workstations that need to use the distributed applications. If
you want to add other users or workstations to existing groups or containers, you must
add them manually.

+ Not Created: User and Workstation objects.

You can add the applicable users and workstations to the distributed Application objects after
the Distribution has been extracted.

The Maintain Associations option isrequired when you distribute chained application information
and folders. Thisis explained under “ Chained Applicationsin Distributions” on page 281.

Continue with “Maintaining Application File Rights” on page 273.

Maintaining Application File Rights

Filerightsthat you set in agolden Application object are not passed to the distributed Application
objects, because file locations vary from server to server and cannot be anticipated.

The Desktop Application Distribution requires some manual processes, such as adding additional
rights for file access. These processes are in addition to the minimums set by ZENworks when
creating a distributed Application object. (The minimum rights might be enough for most
applications.)

Review the following sections to understand how file rights are handled in Desktop Application
Distributions:

+ “File Rights Are Not Distributed” on page 273

+ “File Rights and Groups’ on page 274

+ “Chained Applications and File Rights’ on page 274

* “Setting File Rights” on page 274

* “Setting Trustees and Shares Instead of File Rights’” on page 274

File Rights Are Not Distributed

File rights that are explicitly assigned in the Application object using the Rights to Files and
Folders tab are not transferred, but are reset to the minimum necessary (Read and File Scan) for
users to use the distributed applications. They are set when the distributed Application object is
both created and then associated to a container or group.
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File rights assigned in the Common > File Rights tab in the Application object are also not
distributed.

You can later grant additional rights on these tabs in the distributed Application object and
ZENworks does not remove or replace them.

File Rights and Groups

If auser or workstation is a member of a group that is distributed in the Desktop Application
Distribution, then individua file rights for the user or workstation do not need to be set. The user
or workstation obtains its rights to the application by virtue of its membership in the group.

Chained Applications and File Rights

If achained application is used, all applicationsin the chain that require rightsto a directory must
be associated to a user or workstation group or a container in the golden Application’stree
structure, because individual user or workstation objects’ rights are not maintained in distributed
Application objects.

Setting File Rights

To provide the Read and Write access rights to the files belonging to the chained application, in
the Rights to Files and Folders tab in the User or Workstation Group object, assign the file rights.

Setting Trustees and Shares Instead of File Rights

Server Management does not set individual rights on filesfor NetWare®—only trustees are set on
the directories that contain the files, and rights are aways Read and File Scan. Therefore, on
NetWare servers you should grant users Read rights to the directory where the application’s files
are distributed. For example, if you have the files copied to the \apps directory, users would need
Read rights to the \apps directory in order to use the application whose files were copied there.

Server Management also does not set file rightsin Windows. Therefore, you should set up
individual shares for usersto have access to the application’s distributed files.

Continue with “ Subscriber Working Context Conflicts” on page 274.

Subscriber Working Context Conflicts

Whether your Subscribersall use the same working context or a unique working context depends
on your application distribution design needs. You might have al of the Subscribers who receive
a Desktop Application Distribution use the same working context if you want |oad balancing or
fault tolerance to be used. For more information, see “ The Purpose of Desktop Application
Distributions’ on page 267.

Where there are multiple Subscribers using the same working context, an eDirectory collision is
possible. In other words, multiple Subscribers cannot extract their copies of the same Desktop
Application Distribution at the same time to the same working context in the tree.

For example, if two Subscribers extract an application at the same moment and create an
Application object in two different eDirectory replicas, this causes a problem in eDirectory
synchronization. When eDirectory finds the two different objects, but with the same name and the
same timestamp in the two different replicas, eDirectory resolves this by renaming one of the
objects by appending a number to the collision object’s name (for details, see Technical
Information Document 10062001 (http://support.novell.com/cgi-bin/search/searchtid.cgi ?/
10062001.htm)).
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If you use the same working context for agroup of Subscribers, then you must make surethat each
Subscriber’s Extract schedule fires at a different time, allowing enough time between these
schedules for extraction to be completed by a Subscriber before the next Subscriber begins
extracting.

If you have each Subscriber use a unique working context, all Subscribers can then extract their
copies of the same Desktop Application Distribution at the sametime, and no eDirectory collisions
occur.

If aDistribution is set to extract immediately, the same scenario can exist.

Continue with “Maintaining Source Paths’ on page 275.

Maintaining Source Paths

Many applications require supporting files, and the paths to those source files must be established
in the Application objects in Desktop Management. Thisis known as the “ source path.”

This section appliesto Desktop Application Distributions containing Application objects that use
source paths. For applications that require only an executable file (such as notepad.exe), source
paths are not required in their Application objects.

Review the following sections to understand how source paths are used in Desktop Application
Distributions:

+ “Source Path Usage in Server Management” on page 276

+ “Purpose of the SOURCE_PATH Macro” on page 278

+ “How the SOURCE_PATH Macro's Values Are Interpreted” on page 279
+ “MSI Applications and Source Paths” on page 279

+ “Defining aVariable in Server Management” on page 279

+ “Using the Source Path Option in the Distribution” on page 280
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Source Path Usage in Server Management

To show what happens with the attribute between the golden and distributed A pplication objects
during the Desktop Application Distribution process, the following table lists where you can find
and configure source pathsin ConsoleOne, their purposes, how these locations are popul ated, and

their distribution status.

How Populated

Distribution Information

Source Path Name Location in the Purpose

(Type) Application Object

SOURCE_PATH Distribution Provides path resolution
(macro?) Options > from the SOURCE_PATH

Application Files> macro.
Source column

From the
SOURCE_PATH
macro.

This is distributed for each application
file listed under the Name column that
uses it.

SOURCE_PATH Common > Defines a source path (in
(macro) Macros > Name the Value column) to be
column used by the Application
object.

From entries that
you make on this
page when the
distributed
Application

object is created.

This is distributed with modifications
to fit the Subscriber’s environment. If
itis changed in the golden Application
object, it is updated in the distributed
Application object with the necessary
modifications.

This source path on the golden
Application object should be kept
stable, in order to avoid Novell
Application Launcher distribution
problems.
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Source Path Name Location in the
(Type) Application Object

Purpose How Populated

Distribution Information

Package Source Common >
List (box) Sources

Provides a list of source From the
paths for the Load SOURCE_PATH
Balancing and Fault macro, from

each Subscriber
using the same
working context
thatreceives and
extracts the
Distribution, and
from any entries
you make using
the Add button.

Tolerance properties to
use.

Only the SOURCE_PATH macro’s
entry is duplicated by Server
Management using the long (DNS)
version of the path.

The listed source paths must be
either valid UNC paths or variables
that resolve to valid UNC paths.

Each listed source path points to a
complete set of the application’s files
that are located on the Distributor
server’s file system. (The Distributor
cannot gather its Desktop Application
Distribution’s files from other
servers.) These actual source files
pointed to by the source paths are
overwritten every time the
Distribution is rebuilt and sent again.

This field on the distributed
Application object is cumulative, and
is not overwritten when the
Distribution is re-sent. Its entries
come from selecting Load Balancing
or Fault Tolerance for the Subscribers
receiving the Distribution that use the
same working context, or your use of
the Add button on the distributed
Application object. However, if you
make a change to the
SOURCE_PATH macro in the golden
Application object, that source path is
updated in this list box and is inserted
first in the list. The previous source
path is not replaced, but is left in the
list. It is no longer valid, and you can
delete it.

Source List (box) Fault Tolerance >
Fault Tolerance

Provides a list of servers From each

that can provide Subscriber using

redundancy in case a the same

server being used for working context

Novell Application thatreceivesand

Launcher work goes down. extracts the
Distribution.

All source paths listed must
point to identical
application file sets;
otherwise, the distributed
applications can fail to be
created correctly.

This information is not distributed
from the golden Application object.
You must populate this field by
sending the Distribution to multiple
Subscribers that are using the same
working context.
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Source Path Name Location in the Purpose How Populated Distribution Information
(Type) Application Object

Source List (box) Fault Tolerance > Provides a list of servers From each This information is not distributed
Load Balancing that can provide load Subscriberusing from the golden Application object.
balancing among them for  the same You must populate this field by
doing Novell Application working context  sending the Distribution to multiple
Launcher work. thatreceivesand Subscribers that are using the same

) extracts the working context.
All source paths listed must  pistribution.

point to identical
application file sets;
otherwise, the distributed
applications can fail to be
created correctly.

LA “macro” in Desktop Management has the same functionality asa“variable” in Server
Management.

Purpose of the SOURCE_PATH Macro

The SOURCE_PATH macro defines the source path in an Application object to where its
application’s files reside on the Distributor server’sfile system. Thisis where the Distributor
accesses the application files for building the Desktop Application Distribution.

The SOURCE_PATH macro’s value is used to create the location on the Subscriber server’sfile
system where those application files are to be placed by the Subscriber when it creates the
distributed Application object.

The information in the value of the SOURCE_PATH macro includes:

+ Server identification (the Distributor server) in either the server name, | P address, or full DNS
name

+ Volume or drive on the Distributor server
+ User-defined path information (if provided in the wizard)
+ Application path information (selected in the wizard)
Some examples:
serverl._novell.com\sys\apps\acrobat
serverl._novell.com\n\apps\acrobat
Thisisresolved to avalid UNC path, such as:
\\serverl\sys\apps\acrobat

If you include a macro (or variable) within the value of the SOURCE_PATH macro, Server
Management does not resolve that embedded information. Server Management only resolves the
SOURCE_PATH macro’'s value to avalid UNC path.

Mapped drive letters can also be used if aglobal policy variable is defined.
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How the SOURCE_PATH Macro’s Values Are Interpreted

Tiered Electronic Distribution searches variables to find a match with the golden Application
object’s source path. For example, if the source path in the golden Application object is
n:\apps\acrobat, the following order is searched to find a match:

n:\
N:\
n:
N:
n
N

However, if the golden Application object’s source path is N:\apps\acrobat, the following order is
searched to find a match:

N:\
n:\
N:

n:
N
n

MSI Applications and Source Paths

The.mst files can be entered (on the M S| > Transforms tab) without specifying the file'sfull path,
because Server Management uses the source path defined for the Application object to find these
fileswhen building the Desktop Application Distribution. However, thisisonly truewhen the .mst
files arein the same directory asthe M Sl file.

Defining a Variable in Server Management

Historically, mapped drives have been embedded into an Application object as a means of
launching that application from amapped drive on the desktop. Server Management uses variables
to distribute applications that use drive mappings.

Because volume names and mapped drivesfor the Distributor and all of the Subscribers receiving
the Distribution can be different, variables allow you to identify these locations with a value that
isinterpreted by the Distributor and each Subscriber.

You can define variables globally and individualy:

+ Globally using the Tiered Electronic Distribution policy in the Service L ocation
Package

Variables defined in the Tiered Electronic Distribution policy (Service Location Package) are
available to all Subscriber objects associated with the policy, such as associating the policy
package to the parent containers of the Subscriber objects. For the policy to be in effect for
each Subscriber, make sure on the Variables property page that the Include Policy check box
is selected.

Thepolicy package must a so be associated with the parent container of the Distributor object.
The variable definition in the policy ensures that the Distributor knows where to gather the
application files from.

If both the Distributor and Subscribers use the same variable value, then only one Tiered
Electronic Distribution policy is needed, and you can associate its Service Location Package
to the parent containers of both the Distributor and the Subscribers.
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For example, the mapped drive source path for a golden Application object is
n:\applications\acrobat and you want n: to represent the sys:\public directory on the
Distributor server. To create the variable, in the Tiered Electronic Distribution policy select
the Variables tab, then enter the n: for the variable and sys:\public for its value. Then, the
Distributor can find the \applications\acrobat directory on its sys: volume when it needs to
build the Distribution.

For more information on this policy, see” Tiered Electronic Distribution” on page 206.
+ |ndividually in each target Subscriber’s properties

You can define avariable for any Subscriber object. This definition overrides the same
variableif itis defined in a Tiered Electronic Distribution policy that the Subscriber is
associated with.

Thisisuseful for when the Subscriber server’s volume name or mapped driveisdifferent than
the Distributor server’'s (so they can’t use the same Tiered Electronic Distribution policy), or
you have a variety in volume names or mapped drives among the Subscribers receiving the
Distribution.

For information on how to define variables on Subscribers, see “ Defining a Variable” on
page 339.

Using the Source Path Option in the Distribution

If agolden Application object uses mapped drives, enable the K eep the Same Source Pathsfor the
Replicated Objects option when running the Desktop Application Distribution Wizard. Enabling
this option causes the Distribution to retain golden application source paths for when a mapped
drive designation must be used by the application that is distributed. The value of the mapped drive
determines where the application files are copied.

If the golden application source paths are mapped drives, but you want the distributed applications
to use aUNC path according to the extraction directory, then you do not need to select this option,
but you must definethe Tiered Electronic Distribution policy in the Service L ocation Package with
variables defined for the mapped drives. This package must be associated to the Distributor with
the variable defined in order for the Distribution build to work. It should also be associated with

containers for the Subscriber objects, or any container above them, if they have the same drive

mappings.
Key points about this option:

+ |f agolden Application object’s Package Source List box contains a mapped drive, you must
enabl e the Keep the Same Source Paths for the Replicated Objects option. The mapped drive
letter istreated like a variable that needs to be resolved on both the Distributor and Subscriber
to complete the valid UNC path.

+ |f agolden Application object’s Package Source List box contains a drive mapping that is
local to a server other than the Distributor server, no application files can be gathered or
distributed, because al files to be included in the Distribution must be contained on the
Distributor server’sfile system.

+ Enabling this option affects all Application objectsin the Distribution, including chained
applications. Therefore, al mapped drive properties for each of the Application objects
included in the Distribution are distributed to keep their golden application source paths, and
each application and chained application must have mapped drives for the source path.

+ |f you select thisoption, only the Application object’s Default Directory Path isused, because
the Application Destination Directory Path field in the next wizard page is disabled.
Therefore, you cannot change the path.
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+ When you select thisoption, or if you leaveit unselected, that choice becomes the permanent
use of this option for the Distribution. Thisis done to prevent problems that can occur from
alternating between using and not using an Application object’s mapped drives.

+ For chained applications, source paths are treated the same for al chained applications asthey
arefor the first application that the others are chained to.

Miscellaneous Issues
+ “Application Dependencies and Requirements’ on page 281

*

“Chained Applicationsin Distributions’ on page 281

*

“Extended Charactersin Directory Paths’ on page 282

*

“Treeto Tree Distributions” on page 282
“Site Distribution Objects’ on page 283

*

Application Dependencies and Requirements

Dependencies and requirements can be confusing with regard to the distribution of attributes:

+ Dependency: An application dependency, such as a chained application, isupdated in a
distributed Application object when the Distribution is rebuilt, sent, and extracted.

To view application dependencies: in the properties of an Application object, click Run
Options > Application Dependencies.

+ System Requirement: A system requirement, such asan operating system for the application
to run on, is updated in adistributed Application object when the Distribution is rebuilt, sent,
and extracted.

To view system requirements: in the properties of an Application object, click Availability >
Distribution Rules.

One exception is that an application requirement is not updated in adistributed Application
object when the Distribution is rebuilt, sent, and extracted. Instead, we recommend using
application dependencies.

Chained Applications in Distributions

If multiple applications contain the same chained application, the application’s files are only
contained once in the Distribution. This reduces the Distribution’s file size.

For example, if you distribute several icons (each its own Application object) that each require an
office software suite, that suite software is only included once in the Distribution.

If your Desktop Application Distribution has chained applications, you must enable the Maintain
Associations option when configuring the Distribution.

Chained applicationsin Distributions are only available in ZENworks for Desktops 4.x and later.

For more information on understanding and setting up chained applications, see “ Advanced
Distribution: Configuring Application Dependencies and Chains’ in the Novell ZENworks 6.5
Desktop Management Administration Guide.
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Extended Characters in Directory Paths

If extended characters (such as &, &, 1, or i) exist in the path to the fil filesfor an AOT Application
object, you must define a code page variable for both the Distributor and its Subscribers.

The code page variable is necessary for the Distributor so that it can gather the applications files
from its file system when it builds the Distribution, and it is necessary for the Subscribers so that
they can successfully copy the application files from the Distribution to their file systems. In other
words, the code pages used by the Distributor and Subscribers must contain the extended
characters used in the paths contained in the Distribution.

To create the code page variable:

1 Determine the code page used by ConsoleOne for the international characters to be used in
the Distribution.

The code page must come from the workstation used to create the golden Application objects
that have extended charactersin the pathsto their AOT files.

You can use the encoding.cmd utility included in the \codepageutility directory on the
ZENworks 6.5 Companion 2 CD to determine the necessary code page. I nstructions on how
to use this utility are contained in the readme.doc file included in the \codepageutility
directory.

In ConsoleOne, create a Service Location Package and access its properties.
Click the Tiered Electronic Distribution policy to enable it, then click Properties.
Add the following variable in the policy: CODE_PAGE.

a b 0N

Enter the desired code page as the variable's value.

For example, Cp1252.

Code page values are case-sensitive.

6 Click OK to savethe policy.

7 Associate the policy package to the container of the Distributor object.
8 To provide Subscribers access to the code page, do one of the following:

+ Associate the policy package to the container of the Subscriber objects receiving the
Distribution.

This causes the variable to be available for use by the Subscribers, providing accessto
the code page.

+ Definethe same code page variable (asin Step 4 and Step 5) in each Subscriber object’s
properties.

This provides Subscribers access to the code page.
9 Rebuild the Distribution, if it has aready been created.

Tree to Tree Distributions

You can send Desktop Application Distributions to other trees. However, ZENworks 6.5 or 6.5
SP1 Distributions cannot be sent to ZENworks for Servers 3.0.2 Subscribers because of new
schema extensions for ZENworks 6.5 and | ater.
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Site Distribution Objects

ZENworks 6.5 Server Management does not use a Site Distribution object. Previous versions of
ZENworks might have used Site Distribution objects with this Distribution type.

Requirements

The following requirements must be met before creating and sending Desktop Application
Distributions using Tiered Electronic Distribution:

a

a

Desktop Application Distributions can be sent to only NetWare and Windows servers. This
Distribution type is not supported on Solaris servers.

In order to use Novell Application Management with ZENworks 6.5 Server Management, you
must have ZENworks for Desktops 4.01 or ZENworks 6.5 Desktop Management installed.
Chained applications in Desktop Application Distributions are only supported in ZENworks
for Desktops 4.01 and later.

Desktop Management and Server Management must both be installed to the same tree,
including their respective schema extensions.

For golden Application objects to be functional in a Desktop Application Distribution, the
snap-ins for both Server Management and Desktop Management must beinstalled in
ConsoleOne.

Make sure all of the associations in the golden Application object are in the source root
context or below.

IMPORTANT: If even one of your associations is outside the source root context, the Distributor fails to
build the Distribution.

For Windows and Linux servers, you must have a shared location established for extracting
the Distribution’sfiles, where al users can have access to those files.

The source path must point to application filesthat are located on the Distributor server’sfile
system, because the Distributor cannot gather files from other servers' file systems.

If the Package Source List box contains alocal drive mapping, no application files are
gathered or distributed.

If the Package Source List box contains a mapped drive, Keep the Same Source Paths for
Replicated Objects must be selected. The drive letter istreated like avariable that needsto be
resolved on both the Distributor and Subscriber to complete avalid UNC path.

Use apolicy to define the variables on a Distributor. On the Subscriber you can use either the
variable list in the Subscriber object, or apolicy that is associated to the container where the
Subscriber object resides.

The Subscriber object must have the Working Context attribute defined. Thisisthe eDirectory
context where the Subscriber creates the objects related to the Desktop Application
Distributions that it receives.

Multiple Subscribers can use the same working context if you intend to use them for load
balancing or fault tolerance.

If extended characters (such as &, &, 1, or i) exist in the path to the fil filesfor an AOT
Application object, you must define acode page variable for the Distributor and Subscribers.
For more information, see “ Extended Characters in Directory Paths” on page 282.
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Creating a Desktop Application Distribution

*

*

“Understanding the Desktop Application Distribution Wizard” on page 284
“Creating the Distribution” on page 284

Understanding the Desktop Application Distribution Wizard

ZENworks uses Tiered Electronic Distribution to distribute Application objects to other locations
in the same tree or other trees. Using a Desktop Application Distribution, the original files
associated with the applications are copied to the appropriate server locations where they can be
used to locally service user groups and workstation groups associated with the distributed
Application objects.

To distribute applications, you use the Server Management Desktop Application Distribution
Wizard to configure the Distribution. Thisincludes:

*

*

*

*

*

*

Determining the destination’s tree context

Determining whether to maintain the associations between user/workstation groups or
containers and the applications

Determining whether to have automated load balancing or fault tolerance
Determining how to trigger rebuilds of the Distribution

Selecting the applications

Determining the file copying paths

To create a Desktop Application Distribution using the wizard, continue with “ Creating the
Distribution” on page 284.

Creating the Distribution

IMPORTANT: You can also perform these step in iManager instead of running this wizard in ConsoleOne.
Instructions are contained in the context-sensitive help in iManager.

1

2

3

Fulfill all of the requirementslisted under “ Requirements’ on page 283, including creation of
acode page variable if necessary.

In ConsoleOne, right-click the container where you want the Distribution object located, click
New, click Object, select TED Distribution, then click OK.

Provide a name for the Distribution.

IMPORTANT: Periods (.) are not allowed in Distribution names. Instead, use dashes (-) or underscores
(L) as word separators. If you use a period in the Distribution name, the Distribution is not sent, and the
Distributor is not reloaded after it has been exited.

To give aDistributor ownership of the Distribution, browse and select the Distributor object,
click Define Additional Properties, then click OK.

The Distribution object’s properties are displayed.
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5 Select the General tab and fill in the Settings fields:

Active: Required. In order to make a Distribution available to Subscribers, it needsto be
active.

Use Digests: Digests are used by Distributors and Subscribers to verify that Distributions
have not been tampered with whilein transit. The digest provides an MD5 checksum for the
Subscriber to compare.

Digests aso detect corruption in a Distribution’s package. If corruption is present, the
Subscriber renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is
rebuilt and sent the next time the Channel’s schedule fires.

Encrypt: You can have the Distribution encrypted if you are sending it across non-secured
connections. Encryption provides security for the Distribution during transit between the
Distributor and Subscriber when they are not within the same firewall. Select either Strong or
Weak encryption.

You must also have NICI 2.6.4 or later installed to each of these serversfor encryption towork
(see“Installing NICI 2.6.4” on page 52). Older versions of NICI are not compatible with
version 2.6.4 or later.

Maximum Revisions. This number helpsyouto control disk space usage by determining how
many versions of a particular Distribution are kept in the Distributors and Subscribers
working directories. The default is 10. Select Limited and enter a number.

Increasethe number if dataischanging often and the changesare minimal (smaller deltafiles).
Decrease the number if datais not changing very often, or if asignificant amount of datais
changing (larger deltafiles).

The following e-mail options are available if you set a maximum number. If you select
Unlimited, these options are dimmed.

¢ Approaching Maximum Revision Email Notification List: Containsthe e-mail
addresses of anyone who isto be notified when a Distribution is approaching the
maximum revisions set in the Maximum revisions field. Here, you can either remove a
single or all displayed addresses.

¢+ Email Address(Maximum Revision Natification): You can add e-mail addressesto the
list in Approaching maximum revision email notification list. Just enter an e-mail address
and click Add and it is displayed in the listing.

+ Send Natifications When Distribution Revision Is____ or Less of Reaching
Maximum Revisions: Enter anumber to indicate how close“ approaching” is. When the
current revision number of Distribution plus this number equal the maximum revisions,
an SMTP netification is sent to the listed addressees.

SMTP must be configured and its e-mail server address listed in the next field.

+ Email Server Address: The SMTP server used to send the e-mail notifications. For
example, mail.novell.com.

For information on configuring SMTP e-mail notifications, see“SMTP Host” on
page 205.

Priority: You can give the Distribution apriority that determines how it is sent in relation to
other Distributions. A High priority meansit is sent before Medium or Low priority
Distributions.

Distributor: Displaysthe DN of the Distributor object that builds and sendsthis Distribution.
You selected the Distributor when you created the Distribution object.
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Description: Provide useful details about the Distribution, such as the name of the desktop
application, the files and directories it contains, intended user groups, and so on.

6 Click General > Restrictions.

You can select whether to have platform restrictions for the Distribution itself. Thisisnot a
restriction for the distributed A pplication object.

No Restrictions. Thisoption isselected by default. To determine platform restrictions, select
this option to disable it, then select the check boxes corresponding to the platforms you want
to receive this Distribution.

Platforms with check boxes not selected cannot receive the Distribution. In other words, you
restrict sending to a platform by deselecting the No Restrictions option and not selecting the
platform.

The available options are:

No Restrictions

NetWare All

NetWare 4.x (earlier versions of ZfS supported these platforms)
NetWare 5.0 (earlier versions of ZfS supported this platform)
NetWare 5.1

NetWare 5.x (earlier versions of ZfS supported these platforms)
NetWare 6.x

Windows Server

No Restrictions means that the Distribution can be sent to any of these platforms.
If you select NetWare All, you do not need to select any of theindividual NetWare platforms.

7 Select the Typetab, select Desktop Application in the Select Type drop-down box, then click
Setup.

The Desktop Application Distribution Wizard is started. iManager providesits own interface
in place of thiswizard.

You can a so start thiswizard from the Desktop Application Agent properties page by clicking
Modify.

7a Click Next after reading the introductory information.
7b Fill inthefields, then click Next.

Maintain Source Tree Structure: Duplicates the source tre€’s structure at the
destination’slocation (thetarget Subscriber’ sworking context) for placing the distributed
Application objects. If you are selecting chained applications, you must select this option.

For more information, see “Maintaining Source Paths’ on page 275.

Source Root Context: Select acontainer to be used as the root container for the golden
Application objects to be distributed. You should select golden Application objects only
from this root container and its subordinate containers.

Maintain Associations: Distributes the associated groups or containers at the target
location if they do not exist. However, users or workstations contained in the groups or
containers in the source location are not distributed.

For more information, see “Maintaining Associations When Distributing Objects” on
page 272.

You must enable this option if you have chained applications in the Distribution. For
more information, see “ Chained Applications in Distributions’ on page 281.
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IMPORTANT: Rights previously set in the associated user/workstation groups or containers that
are maintained are not distributed, but set to the minimum necessary in the distributed groups or
containers so that users can use the applications.

Overwrite Existing Target Folder Object Attributes: When selected, this check box
causes existing target folder objects to be overwritten with the relevant content of the
source folder objects, meaning all previous folder associations for the application are
replaced by the new folder associations. (Thisisthe default function in ZENworks 6.5
SP1 and earlier for how folder objects are handled.)

(ZENworks 6.5 SP2 only) To retain previousfolder associations while adding new folder
associations, deselect this option.

Always Replicate Association Flags: Causes the launch configuration flags for each
group or container associated with the golden Application object to be replicated with
each distributed application.

L oad Balance and Fault Tolerance Support: Choose whether to use automated |oad
balancing, fault tolerance, or neither:

+ Load Balance: Automates spreading server workloads over the servers being used
for the Desktop Application Distributions. The functionality of fault tolerance
(redundancy) is automatically accomplished through load balancing.

+ Fault Tolerance: Allowsaserver being used for Desktop Application Distributions
to assume the distribution duties of another server that goes down. Fault Tolerance
does not provide load balancing.

+ None: Neither optionis applied. You must individually configure each distributed
Application object for load balancing or fault tolerance, if you want that support on
anindividual basis.

For these two features to work:

¢ Multiple Subscribers receiving the Distribution must be using the same working
context

¢ The User Source List button must be selected on the Fault Tolerance > Fault
Tolerance or the Fault Tolerance > Load Balancing properties pages of the
Application object

Depending on the selected options, the Load Balancing or Fault Tolerance pages are
populated with the file locations on all servers that share this working context.

For more information, see “ Distributed Applicationsin Server Management” on
page 268.

Rebuild Only If Any Application Version Number Changes: Allows you to control
Distribution rebuilding based on the Build schedule. Select this check box to withhold
modifications to a golden Application object until you are ready to release them.

Regardless of the status of this check box, if applications are added to or removed from
the Distribution, it is rebuilt according to its Build schedule.

For more information, see “ Triggering a Rebuild” on page 291.
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7c Click Add to browse for and select golden Application objects.

Do not browse above the root directory that you established in the previous wizard page,
especidly if you have selected the Maintain Source Tree Structure option.

IMPORTANT: The Desktop Application source files must reside in the Distributor server’s file
system. The Distribution cannot be gathered from another server’s file system.

7d Select the Keep the Same Source Paths for the Replicated Objects option if you want to
retain the golden Application object’s source path when the mapped drive featureis used
in the distributed application.

For more information, see “Maintaining Source Paths’ on page 275.
7e Provide the destination volume or shared folder.

The application files distributed are those that are associated with the golden Application
objects you selected in the previous wizard page.

You can provide avariable instead. If you use avariable, it must be defined in the
destination Subscriber server’s propertiesto point to the target server’s volume or shared
folder.

Thisvolume (NetWare) or shared folder (Windows and Linux) becomesthe root location
for placing subordinate directories where the application files are copied.

7f To use only an application’s default path, click Application’s Default Directory Path,
which is placed beginning with the root location you specified in Step 7e.

or

To provide a user-defined directory path to the application’sfiles, click User-Defined
Directory Path, then provide your path information.

The path you specify is used in the following manner:
¢ Thevolume or shared folder name remains unchanged (as specified in Step 7€).
+ Your path information is inserted after the volume or shared folder name.

+  Part of the application’sdefault path isappended to your path information, beginning
with the default path’s immediate parent directory to the application’s files. Any
default path information that was above the immediate parent directory is replaced
by your path entry.

Theresult isacustomized directory path that beginswith the volume or shared folder, has
your user-defined path information next, and ends with the application’s immediate
directory. For example, suppose the default path to the application’s executable file
(application.exe) might be:

\application_root_directory\application_subdirectory

and you enter \mypath for your user-defined path; the new full path to the executableis
now:

c:\mypath\application_subdirectory\application._exe

If you entered C: as the shared folder and \mypath as your user-defined path,
\application_root_directory is replaced by \mypath, and \application_subdirectory isthe
immediate parent directory to application.exe.

79 Click Next to continue.

The Summary pageis displayed.
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10

11

12

7h To make changes, click Back.

7i When you have finished configuring the Distribution object, click Finish to exit the
wizard.

You can edit the Distribution at any time on the Type tab of the Distribution object by
clicking Modify.

Select the Channels tab, click Add, then browse for and select the Channel for this
Distribution.

Each Distribution must be associated with at least one Channel if it isgoing to be used to push
datato aSubscriber. A Distributionissent to all Subscribersthat are subscribed to the sel ected
Channel.

Select the Schedule tab, then select a Build schedule;

“Daily” on page 388

“Interval” on page 389
“Monthly” on page 389

“Never” on page 389

“Run Immediately” on page 390
“Time” on page 391

“Yearly” on page 391

Click Apply to create the Distribution.
You are prompted to copy additional security certificates.
Select Yes to resolve the certificates.

This copies the security certificates from the Distributor to Subscriber subscribed to the
Channel.

For information, see“ Resolving Certificates’ on page 299.
Click OK to close the Distribution object.

The next time the Distributor reads eDirectory (this schedule is set in the Distributor object’s
properties), it retrievesall of theinformation about the new Desktop Application Distribution,
such as Distribution details, the Build schedule, and so on.

The Distribution isbuilt according to the Build schedul e, sent according to the schedule setin
the Channel object, and extracted according to schedule set in the Subscriber object.

If the Distributor throws an exception during the file gathering process, the Distribution is not
built. The Distributor logs the failure in the reporting database.

If the Subscriber throws an exception during extraction, the processis not completed. The
Distributor receives thisinformation from the Subscriber and logs the failure in the reporting
database.

After extraction, Desktop Management users whose objects are located in the associated
containers, or are members of adistributed group, will have accessto the desktop applications
that were distributed.

IMPORTANT: For Desktop Application Distributions, a built-in delay exists to accommodate directory
synchronization when you have multiple applications being distributed at the same time (whether by one
or multiple Distributions).

Subscribers can receive Desktop Application Distributions all at the same time, but extract them one at a
time. And, when there are multiple applications contained in one Distribution, the Subscriber creates the
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distributed Application object and copies the files one application at a time. The built-in delay helps
directory synchronization for the newly-created Application objects to occur smoothly.

To determine how much additional time this built-in delay might add to the distribution process, multiply
each application contained in a Desktop Application Distribution by 30 seconds.

As a rule of thumb, if an application being distributed includes multiple versions, such as one baseline
and two deltas, each of these three versions receives the same 30-second delay. For example, if you are
sending 10 desktop applications, and each has three versions, the completion of the Distribution
extractions could take at least 15 minutes.

13 For Desktop Management users and workstations to have automatic access to their
applications from any geographic location, you must link up the sitelists:

13a Wait for the Desktop Application Distribution to be distributed and extracted by each
Subscriber server that received it, because the distributed Application objects must be
created and the application’sfiles installed before you can link up the site lists.

13b In ConsoleOne, right-click the golden Application object that was used to build the
Distribution, then click Properties.

13c Click the Distributions tab, then click the Link Up Site Lists button.

All distributed Application objects that were created from the golden A pplication object
aredisplayed in the Replicated Applicationslist box, and al Distributions containing the
distributed Application objects are listed in the Distributions Currently In list box.

The Link Up Site List button does the following:

1. For the golden Application object, it searches for each distributed Application object
that was created from the Distribution and lists the full DN of those objectsin the
golden Application object’s properties (in the Replicated Applications list box).

2. For each distributed Application object, it searches for the other distributed
Application objectsthat were created from the Distribution; for the golden Application
object, it liststhefull DN of all of these objectsin the distributed Application object’s
properties (in the Replicated Applications list box).

3. Steps 1 and 2 are repeated for each distributed Application object.

4. For each Application object listed in the Replicated Applications list box, any
Distributions associated with those objects are listed in the Distributions Currently In
list box in each of these Application objects.

Thus, the golden Application object and all distributed Application objects have each
other listed in their Replicated Applications list box, which allows users to have local
access to the same application no matter where they connect to their network.

13d Click OK to close the golden Application object’s properties.

13e Repeat Step 13b through Step 13d for each golden Application object that was used to
build the Desktop Application Distribution.

You need to perform the sitelist link-up only on the golden Application objects.
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Rebuilding Desktop Application Distributions
The following sections explain the different issues with rebuilding Desktop Application
Distributions, including how to trigger arebuild:
+ “All Attributes Are Updated” on page 291
* “Triggering a Rebuild” on page 291

All Attributes Are Updated

All attributes contained in agolden A pplication object, not just the modified attributes, are updated
in the distributed Application objects when a Distribution is rebuilt, sent, and extracted. This
meansthat if you make achangeto an attributein adistributed Application object, such asasource
path, that source path is overwritten by the source path datain the golden Application object. In
other words, al distributed Application objects are kept in sync with their golden Application
object. Exceptions to this are described in “ Maintaining a Golden Application’s Attributes’ on
page 270.

A rebuilt Desktop Application Distribution includes all file changes made after the last time the
Distribution was built.

Triggering a Rebuild

You can control when a Distribution is rebuilt by whether you select the Rebuild Only If Any
Application Number Changes check box in the Desktop Application Distribution Wizard:

+ “Selecting the Check Box” on page 291
+ “Leaving the Check Box Disabled” on page 291

Selecting the Check Box

Thisfeatureis useful for withholding modifications to a golden Application object until you are
ready to release them.

The Distribution is rebuilt according to its established Build schedule, but only after you have
manually incremented the Version Number field in the golden Application object, or its dependent
application, and the Distributor has read eDirectory to discover the Version Number field change.

If there are multiple applicationsin a Distribution, a version number change in only one of them
triggers arebuild of the Distribution for all of them.

The Version Number field is on the Distribution Options > Options tab of the Application object’s
properties.

Regardless of the status of this check box, it is rebuilt according to its Build schedule if
applications are added to or removed from the Distribution.

Leaving the Check Box Disabled

If you do not select this option (it is unchecked by default), the Distribution is rebuilt according to
its established Build schedule. In this case, there can be two scenarios:

+ “Modifying an Object” on page 292
+ “Removing a Distributed Application Object” on page 292
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Modifying an Object

When you maodify a Distribution object or one of its golden Application objects, itsinterna
revision number is automatically changed, which triggers arebuild of the Distribution according
to its established Build schedule.

Moadifications include adding or removing applications from the Distribution. However, if you
simply update, add, or remove application filesin the Distributor server’sfile system, this does not
alter theinternal revision number of the Desktop Application Distribution object. The ZENworks
file synchronization feature does not apply to thefilesin Application objects. Therefore, no rebuild
istriggered.

If you add, remove, or update any files belonging to a golden Application object, those changes
are included when the next rebuild is triggered.

Removing a Distributed Application Object

Removing a distributed Application object causes a backlink to the golden Application object to
change without any other changes being made to the object. This causes the internal revision
number to change on the golden Application object, which triggers arebuild of its Distribution
according to the established Build schedule.

Cleaning Up Desktop Application Distribution Files

292

Tiered Electronic Distribution is not designed to clean up Desktop Management files, for example,
when you might delete a golden Application object in Desktop Management. The distributed
Application object created by the Desktop Application Distribution is not automatically deleted.
You must manually remove this eDirectory object and the related application files on the server’s
file system.

To do this, search in ConsoleOne for the Application object and note its filename before deleting
the golden Application object. This can make manually cleaning up easier after deleting a golden
application.

You can verify that the distributed application exists after you' ve deleted the golden Application
object and itsfiles, and then remove the distributed version:

1 In ConsoleOne, delete the golden Application object.
2 Inafile browser, delete the files related to the application.

3 In ConsoleOne, right-click the Distributor object associated with the golden Application
object’s Distribution.

4 Click Refresh Distributor from the drop-down menu, then click Yes > OK.
5 Check the destination location for the distributed A pplication object.

It should still be present, even though it no longer exists in the Distribution.
6 In ConsoleOne, delete the distributed Application object.
7 Inafilebrowser, delete the files related to the distributed application.
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Sending Desktop Application Distributions Tree-To-Tree
Desktop Application Distributions can be sent between trees. However, you must do thefollowing
for thisto work:

1 Create an External Subscriber object in the Distributor’stree that pointsto the target server in
the other tree where you want to send the Desktop A pplication Distribution.

This enables the Distributor server to send the Distribution directly to the target server using
the |P address listed in the External Subscriber object.

2 Make sure the target server that is to receive the Desktop Application Distribution has a
Subscriber object in its own tree, so that it has the rights to eDirectory for creating the
distributed Application object in that tree.

This Subscriber must within aworking Tiered Electronic Distribution system.

3 Set the working context in the Subscriber object for the target server, if this was not done
during installation.

If the working context is not set for the target server, authentication fails during the extraction
process.

4 Create the Desktop Application Distribution (see “ Creating a Desktop Application
Distribution” on page 284).

Defining the Desktop Application Distribution is the same process, whether it is being sent
within atree or across trees.

5 Add the External Subscriber object to the Channel where the Desktop Application
Distribution islisted.

6 Manually copy the certificates to the Subscriber in the target tree.

or

If you have a mapped drive, browse to the correct path when prompted.
7 Send the Distribution.
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Security in Policy and Distribution Services

Novell® ZENworks® Server Management provides the following types of security for Policy and
Distribution Services:

+ “Distribution Security Using Signed Certificates and Digests’ on page 295
+ “Distribution Security Using Encryption” on page 304
* “Security for Inter-Server Communication Across Non-Secured Connections’ on page 308

Distribution Security Using Signed Certificates and Digests

There are two features of Tiered Electronic Distribution that deal with security:

+ Certificates(required): Security certificatesareissued by each Distributor to al Subscribers
receiving its Distributionsto validate whether Distributions are from atrusted source, or have
been tampered with. This security is automatically used by Policy and Distribution Services
for al Distributions. However, there are actions you might need to take to get Policy and
Distribution Services to create and process the certificates.

In order for a Subscriber to accept its first Distribution from a Distributor, it must have a
certificate from that Distributor inits ...\security directory. After receiving itsfirst
Distribution from the Distributor, the certificate is first stored in the .keystore file, then the
certificate is deleted from the ...\security directory.

The .keystorefileisarepository of signed certificates from the various Distributors who send
Distributions to the Subscriber. In other words, it provides the Subscriber with an
accumulation of trusted sources for its Distributions.

You can view the content of the .keystore filein Novell iManager.

For information on security certificatesfor encrypted Distributions, see” Distribution Security
Using Encryption” on page 304.

+ Digests (optional): You can have digests created for each Distribution at the time it is built.
The digest provides an MD5 checksum for the Subscriber to compare against to determine
whether a Distribution has been tampered with after it |eft the Distributor.

Digests aso detect corruption in a Distribution’s package. In the case of corruption, the
Subscriber renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is
rebuilt and sent the next time the Channel’s schedule fires.

The following sections provide more information on understanding, creating, and using
certificates and digests:

+ “Understanding Digests’” on page 296
+ “Understanding Certificate Usage in Policy and Distribution Services’ on page 296
+ “Important Points about Certificates’ on page 297
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*

“ConsoleOne User Rights and Certificate Copying” on page 298
+ “Certificate File Locations’ on page 298

+ “Resolving Certificates’ on page 299

“Handling Invalid Certificates” on page 299

*

*

“Certificate and Private Key Directories’ on page 303

*

“Creating Security Certificates for Non-Encrypted Distributions’ on page 303

*

“Manually Copying Certificates for Non-Encrypted Distributions” on page 304

Understanding Digests

Important points about digests:

+ Digests can be created for each Distribution at the timeit is built. The digest is used by the
Subscriber to determine whether a Distribution has been tampered with after it left the
Distributor.

+ Digests detects corruption in a Distribution’s package. In the case of corruption, the
Subscriber renames the distfile.ted Distribution file to distfile.corrupt and the Distribution is
rebuilt and sent the next time the Channel’s schedul e fires.

+ TheDigest optionisavailablefor al Distribution types. The Digest check box is displayed on
the General tab of the Distribution object’s properties.

+ A digest adds to the build time. Factors that can affect build time using digests are CPU and
hard drive speeds, amount of RAM, server workload, and so on.

Understanding Certificate Usage in Policy and Distribution Services

A certificate is a security mechanism used by Policy and Distribution Services to ensure that the
Distribution received by a Subscriber was actually sent by the Distributor owning that
Distribution. Because configuration information can also be sent to the Subscriber, it ensures that
the configuration information has been sent from a known Distributor and that the data has not
changed.

All Subscribers must receive avalid security certificate from each Distributor that sends
Distributions to them. Without a matching certificate, a Subscriber cannot receive Distributions
from the Distributor.

The following illustrates the process of using certificates with Distributions:

Sending Regular Distributions
Resolving Certificates

ﬂ d

Distributor Subscriber

Distributor’s Resolve Subscriber’s
Certificate Certificates Certificate

Copy of Distributor’s

Before a Distribution is sent, certificates must be resolved. This ensures that the Distribution
received by a Subscriber was actually sent by the Distributor owning that Distribution.
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For information on resolving certificates, see “ Resolving Certificates’ on page 299.

After certificates have been resolved, the following illustrates how the Subscriber uses the
certificate to ensure it isreceiving avalid Distribution:

Sending Regular Distributions
Sending the Distribution

£ d

Distributor Subscriber
Distribution Send
Built Distribution

Distributor's Su;scnr;?;revaif;]es Subscriber's
Certificate . 'g . . Certificate
Distributor's Certificate

Copy of Distributor's

Signature Distribution
Matches Received
And Extracted

Important Points about Certificates

*

Certificates areissued by each Distributor to all Subscribers receiving Distributions from that
Distributor. In order for a Subscriber to accept Distributions from a Distributor, it must have
received a certificate from that Distributor.

For security, certificate key pairs are created by the Distributor.

The public key iswritten to the Distributor server’sfile system, which self-signs a certificate
and storesit in Novell eDirectory™.

The private key is stored in the Distributor object’s properties and is used for encryption.

The Subscriber software does not need to be running on the Subscriber server to have
certificates copied to the server.

The association of Distributions (owned by a Distributor) and Subscribers to a Channel
determines which Subscribers should receive certificates from which Distributors.

+ A Distributor sends certificates to all Subscribers that subscribe to Channels where the
Distributor has Distributions.

+ A Subscriber requests certificates from all Distributors that have Distributionsin
Channels to which it subscribes.

A certificate can be passed from a Distributor to a Subscriber under the following
circumstances:

+ When a Subscriber isinitialy subscribed to a Channel and you click OK to apply the
changes.

+ Whenyou right-click a Subscriber Object and sel ect Resolve Certificates. The Subscriber
then requests certificates from al Distributors that it receives Distributions from.

+ When aDistribution is listed in a Channel and you click OK to apply the changes.
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+ When you right-click a Distributor Object and select Resolve Certificates. The
Distributor sends certificates to al Subscribers that it sends Distributions to.

For information on resolving certificates, see “ Resolving Certificates” on page 299.

+ When you add a Distribution or a Subscriber to a Channel. When you click OK, the
Resolve Certificates? dialog box is displayed. If you answer Yes, certificates are sent by
all Distributors who have Distributions associated with that Channel to all Subscribers
subscribed to that channel.

+ Manualy copying acertificatefileto atransfer medium (such asadiskette or local drive),
then to the \zenworks\pds\ted\security directory on a server.

Basically, any time the relationship changes between the Subscribers, Channels, or
Distributions, a certificate can be passed.

+ |f aDistributor object is deleted and re-created to point to the same server, al certificates on
the subordinate Subscribers become invalid. Certificates must be deleted from the
Subscriber’s \security directory, then the Distributor must send the new certificates to those
Subscribers.

+ ConsoleOne copiesthe certificatefilesto Subscriber servers. Therefore, the client softwareon
the workstation running ConsoleOne must have accessto the Subscriber servers' file systems.
For Windows Subscriber servers, the Domain and Workgroup rights on the workstation must
be set up to facilitate automatic certificate copying. Otherwise, a 1204a error is given.

ConsoleOne User Rights and Certificate Copying

The administrator using ConsoleOne® must have sufficient rightsto the Subscriber server in order
for a certificate to be copied to that server when the administrator resolves certificatesin
ConsoleOne. Thisisbecause when you use ConsoleOne to configure a Subscriber object toreceive
the Distributions from a particular Channel, the Distributors owning the Distributionsin that
Channel must send certificates to the Subscriber’s server.

For NetWare® Subscribers, the ConsoleOne user automatically has sufficient rights by virtue of
being able to configure the Subscriber object.

For Windows Subscribers, administrator rights for the ConsoleOne user must be set up in
Windows by selecting Active Directory Users and Computers, or selecting Local Users and
Groups.

Certificate File Locations

Certificates are stored in the \zenworks\pds\ted\security directory on NetWare and Windows
Subscriber servers, or in the /var/opt/novell/zenworks/zf s/pds/ted/security directory on Linux and
Solaris servers.

WARNING: Make sure the ...\security directory is a non-public directory. This directory should not be read by
anyone other than an administrator. The .keystore file is in the ...\security\private directory and is by default
hidden from non-administrative users.

Certificates are usualy named after the fully qualified DNS name of the Distributor server, such
as Distributor_Server001.Distributions.ZENworks.Novell.com.cer or
Distributor_Server001.Distributions.ZENworks.Novell.com.csr. The TCP/I P address of the server
would be used for .csr filesif a DNS name could not be resolved. The certificate would then be
named using its |P address, such as 155.55.155.55.csr.
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Resolving Certificates

IMPORTANT: ConsoleOne copies the certificate files to Subscriber servers. Therefore, the client software on
the workstation running ConsoleOne must have access to the Subscriber servers’ file systems. For Windows
Subscriber servers, the Domain and Workgroup rights on the workstation must be set up to facilitate automatic
certificate copying. Otherwise, a 1204a error is given.

When you are automatically presented with the option in ConsoleOne to resolve certificates,
determine the following to know whether to select Yes or No:

+ |f theDistributor currently has Distributions associated with this Channel, and all Subscribers
currently subscribed to the Channel have previously received a certificate from this
Distributor, select No.

+ If thisisthefirst Distribution added to this Channel by the Distributor, or a Subscriber has
been newly added to the Channel, select Yes (to resolve certificates).

This copies the security certificates from the Distributor to the Subscribers subscribed to the
Channel.

+ |f the serverisaLinux or Solaris Subscriber that does not have a drive mapped to it (such as
through using Samba) from the workstation you are using to resolve certificates, see
“Manually Copying Certificates for Non-Encrypted Distributions’ on page 304.

A prompt to copy acertificate is usualy displayed when you have added:
¢ A Channel to aDistribution
¢ A Distribution to a Channel
+ A Subscriber to a Channel
¢ A Channel to a Subscriber

To initiate resolving certificates:
1 In ConsoleOne, right-click the Distributor object, then click Resolve Certificates.

2 Make sure the Copy Certificates Automatically to Subscribers option is selected, then click
OK.

This copiesthe new certificate to each Subscriber so that it can receive Distributionsfrom this
Distributor, as long as the workstation where you are running ConsoleOne can contact al of
the Subscriber servers. If you are prompted for alocation to copy the certificates, you must
have a drive mapped to the destination server.

Handling Invalid Certificates

A Subscriber cannot receive Distributions from aDistributor when the Distributor’s certificate has
become invalid. A Subscriber cannot receive encrypted Distributions when the Subscriber’s
encryption certificate has become invalid. For information on encryption certificates, see
“Distribution Security Using Encryption” on page 304.

A Distributor’s certificate can becomeinvalid when the DNS name or | P address of the Distributor
has been changed. However, if your Distributor is configured to use DNS (the recommended
addressing method), I P address changes on the Distributor do not invalidateits certificate. Also, if
DNS addressing is being used, changes in a Subscriber’s DNS name or | P address do not prevent
the Subscriber from receiving Distributions.
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However, a Subscriber’s encryption certificate can become invalid when the DNS name or |P
address of the Subscriber is changed, in which case a new encryption certificate needs to be
created.

Thefollowing appliesfor DNS name changes where DNSis your installed addressing method, or
for IP address changes where | P address is your installed addressing method:

+ “Distributor DNS Name or IP Address Is Changed” on page 300
+ “Subscriber DNS Name or IP Address Is Changed” on page 301

Distributor DNS Name or IP Address Is Changed

Because the Distributor identifies itself to Subscribers by its server’s DNS name or |P address, if
you change the identifier being used on the Distributor server, Subscribers do not recognize the
Distributor as avalid source for Distributions.

Changing the DNS name or I P address of a Distributor causes the certificate created by the
Distributor to beinvalid for al Subscribersthat have received the certificate from this Distributor.
Therefore, the Distributor must send new certificates to al Subscribers receiving Distributions
from that Distributor.

To re-create and resolve the Distributor’s certificate, do the following in order:
1. “Modify the Distributor Server’s Identification Attributes’ on page 300
2. “Create and Send New Certificates” on page 301

Modify the Distributor Server’s Identification Attributes

You must first modify the Network Address attribute on the Other tab in the Distributor and
Subscriber objects' properties.

If the server is using the DNS Name attribute to identify itself, do the following:
1 In ConsoleOneg, right-click the Distributor object, click Properties, then select the Other tab.
2 Click the + symbol to the left of the NetWork Address.
3 Sedlect theicon to the left of the field you want to modify.
A Browse button is displayed to the right.
4 Click the Browse button.

5 If you aremodifying the DNS Namefield, click the drop-down list at thetop of the box where
Type 13 is displayed.

6 Change the value from Type 13 to I P, then change I P back to Type 13.
This resets the value to now recognize the new DNS name.
7 Click the Browse button to the right of the NetAddress field in the lower portion of the box.
8 Select Servers DNS Name (on the right side of the box), then change it to the new name.
9 Click OK to return to the Other tab.
10 Click OK tofinish.
If the server isusing the IP Address attribute to identify itself, do the following:
1 In ConsoleOneg, right-click the Distributor object, click Properties, then select the Other tab.
2 Click the + symboal to the left of the NetWork Address.
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3 Sdlect theicon to the left of the field you want to modify.
A Browse button is displayed to theright.
4 Click the Browse button.
The |P address is displayed in the lower portion of the dialog box.
5 Change the IP address to the new one.
6 Click OK to return to the Other tab.
7 Click OK to finish.

Continue with “ Create and Send New Certificates’ on page 301.

Create and Send New Certificates
1 Onthe Distributor server, shut down the Distributor Agent:
NetWare: At the ZENworks Server Management console prompt, enter exit.
Windows: In the Services dialog box, stop the Novell ZENworks Service Manager service.

For information on stopping and starting agents, see* Starting and Stopping Server
Management Services’ in the Novell ZENworks 6.5 Server Management Installation Guide.

2 Inthe\zenworks\pdsited\security\private directory on the Distributor server, delete the
keystorefile.

Thisfile contains the Distributor’s certificate.

3 Inthe\zenworks\pds\ted\security\csr directory on the Distributor server, delete the .csr file
that has a name that matches either the old DNS name or the old I P address.

4 Restart the Distributor Agent.
A new certificate and .keystore file are automatically created for the Distributor.

5 To send new certificates to all Subscribers that receive Distributions from the Distributor
selected in Step 1:

Ba To resolve certificates, in ConsoleOne, right-click the Distributor object, then click
Resolve Certificates.

IMPORTANT: ConsoleOne copies the certificate files to Subscriber servers. Therefore, the client
software on the workstation running ConsoleOne must have access to the Subscriber servers’ file
systems. For Windows Subscriber servers, the Domain and Workgroup rights on the workstation
must be set up to facilitate automatic certificate copying. Otherwise, a 1204a error is given.

5b Make sure the Copy Certificates Automatically to Subscribers option is selected, then
click OK.

This copiesthe new certificate to each Subscriber so that it can receive Distributionsfrom this
Distributor, as long as the workstation where you are running ConsoleOne can contact al of
the Subscriber servers. If you are prompted for alocation to copy the certificates, you must
have a drive mapped to the destination server.

Subscriber DNS Name or IP Address Is Changed

Because the Distributor obtains the address of a Subscribers from the Subscriber’s object in
eDirectory, this information must be updated in the Subscriber object so that it can receiveits
Distributions.
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302

Changing the DNS name or | P address of a Subscriber causes all encryption certificates contained
on the Subscriber to be invalid. Subscribers can have one encryption certificate from each
Distributor that sends it encrypted Distributions.

Subscribers can continue to receive non-encrypted Distributions, even if the DNS name or IP
addressis changed.

The following sections outline the steps to resolve DNS name or | P address changes:
+ “Modify the Subscriber Server’s Identification Attributes’ on page 302
+ “Resolve the New Certificates” on page 303

Modify the Subscriber Server’s Identification Attributes

You must first modify the Network Address attribute on the Other page in the Distributor and
Subscriber objects’ properties. To accomplish this, do the following as applicable.

If the server is using the DNS Name attribute to identify itself, do the following:
1 In ConsoleOne, right-click the Subscriber object, click Properties, then select the Other tab.
2 Click the + symbol to the left of the NetWork Address.
3 Sdlect theicon to the left of the field you want to modify.
A Browse button is displayed to the right.
4 Click the Browse button.

5 If you aremodifying the DNS Namefield, click the drop-down list at thetop of the box where
Type 13 is displayed.

6 Change the value from Type 13 to I P, then change I P back to Type 13.
This resets the value to now recognize the new DNS name.
7 Click the Browse button to the right of the NetAddress field in the lower portion of the box.
8 Click Servers DNS Name (on the right side of the box), then change it to the new name.
9 Click OK to return to the Other tab.
10 Click OK tofinish.
If the server isusing the IP Address attribute to identify itself, do the following:
1 In ConsoleOneg, right-click the Subscriber object, click Properties, then select the Other tab.
2 Click the + symboal to the left of the NetWork Address.
3 Sdlect theicon to the left of the field you want to modify.
A Browse button is displayed to the right.
4 Click the Browse button.
The |P address is displayed in the lower portion of the dialog box.
5 Change the IP address to the new one.
6 Click OK to return to the Other tab.
7 Click OK to finish.
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Resolve the New Certificates

To reproduce valid encryption certificates for the Subscriber, follow the instructions under
“Distribution Security Using Encryption” on page 304.

Certificate and Private Key Directories

Certificates and private keys for Policy and Distribution Services are stored in the following
locationsin the .keystorefile:

+ For the Distributor’s private key on a NetWare Distributor server:

sys:\zenworks\pdsited\security\private

+ For the Distributor’s private key on a Windows Subscriber server:

c:\zenworks\pds\ted\security\private

+ For certificates received from Distributors on a NetWare Subscriber server:

sys:\zenworks\pds\ted\security

After the Distribution has been sent, the certificate is moved into the .keystorefile.

Creating Security Certificates for Non-Encrypted Distributions

To create a certificate on a Distributor and copy it to its associated Subscribers:

1 Ontheserver where aDistributor isinstalled, make sureits Distributor Agent isrunning (use
zfs.ncf on a NetWare server, restart the Novell ZENworks Service Manager service on a
Windows server, or enter Zetc/init.d/novell-zfs startonalinux or Solaris
server).

This Java process creates the certificate and writes it to eDirectory.

2 Copy the certificate to each Subscriber using one of the following methods:

*

If your Channels and Distributions are set up, right-click the Distributor object in
ConsoleOne, click Resolve Certificates, then click OK. Make sure the Copy Certificates
Automatically to Subscribers option is selected before clicking OK. This copies the new
certificate to each Subscriber so that it can receive Distributions from this Distributor.

For information on resolving certificates, see “ Resolving Certificates’ on page 299.

If necessary, associate Subscribers with a Channel, create a Distribution for the
Distributor, then associate the Distribution with a Channel. When you click OK, you are
prompted to resolve the certificate. Respond to the query with Yesto resolve certificates
for al Subscribers. The certificates are copied to all of the associated Subscribers. The
Subscriber Java process does not need to be running on the Subscriber server; the server
only needsto be up.

Manually copy the Distributor’s certificate to each Subscriber server’s
installation_path\zenworks\pds\ted\security directory (on Linux or Solaris, /var/opt/
novell/zenworks/zfs/pds/ted/security). This method is necessary if you do not have a
drive mapped to the Linux or Solaris server to the workstation you are using to resolve
certificates.
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+ Right-click a Subscriber object, then click Resolve Certificates (repeat for each
Subscriber object). This option might only be available if you answered No when
prompted to copy security certificates.

Thefirst two options are the easiest when there are many Subscribers receiving Distributions
from one Distributor.

3 Because each Distributor createsits own security certificate, repeat Step 1 and Step 2 for each
Distributor object in the tree.

Manually Copying Certificates for Non-Encrypted Distributions

To manually copy certificates to Subscribers using ConsoleOne:

1 Right-click a Distributor, Subscriber, or External Subscriber object, then click Resolve
Certificates.

or
Click File, then click Resolve Certificates.

2 Select the Save Certificates to Disk option.

3 Provide apath for where to copy the certificate file, then click OK.
The certificate file that is copied to this path is named using the following syntax:
DNS_Name.cer

4 Copy the DNS_name.cer file from the path you gave to the Subscriber server’s
\zenworks\pds\ted\security directory (on Linux or Solaris, /var/opt/novell/zenworks/zfs/pds/
ted/security).

Distribution Security Using Encryption

Policy and Distribution Services provides the option to encrypt a Distribution to prevent
unauthorized access to its contents when the Distribution is sent outside your secured network.
There is usually no need to encrypt Distributions that are sent within your secured network.

Encrypting Distributionsis atwo-step process:

1. Select the Encrypt check box in the Distribution’s properties in ConsoleOne and select the
level of encryption (strong or weak).

2. Manually create and copy the encryption security certificate fil es between the Distributor and
Subscriber servers.

IMPORTANT: For security, you should use a physical medium, such as a diskette, to transfer the
certificate between network servers.

Thereafter, the Distribution is sent as an encrypted Distribution.
To understand Distribution encryption, review the following:
¢ “Creating and Copying Encryption Certificates’ on page 305
+ “Sending an Encrypted Distribution” on page 307
+ “Extracting an Encrypted Distribution” on page 308
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Creating and Copying Encryption Certificates

RSA PKIls provide the security process used for encrypted Distributions.

Encryption certificates are created from Certificate Signing Request (.csr) files. Every Subscriber
server contains a.csr file that can be used as atemplate for creating an encryption certificate for a
particular Distributor.

The encryption certificates (.cer) are used by the Subscribers to ensure secure transmission of an
encrypted Distribution. If you pass the .cer file over the wire, the Distribution’s encryption key
could be compromised. Therefore, you must manually copy the encryption security certificatesto
ensure that the encryption key contained in the certificate filesis kept secure.

IMPORTANT: Do not manually copy a certificate by using a file browser, because that uses transmission lines

and can be compromised. Instead, copy the certificate to an external media, such as a floppy diskette, and
transport it physically between the Distributor and Subscriber servers.

To use encryption certificateswith Subscribers, you must have previously resolved certificatesand
sent an non-encrypted Distribution to each Subscriber.

For information on resolving certificates, see “ Resolving Certificates’ on page 299.

The following illustrates the process of manually copying the encryption certificates:

Sending Encrypted Distributions
Copying CSR Files

H d

Distributor Subscriber
Subscriber’s Manually Transfer CSR Directory
CSR File from Subscriber CSR File

(Template)
Distributor
Signs CSR

Signed Manually Transfer Subscriber’s
Certificate from Distributor New Certificate

(.CSR File) (Manually rename
(.CSR file automatically transfered .CER to
renamed to .CER) Distributor’s name)

The Distributor signsthe .csr to create the encryption .cer file, which is manually copied from the
Distributor to the Subscriber to replace the current non-encryption .cer file on the Subscriber
server.

Theencryption certificateisrequired for extracting a Distribution. If a Subscriber isonly acting as
a parent Subscriber to pass the encrypted Distribution on to Subscribers who have subscribed to
the Distribution’s Channel, the parent Subscriber does not need to have the encryption certificate
on its server.

To create certificates for an encrypted Distribution:
1 Determine the Distribution you want encrypted.
2 Determine the Distributor that owns this Distribution.
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3 Determine which Subscribers should receive the encrypted Distribution.

4 Resolve certificates for the selected Distributor to the selected Subscribers, then send a non-
encrypted Distribution from that Distributor to the Subscribers.

For information on resolving certificates, see “ Resolving Certificates’” on page 299.
5 Accessthefile systems of this Distributor and these Subscribers.

6 Copy every .csr certificate file contained in the following directory from each Subscriber to
the same path on the Distributor:

\zenworks\pds\ted\security\csr
This path begins with whatever you used for installing ZENworks Server Management.
The Certificate Signing Request (.csr) is used to create the encryption certificate file.

7 In ConsoleOneg, right-click the Distributor object, click Sign CSR Files, select the .csr filesto
be signed, click Sign, click OK on the Success dialog box, then click Close.

You can select multiple .csr files to be signed at the same time.

This creates the Certificate (.cer) filesin the same Distributor’s directory as the .csr filesyou
copied from the Subscribers. You will have one .cer file for each .csr file.

You can also perform this step using iManager:
7a Select Remote Web Console.
7b Select or provide the Distributor’s | P address.
7c¢ Inthe Available Services drop-down box, select Tiered Electronic Distribution.
7d Select the Security tab, then click the Sign CSR link.
8 For each target Subscriber, do the following:

8a Copy the Subscriber server’s corresponding .cer files from the following location on the
Distributor’s file system:

\zenworks\pds\ted\security\csr

to the following path on the Subscriber’s own server’s file system:
\zenworks\pds\ted\security

Each .cer file contains its Subscriber server’'s name.

8b Rename the .cer files that you just copied to the Subscriber server to have the
Distributor’s DNS name instead of the Subscriber’s.

9 Send the encrypted Distribution.

WARNING: Under the following scenario, the encryption certificates you just created can be overwritten
before they are used:

1. Changes are made to the Channel, Subscribers, or Distribution involved with the encrypted Distribution.

2. This causes the prompt for copying certificates to be displayed.

3. If you reply with Yes before the encrypted Distribution has been sent and received by the Subscribers:
a. The encryption .cer file is overwritten on each Subscriber with a non-encryption .cer file.

b. The Subscribers cannot decrypt the Distribution when it is received, because the .cer file was overwritten
with a .cer file that does not contain the encryption keys.
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After the encrypted Distribution has been sent once to each Subscriber, the encryption .cer file is moved into
the .keystore file on the Subscriber server’s file system so that it cannot be overwritten. Thereafter, you can
reply with Yes to copy certificates when this scenario occurs.

Sending an Encrypted Distribution

After an encryption certificate has been established on a Subscriber server, thefollowing illustrates
the process for sending encrypted Distributions:

Sending Encrypted Distributions
Sending the Distribution

d d

Distributor Subscriber
Encrypted

s Send Encrypted
Distribution - ———> "1, 1 b tion

Built
Distributor's Subscriber Verifies Subscriber's
Encryption | «— Signature with Encryption
Certificate Distributor's Encryption Certificate
Signed Copy of Certificate Signed .CER File
Subscriber's .CER File
Signature Encrypted

———— Distribution

Matches Received Only

The only Subscribers that need to receive the encryption key are those that are extracting the
Distribution. Therefore, parent Subscribers and Subscribers in the Distributor’s routing hierarchy
do not need to receive the encryption key if they are not extracting the Distribution.
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Extracting an Encrypted Distribution

Before an encrypted Distribution can be extracted on a Subscriber server, the Subscriber must
receive the encryption key. The following illustrates how the key is sent:

Sending Encrypted Distributions
Sending the Encryption Key

D d

Distributor Subscriber

Distributor Requests
Verification from
Subscriber before Sending
Encryption Key

Distributor's Reply to Distributor Subscriber's
Encryption | «—— Using Signed .CER <«—— Encryption
Certificate (Renamed .CSR File) Certificate
Signed Copy of Signed .CER File
Subscriber's .CER File
Trusted Subscriber Encryption I-;ncryptgd
o ———— Distribution
Verified Key Sent
Extracted

Each Distribution has its own encryption key sent.

Security for Inter-Server Communication Across Non-Secured

Connections

Policy and Distribution Services uses XML RPC (Extensible M arkup L anguage Remote Procedure
Call) for itsnormal inter-server communications. XMLRPC optionally provides security for inter-
server communication across non-secured connections. Policy and Distribution Services can use
this security for inter-server communications between servers across non-secured connections, or
between a management workstation and servers across non-secured connections. For example,
firewalls, intranets, or NAT configurations.

This inter-server communications security ensures that data received across a non-secured
connection is from a trusted source, that it has not been tampered with en route, and that the data
received can be trusted by other machines. Thisisaccomplished through the use of signed security
certificates and digital signatures.

This security requires modifications to certain text files, and isinstalled using a Server
Management wizard.

The following are instances when you could want inter-server communication security:

+ ConsoleOne Administration: When you use aworkstation to manage a Distributor server
across a non-secured connection.

¢ SET Parameters. When you create a SET Parameter policy or a software package for SET
parameters, inter-server communication takes place to provide the target server’'s SET
parameter information. This communication could cross a non-secured connection.
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+ Server Down Policy: When you usethispolicy to down aserver, the communication between
the downed server and another server watching for it to come back up could cross a non-

secured connection.

For instructions on installing XMLRPC security, see “Installing Additional Security for Non-
Secured Connections’ in the Novell ZENworks 6.5 Server Management Installation Guide.

Review the following sections to understand inter-server communications security using

XMLRPC:

+ “Terms Used in This Section” on page 309
* “Security Certificates’ on page 310
+ “Using SSL” on page 310

+ “Format of the Password File” on page 310

Terms Used in This Section

The following terms and acronyms are used in the inter-server communications security

documentation:

Term Explanation
CA Certificate Authority
The trusted certificate source responsible for digitally signing other server’s
x.509 certificates.
CSs Certificate Signer
The trusted certificate source responsible for digitally signing other server’s
XMLRPC certificates.
certificate An electronic document that contains an electronic signature for validating
or anything associated with the certificate, such as a Distribution.

security certificate

CSR

Certificate Signing Request

Request by a server to have an XMLRPC certificate signed by the trusted
CS. This is not an X.509 certificate that would be signed by a root CA, such
as VeriSign* or Thawte Consulting.

self-signed certificate

A valid certificate signed by its creator.

signed certificate

A certificate signed by a CS, which makes it valid for acceptance by the
receiving server.

SSL

Secure Socket Layer

XMLRPC

Extensible Markup Language Remote Procedure Call

Software used by Server Management and Tiered Electronic Distribution for
inter-server communications.
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Security Certificates

Using SSL

Inter-server communications security uses signed certificates issued by the Certificate Signer
(CS), which are valid only within the context of the Novell ZENworks family of products.

The certificates used are not X.509 compliant and cannot be used for any e-commerce or SSL
applications.

When a CS servlet signs a Certificate Signing Request (CSR), the requesting client must
authenticate with a username and password via HTTP Basic Authentication. You can secure the
username and password by using SSL. For information on how to enable SSL for acommercia
Web server, see your SSL documentation.

Format of the Password File

Inter-server communi cations security uses a password file for the username and password that are
authenticated for CSR signing. You can create the password filein atext editor and placeit in any
securelocation. You should a so restrict accessto thefileto only theuserswho arelisted in thefile.

Usernames and passwords are both case sensitive. The syntax for the password fileis:
use rname=password

For example:

admin=adminpassword
CSsigner=cspassword
JohnDoe=jdpassword

You should limit the access to the password file to those users included within the file.

TCP/IP Addresses and DNS Names

In setting up inter-server communi cations security, the installation program relies on addresses or
names of the servers where you want this security enabled. You can use either TCP/IP addresses
or fully distinguished DNS server names.

IMPORTANT: For NetWare servers, DNS names cannot have underscores. Distribution sending or receiving
errors occur if the server’s DNS name contains underscores. We recommend that you use dashes instead of
underscores as word separators.

For the various methods you can use to obtain these addresses or server names, see “ Gather
Information for Installation” in the Novell ZENworks 6.5 Server Management Installation Guide.
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Scheduling

The following information on scheduling applies to Policy and Distribution Servicesin Novel|®
ZENworks® Server Management:

+ “Understanding Scheduling in Policy and Distribution Services’ on page 311
+ “Scheduling and Tiered Electronic Distribution Objects” on page 313
+ “Scheduling and Server Policies’ on page 331

Understanding Scheduling in Policy and Distribution Services

Review the following:
+ “Why Scheduling is Necessary for Distributions’ on page 311
+ “Scheduling Is Required for Some Server Policies’ on page 312

+ “Scheduling Differences Between Server Policies and Tiered Electronic Distribution” on
page 312

+ “Precedence of the Tiered Electronic Distribution Policy” on page 313

Why Scheduling is Necessary for Distributions

When you create aDistribution (by creating and configuring its object), youwant it to reach certain
Subscriber servers to be used by them, and you want that to happen in a useful time frame. The
distribution process requires scheduling in order to do this.

Basically, the distribution processis:
1. You create and configure a Distribution object.

2. The Distributor object that you assigned the Distribution object to reads eDirectory and
discovers the new Distribution.

3. The Distributor server builds the Distribution file according to your configuration.
4. You associate the Distribution object with a Channel object.

5. TheDistributor server sendsthe Distribution file to the Subscriber serversthat are subscribed
to that Channel.

6. The Subscriber servers extract and install the Distribution’s content.

This distribution sequence needs to be scheduled for the following reasons:

¢ Ordering the Distribution Process: The flow of a Distribution from one process to another
needs to be ordered so that the Distribution gets distributed and used in atimely manner.
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Conflicting scheduling might cause a Distribution to never get through the process, or to
arrive and get used much later than you anticipated.

+ Minimizing Network Traffic: Scheduling can provide flexibility in controlling network
bandwidth usage. For example, you can schedule large Distributions to be sent when your
network’strafficis at its lightest.

+ Minimizing Impact on Servers: Scheduling helps to minimize the impact of building,
sending, and extracting Distributionsfor the serversinvolved. For example, you can schedule
large Distributions to be built and extracted during off-peak hours or on weekends.

Scheduling does not affect the total network resources used by a Distribution. It only affectswhen
those resources are used.

Scheduling Is Required for Some Server Policies

Some policies must be scheduled before they can be enforced.

If you enable a policy, but do not schedule it, it is activated according to the schedule currently
specified in the Default Package Schedule, which provides a default for scheduled policies. The
default scheduleisto run at System Startup.

The order of enforcement of different server policiesis not guaranteed if the policies use exactly
the same schedule. In other words, you should stagger the policies’ schedulesif you want to ensure
the order in which they are enforced.

For information on scheduling policies, see “ Scheduling and Server Policies’ on page 331.

For information on policies, see Chapter 4, “ Server Policies,” on page 191.

Scheduling Differences Between Server Policies and Tiered Electronic Distribution

312

Policies are scheduled according to local times. Tiered Electronic Distribution objects are
scheduled according to an offset from Greenwich Mean Time (GMT).

Server Policiesexample: If you areresiding in Utah and set apolicy to be executed at 5 p.m. Utah
time, it would be executed at 5 p.m. local timein Utah for serversresiding in Utah. In California,
it would execute at 5 p.m. local timein California. In other words, setting atime of 5 p.m. for a
policy makesit execute at 5 p.m. local time wherever the serversreside.

Tiered Electronic Distribution example: If you are residing in Utah during Daylight Saving
Time and set a Tiered Electronic Distribution object’s schedule for 5 p.m., it would be executed at
5 p.m. local timein Utah. In California, it would execute at 4 p.m. local time (5 p.m. in Utah) for
serversresiding in California. In other words, Tiered Electronic Distribution schedulesarerel ative
toaGMT offset that makes the Tiered Electronic Distribution schedul e execute at the exact same
moment worldwide.

For Distributions, you can define awindow of opportunity during the day for when a schedule’s
action isto begin and end. Distributions are anticipated to occur during off-peak hours. For some
networks, it is possible that the scheduling window can be very short. Other systems on the
network also use off-peak hours for processing, such as backups.

You can haveinstances where the limiting factor is available time; therefore, the critical condition
ishow fast the distributions can take place, regardless of the resources consumed. You might need
to experiment to determine the best relationship between time and resources.
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Precedence of the Tiered Electronic Distribution Policy

If you set a schedule in the Schedule tab for the Tiered Electronic Distribution policy (in the
Service Location Package), this schedule is the default for al Distributors and Subscribers for
which the policy applies, unlessin ConsoleOne you set a schedule for a specific Tiered Electronic
Distribution object. In other words, modified schedules for Distributors and Subscribers
automatically override the Tiered Electronic Distribution policy schedule.

The Distributor and Subscriber schedules are different. There are separate Schedule tabs for the
Distributor’s Refresh and Subscriber’s Extract schedules.

By default, when a scheduleis set in the Tiered Electronic Distribution policy, the Use Policy
check boxes are displayed on both the General and Schedule tabs for all Distributors and
Subscribers. And, the box is automatically selected for the Distributor and Subscriber objects that
have not yet had their schedules modified. It is deselected for the objects that have a schedule
defined.

You can disable the Tiered Electronic Distribution policy’s default schedule for a specific
Distributor or Subscriber by deselecting the Use Policy check box in the object’s properties. Then
you must define a schedule in the object’s properties for it to have a usable schedule.

You can override a specific Distributor or Subscriber schedule by selecting the Use Policy check
box in that object’s properties. The Tiered Electronic Distribution policy’s scheduleisthen applied
to that Distributor or Subscriber.

For information on how to create, configure, and schedule the Tiered Electronic Distribution
policy, see“ Tiered Electronic Distribution” on page 206.

Scheduling and Tiered Electronic Distribution Objects

Scheduling can be a complex undertaking if you do not understand the fundamental scheduling
principles. Review the following sections for guidelines that will help you to set up effective
schedules for your Distributions:

“Understanding the Tiered Electronic Distribution Objects and Their Schedules’ on page 313

*

*

“How the Tiered Electronic Distribution Schedules Interrelate” on page 318

*

“The Three Timing Aspects of Scheduling” on page 319

*

“ Approaches to Scheduling” on page 322
“Scheduling Issues’ on page 324

*

Understanding the Tiered Electronic Distribution Objects and Their Schedules

When sending Distributions between Distributor and Subscriber servers, several Tiered Electronic
Distribution objects are involved in the distribution process. Because of this, you must set
schedules in some of the objects so that the process flows efficiently, yielding the intended
distribution results.

The following sections explain the schedules:
+ “The Tiered Electronic Distribution Schedules’ on page 314
+ “Distributor Object’s Refresh Schedule” on page 315
+ “Distribution Object’s Build Schedule” on page 316
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+ “Channel Object’s Send Schedule”’ on page 316
* “Subscriber Object’s Extract Schedule” on page 317

The Tiered Electronic Distribution Schedules

The following Tiered Electronic Distribution objects can be scheduled:

Tiered Schedule Name Scheduling Purpose

Electronic

Distribution

Object

Distributor Refresh Tells the Distributor when it should re-read eDirectory to discover any

changes to its Distributions. If it finds changes, it rebuilds the
Distributions according to the Distribution objects’ Build schedules.

Distribution ~ Build Tells the Distributor when it can build a particular Distribution.

Channel Send Tells the Distributor when it can send the Distributions it owns in the
Channel.

Subscriber Extract Tells the Subscriber when it can extract and install any Distributions

it has received and hasn't yet extracted.

The above Tiered Electronic Distribution objects must be scheduled or they cannot perform their
Distribution-related actions, such as determining when Distributions are discovered, built,
distributed, and extracted.

The following Tiered Electronic Distribution objects do not have schedules:
External Subscriber
Subscriber Group
Policy Package*

1 Only the Container Package and Service L ocation Package. The Distributed Policy Package can
be scheduled using the Schedule tab in the Distribution object.

Server CPU Usage by the Schedules

Schedules do not directly affect the total resources used by a Distribution (such as CPU cycles,
bandwidth, and disk space), but rather when the resources are used. Therefore, Tiered Electronic
Distribution’s schedul es control when Distributions are built, sent, and extracted.

However, CPU usage is affected by which servers are being used to perform a schedul€e's action.
A server’s CPU time depends on which Tiered Electronic Distribution function is running on the

server:
Server’'s CPU Time Schedules
Distributor Refresh, Build, Send
Subscriber Extract
parent Subscriber Send, Extract
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Distributor Object’s

Schedule Types

When you set an object’s schedule, you have the following schedule types to choose from:

Never

Daily

Monthly

Yearly

Interval

Time

Run Immediately (except for the Distributor object)

For more information on the schedul e types, see “Frequency” on page 319 and “ Schedule Types
on page 387.

Resolving Certificates when Changing Schedules

You might need to resolve certificates when making changes to one of the schedules. For more
information, see “ Resolving Certificates’ on page 299.

Refresh Schedule

A Distributor’s schedule determines when the Distributor reads Novell eDirectory™ for
configuration changes. This enablesthe Distributor to respond to arequest to build aDistribution.
The Distributor rebuilds aDistribution when the Distribution’s schedul e indicates that is should be
built.

When the Channel’s Send schedul e starts, the Distributor checks with the Subscribersthat it sends
to directly to see if they have the current Distribution. However:

+ |f the Distribution is non-sequential, the Distributor simply checks for the current version.

+ |f the Distribution is sequential (the File or Desktop Application types of Distributions only),
it checksto seeif the Subscribers have all of the versions of the Distribution, starting with the
baseline and every change since the basdline.

If the Subscriber does havethe entire Distribution, it checkswith its subordinate Subscribersto see
if they do, and so on down the routing hierarchy.

Thetimeit takesto verify that all receivershave all of the Distributionsin the Channel isminimal.

IMPORTANT: A Distribution might never get sent completely if the Refresh schedule is shorter than the time
it takes to build or send the Distribution. In other words, if the Refresh schedule is too short, when the
Distributor is refreshed the Distribution in the process of being built or sent could be cancelled before it has
completed sending. Therefore, we recommend the Distributor’'s Refresh schedule be daily, unless changes to
Distributions warrant a more frequent refresh, then set it in hours. Do not refresh the Distributor more often
than every five minutes.

Scheduling a Distributor
1 In ConsoleOne, right-click the Distributor object > click Properties.

2 Select the Schedule tab > click the arrow for the drop-down box > click Interval > select an
interval, such as Daily.

3 Set the Start and End times, if necessary.

The Start Time and the End Time specify the time window for performing the schedule’'s
action.
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You can repeat the action every so often throughout the day.

You can also have the refresh occur randomly in the specified time window. For more
information, see “Using the Randomly Dispatch Option in a Distributor’s Refresh Schedule”
on page 329.

4 Click OK.

Distribution Object’s Build Schedule

The Distribution’s schedul e determines when a Distributor is requested to create the Distribution
file based on the definition in the Distribution object.

Most Distributions consist of aset of filesthat change over time and need to be redistributed on a
regular basis. Each Distribution has its own Build schedul e that tells the Distributor how often to
rebuild the Distribution. When the Distributor builds a Distribution, it automatically compares it
with the previous version to see if there are any changes.

For the File Distribution, if there are no changesin the current build, no new version is created. If
there are changes, a deltais built consisting of only the changes to be distributed.

For the FTP, HTTP, and Software Package Distribution types, anew version isonly built if there
has been a change since the last version. The Distributor sends the complete new version to al
target Subscribers.

The Distribution’s End Time is used to determine the end time for randomly dispatching events.
In other words, the Distributor does not stop building the Distribution until it is complete.

Deleted files and directory synchronization are handled in the Build schedule.

Scheduling a Distribution
1 In ConsoleOne, right-click a Distribution object > click Properties.

2 Select the Scheduletab > click the arrow for the drop-down box > select aschedule type, such
as Run Immediately.

You can repeat the action every so often.

The Start Time and the End Time specify the time window for performing the schedule’'s
action.

You can also have the build occur randomly in the specified time window (if you select the
Daily schedule type). For more information, see “ Using the Randomly Dispatch Optionin a
Distribution’s Build Schedule” on page 329.

3 Click OK.

Channel Object’s Send Schedule

A Channel’s Send schedul e provides awindow of time for when aDistributor can start sending its
Distributions to the Subscribers associated with that Channel.

The Channel’s schedule applies only to the Distributor and its direct receivers (first tier
Subscribers). When the Send schedule ends, the Distributor stops distributing to those first tier
Subscribers.

Second-tier receivers and beyond do not adhere to the Channel’s schedul e. The parent Subscribers
that are sending Distributions to other Subscribers continues to send a Distribution after the Send
schedule ends. Their subordinate Subscribers also ignore the Send schedule.
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The Send schedule's End Time forces the Distributor to stop sending a Distribution when the Send
schedule ends. The Distributor starts sending the Distribution where it left off when the Send
schedule begins again. A Distribution is not totally re-sent. For example, if 50 MB of a60 MB
Distribution had already been sent before the disruption, when the Send schedule starts again for
the Channel, the Distributor begins sending the remaining 10 MBs.

For information on how time zones affect a Channel’s schedul e, see* Scheduling Tiered Electronic
Distribution Objectsin Different Time Zones’ on page 326.

Cache and Forward has no bearing on whether aparent Subscriber continuesto send aDistribution
when the Channel’s Send schedul e ends. Parent Subscribers who have completely received a
Distribution prior to the Send schedul e ending continues to send that Distribution to subordinate
Subscribers. Thereisno mechanism for controlling whether parent Subscribers should continueto
send when the Send schedule ends.

IMPORTANT: A Distribution might never get sent if the Send schedule is shorter than the time it takes to send
the Distribution. Therefore, we recommend the Channel’'s Send schedule be daily or in hours. Make the Send
schedule at least long enough to allow all of the Channel’s Distributions to be sent.

Scheduling a Channel
1 In ConsoleOne, right-click the Channel object > click Properties.

2 Select the Schedule tab > click the arrow for the drop-down box > click Interval > select an
interval (in the Repeat the Action Every field), such as 1 hour > click OK.

The Start Time and the End Time specify the time window for performing the schedule's
action.

For information about randomly starting the Send schedule (if you select the Daily schedule
type), see* Using the Randomly Dispatch Option in a Channel’s Send Schedule” on page 330.

Subscriber Object’s Extract Schedule

The Subscriber’s schedule determines when a Subscriber can extract a Distribution that has been
received.

The Subscriber’s End Timeis used to determine the end time for randomly dispatching events. In
other words, the Subscriber does not stop extracting the Distribution until it has completed the
extraction process.
Scheduling a Subscriber
1 In ConsoleOneg, right-click a Subscriber object > click Properties.
2 Select the Channelstab > click Add > browse for the Channel > click Select > click OK.
Make sure the Channel is listed as Active in the Channels list.

3 Select the Schedule tab > the arrow for the drop-down box > select a schedule, such as Run
Immediately > Click OK.

This schedule type causes the Subscriber to extract the Distribution as soon asiit is received.

The Start Time and the End Time specify the time window for performing the schedule’'s
action.

For information about randomly starting the Extract schedule (if you select the Daily schedule
type), see “Using the Randomly Dispatch Option in a Subscriber’s Extract Schedule” on
page 330.

4 Repeat these steps for each Subscriber.
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How the Tiered Electronic Distribution Schedules Interrelate

The Tiered Electronic Distribution object’s schedules do not all interact directly with each other.
Thereisaflow to how they are sequentially interconnected, as shown in the following illustration:

When the Refresh When the Build When the Send When the Extract
schedule starts, the schedule starts, the schedule starts, all schedule starts, any
Distributor reads Distributor builds all Distributions currently Distributions that have
eDirectory to discover new Distributions listed in the Channel not been extracted, or
any new Distributions and rebuilds any are sent by the have not finished being
or changes to its existing Distributions Distributors to each extracted, are

existing Distributions. that had changes. Subscriber that has extracted.

subscribed to the

ﬂ Channel. ﬂ

Distributor Distribution Channel Subscriber
@) - - v ¥
et - % > {2 < g
Refresh . ... ..... Build Send L Liiieean. Extract
Schedule % Schedule Schedule % Schedule
Not dependent on Dependent on the Not dependent on Dependent on the
any schedule, Refresh schedule for any schedule, Send schedule to
because this schedule notification that a because it will send have new or revised
initiates the discovery new Distribution or a whatever is in the Distributions to
of new Distributions newer version of an Channel when the be extracted.
or changes to existing existing Distribution Send schedule starts.
Distributions. needs to be built.

Most importantly, the sequence of Refresh, Build, Send, and Extract must have their schedules
configured so that they allow aDistribution to be successfully discovered, built, sent, and extracted
within the time frame that you intend.

If even one schedule is out of sync with the other threg, it can take longer than intended for a
Distribution to be created and eventually used.

For example, if you set the following schedules as indicated, the results are:

+ Set the Refresh scheduleto occur hourly: The Distributor istriggered to read eDirectory
each hour to discover new or changed Distributions. You should determine this frequency by
how large the Distributions are that this Distributor builds after each refresh. Generally, the
shorter the time between refreshes, the better.

+ Set the Build schedule to run immediately: The Distributor builds the new or changed
Distributions immediately after the Distributor’s Refresh schedule has caused it to read
eDirectory to discovered them. However, very large Distributions might need to be built
during off-peak hours.

+ Set the Send scheduleto Midnight: The Distributor sends its Distributions during off-peak
hours when the network’s bandwidth is less busy.

¢ Set the Send scheduleto run immediately: The Distributor sends its Distributions as soon
asthey are built.

+ Set the Extract scheduleto 3 a.m.: The Distributionsreceived are extracted during off-peak
hours when the server islikely to be the least busy. Thisis useful for servers receiving very
large Distributions that do not need to be extracted and installed immediately.

+ Set the Extract schedule to run immediately: The Subscriber extracts the Distribution as
soon asitisreceived. Thisisuseful for serversreceiving important Distributions, such asvirus
patterns.
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Ways that you could mess up the distribution scheduling flow:

*

Setting the Distributor’s Refresh schedule to occur too frequently to allow time to build new
Distributions or rebuild changed Distributions.

Setting the Distributor’s Refresh schedul e to not occur frequently enough to get important
Distributions built and sent on time.

Setting the Distribution’s Build schedule to occur too frequently to alow completion of the
Distributions it was building during the previous schedule window.

Setting the Distribution’s Build schedule to not occur frequently enough to get important
Distributions built and sent on time.

Setting the Channel’s Send schedule to not coincide with the Distributor’s Build schedule,
possibly delaying the sending of Distributions.

Setting the Channel’s Send schedule window to be too short for al its Distributions to have
time to complete sending.

The Three Timing Aspects of Scheduling

There are three time-rel ated aspects that affect scheduling:

*
*
*

*

Frequency

“Frequency” on page 319

“Duration” on page 320

“Interval” on page 321

“Using Intervals with Distributors’ on page 322

When setting schedules, you determine how frequently you want a particular Distribution to be
built, sent, and extracted.

Thefreguency for processing a Distribution can be determined using the following schedul e types:

Schedule Type Functionality

Daily Repeats the function the same time each day

Monthly Repeats the function on a specified day of the month

Yearly Repeats the function on a specified day of the year

Interval Repeats the function every so often (as determined by you)

Time The function occurs just once at a specific date and time

Run Immediately Ignores the schedule’s normal settings and starts the function immediately

The frequency you select in scheduling the distribution process should be determined by the
purpose of the Distribution. For example:

*

*

Virus protection pattern files should be distributed and installed as soon as possible whenever
they become available

A software update should be sent and installed only once
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Duration

Some schedule types have durations that you may need to determine. The duration is defined by
start and end times that provide awindow for the time wherein the scheduled action can be
performed.

Some schedules completely stop their function at the end of the schedul € sduration. Therefore, the
duration of a schedule must accommodate the size of a Distribution with reference to how long it
takesto build it, send it, and extract it.

Duration has different issues for different schedules, as explained in the following:
“The Distributor Object’s Refresh Schedule” on page 320

“The Distribution Object’s Build Schedule” on page 320

“The Channel Object’s Send Schedule” on page 320

+ “The Subscriber Object’s Extract Schedule” on page 321

*

*

*

The Distributor Object’s Refresh Schedule

When a Refresh schedule starts, the following happens:

+ Digtribution Building Sops: The Distributor stops building any Distributionsthat itisinthe
middle of building. Temporary build files are not cleaned up, and building of the unfinished
Distribution are not resumed where it | eft off. Unfinished Distributions are rebuilt by starting
over when the next Build schedule starts.

+ Distribution Sending I sInterrupted: The Distributor stops sending any Distributionsthat it
isin the middle of sending. However, when the Send schedul e starts again, the Distributor
picks up where it left of and finishes sending the Distribution.

Therefore, the Refresh schedule should not overlap the Build or Send schedules. In other words,
it should start after the others end, and end when the others have not yet started.

Because the Refresh schedule can stop a Distributor from finishing a Distribution build, you may
need to have multiple Distributors in your system to handle the different types of Distributions
you'll be creating. For more information, see “ Determining Whether You Need Other
Distributors’ on page 322.

After the Refresh schedule's end time is reached, the Distributor picks up where it left off in
sending its Distributions, but restarts building Distributions that it had not completed building
when it was interrupted by the start of the Refresh schedule.

The Distribution Object’s Build Schedule

When a Build schedule starts, only the Distributions that a Distributor knows about at that time
start being built during the duration of the Build schedule. The Distributor learns of changes made
to existing Distributions or of newly-created Distributions by reading eDirectory, which is done
according to the Distributor’s Refresh schedule.

After the Build schedul€'s end time is reached, building continues on al Distributions that it
started building until the Distributions are finished being built or failed to be built.

The Channel Object’s Send Schedule

When a Send schedule starts, the Distributor begins sending its Distributions that are listed in the
Channel, but only those Distributions that the Distributor knows about that are listed in the
Channdl at the time the Send schedule starts.
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Interval

When a Send schedul€'s end time s reached, the Distributor stops sending its Distributions, even
if the Distributions have not completed being sent. However, the next time the Send schedule
starts, the Distributor picks up where it |eft off and completes sending the partially-sent
Distributions, plus begins sending any new or revised Distributionsthat the Distributor discovered
during its Refresh schedule time.

The Subscriber Object’s Extract Schedule

When an Extract schedule starts, any Distributionsit has already received or will receive during
its schedul€'s duration begins to be extracted all at the same time.

When an Extract schedule's end time is reached, the Subscriber continues to extract all
Distributions that it started to extract until the Distributions are finished being extracted or failed
to be extracted.

Aninterva is how often during a schedul€e’s duration that the schedule restarts its function.

Aninterva isthe equivalent to splitting up the schedule into a consecutively run series of mini-
schedules. During a schedul€'s duration, intervals act as a stop/start position within the duration,
causing the same actions to take place as for the start and stop times of the schedul e itself.

Intervals can have different issues for different schedules, as explained in the following:
+ “The Distributor Object’s Refresh Schedule” on page 321
+ “The Distribution Object’s Build Schedule” on page 321
+ “The Channel Object’s Send Schedule” on page 321
+ “The Subscriber Object’s Extract Schedule” on page 322

The Distributor Object’s Refresh Schedule

Useintervalsto sync up a Distributor’s refresh frequency with how often you want configuration
information changes Distributions, Channels, Subscribers, or policies to be recognized.

Theinterval should not be so short that the Distributor doesn’t have time to read eDirectory and
build the Distributions that it finds are new or changed.

The Distribution Object’s Build Schedule

For Distributions that have changes made often to the Distribution’s content that you want
distributed in atimely manner, use intervals for the Build schedule to efficiently recognize those
changes and provide rebuilt Distributions on time.

The Channel Object’s Send Schedule

When you set intervals within a Send schedul€'s duration, Distributions that are in the process of
being sent are stopped each time the interval begins, then pick up where it Ieft off in sending the
Distributions, plus start sending any new Distributions that were added to the queue.

If you do not use intervals, any Distributions added to the Send schedul€'s queue after the Send
schedule starts, are not sent until the next timethe Send schedule starts. Therefore, setting intervals
in the Send schedule allows you to have newly-queued Distributions included in the Send
schedule’s window of time.
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The Subscriber Object’s Extract Schedule

Intervals do not make sense for the extraction process. All Distributions received prior to the start
of the Extract schedule, or received while the Extract schedule is open, is extracted. Extraction
continues after its schedule ends, so intervals would be ignored by the extraction process.

Using Intervals with Distributors

For any schedule type that has an interval, the event does not start until after the Distributor has
re-read eDirectory. For example:

+ Daily: If the Distributor is refreshed before the current day’s time window has passed, the
event runson the current day, then every day thereafter; otherwise, it first runsduring that time
window on the next day, then every day thereafter.

+ Interval: If you set theinterval to be three days, the event runs three days after the day the
Distributor re-reads eDirectory, then run every three days thereafter.

+ Weekly, Monthly, or Yearly: Theevent runsthefirst day, month, or specific date (the Yearly
option) after the Distributor has re-read eDirectory. For example, on Wednesday you set up a
Weekly event to happen each Sunday. The Distributor re-reads eDirectory on Thursday, so the
event runs the following Sunday, and every Sunday thereafter.

+ RunImmediately: Assoon astheDistributor isrefreshed, the event runs, then runsthereafter
according to the interval you set.

To cause an event for one of the interval-related schedul e types to execute out of sequence (other
than Run Immediately), you can use the ZENworks Server Management role in iManager. For
more information, see Chapter 2, “Novell iManager,” on page 69.

Approaches to Scheduling

The following are approaches that you can use in determining how to set up your schedules:
+ “Determining Whether You Need Other Distributors’ on page 322

*

“Putting Channels In Control” on page 323
“Enabling Load-Balancing for Distributors’ on page 323

*

*

“Inactivating Schedules’ on page 324
“ Scheduling Conflicts with Other Software” on page 324

*

Determining Whether You Need Other Distributors

Distributor server workload and the ability to complete Distribution building tasks should
determine how many Distributors you need.

For example, if you haveavery large Distribution that you want built during off-peak hours, which
does not need to be sent immediately, and also have virus pattern Distributions that do need to be
sent immediately, you might need two different Distributors, one with a daily refresh schedule
(because you are only going to be building the Distribution once per day), and ancther with a
frequent refresh schedulefor discovering new virus pattern changes, so that their Distributions can
be built and sent on time.
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Putting Channels In Control

Theideain using Tiered Electronic Distribution isthat you have a Distribution that you want to be
used by the Subscribers at a certain time. To do so, you would have a Distribution built at atime
when you want the Subscribersto useit. The key then isto get the other schedulesto cooperate in
getting the new Distribution down to the Subscribers on time.

The most useful scheduling configuration to do this places emphasis on the Channel’s Send
schedule. Review the following scenario:

1. A Distribution’s Build schedule depends on how often you expect the Distribution’s
information to change. For example:

+ If the Distribution consists of formsthat change monthly, and it iscritical to distribute the
updated forms quickly, the Build schedule should be set to Daily. This means the forms
would be checked each day for changes, and the change would be found the day, or within
aday, of when they are made to the forms. When it is discovered that the forms have
changed, anew Distribution is built.

+ |f the Distribution consists of a software application that changes once every six months
or so, you may want the Distribution to build weekly. When the application is changed
for the Distribution, no more than aweek would pass before the Distribution was rebuilt.

2. Set dl of your Subscriber’s Extract schedulesto Run Immediately. That way, no matter when
aDistribution is built and sent, the Subscriber isready to useit.

You can haveall of your Subscriber’s Extract schedules set to Run Immediately and not worry
about impacting the Subscriber server during peak business hours with alarge Distribution,
because you can use the Channel’s Send schedule to control when the Subscribers receives
and extracts a particular Distribution.

3. Set the Channel’s Send schedule to correl ate with when its Distributions are scheduled to be
rebuilt, and to occur when you want the Subscribers to extract them.

+ |n the case of aDistribution that changes monthly, set the Channel’s Send schedule to
monthly.

+ Inthe case of aDistribution that only changes every six months or so, set the Channel’s
Send schedule to yearly or at an interval of xxx number of days.

+ Inthecase of alarge Distribution that needsto be extracted during off-peak hours, set the
Channel’s Send schedule to run immediately, if all you are concerned with isthe
Distribution’s extraction, which is determined by the Subscriber’s Extract schedule,
which can be set to control off-peak hour extraction.

Simply, build a Distribution when it is needed, get your Subscribers ready to extract and use the
Distribution as soon as they receive it, then set up your Channel to send the Distribution at the
optimum time for the Subscribers.

Enabling Load-Balancing for Distributors
To help load balance a Distributor server’s distribution duties, do the following:
1. Select the Maximum Number of Concurrent Distributions option on the Distribution object.

2. For the Distribution object, use the Randomly Dispatch option for the Daily, Monthly, or
Yearly schedule type.

For more information on the Randomly Dispatch option, see “Using the Randomly Dispatch
During Time Period Option” on page 329.
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This spreads the network traffic that is caused by sending many Distributions over the entire
scheduling window.

Inactivating Schedules
A Distribution can be set as Active or Inactive:
+ Active: The Active check box is found on the General tab of the Distribution object.

+ Inactive: Inactiveis used when you are building a Distribution because you want to keep it
inactive until it is ready to be sent to a Subscriber.

We recommend that as you are either creating or modifying a Distribution object, its associated
Channel be set to Inactive until you are ready to begin distributing the Distribution package. This
prevents the Distribution from being inadvertently sent before you have completed its
configuration.

Scheduling Conflicts with Other Software

Most distributions are anticipated to occur during off-peak hours. For some networks, it ispossible
that this scheduling window may need to be very short. Other systems on the network can also use
off-peak hours for processing, such as backups.

You might have instances where the limiting factor is available time; therefore, the critical
condition is how fast the Distributions can take place, regardless of the resources consumed. You
might need to experiment to determine the best relationship between time and resources.

Scheduling Issues

The following explain various scheduling issues:
+ “Schedule Interactions’ on page 324
+ “Time Zones and Scheduling” on page 326
+ “Using the Randomly Dispatch During Time Period Option” on page 329
+ “Repeating Actions’ on page 330

Schedule Interactions

Each of thefour schedules (Refresh, Build, Send, and Extract) interact with each other in waysthat
determine the success or timeliness of the distribution process:

+ “Overal Interaction Issues’ on page 324

+ “Refresh versus Build” on page 325

+ “Refresh or Build versus Send” on page 325
+ “Build versus Send” on page 326

+ “Send versus Extract” on page 326

Overall Interaction Issues

Because the distribution process is dependent on each of the four schedules interacting with each
other in atimely manner, the purpose of a Distribution should help you to determine what each of
the schedules need to be that are involved in its distribution process.
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For example, if you want a virus pattern Distribution to be sent as soon asiit is configured or as
soon as a change to it has been completed, you need to make sure the schedules involved for all
four Tiered Electronic Distribution objectsallow the virus patternsto bein use by the target servers
as soon as possible.

However, if you want a Distribution to be built, sent, and extracted during off-peak times, because
itisvery large and requiresalot of bandwidth in sending and server timein building and extracting
it, then you would want each schedule to help in determining when to start those processes.

Because your Distributions can vary in both purpose and size, and because you may be using the
same Distributor server for building these Distributions, you need to configure the various
schedules to compensate for this. For example, the Distributor could haveits Refresh schedul e set
to start every five minutes, and that would work for both sending Distributions immediately or
during off-peak hours. Thisis because the Distribution’s Build schedule would trigger when the
particular Distribution would get built (immediately or during off-peak hours).

Subscriber Extract schedules are where you could have conflicts between extracting Distributions
immediately or during off-peak hours. However, if you set the Subscriber’s schedule to
immediately extract and install its Distributions, you can use the Build and Send schedules to
control when it gets certain Distributions. That way, it can extract virus pattern Distributions
immediately (small, so no impact on the server), and extract large Distributions when they are sent
during off-peak hours.

The fact that you can control build times individually for each Distribution, and that you usually
create Channels unique to the Distributions, you can configure frequent schedules for the
Distributor’s Refresh and Subscriber’s Extract schedules. In other words, most of your scheduling
differences can be controlled by the Build and Send schedules.

Refresh versus Build

The Distributor builds a Distribution according to the Distribution object’s Build schedule, but not
before the Distributor’s Refresh schedule has told the Distributor to read eDirectory for changes
related to the Distribution, such as whether there is a new one, or that something in an existing
Distribution has changed, requiring it to be rebuilt. This meansthe Build schedule is dependent on
the Refresh schedule

Therefore, if you intend that anew Distribution be built right after you have created its object and
configuredit, the Distributor’s Refresh schedule must be frequent enough to cause the Distribution
to be built. For example, you would have the Distributor’s Refresh schedul e set to an interval of
every five minutes.

However, if you only want a Distributor server to be building Distributions during off-peak hours,
then you' d want its Refresh schedul e to start and end during off-peak hours. Therefore, you would
select a Refresh schedul e type that allows you to specify such atime window. For example, Daily,
Monthly, and Yearly each provide the capability to set atime window. Additionally, Daily allows
you to specify which days of the week to read eDirectory for changes.

Refresh or Build versus Send

A Distribution can only be listed in a Channel after it hasinitially been built. Therefore, the
Channel’s Send scheduleis for existing Distributions, whether they be newly built or rebuilt
because of changes. The Distributor sends a Distribution according to the Channel object’s Send
schedule. This means the Send schedule is not dependent on the Refresh or Build schedules.

However, the Refresh and Build schedules are dependent on the Send schedul e, because the
Subscriber servers do not receive a Distribution until the Send schedule starts.
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Build versus Send

A Channel only lists Distributions that can be sent. The Channel doesn’t care whether an existing
Distribution isin need of being rebuilt. The Send schedule only tells the Distributor when one or
more of its Distributions can be sent to the Subscriber serversthat have subscribed to the Channel.

Therefore, the Build schedule is dependent on the Send schedule in that a Distribution should be
initially built or rebuilt in time to be sent when the Channel’s Send schedule starts. Also, after a
Distribution has been built, it must wait for the Send schedul e to start to be sent.

Send versus Extract

When a Send schedul e starts, the Distributor sends the Distributions listed in that Channel to the
Subscriber servers subscribed to the Channel. However, the Distributions received are not
extracted until the Subscriber’s Extract schedule starts.

Therefore, the extraction of aDistribution isonly dependent on the Extract schedule. However, the
Send schedule determines when the Distribution is available for extraction. Thus, the Extract
schedule is dependent on the Send schedule.

The only dependency that the Send schedule has with the Extract scheduleis that a sent
Distribution is not extracted and installed until the Extract schedul e starts, meaning you would not
count on the Send schedule alone to get Distributions completely processed.

Time Zones and Scheduling

Multiple time zones can complicate your scheduling efforts. The following sections explain some
of the issues:

+ “Scheduling Tiered Electronic Distribution Objects in Different Time Zones’ on page 326
+ “Calculating Time Differences’ on page 327
* “Using Geographically-Based Channels’” on page 328

Scheduling Tiered Electronic Distribution Objects in Different Time Zones

The following information concerning time zone offsets is from the perspective of the Channel
object. However, thisinformation is applicable to all Tiered Electronic Distribution objects that
can be scheduled.

BecauseaChannel isan object inthetreethat is not associated with aspecific server, the Channel’s
timeisalways set to thelocal time zone of theworkstation that isrunning ConsoleOne® and setting
the Channel’s schedule.

For example, if you (the administrator) livein New York City, thelocal timefor any Channelsyou
schedule from there islocal New York time.

If Distributors in different time zones from the Channel have Distributionsin that Channel, the
Distributors need to send their Distributions according to the Channel’s local time schedule. For
example:

1. You set a Channel’s schedule to be from 1 a.m. through 5 am. local timein Los Angeles.

2. In New York you select to have a Distributor’s Distribution listed in that Los Angeles
Channel.

3. The Distribution can be sent only between 4 am. and 8 am. in New York because for New
York, being three hours ahead of Los Angeles, its time window of 4-8 am. is happening at
the same time as the Los Angeles time window of 1-5 am.
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You should use a time zone offset to determine the true local time when the Distributor can send
its Distributions. Also, because a Channel’s schedul e determines when a Distribution can be sent,
you must make sure the build schedules you set for your Distributions occur before a Channel’s
schedule.

Calculating Time Differences

TheWorld Time Server (http://www.worldtimeserver.com) is aWeb site where you can determine
the time difference between any two locations in the world.

Asyou look at the site, note the following:
+ Thelocationsin the left frame can be listed by countries or major cities.
+ Thecurrent GMT time relative to the International Date Lineis displayed in the right frame.

+ Whenyou select alocation in theleft frame, the time displayed in the right frameincludesthe
day, date, whether Standard Time or Daylight Saving Time isin effect, and the GMT offset.

To use this site to calcul ate time differences between Tiered Electronic Distribution locations,
1 Select the location for one of the Tiered Electronic Distribution sites.

2 Notethetime, day/date, GMT offset, and whether Daylight Saving Timeisin effect (for future
reference).

3 Sdlect the location for another Tiered Electronic Distribution site.
4 Notethetime, day/date, GMT offset, and whether Daylight Saving Timeisin effect.

5 Repeat this processfor al of the Tiered Electronic Distribution locations where you want to
coordinate schedules.

6 Using the information you have gathered, calculate the time differences between the Tiered
Electronic Distribution locations.

7 Takinginto consideration when eventsaretaking placelocally at the various Tiered Electronic
Distribution locations, configure the appropriate schedules using the time differences.

Asan example,
+ A Distributor in Hawaii lists a Distribution in a Channel in New York.

+ Using the World Time Server Web site, you can find that the offset between the two locations
is—6 when Daylight Saving Timeisin effect. (The negative number meansit islater in the
time sequence, so you must subtract Hawaii’s time from New York’s time to arrive at the
correct am. or p.m.)

+ |f the Channel’s starting timeis 1 am. in New York, select 7 p.m. for the Distributor’s
schedulein Hawaii.

+ Theresult isthat the Distributor can start to send its Distribution at 7 p.m.

+ Because Hawaii is not observing Daylight Saving Time and New York is, when New York
moves back to Standard Time, the result would be 8 p.m.

If you wanted the Distributions to be sent later in the evening in Hawaii, the Channel’stime
window would have to start later than at 1 am. in New York. For example:

+ You want the Distributions to begin sending at 11 p.m. in Hawaii.
+ You need to set the Channel’s start timeto be 5 am. in New York.
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When you set up your Channel schedules, you need to consider which object’s time window is
more important. For example, it might be more important for the Distributor to be sending
Distributions during off-peak hours. Therefore, using the New York and Hawaii example, to have
the Distributions begin sending after midnight Hawaii time, you would need to have the New York
Channel’s start time set to 6 am. or later.

Using Geographically-Based Channels

If you want a Distribution to be received at the same local time (such as 3 am.) when you have
Subscribersin different time zones, use geographically-based Channels.

Using asingle Channel for the Distribution only alows the Distribution to be received at the same
timeit is sent, meaning it could arrive at different local timesif the Subscribers are not all in the
same time zone. For example:

1. Distribution_A iscreated and listed in Channel_A.

2. The Send schedule for Channel_A is set to cause Distribution_A to be sent at 3 a.m. of the
Distributor’s local time.

Subscriber001 is in the same time zone as the Distributor.
Subscriber002 isin atime zone that is 2 hours |ater than the Distributor’s.
Subscriber001 and Subscriber002 are subscribed to Channel_A.

Channel_A's Send schedule fires at 3 a.m. local time of the Distributor owning
Distribution_A.

7. Distribution_A issent at 3 a.m. local time of the Distributor to Subscriber001 and
Subscriber002.

8. Subscriber001 receives the Distribution at 3 am. itslocal time.

o > w

9. Subscriber002 receives the Distribution at 1 am. itslocal time.

However, your intention isthat Distribution_A bereceived by both Subscribersat 3a.m. their local
times.

To get Subscriber002 to aso receive Distribution_A at 3 am. itsloca timeinstead of 1 am., do
the following:

1. Unsubscribe Subscriber002 from Channel _A.
2. Create Channel_AZ2 for Distribution_A.

3. Subscribe Subscriber002 to Channel_A2.

4

. Set the Send schedule for Channel_A2 to cause Distribution_A to be sent at 5 a.m. of the
Distributor’s local time.

Then:

1. Channel_AZ2's Send schedulefiresat 5 am. local time of the Distributor owning
Distribution_A.

2. Subscriber002 receives the Distribution at 3 am. itslocal time.

Using Channels that are geographically-based, the Distributor sends the same Distribution at
different times of the day.
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Using the Randomly Dispatch During Time Period Option

The Randomly Dispatch During Time Period option is available for each of the schedules
(Distributor, Subscriber, Channel, and Distribution). It is used in conjunction with atime window
(Start and End times) that you can set for a Daily, Monthly, or Yearly schedule type.

Randomly dispatching causes the scheduled action to run at any time during the window for the
day. This helps load-balancing on servers. However, random-dispatched schedules can be
confusing if you are expecting an action to take place immediately.

The following describe the issues for the Randomly Dispatch option:
+ “Using the Randomly Dispatch Option in a Distributor’s Refresh Schedule” on page 329
+ “Using the Randomly Dispatch Option in a Distribution’s Build Schedule” on page 329
+ “Using the Randomly Dispatch Option in a Channel’s Send Schedule” on page 330
+ “Using the Randomly Dispatch Option in a Subscriber’s Extract Schedule” on page 330

Using the Randomly Dispatch Option in a Distributor’s Refresh Schedule

You can use the Randomly Dispatch option for Distributor Refresh schedules to load balance
Distributor refreshes from eDirectory. Thisis useful to minimize the network traffic that can be
caused by many Distributors trying to read eDirectory at the same time.

Besureto coordinate aDistributor’s Refresh schedulewith that Distributor’srelated Distributions
Build and Channels’ Send schedules.

The Distributor’s Refresh schedule should be determined by how frequently Tiered Electronic
Distribution information is updated in eDirectory. For example, how often new Distributions are
created, properties of existing Distribution objects changed, new Channels are added, and so on.
The Distributor cannot know of changes made to Tiered Electronic Distribution objects without
re-reading eDirectory. An eDirectory refresh should finish before the Build and Send schedules
begin.

IMPORTANT: Do not refresh the Distributor more often than every five minutes. The following can need up
to five minutes to complete their processes: Distribution building, eDirectory replication, and tree walking
(when no Search policy is defined).

If you are using the Randomly Dispatch option, you should consider the End time for the Refresh
schedule when setting the Start times for the Build and Send schedules.

Using the Randomly Dispatch Option in a Distribution’s Build Schedule

You can use the Randomly Dispatch option for a Distribution’s Build schedule to load-balance the
Distributor’s work in building Distributions. This becomes more necessary as the number of
Distributions for a Distributor grows.

Be sureto coordinate a Distribution’s Build schedule with its Distributor’s Refresh schedule and
any related Channels' Send schedules. A Distribution build should begin after the Refresh
schedule ends and finish before the Send schedules begin.

IMPORTANT: Do not refresh the Distributor more often than every five minutes. The following can need up
to five minutes to complete their processes: Distribution building, eDirectory replication, and tree walking
(when no Search policy is defined).

If you are using the Randomly Dispatch option, you should consider the End time for its
Distributor’s Refresh schedule when setting the Build schedule's Start time; and, you should
consider the End time for the Build schedule when setting the Start times for the Send schedules.
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Repeating Actions

Using the Randomly Dispatch Option in a Channel’s Send Schedule

You can use the Randomly Dispatch option for a Channel’s Send schedule to begin sending its
Distributions to Subscribers randomly within a scheduling window. Each Distributor that has
Distributions in the Channel calculates a random time between the specified Start and End times
to begin sending its Distributions. This hel ps to ba ance the distribution workload for the network
over aperiod of time.

For example, Distributor A and Distributor B have Distributions in a Channel. Each Distributor
would calculate its own random time to begin sending its Distributions.

Another use of the Randomly Dispatch option for the Send scheduleisif you have many Channels
and you want all Distributions for all Channelsto occur between 10 p.m. and 4 am. Using the
Randomly Dispatch option in each Channel would allow you to disperse Distribution sending
times for al Channels over that six-hour period of time.

If you are using the Randomly Dispatch option, you should consider the End time of each
associated Distribution’s Build schedule when setting the Send schedule's Start time; and, you
should consider the End time for the Send schedule when setting the Start times for all associated
Subscribers Extract schedules.

Using the Randomly Dispatch Option in a Subscriber’s Extract Schedule

You can use the Randomly Dispatch option for a Subscriber’s Extract schedule to balance the
Subscriber’s work load in extracting Distributions.

If you are using the Randomly Dispatch option, you should consider the End times for the Send
schedules of the Channels where the Subscriber is subscribed when setting the Start time for the
Extract schedule.

For schedule types that have the Repeat the Action Every field, how this option works depends on
other factors, such as other schedules and how frequently the Distributor reads eDirectory.

For example:

+ You select Daily as the Send schedule for a Channel

* You set 1:00 am. to midnight (23 hours) as the sending window

+ You set the Repeat the Action Every field with 1 hour as the repeat value
The action (sending the Distribution) repeats as follows:

1. Starting at 1:00 a.m. and repeating every hour, the Distributor queues the Distribution to be
sent.

2. If aDistributionisin the process of being sent, it continues to be sent.

3. Once aDistribution is off the queue after being sent, the Distributor queues the next newer
version for sending.

If apreviously queued version of this Distribution has not been sent yet (still in the queue),
the next newest version is placed in the queue. In other words, only one version of the
Distribution (the last built) is queued while another version of the Distribution is being sent.

The Distributor always sends the latest Distribution, even if the Subscriber aready hasit.
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Scheduling and Server Policies

All policies use the default schedul e (Package Schedule) except where you change the schedulein
aparticular policy. You can also edit the default package schedule.

Review the following sections:
+ “Policy Schedules Versus Distribution Schedules’ on page 331
+ “Scheduling a Server Policy” on page 331
+ “Editing the Default Package Schedule” on page 332

Policy Schedules Versus Distribution Schedules

Policies that must be scheduled have two scheduling methods:
+ Individua policy schedules, which are configured in apolicy’s properties

+ The Default Package Schedule that appliesto al policies that are enabled in the package that
do not have individua schedules set

With referenceto policiesthat must be distributed, policy schedulesand Distribution schedulesare
used for different purposes:

+ Enforcement: A policy’s schedule determines when the policy can be enforced.

+ Distribution: A Policy Package Distribution’s schedule determines when the policy’s
Distribution is built so that the policy package can be sent, received, and extracted. After
extraction, the policy’s schedul e then determines when the policy can be enforced.

In other words, a Distribution’s schedul e does not directly determine when a policy is enforced.
However, aDistributions's schedule, combined with the Channel’s Send and Subscribers' Extract
schedules, could delay the enforcement of a policy.

Scheduling a Server Policy

To schedule an individual policy:

1 In ConsoleOne, right-click a Policy Package object, click Properties, then select the Policies
tab.

2 Select apoalicy, click Properties, then select the Policy Schedule tab.
3 Select aschedule in the Schedule Type field, then configure the schedule:

“Daily” on page 388

“Event” on page 388

“Interval” on page 389
“Monthly” on page 389

“Never” on page 389

“Package Schedule” on page 390
“Relative’ on page 390

“Run Immediately” on page 390
“Time” on page 391

“Weekly” on page 391

“Yearly” on page 391
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IMPORTANT: The Relative and Run Immediately schedules are not available for the Scheduled Down
policy.

Editing the Default Package Schedule

To edit the default package schedule:
1 In ConsoleOne, right-click a Policy Package object, then click Properties.
2 Click Edit.
3 Sdlect aschedulein the Schedule Type field, then configure the schedule:

“Daily” on page 388

“Event” on page 388

“Interval” on page 389
“Monthly” on page 389
“Package Schedule” on page 390
“Relative’ on page 390

“Run Immediately” on page 390
“Time” on page 391

“Weekly” on page 391

“Yearly” on page 391
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Variables

Review the following sections for information on variablesin Novel|® ZENworks® Server
Management:

¢ “Understanding Variables’ on page 333

* “Types of Variables’ on page 337

+ “Defining a Variable” on page 339

+ “Viewing All Variables in iManager” on page 340

+ “Using a Variable to Change a Subscriber’s Console Prompt” on page 341
+ “Using Variables to Control File Extraction” on page 341

Understanding Variables

Review the following:
“Why Variables?’ on page 333

*

*

“Variable Usage” on page 334

*

“Variable Usage Differences’ on page 336
+ “Precedence for Determining Which Variable to Use” on page 336

*

“Distribution Variable Example” on page 336

Why Variables?

You can use variablesin Server Management to save time by more easily managing varying path
information. For example, to globally control changesto the samelocation on al servers, you can
use avariable for al volumes or drivesin the script:

+ Create the variable in each server’s Subscriber object where the value of the variable isthe
server's volume or drive where the location exists.

+ When the script runs, it passes the variable to each server, which in turn determines the
variable's value from the variable definition in its Subscriber object’s properties.

+ The value identifies which volume or drive contains the desired location.

Using avariable for thisinformation, you didn’t have to individually list each server’s name with
its volume or drive in the script.
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Variables are used to simplify referencing something that is specific to individual servers or
software run on servers. For example:

Server Names

Destination Volumes or Drives
Working Directories

DNS Names

IP Addresses

Names of text files to be modified
Script contents to be executed

Each of these can have different data per server. Variables allow you to account for those
differences easily.

Variable Usage
+ “Variable Syntax” on page 334
+ “Nested Variables’ on page 335
+ “Literal % Symbols’ on page 335

Variable Syntax
Variables can be thought of as having three parts. name, value, and usage. The syntax for each is:
Name Syntax: variable_name
Example: DEST
Value Syntax: value of variable
Example: sys.
Usage Syntax: %ovariable name%
Example: %DEST%

Thus, the variable DEST would equate to sys: on the particular server where the variableis
defined.

When defining a variable, you do not provide the % character for the variable's name or value.
However, when using the variable, you use the % character before and after its name.

The software uses the % character to identify the beginning and ending of variable names. For
example:

1. %DEST% tells the software that DEST is a variable name.

2. The software looks up DEST in avariable definition table on the receiving server to discover
itsvalue.

3. Thevalueisthen used to complete the path.
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Nested Variables

You can nest variables to any level. For example, you can do the following to automate
destinations:

1. Define DEST as the destination volume and directory:
¢ Variable Name: DEST
+ Value: %VOL_DRV%%DIR%
Here, you have nested two other variablesinside of DEST to establish its value.
* Usage: %DEST%
2. On aNetWare Subscriber, definethe VOL_DRV variable:
* Variable Name: VOL_DRV
* Value: attribute
For example, data:.
+ Usage: %VOL_DRV%
3. On aNetWare Subscriber, definethe VOL_DRV variable:
+ Variable Name: VOL_DRV
+ Value attribute
For example, C..
+ Usage %VOL_DRV%
4. Definethe DIR variable:
+ Variable Name: DIR
+ Value: attribute
A directory, such as\apps.
+ Usage: %DIR%

Theresult is that you can define the destination as simply DEST, which resolves to the directory
and volume or drive specified at each target server. For example:

NetWare Subscriber: data\apps
Windows Subscriber:  c:\apps

Literal % Symbols

The % symbol isavaid character for file and directory names. Therefore, you need to identify
literal usage of a % character. Otherwise, the software would think a nested variable name was
being provided.

Literal % characters are identified by adding an extra % character immediately before a %
character in the variable€'s value. This makes the software recognize the % character as alitera
character and not a variable indicator. For example:

Variable Name: DEST
Path for the Variable: temp%abc%oxyz
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Variable Value: temp%%abcde%xyz

Thefirst % lets the software know that the next % character isliteraly part of the pathname, and
not an indicator that anested variable nameis next. Without the double % characters, “abc” would
be interpreted as a nested variable name.

Variable Usage Differences

General variable definitions, such asthose in the Tiered Electronic Distribution policy, provide
default variable values for Subscribers where they have none defined. Variables defined in a
Subscriber object override such default variable values.

For Server Software Packages, variable names are resolved differently:
1. Isthevariable defined in the Server Software Package component? If so, use that value.
IMPORTANT: A variable defined in a software package overrides any value defined in the Subscriber.
2. Isthe variable one of the predefined variables? If so, use that value.

3. Isthevariable a Java environment variable? If so, use that value.

Precedence for Determining Which Variable to Use

Variables are checked for in a specific order to determine which variable to use. The order is:
1. Server Software Packages?
2. Subscriber objects?!
3. Tiered Electronic Distribution policy *
4. Default variables?

5. Environment variables?

L User-defined in Server Management
2 Predefined

The variable is used from thefirst place whereit is found.

Distribution Variable Example

Variables can also be used to specify where aDistribution isto be extracted, including the full path.

For example, you have a single Distribution with 20 Subscribers. You want to extract the
Distribution to a specific volume on each of the Subscriber’s servers. However, the volume name
varies from server to server: 15 servers are using the data: volume and five are using vol 1..

You can edit the Distribution Volume variable for some of these Subscribers by changing the
Resolve To field on the Subscriber from data: to vol1: for the five Subscribers using that volume.

When the Distribution is extracted, it goes to the correct volumes on each of the 20 servers.
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Types of Variables

There are two types of variables:
+ “Predefined Variables’ on page 337
+ “User-Defined Variables’ on page 338

Predefined Variables

Predefined variables are created when ZENworks Server Management starts. They are used in
Server Software Packages and Tiered Electronic Distribution, and are recognized by policy
packages.

Predefined variables are not case sensitive, athough they are displayed in all uppercase on the
server console and in this documentation.

Syntax:
%predefined_variable_name%

where predefined_variable_nameisthe name defined by Server Management, and the % symbols
tell the software that a variable name exists between them. For example:

%WORKING_PATH%

To make a predefined variable useful, its value must be set in the Server Software Package
component, or in a Tiered Electronic Distribution object.

The Java environment can use predefined variables, such as SERVER_DN being used in a Java
process cal in a.ncf file.

An example of how a policy package can use a predefined variable is for the Broadcast Message
text in the Server Down Process policy. The text can include avariable for the server name
(%SERVER_DN%) so that the broadcast message displays the name of the server.

The following Server Management predefined variables are available:

Variable Description and Value

BASE_PATH Location of the Policy Manager:

sys:\zenworks\pds\smanager\

CONF_PATH Location of configuration files:

sys:\zenworks\pds\ted\

IP_ADDRESS IP address of a server, such as:
192.68.1.255
LOAD_DIR (NetWare® only) Directory where the server was loaded from:

c:\nwserver

LOG_PATH Location of log files:

sys:\zenworks\pds\smanager\
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Variable Description and Value

PLUGINS_PATH Where the Server Management plug-ins were installed:

sys:\zenworks\pds\smanager\plugins\

POLICY_PATH Where the policy files (.pol) are stored:

sys:\zenworks\pds\smanager\policy\

PROP_PATH Where Novell eDirectory™ object properties are stored:

sys:\zenworks\pds\smanager\prop\

SERVER_DN Distinguished server name in eDirectory, such as:

serverOl.servers.novell

SERVER_NAME Name given the server when NetWare was installed, such as:
server0l1
TED_PATH Path to the ...\ted directory:

sys:\zenworks\pds\ted\

TREE_NAME Name of the eDirectory tree where Server Management servers reside. This
is established during installation.

VOL Default volume:
sys:

WORKING_PATH Working directory for the Server Policies and Server Software Packages
components:

sys:\zenworks\pds\smanager\working\

ZWS_PATH Where the ZENworks Web Server files are located:

sys:\zenworks\zws\

ZWS_PROP_FILE_PA Where the ZENworks Web Server property files are located:

TH
sys:\zenworks\zws\

ZWS_SECURITY_PAT Where the ZENworks Web Server security files are located:

H
sys:\zenworks\zws\security\

User-Defined Variables

User-defined variables are created in the Server Software Package component, Subscriber objects,
and the Tiered Electronic Distribution policy. Policy packages do not recognize user-defined
variables.

User-defined variables are not case sensitive.

Syntax:
%variable_name%
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where variable_nameisthe name you give the variable when you defineit. Spaces cannot be used
in variable names. Use hyphens (-) or underscores () to separate words.

Variables defined in the Subscriber object are simple text substitutions. Text entered for the value
of the variable is substituted for the variable name.

Defining a Variable

You can create variables in three locations:

*

*

*

“Defining Default Variables for All Subscribers’ on page 339
“Defining Variables for a Specific Subscriber” on page 340
“Defining Variables for a Server Software Package” on page 340

Defining Default Variables for All Subscribers

You can use the Tiered Electronic Distribution policy to define default variables for all
Subscribers. Any variables you set in this policy as defaults for all Subscribers are overridden by
any same-named variables defined on the Subscriber (see “Defining Variables for a Specific
Subscriber” on page 340).

To define default variables:

1

In ConsoleOne®, right-click a Service Location Package object, click Properties, select the
check box for the Tiered Electronic Distribution policy to both select and enable it, click
Properties, then select the Variables tab.

Click Add.

3 Provide the name of the variable.

© 0 N O O

10

11

The name can be user-defined, an environment variable (Java or native), or a predefined
variable.

Provide the value for the variable.
Thevalueiswhat the variable resolvesto. It can a so be another variablefor nesting variables.

To ensurethat extraction takes place, provide an absolute path to all Subscribers. For example,
if the path is only the data: volume, make sure the colon (:) isincluded, becauseitisa
necessary part of the full path.

Provide a description (optional), then click OK.

Repeat Step 2 through Step 5 to define another variable for the Subscribers.

Click OK when you have finished defining the default variables.

On the Service Location Package properties page, select the Associations tab.

If there are no associations listed that include all Subscriber objects, click Add.
Browse for an eDirectory container that includes all Subscriber objects, click OK.

Thisensuresthat the policy isenforced for all Subscribers. For moreinformation, see“ Tiered
Electronic Distribution” on page 206.

Click OK to exit the policy package's properties.
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Defining Variables for a Specific Subscriber

1 In ConsoleOne, right-click a Subscriber object, then select the Variables tab.
2 Click Add.
3 Provide the name of the variable.

The name can be user-defined, an environment variable (Java or native), or a predefined
variable.

Enter only the variable’'s name. Do not include the % symbols that would accompany the
variable when you use it.

4 Providethe value for the variable.
Thevalueiswhat the variableresolvesto. It can also be another variable for nesting variables.

To ensure that extraction takes place, provide an absol ute path to the Subscriber. For example,
if the path is only the data: volume, make sure the colon (:) isincluded, becauseitisa
necessary part of the full path.

5 Provide adescription (optional), then click OK.
6 Repeat Step 2 through Step 5 to define another variable for this Subscriber.
7 Click OK to exit the Subscriber’s properties.

Defining Variables for a Server Software Package

1 In ConsoleOne, right-click a software package, then select the Variables tab.
2 Click Add.
New Variable #1 is defaulted in the Variables column.

Enter only the variable’'s name. Do not include the % symbols that would accompany the
variable when you use it.

3 Toprovideadifferent namefor the variable, use the Backspace key to delete the default name,
type anew variable name, then press the Tab key.

The name can be user-defined, an environment variable (Java or native), or a predefined
variable.

4 Providethe value for the variable.

Thevalueiswhat the variableresolvesto. It can also be another variable for nesting variables.
5 Repeat Step 2 through Step 4 to define another variable.
6 Click OK to exit the Server Software Package's properties.

Viewing All Variables in iManager

340

In Novell iManager, you can view all of the variablesthat are being used by a Server Management
object:

1 IniManager, under the ZENworks Server Management role, click Remote Web Console.
2 Select aDistributor or Subscriber object, then click OK.
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3 Inthe Display list box, select Policy/Package Agent.
This automatically displays the Configurations tab.

4 Scroll down to view the variables listed to the right of Variables.
All variables that can be used by the object are listed.

Using a Variable to Change a Subscriber’s Console Prompt

The Subscriber can use the value of the PROMPT variable as its server console prompt.
1 In ConsoleOneg, right-click a Subscriber object, then click Properties.
2 Select the Variables tab, then click Add.
3 Inthe Variables dialog box, provide information for the following fields:
Variable: Enter PROMPT as the variable name.

Value: Type the prompt text to be displayed. For example, %SERVER NAME% Subscriber
could display as.

Provo_01 Subscriber >
Description: Provide a meaningful note (optional).
4 Click OK twice.

Using Variables to Control File Extraction

You can use variables to control the location that files are extracted on the Subscriber. Any
destination can be used as a variable defined in a Subscriber object by encapsulating it with the
percent (%) symbol.

IMPORTANT: Any variable value specified in the Tiered Electronic Distribution policy is a default value and
is overridden by variable values set in a Subscriber object.

For the location where files are extracted, the destination root isidentified in the File Grouping
dialog box as a directory named destroot. Thisisthe top-level directory used by a Subscriber to
determine where to extract the file. The dialog box lets you build groups of directories under the
\destroot directory.

You can specify the destination root as a known location (for example, %APP_DIR%). You can
then go to the Variables tab on the Subscriber object and specify avalue for this variable.

For example:

Variable Value

APP_DIR sys:\apps

To use avariable to set the location that files are extracted to:
1 In ConsoleOne, right-click the Subscriber object, then click Properties.
2 Sdlect the Variables tab, then click Add.
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Provide the name of the variable.

The name can be user-defined, an environment variable (Java or native), or a predefined
variable.

Provide the value for the variable.
Thevalueiswhat the variableresolvesto. It can a so be another variablefor nesting variables.

To ensure that extraction takes place, provide an absol ute path to the Subscriber. For example,
if the path is only the data: volume, make sure the colon (:) isincluded, becauseitisa
necessary part of the full path.

5 Provide adescription (optiona), then click OK twice to exit the properties.

Create anew Distribution object.
For information, see“ Creating a Distribution” on page 121.

In the Distribution object’s properties, select the Type tab, select Filein the Select Type drop-
down box, then click New Target.

Replace the default %DEST_V OLUME% with the variable name, then click OK asnecessary
to exit the properties.

A directory named \dest_volumeis created by default in the Destination column. You should
select thisdirectory to change the destination root. To select it, select the actual directory name
(destroot). You can then specify aknown location or use a variable with surrounding percent
symboals.
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ZENworks Database

The following sections provide information for understanding and using the Novell® ZENworks®
Server Management database in Policy and Distribution Services:

+ “Understanding the ZENworks Database” on page 343

+ “Determining How Many Databases You Need” on page 345

+ “Installing and Connecting to the Server Management Database” on page 348
+ “Creating a ZENworks Database Object” on page 351

+ “Purging the Database” on page 351

Understanding the ZENworks Database

The following sections provide an understanding of the ZENworks database:
+ “The Database Engine” on page 343
+ “The Database File’ on page 343
+ “The Database Object” on page 344
+ “Running the Database” on page 344

*

“Database Caching” on page 344

*

“Database Information” on page 344
“Coexisting Databases’ on page 345

*

The Database Engine

ZENworks Server Management is shipped with the Sybase database engine. This can only be
installed once on a server. However, you can install Sybase to multiple servers.

Oracle* and SQL are not supported.

The Database File

Policy and Distribution Services uses a Sybase database file named zfslog.db. Server Management
can function normally without the database, because it uses zfslog.db only to log information for
Policy and Distribution Services reporting.

Zfdog.db is normally located in the \zenworks\pds\db directory on a server. Itslocation is
determined when using the installation program. It can reside on both NetWare® and Windows
servers.
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The Database Object

A Novell eDirectory™ database object is created during installation, named Server Management
Database server_name. Inits properties, the location of the database file (zfslog.db) islisted, if
established during installation; otherwise, you can configure the ZENworks Database policy
(Service Location Package) to specify the database object. The location and policy are necessary
for the database file to be found for logging information.

Running the Database

On NetWare servers, the database is run by using the mgmtdbs.ncf file (located in the sys:\system
directory), which is executed from autoexec.ncf.

On Windows servers, the database is run by using the Novell Database - Sybase service.

Database Caching

Database files can become very large, which iswhy a32 MB cache is recommended on the server
where you are running the database. Caching improves server performance because of how
frequently information is logged to zfslog.db.

Database Information

Zfdog.db is used by Policy and Distribution Services to log successes and failures for the Server
Policies or Tiered Electronic Distribution components. You can purge policy information
automatically according to a policy setting. You can purge Tiered Electronic Distribution
information manually from the database object. For information on purging, see “Purging the
Database” on page 351.

Zfdlog.db does not contain any configuration information.

The following information is written to zfslog.db by the agents:

Agent Information

Policy/Package Failed and successful policies
Discovered and unenforceable policies
Down Server policy status

Server Software Packages and components

Distributor Distribution status:
* When built, sent, and extracted
+ Successes (plus reasons) of builds and extractions
+ Failures (plus reasons) of a build, send, receive, and extraction
Subscriber status

Revision histories

For information on obtaining reports on the database information, see Chapter 11, “Reporting,” on
page 355.
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The following provides information on gathering data for the database:

+ A Distributor keepstrack of each Subscriber initsrouting hierarchy, so it knowswhich parent
Subscribers have received a Distribution.

+ The Distributor knows which Subscribers are at the end of a particular route, so it can know
if Subscribershave not received a Distribution because a Subscriber higher up inthe hierarchy
failed to receive the Distribution.

+ Subscribers send messages directly to the Distributor indicating that they have received a
Distribution. The Distributor does not return a confirmation that it received the Subscriber’s

message.

+ |f aDistributor is not running when a“ Successfully Received’ message is sent from a
Subscriber, thisinformation is not written to the database. Because a message receipt
confirmation is not received by the Subscriber, it does not re-send the message.

Coexisting Databases

You can have multiple Server Management databases in the tree. The number you have depends
on whether you want consolidated reporting and can live with the additional network trafficin a
WAN environment.

If you do not require consolidated reports, you can install one database file and object on different
serversfor each of your WAN segments. This eliminates writing to the database file over aWAN
link by the Distributor.

For the server selected for a database file, you should not install a ZENworks Desktop
Management database when a ZENworks Server Management database exists for Policy and
Distribution Services. The Desktop Management database file replaces the ZENworks Server
Management database file, causing all ZENworks Server Management database information to be
lost. However, you can install a ZENworks Server Management database where a Desktop
Management database exists and not lose any Desktop Management database information.

However, the databases for Management and Monitoring Services, Server Inventory, and Policy
and Distribution Services can coexist on a server, because their database files use different
filenames. You only need to name the database objects differently from each other, because they
al have the same default object name of ZENworks Database.

Determining How Many Databases You Need

You can install the database to both NetWare and Windows servers.

The installation program checks the version of the Sybase engine before updating it. If it doesn’t
exist, or isan older version, Sybase software is installed.

IMPORTANT: Make sure you select a server for the database where you are installing the Subscriber/Policies
option. The Purge Database option in the ZENworks Server Management policy (Distributed Server Package)
works only if the Policy/Package Agent software and the zfslog.db file are located on the same server.

Theinstallation program automatically creates a database object for each instance of the database
that isinstalled, and you can select a database for the object during installation. You can install
only one instance of the database per run of the installation program. The database object is
installed to the same eDirectory container as the Server object for the server where the database
file, zfdog.db, isaso installed.
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Review the following to understand whether to have multiple database files:
+ “Database Logging and Tiered Electronic Distribution Reporting” on page 346
* “Multiple Databases’ on page 347

Database Logging and Tiered Electronic Distribution Reporting

Policy and Distribution Services can function normally without using a Server Management
database, becauseit usesthe zfslog.db fileto only log information for reports. Zfslog.db for Policy
and Distribution Services does not contain any configuration information. To obtain Distribution
status information, use the Tiered Distribution View and the Remote Web Consol e options under
the ZENworks Server Management rolein Novell iManager. Policy information (written to the
databasefile) can be obtained through the canned reports available from the Tools menuin Novell
ConsoleOne®.

The Distributor Agent writes its distribution status information (built, sent, received, extracted)
and Server Software Package installation information to the database file (zfslog.db). The Policy/
Package Agent writes policy enforcement successesand failuresto the databasefile. Thisdatabase
information is used for the Policy and Distribution Services reports.

For the agents to know which database file they should write to, policies must be created for them.
If not established during installation, the ZENworks Database policy can be used to associate
(using the Service Location Package) so that the Distributor Agent can know where to write. The
ZENworks Database policy isdistributed (using the Distributed Server Package) to the Subscriber
for the Policy/Package Agent to know where to write.

Policy and Distribution Services provides six predefined reportsfor the Server Policies component
and four for the Tiered Electronic Distribution component. The report information is obtained
from information logged to its database file. The following reports are available:

Server Policies Reports Tiered Electronic Distribution Reports
Discovered Policies Distribution Detail

Down Server Policy Revision History

Packages Revision History Failure

Failed Policies Subscriber Detalil

Successful Policies

Unenforceable Policies

A selected report displays all of the applicable Server Policies or Tiered Electronic Distribution
information currently logged in the database. The criteriayou can specify for areport include date
ranges, specific Distributions, Distribution versions, and so on.

You might want multiple databases for specialized reporting. For more information, see
“Advantages’ on page 347.

For information on reporting, see Chapter 11, “Reporting,” on page 355.
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Multiple Databases

Advantages

Policy and Distribution Services supports multiple instances of the Server Management database
per tree. However, we recommend that you install only one instance of the database per tree.
Review the following:

+ “Advantages’ on page 347
+ “Distributor Object Contexts and Multiple Databases’ on page 347
+ “Determining Whether You Need Multiple Databases’ on page 348

The advantage in having only one database is that the Distribution information provided by all of
the Distributor Agents and Policy/Package Agents can be displayed in asingle report.

For example, with asingle database, your software package information can be contained in one
report:

+ The Distributor Agent’s information on building and sending the Software Package
Distribution

+ The Policy/Package Agent’s information on extracting and installing the software package

The advantages in having multiple databases are:
¢ Minimizing traffic over sow WAN links

For example, having aseparate database for Policy/Package Agent logging onitsserver’sside
of aWAN link.

+ Providing individual databases for specialized reporting

For example, if you have one database for the Distributor Agent (distributions) and one for
the Policy/Package Agent (policies), the build and send information for the Software Package
and Policy Package types of Distributions iswritten to the distributions instance of the
database, and the software package installation and policy enforcement information iswritten
to the policies instance of the database.

Distributor Object Contexts and Multiple Databases

One zfslog.db file can receive log entries from multiple Distributors, and a Distributor can only
log to one zfdlog.db file. The following explains why:

+ For aDistributor Agent to locate a database file, it must have a ZENworks Database policy
(Service Location Package) associated with a context above the Distributor’s object that
points to the Database object, which containsthefile'slocation in its properties. (Distributors
receive their policies through association.)

+ |f you have separate databases installed on two or more of your Distributor servers, each
database requires its own ZENworks Database policy for locating it (the policy pointsto the
database’s object, which containsitsfile's location).

+ Only one Service Location Package (which contains the ZENworks Database policy) can be
associated with a given context, such as the container holding your Distributor objects.

+ Because only one Service L ocation Package can be associated with a given context, you must
install your Distributor objects to different contexts to have multiple Distributors writing to
their individual database files. Each Distributor would need its own database location policy
that is associated with its own parent container.
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For ease of management, you can keep your Distributor objects near each other by creating
individual containersfor each of them under the container whereyou usually placeall of them.
Then you can associate the different Service Location Packages with their appropriate
Distributor’s unique parent containers.

+ Tohaveall of your Distributors write to the same databasefile, place each of their Distributor
objects somewhere under the container where you associate the Service Location Package.
They would all use the same database location policy.

Determining Whether You Need Multiple Databases

Consider the following to determine how many databases to have in the tree:

+ WAN Traffic: Tiered Electronic Distribution does not perform alarge number of database
updates, so the actual impact on system resources should be minimal. The greatest impact
could be the time it takes to perform the transaction. However, if you have slow WAN
connections, you might not want database logging to occur over the WAN.

+ Multiple Distributors: If you have multiple Distributorsin the tree, you can have one
database for each, or have them share one or more databases. Thetype of Distributor reporting
you want should determine whether to have a separate database for each. For example, are
your Distributors specialized in the types of Distributions they’ll send?

+ Consolidated Reporting: To have only one report for all of your Tiered Electronic
Distributioninformation, install only one database object and fileand have all Distributorslog
tothat onefile, regardiess of WAN traffic considerations. Use the ZENworks Database policy
(Service Location Package) to direct all Distributors to that database file.

+ Specialized Reporting: You might want reports that are specific to aregion or group of
servers. You can install a database object and file for each such region and have the
Distributorsin those regions or server groups log to that database. Use a separate ZENworks
Database policy (Service Location Package) to direct each Distributor to its desired database
file.

Installing and Connecting to the Server Management Database

You should install the Server Management database on a server where policies are enforced. This
isrequired so that you can use the ZENworks Database policy to locate the databasefile, zfslog.db.

The Server Management Database object is automatically created in the tree when you run the
installation program and select a server for the database.

Theinstallation program can install only one database at atime. To install additional databasesto
the tree, you need to perform the stepsin the following sections for each database to be installed.

Perform the stepsin the following sections to install and set up the database:
+ “Installing the Database” on page 349
+ “Connecting to the Database” on page 350

348 Novell ZENworks 6.5 Server Management Administration Guide



Installing the Database

Toinstall a Policy and Distribution Services database:

1

On aworkstation, insert the ZENworks 6.5 Server Management Program CD.

The startup screen is displayed. If the startup screen is not automatically displayed after
inserting the CD, you can start it by running winsetup.exe at the root of the CD.

IMPORTANT: Installation from a remote CD is not supported unless there is a drive mapped on the
workstation to that CD. For example, if you place the CD in a Windows server CD drive, then run the
installation from a workstation, you must have a drive mapped to the CD drive of that Windows server.

Select the Server Management option.

3 Click Policy-Enabled Server Management to start the installation program.

10
11

12

13

If you agree with the Software License Agreement, click Accept, then click Next to display
the Installation Type page; otherwise, select Decline and click Cancel to exit.

On the Installation Type page, click Next to perform anew installation and display the
Installation Options page.

On the Installation Options page, click Next to accept the defaults and display the eDirectory
Tree for Creating Objects page.

Browse and select the tree to install to (you can only select onetree), then click Next.
The tree name is not case sensitive.

On the Server Selection page, click Add, then browse for the server where you want to install
the database.

You can select only one server per run of the installation program.

You might want a database for each Distributor to write its own information to. However,
Distributors can share a database. Because the Distributor writes information to the database
for al Tiered Electronic Distribution objects, you should install the database on the same
server as the Distributor to minimize network traffic.

IMPORTANT: Make sure you select a server for the database where you are installing policies. The
Purge Database option works only if the zfs.ncf and zfslog.db files are on the same server.

Under Additional Options, select the Server Management Database check box to enable it,
then click Next to display the File Installation Paths and Options page.

Theinstallation program checks all mounted volumes on the server to seeif zfslog.db exists.
If not, both the file and the database object are installed. If the file exists, the database object
isstill installed.

Click Next to accept the defaults and display the Database Settings page.
To change the default path to the database file, edit the Database Path field.

IMPORTANT: Because the database file can become very large, we recommend that you change the
default NetWare volume from sys: to another volume on that server.

Accept the other defaults on the Database Settings page by clicking Next to display the Policy
and Distribution Services Database Logging page.

To determine logging for the Server Management database that you configured in a previous
installation page, select one of the following:

Log to an Existing Server Management Database: Select an existing database file for
logging by browsing for and selecting the database object to associate it with.
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Logtoa Server Management Database That Will BeInstalled: The database object name
that you configured in a previous installation page is the default. However, you can browse
for and select an existing database object.

Do Not Logto a Server Management Database: You can elect to not log to a database at
thistime, even though you have configured a database in the previous installation page.

14 On the Summary page, review your selections, then click Finish.

Theinstallation program now copies files and installs the database objects.
WARNING: If you click Cancel, none of the work you did in the installation program is saved.

After the installation has finished, you can check the installation log file (see Step 10) to see
if any components failed to install.

The ZENworks Database policy isautomatically created and configured during install ation of
this new database.

15 Continue with “Connecting to the Database” on page 350.

Connecting to the Database

To make sure that the database can be written to by the Policy/Package Agent:
1 Onaserver, load the agent by doing the following:

Server Platform Agent Startup Method

Windows 1. Open the Control Panel.
2. Click Admin Tools, then click Services.

3. Click Novell ZENworks Service Manager, then click Start.

NetWare sys:\zenworks\pds\smanager\zfs.ncf

Solaris or Linux /etc/init.d/Novell-ZfS Start

Note whether a message is displayed indicating that the agent has connected to the database.
2 To determine whether the agent is writing to the database, do the following:
2a At aNetWare server’s console prompt, view the monitor while the agent is loading.
A message should display that states whether the agent connected with the database.

2b [f the message indicates that the agent did not connect to the database, you should check
the following:

+ Isthe database is running on the server?

+ |sthereadatabase object that hasits Policy/Distribution Management tab set up with
the server where the database file isinstalled?

+ Isthere an effective ZENworks Database policy pointing to the database object?
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Creating a ZENworks Database Object

The ZENworks Database object might not exist if you had inadvertently deleted the object.

If the database object does not exist in the tree because you didn't originally install it, you must
use the GUI installation program to create it. For more information, see “ Starting the Installation
Program” in the Novell ZENworks 6.5 Server Management Installation Guide. Follow only the
steps and select only the options that are necessary to create the database.

To re-create a database object that was inadvertently deleted:

1 In ConsoleOneg, right-click alocation in the tree for the database object, click New > Object,
then click ZENworks Database.

2 Provide adatabase name.
3 Sdlect the Define Additional Properties check box, then click OK.
4 Onthe ZENworks Database tab, select either the Server DN or Server |P Address option.

One of these location IDs could already be the default. If not, provide the information for the
server where zfslog.db resides.

5 Sedlect the eDirectory Rightstab, click Trustees of This Object, click Add Trustee, then select
[Public].

The database object must be assigned a trustee of Public, or the Policy/Package Agent
displays messages that it cannot connect with the database or read the ZENworks Server
Management policy.

6 Click OK.

If you click Cancel, none of the information you added or changed on any of the tabsis saved.
However, the database object remains on the tree.

7 Set up the ZENworks Database policy.
For steps to specify the location of a database, see “ ZENworks Database” on page 224.

8 Associate the Service Location Package with a container above where the Distributor object
resides.

Purging the Database

Because Policy and Distribution Serviceslogs all successes and failuresfor the Server Policies or
Tiered Electronic Distribution components, zfslog.db can quickly grow in size. Therefore, you
should periodically purge this database file.

The following database information types are purged using different methods:
+ “Tiered Electronic Distribution Information” on page 352
* “Server Policies Information” on page 352
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Tiered Electronic Distribution Information

To manually purge a selected database of all Tiered Electronic Distribution information older than
aspecific date and time:

1 In ConsoleOne, right-click the database object, then click Purge.
2 Inthe Purge Database dialog box, select a date and time, then click OK.
Records older than the date entered are purged from the database.

When the purge has been completed, a dialog box is displayed indicating that the purge was
successful.

Server Policies Information

Purging of policy information is done automatically according to how you configure the
ZENworks Server Management policy and which of the following events occurs:

+ A server isrestarted where the Policy/Package Agent isrunning that writes policy information
to the database.

+ Server Management is restarted on a server where the Policy/Package Agent is running that
writes policy information to the database.

+ On aserver where The Policy/Package Agent is running that writes policy information to the
database, the Policy/Package Agent ismanually refreshed by typing the REFRESH command
on the ZENworks Server Management console prompt.

The REFRESH command or Refresh option only causes database purging if given on aserver
where the database file resides.

In each of these events, the database file that is purged is the one written to by the associated
Policy/Package Agent.

To set up policy information purging:
1 In ConsoleOne, do one of the following:
+ If you want to use a different policy package schedule for purging information than an
existing Distributed Server Package (see Step 5) is using, in ConsoleOne click File >
New > Policy Package, select Distributed Server Package, and provide a name that

identifies its purpose. For example, Purge Policy server _name, where server_nameis
the server where the zfslog.db file resides.

+ Tousethesame policy packagethat has other policiesenabled, in ConsoleOneright-click
the existing Distributed Server Package and click Properties.

In this case, we recommend that in Step 5 you select Run Immediately for the package
schedule. That way, any change you make to the number of daysin Step 3isimmediately
available the next time a purge is triggered.

2 Inthe Distributed Server Package, select the ZENworks Server Management policy check
box, then click Properties.
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3 Select the ZENworks Server Management Configuration tab and select a number of days.
The default is 100 days. Records older than the number of daysthat you determine are purged.

Select anumber that maintains the desired database fil€'s size. The amount of policy-related
information accrued in the database is determined by how often you have policies being run
by serverswriting to this database. Depending on how frequently you purge the database, you
may need to experiment over time to determine the optimum number of days.

4 Click OK to close the policy’s properties.
5 To set the package schedule, do one of the following:

¢ Toaccept the default package schedule, whichis Run Event: System Startup, click OK to
close the package's properties.

+ Tochangethedefault schedule, click Edit, select aschedule, then click OK twiceto close
the package's properties.

For more information on the schedules, see “ Scheduling Policies” on page 228.

The package schedul e determines when any configuration changes that you make are
available. For example, if you previously selected Event: System Startup for the package
schedule and then later changed the 100 daysto 60, that change is not recognized if the Policy/
Package Agent is refreshed to trigger purging. It is only recognized after system startup
ocCurs.

6 Create a Policy Package Distribution for this policy.

For more information, see “ Creating and Configuring the Distribution” on page 55.
7 Send the Distribution to the Subscriber server where the zfslog.db file resides.

For more information, see “ Sending the Distributions” on page 58.

If thispolicy packageis dedicated the ZENworks Server Management policy for purging, you
need to send this Distribution only to each server where a database file resides, because you
need just one instance of this policy per database file.

ZENworks Database 353



354 Novell ZENworks 6.5 Server Management Administration Guide



Reporting

Novel|® ZENworks® Server Management provides predefined reports for the Policy and
Distribution Services components:

+ “Understanding Policy and Distribution Services Reporting” on page 355
+ “Report Descriptions” on page 357

* “Generating Reports’ on page 361

+ “Creating Customized Reports’ on page 363

Understanding Policy and Distribution Services Reporting

Review the following:
+ “Reporting Categories’ on page 355
+ “Reporting Scope” on page 356
* “Accessing Reports’ on page 356
+ “Creating and Storing Report Information” on page 356

Reporting Categories

Server Policies has six predefined reports, and Tiered Electronic Distribution hasfour. For details
on each predefined report, see “ Report Descriptions” on page 357.

The following sections describe the purposes of the Policy and Distribution Services reports:
+ “Purposes for the Server Policies Reports’ on page 355
+ “Purposes for the Tiered Electronic Distribution Reports’ on page 355

Purposes for the Server Policies Reports
Server Policies reports show which servers have processed which policies, when they were
processed, and if their enforcement was successful.

Purposes for the Tiered Electronic Distribution Reports

The Distribution-level reports show the view from the Distributor side and are very useful for
checking which Subscribers succeeded or failed to receive and extract a particular Distribution.
The Subscriber reports are used to determine which Distributions a single Subscriber hasreceived.

Reporting gives very detailed information regarding which nodes succeeded. All known error
conditions are caught and error conditions are reported to the database. However, when a process
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statusisin progress, errors can occur or failures can occur on the node that are not caught (for
example, the machine went down or the process was killed).

Subscribersthat did not attempt to receive the Distribution (because they were not set up correctly
or were not running) do not have information displayed on the report. You can compare the number
expected against the actual numbers and look for missing Subscribers on the report. After
Subscribers are set up and have been functioning, this should not be a common problem.

Reporting Scope

A selected report displays all of the applicable Server Policies or Tiered Electronic Distribution
information currently logged in the database. There are options for defining the selection criteria
for the data that will appear on some reports, such as date ranges, or for selecting Policy Package
objects or Tiered Electronic Distribution objects.

Accessing Reports
There are two access points for Policy and Distribution Services reports:

Via the Object
1 In ConsoleOne, right-click a ZENworks Database object.
2 Click Reporting.
The report dialog box for the Policy and Distribution Services canned reports is displayed.

Via the Menus
1 In ConsoleOneg, click Tools > ZENworks Reports.
2 Click Reporting.
The report dialog box for the Policy and Distribution Services canned reports is displayed.

Creating and Storing Report Information

A Policy and Distribution Services database file (zfslog.db) is used to store the report information.
After you have installed and run the database and data has been placed in zfslog.db, Policy and
Distribution Services reporting is enabled.

The Policy/Package Agent running on each Subscriber server writes Server Policiesinformation
to the database. The Distributor Agent writes the Tiered Electronic Distribution information and
the Server Software Package information to the database.

Each Distributor may normally have its own ZENworks Database object and database file
(zfdog.db), so report information could be given only for the particular Distributor associated with
the ZENworks Database object selected.

Information is logged to the Zfslog.db file when any of the following actions have occurred:

+ The ZENworks Database policy (Service Location Package) has been configured and enabled
(see “ZENworks Database” on page 211)

+ The ZENworks Database policy (Distributed Server Package) has been configured and
enabled (see “ZENworks Database” on page 211)
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+ The Policy/Package Agent has either been refreshed from the server console or ZENworks
Server Management has been restarted

The ZENworks Database policy (contained in the Distributed Server Package) must already
have been received and extracted on the Subscriber server before the Policy/Package Agent
can log to the database file.

+ TheDistributor Agent has been restarted (not refreshed) after the ZENworks Database policy
has been enabled (which includes associating it with the Distributor object’s container).

Report Descriptions

The following sections describe the Policy and Distribution Services reports:
+ “Tiered Electronic Distribution Reports’ on page 357
* “Server Policy Reports’ on page 359

Tiered Electronic Distribution Reports

There are four predefined Tiered Electronic Distribution reports:
+ “Distribution Detail Report” on page 357
+ “Revision History Report” on page 358
+ “Revision History Failure Report” on page 358
+ “Subscriber Detail Report” on page 358

Distribution Detail Report

Displays a detailed, time-line history of Distributions for the selected Subscribers, including:
+ Distributions Sent
+ Distributions Received
+ Distributions Extracted (including start time, end time, and completion code)

Sorting is by time; grouping is by Distribution name and version.

The report criteriainclude:

* Subscriber: If you selected a Subscriber object, it appears in the Subscriber field and the
report only displaysinformation for the receive and extract actions performed by this
Subscriber. Information for parent Subscribers also displays a Received Stage heading.

If you selected the Database or Distribution object, the report includes all actions that have
occurred with a Distribution. In other words, information for all Subscribersinvolved is
displayed.

+ Latest Version Only: Deselect to include versions that are within the specified date range.
+ Select the Date Range Criteriafor the Report: Specify the range.
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Revision History Report

Displays a history of a Distribution package's versions, including:
+ Distribution (DN of package)
+ Distributor (DN of object)
+ Version Number
¢ Creation Date/Time
+ Distribution Size

Sorting is by version number.

The report criteriainclude:

+ Distribution: If you selected a Distribution object, it appearsin the Distribution field. If you
selected the Database object, you need to browse for the Distribution object.

Revision History Failure Report

Displays the versions of the Distribution that failed during creation, including:
+ Distribution (DN of package)
+ Distributor (DN of object)
¢ Creation Date and Time
¢ Error Description

Sorting is by version.

The report criteriainclude;

+ Distribution: If you selected a Distribution object, it appearsin the Distribution field. If you
selected the Database object, you need to browse for the Distribution object.

Subscriber Detail Report
Displays status information for the Subscribers that received the Distribution, including:
+ Distribution and Version
+ Subscriber (DN of object) and Subscriber’s Address
¢ Channel Name
+ Source (DN of Distributor)
+ Stage
* Status
¢ Dateand Time

¢ Error Description

Sorting is by Subscriber/Parent Subscriber, then Stage.
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The report criteriainclude:

+ Distribution: If you selected a Distribution object, it appearsin the Distribution field. If you
selected the Database object, you need to browse for the Distribution object.

* Version Number: If Distribution versions exist, you can choose one from the drop-down
menu. Select All toinclude all versions.

+ Distribution Stage: You can select All, Extract, or Receive.

+ Distribution Satus: You can select All, Success, or Not Success.

Server Policy Reports

For al server policy reports, the default date ranges are for the current date (from midnight to
midnight).

There are six predefined server policy reports:
+ “Discovered Policies Report” on page 359
+ “Server Down Process Report” on page 360

*

“Failed Policies Report” on page 360
+ “Packages Report” on page 360

*

“Successful Policies Report” on page 361

*

“Unenforceable Policies Report” on page 361

Discovered Policies Report
Displays the servers that have discovered policies within the specified packages, including:
+ Package (DN)
¢ Server DN
¢ Server Name
¢+ OS Nameand OS Version
+ Date/Time of Discovery

Sorting is by package, then by context/server name, maintaining the tree’s hierarchy. For example,
myserver.servers.novell is sorted novell, servers, myserver.

The report criteriainclude:
+ Package: Select apolicy package from the drop-down list or select All.

+ Policy Type: You can select All, Server Down Process, Scheduled Down, SNMP Trap
Targets, Community Strings, Set Parameters, Script, Text File, Scheduled Load/Unload, or
Database L ocation.

+ Select the Date Range Criteria for the Report: Specify the range.
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Server Down Process Report

For a selected server or al serversin the tree, displays Server Down Process policy information,
including:

+ Down Action and Code for each policy
Sorting is by server name only.

The report criteriainclude:
* Server: Select a server from the drop-down list or select All.
+ Select the Date Range Criteria for the Report: Specify the range.

Failed Policies Report
For al serversinthetree, displaysal policies that have failed, including:
+ Package (DN)
¢ Server DN
+ Server Name
¢+ OS Name
Date/Time of Failure

*

+ Reason for Failure (Description)

Sorting is by context/server name, maintaining the tree's hierarchy. For example,
myserver.servers.novell is sorted novell, servers, myserver.

The report criteriainclude;
+ Package: Select apolicy package from the drop-down list or select All.
+ Failure Type: You can select All, Failed, Unenforceable, or Partial Enforcement.

+ Policy Type: You can select All, Server Down Process, Scheduled Down, SNMP Trap
Targets, Community Strings, Set Parameters, Script, Text File, Scheduled Load/Unload, or
Database L ocation.

+ Select the Date Range Criteriafor the Report: Specify the range.

Packages Report
Displays information on Server Software Packages and their components, including:
+ Success status of each package

+ Success status of each component

Sorting is by context/server name, maintaining the tree's hierarchy. For example,
myserver.servers.novell is sorted novell, servers, myserver.

The report criteriainclude:
+ Package: Select a software package from the drop-down list or select All.
+ Server: Select aserver from the drop-down list or select All.

+ Select the Date Range Criteria for the Report: Specify the range.
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Successful Policies Report

For al serversin thetree, displays all policies that have been successfully enforced, including:
Package (DN)
Server DN

*

*

+ Server Name

OS Name
Date/Time of Run
Action Code

*

*

*

Sorting is by context/server name, maintaining the tree's hierarchy. For example,
myserver.servers.novell is sorted novell, servers, myserver.

The report criteriainclude:

*

Package: You can specify asingle policy package or select All.
+ Success Type: You can select All, Change, or No Change.

Policy Type: You can select All, Server Down Process, Scheduled Down, SNMP Trap
Targets, Community Strings, Set Parameters, Script, Text File, Scheduled Load/Unload, or
Database L ocation.

*

*

Select the Date Range Criteria for the Report, From/To: Specify the range.

Unenforceable Policies Report

Displaysall unenforceable policiesbecause of the absence of an enforcer on aserver for all servers
in the tree, including:

Package (DN)
+ Server DN

*

+ Server Name
¢+ OS Nameand OS Version
Sorting is by package, then by server name.
The report criteriainclude:
+ Package: Select apolicy package from the drop-down list or select All.
+ Select the Date Range Criteria for the Report: Specify the range.

Generating Reports

1 In ConsoleOne, right-click the ZENworks Database object.

The ZENworks Database object must be one where its Policy/Distribution Management tab
(not the Inventory Management tab) is properly configured.

2 Click Reports.
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3 Select areport:
+  Server Policy Reports

Discovered Palicies

Failed Policies

Packages

Server Down Process Policy
Successful Policies
Unenforceable Policies

¢ Tiered Electronic Distribution Reports

Distribution Detail
Revision History
Revision History Failure
Subscriber Detail

4 Select the reporting criteria.

If you need more detail on reporting criteria or content, see “ Report Descriptions” on
page 357.

5 Click Run Selected Report.

The View Report dialog box is used to display the generated report. The dialog box has the
following features:

¢ To expand how much of the report you can view on screen, resize the dialog box.
The report is displayed in landscape orientation for printing purposes.

+ Usethe following navigation options to move through the report:
First Page
Previous Page
Next Page
Last Page
Go To Page
¢ To print the report, click File > Print.
Your default printer is selected.
¢ To export the report, click File > Export Report.
You can export to the following formats:

Text
HTML
PDF
SDF

362 Novell ZENworks 6.5 Server Management Administration Guide



Creating Customized Reports

Using the following database information, you can create custom reports for the Server Policies
and Tiered Electronic Distribution components.

However, for Tiered Electronic Distribution objects such as a Subscriber or the External
Subscriber, you should use ZENworks reporting options (see Chapter 11, “Reporting,” on

page 355) or iManager (Chapter 2, “Novell iManager,” on page 69) for determining the status of
Distributions or policies.

The database file (zfslog.db) contains the following information:
+ “Default Sybase Database User 1D and Password” on page 363
* “Server Policies Database Contents’ on page 363
+ “Tiered Electronic Distribution Database Contents’ on page 369

Default Sybase Database User ID and Password

The Sybase database (zfslog.db) that shipswith Server Management hasthefollowing default user
ID and password:

User ID: dba

Password: sq

Server Policies Database Contents

Following are the database table definitions for server policies.

SERVERS
Contains one record for each server running the Policy/Package Agent.

Field Name Type Use

SERVERID integer not null  Unique number that is automatically assigned.

SERVERNAME varchar not null  The short name of the server as seen on the console
prompt.

SERVERDN varchar DN of the Server object in eDirectory (dot separated).

REVERSEDN varchar not null  SERVERDN in reverse order and backslash (\)
delimited.

OSNAME varchar Name of the operating system, such as NetWare 5.1.

OSVERSION char Version of the operating system, such as 5.1, 6.0, and
so on.

TREENAME varchar Name of the eDirectory tree containing the server.

Primary key (SERVERID)
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SERVERIP

Contains one record for each server running the Policy/Package Agent.

Field Name Type Use

SERVERIPKEY integer not null  Assigned automatically: Default Auto increment.
SERVERID integer not null  Links to the SERVERS table.

IPADDRESS varchar not null  Server’s IP address.

Primary key (SERVERID) REFERENCES SERVERS
Primary key (SERVERIPKEY)

PACKAGES
Contains one record for each version of a software package that the Policy/Package Agent has
attempted to process.
Field Name Type Use
PACKAGEGUID char not null  Assigned automatically.
PACKAGENAME char Name of .cpk file or policy package.
PACKAGEDESC char Description contained in a Server Software Package
component.
PACKAGEVERSION char Version of the software package.
BUILDDATE integer Date the software package was compiled.
Primary key (PACKAGEGUID)
POLICIES
Contains one record for each policy or policy package combination.
Field Name Type Use
POLICYID integer not null A globally unique ID.
POLICYDN varchar The DN of the eDirectory policy object.
POLICYPACKAGE varchar The DN of the policy package the policy belongs to.
POLICYCLASS varchar The class or type of policy. For definitions, see “Valid
Entries for POLICYCLASS” on page 365.
POLICYTREENAME varchar The name of the tree the policy object is in.

Primary key (POLICYID)
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POLICYACTION

Valid Entries for POLICYCLASS

zenZFSServerDowningPolicy
zenZFSScheduleDownPolicy
zenZFSSetServerParamPolicy
zenZFSServerScriptPolicy
zenZFSTextFilePolicy
zenZFSScheduledRunPolicy
zenZFSZFSPolicy
zenZFSCommunityPolicy
zenZFSSNM PTrapTargetPolicy
zenZFSSMTPHostPolicy
zenZFSDatabasel ocationPolicy
zenZFSLicensel ocationPolicy
zenZFSTEDPolicy

Contains one record for each action performed.

Field Name Type Use

POLICYACTIONKEY integer not null  Assigned automatically: Default Auto increment.

POLICYID integer not null  Links to the POLICIES table.

SERVERID integer not null  Links to the SERVERS table.

CREATIONDATE timestamp Time stamp of the action.

DESCRIPTION varchar Undefined string describing an error.

CODE integer Code representing the result of the action. For
definitions, see “Valid Entries for CODE” on page 365.

ACTIONCODE integer The action being performed. For definitions, see

“Valid Entries for ACTIONCODE” on page 366.

Primary key (POLICYACTIONKEY)

Valid Entries for CODE

RC_POL_SUCCESS
RC_POL_PARTIAL_SUCCESS
RC_POL_FAILURE
RC_POL_EMPTY

Exception: If thevalueinthe ACTIONCODE fieldisAC_POL_DOWN_CONNECTIONS or
AC_POL_DOWN_DISCONNECTIONS, then the value of CODE iseither the current number of
active connections, or the number of forced disconnects.
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PACKAGEACTION

A number 1 in the CODE field can mean one of the following:

+ Therewas apartial success
+ Thereis one active connection

* There was one forced disconnect

This is because the meaning of the entry in the CODE field is determined by the content of the

ACTION CODE field.
Valid Entries for ACTIONCODE

AC_POL_DISCOVERED
AC_POL_SCHEDULED
AC_POL_APPLIED
AC_POL_APPLIED_CHANGE
AC_POL_NO_ENFORCER
AC_POL_DOWN_CONNECTIONS
AC_POL_DOWN_DISCONNECTIONS
AC_POL_DOWN_UNLOAD
AC_POL_DOWN_EMAIL
AC_POL_DOWN_NOTIFY
AC_POL_DOWN_CANCELED
AC_POL_DOWN_IGNORED
AC_POL_DOWN_REQUESTED

=101
=102
=103
=104
=105
= 106
=107
=108
=109
=110
=111
=112
=113

Contains one record for each action taken on a Server Software Package.

Field Name Type Use

PACKAGEACTIONID integer not null  Assigned automatically: Default Auto increment.

PACKAGEGUID char not null  Links to the PACKAGES table.

SERVERID integer not null  Links to the SERVERS table.

CREATIONDATE timestamp Time stamp of the action.

DESCRIPTION varchar For definitions, see “Valid Entries for DESCRIPTION”
on page 367.

CODE integer Code representing the results of the action. For
definitions, see “Valid Entries for CODE” on page 367.

ACTIONCODE integer Code representing the action being performed. For

definitions, see “Valid Entries for ACTIONCODE" on
page 367.
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Field Name

Type Use

STARTEDPACKAGEACTIONID

integer

0 = started running the package,

or

when the new action is logged then the
PACKAGEACTIONID of the new action replaces the
0.

Primary key (PACKAGEACTIONID)

Valid Entries for DESCRIPTION

Started package
Finished rollback
Error description
Or itisempty

Valid Entries for CODE

Success
Failure

Partial

Valid Entries for ACTIONCODE

AC_PACKAGE_INSTALL
AC_PACKAGE_ROLLBACK
AC_PACKAGE_INSTALL_STARTED

AC_PACKAGE_ROLLBACK_STARTED

SOFTWARECOMPONENTACTION

Contains one record for each server Server Software Package component.

Field Name Type Use

SOFTWARECOMPONENTACT integer not null  Assigned automatically: Default Auto increment.
IONKEY

PACKAGEACTIONID integer not null  Links to the PACKAGEACTION table.

NAME char not null  Name of the software component.
CREATIONDATE timestamp Time stamp of the action.

DESCRIPTION varchar The first record for the component the description is

the description provided by the user when the
component was created. As the components finish
the description is one of those defined under “Valid
Entries for DESCRIPTION” on page 368.
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Field Name Type Use

CODE integer Code representing the results of the action. For
definitions, see “Valid Entries for CODE” on page 368.

ACTIONCODE integer Code representing the action being performed. For
definitions, see “Valid Entries for ACTIONCODE" on
page 368.

Primary key (SOFTWARECOMPONENTACTIONKEY)

Valid Entries for DESCRIPTION

Did not meet requirements

Error processing requirements
Pre-install load/unload

Error pre-install load/unload

Pre-install scripts

Error pre-install scripts

Copy file changes

Error processing copy file

Text file changes

Error processing text files

NetWare SET parameters

Error processing NetWare SET parameters
Registry process

Error processing Registry

NetWare products process

Error in NetWare products process
Post-install script process

Error in post-install script process
Post-install load/unload process

Error in post-install load/unload process

Valid Entries for CODE

Success =0
Failure =1
Partial =2

Valid Entries for ACTIONCODE

Started =200
Pre-Load =201
Pre-Scripts =202
Copy File Changes =203
Text File Changes =204
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Set Parameters =205

Registry =206
Products.dat =207
Post Scripts =208
Post Load =209
Requirements =210

Foreign Keys

Foreign keys set up relationships between tables.

POLICYACTION

"add foreign key (POLICYID) references POLICIES (POLICY ID)"

POLICYACTION
"add foreign key (SERVERID) references SERVERS (SERVERID)"

PACKAGEACTION

"add foreign key (PACKAGEGUID) references PACKAGES (PACKAGEGUID)"

PACKAGEACTION

"add foreign key (SERVERID) references SERVERS (SERVERID)"

SOFTWARECOMPONENTACTION

"add foreign key (PACKAGEACTIONID) references PACKAGEACTION
(PACKAGEACTIONID)"

Tiered Electronic Distribution Database Contents

Following are the database table definitions for Tiered Electronic Distribution.

*

*

*

*

*

*

“TAB_NODE” on page 370

“TAB_CHANNEL" on page 370
“TAB_DISTRIBUTION" on page 370
“TAB_DIST_VERSION” on page 371
“TAB_DIST_ACTION” on page 371
“TAB_CHANNEL_DISTRIBUTION" on page 372
“Foreign Keys’ on page 373
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TAB_NODE

Contains one record for each Distributor, Subscriber, and External Subscriber in the tree.

Field Name Type Use
ID numeric(8,0) identity not null  Unique number automatically assigned.
NAME varchar(255) not null  Tiered Electronic Distribution object DN.
TYPE char not null  "D"=Distributor
"T"=Subscriber (Transceiver)

NETWORK_ADDRESS varchar(255) IP address of server.
SERVER_NAME varchar(255) Not currently used.

Primary key (ID)

Unique (NAME)

TAB_CHANNEL

Contains one record for each Channel object in the tree.

Field Name Type Use
ID numeric(8,0)  identity not null  Unique number automatically assigned.
NAME varchar(255) not null DN of Channel object.

Primary key (ID)

Unique (NAME)

TAB_DISTRIBUTION

Contains one record for each Distribution object in eDirectory.

Field Name Type Use
ID numeric(8,0) identity not null  Unique number automatically assigned.
NAME varchar(255) not null DN of Distribution object.
DISTRIBUTOR_ID numeric(8,0) not null  Links to the TAB_NODE table.

Primary key (ID)

Unique (NAME)
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TAB_DIST_VERSION

Contains one record for each version of a Distribution and it is linked to the

TAB_DISTRIBUTION table.

Field Name Type Use

ID numeric(10,0) identity not null  Unique number automatically assigned.

DISTRIBUTION_ID numeric(8,0) not null  Links to the TAB_DISTRIBUTION table.

VERSION bigint not null  Time stamp of the version.

SIZE integer not null  Size of distfile.ted (the file containing the Distribution).

TIMESTAMP datetime not null  Time stamp when the entry was made to the
database.

DIRECT_ROUTING bit not null  Not used at the current time.

LATEST_VERSION bit not null  Latest version of this Distribution. Used internally to
keep track of the latest version.

Primary key (ID)

TAB_DIST_ACTION

Unique (DISTRIBUTION_ID, VERSION)

Contains multiple records for each Distribution version for Send, Received, and Extracted.

Field Name

Type Use

ID

numeric(12,0) identity

not null

Unique number automatically assigned.

DIST_VERSION_ID

numeric(10,0)

not null

Links to the TAB_DIST_VERSION table.

NODE_ID

numeric(8,0)

not null

Links to the TAB_NODE table for the node performing
the following tasks:

Create

Send
Receive
Extract

Post process

TIMESTAMP

datetime

not null

Time stamp when the action was logged into the
database.

STAGE

char

not null

"C"=Create
"S"=Send
"R"=Receive
"E"=Extract
"P"=Post process

STATUS

char

not null

"S"=Success
"F"=Failure
"P"=In process

Reporting 371



Field Name Type Use

STATUS_TIMESTAMP datetime not null  Time stamp when the record was updated.

REASON_TEXT varchar(255) Reason for success or failure. For definitions, see
“Valid Entries for REASON_TEXT” on page 372.

CHANEL_DIST_ID numeric(8,0) Links to the TAB_CHANNEL_DISTRIBUTION table.

Primary key (ID)

Valid Entries for REASON_TEXT

The following are valid entries for the REASON_TEXT field name:

+ “The Distribution was not received because this Subscriber does not meet the platform
restrictions.”

Self-explanatory.
* “The Distribution was shut down before it was received.”

Thisoneisreceived in one of two situations: 1) thereisanew configuration on the Subscriber
so it needs to be updated before it can receive the Distribution; or, 2) thereis a signature
exception, such as the Subscriber cannot trust the Distribution came from a Distributor it
trusts.

¢ “The Distribution was terminated before it was received.”
The Distribution was cancelled for a controlled reason.
+ “There was an error receiving the Distribution.”
Something unexpected failed. For example, a socket exception, transport exception, and so

on.

TAB_CHANNEL_DISTRIBUTION

Contains one record for each Channel/Distribution.

Field Name Type Use

ID numeric(8,0) identity not null  Unigque number automatically assigned

CHANNEL_ID numeric(8,0) not null  Links to the TAB_CHANNEL table.

DISTRIBUTION_ID numeric(8,0) not null  Links to the TAB_DISTRIBUTION table.

TIMESTAMP datetime not null  Time stamp for when the Distribution was built.
Primary key (ID)

Unique (CHANNEL_ID, DISTRIBUTION_ID)
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Foreign Keys

Foreign keys set up relationships between tables.

TAB_DISTRIBUTION

" add foreign key FK_TAB_DIST_REF 591 TAB_NODE (DISTRIBUTOR_ID)" +" references
TAB_NODE (ID) on update restrict on delete restrict;";

TAB_DIST_VERSION

" add foreign key FK_TAB_DIST_REF 37 _TAB_NODE (DISTRIBUTOR_ID)" + " references
TAB_DISTRIBUTION (ID) on update restrict on delete restrict;”;

TAB_DIST_ACTION

" add foreign key FK_TAB_DIST_REF _380_TAB_NODE (DIST_VERSION_ID)" +"
references TAB_DIST_VERSION (ID) on update restrict on delete restrict;";

TAB_DIST_ACTION

" add foreign key FK_TAB_DIST_REF 1525 TAB_NODE (NODE_ID)" + " references
TAB_NODE (ID) on update restrict on delete restrict;”;

TAB_CHANNEL_DISTRIBUTION

" add foreign key FK_TAB_DIST_REF 572 TAB_DIST (DISTRIBUTION_ID)" + " references
TAB_DISTRIBUTION (ID) on update restrict on delete restrict;";

TAB_CHANNEL_DISTRIBUTION

" add foreign key FK_TAB_DIST_REF 572 TAB_CHAN (CHANNEL_ID)" + " references
TAB_CHANNEL (ID) on update restrict on delete restrict;";
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Distribution Types

The following sections describe how to configure the Distribution types:

*

“Desktop Application” on page 375

*

“File” on page 376
¢ “FTP’ on page 378
“HTTP” on page 380
¢ “MSI” on page 381

*

+ “Policy Package” on page 383
+ “RPM” on page 384
+ “Software Package” on page 385

Desktop Application

Use this option when the Distribution consists of an application created in ZENworks Desktop
Management.

To create a Desktop Application Distribution:
1 Click the Setup button.
The Desktop Application Distribution Wizard is started.

After running the wizard the first time to create the Desktop Application Distribution, the
Setup button is renamed to Modify.

For information on using the wizard, see Step 7 under “ Creating a Desktop Application
Distribution” on page 284.

After exiting thewizard, the Current Configuration field displays the current configuration of
the Desktop Application Distribution. Thisis same information that is displayed on the
Summary page of the Desktop Application Distribution Wizard.

2 To modify the Desktop Application Distribution’s configuration, click Modify.

Opens the Desktop Application Distribution Wizard again, where you can change the
displayed configuration.
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File

New Target

Add Directory

Use this option when a Distribution consists of files on the Distributor’sfile system that are to be
copied to a Subscriber server’s file system.

Use the following fields and buttons to configure a File Distribution:
+ “New Target” on page 376
+ “Add Directory” on page 376
+ “Add Files’ on page 377
+ “Delete” on page 377
¢ “Synchronize Directories’ on page 377
+ “Verify Distributions’ on page 377
+ “Retry _ Times’ on page 378
+ “Kill Connection on Open Files” on page 378
+ “Maintain Trustees’ on page 378
+ “Error Handling” on page 378

Thetarget file system’s location for where you want the Distribution to be extracted.

%DEST VOLUMEY is the defaullt.

IMPORTANT: If you change the default, you must press the Enter key for the entry to be saved.

You can use any type of variable, or the actual location names. Examples of literal locations:
+ NetWare:
sysi\files
data:\files
* Windows:
c\files
\\MyServer\Files (shared folder)

* Linux or Solaris;
lusr/files

However, do not useaUNC path or all Distributionswill be sent to only that one location. Instead,
use variables. For more information, see Chapter 9, “Variables,” on page 333.

New Directory is the default name, which you should change to the directory name you want at
the target location.

IMPORTANT: If you change the default, you must press the Enter key for the entry to be saved.

Use this button to create the desired directory structure on your target Subscriber’sfile system for
the files and directories you are adding.
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Add Files

Delete

Browse for directories or files on the Distributor’s file system that you want copied to the target
Subscriber’s file system.

Each directory or fileyou select is displayed with the full path that it has on the sourcefile system.
This path identifies where to obtain the directory or file for copying to the target file system. The
only path that is created on the target file system is the one you create using the New Target and
Add Directory buttons, and any directories that you select with the Add Files button to add under
them.

If you select adirectory, all files and subdirectories under it are also selected for copying. Unlike
the Copy File component in the Server Software Package, you cannot prune files and
subdirectories from a selected directory. Any directory you browse for and add is not expandable.
You can only remove items listed in the tree structure in the Files To Be Distributed box.

Only deleteswhatever you have selected from the tree structure in the Files To Be Distributed box:
+ File: Removesthe file from the tree structure (not from its hard disk location).

+ Directory: Removes the directory and any of its files and subdirectories from the tree
Structure.

+ Volume: Removes all directories and files below it from the tree structure.

Synchronize Directories

This causes the directories on the target server to be synchronized with the directories contained
in the Distribution.

WARNING: If the target server contains directories not contained in the Distribution, those directories and all
files and subdirectories are deleted from the target server’s file system when the Distribution is extracted.

This can be very destructive, especially if the target directory is a root directory. Only enable directory
synchronization where you are certain you want to allow existing directories that are not contained in the
Distribution to be deleted.

Also, if the Distributor whose files system you are using for this Distribution is also a Subscriber that is
subscribed to the Distribution, the Distributor’s file system is treated the same as the other Subscribers’ file
systems.

For more information on synchronization, see “Directory Sync Granularity for File Distributions” on page 173.

Verify Distributions

Each time a Distribution changes, such as files are modified or added, a new version is built and
subsequently sent to the Subscribers. However, Subscribes might need to verify that the files
contained in a Distribution have been extracted and installed to all Subscribers, even when there
isno new version to send.

The verification option allows you to specify that when the Send schedule starts, if thereis no new
version of the Distribution to send, the Distributor should send a request for the Subscriber to re-
extract the current version to ensure that the files are installed.
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Retry __ Times

Retries overwriting alocked file the number of times you select before failing to replace the file.
Leave this check box deselected to not replace locked files on the target file system.

Kill Connection on Open Files

Attemptsto kill the connection of locked files so that they can be overwritten. Thisappliesonly to
files being extracted, not to files being accessed to build the Distribution. If afile belonging to a
Distribution is locked when the Distribution is being built, the build fails.

Also, server and NLM™ connections cannot be killed.

Maintain Trustees

Maintains each file's trustee attributes for the target NetWare file system to be as they are on the
source file system. The trustee information is obtained when the Distribution is built.

Thisis additive, meaning it does not remove trustees on the target file system.

If synchronization isturned on for directoriesin aDistribution, the trustees of those directoriesare
also synchronized.

Error Handling

You have two options:

+ Fail on Error: The Distribution stops, allowing you to fix the error before re-sending it. This
is the default option.

+ Continue on Error: The Distribution continues with only the failed part not being finished.

FTP

With thistypeyou can create a Distribution consisting of filesfrom one or more FTP sources. Each
source can contain one or more directories and/or files.

If atarget fileisfound to be locked during extraction, the Subscriber throws an exception stating
that thefile could not be copied. The Distributor receivesthisinformation from the Subscriber and
log the failure in the reporting database.

Use the following fields and buttons to configure an FTP Distribution:
+ “New FTP Source” on page 379
+ “New Target” on page 379
+ “Add Directory” on page 379
+ “AddFiles’ on page 379
+ “Delete” on page 379
+ “Properties’ on page 379
“Files To Be Distributed” on page 379

*

*

“Binary Transfer” on page 379
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+ “Include Symbolic Link Files” on page 379

New FTP Source

New Target

Add Directory

Add Files

Delete

Properties

In the FTP File Group dialog box, provide the server name, alogin name (the default is
“anonymous"), and a password for this FTP Distribution.

Provide avolume. The variable %DEST VOLUME% is the default.

Browse for the directory where the file resides. If the directory has parent directories, they are
included. You can add multiple directories.

When entering information into thisfield, you must press Enter for the change to be saved.

Browse for thefiles. You can add multiplefiles.

Deletes whatever you have selected:
+ File: Removes the file from the tree (not from the FTP location).
+ Directory: Removes the directory and any of itsfiles and subdirectories from the tree.

* Volume: Removes al directories and files below it from the tree.

Displays the properties of the selected FTP source.

Files To Be Distributed

Binary Transfer

An expandabl e tree structure showing paths and filenames.

Enablesfile transfersin binary.

Include Symbolic Link Files

If you want all symbolic link filesin the added directory (including from all of its subdirectories)
to be part of the FTP File Distribution, check this box. This applies only when you add a directory.

You do not need to check this box for individually-added symbolic link files.

This check box does not have any control over whether symboalic link files are displayed when
browsing to add directories and files.
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HTTP

New Target

Add Directory

Add Files

Delete

With thistype you can create a Distribution consisting of one or more HT TP sources. Each source
can contain one or more target entries.

If atarget fileisfound to be locked during extraction, the Subscriber throws an exception stating
that thefile could not be copied. The Distributor receivesthisinformation from the Subscriber and
log the failure in the reporting database.

Use the following fields and buttons to configure the Distribution:
+ “New Target” on page 380
+ “Add Directory” on page 380

“Add Files” on page 380

+ “Delete” on page 380

“Files To Be Distributed” on page 380

*

*

Provide avolume. The variable %DEST VOLUME% is the default.

Browse for the directory where the file resides. If the directory has parent directories, they are
included. You can add multiple directories.

When entering information into thisfield, you must press Enter for the change to be saved.

Provide the URL of thefile. You can add multiplefiles.

Deletes whatever you have selected:

+ File: Removes the file from the tree (not from the HTTP location).

+ Directory: Removesthe directory and any of its files and subdirectories from the tree.

* Volume: Removes dl directories and files below it from the tree.

Files To Be Distributed

An expandabl e tree structure showing paths and filenames.
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MSI

Adding

Removing

Configuring

Distributes Microsoft Software Installer (MSI) packages to Windows servers for any Windows-
based application, where the MS| engineis used to install the Windows software included in an
MSI Distribution. You can create and configure MSI Distributions in both ConsoleOne and
iManager.

Use the following to configure the Distribution:
+ “Adding” on page 381
+ “Removing” on page 381
+ “Configuring” on page 381
+ “Rearranging” on page 383

Add one or more MSI or MSP packages using one of the following:

Add From Distributor: The.msi and .msp files must reside on the file system of the Distributor
server that owns this MSI Distribution.

Add From FTP Site: The .msi and .msp files can be retrieved from an FTP site.

Select an M S| package from the list and click Remove to delete it from the list.

To configure each M Sl package, select the package in the Selected Packages column, click Edit
Parameter List to open the Edit Parameters dialog box, then fill in the fields:

+ “Distribution Includes Box” on page 381
+ “Options Box” on page 382

+ “Transforms Box” on page 382

+ “Custom Parameters Field” on page 383
+ “Command Field” on page 383

Distribution Includes Box

Select one of the following options:
Package File Only: Include only the MSI package in the Distribution.

Package Filesand Folders: Includethe MSI package, al fileslocated in the same folder, and all
subfoldersand files. Thisassumesthat all of the necessary supporting filesfor an MSI package are
included in its folder and subfolders.
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Options Box

Transforms Box

Select from the following options:

Install: Causesthe MSI package to be installed.

Uninstall: Causesthe M S| package to be uninstalled.

Patch: Thisfield is dimmed because it applies only to an M SP package.

Administrativelnstall: Causesthe M S| packageto beinstalled without del eting the M S| package
(as standard practice), so that it can available for aself-repair. This option is used in conjunction

with an administrative image of the package. For moreinformation, seetheInstallShield Tip from
AdminStudio (http://www.installshield.com/news/news etter/0302-articles/setupexe.asp).

Repair: If you select this option, select from the following check boxes. They are the common
MSI flags that can be passed to the M S| engine to specify the types of repairs to be made:

*

*

Missing File: Instructs Windows Installer to reinstall afile only if it is missing.

Older File: InstructsWindowsInstaller toreinstall afileif itismissing or if theinstalled file's
version is older than the filein the M S| package.

Equal or Older File: Instructs Windows Installer to reinstall afileif itismissing or if the
installed file's version is the same as or older than the file in the M S| package.

Force All: Instructs Windows Installer to reinstall al files.

Use Registry Keys: Instructs Windows Installer to rewrite al per-user entries from the MSI
package to the Windows system registry. Per-user entries are those entries contained in the
HKEY_CURRENT_USER and HKEY_USERS registry hives.

Computer Registry Keys:. Instructs Windows Installer to rewrite al per-machine entries
from the M S| package to the Windows system registry. Per-machine entries are those entries
contained inthe HKEY _LOCAL_MACHINE and HKEY _CLASSES ROOQOT registry hives.

Failed Checksum: Instructs Windows I nstaller to perform achecksum on all executablefiles
and to reinstall afileif itismissing or if the checksum verifies that the file is corrupt. Only
files that have msidbFileAttributesChecksum in the Attributes column of the MSI package's
File Table are repaired.

Install and Re-Cache: Instructs Windows Installer to install files from the re-cache (local)
source rather than the source package.

Shortcuts: Instructs Windows Installer to reinstall the M Sl application’s shortcuts,
overwriting any existing shortcuts and icons.

Different File Version: Instructs Windows Installer to reinstall afileif itismissing or if the
installed file's version is not exactly the same as the file in the M S| package.

To include transforms in the Distribution, select an MSI package (not an M SP package) to be
transformed, select the Edit Parameters button, then do the following. Repeat these steps as
necessary for each transform in an M Sl package, and for each M S| package.

*

*

*

“Adding” on page 383
“Removing” on page 383
“Rearranging” on page 383
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Adding
Add one or more transforms using one of the following:

Add From Distributor: The.mst file must reside on the file system of the Distributor server that
ownsthisMSI Distribution.

Add From FTP Site: The .mst file can be retrieved from an FTP site.

Transform files are used to modify the behavior of the MSI package that you selected in the
Selected Packages column of the Type tab.

When two or more transforms are applied to the same M S| package property, it retains the value
applied by the transform that was last applied.

For more information about creating and configuring transforms, see the documentation you
received with the software application.

Removing

Select atransform from the list and click Remove to delete it from the list.

Rearranging
Use the Up and Down buttons to rearrange the order in which the transforms are applied.

When you rearrange the execution order, remember that an M SP package patches a specific MSI
package, so it should be listed after the M S| package.

Custom Parameters Field

Command Field

Rearranging

You can modify the listed command line parameters for the M S| package.

Some M SI Distributions can fail to extract on Windows 2000 servers. To solve this problem, see
“MSI Distribution Extraction Errors’ on page 115.

Thisfield is display-only.

The parameters listed in this field are for the default options when you first view the Parameters
dialog box. These parameters are automatically updated as you modify any optionsin the
Distribution Includes, Options, or Transforms boxes, or add any parametersin the Custom
Parametersfield.

Use the Up and Down buttons to rearrange the order in which the M S| packages are applied.

Policy Package

Use this option when the Distribution consists of one or more policy packages containing enabled
and configured policies.This is how Subscribers receive policies.

To send a Policy Package Distribution to a Subscriber using an External Subscriber object, you
must edit the agentinfo.properties file to prevent trusted tree errors. For more information, see
“Preventing Trusted Tree Errors for Policy Package Distributions’ on page 159.
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For information on creating specific policies, see Chapter 4, “ Server Policies,” on page 191.
Use the following fields and buttons to configure the Distribution:
+ “Up/Down” on page 384
“Add” on page 384
“Delete” on page 384

*

*

+ “Properties’ on page 384
“The Following Policy Packages Will Be Distributed” on page 384

*

Up/Down

Rearranges the installation order for the policy packages.
Add

Adds apolicy package to the Distribution.
Delete

Deletes the policy package from those listed.
Properties

Displays the properties of the selected policy package, which you can then edit.

The Following Policy Packages Will Be Distributed
Liststhe policy packages to be distributed and the order of distribution.

RPM

You can distribute any Red Hat Package Manager (RPM) packagesyou have created to your Linux
or Solaris servers through Tiered Electronic Distribution.

Use the following fields and buttons to configure the Distribution:

*

“Up/Down” on page 384

+ “Add From Distributor” on page 385
+ “Add From FTP Site” on page 385

+ “Delete” on page 385

* “Selected Packages’ on page 385

+ “Installation Parameters’ on page 385

Up/Down
Arranges the installation order for the RPM packages.
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Add From Distributor

Browse the Distributor’s file system and select the RPM packages.

Add From FTP Site

Browse the FTP site and select the RPM packages.

Delete

Deletes the selected RPM package from the list.

Selected Packages

Liststhe RPM packages you have added.

Installation Parameters

Liststhe RPM installation parameters you have added.

Important points when entering parameters:

* You must press Enter for parameter entries in the text field, or the entries are not saved.

+ You cannot remove a single parameter once it has been entered; you must re-enter the entire

parameter string without the one you wanted removed.

+ You cannot change the case of a parameter and have that change recognized. Instead, change

Software Package

the parameter to adifferent character, then change it back again to the original character with
the desired case.

Use this option when the Distribution consists of one or more software packages created in the
Server Software Package namespace in ConsoleOne.

For instructions on converting older .spk and .cpk filesto ZENworks 6.5 Server Management, see
“Converting Older Server Software Packagesto ZENworks 6.5 Server Management” on page 261.

Use the following fields and buttons to configure the Distribution:

*
*
*

*

Up/Down

Rearranges the installation order for the software packages.

“Up/Down” on page 385

“Add” on page 386

“Delete” on page 386

“ Selected Software Packages’ on page 386
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Add

Adds a software package to the Distribution.

Delete

Deletes the software package from the list.

Selected Software Packages

Lists the software packages to be distributed and the order of distribution.
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Schedule Types

Thefollowing table describes each of the Novell® ZENworks® schedule types, with links to steps
for configuring them.

Schedule Type

Description

Daily

Runs the scheduled item daily. Daily includes specifying a run time window, running
randomly within the window of time, and running repeatedly every xxx hours or
minutes. Used by all Policy and Distribution Services components.

Event

Runs the scheduled policy according to the specified event, such as at system
startup or shutdown, or a third-party application-defined event. Used only by policies.

Interval

Repeats running the scheduled item every xxx days, hours, minutes, and/or
seconds. For Distributors only, the interval begins after the Distributor re-reads
Novell eDirectory™. Any frequency from a few seconds to many days can be
specified. Used by policies, Distributors, Distributions, Channels, and Subscribers.

Monthly

Runs the scheduled item on the selected day of the month. Monthly includes
specifying a run time window and running randomly within the window of time. Used
by all Policy and Distribution Services components.

Never

Prevents any of the four possible schedules from occurring. Only used by Tiered
Electronic Distribution.

This is generally used for manual control over a particular schedule. Typically, you
do not need to leave an object configured with the Never schedule type for an
extended period of time. If an object is no longer used, you can remove it using the

Delete TED Object menu option in Novell ConsoleOne®.

Package
Schedule

Runs the scheduled item according to the default schedule, which can be changed
on the Policies tab. Used only by policies.

Relative

Runs the scheduled policy one time relative to a specified number of days, hours,
minutes, and seconds from when the policy package is extracted.

For example, if you set the time to one hour and refresh the Distributor, a new policy
package is sent to the Subscriber, and it runs one hour after extraction. Used only by
policies.

Any time range, from a few seconds to many days, can be specified.

Run
Immediately

Runs the scheduled item immediately upon refreshing the policy, beginning after the
Distributor re-reads eDirectory. Includes repeating the action every xxx days, hours,
minutes, and seconds. Any frequency from a few seconds to many days can be
specified. Used only by policies, Distributions, Channels, and Subscribers.

Time

Runs the scheduled item once at the date and time specified. Used by all Policy and
Distribution Services components.
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Daily

Event

Schedule Type Description

Weekly Runs the scheduled item on the selected day of the week. Weekly includes
specifying a run time window, and running randomly within the window of time. Used
only by policies.

Yearly Runs the scheduled item on the selected day of the year. Yearly includes specifying
a run time window, and running randomly within the window of time. Used by all
Policy and Distribution Services components.

To schedule an item to run daily:

1 Click the down arrow on Schedule Type, select Daily, then select one or more days of the
week.

2 In Start Time, select the schedul€'s starting time for the day.
3 InEnd Time, select the latest time in the day for the schedule to run.

4 To have the schedul e start randomly during the selected time period, select the Randomly
Dispatch check box.

5 To have the schedul e repeat the action, select the check box for the Repeat the Action Every
field > select how often the action should be repeated.

You can leave any of the options zeroed, but you must have avaluein at least one of thetime
increments.

6 Click Apply to save the change.

To schedule a policy to run when an event happens:

1 Click the down arrow on Schedule Type, select Event, then select the event to activate the
schedule:

Event Description

System Startup Runs the action when the system starts up.
System Shutdown Runs the action before the system shuts down.

Custom Event ID Third-party application-defined event.

2 Click Apply to save the change.
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Interval

Monthly

Never

To schedule an item to run at an interval of time:

1 Click the down arrow on Schedule Type, select Interval, then select the interval of time for

repeating the action.

You can leave any of the options zeroed, but you must have avaluein at least one of thetime
increments.

2 Click Apply to save the change.

To schedule an item to run monthly:

1 Click thedown arrow on Schedule Type, select Monthly, select the option, then select the day

of the month.

or

Select the option for the last day of the month (whether 28, 29, 30, or 31).
In Start Time, select the schedul€'s starting time for the day.

In End Time, select the latest time in the day for the schedule to run.

To have the schedul e start randomly during the selected time period, select the Randomly
Dispatch check box.

Click Apply to save the change.

Never has the following effects on the distribution schedules:
+ Refresh (Distributor aobject): Prevents the Distributor from reading Novell eDirectory to

discover new distribution work.

Build (Distribution object): Prevents the Distributor from building that particular
Distribution.

Send (Channel object): Prevents al Distributions listed in the Channel from being sent.

Extract (Subscriber object): Prevents the Subscriber from extracting any of the
Distributions it has received but not yet extracted. However, the Subscriber server can still
receive Distributions.

When changed to another schedule, all Distributions not yet extracted are extracted by the
Subscriber according to the new schedule. When temporarily overridden using the ZENworks
Server Management rolein Novell iManager, all Distributions not yet extracted by the
Subscriber are then extracted.

In each of these cases, you can manually override the Never action in iManager (see “Forcing
Policy and Distribution Services Agent Actions” on page 81). However, the Never type continues
to be set for the schedule after that override action occurs.
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To schedule a Tiered Electronic Distribution item to never run automatically:
1 Click the Type tab, then select the down arrow on Schedule Type.
2 Select Never.
3 Click Apply to save the change.

Package Schedule

Each policy package has adefault schedule for all policiesin that package.

You do not need to do anything to schedule a policy to run according to the current Default
Package Schedule.

To change the Package Schedule:

1 In ConsoleOne, select the OU containing your server policies, right-click the Distributed
Server Package (in the right pane), then click Properties.

2 Click Edit.
3 Change the Package Schedule to one of the following:
Daily
Weekly
Monthly
Yearly
Relative
Run Immediately
Event
Interval
Time

4 Click Apply to save the change.

Relative

To schedule apalicy to run relative to the time the policy package has been extracted:
1 Click the down arrow on Schedule Type, select Relative, then select an amount of time.

You can leave any of the options zeroed, but you must have avaluein at least one of thetime
increments.

Run Immediately

To schedule an item to run immediately:
1 Click the down arrow on Schedule Type, then select Run Immediately.
2 If you want to repeat the action, select the Repeat check box.
3 Sdlect alength of time.

You can leave any of the options zeroed, but you must have avaluein at least one of thetime
increments.
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Time

Weekly

Yearly

4 Click Apply to save the change.

To schedule an item to run at a specific time:

1 Click the down arrow on Schedule Type, select Time, then select the calendar icon.
2 Inthe Select Date and Time dialog box:

2a Select the month.

2b Select the year.

2c Select the day of the month.

2d Select the time of day, then click OK.
3 Click Apply to save the change.

To schedule apalicy to run weekly:

1 Click the down arrow on Schedule Type, select Weekly, then select one day of the week.
2 In Start Time, select the schedul€'s starting time for the day.
3 In End Time, select the latest time in the day the schedule can run.

4 To have the schedul e start randomly during the selected time period, select the Randomly
Dispatch check box.

5 Click Apply to save the change.

To schedule an item to run yearly:

1 Click the down arrow on Schedule Type, select Yearly, then select the calendar icon.
2 Inthe Select Date dialog box:
2a Sdlect the month.
2b Sdlect the day of the month.
3 In Start Time, select the schedul€'s starting time for the day.
4 In End Time, select the latest time in the day the schedule can run.

5 To have the schedule start randomly during the selected time period, select the Randomly
Dispatch check box.

6 Click Apply to save the change.
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Server Console Commands

You can perform some of the Novell® ZENworks® Server Management functions using command
line entries on aNetWare® server console. The server commands documented here are those that
are applicable to ZENworks Server Management Server Policies and Tiered Electronic
Distribution.

For ways to perform the server console commands in a Web browser using the ZENworks Server
Management role in Novell iManager, see Chapter 2, “Novell iManager,” on page 69.

A ZENworks Server Management console command that is entered on aserver consoleis executed
only on that server. For more information, review the following sections:

* “ZENworks Server Management Console Commands’ on page 393
+ “Java Console Commands’ on page 396

ZENworks Server Management Console Commands

Thefollowing tableliststhe Server Management server console commandswith short descriptions
of the commands. The table also indicates at which server console prompt you can give a
command.

The column heading M is for the server’s main console prompt and Z for the ZENworks Server
Management prompt. Under a console prompt column, a'Y indicates that you can issue the
command at that prompt and a— indicates that you cannot issue the command at that prompt.

Command

M Z Description

HELP

Y Y Displays a list of available commands. Only the commands applicable to a component are
displayed.

HELP command

Y Y Displays help for the specified command.

CLS

Y Y Clears the screen. Useful for quickly recognizing which information is new when you enter a
command.
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Command

M Z Description

DOWN option

Y Y Thisis similartothe command used on the server’s main console prompt. However, if you use

DOWN at the ZENworks Server Management prompt, server policy settings for downing the
server are followed.

For the ZENworks Server Management prompt, this command has several options:
+ DOWN SERVER: Downs the server only; does not bring it back up.

+ DOWN STATUS: Displays the current down status.

+ DOWN RESTART: Downs the server, then restarts it.

+ DOWN RESET: Downs the server, then resets it.

+ DOWN CANCEL: Allows you to cancel the down, up to when the server is actually taken
down. This does not leave the server in an unusable state.

+ DOWN !: Causes the down process to execute immediately, ignoring the Down Server
Process policy that might be in effect.

EVENTS option

The command has three options:
+ EVENTS LIST: Lists all registered events, including third-party events.
+ EVENTS STATUS: Gives the status of each event.

¢ EVENTS FIRE event_ID: Allows you to manually run an event.

EXIT

Closes the current command prompt’s Java software. For example, if given at the Subscriber
prompt, the Subscriber’s Java software is closed.

LISTPLUGINS

Lists the current Server Management plug-ins.

PACKAGE option

You can do the following for the software packages installed on the server:

+ PACKAGELIST: Lists the currently installed software packages. This is useful for knowing
which packages to roll back and the order that they should be rolled back, which is the
reverse order in which they finished installing, not the order that they started installing.

+ PACKAGE PROCESS full_package_path: Use this to manually install a software
package.

+ PACKAGE ROLLBACK: Automatically rolls back (uninstalls) the most recently installed
software package. For example, you installed three software packages on a server
(Packagel, Package2, and Package3), and Packagel was installed first, Package2
second, and Package3 last. If you want to roll back Package2, you need to first roll back
Package3. To do so, enter package rollback atthe server console once for
Package3, then again for Package?2.

The software package installation order is not guaranteed, because the order is
determined by when a package has finished processing. Therefore, the installation order
might be Package2, Packagel, Package3 when using the Package Rollback command.
This order is shown by the Package List command.

POLICY
or
POLICY LIST

Lists the effective server policies. Each policy listed has a corresponding policy number for
reference when using the POLICY ENFORCE command.

POLICY ENFORCE
policy_number

Used to manually enforce a specific policy. You can find the policy_number using the POLICY
LIST command.

This is useful for enforcing a policy ahead of its schedule. However, you usually use POLICY
REFRESH first to ensure you are enforcing the most recent changes.

394 Novell ZENworks 6.5 Server Management Administration Guide



Command

Description

POLICY ENFORCE
ALL

Used to manually enforce all effective policies, such as after doing a POLICY REFRESH.

POLICY
EVENTBASED

Lists the event-based policies.

POLICY PLUGINS

Lists the current policy enforcers and the current event handlers.

POLICY REFRESH

Refreshes only the server’s policies and schedules, as required (unlike the REFRESH
command, which refreshes policies and undoes any changes made to the prompts).

After using this command, you should do a POLICY ENFORCE.

POLICY - Refreshes the server’s policies, but does not schedule effective policies.

REFRESHONLY

POLICY - Reschedules all current policies according to their schedules. Does not refresh the effective
RESCHEDULEONLY policies.

POLICY SCHEDULES

Lists all policy schedules that are in effect.

PROMPT - Temporarily resets the current prompt. It reverts back to whatever is specified in the Novell
eDirectory™ object for the console prompt when the Java process is exited or restarted, or
when the REFRESH command is given.

REFRESH - Manually forces a refresh of a policy, including pending changes to service locations for the
current server and temporary changes to ZENworks Server Management prompts.
Used alone, it refreshes only the ZENworks Server Management policy. Use POLICY
REFRESH to refresh all policies.

SETCONSOLELEVEL - Sets the console message level:

number

0: No messages

1: Errors

2: Successes & level 1 messages

3: Warnings & level 2 messages

4: Information & level 3 messages

5: Trace information & level 4 messages

6: Developer trace information & level 5 messages

SETFILELEVEL
number

Sets the file message level:

0: No messages

1: Errors

2: Successes & level 1 messages

3: Warnings & level 2 messages

4: Information & level 3 messages

5: Trace information & level 4 messages

6: Developer trace information & level 5 messages
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Command

Description

SHOWSCHEDULE Lists the current schedules.
SHOWVARS Lists the predefined variables and their values. These variables can be used in Server
Software Packages.
STATUS Lists the current status of Policy and Distribution Services, including:
Base Path
Plug-ins Loaded
Events Registered
Scheduled Items
Console Level
TIME Returns the current date and time that the server is set to.
VERSION Returns the Server Management version for the ZENworks Server Management prompt, and

the NetWare version for the console’s main prompt.

Java Console Commands

The following table lists some useful Java Virtual Machine (JVM*) commands.

Command Description
java -show Lists all loaded Java processes.
java -killnnn Kills the specified Java process. (nnn represents the Java process number from the java -show listing.)

java -killzfsexit ~ Kills all Server Management Java processes.

java -killall Stops all loaded Java processes; however, it leaves Java loaded.

java -version Displays the JVM version.

java -exit This attempts to unload all Java process, including the JVM. Java -exit is the preferred command.
S:IIoad java This command is required for unloading any native NLM™ files that are called from Java, such as zenfile.nim.
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Load/Unload Actions

Thisinformation is used in several setup steps for the Server Polices (see Chapter 4, “ Server
Policies,” on page 191) or Server Software Packages (see Chapter 5, “ Server Software Packages,”
on page 231) components.

* “Load NLM/Process’ on page 397
+ “Load JavaClass’ on page 397

+ “Unload Process’ on page 398

* “Start Service” on page 398

* “Stop Service’ on page 398

Load NLM/Process

For all supported platforms.

If you select an NLM™ to be loaded by the software package, and the NLM isaready running on
the target server, the package installation fails and is rolled back (if rollback is enabled).

You can make sure that an NLM is not already |oaded when you are including it in the software
package by adding an unload option for that NLM before adding the load option, but only if this
NLM does not require user input from the keyboard to unload it.

Filename: This must be the exact name, including the full path to the executable, unless the path
to thefileis a system path variable. For NLM files, including the .nIm extension.

Parameters: Include any command line parameters for the NLM or process being run.

Wait for this Processto Terminate before Continuing: You can select this option for an NLM
or process that terminatesitself. It must terminate within 10 minutes or the whole loading process
fails. By default, this option is dimmed.

Load Java Class

For NetWare only.

Filename: This must be the exact name. The .class extension is not necessary.
Parameters: Include any command line parameters for the Java application being run.
JVM Parameters: Include any parameters for the Java machine.

Wait for this Processto Terminate before Continuing: You can select this option for a Java
application that terminates itself. Thereis no time limit. It waits as long as the application is
running. By default, this option is dimmed.
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Unload Process

For al supported platforms.

If the NLM requires intervention to unload, you must remember to unload it manually before
trying to install the software package.

Filename: This must be the exact name (the path is not required). Because many NLM files
reguire user input to unload, their unloading cannot be automated.

Wait for thisProcessto Unload before Continuing: You can select this option for a process that
unloads itself. By default, this option is dimmed.

Start Service

For Windows only.
Service Name: This must be the exact name.

Wait For This Service to Finish Running Before Continuing: You can select this option for a
service that startsitself. By default, this option is dimmed.

Stop Service

For Windows only.
Service Name: This must be the exact name.

Wait For This Serviceto Sop Before Continuing: You can select this option for a service that
stopsitself. By default, this option is not selected.
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Requirements for Server Software Packages

Thisinformation is used in several setup steps for software packages. For more information, see
Chapter 5, “ Server Software Packages,” on page 231.

IMPORTANT: By selecting a requirement, you are prescribing that it must be met to allow the software
package or package component to be installed.

Requirement Description

Operating System  The operating system (OS) requirements for running the files in the software
package, including both the OS the files need for running and whether the target
server has that OS.

Memory (RAM) The minimum RAM required for running the files in the software package. If the
target server does not meet that minimum, the software package is not
distributed to it.

Disk Space The minimum free disk space required for installing the files on the target server.
If the target server does not meet that minimum free space, the software
package is not distributed to it.

SET Commands  which NetWare® SET commands you want specifically configured on the target
server for the software package.

Registry The registry changes that can be required on the target server for the files in the
software package. For information on configuring individual registry entries, see
Appendix F, “Registry Entries for Server Software Package Components,” on

page 405.
File Indicates whether a file on the target server should exist or have a certain date.
Products.dat Changes to products.dat that the software package requires. Usually, the

changes are to update the versions of the software on the server from the
contents of the software package. The products.dat file is used to determine
which software and which version exist on the server.

Operating System

You can require the server to have a certain operating system before installing the software
package.
To configure the server operating system requirement:

1 With the operating system requirement selected, select the server’s platform.

Available platforms are NetWare, Windows, Linux, and Solaris.
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2 Select the version relationship:

Any

Less Than

Less Than or Equal To
Equal To

Greater Than

Greater Than or Equa To

3 If you select an option other than Any for the Version field, fill in the M&jor, Minor, and
Revision fields according to the information in the following table.

For Windows servers, version information cannot be specified. Therefore, Windowsis not
included in the table.

The Major and Minor fields are for the upper version limit. For Netware and Windows, the
Revisionfieldisfor the required service pack revision. For Linux, the Revisionfield isfor the
distribution update version.

Operating System Version Subscriber Version * Major Minor Revision
NetWare 5.1 + SP5 ZENworks 6.5, ZENworks 6.5 5 10 5
SP1, ZENworks 6.5 SP2, or
ZfS 3.0.2
NetWare 5.1 + SP6 ZENworks 6.5, ZENworks 6.5 5 10 6
SP1, ZENworks 6.5 SP2, or
ZfS 3.0.2
NetWare 5.1 + SP7 ZENworks 6.5, ZENworks 6.5 5 10 7

SP1, or ZENworks 6.5 SP2

NetWare 5.1 + SP8 ZENworks 6.5, ZENworks 6.5 5 10 8
SP1, or ZENworks 6.5 SP2

NetWare 6 + SP2 ZfS 3.0.2 only 6 0 2
NetWare 6 + SP3 ZfS 3.0.2 only (withJVvM 1.4.1) 6 0 3
NetWare 6 + SP4 ZENworks 6.5, ZENworks 6.5 6 0 4
SP1, ZENworks 6.5 SP2, or
ZfS 3.0.2
NetWare 6 + SP5 ZENworks 6.5, ZENworks 6.5 6 0 5
SP1, or ZENworks 6.5 SP2
NetWare 6.5 ZfS 3.0.2 only 6 5 0
NetWare 6.5 + SP1a ZENworks 6.5 or ZfS 3.0.2 6 5 1
NetWare 6.5 + SP1.1 ZENworks 6.5 SP1, 6 5 1
ZENworks 6.5 SP2, or ZfS
3.0.2
NetWare 6.5 + SP2 ZENworks 6.5, ZENworks 6.5 6 5 2

SP1, or ZENworks 6.5 SP2

Red Hat Linux 7.1, 7.2, 7.3, 8 ZfS 3.0.2 only 2 4 variable 2

400 Novell ZENworks 6.5 Server Management Administration Guide



Operating System Version Subscriber Version * Revision

Red Hat Linux 9 ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

Red Hat Advanced Server 2.1 ZENworks 6.5 or ZfS 3.0.2 variable 2

Red Hat Enterprise Server 2.1 ZENworks 6.5 or ZfS 3.0.2 variable 2

Red Hat Enterprise Linux AS 3 ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

Red Hat Enterprise Linux AS 4 ZENworks 6.5 SP2 only variable 2

Red Hat Enterprise Linux ES 3 ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

Red Hat Enterprise Linux ES 4 ZENworks 6.5 SP2 only variable 2

Solaris 8 ZfS 3.0.2 only N/A

Solaris 9 ZENworks 6.5, ZENworks 6.5 N/A
SP1, or ZENworks 6.5 SP2

SUSE® LINUX 8.1 3 ZfS 3.0.2 only variable 2

SUSE LINUX 8.2 ZfS 3.0.2 only variable 2

SUSE LINUX Enterprise Server 8  ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

SUSE LINUX Standard Server 8 ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

SUSE LINUX Enterprise Server 9  ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

SUSE LINUX Enterprise Server 9  ZENworks 6.5 SP2 only variable 2

SP1, SP2

SUSE LINUX Standard Server 9 ZENworks 6.5, ZENworks 6.5 variable 2
SP1, or ZENworks 6.5 SP2

SUSE LINUX Standard Server 9 ZENworks 6.5 SP2 only variable 2

SP1, SP2

1 The Subscriber column indicates the Subscriber version that is required for processing the
software package on aserver platform. You do not need to specify the Subscriber version here;
however, the software package cannot be successfully sent and extracted on aserver with one
of these network operating systems unless the correct product version for the Subscriber
software is running on it.

It is possible to have both ZENworks 6.5 (or later) Server Management and ZENworks for
Servers 3.0.2 running in your network, such as when you are upgrading incrementally. This
table provides platform information for both ZENworks product versions. For information on
upgrading incrementally, see “ Upgrade Concepts and Issues” in the Novell ZENworks 6.5
Server Management Installation Guide.
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Memory (RAM)

To configure the server memory requirement:

Disk Space

402

2Where variable islisted for the Linux platforms in this table, the number that you enter in
the Revision field is the kernel revision that was either first shipped with theinstalled Linux
operating system, or alater version that you might have updated your Linux serversto. You
can use the uname -a command to determine the exact Revision Number.

Also, the Revision Number you need to enter depends on what you specify inthe Versionfield
(Equal To, Greater Than, and so on). For example, you could enter O in the Revision field and
select Greater Than in the Version field to include all kernel revisions.

3 Because Linux versions are the same for Red Hat and SUSE, and you can only select Linux
in the Platform field, to differentiate between those two Linux distributions, elsewherein the
software package you can require a certain file belonging to either Red Hat or SUSE to exist
on the server. For example, the /etc/SuSE-rel ease file could be required on the server, so that
only servers with the SUSE LINUX version would be accepted for receiving the software
package.

1 With the memory requirement selected, select the condition:

Less Than

Less Than or Equal To
Greater Than

Greater Than or Equal To

2 Specify the size in megabytes of RAM for the condition selected.

To configure the disk space requirement:

1 With the disk space requirement selected, select the root |ocation.

The two options are SY S Volume and Volume. To conserve disk space usage on NetWare
servers, do not select the sys: volume if you have other volumes with available disk space.
IMPORTANT: Do not use literal volume/drive names, such as the forward slash (/) character, when you
are sending to multiple platforms. For example if you specify the / character for Linux in a software
package, and the Software Package Distribution also gets sent to Windows servers, Windows will

recognize the / as meaning its root location and the files intended only for the Linux servers would be
installed on the Windows servers. To solve this problem, do one of the following:

a. Use variables for disk space locations, which allows you to send to multiple platforms.
or

b. Use the Operating System requirement in conjunction with the Disk Space requirement to confine the
Distribution to only the server platforms where the literal disk space location exists.

Examples of litera locations you can provide:

NetWare:
Sys:
data:

Windows:
C\
\\myserver\data\shared_folder
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Linux or Solaris:
/
lusr
/usr/data
/usr/data
letc
/mnt/files

For Linux and Solaris servers, it is any path that identifies a disk partition.
2 If you selected Volume, provide the volume's name.
3 Select the condition:

Less Than

Less Than or Equal To
Greater Than

Greater Than or Equal To

4 Specify the free disk space needed in megabytes for the condition selected.
Itisimportant that the free disk space you specify exists at thelocation you specified in Step 1.

SET Commands

Registry

When adding SET commands, the SET Commands Wizard is automatically run.

To configure the SET commands requirement:
1 With the SET commands requirement selected, provide the name of the SET command.

2 Providethe SET command’s value.

You can require that certain entries must exist in the registry before installing the software
package.

To configure the registry requirement:

1 With the registry requirement selected, select the Entry Type:

Key
Name
Data

2 For both entry types Key and Name, select if it Exists or Does Not Exist.
or
For the entry type Data, select if it Equals or Does Not Equal.
3 Enter the text for the Key, Name, or Data (depending on which you selected in Step 1).

Make sure you add the two backslashes to the beginning of the Key. For example,
\\HKEY_LOCAL_MACHINE\software\... .

IMPORTANT: The % symbol is not valid in NetWare registry names.

HKEY_LOCAL_MACHINE does not convert to “My Server” for this Registry field entry as it does for the
Registry Settings field (see “Registry Settings” on page 258).
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File
To configure the file requirement:
1 With the file requirement selected, provide the name.
Include the file’'s full path.

2 Select the required file status:

File Exists
File Does Not Exist
Datels

Products.dat

WARNING: Modifying the products.dat file could prevent something from running or being installed on the
NetWare server. Never modify any entries supplied by Novell®.

To configure the products.dat requirement:

1 With the products.dat requirement selected, provide the name of item in the .dat file.

IMPORTANT: Names are case sensitive.

TheitemistheID of the product in the .dat file.

Provide the version text that corresponds with the item selected in Step 1.

Select whether the version Contains, Begins With, or Matches the version specified in Step 2.
Provide the description text that corresponds with the item selected in Step 1.

a b 0N

Sel ect whether the description Contains, Begins With, or Matches the description provided in
Step 4.
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Key

Registry Entries for Server Software Package
Components

The following information is used in several setup steps for software packages. For more
information, see “Registry Settings’ on page 258.

The NetWare® or Windows registry entriesyou can change are keys, value names, and value data.
You can select keys and value data types for making changes, and you can provide the
corresponding value names when you select one of the types.

In al cases, you must enter the exact key name or value name that is expected in the registry, as
well asthe correct data values.

Theregistry settings under HKEY_LOCAL_MACHINE are the only ones you can configure
using a software package.

You can change the following registry entries when you install a software package:
+ “Key” on page 405
+ “Binary” on page 406
+ “Expand String” on page 406
+ “(Default)” on page 407
+ “DWord” on page 407
* “Multi-Value String” on page 407
¢ “String” on page 408

Keys create the pathsto the various registry entries. For example, HKEY_LOCAL_MACHINE is
aregistry key at theroot level, and HARDWARE isakey directly under it. The keysare displayed
with folder iconsin tree fashion. You can click the plus or minus signs to expand or compress the
tree structure.

In the box where the HKEY _LOCAL_MACHINE key is displayed, you need to use the Key
registry entry to create the path to where the registry changes are placed.

To configure aKey entry:
1 Inthe box displaying your key tree, select the location where you want the key inserted.
2 Select Key from the drop-down box, then click Add.
New Key #1 is displayed.
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3 Change the default key name to the key name that you need.
When entering information into this field, you must press Enter for the change to be saved.
4 Select acondition for making the registry change:

Create
Delete

5 To apply the setting to all subordinate keys, click Apply To All.

Binary

A value datatype that is alist of hexadecimal numbers, such as:
do 04 72 6e

You must first use the Key registry setting option to create the path to the key that holdsthe Binary
information.

To configure a Binary entry:

1 Inthe box displaying your key tree, select the location where you want the binary data
inserted.

2 Select Binary from the drop-down box, then click Add.
New Vaue #1 is displayed.

3 Change the default Binary name to the name that you need.

4 Select acondition for making the registry change:

Create
Delete

5 Provide the binary data.
The Data box is ahexadecimal editor. There are three unlabeled columns:
First: Binary counter of the number of hexadecimal characters, beginning with 0000.
Second: Hexadecimal data, eight entries per row.
Third: Plain text ASCII characters corresponding to the hexadecimal data.

You can enter datain either the second or third column. As you enter data in one the second
(hexadecimal) column, the corresponding characters are displayed in the third (text) column,
and vice versa.

Expand String

NetWare only. Currently not supported.
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(Default)

Thisisusually thefirst dataentry for akey.

You must first use the Key registry setting option to create the path to the key that holds the
(Default) entry.

To configure a (Default) entry:

1 Inthe box displaying your key tree, select the location where you want the (Default) entry
made.

2 Select (Default) from the drop-down box, then click Add.
(Default) is displayed.
3 With the (Default) entry selected, select a condition for making the registry change:

Create
Delete

4 Enter astring in Data.

DWord

DWords are based on hexadecimal code that is represented in Double WORD format. For
example:

0x00100022

You must first use the Key registry setting option to create the path to the key that holds the DWord
information.

To configure a DWord entry:
1 Inthebox displaying your key tree, select thelocation where you want the DWord entry made.
2 Select DWord from the drop-down box, then click Add.
New Vaue #1 is displayed.
3 Change the default DWord name to the name that you need.
4 Select acondition for making the registry change:

Create
Delete

5 Enter the DWord string in Data.

Multi-Value String

NetWare only. Currently not supported.
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String

String values are easy-to-read sequences of words or numbers within quote marks.

You must first use the Key registry setting option to create the path to the key that holds the String
information.

To configure a String entry:

1 Inthe box displaying your key tree, select the location where you want the String data
inserted.

2 Select String from the drop-down box, then click Add.
New Vaue #1 is displayed.

3 Change the default String name to the name that you need.

4 Select acondition for making the registry change:

Create
Delete

5 Enter the string in Data.
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Documentation Updates

This section contains information on documentation content changes that have been made in the
Administration Guide for Policy and Distribution Services since the initial release of Novel|®
ZENworks® 6.5 Server Management. This information will help you to keep current on updates
to the documentation.

All changesthat are noted in this section were also made in the documentation. The documentation
is provided on the Web in two formats: HTML and PDF. The HTML and PDF documentation are
both kept up-to-date with the documentation changes listed in this section.

The documentation update information is grouped according to the date the documentation
updates were published. Within adated section, the changes are alphabetically listed by the names
of the main table of contents sections for Policy and Distribution Services.

If you need to know whether a copy of the PDF documentation you are using is the most recent,
the PDF document containsthe date it was published on the front title page or in the Legal Notices
section immediately following the title page.

The documentation was updated on the following dates:
+ “August 16, 2006” on page 409
* “September 16, 2005 (Support Pack 2)” on page 411
+ “February 11, 2005 (Support Pack 1)” on page 411
+ “November 10, 2004” on page 413
+ “September 2, 2004” on page 413
* “July 28, 2004" on page 414

August 16, 2006

Updates were made to the following sections for ZENworks 6.5 Support Pack 2 (SP2):

+ Tiered Electronic Distribution

*

Desktop Application Distribution

*

Distribution Types
Schedule Types

*
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Tiered Electronic Distribution

The following changes were made in various sections of the guide:

Location Change

“Maximum Revisions” on  Removed documentation for the Delete Previous Revision Before
page 114 and “Creating a Receiving Next field, which is no longer used, and added documentation
Distribution” on page 121 for the e-mail fields that replaced it.

“Message Notification Updated this section with more information on the message notification
Levels” on page 181 levels.

“Managing Message Created this section by moving the information from the “Message
Notification Level Log Notification Levels” on page 181 section.

Files” on page 182

Desktop Application Distribution

The following changes were made in various sections of the guide:

Location Change

“Creating the Distribution” Removed documentation for the Delete Previous Revision Before
on page 284 Receiving Next field, which is no longer used, and added documentation
for the e-mail fields that replaced it.

Distribution Types

The following changes were made in various sections of the guide:

Location Change
“Maintain Trustees” on Updated the information in this section.
page 378

Schedule Types

The following changes were made in various sections of the guide:“Maintain Trustees’ on
page 378

Location Change

Appendix B, “Schedule Updated the information for the Never option.
Types,” on page 387 and
“Never” on page 389
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September 16, 2005 (Support Pack 2)

Updates were made to the following sections for ZENworks 6.5 Support Pack 2 (SP2):
+ Desktop Application Distribution

Desktop Application Distribution

The following changes were made in various sections of the guide:

Location Change

“Creating the Distribution” Added the following documentation under Step 7 for the new option:

on page 284 ] o ) )
Overwrite Existing Target Folder Object Attributes: When selected,

this check box causes existing target folder objects to be overwritten with
the relevant content of the source folder objects, meaning all previous
folder associations for the application are replaced by the new folder
associations. (This is the default function in ZENworks 6.5 SP1 and earlier
for how folder objects are handled.)

(ZENworks 6.5 SP2 only) To retain previous folder associations while
adding new folder associations, deselect this option.

February 11, 2005 (Support Pack 1)

Updates were made to the following sections for ZENworks 6.5 Support Pack 1 (SP1):
+ Post-Installation Setup
* Tiered Electronic Distribution
+ Tiered Electronic Distribution
+ Desktop Application Distribution
+ Reporting
¢ Distribution Types

Post-Installation Setup

The following changes were made in various sections of the guide:

Location Change

“Post-Installation Setup”  To avoid confusion, renamed this section from “Configuring Your

on page 27 Distribution System,” which is the same title as one of its subsections.
“Configuring Your Removed the “Setting Up Distributors in a Mixed Network Operating
Distribution System” on System Environment“ section, because it no longer applies. ZENworks 6.5
page 48 SP1 Distributors can only be on servers running eDirectory 8.x, and

therefore you can no longer have the problem of Distributor servers not
being able to authenticate to eDirectory 8.x.

Documentation Updates 411



Novell iManager

The following changes were made in various sections of the guide:

Location Change

“Accessingthe ZENworks Updated the login steps to include iManager 2.5. Also separated the
Server Management Role section into three sections by their functions, and updated the information
in iManager” on page 70 in those new sections.

Tiered Electronic Distribution

The following changes were made in various sections of the guide:

Location Change

“How New Versions of Added the following sentence to the Maximum Revisions field description:

Existing Distributions are ) o ) )
Created and Distributed”  When the maximum number of revisions is being approached, an SMTP

on page 111 e-mail notification is sent.

and

“Maximum Revisions” on
page 114

and

“Creating the Distribution”

on page 284

“MSI Distribution Added this new section explaining how to avoid extraction errors on

Extraction Errors” on Windows 2000 servers.

page 115

“MSI” on page 118 Added the following sentence to the MSI type description:
MSI 3 is supported as a version that can be distributed. However,
ZENworks 6.5 SP1 does not individually support any of MSI 3's new
features.

“Directory Sync Updated this section with different example data for better clarity.

Granularity for File
Distributions” on
page 173

Desktop Application Distribution

412

The following changes were made in various sections of the guide:

Location Change

Chapter 6, “Desktop Added new sections, especially for concepts, and updated the existing
Application Distribution,”  sections.

on page 267
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Reporting

The following changes were made in various sections of the guide:

Location Change

“Accessing Reports” on There are now two ways to access Policy and Distribution Services
page 356 reports: via an object and via a menu option.

Distribution Types

The following changes were made in various sections of the guide:

Location Change

“MSI” on page 381 Updated the MSI Distribution information.

November 10, 2004

Updates were made to the following sections:
+ Desktop Application Distribution

Desktop Application Distribution

The following changes were made in various sections of the guide:

Location Change

“Understanding Desktop ~ This new section has been added, and the other sections in Chapter 6,
Application Distributions” “Desktop Application Distribution,” on page 267 are reorganized and

on page 267 updated.

“Creating a Desktop The following paragraph has been added here and in other sections where
Application Distribution”  digests are discussed:

on page 284

Digests also detect corruption in a Distribution’s package. In the case of
corruption, the Subscriber renames the distfile.ted Distribution file to
distfile.corrupt and the Distribution is rebuilt and sent the next time the
Channel’s schedule fires.

September 2, 2004

Throughout the guide, graphics have been updated with font changes and newer icons. No notable
content changes were made to any graphics.
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July 28, 2004

Updates were made to the following sections:
+ Tiered Electronic Distribution
+ Server Policies

Tiered Electronic Distribution

The following changes were made in various sections of the guide:

Location Change

“Manually Importing and ~ Updated this section, including adding a new step that initiates the
Exporting Distributions” imported Distribution so that it is extracted and its status can be viewed in
on page 139 iManager.

Server Policies

The following changes were made in various sections of the guide:

Location Change
“Configuring the Tiered In Step 4, rewrote the text for the Filename field, clarifying which agent
Electronic Distribution logs Tiered Electronic Distribution information.

Policy” on page 207

“Prohibited File” on The following note was added in Step 5 to deal with wildcard usage in the
page 215 Prohibited File policy:

IMPORTANT: The ? wildcard acts differently in ZENworks than in DOS.
For example, the search string *.htm? finds only files that end in .html,
whereas DOS finds files that end in both .htm and .html. In other words,
use of the ? wildcard in ZENworks means that you expect a character to
occupy its position in the filename.

“ZENworks Server In Step 4, rewrote the text for the Filename field, clarifying which agent
Management” on logs policy and software package information.

page 224

“Creating Custom Log Added this new section explaining how to create custom logging for
Files Using Policies” on reporting information.

page 226
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