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About This Guide

Novell® Identity Manager 3.6.1 is a data sharing and synchronization service that enables
applications, directories, and databases to share information. It links scattered information and
enables you to establish policies that govern automatic updates to designated systems when identity
changes occur.

Identity Manager provides the foundation for account provisioning, security, single sign-on, user
self-service, authentication, authorization, automated workflows, and Web services. It allows you to
integrate, manage, and control your distributed identity information so you can securely deliver the
right resources to the right people.

This guide provides detailed information on using Designer 3.0 for Identity Manager 3.6.1.

¢ Chapter 1, “Overview,” on page 17

¢ Chapter 3, “Managing Policies with the Policy Builder,” on page 21
¢ Chapter 4, “Using Additional Builders and Editors,” on page 45

¢ Chapter 5, “Using the XPath Builder,” on page 71

¢ Chapter 6, “Defining Schema Map Policies,” on page 77

¢ Chapter 7, “Controlling the Flow of Objects with the Filter,” on page 93
¢ Chapter 8, “Using Predefined Rules,” on page 109

¢ Chapter 9, “Testing Policies with the Policy Simulator,” on page 145
¢ Chapter 10, “Storing Information in Resource Objects,” on page 169
¢ Chapter 11, “Using ECMAScript in Policies,” on page 175

¢ Chapter 12, “Conditions,” on page 189

¢ Chapter 13, “Actions,” on page 233

¢ Chapter 14, “Noun Tokens,” on page 313

¢ Chapter 15, “Verb Tokens,” on page 353

There are additional reference chapters for the pre-Identity Manager Policy Builder:

¢ Chapter 2, “Using the Pre-Identity Manager 3.5 Policy Builder,” on page 19
¢ Chapter 16, “Pre-Identity Manager 3.5 Builders,” on page 375

¢ Chapter 17, “Pre-Identity Manager 3.5 Conditions,” on page 391

¢ Chapter 18, “Pre-Identity Manager 3.5 Actions,” on page 419

¢ Chapter 19, “Pre-Identity Manager 3.5 Noun Tokens,” on page 475

¢ Chapter 20, “Pre-Identity Manager 3.5 Verb Tokens,” on page 501

Audience

This guide is intended for Identity Manager administrators.

About This Guide
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Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of Policies in Designer, visit the Identity Manager Documentation Web
site (http://www.novell.com/documentation/idm35).

Additional Documentation

For documentation on using the Identity Manager drivers, see the Identity Manager Drivers
Documentation Web site (http://www.novell.com/documentation/idm36drivers/index.html).

For documentation on using Designer, see the Designer 3.0 for Identity Manager 3.6.1
Documentation Web site (http://www.novell.com/documentation/designer21/).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.
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Overview

Policies manage the data that is synchronizing between the Identity Vault and the remote data store.
The policies are stored in the policy sets (see “Understanding Types of Policies” in Understanding
Policies for Identity Manager 3.6.) Designer provides a wide set of tools for defining and debugging
policies to control how information flows from one system to another, and under what conditions.
The following sections explain how to use the tools that are provided to help manage the policies:

¢ Chapter 3, “Managing Policies with the Policy Builder,” on page 21

¢ Chapter 4, “Using Additional Builders and Editors,” on page 45

¢ Chapter 5, “Using the XPath Builder,” on page 71

¢ Chapter 6, “Defining Schema Map Policies,” on page 77

¢ Chapter 7, “Controlling the Flow of Objects with the Filter,” on page 93

¢ Chapter 8, “Using Predefined Rules,” on page 109

¢ Chapter 9, “Testing Policies with the Policy Simulator,” on page 145

¢ Chapter 10, “Storing Information in Resource Objects,” on page 169

¢ Chapter 11, “Using ECMAScript in Policies,” on page 175
This section also contains a detailed reference section to all of the elements in DirXML® Script. For
more information on DirXML Script, see “DirXML Script DTD” in the Identity Manager 3.6 DTD
Reference.

¢ Chapter 12, “Conditions,” on page 189

¢ Chapter 13, “Actions,” on page 233

¢ Chapter 14, “Noun Tokens,” on page 313

¢ Chapter 15, “Verb Tokens,” on page 353

There are also reference sections for the pre-Identity Manager Policy Builder:

¢ Chapter 2, “Using the Pre-Identity Manager 3.5 Policy Builder,” on page 19
¢ Chapter 16, “Pre-Identity Manager 3.5 Builders,” on page 375

¢ Chapter 17, “Pre-Identity Manager 3.5 Conditions,” on page 391

¢ Chapter 18, “Pre-Identity Manager 3.5 Actions,” on page 419

¢ Chapter 19, “Pre-Identity Manager 3.5 Noun Tokens,” on page 475

¢ Chapter 20, “Pre-Identity Manager 3.5 Verb Tokens,” on page 501

1.1 Policies

As part of understanding how policies work, it is important to understand the components of
policies.

¢ Policies are made up of rules.

¢ A rule is a set of conditions (see Chapter 12, “Conditions,” on page 189) that must be met
before a defined action (see Chapter 13, “Actions,” on page 233) occurs.

Overview
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¢ Actions can have dynamic arguments that derive from tokens that are expanded at runtime.
+ Tokens are broken up into two classifications: nouns and verbs.

+ Noun tokens (see Chapter 14, “Noun Tokens,” on page 313) expand to values that are
derived from the current operation, the source or destination data stores, or some external
source.

* Verb tokens (see Chapter 15, “Verb Tokens,” on page 353) modify the concatenated
results of other tokens that are subordinate to them.

+ Regular expressions (see “Regular Expressions”) and XPath 1.0 expressions (see “XPath 1.0
Expressions”) are commonly used in the rules to create the desired results for the policies.

+ A policy operates on an XDS document and its primary purpose is to examine and modify that
document.

¢ An operation is any element in the XDS document that is a child of the input element and the
output element. The elements are part of the Novell® nds . dtd; for more information, see
“NDS DTD” in the Identity Manager 3.6 DTD Reference.

¢ An operation usually represents an event, a command, or a status.

+ The policy is applied separately to each operation. As the policy is applied to each operation in
turn, that operation becomes the current operation. Each rule is applied sequentially to the
current operation. All of the rules are applied to the current operation unless an action is
executed by a prior rule that causes subsequent rules to no longer be applied.

¢ A policy can also get additional context from outside of the document and cause side effects
that are not reflected in the result document.
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Using the Pre-ldentity Manager 3.5
Policy Builder

Designer contains two Policy Builders: the pre-Identity Manager 3.5 Policy Builder and the Identity
Manager 3.5 and Newer Policy Builder. The Policy Builders are similar except for the following:

+ You can enable and disable trace only at the driver level in the pre-Identity Manager 3.5 Policy
Builder.
+ The DirXML® Script elements are different between the two builders.
These differences require two Policy Builders. For information on how to use both Policy Builders,
see Chapter 3, “Managing Policies with the Policy Builder,” on page 21, which documents the

Identity Manager 3.5 and Newer Policy Builder. The only difference is an additional icon that
enables # and disables &° tracing on rules, actions, conditions, and tokens.

For a list of the DirXML Script elements for the pre-Identity Manager 3.5 Policy Builder:

¢ Chapter 17, “Pre-Identity Manager 3.5 Conditions,” on page 391

*

Chapter 18, “Pre-Identity Manager 3.5 Actions,” on page 419
¢ Chapter 19, “Pre-Identity Manager 3.5 Noun Tokens,” on page 475
¢ Chapter 20, “Pre-Identity Manager 3.5 Verb Tokens,” on page 501

For a list of the DirXML Script elements for the Identity Manager 3.5 and Newer Policy Builder:

¢ Chapter 12, “Conditions,” on page 189

¢ Chapter 13, “Actions,” on page 233

¢ Chapter 14, “Noun Tokens,” on page 313
¢ Chapter 15, “Verb Tokens,” on page 353

Using the Pre-Identity Manager 3.5 Policy Builder
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Managing Policies with the Policy
Builder

The Policy Builder is a complete graphical interface for creating and managing the policies that
define the exchange of data between connected systems.

¢ Section 3.1, “Accessing the Policy Builder,” on page 21

¢ Section 3.2, “Using the Policy Builder,” on page 23

¢ Section 3.3, “Creating a Policy,” on page 24

¢ Section 3.4, “Creating a Rule,” on page 28

¢ Section 3.5, “Creating an Argument,” on page 33

¢ Section 3.6, “Variable Selector,” on page 35

¢ Section 3.7, “Editing a Policy,” on page 39

¢ Section 3.8, “Viewing the Policy in XML,” on page 42

3.1 Accessing the Policy Builder

There are two different Policy Builders included in Designer 3.0: one that works with the new policy
features for Identity Manager 3.5 and newer, and an older one that does not support these features.
The Policy Builder version is determined by the version of Identity Manager. To set the version of
Identity Manager:

1 Open a project in Designer.

2 Click the Outline tab, then select the Show Model Outline icon &.

3 Right-click the server object, then click Properties.

4 Select the appropriate Identity Manager Version.

When the Identity Manager version is set to 3.5 or newer, the new Policy Builder is available. If the
version is set to anything other than 3.5, the old Policy Builder is available.

The Policy Builder can be accessed from the Model Outline view, from the Policy Flow view, or
from a policy set.

¢ Section 3.1.1, “Model Outline View,” on page 21

¢ Section 3.1.2, “Policy Flow View,” on page 22

¢ Section 3.1.3, “Policy Set,” on page 22

3.1.1 Model Outline View

1 Open a project in Designer.
2 Click the Outline view, then select the Show Model Outline icon &.

3 Double-click a policy H listed in the Model Outline view or right-click and select Edit.

Managing Policies with the Policy Builder
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3.1.2 Policy Flow View

1 Open a project in Designer.
2 Select the Outline tab, then select the Show Policy Flow icon.
3 Double-click a policy in the Policy Flow view.

You can also right-click in the Policy Flow view, select Edit Policy, then select the policy you
want to edit.

3.1.3 Policy Set

1 Open a project in Designer.
2 Click the Outline view, then select the Show Model Outline icon.
3 Select the policy in the policy set, then click Edit the policy.
You can also right-click the policy in the policy set, then click Edit.

(B Policy Set &3 = 0O

Active Directory Driver Policy Sets
K =
= LE’ Input Transformation
H InputTransform
Er| Password{Pubi-3ub Email Motifications
+ LE’ Oukput Transformation
+ LE’ Schema Mapping

(B Filker

To see all of the information in the Policy Builder window without scrolling, double-click the policy
tab so the Policy Builder fills the entire window. To minimize the window, double-click the policy
tab.
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Figure 3-1 Policy Builder Full Screen
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account entitlement: do not match existing accounts

remember relative position in hierarchy

match users based on NT logon name

For information on using the Policy Builder, see Section 3.2, “Using the Policy Builder,” on

page 23.

3.2 Using the Policy Builder

The Policy Builder enables you to add, view, and delete the rules that make up a policy. You can also
use it to import and save policies and rules, and manage XML namespaces. The Policy Builder
contains the “Action Builder” on page 45 and the “Condition Builder” on page 52.

The following tips describe how to perform some common Policy Builder tasks:

Table 3-1 Common Policy Builder Tasks

Tasks Description
+" Disable Disables a policy, rule, condition, or action.
& Enable Enables a policy, rule, condition, or action.

Z Disable Trace
Z%Enable Trace

Z in the tool bar
Z Edit

#KDelete
C%Browse

Disables tracing on a rule, condition, or action.
Enables tracing on a rule, condition, or action.
Enables DirXML Script tracing on the policy.

Edits the name of a rule or edits the description of a
rule.

Deletes a rule or a policy.

Browses a list of values to use when populating a
field.

Managing Policies with the Policy Builder
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Tasks

Description

2 Add arule
= Import
[Llsave to File
sHDeploy

T Compare

&Policy Simulator
- Edit Namespace
#&XPath Builder

+| Expand

—| Collapse
1+ Move up
4+ Move down

[Hlsave

Policy Description

Adds a new rule or a predefined rule.
Imports a policy from a file.

Saves a policy to a file.

Deploys a policy to the Identity Vault.

Compares the policy in the Policy Builder to an
existing policy in the Identity Vault.

Launches the Policy Simulator and tests the
policies in the Policy Builder.

Adds multiple XML namespaces to the rule or
policy.

Launches the XPath Builder to create XPath
expressions.

Expands all of the rules in a policy.
Collapses all of the rules in a policy.
Moves a rule up in the policy.
Moves a rule down in the policy.

Click the save icon in the tool bar, click File > Save,
or press Ctrl+S to save your work.

Adds a comment to a policy or rule. Comments are
stored directly in the policy or rule, and can be as
long as necessary.

3.3 Creating a Policy

A policy sends data to the connected systems. A policy is created through the policy set.

¢ Section 3.3.1, “Accessing the Policy Set,” on page 24

¢ Section 3.3.2, “Using the Policy Set,” on page 25
¢ Section 3.3.3, “Using the Add Policy Wizard,” on page 26

3.3.1 Accessing the Policy Set

1 Select a driver object from the Qutline view in an open project.
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2 Select the Policy Set tab.

(42 Policy 5et X

Active Directary Driver Policy Sets
dr K =

sFarmation

Propetties | DataFlo

= [E,- Input Tran
H InputTransFarm
H Passward{Pub)-5ub Email Motifications
+ [B Output Transformation
#-( schema Mapping

-2 Filter

3.3.2 Using the Policy Set

The policy set contains a toolbar and a list of policies.

The policy list displays all the policies contained in the selected policy set. During a transformation,
the policies within the list are executed from top to bottom. The toolbar contains buttons and a drop-
down menu that you can use to manage policies displayed in the list, including, editing, adding,
deleting, renaming, and changing the processing order of the policies.

Policy Set Toolbar

The policy set displays a copy of the policy. The buttons on the toolbar are enabled or disabled
depending upon the item you have selected. The different icons are described below.

Table 3-2 Policy Set Toolbar

Operation

Description

& Edit the policy
ar Create or add a new policy to the Policy Set
# Remove and delete the selected policy

= Remove the selected policy from the Policy Set,
but do not delete it

1t Move the policy up the policy chain
I} Move the policy down the policy chain

Launches the Policy Builder.
Launches the Add Policy Wizard.
Deletes the policy from the project.

Removes the policy from the selected policy set
object but doesn’t delete the policy.

Moves the policy up in the processing order.

Moves the policy down in the processing order.

Keyboard Support

You can move through the policy set with keystrokes as well as using the mouse. The supported

keystrokes are listed below.

Managing Policies with the Policy Builder
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Table 3-3 Keyboard Support

Keystroke Description

Up-arrow Moves the selected policy up in the processing
order.

Down-arrow Moves the selected policy down in the processing
order.

Delete Deletes the policy from the project.

Minus Removes the policy from the selected policy set,

but does not delete it.

Plus Launches the Add Policy Wizard.
Ctrl+z Undoes the last operation.
Ctrl+Y Redoes the last operation.

3.3.3 Using the Add Policy Wizard

The Add Policy Wizard launches when you click the Create or add a new policy to the Policy Set
icon in the toolbar. The Add Policy Wizard enables you to do the following:

¢ “Creating a Policy” on page 26

¢ “Copying a Policy” on page 27

¢ “Linking to a Policy” on page 28

To launch the Add Policy Wizard:

1 Select a driver in the Outline view.

2 Select a policy set item in the policy set, then click Create or add a new policy to the Policy Set
ae.

Creating a Policy

1 Inthe Add Policy Wizard, select Create a new policy, then click Next.

You can also add a policy by right-clicking a policy set in the Policy Flow view, selecting Add
Policy, then selecting how to create the policy:

DirXML Script
XSLT
Link To Existing

*

*

*

*

Copy Existing

*

Schema Map (Only displayed, if the Schema Map policy set is selected.)
2 In the Create Policy dialog box, specify a policy name, then click Nexz.

Select Open Editor after creating object to automatically launch the Policy Builder after
creating the new policy.
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Create Policy

i

Specify the name of the new policy and the container where it will
be created.

Palicy Mame:

Policy Conkainer:

Active Directory. IDMDrivers, IDMDESIGNTREE

[] open Editor after creating object.

Accept the default container, or browse to and select the Driver, Publisher, or Subscriber object
where you want the policy to be created.

If a policy is not reused by multiple drivers, you typically create that policy under the driver or
channel that is using it.

This decision depends on how you want to organize the policies. By default, policies are placed
under the container object that is selected in the Outline tab when the Add Policy Wizard is
launched.

For example, if you move to a Publisher object in the Outline tab and then add a policy to a
policy set, the policy defaults to the Publisher container.

You can change this setting if you want to create policies in a different container. For example,
you can set up a policy library, put all of the common policies under this driver, and then simply
reference the policies from the other drivers. That way, the policy is common. If you need to
change a policy, you need to do it only once.

3 In the Select Type dialog box, select the type of policy you want to implement, then click
Finish.

The policy type defaults to DirXML Script. You can select XSLT, if you don’t want to use
DirXML® Script.

If you create a Schema Map policy set, an additional option is available for Schema Map.

The new policy appears in the expanded policy set.

Copying a Policy

1 In the Add Policy Wizard, select Copy a policy, then click Next.
2 In the Create Policy dialog box, provide the necessary policy information, then click OK.

+ Specify a name for the new policy
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+ Accept the default container, or browse to and select the Driver, Publisher, or Subscriber
object where you want the policy to be created.

+ Browse to and select the policy you want to copy, then click Finish.

Copy Policy

Specify the name of the new paolicy, the container where it will be created and
the policy to be copied.

Palicy Mame:
Matching
Policy Container:

Active Directory . IDMDrivers. [DMDESIGRNTREE

Palicy to be Copied:

Matching. Publisher, Active Directory, IDMDrivers, [IDMDESIGHTR ‘ EErES s

[] open Editor after creating object,

Linking to a Policy
1 In the Add Policy Wizard, select Link a policy, then click Next.

2 In the Link Policy dialog box, click Browse to launch the model browser.

Link Policy
Specify the existing policy to link inko the Policy Set,

Palicy to Link:

Browse..,

3 Browse to and select the Policy object you want to link into the policy set, then click OK.

Linking a policy into a policy set doesn’t create a new Policy object. Instead, it adds a reference
to an existing policy. This reference can be to any existing policy within the current Identity
Vault. It doesn’t need to be contained within the current Driver object, but the policy type must
be valid for the policy set that it is being linked to. For example, you can’t link a Schema Map
policy into an Input policy set.

Linking a policy into a policy set is not permitted when viewing all policies.
4 Click Finish to link to the selected policy.

3.4 Creating a Rule

A rule is a set of conditions that must be met before a defined action occurs. Rules are created from
condition groups, conditions, and actions.

Rules can be created in four different ways:

¢ Section 3.4.1, “Creating a New Rule,” on page 29

¢ Section 3.4.2, “Using Predefined Rules,” on page 31

¢ Section 3.4.3, “Including an Existing Rule,” on page 32

¢ Section 3.4.4, “Importing a Policy From an XML File,” on page 32
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3.4.1 Creating a New Rule

When you create a rule, you create condition groups, conditions, and actions. Each rule is composed
of conditions, actions, and arguments. For more information, click the Help icon (Z} when creating
each item. The help files contain a definition and an example of the item being used.

¢ “Creating a Rule” on page 29

¢ “Creating a Conditional Group” on page 30

¢ “Creating a Condition” on page 30

¢ “Creating an Action” on page 31

Creating a Rule

Policy Builder includes a wizard to step you through the process of creating a rule.

NOTE: On any of the wizard dialog boxes, you can click Finish to exit the wizard and create a rule
with the details you have specified to that point.

1 In Policy Builder toolbar, click Rule % .
2 In the Name and Describe Rule dialog box, specify the name of the rule, then click Next.

3 In the Select the Condition Structure dialog box, select the rule’s condition structure, then click
Next.

You can choose OR Conditions, AND Groups or AND Conditions, OR Groups.

4 1In the Define the Condition dialog box, select the condition you want, specify the appropriate
information, then click Next.

Define the Condition

Select the values to complete the syntax of the condition. Yalues with an * are required to be valid,
The First condition is automatically inserted into a new condition group,

Condition 1 of Group 1

Condition | attribute v
Marme * | Givenhame Q;I g“\' .,3‘
Qperatar * | not available w

The icons next to the Name field let you browse the Identity Vault schema, the connected
application schema, or use the Variable Selector to select the appropriate information.

5 In the Continue Defining Conditions dialog box, select the appropriate option, then click Next.

If desired, you can define additional conditions or condition groups before proceeding. For this
example, there is only one condition.

Managing Policies with the Policy Builder
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Continue Defining Conditions? F_

Select whether to continue defining your condition oF proceed ko defining actions For ﬁ
waur Fule,

Select one:
(%) Continue (Define actions For the rule)
") Define another condition in the same condition group

(") Define a new condition in a new condition group

6 In the Define the Action dialog box, select the action that you want, then click Next.
7 In the Continue Defining Actions dialog box, select the appropriate option, then click Next.

If desired, you can define additional actions before proceeding. For this example, there is only
one action.

8 In the Summary page, click Finish to create the rule.

You can expand or collapse the view of the rule by clicking the plus or minus sign.

Summary

The Following is a summary of the new rule ko be created,

Rule Summary

=l Require Users to have Given Mame
= Conditions
=] Group 1
if attribute 'Given Name' not available
=~ Actions
webol)

Creating a Conditional Group

1 In the Policy Builder, right-click the Conditions tab then click Append Condition Group.

You can also right-click the name of the Condition Group, then click New > Insert Condition
Group Before or Insert Condition Group After.

Change the condition for the Condition Groups by clicking the And/Or icon.

% Condition Group 1

v & i attribute 'Given Mame' not available

v & if attribute 'Surname’ not available

" & Condition Group 2

Creating a Condition

1 Right-click the condition, then click New > Insert Condition Before or Insert Condition After.
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Conditions

+* & Condition Group 1

SN i ottribuite 'Given Mame' Dot available

m & Edit... i~ Insert Condition After ...

You can change the condition by clicking the And/Or icon.

Conditions

& Condition Group 1

& i attribute 'Given Mame' not available

v & attribute 'Surname’ not available

% rCondition Group 2

Creating an Action

1 Right-click the action, then click New > Insert Action Before or Insert Action Afier.

Conditions

% Condition Group 1

& i attribute 'Given Mame' not available

E_u/ Insert Action Befare. .,

& Insert Action After, ..

3.4.2 Using Predefined Rules

Designer includes a list of predefined rules. You can import and use these rules as well as create
your own rules.

1 Right-click in the Policy Builder and select New > Predefined Rules > Insert Predefined Rule
Before or Insert Predefined Rule After.

See Chapter 8, “Using Predefined Rules,” on page 109 for more information.

Rules

By &
H & sende

(== Import Policy from File. .. Predefined Rule » "Ej Insert Predefined Rule Before. ..
7 Edi Include I P& 1rsert Predefined Rule After...
7 Edit...

Append Condition Group...
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3.4.3 Including an Existing Rule

Designer allows you to include the rules from another policy.

1 Right-click in the Policy Builder and click New > Include > Insert Include Before or Insert

Include After.
Rules

v 7 i

Rule L4
v & Sende (= Import Policy From File. . Predefined Rule ¢ Manager data store pas:
d TS - s ke ..
Edit... o :
& Ed Append Condition Group. .. &= Insert Include After...

2 Click the Browse icon “4,.
3 Browse to the policy 2 you want to include, then click OK.
4 The field is now populated with the path to the policy. Click OK.

Palicy to Include: | . \PublisheriMatching |

[+]5ek DM relative ko policy: [ Ok l [ Caricel ]

The rule is a link to the original rule. You cannot edit the rule in this location. Access the
original rule to make changes.

Rules

% Require Users to have Given Name

- Include .. Publisher',Matching

3.4.4 Importing a Policy From an XML File

Rules and policies can be saved as XML files. If you have a file that contains a rule or a policy you
want to use, the Policy Builder allows you to import the file.

1 In the Policy Builder, right-click and select Import Policy from file.

Rules

By %

v & se Bs Import Palicy From File..

2 Select one of the two options: Append the rules from the imported policy or Replace the rules
from the imported policy.
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(*)iappend the rules From the imported policy:

(") Replace the rules from the imported policy

Specify the DirkML Script File bo import,

[ 0K, H Cancel ]

3 Click the browse icon and select the file that contains the policy, then click Open.
4 Click OK.

3.5 Creating an Argument

The Argument Builder provides a dynamic graphical interface that enables you to construct complex
argument expressions for use within the Policy Builder. To access the Argument Builder, see
“Argument Builder” on page 47.

Arguments are dynamically used by actions and are derived from tokens that are expanded at run
time.

Tokens are broken up into two classifications: nouns and verbs. Noun tokens expand to values that
are derived from the current operation, the source or destination data stores, or some external source.
Verb tokens modify the results of other tokens that are subordinate to them.

To define an expression, select one or more noun tokens (values, objects, variables, etc.), and
combine them with verb tokens (substring, escape, uppercase, and lowercase) to construct
arguments. Multiple tokens are combined to construct complex arguments.

Managing Policies with the Policy Builder
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Figure 3-2 Argument Builder

Create and edit arguments

Add or remove your components to the expression area to constrock vour argument. Specify component values in the
Editor,

- EXpression @ 7 & Nouns = -

£
Added Entitlement
Associakion
Attribute
Character b

Yerbs & -

E (=
Basefd Encode
Converk Time
Escape Destination DM
Escape Source DN
Jain

Lowercase

Map

Parse DM

% Description )]

£

22 Editor * Required

iconskank text,

For example, if you want the argument set to an attribute value, you select the attribute noun, then
select the attribute name:

1 Double-click Attribute in the list of noun tokens to add it to the Expression pane.

&4 Mouns L

Text -~
Added Enkitlement

Association

Character

Class Mame

Destination Attribute

Cestination DN

Cestination MName

Cocurnenk

Enkitlement b

2 Browse to and select the attribute name in the Editor field.

2 Editor * Required

Marne: *

&

3

Given Mame u@

You can browse the Identity Vault schema or the connected application schema.
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If you only want a portion of this attribute, you can combine the attribute token with the
substring token. The expression displays a substring length of 1 for the Given Name attribute
combined with the entire Surname attribute.

“- Substring(length="1", Attributel"Given Mame"))

& & Attribute"Given Name")
& & Attribute{"Surname")

After you add a noun or verb, you can provide values in the editor, then immediately add another
noun or verb. You do not need to refresh the Expression pane to apply your changes; they appear
when the next operation is performed.

See “Noun Tokens” on page 313 and “Verb Tokens” on page 353 for a detailed reference on the
noun and verb tokens. See “Argument Builder” on page 47 for more information on the Argument
Builder.

3.6 Variable Selector

The variable selector provides a list of variables that you can select and insert into conditions,
actions, and tokens.

@ variable Selector @

Q

Variable Selector

Select a local wariable From the list,

LZW Selector . GCY Selectar

current-node
current-op
current-value
Framids

Policy Scope -~ Driver Scope | Error Variables

7 I (o4 H Canicel ]

¢ Section 3.6.1, “Dynamic Variable Expansion,” on page 36

*

Section 3.6.2, “Accessing the Variable Selector From the Conditions Tab,” on page 36

*

Section 3.6.3, “Accessing the Variable Selector From the Actions Tab,” on page 37

*

Section 3.6.4, “Accessing the Variable Selector From the Argument Builder,” on page 38

*

Section 3.6.5, “XPath Expressions,” on page 39

Managing Policies with the Policy Builder 35



3.6.1 Dynamic Variable Expansion

The variable selector allows for the use of dynamic variable expansion in conditions, actions, and
tokens. It is used when the writer of the DirXML script doesn’t know what value to enter during the
design phase, and wants the value to be populated dynamically when the code is run (for local
variables) or when the driver starts (for global variables). Dynamic variables are not used when the
policy needs to refer directly to the variable itself. Instead, they are used when the policy needs to
refer to the value of the variable.

Many actions support dynamic variable expansion in their attributes or content. Where supported, an
embedded reference of the form $variable-name$ is replaced with the value of the local variable
with the given name. An embedded reference of the form ~variable-name~ is replaced with the
value of the global variable name. $variable-name$ and ~variable-name~ must be legal variable
names. For information on what constitutes a legal XML name, see W3C Extensible Markup
Language (XML) (http://www.w3.0org/TR/2006/REC-xml11-20060816/#sec-suggested-names).

If the given variable does not exist, the reference is replaced with the empty string. Where it is
desirable to use a single $ and not have it interpreted as a variable reference, use an additional §$ as
an escape character (for example, You owe me $$100.00).

NOTE: If the global variable doesn’t exist on the driver or driver set, the driver does not start.

3.6.2 Accessing the Variable Selector From the Conditions Tab

1 In the Policy Builder, double-click the Conditions tab.

For instructions on accessing the Policy Builder, see Section 3.1, “Accessing the Policy
Builder,” on page 21.

2 Select one of the following conditions:
+ If Attribute (page 192)
¢ [f Destination Attribute (page 198)
¢ [f Entitlement (page 202)
¢ [f Global Configuration Value (page 205)
¢ [f Local Variable (page 207)
¢ [f Named Password (page 211)
¢ [f Operation Attribute (page 215)
+ [f Source Attribute (page 224)

=3
3 Click the Launch variable browser icon == next to the field where you want to insert a
dynamic variable.

4 Select the variable, then click OK.
Or, for conditions that don’t bring up the Launch variable browser icon:

1 Select one of the following operators:
¢ Equal
¢ Greater than

+ Less than
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*

*

*

Not equal
Not greater than
Not less than

2 Click the Launch variable browser icon next to the field where you want to insert the dynamic
variable.

3 Select the variable, then click OK.

3.6.3 Accessing the Variable Selector From the Actions Tab

1 In the Policy Builder, double-click the Actions tab.

For instructions on accessing the Policy Builder, see Section 3.1, “Accessing the Policy
Builder,” on page 21.

2 In the Do field, select one of the following options:

*

*

*

Add Destination Attribute Value (page 236)
Add Destination Object (page 238)

Add Role (page 240)

Add Source Attribute Value (page 242)
Add Source Object (page 243)

Append XML Element (page 244)

Append XML Text (page 246)

Clear Destination Attribute Value (page 249)
Clear Source Attribute Value (page 251)
Clear SSO Credential (page 252)

Clone By XPath Expressions (page 253)
Clone Operation Attribute (page 254)
Delete Destination Object (page 255)
Delete Source Object (page 256)

Move Destination Object (page 267)

Move Source Object (page 269)

Reformat Operation Attribute (page 270)
Remove Destination Attribute Value (page 273)
Remove Role (page 274)

Remove Source Attribute Value (page 276)
Rename Destination Object (page 277)
Rename Operation Attribute (page 278)
Rename Source Object (page 279)

Send Email from Template (page 282)

Set Default Attribute Value (page 284)

Set Destination Attribute Value (page 286)
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+ Set Destination Password (page 288)

* Set Local Variable (page 289)Set Source Attribute Value (page 297)
¢ Set Source Password (page 299)

¢ Set SSO Credential (page 300)

¢ Set SSO Passphrase (page 301)

¢ Set XML Attribute (page 302)

+ Start Workflow (page 303)

+ Strip Operation Attribute (page 306)

¢ Strip XPath Expression (page 307)

+ Veto If Operation Attribute Not Available (page 311)

3 Click the Launch variable browser icon = next to the field where you want to insert the
dynamic variable.

4 Select the variable, then click OK.

3.6.4 Accessing the Variable Selector From the Argument
Builder

1 In the Argument Builder, select one of the following noun tokens from the Nouns section:
+ Text (page 314)
¢ Added Entitlement (page 316)
+ Attribute (page 318)
¢ Destination Attribute (page 321)
+ Entitlement (page 327)
¢ Generate Password (page 328)
+ Global Configuration Value (page 329)
+ Local Variable (page 330)
¢ Named Password (page 332)
¢ Operation Attribute (page 335)
* Query (page 339)
+ Removed Attribute (page 341)
+ Removed Entitlement (page 342)
+ Source Attribute (page 344)
¢ Time (page 347)
¢ Unique Name (page 348)
+ XPath (page 352)
Or, select one of the following verb tokens from the Verbs section:
¢ Convert Time (page 356)
* Map (page 362)
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2 Click the Launch variable browser icon % next to the field where you want to insert the
dynamic variable.

3 Select the variable, then click OK.

3.6.5 XPath Expressions

Instead of using the DirXMLScript engine to perform the variable expansion, as is the case with
most variable expansion, XPath uses built in XPath functionality and the XSLT processor to do the
variable expansion.

For conditions, actions, and tokens that contain XPath expressions, a single $ sign at the beginning
of the policy denotes a dynamic variable, which is displayed in the Value field. This is also true for
the XPath token in the Argument Builder, and for all actions that contain XPath. This is because in
order to maintain valid XPath, only one $ sign can be used.

The following procedure gives an example of using the variable selector with XPath expressions:

1 In the Policy Builder, click the Actions tab.
2 In the Do field, select the clone by XPath expressions option.
3 After the Specify source XPath expression field, click the Launch variable browser icon &
4 Select an item and click OK.
Only one $ sign is displayed before the policy.

3.7 Editing a Policy

The Policy Builder allows you to create and edit policies. You can drag and drop rules, conditions
and actions. For additional operations, access the Policy Builder toolbar. To display a context menu,
right-click an item.

¢ Section 3.7.1, “Actions and Menu Items in the Policy Builder,” on page 39

¢ Section 3.7.2, “Keyboard Support,” on page 41

*

Section 3.7.3, “Renaming a Policy,” on page 41

*

Section 3.7.4, “Saving Your Work,” on page 41

*

Section 3.7.5, “Policy Description,” on page 42

3.7.1 Actions and Menu Items in the Policy Builder

The table contains a list of the different actions and menu items in the Policy Builder.

Table 3-4 Policy Builder Actions and Menu Items

Operation Description
- Collapse All Collapses all expanded rules.
T, Compare Deployed Policy Compares the policy in the Policy Builder to an

existing policy in the Identity Vault.
E=1Copy Copies the selected item to the Clipboard.
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Operation

Description

Copy and drop

o Cut

# Delete
HDeploy Policy
@ Disable
% Disable Trace
Z DirxML Script Tracing

Drag and drop
& Edit

¥" Enable
& Enable Trace
+| Expand All

=Import Policy from file

@Launch Policy Simulator

Move and drop

I} Move down
1+ Move up
New > Append Condition Group

New > Include > Insert Include Before or Insert
Include After

New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After

New > Rule > Insert Rule Before or Insert Rule
After

@Paste
%-|Preferences

2*Redo
Select
<7 Undo

Select the item, press Cirl, then drag the item.

Cuts the selected item and copies it to the
Clipboard.

Deletes the selected item.

Deploys the policy into the Identity Vault.
Displays a rule, condition, or action as disabled.
Disables trace on the rule.

Enables DirXML Script Tracing on the policy.

Enables you to select an item, then relocate it.
Select the item, then drag it to the new location.

Enables you to edit the selected item. To open the
Rule Builder, select a rule, then click Edit.

Displays a rule, condition, or action as enabled.
Enables tracing on the rule.

Expands all the rules so that you can view the
conditions and actions of each rule.

Imports a policy from the file system and appends it
to the policy, or replaces all the rules of the policy.

Launches the Policy Simulator.

Enables you to select and move an item. Select the
item, then drag it.

Moves the item down in the list of policies.
Moves the item up in the list of policies.

Creates a new condition group after a selected
item.

Creates a new Include before or after the selected
item.

Inserts a predefined rule before or after the
selected item.

Creates a new rule before or after the selected
item.

Pastes the contents of the Clipboard after the
selected item.

Enables you to change how the information is
displayed.

Redoes the previous action.
Click any item to select it.

Undoes the previous action.
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3.7.2 Keyboard Support

You can move through the Policy Builder with keystrokes as well as using the mouse. The supported
keystrokes are listed below.

Table 3-5 Keyboard Support in the Policy Builder

Keystroke Description

Ctrl+C Copies the selected item into the Clipboard.

Ctrl+X Cuts the selected item and adds it to the Clipboard.

Ctrl+V Pastes the contents of the Clipboard after the
selected item.

Delete Deletes the selected Item.

Left-arrow Collapses a rule node.

Right-arrow Expands a rule node.

Up-arrow Navigates up.

Down-arrow Navigates down.

Ctrl+Z Undo

Ctrl+Y Redo

3.7.3 Renaming a Policy

1 In the Outline view, select the policy you want to rename.

2 Right-click and select Properties.

3 Change the name of the policy in the Policy Name field.

1. General

Policy Mame:
4 Click OK.

3.7.4 Saving Your Work

Do one of the following:

¢ From the main menu, click File > Save (or Save All).

*

*

*

Close the editor by clicking the X in the editor’s tab.
Select Close from the main menu’s file menu.
Press Ctrl+S.

Managing Policies with the Policy Builder

4



42

3.7.5 Policy Description

The description fields provide a place to add notes about the functionality of the policy. You can add
a description for the policy and you can add a description for the rule.

1 In the Policy Builder, click Policy Description.

T, 0% Z| @«

E match,Publisher, Active Direckary, Driver Set, Identity vault

Policy Builder for IDM 3.5 and Newer =5 ~  :

- Policy Description

2 Provide a description of the policy.
3 Save the policy by pressing Ctrl+S.

To add a description to a rule:

1 Double-click the name of the rule.

Rules

B f( Require User to have Given Name'

Mo description available

Mame | Require User to have Given Mame

<5pecify Description and Comments =
Description

2 Specify a description of the rule in the Description field.
3 Save the rule by pressing Ctrl+S.

3.8 Viewing the Policy in XML

Designer enables you to view, edit, and validate the XML by using an XML editor. Click the XML
Source or XML Tree tabs to access the XML editor. For more information about the XML editor, see
“The Novell XML Editor” in the Designer 3.0.1 for Identity Manager 3.6 Administration Guide.
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Figure 3-3 View Policy in XML

b Policy Description

Rules

H v

v
B
® v
m

AR ORNSN RN

remember relative position in hierarchy
veto out-of-scope events

match users based on NT logon name
match users based on full name

match everything else

SH Policy Builldde ML Source | XML Tree

Managing Policies with the Policy Builder

43



44 Policies in Designer 3.5



Using Additional Builders and
Editors

Although you define most arguments in the Argument Builder, there are several more builders and
editors that are used by the Condition editor and Action editor in the Policy Builder. Each builder
can recursively call anyone of the builders in the following list:

¢ Section 4.1, “Action Builder,” on page 45

¢ Section 4.2, “Actions Builder,” on page 46

¢ Section 4.3, “Argument Builder,” on page 47

¢ Section 4.4, “Condition Builder,” on page 52

¢ Section 4.5, “Conditions Builder,” on page 53

¢ Section 4.6, “Match Attribute Builder,” on page 55

¢ Section 4.7, “Action Argument Component Builder,” on page 57

¢ Section 4.8, “Argument Value List Builder,” on page 58

¢ Section 4.9, “Named String Builder,” on page 58

¢ Section 4.10, “Condition Argument Component Builder,” on page 59

¢ Section 4.11, “Pattern Builder,” on page 60

¢ Section 4.12, “String Builder,” on page 61

¢ Section 4.13, “XPath Builder,” on page 62

¢ Section 4.14, “Mapping Table Editor,” on page 62

¢ Section 4.15, “Namespace Editor,” on page 67

¢ Section 4.16, “Local Variable Selector,” on page 69

4.1 Action Builder

The Action Builder enables you to add, view, and delete the actions that make up a rule. Actions can
also contain other actions.

4.1.1 Creating an Action

1 In the Policy Builder, create a new rule or edit an existing rule.

2 Double-click the Actions tab to launch the Action Builder.
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Define new action below

Do | =Select an action =

3 Select the desired action from the drop-down list, then click OK.

4.1.2 Additional Options for the Action Builder

There are additional options in the action builder to manage the actions. Right-click the action to see

the additional options.

Table 4-1 Action Builder Additional Options

Option

Description

New > Insert Action Before
New > Insert Action After
Z Edit

i Move up

I+ Move down

=" Cut

E2Copy

E:'EjPaste

#KDelete
<”Undo
Z*Redo

i-|Preferences

Adds a new action before the current action.

Adds a new action after the current action.

Launches the Action Builder.

Moves the selected action up in the order of execution.
Moves the selected action down in the order of execution.
Cuts the selected action and adds it to the clipboard.
Copies the action to the clipboard.

Pastes the action that is in the clipboard to the desired location in
the Action Builder.

Deletes the selected action.
Undoes the prior action.
Redoes the prior action.

Allows you to set default functionality in the Policy Builder.

4.2 Actions Builder

The Actions Builder allows you to create an action inside of another action. To launch the Actions
Builder, select one of the following actions, then click the Edit the actions icon [E.

¢ For Each (page 260)

¢ Implement Entitlement (page 266)

+ [f (page 264)
* While (page 312)
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In the following example the add destination attribute value action is performed for each Group
entitlement that is being added in the current operation.

Figure 4-1 For Each Action

Do [For each v B
Specify node set: * | Added Entitlement("Group")
Specify ackion: * | do-add-dast-attr-value

To define the action of the add destination attribute value, click the Edit the actions icon. This
launches the Actions Builder. In the Actions Builder, you define the desired action. In the following
example, the member attribute is added to the destination object for each added Group entitlement.

Figure 4-2 Actions Builder

Do | add destination attribute value w| @

i

Specify attribute name; * | Member

A S

i

Specify class name: | Group
Select mode: | add to current operation
Select objeck: [DM
Specify DM * | Local Yariable"current-node™

Specify value bvpe: | skring

mg B e a

Enter string: * | Destination DM

4.3 Argument Builder

The Argument Builder provides a dynamic graphical interface that enables you to construct complex
argument expressions for use within Rule Builder.
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Figure 4-3 Argument Builder

Create and edit arguments

Add or remove wour components ko the expression area ko conskruck vour argument, Specify component values in the

Editor,

= Expression [E (7 &4 Nouns E

2 Editor * Required

The Argument Builder consists of six separate sections:

Texk

Added Entitlement
Association
Atkribute
Character b

Yerbs g v

Basefd Decode
Basetd Encode
Canvert Time

Escape Destination DM
Escape Source DM

Join

Lowercase

Map

Parse DN b
% Description 6]

Conskant texk,

Nouns: Contains a list of all of the available noun tokens. Double-click a noun token to add it to the
Expression pane. See “Noun Tokens” on page 313 for more information.

Verbs: Contains a list of all of the available verb tokens. Double-click a verb token to add it to the
Expression pane. See “Verb Tokens” on page 353 for more information.

Description: Contains a brief description of the selected noun or verb token. Click the Help icon to

launch additional help.

Expression: Contains the argument that is being built. Multiple noun and verb tokens can be added
to a single argument. Tokens can be arranged in different orders through the Expression pane.

Editor: Provide the values for the nouns and the verbs in the Editor pane.

Toolbar: Allows you to manipulate the noun and verb tokens. See Table 4-2 for a list of all of the

options in the toolbar.

Table 4-2 Argument Builder Toolbar Options

Option Description

#K Delete Deletes the selected token.
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Option Description

o Cut Cuts the selected token to the Clipboard.

Copy Copies the selected token to the Clipboard.

ﬁr_‘] Paste Pastes the token from the Clipboard into the Argument Builder.

1+ Move Up Moves the selected token up.

4+ Move Down Moves the selected token down.

(@) Help Launches the help.

5 Append noun Appends a noun token to the end of the argument as a sibling token.
=r Insert noun Inserts a noun token into the argument.

<. Append noun to child token Appends a noun token as a child token instead of as a sibling token.
list

<. Insert noun at beginning of Inserts a noun token into the argument as the first child in the token list

child token list instead of as a sibling token.
5r Append verb Appends a verb token to the end of the argument as a sibling token.
sr Insert verb Inserts a verb token into the argument.

= Append verb to child token Appends a verb token as a child token instead of as a sibling token.
list

<. Insert verb at beginning of Inserts a verb token into the argument as the first child in the token list
child token list instead of as a sibling token.

You can select to trace each token or disable the tracing of the token in the Argument Builder. To
disable tracing:

1 Click the trace icon to disable tracing.

% Attributed"Given Mame")

To enable tracing:

1 Click the disable trace icon to enable tracing.

Aktribute"Given Mame", notrace="trus")

¢ Section 4.3.1, “Launching the Argument Builder,” on page 49
¢ Section 4.3.2, “Argument Builder Example,” on page 50

4.3.1 Launching the Argument Builder

To launch the Argument Builder, select one of the following actions, then click the Edit the
arguments icon .

¢ Add Association (page 235)
¢ Add Destination Attribute Value (page 236)
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¢ Add Destination Object (page 238)

¢ Add Source Attribute Value (page 242)

+ Append XML Text (page 246)

¢ Clear Destination Attribute Value (page 249) (when the selected object is DN or Association)
¢ Clear Source Attribute Value (page 251) (when the selected object is DN or Association)
¢ Delete Destination Object (page 255) (when the selected object is DN or Association)

¢ Delete Source Object (page 256) (when the selected object is DN or Association)

¢ Find Matching Object (page 257)

¢ For Each (page 260)

+ Move Destination Object (page 267)

¢ Move Source Object (page 269)

+ Reformat Operation Attribute (page 270)

+ Remove Association (page 272)

+ Remove Destination Attribute Value (page 273)

+ Remove Source Attribute Value (page 276)

+ Rename Destination Object (page 277) (when the selected object is DN or Association and
Enter String)

¢ Rename Source Object (page 279) (when the selected object is DN or Association and Enter
String)

¢ Set Destination Attribute Value (page 286) (when the selected object is DN or Association and
Enter Value Type is not structured)

¢ Set Destination Password (page 288)

¢ Set Local Variable (page 289)

¢ Set Operation Association (page 291)
¢ Set Operation Class Name (page 292)
¢ Set Operation Destination DN (page 293)
¢ Set Operation Property (page 294)

¢ Set Operation Source DN (page 295)

¢ Set Operation Template DN (page 296)
¢ Set Source Attribute Value (page 297)
¢ Set Source Password (page 299)

+ Set XML Attribute (page 302)

+ Status (page 305)

+ Trace Message (page 308)

4.3.2 Argument Builder Example

The following example creates an argument for a username from the first letter of the first name and
the entire last name:

1 Double-click A#tribute from the list of nouns.
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5 Mouns i

Texk -
#dded Entitlernent =3
Association

Character

Class Mame

Destination Atkribute

Destination DN

Destination Marme

Dacurent

Entitlement v

2 Specify or select the Given Name attribute.

= Editor * Required

Mame: * [ given fame | O g &

You can browse the Identity Vault attributes, the application attributes, or launch the variable
browser. For more information on the variable browser, see Section 3.6, “Variable Selector,” on
page 35.

3 Double-click Substring from the list of verbs.

- verbs ETRS

Map

Parse DM
Replace all
Replace First

SEIit
Uppercase
XML Parse

ML Serialize

|

| [

4 Type 1 in the Length field.

Z# Editor

Skark: El
Length:

5 Select the Given Name attribute, then click the Move Down icon.

- EXpression b4 Oé" @ @ @

ren Mame")

% Substringflength="1"}

6 Double-click Attribute from the list of nouns.

7 In the Name field, specify or browse to the Surname attribute.
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7 EXpression

= £ Substring{length="1"}
& & Attribute"Given Name")
% Bttribute"surname")

The argument takes the first character of the Given Name attribute and adds it to the Surname
attribute to build the desired value.

8 Click Finish to save the argument.

4.4 Condition Builder

The Condition Builder enables you to add, view, and delete the conditions that make up a rule. A
condition contains one or more conditions and one or more condition groups. The condition groups
contain two different condition structures, which define the logic of condition groups. The two
condition structures are:

+ OR Conditions, AND Groups
+ AND Conditions, OR Groups

To create and customize a condition, see the following sections:

¢ Section 4.4.1, “Creating a Condition,” on page 52
+ Section 4.4.2, “Additional Options for the Condition Builder,” on page 52

4.4.1 Creating a Condition

1 In the Policy Builder, create a new rule or edit an existing rule.

2 Double-click the Conditions tab to launch the Condition Builder.

Conditions

.~ & Condition Group 1

Define new condition below

Conditian |Select a conditian v| 6

3 Select the desired condition from the drop-down list, then click OK.

4.4.2 Additional Options for the Condition Builder

There are additional options in the condition builder to manage the conditions. Right-click the
condition to see the additional options.
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Table 4-3 Condition Builder Options

Option

Description

New > Insert Condition Before
New > Insert Condition After
Z Edit

i+ Move up

I+ Move down

«#Cut

F=Copy

@Paste

#KDelete
<”Undo
2*Redo

2~ |Preferences

Adds a condition before the current condition.

Adds a condition after the current condition.

Launches the Condition Builder.

Moves the selected condition up in the order of execution.
Moves the selected condition down in the order of execution.
Cuts the select condition and adds it to the clipboard.
Copies the condition and adds it to the clipboard.

Pastes the condition that is in the clipboard in the desired
location in the Condition Builder.

Deletes the selected condition.
Undoes the prior action in the Condition Builder.
Redoes the prior action in the Condition Builder.

Allows you to set default functionality in the Policy Builder.

For additional information on the Condition Builder and the rules, see Section 3.4, “Creating a

Rule,” on page 28.

4.5 Conditions Builder

The Conditions Builder allows you to create a condition inside of an action. To launch the
Conditions Builder, select one of the following actions, then click the Edit the actions icon Z next

to the If conditions field.

+ If (page 264)
+ While (page 312)

1 In the Conditions Builder, browse to and select the desired condition.

Create a list of Conditions

Condition List

& Condition Group 1

Create, delste, or rearrange a list of conditions,

Al [ fine nev condition below

B

J=

Z He 8 BB & @

Condition | Select a condition

hd

@

* Reguired

>

2 Define the condition, then click OK.
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The Conditions Builder has additional options that the Condition Builder. Right-click the Conditions
Builder.

Table 4-4 Conditions Builder Options

Option Description

New > Insert Condition Group Before Adds a condition group before the selected
condition group.

New > Insert Condition Group After Adds a condition group after the selected condition
group.
Append Conditions Appends a condition in the condition group.
+/ Expand All Conditions Expands all conditions that are part of the selected

condition group.

—| Collapse All Conditions Collapses all conditions that are part of the selected
condition group.

1 Move up Moves the selected condition group up in the rule.

I+ Move down Moves the selected condition group down in the
rule.

of“Cut Cuts the selected condition group from the rule and
adds it to the clipboard.

E=Copy Copies the selected condition group and adds it to
the clipboard.

f‘ﬁjPaste Pastes the condition group from the clipboard into
the Conditions Builder.

# Delete Deletes the selected condition or condition group.

“'Undo Undoes the prior action in the Conditions Builder.

“*Redo Redoes the prior action in the Condition Builder.

i-|Preferences Allows you to set default functionality in the Policy
Builder.

If you have multiple conditions and conditions groups, the And/Or icons are tied together. If you
change the And/Or icon for the condition groups, it is changed for the conditions as well.
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Figure 4-4 Conditions Builder And/Or Icons

Create a list of Conditions |
Create, delete, or rearrange a list of conditions. ﬁ =
Condition List 2 H+ R 4L BB 4 @

& Condtion Group 1

o 5. if attribute 'Given Mame' available

and W & if attribute 'Surname’ available

v 5 Condition Group 2

ol 5. if association available

4.6 Match Attribute Builder

The Match Attribute Builder enables you to select attributes and values used by the Find Matching
Object (page 257) action to determine if a matching object exists in a data store.

For example, if you wanted to match users based on a common name and a location:

Select the action of find matching object.

2 Select the scope of the search for the matching objects. Select from entry, subordinates, or
subtree.

3 Specify the DN of the starting point for the search.
4 Click the Edit match attributes icon = to launch the Match Attribute Builder.

Do [Find matching object w @
Select scope: | subtres W
Specify DM: | “"Nowvell
Specify makch aktribukes: El

5 Click the Browse the Identity Vault attributes icon, the Browse application attributes icon, or
the Launch variable browser icon. For more information on the Launch variable browser icon,
see Section 3.6, “Variable Selector,” on page 35.

Match Attributes + R oL BB @

| @C‘C‘_@ Use values From the current object w

6 Browse to and select the desired attribute, then click OK.
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& @

Attributes oft | <all Classes=

[anything]

[Mothing]
accessCardhumber
Account Balance

ACL

Aliased Object Name
allowaliasToAncestor
Allow Unlimited Credit
assistant
assistantPhone
associatedhame
attrEncryptionDefinition
atbrEncryphionRequiresSecure
attributeCertificate
audio

Audit: & Encryption Key
Audit:B Encryption Key
Audit:Contents

Audit: Current Encryplion Key
Audit:File Link
Audit:Link List
Audit:Path

Audit:Policy

Aodit: Type

anithowit ative

[ only show changes

o

If you want to add more than one attribute, click the Append new item icon to add another line.

Match Attributes @ X £ BB + @
5 & | Use walues from the current object v
& & & | use values from the current object v

You can browse the Identity Vault schema or the connected system schema.
7 Click Finish.

The Match Attribute Builder also allows you to specify another value, instead of using the value
from the current object.

To use another value:

1 Launch the Match Attribute Builder, then select Other Value from the drop-down list.
2 Select the desired value type.

¢ counter

¢ dn

¢ int

¢ interval

+ octet

* state

¢ string

+ structured
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+ teleNumber
+ time

3 Specify the value, then click OK.

4.7 Action Argument Component Builder

To launch the Action Argument Component Builder, select one of the following actions when the
Select Value Type selection is structured, then click the Edit the components icon .

¢ Add Destination Attribute Value (page 236)
¢ Add Source Attribute Value (page 242)
Reformat Operation Attribute (page 270)

*

+ Remove Destination Attribute Value (page 273)
+ Remove Source Attribute Value (page 276)

¢ Set Destination Attribute Value (page 286)

¢ Set Source Attribute Value (page 297)

Figure 4-5 Add Destination Attribute Value Action

Do | add destination atkribute walue e | )]
Specify attribute name: * | Given Mame | @ CT @f:
Specify class name: | User | 8 g &
Select mode: |write directly ko destination dataskore v |
Select object: |Current object R |
Specify value type:q struckured ) R |
Enter components: # | user |

1 Make sure the value type is set to structured, then click the Edit the components icon .
2 Create the value of the action component.

You can type the value, or click the Edit the arguments = icon to create the value in the
Argument Builder.

Argument Components

The argument components are structured argument values,

Mame ¥alues + K Og{ % @
| user | | walue |

3 Click Finish.
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4.8 Argument Value List Builder

To launch the Argument Value List Builder, select the following action, then click the Edit the
arguments icon [E.

¢ Set Default Attribute Value (page 284)

Figure 4-6 Set Default Attribute Value

Do | set defaulk attribute value ~ | ]
Specify attribute name: * | Carparty: | @ l.?:' @::
‘Wwrite back: |False b |
Specify argument values; * | |

1 Select the type of the value: counter, dn, int, interval, octet, state, string, structured,
teleNumber, time.

@ Argument Value List Builder

Argument Yalues

Argument walues specify the values that are ko be used for an atkribute,

Type Argument Yalues + M "f % @

v I=

stake ~
T
skruckured

kelemumber =
time b

2 Create the value of the list.

You can type the value, or click the Edit the arguments icon to create the value in the Argument

Builder.
@ Argument Value List Builder, |_| E
Argument Yalues T
Argument values specify the values that are to be used for an attribute, ﬁ =
Type Argument ¥alues + K °$b % @
| string A | | | '@

3 Click Finish.

4.9 Named String Builder

To launch the Named String Builder, select one of the following actions, then click the Edit the
strings icon [ next to the Strings field.

+ Add Role (page 240)
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¢ Generate Event (page 261)

+ Remove Role (page 274)

¢ Send Email (page 280)

¢ Send Email from Template (page 282)
+ Start Workflow (page 303)

1 Select the name of the string from the drop-down list.

& Named String Builder

MNamed String Builder

String elements provide values for arguments,

- [B)X]
p—

+ X o BB 4 @

Name String Yalue

k] || |
| subect v || |
[ message vl| |

2 Create the value for the string by clicking the Edit the arguments icon to launch the Argument

Builder.

@ Named String Builder

MNamed String Builder

String elements provide values For arguments,

+ X o BB 4@

Name String Yalue

E vl
[ subect v| | E
[message vl| |

3 Click Finish.

For a Send Email action, the named strings correspond to the elements of the e-mail. A complete list
of possible values is contained in the help file corresponding to the action that launches the Named

String Builder.

4.10 Condition Argument Component Builder

To launch the Condition Argument Component Builder, select one of the following conditions, then
select the structured selection for Mode in order to see the Launch ArgComponent Builder icon [&].

* [f Attribute (page 192)
¢ [f Destination Attribute (page 198)
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¢ [f Operation Attribute (page 215)
¢ If Source Attribute (page 224)

Figure 4-7 If Attribute mode

Condition | destination attribute v| @
Mame * | Given Mame | @ & &
Operator * | equal w |
ModeCstructured ) |
value | | &

1 Specify the name and value of the condition component.

@ Condition Argument Component Builder

Argument Components |
The condition argument components are namevalue pairs, 5 =
MName Yalues + XK "f IE @

2 Click Finish.

4.11 Pattern Builder

You can launch the Pattern Builder from the Argument Builder editor when the Unique Name

(page 348) token is selected. The Argument Builder editor pane shows a Pattern field where you can
click to launch the Pattern Builder.

For information on how to access the Argument Builder, see “Launching the Argument Builder” on
page 49.
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Figure 4-8 Unique Name Token in the Argument Builder

Create and edit arguments [=
Add or remove vour components to the expression area to construct vour argument. Specify component. walues in the Editor, v

B Expression w | oA & @ & Nouns

Character

Class Mame
Destination Attribute
Destination DM
Destination Mame
Document
Entitlernent
Generate Password
Global Configuration Walue
Local Yariable
Mamed Password
Crperation

Cperation Attribute
Dperation Property
Password

Query

Removed Attribute
Removed Entitlement
Resolve

Source Attribuke
Source DN

Source Mame

|>

Time

Urmatched Source DM
#Path

=

-/ Yerbs

Basetd Decode
Base64 Encods
Convert Time

Escape Destination DN
Escape Source DN
Jain

Lowercase

Map

Parse DN

|

£

. el
2 Editor * Required 2 ? Description @

Attribute name: | | @ e:' @@ A generated unique name.
Start search:
Gorem D E
‘hen ko use counters:

Use counter with which pattern:

Caounter stark: | 1 diaits: | 1 Pad counter with leading 0's

£

1 Click the Edit patterns icon [ to launch the Pattern Builder.

Pattern Builder

Define a list of patterns

Pattern Yalues + XK ‘:’f % @
Pattern: |

2 Specify the pattern or click the Edit the arguments icon =] to use the Argument Builder to
create the pattern.

3 Click Finish.

4.12 String Builder

The String Builder enables you to construct name/value pairs for use in certain actions, including Set
SSO Credential and Clear SSO Credential.

Using Additional Builders and Editors

61



To open String Builder, select the Edit the Strings icon | next to the appropriate field when
defining a new action or modifying an existing action. For example, The Set SSO Credential action
contains a Login Parameter Strings field for necessary login parameter strings. String Builder
allows you to create the appropriate strings.

In the String Builder, specify a name for each string you want to add to the action, then manually, or
using the Argument Builder, create the appropriate string value.

Figure 4-9 String Builder Example

String Builder
String elements provide values for arguments, o =

Name String Yalue X AL IE D @
LSS Atribate{"LIID") m
passrord Mamed Password("userpass™) m ]

4.13 XPath Builder

The XPath Builder is a powerful tool that allows you to build and test an XPath expression against
any XML document. See “Using the XPath Builder” on page 71 for more information.

4.14 Mapping Table Editor

The Mapping Table editor allows you to create, edit, and manage mapping table objects. A mapping
table object is used by a policy to map a set of values to another set of corresponding values. After a
mapping table object is created, the Map (page 362) token maps the results of the specified tokens
from the values specified in the mapping table.

To use a mapping table object, the following steps must be completed:

1. Section 4.14.1, “Creating a Mapping Table Object,” on page 62
2. Section 4.14.2, “Adding a Mapping Table Object to a Policy,” on page 64

To edit a mapping table, see Section 4.14.3, “Editing a Mapping Table Object,” on page 65.

4.14.1 Creating a Mapping Table Object

A mapping table object can be created in a library, driver object, Publisher channel, or Subscriber
channel.

1 In the Outline view, right-click the location to create the mapping table, then select New >
Mapping Table.

2 Specify the name of the mapping table object, then click OK.
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Select Open the editor afier creating the object to open the Mapping Table editor.

@® New Mapping Table El
Choose Mapping Table name Pl
Creabe a Mapping Tabls resource a

Mame: | New Mapping Table

[] pens the: editor after creating the object

[ ok J[ conce |

3 In the File Conflict message, click Yes to save the project before opening the Mapping Table
editor.
4 In the Mapping Table editor, select column _new-1.

column_new-1 =
Zase Insensitive

5 Specify a column name and data type, then click Close.

Column names must be unique. The data type lets you specify if the column values are Case
Sensitive, Case Insensitive, or Numeric.

5| Design_doc - Developer = ] x =B

Mapping Table Editor [i] [i] = = =

MappinaTable, Active Directory . entitiment, DOCIDMTEST

Colurnn Mame: | S,

Zolumn Tvpe
{} Case Sensitive

'@' Case Insensitive

{} Mumeric

Close

Mapping Table Editor | XML Source | XML Tree

6 Select New Value to specify a cell value.
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MapTablel,Delimited Text, Driver Set,

Depk =
LCase Insensitive
Mew Yalue

7 (Optional) To add another column, click the Add Column icon FEL then repeat Step 4 and
Step 5.

8 (Optional) To add another row, click the Add Row icon =, then repeat Step 6.
9 Press Ctrl+S to save the mapping table object.
10 Continue with Section 4.14.2, “Adding a Mapping Table Object to a Policy,” on page 64.

4.14.2 Adding a Mapping Table Object to a Policy

1 Either create a policy to use the mapping table in, or select an existing policy to edit.
2 Launch the Argument Builder in the Policy Builder.

For information on how to access the Argument Builder, see “Launching the Argument
Builder” on page 49.

3 Double-click Map from the list of verbs to add it to the expression panel.

Create and edit arguments |-

Add or remowe wour components to the expression area ko conskruck your argument. Specify component values in the Editor,

B Expression B o EE (@ &5 Nouns

Text e
Added Entitlement

Association

Attribute

Character

Class Mame ht

Yerbs dt v gm0

Basetd Decode ~
Basef4 Encode

Corvert Time

Escape Destination DM

Escape Source DM

Join

Lowercase

Parse DM b’
2 Editor * Required % Description

-

o

Mapping Table DM: * Maps the result of the enclased takens
. X from the values specified by the source
[[]5et DN redative ko policy column to the destination column in the

Source column nams: * specified mapping table,

Destination column nams: *

Jjoly o]
B M

Default value:

4 1In the Mapping Table DN field, browse to and select the mapping table object created in
Section 4.14.1, “Creating a Mapping Table Object,” on page 62, then click OK.
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Select an object:

= (@] 1dentity vault
=4l Driver Set
2 ﬁ Mew Library
Mew Mapping Table

5 Select whether the mapping table DN is set relative to the policy or not.
6 Select the source column name by clicking the Browse icon.
22 Editor

Mapping Table DM: * | \[root]inullhDriver Set\Mew LibraryMew Mapping Table

o

-~
.
[C15et DM relative ko policy
Source colurmn name: * @ E
code
Destination colurin name: (), Eellocation

Defaulk value:

M

7 Select the destination column name by clicking the Browse icon.

2 Editor

Mapping Table DM: * | \[root]inullDriver SetiMew LibraryiMew Mapping Table '«:\

poi

[]5et DM relative ko policy

- 3
Source column name: ¥ | dept O &
Destination column nare: * @ g
code
Default value: location

The mapping table can be used in any manner at this point. In this example, the OU attribute is
populated with the value derived from the mapping table.

T

= §v Map(dest="location", src="dept", table="{root]ynulliDriver SetiLibrary\Mapping Table", Operation Atkributed"oU")
& & Operation Atkribubel"OL")

4.14.3 Editing a Mapping Table Object

Designer provides the following options to edit the mapping table:

Table 4-5 Editing Options for the Mapping Table Editor

Option Description

<“’Undo Add Column Undoes the last action performed in the table.
“*Redo Add Column Redoes the action that was undone.

Fifl Add Column Inserts a column to the mapping table.

= Add Row Inserts a row to the mapping table.

Using Additional Builders and Editors

65



Option

Description

Delete Column
[EDelete Row

1+ Move Row Up
4+ Move Row Down

|“=Move Column Left

=*Move Column Right

Deletes a column from the mapping table.

Deletes a row from the mapping table.

Moves the selected row up in the mapping table.
Moves the selected row down in the mapping table.

Moves the selected column left in the mapping
table.

Moves the selected column right in the mapping
table.

The Mapping Table Editor also supports keyboard shortcuts for several of its operations:

Table 4-6 Keyboard Shortcuts for the Mapping Table Editor

Keyboard Shortcut

Description

Ctrl+Shift+Insert
Ctrl+Shift+Delete
Ctrl+Shift+C
Alt+Insert
Alt+Delete
Ctrl+Up Arrow
Ctrl+Down Arrow
Ctrl+Left Arrow
Ctrl+Right Arrow

Insert a column to the right of the current column.

Delete the current column. You are prompted to confirm the deletion.
Rename the current column. Opens the Column Edit dialog box.
Insert a row below the current row.

Delete the current row. You are prompted to confirm the deletion.
Navigate up one row.

Navigate down one row.

Navigate left one column.

Navigate right one column.

4.14.4 Importing Data from a CSV File

The Mapping Table editor allows you to import data that is stored in a CSV file. It then populates the
table with the information in the CSV file. To import a CSV:

1 In an empty Mapping Table, select Import From CSV file = .
2 Browse to and select the CSV file, then click Open.

3 Click Yes to overwrite your existing data.

4 Press Ctrl+S to save the data in the table.

4.14.5 Exporting Data to a CSV File

The Mapping Table editor allows you to export data to a CSV file. To export data to a CSV file:

1 When the data in the Mapping Table is ready to export, select Export To CSV File &, .
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2 Click Yes to save this editor’s changes and continue.

3 Specify a name and location for the CSV file, then click Save.

4.14.6 Testing a Mapping Table Object

You can use the Policy Simulator to test the functionality of the mapping table. The Policy Simulator
tests the mapping table by testing the policy that is using the mapping table. For more information,
see Chapter 9, “Testing Policies with the Policy Simulator,” on page 145.

4.15 Namespace Editor

The Policy Builder enables you to use multiple XML namespaces within your XML documents.
You launch the Namespace editor when you access the following DirXML Script elements in the
Policy Builder:

*

*

Append XML Element (page 244)
Append XML Text (page 246)

Clone By XPath Expressions (page 253)
Set XML Attribute (page 302)

Strip XPath Expression (page 307)
XPath (page 352)

1 Click the Edit the policy s namespace definitions %- icon.

2 Specify the namespace prefix.
3 Specify the URL
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4 Do not select Java Extension.

@ Namespace Editor

Edit Policy's Namespace Definitions \
r
Policy Builder enables you to use multiple XML namespace definitions within wour XML < >
documents,
+-R £ BEBH @
Prefix LRI Java Extension
| |0
[ Finish l [ Cancel ]

You can also access Java* classes through XPath by using XML namespaces. To create a namespace
for a Java class, specify the namespace prefix in the Name field, the class name in the URI field, and
select the Java Extension check box.

4.15.1 Accessing Java Classes Using Namespaces

Novell provides several Identity Manager Java classes that can be called by using XPath expressions
from the Policy Builder. The following links open Javadoc references for these Java classes:

¢ com.novell.nds.dirxml.driver. XdsQueryProcessor (http://developer.novell.com/documentation/
dirxml/dirxmlbk/api/com/novell/nds/dirxml/driver/XdsQueryProcessor.html)

¢ com.novell.nds.dirxml.driver. XdsCommandProcessor (http://developer.novell.com/
documentation/dirxml/dirxmlbk/api/com/novell/nds/dirxml/driver/
XdsCommandProcessor.html)

¢ com.novell.nds.dirxml.driver. DNConverter (http://developer.novell.com/documentation/
dirxml/dirxmlbk/api/com/novell/nds/dirxml/driver/DNConverter.html)

The Java Developer Kit (JDK*) also provides several useful classes, such as java.lang.String, and
java.lang.System. References for these classes are available with the JDK.
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For additional information on using XPath and the Novell Java classes listed above, consult the
DirXML® Driver Developer Kit (http://developer.novell.com/documentation/dirxml/dirxmlbk/ref/
dirxmlfaq.html).

4.16 Local Variable Selector

Policies use local variables and they have different scopes. A local variable is defined for a specific
policy or it is defined for a driver. If a local variable scope is set to driver, then any policy in the
driver can use this variable.

The Policy Builder contains a Local Variable Selector that allows you to select any local variables
that have been defined for use in the selected policy.

Figure 4-10 Local Variable Selector

® Local Variable Selector x|

Local Variable Selector
Seleck & local variable from the list.

Palicy S:np-e Diriver S:upd Error Variables
|current-node
current-op

cirent-valie
fromiids

® o JCome ]

The Local Variable Selector is accessed through the following actions, conditions, and tokens:

¢ [f Local Variable (page 207)
¢ Set Local Variable (page 289)
¢ Local Variable (page 330)

The Local Variable Selector displays three tabs:
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Figure 4-11 Error Variables

x)

@ Local Variable Selector

Local Yariable Selector

This list has all local wariables that are errors that
can occur within a policy

Policy Scope | Driver Scope | Ervor Watiahles

ierror, do-clear-sso-credential
ertar.do-set-sso-credential
ertor,do-set-sso-passphrase
ertar.do-send-email
ertor,do-send-email-from-template
error, do-start-warkflow

':':7:' I K H Cancel ]

Policy Scope: Lists any local variables with a scope of policy.
Driver Scope: Lists any local variables with a scope of driver.

Error Variables: Lists local variables that are set, if an error is encountered during the execution of
the policy that contains the following actions:

¢ Clear SSO Credential (page 252)

¢ Set SSO Credential (page 300)

¢ Set SSO Passphrase (page 301)

¢ Send Email (page 280)

¢ Send Email from Template (page 282)
+ Start Workflow (page 303)
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Using the XPath Builder

The XPath Builder is a powerful tool that allows you to build and test an XPath expression against
any XML document. You can test different expressions against an XDS document and modify the
XDS document while testing the expression. For more information about XPath expression, see
“XPath 1.0 Expressions” in Understanding Policies for Identity Manager 3.6.

Figure 5-1 XPath Builder

Create an XPath Expression
Import an %05 document, select the current context in the XPath Contesxt Selector, then build and test an ¥Path expression in P e o
the ¥Path Expression text area, i L B L ]

#D5 Docurnent Location: RPath Selected Context
| - (®) Genetic () Unique
Mo context currently selected
AML Tree | WML Source
¥Path Context Selector [# =] | [S] =Path Expression @ o

The document is ermpty,
Right mouse click here ko insert content,

Results:

Item Location

¥Path:
< ’

Ok I [ Cancel

To use the XPath Builder:
1 In the Policy Builder, select any of the following conditions or actions, then click the Launch
XPath Builder icon &,
¢ [f XPath Expression (page 230)
+ Append XML Element (page 244)
+ Append XML Text (page 246)
¢ Clone By XPath Expressions (page 253)
+ Set XML Attribute (page 302)
+ Strip XPath Expression (page 307)

2 Select Import to browse to and select the XDS document to test.
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#D3 Docurnent Location:

v (=)

Designer comes with sample event files you can use to test the XPath expression against. The
files are located in the plug-in com.novell.designer.idm.policy version\simulation,
where version is the current version of Designer. The events are Add, Association, Delete,
Instance, Modify, Move, Query, Rename, and Status.

-

Recent
,—-[—':
Desktop

9

ky Diocuments

ky Computer

b

ky Metwork

Laaok jr: | [ simulation

v 02 m-

[ﬁ.ﬂssociation
) Delete
[ﬁInstance
() Madify
[ﬁMD\-’e

L) Query
[ﬁRename
L5 3katus

File name:

Files of type:

v Co= ]

®

il w | [ Cancel ]

3 Double-click the folder to display the available events. Each event has different files you can
select. For example, if you select Add you have three options: Organization.xml,
OrganizationalUnit.xml, and User.xml. The file indicates the event. If you select
User.xml, it is an Add event for a User object.

4 Select a file, then click Open.

The input document is now displayed in the XPath Context Selector view. The XML Source tab
allows you to use an XML source editor to edit the imported document, or an XML document
from another editor can be copied and pasted into the source view. If you change the document,
click Save As to save the changed document.
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ML Tree | ML Source
@Path Conkexk Selector) + = | 5]

PR el

= [e] nds
drdversion
ndswersion
xmlispace

=l |8 input
+ [e] add

%Path:

If you want to see the XDS document without scrolling, click the Hide XPath Details icon . To
see the XPath Expression and Results windows, click Show XPath Details icon.

mML Tree | ¥ML Source

®Path Context Selector H B | [5
T wml version="1.0" encading="UTF-5"
= [e] nds
dkdversion 1.0
ndswersion G.5
«mlispace default
= [g] input
=l [e] add n
class-name User
qualifigd-src-dn o=dirsML Testhou=sersicn=Usear1
src-dn o=dirsML Testhou=sersicn=Userl
8] association o=dir¥ML Testhou=sersicn=Usear1
+ [e] add-atkr
+ [e] add-atkr
+ [e] add-atkr
+ [e] add-atkr
+ [e] add-atkr
+ [e] add-atkr
+ [e] add-attr
e] password initialpid
#Path:

5 Select the current position in the document from which you want to start building your XPath
expression.
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HML Tree | %ML Source
¥Path Conkext Select = | 8

=7 wml
= [e] nds
drdversion
ndsversion
xmlispace
0.
= [&] input
= E add
class-name
qualified-sre-dn
src-dn
[8] association
[8] add-attr
[e] add-attr
(8] add-attr
[8] add-aktr
[e] add-attr
[8] add-attr
[8] add-attr
(8] passward

¥Path: /ndsfinput[1]fadd[1]

The XPath context that you have selected is displayed in the XPath Selected Context as shown.

%Path Selected Conkesxt
(%) Generic () Unique
{"Il'nds,l'input,l'add')

6 Select Generic or Unique.

Generic searches the entire XML document to match the specified XPath expression. It returns
results for each instance of the XPath expression. In this example, the XPath expression is “/
nds/input/add”. It searches the entire XML document for each instance of add.

Unique searches the XML document until it finds a match and then stops. The unique XPath
expression is “/nds/input[1]/add[1]”. It searches for the first instance of add and then stops. You
can specify which instance you want to use by selecting the next instance of the XPath element
in the XML Context Selector.

7 Specify an XPath expression in the XPath Expression field.
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nPath Expression 74 {3'
[

add-attr S
associakion

password

kexki

(L
processing-instruckiond
descendant::
preceding: :

attribute:;

parent::

self:

Cmllmss i il i s

NOTE: Using the keystroke combination Ctrl+Space+3, /, [, or ( triggers code completion. The
expression is evaluated up until the cursor location, and insertable elements are shown in a
drop-down box.

The results of your XPath expression appear in the Results text area below.

¥Path Expression [ O
add-attr

([Results: 7 nodels

Item Lacation
[e] elerment("add-attr™) line @ - 10
[e] elerment("add-attr™) line 11 - 13
[e] elerment("add-attr™) line 14 - 16
[&] element("add-attr") line 17 - 19
[&] element("add-attr") line 20 - 22
|&] element("add-attr") line 23 - 25
|&] element("add-attr") line 26 - 32
L1 >

If the XPath editor does not evaluate the expression, click the Evaluate XPath expression icon
2 to force the XPath Builder to evaluate the expression.

(Optional) Click the ECMA Expression Editor icon to use a valid ECMAScript expression
instead of an XPath expression.

When you are finished building and testing an XPath expression, click OK to close the XPath
Builder.

The text displayed in the XPath Expression is placed into the policy that you are editing.
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Defining Schema Map Policies

Schema Map policies map class names and attribute names between the Identity Vault namespace
and the application namespace. All documents passed between the Metadirectory engine and the
application shim in either direction on either channel are passed through the Schema Map policy.
There is one Schema Map policy per driver.

Figure 6-1 The Schema Map Editor

13| Design_doc - Developer M- SchemaMapping &3 L)
Schema Map Editor a a £ X7 Pwo®
M SchemaMapping, Active Direckory. entitiment DOCIDMTEST

B *

Identity Yault Active Directory

+ Mon-class-specific Mapping Mon-class-specific Mapping

+ Group group

Locality locality

+ Cwrganization organizakion

+ Organizational Unit organizationalling

= User user
DirML-ADAliasName sAMAccountMame
L physicalDeliveryOfficelame
nsprlistributicnPassword nspraDistributionPassword

Phyysical Delivery Office Name I

Mapping Editor | XML Source XML Tree

NOTE: The Schema Map editor is for creating and managing schema map policies. If you want to
manage the actual schema on the Identity Vault or Application, use the Manage Schema tool, which
is accessible by clicking the pull-down menu =, then selecting Manage Identity Vault Schema 7
or Manage Application Schema +.

For more information, see “Managing the Schema” in the Designer 3.0.1 for Identity Manager 3.6
Administration Guide.

This section includes the following topics:

¢ Section 6.1, “Using the Schema Map Editor,” on page 78
¢ Section 6.2, “Editing a Schema Map Policy,” on page 81
¢ Section 6.3, “Testing Schema Map Policies,” on page 86
¢ Section 6.4, “Exporting and Importing with the Schema Map Editor,” on page 87
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¢ Section 6.5, “Accessing the Schema Map Policy in XML,” on page 87
¢ Section 6.6, “Additional Schema Map Policy Options,” on page 87

6.1 Using the Schema Map Editor

The Schema Map editor allows you to edit the Schema Map policies. This section includes the
following topics:

¢ Section 6.1.1, “Accessing the Schema Map Editor,” on page 78
¢ Section 6.1.2, “Navigating the Schema Map Editor,” on page 79
¢ Section 6.1.3, “Understanding the Schema Map Editor Toolbar,” on page 80

6.1.1 Accessing the Schema Map Editor

There are three different ways to access the Schema Map editor in Designer:
Outline View To open the Schema Map editor from the Outline view:

1 In an open project, click the Outline tab.

2 Click Show Model Outline &.

3 Expand the driver where you want to manage the schema map policy.

4 Double-click the Schema Map icon M= to launch the Schema Map editor.

You can also right-click the icon, then select Edit.
Policy Flow View To open the Schema Map editor from the Policy Flow view:

1 In an open project, click the Outline tab.
2 Click Show Policy Flow .

3 Double-click the Schema Mapping object, select the Schema Mapping policy, then click Edit to
launch the Schema Map Editor.

You can also right-click the Schema Mapping object, then select Edit Policy to launch the
Schema Map Editor.

Generic Designer

Input | | Qutput -

Schema Mapping

Publisher

[ Event

Policy Set View To open the Schema Map editor from the Policy Set view:

1 In an open project, click the Outline tab.
2 Click the Show Model Outline icon. &
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3 In the Outline view, select the appropriate driver object.

4 In the Policy Set view, open the Schema Mapping folder, then double-click the Schema
Mapping policy to launch the Schema Map editor.

You can also right-click the Schema Mapping policy, then click Edit to launch the Schema Map
editor.

(B Policy Set &3 = 0O

Active Directory Driver Policy Seks

- XK =
+ lE’ Input Transformation
+ lE’ Oukput Transformation

=B schema Mapping
M= SchemaMapping

(B Filker

6.1.2 Navigating the Schema Map Editor

The Schema Map Editor uses standard point-and-click navigation. However, it also provides
keyboard-based navigation options as described in Table 6-1.

NOTE: The Schema Map Editor lets you order the list of mapped classes and attributes
alphabetically (ascending or descending.) To do so, click either the gray Identity Vault header or the
gray application datastore header that appears above the list of mapped classes. If you first select a
class mapping and then click one of the headers, only the attributes within the class mapping are
ordered.

Table 6-1 Schema Map Editor Keyboard Support

Keystroke Description

Up-arrow Moves the cursor up in the Schema Map editor.
Down-arrow Moves the cursor down in the Schema Map editor.
Left-arrow Collapses the information displayed

Right-arrow Expands the information displayed.

Insert Adds a class.

Ctrl+Insert Adds an attribute.

Delete Deletes the selected items.

Enter Opens edit mode for the currently selected field.

Press Enter a second time to commit the change in
Schema Map editor.

Esc Exits the edit mode.
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6.1.3 Understanding the Schema Map Editor Toolbar

The Schema Map editor includes a toolbar that provides access to the following features. Several of
these features, along with an option to Edit &* a selected mapping, is also available from a drop-
down menu by right-clicking in the Schema Map editor.

Tool Description

c Insert Identity Vault Class launches a dialog box from which you can add a new ID Vault

da
class, and its associated attributes, to the schema map. For more information, see “Adding
an Identity Vault Class or Attribute” on page 81.

8 Insert Identity Vault Attribute launches a dialog box from which you can add additional
attributes to an existing ID Vault class in the schema map. For more information, see
“Adding an Identity Vault Class or Attribute” on page 81.

B Insert Application Class launches a dialog box from which you can add a new Application
class, and its associated attributes, to the schema map. For more information, see “Adding
an Application Class or Attribute” on page 83.

@ Insert Application Attribute launches a dialog box from which you can add additional
attributes to an existing Application class in the schema map. For more information, see
“Adding an Application Class or Attribute” on page 83.

c Insert Class Row adds an empty class row to the schema map. You can then populate the
class fields manually or by selecting from the drop-down menu of available classes.

@ Insert Attribute Row adds an empty attribute row to the selected class in the schema map.
You can then populate the attribute fields manually or by selecting from the drop-down
menu of available attributes.

4 Delete deletes the selected class or attribute mappings from the schema map.

Clear All Items deletes all class and attribute entries from the schema map.

N

2] Synchronize with the Filter Editor instructs the Schema Map editor to update the Filter
policy with any schema mappings you have added in the Schema Map editor. The Schema
Map editor does not synchronize deleted entries to the Filter policy.

For more information about filter policies and the Filter editor, see Chapter 7, “Controlling
the Flow of Objects with the Filter,” on page 93.

& Launch Policy Simulator launches the Policy Simulator. For more information, see
Chapter 9, “Testing Policies with the Policy Simulator,” on page 145.

@ Help launches the context-sensitive help for the Schema Map editor.
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Tool Description

- The pull-down menu opens a secondary menu of schema map editor tools, including the
following:

I5, Save to File exports the current schema map to an XML file.
= Import from File imports a schema map from a previously saved XML file.

n Manage Identity Vault Schema launches the Manage Schema tool. For more
information, see “Managing the Schema” in the Designer 3.0.1 for Identity Manager 3.6
Administration Guide.

2 Manage Application Schema launches the Manage Schema tool. For more information,
see “Managing the Schema” in the Designer 3.0.1 for Identity Manager 3.6
Administration Guide.

" Refresh Application Schema queries a live application for its current schema. This lets
you update the application schema in Designer as it changes on the live system.

6.2 Editing a Schema Map Policy

The Schema Map editor allows you to create and edit schema map policies. This section includes the
following topics:

¢ Section 6.2.1, “Adding or Deleting Classes and Attributes,” on page 81

¢ Section 6.2.2, “Refreshing the Application Schema,” on page 85

¢ Section 6.2.3, “Editing Items,” on page 85

¢ Section 6.2.4, “Sorting Schema Map Entries,” on page 86

¢ Section 6.2.5, “Managing the Schema,” on page 86

For information about exporting and importing a schema map policy, see Section 6.4, “Exporting
and Importing with the Schema Map Editor,” on page 87.

6.2.1 Adding or Deleting Classes and Attributes

There are three types of classes or attributes you can add to a schema map. The process for adding
each type of class or attribute varies.

When you add or remove a class or attribute in the Schema Map policy, Designer updates relevant
filters at the same time. For more information about filters, see Chapter 7, “Controlling the Flow of
Objects with the Filter,” on page 93.

¢ “Adding an Identity Vault Class or Attribute” on page 81

+ “Adding an Application Class or Attribute” on page 83

+ “Adding a Non-class-specific Attribute Mapping” on page 84

¢ “Deleting a Class or Attribute Mapping” on page 85

Adding an Identity Vault Class or Attribute

You can both add new Identity Vault classes and attributes to a schema map, and add additional
Identity Vault attributes to an existing class mapping.
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To add a new Identity Vault class and attributes to a schema map:

1 In the Schema Map Editor, select Insert Identity Vault Class & .

You can also right-click in the Schema Map editor, then click Insert Identity Vault Class.

2 In the Select Identity Vault Class and its Attributes page, select a class and the relevant class
attributes to add to the schema map, then click OK.

Use Shift+click and Ctrl+click to select multiple attributes, if desired.

El Select Identity Vault Class and its Attributes E]

€ : Attributes of this class: i
srvpryTaskGroupdas: TR m =
srvpryTeam a

| srvpryTeamDefs
srvprvTeamPequest
srvpryThems accessCardiumber

|srvprvUserhux Account Balance
srvprvWebappConfig ACL
srvpry'Workflow
srvpreWoarkFlowDefs MDW Unbrmsted Credit
sshadmnConfiguration assistant
sshadmnServer acaitartPhions
sssServerPolicies s
sssServerPolicyOverride :
strongAuthenticationdiser Audic:File Link
StyleShest Authority Revocation
Template suxClassCompatibiity
e Back Link
Jrea oo Bandery Pr (]
uamPosixConfig o _crv operty
uamPosioGroup sinessCatagory
uamPosixliser CA Private Key
uamPoskxWorkstation CA Public Key
L carLicense
. _

i i Certificate Revocation
e Infcrmat;
m:mw e Certificabe Yalidity Interyal
WANMAN:LAN Area
|¥Timr w o pr
[]Show audliary attributes
Cancel

3 In the Schema Map Editor, double-click each class and attribute you added to the schema map,
then specify the appropriate Application class (or attribute) to which you want to map it.

You can either select the class or attribute name from the drop-down list, or type it in the field

manually.

Idenkity Wault
Mon-class-specific Mapping

Active Direckary
Mon-class-specific Mapping

= Group group
DirML-ADAlIasMame sAMAccountMame
GID v || guid v
Locality locality
Organization organizakion
Qrganizational Unik organizationallnit
User user

4 To save the schema map changes, select File > Save.
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To add additional Identity Vault attributes to an existing class mapping:

1 In the Schema Map Editor, select a class mapping, then select Add Identity Vault Attributes 2. .
You can also right-click in the Schema Map editor, then select Insert Identity Vault Attributes.

2 In the Select ID Vault Attributes page, select the desired attributes to add to the class mapping,
then click OK.

Use Shift+click and Ctrl+click to select multiple attributes, if desired.

3 In the Schema Map Editor, double-click each attribute you added to the schema map, then
specify the appropriate Application attribute to which you want to map it.

You can either select the attribute from the drop-down list, or type it in the field manually.

Identity Yault Active Directory
1 Mon-class-specific Mapping Mon-class-specific Mapping
=] Group group
DirML-ADAlIasMame sAMAccountMame
GID || | guid w
Locality locality
+ Crganization organizakion
1 Organizational Linit organizationallnit
+ User user

4 To save the schema map changes, select File > Save.

Adding an Application Class or Attribute

You can both add new Application classes and attributes to a schema map, and add additional
Application attributes to an existing class mapping.

IMPORTANT: To view an application’s schema classes and attributes, the driver must be able to
retrieve the schema information from a live application environment. This occurs automatically
when a driver starts (right-click the driver, then select Live > Start Driver). However, you can

refresh the application schema at any time by selecting Refiesh Application Schema .

To add a new Attribute class and attributes to a schema map:

1 In the Schema Map Editor, select Insert Application Class .
You can also right-click in the Schema Map editor, then click Insert Application Class.

2 In the Select Application Class and its Attributes page, select a class and the relevant class
attributes to add to the schema map, then click OK.

Use Shift+click and Ctrl+click to select multiple attributes, if desired.

3 In the Schema Map Editor, double-click each class and attribute you added to the schema map,
then specify the appropriate Application class (or attribute) to which you want to map it.

You can either select the class or attribute name from the drop-down list, or type it in the field
manually.
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Idenkity Wault Active Directory

1 Mon-class-specific Mapping Mon-class-specific Mapping
=] Group group
DirsML-ADAliasHame sAMAccountMarme
GID || | guid w
Locality locality
+ Crganization organizakion
1 Organizational Linit organizationallnit
+ User user

4 To save the schema map changes, select File > Save.
To add additional Application attributes to an existing class mapping:

1 In the Schema Map Editor, select a class mapping, then select Insert Application Attributes Za.
You can also right-click in the Schema Map editor, then select Insert Identity Vault Attributes.

2 Inthe Select App Attributes page, select the desired attributes to add to the class mapping, then
click OK.

Use Shift+click and Ctrl+click to select multiple attributes, if desired.

3 In the Schema Map Editor, double-click each attribute you added to the schema map, then
specify the appropriate Identity Vault attribute to which you want to map it.

You can either select the attribute from the drop-down list, or type it in the field manually.

Identity Yault Active Directory
1 Mon-class-specific Mapping Mon-class-specific Mapping
=] Group group
DirML-ADAlIasMame sAMAccountMame
GID || | guid w
Locality locality
+ Crganization organizakion
1 Organizational Linit organizationallnit
+ User user

4 To save the schema map changes, select File > Save.

Adding a Non-class-specific Attribute Mapping

Sometimes an attribute mapping doesn’t apply to a specific class. In this case you can define the
attribute mapping in the Non-class-specific container.

To add a non-class-specific attribute mapping:

1 Select the Non-class-specific Mapping entry in the Schema Map Editor.
2 Add the appropriate attribute mapping using one of the methods described previously.

For more information, see “Adding an Identity Vault Class or Attribute” on page 81 and
“Adding an Application Class or Attribute” on page §3.
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Deleting a Class or Attribute Mapping

If you do not want an Identity Vault class or an attribute to be mapped to an Application class or
attribute, the best practice is to completely remove the class or the attribute from the Schema Map
policy. To remove multiple classes or attributes at the same time, use Ctrl-click or Shift-click to
select more than one class or attribute at a time.

H H

Identity Yault Active Directory
Mon-class-specific Mapping Mon-class-specific Mapping
Group group

Locality locality

[=] Organization organization
L phrysicalDeliveryOFficeManme
Pheysical Delivery Qffice Mame |

COrganizational Unit organizationallinik

[= User user
DirML-ADAlasManme sAMAccountMane

physicalDelivery OfficeMame

nsprDistributionPassword nsprDistributionPassword

Pheysical Delivery Office Mame |

You can add or remove attributes and classes from the Schema Map policy in the following ways:

¢ Select the classes or attributes you want to remove, then right-click and select Delete.

+ Select the classes or attributes you want to remove, then click Delete # in the Schema Map
editor toolbar.

¢ Select the classes or attributes you want to remove, then press the Delete key.

You can also delete all classes and attributes at once by selecting Clear All Items & .

6.2.2 Refreshing the Application Schema

If you have modified the schema in the application, these changes need to be reflected in the Schema
Map policy. To make the new schema available, click the toolbar pull-down menu, then select
Refresh Application Schema =

Refreshing the application schema requires a connection to the live application because the
application driver must be able to query the application for the updated schema.

6.2.3 Editing Items

To edit a mapping, double-click the selected row. An in-place editor appears, allowing you to edit
the mapping.
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Figure 6-2 In-line Edits in the Schema Map Editor

5 E

Identity Yault Active Directory
1 Mon-class-specific Mapping Mon-class-specific Mapping
+ | B==l | | user L
1 Organizational Unik organizationallinik
+ Organization organization
Locality locality
+ Group group

6.2.4 Sorting Schema Map Entries

The Schema Map editor allows you to sort entries in ascending/descending order by clicking on the
column heading. Click the Identity Vault heading to sort entries based on Identity Vault items. Click
the connected system heading to sort entries based on connected system items.

6.2.5 Managing the Schema

Designer allows you to manage the Identity Vault schema and any connected system's schema. You
can import the schema, modify it, and deploy the changed schema back into the Identity Vault or the
Application.

To manage the Identity Vault schema, click the pull-down menu =7, then select Manage Identity
Vault Schema +ia. This opens the Manage Schema tool and displays information about the classes
and attributes in the Identity Vault schema.

To manage the Application schema, click the pull-down menu =, then select Manage Application
Schema +. This opens the Manage Schema tool and displays information about the classes and
attributes in the Application schema.

For more information about how to manage the schema, see “Managing the Schema” in the
Designer 3.0.1 for Identity Manager 3.6 Administration Guide.

6.3 Testing Schema Map Policies

Designer comes with a tool called the Policy Simulator. It allows you to test your policies without
implementing them in a production environment. You can launch the Policy Simulator through the
Schema Map editor to test your policy after you have modified it.
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To access the Policy Simulator and test the Schema Map policy:

1 Click the Launch Policy Simulator icon “& in the toolbar.
2 Select To Identity Vault or From Identity Vault as the simulation point of the Schema Map
policy.

For more information on the Policy Simulator, see Chapter 9, “Testing Policies with the Policy
Simulator,” on page 145.

6.4 Exporting and Importing with the Schema
Map Editor

Designer allows you to export a schema map policy document to an XML file. It also allows you to
Import an XML file from a particular point on the file system to the Schema Map Editor.

6.4.1 Exporting a Schema Map Policy

Schema Map policies can be exported from the editor and saved as an XML file located in the file
system.
1 In the Schema Map editor, click the pull-down menu =, then select Save to File &,

2 Specify a filename and location where you want to export your schema map policy, then click
Save.

6.4.2 Importing a Schema Map Policy

The Exported policies which were saved as XML files on the file system can be re-imported to the
Schema Map editor. This functionality saves you the effort of redoing the class or attribute mappings
again. To import a schema map policy:

1 In the Schema Map editor, click the pull-down menu =, then select Import from File = .

2 In the Import a Schema Map File dialog box, browse to the schema file you want to import,
then click Open.

Specify whether you want to append the imported schema mappings to the existing schema
map, or replace the existing schema map with the imported schema map.

6.5 Accessing the Schema Map Policy in XML

Designer enables you to view, edit, and validate the XML by using an XML editor. Click the XML
Source tab or the XML Tree tab to access the XML editor. For more information about the XML
editor, see “The Novell XML Editor” in the Designer 3.0.1 for Identity Manager 3.6 Administration
Guide.

6.6 Additional Schema Map Policy Options

When you right-click a Schema Map policy, there are multiple options presented in the Outline
view, the Policy Flow view, and the Policy Set view.

¢ Section 6.6.1, “Outline View Additional Options,” on page 88
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¢ Section 6.6.2, “Policy Flow View Additional Options,” on page 88

¢ Section 6.6.3, “Policy Set View Additional Options,” on page 90

6.6.1 Outline View Additional Options

There are additional options to manage the Schema Map policy in the Outline view. Right-click the
Schema Map policy in the Outline view to see the additional options.

Table 6-2 Schema Map Policy Options in the Outline View

Option Description
£ Edit Launches the Schema Map editor. For more
information, see Section 6.2, “Editing a Schema
Map Policy,” on page 81.
E3Copy Creates a copy of the Schema Map policy.
[Hlsave As Saves the Schema Map policy as a . xm1 file.
oSimulate Tests the Schema Map policy. For more

Export to Configuration File

Live > Deploy

TiLive > Compare

Open With > Designer Built-in Editor
Open With > Novell XML Editor

Open With > Text Editor
HDelete

Properties

information, see Section 6.3, “Testing Schema Map
Policies,” on page 86.

Saves the Schema Map policy as a . xm1 file.

Deploys the Schema Map policy into the Identity
Vault. For more information, see “Deploying a
Policy to an Identity Vault” in the Designer 3.0.1 for
Identity Manager 3.6 Administration Guide.

Compares the Schema Map policy in Designer to
the Schema Map policy in the Identity Vault. For
more information, see “Using the Compare Feature
When Deploying” in the Designer 3.0.1 for Identity
Manager 3.6 Administration Guide.

Launches the Schema Map editor.

Launches the XML editor. For more information,
see “The Novell XML Editor” in the Designer 3.0.1
for Identity Manager 3.6 Administration Guide.

Launches the text editor.
Deletes the selected Schema Map policy.

Allows you to rename the Schema Map policy.

6.6.2 Policy Flow View Additional Options

There are additional options to manage the Schema Map policy in the Policy Flow view. Right-click
the Schema Map policy in the Policy Flow view to see the additional options.
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Table 6-3 Enter Table Title Here

Option

Description

H Add Policy > DirXML Script

S:Add Policy > XSLT
M= Add Policy > Schema Map

Add Policy > Link to Existing

Add Policy > Copy Existing

M= Edit Policy > Schema Map

Z DirxML Script Tracing

zSimulate

Live > Import

Live > Deploy

Live > Compare

Live > Driver Configuration > Import Attribute

Live > Driver Configuration > Deploy Attributes

Adds a new Schema Map policy by using DirXML®
Script.

Adds a new Schema Map policy by using XSLT.

Adds a new Schema Map policy containing no
information.

Allows you to browse and select an existing
Schema Map policy to link to the current Schema
Map policy.

Allows you to browse to and select an existing
Schema Map policy to copy to the current Schema
Map policy.

Launches the Schema Map editor. For more
information, see Section 6.2, “Editing a Schema
Map Policy,” on page 81.

Enables DirXML Script tracing on the Schema Map
policy.

Tests the Schema Map policy. For more
information, see Section 6.3, “Testing Schema Map
Policies,” on page 86.

Imports and existing Schema Map policy from the
Identity Vault. For more information, see “Importing
Channels, Policies, and Schema Items from the
Identity Vault” in the Designer 3.0.1 for Identity
Manager 3.6 Administration Guide.

Deploys the selected Schema Map policy into the
Identity Vault. For more information, see “Deploying
a Policy to an Identity Vault” in the Designer 3.0.1
for Identity Manager 3.6 Administration Guide.

Compares the selected Schema Map policy to a
Schema Map policy in the Identity Vault. For more
information, see “Using the Compare Feature
When Deploying” in the Designer 3.0.1 for Identity
Manager 3.6 Administration Guide.

Allows you to import attributes from the Identity
Vault and compare the attributes from the Identity
Vault to what is in Designer. For more information,
see “Importing Channels, Policies, and Schema
Items from the Identity Vault” in the Designer 3.0.1
for Identity Manager 3.6 Administration Guide.

Allows you to deploy attributes from Designer into
the Identity Vault and compare the attributes from
Designer with the attributes in the Identity Vault. For
more information, see “Deploying a Policy to an
Identity Vault” in the Designer 3.0.1 for Identity
Manager 3.6 Administration Guide.
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Option

Description

Live > Driver Configuration > Compare Attributes

Live > Driver Status
Live > Start Driver
Live > Stop Driver
Live > Restart Driver
Delete All Set Policies

Remove All Set Policies

Allows you to compare attributes from the selected
Schema Map policy to attributes in the Identity
Vault. For more information, see “Using the
Compare Feature When Deploying” in the Designer
3.0.1 for Identity Manager 3.6 Administration
Guide.

Displays the status of the driver.

Starts the driver.

Stops the driver.

Restarts the driver.

Deletes all policies in the selected policy set.

Removes all policies from the selected policy set,
but does not delete the existing policies.

6.6.3 Policy Set View Additional Options

There are additional options to manage the Schema Map policy in the Policy Set view. Right-click
the Schema Map policy in the Policy Set view to see the additional options.

Table 6-4 Policy Set View Options

Option Description

&£ Edit Launches the Schema Map editor. For more
information, see Section 6.2, “Editing a Schema
Map Policy,” on page 81.

E3Copy Creates a copy of the Schema Map policy.

[Hlsave As Saves the Schema Map policy as a . xm1 file.

oSimulate Tests the Schema Map policy. For more

information, see Section 6.3, “Testing Schema Map
Policies,” on page 86.

= Remove Removes the Schema Map policy from the policy

Link to Existing Policy

1+ Move up

1 Move down

Export to Configuration File

set, but does not delete the Schema Map policy
from the Identity Vault.

Allows you to browse to another Schema Map
policy and link it into the existing policy.

Moves the Schema Map policy up in the execution
order of the policy.

Moves the Schema Map policy down in the
execution order of the policy.

Saves the Schema Map policy as a . xml1 file.
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Option

Description

Live > Deploy

Live > Compare

#KDelete

Properties

Deploys the Schema Map policy into the Identity
Vault.

Compares the Schema Map policy in Designer to
the Schema Map policy in the Identity Vault.

Deletes the selected Schema Map policy.

Allows yo to rename the Schema Map policy.
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Controlling the Flow of Objects
with the Filter

The Filter editor allows you to manage the filter. In the Filter editor, you define how each class and
attribute should be handled by the Publisher and Subscriber channels.

Figure 7-1 The Filter Editor
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< 3 {E}ND

Filker Editor | XML Source | $ML Tree
When information is synchronized between connected systems, the connected system can receive

the changes or just be notified that a change has occurred. Designer displays this information in the
Policy Flow view as Sync and Notify filters.

If a filter is set to Sync, then the objects modifications are automatically synchronized to the
connected system. If the filter is set to Notify, then the object modification is reported to the
metadirectory engine, but the object is not automatically synchronized. For more information, see
Section 7.2.5, “Changing the Filter Settings,” on page 99.

This section includes the following topics:

¢ Section 7.1, “Using the Filter Editor,” on page 94

Controlling the Flow of Objects with the Filter

93



¢ Section 7.2, “Editing the Filter,” on page 98

¢ Section 7.3, “Testing the Filter,” on page 104

¢ Section 7.4, “Exporting and Importing Filter Files,” on page 104

+ Section 7.5, “Adding Comments to Classes and Attributes,” on page 104
¢ Section 7.6, “Viewing the Filter in XML,” on page 105

¢ Section 7.7, “Deploying the Filter,” on page 105

¢ Section 7.8, “Additional Filter Options,” on page 105

7.1 Using the Filter Editor

The Filter editor allows you to edit filter policies. This section includes the following topics:

¢ Section 7.1.1, “Accessing the Filter Editor,” on page 94
¢ Section 7.1.2, “Navigating the Filter Editor,” on page 96
¢ Section 7.1.3, “Understanding the Filter Editor Toolbar,” on page 97

7.1.1 Accessing the Filter Editor

The Filter editor allows you to edit the filter. There are three different ways to access the Filter
editor:

¢ “Model Outline View” on page 94

¢ “Policy Flow View” on page 95

+ “Policy Set View” on page 96
Model Outline View

1 In the Outline view, select the Show Model Outline icon .

2 In the Model Outline, open the driver for which you want to manage a filter.
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3 Double-click the Filter object (or right-click it and select Edif) to launch the Filter editor.

Policy Flow View

1 In the Outline view, select the Show Policy Flow icon. i
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2 In the Policy Flow, double-click the Sync icon or the Notify objects (or Right-click and select
Edit Policy > Filter) to launch the Filter editor.

Policy Set View

1 Double-click the filter object in the Policy Set view.
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7.1.2 Navigating the Filter Editor

The Filter Editor uses standard point-and-click navigation. However, it also provides keyboard-
based navigation options as described in Table 7-1.
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NOTE: The Filter Editor lets you order the classes/attributes as needed:

¢ Click the header bar above the class/attribute list to switch between ascending and descending
order. This sorts both the classes and the attributes within the classes.

¢ Click and drag individual classes or attributes to create a custom order.

Table 7-1 Filter Editor Keyboard Support

Keystroke Description

Up-arrow Moves the cursor up in the Filter editor.
Down-arrow Moves the cursor down in the Filter editor.
Left-arrow Collapses the information displayed.

Right-arrow Expands the information displayed.

Insert Adds a class.

Ctrl+Insert Adds an attribute.

Delete Deletes the selected items.

Esc Exits the edit mode.

Ctrl+A Selects all classes and attributes in the Filter editor.

7.1.3 Understanding the Filter Editor Toolbar

The Filter editor includes a toolbar that provides access to the following features. Each of these
features, along with options to Undo < and Redo “i* recent actions, is also available from a drop-

down menu by right-clicking in the Filter Editor.

Tool
@ Add Attributes opens the Schema Browser so you can select attributes from the selected
class to add to the filter policy. For more information, see “Adding an Attribute” on page 99.
Add Classes opens the Schema Browser so you can select classes from the Identity Vault
Gi p y y
schema to add to the filter policy. For more information, see “Adding a Class” on page 98.
4 Delete deletes the selected attributes and classes from the filter policy.
goe Default Attribute Settings lets you define default values for all attributes added to the filter
= policy. For more information, see Section 7.2.4, “Setting Default Values for Attributes,” on
page 99.
g Copy an Existing Filter lets you copy the filter policy from another Designer object. For more
- information, see Section 7.2.3, “Copying an Existing Filter,” on page 99.
G Import Filter imports an existing filter policy from a previously saved XML file. For more
information, see Section 7.4.2, “Importing a Filter File,” on page 104.
= Export Filter saves the current filter policy to an XML file. For more information, see

Section 7.4.1, “Exporting a Filter File,” on page 104.
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Tool Description

Deploy Filter deploys the filter policy to a live Identity Manager environment. For more

5
= information, see Section 7.7, “Deploying the Filter,” on page 105.
= Expand All expands all Class/Attribute groups in the filter policy.
= Collapse All collapses all Class/Attribute groups in the filter policy.
& Clear Filter deletes all class and attribute entries from the filter policy.
& Launch Policy Simulator launches the Policy Simulator. For more information, see
Chapter 9, “Testing Policies with the Policy Simulator,” on page 145.
@ Help launches the context-sensitive help for the Filter editor.

7.2 Editing the Filter

The Filter editor allows you to create and edit the filter. It provides the following primary tasks:

¢ Section 7.2.1, “Removing or Adding Classes and Attributes,” on page 98
Section 7.2.2, “Modifying Multiple Attributes,” on page 99

*

*

Section 7.2.3, “Copying an Existing Filter,” on page 99

*

Section 7.2.4, “Setting Default Values for Attributes,” on page 99

*

Section 7.2.5, “Changing the Filter Settings,” on page 99

7.2.1 Removing or Adding Classes and Attributes

By removing or adding classes and attributes, you determine the objects that synchronize between
the connected data store and the Identity Vault.

+ “Removing a Class or Attribute” on page 98
¢ “Adding a Class” on page 98
¢ “Adding an Attribute” on page 99

Removing a Class or Attribute

If you do not want a class or an attribute to synchronize, the best practice is to completely remove
the class or the attribute from the filter. To remove attributes and classes from the filter, do one of the
following:

+ Right-click the class or attribute you want to remove, then select Delefe.
+ Select the class or attribute you want to remove, then click Delete ¥ .

* Click Clear Filter & to delete all classes and attributes from the filter.

Adding a Class

1 Click Add Classes .
You can also right-click in the Filter editor, then select Add Classes.
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2 Browse and select the class you want to add, then click OK.
3 Change the options to synchronize the information.

4 To save the changes, click File > Save.

Adding an Attribute

1 Click Add Attributes @r.

You can also right-click in the Filter editor, then select Add Attribute.
2 Browse and select the attribute you want to add, then click OK.
3 Change the options to synchronize the information.

4 To save the changes, click File > Save.

7.2.2 Modifying Multiple Attributes

The Filter editor allows you to modify more than one attribute at a time. Press the Ctrl key and select
multiple attributes; when the option changes, it is changed for all of the selected attributes.

7.2.3 Copying an Existing Filter

You can copy an existing filter from another driver and use it in the driver you are currently working
with.

1 Click Copy an Existing Filter &
You can also right-click in the Filter editor, then select Copy an Existing Filter.
2 Browse to and select the filter object you want to copy, then click OK.

If you have more than one Identity Vault in your project, you can copy filters from the other
Identity Vaults. When you are browsing to select the other object, you can browse to the other
Identity Vault and use a filter stored there.

7.2.4 Setting Default Values for Attributes

You can define the default values for new attributes when they are added to the filter.

1 Click Default Attribute Settings .

2 Select the options you want new attributes to have, then click OK.

7.2.5 Changing the Filter Settings

The Filter editor gives you the option of changing how information is synchronized between the
Identity Vault and the connected system. The filter has different settings for classes and attributes.

1 In the Filter editor, select a class.
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2 Change the filter settings for the selected class.

See Table 7-2 on page 101 for information on each of the class settings available in the Filter
Editor.

3 In the Filter Editor, select an attribute.
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4 Change the filter settings for the selected attribute, then click Save |5 (in the Designer toolbar)

to save the changes.

See Table 7-3 on page 102 for information on each of the attribute settings available in the

Filter Editor.

Table 7-2 Filter Editor Class Settings

Options Definitions
Publish + Synchronize: Allows the class to synchronize from the
connected system into the Identity Vault.
+ Ignore: Does not synchronize the class from the connected
system into the Identity Vault.
Subscribe + Synchronize: Allows the class to synchronize from the Identity

Create Home Directory

Track Member of Template

Vault into the connected system.

Ignore: Does not synchronize the class from the Identity Vault
into the connected system.

Create Home Directory allows you to create a home directory for a
User object in eDirectory™. The option only works for eDirectory.

*

*

*

Yes: Automatically creates home directories.

No: Does not create home directories.

Yes: Determines whether or not the Publisher channel
maintains the Member of Template attribute when it creates
objects from a template.

No: Does not track the Member of Template attribute.

When a User object is created using an eDirectory Template
object, the eDirectory driver maintains the Member of Template
attribute, if the Track Member of Template option is selected.
The option only works for eDirectory.
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Table 7-3 Filter Editor Attribute Settings

Options

Definitions

Publish

Subscribe

+ Synchronize: Changes to this object are reported and

automatically synchronized.

Ignore: Changes to this object are neither reported nor
automatically synchronized.

Notify: Changes to this object are reported, but not automatically
synchronized.

Reset: Resets the object value to the value specified by the
opposite channel. (You can set this value on either the Publisher
channel or Subscriber channel, not both.)

The Reset option makes a data store the authoritative source of
information. For example, if employee addresses should only be
changed in the HR database, then set the Reset option in the filter
for this attribute. When an address is changed in the e-mail
system and sent to the HR database, the filter sends the
information from the HR database back to the e-mail system and
the employee’s address is not changed.

Synchronize: Changes to this object are reported and
automatically synchronized.

Ignore: Changes to this object are neither reported nor
automatically synchronized.

Notify: Changes to this object are reported, but not automatically
synchronized.

Reset: Resets the object value to the value specified by the
opposite channel. (You can set this value on either the Publisher
channel or Subscriber channel, not both.)

The Reset option makes a data store the authoritative source of
information. For example, if employee addresses should only be
changed in HR database, then set the Reset option in the filter for
this attribute. When an address is changed in the e-mail system
and sent to the HR database, the filter sends the information from
the HR database back to the e-mail system and the employee’s
address is not changed.
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Options

Definitions

Merge Authority

Optimize Modification to
Identity Manager

*

*

Default: If an attribute is not being synchronized in either channel,
no merging occurs.

If an attribute is being synchronized in one channel and not the
other, then all existing values on the destination for that channel
are removed and replaced with the values from the source for that
channel. If the source has multiple values and the destination can
only accommodate a single value, then only one of the values is
used on the destination side.

If an attribute is being synchronized in both channels and both
sides can accommodate only a single value, the connected
application acquires the Identity Vault values unless there is no
value in the Identity Vault. If this is the case, the Identity Vault
acquires the values from the connected application (if any).

If an attribute is being synchronized in both channels and only one
side can accommodate multiple values, the single-valued side’s
value is added to the multi-valued side if it is not already there. If
there is no value on the single side, you can choose the value to
add to the single side.

This is always valid behavior.

Identity Vault: Behaves the same way as the default behavior if
the attribute is being synchronized on the Subscriber channel and
not on the Publisher channel.

This is valid behavior when synchronizing on the Subscriber
channel.

Application: Behaves the same as the default behavior if the
attribute is being synchronized on the Publisher channel and not
on the Subscriber channel.

This is valid behavior when synchronizing on the Publisher
channel.

None: No merging occurs regardless of synchronization.

Yes: Changes to this attribute are examined on the Publisher
channel to determine the minimal change made in the Identity
Vault.

No: Changes are not examined.

When an operation is a Modify on the Publisher channel, the
Metadirectory engine examines the current state of the object in
the Identity Vault and changes the Modify to update only the
values that are changing. For example, if an object has attributes
of a, b, ¢, and d and the Publisher channel receives a Modify event
to remove all existing values and add a, b, d, and e, the optimize
process knows that the minimal change is to remove d and add e.

Using this option can take a long time to process events on
attributes that have more than 1,000 values.
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7.3 Testing the Filter

Designer comes with a tool called the Policy Simulator, which allows you to test policies without
implementing them in a production environment. You can launch the Policy Simulator through the
Filter editor to test your policy after you have modified it.

1 Click Launch Policy Simulator “%.

2 Select To Identity Vault or From Identity Vault as the simulation point of the filter.

For more information on the Policy Simulator, see Chapter 9, “Testing Policies with the Policy
Simulator,” on page 145.

7.4 Exporting and Importing Filter Files

Designer allows you to Import an XML filter file from a particular point on the file system to the
filter editor. It also allows you to Export an XML filter file to a particular location on the file
system.

¢ Section 7.4.1, “Exporting a Filter File,” on page 104

¢ Section 7.4.2, “Importing a Filter File,” on page 104

7.4.1 Exporting a Filter File

1 Select Export Filter &,

2 In the Export Filter dialog box, specify a file name and location for the XML filter file, then
click Save.

7.4.2 Importing a Filter File

1 Select Import Filter = .

2 In the Import Filter File dialog box, browse to the filter file you want to import, then click
Open.

Specify whether you want to append the imported filter rules to the existing filter rules, or
replace the existing filter rules with the imported filter rules.

NOTE: Both the Import and Export features enable the user to export filter editor documents and re-
import them if required, thereby avoiding the need to redo the entire task of adding classes and
attributes and assigning their properties.

7.5 Adding Comments to Classes and Attributes

Filter Editor lets you add additional comments to the classes and attributes in the filter. These
comments are visible in the Filter Editor, and in Designer’s generated documentation for the project.

1 In the Filter Editor, select the class or attribute to which you want to add a comment, then type
the desired comment in the Comments field.

Once entered, the comment is visible in the Comments column next to its associated class or
attribute.
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7.6 Viewing the Filter in XML

Designer enables you to view, edit, and validate the XML by using an XML editor. Click the XML
Source tab or the XML Tree tab to access the XML editor. For more information about the XML
editor, see “The Novell XML Editor” in the Designer 3.0.1 for Identity Manager 3.6 Administration
Guide.

7.7 Deploying the Filter

To deploy the filter to the live Identity Vault:

1 Click Deploy Filter B3 .
2 In the Deployment Summary page, click Deploy.

The Deployment Summary displays Designer’s Compare feature so you know what the
differences are between Designer’s filter and the currently deployed filter, if any. For more
information about the Compare feature, see “Using the Compare Feature When Deploying” in
the Designer 3.0.1 for Identity Manager 3.6 Administration Guide.

3 In the Deployment Results page, click OK.

The Deployments Results page notes any errors or warnings that occurred during the
deployment process.

7.8 Additional Filter Options

When you right-click a filter object, there are multiple options presented in the Outline view, the
Policy Flow view, and the Policy Set view.

¢ Section 7.8.1, “Outline View Additional Options,” on page 105
¢ Section 7.8.2, “Policy Flow View Additional Options,” on page 106
¢ Section 7.8.3, “Policy Set View Additional Options,” on page 107

7.8.1 Outline View Additional Options

The Outline view offers the following filter-related options. To access them, right-click the filter
object in the Outline view.

Table 7-4 Filter Outline View Additional Options

Option Description

& Edit Launches the Filter editor. For more information,
see Section 7.2, “Editing the Filter,” on page 98.

[Hsave As Saves the filter as a . xm1 file.
oSimulate Launches the Policy Simulator. For more
information, see Section 7.3, “Testing the Filter,” on
page 104.
Export to Configuration File Saves the filter as a . xm1 file.
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Option

Description

Live > Deploy

Live > Compare

Open With > Designer Built-in Editor

Open With > Novell XML Editor

Open With > Text Editor

Deploys the filter into the Identity Vault.

Compares the filter with and existing filter object in
the Identity Vault.

Launches the Filter editor. For more information,
see Section 7.2, “Editing the Filter,” on page 98.

Launches the XML editor. For more information,
see “The Novell XML Editor” in the Designer 3.0.1
for Identity Manager 3.6 Administration Guide.

Launches the built-in text editor.

7.8.2 Policy Flow View Additional Options

The Policy Flow view offers the following filter-related options. To access them, right-click the

filter object in the Policy Flow view.

Table 7-5 Filter Policy Flow View Additional Options

Option Description

&£ Edit Launches the Filter edit. For more information, see
Section 7.2, “Editing the Filter,” on page 98.

[L]save As Saves the selected Policy Set as a . xm1 file.

oSimulate Launches the Policy Simulator. For more

information, see Section 7.3, “Testing the Filter,” on
page 104.

Live > Import Allows you to import filter details from the Identity
Vault.

Live > Deploy Allows you to deploy the filter into the Identity Vault.

Live > Compare

Live > Driver Configuration > Import Attributes

Live > Driver Configuration > Deploy Attributes

Live > Driver Configuration > Compare Attributes

Live > Driver Status
Live > Start Driver

Live > Stop Driver

Compares the filter to an existing filter in the
Identity Vault.

Allows you to import attributes from the Identity
Vault and compare the attributes from the Identity
Vault to what is in Designer.

Allows you to deploy attributes from Designer into
the Identity Vault and compare the attributes from
Designer with the attributes in the Identity Vault.

Allows you to compare attributes from the selected
Schema Map policy to attributes in the Identity
Vault.

Displays the status of the driver.
Starts the driver.

Stops the driver.
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Option

Description

Live > Restart Driver

Restarts the driver.

7.8.3 Policy Set View Additional Options

The Policy Set view offers the following filter-related options. To access them, right-click the filter

object in the Policy Set view.

Table 7-6 Filter Policy Set View Additional Options

Option Description
Z Edit Launches the Filter editor. For more information,
see Section 7.2, “Editing the Filter,” on page 98.
[=Isave As Saves the filter as a . xm1 file.
oSimulate Launches the Policy Simulator. For more

Export to a Configuration File
Live > Deploy

Live > Compare

information, see Section 7.3, “Testing the Filter,” on
page 104.

Save the filter as a . xm1 file.

Allows you to deploy the filter into the Identity Vault.

Compares the filter to an existing filter in the
Identity Vault.
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Using Predefined Rules

Designer includes 19 predefined rules. You can import and use these rules as well as create your
own rules. These rules include common tasks that administrators use. You need to provide
information specific to your environment to customize the rules.

*

*

Section 8.1, “Command Transformation - Create Departmental Container - Part 1 and Part 2,”
on page 110

Section 8.2, “Command Transformation - Publisher Delete to Disable,” on page 113
Section 8.3, “Creation - Require Attributes,” on page 114

Section 8.4, “Creation - Publisher - Use Template,” on page 116

Section 8.5, “Creation - Set Default Attribute Value,” on page 117

Section 8.6, “Creation - Set Default Password,” on page 119

Section 8.7, “Event Transformation - Scope Filtering - Include Subtrees,” on page 121
Section 8.8, “Event Transformation - Scope Filtering - Exclude Subtrees,” on page 122

Section 8.9, “Input or Output Transformation - Reformat Telephone Number from (nnn) nnn-
nnnn to nnn-nnn-nnnn,” on page 124

Section 8.10, “Input or Output Transformation - Reformat Telephone Number from nnn-nnn-
nnnn to (nnn) nnn-nnnn,” on page 125

Section 8.11, “Matching - Publisher Mirrored,” on page 127

Section 8.12, “Matching - Subscriber Mirrored - LDAP Format,” on page 129
Section 8.13, “Matching - By Attribute Value,” on page 130

Section 8.14, “Placement - Publisher Mirrored,” on page 132

Section 8.15, “Placement - Subscriber Mirrored - LDAP Format,” on page 134
Section 8.16, “Placement - Publisher Flat,” on page 136

Section 8.17, “Placement - Subscriber Flat - LDAP Format,” on page 138
Section 8.18, “Placement - Publisher By Dept,” on page 139

Section 8.19, “Placement - Subscriber By Dept - LDAP Format,” on page 142

To access the predefined rules:

1

In the Policy Builder, right-click and select New > Predefined Rules > Insert Predefined Rule
Before or Insert Predefined Rule After.

Rules

v 5 I Mew
(= Import Policy From File, .. Predefined Rule

: Include 4
Z Edi... append Condition Group...
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The Predefined Rules dialog box displays a list of the available rules.

. Predefined Rules

Select Predefined Rules

Select a predefined rule and click O,

Command Transformation - Create Departmental Container - Part 1

Command Transformation - Create Departmental Container - Park 2

Command Transformation - Publisher Delete ko Disable

Creation - Require attribute(s)

Creation - Publisher - Use Template

Creation - Set Default Attribute Yalue

Creation - Set Defaulk Password

Ewvent Transformation - Scope Filkering - Include subtreeds)

Ewent Transformation - Scope Filkering - Exclude subtreeds)

Input o Dutpuk Transformation - Reformat Telephone Mumber from (nnn) nnn-nnnn £o nnn-nnn-nnnn
Input or Outpuk Transformation - Reformat Telephone Murmber From nnn-nnn-nnnn b {nnnd nnn-nnnn
Matching - Publisher Mirrored

Matching - Subscriber Mirrored - LDAP Format

Matching - by attribute walue

Placement - Publisher Mirrored

Placement - Subscriber Mirrored - LDAP Format

Placement - Publisher Flat

Placement - Subscriber Flat - LDAP Format

Placement - Publisher By Cept

Placement - Subscriber By Dept - LDAP Format

7 [ a4 ] [ Cancel

8.1 Command Transformation - Create
Departmental Container - Part 1 and Part 2

This rule creates a department container in the destination data store, if one does not exist.
Implement the rule on the Command Transformation policy in the driver. You can implement the
rule on either the Subscriber or the Publisher channel or on both channels.

There are two steps involved in using the predefined rules: creating a policy in the Command
Transformation policy set and importing the predefined rule. If you already have a Command
Transformation policy that you want to add this rule to, skip to Importing the Predefined Rule.

¢ Section 8.1.1, “Creating a Policy,” on page 110

¢ Section 8.1.2, “Importing the Predefined Rule,” on page 111

¢ Section 8.1.3, “How the Rule Works,” on page 112

8.1.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher or Subscriber channel.

2 Select the Command Transformation policy set in the Policy Set view, then click Create or add
a new policy to the Policy Set icon =r to create a new policy.

3 Click Create a new policy, then click Next.
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4 Name the policy.
5 Use the default location or browse and select another location to place the policy in the driver.
Create Policy

Specify the name of the new policy and the container where it will be
created.

Policy Mame:

| Create Container| |

Palicy Containet:

| Publisher.LDWP, IDM Driver Set 2, IDMDESIGNTREE | Brawse. .,

Open the editor after creating the object.

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

8 A file conflict window appears with the message “Before editing this item you need

to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Command Transformation policy is saved.

9 Continue with Importing the Predefined Rule.

8.1.2 Importing the Predefined Rule

1 Right-click in the Policy Builder, then click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Command Transformation - Create Department Container - Part 1, then click OK.

B « 5 Command Transformation - Create Departmental Container - Part 1

Mo description available

Conditions

+~ & Condition Group 1

v & if operation equal "add"

et local variable("target-container”, Destination DM{length="-2"1}

v Z
v &

set local variablel"does-target-exist”, Destination Attribute
—i"objectclass", class name="Crganizational Unit", dnfLocal
—Yariable"target-container" )i

3 Right-click in the Policy Builder and click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

4 Select Command Transformation - Create Department Container - Part 2, then click OK.
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E + % Command Transformation - Create Departmental Container - Part 2

Mo description available

+ & Condition Group 1

v 5- if local wariable 'does-target-exist' available

v 5' if local wariable ‘does-target-exist’ equal ™

4 5. add destination object{class name="0rganizational Unit", direct="
—trug", dnfLocal Yariable!"target-container)))

o 5 add destination attribute walue("ou”, direck="true", dniLocal
—fariablef"target-container'), Parse DR("dest-dn”, "dot”, length="
—1", stark="-1", Local Yariable("target-container" i)

5 Save the rule by clicking File > Save.

There is no information to change that is specific to your environment.

IMPORTANT: Make sure that the rules are listed in order. Part 1 must be executed before Part 2.

8.1.3 How the Rule Works

This rule is used when the destination location for an object does not exist. Instead of getting a veto
because the object cannot be placed, this rule creates the container and places the object in the
container.

Part 1 looks for any Add event. When the Add event occurs, two local variables are set. The first
local variable is named target-container. The value of target-container is set to the destination DN.
The second local variable is named does-target-exist. The value of does-target-exist is set to the
destination attribute value of objectclass. The class is set to OrganizationalUnit. The DN of the
OrganizationalUnit is set to the local variable of target-container.

& Editor
Mame: * | ohieckclass & &g &
Class name: | Organizational Unit \I@ 'Q' Cé
Select object: |DM w
Specify DM: * | Local Variable("target-container™)

Part 2 checks to see if the local variable does-target-exist is available. It also checks to see if the
value of the local variable does-target-exist is set to a blank value. If the value is blank, then an
Organizational Unit object is created. The DN of the organizational unit is set to the value of the
local variable target-container. It also adds the value for the OU attribute. The value of the OU
attribute is set to the local variable of target-container. It uses the source format as the destination
DN and the destination format is dot format.
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8.2 Command Transformation - Publisher Delete
to Disable

This rule transforms the Delete event for a user object into disabling the user object. Implement the

rule on the Command Transformation policy in the driver. The rule needs to be implemented on the
Publisher channel.

There are two steps involved in using the predefined rules: creating a policy in the Command
Transformation policy set and importing the predefined rule. If you already have a Command
Transformation policy that you want to add this rule to, skip to Importing the Predefined Rule.

¢ Section 8.2.1, “Creating a Policy,” on page 113
¢ Section 8.2.2, “Importing the Predefined Rule,” on page 113
¢ Section 8.2.3, “How the Rule Works,” on page 114

8.2.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher channel.

2 Select the Command Transformation policy set in the Policy Set view, then click Create or add
a new policy to the policy set icon =r to create a new policy.

3 Select Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

specify the name of the new policy and the container where it will be = E
created.

Policy Mame:
Delete to Disable

Palicy Container:

Publisher LDAP.IDM Driver Set: 2. IDMDESIGNTREE

[¥]open the editor after creating the object,

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

A file conflict window appears with the message “Before editing this item you need
to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Command Transformation policy is saved.

9 Continue with Importing the Predefined Rule.

8.2.2 Importing the Predefined Rule

1 Right-click in the Policy Builder, then click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Command Transformation - Publisher Delete to Disable, then click OK.
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3 Expand the predefined rule.

= + % Command Transformation - Publisher Delete to Disable

Mo description available,

% Condition Group 1

v & f operation equal "delete"

v Z i class name equal "User"

o & set destination attribute valuei"Login Disabled”, "trus")

v T remove association{associationt Association{ 1))

4 Save the rule by clicking File > Save.

There is no information to change in the rule that is specific to your environment.

8.2.3 How the Rule Works

This rule is used when a Delete event occurs in the connected data store. Instead of the user object
being deleted in the Identity Vault, the User object is disabled. Anytime a Delete event occurs for a
User object, the destination attribute value of Login Disabled is set to True and the association is
removed from the User object. The User object can no longer log in to the Novell® eDirectory™
tree, but the User object was not deleted.

8.3 Creation - Require Attributes

This rule does not allow user objects to be created unless the required attributes are populated.
Implement the rule on the Creation policy in the driver. You can implement the rule on either the
Subscriber or the Publisher channel or on both channels.

There are two steps involved in using the predefined rules: creating a policy in the Creation policy
set and importing the predefined rule. If you already have a Creation policy that you want to add this
rule to, skip to Importing the Predefined Rule.

¢ Section 8.3.1, “Creating a Policy,” on page 114

¢ Section 8.3.2, “Importing the Predefined Rule,” on page 115

¢ Section 8.3.3, “How the Rule Works,” on page 116

8.3.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher or Subscriber channel.

2 Select the Creation policy set in the Policy Set view, then click Create or add a new policy to
the Policy Set icon =F to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.
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5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

Specify the name of the new policy and the container where it will be
created,

Policy Mame:

| Creation Palicy |

Policy Container:

| Publisher . LDAP. IDM Driver Set 2, IDMDESIGMTREE | Erowse

[#]iopen the editor after creating the object,

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

8 A file conflict window appears with the message “Before editing this item you need

to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Creation policy is saved.

9 Continue with Importing the Predefined Rule.

8.3.2 Importing the Predefined Rule
1 Right-click in the Policy Builder and click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Creation - Require attributes, then click OK.
3 Expand the predefined rule.

= 5 Creation - Require attribute{s)

Mo description available

Conditions

+ & Condition Group 1

o 5 if class name equal "User"

v 5. veto if operation attribute not availabled"[Enter name of required
—attribute]")

4 Edit the action by double-clicking the Actions tab.

5 Inthe Specify Name field, browse to and select the attributes you require for a User object to be
created, then click OK.

6 Click OK.

7 Save the rule by selecting File > Save.
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8.3.3 How the Rule Works

This rule is used when your business processes require a user to have specific attributes populated
when the user object is created. When a user object is created, the rule vetoes the creation of the
object unless the required attributes are provided. You can have one or more required attributes.

If you want more than one required attribute, right-click the Actions tab and select Append Action.
Select veto if operation attribute not available, then browse to the attribute you want to require.

8.4 Creation - Publisher - Use Template

This rule allows the use of a Novell eDirectory template object during the creation of a User object.
Implement the rule on the Publisher Creation policy in the driver. You can implement the rule only
on the Publisher channel.

There are two steps involved in using the predefined rules: creating a policy in the Creation policy
set and importing the predefined rule. If you already have a Creation policy that you want to add this
rule to, skip to Importing the Predefined Rule.

¢ Section 8.4.1, “Creating a Policy,” on page 116
¢ Section 8.4.2, “Importing the Predefined Rule,” on page 117
¢ Section 8.4.3, “How the Rule Works,” on page 117

8.4.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher channel.

2 Select the Creation policy set in the Policy Set view, then click Create or add a new policy to
the Policy Set icon =F to create a new policy.

3 Select Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

i

Specify the name of the new policy and the container where it will be
created,

Policy Mame:
Creation Palicy

Policy Containet:

Publisher LDAP.IDM Driver Set 2, IDMDESIGHTREE

[¥]:open the editar after creating the object,

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

A file conflict window appears with the message “Before editing this item you need
to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Creation policy is saved.

9 Continue with Importing the Predefined Rule.
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8.4.2 Importing the Predefined Rule

1

Right-click in the Policy Builder, then click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Creation - Publisher - Use Template, then click OK.

o O 00 N O g »

Expand the predefined rule.

SR Creation - Publisher - Use Template

Mo description awvailsble

+ % Condition Group 1

¥ §v if class mame equal "Usetr"

& set operation template DM(dn{"[Enter DN of Template object]")

Edit the action by double-clicking the Actions tab.

Delete [Enter DN of Template object] from the Enter DN field.

Click the Edit the arguments icon [ to launch the Argument Builder.

Select 7ext in the noun list.

Double-click 7ext to add it to the argument.

In the editor, click the browse icon, browse to and select the template object, then click OK.
Click Finish.

Save the rule by clicking File > Save.

8.4.3 How the Rule Works

This rule is used when you want to use a template object to create a user in the Identity Vault. If you
have attributes that are the same for different users, using the template saves time. You fill in the
information in the template object, and when the User object is created, Identity Manager calls the
template and uses that to create the User object.

During the creation of User objects, the rule performs the action of the set operation template DN.
The action calls the template object and creates the User object with the information in the template.

8.5 Creation - Set Default Attribute Value

This rule allows you to set default values for attributes that are assigned during the creation of User
objects. Implement the rule on the Subscriber Creation policy or Publisher Creation policy in the
driver.

There are two steps involved in using the predefined rules: creating a policy in the Creation policy
set and importing the predefined rule. If you already have a Creation policy that you want to add this
rule to, skip to Importing the Predefined Rule.

*

Section 8.5.1, “Creating a Policy,” on page 118
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¢ Section 8.5.2, “Importing the Predefined Rule,” on page 118
¢ Section 8.5.3, “How the Rule Works,” on page 119

8.5.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher or Subscriber channel.

2 Select the Creation policy set in the Policy Set view, then click the Create or add a new policy
to the Policy Set icon =F to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

specify the name of the new policy and the container where it will be
created,

Policy Mame:

| Creation Policy |

Policy Caontainer:

| Publisher LDAP.IDM Driver Set 2, IDMDESIGNTREE e

[¥]open the editar after creating the object, :

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

8 A file conflict window appears with the message “Before editing this item you need

to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Creation policy is saved.

9 Continue with Importing the Predefined Rule.

8.5.2 Importing the Predefined Rule
1 Right-click in the Policy Builder, then click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Creation - Set Default Attribute Value, then click OK.
3 Expand the predefined rule.

ST N Creation - Set Default Attribute Yalue

Mo description available

Condikions

% cCondition Group 1

v 5 if class name equal "User"

v 5. set default attribute valued"[Enter attribute name]”, write-back="
—true", "[Enter defaulk attribute walua]")
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4 Edit the action by double-clicking the Actions tab.

5 Inthe Specify attribute name field, click the browse icon, then browse to and select the attribute
you want to create.

6 Click the Edit the value list icon =] to launch the Argument Value List Builder.
7 Select the type of data you want the value to be.

8 Delete [Enter default attribute value], then click the Edit the arguments icon [ to launch the
Argument Builder.

9 Create the value for the attribute in the Argument Builder, then click OK.
10 Click Finish.
11 Save the rule by clicking File > Save.

8.5.3 How the Rule Works

This rule is used when you want to create a User object with default attributes and values. When a
User object is created, the rule sets the attribute and the value for that attribute.

If you want more than one attribute value defined, right-click the Actions tab and click Append
Action. Select the action, set the default attribute value, and follow Step 1 on page 118 through
Step 11 on page 119 to assign the value to the attribute.

8.6 Creation - Set Default Password

During the creation of user objects, this rule sets a default password for user objects. Implement the
rule on the Creation policy in the driver. You can implement the rule on either the Subscriber or the
Publisher channel or on both channels.

There are two steps involved in using the predefined rules: creating a policy in the Creation policy
set and importing the predefined rule. If you already have a Creation policy that you want to add this
rule to, skip to Importing the Predefined Rule.

¢ Section 8.6.1, “Creating a Policy,” on page 119

¢ Section 8.6.2, “Importing the Predefined Rule,” on page 120

¢ Section 8.6.3, “How the Rule Works,” on page 120

8.6.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher or Subscriber channel.

2 Select the Creation policy set in the Policy Set view, then click Create or add a new policy to
the Policy Set icon = to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.
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Create Policy

i

Specify the name of the new policy and the container where it will be
created,

Policy Mame:
Creation Palicy

Policy Containet:

Publisher LDAP.IDM Driver Set 2, IDMDESIGHTREE

[¥]:open the editar after creating the object,

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

8 A file conflict window appears with the message “Before editing this item you need
to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Creation policy is saved.

9 Continue with Importing the Predefined Rule.

8.6.2 Importing the Predefined Rule

1 Right-click in the Policy Builder, then click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Creation - Set Default Password, then click OK.
3 Expand the predefined rule.

SR (reation - Set Default Password

Mo description available

% Condition Group 1

v §r if class name equal "User”

v 5 set destination password({attribute!"Given Mame™+Attribute
—{"surname"Y)

4 Save the rule by clicking File > Save.

There is no information to change in the rule that is specific to your environment.

8.6.3 How the Rule Works

This rule is used when you want User objects to be created with a default password. During the
creation of a User object, the password that is set for the User object is the Given Name attribute
plus the Surname attribute of the User object.

You can change the value of the default password by editing the argument. You can use the
Argument Builder to set the password to any other value you want.
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8.7 Event Transformation - Scope Filtering -
Include Subtrees

This rule excludes all events that occur except for the specific subtree. Implement the rule on the
Event Transformation policy in the driver. You can implement the rule on either the Subscriber or
the Publisher channel or on both channels.

There are two steps involved in using the predefined rules: creating a policy in the Event
Transformation policy set and importing the predefined rule. If you already have an Event
Transformation policy that you want to add this rule to, skip to Importing the Predefined Rule.

¢ Section 8.7.1, “Creating a Policy,” on page 121

¢ Section 8.7.2, “Importing the Predefined Rule,” on page 121

¢ Section 8.7.3, “How the Rule Works,” on page 122

8.7.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher or Subscriber channel.

2 Select the Event Transformation policy set in the Policy Set view, then click Create or add a
new policy to the Policy Set icon =r to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

i

Specify the name of the new policy and the container where it will be
created.

Policy Mame:
Ewvent Transformation

Policy Container:

Publisher.LDAP . I0M Driver Set 2, IDMDESIGNTREE

[¥]open the editor after creating the object, |

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

8 A file conflict window appears with the message “Before editing this item you need
to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Event Transformation policy is saved.

9 Continue with Importing the Predefined Rule.

8.7.2 Importing the Predefined Rule

1 Right-click in the Policy Builder, then select New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Event Transformation - Scope Filtering - Include subtrees, then click OK.
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3 Expand the predefined rule.

SR Event Transformation - Scope Filtering - Include subtree(s)

Mo description available

% Condition Group 1

o §v if source DM not in subtree "[Enter a subtree to include]"

v & wetol)

4 Edit the condition by double-clicking the Conditions tab.
5 Delete [Enter a subtree to include] in the Value field.

6 Click the browse button to browse the Identity Vault for the part of the tree you were you want
events to synchronize, then click OK.

7 Click OK.
8 Save the rule by clicking File > Save.

8.7.3 How the Rule Works

This rule is used when you want to exclude part of the Identity Vault from synchronizing. It allows
you to synchronize some objects and not other objects, without using the Filter. When an event
occurs anywhere but in that specific part of the Identity Vault, it is vetoed.

8.8 Event Transformation - Scope Filtering -
Exclude Subtrees

This rule excludes all events that occur in a specific subtree. Implement the rule on the Event
Transformation policy in the driver. You can implement the rule on either the Subscriber or the
Publisher channel or on both channels.

There are two steps involved in using the predefined rules: creating a policy in the Event
Transformation policy set and importing the predefined rule. If you already have an Event
Transformation policy that you want to add this rule to, skip to Importing the Predefined Rule.

¢ Section 8.8.1, “Creating a Policy,” on page 122

¢ Section 8.8.2, “Importing the Predefined Rule,” on page 123

¢ Section 8.8.3, “How the Rule Works,” on page 124

8.8.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select the Publisher or Subscriber channel.

2 Select the Event Transformation policy set in Policy Set view, then click Create or add a new
policy to the Policy Set icon =r to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.
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5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

Specify the name of the new policy and the container where it will be
created.

Policy Mame:

| Ewvent Transformation |

Policy Container:

| Publisher, LDAP,IDM Driver Set 2, IDMDESIGNTREE | Browse. ..

[¥]open the editor after creating the object, |

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

8 A file conflict window appears with the message “Before editing this item you need

to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Event Transformation policy is saved.

9 Continue with Importing the Predefined Rule.

8.8.2 Importing the Predefined Rule

1 Right-click in the Policy Builder, then click New > Predefined Rule.

2 Select Event Transformation - Scope Filtering - Exclude subtrees, then click OK.
3 Expand the predefined rule.

B « 5 Event Transformation - Scope Filtering - Exclude subtree(s)

Mo description available

Condikions

% Condition Group 1

o ﬁr if source DM in subtree "[Enter a subtree to exclude]”

| v & wetol) |

4 Edit the condition by double-clicking the Conditions tab.

5 Delete [Enter a subtree to exclude] in the Value field.

6 Click the browse icon to browse the Identity Vault for the part of the tree where you want to
exclude events from synchronizing, then click OK.

7 Click OK.
8 Save the rule by clicking File > Save.

Using Predefined Rules 123



8.8.3 How the Rule Works

This rule is used when you want to exclude part of the Identity Vault from synchronizing. It allows
you to synchronize some objects and not other objects, without using the Filter. When an event
occurs in that specific part of the Identity Vault, it is vetoed.

8.9 Input or Output Transformation - Reformat
Telephone Number from (nnn) nnn-nnnn to nnn-
nnn-nnnn

This rule transforms the format of the telephone number when a desired condition is met. Implement
the rule on the Input or Output Transformation policy in the driver. You can implement the rule on
either the Subscriber or the Publisher channel or on both channels.

There are two steps involved in using the predefined rules: creating a policy in the Input or Output
Transformation policy set and importing the predefined rule. If you already have an Input or Output
Transformation policy that you want to add this rule to, skip to Importing the Predefined Rule.

¢ Section 8.9.1, “Creating a Policy,” on page 124

¢ Section 8.9.2, “Importing the Predefined Rule,” on page 125

¢ Section 8.9.3, “How the Rule Works,” on page 125

8.9.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select a driver.

2 Select the Input or Output Transformation policy set in the Policy Set view, then click Create or
add a new policy to the Policy Set icon = to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

i

Specify the name of the new policy and the container where it will be
created.

Policy Mame:
Input Transformation

Palicy Container:

Publisher LDAP.IDM Driver Set: 2, IDMDESIGNTREE

[¥]open the editor after creating the object,

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

A file conflict window appears with the message “Before editing this item you need
to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Input or Output Transformation policy is saved.

9 Continue with Importing the Predefined Rule.
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8.9.2 Importing the Predefined Rule
1 Right-click in the Policy Builder, then click New > Predefined Rule > Insert Predefined Rule
Before or Insert Predefined Rule After.

2 Select Input or Output Transformation - Reformat Telephone Number from (nnn) nnn-nnnn to
nnn-nnn-nnnn, then click OK.

3 Expand the predefined rule.

=14 5 Input or Output Transformation - Reformat Telephone Mumber from
—{nnn) nnn-nnnn to nnn-nnn-nnnn

Mo description available

% Condition Group 1

Define new condition here

reformat operation atkribute"phone”, Replace Firsk("~y((didid)l)
—is*0didld-iddididis”, "$1-$2-$3", Local Yariable("current-
—alue™n)
Edit the condition by double-clicking the Conditions tab.
Define the condition you want to have occur when the telephone number is reformatted.
Click OK.

Save the rule by clicking File > Save.

N o g b

8.9.3 How the Rule Works

This rule is used when you want to reformat the telephone number. You define the condition that is
to be met when the telephone number is reformatted.

8.10 Input or Output Transformation - Reformat
Telephone Number from nnn-nnn-nnnn to (nnn)
nnn-nnnn

This rule transforms the format of the telephone number when a desired condition is met. Implement
the rule on the Input or Output Transformation policy. You can implement the rule on either the
Subscriber or the Publisher channel or on both channels.

There are two steps involved in using the predefined rules; creating a policy in the Input or Output
Transformation policy set and importing the predefined rule. If you already have an Input or Output
Transformation policy that you want to add this rule to, skip to Importing the Predefined Rule.

¢ Section 8.10.1, “Creating a Policy,” on page 126

¢ Section 8.10.2, “Importing the Predefined Rule,” on page 126

¢ Section 8.10.3, “How the Rule Works,” on page 127
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8.10.1 Creating a Policy

1 From the Outline view or the Policy Flow view, select a driver.

2 Select the Input or Output Transformation policy set in the Policy Set view, then click Create or
add a new policy to the Policy Set icon == to create a new policy.

3 Click Create a new policy, then click Next.
4 Name the policy.

5 Use the default location or browse and select another location to place the policy in the driver.

Create Policy

i

Specify the name of the new policy and the container where it will be
created.

Policy Mame:
Input Transformation

Policy Container:

Publisher LDAP.IDM Driver Set 2, IDMDESIGNTREE

[#]iopen the editor after creating the objeck.,

6 Select Open Editor after creating policy, then click Next.
7 Select DirXML Script for the type of policy, then click Finish.

A file conflict window appears with the message “Before editing this item you need
to save. Do you wish to save the editor’s changes and continue?” Click Yes.
The Policy Builder is launched and the new Input or Output Tra