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About This Guide

Introduction

The Identity Manager Driver 5.1 for PeopleSoft provides a solution for synchronizing data between
Novell® Identity Vault and PeopleSoft.

This guide provides an overview of the driver’s technology as well as configuration instructions.

» Chapter 1, “Introducing the Identity Manager Driver 5.1 for PeopleSoft,” on page 9
* Chapter 2, “Configuring Your PeopleSoft Environment,” on page 15

 Chapter 3, “Installing and Configuring the Driver,” on page 39

* Chapter 4, “Upgrading the PeopleSoft Driver,” on page 63

* Chapter 5, “Customizing the Driver,” on page 65

* Chapter 6, “Troubleshooting the Driver,” on page 83

Audience

This guide is intended for consultants, administrators, and IS personnel who need to install,
configure, and maintain the Identity Manager Driver 5.1 for PeopleSoft.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to Novell’s Feedback Web site (http://www.novell.com/documentation/
feedback.html) and enter your comments there.

Documentation Updates

For the most recent version of this document, see the Drivers Web site (http://www.novell.com/
documentation/idmdrivers/index.html).

Additional Documentation

For documentation on using Novell Identity Manager and the other drivers, see the Identity Manager
Documentation Web site (http://www.novell.com/documentation/idm).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items within a cross-reference path.

A trademark symbol (®, ™, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.


http://www.novell.com/documentation/feedback.html
http://www.novell.com/documentation/idmdrivers/index.html
http://www.novell.com/documentation/idm
http://www.novell.com/documentation/idm
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Introducing the Identity Manager
Driver 5.1 for PeopleSoft

PeopleSoft applications are some of the most popular Enterprise Resource Planning (ERP) systems
available. The Identity Manager Driver 5.1 for PeopleSoft enables you to create and manage
Novell® eDirectory™ objects using data you receive from a PeopleSoft application. It’s a powerful
solution to maintain, propagate, and transform your data.

This driver can integrate any PeopleSoft component with Identity Vault. Using Novell Identity
Manager technology, you can share and synchronize authoritative PeopleSoft data with other
enterprise applications, databases, or directories. As new records are added, modified, disabled, or
deactivated in PeopleSoft, tasks associated with these events can be processed automatically using
Identity Manager.

Because Identity Manager is a bidirectional data management solution, you can also synchronize
authoritative data from other systems to PeopleSoft components. This dynamic, business-specific
solution allows you to manage and integrate information however you desire.

This section contains the following topics:

 Section 1.1, “Changes in Terminology,” on page 9
» Section 1.2, “Driver Components,” on page 9

» Section 1.3, “Prerequisites,” on page 13

» Section 1.4, “Driver Features,” on page 13

» Section 1.5, “Identity Manager Features,” on page 14

1.1 Changes in Terminology

The following terms have changed from earlier releases:

Table 1-1 Changes in Terminology

Earlier Terms New Terms

DirXML® Identity Manager

DirXML Server Metadirectory server

DirXML engine Metadirectory engine

eDirectory Identity Vault (except when referring to eDirectory attributes or classes)

1.2 Driver Components

The driver includes the following components:

¢ Driver shim

Introducing the Identity Manager Driver 5.1 for PeopleSoft
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The driver shim (psoftshim. jar) enables communication between PeopleSoft and Identity
Vault. It bidirectionally reports object change events and applies object modification
commands between these systems.

* Driver Configuration

PeopleSoft50.xml is a driver configuration that is imported using Novell iManager. It
contains configuration parameters and policies that enable Identity Manager to handle the
synchronization and data object manipulation between PeopleSoft and eDirectory.

This file is not intended for use in a production environment. It acts as a template that contains
most of the common synchronization tasks performed in typical integration scenarios. You
should configure your policies based on your own business processes and integration points.
For more information, refer to Chapter 3, “Installing and Configuring the Driver,” on page 39
and Section 5.3, “Customizing the Driver by Modifying Driver Policies,” on page 70.

* PeopleSoft Service Agent

The PeopleSoft Service Agent (PSA) is a collection of PeopleSoft application objects
developed for use with the driver shim and default driver configuration. Because all of the
objects (fields, records, pages, components, component interfaces) are specifically named with
a DirXML identifier, the PSA can be deployed onto a PeopleSoft application server without
affecting existing PeopleSoft applications and objects.

The various pieces of the PSA provide examples of how data can be integrated between
Identity Vault and PeopleSoft. Examples of PSA uses include the following:

* Implementation of an intermediate staging table. The synchronization between the Novell-
provided sample Personnel Application and the staging table shows the best practices of
PeopleSoft internal application integration using PeopleCode Component Interfaces.

+ Integration can be accomplished directly to the sample Personnel Application by simply
changing the driver's configuration.

* PeopleCode is provided to show how database events on the sample Personnel
Application can be reported to the driver shim via the transaction record interface required
by the driver shim.

* PeopleCode is provided to show how to implement a Delete method on a Component
Interface.

As with the driver configuration, the PSA is not intended for use in a production environment.
It acts as a template that contains most of the common synchronization tasks needed in typical
integration scenarios. You should configure your policies based on your own business
processes and integration points. For more information, refer to Section 2.2, “Using the
PeopleSoft Service Agent,” on page 16.

1.2.1 How the Driver Works

The following section describes the basic functions of the driver. It uses the Remote Loader
configuration as an example; however, it does not require the use of the Remote Loader. For more
information, refer to Chapter 3, “Installing and Configuring the Driver,” on page 39.

Identity Manager Driver for PeopleSoft Implementation Guide



The Publisher Channel

Figure 1-1 The Publisher Channel
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The Publisher channel synchronizes data from PeopleSoft to Identity Vault. As events occur within
PeopleSoft, transactions are placed into a transaction table. These transactions are usually written to
the table through PeopleCode (you can use other methods such as Batch SQL, COBOL, SQR, and
so forth.) Component Interface (CI) objects enable the driver to access transactions within the
PeopleSoft system, and to query for relevant data associated with an individual transaction type.
These CI objects are included as part of the PeopleSoft Service Agent (PSA).

The driver accesses the PeopleSoft environment by connecting through the Component Interface at
the Application Server level. The driver periodically requests transactions that are waiting to be
processed by driver subtype (such as Employee, Student, or Customer.) It processes only those
transactions that have an available status and a transaction date and time less than or equal to the
current date and time.

The driver then constructs an XML document from the data it retrieves and passes it to the
Metadirectory engine for processing. When the Metadirectory engine finishes processing the
transaction, the driver updates the transaction with the status and any applicable messages in the
transaction table inside of PeopleSoft. When events occur within Identity Vault, the driver connects
to the appropriate CI and updates the PeopleSoft staging table accordingly. You can also configure
the Driver to poll the Application server for event changes.

Introducing the Identity Manager Driver 5.1 for PeopleSoft
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The Subscriber Channel

Figure 1-2 The Subscriber Channel
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The Subscriber channel synchronizes data from other applications via Identity Vault to PeopleSoft.

As events occur within eDirectory, the driver receives an XML document from the Metadirectory
engine and updates PeopleSoft. By configuring the filter on the Subscriber channel, you can specify
what data you want updated in PeopleSoft. The driver uses the Schema CI and updates a staging
table inside the PeopleSoft environment.

If you want to move the data from the staging table into PeopleSoft, you can create and apply the
necessary PeopleCode to handle this transaction. (All PeopleSoft objects that can interact with the
transaction table, application data, as well as the CI, are delivered with the sample project.)

1.2.2 Configuring Your PeopleSoft Environment

You must configure your PeopleSoft application to:

» Trap events that occur within PeopleSoft and place transactions into a transaction table.

» Expose the transactions and any other desired data to the driver.

For detailed instructions regarding how to configure these processes, refer to Chapter 2,
“Configuring Your PeopleSoft Environment,” on page 15.

1.2.3 Configuring Your Identity Manager System

The driver interacts with PeopleSoft at the PeopleTools level by using Component Interface (CI)
technology. By using existing CI definitions within the PeopleSoft modules, along with a collection
of the driver's preconfigured CI objects, you can do the following:

* Create eDirectory objects as new data is synchronized from PeopleSoft.

» Synchronize data bidirectionally between a PeopleSoft application and Identity Vault.

Identity Manager Driver for PeopleSoft Implementation Guide



Enable bidirectional object Create and Delete events.

Transform eDirectory events (such as Delete, Rename, or Move events) into different events in
PeopleSoft.

Maintain publication authority over data.

Establish Group, Role, or other relationships in Identity Vault based on relationships defined
within the PeopleSoft application.

Provide notifications based on various events or required approval processes.
Adhere to enterprise business processes and policies.

Share data with other systems involved in your enterprise provisioning solution.

For more information on configuring your Identity Manager system, refer to Chapter 5,
“Customizing the Driver,” on page 65.

1.3 Prerequisites

a
a

a

Q

Novell Identity Manager 2.0.1 or later.

PeopleSoft Application Server with PeopleTools version 8.17 or later, 8.20 or later, or 8.41 or
later.

The appropriate version of the PeopleTools psjoa.jar client to match the PeopleTools version of
the target PeopleSoft Application Server.

A jar file containing the compiled Java* Component Interface APIs for the desired integration
component. For the default PSA components, the file containing the interfaces is named
dirkmlcomps.jar. For more information on creating Component Interface APIs, refer to Chapter
5, “Customizing the Driver,” on page 65.

1.4 Driver Features

The driver contains many features designed to make it easy to deploy in customer environments.
These features include:

A PeopleSoft Service Agent (PSA) that provides sample integration components and objects
using the best practices of PeopleSoft integration.

The PSA components support Subscriber channel Add and Delete commands. This enables full
bidirectional driver functionality.

The PSA includes utilities for managing the transaction record database. This allows easier
archive, delete, reset, etc. of transactions.

The driver shim is written in Java. This allows the driver to be deployed on any supported
PeopleTools platform.

The driver shim can be either a Local or Remote Loader driver.
The driver can handle queries using any Level-0 fields as search criteria.

The driver uses a default “explicit” search value criterion. The driver supports a “starts with”
search value matching option if the search value is contained within single quotes (such as
‘P00000’).

The driver can coexist with prior releases in PeopleTools 8.1x, 8.2x, and 8.4x environments, so
it provides the benefit of parallel testing. After you have implemented this version of the driver

Introducing the Identity Manager Driver 5.1 for PeopleSoft
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in production, you can delete all older objects within PeopleSoft that are attached to previous
versions of the driver.

The driver delivers XSLT templates to facilitate upgrades in 4.0.x driver deployments.

The architecture and driver configuration enable you to quickly implement the driver into your
testing environment. After you have configured and tested the driver in your lab environment, you
can then customize the implementation to meet your business needs, work with your application
data, and then move it into production.

As is the case with any implementation, when the level of complexity in your business processes
increases, so does the amount of time and effort required to implement your solution. For highly
complex implementations, you might need to obtain external consulting assistance.

1.5 lIdentity Manager Features

Identity Manager includes new features. For more information, refer to the “What's New in Identity
Manager?” in the Identity Manager 3.0.1 Installation Guide.

14  Identity Manager Driver for PeopleSoft Implementation Guide



Configuring Your PeopleSoft
Environment

This section discusses installing the PeopleSoft driver, how the PeopleSoft Service Agent (PSA)
works and how to configure your PeopleSoft environment.

» Section 2.1, “Importing the PeopleSoft Driver,” on page 15

» Section 2.2, “Using the PeopleSoft Service Agent,” on page 16

» Section 2.3, “Installing the PSA Sample Project,” on page 18

» Section 2.4, “Component Interfaces,” on page 25

2.1 Importing the PeopleSoft Driver

This section talks briefly about importing the PeopleSoft driver through Designer and iManager
utilities.

2.1.1 Importing the Driver Configuration File in Designer

Designer allows you to import the basic driver configuration file for PeopleSoft. This file creates
and configures the objects and policies needed to make the driver work properly. The following
instructions explain how to create the driver and import the driver’s configuration.

There are many different ways of importing the driver configuration file. This procedure only
documents one way.

1 Open a project in Designer and in the modeler, right-click on the Driver Set object and select
Add Connected Application.

N

From the drop-down list, select PeopleSoft50.xml, then click Run.

w

Click Yes, in the Perform Prompt Validation window. It has you fill in all of the fields to
correctly configure the PeopleSoft driver.

Configure the driver by filling in the fields. Specify information specific to your environment.
After specifying parameters, click OK to import the driver.

After the driver is imported, customize and test the driver.

N o g b

Once the driver is fully tested, deploy the driver into the Identity Vault. See “Deploying a
Driver to an Identity Vault” in the Designer for Identity Manager 3: Help.

2.1.2 Importing the Driver Configuration in iManager

The Create Driver Wizard in iManager helps you import the basic driver configuration file for
PeopleSoft. This file creates and configures the objects and policies needed to make the driver work
properly. The following instructions explain how to create the driver and import the driver’s
configuration.

1 In Novell® iManager, click Identity Manager Utilities > Import Drivers.

Configuring Your PeopleSoft Environment
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2 Select a driver set, then click Next.

If you place this driver in a new driver set, you must specify a driver set name, context, and
associated server.

3 Select PeopleSoft--Release 5.0.1 for PeopleTools 8, and then click Next.
Configure the driver by filling in the fields. Specify information specific to your environment.
5 After specifying parameters, click OK to import the driver.

When the import is finished, you can define security equivalences and exclude administrative
roles from replication.

The driver object must be granted sufficient eDirectory™ rights to any object it reads or write
to. You can do this by granting Security Equivalence to the driver object. Normally, the driver
should be given security equal to Admin.

6 Identify all objects that represent administrative roles and exclude them from replication.

Exclude the security-equivalence object (for example, DriversUser) that you specified in Step
2. If you delete the security-equivalence object, you have removed the rights from the driver.
Therefore, the driver can’t make changes to Identity Manager.

7 Review the driver objects in the Summary page, then click Finish.

Keep in mind that installing the driver software lets you get the driver up and running, but it does not
install the product license. Without the license and activation, the driver will not run after 90 days.
For more information, refer to “Activating Novell Identity Manager Products” in the /dentity
Manager 3.0.1 Installation Guide.

2.2 Using the PeopleSoft Service Agent

The PeopleSoft Server Agent (PSA) is a set of PeopleTools objects and code that enables you to
define the integration between PeopleSoft applications and Novell® Identity Vault. It includes all of
the components for a sample Personnel application, a staging table for moving data between the
Sample application and the driver, a Transaction record interface for recording data events of
interest to the driver, and utilities for managing the Transaction record interface. Using the sample
data and code in the PSA, you can quickly model and implement an Identity Manager solution that
is not intrusive to the existing functions and applications on your PeopleSoft system.

In this section, you find installation and configuration information for the two main PSA
components: “The Component Interface Infrastructure for Identity Manager” on page 17 and “The
Sample Application” on page 17.

This version of the PSA works with any PeopleSoft database on the required release level of
PeopleTools. Before you can install the PSA, you need access to a PeopleSoft user ID and password
with Administrator or appropriate developer rights. You can create a unique user ID and password
for implementing these objects.

NOTE: The PSA contains SQLExec statements in the PeopleCode for the various Table and View
records. There is no guarantee that all of these statements are compatible with the underlying
database software. If you encounter problems, refer to Chapter 6, “Troubleshooting the Driver,” on
page 83 for specific issues and consult with your DBMS/PeopleSoft Database administrator for
additional assistance.

Identity Manager Driver for PeopleSoft Implementation Guide



2.2.1 The Component Interface Infrastructure for Identity
Manager

Figure 2-1 The DirXML* Component Interface
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You can use the Component Interface infrastructure and PeopleCode function calls to specify the
type and content of Transaction records that are generated in relation to PeopleSoft Component
events. You can also decide if the driver processes events and how they are processed. For example,
a new row event generated by the sample application generates a slightly different event than a new
row event generated by the driver's Subscriber channel.

For more information, refer to “Configuring PeopleCode to Trigger Transactions” on page 29.

2.2.2 The Sample Application

The PSA project has sample Personnel Applications that you can install on your PeopleSoft 8.1x,
8.2x, or 8.4x systems for configuration and testing purposes.

Depending on your business requirements, you should configure internal processes to trigger events
into transaction tables, synchronize with other PeopleSoft tables, etc. either by replicating the
provided PeopleCode or by merging the components within your PeopleSoft environment. When
synchronizing data internally between application tables, you should always try to use the tools that
provide the highest degree of data integrity checking. (For example, the Staging CI to Application
CI synchronization in the PSA utilizes the PeopleCode CI interface to ensure proper syntax,
translate table usage, related fields, etc. as it has been defined on the Application record.) For more
information, refer to “Understanding the Architecture of the PSA Sample Project” on page 20.

Configuring Your PeopleSoft Environment
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2.3 Installing the PSA Sample Project

Complete the following tasks to install the sample project for testing and configuration purposes:

» Section 2.3.1, “Installing the PSA Files,” on page 18

» Section 2.3.2, “Importing the PSA Project into the PeopleSoft Database,” on page 18

» Section 2.3.3, “Building Project Record Definitions,” on page 19

» Section 2.3.4, “Applying Security to the PSA,” on page 19

» Section 2.3.5, “Understanding the Architecture of the PSA Sample Project,” on page 20
» Section 2.3.6, “Testing Sample PeopleSoft Applications,” on page 22

2.3.1 Installing the PSA Files

If you did not install the PSA during the initial driver installation, locate the product CD or
download, go to the PeopleSoft application server, and run install.exe. You should see the following
PSA files on your target server:

« DIRXML PSA50 TOOLS81.exe

« DIRXML PSA50 TOOLS84.exe
These files are self-extracting zip files that contain the PSA project folder and files for the respective
8.1x and 8.4x versions of PeopleTools. Extract the appropriate file onto the file system of your

PeopleSoft Application Designer host (c: \psa). Use the DIRXML PSA50 TOOLS81.EXE file
for 8.2x PeopleTools deployments.

To ensure that the PSA can be imported into the PeopleSoft Application server, make sure that the
PSA files have write access enabled. For example, in Windows*, you should turn off read-only file
properties.

2.3.2 Importing the PSA Project into the PeopleSoft Database

After the PSA files have been installed in an accessible file system location, they must be imported
into the PeopleSoft Database via the PeopleSoft Application Designer tool.

For PeopleSoft 8.1x and 8.2x

1 Connect to the PeopleSoft database as administrator in two tier mode.

2 In the Application Designer, select File > Copy Project From File.

3 Click Browse, then select the PSA project directory: c: \psa\psa-psa8.
4 Click Open.

5 With all object types selected, click Copy to copy all project components into the PeopleSoft
database.

For PeopleSoft 8.4x

1 Connect to the PeopleSoft database as administrator in two tier mode.
2 In the Application Designer, select Tools > Copy Files> From File.
3 Click Browse and select the PSA project directory: c: \psa\DIRXML PSA50 TOOLS84.
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4 Click Open.
5 With all object types selected, click Copy to copy all project components into the PeopleSoft

database.

2.3.3 Building Project Record Definitions

After you have imported the project into the PeopleSoft database, you should build project record
definitions and project views.

1

Log in to PeopleSoft Application Designer using an administrator username that has
administrative and development rights.

2 In the Application Designer, select Build > Project.

From Build Options, click Create Tables and Execute SOL Now. After project tables are
created, click Close to close the Build Progress window.

Click Build to create sample project tables.

You must create project tables before creating the views. Views are created using information
from table fields.

In the Application Designer, select Build > Project.

6 In Build Options, click Create Views and Execute SQL Now.

Click Build to create the sample project views. After views are created, click Close to close the
Build Progress window.

2.3.4 Applying Security to the PSA

In order for the driver to access PeopleSoft transaction tables, you need to apply security to the PSA.
You accomplish this by creating the DirXML Administrator role and then assigning it to the
administrative user. You can assign the role to an existing account or create a new account
specifically for PSA security.

For PeopleSoft 8.1x and 8.2x

O O~ ODN -

~

In the Application Designer, click Go > Peoplelools > Maintain Security.
Click Use > Roles > General > Add.

In the Add Role field, type DirXML Administration, then click OK.
In the Description field, type DirXML Administration.

Click the Permission Lists tab, then click the drop-down arrow.

For the Permission List value, type DIRXML, then click OK.

The Description field populates automatically.

Click Save.

8 Click Use > User Profiles > General > Update/Display.

1"
12

Type your administrative user username as the User ID, then click OK.
Click the Roles tab, then click in the last row to add data.
Add the DirXML Administration 4 role to this user, then click Save.

Close and restart the PeopleSoft clients and applications.
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For PeopleSoft 8.4

0 N O g A WON -

10
1"

Log in to the PeopleSoft portal.

Click PeopleTools > Security > Permissions & Roles > Roles.

Click Add a New Value, then specify a role name (for example, DirXML Administrator).
Type a description for the role.

(Optional) Type a long description for the role.

Click the Permissions List tab.

Search for and select the DirXML® permissions list, then click Save.

Assign DirXML Administrator role to your administrative user by clicking PeopleTools >
Security > User Profiles > User Profiles.

Click Search to locate the User Profile that you want to add the DirXML Administrator role to,
then click the User ID.

Click the Roles tab, then click one of the “+” buttons to add a new role.

Search and select the role, click DirXML Administrator to add it, then click Save.

2.3.5 Understanding the Architecture of the PSA Sample
Project

The PSA Sample project is intended to provide recommended PeopleSoft integration scenarios
through the use of very comprehensive direction and examples. The various elements of the PSA are
completely independent of any existing PeopleSoft application software, so there is no risk of data
table corruption, extension, or modification.

The objects of the PSA include:

Field definitions

Record definitions

Page definitions

Component definitions
Component Interface definitions
Menu definitions

SQL code

All of these objects are named with a prefix of DIRXML _so that they cannot be confused with
existing objects.

Sample Application

This application is intended to simulate the data and functions of an HR or other type of Person
provisioning application. The base Record definitions for the application are:

DIRXML S PERS: Provides basic HR field data

+ DIRXML S DEPT: Sample Department codes table
+ DIRXML S PHONES: Phone Numbers table
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The data is accessed using the DIRXML ADMINISTRATOR menu options. The menu provides
access to a DirXML Sample People component and a DirXML Sample Department component.
These applications simulate the standard methods for adding and updating Department and Person
data into the PeopleSoft database. The driver default configuration does not directly access any of
these tables or components. Additionally, the data provided by this application is not passed directly
to the driver from these components. The actual transfer of data takes place through staging table
components.

Staging Table

The staging table interface is designed to insulate the PeopleSoft Application data from direct
manipulation by the driver. This allows an interface to be designed to:

» Combine access to the data from multiple data tables and applications through a single
interface.

* Prevent the driver from viewing or modifying sensitive application data.

* Provide storage for external data that does not easily fit into standard PeopleSoft applications.

The Record definition that represents all of the data that can be published or subscribed by the driver
is called DIRXML STAGEO1. This record aggregates most of the data fields from the three
Application data records into a single access point. There are also additional fields not in the
Application records that are used to contain references to the synchronized eDirectory objects.

For PeopleSoft users, the data in the staging table can be accessed via the DirXML Schema 01
component of the DIRXML ADMINISTRATOR menu. The driver accesses the data via the
DIRXML SCHEMAO1 Component Interface.

Transaction Table

Every time a modification is made to the Application Data Records, transaction records are placed in
the DIRXML_ TRANSOI1 table. The PSA places identifiers indicating the key of the data row being
modified, the time of the event, the type of event, and various other pieces of transaction related
data. Any change made to a data row via the DIRXML ADMINISTRATOR application interfaces
is recorded with an NPSDriver1P identifier that shows the data is being published by a PeopleSoft
administrator. Changes made via the Component Interface API are recorded with an NPSDriverlS
identifier that shows the data was subscribed into the application tables programmatically.

In addition to providing an audit trail of database modifications, the transaction table is utilized by
the driver to facilitate Publisher channel activities. The driver polls the transaction table for records
in the Available state, reads the related application data record, and processes the data through the
Publisher channel. The transaction records are then updated with the processing status.

In addition to the transaction tables and interfaces, the PSA includes utilities to monitor, maintain,
archive, and remove transaction records.

PSA Best Practices

Data moves between the various PeopleSoft Components and tables through PeopleCode. Each of
the application data records in the PSA contains PeopleCode that performs the basic functions of
moving data between the Staging table and Application tables, ensuring the integrity of the data and
data transfers, and generating Transaction table records at the appropriate time and with the
appropriate data. PeopleCode is very powerful and is capable of performing a wide variety of tasks,
some of which are potentially destructive to your data.
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IMPORTANT: Only personnel who have completed PeopleTools and PeopleCode training should
modify the elements of the PSA.

These guidelines might prove helpful when implementing changes to the PSA.

Whenever possible, always provide a Component Interface to affected data tables. In the PSA,
the DIRXML S PERS data rows are created and updated with PeopleCode via the
DIRXML TST PERS Component Interface. The Component Interface guarantees the
integrity of the data as defined by the designer of the application. It ensures valid Translate
values, proper data format, required fields are present. Most importantly, the Component
Interface can restrict the data fields that can be accessed on a particular record or record set.
This is a very important aspect of data security.

The DIRXML SCHEMAOI Component Interface has been extended with a Delete method
that enables removal of data schema records via the driver’s Subscriber channel. Use of this
functionality is not required. The method can be removed from the CI or the driver can be
configured to not use it.

Make sure that the staging table record contains the same required fields that exist on the target
Application records. This helps ensure successful record data synchronization.

It is important to generate transactions whenever the application data table records are created
or updated, even if the changes are made by the driver. Although data loopback can occur, the
generation process ensures that Translate table values and related field values generated by the
changes are properly synchronized.

If you are using SQLExec() statements to update tables or create records, use great care to
ensure that you are not violating the logic and rules of the applications overlying the tables.
SQL is the easiest and most powerful, and therefore most destructive, method for updating
data.

Do not generate Transaction records until after you have successfully updated the application
tables.

If desired, it is possible to completely bypass the staging table interface in your synchronization
scenario. The driver can be directed to interact with any Component Interface. Make sure that
the PeopleCode generating the transaction records is updated to specify the new Application
data CI and is triggered appropriately. Also ensure that the same CI methods are implemented
and enabled.

The driver is delivered with a Java archive (JAR) file that contains the compiled Java interfaces
for all of the Component Interfaces defined in the PSA. If the driver is to be configured to use
different application Cls, it is necessary to build and JAR those interfaces. For more
information, refer to Chapter 3, “Installing and Configuring the Driver,” on page 39.

Test everything thoroughly.

2.3.6 Testing Sample PeopleSoft Applications

You can test to ensure that transactions are created by entering a new person using the PeopleSoft
Identity Manager sample application. This example uses Departments, so you need to create a
sample department and then add a person (assigning him or her to that department) to validate that

the application works. The following information explains how to test your sample applications.
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For PeopleSoft 8.1x and 8.2x

In the Application Designer, select Go > DirXML Administrator.

In the DirXML Administrator menu, select Use > DirXML Sample Department.

Click an empty Department field row to add sample department and description values.
Click Save to add the Department.

From the DirXML Administrator menu, select Use > DirXML Sample People > Add.

O G A WODN -

Type data into the various fields for the new person, then click Save.

Asterisks represent required fields.

7 Verify that an ADD transaction was created by selecting Use > DirXML Transaction 01.
8 Click the Search button.

9 Verify that the transaction was created and select the transaction.

DirXML Administrator - Use - DirXML Transaction 01 10l =|

File Edit Yiew Go Favorites Use Help

gle(x| aaE| &6 5= Sl=] 2] *lv]s]|

Dirxml Transaction 01 |

| v

SubType: MPSDriver1 P Field Mame:
Instance: 35 Ewent: m Field Key:
Schema: DIRXML_SCHEMADT

Azsoc D FOO0004

Transaction Status————————————————

@ il - i Action Date/Time:  2004-11-04-14.04.10.000000
" InProcess " Emor

" Success  Cancelled Status Date/Time:  11/04/2004 2:0410.000000PM
Reset Date/Time: [11/0472004 2:04:10.000000PM

Comment:

Transaction ¥ alue:

|PO000D3S mith] -
4| | _’I_I

[ Dl Tramsaction 01 [PST  |Update/Display v

10 Click Use > DirXML Schema 01 > DirXML Schema0lA.
11 Verify the Schema data on the first tab (Schema 01 A).
12 Verity that you can update the fields on the second tab (DirXML Schema 01 B).
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13 Click Use > DirXML Trans by Associations and verify that you can view the data.

DirXML Administrator - Use - DirXML Trans by Associations
File Edit Yiew Go Favorites Use Help

=10l x|

Bla|x| mle| SlE @lel] *lelvalz ]|

Dirxml Trans by Assoc ID |

Azsoc D FOO0004
| [rate/Time |Event Statuzs |Instance |Driver SubType =
1 [11/04/2004 204 10.000000PM | ADD ‘Awailable 35 ‘NPSDriverP
| | _’I_I
| |Dirxm| Trans by Assoc IC |PST |Update,|’DispIay v

14 Click Use > DirXML Driver Defaults and verify that you can view the sequence of

transactions.

15 Verify that other Transaction table applications work by clicking Use > DirXML Transaction

02 (03, 04, etc.), and DirXML Trans Maintenance.

You can create additional transaction tables (Transaction 05, Transaction 06, and so forth.) The

delivered sample application is configured to use only Transaction01.

For PeopleSoft 8.4x

1 Log in to the PeopleSoft portal.

2 Click DirXML Administrator from the left menu.

If the DirXML Administrator menu doesn’t appear, you should delete the Application Server

cache and reboot the Application Server.
3 Click DirXML Sample Department.

-

Search

I @ i Dirzml Sample Department

ﬁ\-‘ Home

[ My Favarites
= DirshL Administrator
- DirsML Transaction 01

P Tree Manager

I Reporting Tools

I» PeopleToals

- Chanie hiy Password
= iy Personalizations
= My System Profile

B save)  [EdNoity
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4 Specify a sample department, then click Save.
5 Click DirXML Sample People.

6 Enter values for a sample user, then click Save and verify that the user's data appears in the
Transaction01 table. You do this by searching in the DirXML Transaction01 application.

7 Verify that other delivered applications work by selecting them from the DirXML
Administrator menu.

2.4 Component Interfaces

» Section 2.4.1, “Accessing Transactions and Data through Component Interfaces,” on page 25
» Section 2.4.2, “Configuring the Transaction Record SQL Date/Time Format,” on page 28
*» Section 2.4.3, “Configuring PeopleCode to Trigger Transactions,” on page 29

» Section 2.4.4, “Testing Component Interfaces,” on page 30

2.41 Accessing Transactions and Data through Component
Interfaces

The driver accesses transactions waiting to be processed from the transaction table via the
Component Interface (CI) object that is defined within PeopleTools. Each Component Interface
maps to a particular component. Components are built in order to access transaction tables and
“schema” application object data. Schema objects represent all the necessary fields and methods that
need to be exposed for data synchronization to the driver. These objects also enable the driver to
update PeopleSoft data.

Each driver uses only one Transaction CI to access transactions. Every transaction is assigned to one
default Schema CI. In the driver’s parameters, you must specify the Transaction CI object name as
defined in PeopleSoft. This CI object maps to a predefined component that enables the driver to
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access transactions from one transaction table. The following represents the CI for a transaction
table:

Figure 2-2 Transaction Table C1
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E{QRecords ] & DIR%ML_PROCESSED DIRXML_TR&NSOT  DIRXML_PROC... Y
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----- & DIRKML_STATUS DIRML_TRANST!  DIRXML_STATUS
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----- & DIRXML_DESCR DIRML_TRANSO1  DIRXML_DESCR
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----- & DIRXML_CURRDTTM DIRXML_TR&NSO... DIRXML_CURR... ¥
METHODS
----- & Cancel
..... & Find
i Q@:Develnpmem g g:i'e
Mo ermors found. -
End Component Interface validation j
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In addition to the Transaction CI name, the driver configuration contains a parameter that can
specify a particular subset of the transactions that are available for processing. This allows a single
Transaction CI to interface with multiple drivers, which may be synchronizing different sets of
object data or different object types. This subset identifier is maintained in the DIRXML DRIVER
field of the Transaction CI.
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The following figure represents the CI for a Schema Component:

Figure 2-3 Schema Component
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The PeopleSoft developer can specify these values when configuring the PeopleCode function calls
to trigger a transaction online, or when creating transactions via a batch process. The PSA provides
PeopleCode function DirXML_Trans and is responsible for generating transaction events. The PSA
contains several function calls which you may use to guide customization.

The PeopleCode DirXML _Trans schema calls should always be placed in the SavePostChange
PeopleCode on the record definitions. This ensures that the data is committed prior to the transaction
being generated.

Changes to Field Names in PeopleSoft 8.41 and 8.2

With new releases of PeopleTools, changes are made to the policies regarding field names. With
PeopleTools 8.41 and 8.2, there were two significant changes:

» Spaces are no longer allowed in Component Interface field names.

* There are now case sensitivity issues in the Component Interface API. Field names and field
name values no longer align because of case-sensitive sorting. For example, a field named CN
is sorted prior to a field named City. Trying to access the value of City returns the value for CN.
The default schema of the Component Interfaces used by the driver now uses naming
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conventions that eliminate this unusual sorting error. This issue is particularly important for any
field name modifications or additions customized for a prior implementation of the driver.

Other issues have also been reported, such as attribute values are not matched to the attribute

names.

» Use the standard ALL-CAPS format to avoid any field name issues.

2.4.2 Configuring the Transaction Record SQL Date/Time

Format

The proper functioning of the driver depends on the Date/Time strings in the Transaction View
record to determine processing availability and relative event order of Transaction data rows. The
Date/Time fields in the Transaction data rows are converted to formatted strings in the Transaction
Views using the PeopleCode Meta-SQL%DateTimeOut() function. The following image shows the
default SQL View code for the DIRXML TRANSO1V record:

Figure 2-4 SQL View of Code for the DirXML TRANSO1V Record
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Unfortunately, the format of the strings presented by %DateTimeOut() might differ depending on
the underlying DBMS software. To make sure a date and time string is generated in a consistently

increasing lexicographic format, the following format is recommended:

» The date should be presented first in YYYY-MM-DD format.
* The time should be presented in 24-hour form with HH: MM:SS format (Additional information

concatenated to this string, such as <milliseconds> is acceptable)

» These two strings should be placed together in “date-time” format.
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The characters used to delimit the numerical values are not important as long as they are consistent.
Examples of a well-formed, lexicographically ordered format are:

2004-08-26-14.44.33.000000 (ODBC Canonical style 121)
or
2004/08/26-14:44:33 (Generic)

The fields used by the driver are DIRXML DTTM ST and DIRXML CURRDTTM _ST. These
fields represent the Date/Time that the Transaction data row was created and the current processing
Date/Time of the transaction.

If you are using a driver trace level of 2 or above, the driver traces the CurrDate and ActionDate of
each Transaction row that it processes. If the format shown does not match the criteria specified, edit
the SQL of the desired Transaction View record to perform the appropriate conversions on these
fields. Make sure that you use the Build > Create Views option after making any modifications to the
SQL definition of the View Record.

NOTE: Because the configuration of the Date and Time format varies depending on the DBMS
being utilized, changing this format should be done by the DBMS/PeopleSoft Database
Administrator or other qualified personnel.

2.4.3 Configuring PeopleCode to Trigger Transactions

The PSA contains a number of PeopleTools objects that enable PeopleSoft to trap events into a
transaction table. The driver then accesses the transaction tables through Component Interface
objects. The driver periodically requests transactions that need to be processed based on their driver
subtypes. It processes only those transactions that have a transaction date or time less than or equal
to the current date or time value, along with an available status. Also, the driver processes
transactions one at a time from the transaction table before getting a new transaction.

The driver then constructs an XML document from the data it retrieved and passes this to the
Metadirectory engine for processing. It updates the transaction status and any applicable messages
on the transaction table inside of PeopleSoft after processing is completed by the Metadirectory
engine. When events occur within eDirectory, the driver connects to the appropriate CI and updates
the PeopleSoft staging table as appropriate.

You trigger transactions using PeopleCode within the PeopleSoft application. This document
assumes that you know how to write PeopleCode. If you need further assistance, refer to PeopleSoft
documentation for more information.

The driver requires a Transaction CI and a Schema CI to process transactions. For more information
on calling the PeopleSoft function that creates transaction records, please refer to “Customizing the
PSA by Triggering Transactions” on page 65.

Transaction Component

The Transaction Component interface enables the driver to request transactions by driver subtype,
date and time, and event type. The driver requests a single transaction for processing and obtains the
object ID for the record being processed.

When the driver selects the first transaction to process, it sets the status of the transaction to In
Process. The driver then retrieves the Event Name (DIRXML EVENT), which it uses to create an
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Add, Modify, or Delete XML document. The driver uses the Schema ID (DIRXML SCHEMA) and
the Associate ID (DIRXML_ASSOC_ID) values to access the appropriate CI Schema and
appropriate record information associated with the object.

After the transaction has been processed by the Metadirectory engine, the driver updates the status
of the transaction (DIRXML_STATUS) and updates the Comment field (DIRXML DESCR) if an
error or warning message is applicable.

Figure 2-5 DirXML Transaction01
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Schema Component

The Schema Component interface lets the driver retrieve data for a particular record and update the
PeopleSoft staging table for that record. After the driver retrieves the Association ID
(DIRXML_ASSOC _ID) and Schema name (DIRXML SCHEMA), it accesses the appropriate
Schema object.

The driver also uses Schema CI as a Class identifier for object type matching. When the driver
accesses the Schema ClI, it uses the value it received in the Association ID (DIRXML ASSOC ID)
as the key value to retrieve the data from the PeopleSoft environment. It also uses this CI to update
PeopleSoft records.

For example, assume you want to process transactions for an employee with the

DIRXML ASSOC ID field (key) value = PO00001. The driver accesses the Schema CI with a key
value of PO00001. It retrieves all of the configured component elements that have been defined for
that employee. The driver then converts the data collection into XML documents to be consumed by
the Metadirectory engine. If there is a write-back command processed, or when data is written on the
Subscriber channel, the driver uses this CI to update the staging table with the appropriate
information into PeopleSoft for this particular employee.

2.4.4 Testing Component Interfaces

The Component Tester program (CITester.class) is included as part of the driver package.
The program validates the proper installation, configuration, and revision of the PeopleSoft
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PeopleTools client software on the computer hosting the Identity Manager Driver for PeopleSoft.
The program also validates a selected Transaction CI and Schema CI. Therefore, successful
operation of ClTester helps ensure the proper client functionality for the driver.

The ClITester completes the following checks during four phases:

* Phase I: Ensures that a PeopleSoft client session can be created.

» Phase II: Ensures that connection and authentication parameters to the PeopleSoft Application
Server are correct.

Phase III: Verifies that the Transaction CI required fields and keys are present.
* Phase I'V: Verifies that the Schema CI required fields and keys are present.
*If you are not using the default Schema CI, it is necessary to build the APIs for the desired CI. See

Section 5.2, “Changing the Driver by Changing the Data Schema Component Interface,” on page 67
for information on building custom CI API JAR files.

There might be variations of the error message data depending on the PeopleTools release. The
ClTester program runs all platforms supporting Java 1.3.1 or later and uses the Java PeopleSoft
Component Interface (PSJOA . jar) package from the PeopleTools distribution.

Important Considerations

When running this test you must either:

* Set the CLASSPATH environment variable to include the path of the CITester.class,
psjoa.jar and dirxmlcomps.jar files. If a custom CI API JAR files is required,
include it in CLASSPATH.

* Set the -classpath option on the Java command line to include the CITester.class,
psjoa.jar and dixmlcomps. jar files and any required custom CI API JAR files.

It is also important to note that the java . exe for JRE/JDK version 1.3.1 or later must be installed
and accessible via the PATH environment variable or be explicitly called out from the java command
line.

How Do | Run the Test?

From a command shell, execute the CITester.class test file. A sample CITester.bat file
is provided as a reference that indicates the correct syntax and class files required to execute the test
and the driver. To accept the test’s default values, press Enter. In Phase I1, you are required to enter a
value for the Application Server Name.

The test writes output to the screen and to CITesterOutput. txt. The output file is written to
the location where CITester.class resides.

Phase I: Creating a PeopleSoft Client Session

If the test program establishes a session with the PeopleSoft client, you will see the following
message:

** PeopleSoft client session established successfully.
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Phase | Errors

You might encounter the following errors during the test. Suggestions for resolving errors are
provided below.

Table 2-1 Phase I Errors and Solutions

Error Message Solution

Exception in thread "main" You must add a path to the 8.1x or 8.4x
java.lang.NoClassDefFoundError: psjoa.jar file to the environment CLASSPATH
psft/pt8/util/PSProperties. variable or set the path to the psjoa.jar file in

the java command line.

This error also occurs if an invalid version of the
JVM (JRE/JDK) is being used. Refer to the
Important Considerations at the beginning of this
section for more information.

Phase II: Authenticating to the PeopleSoft Client
1 Specify the Application Server Name or IP address. Forward slashes are required when
entering the Application Server Name (for example, //255.255.255.255).
2 Specify the Application Server “Jolt” Port Number.
3 Specify the PeopleSoft UserID
4 Specify the PeopleSoft UserID Password.

NOTE: The PeopleSoft UserID needs authorization to perform whatever action it is configured to
do during Create, Modify, and Delete transactions. You can use a dedicated PeopleSoft OprID or a
dedicated Operator ID with no Role assignment. Although the default authorization can run any
transaction, you need to:

e Determine the driver’s functions. What transactions does it need to run?

* Choose a security model that allows the driver to perform its functions and no more.

If the test program verifies the connection and authentication parameters, you see the following
message indicating success:

** The Connection and Authentication Parameters are verified to be
correct.

Phase Il Errors

You might encounter the following errors during the test. Suggestions for resolving errors are
provided below.
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Table 2-2 Phase II Errors and Solutions

Error Message

Solution

ERROR: Failed Connection to the
PeopleSoft Application Server.
Please make sure you entered your
authentication information
correctly.

PeopleSoft Error/Warning Messages
Pending.

Number of Messages: 1

Message 1: Connect Failed: No
additional information available
(90, 01)

ERROR: Failed Connection to the
PeopleSoft Application Server.
Please make sure you entered your
authentication information
correctly.

PeopleSoft Error/Warning Messages
Pending.

Number of Messages: 1

Message 1:
DOWNbea.jolt.ServiceException:
Invalid Session

PeopleSoft Error/Warning Messages
Pending
Number of Messages: 2

Message 1: PeopleTools release
(8.<num>) from web server '’ is not
the same as Application Server
PeopleTools release (8.<num>) Access
denied.

PeopleSoft Error/Warning Messages
Pending.
Number of Messages: 3

Message 1: <UserID>@<Client
computer> is an Invalid User ID, or
you typed the wrong password. User ID
and Password are required and case-
sensitive. Make sure you’re typing in
the correct upper and lower case.

Message 2: Failed to execute
GetCertificate request

Message 3: Invalid certificate for
user <User ID>

The target Application Server generates error and
warning messages. This error indicates that you
entered the wrong Application Server Name or
Application Server Port Number.

Ensure that the Server Name or address you
entered contains a leading double slash (//) and
that the address and name data is correct. Also,
verify that you entered the Jolt port configured on
the Application Server.

This message indicates an invalid Application
Server Name or Port Number. In some instances,
if an invalid port number is specified, the ClTester
program hangs and requires a manual interrupt.

This message indicates that the PeopleTools
version of the specified psjoa.jar does not
match the version of the target PeopleSoft
Application Server. PeopleTools requires a
version match of the client and server.

The target Application Server generates the Error/
Warning messages. Either the User ID or User ID
Password are incorrect or have been entered
using improper case.
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Phase lll: Authenticating to the PeopleSoft Client

The driver uses a Component Interface to access application modification transaction records from
the Application Server. The field definitions of this interface must be identical to the

DIRXML TRANSO1 Component Interface delivered with the driver. This test phase validates the
field definitions of the named Transaction Component Interface.

Enter the Transaction Component Interface name or press Enter to validate DIRXML TRANSOI1.

If the test program retrieves and validates that all required fields and elements are present, you see

the following message:

** Retrieval of Transaction Component Interface "DIRXML TRANSO1"

succeeded.

- Property ’'DIRXML ASSOC ID’ is present.

- Property ’'DIRXML CURRDTTM’ is present.

- Property ’'DIRXML DESCR’ is present.

- Property ’'DIRXML DRIVER’ is present and validated as key field.
- Property ’'DIRXML DTTM’ is present.

- Property ’'DIRXML EVENT’ is present.

- Property ’'DIRXML FIELDKEY’ is present.

- Property ’'DIRXML FIELDNAME’

is present.

- Property ’'DIRXML INST’ is present and validated as key field.

- Property ’'DIRXML PROCESSED’

is present.

- Property ’'DIRXML SCHEMA’ is present.
- Property ’'DIRXML STATUS’ is present.
- Property ’'DIRXML VALUE’ is present.

** Transaction Component Interface element validation succeeded.

Phase lll Errors

You might encounter the following errors during the test. Suggestions for resolving errors are

provided below.

Table 2-3 Phase Il Errors and Solutions

Error Message

Solution

PeopleSoft Error/Warning Messages
Pending.

Number of Messages: 4Message 1:
Cannot find Component Interface

{<Transaction CI Name>} (91,2)
Message 2: Initialization Failed
(90,7)

Message 3: Not Authorized (90,6)
Message 4: Failed to execute
PSSession request

ERROR: Retrieval of Component
Interface <Transaction CI Name>
failed.

The target Application Server generates error and
Warning messages. This error indicates that the
Transaction Cl Name specified does not exist or
cannot be found by the Application Server.
Ensure that you specified the correct name.
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Error Message

Solution

-Property ’<property field name>’ is
not required.

ERROR: Transaction Component
Interface element validation failed.
Required Fields are not all present.

ERROR: Property ’'<Key field name>’ is
not defined as key field.

This is only an advisory message. It indicates that
an additional field or fields that are not required by
the driver have been defined in the specified
Component Interface.

The Transaction Component Interface specified
does not contain all of the fields required by the
driver. Verify that you entered the proper
Transaction Component Interface name and
validate that all fields contained in the default
DIRXML_TRANSO01 Component Interface are
present.

A field in the Transaction Component Interface is
present, but is not properly configured as a key
field. The Transaction Component Interface
DIRXML_DRIVER and DIRXML_INST fields must
be specified as key fields.

Phase IV: Retrieving the Schema Component Interface

The Schema CI defines the application data that is to be synchronized via the driver. The specified
Schema CI must contain a primary key field that is specified via the Data Record ID field name.

To test the Schema CI, type the Schema Component Interface name or press Enter to retrieve

DIRXML SCHEMAOI1. Enter the Data Record ID field name. If the test program retrieves and

validates that all required fields and elements are present, you see the following message:

** Retrieval of Schema Component Interface "DIRXML SCHEMAO1"

succeeded.

- Property ’'ASSOC _ID’ is present and validated as key field.

- Property ’STATUS’ is present.
- Property ’'FULL NAME’ is present.

- Property ’'FIRST NAME’ is present.
- Property ’'MIDDLE NAME’ is present and validated as key field.

- Property ’'LAST NAME’ is present.

- Property ’'BIRTH DATE’ is present.

- Property ’'DEPT ID’ is present.

- Property 'DEPT LONG DESCR’ is present.

- Property ’'DEPT DN’ is present.
- Property 'TITLE ID’ is present.
- Property ’'TITLE SHORT DESCR’ 1is

present.

- Property ’'TITLE LONG DESCR’ is present.
- Property ’'MANAGER ID’ is present.

- Property ’'MAIL DROP’ is present.
- Property ’'ADDRESS1’ is present.
- Property 'CITY’ is present.

- Property ’STATE’ is present.

- Property ’'POSTAL’ is present.

- Property ’'MANAGER’ is present.

- Property ’'COMMON NAME’ is present.
- Property ’'DISTINGUISHED NAME’ is present.
- Property 'DESCRIPTION’ is present.
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- Property 'EMAIL ID’ is present.

- Property 'PHONE BUSN’ is present.
- Property 'PHONE CELL’ is present.
- Property 'PHONE HOME’ is present.
- Property ’PHONE PGR’ is present.

** Schema Component Interface element validation succeeded.

** All expected platform support is verified correct.

Phase IV Errors

You might encounter the following errors during the test. Suggestions for resolving errors are
provided below.

Table 2-4 Phase IV Errors and Solutions

Error Message Solution

PeopleSoft Error/Warning Messages The target Application Server generates error and

Pending. Warning messages. This error indicates that the

Number of Messages: 4 Schema Cl Name specified does not exist or
cannot be found by the Application Server.

Message 1: Cannot find Component Ensure that you specified the correct name.

Interface {<Schema CI Name>} (91,2)
Message 2: Initialization Failed
(90,7)

Message 3: Not Authorized (90,6)
Message 4: Failed to execute
PSSession request

ERROR: Retrieval of Component
Interface <Schema CI Name> failed.

ERROR: Specified Schema Component The field name specified as the key field of the
Interface Data Record ID Field ’'<Data Schema Component Interface is notin the
Record ID Field Name>’ not found. Component Interface definition. Verify that you

entered the proper field name.

ERROR: Property ’<Data Record ID The field name specified as the key field of the
Field Name>’ is not defined as key Schema Component Interface is present but is
field. not properly defined as the key field. Validate the

Component Interface definition or verify that the
proper field name was specified.

Summary

At the completion of the test, the program provides a summary containing the results of the test. The
validated parameters are shown below in the summary.

Component Interface Test Summary

Full Component Interface Functionality has been verified.
The following parameters may be used for PeopleSoft 5.0 Driver
Configuration
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Authentication ID
Authentication context
Application Password
Schema CI Name

Data Record ID Field
Transaction CI Name

PSADMIN

//255.255.255.255:9000

PSADMIN
DIRXML_SCHEMAO1
ASSOC_ID

DIRXML_TRANSO1
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Installing and Configuring the
Driver

This section contains the following information:

* Section 3.1, “Installation Instructions,” on page 39

* Section 3.2, “Installing the PeopleSoft Driver During Identity Manager Installation,” on
page 40

* Section 3.3, “Importing the Driver Configuration in iManager,” on page 57
» Section 3.4, “Installing the PeopleSoft Driver through Designer,” on page 60
» Section 3.5, “Activating the Driver,” on page 62

3.1 Installation Instructions

The driver contains three components that can be installed within your environment on multiple
systems and platforms. They include the driver shim, PeopleSoft Service Agent (PSA) and the
driver policies.

Depending on your system configuration, you might need to run the installation program several
times to install driver components on the appropriate systems. For example, you would install the
driver shim where Identity Manager or Remote Loader exists, the PSA where the PeopleSoft
Application Server exists, and the driver policies to your iManager server.

For PeopleSoft v5.1, there is no standalone installation method. You install the PeopleSoft v5.1
driver when you install Identity Manager. At that time you can install all of the drivers that come
with Identity Manager, or you can select the drivers you want to install, as well as the driver utilities.
This is covered in Section 3.2, “Installing the PeopleSoft Driver During Identity Manager
Installation,” on page 40.

After you install the PeopleSoft driver, you must configure the driver. You do this through iManager
or through Designer. To configure the PeopleSoft driver through iManager, see Section 3.3,
“Importing the Driver Configuration in iManager,” on page 57. To configure the PeopleSoft driver
through Designer, see Section 3.4, “Installing the PeopleSoft Driver through Designer,” on page 60.

3.1.1 Preparing To Install the PeopleSoft Driver

There are three separate .jar files required to complete the driver installation:

¢ psjoa.jar: The PeopleSoft middleware library. This file is located in the web/psjoa
directory of the PeopleTools software distribution. You should copy this file to the \1ib
subdirectory with the driver Java* library files.

This file, and any additional Component Interface API class libraries that your solution
requires, should be placed together in the \1ib subdirectory with the DirXML* Java library
files. By default this is Nove 11\NDS\ 11ib for a local driver installation or
Novell\RemoteLoader\1lib for a remote installation.
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 psoftshim.jar: This is the driver shim and is installed when you run the Identity Manager
installation program.

* dirxmlcomps.jar: This library contains the compiled APIs for the DIRXML SCHEMAOI,
DIRXML TST PERS, and DIRXML TRANS#nn Component interfaces delivered in the PSA.
This library is installed when you run the Identity Manager installation program.

The test utility citester.class file is also installed when you run the Identity Manager
installation program and select to install the driver utilities.

3.2 Installing the PeopleSoft Driver During
Identity Manager Installation

During the installation of Identity Manager, you can select multiple components to install. This
installation walks you through installing the Metadirectory engine with the PeopleSoft driver and its
driver utilities. We’ll also look at the Remote Loader installation procedure.

NOTE: The PeopleSoft driver is not supported to run local on a NetWare® server. Check PeopleSoft
documentation for supported PeopleTools platforms.

Identity Manager and the PeopleSoft driver can be installed on the following platforms:
» Section 3.2.1, “Installing the PeopleSoft Driver on Windows with the Identity Manager
Metadirectory Server,” on page 40

* Section 3.2.2, “Installing the PeopleSoft Driver on Windows with the Identity Manager
Connected System,” on page 47

» Section 3.2.3, “Installing the Identity Manager Service on UNIX or Linux,” on page 52
» Section 3.2.4, “Installing the PeopleSoft Driver On UNIX or Linux,” on page 57

3.2.1 Installing the PeopleSoft Driver on Windows with the
Identity Manager Metadirectory Server

1 Run the installation program from the Identity Manager 3 CD. It is found at
IDM3.0 Lin NW Wi:nt\install.exe.
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Novell. Identity Manager

2 Click Next on the welcome page.

Novell.

Novell. Identity Manager

Melzame to the Nowell Identity Manager2.0.1 installation.

Depending on your systemn configuration, you may need to run this
installation program seweral times to install ldentity bMdanager components
on the appropriate systems. For example, you might install components on
the fallowing systems:

* Metadirectony Senver
* Connaected Systam Senwar
T eb-based Administrative Semer

3 Read the license agreement, then click I Accept.

Novell.

“iew license agreement in:

English -

Mowvell(r) Identity Manager 3

Identity bWanager User Application

Movell(r) Identity Manager Integration Modules
MovelI(r) Provisioning Module far ldentity Manager

Mowvell Sofbware License Agraement

FLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOWNLOADING OR
OTHERWISE USING THE SOF TUWARE, v0OU AGREE TO THE TERMS OF THIS
WGREEMENT. IF v0U DO NOT AGREE WITH THESE TERMS, DO NOT DOWNLOAL,
INSTALL OR USE THE SOFTWARE. THE SOFTWARE hAY NOT BE S0OLD,
TRANSFERRED, OR FURTHER DISTRIBUTED EXCEPT AS AUTHORIZED BY NOWVELL.

This Howell Soffware License Agreement MAgreement”) iz 3 legal agreement beteen
oufan entity or a person) and Nowell, Inc. "Mowell™). This Agreement provides terms
and conditions for the products identified abowe in the title of this Agreement, each of
hich are sold separately. The software productz), media (if any) and accompanying
documentation forwhich You hawe acquired the applicable license (collectively the

"Sofhware™) iz licensed to You pursuant to thiz Agreement and iz protected by the

1]

felat I Al e d ke AL T Aeian L n L

Cancel || Help || < Back || | Accept
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4 Read the Novell Identity Manager Overview page that describes installing the Metadirectory
engine and the Connected System Server, then click Next.

Novell. Identity Manager Novell

Identity Manager/Metadirectory Server

The Metadirectory Engine and core components run on this server.

Identity Monager Server Components Prerequisites:

include: Asupported operating system
* The Metadirectory engine + HetWare 6.5
* MNovell Audit agent + Windaws 2000, or 2003

* ldentity Manager Service drivers Linux Red Hat or SusSE
* ldentity Manager Driver for Solaris 8, 9, or 10
ebirectory * AlX 5.2
elirectory B.7.3, 8.8 and B.8.1
Novell Open Enterprise
Server

Connected System Server

This server establishes the link between the connected system and the identity
Manager Server. Aconnected system server need not be an eDirectory server,

Connected Systems Server Components  Prerequisites:
include:

Asupported operating system
» Remote Loader (sme documentation)
= Remote Loader configuration tool
= HNovell audit Agent
= Driver Shim for the connected system
= Tools for this connected system
| Cancel || Help | | < Bach || Mext = |

5 Read the Novell Identity Manager Overview page that describes installing the Web
Components and the Utilities that are available for the driver, then click Next.

Novell. Identity Manager Novell

‘Web-based Administration Server

This server contains the administration and management software you can use

with Identity Manager. Prerequisites:

\Web-based Server Components Asupported operating system

include: * MetWare 6.5
* Windows 2000 or

* Identity Manager plug-ins ‘Windows Server 2003

* Driver configurations + Linux Red Hat or Su5E

* End-user password self-service * Solaris 9, or 10
Asupported Web Server and
Servlet Engine

Movell iManager 2.5 or later

Utilities

These additional utilities can be installed on the administration server, connected
system, or other computers you specify.

Utility Components include: Prerequisites:
» License Auditing Tool A supported operating system
+ 3rd Party Application connec- (see documenation)

Livity components
- Application Discovery Tools
= Novell saudit Setup tool

| Cancel || Help || < Bach || Hext = |

At this point you must choose how you want to install Identity Manager components. If you
want to install the Novell Identity Manager Metadirectory Server, continue with Step 6.
However, if you want to install the PeopleSoft driver and the Remote Loader service on your
Application Server, see the Connected System information below.

The following options are available:

¢ Metadirectory Server: Installs the Metadirectory engine and service drivers. These
include Identity Manager Drivers for eDirectory™, LDAP, JDBC, GroupWise®, Delimited
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Text, Composer, Remedy, Avaya, SOAP, SIF, and the Novell® Audit agent. Selecting this
option also extends the eDirectory schema.

Novell eDirectory must be installed before you can install this option. Install the
Metadirectory Server component where you want to run the Metadirectory engine for
Identity Manager.

* Connected System: Installs the Remote Loader that allows you to establish a link
between the connected system and a server running the IDM Metadirectory engine. For
Windows, this option installs the following drivers: Active Directory, Delimited Text,
Exchange, GroupWise, JDBC, LDAP, Lotus Notes, NT Domain, PeopleSoft, Composer,
Remedy, Avaya, SOAP, SAP, and SIF.

To install the Connected System to allow application connection from an application
server to an eDirectory-based server running the IDM Metadirectory engine, see Section
3.2.2, “Installing the PeopleSoft Driver on Windows with the Identity Manager Connected
System,” on page 47.

* Web Components: This option installs driver configurations, iManager plug-ins, and
application scripts and utilities.

Novell iManager must be installed before you can install this option.

 Utilities: Installs additional scripts for the JDBC driver and utilities for other drivers.
Most drivers don't have a utility connected to them.

6 Select Novell Identity Manager Metadirectory Server and Utilities, then click Next.

Novell. Identity Manager Novell

Plzase select the componentsto install:

E MNovell [dentity Manager Metadirectony Senver

D Identity Manager'eb Components

[¥] Utilities

Description

Extends the [dentity Manager schema, and installz the Select All

Metadirectony engine, drivers, and Movell Audit Agent.

g

Clear All

Cancel || Help || = Back || Mext = |
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7 Select the Metadirectory Engine and the driver you want to install. By default, all supported
drivers are selected. When you have selected the PeopleSoft driver, click Next.

Novell. Identity Manager

Novell.

FPlease select the components to install (Unsupported for Selected Platfarm in gray):

[ Loap

D Lotus Motes

|:| NT Lromain

IZ PeopleSoft

D Remedy

[ sap

D Schools Interoperability Framewa (S1F)
[ soap

-

-

Description

Enablez you to connect to and synchronize data with

B4

FeopleSoft applications running on PeopleTools 752, 8.1x, o

Select All
Clear All

!

| Cancel || Help || = Bach || Hext = |

You can install all selected drivers or you can install just the PeopleSoft driver. Additional
drivers are not viable until they are configured. To configure the PeopleSoft driver, see Section
3.3, “Importing the Driver Configuration in iManager,” on page 57 or Section 3.4, “Installing

the PeopleSoft Driver through Designer,” on page 60.

8 Read the warning about activating the driver, then click OK.

mldentity Manager Upgrade Warning ! x|

Identity Manager components require activation and must be
activated within 90 days of installation, othenize they will time out.
Furchasing a component authorizes you to request and recaive
activation credentialz which are required to activate the product.

Ok

9 (Optional) The next option comes up only if you are installing an AD or NT driver. If you see

the password synchronization warning, click OK.

mPasswurd Sync Upgrade Warning ! 5[

The drivers for AD or NT support Pasamord Synchronization 2.0, Faor

@ bachward compatibility with Pasaward Synchronization 1.0, vou
muzt add additional policiesto the ald or new driver configurations.
Without these policies, Pasaward Synchronization 1.0 weill wad for
exigting accounts, but not new and renamed accounts.

Ok
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10 On the Schema Extension page, specify the following:

Novell. Identity Manager

Novell.

Identity Manager schema will be extended during the install. Please provide the following
information.

Tree Information

Tree name

GWIDMTREE

Uzer Login Infarmation
Username in LDAF Format (Example: CH=admin,0=novell).

|CN:admin,O:n0veII | @

Enter the user pasamord.

| |

| Cancel || Help || < Back || Mext = |

e User Name: Specify the username (in LDAP format, such as CN=admin,O=novell) of a
user (such as Admin) who has rights to extend the eDirectory schema.

e User Password: Specify the user's password.
11 Click Next.

12 Be sure the Application Components is selected, then click Next.

Novell. Identity Manager N
ovell.
Flease zelect the components to install
. N -
D Movell Audit System Components for [dentity Manager

,E Wpplication Components

-

Crezcription

Install Components developed for the Application Systems such as Select All
JDBC and PeopleSoft.
Clear All

Cancel || Help || < Back || Mext =
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13 Accept the default location for the application components to be installed, or browse to and
select the location where the application components are to be installed, then click Next.

Novell. Identity Manager Novell

Application Components will be installed at the following location

Installation Path

ChMove RNDSADii ML ilities | =]

| Cancel || Help || < Back || Mext = |

14 Click Yes to allow the installation to create a new directory if it does not exist.
15 Review the components to install. If you are only installing the PeopleSoft driver, be sure to
select the PeopleSoft Components option, then click Next.

Novell Identity Manager Novell

Flease zelect the components to install

[[] sQL seripts for JOBE driver

,E FeopleSoft Components

D Licensa Auditing Taol

D Active Directory Discovery Tool

D Lotus Notes Discoweny Tool

[ sep utilities

-

Dezcription ’7
Installs the PeopleSoft Senvice Agent (P5A) used forimplementing Szt
your PeopleSoft configuration. Clear All

| Cancel || Help || < Bach || MHext = |

16 Read the summary page of the products to install, then click Finish.

17 Click Close in the installation complete message. Restart the server to complete the installation
of the Metadirectory engine and restart Tomcat.
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3.2.2 Installing the PeopleSoft Driver on Windows with the
Identity Manager Connected System

1 Run the installation program from the Identity Manager 3 CD. It is found at

IDM3.0 Lin NW Wi:nt\install.exe.

2 Click Next on the welcome page.

Novell. Identity Manager

Novell.

Melzame to the Nowell Identity Manager2.0.1 installation.

Depending on your systemn configuration, you may need to run this
installation program seweral times to install ldentity bMdanager components
on the appropriate systems. For example, you might install components on
the fallowing systems:

* Metadirectony Senver
* Connaected Systam Senwar
T eb-based Administrative Semer

3 Read the license agreement, then click I Accept.

Novell. Identity Manager

[hets ]

Novell.

“iew license agreement in:

English -

Novellir) |dentity Manager 3 -
Identity bWanager User Application

Movell(r) Identity Manager Integration Modules
MovelI(r) Provisioning Module far ldentity Manager

Mowvell Sofbware License Agraement

FLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOWNLOADING OR
OTHERWISE USING THE SOF TUWARE, v0OU AGREE TO THE TERMS OF THIS
WGREEMENT. IF v0U DO NOT AGREE WITH THESE TERMS, DO NOT DOWNLOAL,
INSTALL OR USE THE SOFTWARE. THE SOFTWARE hAY NOT BE S0OLD,
TRANSFERRED, OR FURTHER DISTRIBUTED EXCEPT AS AUTHORIZED BY NOWVELL.

This Howell Soffware License Agreement MAgreement”) iz 3 legal agreement beteen
oufan entity or a person) and Nowell, Inc. "Mowell™). This Agreement provides terms

and conditions for the products identified abowe in the title of this Agreement, each of
hich are sold separately. The software productz), media (if any) and accompanying

documentation forwhich You hawe acquired the applicable license (collectively the

"Sofhware™) iz licensed to You pursuant to thiz Agreement and iz protected by the
feia T e

1]

Lleida d Pk AL o T Aeian L n L

Cancel || Help || < Back || | Accept
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4 Read the Novell Identity Manager Overview page that describes installing the Metadirectory
engine and the Connected System Server, then click Next.

Movell. Identity Manager Novell

Identity Manager/Metadirectory Server

The Metadirectory Engine and core components run on this server.
Identity Monager Server Components Prerequisites:

include: Asupported operating system
HetWare 6.5

* The Metadirectory engine .
* MNovell Audit agent + Windaws 2000, or 2003
* ldentity Manager Service drivers + Linux Red Hat or SuSE
* ldentity Manager Driver for + Solaris 8, 9, or 10
ebirectory * AlX 5.2
+ eDirectory B.7.3, 8.8 and B.B.1
* Hovell Open Enterprise
Server
Connected System Server

This server establishes the link between the connected system and the identity
Manager Server. Aconnected system server need not be an eDirectory server,

Connected Systems Server Components  Prerequisites:

include: Asupported operating system
Remote Loader (sme documentation)

Remote Loader configuration tool

Movell Audit Agent

Driver Shim for the connected system

Tools for this connected system

| Cancel || Help || < Bach ||

5 Read the Novell Identity Manager Overview page that describes installing the Web
Components and the Utilities that are available for the driver, then click Next.

Novell. identity Manager Novell

‘Web-based Administration Server

This server contains the administration and management software you can use

with Identity Manager. Prerequisites:

\Web-based Server Components Asupported operating system

include: * MetWare 6.5
* Windows 2000 or

* Identity Manager plug-ins ‘Windows Server 2003

* Driver configurations + Linux Red Hat or Su5E

* End-user password self-service * Solaris 9, or 10
Asupported Web Server and
Servlet Engine

Movell iManager 2.5 or later

Utilities

These additional utilities can be installed on the administration server, connected
system, or other computers you specify.

Utility Components include: Prerequisites:
» License Auditing Tool A supported operating system
+ 3rd Party Application connec- (see documenation)

Livity components
- Application Discovery Tools
= Novell saudit Setup tool

Cancel || Help || < Bach ||
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6 To select the Novell Identity Manager Connected System, first deselect the Novell Identity
Manager Metadirectory Server option. Then select Novell Identity Manager Connected System

and Utilities, then click Next.

Novell. Identity Manager Novell

FPlzase zelect the components to install:

,E Movell Identity Manager Connected System
D Idantity hianager Wiab Components

[¥] Utilities

Drezcription

Installz the drivers and Remote Loader service on your Select All
application senver. This enables you to run [dentity Manager

drivers on platforms where eDirectory is not installed. Clear All

| Cancel || Help || < Bach || Mext = |

7 Choose a directory to install the Novell Identity Manager Connected System, or keep the

default and click Next.

Novell. Identity Manager Novell

Mowell Identity Manager Connected System will be installed at the following location

Installation Fath
=
ChHovel\RemoteLoader | =]

Cancel || Help || < Back || Mt =
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8 Select the Remote Loader Services and the driver you want to install, then click Next.

Novell. Identity Manager Novell

FPlease select the components to install (Unsupported for Selected Platfarm in gray):

[J LoaF =
D Lotus Motes

|:| NT Lromain

IZ PeopleSoft

D Remedy

[ sap

D Schools Interoperability Framewa (S1F)

[ soar

Description

Enables you to connect to and synchronize data with Select All
FeopleSoft applications running on PeopleTools 752, 8.1x, o
B4 Clear All

| Cancel || Help || = Bach || Hext = |

9 Read the warning about activating the driver, then click OK.

Identity Manager Upgrade Warning ! x|

Identity Manager components require activation and must be
activated within 90 days of installation, othenvize they will time out.
FPurchasing a component authorizes you to request and receive
activation credentials which are required to activate the product.

Ok

10 If you see a password synchronization warning, read the message, then click OK.

mPassword Sync Upgrade Warning ! x|

The drivers for AL or NT suppaort Pasamord Synchronization 2.0, Far

@ bachward compatibility with Pasaword Synchronization 1.0, vou
must add additional policiesto the ald or new driver configurations.
Without these policies, Pasamard Synchronization 1.0 will wods for
exigting accounts, but not new and renamed accounts.

Ok
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11 Select Application Components, then click Next.

Novell. Identity Manager Novell

Flease zelect the components to install

D Movell Audit System Components for [dentity Manager

,E Wpplication Components

-

Crezcription
Install Components developed for the Application Systems such as Select All
JDBC and PeopleSoft. Clear Al

| Cancel || Help | | < Back || Mext = |

12 Accept the default location for the application components to be installed, or browse to and
select the location where the application components are to be installed, then click Next.

Novell Identity Manager Novell

Application Components will be installed at the following location

Installation Fath

a
CoiNovelWNDSADi e LUt lities | =]

| Cancel || Help || < Bach || Mext = |

13 Click Yes to allow the installation to create a new directory if it does not exist.
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14 Review the components to install. If you are only installing the PeopleSoft driver, be sure to
select the PeopleSoft Components option, then click Next.

Novell. Identity Manager Novell

Flease select the components to install

D SQL scripts for JDBC driver

E FeopleSoft Components

D Licenze Auditing Taol

D Active Directory Discoverny Tool

D Lotus Hotes Discowans Tool

[[] saP utilities .
-|

Ceszcription

Installs the PeopleSoft Senvice Agent (FSA) used forimplamenting Select All

wour PeaplaSoft configuration. ———

| Cancel || Help || < Bach || Met = |

15 Read the summary page of the products to install, then click Finish.

16 Click Close on the installation complete message. Restart the server to complete the installation
of the Identity Manager Remote Connection services and restart Tomcat.

3.2.3 Installing the Identity Manager Service on UNIX or Linux

The install procedure for PeopleSoft on UNIX or Linux is a two-part process. First, install the
Identity Manager Metadirectory service or the Identity Manager Connected System service and the
Identity Manager policies. After the service and policies are installed, you need to install the
PeopleSoft driver. See Section 3.2.4, “Installing the PeopleSoft Driver On UNIX or Linux,” on
page 57.

After the PeopleSoft driver is installed, you need to configure the driver through either the iManager
or the Designer utility. See Section 3.3, “Importing the Driver Configuration in iManager,” on
page 57 or Section 3.4, “Installing the PeopleSoft Driver through Designer,” on page 60.

1 Run the installation program from the Identity Manager 3 CD. It is found at
IDM3.0 Lin NW Wi:linux\setup\dirxml.bin.
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2 Read the welcome message, then press Enter.

[ Terminal

File Edit WView Terminal Tabs Help

Welcome to the Novell Identity Manager 3.0 installation.

Depending on your system configuration, you may need te run this installation
program several times to install Identity Manager components on the appropriate
systems. These systems might include the following:

* Metadirectory Server

* Connected System Server
* Web-based Administrative Server

PRES5 <ENTER> TO CONTINUE:

3 Read the license agreement, then press Enter.

[ Terminal

File Edit WView Terminal Tabs Help

Identity Manager User Application
Movell{r) Identity Manager Integration Modules
Movell{r) Provisiening Module for Identity Manager

Novell Software License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOWNLOADING OR OTHERWISE
USING THE SOFTWARE, YOU AGREE TO THE TERMS OF THIS AGREEMENWT. IF YOU DO NOT
AGREE WITH THESE TERM5, DO NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE. THE
SOFTWARE MAY NOT BE S0LD, TRAWSFERRED, OR FURTHER DISTRIBUTED EXCEFT AS
AUTHORIZED BY MOVELL.

This Nowvell Software License Agreement ("Agreement") is a legal agreement
between You (an entity or a person) and Nowvell, Inc. ("Novell"). This
Agreement provides terms and conditions for the products identified above in
the title of this Agreement, each of which are sold separately. The software
product(s), media (if any) and accempanying documentatiecn for which You have
acquired the applicable license (cellectively the "Software") is licensed to
You pursuant to this Agreement and is protected by the copyright laws and
treaties of the United States ("U.5.") and other countries. If You do not agree
With the terms of this Agreement, do not download, install or otherwise use the

PRESS <ENTER> TO CONTINUE: [

4 Press Enter until a message prompts you accept the license agreement.
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5 Enter Y to accept the license agreement.

Terminal

File Edit WView Terminal Tabs Help

PRESS <ENTER> TO CONTINUE:

Wwww.bis.doc.gov before experting MNewell products from the U.5. Please refer to
WWwW.novell.com/info/exports/ for more information on exporting Novell software.
Upon request, Novell will provide You specific information regarding
applicable restrictions. However, Nowvell assumes no responsibility for Your
failure to obtain any necessary export approvals.
U.5. Government Restricted Rights. WUse, duplication, or discleosure by the U.5.
Government is subject to the restrictions in FAR 52.227-14 (June 1987)
Alternate III (June 1987), Far 52.227-19 (June (1987), or DFARS 252.237-7013
(b) (3) (Nov 1995), or applicable successor clauses. Contractor/Manufacturer
is Nowvell, Inc., 18088 South MNovell Place, Provo, Utah 846086.
Other. The application of the United Nations Convention of Contracts for the
International Sale of Goods is expressly excluded.

(c) 1993, 2000-20085 Novell, Inc. A1l Rights Reserved.
(1@81385)

Movell is a registered trademark and eDirectory is a trademark of MNovell, Inc.
in the United 5tates and other countries.

DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): i -

6 Specify the appropriate number (1-4) for the install set you want to install. For example, enter 1
to install the Metadirectory engine or 2 for the Identity Manager Connected System Service.
However, to install the Identity Manager policies, enter 4 (Customize).

Terminal

File Edit WView Terminal Tabs Help
(1813065) -
Novell is a registered trademark and eDirectory is a trademark of Novell, Inc.

in the United 5S5tates and other countries.

DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): y

Please choose the Install Set to be installed by this installer
-»1- Metadirectory Server
2- Connected System Server
3- Web-based Administrative Server

4- Customize...

ENTER THE NUMBER FOR THE INSTALL S5ET, OR PRES5 <ENTER> TO ACCEPT THE DEFAULT

The install sets contain the following components:

e Metadirectory Server: Installs the Metadirectory engine and service drivers, Identity
Manager drivers, Novell Audit agent, and extends the eDirectory schema.

Novell eDirectory must be installed before you can install this option.

* Connected System Server: Installs the Remote Loader and the following drivers: LDAP,
JDBC, eDirectory, SAP, Delimited Text, GroupWise, Composer, Remedy, Avaya, Soap,
and Lotus Notes. You can choose the Connected System Server option when you don't
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want to put the overhead of eDirectory services and the Metadirectory engine on your
application server.

* Web-based Administrative Server: Installs the Identity Manager plug-ins and Identity
Manager driver policies in the iManager utility.

Novell iManager must be installed before you can install this option.

¢ Customize: Installs the specific components you select from a list of all components.
Select this option to install the Identity Manager Plugins and the Identity Manager
Policies.

7 Specify the User name of a user that has rights to extend the schema in LDAP format.

Terminal | R

File Edit WView Terminal Tabs Help

Please choose the Install Set to be installed by this installer.

-»1- Metadirectory Server
2- Connected System Server
3- Web-based Administrative Server

4- Customize...

ENTER THE WUMBER FOR THE INSTALL SET, OR PRESS <ENTER> TO ACCEPT THE DEFAULT
1
Starting eDirectory...

User Infermaticn

Enter User Credentials to extend the Identity Manager Schema/iManager plug-ins:

User name in LDAP Format (Example: CN=admin,O=novell). (DEFAULT: )
: cn=admin, o=novell]] -

8 (Optional) Depending on the option you chose (such as the Metadirectory Server), you are
prompted to set the LD LIBRARY PATH environment variable. To do this, execute the /opt/
novell/eDirectory/bin/ndspath script by typing . /opt/novell/eDirectory/bin/
ndspath and then re-run the installation.

IMPORTANT: (Solaris* installations only) If you are installing your Web-based
Administration Server on the same server where eDirectory resides, and you are prompted for
the Web Server Secure port, change the default value to some free port, such as 8443.
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9

10

1"

Verify that the information contained in the Choose Product Features page is correct before you
start installing the packages. You need to select either / or 2, and /4.

Terminal ] B3
File Edit WView Terminal Tabs Help

Choose Product Features
ENTER L COMMA SEPARATED LIST OF NUMBERZ REPRESENTING THE FEATURES YoOU WOULD
LIEE TQ ZELECT, OFR DESELECT. TC WIEW A4 FEATURE'S DESCRIPTICH, EMNTER
' ?<NUMEER>'. PRES53 <RETURM> WHEM ¥OU ARE DONE:

1- [X] Metadirectory Engine

2= [ ] BRewote Loader

3- [X] elirectory Driver

4- [X] Delimited Text Driwver

5— [X] Groupwise Driver

65— [X] JDBC Driwer

7- [X] LDAP Driwer

- [X] Notes Driwver

9- [X] 24P Driwver

10- [X] AWAYA Driwver

11- [X] REMEDY Driwver

12— [X] S0AP Driwver

13- [ ] Identity HManager Plugins

14- [ ] Identity Manager Policies

Please choose the Features to he installed by this installer.

If you want to change any information, use a comma to separate your selected numbers. Typing
a number that is followed by an X deselects that feature, while typing a number that is not
followed by an X selects the feature. To install the Metadirectory Engine and the Identity
Manager Policies, type:

14
If you want to install the Remote Loader service instead of the Metadirectory Engine, type:
1,2,14

This deselects the Metadirectory Engine, selects the Remote Loader service, and selects to
install the Identity Manager Policies. The Identity Manager Policies option delivers all
preconfiguration files for Linux and Solaris, including the PeopleSoft preconfiguration files
(policies). (There is no iManager for AIX* so there is no DXMLecnfg package for AIX.)

You must have iManager installed on the same server; otherwise you see the following error
message:

Novell iManager 2.5 or later has to be installed on this system
to install the Policies. Please install iManager 2.5 or later
to install Policies.

The PeopleSoft driver does not appear in the list of drivers on the Choose Product Features
page, but this will be fixed in a future release of Identity Manager. To install the PeopleSoft
driver, follow the directions under Section 3.2.4, “Installing the PeopleSoft Driver On UNIX or
Linux,” on page 57. If you do not want to install the other drivers, deselect them through the
method described above.

Press Enter to start installing the packages. eDirectory temporarily shuts down when installing
the Metadirectory Engine and schema files.

When you see the Installation Complete screen, press Enter to close the installation program.
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3.2.4 Installing the PeopleSoft Driver On UNIX or Linux

After the Metadirectory engine or Connected System is in place, perform the following steps to
install the PeopleSoft driver.
1 If necessary, uninstall any previous version of the PeopleSoft driver.

2 Asauser with root privileges, install the PeopleSoft driver package for the appropriate
platform. For eDirectory 8.7.3, use the default install location (/usr). For eDirectory 8.8, you
need to relocate the package to /opt/novell/eDirectory.

For Linux or AIX:
rpm -e —-—allmatches --nodeps novell-DXMLpsoft

For eDirectory 8.7.3: rpm -1 --replacefiles —--nodeps <image-path>/
linux/setup/packages/novell-DXMLpsoft*

For eDirectory 8.8: rom -1 --replacefiles --nodeps --relocate=/usr=/
opt/novell/eDirectory <image-path>/linux/setup/packages/novell-
DXMLpsoft*

For Solaris:
pkgrm -n -a /var/sadm/install/admin/admin.nds4s DXMLpsoft

pkgadd -n -r /var/sadm/install/admin/admin.nds4s -a /var/sadm/
install/admin/admin.nds4s -d <image-path>/solaris/setup/
packages/DXMLpsoft.pkg* DXMLpsoft

3.3 Importing the Driver Configuration in
iManager
The Create Driver Wizard helps you import the basic driver configuration file. This file creates and
configures the objects and policies needed to make the driver work properly.

1 In Novell iManager, click DirXML Utilities > Create Driver.

2 Select a driver set.

If you place this driver in a new driver set, you must specify a driver set name, context, and
associated server.

3 Select Import a Driver Configuration from the Server, then select PeopleSoft50.xml.

The driver configuration files are installed on the Web server when you install Identity
Manager. During the import, you are prompted for the driver’s parameters and other
information.

4 Specify values for the following parameters:

Parameter Name Parameter Description

Driver name The actual name you want to use for the driver.
Active Users The name of the Organizational Unit object where Active users from PeopleSoft
Container are placed. You can modify this parameter through a Global Configuration

Variable (GCV) after installation.
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Parameter Name

Parameter Description

Inactive Users
Container

The name of the Organizational Unit where Inactive users from PeopleSoft are
placed.You can modify this parameter through a Global Configuration Variable
(GCV) after installation.

Active
Employees
Group

The name of the Group Object to which Active Employee users from PeopleSoft
are added. You can modify this parameter through a Global Configuration
Variable (GCV) after installation.

Active
Managers
Group

The name of the Group Object to which Active Manager users from PeopleSoft
are added. You can modify this parameter through a Global Configuration
Variable (GCV) after installation.

PeopleSoft
Connection
String

The hostname or IP address and port number for connecting to the appropriate
PeopleSoft Application server. This is typically referred to as the PeopleSoft
application server connection string. The default port is 9000.

PeopleSoft User
ID

The PeopleSoft User ID the driver uses for authentication to PeopleSoft.

PeopleSoft User
Password

The PeopleSoft User password the driver uses for authentication to PeopleSoft.

Driver is Local/
Remote

Configure the driver for use with the Remote Loader service by selecting the
Remote option, or select Local to configure the driver for local use. (If you are
using PeopleTools 8.4x, you must select a Remote installation. Local
implementations are not supported.) If Local is selected, you can skip the
remaining parameters.

Remote Host
Name and Port

Specify the hostname or IP address and port number for where the Remote
Loader service has been installed and is running for this driver. The default port is
8090.

Driver
Password

The driver object password is used by the Remote Loader to authenticate itself to
the Metadirectory server. It must be the same password that is specified as the
driver object password on the Identity Manager Remote Loader.

Remote
Password

The Remote Loader password is used to control access to the Remote Loader
instance. It must be the same password that is specified as the Remote Loader
password on the Identity Manager Remote Loader.

The additional driver parameters are set to default values during the import process, but they

can be modified

in iManager (by clicking the Driver Configuration tab on the driver object).

Parameter

Description Default Value

Schema Cl Name

List of the names of the PeopleSoft Cl objects that DIRXML_SCHEMAO
define the set of data to be synchronized by the driver. 1

Data Record ID
Field

The name of the field in the Data Schema CI that ASSOC_ID
uniquely identifies a PeopleSoft object. The value in this
field is used as the DirXML object association identifier.

Use Case-
Sensitive Search

Controls whether or not the driver evaluates search
attribute matches using case-sensitive match criteria.
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Parameter Description Default Value

Allow Add Events When data flow is configured to allow Subscriber
channel synchronization, this parameter allows the
administrator to allow or deny Add events on the
Subscriber channel.

Data Record ID  Allows an administrator to specify the default value for ~ NEW

Field Default the Schema ClI key field. Only used if Subscriber
Value channel Add events are allowed.

Allow Delete When data flow is configured to allow Subscriber
Events channel synchronization, this parameter allows the

administrator to allow or deny Delete events on the
Subscriber channel.

Transaction CI Contains the name of the PeopleSoft Cl object that DIRXML_TRANSO01
Name defines the set of fields required for the DirXML

Transaction interface. The set of fields in the specified

transaction Cl must contain the same fields and keys

identified in the default transaction Cl in order for the

driver to work.

Driver Subset Identifies which transactions in the transaction Cl are to NPSDriver1
Identifier be processed by the driver. When the driver reads a
transaction Cl record, it compares the values of the
DIRXML_DRIVER field with this parameter value and
only processes transactions that match.

A match is determined by matching characters for the
length of this parameter value. For instance, if this
parameter is NPSDriver and the DIRXML_DRIVER field
in a transaction is NPSDriver1, a match is made.

This allows multiple drivers to utilize the same
transaction CI, which in turn can be populated by
multiple PeopleSoft applications or processes.

Queue Poll This parameter specifies the number of seconds the 5 seconds
Interval driver waits between attempts to process transaction
(seconds) records. This poll interval is only applied when no

transactions are available for processing.

5 Click Import.

6 When the import is finished, you should define security equivalences and exclude
administrative roles from replication.

The driver object must be granted sufficient eDirectory rights to any object it reads or writes.
You can do this by granting Security Equivalence to the driver object. The driver must have
Read/Write access to users, resources, and distribution lists. Normally, the driver should be
given security equal to Admin.

7 Review the driver objects in the Summary page, then click Finish.
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3.4 Installing the PeopleSoft Driver through
Designer

Designer has a Driver Configuration Wizard to help you import and configure the PeopleSoft driver
configuration file. This file creates and configures the objects and policies needed to make the driver
work properly.

1 In Designer, right-click the driver set where you plan to install and configure the PeopleSoft
driver, then select Add Connected Application.

Delete

==a Straighten Connections
{71 Select Connected Applications

Arrange Applications 4
Distribute 4
align +

;) Document Selection...

o Add to New Group
& :dd Connected Applicatian. ..

4+
A DT v

Impart Criver Configuration from File...
Export Driver Set to Configuration File...

Copy Operations r

8

Properties
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2 From the Connecting to Application window, select the PeopleSoft50.xml file. Also
select Perform required prompt checking, then click Run.

Select Driver Configuration @

Driver Config: |MIS.xml A~
Motes.xml
MNT.xml
FPeop

PeopleSoftsn.xml
RACE.xml
RemedyARS.xml
SAPHR. xml

[mE A W rpyyery |

leSofta6. 1 ml

b’

Browse. ..

(1) PeopleSoft - Release 5.1 for PeopleTools 2

Perform required prompt checking
[10a not shaw this dialog again

[ Run ] ’ Close

3 Specify values for the following parameters:

Parameter Name

Parameter Description

Driver name

The actual name you want to use for the driver.

Active Users
Container

The name of the Organizational Unit object where Active users from PeopleSoft
are placed. You can modify this parameter through a Global Configuration
Variable (GCV) after installation.

Inactive Users

The name of the Organizational Unit where Inactive users from PeopleSoft are

Container placed.You can modify this parameter through a Global Configuration Variable
(GCV) after installation.

Active The name of the Group Object to which Active Employee users from PeopleSoft

Employees are added. You can modify this parameter through a Global Configuration

Group Variable (GCV) after installation.

Active The name of the Group Object to which Active Manager users from PeopleSoft

Managers are added. You can modify this parameter through a Global Configuration

Group Variable (GCV) after installation.

PeopleSoft The hostname or IP address and port number for connecting to the appropriate

Connection PeopleSoft Application server. This is typically referred to as the PeopleSoft

String application server connection string. The default port is 9000.

PeopleSoftUser The PeopleSoft User ID the driver uses for authentication to PeopleSoft.

ID

PeopleSoftUser The PeopleSoft User password the driver uses for authentication to PeopleSoft.

Password Re-enter the password.
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Parameter Name Parameter Description

Password Password synchronization policies are configured to send email naotifications to
Failure the associated user when password updates fail. This option allows you to send a
Notification copy of the notification email to another user, such as a security administrator. If
User you want to send a copy, enter or browse for the DN of that user. Otherwise,

leave the field blank.

Driver is Local/  Configure the driver for use with the Remote Loader service by selecting the

Remote Remote option, or select Local to configure the driver for local use. (If you are
using PeopleTools 8.4x, you must select a Remote installation. Local
implementations are not supported.) If Local is selected, you can skip the
remaining parameters.

Allow Add When data flow is configured to allow Subscriber channel synchronization, this

Events parameter allows the administrator to allow or deny Add events on the Subscriber
channel.

Allow Delete When data flow is configured to allow Subscriber channel synchronization, this

Events parameter allows the administrator to allow or deny Delete events on the

Subscriber channel.

4 Once you have filled out the Import Information Requested window, click OK.
5 Click OK to close the Import Configuration Results window,.

Additional driver parameters are set to default values during the import process, but they can be
modified through the Properties page (right-click the driver object and select Properties).

3.5 Activating the Driver

Novell Identity Manager, Integration Modules, and the Provisioning Module must be activated
within 90 days of installation, or they shut down. At any time during the 90 days, or afterward, you
can choose to activate Identity Manager products.

For more information, refer to “Activating Novell Identity Manager Products” in the Identity
Manager 3.0.1 Installation Guide.
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Upgrading the PeopleSoft Driver

This section discusses considerations you should take when upgrading from the 4.0 version of the
PeopleSoft driver to the 5.1 version of the driver.

The install program places four subdirectories under the selected install root directory. The
components include:

\1lib
dirxmlcomps.jar
psoftshim.jar

\PSUtils
AssociationStyleTransform
CITester.class
CITester.bat

\PSA
DIRXML PSA50 TOOLS81.exe
DIRXML PSA50 TOOLS84.exe

\precfg
PeopleSoft50.xml
PeopleSoft50 fr.x1f

The following considerations reference files in these locations.

The driver shim is no longer a Win32 native shim. It is a pure Java shim that can run as either a
local driver or a Remote Loader driver. The driver configuration or Remote Loader
configuration must be changed to set the driver shim class path to
com.novell.nds.dirxml.driver.psoftshim.PSOFTDriverShim

The driver shim is psoftshim. jar. The compiled Java Component Interface (CI) classes
used by the PSA are contained in dirxmlcomps . jar. These files must be placed in the

\ 1ib subdirectory of either the local or Remote Loader components. (By default, local drivers
are placed in Novel1\NDS\1ib and remote drivers are placed in
Novell\RemoteLoader\1lib ona Win32 host.)

If you are using data or transaction Cls other than those delivered with the PSA, the Java APIs
for your CIs need to be built, compiled, and made into . jar files as specified in Chapter 5,
“Customizing the Driver,” on page 65. This is a standard PeopleSoft procedure for using Java
CIs in external programs. The new . jar file should be placed in the same \ 1ib directory as
the driver shim.

The driver no longer requires PeopleSoft client or external client library packages. The only
component required from the appropriate PeopleTools release is the web/psjoa/

psjoa. jar file, which contains the PeopleSoft Java middleware interfaces. The
psjoa.jar file must be placed with the driver JAR files in the appropriate \1ib
subdirectory.

There is anew CITester.class file available to test the connectivity to the PeopleSoft
Application Server and the validity of the specified transaction and schema Cls. To use the
program on Win32 platforms, place the psjoa. jar file in the PSUtils directory and execute
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the CITester.bat file that is also in that directory. Refer to Section 2.4.4, “Testing
Component Interfaces,” on page 30 for more information.

When upgrading the driver shim, it is not necessary to use the 5.1 driver’s PSA files. If you
want to reference them and use the upgraded driver functionality, make sure you do not install
the new PSA on the same application server that contains your current PSA. Many of the PSA
fields, records, components, etc. have the same names as those used in the 4.0 PSA. Installing
the 5.1 PSA overwrites them.

An upgrade to the driver policies is not required. The 5.1 driver functions seamlessly with 4.0
policies, except for the format of the DirXML® association.

The 4.0.x drivers used the ASSOC _ID field as the association value. However, this format does
not uniquely identify objects that can exist in two different applications. The 5.1 driver’s
association format uses a schema name/ASSOC_ID format (For example,

DIRXML SCHEMAO1/P000001.) To ease the upgrade process in an existing deployment, the
new driver delivers two XSLT templates that convert between the 5.1 driver association format
and the 4.0.x format (the association format exists on previously synchronized objects in
eDirectory™.) These templates are in the AssociationStyleTransform file. If you
want this conversion, copy and paste the templates into the InputTransformSS policy.
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Customizing the Driver

This section covers how you can customize the driver by triggering transactions through the PSA via
PeopleCode.
+ Section 5.1, “Customizing the PSA by Triggering Transactions,” on page 65

» Section 5.2, “Changing the Driver by Changing the Data Schema Component Interface,” on
page 67

* Section 5.3, “Customizing the Driver by Modifying Driver Policies,” on page 70

5.1 Customizing the PSA by Triggering
Transactions

Transaction record creation is triggered by PeopleCode associated with modifications and additions
to data on the Schema Data record (DIRXML_S PERS) and row Delete events on the Staging
record (DIRXML SCHEMAOT1). If desired, the PeopleSoft administrator or consultant can use
these examples to trigger transactions based on other events within the PeopleSoft application.

NOTE: The D Event Type operation has been redefined for the 5.0x PeopleSoft Service Agent
(PSA). The D Event Type is now generated for application object Delete events instead of object
Disable events. All Modification events now generate M (Modify) transaction events.

The default Transaction creation function is defined on the DIRXML DRIVER field of the
DIRXML DERIVED Record definition:

A PeopleCode function call would be as follows:

DirXML Trans( Transaction Table Name,
Transaction Channel Type,

Schema CI Name,
Event Type,
Schema Record Key Value,
Transaction Date and Time,
Transaction Miscellaneous Info,
Collection Row Delete Field Name,
Collection Row Delete Field Key Value,
Transaction Status);

An example of sample Modification event transaction from the PSA looks like this:

DirXML_Trans(“DIRXML_TRANSOI",
&channel,
“DIRXML_SCHEMAOI",
“A7,
DIRXML S PERS.DIRXML S ID,
$DateTime,
&tValue,

W74
4

W74
4
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Table 5-1 Function Call Parameter Definitions

Parameter Description

Default Value

Transaction Table The name of the table where transactions are
written. This table is built within PeopleTools
and the field elements should be consistent
with the delivered DIRXML_TRANSO1 table.

Transaction Channel Type The name used to identify the driver that
processes the transactions and the channel
that created the transactions.

Schema Cl Name The name of the Schema CI object that the
transaction type is connected to. The driver
uses the name of this object to query for the
data connected to the transaction type.

Event Type The type of XML event that is written to the
transaction table. This can be 1 of 4 values as
listed.

Schema Record Key Value The identifier that is used to associate a
particular record within PeopleSoft to an
eDirectory™ object. It could be the EMPLID
value for employees, STUDENTID value for
students, DEPTID for departments, ACCTID
for account codes, and so forth. Key elements

must be identified for the Transaction Schema.

Transaction Date Time The date/time element used to determine
when the transaction is processed.

Transaction Miscellaneous The parameter contains 1...n values that the

Info developer wants to pass to the driver during
processing. This value might not be available
via the Schema object when a transaction is
processed by the driver.

Collection Row Delete The field name of the scroll level attribute in
Field Name the application record.

Collection Row Delete The key field value of the deleted data row
Field Key (CELL, PGR, BUSN).

DIRXML_TRANSO01

NPSDriver1S

transaction was caused by
a Subscriber channel event
and is processed by driver
NPSDriver1.

NPSDriver1P

transaction was caused by
a Publisher channel event
and is processed by driver
NPSDriver1.

DIRXML_SCHEMAO1

A=ADD
M=MODIFY
D=DELETE
R=ROW DELETE
ASSOC_ID

%Datetime

ASSOC_ID | "I’ |
LAST_NAME

DIRXML_S_PHONES
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Parameter Description Default Value

Transaction Status The initial processing status of the transaction.
Generally this value is set to A for Available.
For Subscriber delete events, it is not desirable
for the driver to process the transaction event.
Therefore, delete event transactions generated
by the default PSA are assigned a status of S
for Success.

5.2 Changing the Driver by Changing the Data
Schema Component Interface

The driver is preconfigured to use the Component Interfaces defined in the PSA. The APIs for these
CIs have been compiled and combined into the dirxmlcomps.jar file. At run time, the driver
imports the interfaces required to interact with the appropriate CI.

If the driver is configured to use different data schema Cls, the Java APIs for these Cls also need to
be built, compiled, and archived into a .jar file. The directions for building the CI APIs is
documented in the PeopleBooks > PeopleSoft Component Interfaces > Programming Component
Interfaces in Java > Building APIs in Java section of the PeopleTools documentation. (It is not
necessary to rebuild all of the Java CI APIs, only those that are associated with your new schema
CI.) The compiled and archived . jar file should be placed in the DirXML /1ib subdirectory
with the psoftshim. jar file.

5.2.1 Building the PeopleSoft Java Component Interface API

1 From the PeopleTools Application Designer, select the Schema Component Interface you want
to build.
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2 Click Build > PeopleSoft APIs. In this example, the DirXML SCHEMAQI CI is used.

\'[ Application Designer - DIRXML_PSAS0_TDOLS84 - [DIRXML_SCHEMADL (Comp I - |EI|1|
m File Edit View Insert | Build Debug Tools Go ‘Window Help _|ﬁ||1|
- *eopleSoft APIs...
MEEENETR I
‘ g —I = Project... J
Record Field | Rea... I;
Iﬁ, i DIRXML_PSAS0_TOOLS:  Sef Sync IDs for Project... SCHEMADT
=] [« ¢ Interf
g . S, Setngs.. XS
= DIRML_S_PERSY  DIRXML_S_ID
DIRAML_TRANS0L _ DIRXML_S_PERSY  DIRXML_S_FN
DIRAML_TRANS02 o LAST_NAME DIRML_S_PERSY  DIRXML_S_LN
DIRSML_TRAMSO3 CREATEKEYS
DIRAML_TRANSO4 . DIRML_S_PERSY  DIRXML_S_ID
DIRSML_TST_DERT
DIRAML_TST_PERS DIRML_S_PERSY  DIRXML_S_ID

DIRKML_TST_TRAMSO1
B LIRSML_TST_TRARSM
#-{_7] Components

£ Upagrade

----- & TITLE_SHORT_DESCR
----- & TITLE_LONG_DESCR

----- & COMMON_NAME

----- & DISTINGUISHED_NAME

Dl AGEDT

B _ DIRXML_STAGEQT  DIRXML 5 STATUS
Egfeds & FULL_NAME DIRXML_STAGEDT  DIRXML_S_NAME ¥
g Menss L & FIRST_NAME DIRML_STAGEDT  DIRXML_S_FN
EQPages L) & MIDDLE_NAME DIRXML_STAGEDT  DIRXML_S_MN
E{QRecords f ] o LAST_NAME DIRXML_STAGEDT  DIRXML_S_LN
| N & BIRTH_DATE DIRXML_STAGEDT  DIRXML_S_BIRTH...
----- & DEPT_ID DIRXML_STAGEDT  DIRXML_S_DEPTID
----- & DEPT_LONG_DESCR  DIRXML_STAGEM  DIRXML.S_DEPT_.. ¥
----- & DEPT_DN DIRXML_STAGEDT  DIRXML_DEPT_DN Y
----- & TITLEID DIRXML_STAGEDT  DIRXML_S_JOB

DIRXML_STAGEDM
DIRXML_STAGEDM

DIRXML_STAGEDM
DIRXML_STAGED

DIRXML_S_JOB_DS Yo
DIRXML_S_JOB_DL Y

----- & MANAGER_ID DIRXML_STAGEDM DIRXML_S_MID

----- & MalL_DROP DIRXML_STAGEDM DIRXML_S_MAIL_D...
----- & ADDRESST DIRXML_STAGEDM DIRXML_5_&DDRE...
----- @ CITY DIRXML_STAGEDM DIRXML_S_CITY

----- & STATE DIRXML_STAGEDM DIRXML_S_STATE
----- & POSTAL DIRXML_STAGEDM DIRXML_S_POSTAL
----- & MANAGER DIRXML_STAGEDM DIRXML_S_MANAG...

DIRXML_USERID

DIRxML_DM hd
| 3

Mo errars found.

Begin validating Component Interface integrity

4[> T Build }, Uparade }, Results }, Validate /

3

| N I

From the Build PeopleSoft API Bindings dialog box, select the build option for the Java

classes.

Select a target directory for the Java CI APIs (For our example, C: \newci).
For the Select APIs to Build prompt, click None to deselect all Cls.

Using the scroll area, select the CIs for which you wish to generate an API. Make sure you
select all CIs that begin with the name of the desired interface. In this example we selected

Complntfc. DIRXML SCHEMAO1 and Complntfc. DIRXML SCHEMAO1Collection.

IMPORTANT: In addition to your schema Cls, you must always select the

Complntfc.ComplIntfcPropertylnfo and ComplIntfc.CompIntfcPropertyInfoCollection APIs.

They are required in order to compile the schema APIs.
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7 Click OK to generate the CI APIs. You might be prompted to create the target directory you
specified.

Build PeopleSoft API Bindings x|

—COM Type Library

[~ Buid Target Directory: IEI:\psoft\F'T84\bin\client\winxSB _I

Type Library Template: I _I

COM Server DLL Location: IEI:\psoft\F'T84\bin\client\winxSB J
AutoRegister V¥ Clean-up Registy W

— C Header File:

[~ Buid Target Directory: | C:ApsofthPT845bintclientwin:gE _I
—Java Classe

v Build Target Directory: | C:hneswci _I
Select APls to Build: All | Mone |

Complntfe. DIRXML_MARKTEST_DIRXML_5_PHOMES Collection ;I
Complntfc. DIRXML KTESTCallection
C T

Complntic.DIFXML_SCHEM,

Complntfc. DIR:M L:S CHEMADZ_Phones _DK
Complntfc. DIR=ML_SCHEMADZ_PhonesCollection

Complntfc. DIRMML_SCHEMADZCollection |
Crrnnlntie NIRYML TRAMSOT LI Ciec)

The Application Designer status window should show a “Generating API Wrappers” message
with the selected Cls, and then a “Done” message.

5.2.2 Compiling the Java Cl API

Now that the APIs have been generated, they must be compiled. In the C:\newci target
directory there is a path generated to the Java API files. The files are in
C:\newci\PeopleSoft\Generated\CompIntfc. For our example, there should be eight
Java files present in this directory, including the four selected CI API files and four associated Java
Interface files. Change directories to the file location and compile the Java files using an appropriate
JVM (suggested version 1.3.1 and higher) with a classpath argument specifying the PeopleTools
psjoa.jar file.

An example command line is:
javac -classpath c:\psoft\pt84\class\psjoa.jar *.java

After a successful compile, there is a .class file for each . java file in the directory.

5.2.3 Building the Cl APl JAR File

The final step of the build process is the generation of a .jar file containing the compiled . class
files. It is important that the full class path be generated with the JAR file, so the process must begin
at the root of the CI API directory, C: \newci. From this directory, use the following command
line:

jar cvfOM newci.jar PeopleSoft/Generated/CompIntfc/*.class
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This command builds a JAR file called newci . jar that is comprised of the previously compiled
. class files and contains the full class paths. The contents of the file can be verified using WinZIP
or another appropriate tool.

Figure 5-1 Building a new jar file

& winzip - dx2.jar [ ] B3
File Actions Options Help
PR R R
Mew Open Favarites Add Extract View CheckOut  Wizard
| Madified | size | Ratio | Packed | Path
8/24/2004 11:07 AM 2,303 0% 2,303 PeopleSoftiGeneratedCompIntfc
8/24/2004 11:07 AM 1,210 0% 1,210  PeopleSoftiGenerated\CompIntfc),
DirzmlScheman] .class 8/24/2004 11:07 AM 8,634 0% 8,634 PeopleSoftiGeneratedCompIntfcy
DirxmlSchemanl Collection. class 8/24/2004 11:07 AM 937 0% 937  PeopleSoftiGeneratedCompIntfcy
ICompIntfcPropertyInfo.class 8/24/2004 11:07 AM 815 0% 815 PeopleSoftiGeneratedCompIntfcy
ICompIntfcPropertyInfoCollection.class  8/24/2004 11:07 AM 450 0% 450 PeopleSoftiGeneratedCompIntfcy
IDirxmiSchemanl  class 8/24/2004 11:07 AM 3,247 0% 3,247 PeopleSoftiGeneratedCompIntfcy
IDirxmiSchemanl Collection. class 8/24/2004 11:07 AM 3200 0% 320 PeopleSoftiGeneratedCompIntfcy
«| | |
|selected O files, O bytes [Total & files, 18KE @I

If the driver is currently running, it must be stopped. If you are using the Remote Loader, the driver
must be shut down. If you are using a local driver, it will also be necessary to shut down eDirectory.

Copy the new JAR file to the same lib location with the driver components psoftshim. jar,
dirxmlcomps.jar, and psjoa.jar. Restart eDirectory (if required) and the driver and
Remote Loader.

5.3 Customizing the Driver by Modifying Driver
Policies

This section contains information to help you understand how the driver’s policies are implemented,
as well as information about how you can modify these objects. Topics include the following:

Section 5.3.1, “Modifying the Driver Mapping Policy,” on page 71
Section 5.3.2, “Using the Schema Query to Refresh the PeopleSoft Schema CI,” on page 71
Section 5.3.3, “Publisher Channel Objects,” on page 71

Section 5.3.4, “Understanding the Publisher Filter,” on page 72
Section 5.3.5, “Publisher Filter Attributes,” on page 72

Section 5.3.6, “Securing the Data,” on page 73

Section 5.3.7, “Publisher Object Policies,” on page 73

Section 5.3.8, “Input Transformation Policy,” on page 73

Section 5.3.9, “Matching Policy,” on page 74

Section 5.3.10, “Create Policy,” on page 74

Section 5.3.11, “Placement Policy,” on page 74

Section 5.3.12, “Command Transformation Policy,” on page 75

Section 5.3.13, “Subscriber Channel Objects,” on page 78

Identity Manager Driver for PeopleSoft Implementation Guide



» Section 5.3.14, “Understanding the Subscriber Filter,” on page 78
» Section 5.3.15, “Securing the Data,” on page 79

» Section 5.3.16, “Modifying the Filter,” on page 79

» Section 5.3.17, “Subscriber Object Policies,” on page 79

5.3.1 Modifying the Driver Mapping Policy

The Mapping policy is a Novell® eDirectory object that defines the relationship between data fields
defined in the PeopleSoft application and eDirectory™ attributes. The Mapping policy is located in
the driver object container and is used by both the Publisher and Subscriber channels of the driver.

A preconfigured default Mapping policy is delivered with the driver product. The mappings defined
in the Mapping policy are designed in coordination with the preconfigured PeopleSoft application
Component Interface (CI) that is also delivered with the driver product.

The default Data Schema CI is called DIRXML SCHEMAO]1 and represents a set of employee data.
The data fields in this CI are mapped to similar attributes of the eDirectory User object.

The following is a short sample of the delivered Mapping policy in .xm1 format. The nds-name
represents the name of the class or attribute in eDirectory and the app-name represents the class or
field name of the PeopleSoft CI.

<?xml version="1.0" encoding="UTF-8"?> <attr-name-map>
<class-name>
<nds-name>User</nds-name>
<app-name>DIRXML SCHEMAOl</app-name>
</class-name> <attr-name classname="User">
<nds-name>Given Name</nds-name>
<app-name>FIRST NAME</app-name>
</attr-name> ... </attr-name-map >

When you modify or create a Mapping policy, verify that the PeopleSoft field names appear
identically (spelling and capitalization) in the Mapping policy and PeopleSoft CI definition. If you
use the Identity Manager Mapping policy editor, correct mapping behavior is ensured. It is also
important to note that if new attributes are included or removed from the Mapping policy, the new
attribute set should be reflected in the respective Publisher and Subscriber filters. If mapped
attributes are not included in the filters, they cannot be synchronized.

5.3.2 Using the Schema Query to Refresh the PeopleSoft
Schema CI

By default, the schema that the driver reads from PeopleSoft consists of the data fields defined on
the DIRXML SCHEMAO1 Component Interface. If the data elements are modified, the CI is
renamed, or additional Data Schema ClIs are added to the driver configuration, it is necessary to
refresh the PeopleSoft application schema definition and re-map affected attributes.

5.3.3 Publisher Channel Objects

The Publisher object contains a filter and a set of policies. Policies are necessary for converting data
from the PeopleSoft CI into XDS format. The driver then submits the data to the Metadirectory
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engine. The engine applies the Publisher filter to the data and applies the business logic defined by
the Publisher policies prior to submitting the data to Identity Vault.

5.3.4 Understanding the Publisher Filter

The Publisher filter is a logical component of the driver filter object. The filter specifies the object
classes and accompanying attributes that are passed from the PeopleSoft CI to eDirectory. The filter
is defined using eDirectory attribute naming, so it is applied after schema mapping takes place.

For example, if the User class is specified in the Publisher filter with only the Surname and Given
Name attributes, the Metadirectory engine allows changes to only these attributes to be passed to the
Publisher policies from the PeopleSoft Driver. If a Telephone Number attribute is modified, the
Publisher filter removes this data from the event document because the Telephone Number attribute
is not in the filter. Other attribute values can be created by the Publisher policies according to the
integration scenario.

You can configure the Publisher filter to include attributes required by your environment and
allowable by eDirectory access controls. Configure it to include the following:

* Object classes you want to synchronize.

+ Attributes on those objects you want to synchronize.

+ Attributes that are required by your Publisher policies. These attributes are not synchronized,
but are required to perform some defined business logic that is to be applied to the
synchronized data. These are known as “notify” attributes.

The Publisher filter specifies a set of data to be considered as authoritative from the PeopleSoft
database. Based on business logic, there might be multiple authoritative sources of specific data
(such as another driver or eDirectory itself). The configuration of the filters in your environment
determines data ownership and authority.

5.3.5 Publisher Filter Attributes

By default, PeopleSoft applications are considered to be highly authoritative. Therefore, most of the
field names in the default DIRXML SCHEMAO1 Component Interface are passed through the
Publisher filter. As noted earlier, the names of attributes in the filter are eDirectory attribute names
that have been mapped via the Mapping policies.

The Publisher channel attributes listed below are included in the default filter:

Table 5-2 The Publisher Channel Attributes

departmentNumber ou

employeeStatus pager

Full Name Physical Delivery Office Name
Given Name Postal Code

homePhone S

Initials SA

isManager Surname
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jobCode Telephone Number

mailstop Title
managerWorkforcelD workforcelD
mobile

Most of the attributes in the Driver Filter are configured for bidirectional synchronization. This is
done for sample purposes to allow the driver to perform add, modify, and delete operations on both
the Subscriber and Publisher channels. In most installations the driver policies and filter are
configured to function in either a predominant Subscriber or Publisher mode.

5.3.6 Securing the Data

PeopleSoft applications, as with many other applications, contain sensitive data that must be highly
secured by organizations. There are two ways to ensure that secure data is not published from the
PeopleSoft application:

* Remove it from the synchronized data CI definition.

* Remove it from the Publisher filter.

The first method guarantees that the data does not leave the PeopleSoft application. The second
method guarantees that it is not be synchronized to Identity Vault via the driver.

5.3.7 Publisher Object Policies

The Publisher channel object, by default, contains or uses the following policies:

» Section 5.3.8, “Input Transformation Policy,” on page 73
+ Section 5.3.9, “Matching Policy,” on page 74

* Section 5.3.10, “Create Policy,” on page 74

» Section 5.3.11, “Placement Policy,” on page 74

» Section 5.3.12, “Command Transformation Policy,” on page 75

Policies contain rules or templates that perform specific operations that can manipulate data, query
either Identity Vault or PeopleSoft for additional data required for processing, create new attributes
based on values of other attributes, or even discard entire data events. The following section
explains each policy and describes the operations of each policy or template. Because XML,
DirXML Script, and XSLT allow for great flexibility, all policies can be modified to meet the
individual needs of your organization. The Mapping policy has been previously described and is
addressed in this section under “Modifying the Driver Mapping Policy” on page 71.

5.3.8 Input Transformation Policy

The Input Transformation policy is implemented as a default policy for the PeopleSoft Driver.
Although the Input Transformation policy is not exclusively used by the Publisher channel, it
performs a publishing role because it is used to transform the data format of any XDS document
received from the PeopleSoft Driver shim, regardless of which channel generated the submission of
the document. That is, the Subscriber channel can issue object queries to the driver shim. All data
returned in the response is processed through the Input Transformation policy. An example of data
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transformation contained in this policy is the transformation of character attributes in PeopleSoft to
Boolean attributes in eDirectory.

Manager Flag Data Transformation Template

This template, contained in the Input Transformation policy, converts the Y or N data values in the
PeopleSoft Manager attribute into True or False Boolean values to reflect the data format of the
Identity Vault’s Manager attribute.

5.3.9 Matching Policy

The Matching policy is used by the Metadirectory engine to determine if a matching data object
already exists in Identity Vault. The Matching policy is applied to all Add documents received from
the PeopleSoft Driver shim. If a match is found by this policy, the Add event is automatically
converted to a Modify event by the Metadirectory engine. If a matched object in eDirectory is not
currently associated with the PeopleSoft application, an association is created.

The Matching policy should provide criteria that are guaranteed to produce a 0 or 1 match. The
Matching policy uses the following criteria:

* 0 means the Matching policy keeps looking.

* 1 means a match is found and the Add event is automatically converted to a Modify event by
the Metadirectory engine.

* More than 1 returns the error message:
-9062 Multiple possible matches found by object matching policy

This means that the matching criteria are not strict enough and need to be redefined.

The default Publisher Matching policy is a DirXML Script policy that attempts to match eDirectory
User objects containing the same value in the workforcelD attribute (mapped from the

DIRXML SCHEMAOL attribute). A secondary policy attempts to match using the Surname and
Given Name attribute.

5.3.10 Create Policy

The Create policy is used to specify the criteria for creating a new object after the Matching policy
has failed to find a match. This policy performs various tests and transformations based on the
requirements for object creation in eDirectory and the business logic being applied.

The default PeopleSoft Create policy is an XML policy that asserts that the <add> document is for a
User object and that it must contain a Surname and Given Name attribute. The Surname attribute is
mandatory in eDirectory, and the business logic used for object naming requires the existence of the
Given Name attribute. If this criteria is met, a secondary XSLT style sheet policy is called to create
the eDirectory Name attribute. A final policy is provided to append a default password to new User
objects.

5.3.11 Placement Policy

The Placement policy defines where an object is placed in the eDirectory tree when the object is
created. This placement can be determined based on the presence (or absence) of attributes,
particular values of attributes, etc. Placement can also be determined by the Create policy and
passed to the Placement policy.
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In a typical PeopleSoft HR environment, an employee is hired within PeopleSoft, a notification is
sent to the IS department, and an IS administrator determines the location of the new User object in
the eDirectory tree. Before defining location policies in the Placement policy, analyze your
organization's current business process.

The default PeopleSoft Placement policy is a DirXML Script policy that handles placement of User
objects based on the employeeStatus attribute. It uses the following order of processing: If the
employeeStatus value is A, the employee is placed in the organizational unit specified by the Active
Users Container GCV value. If the employeeStatus is I, the employee’s User object is placed in the
organizational unit as specified by the Inactive Users Container GCV value. If the employeeStatus
attribute is not present, the employee’s User object is placed in the organizational unit as specified
by the Inactive Users Container GCV value.

5.3.12 Command Transformation Policy

The Command Transformation policy is the final transformation policy to be processed prior to
submission of a Publisher document to Identity Vault. To demonstrate this functionality, the default
PeopleSoft Driver configuration implements an unusual example of business logic that demonstrates
the flexibility and power of Identity Manager.

The business logic scenario is a requirement to maintain the object CN attribute and full
distinguished name DN of each User in the PeopleSoft application. The CN attribute is generated on
new objects when they are created in eDirectory. The DN is not a true attribute, but a concatenation
of the directory path and CN of a User. The DN changes based on the employeeStatus attribute of an
object, so it is set on User Add events and Delete events that are transformed into Move events.

Because this data is known during the processing of the Command Transformation policy, the CN
and DN data is placed into an <operation-data> element appended to the document, causing the
object to be added or moved. After Identity Manager applies the data to Identity Vault, a status
document is returned. The Output Transformation policy (documented in the Subscriber channel)
monitors status documents that are returned and transforms successfully processed documents with
attached <operation-data> elements into modification documents that are applied to the PeopleSoft
application. This is known as write-back functionality.

As the final transformation policy, the Command Transformation policy provides an excellent
location to define operations that must be applied without the risk of further event transformation,
thus allowing complicated policy processing to be programmed in one location. As will be seen, the
bulk of the business logic transformations in the Publisher channel are implemented in this policy.

The following templates exist in the default Command Transformation policy. In addition to the
listed templates, all Identity Manager policies contain identity-transform templates that allow the
copying of XML attributes and elements that are passed through unmodified. The default
configuration only handles documents related to User objects.

match <add> element
This template does the following:

* Tries to find the User’s manager. If the manager is found and the manager’s employeeStatus
attribute is set to A, the template sets the manager and managerWorkforcelD attribute on the
User.

* Sets the Login Disabled attribute based on employeeStatus. If the status is A, Login Disabled is
set to False. If the status is I, then Login Disabled is set to True.
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Adds or removes the Group Membership value based on the employeeStatus attribute value.
All active employees with the isManager attribute set to False are placed into an Employee
Group. All active employees with the isManager attribute set to True are placed into a Manager
Group. The Group Membership attribute and associated links on the group objects are cleared
if the employeeStatus is set to I.

Determines placement of an object based on the employeeStatus attribute value. Active User
objects are placed in an Active organizational unit. Inactive User objects are placed in an
InActive organizational unit.

Adds the manager attribute to any other active User objects in the directory whose
manager WorkforcelD attribute specifies this new User.

Adds the directReports attribute value to any active User object in the directory that is specified
by this User's managerWorkforcelD attribute.

Generates a write-back <operation-data> element to facilitate the addition of the CN and DN
attributes in PeopleSoft.

match <modify> element

This template does the following:

Tries to find the User’s manager. If the manager is found and the manager’s employeeStatus
attribute is set to A, the template sets the manager and managerWorkforcelD attribute on the
User.

Sets the Login Disabled attribute based on employeeStatus. If the status is A, Login Disabled is
set to False. If the status is I, then Login Disabled is set to True.

Adds or removes the Group Membership value based on the employeeStatus attribute value.
All active employees with the isManager attribute set to False are placed into an Employee
Group. All active employees with the isManager attribute set to True are placed into a Manager
Group. The Group Membership attribute and associated links on the group objects are cleared
if the employeeStatus is set to L.

Adds the manager attribute to any other active User objects in the directory whose
manager WorkforcelD attribute specifies this new User.

Adds the directReports attribute value to any active User object in the directory that is specified
by this User’s managerWorkforcelD attribute.

If the employeeStatus is changing from I to A, generates a Move event with a write-back event-
id to facilitate the modification of the DN attribute in PeopleSoft. This event moves the User
object from the InActive organizational unit to the Active organizational unit.

get-empl-status

This template requests the value of the employeeStatus attribute from a specified User object in
eDirectory.

get-empl-isManager

This template requests the value of the isManager attribute from a specified User object in
eDirectory.
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get-empl-CN

This template requests the value of the CN attribute from a specified User object in eDirectory.

get-empl-managerWorkforcelD

This template requests the value of the managerWorkforcelD attribute from a specified User object
in eDirectory.

get-empl-ID

This template requests the value of the Identity Manager WorkforcelD attribute from a specified
User object in eDirectory.

set-manager-on-user

This template queries Identity Vault to determine if the passed-in managerWorkforcelD parameter
references an active User object in eDirectory. The name of the manager-User object is set in the
User's manager attribute if the manager is active.

set-manager-on-direct-reports

This template receives a manager-User object ID parameter. A query is sent to Identity Vault for a
list of all active Users who have the specified manager-User object ID in the managerWorkforcelD
attribute. The manager attribute of all Users in the list is set with the name of the manager-User.

clear-manager-on-direct-reports

This template receives a manager-User object ID parameter. A query is sent to Identity Vault for a
list of all active Users who have the specified manager-User object ID in the manager WorkforcelD
attribute. The manager attribute of all Users in the list is removed.

set-directReports-on-manager

This template receives a manager-User object ID parameter. A query is sent to Identity Vault to find
an active User who has the specified manager-User object ID in the workforcelD attribute. The
directReports attribute of the manager-User object is modified to include the DN of the User object
specified in the source document.

clear-directReports-on-manager

This template receives a manager-User object ID parameter. A query is sent to Identity Vault to find
an active User who has the specified manager-User object ID in the workforcelD attribute. The
directReports attribute of the manager-User object is modified to remove the DN of the User object
specified in the source document.

set-directReports-on-user

This template receives a User object ID parameter. A query is sent to Identity Vault to find a list of
active Users who have the specified User object ID in the managerWorkforcelD attribute. The
directReports attribute of the User object is modified to include the DN of all User objects in the list.
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5.3.13 Subscriber Channel Objects

The Subscriber object contains a filter and a set of policies. These policies are necessary for
converting data from Identity Vault to the PeopleSoft Driver.

The Identity Vault sends filtered data modification events to PeopleSoft through the Metadirectory
engine. The engine applies the business logic defined by the Subscriber policies prior to submitting
the data to the PeopleSoft Driver, which converts the data from the Identity Manager XDS format
into PeopleSoft Component Interface format. The PeopleSoft Driver then submits the data to the
PeopleSoft application and updates the staging table.

5.3.14 Understanding the Subscriber Filter

The Subscriber filter is a logical component of the driver filter object. The filter specifies the object
classes and accompanying attributes that are passed from eDirectory to the PeopleSoft Component
Interface. The filter is defined using eDirectory attribute naming, so it is applied before schema
mapping takes place.

For example, if the User class is specified in the Subscriber filter with only the mobile and pager
attributes, the filter allows changes to only these attributes to be passed to the Metadirectory engine.
If a Telephone Number attribute is modified, the Subscriber filter removes this data because the
Telephone Number attribute is not in the filter. Other attribute values can be created by the
Subscriber policies according to the integration scenario.

You can configure the Subscriber filter to include attributes required by your environment and
allowable by eDirectory access controls. Configure it to include the following:

* Object classes you want to synchronize.
+ Attributes on those objects you want to synchronize.

* Attributes that are required by your Subscriber policies. These attributes cannot be
synchronized, but are required to perform some defined business logic that is to be applied to
the synchronized data. These are known as “notify” attributes.

The Subscriber filter specifies a set of data to be considered as Authoritative from Identity Vault or
any other authoritative application that might have written the data to Identity Vault. Based on
business logic, there might be multiple authoritative sources of specific data (such as another driver
or eDirectory itself). The configuration of the filters in your environment determines data ownership
and authority.

Subscriber Filter Attributes

Most of the attributes in the Subscriber filter are configured for bidirectional synchronization. This
is done for sample purposes to allow the driver to perform add, modify, and delete operations on
both the Subscriber and Publisher channels. In most installations the driver policies and filter is
configured to function in either a predominant Subscriber or Publisher mode.

The attributes listed below are included in the default Subscriber filter.

Table 5-3 The Subscriber Channel Attributes

CN managerWorkforcelD
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departmentNumber mobile

Description pager

employeeStatus Physical Delivery Office Name
Given Name Postal Code

homePhone S

Initials SA

Internet EMail Address Surname

jobCode Telephone Number

mailstop workforcelD

As mentioned previously, the Subscriber synchronization attributes in the Driver filter are present
for demonstration purposes. It is very important to note that Subscriber filter and policies should be
set to match the requirements of the PeopleSoft CI being utilized. If you want the ability to Add
objects on the Subscriber channel, make sure all required attributes in the CI are allowed to pass
through the filter. Also make note of which fields in the CI are related display fields or translate
values that cannot be synchronized, such as, Title, OU, and Full Name. By implementing and
enforcing the CI application restrictions in your filter and policies, you encounter fewer
synchronization errors and achieve higher throughput.

5.3.15 Securing the Data

If there is sensitive data that should not be shared with the PeopleSoft application, it should be
removed from the Subscriber filter.

5.3.16 Modifying the Filter

A properly configured Subscriber filter promotes a secure environment and secures data sharing
from Identity Vault to PeopleSoft. Make sure that attributes that are required for Subscriber policies
processing (such as workforcelD) are present in the filter even if they won't be synchronized to the
PeopleSoft application.

5.3.17 Subscriber Object Policies

The Subscriber object, by default, contains or uses the following policies:

* “Event Transformation Policy” on page 80

* “Matching Policy” on page 80

* “Create Policy” on page 81

* “Output Transformation Policy” on page 81
Policies contain templates that perform specific operations that can manipulate data, query either
Identity Vault or PeopleSoft for additional data required for processing, create new attributes based
on values of other attributes, or even discard entire data events. The following section explains each

policy and provides a description of the operations each policy performs. Because XML, DirXML
Script, and XSLT allow for great flexibility, all policies can be modified to meet the individual needs
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of your organization. The Schema Mapping policy has been previously described and is not be
addressed in this section. For information on the Schema Mapping policy, refer to “Modifying the
Driver Mapping Policy” on page 71.

Event Transformation Policy

The Event Transformation Policy is used to remove or change received event types into different
events. The following templates exist in the default Event Transformation Policy:

Match <rename> Element

PeopleSoft does not allow the rename or modification of primary key values. This policy transforms
a User Rename event into a Modify event that resets the CN and DISTINGUISHED NAME fields
in the CL.

Match <move> Element

PeopleSoft does not support object containment or hierarchy. This policy transforms User Move
events into Modify events that reset the DISTINGUISHED NAME field in the CI.

Match <delete> Element

This template is commented out by default to allow delete events to be passed to the driver. This
policy remains for reference for non-delete scenarios. Previous versions of the driver did not support
Delete events, so this template transforms them into Modify events that remove only Subscriber
channel fields in the CI (CN, DISTINGUISHED NAME, Internet Email Address, and Description).

Matching Policy

The Matching policy is used by the Metadirectory engine to apply criteria to determine if a matching
data object already exists in the PeopleSoft application. The Matching policy is applied to all
documents received from Identity Vault that contain User objects that are not currently associated
with PeopleSoft objects. If a match is found by this policy, the Add event is converted into an object
merge operation. This merge queries PeopleSoft for all attributes in the Publisher filter and applies
them to Identity Vault, and queries Identity Vault for all attributes in the Subscriber filter and applies
them to the PeopleSoft application. The process is finalized when an association value is written on
the eDirectory User object.

The Matching policy should provide criteria that are guaranteed to produce a 0 or 1 match. The
Matching policy uses the following criteria:
* 0 means the Matching policy keeps looking.

* 1 means a match is found and the Add event is automatically converted to a Modify event by
the Metadirectory engine.

* More than 1 returns the error message:
-9062 Multiple possible matches found by object matching policy
This means that the matching criteria are not strict enough and need to be redefined.
The default Subscriber Matching policy is an XML policy that attempts to find a PeopleSoft
DIRXML SCHEMAUOI1 object that contains an ASSOC _ID attribute that matches the eDirectory

User object’s workforcelD attribute. If that policy fails, the driver uses another policy to locate a
PeopleSoft DIRXML SCHEMAO]1 secondary object with a matching Given Name and Surname.
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The policy is defined in eDirectory class and attribute names because schema mapping has not yet
been applied.

Create Policy

The Create policy specifies the criteria for creating a new object after the Matching policy has failed
to find a match. This policy performs various tests and transformations based on the requirements
for object creation in the DIRXML SCHEMAUO1 CI in PeopleSoft and the business logic being
applied.

The default Subscriber Create policy is a DirXML Script policy that asserts that the Add document
is for a User object and that it must contain a value for Given Name, Surname, employeeStatus,
departmentNumber, and jobCode. These fields are required because the default PSA has defined
these fields as required in the DIRXML SCHEMAO1 CI. (Additional required fields, such as
BirthDate and Manager, have defined default values in the CI and are thus not required here.) By
making sure all required fields are present before submitting the Add event to the driver,
synchronization performance and integrity is enhanced.

This default policy does not assert particular values that are required for employeeStatus,
departmentNumber, and jobCode in the PSA, but such assertions can be added to the Subscriber
policies if desired.

Output Transformation Policy

The Output Transformation policy is implemented as both a DirXML Script and XSLT policy by
default for the PeopleSoft Driver. Although the Output Transformation policy is not exclusively
used by the Subscriber channel, it performs a subscribing role because it is used to transform the
data format of any XDS document received from Identity Vault, regardless of which channel
generated the submission of the document. An example of data transformation contained in this
policy is the transformation of single-value eDirectory attributes into structured, multivalue scroll
elements in PeopleSoft.

The following templates exist in the default Output Transformation policy. In addition to the listed
templates, all Identity Manager policies contain identity-transform templates that allow the copying
of XML attributes and elements that are passed through unmodified. Multiple instances of each
listed template exist for each type of document or data element that can be received by the policy.

Write-back

As documented in the Publisher channel Command Transformation policy, this template monitors
all status document responses from Identity Vault. If a status document with a Success value is
received and it contains an event-id attribute with an embedded CN and DN value, the template
holds the status document and issues a Modify document with the CN and DN values to the
PeopleSoft application. When the write-back command completes, the original status document is
returned to the Publisher channel.

From-merge Write-back

This policy behaves similarly to the one described above, but it is applied to modify documents that
are generated when the Metadirectory engine merges data on matched or resynchronized objects.
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Manager Flag Data Transformation

This template converts the Boolean True and False values of the Identity Vault isManager attribute
into character Y and N values of the PeopleSoft Manager field.

82 Identity Manager Driver for PeopleSoft Implementation Guide



Troubleshooting the Driver

This section contains potential problems and error codes you might encounter while configuring or
using the driver.

» Section 6.1, “The Driver is Not Processing Available Transactions or is Processing Them Out
of Order,” on page 83

» Section 6.2, “Error Trying to Obtain Data Record,” on page 83

» Section 6.3, “Error: joltServiceException: Invalid Session,” on page 84

» Section 6.4, “The Driver Does Not Start,” on page 84

» Section 6.5, “Attributes Are Not Refreshed on the Data Schema Object,” on page 84

* Section 6.6, “Data Does Not Show Up in Identity Vault on the Publisher Channel,” on page 84

 Section 6.7, “Error: Check Application Server IP Address and Jolt Port Number,” on page 84

 Section 6.8, “Data Does Not Update in PeopleSoft on the Subscriber Channel,” on page 84

* Section 6.9, “No Transactions Are Coming across the Publisher Channel,” on page 85

* Section 6.10, “Transactions Are Not Placed in the PeopleSoft Queue,” on page 85

» Section 6.11, “Transactions Are Left in the “Process” State and Not Processed,” on page 85

 Section 6.12, “Errors on the Publisher Channel When Processing a Transaction,” on page 85

 Section 6.13, “Component Interface Relationships Not Functioning,” on page 86

» Section 6.14, “SQL Error During Save of “Sample Person” Records,” on page 86

6.1 The Driver is Not Processing Available
Transactions or is Processing Them Out of Order

* Set the driver trace level to 5 and verify that the DIRXML DTTM and
DIRXML CURRDTTM values of the Transaction records being processed are in proper
lexicographic format.

* If the records are not in the correct format, refer to Chapter 2, “Configuring Your PeopleSoft
Environment,” on page 15.

+ If the records are in the correct format, verify that Transaction date and time field values are
correct and correspond to the system date and time.

6.2 Error Trying to Obtain Data Record

The following are typical reasons for this error:
* The Data record identified in a Transaction record was deleted from the PeopleSoft server
before the Transaction was processed.

* The Data record identified in a query or Subscriber channel operation has been deleted from the
PeopleSoft server.

» Through a database error or bad configuration, multiple Data records with the same primary
key value exist in the PeopleSoft database.
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Verify the reason for the problem by using either an SQL tool, the PSA DirXML Schema 01
sample application, or the PeopleSoft Application Designer’s Test Component Interface tool
(see Chapter 2, “Configuring Your PeopleSoft Environment,” on page 15.) Correct any errors
that might exist.

6.3 Error: joltServiceException: Invalid Session

This error is generated whenever the driver cannot access the target PeopleSoft Application Server.
Typical reasons for the error are:

» The Application Server address and port number are incorrect or incorrectly specified (the
format must be: //address:port number).

» The Application Server is down.

If this error occurs on the Publisher channel, the driver retries transaction processing in 60 seconds
or the configured poll interval, whichever is greater. If the error occurs on the Subscriber channel,
the Identity Manager engine schedules event retries.

6.4 The Driver Does Not Start

» Verify that psoftshim.jar, dirxmlcomps.jar, psjoa.jar, and the required CI API
jar files are present in the DirXML® 1ib subdirectory.

 Verify that the connection parameters are set correctly.

* Ensure that the configured CI names are valid.

6.5 Attributes Are Not Refreshed on the Data
Schema Object

Verify that the Component Interfaces are working correctly by using PeopleSoft Application
Designer tool. Refer to Chapter 2, “Configuring Your PeopleSoft Environment,” on page 15.

6.6 Data Does Not Show Up in Identity Vault on
the Publisher Channel

 Verify that the Mapping policy and filters are configured correctly.
* Verify that the APIs are working correctly and data is being produced by them.

6.7 Error: Check Application Server IP Address
and Jolt Port Number

Run the CITester utility to verify that proper connection and authentication parameters are set. Refer
to Chapter 2, “Configuring Your PeopleSoft Environment,” on page 15.

6.8 Data Does Not Update in PeopleSoft on the
Subscriber Channel

* Verify that the Mapping policy and filters are configured correctly.
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 Verify that the APIs are working correctly.

+ Ifyou are using <add> event functionality, verify that the Create method is available on the
target schema CIL.

 Ifyou are using <delete> event functionality, verify that the Delete method is available on the
target schema CIL.

6.9 No Transactions Are Coming across the
Publisher Channel

 Verify that there are active transactions in the queue ready for processing.

 Ensure that driver parameters are pointing to the correct PeopleSoft database. For example,
transactions do not process if they are in the PROD database, and the driver is still pointing to
the test database (which is configured to run with the driver, but holds no transactions).

6.10 Transactions Are Not Placed in the
PeopleSoft Queue

Verify that PeopleCode is working properly.

6.11 Transactions Are Left in the “Process’” State
and Not Processed

 Verify that all of the CI objects can be processed and that the status can be updated to a Success
(S), Warning (W), or Error (E) state.

If e-mail is configured in PeopleSoft and the SMTP gateway is down, an error can occur,
causing the update of the transaction to fail. You should verify that all online processing of the
application works correctly. PeopleCode attached to the update might sometimes fail, causing
the transaction to fail. If system connectivity is lost, the database or application server goes
down during processing and causes the driver to abandon the transaction. The transaction is left
in the selected state with a status of 1.

NOTE: If notification processing is required, we recommend using the Identity Manager
Notification Service instead of using SMTP processing as configured in PeopleSoft.

6.12 Errors on the Publisher Channel When
Processing a Transaction

The following list gives a sampling of errors and what they represent:
* Operation vetoed by the Create policy

Possible required data missing in the Create policy or other criteria in the Create policy have an
error.

+ generateKeyPair: -216 DSERR_ PASSWORD TOO_ SHORT

The attribute used for the initial password does not comply to the policy; however, the user
object is still created.
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» Unable to read current state of 8101

No association exists for this identity.
* nameTolID: -601 ERR_NO SUCH_ENTRY

Possible Placement policy error with an invalid container object designated.
» No DN generated by Placement policy

Possible missing or invalid data causing no valid DN to be created.

6.13 Component Interface Relationships Not
Functioning

If data does not show up in the attributes, or isn’t getting posted into PeopleSoft, or data is missing,
you should begin looking at the component interface relationships.

First, verify that the API is getting the data from the PeopleSoft buffer.

After all of the CIs have been tested completely with validation of all processes that the driver is
configured to do, there should be no issues regarding the driver accessing PeopleSoft through the
Cls. Other problem areas include:

» Connectivity IP address and port for the application server

* ID and password

 Correct naming of all activities in the parameters for the driver.
For troubleshooting these problems, try three basic tests:

1. Test all of the processes manually online using the PeopleSoft applications as configured.
2. Test all of the processes using the Component Interfaces.

3. Test the driver connection to the API through the Component Interfaces.

6.14 SQL Error During Save of “Sample Person”
Records

Error text example:

SQL error.Function: SQLExec

Error Position: O

Return: 8601 - [Microsoft] [ODBC SQL Server Driver] [SQL Server]FOR
UPDATE cannot be specified on a READ ONLY cursor.

The DirXML DERIVED.DIRXML DRIVER FieldFormula PeopleCode contains an SQLExec
command that performs an exclusive lock on selected rows returned from a query for the current
sequential transaction number in the DIRXML TRANSNXT table. the command line is:

SQLExec ("Select DIRXML INST from DIRXML TRANSXT Where DIRXML DRIVER
=:1
FOR UPDATE", &Driver, &InstancelID);

The “FOR UPDATE” locking clause is not valid for all flavors of SQL (Such as SQL Server.) The
clause can be safely removed to allow the PSA to function. However, if there is a possibility of
simultaneous administrative access to the Transaction row creation functionality, the code should be
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modified by a qualified DBMS/PeopleSoft Database administrator to appropriately serialize the
“Select” and “Insert or Update” of the DIRXML TRANSNXT table.
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