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About This Guide

This guide describes how to install, configure, and customize Micro Focus iPrint Appliance on your
network.

¢ Chapter 1, “iPrint Overview,” on page 11

+ Chapter 2, “What’'s New in iPrint Appliance,” on page 17

+ Chapter 3, “Planning Your Print Environment,” on page 21

¢ Chapter 4, “Deploying iPrint Appliance,” on page 27

+ Chapter 5, “Configuring New Appliance,” on page 35

+ Chapter 6, “Migrating or Recovering an iPrint Appliance,” on page 55

+ Chapter 7, “Migrating Printers from an OES iPrint Server,” on page 61

+ Chapter 8, “Document Rendering,” on page 69

¢ Chapter 9, “Managing iPrint Appliance,” on page 79

¢ Chapter 10, “Managing Print System,” on page 97

+ Chapter 11, “Installing and Setting Up iPrint on Client Workstations,” on page 169
+ Chapter 12, “Mobile Device Management (MDM),” on page 199

+ Chapter 13, “Troubleshooting iPrint Appliance,” on page 205

+ Appendix A, “Advanced Configuration for iPrint Mobile Service (Optional),” on page 217
+ Appendix B, “Email Service Parameters,” on page 221

+ Appendix C, “iPrint Appliance Support Matrix,” on page 223

+ Appendix D, “iPrint Commands and Utilities,” on page 231

+ Appendix E, “TIDs for iPrint,” on page 237

Audience

This guide is intended for Micro Focus iPrint Appliance administrators.

Feedback
We want to hear your comments and suggestions about this manual and the other documentation

included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Documentation Updates

For the most recent version of the Micro Focus iPrint Appliance 3 Administration Guide, and other
documentation for this product, visit the Micro Focus iPrint Appliance 3 Documentation Web site.

For information about configuring and using the mobile app, see the FAQ section of the app.

About This Guide
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IPrint Overview

Organizations want to reduce the complexity of managing printers by IT and allow end users to easily
locate and install printers.

That's where Micro Focus iPrint comes in. Micro Focus iPrint offers a single, scalable solution for
managing all of your printing across multiple office locations from any device. It lets the users print

quickly, easily, and more securely.

¢ “Understanding Micro Focus iPrint” on page 11
+ “Benefits of iPrint” on page 15
+ “Challenges in Print Environment” on page 16

Understanding Micro Focus iPrint

+ “iPrint Components” on page 12

Micro Focus iPrint provides secured enterprise print services for your desktops, laptops, and mobile
devices. Micro Focus’s iPrint solution integrates with your existing corporate printers, regardless of
the printing vendor or brand allowing you to deliver self-service printer provisioning to your device

users.

iPrint Overview 11



iIPrint Components

Figure 1-1 iPrint Overview
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+ “Users” on page 13

+ “Devices” on page 13

+ “Protocols” on page 13

+ “Administration” on page 13

¢ “Accounting With iPrint” on page 14
+ ‘“ldentity Source” on page 14

+ “iPrint Appliance” on page 14

+ “Renderers” on page 14

+ “Printers” on page 14
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Users

Users can submit print jobs through iPrint from their desktops, laptops, or mobile devices to both new
and legacy printers from all the major print vendors, without worrying about print drivers. You can
either import users from an existing LDAP source or create new users on the iPrint Appliance.

Devices

iPrint supports printing from desktops, laptops, or mobile devices.
Desktops and laptops: Clients for Windows and Mac workstations.

Mobile Devices: Apps for iOS, Android, Windows, and Amazon Kindle devices.

Protocols

IPP/ Email: The devices and app uses IPP (Internet Printing Protocol) or email to submit the print job.
If a direct network connection to iPrint Appliance is unavailable, the device switches to email printing,
and uses the email client configured on the device.

LDAP: LDAP is used for communication between iPrint Appliance and identity stores (eDirectory and
Active Directory).

HTTPS: HTTPS protocol is used for secure communication between iPrint Appliance and remote
renderers.

LPR/RAW/SNMP: iPrint Appliance supports printer communications using the Line Printer Remote
(LPR), RAW, or SNMP protocols.

Administration

Using Micro Focus iPrint Appliance Management Console, you can add and manage printers, check
the printer status, create printer maps, and monitor the appliance.

iPrint Configuration: Use for initial iPrint configuration and setup. You can configure items such as
mobile printing, LDAP user/group sources, renderers for enhanced document conversion, and so on.

Appliance Configuration: : Use this tool to reconfigure the system's network settings, time, SSL
certificates, and passwords. Network Settings should not be changed once iPrint Appliance
Configuration has been initiated.

iPrint Printer Configuration (iManager): iManager is a web-based tool that allows you to set up
and manage your print environment. You can create printers, printer drivers, profiles, and users.

iPrint Health Monitor: Monitors your iPrint environment. You can view status of print jobs and
manage jobs, and generate audit reports that show details of who printed and how much.

iPrint Migration Utility: You can migrate printers, drivers, driver profile, and printer configuration
details from your existing NetWare or OES environment.

iPrint Map Designer: Use this tool to create map displaying the location of printers. Users can
identify and install printers that are nearest to their location.

Ganglia: You can access various real-time monitoring statistics for all of the Ganglia-enabled
machines on your network segment.

iPrint Overview 13
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Accounting With iPrint

Print Accounting: Micro Focus iPrint integrates with third-party print accounting solutions to provide
full support for accounting the print jobs including tracking all the print jobs and keeping a tab on the
paper consumption. The print accounting feature enables the print administrator to have a clear
understanding of who is printing what and when, and apply charge back capabilities if required.

Direct Print Accounting: A printer that is enabled for iPrint Direct sends print jobs directly to the
printer instead of sending the job to the print server first. The print job is sent to the printer in LPR or
raw 9100 format, depending on the setting in the gateway autoload command for the printer. Although
this greatly reduces server communication, the ability to audit print jobs is lost. However, if you are
running a third-party print accounting solution, Micro Focus iPrint client can integrate with the third-
party print accounting solution to provide support for accounting print jobs to direct printers.

To install and configure third-party print accounting solution, refer to their documentation.

Identity Source

It works with LDAP directories such as Active Directory and eDirectory. Micro Focus iPrint makes
secure printing easy by integrating its data store with your identity directory.

iIPrint Appliance

Print and mobile server are the main components of appliance which handle all print jobs and all print

infrastructure.

Renderers

+ “Local Renderer” on page 14
+ “Remote Renderer” on page 14

Local Renderer

iPrint Appliance is bundled with an in-built document renderer (local renderer). The local renderer
converts documents to the PDF format, then converts them to the print ready format using CUPS.
The renderer supports Open Office, Microsoft Office and image formats, and also has a
multithreading feature.

Remote Renderer

iPrint Appliance ships with a remote renderer. For desktop-quality printing, it is highly recommended
that you install the remote renderer. You can download the remote renderer from the iPrint Appliance
Management Console.

The remote renderer provides high quality rendering for Microsoft Office and PDF document formats.

Printers

Users can send print jobs through iPrint to both new and legacy printers from all the major print
vendors.

iPrint Overview



Benefits of iPrint

Self-service printing: Users can print from their desktops, laptops, or mobile devices without waiting
for the helpdesk to set-up a printer.

From desktops or laptops, users can print by selecting printers on a map using a web browser.

From mobile devices, users can print to any organizational printer using an iPrint app, email, or via
AirPrint™,

WalkUp printing: Print jobs sent by the users are put on hold and can be released to a desirable
printer.

Mobile device printing: Users of iOS, Android, and Windows mobile devices can download apps
that allow them to print from their mobile devices directly to any of your organization's printers.

Micro Focus iPrint provides all of the necessary document rendering and conversion.

Expand your horizons: Users can print any time, from anywhere, using almost any device. Click to
send a print job to any printer irrespective of the location of the printer.

Works with everything: iPrint provisions print services for nearly every device you have, including
desktops, laptops, smartphones, and tablets. It works whether users are printing from Mac or
Windows. It works on iOS, Android, and Windows Mobile.

Simplified enterprise printing: Micro Focus iPrint connects all your organization's workstations and
mobile devices to your current printers. iPrint scales exceptionally well, reducing the server
infrastructure you need to maintain hundreds or thousands of printers and thus lowering your network
bandwidth costs.

AirPrint Integration: Makes wireless, proximity-based printing a possibility across your organization.
Allows iOS users to use the AirPrint capabilities with the iPrint printer.

Samsung KNOX certified: Enhanced security for Android devices while maintaining user-friendly,
secure mobile printing in your corporate environment.

QR Code Support: Scan a QR code to quickly connect your mobile device to a specific printer.

Email print jobs to any iPrint printer: Any email-enabled device can print to any iPrint printer by
sending the print job in the body of the email or as an attachment.

Secure printing: You can secure your data before it goes to the printer, provisioning print services
based on user, group and container membership.

Works in heterogeneous environments: Saves IT time and money by significantly reducing the
management burden required for mixed fleets of Mac or Windows desktops. It works across the major
mobile platforms as well, meaning IT only has to manage a single print solution for all your
organization's endpoints.

Leverages your current directory service: Micro Focus iPrint makes secure printing easy by
integrating its data store with your identity directory. It works with lightweight directory access protocol
(LDAP) directories such as Active Directory and Micro Focus eDirectory.

Works with legacy printers: Mobilize your existing fleet of printers rather than buying new. It works
with what you have now and what you may want going forward.

iPrint Overview 15
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Challenges in Print Environment

End users:

+ Printing from mobile devices (BYOD)
+ Ease of installing printers and printer drivers
+ Updating printer specific drivers

Administrators:

+ Complexity of managing printers and printer drivers
+ Auditing and accounting of print jobs

*

Health-monitoring of a printer
+ Secure printing

*

Printing in heterogeneous environments - Windows and Mac platforms

iPrint Overview



What's New in iPrint Appliance

This section describes enhancements and changes to Micro Focus iPrint Appliance.

What's New (iPrint iOS App 3.0.4)

Support for managing the iPrint app by using ZENworks Configuration Management 2017. For more
information, see “Managing the iPrint App with ZENworks Configuration Management 2017” on
page 199.

IPrint Appliance 3 - Highlights

+ “Release Jobs With Identity Cards” on page 17
+ “iPrint Portal” on page 18

+ “QuickPrint (Web Printing)” on page 18

+ “Desktop Printing” on page 19

¢ “Printing from Chromebook” on page 19

¢ “Update Channel” on page 19

+ “Directory Servers” on page 19

+ “Improved Appliance Migration” on page 19

Release Jobs With Identity Cards

yr=——=>\

Swipe to Print

A user prints the WalkUp jobs by using their identity card. A card reader is placed adjacent to the
printer and the user swipes his/her identity card to print the jobs. The benefits are:

+ Go Green: Saves paper, documents are printed only when users are next to the printer
+ Convenience: All you need is a identity card, no additional logins

+ Simplicity: It is so easy to print a job, just swipe your identity card

For more information, see “Identity Card Release for Users” on page 105.

What's New in iPrint Appliance 17
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iPrint Portal

A new printer portal is designed for enhanced user experience.

@ Micro Focus iPrint Portal Login
Printers C Refresh
Clear All
Location: ﬁ Ricoh1
Show All v
8 Richo3
Type:
Show All v 8 Richo in Lab
Model: 8 Richod_lab2
Show All v
™R Richo2
Search:
= hp

8 Richo in Lab2

Highlights are:

* QuickPrint (Web Printing) to upload and print a document

+ Controlled printer visibility

+ Quick access (bookmark) to printers based on filters

+ Locate printers easily based on location, type, and model of the printers

To access iPrint Portal, specify https://<iprintappliance_IP or hostname>/print

For more information, see “iPrint Portal” on page 169.

QuickPrint (Web Printing)

QuickPrint is printing documents via Web browser. You no longer require clients or driver installation.
Using any web browser, the user selects a printer and document, then prints.

@ Micro Focus iPrint Portal

Printers C Refresh
Clear All
Location: 5 LexmarkBW ~
Show All v
Location : 8thfloorlab
Type: Description Lexmark BW
Show All v
Color : Yes
Model: { 4] Install H & QuickPrint ]
Show All v

For more information, see “iPrint Portal: QuickPrint” on page 172.

What's New in iPrint Appliance



Desktop Printing
Micro Focus iPrint connects all your organization's workstations to your current printers. It allows IT to

set up a self-service printing environment in which employees can print on demand instead of calling
IT with print-provisioning needs.

IPrint Client 6.07 for Windows
The iPrint Client is upgraded to version 6.07.This client is available on Windows 10, Windows 8.x,

Windows 7, Windows Vista, Windows Server 2008 R2, Windows Server 2012 R2, and Windows
2016. For more information, see “Installing the iPrint Client” on page 169.

IPrint Client 6.07 for Mac
The iPrint Client is upgraded to version 6.07 This client is also available on macOS Sierra (10.12), OS

X El Capitan, 10.8 or later versions. For more information, see “Installing the iPrint Client” on
page 169.

Printing from Chromebook

iPrint provides secure enterprise print services for Chromebook users. The latest updates are:
+ Supports printing of WalkUp jobs.

The extension is available in the Chrome Web Store for download.

Update Channel

You no longer need manual downloads for patches. Henceforth, all patches are available from the
new channel.The patches can be scheduled or manually triggered from the channel.

For more information, see “Online Update” on page 93.

Directory Servers

The LDAP User Import GUI for managing users is now enhanced and made more intuitive. The task
is renamed as Directory Servers. For more information, see “Directory Servers” on page 109.

Improved Appliance Migration

+ Improved experience to perform migration from 2.x to 3 by using secondary disk.

For more information, see Chapter 6, “Migrating or Recovering an iPrint Appliance,” on page 55.

What's New in iPrint Appliance 19
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Planning Your Print Environment

This section describes the requirements for installing iPrint Appliance.

+ “Server Requirements” on page 21

+ “Ports Requirements” on page 22

+ “Remote Renderer Requirements” on page 25
+ “Mobile Requirements” on page 26

+ “Migrate Requirements” on page 26

Server Requirements

iPrint Appliance works with any virtualization software that can run the . ovf, . vhd , . xen, or . xva file
formats.

+ Virtualization software. For support matrix, see “iPrint Appliance Server and Client Support” on
page 226.
+ Directory service:
+ NetlQ eDirectory 8.7.x and 8.8.x
+ Active Directory configured on Windows Server 2012 R2 Standard Edition
+ Active Directory configured on Windows Server 2008 R2 Enterprise Edition
+ NTP server details:
+ |P address or hostname
+ |P address details for iPrint Appliance, including:
Static IP address

*

*

Network mask

*

Gateway IP address
+* Host name associated with the IP address

*

IP address of a DNS server

+ The IP address assigned to the iPrint Appliance and remote renderer must have DNS host entry
in the DNS server. Ensure that the DNS entries are in the same domain.

If you do not have a DNS server to resolve the hostnames, you can use the host s file to resolve
the same as follows:

+ Ensure that the host s file is updated with the iPrint Appliance and remote renderer details
(IP and hostname) in both the iPrint Appliance and the remote renderer machine. The
host s file is located at:

iPrint Appliance: / et c/ hosts
Remote renderer in the Windows machine: C:\ W ndows\ Syst enB2\ dri vers\etc

+ If you are using a third party certificate, ensure that the hostname of the iPrint Appliance and
remote renderer are configured with the domain name against which the certificate is issued. For
example, appliance.xyz.com and remoterenderer.xyz.com.
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+ |f the iPrint Appliance and remote renderer, requires same IP address to resolve two different
host names, then during the appliance configuration, do one of the following:

+ Ensure that the / et ¢/ host s file of iPrint Appliance is updated with the IP address and
hostname (domain hame against which the certificate is issued) of the iPrint Appliance and
remote renderer.

+ If you have a DNS server, then ensure that the PTR record entry for hostname matches the
domain name of the used certificate. Ensure to remove all the other hostnames from the
host s file.

+ Memory: 4 GB RAM or higher is recommended.
+ Primary Hard Disk: 40 GB. This disk stores the Operating System and all the binaries.

+ Secondary Hard Disk: 40 GB. This disk stores the configuration details of the appliance. All
the WalkUp jobs are also stored on the secondary disk. Depending on the usage of the print
service, decide the space required on the secondary disk.

Ports Requirements

Figure 3-1 iPrint Appliance Ports Map
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Desktop Clients: Open the ports on your clients to communicate with iPrint Appliance, printers and
LDAP sources.
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Operating Connection Port Protocols Description
System Type
Windows
Outbound 9443 The release portal uses this port to
communicate with iPrint Appliance
Outbound 636 LDAPS (Secure) To communicate with LDAP sources
Outbound 631 IPP To communicate with the printers
9100 RAW
515 LPR
161 SNMP
524 To communicate with eDirectory using
DClient
Mac
Outbound 9443 The release portal uses this port to
communicate with iPrint Appliance
Outbound 631 IPP To communicate with the printers
9100 RAW
515 LPR

Mobile Apps: Open ports on your mobile devices to communicate with iPrint Appliance and printers.

Operating System  Connection Port Protocols Description
Type
iOS, Android, Outbound 443 HTTPS To communicate with iPrint Appliance and with
Windows the printers
Outbound 631 IPP To communicate with the printers
80 TCP

Remote Renderer: Open the ports for various communications between iPrint Appliance and

printers.
Operating System  Connection Port Protocols Description
Type
Windows Inbound 8080 HTTP To allow Management Console and Mobile
server to connect with the renderer
Inbound 8443 HTTPS To allow secure communication
Outbound 9100 RAW To communicate with the printers
161 SNMP
515 LPR
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iPrint Appliance: Open the ports for various communications between iPrint Appliance and printers.

Tasks Connection Port Protocols Description
Type
Printers Outbound 9100 RAW To communicate with the printers
161 SNMP
515 LPR
80 TCP
AirPrint Inbound 631 IPP To perform AirPrint jobs
443 HTTPS
5353 mDNS/
UDP
Outbound 5353 mDNS/ To advertise iPrint printers as iOS AirPrint printers
UDP
Desktop Inbound 515 LPR To allow Desktop clients to communicate with the
Clients appliance
LDAP Import  Outbound 524 NCP To perform LDAP import and authenticate users to the
(Dclient)  configured LDAP sources
636 LDAPS
(Secure)
389 LDAP
(Non-
Secure)
Inbound 22 SSH To allow access to appliance to perform LDAP Import
636 LDAPS
(Secure)
389 LDAP
(Non-
Secure)
Management Inbound 9443 To allow access to iPrint Management Console
Inbound/ 443 HTTPS To perform iManager tasks
Outbound
80 TCP
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Tasks Connection Port Protocols Description

Type
Mail Server Outbound 143 IMAP To communicate with the Mail server.
993 IMAPS
(Secure)
110 POP3
995 POP3
25 SMTP
465 SMTP
(Secure
via SSL)
587 SMTP
(Secure
via TLS)
Ganglia Inbound 8080 To configure Ganglia
Configuration (blocked)
8081
8443
8444
8649

NOTE: For ports required by the 3rd party products, you must refer their documentation.

Remote Renderer Requirements

For desktop quality printing for Microsoft Office and PDF documents, you must install a remote
renderer. The minimum requirements are as follows:
+ |Install the renderer on a Microsoft Windows 64-bit system

+ Windows 10/ Windows 8.1 / Windows 7 SP2 /Windows 2012 R2/ Windows 2008 R2 Enterprise
with a dual-core processor or higher

+ Microsoft .Net Framework 4 or later

+ The IP address assigned to the iPrint Appliance and remote renderer must have DNS host entry
in the DNS server. Ensure that the DNS entries are in the same domain.

If you do not have a DNS server to resolve the hostnames, you can use the host s file to resolve
the same as follows:

+ Ensure that the host s file is updated with the iPrint Appliance and remote renderer details
(IP and hostname) in both the iPrint Appliance and remote renderer machine. The host s file
is located at:

iPrint Appliance: / et c/ hosts
Remote renderer in the Windows machine: C:\ W ndows\ Syst enB2\ dri vers\etc
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+ If you are using a third party certificate, ensure that the hostname of the iPrint Appliance and
remote renderer are configured with the domain name against which the certificate is issued. For
example, appliance.xyz.com and remoterenderer.xyz.com.

+ If the iPrint Appliance and remote renderer, requires same IP address to resolve two different
host names, then during the appliance configuration, do one of the following:

+ Ensure that the / et ¢/ host s file of iPrint Appliance is updated with the IP address and
hostname (domain name against which the certificate is issued) of the iPrint Appliance and
remote renderer.

+ If you have a DNS server, then ensure that the PTR record entry for hosthame matches the
domain name of the used certificate. Ensure to remove all the other hostnames from the
host s file.

For Desktop quality printing, we recommend to install the following optional software:

+ Microsoft Office 2013
+ Microsoft Office 2010
+ Adobe Acrobat XI Professional
+ Adobe Acrobat X Pro

Mobile Requirements

For more information on the supported platforms, see “Mobile Operating System Support” on
page 223.

Migrate Requirements

+ Secondary disk that includes the earlier version of the configuration file.

For more information, see Chapter 6, “Migrating or Recovering an iPrint Appliance,” on page 55.
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4 Deploying iPrint Appliance

+ “Configuring Virtual Environment” on page 27
+ “Initial Appliance Configuration” on page 33

Configuring Virtual Environment

You must download the iPrint Appliance and configure the virtual environment where you plan to run
the appliance.

The process of downloading the iPrint Appliance and configuring the virtual environment differs,
depending on which virtual environment you plan to use to run the iPrint Appliance.

+ “VMware Configuration” on page 27

+ “Citrix Xen Configuration (Not Available for Beta)” on page 28

+ “Xen Configuration” on page 30

+ “Hyper-V Configuration (Not Available for Beta)” on page 32

VMware Configuration

1 Download the iPrint software (i Pri nt Appl i ance. x86_64- ver si on. ovf . zi p) to your
workstation.

You can download the software from the Downloads page (http://download.novell.com/
Download?buildid=k78rV0OteehY~).

2 Extractthe i Print Appl i ance. x86_64- ver si on. ovf. zi p file on your workstation. The i Pri nt -
ver si on folder is created with the . ovf file.

NOTE: On a VMware workstation, do not extract the i Pri nt Appl i ance. x86_64-

ver si on. ovf . zi p file using the default Windows extractor. On deploying this file, you may
receive an error message, Access is Denied. To resolve this issue, extract the file using any
other third-party extractor.

3 In the vSphere client, click File > Deploy OVF Template.

4 Browse to and select the . ovf file from the i Pri nt - ver si on file folder.
5 Click Next.

6 Click Next again.

7 In the Name field, specify name for the iPrint appliance, then click Next.
8 Select the location to store the virtual machine files, then click Next.

9 Click Next to accept the disk format.

10 Review the deployment settings, then click Finish.
On successful deployment, ensure to add a secondary disk before starting the VM.
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11

12
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Add a secondary disk for the appliance. The appliance configuration details will be stored in this
location.

11a In the vSphere client, right-click the virtual machine that you just created, then click Edit
Settings.

The Virtual Machine Properties page is displayed.
11b On the Hardware tab, click Add.
The Add Hardware dialog box is displayed.
11lc Select Hard Disk, then click Next.
11d Select Create a new virtual disk, then click Next.
11le Specify the disk space, then click Next. Recommended size is 40 GB.
11f In the Advanced Options, continue with the default selection, then click Next.
11g Review the settings, then click Finish.
Power on the appliance (virtual machine).
Continue with Initial Appliance Configuration.

Citrix Xen Configuration (Not Available for Beta)

*

*

“Using OVF Format” on page 28
“Using XVA Format” on page 29

Using OVF Format

1

Download the iPrint software (i Pri nt Appl i ance. x86_64- ver si on. ovf. zi p) to your
management workstation.

You can download the software from the Novell Customer Center (NCC) (https://
www.novell.com/center) Or you can download an evaluation version of the software from the
Novell Downloads page (http://download.novell.com).

2 Extractthe i Print Appl i ance. x86_64- versi on. ovf . zi p file on your management workstation.

3 Inthe Citrix XENCenter client, right-click the server on which you will install iPrint Appliance, then

click Import.
The Import OVF/OVA Package wizard is displayed.
Import Source: Browse to F folder and select the