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Section 1 - Concepts and Prerequ

Novell Privileged User Manager v2.2
Evaluation Quick Start Guide @

1.0 Concepts and Overview

The Novell Privileged User Manager evaluation package is a collection of preconfigured databases that can
be added to any standard manager installation to create an environment pre-populated with sample events
and example configurations. Evaluation deployment steps involve:

Check prerequisites and download appropriate manager installer binaries (Section 1.1).
Obtain evaluation installer (Section 1.2).

Read and understand evaluation warnings (Section 1.3)

Install standard manager package onto your supported platform (Section 2.1).

Log on to the administration console and set initial password (Section 2.2).

Install and load evaluation package to create pre-populated environment (Section 2.3)
Follow initial orientation to familiarize environment (Section 3).

Walk step by step through the example exercises (Section 4).

N>R WNE

1.1 Prerequisites
- The administration console requires Adobe Flash to operate.

- Binaries for the standard Manager install can be obtained through download.novell.com

- Please make sure that you read and understand the implications of installing the evaluation package onto
an already configured system in Section 1.3.

SUSE Linux Enterprise Desktop and SUSE Linux Enterprise Server

1. You must make sure that the ksh shell is installed for the example exercises in Section 4 to work.

2. Edit /etc/ksh.kshrc as shown below to avoid the error below.

/bin/ls: cannot read symbolic link /proc/22154/exe: Permission denied

This is caused by the following line in /etc/ksh.kshrc

case "' /bin/ls --color=never -1 /proc/$$/exe " in

You can prevent this message by changing the line to the following:

case "'/bin/ls --color=never -1 /proc/$$/exe 2>/dev/null’" in

1.2 Obtaining Evaluation Installer
The evaluation installer can be obtained through sales or technical support.
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1.3 Important Information — Please Read Before You Start

Note
We recommend that you apply the evaluation database package to a clean installation of the

standard Manager. You should also uninstall the package when finished as per the instructions at the

bottom of this page.
The evaluation database package consists of pre-population versions of the following databases:

Command Control audit database
Compliance Auditor event database
Command Control rules database

Installing the evaluation package
Installing the evaluation database package will create a backup copy of your existing configuration and
replace with the following:

Sample log events, including keystrokes
Sample Compliance Auditor events and rule
Sample Command Control rule configuration
Sample Command-Risk configuration

Uninstalling the evaluation package

Uninstalling the evaluation database package will restore your previously backed up configuration. Please
note that any configuration changes or captured events generated with the evaluation package installed will

be permanently removed.

Note also that the evaluation environment can be ‘refreshed’ at any time simply by uninstalling and
reinstalling the evaluation package.

Recommendation
When you have finished your evaluation, we strongly recommend that you perform the following steps:

Uninstall the evaluation and restore your original configuration through the host console by clicking the
evaluation package, then selecting the ‘Uninstall Package’ option from the left-hand menu (as below).

(g Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

HomeHosts

v ¢ Hosts |Name | version | Title: | status ’
v [ me-lap-21708 @ admin 2.2.0 (Rev:14579,BId:4560) Adrrinistration Manager tarimam) %
RegElerPadkage @Packages @ audit 2.2.0 (Rev:14997 Bld:4560) Audit Manager (reqisterei.
Unre gister Paskage & auth 2.2.0 (Rev:14397 Bld:4560) Arcess Manager (prirnany
@ ceeval 220 (Rev:15054 Bld:4570) Evaluation Databases (agent)
@ cmdctrl 2.2.0 (Rev:1 4867 ,BId:4560) Cammand Contral Manager (register
o i N, g g | 25 Z 0 D B T A, 57

Remove the evaluation package from the Package Manager by clicking the package and selecting the
‘Delete Packages’ option from the left-hand menu (as below).

o Identity and Security Management N

NOVELL PRIVILEGED USER MANAGER

HomePackage Manager

_ Title Description Version Platform Package £
frd o B Evaluation Databases Sample databases for use in evaluating of Movell Privilegd 2.2.0 (Rev:15054,81d| All ceaval-2-2 &
|
etTor opdates ‘
Setftings
St W e i M ol o el g BVl A
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2.1 Install Std Manager Package

Copy the evaluation package appropriate for your platform to a temporary location on the machine that will
be used for testing, and install according to the following instructions.

Note: By default the installation will install the software into /opt/novell.
2.1.1 AIX Manager Install

The AlX installation package is compressed through gzip. In order to install the package, you must unzip the
package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the AIX manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

gunzip novell-npum-manager-X.X-aix-X.X-powerpc.bff.gz

2. After the AIX installation package is uncompressed, use one of the following methods to perform the
installation.

o The AIX smitty program

o The following command:

installp -acgNQgwX -d <directory of .bff file> novellnpum

3. After installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,B1d:4550) [aix-5.1-powerpc]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,B1d:4550) ] module loaded

[audit 2.2.0 (Rev:14937,B1d:4550) ] module loaded

[auth 2.2.0 (Rev:14897,B1d:4550) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,B1d:4550) ] module loaded
[distrib 2.2.0 (Rev:14601,B1d:4550) ] module loaded
[msgagnt 2.2.0 (Rev:14842,B1d:4550) ] module loaded
[pkgman 2.2.0 (Rev:14972,B1d:4550) ] module loaded
[regclnt 2.2.0 (Rev:14845,B1d:4550) ] module loaded
[registry 2.2.0 (Rev:14926,B1d:4550) ] module loaded
[rexec 2.2.0 (Rev:14949,B1d:4550) ] module loaded
[secaudit 2.2.0 (Rev:14793,B1d:4550) ] module loaded
[strfwd 2.2.0 (Rev:14872,B1d:4550) ] module loaded
Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm-aixvl (ussm-aixvl)
valid from Mon Mar 09 16:34:59 2009 to Mon Apr 06 17:34:59 2009 (registry offset 0 seconds)
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2.1.2 HP-UX Framework Manager Install

The HP-UX installation package is compressed through gzip. In order to install the package, you must unzip
the package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the HP-UX manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

For HP/PA:

gunzip novell-npum-manager-X.X-hpux-X.X-hppa.depot.gz
For ITA:

gunzip novell-npum-manager-X.X-hpux-X.X-ia64.depot.gz

2. After the HP-UX installation package is uncompressed, use the following command to install the
manager:

For HP/PA:

swinstall -s /<directory of .depot file>/novell-npum-manager-X.X-hpux-X.X-hppa.depot \*

For ITA:

swinstall -s /<directory of .depot file>/novell-npum-manager-X.X-hpux-X.X-ia64.depot \*

3. Atfter installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,B1d:4552) [hpux-11.23-1a64]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,B1d:4552) ] module loaded

[audit 2.2.0 (Rev:14937,B1d:4552) ] module loaded

[auth 2.2.0 (Rev:14897,B1d:4552) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,B1d:4552) ] module loaded
[distrib 2.2.0 (Rev:14601,B1d:4552) ] module loaded
[msgagnt 2.2.0 (Rev:14842,B1d:4552) ] module loaded

[pkgman 2.2.0 (Rev:14972,B1d:4552) ] module loaded

[regclnt 2.2.0 (Rev:14845,B1d:4552) ] module loaded
[registry 2.2.0 (Rev:14926,B1d:4552) ] module loaded

[rexec 2.2.0 (Rev:14949,B1d:4552) ] module loaded

[secaudit 2.2.0 (Rev:14793,B1d:4552) ] module loaded
[strfwd 2.2.0 (Rev:14872,B1d:4552) ] module loaded

Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm-hpuxvl (ussm-hpuxvl)
valid from Mon Mar 09 16:31:49 2009 to Mon Apr 06 17:31:49 2009 (registry offset 0 seconds)
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2.1.3 Linux Framework Manager Install
Linux hosts use the RPM packaging system for installation, upgrade, and removal.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the Linux manager:

1. Run the following command:
rpm -i novell-npum-manager-X.X-linux-X.X-intel.rpm

2. After installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,B1d:4552) [linux-2.6-intel]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,B1d:4552) ] module loaded

[audit 2.2.0 (Rev:14937,B1d:4552) ] module loaded

[auth 2.2.0 (Rev:14897,B1d:4552) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,B1d:4552) ] module loaded
[distrib 2.2.0 (Rev:14601,B1d:4552) ] module loaded
[msgagnt 2.2.0 (Rev:14842,B1d:4552) ] module loaded
[pkgman 2.2.0 (Rev:14972,B1d:4552) ] module loaded
[regclnt 2.2.0 (Rev:14845,B1d:4552) ] module loaded
[registry 2.2.0 (Rev:14926,B1d:4552) ] module loaded
[rexec 2.2.0 (Rev:14949,B1d:4552) ] module loaded
[secaudit 2.2.0 (Rev:14793,B1d:4552) ] module loaded
[strfwd 2.2.0 (Rev:14872,B1d:4552) ] module loaded
Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm-linvl (ussm-1linvl)
valid from Mon Mar 09 18:18:27 2009 to Mon Apr 06 19:18:27 2009 (registry offset 0 seconds)
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2.1.4 Solaris Framework Manager Install

The Solaris installation package is compressed through gzip. In order to install the package, you must unzip
the package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the Solaris manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

For SPARC:

gunzip novell-npum-manager-X.X-solaris-X.X-sparc.pkg.gz
For Intel:

gunzip novell-npum-manager-X.X-solaris-X.X-intel.pkg.gz

2. After the Solaris installation package is uncompressed, use the following command to install the
manager:

For SPARC:

pkgadd - d /<directory of .pkg file>/novell-npum-manager-X.X-solaris-X.X-sparc.pkg
For Intel:

pkgadd - d /<directory of .pkg file>/novell-npum-manager-X.X-solaris-X.X-intel.pkg

3. Atfter installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was accepted.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,B1d:4552) [solaris-2.10-sparc]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,B1d:4552) ] module loaded

[audit 2.2.0 (Rev:14937,B1d:4552) ] module loaded

[auth 2.2.0 (Rev:14897,B1d:4552) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,B1d:4552) ] module loaded
[distrib 2.2.0 (Rev:14601,B1d:4552) ] module loaded
[msgagnt 2.2.0 (Rev:14842,B1d:4552) ] module loaded
[pkgman 2.2.0 (Rev:14972,B1d:4552) ] module loaded
[regclnt 2.2.0 (Rev:14845,B1d:4552) ] module loaded
[registry 2.2.0 (Rev:14926,B1d:4552) ] module loaded
[rexec 2.2.0 (Rev:14949,B1d:4552) ] module loaded
[secaudit 2.2.0 (Rev:14793,B1d:4552) ] module loaded
[strfwd 2.2.0 (Rev:14872,B1d:4552) ] module loaded
Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm-solvl (ussm-solvl)
valid from Mon Mar 09 17:24:28 2009 to Mon Apr 06 18:24:28 2009 (registry offset 0 seconds)
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2.1.5 Tru64 Framework Manager Install

The Tru64 installation package is compressed through gzip. In order to install the package, you must unzip
the package through gunzip.

By default, the installation program installs the software into /opt/novell. To change this, create a directory in
the required part of the file system and create a symbolic link to /opt/novell.

To install the Tru64 manager:

1. Copy the installation package to a temporary location and use the following command to extract the
installation files:

gunzip novell-npum-manager-X.X-tru64-X.X-alpha.tar.gz
tar -xvf novell-npum-manager-X.X-tru64-X.X-alpha.tar

2. After the Tru64 installation package is uncompressed, use the following command to install the manager:
setld -1 NOVELLNPUM/

3. After installation is complete, check that the service is running by viewing the log file. The log file is
located in /opt/novell/npum/logs/unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,B1d:4551) [tru6ed4-5.1-alpha]
Database Version 3.5.7

[admin 2.2.0 (Rev:14979,B1d:4551) ] module loaded

[audit 2.2.0 (Rev:14937,B1d:4551) ] module loaded

[auth 2.2.0 (Rev:14897,B1d:4551) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,B1d:4551) ] module loaded
[distrib 2.2.0 (Rev:14601,B1d:4551) ] module loaded
[msgagnt 2.2.0 (Rev:0,B1d:4551) ] module loaded

[pkgman 2.2.0 (Rev:14972,B1d:4551) ] module loaded
[regclnt 2.2.0 (Rev:14845,B1d:4551) ] module loaded
[rexec 2.2.0 (Rev:14949,B1d:4551) ] module loaded
[registry 2.2.0 (Rev:14926,B1d:4551) ] module loaded
[secaudit 2.2.0 (Rev:0,B1d:4551) ] module loaded

[strfwd 2.2.0 (Rev:14872,B1d:4551) ] module loaded
Service listening on 0.0.0.0:29120

Service listening on 0.0.0.0:443

Checking service registration for ussm-truvl (ussm-truvl)
valid from Mon Mar 09 16:42:59 2009 to Mon Apr 06 17:42:59 2009 (registry off
set 0 seconds)
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2.1.6 Windows Framework Manager Install

1. Run the following install executable to start the installation:
novell-npum-manager-X.X-windows-5.0-intel.exe

2. Follow the steps in the install wizard.

The Framework Manager service can be installed on any part of the normal file system. It defaults to the
C:\Program Files\Novell\npum folder.

3. After installation is complete, check that the service is running by viewing the log file. The log file is
located in C:\Program Files\Novel\npum\logs\unifid.log, if the default install location was used.

You should see an output similar to the following:

Version 2.2.0 (Rev:14967,B1d:4554) [windows-5.0-intel]
Database Version 3.5.7
Parent (1508) starting child

Version 2.2.0 (Rev:14967,B1ld:4554) [windows-5.0-intel]
Database Version 3.5.7

Child (1520) main thread starting

[admin 2.2.0 (Rev:14979,B1d:4554) ] module loaded

[audit 2.2.0 (Rev:14937,B1d:4554) ] module loaded

[auth 2.2.0 (Rev:14897,B1d:4554) ] module loaded

[cmdctrl 2.2.0 (Rev:14867,B1d:4554) ] module loaded
[distrib 2.2.0 (Rev:14601,B1d:4554) ] module loaded
[msgagnt 2.2.0 (Rev:14842,B1d:4554) ] module loaded
[pkgman 2.2.0 (Rev:14972,B1d:4554) ] module loaded
[regclnt 2.2.0 (Rev:14845,B1d:4554) ] module loaded
[registry 2.2.0 (Rev:14926,B1d:4554) ] module loaded
[secaudit 2.2.0 (Rev:14793,B1d:4554) ] module loaded
[strfwd 2.2.0 (Rev:14872,B1d:4554) ] module loaded
Service 1listening on 0.0.0.0:29120

Service 1listening on 0.0.0.0:443

Checking service registration for ussm-winvl (ussm-winvl)
valid from Tue Mar 10 11:12:34 2009 to Tue Apr 07 12:12:34 2009 (registry offset 0 seconds)
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2.2 Log on and Set Administrator Password

Log on to the Novell Privileged User Manager Administration console
In a browser with access to test machine, enter: https://testmachinename
Note: When prompted, accept security certificate

(5 Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

Passwort:

{ Logon

On first use, click through the license screen and enter the default credentials of:

Username: admin
Password: novell

Change password
You will be prompted to change your password: (minimum of 6 characters, 1 alpha and 1 numeric)

q Identity and Security M

=T NOVELL PRIVILEGED USE

Password Expired

our password has expired

New Password

Cortfirm Password

oK
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2.3 Load and Install Evaluation Databases

2.3.1 Load Evaluation Installer

UNIX/Linux
Copy the evaluation installer file “cceval-2-2.pak” to a temporary location on your server.

Change to that directory and issue the following command to load the installer into your Framework Package
Manager.

/opt/novell/npum/sbin/unifi -u admin distrib publish -f cceval-2-2.pak

Note: You will be prompted for the administration password you set in section 2.2

Windows
Copy the evaluation installer file “cceval-2-2.pak” to a temporary location on your server.

Change to that directory and issue the following command to load the installer into your Framework Package
Manager.

“C:\Program Files\Novel\npum\bin\unifi” -u admin distrib publish -f cceval-2-2.pak

Note: You will be prompted for the administration password you set in section 2.2

2.3.2 Install Evaluation Databases to Host

Log onto the Administration Console and select the Hosts option.
Expand the hostname of your machine as shown below and then click on Packages.

Now select Install Packages from the left-hand menu

(2 Identity and Security Management

N
Home/Hosts
v n% Hosts ‘Name ‘Varsion ‘Title |St -
v () el @ admin 7320 (Rev 14078 B10:4560)  Administration Manager (or
o . @ audit 2.2.0 (Rew14997,B10:4560) Autit Manager wr
Rullbadk Packages @ auth 2.2.0 (Rev 14897 B1d:4560) Access Manager ipr
Commit Padkages @ cmdctr| 2.2.0 (Rev 14867 Bld:4560) Command Control Manager ipr
Wiew Messages @ distrib 2.2.0 (Rev14601,Bld:4560) Distribution Agent (ac
Clear Cache @ msgaant 2.2.0 (Rev14242,Bld:4560) Messaging Component {r
Wiew Cache @ pkgman 2.2.0 (Rew 14372 Bld:4560) Package Manager fr
@ regeint 2.2.0 (Rev 14845 Bld:4560) Reqistry Agent (agE
@ registry 2.2.0 (Rev14826,B1d:4560) Reqistry Manager pr
@ secaudit 2.2.0 (Rev14783,Bld:4560) Carnpliance Auditor ipr
@ striwd 2.2.0 (Rew: 14872, Bld:4560) Stare and Forward Agent {ac
@ access 2.2.0 (Rev:14981,B1d:4560) Access Control Console ico
_ @ audit 2.2.0 (Rev14854,B1d:4560) Reporting Consale {to
@ cmdctr] 2.2.0 (Rev14865,B1d:4560) Carrmand Control Consale {to
Hors @ help 22.0(Revi5011 BI4560)  Help Console (co
::I:U( N @ pkgman 2.2.0 (Rew:14976,81d:4560) Fackage Management Console  (co
@ repori_comm 2.2.0 (Rev.14962,BId:4580) Command Reporting Console v~
Change Pazsaverd i ““ | EED

Log oft admin

Install Consoles




Novell Privileged User Manager v2.2
Evaluation Quick Start Guide »

Now select the Evaluation Databases package as shown below and click Next

(2 Identity and Security Management

Install Package

Title | Description | version | Package

E] i

[ Mlext = - Cancel

#

When the install is complete, return to the main menu by clicking Home in the breadcrumb trail, (underneath
the title-bar at the top) to complete the remaining exercises in this guide.
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Evaluation Quick Start Guide é

3.0 Initial Orientation

Log on to the Novell Privileged User Manager administration console

In a browser with access to test machine, enter: https://testmachinename
Note: When prompted, accept security certificate

g Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

Please enter your username an! password
o logon.

If first use, click through the license screen and enter the default credentials of:

Username: admin
Password: novell

Change password
If first use, you will be prompted to change your password.

g Identity and Security Mai

NOVELL PRIVILEGED USE

Password Expired

“Your password has expired

New Passward

Cortfirm Fassword

0K Cancel
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Orientation: Home Menu

The Home menu is where you are able to access the individual administrative ‘consoles’ that are installed as
part of your solution.

Manage security policies for
privilege management using an

intuitive GUI interface.
Proactive auditing tool that pulls

events from the event logs,
according to predefined rules, for
analysis.

Centrally manage application
installation and update, load-
balancing / redundancy of Manage users that will
resources, and host alerting. log onto the admin
console using role-
based grouping.

f.a Identity and Security Management

NOVELL PRIVILEGED UFER MANAGER

Home

— a Compliance Auditar .% Hests & Command Control % Framework User Manager
\ Reporting @ Package Manager

Home

Help

About Framewar
Change Pasamord
Log off admin

Install Consalas

Easily access and search event logs, review
user keystroke activity, color-coded through
our unique Command-Risk Analysis Engine. and pushed out to hosts.

Any module can be easily updated via
connection to an online update server

NOTE
The administration console is Adobe Flash-driven and requires only a single click to select menu options.

IMPORTANT:

To navigate when in the administration console, DO NOT use your browsers’ forward or back buttons; use
the ‘breadcrumb trail’ at the top of each page, for example:

“Home / Compliance Auditor” — click on Home to return to main console menu
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Orientation: Compliance Auditor

From the Home menu, select the Compliance Auditor console

Each event record is color-coded NIEKTE SRR TN T SEC) XEmTEe| Filters can be set on
according to the highest rated Penhdln_g. Efam!n_atl?]n |nbprogress 4 off as ok combination of date
command risk (see below). Authorized: Activity has been signed off as okay range and event status.

Unauthorized: Activity not acceptable

q Identity and Security Management

JVELL PRIVILEGED USER MANAGER

Home/Compliance Auditar

M Mew MPending | |gdthorized | |Unauthorized
View Resord CIFrom: [15 Mar 2000 [ 16141 (1To: [15Mar 2009 |5 16:41 ( Refresh
Audit Rules
Audit Reports * Level | Status /'fime Event Note
Aosess Cantral ] RI=1 10Jun 2008 10:08:40 | cusr! @fedvm 3 fusrhinfksh as cusrl @feduvrr]
] ¥ 10Jun 20081001113 | tusrl@fedvm? id as root@fedvm1
] [R=1 10Jun 2008 10:11:20 | tusrli@fedvm 15 -1 as tusr @fedvm1
] [R=1 10Jun 20081001 2:14 | tusrl @fedvm3 id as root@fedvm3
] [R=1 10Jun 20081001218 | tusrl @fedvm3 |5 -1 as tusrl @fedym3
] [R=1 10Jun 20081001 2:27 | tusr2i@fedvm id as tusr2g@fedvm
] [R=1 10Jun 2008 10:012:31 | tusr2i@fedvm |5 -1 as rootigfedym
] [R=1 10Jun 2008 10:12:40 | tusr2i@fedym3 id as tusr2@fedvm3
About Fram e ] [R=1 10Jun 20081001 2:43 | tusr2i@fedvm3 |5 -1 as tusr2 @fedym3
Changs Pabawerd | [R=1 10Jun 2008 10:12:89 | rusrl @fedvm fusrhinirush -0 audit 1 as roo)
Log off admjin
Install Conzdles
E] [ J [Il

Note: Events containing keystroke activity through the
‘rush’ shell are colored according to risk, ranging from
Green (low) to Red (high).

Event escalation level (manually set)

Context sensitive menus provide access to the rules that pull events into the
Compliance Auditor, and to automated workflow email management.

The Compliance Auditor makes copies of events according to predefined rules. Command Control events
can be tagged with an ‘Audit Group’ to ensure that users can only view events appropriate to their role. In the
example below, only events with a risk rating greater than 3 are copied over each hour. When logged in, Bob
Jones can only see events in his Audit Group, likewise with Jane Green.

Lo T T T r T r e N P N
/ Command Control Events ~ * /" Compliance Auditor Events *

« risklevel: 2
+ auditgroup: Bob Jones

Rule

« risklevel: 7
« auditgroup: Bob Jones Bob Jones
« risklevel: 7

+ auditgroup: Bob Jones

Interval: Hourly

I

1

1

|

1 |

1 1

. 1 « risklevel: 4 1

. . Risk level > 3 1 « auditgroup: Jane Green | Jane Green

« risklevel: 4 " |

|
|
|

+ auditgroup: Jane Green

v

« risklevel: 5
« auditgroup: Bob Jones 1

Copy

« risklevel: 5

1
I
I
I
1
1
1
I
I
I
1
1 « auditgroup: Bob Jones
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Orientation: Reporting

From the Home Menu, select the Reporting Console

Global settings such as log file rollover

and encryption settings. Many reports with custom filters can be
created and stored for reuse.

Icon is shown for

fE Identity and Security Management BIHEEER Y ngmand fE Identity znd Sweurity Managemen!’
NOVELL PRIVILEGED USER MANAGER ContrOI aCtIVIty Iogs - \
Home/Reporting
‘Command Control
AuditisStined I%Rewts ’ Add Repert -*
{ - R
— 4
Home
Help
About Framemork ( Help (
Change Pasamord About Framework
Log off admin Change Fasamord
Install Consales Log off admin
N \__'.“‘_’\’—-ql . ngiabtemsles “’—,w'\r\"r

Select log files to be

used for the report Create custom filters based on
submituser, runuser, host, command Change name or
string or date description of report

q Identity and Security Management

/ILEGED USER R

Delste Report Time User Host Runfs RunHost Command Authorized | Capture Audit Status | Audit ID
Activity Report Tue Jun 10 10:08:40| cusrl fedvm3 cusrl fedvm3 fusrhiniksh | yes yes 7492888
Veystroke Replay Tue Jun 1010:11:1 3 | tusr fedvm1 root fedym1 id VEE no TEOR158
Tue Jun 10 10:11:20 | tusrl fedyvm1 tusrt fedvm1 I5 - no no 4hd266C
Tue Jun 10 10:12:14 | tusrl Tedvind root fedvim3 id VES no haddf3zc
Tue Jun 10 10:12:18 | tusrl fedym3 tusrt fedvm3 I5 - no no 2708871
Tue Jun 10101227 | tusr2 fedyvm1 tusr2 fedvm1 id no no Ses5d9d
Tue Jun 101001231 | tusr2 Tedvinl root fadvimi 15 - VES yes TabOh&s
About Framewd i Tue Jun 10101240 | tusr2 fedvm3 tusr2 fadvm3 id no no acT9ef3h
Change Pasamo\d Tue Jun 101001 2:43 | tusr2 fedvm3 tusrz fedvm3 I5 -1 no no 98hE312
Log off admin Tue Jun 10 10:12:59 | rusr fedvm root fedvm1 Jusribinirush - yes yes a7e10crs
Install Conzoles
E] " [Z‘
Audit Manager: usma-vicl

Anply [ Reset

If an event is highlighted that contains a
keystroke report, the keystroke player
can be launched.
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Orientation: Hosts
From the Home Menu, select the Hosts Console

When a host is selected, its status is
displayed in the right-hand pane.

Context sensitive menu provides
options for module updates and
maintenance on a single host, or group

(‘ Identity and c=ec:unty Management

HomeHosts

v & Hosts / Name |vz\lue
o dify Host A Eﬂ usma-vfc Agent name usna-wic
Delete Host @Packages Host name uaegia-vicl
Update Packages Host part 29120
Rollback Packages Flatform linux
Commit Packages Frocessar intel
Festart Agent 05 Yersion 26
“iew Host Log Agentversion 220 {Rev14967 Bld.4555)

Host Log Settings
Host Alert Settings

Home
Help
About Framework

Change Paszawaord

Log off admin

Install Consoles

(‘ Identity and Security Management

NOVELL PRIVILEGED

[4]

Systermn time
Serwvice uptime 55 mins 25 secs
Active sessions 1

Active tasks 1

Installation path  fopthovellinpum
Dizk space
Memary fapprox 7.20MB
Registration
Status online

Sun dar 15 21:35:21 2009 UTC

Total size: 3.24GH Available: 1.77GB Capacity: 45.25%

Unlicensed {usma-vfe1) from: Sun Mar1517:21:17 2009

| (]

Clicking on Packages, displays the
application modules installed on the

host.

*

HomeHosts
— v B°° Hosts |Name |Version |Tit|e E|
Install Packages v Q usma-vic1 @ admin 220 (Rev:14975 Bld:.4555) Administration Manager
Update Paclges @Packages @ audit 220 (Rev:14937 Bld:4555) Audit Manager
Rollback Packages @ auth 220 (Rev:14897 Bld:4555) Access Manager
Commit Packyges @ crndctrl 220 (Rev: 14867 Bld:4555) Command Cantrol Mana
Wiew Meszagel @ distrib 220 (Rev:14601,Bld:4555) Distribution Agent
Clear Cache @ mzgagnt 220 (Rev:14842 Bld:4555) Messaging Component
Wiew Cache @ pkgman 220 (Rev:14972 Bld:4555) Fackage Manager )
@ regelnt 220 (Rev:14845 Bld:.4555) Registry Agent a
@ registry 220 (Rev:14926 Bld:4555) Registry Manager
@ rexec 220 (Rev:14945 Bld: 4555) Command Cantrol Agend
@ secaudit 220 (Rev:14793 Bld:4555) Compliance Auditar
@ strfwd 220 (Rev: 14872 Bld:4555) Stare and Forward Agent
@ crndctrl 220 (Rev:14965 Bld:4555) Command Caontrol Cans
@ secaudit 220 (Rev:14954 Bld: 4555) Compliance Auditor Con
Hos @ report_comm (Rev 14967 BId4555)  Command Reporting Co
Hele @ access (Rev:14981 Bld.4555) Access Control Console
About Fram gl @ pkgman (Rev: 14976 Bld:4555) Fackage Management Cf =
Change Pasamord E] ,Z'E‘
Log off admin \
Insts

New packages can be installed to the host when you
click on Packages, or deleted if a module is selected in

the right-hand pane.

Each application module’s status and
version information can be reviewed in

the right-hand pane.

K
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Orientation: Package Manager

From the Home Menu, select the Package Manager Console

New packages can be downloaded directly into the local
Package Manager if the host is capable of supporting an
http internet connection.

Once applications have been downloaded and deployed,
a single click checks for available updates.

(.E Identity and Security Management

NOVF.LL PRIVILEGED USER MANAGER

HomePackage Manager

Title / Description Version Platform

Add Padiages Al s Contral Consaole Movell Privileged User Manager Access Control 2.2.0 (Rev14981 Bld| All

Delete Fackages / Agent Console Movell Privileged User Manager Agent Management 2.2.0 (Rev14964 Bld| All

Chedk for Updates Command Contral Consaole Frovides access to commands without giving full root acc| 2.2.0 (Rew:1 4965 Bld| All cmd

Settings Command Reporing Console Movell Privileged User Manager Command Reporing Cor| 2.2.0 (Rev:1 4962 Bld| All repo
Compliance Auditor Consale Frovides compliance auditing 220 (Rev:14954 Bld| All SRCE
Help Console Frovides help far the Movell Privileged User Manager prad| 2.2.0 (Rev: 15007 Bld| All help
Fackage Management Consale Movell Privileged User Manager Package Management 220 (Rev:14976 Bld| All phagr
Repoting Console Movell Privileged User Manager Audit Reporting 220 (Rev:14954 Bld| All audi

About Frimemwork Access Manager Frovides Framewark authentication 2.2.0 (Rev14897 Bld| windows auth

Change Phsamard Access Manager Frovides Framewark authentication 2.2.0 (Rev14897 Bld| hpux [ia64] (11.23 auth

Log off adikin Access Manager Frovides Framewark authentication 220 (Rev:14897 Bld| aix [powerpe] (4.3) auth

Install Conskles Access Manager Frovides Fram®&gork authentication 2.2.0 (Rev14897 Bld| linux [intel] (2.4) | auth
Access Manager Frovides Framewark authentication 220 (Rev:14897 Bld| hpux [hppa] (11.0] auth
Access Manager Frovides FramewdXk authentication 220 (Rev:14897 Bld| tru6d [alpha] (5.0 auth
Access Manager Frovides FramewarRauthentication 220 (Rev:14897 Bld| =olaris [sparc] (2 auth
Access Manager Frovides Framewark uthentication 220 (Rev:14897 Bld| aix [powerpe] (5.1 auth
Access Manager Frovides Framewark alghentication 220 (Rev:14897 Bld| =olaris [sparc] (2 auth
Access Manager Frovides Framewark autNentication 220 (Rev:14897 Bld| tru6d [alpha] (4.0 auth

o W Flemmicdmn Temn e simule oo b Nediomdimn, AR e A ANOT Pl s leie Tk oAl -
4|

&

An account is required to connect to Novell’s update
servers, these credentials together with optional proxy
server information are entered under Settings.

All packages available for deployment are listed together
with platform and version information.

Note

When first accessing the Package Manager console, the application module list will be blank. This special
evaluation version of the product has application modules preinstalled for your test host. You have the option
of downloading additional modules as an exercise later in this guide.
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Orientation: Command Control

From the Home Menu, select the Command Control Console

(.E Identity and Secu

NOVELL PRIV

Impart Samples
Impaort Settings
Export Settings
Test Suites

Commit Transactio
Cancel Transaction
Tranzsaction Settings

Audit Settings

Home

Help

About Framewak
Change FPasanard
Log off admin

Install Conzoles

(.E Identity and Security Management

NOVELL PRIVILEGED USER MAR

Add Rule
todify Rule
Find Rule
Delete Rules

Soript Arguments

Pzeudocade

Home
Help
About Framewoic
Change Pasaward
Log off admin

Install Consoles

Privilege management policies are created by dragging ‘trigger’ objects such as user groups
and commands into rules that determine whether a submitted command is authorized to run
and with what parameters, such as runuser account, keystroke logging etc.

[ILEGED US

HomesCommand Contral

v ﬁCDmmand Control

» @ Rules

> Eﬂ A nt Groups
2 CD:N
Serints Clicking on each group in the tree displays member

Access Titmes objects in the right-hand pane.
Reparts

A context sensitive menu provides options relevant to whatever object is
highlighted in the tree. When clicking on ‘Command Control’ at the base of the
tree, options are available to import or export your configuration settings,
organize and run test suites, and configure built-in change management
functions for audit of administrative activities.

Command Control

The ‘condition’ that triggers the rule to execute

\GER

Home/Command Control

¥ ﬁCDmmand Contral

v @ Rules (¥ Authorize: yes
@ Allow id command as Root @ Session Capture: yes
@Alluwls—l commangas Root (1 runUser="raat"
@ Crush shell login with Session Capture \@

@ Full root session with
» B Account Groups
> % Commands

Stop if authaorized \

When a rule is selected in the tree, current options are displayed in
the right-hand pane. Double-clicking the rule name allows settings
such as runuser and session capture to be set.

o

Command Control Manager: usma-vicl

Clicking Pseudocode displays rule logic in a clear color-
coded Boolean format.

_ 70 IF (user IM |5 -1 command user group AMD host 1M |s - commar

Scripts When the rule is executed, these are the parameters
€D Access Times under which the command will be run.
@ Repors =
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Orientation: Manage Users

From the Home Menu, select the Framework User Manager Console

) ) Users that will log onto the administration console are
Identity and Security Manage alines) i s sewiern
HomefConzole User Manager %
(R (A —
Home & admin
Help ¥ & Groups

About Framewonk @& admin

Change Pasaward

Log off admin

Install Consoles

b AU SIS oV Groups can be created that have specific roles allowing their
members to have view access or change privilege to any
administration or reporting component

q Identity and Security Management

?
Modify User Account admin ’
Marne adrmin : Password
;- Password validation
Disabled |
-* Account
Cammernt Administration Account Super user o [+]
Description Lasthad lagan
Lastlogon Sun Mar15 2009 16:39:39

Reactivate account

M Disable Inactive days

1

M Delete Inactive days
1 Inacffty logout mins 120
Bafl logons

esethad logan count _ [+
E:'y{:count Details

Eyilost Access Control

{:'Natiue Maps

:*'Logon Script

- Groups

Finish [ Cancel

Specific account information can be set for individual
users or globally for all users.
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4.0 Step by Step Exercises

Reviewing keystroke activity proactively

a) Select the Compliance Auditor Console fro

e
oisoles

r
)J-I\C.:}nsales

lkls:}les \ Reporting

b) Notice the events that have been pulled from the Command Control event logs.

Identity and Security Management

LL GE ER

m the Home Menu

HomefCompliance Auditar

— R VPending | |Authorized | |Unauthorized

View Recard CIFram: |15 Mar 2008 [T 19:25 Te: 15 Mar zo0a [ 19:25 ( Refresh
Audit Rules
Audit Reports Level | Status | Time Event Note
Access Conp mia [ ey 10 Jun 2008 10:08:40 | cusrl @fedvm3 fusthinfksh as cusrl @fedyrr)

W0 ey 10Jun 20081001113 | tusr @fedvm id as root@fedym

W0 ey 10Jun 2008 10:11:20 | tusrl @fedvm 15 -l as tusrl i@fedvm

W0 ey 10Jun 20081001214 [ tusrl @fedym3 id as root@fedvm3

W0 ey 10Jun 2008101218 | tusr @fedvm3 15 -1 as tusrl @fedvm3
_ W0 Mew 10Jun 2008 10:12:27 | tusr2@fedvm id as tusr2@fedvm
Home W0 ey 10Jun 20081001231 | tusr2@fedym |15 -l as rooti@fedvm1
Help mia e 10Jun 2008 10:012:40 | tusr2@fedym id as tusr2 @fedvm3
About Framewmot W0 ey 10Jun 2008 10:12:43 | tusr2@fedvm3 |5 -| as tusr2@fedvm3
Changs Passat] L ey 10Jun 2008 10:12:59 | rusrl @fedvm fusehinfrush -0 audit 1 as roo
Lag off admin
Install Consoles

EI L m

#

Note: The color coding comes from Privilege User Managers’ unigue Command-Risk Analysis engine,

each command typed and associated session event is colored according to the following matrix:

Risk Regex Command

9 Yes (MNHreboot$

9 Yes (NHshutdown([[:space:]]|$)
8 Yes (NNKkill[:space:]

8 Yes (NHrm[[:space:]]

7 Yes (MOvi([[:space:]]I$)

6 Yes (NHpasswd([[:space:]]|$)
6 Yes (MNusvi([[:space:]]|$)

5 Yes (NHchown[[:space:]]

5 Yes (NHep[[:space:]]

5 Yes (MHchmod[[:space:]]

4 Yes (NHmv[[:space:]]
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c) Double-click the record colored red

Identity and Security Management

ELL PRIVILEGED USER MANAGER

HomefCompliance Auditar

_ R VPending | |Authorized | |Unauthorized

View Record CIFrom: [15 Mar 2009 o) 19:25 (1To: [15mar 2009 [ 19:25 ( Refresh
Audit Rules
Audit Reports Level | Status Time Event Note
Aesess Control W0 ey 10Jun 2008 10:08:40 | cusrl @fedvm 3 fusrhinfksh as cusrl @fedvrr]

W0 ey 10Jun 20081001113 | tusr @fedvm id as root@fedym

o ey 10Jun 2008 10:11:20 | tusrl @fedvm |s -l as tusrl @fedvm?

W0 ey 10Jun 20081001214 [ tusrl @fedym3 id as root@fedvm3

W0 ey 10Jun 2008101218 | tusr @fedvm3 15 -1 as tusrl @fedvm3
— W0 Mew 10Jun 2008 10:12:27 | tusr2@fedvm id as tusr2@fedvm
Home W0 ey 10Jun 20081001231 | tusr2@fedym |15 -l as rooti@fedvm1
Help W0 10Jun 20081001240 | tusr2@fedym3 id as tusr2@fedym3
About Framewmot W |0f Click Here [[10.Jun 2008 10:12:43 | tusr2@fedvn3 15 -| a5 tusr2@fedvn3
Change Passward LIl 10 Jun 2008 10:12:59 | rusrl @fedvn? fusthinfrush -0 audit 1 as roo)
Log off admin
Install Consoles

E] [ [Zl

o

You will see that it is not currently possible to edit the record and that icon bottom right is grayed out.

~

(5‘ Identity and Security Management

NOVELL P /ILEGED US 1A

Home/Compliance Auditor/View Record

_ Time 10 Jun 2008 10:12:59 Event ID a7610cf5-7952-471d-906c-278524520b61 f

View Keystroke Report User rusr1 Host fedvm1
Runis root RunHost fedvm1
Command Jusrhinirush -o audit 1

\_ Authorized Yes Captured Yes

) Status O New Assigned To

Home

Help Note

About Framewaork History

Change Pasanord
Log off admin

Install Consoles

d) Please double-click the icon marked Keystroke (or ‘View Keystroke Report’ in menu).
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The keystroke replay is displayed for the event, please see below for descriptions.

Each line is color-coded
according to command risk. Stdin Stdout

—

Command Contrs

q Identity ard Security Manager-ent

NOVELL PHIVILEGED USER MANAGER

| Keystroke Report wlnpat o Output

Tiny! Standard Input E| ?
M| 1A dun 2008 10:13:02 id[CR] ‘
0Jun 2008101313 uname -a[CR]
W {10Jun 20081001316 | whoami[CR]
10 Jun 2008 10:13:22 passwd[CR]
10 Jun 2008 10:13:33 cd fetc[CR]
10 Jun 2008 10:13:38 mare passwd[CR]
10 Jun 2008 10:13:51 cpfeteipasswd tmplfile1 [CR]
10 Jun 2008 10:13:85 cd Ampl[CR] i
W10 Jun 2008 10:14:00 I5-I[CR] 1
10Jun 2008 10:14:10 ksh[CR]
W 10Jun 2008 10:14:16 [ vifile1[CR]
W10 Jun 2008 10:14:34 [RCUDRCUDTCUDTKCUDT ]dddddddddoathis is a testESCIZZrm -rf file1 [CR]
W10 Jun 2008 10:14:38 I5-I[CR]
10 Jun 2008 10:14:41 cd JJCR]
M {10Jun 2008 10:14:50 | telnet OOOOOOOSSh fedvm 3[CR]
10 dun 2008 10:14:82 | yves[CR]
10Jun 20081001484 | wecesCR] [
10 Jun 2008 10:145:00 id[CR]
10 Jun 2008 10:15:03 exit[CR]
E AN ok NN A1 514 rahnntli™R1 " ,EB
Terminal Type: w100 Audit Manager: usma-vic
w100 - | k | Find M Show control characters
Decryptibn key | | Far— _|Show audited commands o
_|Bhow profile cammands *

Terminal type is auto selected but can be

Any string can be searched for
within the keystroke log

manually overridden from a list

Please toggle the checkboxes for ‘Show control characters’ and ‘Show audited commands’ and observe
how this simplifies the presentation of data to the person auditing activity.

e) Click the ‘Output’ radio button at the top of the screen to display stdout
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The Output screen allows the auditor to replay every keystroke typed by the user using the navigation
buttons at the bottom. The playback speed can be varied accordingly and the terminal type manually
adjusted if required.

Click the ‘Play’ button to watch a playback of session activity.

8 Identity and Security Management

NOVELL PRIVILEGED USER MANAGER
Command Control Keystroke Report _ Input = Output Tue Jun 10 10:13:38 GMT-0400 2008

k< Rewind Fausell Flay> Forward >l Audit Manager: usma-vicl
Flayback Speed Scrollhack kKB Terminal Type: w100
Full Speed | = 200 |2 w00 - Cancel *

If a specific part of the session needs to be played back, simply switch to the ‘input’ view by clicking the
Input radio button at the top of the screen, then click the stdin line where you want play back to
commence, and then click the Output radio button again. You will find that the stdout playback is now at
the direct point you just selected and you can commence playback.

f)  Click Cancel when you have finished viewing the record.

Notice how the Edit Record icon is now available, and that a record has been made in the event audit
trail noting that the keystroke activity has been viewed.

il e g - . e s L T e e
PR o T e, . .

History
admin@usma-vfei(192.168.5.105} 26 Jun 2008 05:57:238
+  Keystroke: viewed by "admin"

i
i

. +  Status: Changed from "Hew" to "Pending"

) W WY S

Keystroke  Edit Record

<.

L

\.M-m\ - \r\' \,Ml‘“‘“""kr\ rﬂb\..u
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g) Click the Edit Record icon, you will see the following.

Checkboxes to authorize the
user activity

dentity and Security Managemen!

NOVELL PRIVILEGED USER MA

Edit Audit Record

Status _JAutharized  _|Unauthorized
Ezcalation Lewvel ITE

Mzsigned to adfmin lL
Note | / |
Commert

Finish > Cancel

If a decision can’t be made, the event can be escalated

by changing this value to an appropriate escalation

group. This will trigger a workflow event to notify other

individuals that events need their attention. Notes or comments can be
added during the process to
produce an indelible record of
auditing activity

h) Check the Authorized checkbox and click Finish.
Notice that the event is no longer visible in the view as the default filters are set to show only new or
pending events. To display it again, change the filter and click Refresh.

This is the end of Reviewing keystroke activity proactively

To return to the Home Menu, click Home near the top of the screen.
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Reviewing keystroke activity forensically

a) Select the Reporting Console from the Home Menu

Report Data It Filter General

-
Delste Repott Time User Host RunAs | RunHost Command | Authorized | Capture Audit Status | Audit ID
Activity Repart Tue Jun 1010:08:40( cusrl fadvm3 cusr fedvm3 Jusrihinfksh | ves Ves 7492888
Weystroke Replay Tue Jun 10101113 | tusrl fadvmi raot fedvm1 id Ves no TEOB1SE

Tue Jun 1010:11:20| s Tedvm1 tusr1 Tedvm1 I5-1 no no 4hdZE6C

Tue Jun 1010:12:74 | usrl fedvm3 root Tedvm3 id VES no hagdfaic
T | eoon0100218[ s | fadvm3 tustl  |fedvna I5-1 no no 270887
Home Tue Jun 10101 2:27 | fusr2 fedvmi tusrz fedvm1 id no no Bed5dad
Help Tue Jun 1010:12:31 | usr2 fedvmi root fedvm1 I5-1 YES YES TahOh&s
About Framerom Tue Jun 1010:12:40] fusr2 fadvm3 tusrz fedvm3 id no na acydefib
Change Pasaword Tue Jun 1010:12:43 | fusr2 fadvm3 tusr2 fedvm3 I5-1 ho na GEhEI2
Log off admin Tue Jun 1010:12:59( rusr fedvmi raot fedvm Justihinfrush - yes YES a7B10cfa
Install Consoles

[« " | []

At Manager: usma-vict

Apply Reset

&

c) Click on the LogFiles tab

Notice that when rollover is enabled the old log files will all appear in the list and it is possible to still
access any previous database and use it as part of the report.

,Re’p’&'n.,;u!:w'/;»mv’ A i e WP
veport Data (ETIERN  Filier General -
S
S
<

. cmdctr db
bl
i

{

VAl log files

)
Y
&/“\"» B 12 o e B

B Y Vo W v SN o
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d) Click on the Filter tab

Enter *usvi* in the Command Filter field and check the Search audited commands box as below, then
click Apply.

Note that usvi is Novell's locked down version of vi, and gets called automatically when the user uses vi.

q Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

HomeReporting/Command Control ReportsiSample report

Report Data LogFiles m General

Authorized Vves VMo
Session capture Ves VMo

Delete Report
Autivity Report
Keystroke Replay

Subimit User Filter

Home
Help

| |
| |
Submit Host Fitter | |
| |

Fun Host Fitter
About Framewak

Change Password Command Fiter @‘_ ‘ v S#arch audited commands

Log off admin

Audit I Fiter

Atter 15 har 2009 | oo:on  lenabled
Before 16 War 2009 || 23:59 [ Jenabled

Install Consoles

Apply [ Reset
#*
e) Now click back to the Report Data tab

Notice how the list of events has been filtered to include only those sessions where vi has been executed.

q Identity and Security Management

= NOVELL PRIVILEGED USER M GER

Home/Reporting/Command Control Reportz/Sample report
Report Data gt Filter General

Delete Report Time User Host RunAs  |RunHost Command | Authorized | Capture Audit Status | Audit ID
Activity Report Tue Jun 101001 2:59 ]| rusr fedvm1 root fedvm1 fusrthinfrush - yes VS a7e10cf5-7y

Keystroke Replay

Home
Help

About Framewak
Change Pazanard
Log off admin

Install Consoles

[« " | ]

Audit Manager: usma-vicl

Apply Rezet
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f) Double-click the event to bring up the keystroke player as below.

Identity and Security Management

ELL PRIVILEGED USER A SER
Command Control Keystroke Report winput o Output
Time Standard Input E|
M 10Jun 2008 10:13:02 | id[CR] I
10 Jun 20081001313 uname -a[CR]
W10 Jun 2008101316 | whoami[CR]
10 Jun 2008 10:13:22 pazswd[CR]
10 Jun 2008 1001333 cd ietc[CR]

B

10 Jun 2008 10:13:38
10 Jun 2008 10:13:581
10 Jun 2008 10:13:55
10 Jun 2008 10:14:00
10 Jun 2008 10:14:10
10 Jun 2008 10:14:16
10 Jun 2008 10:14:34
10 Jun 2008 10:14:38
0Jun 2008 1001 4:41
10 Jun 2008 10:14:50
10.Jun 2008 10:14:52
10 Jun 2008 10:14:54
10 Jun 2008 10:15:00
10 Jun 2008 10:15:03
N 2NNAR 111514

mare passwd[CR]
cp feteipasswd ftmpifile [CR]
cd tmp[CR]
15 -1[CR]
ksh[CR]
wifile1[CR]
[KEUDA]KCUD | [KCUDT[KCUD Jdddddddddaathis is a test{ESC)ZZrm -rf file1 [CR]
15 -1[CR]
cd I[CR)
telnet 0OO0O0OOOssh fedvm3[CR]
ywes[CR]
e CR]
id[CR]
exit{CR]

rebnntlCR1
"

Terminal Type: wt100

w100

Decryption key ‘

]
N

| Find v Show contral characters

_|Show audited commands
| Refresh
_|Shaw profile commands

g) Now type vi into the search field and click the Find button as below

@ 1oe

ntity and Security Management
ELL PRIVILEGED USER MANAGER

o

Audit Manager: usma-vie]

Cancel *

Command Control Keystroke Report wnput o Output
Time Standard Input E|
10Jun 2008101322 | passwd[CR]
10Jun 20081001233 | cd fete[CR]

[]

10Jun 20081001338
10Jun 2008 10:13:81
10Jun 200810013055
10dun 2008 10:14:00
10Jun 20081001410
T0Jun 20081001416
10Jun 2008 10:14:34
10Jun 2008 10:14:38
10dun 2008 10:14:41
10Jun 2008 10:14:50
T0Jun 20081001452
10Jun 2008 10:14:54
10Jun 2008 1001400
10Jun 2008101503
10Jun 20081001514
T0Jun 20081001518
10Jun 20081001418

maore passwd[CR]
cp feteipasswd tmplfiled [CR]
cd itmp[CR]
15 -I[CR]
kshICR]
wi file1[CR]
[KCUD1KCUD KD [KCUD1 [dddddddddocothis is a test{ESCIZZm - file 1 [CR]
15 -I[CR]
cd i[CR]
telnet 0O0OOOOOssh fedvm 3[CR]
ves[CR]
woeos(CR]
id[CR]
exit[CR]
rehoot[CR]
eXItCR]
[EWDSESSION]

Terminal Type: w10

w100 i

Decryption key r

W Show control characters

_|Show audited comrmands
_ | Show profile caommands

Notice that the highlight bar moves to the first instance of vi.
h) Click Cancel to return to Command Control Reports

Ela

Audit Manager: usma-vici

Cancel *
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Identity and Security Management

NOVELL PRIVILEGED USER GER
Home/Reporting/Command Control Reportz/Sample report
G RETER LogFiles Filter General
Delete Report Time User Host RunAs RunHost Command Authorized | Capture Audit Status | Audit ID
Activity Report Tue Jun1010:12:49 | rusr fedvm1 root fedyrm1 fusribinfrush - ves Ves avh10cfa-74
Keystroke Replay
Home
Help
About Framework
Change Pazanard
Log off admin
Install Consoles
E] " | [Z|
Audit Manager: usma-vicl

Apply Rezet

i) Click on the Filter tab
Clear the Command Filter field and uncheck the Search audited commands checkbox, then click

Apply.

Abfhorized

Session canture

Submit User Fitter

Run User Filter |

Submit Host Fitter

Aun Host Fiter |
Command Fiter ( ! l :;rch audited commands

Audit ID Fiter |

After 25Jun2008 [T o00:o0  _lenabled
Before 26Jun 2008 | 23:58  [lenabled

i) Click on the Report Data tab
Notice how all events are now showing in the list.

Note
Filters can be used ad-hoc to search for events with specific criteria, or saved for later use.

This is the end of Reviewing keystroke activity forensically

To return to the Home Menu, click Home near the top of the screen
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Use Command Control to access a privileged shell

a) On your test system, create 2 user accounts:

User account called cusrl with /usr/bin/crush as the shell
User account called rusrl

b) Login as cusrl and notice how you are dropped straight into a shell.

This shell runs as the cusrl user account but will audit all keystroke activity
c) Type some test commands to generate activity, then type exit
d) Login as rusrl and from the command line execute usrun rush

You will be in a shell that is running as root with full keystroke auditing and Command Risk
Analysis processing.

Additionally you should not be able to run the following commands:

passwd

/bin/ksh

ksh

Jusr/bin/ksh
e) Type some test commands to generate activity, then type exit
f)  Still logged in as rusrl, execute usrun shell

Notice how you are taken into the rush shell as in the previous step.

This demonstrates the ability for Command Control to rewrite commands.

This is the end of Use Command Control to access a privileged shell

You may now view your generated events using the forensic method as described earlier in this guide.
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Review Novell Privileged User Manager system logs

a) Select the Hosts Console from the Home Menu

.. ¢ @ Package Manager
£

-I:"-L (
"'\__\ el A ettt " '—&u‘-J

b) Select your host by selecting it in the domain tree, then click View Host Log as below.

q Identity and Security Management

I

LL PRIVILEGED USER MANAGER

HomeHaosts "
»
— v & Hosts Name Value r
Modity Host v [ usma-ict Agent narme ustna-li| ™
Delete Host & Packages Host name usrna-li| '
Update Packages Host part 29120 !
Rollback Packages Flatform linwx
Commit Packages Frocessar intel
Frest 3T D8 Version 2B
e Host Log Agentversion 2.2.0 (Rev: 14967 Blg
5 Foettings Systern time Man har 16 00:0
Host Alett Settings Serice uptime 3 hrs 29 mins &8 Q
Active sessions 1 -
Active tasks 1
Installation path  Jopthovellinpum
— Disk space Total size: 3.24GB A
o Mermary (approz 7.19ME
\ istration Unligensed (us

fa' Identity and Security Management

N ELL PRIVILEGED USER MANAGER
H
Fortefi Log
—— ,_| ,_| . .
Infarrmation w | Log level 5 Refresh (secs) 50 |y Maximum cached log messages
):01:07 2009, Infg, t listLogs el inBusma-vicl(192.168 status:0 (21]a

sma-vicl{192.168.138.1} rec:0
minkusma-vicl (192.168.138.1
ma=vEcl(132.168.138.1}

2009, Info, audit getLogEntrl
2009, Info, secaudit getCaptureTerminated client:localhost user:
Info, 1 :

Infa,
Info, audi
Infa,
Info, audi
Info,
2009, Info, =
2003, Infa,
2009, Infa,
2009, Infa,
2009, Info, secaudit getCaptureTerminated c
2009, Infa, auth remew client:lecalhost re:
2009, Info, audit listReports client:l
2009, Info, audit getRr ]
Info, audit lis
Info, secaudit getAuditRecor
Info, audit getLogEntries client:localhost user:

caudit modhuditRecord clien acal t user:adm

etiession clientiloc dusma-vicl

na-vfel (19

rc:l status
.138.1) re:0
tatus
rfcl{1%2.16 1 {11]
Busma-vfcl(192.168.138.1) re:0 status
infusma-vicl(192.168.138.1) rq

calhost user:admi

re:l sty

minfusma-vEcl {

Info, registry orglist client:localhost ro:0 status:0 (3ms)
El Infa, auth renew client:localhest rcil stat {Gms}
Sun Mar 15 20:11: Info, https GET /servers/ServerLog.swf client:192,168.138.1 re:0 status:200(0K) (85ms)
| = J ]

_|Pause
Clear [ Close

*

This is the end of Review Novell Privileged User Manager System Logs

To return to the Home Menu, click Close, then click Home near the top of the screen
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Download Novell updates and deploy to your host

a) Select the Package Manager console from the Home Menu

q Identity and Security Management

—

NOVELL PRIVILEGED USER MANAGER

HomePackage Manager

_ Title Description Version Platform Pac

£dd Packages

Delete Packages
Chedk for Updates

Settings

Home
Help

About Framewo i
Change Pasanard
Log off admin

Install Cansoles

[+ -

%B

b) Select Settings from the left-hand menu

Enter the access credentials (supplied by Novell), into the User name and Password boxes as shown
below, If applicable, enter any proxy host information, and then click Finish.

q Identity and Security Management

NOVELL PRIVILEGED USER M GER

e

Package Settings

Maovell Update Server -

-1 J
User name name@eanmpany.com Froxy host | | | 80 li
Password Prowy user
_|Advanced Settings Prosey password

Finish = [ Cancel
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¢) From the main Package Manager Console, select Add Packages from the left-hand menu.

A selection list will be displayed as below. Make sure you select the checkboxes shown on the left for the
Types and Components groups, at a minimum. Check the appropriate operating systems you have (or
planning to have) in your Framework under Platforms.

g Identity and Security Management

NOVELL PRIVILEGED USER MANAGER

Add Packages
Flease selectthe packages to add and click Mext

Package Filter Title Description VE

¥V Versions E Access Contral Console Movell Privileged User Manager Access Contral 2 _I

21 Agent Consale Movell Privileged User Manager Agent Management 2 3
M2z Cammand Contral Consaole Frovides access to commands without giving full root aco| 2. {
_| Other versions Cammand Reporting Consale Maovell Privileged User Manager Cammand Reporting Cor| 2.

v Flatfarms = | Compliance Auditor Console Frovides compliance auditing 2
ALK Help Console Frovides help for the Mavell Privileged User Manager prod| 2.
| HP-LX Fackage Management Consale Maovell Privileged User Manager Package Management 2
» v Linux Reporting Consale Maovell Privileged User Manager Audit Reporting 2
» V] Solaris 11 Access Manager Frovides Framework authentication 2.
> | Truf4 Access Manager Frovides Framework authentication 2

M indows Access Manager Frovides Framework authentication 2
M Crass Platfarm Access Manager Frovides Framework authentication 2
_| Other Platforms Access Manager Frovides Framework authentication 2
v M Types Administration Manager Maovell Privileged User Manager administration interface E‘E
v Consale (L] " D

Mext> Cancel

Select any module and click Ctrl-A to select all modules for download, click Next.

To select arange

Click on the top item and then click on the bottom item while holding the shift key down.
To select single items

Hold the Ctrl key down while clicking individual rows to alternately select or deselect

d) Modules will start downloading to your Package Manager as shown below.

Adding  Command Reporting Console

When all modules have been successfully transferred to your Package Manager, click Finish
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e) Verify that the Package Manager looks similar to the following:

—

M

Add Packages
Delete Packages
Ched for Updates

Settings

Home

Help

About Framewo
Change Pasamord
Log off admin

Install Consales

ILEGED USER M

Q Identity and Security Management

GER

HomePackaoe Manager

Title Description Version Platform Pad_T|
Access Cantrol Consale MHovell Privileged User Manager Access Control 220 (Reyv:14981 Bld| All aco I
Agent Consale Movell Privileged User Manager Agent Management 220 (Rev14964 Bld| All Sen
Command Control Console Frovides access to commands without giving full root ace 2.2.0 (Rev:1 4965 BId| All e =
Command Repotting Console Mavell Privileged User Manager Command Repotting Cor| 2.2.0 (Rewv:1 4962 Bld| All rept
Compliance Auditor Console Frovides compliance auditing 220 (Rev14954 Bld| All sec_ |
Help Console Frovides help for the Movell Privileged User Manager prad) 2.2.0 {(Rev:15007 BId| All helg
Fackage Management Consale Movell Privileged User Manager Package Management 220 (Rev14976 BId| All Pk
Reparting Caonsole Movell Privileged User Manager Audit Reparting 220 (Rev14954 Bld| All aud
Access Manager Provides Framewnark authentication 2.2.0 (Rev:148597 Bld| windows autr
Access Manager Frovides Framewark authentication 220 (Rev:14897 Bld| linux [intel] (2.4 | autt
Access Manager Frovides Framewark authentication 220 (Rev14897 Bld| solaris [sparc] (2| autt
Access Manager Frovides Framewark authentication 220 (Rev14897 Bld| solaris [sparc] (2| autt
Access Manager Frovides Framewark authentication 220 (Rev.14897 Bld| solaris [intel] {2.8] autt
Administration Manager Mavell Privileged User Manager administration interface | 2.2.0 (Rev:14879 Bld| solaris [spare] (2| admn
Administration Manager Movell Privileged User Manager administration interface | 2.2.0 {(Rev:14979 BId| salaris [intel] {2.8| adr
Administration Manager Movell Privileged User Manager administration interface | 2.2.0 {(Rev:14979 Bld| windows adrr
Administration Manager MHovell Privileged User Manager administration interface | 2.2.0 {(Rev:14979 BId| salaris [sparc] (2| adr
Administration Manager MHovell Privileged User Manager administration interface | 2.2.0 {(Rev:14979 BId| linux [intel] (2,43 | adm =
e ucsiion, ataians ancianaiing. of tosn and. aoni P DA WﬂD
.*

f) Click Home on the top menu to return to the Home Menu, then select the Hosts Console

pliance Auditor

Click Here

Package Manager

In this next step, we will check to make sure that there are no updated components in the Package
Manager that need to be deployed to our test environment.
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g) Update installed Framework host modules

From the main console menu, select Hosts. You may have one or more hosts in your Framework
depending on your evaluation, select the Hosts node at the top.

q Identity and Security Management

—

NOVELL PRIVILEGED USER MANAGER

HomeHosts

Add Hosts
Add Domain > G usma-vhost2
Modifik > E] usma-vhost3

pdate Domain Fackage: > G usma-vhostd

> G usma-vhosts

| Host | Description
usma-vfc
usma-vhost2
usma-vhost3
usma-vhostd
usma-vhosts

=l = Y=rl=l=r

Commit Domain Padkages

Find Package

Find Host

Domain Log Settings
Domain Alert Settings
Host Status

Home
Help
About Framewak

Change Pasamord E] = [ZI

Log off admin

Install Consales

h) Click Update Domain Packages from the left-hand menu.

If there are updates available, a list of modules that can be updated will be displayed as below.

q Identity and Security Management

-

NOVELL PRIVILEGED USER MANAGER

:I
Update Packages '
Host Title Description Version
usma-wic Audit Manager Frovides storage and reporting of systern and application audit e 2.2.0 {Rev:14997 BI
usma-vicl Command Control Agent Femote Execution for the Command Control Agent 2.2.0 (Rev:14953 BI
usma-vic1 Framewark Patch Updates the Framework to the latest version 2.2.0 (Rew:14997 BI
[+] i | ]
usma-wic Found 0 consale updates 2 module updates 0 engine updates 1 patch updates E‘
usma-vhost2 Skipping unregistered service 5
usma-vhosts Skipping unregistered service _,
usma-vhostd Skipping unregistered service D

W Create backup
[ext > Cancel

#

Select any line and click Ctrl-A to select all updates, click Next.
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To select arange
Click on the top item and then click on the bottom item while holding the shift key down.

To select single items
Hold the Ctrl key down while clicking individual rows to alternately select or deselect

Once your updates have been selected as below, click Next.

Identity and Security Management

/ELL PRIVILEGED USER M \GER

Update Packages

Host Title Description Version
usrna-vc Audit Manager Provides starage and reporting of systermn and application audit es| 2. 2.0 {Rev:14397 Bl
usrna-yfc Command Contral Agent Remote Execution far the Command Contral Agent 22.0{Rew14895 BI
usma-yic1 Framework Fatch Updates the Framewaork {o the latest version 22.0(Rew14837 BI
(<] [ | 0]
usma-vfc1 Found 0 console updates 2 module updates 0 engine updates 1 patch updates E‘
usma-vhost? Skipping unregistered service 3
usma-vhost3 Skipping unregistered service 0

|
usma-vhostd Skipping unregistered service D
M Create backup

Mext > Cancel

®
Verify the modules on your host(s) have been updated successfully, click Finish.
If any console updates have been applied, log off, close and then reopen your browser before logging back

on to the administration console to ensure existing Flash files are flushed from your cache. Run through the
update process again in case further updates are required.
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