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Novell® ZENworks® 7 Desktop Management supports imaging Windows workstations using a
Linux, NetWare®, or Windows imaging server. The addition of a Linux imaging server is new in
ZENworks 7.

Beginning with ZENworks 7 Desktop Management, imaging support is also provided on a limited
basis for the following:

¢ Linux and Windows servers: Imaging Linux and Windows servers is possible with the
following exceptions:
+ Software RAID configurations are not supported, but hardware RAID is supported.
+ Volume managers, such as LVM and EVMS, are not supported.

+ A Windows server image intended for deployment to multiple servers must be prepared
using the Microsoft sysprep tool so that Windows can properly manage SIDs.

However, an image of a Windows server that is intended as disaster recovery for a specific
server does not require sysprep.
When imaging servers, you must image them manually one at a time.

+ Linux workstations: Novell eDirectory™ objects are not created for Linux workstations in
Desktop Management. Therefore, you can only manage and image Linux workstations in
ConsoleOne® as unimported objects. For workstation object-based automatic imaging of Linux
workstations, use ZENworks Linux Management (http://www.novell.com/documentation/
zlm72/Im7admin/data/front.html).

Imaging of NetWare servers is not supported. Although you can make and deploy NetWare server
images using Desktop Management in certain simple server configurations, Novell does not support
these practices. For more information, see TID 10092081 in the Novell Support Knowledgebase
(http://support.novell.com/search/kb_index.jsp).

The following sections provide information on the Desktop Management Imaging procedures and
features:

¢ Chapter 53, “Common Imaging Deployment Strategies,” on page 637

¢ Chapter 54, “Preparing a ZENworks Imaging Server,” on page 641

¢ Chapter 55, “Preparing an Imaging Boot Method,” on page 643

¢ Chapter 56, “Using ZENworks Desktop Management Preboot Services,” on page 651

¢ Chapter 57, “Setting Up Workstations for Imaging,” on page 705

¢ Chapter 58, “Setting Up Imaging Policies,” on page 709

¢ Chapter 59, “Creating and Restoring Images,” on page 715

¢ Chapter 60, “Performing Manual Imaging Operations,” on page 723

¢ Chapter 61, “Setting Up Disconnected Imaging Operations,” on page 731

¢ Chapter 62, “Multicasting Images,” on page 737

¢ Chapter 63, “Imaging Utilities and Components,” on page 749

¢ Chapter 64, “ZENworks Imaging Engine Commands,” on page 785
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*

Chapter 65, “Updating ZENworks Imaging Resource Files,” on page 801
Chapter 66, “Supported Ethernet Cards,” on page 817

*

*

Chapter 67, “Accessing IP Addresses for Devices Running Dual NICs,” on page 819
+ Appendix K, “Documentation Updates,” on page 821
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Common Imaging Deployment
Strategies

The following overview sections present possible approaches to deploying the Imaging component
of Novell® ZENworks® 7 Desktop Management for some common enterprise scenarios. Use the
following sections to determine which procedures to perform and in what order:

¢ Section 53.1, “Installing a Standard Image Before Deploying New Workstations,” on page 637

*

Section 53.2, “Enabling Existing Workstations for Future Reimaging,” on page 638

*

Section 53.3, “Reimaging Corrupted Workstations,” on page 639

*

Section 53.4, “Restoring Lab or Classroom Workstations to a Clean State,” on page 639

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

53.1 Installing a Standard Image Before
Deploying New Workstations

As new workstations are purchased and before deploying them, you can install a standard software
platform and enable the workstation for future unattended reimaging.

1. Create a model workstation of each type that you’ll deploy.

2. Create an image of each model workstation on a ZENworks Imaging server. For more
information, see Section 60.1, “Manually Taking an Image of a Workstation,” on page 723.

These images should include the Desktop Management Agent, which includes the ZENworks
Imaging Windows Agent. ZENworks Desktop Management lets ZENworks work with or
without an installation of the Novell Client™ on the workstation. For more information, see
“Installing and Configuring the Desktop Management Agent” in the Novell ZENworks 7
Desktop Management Installation Guide.

3. If you are using Preboot Services, install Desktop Management Preboot Services (PXE
Support) on your ZENworks Imaging server. For more information, see Section 55.1, “Using
Preboot Services (PXE),” on page 643.

or

If you are using a bootable CD or DVD, or a hard-disk partition, create a boot CD or DVD that
points to the ZENworks Imaging server where the model images are stored. For more
information, see “Preparing an Imaging Boot Method” on page 643.

4. Create a policy for unregistered workstations that specifies which image to put on a new
machine, depending on its hardware. For more information, see Section 58.1, “Defining an
Imaging Policy for Unregistered Workstations (Server Policy),” on page 709.
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As each new workstation comes in, do the following:

1. If you are using Preboot Services, check to see if the workstation is PXE capable. Enable PXE
if it isn’t enabled by default. For more information, see Section 55.1, “Using Preboot Services
(PXE),” on page 643.

2. Physically connect the workstation to the network.
3. If you are using Preboot Services, boot the workstation from the ZENworks Imaging server.
or

If you are not using Preboot Services, boot the workstation with the imaging boot CDs or
DVDs and consider installing the ZENworks partition to enable auto-imaging without needing
to supply the CD or DVD. For more information, see Step 5 on page 707 of Section 57.2,
“Enabling a Windows Workstation for Auto-Imaging Operations,” on page 706. After you have
installed the partition, reboot the workstation from the ZENworks partition.

4. Let the workstation be auto-imaged by the policy.

5. After deploying the machine, register it as a Workstation object in Novell eDirectory™. For
more information, see Part I1I, “Automatic Workstation Import and Removal,” on page 125.

53.2 Enabling Existing Workstations for Future
Reimaging

With minimal disruption to users, you can enable existing workstations for possible future
reimaging.

This process might need to be phased in by local administrators. Each administrator could do the
following:

1. Install the ZENworks Imaging Windows Agent on each workstation by distributing an
Application object. For more information, see Step 3 on page 707 of Section 57.2, “Enabling a
Windows Workstation for Auto-Imaging Operations,” on page 706.

2. Register each workstation as a Workstation object in eDirectory. For more information, see
Part 111, “Automatic Workstation Import and Removal,” on page 125.

3. If the workstations are PXE capable, make sure PXE is enabled (see Section 55.1, “Using
Preboot Services (PXE),” on page 643) and make sure that Desktop Management Preboot
Services (PXE Support) is installed on your ZENworks Imaging server (see Chapter 56, “Using
ZENworks Desktop Management Preboot Services,” on page 651).

or

Prepare imaging CDs or DVDs that users can use when they run into trouble (see “Preparing an
Imaging Boot Method” on page 643). These devices could point to a ZENworks Imaging
server that contains the same clean images used for new workstations.

4. If a user runs into trouble, use the strategy for reimaging corrupted workstations. For more
information, see Section 53.3, “Reimaging Corrupted Workstations,” on page 639.
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53.3 Reimaging Corrupted Workstations

Without data loss or undue disruption to users, you can fix workstations that have become
misconfigured or corrupted.

1. Create a policy for registered workstations. Use the same image-selection logic as the policy
for new (unregistered) workstations. For more information, see Section 58.2, “Defining an
Imaging Policy for Registered Workstations (Workstation Policy),” on page 711.

2. When a workstation needs to be fixed, have the user back up any files to the network that he or
she wants to keep.

3. Flag the Workstation object in eDirectory using Novell ConsoleOne® to receive an image the
next time it boots. For more information, see Section 59.5, “Performing an Automatic Imaging
Creation or Restoration,” on page 721.

4. Ifit’s a newer workstation (with a ZENworks partition or PXE-enabled), the user should boot
the workstation from the ZENworks partition or ZENworks Imaging server. If you are using
Preboot Services, make sure that Desktop Management Preboot Services (PXE Support) is
installed on your ZENworks Imaging server. For more information, see Chapter 56, “Using
ZENworks Desktop Management Preboot Services,” on page 651.

or

If it’s an older workstation (without a ZENworks partition), the user should boot the
workstation with the imaging boot CD or DVD.

5. After the image is laid down, restore any user files that are backed up to the network.

53.4 Restoring Lab or Classroom Workstations
to a Clean State

After each lab session, you can restore every workstation to a clean state, removing any changes or
additions made during the session. The following steps assume that the workstations are
unregistered (not imported into eDirectory).

1. Create an image of a clean model workstation and store it on a ZENworks Imaging server. For
more information, see Section 60.1, “Manually Taking an Image of a Workstation,” on
page 723.

These images should include the Desktop Management Agent, which includes the ZENworks
Imaging Windows Agent. ZENworks Desktop Management lets ZENworks work with or
without an installation of the Novell Client™ on the workstation. For more information, see
“Installing and Configuring the Desktop Management Agent” in the Novell ZENworks 7
Desktop Management Installation Guide.

2. If'you are using Preboot Services, make sure that Desktop Management Preboot Services (PXE
Support) is installed on your ZENworks Imaging server. For more information, see Chapter 56,
“Using ZENworks Desktop Management Preboot Services,” on page 651.

3. Ifyou are using Preboot Services and the workstations are PXE capable, make sure that PXE is
enabled. For more information, see Section 55.1, “Using Preboot Services (PXE),” on
page 643.

or
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If you are not using Preboot Services or the ZENworks partition, create an imaging boot CD or
DVD that points to the ZENworks Imaging server where the clean image is stored. For more
information, see ‘“Preparing an Imaging Boot Method” on page 643.

4. Create a policy for unregistered workstations that specifies the clean image to restore. Choose
the option to always force down the same base image. For more information, see Section 58.1,
“Defining an Imaging Policy for Unregistered Workstations (Server Policy),” on page 709.

Deploy each lab workstation as follows:

1. Physically connect the workstation to the lab network.
2. Ifyou are using Preboot Services, boot the workstation from the ZENworks Imaging server.
or

If you are not using Preboot Services, boot the workstation with the imaging boot CD or DVD
and install the ZENworks partition. For more information, see Step 5 on page 707 of

Section 57.2, “Enabling a Windows Workstation for Auto-Imaging Operations,” on page 706.
After you have installed the partition, reboot the workstation from the ZENworks partition.

3. At the end of each lab session, reboot each workstation and let it be auto-imaged by the policy.
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Preparing a ZENworks Imaging
Server

Before you can use Novell® ZENworks® Desktop Management imaging services, you must install
the Imaging components. If you have already done a typical Desktop Management installation on
the server, the server is ready to act as an imaging server.

For further preparation instructions:

¢ Section 54.1, “Imaging Server Prerequisites,” on page 641

¢ Section 54.2, “Preparing an Imaging Server Where Automatic Workstation Import Is Not
Installed,” on page 642

54.1 Imaging Server Prerequisites

Make sure your server meets the requirements specified in “Preparation” in the Novell ZENworks 7
Desktop Management Installation Guide.

In addition to the specific hardware requirements for the server, the ZENworks Imaging server must
meet the following requirements:

+ A fixed IP address: When you connect to the ZENworks Imaging server during a workstation
imaging operation, you must do so using the fixed IP address or DNS name of the ZENworks
Imaging server.

+ Enough space to store workstation images: Unless you use compression (which is enabled
by default) for your workstation images, they are nearly the same size as the data on the
workstation hard disk, which could be hundreds of megabytes to several gigabytes.

Although the System Account should already have Full Control rights to the directory where
you store image files, you should make sure that this is the case if you are running the Imaging
component on a Microsoft server.

If you want to store an image locally (on a CD, DVD, hard disk, or Jaz drive) rather than on an
ZENworks Imaging server, see Section 61.1, “Using a CD or DVD for Disconnected Imaging
Operations,” on page 731 and Section 61.2, “Using a Hard Disk or Jaz Drive for Disconnected
Imaging Operations,” on page 733.

¢ Proxy DHCP server (Linux imaging servers only): To avoid confusion, the Proxy DHCP
daemon (novell-proxydhcp) is installed, but not enabled. For PXE devices to be able to
communicate with Preboot Services, this daemon must be started manually on at least one
server on each network segment.

Exactly how many servers and which specific servers should run this daemon is dictated by
your network topology. As a rule of thumb, for every DHCP server deployed in your network,
you should have a corresponding Proxy DHCP server.

+ Automatic Workstation Import (NetWare and Windows imaging servers only): If you
want to deploy images based on specific workstations, you should also install the Automatic
Workstation Import component for ease in managing these deployments.
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If you do not install Automatic Workstation Import, see Section 54.2, “Preparing an Imaging
Server Where Automatic Workstation Import Is Not Installed,” on page 642 for further
instructions.

54.2 Preparing an Imaging Server Where
Automatic Workstation Import Is Not Installed

If you did not install the Automatic Workstation Import and Imaging components during installation
of Desktop Management, use the following steps to install the necessary components:

1 Run the Desktop Management installation program (winsetup.exe) either on your server
(Windows 2000/2003) or from a Windows workstation with a drive mapped to your server
(NetWare®).

2 When prompted for the Novell eDirectory™ tree to install to, choose the tree that your server is
n.

3 When prompted for the components to install, click Automatic Workstation Import and
Imaging.

4 When prompted for the import/removal role, click Import.
5 If you are installing Preboot Services (PXE), select it when prompted.

6 When the installation is done, restart your server.
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Preparing an Imaging Boot
Method

The Novell® ZENworks® Desktop Management ZENworks Imaging Engine that performs the
actual imaging of a workstation is a Linux application. Therefore, the workstation must be
temporarily booted to Linux while the imaging is performed.

Unless you use Preboot Services, you need to prepare a boot device that has the Linux kernel,
Desktop Management Workstation ZENworks Imaging Engine, and network drivers installed.

The following sections contain additional information:

*

Section 55.1, “Using Preboot Services (PXE),” on page 643

*

Section 55.2, “Preparing Imaging Boot CDs or DVDs,” on page 644

*

Section 55.3, “Using the ZENworks Imaging Boot Disk Creator,” on page 645

*

Section 55.4, “Creating an Imaging Hard-Disk Partition,” on page 648

55.1 Using Preboot Services (PXE)

Preboot Execution Environment (PXE) is an industry-standard protocol that allows a workstation to
boot up and execute a program from the network before the workstation operating system starts.
PXE uses DHCP (Dynamic Host Configuration Protocol) and TFTP (Trivial File Transfer Protocol).
The PXE environment is loaded from either the NIC in flash memory or read-only memory, or in the
same memory as the system BIOS.

Desktop Management Preboot Services uses PXE to find out if there is imaging work specified for a
workstation and to provide the workstation with the files necessary to boot to the Desktop
Management imaging environment.

Before you can use Preboot Services, you need to do the following:

¢ Install the Desktop Management Imaging and Preboot Services (PXE Support) components on
your ZENworks Imaging server.

+ Enable PXE on the workstation.

+ Have a standard DHCP server, either on your ZENworks Imaging server or on another network

SCrver.

For information about the requirements and installation of Preboot Services, see the Novel/
ZENworks 7 Desktop Management Installation Guide. For information about deployment and
administration of Preboot Services, see Chapter 56, “Using ZENworks Desktop Management
Preboot Services,” on page 651.

55.1.1 If You Have Previously Installed a ZENworks partition

An existing partition is not updated when a ZENworks support pack is applied.

If you decide to use Preboot Services but have previously installed a ZENworks partition on the
workstation, you can disable or delete the partition.

Preparing an Imaging Boot Method
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You can disable (and enable) the ZENworks partition when you boot to Linux using any imaging
boot device or method.

You can delete the ZENworks partition only when you boot the workstation from an imaging boot
method other than the ZENworks partition.

For more information on disabling or deleting a partition, see Step 9 in “Creating a Workstation
Image Object” on page 719.

IMPORTANT: After you have deleted the ZENworks partition, you need to make sure that the
image you put on the workstation was made on a workstation without a ZENworks partition.
Otherwise, the wrong MBR (Master Boot Record) is restored, and the workstation fails to boot. In
addition, if you remove the ZENworks partition from a Windows NT, Windows 2000, or Windows
XP machine, Windows is not able to boot. You should only remove the ZENworks partition if you
are going to restore an image to the workstation.

55.2 Preparing Imaging Boot CDs or DVDs

If you have software for burning CDs or DVDs, you can create an imaging boot CD or DVD for
imaging operations. You have two options:

¢ Section 55.2.1, “Creating a Boot CD or DVD with Additional Files,” on page 644

¢ Section 55.2.2, “Creating a Boot CD or DVD without Additional Files,” on page 645

For information on how to use the CD or DVD to perform disconnected imaging operations, see
“Setting Up Disconnected Imaging Operations” on page 731.

55.2.1 Creating a Boot CD or DVD with Additional Files

This section describes how to create an imaging CD or DVD that contains more than the files
provided in the bootcd. iso image.

This method allows you to include the settings. txt file on the boot CD or DVD to provide the
required imaging parameters. For more information on the settings. txt file, see Section 63.5,
“Imaging Configuration Parameters (Settings.txt),” on page 770.

This method also allows you to add other files and drivers that you need to do the imaging.
To create an imaging boot CD or DVD that includes settings. txt and other files:

1 Copy the bootcd. iso file to a temporary location.

The bootcd. iso file is located in the\public\zenworks\imaging directory in your
Desktop Management installation (on the ZENworks Imaging server).

2 In an ISO editor, open the temporary copy of the bootcd. iso file.

If you experience ISO corruption after adding files into the ISO, such as a checksum error,
switch to a more reliable ISO editor. Also, some ISO editors do not work very well with DVDs.

3 Using the temporary bootcd. iso file, copy the settings. txt file to the root of the
bootcd. iso image.

The settings. txt file is located in the \public\zenworks\imaging directory in
your Desktop Management installation (on the ZENworks Imaging server).
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4 Copy any other files or drivers that you want included on the CD or DVD to the /addfiles
directory in the temporary bootcd. iso image.

Any files or subdirectories that you add under the /addfiles directory are placed at the root
of the client when booting the CD or DVD.

IMPORTANT: When booting from the CD or DVD, the imaging engine is read into RAM.
Because the imaging engine uses some of the RAM that exists on the client device, the
combined size of any files that you add under the /addfiles directory cannot exceed
amount of remaining RAM.

5 Save the updated bootcd. iso image file to its temporary location.

6 Use your software for burning CDs or DVDs to burn the updated bootcd. iso image onto
the CD or DVD.

7 Boot the device to be imaged from your newly created imaging boot CD or DVD.
Booting from a SCSI CD-ROM device is currently not supported.

55.2.2 Creating a Boot CD or DVD without Additional Files

If you do not want to include the settings. txt file or any other files or drivers in the imaging
boot CD or DVD, you can simply create the imaging boot CD or DVD from the bootcd.iso
image provided with ZENworks.

However, you will need to provide the settings. txt file on a floppy diskette to provide the
required imaging parameters. For more information on the settings. txt file, see Section 63.5,
“Imaging Configuration Parameters (Settings.txt),” on page 770.

To create an imaging boot CD or DVD that contains only the bootcd. i so image:
1 Copy the settings. txt file containing the settings you want for the imaging boot process
onto a floppy diskette.

This file is located in the \public\zenworks\imaging directory in your Desktop
Management installation (on the ZENworks Imaging server).

2 Use your software for burning CDs or DVDs to burn the bootcd. i so image onto the CD or
DVD.

The bootcd. iso file is located in the \public\zenworks\imaging directory in your
Desktop Management installation (on the ZENworks Imaging server).

3 Boot the device to be imaged from your newly created imaging boot CD or DVD.
You will be prompted for the diskette that contains the settings. txt file.
Booting from a SCSI CD-ROM device is currently not supported.

55.3 Using the ZENworks Imaging Boot Disk
Creator

The ZENworks Imaging Floppy Boot Disk Creator allows you to do the following:

¢ Section 55.3.1, “Starting the ZENworks Imaging Boot Disk Creator,” on page 646
¢ Section 55.3.2, “Preparing a CD Boot Diskette,” on page 647
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¢ Section 55.3.3, “Configuring the Settings.txt File,” on page 647
¢ Section 55.3.4, “Creating a PXE Disk,” on page 648

55.3.1 Starting the ZENworks Imaging Boot Disk Creator

1 To start the boot disk creator as a standalone Windows utility, map a drive to the appropriate
ZENworks Imaging server:

Linux: /opt/novell/zenworks/zdm/winutils
NetWare: sys:public\zenworks\imaging

then double-click the zimgboot . exe file contained in that location. (There are no command
line parameters.)

or

To start the utility from ConsoleOne from the server, click Tools > ZENworks Utilities >
Imaging > Create or Modify Boot Diskette.

The following dialog is displayed:

'L" ZENworks Imaging Floppy Boot Disk Creator ':_": = |EI|1|

File Help

The following zettings will be saved to settings.txt:

" Beboot manually

ZEMworkz Partition Size [MB): |1 nn
Load Settings fram Disk
—workstation [P Setting: w'

' |se DHCP

" Use the following static address information: Save Settings to Disk |
IF &ddress: o . o0 .0 .0 :
Nt mask: —D — 1 1 Create F<E Disk...
Cistizay n.o.0.0 Create CD Boot Dizk... |

Cloze |

r— |maging Proxy Server Addre:

& Use DMS Name: I
 Use IP Address: 0o .0 .0 .0

2 Continue with the appropriate section:
¢ “Preparing a CD Boot Diskette” on page 647
¢ “Configuring the Settings.txt File” on page 647
¢ “Creating a PXE Disk” on page 648

TIP: If the Imaging Boot Disk Creator fills up too much of your screen, change your screen
resolution to a setting greater than 800 X 600.

For details on these and other configuration options, see the context-sensitive help (click the Help
menu or press F1) in the utility. The configuration settings you make in the utility are saved to the
settings. txt file. You can edit this file later if needed. For details on the format of this file, see
Section 63.5, “Imaging Configuration Parameters (Settings.txt),” on page 770.
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55.3.2 Preparing a CD Boot Diskette

The CD boot diskette is easy to prepare. One diskette is required. The zimgboot . exe utility is
used to create the diskette, which is used to enable devices that cannot normally boot a CD or DVD
to do so.

To create a CD boot diskette:

1 Format one high-density diskette, or use a preformatted blank diskette.

2 Start the ZENworks Imaging Boot Disk Creator (see “Starting the ZENworks Imaging Boot
Disk Creator” on page 646).

3 Insert the formatted blank diskette, click Create CD Boot Disk, then click OK.
4 When you are finished using this utility, click Close.

Use this diskette to boot workstations that cannot be booted using a CD or DVD. The diskette boots
the workstation, enabling access to the imaging CD or DVD.

55.3.3 Configuring the Settings.txt File

The settings. txt file is required for imaging workstations. A default copy is provided with
Desktop Management, so you can create and configure a version for an imaging session.

To configure a settings. txt file for imaging:

1 Format one high-density diskette, or use a preformatted blank diskette.

2 Start the ZENworks Imaging Boot Disk Creator (see “Starting the ZENworks Imaging Boot
Disk Creator” on page 646).

3 Click Load Settings from Disk.

This allows you to browse for the settings. txt file. Then it populates the fields in this
dialog box from information in the settings. txt file. You can modify the
settings.txt file, as instructed in subsequent steps.

4 Browse for the settings. txt file, then click Open.

The default copy shipped with Desktop Management is located in the \ zenworks\ imaging
directory on your ZENworks Imaging server.

5 (Required) In the ZENworks Imaging Floppy Boot Disk Creator dialog box, got to the Imaging
Proxy Server Address section, then specify either the fixed IP address or the full DNS name of
your ZENworks Imaging server.

6 (Optional) For the other fields and options on the dialog box, keep the default settings, unless
you have a specific reason to change a setting, such as to specify a particular device’s IP
Address in the Workstation IP Settings section.

Click Help for details on specific settings, or see Section 63.5, “Imaging Configuration
Parameters (Settings.txt),” on page 770.

7 Click Save Settings to Disk.
Browse for where you want to save the settings. txt file, then click Save.

The default location is A: \. You can save to a different location for use in burning it to an
imaging CD or DVD.

9 When you are finished using this utility, click Close.
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55.3.4 Creating a PXE Disk

You can use the Boot Disk Creator to create a PXE boot diskette that allows you to use PXE on a
workstation that is not PXE-enabled.
1 Format one high-density diskette, or use a preformatted blank diskette.

2 Start the ZENworks Imaging Boot Disk Creator (see “Starting the ZENworks Imaging Boot
Disk Creator” on page 646).

3 Insert the formatted blank diskette, then click Create PXE Disk to launch PXE-on-Disk.

For more information, see Section 56.7, “Using the Desktop Management Preboot Services
PXE-on-Disk Utility,” on page 691.

4 When you are finished using this utility, click Close.

55.4 Creating an Imaging Hard-Disk Partition

If you want to set up a workstation for unattended imaging operations and are unable to use Preboot
Services (PXE), you can create a ZENworks partition on the hard disk. If you make the partition big
enough, you can even store an image of the workstation’s hard disk, which can be useful if the
workstation becomes misconfigured or corrupted when the network connection is lost.

WARNING: Installing the ZENworks partition destroys all data on that hard drive.

To create a ZENworks partition:

1 Create an imaging CD or DVD (see Section 55.2, “Preparing Imaging Boot CDs or DVDs,” on
page 644)

2 Take an image of the workstation as instructed in Section 60.1, “Manually Taking an Image of
a Workstation,” on page 723.

IMPORTANT: Do this even if you have taken an image of the workstation previously. This
ensures that the new image captures the changes you made in the preceding steps.

3 After the image is created, reboot the workstation with the imaging boot method, type
install at the boot prompt, then press Enter.

This starts the process of creating the ZENworks partition in the first partition slot. It also
destroys all existing partitions, even if slot 1 is empty and available. By default, the ZENworks
partition size is 150 MB.

If the ZENworks partition already exists, it is upgraded, and your existing Windows partitions
are left intact.

4 (Optional) After the ZENworks partition is created and the bash prompt is displayed, type img
dump, then press Enter.

This displays a list of the partition slots on the workstation. Unless you are upgrading your
ZENworks partition, each partition slot should be empty and none should be active. The
ZENworks partition is hidden from the list, so the number of partition slots in the list should be
one less than before.

or
Type img to display a menu, select Dump, then select No Geometry.
5 At the bash prompt, restore the image you took in Step 2.
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Use the img restorep command or select Restore an Image, then select Proxy Image from
the menu as instructed in Step 6 of Section 60.2, “Manually Putting an Image on a
Workstation,” on page 727.

(Optional) After the image is restored and the bash prompt is displayed, use the img dump
command to redisplay the list of the partition slots on the workstation.

or
Type img to display a menu, select Dump, then select No Geometry.

You should now see information about the Windows partitions that are restored and activated.
There should still be one less partition slot than before because the ZENworks partition is still
hidden (and will continue to be).

7 At the bash prompt, type grub. s, then press Enter.

When the bash prompt is displayed, reboot the workstation.

The workstation should boot to Windows. If the bash prompt is displayed, enter the grub. s
command again and reboot a second time.
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Using ZENworks Desktop
Management Preboot Services

This section provides information about using Novell® ZENworks® Desktop Management Preboot
Services on your network.

There are three methods that you can use for imaging: Preboot Services, a bootable CD or DVD, or
a Linux hard-disk partition. For more information, see “Preparing an Imaging Boot Method” on
page 643.

Because Preboot services offers the greatest flexibility and options, we recommend using it.

¢ Section 56.1, “Understanding Desktop Management Preboot Services,” on page 651
¢ Section 56.2, “Installing and Setting Up Desktop Management Preboot Services,” on page 663
¢ Section 56.3, “Checking the Preboot Services Server Setup,” on page 663

¢ Section 56.4, “Deploying Desktop Management Preboot Services in a Routed or Subneted
Network Environment,” on page 668

¢ Section 56.5, “Enabling PXE on a Workstation,” on page 681
¢ Section 56.6, “Administering Desktop Management Preboot Services,” on page 683

¢ Section 56.7, “Using the Desktop Management Preboot Services PXE-on-Disk Utility,” on
page 691

¢ Section 56.8, “Editing the Desktop Management Preboot Services Menu,” on page 694

56.1 Understanding Desktop Management
Preboot Services

This section contains the following information to help you to understand ZENworks Desktop
Management Preboot Services:

¢ Section 56.1.1, “About Desktop Management Preboot Services,” on page 651

¢ Section 56.1.2, “A Typical Preboot Services Operation,” on page 652

¢ Section 56.1.3, “Illustrating the Preboot Services Processes for Linux Imaging Servers,” on
page 653

¢ Section 56.1.4, “Illustrating the Preboot Services Processes for NetWare and Windows Imaging
Servers,” on page 659

56.1.1 About Desktop Management Preboot Services

PXE (Preboot Execution Environment) is an industry-standard protocol that allows a workstation to
boot up and execute a program from the network before the workstation operating system starts.
PXE uses DHCP (Dynamic Host Configuration Protocol) and TFTP (Trivial File Transfer Protocol).
The PXE environment is loaded from either the NIC in flash memory or read-only memory, or in the
same memory as the system BIOS.
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Desktop Management Preboot Services uses PXE to find out if there is imaging work specified for a
workstation and to provide the workstation with the files necessary to boot to the Desktop
Management imaging environment.

By using Preboot Services, you can put an image on a workstation even if the workstation’s hard
disk is blank. You do not need to use a ZENworks Desktop Management imaging boot CD or DVD,
or a Desktop Management imaging hard-disk (Linux) partition on the workstation.

Before you can use Preboot Services, you need to do the following:

¢ Install the Desktop Management Imaging and Preboot Services (PXE Support) components on
your ZENworks Imaging server.

+ Enable PXE on the workstation.

¢ Have a standard DHCP server, either on your ZENworks Imaging server or on another network
server.

For information about requirements, installing Desktop Management and Preboot Services on your
ZENworks Imaging server, enabling PXE on a workstation, and configuring your DHCP server, see
Section 56.2, “Installing and Setting Up Desktop Management Preboot Services,” on page 663.

56.1.2 A Typical Preboot Services Operation

When a PXE-enabled workstation starts to boot up, it sends a DHCP discovery request to determine
the IP address of the ZENworks Imaging server. The DHCP server responds with an IP address for
the client to use, and the Proxy DHCP server responds with the IP addresses of the Transaction
server, TFTP, and MTFTP (Multicast TFTP) servers, as well as the filename of the Preboot Services
client.

The PXE workstation then downloads the Preboot Services client (dinic. sys) using either TFTP
or MTFTP.

After the Preboot Services client is downloaded and executed, the workstation checks the Preboot
Services Transaction server to see if there is any imaging work to do. If there is imaging work to do,
it downloads the Desktop Management Workstation Imaging environment (/srv/tftp/boot/
linuxand 1inld.com) from the server so that the workstation can be booted to Linux and any
imaging tasks can be performed. If there are no imaging tasks to perform, these files are not
downloaded and the workstation proceeds to boot to its operating system.

In addition to using PXE for automation, you can also execute Preboot work manually using one of
the following:

Preboot Services Menu (if enabled for the device)
Preboot Services bootable CD or DVD
ZENworks partition

For more information, see Chapter 60, “Performing Manual Imaging Operations,” on page 723.
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56.1.3 lllustrating the Preboot Services Processes for Linux
Imaging Servers

The following illustrations show the interaction between a Preboot Services (PXE) device and a
ZENworks Imaging server, starting when the PXE device is turned on and begins to boot, and
ending when imaging work begins on that device. The information assumes that the devices and
imaging servers are in the same network segment.

Depending on whether novell-proxydhcp is configured on the same server as the standard DHCP
server or on a different server, the imaging process begins differently. The following sections
illustrate how the process begins for each configuration:

¢ “Phase la: Standard DHCP and Novell Proxy DHCP Configured on Separate Servers” on
page 653

¢ “Phase 1b, Part A: Standard DHCP and Novell Proxy DHCP Configured on the Same Server”
on page 654

¢ “Phase 1b, Part B: Standard DHCP and Novell Proxy DHCP Configured on the Same Server”
on page 655

Then, the subsequent phases are the same:

¢ “Phase 2” on page 656
¢ “Phase 3” on page 656
¢ “Phase 4” on page 657
¢ “Phase 5” on page 657
¢ “Phase 6” on page 658
+ “Phase 7” on page 658
¢ “Phase 8” on page 659

Phase 1a: Standard DHCP and Novell Proxy DHCP Configured on Separate Servers

For this example, the DHCP server and the ZENworks Imaging server are two separate servers on
the network.
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Figure 56-1 DHCP Configuration on Separate Servers
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Processes:
1. When the device boots, the PXE BIOS issues a DHCP request with PXE extensions. The
request is broadcast on port 67.

2. The DHCP server responds with IP configuration information on port 68, and the Proxy DHCP
server responds on port 68 with the name of the bootstrap program (nv1nbp. sys) and the IP
address of the TFTP daemon where it can be found.

3. Continue with “Phase 2” on page 656.

Phase 1b, Part A: Standard DHCP and Novell Proxy DHCP Configured on the Same
Server

For this example, the DHCP server and the ZENworks Imaging server are configured on the same
server on the network. See “Phase 1b, Part B: Standard DHCP and Novell Proxy DHCP Configured
on the Same Server” on page 655 for the second part of this example.
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Figure 56-2 DHCP Configuration on the Same Server, Part A
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Processes:

1. When the device boots, the PXE BIOS issues a DHCP request with PXE extensions. The
request is broadcast on port 67.

2. The DHCP server responds with IP configuration information on port 68, including tag 60 for
PXEClient, which indicates that novell-proxydhcp is running on the same server.

Phase 1b, Part B: Standard DHCP and Novell Proxy DHCP Configured on the Same
Ser