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About This Guide

Purpose

This book describes the user interface of the Novell Identity Manager user application and how you
can use the features it offers, including:

+ Identity self-service (for user information, passwords, and directories)

* Requests and approvals (using workflow-based provisioning) — if you have the Provisioning
Module for Identity Manager

Audience

The information in this book is for end users of the Identity Manager user interface.

Prerequisites

This book assumes that you are using the default configuration of the Identity Manager user
interface. However, it’s quite possible that your version of the user interface has been customized to
look or operate differently.

Before you get started, you should check with your system administrator for details on any
customizations you might encounter.

Organization

Here's a summary of what you'll find in this book:

Part Description

Part |, “Welcome to Identity Manager,” on page 11  Introduction to the Identity Manager user interface
and how to begin using it

Part Il, “Using the Identity Self-Service Tab,” on How to use the Identity Self-Service tab of the
page 21 Identity Manager user interface to display and work
with identity information, including:
» Organization charts
» Profiles (your identity details)
» Directory searches
* Passwords

» User accounts (and more)
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Part

Description

Part Ill, “Using the Requests & Approvals Tab,” on
page 93

How to use the Requests & Approvals tab of the
Identity Manager user interface to:

» Manage provisioning work (tasks and
resource requests) for yourself or your team

» Configure provisioning settings for yourself or
your team

NOTE: This part applies only if you have the
Provisioning Module for Identity Manager.

Identity Manager User Application: User Guide



Welcome to Identity Manager

Read this part first to learn about the Identity Manager user interface and how to begin using it.

» Chapter 1, “Getting Started,” on page 13

Welcome to Identity Manager 11



12 Identity Manager User Application: User Guide



Getting Started

This chapter tells you how to begin using the Identity Manager user interface. Topics include:

» Section 1.1, “Identity Manager and you,” on page 13

» Section 1.2, “Accessing the Identity Manager user interface,” on page 15
+ Section 1.3, “Logging in,” on page 16

» Section 1.4, “Exploring the user interface,” on page 18

» Section 1.5, “What to do next,” on page 20

1.1 Identity Manager and you

Novell Identity Manager is a system software product that your organization uses to securely
manage the access needs of its user community. If you’re a member of that user community, you
benefit from Identity Manager in a number of ways. For example, Identity Manager enables your
organization to:

» Give users access to the information (such as group org charts, department white pages, or
employee lookup) and resources (such as equipment or accounts on internal systems) that they
need, right from day one

» Synchronize multiple passwords into a single login for all your systems

* Modify or revoke access rights instantly when necessary (such as when someone transfers to a
different group or leaves the organization)

* Support compliance with government regulations

To bring these benefits directly to you and your team, Identity Manager provides a user interface
that you can use from your Web browser.

1.1.1 Introducing the Identity Manager user interface

The Identity Manager user interface is your view into the information, resources, and capabilities of
Identity Manager. Your system administrator determines the details of what you can see and do in
the Identity Manager user interface. Typically, this includes:
+ Identity self-service, which enables you to:
* Display organization charts
+ Edit the information in your profile
» Search a directory
* Change your password
* Create accounts for new users (if you are authorized)
* Requests and approvals, which enable you to:
* Issue requests for resources
* Check on the approval of your resource requests

* Work on tasks assigned to you for approving other resource requests

Getting Started
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» Perform requests and approvals as a proxy or delegate for someone else
» Assign someone else to be your proxy or delegate (if you are authorized)

* Manage all of these request and approval features for your team (if you are authorized)

NOTE: Requests and approvals require the Provisioning Module for Identity Manager.

1.1.2 The big picture

Novell Identity Manager

Information and resources
Single login

Access rights

Compliance

8

Access the Identity Manager user
interface in your Web browser

 [Identity self-service
+ Requests and approvals

Your computer

Your team’s computers

1.1.3 Typical uses

Here are some examples of how people typically use the Identity Manager user interface within an
organization.
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Working with identity self-service

Ella (an end-user) recovers her forgotten password through the identity self-service features
when logging in.

Erik (an end-user) performs a search for all employees at his location who speak German.

Eduardo (an end-user) browses the organization chart, finds Ella, and clicks the e-mail icon to
send a message to her.

Working with requests and approvals

Ernie (an end-user) browses a list of resources available to him, and requests access to the
Siebel system.

Amy (an approver) receives notification of an approval request via e-mail (which contains an
URL). She clicks the link, is presented with an approval form, and approves it.

Ernie checks on the status of his previous request for Siebel access (which has now gone to a
second person for approval). He sees that it is still in progress.

Amy is going on vacation, so she indicates that she is temporarily unavailable; no new
approval tasks will be assigned to her.

Amy opens her approval task list, sees that there are too many for her to respond to in a timely
manner, and so reassigns several to co-workers.

Pat (an administrative assistant, acting as a proxy user for Amy) opens Amy’s task list and
performs an approval task for her.

Max (a manager) views the task lists of people in his department. He knows that Amy is on
vacation, so he reassigns tasks to others in his department.

Max initiates a request for a database account for someone in his department who reports
directly to him.

Max assigns Dan to be an authorized delegate for Amy.
Dan (now a delegated approver) receives Amy’s tasks when she is unavailable.

Max engages an unpaid intern, who should not be entered into the HR system. The system
administrator creates the user record for this intern and requests that he be given access to
Notes, Active Directory, and Oracle.

1.2 Accessing the Identity Manager user
interface

When you’re ready to start using the Identity Manager user interface, all you need on your computer
is a Web browser. Identity Manager supports the most popular browser versions; see your system
administrator for a list of supported browsers or for help installing one.

Because it works in a browser, the Identity Manager user interface is as easy to access as any Web
page.

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript
enabled.

Getting Started
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To access the Identity Manager user interface:

* In your Web browser, go to the address (URL) for the Identity Manager user interface (as
supplied by your system administrator). For example:

http://myappserver:8080/IDM

By default, this takes you to the guest welcome page of the user interface:

3 Welcome - Mozilla Firefox E
File Edit Yiew Go Bookmarks Tools Help o
<:£| > E> = %‘ @’ ‘ | http:/appservername :8080/IDM/portal/cn/GuestContainerPageWelcome v‘ G o “Ql' |
Identity Manager o 5
Welcome, Guest : N
ik Login
Guest Pages A *
+ Welcome Novell Identity Manager ﬁ w
securely manage the access needs of your ever-changing user cammunity. { n b L

Introduction

MNovell Identity Manager: Remove barriers to greater business agility and security,

The tirme has corme to apply identity to not only the people involved in your organization, but also to any corporate asset the people
inyour organization need to share, such as routers, servers, devices, application components and even processes,

Movell Identity tanager is a key component of Novell's Identity-Driven Computing vision, Identity-Driven Computing is a new vision
for IT that places people—and the services they depend on—at the center of your enterprise. with Identity-Driven Computing from
Movell, you can add intelligence to every part of your IT infrastructure—and make your business more agile and secure.

Dane:

From here, you can log in to the user interface to get access to its features.

1.2.1 Your user interface may look different

If you see a different first page when accessing the Identity Manager user interface, it’s typically
because the application has been customized for your organization. As you work, you may find
that other features of the user interface have been customized too.

In this case, you should check with your system administrator to learn how your customized user
interface differs from the default configuration described in this book.

1.3 Logging in

You must be an authorized user to log in to the Identity Manager user interface from the guest
welcome page. If you need help getting a username and password to supply for the login, see your
system administrator.

To log in to the Identity Manager user interface:
1 From the guest welcome page, click the Login link (in the top-right corner of the page).

The user interface prompts you for a username and password:
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Novelle
ldentity Manager

Username: Pazsword:

=+ Forgot Password?

N ...Login

2 Enter your username and password, then click Login.

1.3.1 If you forget your password

If you can’t remember the password to type, you may be able to use the Forgot Password link for
assistance. When you are prompted to log in, this link appears on the screen by default. You can take
advantage of it if your system administrator has set up an appropriate password policy for you.

To use the Forgot Password feature:
1 When you’re prompted to log in, click the Forgot Password link.
You are then asked for your username:
IDM Forgot Password D

Forgotten Password

To help vou log in, you must specify your username.

Username: ||

2 Type your username and click Submit.

NOTE: If Identity Manager can’t find a password policy for you, you’ll get an error message
now. See your system administrator for assistance.

3 Answer any challenge questions that display and click Submit. For example:

Getting Started
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MMASLoginPortlet . RN P |
Challenge Response

Pleaze provide a response for each prezented challenge,

Question: What iz my favarite color?
Response:

Question: What is vour mother's maiden name?
Response:

Question: What iz vour childhood pet's name?

Response:

If you successfully answer the challenge questions, you’ll get some assistance with your
password. The nature of that assistance depends on how the system administrator has set up
your password policy. For example, you might:

* See a hint about your password displayed on the screen

* Receive an e-mail containing your password or a hint about it

* Be prompted to reset your password (in other words, specify a new password)

1.3.2 If you have trouble logging in

If you are unable to log in to the Identity Manager user interface, make sure that you’re using the
right username and typing the password correctly (spelling, uppercase or lowercase letters, etc.). If
you still have trouble, consult your system administrator. It’s helpful if you can provide details
about the problem you are having (such as error messages).

1.3.3 If you're prompted for additional information

It’s possible that you might be prompted for other kinds of information as soon as you log in to the
Identity Manager user interface. It all depends on how the system administrator has set up your
password policy (if any). For example:

« If this is your first login, you might be prompted to define your challenge questions and
responses, or your password hint

 If your password has expired, you might be prompted to reset it

1.4 Exploring the user interface

When you have successfully logged in, the Identity Manager user interface displays the tab pages
where you’ll do your work:

Identity Manager User Application: User Guide



© Organization Chart - Mozilla Firefox

Eile Edit Yiew Go Bookmarks Tools  Help o
I} =
- L‘> = g_‘;l t_) @ |U http: }fappservername : 8080/ IDM/portalicn/DefaultCont ainerPagefMyorgChart V| @ G0 “Qv ‘
Novelle Identity Manager Tuesday, August 16, 2005 N
Welc M. . .
ELOME A MBO Identity Self-Sendce Reguests & Approvals Logout  Help
Infarmation Management P
?
+ Organization Chart (LATLELA] ra&-no
My Profile :‘& Haann
Directory Search
Password ilanagement A
Password Challenge Responsze Kevin Chest
evin ester
Password Hint Definition Matketing #ssistant
Change Password
CNEN
Directory Management F-3 "
argo u
Create User or Group Mac?(enzie
Directar, Marketing
Allison Blake
Creative Assistant
+
G

If you look along the top of the user interface, you’ll see the two main tabs:
* Identity Self-Service (which is open by default)

To learn about this tab and how to work with it, see Part II, “Using the Identity Self-Service
Tab,” on page 21.
* Requests & Approvals

To learn about this tab and how to work with it, see Part I1I, “Using the Requests & Approvals
Tab,” on page 93.

NOTE: To enable the Requests & Approvals tab, your organization must have the Provisioning
Module for Identity Manager.

To switch to a different tab:

 Simply click the tab you want to use.

1.4.1 Getting help

While working in the Identity Manager user interface, you can display online help to get
documentation about the tab that you’re currently using.

To get help about the Identity Manager user interface:

1 Go to the tab that you want to learn about (such as Identity Self-Service or Requests &
Approvals).

2 Click the Help link (in the top-right corner of the page).
The help page for the current tab displays.

Getting Started
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1.4.2 Logging out

When you’re finished working in the Identity Manager user interface and want to end your session,
you can log out.

To log out of your Identity Manager user interface session:
* Click the Logout link (in the top-right corner of the page).

By default, the user interface displays its login prompt (in case you want to log in again later).

1.5 What to do next

Now that you’ve learned the basics of the Identity Manager user interface, you can start using the
tabs it provides to get your work done.

To learn about See
Doing identity self-service work Part Il, “Using the Identity Self-Service Tab,” on page 21
Doing request and approval work Part Ill, “Using the Requests & Approvals Tab,” on page 93
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Using the Identity Self-Service Tab

These chapters tell you how to use the Identity Self-Service tab of the Identity Manager user
interface to display and work with identity information.

* Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23

* Chapter 3, “Using Organization Chart,” on page 27

 Chapter 4, “Using My Profile,” on page 37

» Chapter 5, “Using Directory Search,” on page 55

* Chapter 6, “Performing Password Management,” on page 75

» Chapter 7, “Creating Users or Groups,” on page 81

Using the Identity Self-Service Tab 21
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Introducing the Identity Self-
Service Tab

This chapter tells you how to begin using the Identity Self-Service tab of the Identity Manager user
interface. Topics include:

» Section 2.1, “About the Identity Self-Service tab,” on page 23

» Section 2.2, “Accessing the Identity Self-Service tab,” on page 23

» Section 2.3, “Exploring the tab’s features,” on page 24

» Section 2.4, “Identity Self-Service actions you can perform,” on page 25

For more general information about accessing and working with the Identity Manager user interface,
see Chapter 1, “Getting Started,” on page 13.

2.1 About the Identity Self-Service tab

The purpose of the Identity Self-Service tab is to give you a convenient way to display and work
with identity information yourself. It enables your organization to be more responsive by giving
you access to the information you need whenever you need it. For example, you might use the
Identity Self-Service tab to:

* Manage your own user account directly

* Look up other users and groups in the organization on demand

* Visualize how those users and groups are related
Your system administrator is responsible for setting up the contents of the Identity Self-Service

tab for you and the others in your organization. What you can see and do is typically determined by
your job requirements and your level of authority.

2.2 Accessing the Identity Self-Service tab

By default, after you have logged in to the Identity Manager user interface, the Identity Self-Service
tab opens and displays its Organization Chart page:

Introducing the Identity Self-Service Tab
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Eile Edit Yiew Go Bookmarks Tools  Help o

Qil - L:) = %‘ ‘:) @ ||J http: }fappservername : 8080/ IDM/portalicn/DefaultCont ainerPagefMyorgChart V| @ G0 “Qv ‘

Novelle Identity Manager

Welc: M. . . N
ELOME L MMBO Identity Self-Sendce Reguests & Approvals Logout  Help

Infarmation Management P23
?

+ Organization Chart (LAMLELA ra&-no
My Profile &
i Lookup
Directory Search
Password ianagement A
Password Challenge Responsze R

Kevin Chester
Password Hint Definition Matketing #ssistant
Change Password

Directory Management F-3

Margo

Create User or Group MacKenzie
Director, Matketing

Allison Blake
Creative Assistant

If you go to another tab in the Identity Manager user interface but then want to return, you just need
to click the Identity Self-Service tab to open it again.

2.3 Exploring the tab’s features

This section describes the default features of the Identity Self-Service tab. (Note that your tab may
look different due to customizations made for your organization; consult your system administrator.)

The left side of the Identity Self-Service tab displays a menu of actions you can perform. The
actions are listed by category — Information Management, Password Management, and Directory
Management (if authorized):

Infarmation Management w2

+ Organization Chart

Moy Profile
Directory Search

Pazzword Management 2
Pazzword Challenge Response
Password Hint Definition
Change Password

Directory Atanagement i

Create User or Group

When you click an action, it displays a corresponding page on the right. The page typically
contains a special window called a portlet, which shows the details for that action. For example, the
portlet on the Organization Chart page looks like this:
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Org Chart

a Lookup

Margo

MacKenzie
Crirectar, Mateting

[ P8

Kevin Chester
hdatketing A=sistant

S

©

Allison Blake

Creative Assistant

&

G

T a2 _ 0

The portlet title bar typically displays a set of buttons you can click to perform standard

operations. For example:
T Ed_ 8

Here’s what these buttons do:

Button

What it does

Displays help for the portlet
Prints the contents of the portlet
Minimizes the portlet

Maximizes the portlet

If you see other buttons and aren’t sure what they do, you can hover your mouse pointer over

them to display descriptions.

2.4 |dentity Self-Service actions you can perform

Here’s a summary of the actions that are available to you by default on the Identity Self-Service tab:

Introducing the Identity Self-Service Tab
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Category Action

Description

Information Management Organization Chart

My Profile

Directory Search

Password Management Password Challenge
Response

Password Hint Definition

Change Password

Directory Management Create User or Group

Displays the relationships among users and
groups in the form of an interactive
organizational chart

For details, see Chapter 3, “Using
Organization Chart,” on page 27.

Displays the details for your user account
and lets you work with that information

For details, see Chapter 4, “Using My
Profile,” on page 37.

Lets you search for users or groups by
entering search criteria or by using
previously-saved search criteria

For details, see Chapter 5, “Using Directory
Search,” on page 55.

Lets you set/change your valid responses
to administrator-defined challenge
questions, and set/change user-defined
challenge questions and responses

For details, see Chapter 6, “Performing
Password Management,” on page 75.

Lets you set/change your password hint

For details, see Chapter 6, “Performing
Password Management,” on page 75.

Lets you change (reset) your password,
according to the rules established by your
system administrator

For details, see Chapter 6, “Performing
Password Management,” on page 75.

Lets you create a new user or group (note
that you must be authorized in order to see
and use this feature; consult your system
administrator)

For details, see Chapter 7, “Creating Users
or Groups,” on page 81.
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Using Organization Chart

This chapter tells you how to use the Organization Chart page on the Identity Self-Service tab of
the Identity Manager user interface. Topics include:

* Section 3.1, “About Organization Chart,” on page 27

+ Section 3.2, “Navigating the chart,” on page 30

* Section 3.3, “Switching the chart,” on page 32

» Section 3.4, “Displaying detailed information,” on page 33

» Section 3.5, “Sending e-mail via the chart,” on page 34

NOTE: This chapter describes the default features of the Organization Chart page. Please be aware
that you may encounter some differences due to your job role, your level of authority, and
customizations made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 23.

3.1 About Organization Chart

You can use the Organization Chart page to display the relationships among users and groups in
the form of an interactive organizational chart. In the chart, each user or group is represented
graphically in a format that resembles a business card.

When you first display the Organization Chart page, it shows your own manager-employee
relationships. For example, here’s what Margo MacKenzie (Marketing Director) sees by default
when she goes to the Organization Chart page:
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3 Organization Chart - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help 0
Y >
& Ll«> - %‘ |_) @ ||J http: ifappservername: GB030{1DM portalicnfDef aulbContainerPage My OrgChart V| @ Go “Q, |
Novells Identity Manager N
lalcane lkareo Identity Self-Service Requests i Approvals Logout  Help
Information Management F
+ Organization Chart QoeaChant & -0
My Profile :* by

Directory Search

Password Management P

Passwiord Challenge Response :
Kevin Chester

Passwiord Hint Definition hatketing Assistant

Change Password

Directory Management F

Margo
MacKenzie
Director, Marketing

Creste User or Group

Allison Blake
Creative Assistant

Done

You can navigate the chart by expanding or collapsing it, level by level. Here’s what Margo
MacKenzie sees when she navigates up two levels and expands the chart:
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Org Chart

i Lookup

Jack Miller
President, CEQ

Chip Nano
Chief Information
Officer

Antheny Palani
Chief Operating
Orfficer

The chart also enables you to view other relationships. For example, the user-group relationships

Timothy Swan
Directar, Matketing,
Wice President

Margo
MacKenzie
Direstor, Matketing

Kevin Chester
Marketing Assistant

Ta8 -0

Kelly Kilpatrick
Sr. WP, Uorldwide
Sales

for Timothy Swan (Marketing Vice President) look like this:

Allison Blake
Creative Assistant
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Org Chart O 3 O e

= Lookup

—— Executive Management

Timothy Swan
Crirectar, M aketing,
Wice Fresident

Ml aneeting

@D .5

———  Improve Costomer Senvice task force

The chart provides links for performing other useful actions on users and groups. You can:

* Look up a user to display in the chart
 Display details (Profile page) for a selected user

* Send user details (in the form of a link) to someone via e-mail

* Send new e-mail to a selected user or to a manager’s team

3.2 Navigating the chart

This section describes how to navigate by:

* Expanding the chart

* Collapsing the chart

» Going up one level in the chart

* Reorienting the chart to another user

* Looking up a user in the chart

To expand the chart:
1 Find a card that you want to expand.

2 Click this icon at the right edge of that card:

+

The chart expands to the right to show the next level of subsidiary cards (if any) that are
related to your chosen card.
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To collapse the chart:
1 Find a card that you want to collapse.

2 Click this icon at the right edge of that card:

The chart collapses from the right to hide the subsidiary cards that are related to your chosen
card.

To go up one level in the chart:

1 Find a card from which you want to go up to the next level.
2 Click this icon to the left of that card (if available):

&2

Your position in the chart moves left to show the card that’s one level up from your chosen
card.

To reorient the chart to another user:
1 Find the card of a user to which you want the chart reoriented.
2 Click the user’s name (which is a link) on that card.

Your position in the chart shifts to the chosen card.

To look up a user in the chart:
1 Click the Lookup link at the top-left corner of the chart.
The Lookup page displays:

%2 Object Lookup - Mozilla Firefox

Object Lookup e ol I

Search object lst: [example: 2%, Lar®, 1D, *r]

First Mame 4, search

Daone

2 Specify search criteria for the user you want:
2a Use the dropdown list to choose whether the search is by First Name or Last Name.
2b In the textbox next to the dropdown, type all or part of the name to search for.

The search will find every name that begins with the text you type. It is not case-
sensitive. You can optionally use the asterisk (*) as a wildcard in your text to represent
zero or more of any character.

For instance, all of the following examples will find the first name Chip:

Chip
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3 Click Search.
The Lookup page displays your search results:

¥ Dbject Lookup, - Mozilla Firefox

Object Lookup P El e [

Search object list: (example: a%, Lar, 1D, 1)

FirstMame '+ ”C |‘:§5earch

Select an object fram the list:

First Mame Last Name

Chrs Black

Cal Central

Chip Mano
1-3of3

Done

If you see a list of users t